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HackOnbKoO Nerko:

- BHeppuTb HOBbLIM cepBuC?

LDP
- [lponsBecTr MUrpaLmto?

N ¥ - BbINOMHUTBL CerMeHTaumio?

- ObecneunTb NPeEeMCTBEHHOCTL?



OBOMNOUMA CETEBbBIX MPOTOKOMOB

[TpoTokonbl paspabaTbiBanuch 4risl Toro, YTobbl ydopaTb npeasiayLLyro
HE3(PPEKTNBHOCTb

“If  had asked people
what they wanted,
they would have said
faster horses.”

—Henry Ford

t‘ 93 “Most people spend
. more time and energy
going around problems
than in trying to solve them.,

Henry Ford

famouspeoplequote.com



MoHb 201 7. Nyetya. OH e Petya-A.
OH »xe He-lleT4

Ncnonb3oBan 4OBEPEHHbIN KaHan
byxrantepckoro N0 ana AoCTaBKU
B OpraHmM3auum

Ncnonb3oBan rmbpungHyto
METOA0/10TNI0 PACNPOCTPAHEHUA
LLUndpposan dbannbl He € UENbIO
No/iy4eHnA BbiKyna, a aAns
HaHeCeHUA YPOoHa



http://www.cisco.com/c/dam/global/ru_ua/solutions/security/ransomware/pdfs/cisco_blog_ransomware_attack_ua_upd4-graphics.pdf

CeTeBag MUKPOCETMEHTaUNS
YCTpOnCTBa B OOHOM MOACETU HE MOIYT 3apaxkaTb Opyr gpyra

© 2019 Cisco and/or its affiliates. All rights reserved.



CerMeHTauus: TpagmUMOHHbBIM NOAXon
VLAN, SSID, ACL

CeTeBasa NoaUTUKA

"

IP

AZIPECA

= HaxoparTebsa
= OnpepenaTTebn
=  OrpaHuunBaloT TEbA

IP Address
“o3Havaer”
NEPETPY3KY

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

102
102
102
102
102
102
102
102
102
102
102
102
102
102

deny udp 167.160.188.162 0.0.0.255 gt 4230 248.11.187.246 0.255.255.255 eq 2165
deny udp 32.124.217.1 255.255.255.255 1t 907 11.38.130.82 0.0.31.255 gt 428
permit ip 64.98.77.248 0.0.0.127 eq 639 122.201.132.164 0.0.31.255 gt 1511

deny tcp 247.54.117.116 0.0.0.127 gt 4437 136.68.158.104 0.0.1.255 gt 1945

permit icmp 136.196.101.101 0.0.0.255 Tt 2361 90.186.112.213 0.0.31.255 eq 116
deny udp 242.4.189.142 0.0.1.255 eq 1112 19.94.101.166 0.0.0.127 eq 959

deny tcp 82.1.221.1 255.255.255.255 eq 2587 174.222.14.125 0.0.31.255 Tt 4993
deny tcp 103.10.93.140 255.255.255.255 eq 970 71.103.141.91 0.0.0.127 1t 848
deny ip 32.15.78.227 0.0.0.127 eq 1493 72.92.200.157 0.0.0.255 gt 4878

permit icmp 100.211.144.227 0.0.1.255 1t 4962 94.127.214.49 0.255.255.255 eq 1216
deny icmp 88.91.79.30 0.0.0.255 gt 26 207.4.250.132 0.0.1.255 gt 1111

deny ip 167.17.174.35 0.0. 55 eq 3914 140.119.154.142 255.255.255.255 eq 4175
permit tcp 37.85.170.24 0. 127 1t 3146 77.26.232.98 0.0.0.127 gt 1462

0.

7
0.
1.
0.
permit tcp 155.237.22.232 0. 127 gt 1843 239.16.35.19 0.0.1.255 Tt 4384

2
2
0
0

NHbopmaumsa o
nonb3oBaTtene/ycTpomncree

b
[ ]

¥




Cisco TrustSec: noaoxon Ha OCHOBE METOK

[TpuBsa3Ka K IP-agpecam 60mbLue He TpebyeTco

Ho TpebyeTcs
HaCTponKa
KaYKOoro CeETeEBOro
YCTPOWCTBA

sco and/or its affiliates. All rights reserved
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Software
Defined
ACCEesSS

You make the power of data possible



Software Defined Access (SDA)

DNA
Center

YnpoLleHne HaCTPOEK CETEBOIO
B3aMMOOENCTBUS

<BE @: t BbICTpOE BHEOPEHME CerMeHTauUmm
= :

O

EovHasg nnatdopma ang nonmTmk
MPOBOJHOro 1 6eCcnpPoBOAHOIO

KamnycHas HOCTyMa

dabpuka
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SDA - NpoCTO MapLUpyTU3NPyeEM BCE!

| (5] (5| Edgelsk] [k (5]

No 802.1Q
No VTP
No BPDU Guard
No Root Guard

Distribution
e e I e [

b Core i

NO M
No M

N

o0 VR

- - No VPLS

>-BGP
PLS/LDP

--lite

No 802.3ad

No VSS/vPC

No HSRP
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Bce Access HaCTPOUKM MOEHTUYHDI

Bce Core v Distribution HaCTpOMKM
MOEHTUYHDI

Bce HacTtponkn - Cisco Validated



CpaBHUM KOHUrK distribution

Traditional Distribution

[ NN | HCR1 Configuration05042017 - Send to ASH.txt
FSH-BL1-H@1-DS@1IN#

Current configuration : 142472 bytes

|

version 15.1

service nagle

no service pad

service tcp-keepalives-in

service tcp-keepalives-out,

service timestamps debug datetime msec. lecaltime show-timezone
service timestamps log datetime mseg, localtipe show-timezone
service password-encryption

service internal

service counters max age 5

service call-home

|

Hustname FSH-BL1-H@1-DS@1N
|
boot-start-marker

boot system bpotdisk:s2tid-adventerprisekd-mz.SPA.131:2,5Y8.hin
boot-end-marker
1

1
yrf definition 3RD_PARTY_EUC
rd 10.160.0.48:10
1
address-family ipv4
route-target export 64512:10
route-target import 64512:10
exit-address-family
1

address—-family ipyv6
route-target export 64512:10
route-target import 64512:1@

exit-address-family

1

vrf definition AV
L. rd 10 10 A4 AR-1204

) 2019 Cisco and/or its affiliates. All rights

SDA Distribution

1v | Helvetica < | Regular <
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0 2 4 6
interface HundredGigE1/0/18
ip address 10.1.1.xxx 255.255.255.252
ip pim sparse-mode
ip router isis
logging event link-status
load-interval 30
bfd interval 500 min_rx 500 multiplier 3
no bfd echo
cins mtu 1400
isis network point-to-point
!
interface HundredGigE1/0/19
ip address 10.2.2.xxx 255.255.255.252
ip pim sparse-mode
ip router isis
logging event link-status
load-interval 30
bfd interval 500 min_rx 500 multiplier 3
no bfd echo
cins mtu 1400
isis network point-to-point

v
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NONMNTUKKN CETMEHTalU NN

CISCO
DNA CENTER
APl
CISCO ISE
" 3ATPY3KA MOMMTUK
e ’ -
< < N

KommyTaTtopsl
habpuku

MONNTUKWN ®ABPUKA

Source Destination

Employees contract Production
PERMIT

Empl Contractors  Production Development



MaTpuua NoNUTUK MUKPOCErMeHTaLmm

Default: Permit e

£¥ GBAC Configuration

Policies (1 1) " Enter full screen

Refresh

Ty
~

Deploy

< Filter

Custom Default

m Deny

W Permit

uopeunsag

Source

Auditors

Auditor_SDA

BYOD

Cameras

Contractor_Nurs...

Contractors

Developers
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bbiICTpble peakumm Ha aHOMarnM B CETU
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MakpocermeHTaums

BupTtyanbHble ceTu [ocTeBas ceTb

KopnopatnBHasa ceTtb

dusmnyeckasa cetb E— e

© 2019 Cisco and/or its affiliates. All rights reserved



Cisco X-domain: KpocCc-O0OMEHHas MHTerpaums

A

EOvHbBIM CBOL NOMUTUK >

ABTOMaTM3aLUMS
TenemeTpus v aHanMTUKa
be3onacHOCTb M cermMeHTaumsa

SDN SDN @ 5
l/lHTel'paLl,l/IFl l/IHTeraLLMS:l :

C\SCO DNA Center : Cisco vManage

4B [MornoxeHuns
N P

SD Access SD-WAN ;Data Center

[Monb3oBaTenwu @

o BceobbemnoLlada 6e30nacHOCTb



[ Togoep)xmBaemoe 0bopygoBaHMe

MapuwpyTtusatopbl | becnpoBogHble ceTu | 10T uHd pactpykTypa

ASR-1000-X

CDB
AIR-CT8540
r
o B 5
Wave 2 Aps

(1800, 2800,3800)

‘. i A;‘
=
=
Y Wave 1 Aps

Catalyst 3850 and 3650

(1700, 2700,3700)*
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AHannMTmkKa u
Assurance

You make the power of data possible



KauecTBO CBSA3M B CETU — CIIOXHAs MU MHOrorpaHHas
npobnema

@ BnvsgeT Ha NOAKTIOUEHIE U POYMMHT

@ BnvseTHa KaueCTBO/CKOPOCTb

[MpolunBKa KNMEHTa @ BnwaeTu Ha TO, v Ha Apyroe
3arpy3ka WAN kaHana CepBUCHI KMMEHTA

Emkoctb WLC WAN QO0S, poyTHHr, ...
PY wymbl/nomexn

-. . B B
0 mm B s F -.g'
i = 3
APs =
==

Hactponku

AyTeHTndmkaums

Anpecauus

Network services DC ~—
Cisco Prime™

Office site

Mobile clients
Local WLCs

© 2019 Cisco and/or its affiliates. All rights reserved * Both = Join/roam and quality/throughput



APXUTEKTYPa NOTOKOBOW TENEMETPUM
DNA Assurance

Cisco DNA Center

KommyTtaTtopsbl 1

Touku gocTtyna
AOCTYy BecnposogHble KOHTponnepbl Map Py TH3aTOPbI

Ak TuBHble Wi-FiceHcopbl

 Cisco 1800S

% " ‘
[ & S
v

* 9115, 9117, 9120 + Catalyst 9800 + Catalyst 9200, 9300, 9400,
+ 1800, 2800, 3800, 4800 + eWC 9500

« 1700, 2700, 3700 » Mobility Express, 3504, « Catalyst 3650, 3850
5520, 8540 « Catalyst 4500E, 6500, 6800
* Nexus 7700




300P0OBbE CETU: rae NPobIEMHbBIE YUaCTKN?

Overall health of
your network, clients,
and applications

Where in the world
the most serious issues
are happening

Yourtop 10 issues

and trends

© 2019 Cisco and/or its affiliates. All rights reserved

Health

Issues Trends [# Last 24 hours

Your Network Health

) B
Network R E
Clients - e
Applications N

Compliance

Service Provider WAN link at Site SFO is down

AR 4k Clients impacted [ 50 Buildings impacted

All Domains v

DHCP server 168.0.0.2 is not ing to di

AR 1k Clients impacted B 10 Buildings impacted

Switch C3850-24XS-F1111 interface ethO is rapidly
toggling between up and down (flaps)

AR 250 Clients impacted B 1 Building impacted

2.4GHz radio is experiencing high utilization

AR 31 Clients impacted B 1 Buildings impacted

All Devices v £ Search for User name, Device ID, IP address.

(6 |

TOP 10 TRENDS

WAN utilization on the 1 Gbps Seattle Comcast eth0 link for Router
4451-ASRSK has been increasing monthly to 75%

£ 2K Clients potentially impacted [ 10 Buildings potentially impacted

50 Clients in SJC experiencing increasing onboarding times -
802.11 Association

AR 50 Clients potentially impacted @ 1 Noor potentially impacted

AP SJC29AP001 in San Jose Building have client count
approaching limit

A 45 Clients potentially impacted @ 1 floor potentially impacted

3 switches in the San Jose site are experiencing a 30% increase
from the average number of interface packet drops

Ak 3k Clients potentially impacted [ 12 Buildings potentially impacted




360°-HabntogaemMoCcTb CETEBOTO yCTpOMCTBa

ClSCO DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
Health ~ Dashboards Issues Manage v Insights
DeVI Ce 3 60 24 Hours: Jul 14, 10:32 pm — Jul 15, 10:32 pm All Domains w
110® AP AP4800.8DAC inteligent Capture  View Detail
Model: AIR-AP4800-B-K9 4 Locati One Bush St/ FIr3 are Version: 8.8.12( M Uptime 1:32 Connected To WLC: CT5520
10:32p 10:32p
1T | ] |/ N TR IR |f |f T
= == = s s s = = =m it s . s mmm = s = = am = = = " mm v PhySlcal Nelghbor TOpOlOgy
Jul 15, 2019 6:35 am System Resources Data Plane Events
Device Health: 10 Memory Utilization 10 46% Link Errors 10 --
- - 5 ee Full List (0 Events)
& Healtt . CPU Utilization 10 5% Radio 0 Radio 1
e Noise 10 = -93 dB
Air Quality ] - 95 %
Interference 10 == 15 %
Radio Utilization 0 = 17 %

AP Anomaly
B-Ef

Instance Count: 260




360%-HabnronaeMocTb KIMeHTa

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM

Health ~ Dashboards v Issues Manage v Insights

Client 360

109 Userd

24 Hours: Jul 14, 10:43 pm

Jul 15, 10

43 pm All Domains v

Intellig

Device: Android-Motorola 08! android-dhcp-7.1.1 MAC: 7C:46:85:20:7B:27 1Pvd: 10.13.4.186 IPvB: fe80::7e46:85ff:fe20:7b27

SSID: @CorpSSID Last Known Location: San Francisco/One Bush St/FIr13

10:43p

AT
|\

V] 1 NV VTV

-

-

VLAN ID: 140 Status: Connected Last seen: Jul 15, 2019 10:42:00 pm

Connected Network Device: AP4800.922C

LRI = - - - i ]
s a 4a ] 8a ] i 2p 1 8
Issues Onboarding Event Viewer Path Trace Application Experience Detail Information
v |ssues (3)
v i .
Onboarding Onboardmg Jul 15, 2019 10:43 PM
Instance Count: 13 Q AAA o DHCP
Onboarding
rele ! [
Instance Count: 2 2 4 10
~— A
L] & = e ®
Onboarding g . AR

Instance Count: 1

2019 Cisco and/«

s affiliates. All rights reservec




Troubleshooting

real-time ¢ nprBA3KOW K fToKaLmm

AirSense Analysis o: GeorgeBaker-iphone

Start Full Packet Capture

O 24 Hours v

+ Jan 29, 2017 10:23:22.841 am

© Key Exchange

Summary (10:15a - 10:35a) 4-way Key Timeout

Date: Feb 16, 2017

Associated AP SJC04-3-A1245

© Key Exchange 10:23:21 am
wLC 5JC04-XX-20491X2
@ Key Exchange 10:23:21 am S Blizzgrg
Band: 5 GHz
@ Association Done 10:23:20 am Channel 6 (1265 MHz)
User Name 5 GHz
@ Association Start 10:23:20 am Server: 6 (1265 MHz)
1Pv4 120.22.41.6
VLAN [Value]
Role [Value]

Auto Packet Analyzer

Probe ravavaw
Authentication

VAVA
Association va
EAP

DHCP

Data

- ,,|I|I|l|I|||I|I|I|I||II|III|II|II|I|I|II|"|

PACKET A From Client

10:15a 10:35a
. : ; ; 7 ; > ; p e E———— A
! : i E 1 : - : i e watta=r =t HINBN
9/14

Color Path by
RSSI v

Client Location: West Coast / San Jose / Building 24 / Floor 1

*m fpsum
"l

4 Download Packets

VAVA
VAVAVAVAVAVAVAVA VA
VAVA

vavaAY
VAVAVAVAV v
va i av
Av
AV

¥ From AP 1 InterPacket Gap RSSI (dbm)

-——'\

OTcnexkmBaHme aplpbl
B MOKPbITUM

Lpyrme cueHapum:

- ['NpobnemMHble 30Hb
0151 POYMUHTA

- Cnaboe nokpbiTne
- CUNbHbIE MOMEXM



[Toobnembl B ceTU: YCTaHOBNEHWE MPUUNH U
DEeKoOMeHOauMm no Ux YCTPaHEHWUHO

Cisco DNA Center

Dashboards v

12:302
Pl

P2

PaePe | I I

Total Open: 379

All

VY Filter

Priority «

P3

P3

P3

P3

2a

P1: 0

Insight

Issue Typ!
Device tim
Sensors -

Sensors -

DESIGN

Interface is R

3

V Filter

O

O

POLICY

Open Issu|

Actions|

Issue

Interface Twi
network devi

Interface Tw
network devi

Interface Tw
network devi

o
10
F

o3
1o
Jiii

Interface is Flapping On Network Device > Issue Instance

Interface TwoGigabitEthernet2/0/29 is flapping on network device "C9300-1"

Open

Description
Switch "C9300-1" Interface TwoGigabitEthernet2/0/29 is Flapping

Go to C9300-1

Suggested Actions (6)

> 1 Verify that the port is error free

> 2 Confirm that the correct optic is installed

Run

Run




300P0BbE MPUNOXXEHWIN 1 MONb30BATENBCKOIO OMnblTa
Application 360 Last24hours Al Domins

W O:‘l-’?o ssh View Details

Business Relevar

s-relevant Traffic Class: ops-admin-mgmt Category: net-admin

A SR IRINAAA24TI AR MIAERLM B M A

10:00a 11:00a 12:00p 1:00p 2:00p 3:00p 4:00p 5:00p 6:00p 7:00p 8:00p 9:00p 10:00p 11:00p 4/21 1:00a 2:00a 3:00a 4:00a G5:00a 6:00a 7:00a &:00a 9:00a
?
v Application Experience 21, 20i8030am  CRefresh
Y Filter (] Export 2Q Find
Health Average DSCP Packet Loss (%) Latency Application De
Sourc_e Usage Average Throughput Bandwidth
tocation - Last Utilization
Recent 24 (%) Marking Preservation Max Average Average Max Aver:
Hours
O UsA View 1.8 KB 13 bps 0 cs2 No 100 66 1ms 0ms 0ms
O unknown View 1.13GB 20.45 Kbps 0 Ccs2 No 50 0.91 32 ms 999 ms 14 ms




becnpoBogHble CEHCOPLI: MPOAKTUBHOE OOHAPY>KEHME
NPOBMEM C CETbIO

here at Any time at Real-world Client Level

Test Your Network An

Aironet 1800S Active Sensor

\». Purpose-built Hardware for Analytics
In-line monitoring to DNA for analytics

[ ] and insights while serving clients

\.
2x2 with 2 spatial streams

* Multiple powering options 2
- PoE Power - " .
\ s

- USB Type “C” power
- Direct AC Power Plug

* Integrated BLE
» Ultra compact form factor

.

Global Issue
Creation

All rights reserved
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TecTnpoBaHMe ceHcopaMu: rae >KaaTb Npoodem

CeTH

alialn pna

CISCO  chutin DESIGN POLICY
Health ~ Dashboards Issues
DASHBOARD

Wireless Sensor

8:050

© 24 Hours v I |

Test Summary

3 % of tests failed

71 34

Failed Tests o Tests

2040

Passed Tests

PROVISION

Manage v

ASSURANCE

Failure by Test Type

g

/
N\

M cnboarding [ dhep M cns
Heino [l webserver

No Global Issues

(0 Show

°
P
o
i

ANl SSIDs v All Bands v Actions v

8:05p

I =1

~

Top locations by failure

Site Name Failed Tests (#)

Make a Wish

1. Global/San Jose/SJC23/Floorl il

B

Test Results

Y Filter
Test Name - Location
AP1800_Sensor San Jose / SJC23 /
Floor1

Total Fail / Slow

Success

Failed Test
Detall

© 2019 Cisco and/or its affiliates. All rights reserved

SSIDs

@CorpSSID
€5520Wavel AP

Test Types

Onboarding Test
1P Addressing Test
DNS Test

Host Reachability
Test

Web Server Test

Showing 1 of 1

=Q Find

Test Results

Sensor Test Result Detail per sensor

Latest
Failure
Detail

-~

Thrave 2 wish |




COBpPEMEHHbIN
KaMMycC.
DNA-nogxon

You make the power of data possible



LindbpoBast TpaHcopMaLma TpebyeT
TpaHcopMaLnm CceTH

A

AkueHT Ha obopynoBaHue [lporpammMHO=openensemas

C 4
( £ 3akpbiTas D% Hporpammmpyemas
(3% i &
eaKkTuBHas [lpenckasbiBatoLLias <+
4
C HacTtpanBaem ceTeBble yCTpOMUCTBA D% ObecneynBaem TpeboBaHms busHeca @




COBPEMEHHbIN KaMmyC
APXUTEKTYPA LIMPPOBbLIX
ceTeun

@ DNA Center %

Identity Services Engine DNA Assurance

MapLwpymsaTopbl KommyTtaTopbl Wireless Controllers Wireless APs




APXUTEKTYPA LUMPPOBLIX ceTen CiSco

“IJoBOMIBHO NErKO chesnartb YTo-To
crioXKHoe. Hy»KHbl HacTosume
MHHOBaLMKM, YTObbl cOesaTb 3To
rpoOCTbIM..”

CISCO SD-Access
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