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DC Market

« Almost 60% of all
datacenter workloads are
virtualized

« Computing model has
changed

« |IT Service model has
changed

Cisco

« Company extending
direction for some
products from purely HW
based appliance to SW
based virtual service node

- Easy service integration in
virtual environment

« Cloud based automation

« Physical -> Virtual ->
Cloud Journey

VMware, Microsoft,
Citrix, RedHat, Oracle

- VMware gain significant
share on hypervisor market

« Windows 8 behind the
corner

- Hypervisor market
transforms to cloud market

- Competitors in one space,
friends in other



Data Center, Services, &
Virtualization: It’s so
easy!

Just ask this 35 year old
Administrator.

© 2011 Cisco and/or its affiliates. All rights reserved.




Agenda

- Architecture for virtualized services

- Understanding vPath and VXLAN

- Virtual Security Gateway with vPath Integration

- Nexus 1000V with VXLAN Integration with VMware vCloud Director
- Virtual ASA role in overall architecture

- Virtual WAAS integration

- Summary

- Resources



Network Services Options for Virtualized/Cloud DC
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Virtual Services Node Options
 Stand-alone VSN | |

Can be deployed with any virtual switch [ Hypervisor J [ Hypervisor J
Example: VWAAS

« N1KV vPath integrated VSN

Integrates with N1KV port profile and virtual service
datapath (vPath)

OO0 OOo

vPath 2
Example: VWAAS, VSG, ASA 1000V Nexus 1000V " Hypenisor |
_ Hypervisor Hypervisor Server(s) for
« VSN hosted on Nexus 1010 appliance Virtual Services

VSN can be stand-alone or vPath integrated
Example: VSG, NAM

VSN: Virtual Service Node 6



Virtual Services — Architectural Approach

Virtualization Awareness « Virtual (SW) form-factor
« Dynamic policy-based provisioning * Integration with VM mgmt tools (e.g. vCenter, SC-VMM in future)
« Support VM mobility (e.g. vMotion) » Policies bound to vNIC/VM
* Integration with N1KV (vPath*)
Multi-tenant / Scale-out deployment « Virtual service: multi-instance deployment

« Management: Multi-tenant
* N1KV vPath: Multi-tenant

Separation of Duties * Profile-based provisioning for services
« Non-disruptive to server team * Integration with N1KV port profile
 Optional hosting on Nexus 1010 HW appliance
« Efficient deployment Integration with N1KV vPath
» Performance optimization
Extended mobility * DC-wide: VXLAN
« DC-wide, DC-to-DC, DC-to-Cloud * DC-to-DC: OTV, FabricPath



Architecture for virtualized services




Network team manages virtual & physical nhetworks
N1k Architecture

* VSM — Virtual Supervisor Module Virtual Appliance

Vv

* VEM — Virtual ethernet module
®

Network Admin ' -

NX-OS
Control Plane

o | TSupervisor-2 (standey)
% '
:
A 4
" \ = Sy NX_OS
Data Plane
Modular Switch ® VEM-1 ] 22 VEM-2 ] 2 EM-N ]

' Hypervisor Hypervisor Hypervisor
Admin




Consistent across Hypervisors

Nexus 1000V
VSM
1

g

VMware vCenter

Nexus 1000V Windows 8 Hyper-V
VSM

Microsoft’s Service Consol
Virtual Machine Manager




Virtual Services Portfolio

Virtual Appliance Nexus 1010/ 1010X

Virtual ASA VWAAS VSG ACE NAM _VSG__
Primary e
=l E maman —
B -—> <> -'- '-- — —)
i B8 955 /s EEE=EE > NAM VSG
I s Secondary Sasncait
W=
2 aagagalf

VVSM: Virtual Supervisor Module

VSG: Virtual Security Gateway Virtual Blad
Iirtua aaes

Virtual Supervisor Module (VSM)
Network Analysis Module (NAM)

Virtual Security Gateway (VSG)

Data Center Network Manager (DCNM)

ACE: Virtual Load Balancer
VWAAS: Virtual WAAS
Virtual ASA: Tenant-edge security

L3 Connectivity

VEM-1 VEM-2 VEM-1 VEM-2
VXLAN

vPath
VMware ESX VMware ESX Win 8 Hyper-V Win 8 Hyper-V | Scalable Segmentation

- Virtual service data-path




Nexus 1010
Hosting Platform for Virtual Services

Virtual Appliance Nexus 1010

ASA 1000V VWAAS i A
.' ,
; :_-;_' Secondary NM
§C)

Nexus 1010

NX-OS based physical (server) appliance
Access to VM mgmt tools NOT required
Network team deploys & manages it

Virtual Blades
Virtual Supervisor Module (VSM)
Network Analysis Module (NAM)
Virtual Security Gateway (VSG)
' Data Center Network Manager (DCNM)

VEM-1 VEM-2 |7

Hypervisor Hypervisor

=} =}

L3 Connectivity




Network Guy - Port Profile Configuration

nl1000v# show port-profile name WebServers Support Commands Include:
port-profile WebServers ;
description: Port management

status: enabled
capability uplink: no

VLAN
PVLAN
Port-Channel
ACL

Netflow

system vlans:

port—-group: WebServers

config attributes:
switchport mode access
switchport access vlan 110
no shutdown

evaluated config attributes:
switchport mode access
switchport access vlan 110
no shutdown

assigned interfaces:
VethlO

Port security
QoS

v
v
v
v
v
v
v
v




Server Guy — Server configuration

Hardware IOptiDns I Resources I
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Network guy - Trouble_shootlng
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Why N1kV ?

Use Cases Architectural Benefits

- Visibility & Monitoring - End-to-end Nexus consistency

- Secure multi-tenancy - Advanced NX-OS features

- DMZ Virtualization - Virtual Services & vPath

+ Virtual Desktops - Reference Architectures

- Compliance
P KRR R FERR KRR

« Cloud Infrastructures High Density VM

- Separation of duties < J§‘ § =




Nexus 1000V Interoperability with VMware

VMware Product Nexus 1000V support

vSphere 4 M
vSphere 5 V1
(with stateless ESX) (Release 1.4a & above)
VMware View 5 M
VMware vCloud Director M

* Port-group backed pools

VMware vCloud Director 1.5 V1

« Port-group backed pools (vCD 1.5 Update release)
* VLAN-backed pools

» Network-isolation backed pools (via VXLAN)



Understanding vPath and VXLAN




Virtualized Network Services — vPath

vPath is a part of N1kV

_ Virtual Security
vPath 1.5 available Gateway

- Designed for virtualized network services
- VEM to VSN supporting L3

- Service Binding (Traffic Steering)

- Fast-Path Offload L
vPath 2.0 (Q2CY12) Initial Packet

Flow

Flow Access Contro
- VSN on VXLAN 2 (policy evaluation)

Nexus 1000V vPath

Decision
Caching

- Service chaining




L3 vPath Requirements

- For routing proxy ARP must be enabled on first hop router
- All vmknics must be able to reach the L3 VSG.

- Fragmentation is not supported

- Uplink MTU +96B



vPath 2.0 — Service Chaining

VM VM

Nexus 1000V
Distributed Virtual Switch

ﬂ 7 i R L! “ll\ »
e

\ A
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P

~
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VWAAS

1




vCloud Director — vApp problem

- vCD Providers offer catalogs of vVApps

- Clone new vApp = same MAC and IP
addresses

- L2 isolation is requred

- Usage of VApps causes an explosion
In the need for isolated L2 segments

« VApps NEEDS MORE VLANS !
- VXLAN 16k ID’s

Org Network

~~

VApPpP

VApp DB Net

}\

vApp Web Net

VApp App Net

e




Cloud on physical DC / Scalability — VXLAN

Logical Nework Spanning Across

\\

Utilize All Links in Port —a
Channel w/ UDP % %

Add More Pods to Scale



Virtual Extensible Local Area Network — VXLAN

- Ethernet in IP overlay network - Tunnel between VEMSs
Entire L2 frame encapsulated in UDP VMs do NOT see VXLAN ID
50 bytes of overhead :
4 - I[P multicast used for L2
- Include 24 bit VXLAN ldentifier broadcast/multicast, unknown unicast
16 M logical networks :
J | | - Technology submitted to IETF for
Mapped into local bridge domains : .
standardization
- VXLAN can cross Layer 3 With VMware, Citrix, Red Hat, Broadcom, Arista, and
Others

InnerMA Optional Original

MAC 802.1Q DA SA UDP bits) SA

SA Payload

Outer Inner
Outer Outer IP Outer IP Outer VXLAN ID (24 MAC DA C e 802.14 ST

<€ VXLAN Encapsulation >» €— Original Ethernet Frame ->




VXLAN Infrastructure Prerequisites

- For routing proxy ARP must be enabled on first hop router

- |P Multicast forwarding is required
» Increased MTU needed +50B

g tz\éelzr)age 5-tuple hash distribution for uplink and interswitch



Virtual Security Gateway with
vPath Integration




Defense in Depth Security Model

. * VM zones
Virtual .
J Security * Dynamic
VM context based controls
« Segment with VLANS
nierna: * Application protocol inspection
Security PP P P

* Virtual Contexts

ASA 55xx

Internet  ° Filter external traffic
Edge « Extensive app inspection
* VPN access, Threat mitigation

ASA 55xx

*Demonstrated at VMWorld 2011



Use Case — Secure Multi-tenancy

Tenant_A

A

VSG for secure

Only Permit Web Servers access to Only Permit App servers

App servers via HTTP/HTTPS

access to DB servers zoning
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e
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|
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1 ' Web

| Server
|

\

e
< Agy
Sigrver

— o = — -
o T =,
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VLAN

>

Tenant B
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ASA Firewall for

VSG for secure

zoning
A T \
11 |
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(BN 4 DB 1
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11 |
1 |
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Inter-tenant Edge Control

(VLAN based)




VSG Deployment Requirements

) vwware

- VMWare vSphere 4.0+ and Virtual Center

- Nexus 1000V Series switch (1.4 or later)

- One (or More) Active VSGs per tenant

- Virtual Network Management Center (VNMC)

- Licensing is based on per protected CPU socket
(same as Nexus 1000V)

Nexus 1000V
VSM




Deployment VSGs on Dedicated Host

Standby VSGs Active VSGs

Web Zone App Zone

P = Dedicated Servers to host VSG Appliances

= Decouple Service from Compute Resources

= Easy to scale out with dedicated hosting of Service

iDL VI LU ENCLUV U VI Ay it

Center Server




Security Policy Building Block

Security Profile

Policy Set

Policy 1 Policy 2

Rule is analogous to an ACE; Policy is analogous to an ACL

31



VSG Policy: Rule (ACE) Construct
V] V]

Source

Destination

Condition Condition

.y Attribute Type
Condition ‘{)
Network
w

Attribute Type | MNetwark VM

E

(») drop ) permit] () reset

Expression User Defined
I
vZone |:| 9
ibute Name : | IP Address |~ | Uperatw-q "’| Attribute ‘l.ihlue:i‘lﬂ 168 .1 .2

Instance Name IP Address eq el

2oz D gt Contains

Parent App Name It

Port Profile Name range

Cluster Name Not-in-range

Hypervisor Name et

32



VSG Policy Provisioning Logical Flow

— Using VM/Network Attributes

Create Rules-Based on
Zones/Network Conditions

Define Zones

Port Group

Define Policy

Put Policy Set in the Security

Profile
Poli
VSM olicy Set

Port Profile > CliEeiE S.e MY

N Profile )
Protection Bind the Security Profile to Port r )

Profile Assign Tenant VSG
A 4

Assign Security Profile to
Tenant VSG




Binding VSG Security Profile with N1kV Port-Profile

Security-Profile “SecureContractors is attached to Port-Profile “contractor”

@)' WG (Gt (?'J Mhttps://10.29.173.52/#

Most Visited ~ Getting Started Latest Headlines & Cisco.com CEC Linksys Scientific Atlanta WebEx CEC Ind
[} virtual Network Management Cen... ?‘!li‘?"’

cisco Virtual Network Management Center

Tenant Management | Resource Management | PolicyManagement | Administration

Security Policles | Device Policles  Capabiliies = Diagnostics

’i) Firewall Pollcy _ root p Contrator »
(») Security Profile ‘
v @ root Security Profiles

»- [ Security Profiles

v Contrator '
& & Add Security Profile Edit 4

mﬂty P’oﬂles I Mame
ot Bt s

Virtual Network Management Center

@00 | Terminal — telnet

org root/Contractor

vn-service ip-address 192.168.173.42 vlan 20 security-profile SecureContractor

s
no shutdown
state enabled

N11# sh run port-profile contractor

!Command: show running-config port-profile contractor
!Time: Thu Jan 6 19:24:38 2011

version 4.2(1)SV1(4)
port-profile type vethernet contractor
vmware port-group
switchport access vlan 10
switchport mode access
org root/Contractor
vn-service ip-address 192.168.173.42 vlan 20 security-profile
no shutdown
state enabled

N11# i

T —




Policy Summary on VSG

Fivewalll show »anning—conf ilog peolicsy

policy def
i lLe

i L Ay
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Nexus 1000V VSG




Syslog from VSG

splunk

Status - WViews -~ Searches & Reports -~

Summanry Search
Search Actions -
host="192.1&5.1aa.35" Al tirme - \—
| - |
o Create alert @@ Add to dashboard [ Save search I Build report

9 2,939 matching events
1 bar =1 hour

- Timeline: ZOOom in zoom out =elect all Scale: linear [[=]=]
h ...... N
12:00 P 12000 &0k 12:00 Phd 12:00 Ak
Tue May 24 Wied May 25 Thu May 26
2011
31 fields | Fickfields 1 event at 2 PM on Tuesday, May 24, 2011
m Field discovery BH | Options. .. Results per page 10 vl
Selected field= (3]
hiost (1) Sr2aM May 24 14:55:49 192,165,199, 35 @ 2011 HMay 24 11:41:@1 PDT: %POLICY_EMNGINE-G-POLICY_LOOKUP_EVENT:
g 2ssa0.000 Ph policy=0Deny_Interzone_PolicySet@root /CPOC rule=Dbeny_Interzone_traffic /Deny_Finance_to_HR&root /CPOC action=Drop direction=iLngress
Fourcs (13 src.net.dlp-address=18.1. 228,198 src.net.poart=342159 dst.net.ip-address=18.1.28&8,.58 dst.net.port=3359 net.protocol=a
sourcetype (17 net.ethertype=52a dst.zone. name=HR@root /CPOC src.zone. name=Finance@root /CPOC
=192 165 .100.35 - | =zyslog - | =ucpesld -

sy irdsesstiees Fiaslels OO0




Use Case
Securing a 3-tier Application Infrastructure

(r Web Client ]5

Permit Only Port 8O(HTTP) of Web Permit Only Port 22 (SSH) to Block All External Access
Servers Application Servers to Database Servers
Web-Zone Application-Zone Database-Zone

h 0 D] =]

SEIED Server Server

I B AN |

Only Permit Web Servers Access to Only Permit Application Servers Access to
ﬁ Application Servers Database Servers




Virtual ASA role in overall
architecture




Cisco Virtual Security Products

Virtual Security Gateway ASA 1000V




Securing Multi-tenant Clud

® Proven Cisco Security...Virtualized

Physical — virtual consistency

® Collaborative Security Model

VSG for intra-tenant secure zones
Virtual ASA for tenant edge controls

® Seamless Integration
With Nexus 1000V & vPath

® Scales with Cloud Demand

Multi-instance deployment for horizontal scale@EiEe

out deployment

[

vCenter J

Virtual Network Management Center (VNMC)

vm|vm

Virtual ASA

Ll
Virtual ASA

Nexus 1000V




Virtual Security Gateway
ASA Intelligent Traffic Steering with vPath

)
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VM VM
E ﬁ
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N~ " J

VM [VMJ VM [VM] [VM] [VM]
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ASA 1000V 1.0 Features and Capabilities

NAT

Role based separation
IPSec VPN (Site-to-Site)
Default Gateway Consistent ASA feature set

DHCP
Intelligent traffic steering via vPath

Static Routing

Stateful Protocol

Strategic Partnership with VMWare

IP Audit

Not just an ASA — Part of a solution which benefits from vPath ‘
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Virtual WAAS




Cisco VWAAS Provides Flexible Cloud Deployment
>

Options

Private Cloud

-
WAN or
Internet

Traditional WAN Edge Deployment at Branch and
DC

Gradual migration from Physical to Virtual

Multi-tenancy support

Private Cloud, Virtual Private Cloud,
& Public Cloud

» Re-direction using vPath @VM level

» Elastic provisioning

= Multi-tenancy support

o
B
W
WEE
WEE
WEE
ook W

O

O

UCS Compute/ UCS Compute/

. - - E H H | HH# |5 H
Physical servers Virtualized Servers UCS /x86 Server




VWAAS — Policy Based configuration in N1000V

Feature Benefit
1. Optimization based on the port-profile policy configured 1. Provide on-demand service orchestration in the
in Nexus 1000V cloud without network disruption

2. Policy gets propagated to vCenter automatically

Web Server DB Server Web Server App Server

--------------------
App App App
os os

Nexus 1000V VPATH Nexus 1000V
VMware ESXi Server VMware ESXi Server

- - - - Optimize Port-Profile

- Non Opt Port-Profile

Nexus 1000v VSM - VWAAS Port-Profile




VWAAS — VM mobility awareness

Feature Benefit

1. vPATH aware of movement of VM from one host 1. No disruption in WAN optimization service if VM moves
to another. from one host to another.

2. Traffic interception continue to work as-is without 2. Support VMware resources scheduling (DRS) and

any disruption or changes required. provides High availability

Web Server pp server Web Server Web Server app Server

----------

----------

App
os

App App App
oS os os

vPATH N _xus 1000V
Viviware ESXi Server VMware ESXi Server

~_
' - Optimize Port-Profile

vimwares

A

% - VWAAS Port-Profile
Nexus 1000v VSM




VWAAS — Architected for Elastic Workloads

Feature

1. Automatic application of VWAAS service when a new
‘Web Server’ VM gets provisioned

2. VWAAS services associated with “‘Web server’ VMs using
Nexus 1000V policies.

Web Server App Server

App
os

Nexus 1000V VPATH
VMware ESXi Server

Benefit

1.
2.

Elastic VWAAS deployment

Scale-out Virtual Web Server farm by provisioning
additional VMs while applying WAN optimization

Web Server Web Server
2

App App App
oS 0Ss OSs

Nexus 1000V VPATH
VMware ESXi Server

App Server



Resume

- Shift in Virtual Network Services strategy

- VXLAN extends L2 boundaries and extend VLAN IDs for vCD
- vPath traffic interception without topology change

- Nexus 1000V is foundation for virtual services

- Virtual Security Gateway zone based firewall between VMs

- Virtual ASA is edge firewall for traffic entering/leaving tenants

- Virtual WAAS easy traffic optimization in virtual enviroment



Upcoming Public Webcasts, Spring 2012

Date Technical Track Topics Webinar
2/14/12 Virtual Security Gateway (VSG) v1.3 Technical Deep Dive Reqister
2122/12 Nexus 1000V v1.5 Technical Deep Dive Reqister
2/29/12 Nexus 1010-X v1.4 Technical Deep Dive Reqister
3/7/12 VWAAS and Nexus 1000V Technical Deep Dive Reqister
3/14/12 FlexPod & Nexus 1000Vv/1010 Register
3/21/12 QoS for multimedia traffic in the Virtualized DC (w/ Nexus 1000V) Reqister
3/28/12 Vblock & Nexus 1000V / VSG / vVWAAS Register
4/4/12 vCloud Director, Nexus 1000V, and VXLAN Technical Deep Dive Reqister
4/11/12 Cisco's CloudLab Deep Dive: Hands-on labs for N1KV, VSG & VXLAN Reaqister

Webinar Link: www.cisco.com/go/1000vcommunity
HEEE 424 0l O Eaaaaaaaessmsamiaeeeeee



http://www.brighttalk.com/webcast/279/41259
http://www.brighttalk.com/webcast/279/41261
http://www.brighttalk.com/webcast/279/41263
http://www.brighttalk.com/webcast/279/41265
http://www.brighttalk.com/webcast/279/41267
http://www.brighttalk.com/webcast/279/41269
http://www.brighttalk.com/webcast/279/41271
http://www.brighttalk.com/webcast/279/41277
http://www.brighttalk.com/webcast/279/41279
http://www.cisco.com/go/1000vcommunity

Cisco Cloud Lab
Hands On Training & Demos

- Hands on labs available for Nexus 1000V
and VSG in Cloud Lab

https://cloudlab.cisco.com

- Open to all Cisco employees

- Customers/Partners require sponsorship
from account team for access via CCO
LoginlD

- Extended duration lab licenses for 1000V
and VSG are available upon request
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http://www.tinyurl.com/N1k-On-UCS-Deploy-Guide




