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This guide provides instructions to configure and operate Apple macOS 11 Big Sur: Contacts in
the Common Criteria evaluated configuration.

1.1 Target of Evaluation

The evaluated application is the Apple macOS 11 Big Sur: Contacts application, hereafter
referred to as “Contacts”. Contacts is bundled with the Apple macOS 11 Big Sur operating
system. Contacts provides access and management of user contact information. Contacts was
evaluated on the following physical devices:

Table 1-Hardware Platforms

© 2022 Apple Inc. All rights reserved.
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Model Name Marketing Model Identifier Processor Security
Marketing Name Model chip

MacBook Air A1932 MacBookAir8,1 Intel Core i5 8210Y Apple T2
(Retina, 13-inch, 2018)
MacBook Air A1932 MacBookAir8,2 Intel Core i5 8210Y Apple T2
(Retina, 13-inch, Mid
2019)
MacBook Air A2179 MacBookAir9,1 Intel Core i5 T030NG7 Apple T2
(Retina, 13-inch, 2020) Intel Core i7 1060NG7
MacBook Air A2337 MacBookAir10,1 Apple M1
MacBook Pro A1990 MacBookPro15,1 Intel Core i7 8750H Apple T2
(15-inch, 2018) Intel Core i7 8850H

Intel Core i9 8950HK
MacBook Pro A1990 MacBookPro15,1 Intel Core i7 9750H Apple T2
(15-inch, 2019) Intel Core i7 9880H

Intel Core i9 9980HK
MacBook Pro A1989 MacBookPro15,2 Intel Core i5 8259U Apple T2
(13-inch, 2018, Four Intel Core i7 8559U
Thunderbolt 3 Ports)
MacBook Pro A1989 MacBookPro15,2 Intel Core i5 8279U Apple T2
(13-inch, 2019, Four Intel Core i7 8569U
Thunderbolt 3 Ports)
MacBook Pro A1990 MacBookPro15,3 Intel Core i7 8750H Apple T2
(15-inch, 2018) +Vega Intel Core i7 8850H
graphics Intel Core i9 8950HK
MacBook Pro A1990 MacBookPro15,3 Intel Core i7 9750H Apple T2
(15-inch, 2019) +Vega Intel Core i7 9880H
graphics Intel Core i9 9980HK
MacBook Pro A2159 MacBookPro15,4 Intel Core i5 8257U Apple T2
(13-inch, 2019, 2-port) Intel Core i7 8557U
MacBook Pro A2141 MacBookPro16,1 Intel Core i7 9750H Apple T2
(16-inch, 2019) Intel Core i9 9880H

Intel Core i9 9980HK
MacBook Pro A2251 MacBookPro16,2 Intel Core i5 1038NG7 Apple T2
(13-inch, 2020 Four Intel Core i7 T068NG7
Thunderbolt 3 ports)
MacBook Pro A2289 MacBookPro16,3 Intel Core i5 8257U Apple T2
(13-inch, 2020 Two Intel Core i7 8557U
Thunderbolt 3 ports)
MacBook Pro A2141 MacBookPro16,4 Intel Core i7 9750H Apple T2
(16-inch, 2019) 5600M Intel Core i9 9880H

Intel Core i9 9980HK
MacBook Pro A2338 MacBookPro17,1 Apple M1
(13-Inch, M1, 2020)
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Intel Xeon W-3235
Intel Xeon W-3245
Intel Xeon W-3265M
Intel Xeon W-3275M

VID: 11243
Model Name Marketing Model Identifier Processor Security
Marketing Name Model Chip

Mac mini A1993 Macmini8,1 Intel Core i5 8500B Apple T2
(Late 2018) Intel Core i7 8700B
Mac mini A2348 Macmini9,1 Apple M1
iMac A2115 iMac19,1 Intel Core i5 8500 Apple T2
(Retina 5K, 27-inch, Intel Core i5 8600
2019) Intel Core i5 9600K

Intel Core i9 9900K
iMac A2116 iMac19,2 Intel Core i5 8500 Apple T2
(Retina 4K, 21.5-inch, Intel Core i7 8700
2019)
iMac A2115 iMac20,1 Intel Core i5 10500 Apple T2
iMac 27-inch (5K, 2020) Intel Core i5 10600
5700 XT/Navil0) Intel Core i7 10700K

Intel Core i9 10910
iMac A2115 iMac20,2 Intel Core i7 10700K Apple T2
iMac 27-inch (5K,2020; Intel Core i9 10910
5700 XT / Navi10)
iMac Pro A1862 iMacPro1,1 Intel Xeon W-2140B Apple T2
(2017) Intel Xeon W-2150B

Intel Xeon W-2170B

Intel Xeon W-2190B
Mac Pro A1991 MacPro7,1 Intel Xeon W-3223 Apple T2
(2019) Intel Xeon W-3235

Intel Xeon W-3245

Intel Xeon W-3265M

Intel Xeon W-3275M
Mac Pro A2304 MacPro7,1 Intel Xeon W-3223 Apple T2

Contacts was tested on version 11.4 of Apple macOS 11 Big Sur.

1.2 Document Purpose and Scope
This document describes the installation and Common Criteria evaluation related usage of
Apple macOS 11 Big Sur: Contacts on MacBook Air, MacBook Pro, Mac mini, iMac, iMac Pro,
and Mac Pro devices. Contacts and the underlying platform must be configured as described in
this document to satisfy the requirements of Protection Profile for Application Software, Version

1.3.
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2 Installation/Update

Contacts is loaded by default on macOS 11 Big Sur. Contacts cannot be deleted.

2.1 Checking the Version

The version of Contacts can be verified using the following steps:
1. Open Contacts
2. Choose Contacts menu > About Contacts

An example of this version verification can be found in Figure 1. Note that the Version field
indicates version 13.0.

Contacts
Version 13.0 (2452.7)

Copyright ® 2002-2020 Apple Inc.
All Rights Reserved.

Figure 1- Contacts Version Verification
2.1.1 Software Identification

The software identity of Contacts can be verified by inspecting the Info.plist file in Contacts
(i.e., Contacts.app/Content/Info.plist) and verifying the following:

e Bundle name: Contacts

e Bundle identifier: com.apple.AddressBook

e Short version string: 13.0

2.2 Installing Updates
Updates to Contacts are distributed with updates to macOS. Updates can be checked for and
installed using the following steps:

Choose Apple menu > About This Mac

Click Software Update...

MacOS will display “Checking for updates..."”

If any updates are available, macOS will list the updates and provide an Install Now or
Upgrade Now option.

BwN

2.3 Reinstall macOS

You can use macOS Recovery, the built-in recovery system on your Mac, to reinstall macOS.
macOS Recovery keeps your files and user settings intact when reinstalling.

© 2022 Apple Inc. All rights reserved.
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1. Start up your computer in macOS Recovery:

e On a Mac with Apple silicon: Choose Apple menu > Shut Down, press and hold the
power button until “Loading startup options” appears, select Options, click
Continue, then follow the onscreen instructions.

e Onan Intel-based Mac: Choose Apple menu > Restart, then immediately press and
hold one of these key combinations, depending on what you want to do:

o Install the latest version of macOS compatible with your computer: Option-
Command-R.
o Reinstall your computer's original version of macOS (including available
updates): Option-Shift-Command-R.
o Reinstall your current version of macOS: Command-R.
2. Inthe Recovery app window, select Reinstall for your macOS release, then click

Continue.

3. Follow the onscreen instructions. In the pane where you select a volume, select your
current macOS volume (in most cases, it's the only one available).

2.4 Enabling Data Encryption
Encryption of Contacts data in non-volatile memory is provided by FileVault. FileVault is the
disk encryption solution provided by macOS. FileVault must be enabled using the following
steps:

1. Open System Preferences

2. Navigate to Security & Privacy

3. Click Turn On FileVault... and follow the onscreen instructions.

4. The status will change to “FileVault is turned on for the disk..."”

General FileVault Firewall Privacy

FileVault secures the data on your disk by
encrypting its contents automatically.

You will need your login password or a recovery key to access your data. A
recovery key is automatically generated as part of this setup. If you forget both your
password and recovery key, the data will be lost.

FileVault is turned on for the disk “Macintosh HD - Data”.

A recovery key has been set.

Figure 2 - Verification of FileVault

2.5 Other Assumptions
The administrator of the underlying platform and application software must not be careless,
willfully negligent, or hostile.

The user of the application software is not willfully negligent or hostile. The user also uses the
software in compliance with the applied enterprise security policy.

© 2022 Apple Inc. All rights reserved.
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3 Managing Accounts

Contacts stores contact information locally with no user intervention. Contacts can be
configured to synchronize contact information with an Apple iCloud server or other server. All
account management is performed by choosing Contacts menu > Preferences..., then clicking
Accounts.

Accounts

& @ @

General Accounts Template vCard

iCloud Account Information
CardDAV
v Enable this account

Description: iCloud

User Name: ™ =5 RSLIR" 14 CRI KL M

Fetch: | Automatically

Figure 3: Accounts Preferences

3.1 Adding Accounts

Click the Add button (+) and follow the onscreen instructions. Secure communication using
HTTPS/TLS are automatically configured (see Section 4.1 for additional details).

Note: Contacts automatically stores credentials in the login Keychain.
3.2 Deleting Accounts

Select the account you wish to delete and then click the Remove button (-).

© 2022 Apple Inc. All rights reserved.
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3.3 Enabling Accounts

Select the account you wish to enable or disable. Check “Enable this account” to enable the
account or uncheck to disable the account. When an account is disabled, the contact
information and account details are saved; however, Contacts does not synchronize with the
server.

© 2022 Apple Inc. All rights reserved.
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4.1 TLS Configuration

Contacts supports secure communications with Apple servers or other user-configured servers
via HTTPS/TLS. When communicating with Apple servers, Contacts leverages preconfigured
reference identifiers. When connecting to non-Apple servers, the platform automatically
creates the reference identifiers from the DNS name or IP address used to specify the server.

All configuration of TLS parameters is handled exclusively by the underlying platform (Apple
macOS). No additional configuration is required to ensure proper usage.

4.2 Digital Certificates
Contacts leverages “Trusted"” CA certificates that are preinstalled in the macOS Trust Store to
verify the authenticity of server certificates. No configuration is necessary to facilitate the use
of these certificates. Additional information regarding the default Trust Store can be found at
https://support.apple.com/HT212140. Additional trust anchors may be added by performing
the following steps:

1. Open Keychain Access

2. Select the Keychain you wish to add the trust anchor to:

e The System Keychain applies to all users and can only be updated by an

Administrator

e The login Keychain only applies to the current user
Choose File > Import Items...
Select the CA certificate to add as a trust anchor and click Open
Select the imported certificate. Note: You may have to click "All tems" or “Certificates”
to display the certificate
Choose File > Get Info
Expand the Trust section
Change the “Secure Sockets Layer (SSL)" selection to “Always Trust”
Close the window to save the change

apr®
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Contacts uses the following resources:

Network Connectivity: This is required for Contacts to communicate with remote Apple
servers or other user-configured servers.

Camera: This is required for Contacts to associate a picture with contacts.

Photo Library: This is required to access photos and associate them with contacts.
Address Book: This is required for Contacts to operate as it is intended.

1
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Table 2 - Acronyms
Acronym Definition
DNS Domain Name System
HTTPS Hypertext Transfer Protocol Secure
IP Internet Protocol
oS Operating System
TLS Transport Layer Security
12
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End of Document
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