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Release Files

Each Cisco 8000 Hardware Emulator software release consists of the following files:

8000-xxxx.tar The 'main software package. Xxxx represents the release
version

8000-images-xxxx.tar I0S-XR qcow?2 files and other images

SHA256SUM Sha256 checksum of the respective tar files

8000*_installation_guide.pdf This file

To validate the tar file, run the Linux command:
sha256sum - ¢ SHA256SUM

Contact your Cisco Account Manager to download the Cisco 8000 Emulator software
package. Then, follow the steps below to install and access the Emulator.

System Requirements

The emulators employ hypervisor technology to implement 8000 system models and perform
best when run directly on X86 hardware without any other virtualization layer. Currently the
emulator binaries are compiled for Ubuntu 18.04. Future editions will include CentOS8
binaries. To support a topology of routers, high scale systems based on newer generation of
X86 CPUs is recommended. Servers should be ideally using NVMe/SSD drives for highest 10
bandwidth.

Below is a list of compute options ranked from best to acceptable.

Dedicated Bare 16+ cores Ubuntu18.04 Optional:

Server CentOS8(docker(Ubuntu18
Metal Server 64G+ Mem .4))

AWS Bare Metal Bare metal Ubuntu18.04 Optional:

CentOS8(docker(Ubuntu18
Public Cloud Instance .4))
M5d.metal
Azure Virtual 16+ cores Ubuntu18.04 Requires nested

Virtualization
Public Cloud 64G+ Mem
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ESXI Virtual 16+ cores Ubuntu18.04 Requires nested
Virtualization
Private 64G+ Mem
Cloud
Windows10 Virtual 8+ cores Microsoft Requires nested
Virtualization
Desktop 16G+ Mem HyperV

(Ubuntu18.04)

Windows10 Virtual 8+ cores VMware Requires nested
Virtualization
Desktop 16G+ Mem Workstation Pro

(Ubuntu18.04)

macOS Virtual 8+ cores Fusion Requires Nested
Virtualization
Desktop 16G+ Mem (Ubuntu18.04)

Runtime Requirements

There are two parts to the runtime CPU and memory requirements: the emulator, and the
guest network operating system. The emulator normally requires 2 cores and 2Gbytes of
memory to run a virtual board. The supported “guest” network operating systems are
IOSXR7 and SONIC. The smallest instantiation of IOS-XR7 will be on the 8201 with default
setting of 4 virtual cores and 32 Gbytes of memory. In resource constraint settings, I0S-XR7
will run with as little as 2 cores and 12 Gbytes of memory.

The memory and CPU requirement per emulated router is dependent on the chassis size and
choice of guest network operating system.

Operating CPU Memory Min Comment
Memory
System
32G 12G 30G

8201 I0S-XR7 4

8802 I0S-XR7 4 32G 12G 30G Future release

8808 I0S-XR7 8* 64G* 24G* 30G Future Release
(RP+LC)

* Modular chassis such as the 8808 consist of one or two route processors, and a range of linecards. Each will consume 2-4 cores, and 12-
32G.

Install the Emulator on Linux Server

This section shows you how to install the Cisco 8000 emulator on a Linux Server:
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1. Verify HW assist virtualization is enabled in system BIOS.

2. Install Ubuntu 18.04 onto server. Verify /dev/kvm present.
I's /dev/kvm

3. Download all the 8000*.tar files from the Emulator software download page.

4. Extract the contents of the tar files using the following command:
find . -name "*.tar' -exec tar -xvf {} \;

5. Run the set up scripts as shown below:
cd 8000- xxxx
sudo scripts/ UbuntuServer Manual Set up. sh
sudo reboot

Install the Emulator on Virtualized Environments
This section shows you how to install the Cisco 8000 emulator on a Virtualized Environment:
1. Install Ubuntu 18.04 onto hypervisor.

2. Verify nested virtualization is configured correctly by checking presence of /dev/kvm
s /dev/kvm

3. Download all the 8000*.tar files from the Emulator software download page.

4. Extract the contents of the tar files using the following command:
find . -name '"*.tar' -exec tar -xvf {} \;

5. Run the set up scripts as shown below:
cd 8000- xxxx
sudo scri pts/ Ubunt uServer Manual Set up. sh
sudo reboot

All the tools and binaries will be installed to /opt/cisco. Follow the Cisco 8000 user guide for
running simulations.

Install and Run the Emulator in a Docker Container

If you prefer to use docker to run the emulator, this section shows you how to build and run a
docker image with Ubuntu 18 OS.

REQUIREMENTS:

o A bare metal server meeting the requirements specified in the System Requirements
section.

o« Docker 18+ must be installed and /dev/kvm should be available.

o The underlying operating system can be Redhat/CentOS7+, Ubuntu18+, or Fedora.

The following steps shows you how to build the docker image and run it:
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1. Download all the 8000 tar files from the Emulator software download page.

2. Extract the contents of the downloaded tar files using the following command:
find . -name '"*.tar' -exec tar -xvf {} \;

3. Change directory to the newly extracted 8000-x.y directory and run the script to build
the linux image that is to be used in the docker container. This command takes at least
12 minutes to complete execution. Assuming Xx.y is the current emulator release, you
can use the below commands:
cd 8000- x.y/
. I packages/ packer/centos7Seri al / bui | dCent OS7Seri al . sh -d

4. Build the docker image. Assuming Xx.Yy is the current emulator release, you can use the
commands:
scripts/build _docker_inmage.sh 8000: x.y ./docker/Dockerfile.generic

5. Run the docker image using the command:

docker run --cap-add=NET_ADM N -p 8889: 8889 --device /dev/kvm/dev/kvm--rm -
it 8000: x.y

6. Run this simple test on the docker container:
# copy sanple single router yam file to /nobackup
cd / nobackup
cp /opt/ciscol pyvxr/exanpl es/ xr7/7.n.m/ 8201/ 8201- 7nm. yam

# | aunch
vXr.py start 8201-7nm. yami

# wait for script to return to command line with "I NFO Simup" as |ast status
l'i ne.

# acquire route consol e connection information
VXI.py ports

# telnet to "HostAgent" ip and "Serial 0" port
tel net <Host Agent-i p> <Seri al 0-port>

# to end sinulation type, type the bel ow at the docker pronpt
vXr.py clean

The simulation life cycle is managed by the pyvxr python library. Instructions for unpacking
the pyvxr html documentation is available at 8000-x.y/docs/README.python_lib.

Cisco 8000 Emulator Notebooks

These notebooks combine narrative text, images, videos, interactive visualizations, runnable
code, and real-time outputs.
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Narrative Text

Image

Runnable Code

Real-time Output

The notebook communicates with the Cisco 8000 emulator running in the background and at
the click of the play button in the notebook, brings up multi-router topologies within minutes.
This enables users to execute configurations/commands on the emulated routers directly
from the notebook.

The Cisco 8000 Emulator software package includes Cisco 8000 Emulator Notebooks as well.

The instructions in the following sections show how to get the notebook set up ready.
There are 2 options to install and access notebooks:

- Option 1: Install Notebooks on Docker containers on your Linux server

Or

- Option 2: Install Notebooks on your AWS instance

Install Notebooks on Docker containers on your Linux server

The following steps show how to install notebooks that interact with the emulator in a docker
container:

1. Execute steps 1-5 in the previous section “Install and Run the Emulator in a Docker
Container”

2. Set the appropriate proxy settings if behind a firewall.

3. Run the script installJupyterNotebooks.sh to install and start jupyter notebooks service:

/ opt/ ci scol/ not ebooks/install Jupyt er Not ebooks. sh

4. When prompted, set up a password for the notebooks.
5. From your external computer terminal, set up ssh tunnels to port 8889 of the server that
hosts the docker container, by using the command:

ssh -L 8889: | ocal host: 8889 user nane@er ver

6. Open the browser on your computer and access jupyter using the URL localhost:8889.
Use the notebooks password that you have set up in step 4 of this section.

7. Once Jupyter lab has opened in your browser, double-click on any of the README files,
such as README.ipynb or README_notebooks.pdf from the file explorer on the left pane.
This document explains how to use notebooks and provides a list of available notebooks.
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There are many more notebooks in the folders Getting-Started and Put-Technology-to-
Work. Double-click on any file with the extension .ipynb to open the notebook and try it
out.

8. To exit Jupyter lab on the docker container, use ctrl-c twice. After that, if you want to
access the notebooks again, just enter the following command on the docker container
and then follow the steps 5-6 above:

jupyter lab --no-browser --port=8889 --ip=0.0.0.0 --allowroot --notebook-
di r =~/ not ebooks

For more information on using notebooks, refer to the following files in the docker container:
~/notebooks/README_notebooks.pdf
~/notebooks/README_notebooks.txt

Install Notebooks on your AWS instance
There are 3 main tasks to get started with notebooks on your AWS Instance:
1. Launch an AWS instance with Ubuntu version 18.04 and create the AWS AMI

2. Launch an AWS instance with the newly created AWS AMI
3. Access Cisco Network Notebooks on the AWS instance

Launch an AWS instance with Ubuntu version 18.04 and create the AWS AMI
The following steps will guide you to create an AWS AMI (image) from the downloaded software

package:
1. Download the tar files of the software package.
2. On the AWS Management Console, select a region that is closest to you.
3. Go to Services menu on top left corner and select EC2 under Compute section
4. Select Instances from the Instances section in the left pane.
5. Click on the orange button Launch Instance on the top right corner.
6. Select Ubuntu version 18.04 LTS.

G Ubuntu Server 18,04 LTS (HVM), 350 Violurm Type - ami-DITEZaTE00cTIcZ2E [B4-b2 xBE] 7 ami-030e031h4Bd3B1 (B4-bit Arm)
Ui Saevar 18,04 LTS (HUWG,EES Ganamil Purposs [SSO) Yoluma Tyos. Support seal ble fem Canoricn g wea Lo comic kot sarion)

Rool devico Tyl o Wshesbon tpe brer. EMA Enabie Vie

7. Use these specifications in the subsequent steps:
a. Instance type: Select instance type as m5d.metal and then click the button Next:
Configure Instance Details in the bottom right corner.

[ | m5d m5d.metal

b. Instance details: Do not change from default values. Click the button Next: Add
Storage in the bottom right corner.

c. Storage: Update the Size (GiB) for Root to 180 as shown in the picture and then
click the button Next: Add Tags in the bottom right corner.
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Step 4: Add Storage

Wour inztance will De lsunched with e Klowing SIDFage Dewca SETNgs. You Can atiach aatonsl BB volomes 3nd nEstanoe Hone volimas i yOuF retance. of
odt the sefiings of The rood volume. You can also aftach addSonal EBS volumes after aunching an instance. byt not mstance som volumes. Learn more about

siorage options in Amazon ECZ.

Wekana Tyes (i Duniza (i Seapshat | S 0§ re— — woPe (i W Dubits o Tarmination i1 Encryption
et pem— v (Bt | O D08 Garrsl Purposs S50 [gid <] 10079000 WA [}

d. Tags: Add a tag with the key as Name and Value as per your preference for easy

identification. Then click the button Next: Configure Security Group in the bottom

right corner.

Step 5: Add Tags

A lag conssts of @ case-sansiive key-value par, For mampie. you could cofine 0 fag wih ey = Mame and ke = Websarver,

A copry o & thg can be appied 1o wolumes, rEtances o botih,

Tags wil be appiied to 2ll instances and volumes. Leam more about tagging your Amazon EC2 esources.

Kay (128 characters masimumj Value 255 chamriers maximum| instances | | Violumas | R i
Mama [Ml-u:nluunu I [ ] [ ] [ ]

e. Security Group: Select “Create a new security group” option. Find the public
IPv4 address of your computer. You can do this by accessing the following URL -
https://checkip.amazonaws.com/.

If you use a server instead of a workstation, use the following command in the
terminal to obtain the IPv4 address:

curl https://checkip.amazonaws.com

Choose Type as SSH, Protocol as TCP, Port Range as 22. Set the Source as the
first 2 octets of the Public IPv4 address that you obtained above, followed by
“.0.0/16”. as shown in the blue box in the below image. For example, if your
public IPv4 address is 173.36.20.5, then set the Source as “173.36.0.0/16”.

Set Description with any string of your preference.

Step 6: Configure Security Group
A wearity groug i 3 s of Sl nules that contral She trafic Sor your instance, On: this page, you Tan acd rues ' allow ipeciSc; traffic 1o rech your instance. For exampie, f you want %0 561 up 3 web sener and aliow internet Trafic 1o reach your inFance, adkd rules: that allow
wrresincied access io the HTTF and HTTPS pons. You Can Cresie & new Securily Qroup of Select Fom an exsting one beicw. Leam mone abou Amaron BCE seounty Qroups.

Ao & Scurity group: (51 Craats i fw Moty grous
(01 Sainct an mxisting secunty group

Securty group rame: aunch-wizand-8.

Description: N -wizand-8 craated 2021 -11-11T18:40:49.070+05:30
Tyee i Protecel | Fori Range | Source | Duscription (i
C— = = e —

f. Then click the blue button Review and Launch in the bottom right corner.
g. Review Launch Instance: Click the blue button Launch in the bottom right corner.
h. Select an existing key pair or create a new key pair as directed in the pop-up
window. Tick the acknowledgement and then click the blue button Launch
Instances in the bottom right corner.
i. Wait until the instance is launched, and the status is 2/2 checks passed in the
Instances summary.
8. Once the instance is ready, copy the public IPv4 address of the instance.
9. Use the scp command to copy the tar files from your computer to the AWS instance:
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https://checkip.amazonaws.com/
https://checkip.amazonaws.com/

scp -1 <path-to-key-pair>/key-pair.pem *_tar ubuntu@<public-ipv4-
address-of-AWS-instance>:/tmp/.

10. After the copy is complete, access the AWS instance using ssh:

ssh -i <path-to-key-pair>/key-pair.pem ubuntu@<public-ipv4-address-of-
AWS-instance>

11. Extract the tar files copied in step 9 and run the script buildAWSAMIPrep.sh
cd /tmp
find . -name ‘*.tar' -exec tar -xvf {} \;
cd 8000-eftx.y

sudo ./scripts/aws/bui ldAWSAMIPrep.sh

12. It takes about 30 minutes to an hour for the script to complete. After the script execution is
complete, delete the tar files and the extracted folder.

rm -rf /tmp/*_tar

rm -rf /tmp/8000-eftx.y

13. Then from the AWS Management Console, choose Create Image from the Actions-
>Image and templates menu

Instances ' o] Connect Inatance state ¥ Actions & m

||||| te 10000 BB IS Tabl X

Name Instance 10 - netance state tance type Statun check Alarm statun Avaliability Zone

14. Add the Image name and Description as per your preference. Retain the Volume size as
180. Then click on the orange button Create Image in the bottom right corner.
15. You can view the status of the Image Creation by clicking the link to the new AMI id.

ECZ Image Builder  Actions ¥

Ovmed by me ~ L Fiier by fag gHnbutes or saarch by keywand

LB - | AN Nams = AMIID = Bource = Owner = Visibility - Stalus

L ] AMI-Nofstnoks am-1aBaiT151 20217 307130444357/, SNTIAML4357 Privals availabla

16. Once the AMI Status is available, terminate the current AWS instance and create an
instance with the newly created AMI by clicking the blue button Launch in the top right
corner.

Launch an AWS instance with the newly created AWS AMI
1. Use the following specifications while launching the instance:
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a. Instance type: Select instance type as m5d.metal and then click the button Next:
Configure Instance Details in the bottom right corner.

b. Instance details: Don’t change from default values. Click the button Next: Add
Storage in the bottom right corner.

c. Storage: Don’t change from default values. Click the button Next: Add Tags in the
bottom right corner.

d. Tags: Add a tag with the key as Name and Value as per your preference, for easy
identification. Then click the button Next: Configure Security Group in the bottom
right corner.

e. Security Group: Select “Create a new security group” option. Configure a
security group with an inbound rule of type SSH, source as “MY IP” and another
inbound rule of type custom TCP, port 8889 and source as “MY IP”

f. Then click the blue button Review and Launch in the bottom right corner.

Review Launch Instance: Click the blue button Launch in the bottom right corner.

Select an existing key pair or create a new key pair as directed in the pop-up

window. Tick the acknowledgement and then click the blue button Launch

Instances in the bottom right corner.

i. Wait until the instance is launched, and the status is 2/2 checks passed in the
Instances summary.
2. Once the instance is ready, copy the public IPv4 address of the instance.
3. Access the AWS instance using ssh from the terminal:

@

ssh -1 <path-to-key-pair>/key-pair.pem ubuntu@<public-ipv4-address-of-
AWS-instance>

Access Cisco Network Notebooks on the AWS Instance:
1. Run the Notebook installation script in the SSH terminal as shown below. This script
installs Jupyter notebooks and starts the notebooks service. When prompted, set up a
password for the notebooks.

. /opt/cisco/notebooks/instal lJupyterNotebooks.sh

2. Open browser on your computer and access notebooks by entering <public-ipv4-
address-of-AWS-instance>:8889 in the address-bar. Use the notebooks password that
you have set up in step 1 of this section.

3. Once the Jupyter application has opened in your browser, double-click on the file
README.ipynb from the file explorer on the left pane. This notebook has links to various
other notebooks which can help you get started. It also provides a list of available
notebooks.

© 2021 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 10 of 10



