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Polling Question #1

What is Catalyst 8000 Edge Platforms Family?
- Switching Platforms
- Routing Platforms

- Wireless Controller Platforms



it was 1993 when
the Wide Area Network took off...




Let’s Roll the Video




Get Ready for
A New Era in WWAN!



Catalyst 8000
Edge Platforms Family

3

Family Members



ottt ool
e — olols o

Catalyst
8500

Purpose-built SD-WAN Aggregation Edge Platforms



Catalyst
8300

Service Rich
SD-WAN Branch
Edge Platforms

70+ Modules Supported



Catalyst

Catalyst 8000V
8000V
@ Hypervisor/Cloud

x86/VNF hosted

Edge Software aws A 3



Catalyst 8000V

SRIOV
Hypervisor/Cloud

e

Catalyst 8300 Series

Catalyst 8000 Edge Platforms Family
’ Bu‘ilt for New Age of Intent Based WAN



Catalyst Everywhere

Catalyst 8000V
SRIOV
? Hypervisor/Cloud

Catalyst 8300 Series

Catalyst 9K Catalyst 8K

Enterprise Campus Networks Enterprise WAN Networks




Catalyst 8500 Series Catalyst 8300 Series Catalyst 8000V Edge
Edge Platforms Edge Platforms Software

Catalyst 8000V

SRIOV
Hypervisor/Cloud

ASR 1001/2-HX ISR 4400 CSR 1000V

Aggregation Modular Access Cloud/Virtual

Optimized for SASE with
Cisco Secure Cloud-scale SD-WAN




One more thing...
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Catalyst
Cellular
Gateway

Multi Gigabit Wireless WAN
4G/CAT1 8 (Orderable Now)
5G sub-6 (eFT started)



Catalyst 8000 - Certification & EFT
30+ 50+

EFT Customers & Countries
Partners certified by FCS

“..Very pleased with the Cisco Catalyst 8000 Edge Platforms Family. The hardware has a small footprint with good feature set
and surprisingly high capacity. The possibility to locate a 4G antenna (and in near future a 5G antenna) remote from the router
itself with PoE is a feature that the NDMA will use in several cases...”

- Norwegian Defense

“Cisco SD-WAN Security delivers simplicity and automation so that we can apply the right security controls where needed,
when needed. We are very excited to bolster that solution with the Cisco Catalyst 8000 Edge Platforms Family.”
- A renowned partner in EMEAR

“As we expand our intent based network, the Cisco Catalyst 8000 Edge Platforms Family checks all the boxes for an agile SD-
WAN solution that can deliver the performance, security and visibility needed to deliver these real-time connected
experiences”

- A major US Healthcare provider



\
Adventist
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Customer Use Case

Challenges
Deploy services on-demand to 345 locations
Secure access for increasing cloud-based
applications
Increase WAN edge performance
Ensure optimal user experience

Solutions
Catalyst 8300 Series Edge Platforms
Cisco SD-WAN
Combined with existing SD-Access architecture

Results
Scalable, flexible services and connectivity
End-to-end visibility
Secure, connected user experience
Complete intent-based networking solution
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Third Generation QFP

Scalable and Programmable ASIC Innovation

Pl 2x queues
256k
Up to 2x NBAR
Up to 80Gbps
Inline Crypto
Up to 137Gbps

Up to 3x CEF
Up to 200Gbps

8x DRAM

16M NAT, 32M CGN |
6M FW Sessions

DDR4 »’ DDR4 »’ DDR4 »’ DR4 »’
DRAM DRAM DRAM RAM
16 Channels

¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ DDR4 x18bit

DDR4 Memory Controller To Control
CPU

+—>
HW Assist: PCle
DST Gen3x4
FLB
Traffic Manager Crypto PLU
Packet Processor RLB
Engines (PPEs) ARL
- -
<>

Manager

Ingress Classification, Egress Buffering, Scheduling
Accounting, Policing and and Flow Control, Time Stamp
Oversubscription Buffer and 1588*

Y22’

*1588 is not supported currently
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QFP 3.0, Multi Threaded Parallel Processing

Tremendous Raw Power
224 PPE
S; I S T S S S S -t

CPU

[hr e
8 9 6 e a d S HW Assist: PCle
DST Gen3x4
FLB
5 U e u e S Traffic Manager Crypto PLU
Packet Processor RLB
Engines (PPEs) ARL
- -
<>

Pkt Buffer
Manager

Ingress_ C|a53|flgat|on, Egress Buffering, Scheduling
Accounting, Policing and .
o and Flow Control, Time Stamp
Oversubscription Buffer

L2 MACs w/MACsec / Interlaken & Mesh

Simultaneous =
Packets Processing

$3

AR R AN R R
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QFP 3.0, Inline Crypto Engines

Hardware Accelerated IPsec

16 Crypto
Engines

Up to 137Gbps
Crypto Performance

Traffic Manager

$3

Suite-B Crypto

16 Channels

¢ ¢ ¢ ¢ ¢ DDR4 x18bit

To Control
CPU

DDR4 Memory Controller
—>

PCle

HW Assist:
Gen3x4

DST
FLB
PLU

Packet Processor RLB
ARL

Engines (PPEs)
TCM
<+

Pkt Buffer
Manager

Ingress CIaSS|f|gat|on, Egress Buffering, Scheduling
Accounting, Policing and .
o and Flow Control, Time Stamp
Oversubscription Buffer

Hardware Assist
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QFP 3.0, Built-in Layer 2 Aggregation

End to end traffic Management
—‘ww
240Gbps =) -
Layer 2

—>
HW Assist: PCle
- DST Gen3x4
FLB
g g re g a I O I l Traffic Manager Crypto PLU
Packet Processor RLB
Engines (PPEs) ARL
TCM
Per Port L2/L3 P
<> Manager
0
<>
>

C I a SS Ifl C a tl O n Dt Ingress Classification, Egress Buffering, Scheduling
Accounting, Policing and -
| n g I'eSS, Eg reSS Oversubscription Buffer and Flow Control, Time Stamp
Traffic Management
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x86 Multi-core SoC Architecture

Key Datapath Innovations X86 Multi-core CPU

m@m
2)DPDK

Quick Assist Techinology (QAT)

\ 4
\ 7
\ 7
\ 7’

e
1/O Z .
= . . . “Dynamic Core

PPE . cP o i Allocation* /o
[ _4
Optimized @ Data Plane Core

Service Plane Optimized

Service Plane Core

* Available in XE 17.4 release



Open |I0S XE — A Modern Operating System @

O

Open and Extensible
IOS XE

8 ©

TCO Savmgs Continuous Innovation

Native Container

/0 Forwarding Control and Management Apps Apps b

Kernel



Easy Operations with Single Image

: I0S XE
I0S XE Single SD-WAN
IMAGE Image IMAGE
universalk9 universalk9

[ONPLE
Autonomous

‘Controller’

mode
mode

Accelerate SD-WAN Simplify Deployments Cloud-scale Applications

aind/or its affiliates. All righ



Secure Platform with Trustworthy Solutions @

Step 1 Step 2 Step 3 Step 4 Step 5 Step 6

¥

CPU

Hardware CPU CPU
Nalelalels

Microloader

0N

Microloader Bootloader OS

Microloader Bootloader OS launched Authenticity and Trust Anchor
checks Bootloader checks OS license checks module provides
critical services

First instructions run on CPU stored in tamper-resistant hardware

Confidentiality Integrity Authenticity

and/or its affiliates. All rights




User Centric Design



Built-in Radio Frequency Identification (RFID)

Passive Ultra High Frequency
(UHF) RFID

Locating the device easy
Good read range: 1 to 4 meters
UHF: 860Mhz to 960MHz
Industry standard:

ISO 18000-6C compliant

RFID Tag



Front Panel hosted Label Tray O

« A plastic strip that contains

Product ID
PID version ID <
CLEI "% e
TAN | R

* QR code encoded with M |~
Device Family, Base PID)% £ Pfg'v:s"'.c'ali'..'.m Ay
Device MAC Bel e -
Vendor ¢

| Serial Number
QR Label Tray HW Version



Industrial Design and Ergonomics

Rounded Frame

Circle Pattern
Hex Packing

4 mm

Satin Aluminum Based

Textured Finish



Polling Question #2

How much of SD-WAN aggregate IMIX throughput you need per
headend platform?

- 5to 10 Gbps

- 10 to 20 Gbps

- 20 to 50 Gbps

- More than 50 Gbps
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Cisco Catalyst 8500 Series Edge Platforms

Best Platform for SD-WAN Aggregation

@ Improved Data Plane

@ Accelerated SD-WAN Services

@ High Speed Multicloud Access

Highly Scalable Control Plane

3rd Generation Quantum
Flow Processor

QFP

Hardware
Accelerated Services

£ 4

High Speed DIA, DCA
100/40/10/1G Ports

©



Catalyst 8500 for SD-WAN

Data Center Hub, Campus Edge

100G, 40G Port Connectivity

High Speed DIA, DCA

Headend Multicast Replication

Cisco

Umbrella

—y

SASE, Cloud Edge Platform

salesforce

000
Data Center Hub Campus Edge

© 2020 co and/or its ates. All rights reserved. Cisco Confidential 41



Catalyst 8500 for Cloud-Scale, Co-location

Large capacity in small form factor

JI ™
Cloud MSP: Edge, CPE 2| Co-lo, Cloud Gateway
Rich Features Highly Scalable
Multi-tenant, VRF Aware 8000 VRFs
VXLAN AM IPv4, IPv6 Routes
Route Scale

16M NAT, 32M CGN

6M Firewall Sessions
Up to 8000 IPsec Tunnels
WAN MACsec on all ports

Small 1 RU form factor Platinum Power Efficiency

Convergence Services
IPsec, NAT, Firewall
B2B Redundancy

Port Flexibility: 100/40/10/1G

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia
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Catalyst 8500 for Enterprise Networks

Traditional Routing Headend Applications

Remote
Users

Internet

Gateway =
o=

laaS
SaaS
DC/Private Cloud

N
</
PA“"A"%:'JA:‘
etd/aih

NI =
IPsec Gateway
High Speed Customer Edge IPsec VPN, GETVPN
High Scale NAT, Firewall DMVPN, FlexVPN High Speed Cloud Access
43
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Campus c

High End
Branch

Data Center Interconnect




Cisco Catalyst 8500 Series Edge Platforms
Highly Capable TRU SD-WAN Headend

Integrated Rich Services ) Scale

®
NBAR2, NAT, Firewall, QoS, etc.
Industry’s Leading Service Edge Platforms B =¥

Up to 8000 SD-WAN Tunnel Aggregation
High Speed 100/40 Gigabit Ethernet Ports
High Density 10/1 Gigabit Ethernet Ports

Multi-layer Security

High Throughput MACsec and IPsec
Trustworthy Solutions
Umbrella SIG

Compute
Container based Apps

Highlights Manageability

Built-in
Port AllPorts | WAN Third Up to 5G JhA benter
EEEi e Generation = 200Gbps
Open APIs Analytics




Catalyst 8500 Series Edge Platforms

100G, 40G

C8500-12X4QC

2 QSFP28, 2 QSFP
12 SFP+
12 SFP+

Up to 200 Gbps CEF, 3rd Generation QFP, User Centric Design,
High Performance IPsec Hardware Accelerated Services RFID, Label Tray, FRUs



C8500-12X4QC Port Connectivity

Purpose-built 100GE, 40GE Port SD-WAN 1RU Platform

Max 120G of ports across

Bay O + Bay 1

At Attt oot Rt dhdhdhdididhdh bttt
pelicly 4

<> 1/10G

2 4

.

0 6

Port Speed Maximum Port Configuration
1 100G 2x100G
2 100/40G 1x100G + 3x40G
3 40/10G 4x40G + 8x10G
4 100/40/10G 1x100G + 1x40G + 8x10G
5 10G 12x10G
6 1G 12x1G

d/or its ¢ righ ‘ o Confidential Note: 1/10G port’s speed is detected based on SFP/SFP+ used in the port



T00GE, 40GE Connectivity Options (i)

C8500-12X4QC

Option 1 2 x 100G

()
.
q

Note: For port speed change on any bay; there is an expected 1 sec traffic disruption due to backplane reset

© 2020 Cisco and/or its af Ales. / rights 2S ec Cisco Confidential



100GE, 40GE Connectivity Options (il
C8500-12x4QC

OlejileaRCIN /4 x 40G + 8 x 10G

vevvevvevevevvewvewvewwwww

@Jo)i[e[a¥/ 8 1 x 100G + 1 x 40G + 8 x 10G

.bbbvbwwvbU.Ubb.bbbvlrbbvvvb.bvv..'U..UUv.v-.U.‘UvUUIT..v'U‘UV‘U"UU‘V‘U‘UVU‘“U‘(‘UU o
—_— — 0/ —_—
0

Nex-m

Note: For port speed change on any bay; there is an expected 1 sec traffic disruption due to backplane reset

© 2020 Cisco and/or its affiliates. All rights rese Confidential



High Density 10GE, 1GE Connectivity Options

C8500-12X and C8500-12x4QC

@Joli[e[aBsWel C3500-12X: 12 x 1/10GE

1/10G 1/10G 1/10G 1/10G 1/10G 110G

1/10G 1/10G 1/10G 1/10G 1/10G 1/10G

.
q

b bbbttt bttt bbb s
/> 1 0/0/x 1
o <> 11106 <1106

110G 1/10G 1/10G 110G 1/10G 1/10G

TARVE ALviE SUAS DALV eV Satv

17106 1/10G 110G 17106 1/10G 1/10G




ASR1002-HX vs C8500-12X4QC

Product Comparison

Up to SD-WAN, Up to 33Gbps SD-WAN, 8000 tunnels

Up to CEF, Crypto Up to 200Gbps CEF, 46Gbps Crypto

16M NAT/PAT, 32M CGN Sessions

32GB DP Memory, 256K Queues

All perf numbers are aggregate IMIX for Crypto throughput

sco and/or its affiliates. All rights reserved. Cisco Confidential



ASRT100T-HX vs C8500-12X

Product Comparison

Up to SD-WAN, Up to 23Gbps SD-WAN, 8000 tunnels

Up to CEF, Crypto Up to 120Gbps CEF, 30Gbps Crypto

NAT/PAT, CGN Sessions 12M NAT/PAT, 24M CGN Sessions
DP Memory, Queues 32GB DP Memory, 256K Queues
Ports: Ports: 12x 1/10G
upgradable DRAM 16GB to 64GB upgradable DRAM

QFP 3.0, 224 Cores, Inbuilt Crypto & L2

All perf numbers are aggregate IMIX for Crypto throughput

sco and/or its affiliates. All rights reserved. Cisco Confidential



Catalyst 8500 TCAM Capacity

B C8500- TCAM is high-speed memory B (C8500-12X4QC

for classification lookups 380,000

47,000 200,000
25,000
- Moderate scale High scale
TCAM use-cases TCAM use-cases
IPva ACEs  IPv6 ACEs Pv4 ACEs  IPv6 ACEs

C8500-12X: 10Mb C8500-12X4QC: 80Mb

Select C8500-12X4QC for high TCAM scale use-cases



Catalyst 8500 and Life of a Packet

bad DDR4

Chassis
Mgmt.

CPLD/FPGA
Reset Ctrl

C8500-12X4QC

Packet Buffer

120Gbps

P4

QE/HE QE QE
0/2/0 0/2/4 0/2/8
QSFP28 QSFP Port
Port 40GE
100/40G

Resource Memory

,F 120Gbps

STCAM I/F

Crypto

.

¢

QEMME TE TE
0/1/0 0/1/0 4\ 07172
QsFP2s TE TE
Port R e
1001406 SFP+ Ports
10/1 G

TE
0/0/0

TE
0/0/1

TE TE
0/0/2 0/0/4

TE TE
0/0/3 0/0/5

SFP+ Ports
10/1G

TE
0/0/6

TE
0/0/7



Catalyst 8300




Cisco Catalyst 8300 Series Edge Platforms @
Multi Gig SD-WAN branch with Accelerated Services

SoC Architecture for Hardware
W/"‘:) 5X Data plane Performance Dynamic Core allocations*® Accelerated Services
l/
x86 : »
. "‘
4 X Services Performance

High Speed Cloud Access

” Gigabit+ cellular, 5G Ready With 10/1G Ports

o SD—WAN Voice Integration

* 17.4 XE release onwards



Enterprise Branch Office S
SD-WAN Controller Cloud/On-Prem SD-WAN Fabric

AWS/Azure
O cloud 3

Cloud OnRamp for
SaaS (DIA Security Stack
Ent. Fw

App Aware

SD-WAN Fabric
On-Prem

Data Center

DNS/web
layer
security

Filtering
1) Office 365 o

concur :3 Dronux Webex Meetings

Secure Network Edge SD-WAN Transport

ffiliates. All rights reserved. Cisco Confidentia




SASE Cloud Adoption with SD-\WAN

Cloud-
Secure web  delivered FW DNS/web

gateway layer security
Interactive
Threat Intel

@ Cloud access
Security broker
T < Dropbox

------------------------------------ " l]Office365 @

Regional
Hub/Co-lo

Cisco SD-WAN + Umbrella SIG = SASE

Seamless cloud access for SASE applications

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Enterprise Branch Office
Traditional Routing

] 1] Office 365
3$Dropbnxw s

gs

Ent. FW/ RN \
= :
. o \E
-::;> ------- ’ @ MPLS v
N \

DNS/web
layer
security

-
>l
>
-
>
-
o
td

App Aware

Data Center

DNA Center

Secure Network Edge Traditional Transport Zero-touch Provision
© 2020 Cisco and/or its af ites. / MLHL: eservec Cisco Confidential 58



AppQokE with SD-WAN A oficesss

‘Webex Meetings

Go gle <3 Dropbox

'

Regional
Data center

Critical
Applications

L Forward Error
TCP Optimization Correction (FEC
Packet Duplication DRE & Caching *

Enhanced Application Quality experience

Data Center

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

* Roadmap



Ciscfo SD-WAN Unified Communications, Voice Integration
Benefits

Telephony Integration

Only vendor to natively Telephony survivability
integrate analog/digital IP

: . Prevent internal and external
directly into the CPE

phone outages using SRST
enabling branch router to

assume role of call control
Reduced OpEx and CapEx PBX

On-Premise UCM

Cisco SD-WAN now supports
T UC and SD-WAN within a

el CIs Middle-mile Optimization

Only vendor actively

HoM o : artnering with colocation and
Reduced Complexity gDCI Par?ners for optimization
vManage can orchestrate with cloud applications
Q scalable/consistent UC (WebEx, UCM Cloud and
WebEx Calling configuration across the entire more)

3 Party enterprise via templates

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 60



Cisco Catalyst 8300 Series Edge Platforms

Foundation for the Secure Cloud Scale SD-WAN branch

Integrated Rich Services

Scale

Voice Survivability, Forward Error Correction
& Packet Duplication, TCP Optimization

Up to 5x IPsec and IP CEF Performance
Core Availability for 3-4x Services
Performance

Multi-layer Security

Compute
Container based Apps

Connectivity
" =S Higher Pluggable
. Default 10G w/
Modularity WAN Port 3G DRAM MACsec NVMe 5G Ready
density Storage

SSL Acceleration
Application Firewall
IPS/IDS, URL Filtering
AMP, Threat Grid
Umbrella SIG

Manageability

DNA Center

Analytics




Cisco Catalyst 8300 Series Edge Platforms

Introducing 10G in Access with higher port density

C8300-2N2S-4T2X (12C)

10G WAN Ports
& 5G IPsec

1G WAN Ports
& 2G IPsec

M.2 USB/ UADP-based switch User Centric Design Higher-efficiency AC
NVMe Storage modules/10G WAN module (RFID, QR label, FRUs) and DC power supplies

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



ISR 4457 vs C8300-2N2S-XxxX

Product Comparison

Up to IPsec Tunnels

Up to 6000 IPsec Tunnels

Upto 1.4 SD-WAN IPsec Up to 5Gbps SD-WAN IPsec

Upto 3.8 CEF, Crypto Up to 20Gbps CEF, 7Gbps Crypto
IPS/IDS + URL-Filtering 900Mbps IPS/IDS + URL-Filtering

upgradable DRAM 8GB to 32GB upgradable DRAM

Ports/Slots: Ports/Slots:4P+2xGE/TE, 2NIM/2SM/1PIM

X86 SoC, 12C/8C Cores, HW Crypto

d/or its af ates. All rights reservec Cisco Confidential



ISR 4437 vs C8300-TNTS-Xxxxx

Product Comparison

Up to IPsec Tunnels Up to 6000 IPsec Tunnels

Up to 750 SD-WAN [Psec Up to 4.7Gbps SD-WAN IPsec

Upto 3.4 CEF, Crypto Up to 15Gbps CEF, 5.4Gbps Crypto

600Mbps IPS/IDS + URL-Filtering
8GB to 32GB upgradable DRAM
Ports/Slots:4P+2xGE/TE, TNIM/1SM/1PIM

X86 SoC, 8C Cores, HW Crypto

All perf numbers are aggregate IMIX for Crypto throughput

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Backward Module Compatibility

UCS-E M3
SM Modules SD-WAN Perf. MACsec

L3 1x10G
WAN Module

Ethernet WAN

4P/8P/8P PoE L2 1G/2.5mG/10G

Ethernet LAN

NIM Modules Switch Modules
CAT4/6 5G**/CAT18 LTE
NIM Modules CIE/BC PIM
FXS/FXO/BRI/TTET VVoice DSP Modules for

\Voice

SM-NIM Modules IP Services

Serial/Async/DSL Legacy WAN
*ISR 4K Modules Not Supported: UCS-E M1/M2, Ethernet SM, Ethernet WAN, SM-NIM Carrier

**5G Roadmap




Polling Question #3

What are the different module types you are using in your ISR4000
branch?

« Ethernet WAN modules
- Ethernet Switch modules
- Cellular WAN module

- VVoice modules



Catalyst 8300 Supported Modules

NIM-ES2-8 C-NIM-1X NIM-LTEA-EA SM-X-PVDM-3000 NIM-2FXSP NIM-VAB-A SSD-M2NVME-600G
NIM-ES2-8-P NIM-1T NIM-LTEA-LA SM-X-PVDM-2000 NIM-4FXSP NIM-VA-B M2USB-16G
C-SM-40G8M2X NIM-2T P-LTE-VZ SM-X-PVDM-1000 NIM-2FXS/4FXOP NIM-VAB-M M2USB-32G
C-SM-16G4M2X NIM-4T P-LTE-NA SM-X-PVDM-500 NIM-2FXO NIM-4SHDSL-EA

SM-X-1T3/E3* P-LTE-US SM-X-24FXS/4FXO NIM-4FXO

NIM-2BRI-S/T* P-LTE-JN SM-X-16FXS/2FXO NIM-4E/M*

NIM-4BRI-S/T* P-LTE-GB SM-X-8FXS/12FXO NIM-2BRI-NT/TE*

P-LTE-IN SM-X-72FXS NIM-4BRI-NT/TE*
WAN + Voice: P-LTE-AU NIM-PVDM-32
NIM-TMFT-T1/E1 P-LTEA-EA NIM-PVDM-64 ADAPTOR UCS-E

NIM-2MFT-T1/E1 P-LTEA-LA NIM-PVDM-128
NIM-16A NIM-4MFT-T1/E1 P-LTEAA-EA NIM-PVDM-256 C-SM-NIM-ADPT UCS-E160S-M3/K9
NIM-24A NIM-8MFT-T1/E1 P-LTEAP18-GL UCS-E1120D-M3/k9
SM-X-64A NIM-1CE1T1-PRI* CAT18 CGW* UCS-E180D-M3/K9

NIM-2CE1T1-PRI*

NIM-8CE1T1-PRI* 5G

(1H, CY21 : Roadmap)
5G sub-6GHz CGW
5G sub-6GHz PIM

*]0OS XE is supported, SD-WAN support in 17.4
Blue color: new modules



Catalyst 8300 and Life of a Packet
2 =N = [ |

10Sd Native Contgmer
Apps Services

Linux Kernel
Punt/Inject MEMIF Service Packet Path

USB NGIO NGIO NGIO NGIO NGIO NGIO
Ctrl Data Ctrl Data Ctrl Data
X86 SoC CPU

NGIO module Data traffic

Front Panel GE & TE traffic MGMT
Routing Cntrl traffic
Container/Native svc traffic

VMs

Punt/Inject netmap

Punt/Inject

LTE LTE
Ctrl Data

FPGE/FPTE Data

2 X10G 2 X10G
MAC MAC

!

LTE PIM module Data traffic

Crypto offload




Cisco Catalyst Cellular Gateway
Flexibility & Simplicity Redefined for Multigigabit Wireless WAN

Secure by Design

o
LTE/CAT18 Speeds Trustworthy Solutions
Dual SIM Failure Recovery
SD-WAN Ready . . Operational Resiliency

Out-of-band management
IP Passthrough using Single PDN

Automation, Assurance
API Support

High-speed Failover or Precision Placement for PoE or External

Primary Cellular WAN Better Coverage Power Source



Catalyst 8OO0V

SRIOV
@ Hypervisor/Cloud

Catalyst 8000V



Virtual Router Convergence

VNF Convergence Approach

17.4.1

17.2/17.3

17.1.x and earlier

ISRv on ENCS
Unified
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CSR 1000V CSR 1000V
XE SD-WAN Unified

CSR 1000V
IOS XE

vEdgeCloud
Viptela OS

vEdgeCloud
Viptela OS

vEdgeCloud
Viptela OS
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Cisco Catalyst 8000V Edge Software

Consistent branch to cloud experience

Cloud Scale Features Enhanced Virtual Platform

aws
: 5 +—>

Oﬁ|c9365
Cisco \ebex

Automated Self-service » Single virtualized image for all
22 Dropbox
ot « Normalized for Multicloud site deployments
Cisco SD-WAN (2] - Service Level Observability « Secure object storage

Middle Mile

DC Branch Branch + PAYG offered through branch

marketplace Optimized image for 16 vCPU
G «—> _ .
. » Ecosystem partnerships for consumption
middle mile automation ENCS NIM support

a Site to Site @ Site to Cloud 9 Cloud to Cloud

Catalyst 8000V - Built to interconnect cloud solutions

* Optimal SaaS Experience Crypto offload at virtualized
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Cisco Catalyst 8000V Edge Software

Enterprise-class Networking and Security with Flexibility of a x86 Based VNF

Multiservices Support i L Performance Elasticity
Feature-rich I0S XE and XE SD-WAN software CPU Hypervisors: 1 - 8 vCPU

Supported features such as NAT, Firewall, NBAR Catalvst 8000V Cloud Providers: 1- 16 vCPUs

QosS, etc. Memory Scale: 4 - 16Gb
Runs on any x86 VM platform SRIOV
Hypervisor/Cloud L Multi-layer Security

Extends connectivity, visibility, security into public 33?”{%2?5%5;%22‘2
and private clouds L
Auto-scaling capability IPS/IDS, URL Filtering, AMP/TG
Integration with Azure VWAN and AWS TGW
Supports wide variety of cloud instances

Highlights Manageability

Catalyst 8000V

in AWS,

IPsec support YUTAN DPDID Azure
in cloud IS Ireiman and GOP Open APIs Analytics

*Roadmap

SRIOVE Up to 10 TGW SD-WAN DNA Center*
Hypervisor/Cloud Gbps ENCS NIM GW and




Catalyst 8000V continues to build on CSR 1000V

v X
v ENCS NIM Support x
v SD-WAN on Google x
Cloud
v Azure Virtual WAN x
Integration
DNA Licensing Classic + DNA licensing

.y s ... 25G* /A ..10G*

SD-WAN vHub

*Expected throughput, actual performance number is subject to change, will be published at FCS

aind/or its affiliates. All rights reserved. Cisco Confidentia



sSummary



Cisco Catalyst 8000 Edge Platforms Family
High Performance SD-WAN Headend, Intelligent Branch and Agile Cloud Edge

Ready for the Agile Cloud Journey 1t 100/40GE Port 31 Gen QFP, HW
High Speed Cloud Access TRU SD-WAN Accelerated
Multi-Cloud Application Optimization Platform Services

Compact, Powerful 1RU Platforms @ e

31 Generation QFP In-Line Crypto
SASE driven Feature Innovations Catalyst 8000V
Improved Services Performance SRIOV

Hypervisor/Cloud

10GE WAN, Rich Cloud Security and
connectivity on-prem Security

5G Ready Edge Intelligence

High End Aggregation 100/40/10/1GE
Port flexibility

Multi-Domain Intent Based Networking

Equipped with User Centric Design
Operational Ease for better Tracing

Radio Frequency ID, Label Tray

Field Replaceable FAN Tray
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The Broadest Set of SD-WAN Platforms

f Catalyst 8000V
-‘ mg i i @ flsgi\r/visor/CIoud
Catalyst 8500 "~ Catalyst 8000V
-
.
\ ISR 1000 ISR 4000 ASR 1000 CSR 1000V

.
ISR 1100-4G/6G/LTE vEdge 2000 vEdge 5000 vEdge Cloud

ENCS 5000 CSP 5000
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