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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG ("Siemens"). They are
non-binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.
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1 Library Overview

1

Library Overview

This document describes the "LSmsSR" block library. The block library provides
you with tested code and clearly defined interfaces. They can be used as a basis
for the task you want to implement.

The Library "LSmsSR" contains:

e The library "LSmsSR_S7_300_S7_400_IM151-8" with the function blocks
"LSmsSR_SndSms" and "LSmsSR_RcvSms" for sending and receiving an
SMS message to/ from SIMATIC S7-300/ S7-400 und IM151-8 PN CPUs using
the SCALANCE M874/M876 router

e Thelibrary "LSmsSR_S7_1200_S7_1500" with the library blocks
"LSmsSR_SndSms" and "LSmsSR_RcvSms" for sending and receiving an
SMS message to/ from SIMATIC S7-1200/ S7-1500 CPUs using the
SCALANCE M874/M876 router

The main focus of this document is to describe
e the use of the SMS blocks and
e the functionality implemented.

Furthermore, this documentation shows possible fields of application and helps you
integrate the library into your STEP 7 project using step-by-step instructions

Validity of the library

e SIMATIC S7-1200 CPUs V4.0 or higher
e SIMATIC S7-1500 CPUs V2.0 or higher
e SIMATIC S7-300 CPUs
- CPU 31x-2 PN V3.1 or higher
- CPU 31x-3 PN V3.2 or higher
e S7-400 CPUs with integrated Ethernet port on CPU
e [IM151-8 PN CPUs V3.2 or higher
e SCALANCE M874/ M876 Firmware V4.1.1 or higher
e SIMATIC STEP 7 V15.1, Update 2

Wireless Signaling and Switching with SCALANCE M874/ M876
Entry-ID: 54361177, V1.1, 09/2019 4
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1 Library Overview

1.1 General information

The "LSmsSR" library allows you to execute the following functions:

e send customized messages (e.g., messages regarding your plant status) to a
GSM-capable mobile device (SMS Relay Outgoing) via SMS using the
SCALANCE M874/M876 router

e receive an SMS message from a GSM-capable mobile device (SMS Relay
Incoming) using the SCALANCE M874/M876 router

Figure 1-1
“LSmsSR_S7_1200_S7_1500"
library
|
C
e i |

S7-1500/ S7-1200

CPU
“LSmsSR_S7_300_S7_400_
IM151-8*
library
T N—"

_—
SCALANCE Smartphone
M874/ M876

S7-400/ S7-300/
IM151-8 PN CPU

Wireless Signaling and Switching with SCALANCE M874/ M876
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1 Library Overview

1.2

Overview

Functions

The "LSmsSR_SndSms" and "LSmsSR_RcvSms" function blocks of the
"LSmsSR_S7_1200_S7_1500" library are required for data exchange between a
SIMATIC S7-1200/ S7-1500 CPU and the SCALANCE M874/M876 router.

The "LSmsSR_SndSms" and "LSmsSR_RcvSms" function blocks of the
"LSmsSR_S7_300_S7_400_IM151-8" library are required for data exchange
between a SIMATIC S7-300/ S7-400/ IM151-8 PN CPU and the SCALANCE
M874/M876 router.

Core functions of the function blocks

e Send SMS message ("LSmsSR_SndSms")

Send SMS message to GSM-capable mobile device via SCALANCE
M874/M876.

e Receive SMS message ("LSmsSR_RcvSms")

Receive SMS message from GSM-capable mobile device via SCALANCE
M874/M876.

A temporary TCP/IP connection to the partner is established for each function:

e "Send SMS message": Active connection establishment and termination by S7
CPU

e "Receive SMS message": Active connection establishment and termination by
router.

"Send SMS message" sequences

For the "Send SMS message" function, the S7 CPU is the active partner. To send
the SMS message, it establishes a connection to the router. The S7 CPU sends
the SMS message to the router via this connection.

When the SMS message has been sent, the connection to the router is terminated.
Figure 1-2

S7 CPU SCALANCE M874/M876 Mobile device

Active partner Passive partner
temporary .

IP address €—————> TCP/IP connection
D connection
Usamame Enable SMS Relay
Password <[ Username
Remote Port must Password
TelNo match Port Number
smsText TelNo - _T e_'NE > smsText

i)

Wireless Signaling and Switching with SCALANCE M874/ M876
Entry-ID: 54361177, V1.1, 09/2019
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1 Library Overview

"Receive SMS message" sequences

For the "Receive SMS message" function, the S7 CPU is the passive partner. It
passively waits for connection establishment by the router. When the router
receives a command SMS message, it establishes a connection to the S7 CPU
and sends the message to the CPU. When the SMS message has been received,
the connection to the S7 CPU is terminated.

Figure 1-3

Mobile device SCALANCE M (active) Recipient
relay connections S7 CPU (passive)

S7CPU 1

> .
" Connectionl

—> P address of S7 CPU 1 RcvSms —> Message

......l............ -

IP address of S7 CPU N

s N
= TCP/IP connection :
Q
RLY connection1 Message = e -
[}
S Connection2
TelNo: +4912345678 m————— 8’ IP address of S7 CPU 2
P2 S7CPU 2
1 O
[
1 n_ .
i . TCP/IP connection
! ConnectionN

NOTE If a connection between the SCALANCE M router and the S7-CPU cannot be
established, all SMS messages received by the router will be deleted.

Wireless Signaling and Switching with SCALANCE M874/ M876
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1 Library Overview

1.3 Hardware and software requirements

Requirements for this library

To be able to use the functionality of the library described here, the following
hardware and software requirements must be met:

Hardware
Table 1-1
Component Article number Number Note
SCALANCE M874-3 6GK5874-3AA00-2AA2 1 Alternatively, you can use
any variants of the
SCALANCE M874 and M876
series.
SIMATIC S7-1200 6ES7214-1AG40-0XB0 1 Any S7-1200 CPU V4.0 or
CPU 1214C higher can be used.
DC/DC/DC
SIMATIC S7-1500 B B Anv S7-1500 CPU can b
6ES7513-1AL01-0ABO ny can be
CPU 1513-1PN used.
SIMATIC S7-300 Any S7-300 PN-CPU can
CPU 315-2 PN/DP 6ES7315-2EH14-0AB0O be used.
Any S7-400 PN-CPU can
SIMATIC S7-400 6ES7414-3EMO06-0ABO be used.
CPU 414-3 PN/DP
(see Validity of the library)
IM151-8 PN/DP CPU 6ES7151-8AB01-0ABO
ANTENNE ANT794- 6NH9860-1AA00 1 GSM quad-band and
4MR UMTS and LTE (Europe)
SIMATIC Memory 6ES7954-8LF01-0AA0 1 Memory Card for the
Card S7 CPU
(S7-1200 optional)
bZW. Bzw.
SIMATIC Micro 6ES7953-8LP20-0AA0 Memory Card for the
Memory Card S7-300 CPU
SIM card 1
Software
Component Article Number
number
STEP 7 Professional V15.1, 1 6ES7822-1AE05-0YAS
Update 2

Wireless Signaling and Switching with SCALANCE M874/ M876
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2 SCALANCE M874/M876 Configuration

2

NOTE

2.1

Note

SCALANCE M874/M876 Configuration

In order for the router to send/receive SMS messages, make the following settings
on the device’s Web Based Management page:

e Enter the SMS service center

e Configure the access details for the cellular network
e Configure SMS Relay (Outgoing)

e Configure SMS Relay (Incoming)

For a more detailed description of how to configure the SCALANCE M874/M876
router using Web Based Management, please refer to the device manual (see
\3)).

Entering the SMS service center

To enable the router to send an SMS message, enter the short message service
center (SMSC) of your mobile service provider or service provider.

With the router's WBM page ("System > SMS> General"), you can replace the
default SMS service center call number by another one. This depends on your
contract.

Figure 2-1
SMS General Settings

General Event SMS | SMS Command = SMS Relay (Qutgoing) SMS Relay (Incoming)

Current SM3 service center call number: +491722270000
Owerride SMS service center call number:

[Set Values || Refresh|

The SMSC number is only required for sending SMS messages. If you only want
to receive SMS messages, this number is irrelevant.

Wireless Signaling and Switching with SCALANCE M874/ M876
Entry-ID: 54361177, V1.1, 09/2019
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2 SCALANCE M874/M876 Configuration

2.2

Configuring the access details for the cellular network

Access to the cellular network and the mobile telecommunications services
requires the following access parameters:

SIM card PIN
APN access data

To configure the access detail for the cellular network, proceed as follows
1. Open the router's WBM page.

Note:

In the address bar of the web browser, enter the IP address or the URL of the
device.

Enter the name "admin" and the associated password.
Figure 2-2

Name:

Password:

Note:

When you log in for the first time or after "Restore Factory Defaults and
Restart", enter

- the default name "admin"
- the default password "admin".

The password needs to be changed after the first logon or after a "Restore
Factory Defaults and Restart".

Click the "Login" button or confirm your entries with "Enter".

In the "SIM" tab of the WBM page of the SCALANCE M874/M876, enable the
mobile network interface, "Interfaces > Mobile > SIM".

Figure 2-3
Welcome admin | Mobile Network Interface Settings
Logout

SIM | Operator Connection Check
»'Wizards

» Information (] Enable Mobile Network Interface

Wireless Signaling and Switching with SCALANCE M874/ M876
Entry-ID: 54361177, V1.1, 09/2019
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5. Enter the SIM card PIN.
Figure 2-4

welcome sdmin | Mobile Network Interface Settings

Logout
SIM | Upemtorl Connection Check _
» Wizards
» Information [v] Enable Mobile Metwork Interface
FPIN: sass
» System Radio MOUE. AUTD I~
e Authentication Method: Auto
N ] Allow Data Roaming
i [r——1
»Mobile [Set Values| |Refresn]
—
Note:

The PIN can be obtained from your mobile service provider.

6. Open the "Operator” tab: "Interfaces > Mobile > Operator". In "APN" enter the
name of the mobile network operator. Check the "Manual APN" check box.
Figure 2-5

§IM | Onaratnr| Ennnactinn Chack

Country List: -
Provider List: -

Il

PLMNID:

Operator Name:

APN:

User Name:

Password

Password Confirmation:

Select  PLMNIDw Operator Name APN Liser Name Password
— w—

I [1  wanual |

[1 26203 Eplus internet.eplus.de guest
[0 26202 Vodafone webvodafonede  guest
|:| 26201 T-Mobile internet t-mobile guest

5 eniries.

Note:

When the "Manual APN” check box is unchecked, the device automatically
selects the appropriate access parameters from the list of mobile network
operators. By factory default, the access details of four mobile network
operators are set and activated. The manually configured APN will be ignored.

NOTE These access parameters can be obtained from your mobile network operator.

Wireless Signaling and Switching with SCALANCE M874/ M876
Entry-ID: 54361177, V1.1, 09/2019 11
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2 SCALANCE M874/M876 Configuration

2.3 Configuring SMS Relay (Outgoing)

To enable the router to send an SMS message, make the following settings on the
router's WBM page:

1. Onthe WBM page of the SCALANCE M874/M876, open the " System > SMS"
menu.

2. Open the "SMS Relay (Outgoing)") tab.
3. Enable the sending of SMS messages from the local network.
Figure 2-6

SMS Relay Settings

General | Event SMS | SMS Comman|  SMS Relay (Outgoing) | [SMS Relay (Incoming)

Enable SMS Relay

4. Enter the user name and password that must be included before the text is
sent by SMS.

SMS Relay Settings
General  Event SMS | SMS Command | SMS Relay (Outgoing) | SMS Relay {(Incoming)
[w/] Enable SMS Relav

User: admin
Password: eesee

Note:

The user and password must match the values entered in the "username" and
"password” "LSmMsSR_typeSmsSnd"- parameters.

5. Enter the port on which the SCALANCE M receives the SMS message.
Figure 2-7

SMS Relay Settings

General | Event SMS  SMS Command | SMS Relay (Outgoing) SMS Relay {(Incoming)

Enable SMS Relay
User: admin

Docoimnrmd e s

Server Port Number: 26864

|Set Values || Refresh|

Note:

This port number must match the port address entered in the "remotePort"
"LSmsSR_typeSmsSnd"- parameter (here: 26864).

Wireless Signaling and Switching with SCALANCE M874/ M876
Entry-ID: 54361177, V1.1, 09/2019 12
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2 SCALANCE M874/M876 Configuration

NOTE At a given time, only one S7 CPU can establish a connection to the SCALANCE
M router and send the SMS message.

If multiple CPUs attempt to establish a connection to the SCALANCE M router at
a given time, the escalation block is terminated with error:
16#000180A1:The specified connection or the port is already being used

(Chapter 3.3).

2.4 Configuring SMS Relay (Incoming)

To enable the router to receive an SMS message and send it to the application,
make the following settings on the router's WBM page:

1. Onthe WBM page of the SCALANCE M, open the "System > SMS" menu.
2. Open the "SMS Command" tab.

3. Enable the function "Enable Command SMS".

4

Enter all phone numbers from which the router should receive a command
SMS message.

Figure 2-8
SMS Command

General | Event SMS | SMS Command | SMS Relay (Outgoing) | SMS Relay {Incoming)

Enable Command SMS
Phone Number / Sender Identiif:r: +4917123456789

For these phone numbers, check "Relay".

5. Open the "SMS Relay (Incoming)" tab "System > SMS > SMS Relay
(Incoming)". Create a relay connection with

- aunigue name for the relay connection (Connection Name),
- the recipient’s IP address (IP address of the S7-CPU),
- the port Number.
Figure 2-9
SMS Relay (Incoming)

General | Event SMS | SMS Command | SMS Relay (Outgoing) SMS Relay (Incoming)

Connection Name: Service
F Address: 192.168.1.2
Port Number: 26364

Note:

- The connection name is entered in the command SMS message on the
cellular device: RLY Connection Name smsText. In this way, you define
to which recipient (CPU) the message will be relayed.

- The port number must match the port address entered in the "localPort"
"LSmsSR_typeRcvSnd"- parameter (here: 26864).

Wireless Signaling and Switching with SCALANCE M874/ M876
Entry-ID: 54361177, V1.1, 09/2019 13
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6. Enter the username to check the reception of the message. The username is
entered in the frame.

Figure 2-10
SMS Relay (Incoming)

Genemll Event SMS | SMS C

Connection Name: Service
IP Address: 192.168.1.2

Famae oo oone

| SMS Relay (O il SMS Relay

I Username: admin I

7. Enter the password associated with the username.
Figure 2-11
SMS Relay (Incoming)

Generall Event SMS | SMS Cq

sty o) s et [

© Siemens AG 2019 All rights reserved

Connection Name:
IP Address:
Port Number:

LIsername

Service
192.168.1.2
26264

admin

I Password

Repeat the password to confirm it.
Figure 2-12
SMS Relay (Incoming)

General | Event SMS | SMS Command | SMS Relay (Outgoing) | SIS Relay (Incoming) _

Connection Name: Service
IP Address: 192.168.1.2
Port Number: 26864
Username: admin

I Password (Confirmation): seses - I

Use "Create" to create the new relay connection.
Figure 2-13
SMS Relay (Incoming)

General | Event SMS | SMS Command | SIS Relay (Outgoing) | SWS Refay (Incoming) _

Connection Name:
IP Address:

Port Number:
Username:
Password

Service
192.168.1.2
26864
admin

Password (Confirmation): eeees -
Select Connection Name  IP Address
0 entries.

Port Number Username

Create]| | lelete] [Refresh

NOTE For a more detailed description of how to configure the SCALANCE M874/M876
router using Web Based Management, please refer to the device manual (see
\3)).

Wireless Signaling and Switching with SCALANCE M874/ M876
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3 Function Blocks of the "LSmsSR" Library

3 Function Blocks of the "LSmsSR" Library

Introduction

The Library "LSmsSR" contains the function blocks and the data types for sending
and receiving an SMS message to/ from S7-CPUs:

e S7-300, S7-400, IM151-8 PN CPUs:
use the function blocks and the data types from the
"LSmsSR_S7_300_S7_400_IM151-8" folder

e S7-1200, S7-1500 CPUs:
use the function blocks and the data types from the
"LSmsSR_S7_1200_S7_1500" folder.

3.1 The "LSmsSR_SndSms" library block

Introduction

The "LSmsSR_SndSms" FB is used for sending an SMS message via the
SCALANCE M routers.

3.1.1 Call and parameter interface

The following figure shows the call interface of the "LSmsSR_SndSms" library

block.
Figure 3-1
“WFB1
LsSmssR_SndsSms”
done =
busy =
— EN
errar =
— sndSms
status
smsPararm END =
Table 3-1
Name Data type Description
= sndSms Bool Starts the send process.
E‘ Reacts only to a positive edge.
. | smsParam | "LSmsSR_typeSmsSnd" | Parameters required for sending an SMS
8 PLC data type message (see Chapter 3.1.4).
c

Wireless Signaling and Switching with SCALANCE M874/ M876
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3 Function Blocks of the "LSmsSR" Library

done

Bool

Set when sending has successfully
completed.

Only valid for one cycle.
Default value: FALSE.

busy

Bool

If the "LSmsSR_SndSms" block is busy
sending, busy=TRUE.

busy is set to FALSE as soon as the above
sending has completed successfully or
with an error.

Output

error

Bool

Provides feedback if an error occurs while
executing a routine.

Only valid for one cycle.
Default value: FALSE

status

Dword

When error = TRUE: Returns the status to
narrow down the cause of the error (see
Chapter 3.3).

Only valid for one cycle.

3.1.2 Format of an SMS message to the SCALANCE M router

The router receives an SMS message from an S7 CPU that is transmitted in a
frame via the TCP/IP connection. The frame matches the following format:

Username#Password#CommandCode#Seq-Num;Phone number;smsText:

1. Username
User name to check the send permission of an SMS message.

Maximum of 10 characters.

Note:

This user name must match the user name entered in WBM.

Figure 3-2
SMS Relay Settings

General  Event SMS | SMS Command | SMS Relay (Outgoing) | SMS Relay {(Incoming)

Wireless Signaling and Switching with SCALANCE M874/ M876

Entry-ID: 54361177, V1.1,

[/ Enable SMS Relav

User: admin

Password: eesee
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3 Function Blocks of the "LSmsSR" Library

NOTE

2.

Password
Password associated with the user name.
Maximum of 10 characters.

Note:
This password must match the password entered in WBM.

Figure 3-3
SMS Relay Settings

General | Event SMS | SMS Command | SMS Relay {(Cutgoing) | SMS Relay (Incoming})

Enable SMS Relay
User: admin
Password: eeses
Server Port Number: 26864

CommandCode

Command for sending SMS messages from the local network. The default
value "105" must not be changed.

Seq-Num

The sequence number is used to assign multiple requests at the same time.

The function is currently not supported.

Phone number

SMS message recipient’s phone number with a maximum of 40 characters.
smsText

SMS message text with a maximum of 160 characters.

Wireless Signaling and Switching with SCALANCE M874/ M876
Entry-ID: 54361177, V1.1, 09/2019
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3 Function Blocks of the "LSmsSR" Library

3.1.3 Description of the "Send SMS message" function

To send an SMS message, the application has to establish a TCP/IP connection to
the router via the Ethernet interface.

Via this TCP/IP connection, the application sends the target parameters and the
message text to the router, which then sends the information as an SMS message

(see Chapter 3.1.2).

For TCP/IP communication, the "LSmsSR_SndSms" library block internally uses
the "TCON", "TSEND" and "TDISCON" instructions.

Figure 3-4

smsSnd f

Wireless Signaling and Switching with SCALANCE M874/ M876
Entry-ID: 54361177, V1.1, 09/2019 18



© Siemens AG 2019 All rights reserved

3 Function Blocks of the "LSmsSR" Library

314 "LSmsSR_typeSmsSnd" PLC data type

The "LSmsSR_typeSmsSnd" PLC data type contains the parameters for ‘Send
SMS message’.

To start up the application, this data type is used in a global data block that is
linked to the "smsParam" InOut parameter of the function block.

Figure 3-5
S7-300/ S7-400/ IM151-8 PN/DP CPUs

LSmsSR_typeSmsSnd

Mame Data type

1 < ipAddress DWord

2 4 deviceld Byte S7-1200/ S7-1500 CPUs

3 - remotePort | Int

4«0 username String[10] LSmsSR_typeSmsSnd

5 4@ password String[10] Mame Data type

6 40 telno Stringl40] | @l ipAddress DWiard

7 |- smsText String[160] 2 <4 interfaceld HW_ANY
e T | remotePort uUint
4 |« username String[10]
5 |« password string[10]
& < telMo String[40]
7 1 smsText string[160]

1. ipAddress

IP address of the partner (SCALANCE M).

2. deviceld (S7-300/ S7-400/ IM151-8 PN CPUs) (see \4\)/ interfaceld (S7-1200/
S7-1500 CPUs)

Local_device_id/ Hardware identifier of the local Ethernet interface of the S7-
CPU.

3. remotePort

Port number of the remote connection partner (here: of the SCALANCE
M874/M876 router).

Note:
This number must match the address entered in WBM (SMS Relay Outgoing).

Figure 3-6
SMS Relay Settings

General | Event SMS | SMS Command SMS Relay (Outgoing) | SMS Relay (Incoming)

Enable SMS Relay
User admin

Docowmwrmrd ===

Server Port Mumber: 26864

[Setvalues || Refresh|

Wireless Signaling and Switching with SCALANCE M874/ M876
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4. Usename
User name to check the send permission of an SMS message.

Note:
This user name must match the user name entered in WBM (SMS Relay

Outgoing).
Figure 3-7

SMS Relay Settings

Generall Event SMS | SMS Command | SMS Relay (Outgoing) | SMS Relay (Incoming) .

[ Enable SWMS Relay

User: admin
HASSWOID. ssses

5. Password
Password associated with the user name.

Note:
This password must match the password entered in WBM (SMS Relay

Outgoing).
Figure 3-8

SMS Relay Settings

Generall Event SHS' SMS Command | SMS Relay (Outgoing) | SMS Relay {Incoming) .

Enable SMS Relay
LIser admin

Password: ssses

Crrnnr Dhnes mis sevseumr A atis 8

6. telNo

SMS message recipient’s phone number.
7. smsText

SMS message text

Wireless Signaling and Switching with SCALANCE M874/ M876
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3 Function Blocks of the "LSmsSR" Library

3.2 The "LSmsSR_RcvSms" library block

Introduction

The "LSmsSR_RcvSms" FB is used for receiving an SMS message via the
SCALANCE M routers.

3.21 Call and parameter interface

The following figure and table show the call interface of the "LSmsSR_RcvSms"

library block.
Figure 3-9

Table 3-2

B2

— EN

— activateRcvsms

smsParam

L5SmsSAR_Rovwsms”

statusWord

ndr —
busy —
errar —

status

ENO —

Name

Data type

Description

activateRcvSms

Input

Bool

TRUE:

Activates the reception of SMS
messages.

FALSE:

Deactivates the reception of SMS
messages.

smsParam

InOut

"LSmsSR_typeSmsRcv
PLC data type

Parameters required for receiving an
SMS message (see Chapter 3.2.4).

ndr

Bool

Signals that a new SMS message
has been received.

Only valid for one cycle.

busy

Bool

If the "LSmsSR_RcvSms" block is
busy receiving, busy=TRUE.

busy is set to FALSE as soon as the
above receiving has completed
successfully or with an error.

Output

error

Bool

Provides feedback if an error occurs
while executing a routine.

Only valid for one cycle.
Default value: FALSE

status

Dword

When error = TRUE: Returns the
status to narrow down the cause of
the error (see Chapter 3.3).

Only valid for one cycle.

Wireless Signaling and Switching with SCALANCE M874/ M876
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3 Function Blocks of the "LSmsSR" Library

3.2.2

NOTE

Format of an SMS message to the SCALANCE M router

The router receives an SMS message from a cellular device in the following format:

RLY Connection Name smsText

e RLY: SMS relay command
e Connection Name: variable, according to the configuration
e smsText: SMS message text

Only one space is required between the words.

The message is sent to the S7-CPU in a frame via the TCP/IP connection with this
connection name in the following format:

Username#Password#CommandCode#Seq-Num;Phone number;smsText:

1. Username
User name to check the reception of the message.
Maximum of 10 characters.
Figure 3-10
SMS Relay {Incoming)

General| Event SMS | SMS Command | SMS Relay (Outgoing) | SMS Relay {Incoming)

Connection Name: Service
P Address: 192.168.1.2

Famao oo oones

I Username: admin I

2. Password
Password associated with the user name.
Maximum of 10 characters.

Figure 3-11
SMS Relay (Incoming)

General | Event SM5 | SMS Command | SMS Relay (Outgoing) | SMS Relay {(Incoming)

Connection Name: Service
P Address: 192 168.1.2
Port Number. 26864

g L |

3. CommandCode

4. Command for receiving SMS messages from the local network. The default
value "105" must not be changed.

5. Seg-Num

The sequence number is used to assign multiple requests at the same time.
The function is currently not supported.

Wireless Signaling and Switching with SCALANCE M874/ M876
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3 Function Blocks of the "LSmsSR" Library

6. Connection Name

SMS message recipient’s connection name with a maximum of 40 characters.

7. Phone number
SMS message sender’s phone number.
8. smsText
SMS message text with a maximum of 160 characters.

NOTE For a more detailed description of how to configure the SCALANCE M874/M876
router using Web Based Management, please refer to the device manual (see
\3)).

Wireless Signaling and Switching with SCALANCE M874/ M876
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3 Function Blocks of the "LSmsSR" Library

3.2.3 Description of the "Receive SMS message" function

Applications can also receive SMS messages via the router’s Ethernet interface.
To do this, the router must establish a TCP/IP connection to the application on the
Ethernet interface. The router receives a command SMS message

(RLY Connection Name smsText) and sends the received message (see Chapter
3.2.2) to the application. For TCP/IP communication, the "LSmsSR_RcvSms"
library block internally uses the "TCON", "TRCV" instructions.

Figure 3-12

activateRcvSms

=True

SCALANCE M874/M876
establishes the connection
when an SMS message is
received.

error

error

SCALANCE M874/M876
terminates the connection
when the SMS message
has been entered in the
CPU.

Wireless Signaling and Switching with SCALANCE M874/ M876
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3 Function Blocks of the "LSmsSR" Library

3.24

"LSmsSSR_typeSmsRcv" PLC data type

The "LSmsSR_typeSmsRcv" PLC data type contains the receive data.

To start up the application, this data type is used in a global data block that is
linked to the "smsParam" InOut parameter of the function block.

Figure 3-13

-+ (=) e —

S7-300/ S7-400/ IM151-8 PN/DP CPUs
LSmsSR_typeSmsRcv

Mame Data type
<1 deviceld Byte
< localPort Int
<0 rcvTelMo String[40]
S| rcvidessage String[160] S7-1200/ S7-1500 CPUs
LSmsSR_typeSmsRcv
Mame Data type
1 < interfaceld HW_ANY
2 - localPort Ulnt
3 | rcvTelMNo string[40]
LT rcvidessage String[160]

deviceld (S7-300/ S7-400/ IM151-8 PN CPUs) (see \4\)/ interfaceld (S7-1200/
S7-1500 CPUs)

Local_device_id/ Hardware identifier of the local Ethernet interface of the S7-
CPU.

localPort
Port number of the local connection partner (here: of the S7-CPU).

Note:
This number must match the address entered in WBM (SMS Relay Incoming).
Figure 3-14

SMS Relay (Incoming)

General | Event SMS SMS Command  SMS Relay (Outgoing) SMS Relay {Incoming)

Connection Name: Service
P Address: 192.168.1.2
I Port Number: 26864 I

useinaine. auiiin

rcvTelNo

SMS message sender’s phone number.
rcvMessage

SMS message text received.

Wireless Signaling and Switching with SCALANCE M874/ M876
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3 Function Blocks of the "LSmsSR" Library

3.3 Status and error displays

For error diagnostics, evaluate the "LSmsSR_SndSms" and
"LSmsSR_RcvSms" "status" output. By reading the "status" output of the
function block, you are provided with information on logical errors and error
messages that may occur during the communication between the controller

and the router.

The error message structure is such that the first word indicates the block that
triggered this message. For example, error message 16#000180A3 was

triggered by "TCON" instruction. The following tables provide a list of possible
error messages.

"LSmsSR_SndSms" errors

Figure 3-15
Status Meaning Remedy / notes
16#0001xyzx "TCON" error message (active) For a description of the
” N communication errors, please refer
16#0011xyzx TSEND" error message o the STEP 7 Online Help.
16#0111xyzx "TDISCON" error message
16#00008101 Previous job not yet complete.
(You have started a new send
operation, although busy was
still active.)
16#00008102 Watchdog timer alarm. Make sure that
e the IP address entered in the
"ipAddress" parameter is
identical to the IP address of
the SCALANCE M874/M876.
e the S7-1200/S7-1500 CPU is
physically connected to the
SCALANCE M874/M876.
16#00008103 "smsText" contains the
forbidden character ":".
16#00008104 "smsText" contains the
forbidden character ";". Change "smsText"
16#00008105 "smsText" contains the
forbidden character "#".
16#00008106 "teINo" contains the forbidden Change "telNo"
character "x".

"LSmsSR_RcvSms" errors

Table 3-3
Status Meaning Remedy / notes
16#0010xyzx "TCON" error message (passive) For a description of the
. " communication errors, please
16#0110xyzx TRCV" error message refer to the STEP 7 Online Help.

Wireless Signaling and Switching with SCALANCE M874/ M876
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4 Working with the Library

4 Working with the Library

This chapter consists of instructions for integrating the "LSmsSR" library into your
STEP 7 V15.1 project and instructions for using the library block.

4.1 Integrating the library into STEP 7

The following table shows the steps required to integrate the "LSmsSR" library into
your STEP 7 V15.1 project. After integrating the library, you can use the blocks of
the "LSmsSR" library.

NOTE The following section assumes that a STEP 7 project exists.

1. The library is available on the HTML page from which you downloaded this
document (\2\). Save the "54361177_SMS_SCALANCE_M _LIB_V15 V11.zip"
library to your hard drive.

2. Unzip the library.

4.2 Integrating the library block into STEP 7

The following table shows the steps required to integrate the elements of the
"LSmsSR" library into your STEP 7 V15.1 project. After integrating these
elements, you can use the blocks of library.

Open the existing STEP 7 V15.1 project.

In the toolbar of the "Global libraries" palette, click "Open global libraries" or, in
the "Options" menu, select "Global libraries > Open global library".

Figure 4-1

Options || Tools Window Help

PR

: 1 _.-\_\.\.:.._.55

g AR

e ¥ Gooffline

Support packages

Manage general station description files (G50}
Start Autornation License Manager

ﬂ Show reference text

[N Glcbal libraries B e e inoasy
fed Open library...

Retrieve library...

3. The "Open global library" dialog box opens.
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4 Working with the Library

4. Select the following global library: "LSmsSR.al15_ 1"

Figure 4-2
[ Open global libra
Lockin: || 54361177_SMS_SCALANCE_M_LBLVI1 ~ @ (¥ * @~
P= Name Date modified Type
""y . AdditionalFiles 9/4/2019 10:47 AM File folder
Recent Places [ 9/5/20199:28 AM  File folder
! . Legs 9/5/2019 9:28 AM File folder
. System 9/19/201912:14 PM  File folder
Desktop JTMP 9/4/201910:47 AM  File folder
—_—— . UserFiles 9/4/201910:47 AM  File folder
u:_l»J XRef 9,/5/2019 9:28 AM File folder
Libraries 9/19/201911:28 AM  Siemens T

LY

Computer

‘3; <« |

o LSmsSR.aIlS_ll“ ;
>

File name:

n

Files of type:

[Global ibrary

Open as read-only

e

L)

5. The "LSmsSR" library opens.

6. Use drag and drop to move the "LSmsSR_SndSms" and "LSmsSR_RcvSms"
function blocks to the "Program blocks" folder of the S7-CPU.

Figure 4-3

e
B

Devices

* | ] SMS_SCALANCE_M_S7_300
ﬁb' Add new device

ffil WEVILES G IS LU RS

~ [1j PLC_1 [CPU 315-2 PN/DF]

v T T T T OWwT T W

-

[T} LJI:mLI: Lunnguracun
Q Online & diagnostics
I Program blocks

E Technology objects
External source files
Q FLC tags

[ PLC data types

I;_,[ Watch and force tables
E Online backups

E Device proxy data
B8 Program info

[.f PLC supervisions & alar...

E] PLC alarm text lists
[/ Local modules

Libraries

Options

] Library view [

v | Project library

B E [al

BEE;

» Ll Project library

bl

Global libraries

il Tl =

b Ll Buttons-and-Switches

» LL] Long Functions

» Ll Monitoring-and-contrel-objects
» Ll Documentation templates

> Ll 1SmsSR

w [ 5 Timer

b 2T LSmsSR RovSms
b 2 LSms5R_SndSms

* |tz] LSmsSR_S7_300_S7_400_IM151-8

-

L LSmsSR_typeSmsRov

» i LSmsSR_typesmssnd

» [iz] LsmsSR_S7_1200_57_1500

7. The "LSmsSR_typeSmsSnd™'and "LSmsSR_typeSmsRcv" PLC data types are
automatically copied to the "PLC data types" folder.
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4 Working with the Library

8.

Create a new global data block with the following parameters:

- the "LSmsSR_typeSmsSnd" or "LSmsSR_typeSmsRcv" PLC data type
- the input parameters for the call in OB1

- the output parameters for the call in OB1

Figure 4-4

SMS_SCALANCE_M S7_300 » PLC_1 [CPU 315-2 PN/DP] » Program blocks » SmsData [DB1]

=5 =5 W, B &= 7 keepactwalvalues (g Snapshot %, ¥, Copysnapshots to startvalues |g

SmsData
Name Data type Offset Start value Retain
1 <4 T Static
2 @l =|» SmsSend “LsmsSR_typesmssnd” 0.0 (B
5 <@ = b _SmcRey | SrcSR fneSmeReu” 2360 (!

Assign values to all parameters necessary for sending/receiving
(see Chapter 3.1.4 / Chapter 3.2.4):

- ipAddress
- interfaceld
- remotePort
- username
- password
- telNo
- smsText
Figure 4-5

SMS_SCALANCE_M S7_300 » PLC_1 [CPU 315-2 PN/IDP] » Program blocks » SmsData [DB1]

=i _’!lf" o, d" E= "7 keepactualvalues g Snapshot "ﬁ- ﬁ, Copysnapshots to startvalues g & k

SmsData
Name Data type Offset Start value

1 40 T Static

2 <@m= v smsSend "LsmsSR_typesSmssnd® 0.0

3 - L] ipAddress DWard 0.0 16#c0a30101

4 g L deviceld Byte 4.0 1682

5 | L remotePort  Int 6.0 26864

[T | L username String[10] 8.0 ‘admin’

7 4@ - password string[10] 200 ‘admin’

& |- L telNe string[40] 320 '+49123456789"
=T | L smsText String[160] 740 ‘Alarm'

10 41 = ~ SmsRcv "LsmsSR_typeSmsRov” 236.0

11 |-ad L deviceld Byte 236.0 1682

12 <@ = localPort Int 238.0 26864

13 a1 = rovTelMo String[40] 240.0

14 -q1 L rcviMessage | String[160] 2820

10. Save and compile the newly created data block.

Wireless Signaling and Switching with SCALANCE M874/ M876
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4 Working with the Library

11. In the "Program blocks" folder of your device, open the OB1 organization block
and use drag and drop to move the "LSmsSR_SndSms" or
"LSmsSR_RcvSms" function block to any network.

Figure 4-6
Project tree m 4

Devices

=

=] 26 BB Gl G M @

¥ | ] SM5_SCALANCE_M 57_300
K¢ ~Add new device
i Devices & networks
~ [ PLC_1 [CPU 3152 PN/DP]
[T Device configuration
% online & diagnostics *  Network 1:
= [-gl Frogram blocks Co
B Add new block
& Main [0B1]

& s=1 T A4 = = qf]

~ Block title: “Main Frogram Sweep (Cycle)”

Comment

dsms [FB1]

» [ System blocks

¥ [ Technology objects [looes 7]
12. Specify the name of the associated instance data block. Click "OK" to exit the
dialog box.
Figure 4-7
Call options X
Data block
H Name |instLSmsSR_SndSm5_DB JLI
B Mumber 2 i

instance

@ Automatic

Ifyou call the function block as & single instance, the function
block saves its data in its own instance data block.

more...

r oK Mancel |
—jS_

13. Assign values to all necessary parameters. Use values from the newly created

data block.
Figure 4-8
T a T T
& =l 4 = = -]
%DB2
“instLsmssR_
sndsms_DB"
YWFB1

"LSmsSR_SndSms”

. =—EN

sndSms

"SmsData” Sms

smsParam

<1 SR "LSmsSR_types... b

1 I SmsSend "LSmsSR_types...
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4 Working with the Library

14. Compile the hardware and software of the S7 station: In the Project tree, right-

click the device and select the "Compile > Hardware and software (only

changes)" menu.

Figure 4-9

Project tree

Devices

e

B9

+ [ ] SMS_SCALANCE_M_57_300
B Add new device
s Devices & networks
> mPLc1[cru
It Device c
%] online &

Change device
Migrate to 57-1500

] ril Frogram Open
» [ Technol Open in new editor
» External Open block/PLC data type... F7

» [ & PLCtags

» L) PLC data| 5 CrleC
» mech an 7 carl+v
» [ online b
r{' n\.ne % Delete Del
=
» Ll Device p Rename F2

E'i Program
= Go to topology view

L PLC supe
= P
& PLC alarr] TT

o en el i General

——

il Crossreferences || G

-

[ Local m Comp

» [ PLC_ 2 [CPU DoWNIOAE 0 OevICe s
» r\'_n PLC_3[IM 1 Backup from enline device

» (@ PLC_4[cPU ﬂ Go online Crrl+K
[ o P ) o Go offline Ctrl+M

Hardware and software (¢
Hardware (DI’HYCHEHQES‘}
Hardware (rebuild all}
Software (onlychanges)
Software (rebuild a1l

15. Download the new project to your controller.

~ [ PLC_1 [CPU 315-2 PNIDPI

[IY Device configurf ~ Change device
Migrate to 57-1500

ﬂ Online & diagng
!—:EL Program blocks Open
ETechnologyobje Openin new editor
External source x cut

Q FLC tags _;'g Copy

TQ PLC data types :; Faste
';l Watch and force

(& online backups

¥ Delete

* F F ¥ wv wv wr w

& Go to topology view

m Device proxy da
I'J'E'h Go to network view

E_W'i Program info

Curl+x
Curl+C

Crl+v

Del

¢ PLC supervision ecasis
E] PLCalarm text i

Download to

Hardware and software (onlychange:|

» [l Local medules ——
» [m PLC_2 [cPu 1214C] & Go online

—

» [l PLC_3 [IM 151-8 PR £¥ Go offline
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4 Working with the Library

4.3 Updating the "LSmsSR" library

The following guide shows you

how to check whether the library is up to date and
how to integrate a newer version of the "LSmsSR" library into your
STEP 7 project.

Open TIA Portal and compare the current version number of each element of

the library with the latest version from the Industry Online Support portal.

In the Project tree, right-click the blocks of the library. In the context menu,
select the "Properties" option.

In the "Properties” window that is displayed, select the "Information” tab.
Figure 4-10

] Online & diagnostics

-_——
[SmsSR_SndSms [FBT] [LSmsSR_SndSms V' 1.0.0]

[ General | Texts | FBsupenvision definitions |

I Information I

Compilation Title: |LSmsSR_Sndsms
Protection

- [l Program blocks
B¢ Add new block
2 Main [DB1]

4 | € ecD DrS e TEROT

Information

e YR UG L0
@ smsData [DB1]
» [ System blocks Comment:
» [ Technology objects
» @ External source files
» [g PLCtags

¥ [ rcdota gpes

» [zl Watch and force tables T
If you want to update the library, integrate the latest library as described in

Chapter 4.2.
Open the new library as described in Chapter 4.2, Steps 1 through 3.

In the Project tree, right-click the blocks of the library.
Update the elements of the project

"LSmsSR" > Update types > Project".

Figure 4-11

L

SCALANCE M: Block for sending SMS.
Attributes.

Global libraries
el - = I
b L Buttons-and-Switches

» LI Long Functions
» LI Monitering-and-control-objects

EEERED

¥ Ll Documentation templates

- | oo

NE Save libraryas ..
1‘_\,] Close library

y [
» Update types [

Ta i :
» W % Delete Del Library.-

Archive library...

The blocks have been updated. In the toolbar in OB1, click "Update
inconsistent block calls” to update or regenerate the instance DBs.

Figure 4-12
SMS_SCALANCE_M_S7_300 » PLC_1 [CPU 315-2 PN/DP] » Program blocks » Main [OB1]

e L, EAERE @R @D == e

When you have inserted the updated blocks into your STEP 7 project, compile

the software and save the project.
The library update is now complete.
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5 Appendix

5
5.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks:
support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. Please send queries
to Technical Support via Web form:

www.siemens.com/industry/supportrequest

SITRAIN - Training for Industry

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to our web page:
www.siemens.com/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

e On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

support.industry.siemens.com/cs/ww/en/sc/2067
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5 Appendix

5.2 Links and literature
Table 5-1
No. Topic
\1\ Siemens Industry Online Support
https://support.industry.siemens.com
\2\ Link to this entry page of this application example
https://support.industry.siemens.com/cs/ww/en/view/54361177
\3\ SIMATIC NET: Industrial Remote Communication Remote Networks SCALANCE
M-800 Web Based Management
https://support.industry.siemens.com/cs/ww/en/view/109751635
\4\ Which "local_device_id" do you parameterize in order to establish a connection with
FB65 "TCON" for Open User Communication (OUC) via Industrial Ethernet?
https://support.industry.siemens.com/cs/ww/en/view/51339682
5.3 Change documentation
Table 5-2
Version Date Modifications
V1.0 06/2016 First version
V1.1 09/2019 Complete revision.
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