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Overview
Cisco SD-WAN offers a software-defined WAN solution that enables enterprises and organizations 
to connect users to their applications securely. It provides a software overlay that runs over 
standard network transport, including MPLS, broadband, and internet, to deliver applications and 
services. The overlay network extends the organization’s network to infrastructure as a service 
(IaaS) and multicloud environments, thereby accelerating their shift to the cloud. 

This virtualized network runs on the industry’s most broadly deployed routing technology, from 
physical branch routers such as the Cisco Catalyst® 8000 Edge Platforms Family to virtual 
machines in the cloud such as the Cisco vEdge Cloud routers. Centralized controllers, which 
oversee the control plane of the Cisco SD-WAN fabric, efficiently manage the provisioning, 
maintenance, and security for the entire Secure Extensible Network (SEN) overlay network. 

Cisco vManage provides a highly visualized dashboard that simplifies network operations. It 
provides centralized configuration, management, operation, and monitoring across the entire  
SD-WAN fabric. Integration with Cisco Umbrella® accelerates the transition to a SASE 
architecture. Open programmability enables data extraction for enhanced visibility and  
actionable insights.

Cisco SD-WAN offers integrated security, including full-stack multilayer security capabilities on the 
premises and in the cloud. This integrated security provides real-time threat protection where and 
when it is needed — for branches connecting to multiple software-as-a-service (SaaS) or IaaS clouds, 
data centers, or the internet, further accelerating the transition to a SASE-enabled architecture.
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Cisco SD-WAN
Deploy cloud-based applications without compromise

Introduction
Digital transformation has ushered in a 
new era of long-lasting IT infrastructure 
changes. These changes have resulted 
in new challenges for the network and 
security teams, such as securing the 
distributed and hybrid workforce and 
delivering secure access to business-
critical applications across a multicloud 
environment. In addition, the internet 
is rapidly becoming the preferred 
method of connectivity due to cost and 
availability. Still, it does not provide 
the security, consistency, visibility, or 
quality of traditional technologies such 
as Multiprotocol Label Switching (MPLS) 
links. IT needs to rearchitect its WAN 
edge to deliver consistent and predictable 
digital experiences in a multicloud world.  

Cisco® SD-WAN is a cloud-delivered 
WAN solution that connects any user 
to any application, with integrated 
capabilities such as multicloud, security, 
enhanced visibility, and analytics building 
toward a Secure Access Service Edge 
(SASE)-enabled architecture.
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Using the Cisco SD-WAN dashboard (Figure 1), you can quickly connect all company data centers, 
core and campus locations, branches, colocation facilities, cloud infrastructure, and remote workers. To 
enable this interconnection, Cisco SD-WAN applies the Overlay Management Protocol (OMP) to your 
entire network. Cisco SD-WAN simplifies IT operations with automated provisioning, unified policies, 
and streamlined management, making changes, updates, and resolutions in record time. You gain 
advanced network functionality, reliability, and security.

Figure 1. The Cisco SD-WAN dashboard

Cisco provides a flexible architecture to extend SD-WAN to any environment (Figure 2). Whether 
you deploy your product in the cloud or on-premises, Cisco SD-WAN automatically discovers, 
authenticates, and provisions both new and existing devices.

“As we expand our intent-
based network, the Cisco 
Catalyst 8000 Edge 
Platforms check all the 
boxes for an agile SD-WAN 
solution that can deliver the 
performance, security, and 
visibility needed to deliver 
these real-time connected 
experiences.”

Ed Vanderpool,  
IT Technical Manager, Adventist Health 
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Figure 2. Benefits of the flexible Cisco SD-WAN architecture
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Businesses are using not just one cloud data center in their IT operations, but several clouds across IaaS, SaaS, and Platform as a Service (PaaS) (Figure 3). 
Connecting these workloads and applications together with the WAN and remote users is a challenge.

To help reduce this complexity, Cisco SD-WAN provides the ability to connect any WAN location to multiple cloud platforms or any other enterprise site, 
increasing connection speeds and enhancing connection reliability. Cisco SD-WAN Cloud OnRamp creates a WAN extension for your IaaS workloads, 
provides dynamic path selection for optimal SaaS application performance, consolidates branch office egress points into regional colocation facilities, and 
automates cloud-agnostic branch connectivity with cloud interconnect.
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Monitoring underlay performance via the Cisco SD-WAN dashboard, Cloud OnRamp automatically selects the fastest, most reliable path to the cloud 
infrastructure, no matter where your end users are located. In the event of network service interruptions beyond your control, Cloud OnRamp will adjust 
paths as necessary, helping ensure continuous uptime and predictable performance.

SD-WAN Cloud OnRamp for IaaS
Figure 3. Cisco SD-WAN Cloud OnRamp for IaaS, PaaS, and SaaS applications
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Cisco SD-WAN makes connecting the company 
WAN to IaaS environments such as Amazon 
Web Services, Google Cloud, and Microsoft 
Azure simple, automated, and secure — as 
though the cloud databases themselves are part 
of the corporate network. In the Cisco SD-WAN 
console, your network and operations teams 
can automate virtual private cloud connections 
to IaaS environments, extending the Cisco 
SD-WAN OMP to the cloud. Cisco SD-WAN 
applies automated connectivity requirements 
(loss, latency, and jitter) to find the optimal path 
to cloud IaaS applications, adjusting the IPsec 
route as needed to help ensure service delivery 
and performance while monitoring the hosting 
infrastructure for anomalies.
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Cisco SD-WAN Cloud Hub
Cisco SD-WAN Cloud Hub leverages SD-WAN to interconnect branch sites, on-premises data centers, and the cloud using a public cloud service provider’s 
backbone as an underlay. Cloud Hub reduces provisioning from months to minutes with site-to-cloud network automation as well as offering high availability 
and multiple points of presence across the world using a cloud service provider’s global infrastructure for site-to-site connectivity (Figure 4). 

Figure 4. Cisco SD-WAN Cloud Hub

 
 

Enterprise 
Site  

 

 
 

 

Enterprise sites 

 Region A  
 Region B
 

 
 

Enterprise sites  

Cisco SD-WAN
Cisco SD-WAN 

Cloud Hub

Site-to-Cloud Site-to-Site

Cloud Service 
Provider

Cloud Service 
Provider

© 2021 Cisco and/or its affiliates. All rights reserved.



Solution overview
Cisco public

Figure 5. Dynamic path selection in Cisco SD-WAN Cloud OnRamp for IaaS
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SD-WAN Cloud OnRamp for SaaS
In addition to building application workloads in IaaS cloud environments, 
many companies today use SaaS applications for streamlined operations. 
As with IaaS, connectivity to these applications requires sharing resources 
with other customers on distant hardware. Fortunately, Cisco SD-WAN 
Cloud OnRamp for SaaS makes connecting to and securing these SaaS 
environments simple.

Partnering with several SaaS providers, Cisco SD-WAN Cloud OnRamp 
automatically selects the fastest, most reliable path to SaaS applications for 
your users (Figure 5), engaging in real-time traffic steering to deliver the 
best user experience no matter where they are located. Should an internet 
service issue cause connectivity that falls below your benchmarks, Cloud 
OnRamp finds the next best path to help ensure continued application 

performance. In fact, Cisco has partnered with over 16 leading SaaS 
vendors to deliver superior application performance compared to competing 
SD-WAN solutions. Enjoy up to 40 percent faster performance for Microsoft 
365 with Cisco SD-WAN. Features such as informed network routing and 
URL categorization greatly streamline the customer experience, giving users 
deeper abilities to manage and route traffic within Microsoft 365 to improve 
speed, efficiency, and performance across the entire suite of applications. 

Figure 6. Dynamic path selection in Cisco SD-WAN Cloud OnRamp for SaaS
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SD-WAN Cloud OnRamp for Colocation
Cisco SD-WAN refines distributed architectures so that colocations can 
serve as regional hubs for branches with both MPLS and Direct Internet 
Access (DIA). Colocation hubs streamline multicloud access by reducing 
the number of egress points to the cloud, regionalize security to reduce 
the attack surface, and encourage network efficiency through easier 
enforcement of end-user application policy.

By consolidating branches, remote offices, and even remote worker 
connectivity into a colocation facility (Figure 7), you can bring users closer to 
the services and applications they use, improving the application experience. 
In addition, Cloud OnRamp for Colocation can help address data sovereignty 
requirements for compliance and privacy legislation. Finally, Cloud OnRamp 
for Colocation provides simple, efficient scaling capabilities for consolidating 
network function deployments.

Figure 7. Cisco SD-WAN Cloud OnRamp for Colocation
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Cisco SD-WAN Cloud Interconnect
Cisco SD-WAN Cloud Interconnect (Figure 8) uses a cloud-agnostic 
backbone to connect from site to site and site to multiple clouds. This Cloud 
OnRamp solution automates on-demand connectivity between multiple sites 
and to the world’s leading cloud provider networks directly from your  
SD-WAN controller. Combined with a Software-Defined Cloud Interconnect 
(SDCI) partner, this solution delivers reliable network performance while 
decreasing operational costs and complexity. Cloud Interconnect provides 
a single, easy-to-use console to automate deployment of connections, 
reducing provisioning from weeks to minutes. SDCI partners provide secure, 
reliable connectivity using a global ecosystem and significantly reduce cloud 
data egress fees and network charges.

Figure 8. Cisco SD-WAN Cloud Interconnect
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SASE-ready, cloud-delivered security
As IT architectures are changing, so is the threat landscape, which continues 
to evolve as well. The digital transformation that has resulted in the adoption 
of multicloud access and the proliferation of applications and devices has 
also increased the attack surface and exposed organizations to new security 
vulnerabilities. 

Securing these modern IT environments requires a fresh approach that is 
an alternative to a traditional centralized security stack in the data center. 
SASE unifies networking and security services into a cloud-delivered service 
to provide comprehensive integrated security. Cisco offers an unmatched 
breadth of assets and expertise in networking and security for both on-
premises and cloud deployments.  

Cisco SD-WAN can deploy a complete security solution, either on-premises 
or with Cisco Umbrella cloud security. Enabling DIA with SD-WAN provides 
more efficient SaaS and internet connectivity but has security blind spots. 
Web-based attacks are a major source of threats. Cisco’s on-premises 
and cloud security provides strong protection against web-based attacks 
and delivers a complete set of features such as enterprise firewalls, a cloud 
access security broker, secure web gateways, malware protection, intrusion 
prevention system, URL filtering, and DNS-layer protection. Implement 
segmentation across the entire network to isolate and protect critical assets 
(Figure 9). By choosing Cisco SD-WAN, you gain the ability to automate 
the right security in the right place, all from a single dashboard. It eliminates 
the cost and complexity of multiple standalone point products for a cloud-
delivered, fully integrated solution.

Figure 9. Cisco SD-WAN built-in on-premises security or Cisco Umbrella cloud security
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Whether you deploy your SD-WAN security on-premises or in the cloud, 
Cisco SD-WAN uses real-time threat intelligence from Cisco Talos®, the 
industry’s leading threat intelligence group, which provides comprehensive 
threat protection in real time for market-leading protection. After a few 
simple clicks in the dashboard (Figure 10), Cisco SD-WAN will harden 
your entire network from core to edge and cloud with security capabilities 
such as Cisco Secure Firewall, Cisco Umbrella Secure Internet Gateway, 
and Malware Defense. No other SD-WAN solution delivers this level of 
comprehensive routing and threat intelligence on a certified trustworthy 
infrastructure.

Only Cisco can deploy multilayered security across the network in an automated 
manner. As a result, end users — whether in the data center, in a branch, on 
the campus, or in a remote location — can enjoy protection from a multitude of 
security threats. Cisco SD-WAN makes comprehensive network security simple, 
protecting your business against data exfiltration and insider threats.
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“We’ve never had 
application visibility like this 
before. This added security 
protects our staff from the 
ever-present threats on the 
internet.”

Joel Marquez, IT Director,  
Tamimi Markets

Figure 10. Setting up security policies in Cisco SD-WAN
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Analytics and insights
Applications and users are more distributed than ever, and the internet has effectively become the 
new enterprise WAN. As organizations continue to embrace the internet, cloud, and SaaS, network 
and IT teams are challenged to deliver reliable connectivity, application performance, and security over 
networks and services they don’t own or directly control. 

Network teams often carry the burden of proving the network innocent when something goes wrong. 
Application issues might manifest as network issues. Service disruptions can lead to endless finger-
pointing. The resulting cycles spent pinpointing the source of issues can lead to prolonged service 
interruptions that ultimately damage the revenue and reputation of the business. 

Cisco SD-WAN and ThousandEyes integration extends visibility into the internet, cloud, and SaaS 
applications for actionable insights beyond the traditional corporate network (Figure 11). Enterprises 
can expedite the deployment of ThousandEyes agents with vManage integration to quickly pinpoint 
the source of issues, get to resolution faster, and manage the performance of what matters. vAnalytics 
correlates application behavior and Quality of Experience (QoE) with the underlying SD-WAN network, 
translating real-time data into visualized insights (Figure 12).
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“Cisco SD-WAN Security 
delivers simplicity and 
automation so that we can 
apply the right security 
controls where needed, 
when needed. We are 
very excited to bolster that 
solution with the Catalyst 
8000 Edge Platform 
solution.”

Director of Product Management,  
Riedel Networks

See more Cisco SD-WAN customer stories

Figure 11. Cisco ThousandEyes

 

Figure 12. vAnalytics dashboard in Cisco SD-WAN
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Additional benefits and features include:

• Extend visibility into the internet, cloud, and SaaS applications beyond  
the traditional corporate network.

• Lower the Mean Time to Identification (MTTI) of issues with fast root  
cause isolation.

• Eliminate wasteful finger-pointing by correlating visibility across applications, 
hop-by-hop network paths, and underlay and overlay network performance 
to immediately pinpoint the right problem domain and responsible party. 

• Gain evidence to successfully escalate issues to providers and 
effectively manage Service-Level Agreements (SLAs). 

• Receive real-time information for cross-customer benchmarking and  
application performance scores.

• Plan application provisioning, bandwidth increase, and branch expansion  
with “what-if” scenarios for performance forecasting.

Simplifying communications with integrated 
unified communications
Cisco SD-WAN supports Unified Communications (UC) and SD-WAN within 
a single box (Figure 13). Unified communications integrate communication 
services, including voice, extension mobility and single number reach, instant 
messaging, presence information, and video conferencing, as well as other 
advanced features such as unified messaging with integrated voicemail, 
messaging, email, and faxing.

Figure 13. Integrated unified communications
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Reduced complexity
Cisco vManage can orchestrate scalable and consistent UC configurations 
across the entire enterprise via templates, and policies can prioritize specific 
application links, with fallback capability in case of link failure or degradation.

Telephony survivability
Prevent internal and external IP phone outages using Cisco Unified Survivable 
Remote Site Telephony (SRST), enabling the edge device as the fallback IP 
PBX with access to the Public Switched Telephone Network (PSTN).

Middle-mile optimization
Cisco is the only vendor extensively partnering with colocation and SDCI 
partners for optimization with cloud applications (Cisco Webex®, Unified 
Communications Manager Cloud, and more). Cisco’s Cloud OnRamp 
functionality provides optimal performance for UC applications hosted in a 
SaaS cloud.

Security and communication integrity
Cisco SD-WAN also integrates best-in-class security with cloud-based 
Cisco Umbrella or Cisco’s on-premises security portfolio, thereby ensuring 
the security and integrity of your network and unified communications.

SD-WAN platforms
Cisco offers the widest selection of platforms and appliances so that you 
can deploy SD-WAN anywhere (Figure 14). These industry-leading edge 
platforms combine innovative cloud networking capabilities with multilayer 
security support, hardware-accelerated encryption, and robust port flexibility 
to offer flexible, secure cloud connectivity in SD-WAN that scales. With Cisco 
SD-WAN, you can create the most comprehensive fabric possible, scaling 
your entire business into hybrid and multicloud environments with ease.

Figure 14. Cisco SD-WAN platform capabilities
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Core
Core locations are the backbone of any corporate WAN and include data 
centers and campuses. These locations have heavy traffic and require 
powerful aggregation throughput capabilities, resilient connectivity, and 
built-in security. Deploy Cisco SD-WAN at the core with the Catalyst 8500 
Series Edge Platforms to connect your core to the SD-WAN fabric.

Colocation
Simplify WAN management with Cisco SD-WAN Cloud OnRamp for 
Colocation. Deploy regional hub solutions on the Cisco Cloud Services 
Platform 5000, or connect SD-WAN with the Cisco Catalyst 8500 Series.

Cloud
Cisco SD-WAN extends control and connectivity to cloud environments such 
as Amazon Web Services, Google Cloud, and Microsoft Azure. Deploy Cisco 
SD-WAN in cloud environments through the Cisco Catalyst 8000V Edge 
Software or the Cloud Services Router 1000V Series.

Licensing
Cisco DNA Software for SD-WAN and Routing subscriptions are available in 
three subscription tiers (Figure 15). Subscriptions can be purchased either 
transactionally or as an enrollment in a Cisco DNA Enterprise Agreement. 
Software licenses are portable across cloud and premises, are easy to 
upgrade across tiers, and include Software Support Service (SWSS) for the 
Cisco DNA Software stack.
Software tiers:

• Cisco DNA Essentials for SD-WAN and Routing: Simplified management 
and security protection for the cost-conscious customer. Centralized, secure 
SD-WAN management for up to 2+1 VPNs. Optimized for cloud connectivity.

• Cisco DNA Advantage for SD-WAN and Routing: Advanced SD-
WAN with enhanced security for feature-rich and valued branch 
deployment models. Unlimited SD-WAN segmentation, plus network and 
application assurance using WAN optimization and real-time analytics.

• Cisco DNA Premier for SD-WAN and Routing: Advanced SD-WAN 
security to mitigate the most sophisticated threats to your business. 
Enables secure enterprise cloud edge functionality featuring Cisco 
Umbrella SIG Essentials and Cisco Secure Malware Analytics.

Figure 15. Cisco DNA licensing tiers
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To make it easier for customers to consume and transition to SASE,they can 
choose the Cisco SASE bundle. This offer provides an easy way to purchase 
SASE architecture today,including the most common SASE components: 
SD-WAN, firewall as a service, zero-trust network access, and secure web 
gateway, all in one single bundle.

Services
Cisco Services helps IT teams worldwide design, manage, and maintain 
some of the most sophisticated, secure, and intelligent platforms for digital 
business. Our innovation, expertise, and services quality, coupled with 
advanced analytics, automation, and security, help you bridge the talent gap, 
manage risk, deliver excellence, and stay ahead of the pace of change.
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Why Cisco SD-WAN
Cisco SD-WAN helps organizations connect any user to any application, with integrated capabilities 
for multicloud, security, unified communications, and application optimization — all on a SASE-enabled 
architecture. It delivers the following key technology differentiators:

• Multicloud access
• Goes beyond traditional SD-WAN
• Integrated security
• Integrated unified communications
• Enhanced network visibility with Cisco ThousandEyes and vAnalytics
• Multigigabit capability
• Robust and diversified platform 

Getting started
There’s no question that businesses undergoing digital transformation are seeing their IT architectures 
change — and the challenges are enormous. Choose Cisco SD-WAN for the latest in networking and 
security technology, built with the trust earned from a history of innovation. Visit https://cisco.com/go/
sdwan today to learn more.
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How to buy
To view buying options and speak 
with a Cisco sales representative, 
visit https://www.cisco.com/c/en/us/about/
contact-cisco.html.
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