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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG ("Siemens"). They are
non-binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
under https://www.siemens.com/cert.
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2 Solution

1 The task

Overview of the automation task

The outstations "rain overflow basin", "pump station" and "elevated tank" are
connected to a central control station.

The following figure provides an overview of the automation task.

Figure 2-1

Control Station

Ty

157-1200

§7-1500

ET2005P

ol

Description of the automation task

An elevated tank that, for example, is responsible for supplying water to a town, is
monitored by a SIMATIC S7-1500. If the level falls below the minimum, the
pumping station is activated until the elevated tank is completely filled again.

The pumping station is monitored and controlled by an ET 200SP.

The stormwater overflow tank is monitored by a SIMATIC S7-1200. The level is
transmitted to the control station, as is an alarm if the minimum or maximum level
is reached.

The requirements based on the automation task

1.
2.

The control center must be able to request process data from the outstations.

The control station must be able to send commands and setpoints
spontaneously to the outstations.

The outstations must be able to send process data spontaneously to the
control station.

Process data must be stored in the outstations and sent to the master when
the connection is re-established in the event of a disconnection.

A standardized protocol must be used for the implementation.

Telecontrol via DNP3
Entry-ID: 87447188, V4.0, 11/2022



© Siemens AG 2022 All rights reserved

2 Solution

2 Solution

2.1 Overview

The control station communicates with the outstations via Ethernet using the DNP3
telecontrol protocol.

The following types of message frames were configured in the application example.
e Commands (binary command)

e Measured value (analog input event)

e Binary messages (binary input event)

Events of the DNP3 event classes 1 and 2 were configured for this purpose.

The integration of TeleControl configuration into the TIA Portal V17 simplifies
engineering. In addition, cross-communication between the outstations is how

possible:

e S7-1200 with
- CP12431or
- CP12437LTEor
- CP1243-8IRC

e ET 200SP with CP 1542SP-1 IRC
e S7-1500 with TIM 1531 IRC

Note The scenario is typically put into operation with VPN tunnels. The configuration
required for this is not covered in this document.

Telecontrol via DNP3
Entry-ID: 87447188, V4.0, 11/2022 5
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2 Solution

Diagram

The following diagram shows the most important components of the configured
solution:
Figure 2-1

Master

WinCC

TeleControl
[ PROFINET / IE
$7-1200 WAN ET 2005P

with CP 1542SP-1 IRC

with CP 1243-1

a
— a
B = i

©l

| U]

S$7-1500

B =

TIM 1531 IRC

r
C 3
LU

The outstations are available in 3 versions:

e S7-1500 with TIM 1531 IRC

e S7-1200 with CP 1243-1

e ET 200SP (based on S7-1500) with CP 1542SP-1 IRC

The WinCC TeleControl software is installed at the control station, making the
control station the DNP3 master.

A SIMATIC S7-1500 CPU with the TIM 1531 IRC as DNP3 station is installed on
the outstation "elevated tank".

The outstation "stormwater overflow tank" consists of a SIMATIC S7-1200 CPU
and a CP 1243-8 IRC installed as DNP3 station.

The outstation "Pumping station" consists of a SIMATIC ET 200SP CPU and a
CP 1542SP-1 IRC installed as DNP3 station.

Telecontrol via DNP3
Entry-ID: 87447188, V4.0, 11/2022 6
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2 Solution

Benefits
The solution presented in this document offers you the following advantages:
e Use of a standard DNP3 protocol.
o Efficient and safe monitoring and control of process plants.

e Homogeneous SIMATIC solution, as the SIMATIC portfolio offers software and
hardware for DNP3 masters and outstations.

e Connection to all standardized DNP3 master systems.

Typical configuration with VPN tunnels

It is also possible to secure communication via VPN tunnels. The hardware
structure could look like the following figure:

Figure 2-2
Master
WinCC
TeleControl
S7-1200 ET 200SP
with CP 1243-1 with CP 1542SP-1 IRC
[ —
T =)

Scalance 7
4 B[
M816-1 @— —

o = T

I PROFINET / IE
B vPN-Tunnel

Note The configuration is not described further in this application example. An
overview document of the various configuration options can be found under the
following link

https://support.industry.siemens.com/cs/ww/en/view/26662448.

Telecontrol via DNP3
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2 Solution

Scenario

The application example is operated via the WinCC Runtime. The user interface is
shown in the following figure.

Figure 2-3
5' EMENS TeleControl with DNP3
1..\3“.4.‘(71&'&‘{1

@ 57-1500

ET2005P

1. Thefilling level is simulated in the station "elevated tank" (S7-1500). This is
transferred to the master when changes are made. If the level falls below a
minimum (<=10%), an alarm is sent to the master. The pumping station must
be activated by the operator to fill the elevated tank. If the maximum is reached
(>=90%), an alarm is sent again to the operator that intervention is required to
prevent the elevated tank from overflowing. The operator can drain water from
the elevated tank via a valve.

2. Inthe station "Pumpstation" (ET 200SP) a valve can be controlled by the
operator. Depending on the valve position, the pump is activated or
deactivated.

3. Inthe station "stormwater overflow tank" (S7-1200) the filling level is simulated
and if there is a value change it is sent to the master.

Telecontrol via DNP3
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2 Solution

2.2

Components used

This application example has been created with the following hardware and

software components:
Table 2-1

Component Num Article number Note
ber

SIMATIC Field PG M6 1 6ES7718-0....-0...

CPU 1511-1 PN 1 6ES7511-1AK01-0ABO Firmware V2.6 or higher

TIM 1531 IRC 1 6GK7543-1MX00-0XEO Firmware V2.0 or higher

CPU 1214C DC/DC/DC | 1 6ES7214-1AG40-0XB0 Firmware V3.0 or higher

CP 1243-1 1 6GK7243-1BX30-0XEO Firmware V3.1 or higher
It can also be a
CP 1243-7 LTE
(Firmware V3.3 or
higher) or a
CP 1243-8 IRC
(Firmware V3.0 or
higher).

CPU 1510SP-1 PN 6ES7512-1DJ01-0ABO Firmware V2.6 or higher

CP 1542SP-1 IRC 6GK7542-6VX00-0XEO Firmware V2.0 or higher

WinCC V7.5 SP1 6AV6381-2CB07-5AX0 Service Pack 1 for
WinCC V7.5:
https://support.industry.si
emens.com/cs/ww/en/vie
w/109772879

SIMATIC TeleControl 1 6DL5000-7AA47-0XA5

7.4 for WinCC Basic

Engineering

SIMATIC TeleControl 1 6DL5002-7AA47-0XA0

7.4 for WinCC Server

Runtime (6 Stations)

TeleControl DNP3 1 6DL5101-8EX00-0XB0 Patch 2

Driver https://support.industry.si
emens.com/cs/ww/en/vie
w/109774012

STEP 7 PROF V17 1 6ES7822-1AA07-0YAS

Example files and projects

This application example consists of the following components:

Table 2-2
Component File name Note
Documentation 87447188_DNP3_Telecontrol_DOC_V40_en.pdf | This document
Project 87447188 _DNP3_Telecontrol_CODE_V40.zip | This compressed

file contains:

e STEP7V17
Project

e WinCC75
SP1 Project

Telecontrol via DNP3
Entry-ID: 87447188, V4.0, 11/2022
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3 Basics of DNP3

3

3.1

Note

Basics of DNP3

DNP3 is a telecontrol protocol that enables the transmission of process data via
serial or IP-based communication. This protocol has been standardized by the
DNP Users Group and is often used in the water/waste water and energy
distribution industries.

In contrast to IEC 60870-5 and SINAUT ST7 protocol, which are common in
Europe, DNP3 is often used in the USA and Asia.

An important aspect of the DNP3 protocol is the high compatibility and
interoperability between devices from different manufacturers.

An overview of the DNP3 protocol can be found in the "DNP3 Protocol Primer"
www.dnp.org and in the manuals of the respective DNP3 assemblies.

DNP3 addresses

The DNP3 protocol defines a master, e.g. the computer from which the service
personnel can operate and monitor the plant, and the outstations, the remote
stations, often also called RTU (Remote Terminal Unit).

Each DNP3 device must have a unique address. Using this address, the message
frames can be sent to the correct partner.

The source and destination addresses of a message frame are sent with the
process data, so the receiver knows to whom it must respond.

In this application example, process data is sent and received between four
devices. The communication takes place between the master and the S7-1500
Station / S7-1200 Station / ET 200SP Station.

The addresses are assigned in this application example as shown in the following
figure.

Telecontrol via DNP3
Entry-ID: 87447188, V4.0, 11/2022 10
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3 Basics of DNP3

Note

3.2

321

Figure 3-1
Master
WinCC
TeleControl
[ PROFINET / IE
WAN ET 200SP
S7-1200 with CP 1542SP-1 IRC

with CP 1243-1

2 [ —

B - =

S7-1500

1
TIM 1531 IRC

DNP3 address

You can select an address between 1 and 65520.

The DNP3 configuration of the master is done in the WinCC Explorer. The DNP3
configuration of the stations is carried out in the TIA portal. During the connection
configuration the configured master address must be specified.

DNP3 classes

The DNP3 protocol classifies the process data into static data and events.

Static data (class 0)

Static data are all analog and binary values present in DNP3 stations, such as
messages, measured values or counter values.

Only the current values/states are transmitted at the request of the master.
Intermediate values or values that occur during a connection failure are not
buffered.

Telecontrol via DNP3
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3 Basics of DNP3

3.2.2

Note

Class 1

Class 2

Class 3

Index

Events

An event is a message, alarm, reading, etc. where a significant change takes
place. With binary input, for example, it can be a change from 0 to 1. With a
measured value, an event occurs when the analog value exceeds a threshold
value. The DNP3 protocol defines two options for transmitting the stored events:

e The DNP3 master can query the stored events of one or all event classes and
read them like static data.

e The station can transmit events spontaneously.

Whether the station reports spontaneous events is determined during the
configuration of the DNP3 master. The spontaneous sending of events by the
station is initiated by the master via a corresponding control message frame to the
station.

In order for the data to be sent spontaneously, the function
"unsolicited transfer" must be activated in STEP 7 V17 and "Unsolicited
Responses" in WinCC TeleControl.

Events are divided into the following three classes:

This class is recommended for critical events. All changes to a process value are
stored in the event memory and immediately sent to the master.

Class 2 events are handled in the same way as Class 1 events, i.e. all changes to
a process value are stored in the event memory and immediately sent to the
master.

Class 3 event handling is a proprietary solution for the DNP3-TIMs and CP 1243-1.
Only the last change of a process value is stored in the event memory. The current,
changed value is transmitted to the central unit when the central unit queries the
class 3 events.

Class 3, for example, is suitable for the transmission of meter readings, since only
the last counter value is of interest.

The DNP3 protocol specifies the index to identify a single data point within a DNP3
object group. There are the following groups:

e Binary input
e Analog input
e Counter input
e Control output
e Analog output

Within a DNP3 object group, each individual process value is addressed via a
unigue index. The DNP3 index is assigned sequentially during configuration,
starting with index O.

Telecontrol via DNP3
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3 Basics of DNP3

Index allocation in the TIA Portal

3.3

Group

Variation

3.4

3.5

In the TIA Portal, the index is automatically incremented when creating data points
of the same type. You can also change the index manually. The TIA Portal checks
that the index is assignhed only once per DNP3 object group.

Group and variation

The DNP3 protocol specifies object groups. In the TIA Portal, the object group is
under "Type of data point".

The data objects are used to address individual data or groups of data that differ
according to data type (binary, analog, command, etc.) and send or receive
direction.

The DNP3 object group defines the associated data types. Within some data
objects the variation concretizes the data format of the process value. Each object
group has a typical set of variations. The most important variations define the
following data formats:

e Counters, binary and analog values: With or without time stamp
¢ Analog value formats: 16 or 32 bit, fixed point number or floating point value

Conformity level / Implementation level

The DNP3 protocol specifies implementation levels for the implementation of the
protocol with the different DNP3 devices.

e Level 1is the lowest level where only basic functions are supported.
e Level 2 supports more groups and variations than Level 1.
e Level 2 and 3 also support time stamping and buffering for binary inputs.

e Level 4 and Level 5 additionally support time stamping and buffering for analog
input and counter input.

In the "DNP3 Device Profile" of each DNP3 assembly, you will find information
about the highest level that that assembly supports. When configuring the stations,
the highest conformity level supported by the master must be entered.

Assigning terms

In the TIA Portal and in WinCC TeleControl, different names are sometimes used
for the same parameters. To facilitate configuration, a table with the names of the
parameters in German and a table in English are available.

German terms

Table 3-1
WinCC TeleControl TIA Portal (STEP 7 V17)
Connection address Station address
Link address Master station address
Is not displayed DNP3 level
Tag Data point
Class Event class
Index Data point index

Telecontrol via DNP3
Entry-ID: 87447188, V4.0, 11/2022 13
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3 Basics of DNP3

WinCC TeleControl

TIA Portal (STEP 7 V17)

Group

Data point type

Variation

Is not displayed

Data processing mode

Is not displayed because it is recognizable
from the "Datapoint type"

Unsolicited responses

Spontaneous transfer

English terms

Table 3-2

WinCC TeleControl

TIA Portal (STEP 7 V17)

Link address

Station address
Master station address

Is not displayed DNP3 level
Tag Data point
Class Event class
Index Datapoint index
Group Datapoint type
Variation Is not displayed

Data processing mode

Is not displayed because it is recognizable
from the "Datapoint type"

Unsolicited responses

Unsolicited transfer

Telecontrol via DNP3
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4 Program overview

4

Program overview

This chapter briefly explains the program structure of the application example.
The supplied code contains the following files:

STEP 7 V17 project
WinCC V7.5 SP1 project

4.1 STEP 7 V17 project (DNP3 stations)
The DNP3 stations are configured in the STEP 7 project. The focus of the
application example is on the configuration of the devices in the TIA Portal. The
configuration of the devices is described in Chapter 5. To illustrate the functions of
the DNP3 protocol, a simulation based on a water/wastewater application (greatly
simplified) was created.

CAUTION  This application example can only be used for test purposes!
4.2 WinCC project (DNP3 master)

The HMI system is configured in SIMATIC WinCC. In addition, the add-on software
WiInCC TeleControl is used to configure the DNP3 master. The DNP3 configuration
of the master is described in detail in Chapter 6. For the process data, a group was
created for each station in the "Tag Management". The names of the tags do not
have to match the names of the objects in the station configuration, but it is
important that the configuration of the objects matches the station (group, variation,
class, etc.).

Figure 4-1
M Tag Management - WinCC Configuration Studio
Eile Edit View Tools Help

Tag Management « || g Tags [ S7-1500 ]

=11 Tag Management MName Comm

55 Intemal tags 57-1500_FillLevel
= Il tcchannel S57-1500_FillLevelalarm
S TCUNIT 57-1500_ValveInClose
297 Telecontrol 57-1500_ValveInOpen

57-1500_ValveOQutClose
57-1500_ValveOutOpen
57-1500_ValveOQutState

- ET2005P
o8 57-1200

------ & 57-1500

(=== N

—-[Z% Structure taos
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4 Program overview

4.3

Overview of data points

The following tables provide an overview of the data points that are configured in
this application example.

The data points of the DNP3 master are provided with a prefix.

The data point type indicates which objects/data points are commands, binary or
analog values. The class indicates whether they are static data or events.

Data points S7-1200

Table 4-1: Data points station S7-1200

Data points S7-1500

Telecontrol via DNP3

Entry-ID: 87447188, V4.0,

STEP 7 winCC Data point type Transmission Index
method
FillLevel S7-1200_FillLevel Analog Input Class 1 0
Event (32)
OpenValve S7-1200_OpenValve Binary Class 1 1
Command (12)
CloseValve S7-1200_CloseValve Binary Class 1 2
Command (12)
Table 4-2: Data points station S7-1500
STEP 7 WinCC Data point type Transmission Index
method
FillLevel S7-1500_FillLevel Analog Input Class 1 0
Event (32)
FillLevelAlarm | S7-1500_ Binary Input Class 1 1
FillLevelAlarm Event (2)
ValveOutOpen | S7-1500_ Binary Class 2 2
ValveOutOpen Command (12)
ValveOutClose | S7-1500_ Binary Class 2 3
ValveOutClose Command (12)
ValveOutState | S7-1500_ Binary Input Class 1 4
ValveOutState Event (2)
ValvelnOpen S7-1500_ValvelnOpen | Binary Class 2 5
Command (12)
ValvelnClose S7-1500_ValvelnCose | Binary Class 2 6
Command (12)
ValvelnState S7-1500_ValvelnState | Binary Input Class 1 7
Event (2)
11/2022 16
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4 Program overview

Data points ET 200SP

4.4

Table 4-3: Data points station ET 200SP

STEP 7 winCC Data point type Transmission Index
method
PumpActivated | ET200SP_ Binary Input Class 1 0
PumpActivated Event (2)
OpenValve ET200SP_ValvelnOpen | Binary Class 2 1
Command (12)
CloseValve ET200SP_ValveInClose | Binary Class 2 2
Command (12)
ValveState ET200SP_ValvelnState | Binary Input Class 1 3
Event (2)

Addresses in the example

The following IP and DNP3 addresses are used to configure the example in the

LAN.

Table 4-4: Addresses

Station Module IP address Subnet mask DNP3
addresses
DNP3 SIMATIC PC station 192.168.1.100 | 255.255.255.0 100
Master
S7-1500 TIM 1531 IRC | Port1 | 192.168.0.11 255.255.255.0 1
Port2 | 192.168.1.1 255.255.255.0
Port 3 | 192.168.2.1 255.255.255.0
S7-1200 CP 1243-1 192.168.1.2 255.255.255.0
ET 200SP CP 1542SP-1 IRC 192.168.1.3 255.255.255.0

Telecontrol via DNP3
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5 DNP3 configuration in the TIA Portal

5 DNP3 configuration in the TIA Portal

The configuration of the hardware and the DNP3 configuration for the clients takes
place in STEP 7 V17. No additional tool is required.

5.1 Device configuration
In the "Device configuration" both the hardware and the DNP3 parameters, which

are relevant for the whole station, are configured. Make the settings as follows:

Note The following description assumes that the WIinCC runtime is started on the
programming computer.

Telecontrol via DNP3
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5 DNP3 configuration in the TIA Portal

51.1 WinCC V7.5 as DNP3 master

1. Add a"PC station" to your project.

Options |E'.|..|_‘|
=5

=

bt | Catalog z
| o |
[ Filter Profile: | -All [+] g
~ (£ PC general a

» P_[. SIMATIC Controller Application j
b [[2 SIMATIC HMI & pplication o
v [d Userapplications E
M . . =
b g Communications modules o
(=3
2. Add a communication module "IE general".
Options @
=T
o
-
(=5
v | Catalog z
=
mw
| ) |
E Filter Profile: | <All= |'| E
v [Q PC general a
» E SIMATIC Controller Application
¥ [ SIMATIC HMI application o]
» [3 Userapplications o
~ jgi Communications modules E
~ 1} PROFINETIEthe rnet S
[ (=g
¥ lgp CP 1604 g
¢ g CP 1612 (A2) o
» [ CP 1613 (A2) . |
» [ CP 1616 onboard B
v g CP 1616 =
b g CP 1623 :",;
b [ CP 1625
v [ CF 1628 E
K IE general =
» iz PROFIBUS =
o
=
w
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3. Add a user application "Application”

Options

b | Catalog

[t s

[ Filter Profile: | <All=

[=] [exf)

» [0 PC general
v (il SIMATIC Controller Application
¢ [ SIMATIC HMI application
~ [[3 User applications
(3 OPC server
I (3 Application l
» i Communications modules

Bojeen ajempiey E|

sjo03 auljuQ |£||

4. Network the communication module with a new subnet "DNP3"

"IE general > Properties > Ethernet addresses > Interface networked with >
Add new subnet").

DNP3_Telecontrol » DNP3_Master [SIMATIC PC station]

| Topology view [, Networkview |[Y Device view ||

i B E(elHE Qs =
o
& =
v o
&
& 6@6‘
< &
SIMATIC PE station .
'J
I Gllioos 7] —v—— &

[ Properties |%i} Info )| &) Diagnostics |

|| General [ 10tags [ Systemconstants | Texts |

General

Ethernet addresses

Options.

Interface networked with

» Advanced options

Subnet: | Not networked

Telecontrol via DNP3
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5. Adjust the IP address and subnet mask according to Table 4-4.

[ Topology view [ Networkview [} Device view ||

it (o emer e resly] & 11 (] (1] @

Ethernet addresses

» Advanced options

1S0 protocol

[ uze 150 protocol

WAC address

[ use IP prorz—c

&
N “k
& b
& &
<« &
SIMATIC PC station .
<
[ —
R Blfies ol —v— @
| 'S Properties  [*} Info @[ %] Diagnostics |
J General | I0tags | Systemconstants [ Texts
General [| Ethemet addresses
Options Interface networked with

Subnet: | DNP3

08 00 -06 -01 -00 00|

Internet protocol version 4 (IPv4)

1P address:

Subnetmask:

192 . 168 .1 . 100
255 . 255 . 255 . 0
—

Router address

o 0 .0 .o

6. Give the PC station a meaningful name and translate the PC station

"SIMATIC PC station > General > Computer name".

DNP3_Telecontrol » DNP3_Master [SIMATIC PC station]

[ Topology view |y Network view [IY Device view \_

d (o e mncresul=) | 2 B (4] 2] @2

\|a Application l”%p

=]

E

[<] i 100% v —y— @
= [ Properties |"} Info_ i) | ¥ Diagnostics |
|| General [ 10 tags [ Systemconstants [ Texts |

+ SIMATIC FC Station

- General

XDE configuration
Name:

Computername:
Author:

Comment:

Telecontrol via DNP3
Entry-ID: 87447188, V4.0, 11/2022

(o3 aster

[] Computer name identical to PC station name

[oeskiop

[oL

21



© Siemens AG 2022 All rights reserved
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51.2 Station S7-1200 with CP 1243-1 or ET 200SP with CP 1542SP-1 IRC

In order for an S7-1200 or an ET 200SP CPU to work as a DNP3 station, some
settings must be followed. These are described in the following chapter using an
S7-1200 as an example.

Hardware configuration

1.

Add your SIMATIC S7-1200 CPU with a CP 1243-1 to the project
"Communication modules > Industrial Remote Communication > CP 1243-1".

Activate the "Telecontrol communication”

“CP 1243-1 > Properties > Communication types > Enable telecontrol
communication”.

DNP3_Telecontrol » $7-1200 [CPU 1214C DUDUDC]

[ Topology view [ Network view |[Y Device view ||

d | [FTzoicuizteg o] B () ([ Q2 =
103 2 3 s 6 ZRIE G
57-1200 Baugrupp...
I e — floon ol ——p—
[l Properties  |%iJ Info & [ & Diagnostics |
|| General [ 10tags [ System constants [ Texts |
b General B s
Communication type. =
» Basic settings 3
» Ethernetinterface [X1 [SEnable telecontrol communication
e K3 | communication via SINEMA Remote Connect
» Communication with ti
Subseriber numbers R
SNV
» Security

Select "DNP3" from the "Protocol type" drop-down list.
Enable the online functions
"CP 1243-1 > Properties > Communication types > Enable online functions".

[ Properties |7 Info_ )| ) Diagnostics |

|| General | 10tags | System constants | Texts |
» General B -
Communication types ypes
» Basic setting:
» Ethernetinterface [X1] [¥ Enable telecontrol communication
o Protocol type: [ DNP3. -1
SNMP [¥ Enable online functions

» Security

Telecontrol via DNP3
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5. Add the “Ethernet interface [X1] to the subnet "DNP3"

"CP 1243-1 > Properties > Ethernet interface [X1] > Interface networked with".

[& Topology view | Network view |[IY Device view ||
o

d [Faaojouiztg v & (G)H([H /s =1
<& =
&
103 2 3 4+ s & 7 8 9
§7-1200 Baugrupp.
[<] [ 100% —5— i
el Properties |% Info )| %) Diagnostics |
J General [ I0tags | Systemconstants |[ Texts |
» General M B [~]
oo Ethemet interface [X1]
» Basic settings —

¥ Ethemet interface [x1!

DNS configuration L
» Communication with the) Name: [Ethemet interiace
subscriber numbers @ e =
SNMP
» security
\i

[ Ethemetaddresses

Interface networked with

Subnet: | DNP3

Intemnet protocol version 4 (IPv4)

(@) SetIP address in the project

b (255255 253 0 | 5

6. Adjust the IP address and subnet mask according to Table 4-4.

['dl Properties |7 Info )| %) Diagnostics |

J General [ I0tags | Systemconstants |[ Texts |
» General M B [~]
o o Ethemet interface [X1]

b Basic settings

s General

» Ethemnet interface [X1]

DNS configuration
» Communication with the CPU Name: |Ethemet interface

Subscriber numbers Commer = =

SnP
¥ Security

[ Ethemetaddresses
Interface networked with
Subnet: [ DIVF3 I~

Internet protocol version 4 (IPv4)

() SetIP address in the project

IPaddress: | 192 . 168 .1 .2
Subnetmask: | 55 255 255 0
——

7. Enter an DNP3 address for the DNP3 station (e.g. 2)

“CP 1243-1 > Properties > Subscriber numbers > Station address(DNP3
address)".

[l Properties |% Info )| %) Diagnostics

| General [ 10tags | System constants | Texts
» General ~
Subscriber numbers
Communica tion types
» Basic settings
» Ethernet interface [X1] Station address (DNP3
DNS configuration eddress: 2\ |

» Communication with the CPU 2
o \.j

Note The DNP3 address assigned here must be entered in the configuration of the
master station.

Telecontrol via DNP3
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Configuring the TeleControl connection
1. Change to the network view.
2. Open the "Network data" editor and switch to the "TeleControl" tab.
3. Now switch to the "DNP3" tab and add a new connection.

e
= Topology view !\5&, Network view I"i De
P [ Networle o | Connections | 10 communication | VPN I | TeleControl Ll
st | ones | Jceos70s \
n Start point Startsubscriber  Startinterface End point End subscriber  Extended parn_..  Fartne wee End

&- ol - = =2H = = = =

4. Select the S7-1200 station as start point and the CP 1243-1 as start interface.

5. Select the application of the PC station as the end point and the IE interface of
the PC station as the end interface.

6. Enter the end subscriber number (e.g. 100). This number is the subscriber
number of the master station.

7. Under partner list, enter the subscriber number of the S7-1200.
Result:
The TeleControl connection is now configured for the client station.

*| [ Network overview | Connections || 110 communication | VPN | TeleControl |

ST17 DNP3 IEC 60870-5

Connection Start point Start subscriber | Startinterface End point End subscriber | Extended part... | Partner list el

ALTE s71200 Tl 57.1200 2 CP 12431 -Ethernet interface . T DNP3 Master WinCCV7.4 T 100 100 ol
— — e —

Data point configuration

1. Create a data block that contains all tags that are to be exchanged with the
DNP3 master.

2. Open the data point settings via the project navigation "S7-1200 > Local
modules > CP 1243-1" and double-click on "Data points".

3. Add a new data point. Link it to a tag of the previously created data block.

Note 1. The "Datapoint index" is assigned automatically. You need the index number
for the configuration of the variable on the DNP3 master.

4. Assign the desired type to the data point and activate value monitoring so that
the type of transmission (class) can be selected. The DNP3 object group is
displayed in brackets next to the data point type.

Telecontrol via DNP3
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5. Select the DNP3 master as partner of the data point.

..} » §7-1200 [CPU 1214C DOU/DTDC] » Local modules » CP1243-1 [CP 1243-1] » Data points / messages - EX

Data points & Messages

= &« =
Data points
Mame FLC tag Data point type Type of ransmission  Datapointindex | Partner of the data p...
1 | FillLevel “CP Data” FillLevel Analog Input Event (... Eventclass 1 0 WinCC V7.4 TeleCont...
2 |4 OpenValve “CP Data™.OpenValve Binarycommand (12) Eventclass 1 1 e ———
j <) Cl.ose\f'a\‘.re _'CP Data'.C\os... Binary command B Eventclass 1 B 2

|gProperties H"i‘.lnfo y"ﬂ Diagnostics |

J General ” 10 tags ” System constants " Texts ‘
Genersl M
T General

Analog value preprocessing
Output options Name: CloseValve |
Fartner stations

-

PLC tag: "CPDEG',C'DSEVE"JE |i||

Datapoint type: ‘Binarycommand (12} |'|

Datapoint index: ‘ 2

E Value monitoring

Type of transmission: | Event class 1 [+

(¥ Response to general request

6. Adjust the options under "Trigger" and "Output options".

Note The settings made here must match the data point configuration in the DNP3
master.

7. Repeat the configuration for all required data points.
8. Compile and load the configuration into your device.

Note The configuration of the ET 200SP is analogous to the S7-1200.

Telecontrol via DNP3
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5.1.3 Station S7-1500 with TIM 1531 IRC

To operate an S7-1500 as a DNP3 station, you need a TIM 1531 IRC. The TIM is
not configured like a classic CP, but as an independent device.

Device configuration

1.
2.

Add a S7-1500 CPU and a TIM 1531 IRC to your project.

Connect the S7-1500 to a TIM interface (e.g. in the network view of the device
configuration). Connect another interface of the TIM with the subnet "DNP3".

DNP3_Telecontrol » Devices & networks — i EX

|& Topology view g Network view [I¥ Device view |
=]

BELE EREET

DNP3_Master ) | Appii
SIMATIC PC Stat... [N ation

— 1o

WWL

DNP3

TM_1 ET 2005P §7-1200
TIM 1531 IRC CPU 15125P-1 PN U 1214C i

57-1500
CPUTSTIA PN
[x1 [} [>] [1o0% - —v— &

Activate the "Telecontrol communication"

“CP 1243-1 > Properties > Communication types > Enable telecontrol
communication".

Select "DNP3" from the "Protocol type" drop-down list.

DNP3_Telecontrol » TIM_1 [TIM 1531 IRC] — X
[ Topology view [y Network view I} Devi

d [imossied ) s B (4[] @

3]

3 | [loe o] —9—

E) Wop&nix% %l Diagnostics

7] Enable telecontral communication U

CENO)

Switch to "Ethernet interface [X2]".

Under "WAN settings" select "DNP3" as the network type and "Station" as the
network node type.

Add the interface to subnet "DNP3".

|| General [ 10tags | Systemconstants | Texts |

on types

Telecontrol via DNP3
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8. Adjust IP address and subnet mask according to Table 4-4.

[l Properties  |%} Info

|| General [ 10tags [ Systemconstants [ Texts |

4 %) Diagnostics |

» General

Ethernet interface [X2]

Communication types
» Basic settings

General
» Etheret interface [x1]
» A
Name: [ o2
Author: [ DIL
Comment:
WAN setiings
Centificate manager Wan type: [Pbazed
Protection
Netwerk type: | DNP3
Network node type: | Station
Ethemet addresses

Interface networked with

net: | DNP3

Internet protocol version 4

Pua)

® settP address inthe project

IPaddress: [ 102 168 1 1

Subnetmask: | 255 . 255 . 255 . 0

9. Switch to "Subscriber numbers".
10. Select the S7-1500 as "Assigned CPU".

11. Assign a station address

(e.g. 1).

[@l Properties [} Info

|| General | 10tags [ Systemconstants [ Texts |

1| ¥ Diagnostics

Subscriber numbers
Communication types ——

» Basic settings

» Ethemetinterface [x2]
» Ethemet interface D3] address):
b Serial interface [4]

b Ethemet interface [X1] Assigned CPU:

Station address (DNP3 |
: [1

571500

» Webserver
Web diagnostics
DNS configuration

» Communication with the CPU

» Time-ofday synchronization

€-mail configuration

S bscriber numbers

SNIP.

Certifcate manager

Note The DNP3 address assigned here must be entered in the configuration of the

master station.

The configuration of the TeleControl connection and the configuration of the
data points is identical to the S7-1200 or ET 200SP. Use the configuration

steps in Chapter 5.1.2.
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5.2 Server Redundancy Setup

If you want to create server redundancy, you can do so as follows.

1. Create a DNP3 master with 2 Ethernet interfaces and network them with the
subnet "DNP3". A detailed description of this can be found in Chapter 5.1.1.

DMP3_Master Appli
SIMATIC PC Stat... cation

=il (]

T DMP3 '—

TIM_1 ET 2005P 57-1200
TIM 1531 IRC CPU 15125P-1 PN [ CPU1214C =
57-1500

CPU1511-1FN

2. Change to the network view.
3. Open the "Network data" editor and switch to the "TeleControl" tab.
4. Now switch to the "DNP3" tab and add a new connection.

DNP3_Telecontrol » Devices & networks

!Egn Network view I
Networicoveniow | Connections [ /0 communication | VPN [ || TeleControl LI\

Telecontrol connections e
Connection Start point Stertsubscriber | Start interfoce £nd point

5. Select the S7-1200 station as start point and the CP 1243-1 as start interface.
6. Select the application of the PC station as the end point.

-‘ Network overview H Connections ” /O communication || VPN || TeleControl ‘
[ s17 | pnp3 [ IEC608705 |

=

Telecontrol connections

Connection | Start point Startsubscriber  Start interface Startinterface (red.) End point End subscriber
AP = - = - — — — . =
if 571200 [Ms71200 [+]2  CP12431-Ethemetinterf. [+] [~ [@ onP3_Mastervincc vz [+ 100

dd news
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7. Start the "Add connection path" dialog.

-‘ Network overview H Connections ” /0 communication || VPN ” TeleControl
| s17_| pne3 | IEC60870-5 |
"

Qtrol connections

tion | Start point Start subscriber  Start interface start interface (red .}
% f= - =l -
oo [ls71200 [+]2 €P 12431 -Ethemnet interf.. |v]
Add news
Result:

Two connection paths are displayed.
8. Select the first connection path and add it.

End point

End subscriber

F‘w

[l ores esiertincevr.[5] 109

Add connection paths X
Select a connection path for connection "S7-1200".
Module name Subscriber number Networks
57-1200 > CP 1243-1 > WinCC V7.4 TeleContral 22100 Backplane > DNP3
57-1200 > CP 1243-1 > WinCC V7.4 TeleContral 0 oo Backplane > DNP3
Connection path
Position Module name Subscriber num_. Station name Interface Interface type Mode  Network
LY 57-1200 4 57-1200-5tation_1 Mone  Backplane
o, CP 12431 2 57-1200-5tation_1 Mone  Backplane
LS CP 12431 2 57-1200-5tation_1 Ethernetinterface [X1] DNP3 Station DNP3
IE general_2 DNF3_Master PROFINETinterface [x1]  Ethernet Meutral DNF3
Preview
Start point Start interface End point Parmer list | End interface/address
57-1200 CP 1243-1 - Ethernet interface (X1) WIinCCV7 4 Tel . 100 DNP3_Master - IE general_2 - PROFINET interface (X1)

<] [ []

Infermation

57-1200, Row was updated. Number of updated rows: 1.

{1200, Row was updated. Number of updated rows: 1.
@ )l i ]

/k
e

9. Repeat this procedure for the second connection path.

Result:

Both routes are created and the interfaces are entered automatically.

‘ Network overview ‘l Connections H /0 communication H VPN H TeleControl ‘

[ 577 | ones [ IEC608705 |

Telecontrol connections

Connection  Startpoint  Star.. Startinterface Startinterface (red.)  End peint En.. Pa
=] B - B
if s7-1200 [ls71z00 2 CP1243-1 -Eth.. CP1243-1-Ethern.. G DNP3_MasterWinCCV7.4T.. 100 10

S ESNE |

End interfaceladdress

DINP3_Msster - IE general_t1

End inf

DNP3_Master - IE general_2 -F.

terfaceladdress (red.)

[x

10. Perform these steps for the other devices as well.
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6 DNP3 configuration for the DNP3 master

The DNP3 configuration of the master is done in the SIMATIC WinCC Explorer.
The WIinCC TeleControl add-on software is required for this. Make the settings in
WiInCC as described in the following chapters.

6.1 Inserting the DNP3 driver

1. Open WinCC Explorer and create a new project.
Open the Task Management.
3. Add the TeleControl channel "tcchannel".

Tag Management «

=410 Tag hdznznernent

:lf | Add newdriver |
: Fe
58 st | Exgor

548 braroorry
%% DMPRTU

4. Add a new connection.

M Tag Management - WinCC Configuration Studio
File Edit View Tools Help

Tag Management ¢

-||| Tag Management

5P Ijgs

=4y
541 TCUMT
L.¢|¥" New Connection A=

@;@

—\_75 Structur -y
% DNR
o4 DMP
rj Export

Il System parameters

Telecontrol via DNP3
Entry-ID: 87447188, V4.0, 11/2022

30



© Siemens AG 2022 All rights reserved

6 DNP3 configuration for the DNP3 master

5. Open the connection configuration.

1 Tag Management - WinCC Configuration Studio

File Edit Yiew Tools Help
Tag Management «
-4 Tag banagerment
"'? Internal tags
annel
CUMIT
NN 1
(- Teleg New Group
=% Structure tags
7“2 DMPCONM | 53 Copy
-9H5 DNPRTU | 3,
Delete
Rename

(=

Result:

Export
=0

Connection Parameters

The "Connection configuration" window opens.
6. Switch to the "PC Station View" tab.

G) Connection Confiauration EI@
AS Viey .‘PCSIﬁIiDﬂV\EW /alidation Results |
|
Companents |
‘ 0K | Cancel ‘ Help |
7. Adjust the DNP3 address to Table 4-4.
@ Connection Configuration EI@
Help
45 View PC Station View | Validation Riesults |
E'IH DMP3_TeleContra| | Mame | YWalue Categony | Descriptian |
= DESKTOP | 1% AN T Part 20000 DNP LANT Listen P.
_EJ DMP3_Te| EI AN T Annnn (R le) | AR mde e
|§LinkAddress 100 DMNF DMF3 Link Ad...
- UIIHIIIC“UI Lan L™ P o [ UIIH“ICI.I.UI P\ ] s
OS5 Time Ma.. yes SINAUT QS Time Master
B Subscriber M. 2001 SIMNALT ST7 Subscribe...
4 I} | 3
aK Lancel Help
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8. Then switch to the AS View tab.

€% Conng—~Configuration EI@
Help @
A5 View /vaf;tion Wiew | Validation Riesults |
EI]H DHP3_TeleContro| | Name | Value Categary | Description |
=& DESKTOP | (%61 ANTPor 20000 DRP LAN1 Listen P__
-SIEERD |55 an2Pot 20000 DNP LANZ Listen P...
Blink Address 100 DONF DMP3 Link Ad..
B Originator Ad... 0 EC Originator Addr...
OS5 Time Ma.. yes SINAUT QS Time Master
B Subscriber M. 2001 SIMNALT ST7 Subscribe...
4 L F
| Ok | LCancel Help

9. Create a DNP3 connection ("DNPCONN" node) for the S7-1200 station.

Help
A5 View ] PC Station View | Validation Fiesuls |

@ Connection Configuration® El@

Components

Add TIM' AS Source Node..,
1) Add 'SINAUTRTU' A5 Source Mode...
@ Add TECCONMN' A5 Source Mode..,
Add TECGATEWAY' AS Source Mode..,

Add 'TECRTU" AS Source Mode..,

fiAdA 'I"ll'\EDTI I' A% Smpea Mlads

Add 'DMPCONN" A5 Source Node.., Cancel Help

D I T roy Sy VT
Edit DMP Polling Groups @
Edit DMP Clusters
Edit DMP Chains

Telecontrol via DNP3
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10. Select "TCP" as protocol.
11. Enter the IP address of the CP 1243-1.
12. Confirm your settings with "OK".

=OPCET - DNPCOMM (DMPY AS Properties

General I

A5 Mode Mame:

||:P_1 2431

& TCP

Protocol Type
 SenalTCP

Connection Address

Connection Port

L),

Configure Connection Parameters |

=~
ar Cancel |
13. Now add a node for the RTU "S7-1200" (DNPRTU).
@ Connection Configuration® El

Help

AS View | PC Station Yiew | Walidation Fesults

Compaonents

&

P Add T AS Source Mode...
Add "SINAUTRTU &3 Source Mode..,
Add 'IECCOMMN' AS Source Mode..,
Add TECGATEWAY' A% Source Mode..,
Add TECRTU' A% Zource Made..,
| 2dd 'DNPRTL 43 Saurce Hode....|
Add DNPCONN' A3 Source Node @ J ax Lancel Help
Add 'DMPGATEWAY' &S Source N
Edit Object Properties..,
Delete
Telecontrol via DNP3
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14. Assign a node name.
15. Open the connection configuration.

= PCST - DMPRTU (DMNP) &S Properties 23
General
45 Mode Name: |5?_1 200
1
Redundancy Mode
- Single Connection (ko redundancy) j

Polling
& :
" Pall Graup

Configure Connection Configure Parameters

D)

ar | Cancel

16. Select "Direct" as the connection type.
17. Enter the DNP3 address of the station.

18. Select the previously created connection ("CP_S7-1200") from the drop-down
list.

19. Confirm your settings with "OK".

B3 Configure DMP RTU Connections £3

Ennnectinn Type
NV Direct 7 Gates )

2
Link &ddress 2 2

Connectionl

[ Default Connection

N — 3
Connection2 \'j
Link Address

@/

[ Default Connection

=
Master 0S5
=]

| DNP_TeleControl

(N]: /r-’ Cancel |
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20. Now open "Configure Parameters".
21. Activate the function "Unsolicited Responses" for classes 1, 2 and 3.

#{ Configure DMP RTU Parameters *
Integrity Poll Polling Cycle
1 2 3
General Request [GR ¥ [ [ Clas Poll Cycle [Event Class data) 10 B0
v Intearity Poll on Startup Poll Cycle [Static Class data) &00 s8C
v Integrity Poll on Restart Bit set Event Poll Dbject Limt [Serial 100
[v Integrity Poll on Ouverflow Bit set Event Poll Objest Limit [TLPAF) 500
[v Inteqgrity Poll on Class = Data Bit set Hesnliritatard Basnnmses
[v Integrity Poll on Local Bit set/reset 12 3
Unzolicitated Responzes v [ [v Class
Opti [ Aukomnatic Fead Curent W alue After CMDYSP
ptions
[ Automatic Class Assignment Timing ($econds)
[ Automatic Read of Dataset sructures Respanse Timeout 10
[v Automatic Time Sync if HeedTime Bit set GR Start Timeout 10
GR End Timeout 120
Future Dewviation 5
Authorization Past Deviation 2400
|Jzemame Time Sync Cycle [minutes) 5
Y—— ’— Link Test Cycle 15
Link Test Timeout 3
Time Stamp Mode [ Time Delay Measurement
2-Uze ATU Time [UTC Format) j |Jze Factory Defaults ‘
Ok ‘ LCancel |
22. Confirm the settings twice with "OK".
23. Repeat the configuration for each additional DNP3 station and then close all
windows with "OK".
Note The system tags are created automatically after the TIM (or CP) and CPU have
been configured in the System Parameters tab.
The description of these tags can be found in the "User Manual for WinCC
TeleControl", which is delivered with the WinCC TeleControl software.
Telecontrol via DNP3
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6.2

Tag configuration

So that the DNP3 objects can be sent and received by the master, they must be
configured in WinCC "Tag Management". Make the settings for this as follows:

Open WIinCC Tag Management.
Create a new tag by double-clicking on it and assign it a unique name.

M1 Tag Management - WinCC Configuration Studio
[Eile | Edit View Tools Help

Tag Management

# Tags [ Telecontrol ]

-1 Tag Management

Name

Comment |Data type

Length |Format adaptatic

o Internal tags 43 |S7-1200.TMC_S Unsigned 32-bit value 4 DwordToUnsigne
{E L techannel 44 |57-1200.TMI Unsigned 32-bit value 4 DwordToUnsigne
: =M TCuNm 45 |§7-1200.TML_S Unsigned 32-bit value 4 DwordTolnsigne
i F* Telecontrol 46 |57-1200.RMC Binary Tag 1
[ Structure tags S
48 -
) \)
Select the data type and then open the address configuration.
# Tags [ Telecontrol ] Find
Name Comment |Data type Length |Format adaptation Connection Group | Address Linear sca
43 |57-1200.TMC_S Unsigned 32-bit value 4 DwordToUnsignedDword Telecontrol 5:2:RO:TMC_S:7:0/0/ (=}
44 |S7-1200.TMI Unsigned 32-bit value 4 DwordToUnsignedDwiord Telecontrol 5:2:RO:TMIL_M:7:0/0f 0o
45 |S7-1200.TMLS Unsigned 32-bit value 4 DwordToUnsignedDword Telecontrol 5:2:RO:TML_S:7:0/0/( (=}
46 |S7-1200.RMC Binary Tag 1 Telecontrol 5:2:WO:RMC:1:0/0/0¢
47 |S7-1200_StartSimulation Binary Tag 1 Telecontrol -
48 1 2
4 7 y
50
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6 DNP3 configuration for the DNP3 master

4. Adjust the settings to the configuration
CPU.

of the corresponding data point in the

Systern Configuration

Warniable dddrezzing [nformation

A5 Node |5?_-| 200

=

D ata Processing Maode |W'F' _____ Output Signal [T

Organizational Data Type

arable &ddress

ommand ar Setpoint] written to RTU j

Clazs |4 = Index |D

Group {12 Binar C d -

o | et amman J Control Parameters
Wariation |12.1 - Contral Frelay Output Black ﬂ

Flag |EMD

Mode |D.-’-‘« - Direct Operate with &cknowledge ﬂ

Element |

A

[rata Encading |

o]

Cancel Help

Data points
Mame FLCtag Data point type Type of transmizsion | Datapaint index | Partner of the data p...
1 <@ StartSimulation "CF Data" Star.. =] .| Binary command... | Il | Event class 1 [~]a [=]
. HO e MoP Darat Sroo [ Ei 1ol Euanolacc 1
meperties
J General ” 10 tags ” System constants || Texts |

General

; General
Trigger
Analog value preprocessing
w Output options MNarne
Command output PLC tag

Fartner stations
Datapaoint type

Datapoint index

Type of transmission

5. Repeat steps 2 to 4 for the other data

\ 4

: ‘S[anS\mu\atmn

: |"CPData".5tan_Demo BB

9 ‘ Binary command (12)

:‘U

[w) value monitoring

: ‘ Event class 1

[¥] response to general request

points.

Note Tag Management offers you a grouping of tags. This increases the clarity for a

large number of tags.

Tag Management

| Tag Managernent

& Internal tags

I tcchannel
&M TeunT

e oniol
- ET2003P
& 57-1200
e # 57-1500
E-F% Structure tays

Telecontrol via DNP3
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6 DNP3 configuration for the DNP3 master

6.3 Setting up the Tag Logging

To ensure that the DNP3 objects can be completely archived and displayed by the

master, you have to make some settings in the WinCC.
1. Open the WinCC "Tag Logging".

A& WinCC Explorer - C:\Users\ Administrator Desktop! 87447188_DNP3_Telecontrol_CODE

File Edit View Tools Help
SIS AR R

=7 DNP3_TeleControl

..... Computer

..... W Tag Management

----- {ﬁ'\ Graphics Designer

----- =] Menus and toolbars
----- 4] Text and gray ists

2. Create a new "Process Value Archive". Further settings are not necessary.

J_LI Tag Legging - WinCC Cenfiguration Studic
File Edit View Tools Help

Tag Logging

« || 31 Archives [ Process Value Archives ]

= ] Taglegging
-7 Timers

13 Archives
E| 13 Process Value Archives
: J DNP3_Example

. . /
: J_U Compressed Archives \)

Archive name Comment

DINP3_Example 1" o ]

Archiving disi

1
2
3
4
5
6
7
8
a

3. Open the archive you have just created and add the variables to be archived.
18 Tag Loggin CC Configuration Stud

File Edit View Tools Help

Tag Logging <« || 1 Archives [ DNP3_Example ]

Process tag

Tag type [Tag name Archive name [comment [acq

s 1 ET2005F PumpAcivated Binary  ET2005F_FumpActivated DNF3_Bxample Afte

2 =

&3] Process Value Archives 3 ' g \\’_\?

¢ 11 NP3 _Example el Tog selection ? @ )

L] Compressed Archive D 3 Filter: | \ yi -

@ ; =-£ WinCC Tags Type
\_) 3 B internal tags ) Pumphctivated Binary Tag

3 %‘l t:z z: ::: E:’rmmmm oS GutflowClosed Binary Teg
0 1 cchonnel s OutﬂmOpEr\Et Binary Tag
5 \j Binary Tag
2 Binary Tag
3 s Binary Tag
1 Valv Binary Tag
15 Binary Tag
e Binary Tag
7 Binary Tag
18 Binary Tag
5 Binary Tag
20 Floating-point ...
2 g > >
22 N\
23 Apply Ok Cancel

4. Adjust the "Acquisition type" and the "Archiving/display cycle".

111 Archives [ DNP3_Example ]

Process tag Tag type Tag name

Telecontrol via DNP3
Entry-ID: 87447188, V4.0, 11/2022

1 |ET200SP_PumpActivated |Binary ET200SP_PumpActivated DMP3_Example || After every change 500 ms 1 day e
2 |S7-1200_OutflowClosed  |Binary 57-1200_oOutflowClosed DMP3_Example [ After every change 500 ms 1 day e
3
4

=

Archive name Acquisition type Acquisition cyclel |Archiving/display cycle
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7 Installation

V4 Installation

This chapter provides installation instructions for the hardware and software
required to operate this example application.

7.1 Hardware installation

The hardware components can be found in Chapter 2.2. Proceed as follows for the
hardware setup:

1. Mount the individual modules on a suitable carrier.
2. Connect the components to a 24 V DC power source.

NOTE Make sure the polarity is correct.
3. Connect all components to the power supply.
NOTE The CP 1243-1 is supplied via the CPU.

4. When all stations are configured and loaded, they connect the devices
according to the configuration as described in Figure 2-1.

NOTE Only switch on the power supply after you have completed and checked the
assembly!
NOTE The installation guidelines for the installation of all components must generally

be observed.

Telecontrol via DNP3
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7 Installation

7.2 Installing the software

In this application example, the configuration computer is also used as DNP3
master at the same time.

If you use separate computers for project engineering and for the DNP3 master,
the following software must be installed on the DNP3 master computer:

e SIMATIC WinCC Server Runtime V7.5 SP1
e SIMATIC TeleControl Server V7.4 with Patch 2

Installation sequence

Install the software listed in Table 2-1. Make sure that WinCC TeleControl cannot
be installed until SIMATIC WinCC has been installed.

NOTE Follow the instructions for installing the software in the manuals for the
respective software.

7.3 Installing the application software

Follow the steps below to install the sample code.

1. Download the code for this application example from the corresponding article
page.

2. Unzip the file "87447188_DNP3_Telecontrol CODE_V40.zip" and open the
project.

3. Log in with the following user data:
User name: "administrator"”
Password: "administrator"

Telecontrol via DNP3
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8 Commissioning

8 Commissioning

Download the zipped project file from the article page and unzip it.

Downloading stations
Download the configuration to the stations as described.

1. Assign the IP address from Table 4-4 to your DNP3 master.
2. Open the TIA Portal project.
3. Load the S7 stations.

Telecontrol via DNP3
Entry-ID: 87447188, V4.0, 11/2022

41



9 Operation of the application example

© Siemens AG 2022 All rights reserved

9 Operation of the application example

If the stations are configured and loaded, the application example can be operated.
Start the WinCC Runtime for this.

Figure 9-1
SI EM EN s TeleControl with DNP3
Jhawu-‘fy-ﬁrbi‘t 7

571500

ET2005P

1. Outstation "stormwater overflow tank".

This is controlled/simulated by a SIMATIC S7-1200. The filling level fills up
automatically to 100 %. When the pumping station is activated, water is taken
from the tank. There is no direct operating option.

2. Outstation "pumping station”.

This is controlled/simulated by an ET 200SP. The valve can be activated to fill
the elevated tank. The pump is controlled depending on the valve status.

3. OQutstation "elevated tank".

This is controlled/simulated by a SIMATIC S7-1500. The valve can be
activated to empty the elevated tank. If the level drops below 10% or rises
above 90%, an alarm is sent to the server and the level indicator flashes red.

4. End the runtime or perform a general interrogation of all data points.

Telecontrol via DNP3
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10 Appendix

10
10.1

Industry On

Appendix

Service and support

line Support
Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks:

support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers
—ranging from basic support to individual support contracts.

Please send queries to Technical Support via Web form:
siemens.com/SupportRequest

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to our web page:

siemens.com/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

¢ On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

Telecontrol via

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" APP. The app is available for iOS and Android:

support.industry.siemens.com/cs/ww/en/sc/2067

DNP3

Entry-ID: 87447188, V4.0, 11/2022 43


https://support.industry.siemens.com/
http://www.siemens.com/SupportRequest
https://www.siemens.com/sitrain
https://support.industry.siemens.com/cs/sc
https://support.industry.siemens.com/cs/ww/en/sc/2067

© Siemens AG 2022 All rights reserved

10 Appendix

10.2 Industry Mall

SIEMENS

product portfolio is accessible. From the selection of products to the order and the
delivery tracking, the Industry Mall enables the complete purchasing processing —
directly and independently of time and location:

mall.industry.siemens.com

10.3 Links and literature

Table 10-1

No. Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to this entry page of this application example
https://support.industry.siemens.com/cs/ww/en/view/87447188

\3\ Overview: Secure Remote Access with VPN
https://support.industry.siemens.com/cs/ww/en/view/26662448

\4\ SIMATIC TeleControl V7.4 use with WinCC V7.5 SP1
https://support.industry.siemens.com/cs/ww/en/view/109774012

\5\ SIMATIC NET: S7-1500 - TeleControl TIM 1531 IRC
https://support.industry.siemens.com/cs/ww/en/view/109748454

\6\ SIMATIC NET: ET 200SP - Industrial Ethernet CP 1542SP-1, CP 1542SP-1 IRC
and CP 1543SP-1
https://support.industry.siemens.com/cs/ww/en/view/109741690

\7\ SIMATIC NET: S7-1200 - TeleControl CP 1243-1
https://support.industry.siemens.com/cs/ww/en/view/103948898

\8\ WinCC V7.5 SP1: Working with WinCC
https://support.industry.siemens.com/cs/ww/en/view/109773058

\9\ Service Pack 1 for WinCC V7.5 :
https://support.industry.siemens.com/cs/ww/en/view/109772879

\10\ | DNP3 Protocol Primer
www.dnp.org

Telecontrol via DNP3

Entry-ID: 87447188, V4.0, 11/2022 44



https://mall.industry.siemens.com/
https://support.industry.siemens.com/
https://support.industry.siemens.com/cs/ww/en/view/87447188
https://support.industry.siemens.com/cs/ww/en/view/26662448
https://support.industry.siemens.com/cs/ww/en/view/109774012
https://support.industry.siemens.com/cs/ww/en/view/109748454
https://support.industry.siemens.com/cs/ww/en/view/109741690
https://support.industry.siemens.com/cs/ww/en/view/103948898
https://support.industry.siemens.com/cs/ww/en/view/109773058
https://support.industry.siemens.com/cs/ww/en/view/109772879
https://www.dnp.org/

© Siemens AG 2022 All rights reserved

10 Appendix

10.4 Change documentation

Table 10-2
Version Date Modifications

V1.0 05/2014 First version

V2.0 09/2019 Complete revision.

V3.0 01/2021 Update to TIA Portal V16 and addition of chapter 5.2

V3.1 02/2021 New chapter 6.3

V4.0 11/2022 Update to TIA Portal V17 and WinCC 7.5 SP1
Telecontrol via DNP3
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