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1 Summary

This document includes sample configurations for:

e OS CX devices version 10.7.x and above

e [MC 7.3 EO705 P12 and above

e Updated for IMC 7.3 E0708 P03 release

2 Supported Aruba Networks devices

Aruba devices listed in System >Resource Management > Device Definition > Device Models

Exported 211 records.

Model Name

sysOID

Series

Aruba 105 Access Point

1.3.6.1.4.1.14823.1.2.34

Aruba 105 Series Access Points

Aruba 120 ABG Access Point

1.3.6.1.4.1.14823.1.2.26

Aruba 120 ABG Series Access Points

Aruba 120 Access Point

1.3.6.1.4.1.14823.1.2.23

Aruba 120 Series Access Points

Aruba 1200 Access Point

1.3.6.1.4.1.14823.1.2.8

Aruba 1200 Series Access Points

Aruba 121 ABG Series Access
Point

1.3.6.1.4.1.14823.1.2.27

Aruba 121 ABG Series Access Points

Aruba 121 Access Point

1.3.6.1.4.1.14823.1.2.24

Aruba 121 Series Access Points

Aruba 124 ABG Access Point

1.3.6.1.4.1.14823.1.2.28

Aruba 124 ABG Series Access Points

Aruba 124 Access Point

1.3.6.1.4.1.14823.1.2.21

Aruba 124 Series Access Points

Aruba 125 Access Point

1.3.6.1.4.1.14823.1.2.22

Aruba 125 Series Access Points

Aruba 125 APG Access Point

1.3.6.1.4.1.14823.1.2.29

Aruba 125 APG Series Access Points

Aruba 1250 Access Point

1.3.6.1.4.1.14823.1.2.25

Aruba 1250 Series Access Points

Aruba 134 Access Point

1.3.6.1.4.1.14823.1.2.47

Aruba 134 Series Access Points

Aruba 135 Access Point

1.3.6.1.4.1.14823.1.2.48

Aruba 135 Series Access Points

Aruba 175AC Access Point

1.3.6.1.4.1.14823.1.2.45

Aruba 175AC Series Access Points

Aruba 175DC Access Point

1.3.6.1.4.1.14823.1.2.46

Aruba 175DC Series Access Points

Aruba 175P Access Point

1.3.6.1.4.1.14823.1.2.44

Aruba 175P Series Access Points

Aruba 200 1.3.6.1.4.1.14823.1.1.10 Aruba Networks Switches
ARUBA 200 AP-205 1.3.6.1.4.1.14823.1.2.68 Aruba200
Aruba 2400 1.3.6.1.4.1.14823.1.1.2 Aruba Networks Switches

Aruba 2400-24

1.3.6.1.4.1.14823.1.1.11

Aruba Networks Switches

Aruba 2400-E

1.3.6.1.4.1.14823.1.1.7

Aruba Networks Switches

Aruba 2400-F

1.3.6.1.4.1.14823.1.1.99

Aruba Networks Switches

Aruba 2450

1.3.6.1.4.1.14823.1.1.5

Aruba Networks Switches

Aruba 2930F 48G PoE+ 4SFP

740W Switch 1.3.6.1.4.1.11.2.3.7.11.181.27 HPE Aruba 2930F Switch
Aruba 2930F 48G PoE+ 4SFP+
740W Switch 1.3.6.1.4.1.11.2.3.7.11.181.26 HPE Aruba 2930F Switch
Aruba 2930F 48G PoE+ 4SFP+
740W TAA-compliant Switch 1.3.6.1.4.1.11.2.3.7.11.181.282 HPE Aruba 2930F Switch

Aruba 2930F-8G-PoE+-2SFP+-
TAA Switch

1.3.6.1.4.1.11.2.3.7.11.181.272

Aruba 2930F Switch Series

Aruba 2930M 24G 1-slot Switch

1.3.6.1.4.1.11.2.3.7.11.181.2

HPE ARUBA 2930M Series
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Aruba 2930M 24G PoE+ with 1-
slot Switch

1.3.6.1.4.1.11.2.3.7.11.181.4

HPE ARUBA 2930M Series

Aruba 2930M 24SR PoE Class 6 1s
Switch

1.3.6.1.4.1.11.2.3.7.11.181.29

HPE ARUBA 2930M Series

Aruba 2930M 40G 8SR PoE Class
6 1s Switch

1.3.6.1.4.1.11.2.3.7.11.181.28

HPE ARUBA 2930M Series

Aruba 2930M 48G PoE+ 1-slot
Switch

1.3.6.1.4.1.11.2.3.7.11.181.5

HPE ARUBA 2930M Series

Aruba 2930M 48G with 1-slot
Switch

1.3.6.1.4.1.11.2.3.7.11.181.3

HPE ARUBA 2930M Series

Aruba 2E Access Point

1.3.6.1.4.1.14823.1.2.7

Aruba 2E Series Access Points

Aruba 3200 1.3.6.1.4.1.14823.1.1.13 Aruba Networks Switches
Aruba 3200-8 1.3.6.1.4.1.14823.1.1.14 Aruba Networks Switches
Aruba 3400 1.3.6.1.4.1.14823.1.1.15 Aruba Networks Switches
Aruba 3400-32 1.3.6.1.4.1.14823.1.1.16 Aruba Networks Switches
Aruba 3600 1.3.6.1.4.1.14823.1.1.17 Aruba Networks Switches

Aruba 3600-64

1.3.6.1.4.1.14823.1.1.18

Aruba Networks Switches

Aruba 40 Access Point

1.3.6.1.4.1.14823.1.2.12

Aruba 40 Series Access Points

Aruba 41 Access Point

1.3.6.1.4.1.14823.1.2.13

Aruba 41 Series Access Points

Aruba 50 Access Point

1.3.6.1.4.1.14823.1.2.1

Aruba 50 Series Access Points

Aruba 5000

1.3.6.1.4.1.14823.1.1.1

Aruba Networks Switches

Aruba 52 Access Point

1.3.6.1.4.1.14823.1.2.2

Aruba 52 Series Access Points

Aruba 60 Access Point

1.3.6.1.4.1.14823.1.2.3

Aruba 60 Series Access Points

Aruba 6000

1.3.6.1.4.1.14823.1.1.9999

Aruba Networks Switches

Aruba 6000

1.3.6.1.4.1.14823.1.1.4

Aruba Networks Switches

Aruba 60P Access Point

1.3.6.1.4.1.14823.1.2.38

Aruba 60P Series Access Points

Aruba 620 Controller

1.3.6.1.4.1.14823.1.1.23

Aruba 620 Series controller

Aruba 6200F 24G 4SFP+ Switch

1.3.6.1.4.1.47196.4.1.1.1.300

Aruba 6200 Switch Series

Aruba 6200F 24G Class4 PoE
4SFP+ 370W Switch

1.3.6.1.4.1.47196.4.1.1.1.301

Aruba 6200 Switch Series

Aruba 6200F 48G 4SFP+ Switch

1.3.6.1.4.1.47196.4.1.1.1.302

Aruba 6200 Switch Series

Aruba 6200F 48G Class4 PoE

4SFP+ 370W Switch 1.3.6.1.4.1.47196.4.1.1.1.303 Aruba 6200 Switch Series
Aruba 6200F 48G Class4 PoE
4SFP+ 740W Switch 1.3.6.1.4.1.47196.4.1.1.1.304 Aruba 6200 Switch Series

Aruba 6300F 24G PoE CLS 4
[4SFP56 Swch

1.3.6.1.4.1.47196.4.1.1.1.108

Aruba 6300 Switch Series

Aruba 6300F 24G/4SFP56 Swch

1.3.6.1.4.1.47196.4.1.1.1.110

Aruba 6300 Switch Series

Aruba 6300F 48G /4SFP56 Swch

1.3.6.1.4.1.47196.4.1.1.1.109

Aruba 6300 Switch Series

Aruba 6300F 48G PoE CLS 4
/4SFP56 Swch

1.3.6.1.4.1.47196.4.1.1.1.107

Aruba 6300 Switch Series

Aruba 6300M 24G /4SFP56 Swch

1.3.6.1.4.1.47196.4.1.1.1.106

Aruba 6300 Switch Series

Aruba 6300M 24G PoE CLS 4
/4SFP56 Swch

1.3.6.1.4.1.47196.4.1.1.1.104

Aruba 6300 Switch Series

Aruba 6300M 24SFP+ 4SFP56

1.3.6.1.4.1.47196.4.1.1.1.100

Aruba 6300 Switch Series

Aruba 6300M 24SR PoE CLS 6
/4SFP56 Swch

1.3.6.1.4.1.47196.4.1.1.1.102

Aruba 6300 Switch Series

Aruba 6300M 48G /4SFP56 Swch

1.3.6.1.4.1.47196.4.1.1.1.105

Aruba 6300 Switch Series
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Aruba 6300M 48G 4SFP56

1.3.6.1.4.1.47196.4.1.1.1.111

Aruba 6300 Switch Series

Aruba 6300M 48G PoE CLS 4
JASFP56 Swch

1.3.6.1.4.1.47196.4.1.1.1.103

Aruba 6300 Switch Series

Aruba 6300M 48SR PoE CLS 6
[4SFP56 Swch

1.3.6.1.4.1.47196.4.1.1.1.101

Aruba 6300 Switch Series

Aruba 6405 Chassis

1.3.6.1.4.1.47196.4.1.1.1.150

Aruba 6400 Switch Series

Aruba 65 WB Access Point

1.3.6.1.4.1.14823.1.2.35

Aruba 65 WB Series Access Points

Aruba 650 Controller

1.3.6.1.4.1.14823.1.1.19

Aruba 650 Series controller

Aruba 651 Access Point

1.3.6.1.4.1.14823.1.2.36

Aruba 651 Series Access Points

Aruba 651 Controller

1.3.6.1.4.1.14823.1.1.20

Aruba 651 Series controller

Aruba 68 Access Point

1.3.6.1.4.1.14823.1.2.42

Aruba 68 Series Access Points

Aruba 68P Access Point

1.3.6.1.4.1.14823.1.2.43

Aruba 68P Series Access Points

Aruba 7005

1.3.6.1.4.1.14823.1.1.39

Aruba 7000 Series Cloud Services Controller

Aruba 7008 Controller

1.3.6.1.4.1.14823.1.1.48

Aruba Networks

Aruba 7010 Controller

1.3.6.1.4.1.14823.1.1.40

Aruba 7000 Series Cloud Services Controller

Aruba 7024 Controller

1.3.6.1.4.1.14823.1.1.43

Aruba 7000 Series Cloud Services Controller

Aruba 7030 Controller

1.3.6.1.4.1.14823.1.1.41

Aruba 7000 Series Cloud Services Controller

Aruba 7205 Controller

1.3.6.1.4.1.14823.1.1.42

Aruba 7200 Series Mobility Controller

Aruba 7210

1.3.6.1.4.1.14823.1.1.32

Aruba 7200 Series Mobility Controller

Aruba 7220 Controller

1.3.6.1.4.1.14823.1.1.33

Aruba 7200 Series Mobility Controller

Aruba 7240 Controller

1.3.6.1.4.1.14823.1.1.34

Aruba 7200 Series Mobility Controller

Aruba 7240 Controller

1.3.6.1.4.1.14823.1.1.47

Aruba Networks

Aruba 7280 Controller

1.3.6.1.4.1.14823.1.1.51

Aruba Networks

Aruba 800 1.3.6.1.4.1.14823.1.1.3 Aruba Networks Switches
Aruba 800-4 1.3.6.1.4.1.14823.1.1.9 Aruba Networks Switches
Aruba 800-E 1.3.6.1.4.1.14823.1.1.8 Aruba Networks Switches

Aruba 80M Access Point

1.3.6.1.4.1.14823.1.2.10

Aruba 80M Series Access Points

Aruba 80MB Access Point

1.3.6.1.4.1.14823.1.2.18

Aruba 80MB Series Access Points

Aruba 80S Access Point

1.3.6.1.4.1.14823.1.2.9

Aruba 80S Series Access Points

Aruba 80SB Access Point

1.3.6.1.4.1.14823.1.2.19

Aruba 80SB Series Access Points

Aruba 8320 32 40G x 472 5F 2PSU
Bdl

1.3.6.1.4.1.47196.4.1.1.1.3

Aruba 8320 Switch Series

Aruba 8320 48 10/6 40 X472 5F
2PS Bndl

1.3.6.1.4.1.47196.4.1.1.1.2

Aruba 8320 Switch Series

Aruba 8320 48 T/6 40 X4725 2
Bdl

1.3.6.1.4.1.47196.4.1.1.15

Aruba 8320 Switch Series

Aruba 8325-32C 32p 100G Switch

1.3.6.1.4.1.47196.4.1.1.1.70

Aruba 8325 Switch Series

Aruba 8325-48Y8C 48p 25G 8p
100G Switch

1.3.6.1.4.1.47196.4.1.1.1.50

Aruba 8325 Switch Series

Aruba 85 Access Point

1.3.6.1.4.1.14823.1.2.20

Aruba 85 Series Access Points

Aruba 850

1.3.6.1.4.1.14823.1.1.6

Aruba Networks Switches

Aruba 92 Access Point

1.3.6.1.4.1.14823.1.2.40

Aruba 92 Series Access Points

Aruba 93 Access Point

1.3.6.1.4.1.14823.1.2.41

Aruba 93 Series Access Points

Aruba AP61 1.3.6.1.4.1.14823.1.2.4 Aruba Networks Switches
Aruba AP65 1.3.6.1.4.1.14823.1.2.14 Aruba Networks Switches
Aruba AP70 1.3.6.1.4.1.14823.1.2.5 Aruba Networks

Aruba Duo Access Point

1.3.6.1.4.1.14823.1.2.17

Aruba Duo Series Access Points

Aruba DuoWj Access Point

1.3.6.1.4.1.14823.1.2.16

Aruba Duow;j Series Access Points
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ARUBA IAP 103

1.3.6.1.4.1.14823.1.2.69

Aruba 103 Series

Aruba IAP 103H

1.3.6.1.4.1.14823.1.1.70

Aruba Networks

Aruba IAP 103H

1.3.6.1.4.1.14823.1.2.70

Aruba Networks

Aruba IAP 203R

1.3.6.1.4.1.14823.1.2.90

Aruba Networks

Aruba IAP 203RP

1.3.6.1.4.1.14823.1.2.91

Aruba Networks

Aruba IAP 204

1.3.6.1.4.1.14823.1.1.90

Aruba Networks

Aruba IAP 204

1.3.6.1.4.1.14823.1.1.91

Aruba Networks

ARUBA IAP 204

1.3.6.1.4.1.14823.1.2.67

Aruba200

Aruba IAP 205H

1.3.6.1.4.1.14823.1.1.76

Aruba Networks

Aruba IAP 205H

1.3.6.1.4.1.14823.1.2.76

Aruba Networks

ARUBA IAP 214 1.3.6.1.4.1.14823.1.2.73 Aruba 210 Series
ARUBA IAP 215 1.3.6.1.4.1.14823.1.2.74 Aruba 210 Series
ARUBA |AP 224 1.3.6.1.4.1.14823.1.2.58 Aruba 220 Series
ARUBA IAP 225 1.3.6.1.4.1.14823.1.2.59 Aruba 220 Series

Aruba IAP 303

1.3.6.1.4.1.14823.1.2.87

Aruba Networks

Aruba IAP 304

1.3.6.1.4.1.14823.1.2.85

Aruba Networks

Aruba IAP 305

1.3.6.1.4.1.14823.1.2.86

Aruba Networks

ARUBA IAP 314

1.3.6.1.4.1.14823.1.2.81

Aruba 310 Series

ARUBA IAP 315 1.3.6.1.4.1.14823.1.2.82 Aruba 310 Series
ARUBA IAP 324 1.3.6.1.4.1.14823.1.2.77 Aruba 320 Series
ARUBA IAP 325 1.3.6.1.4.1.14823.1.2.78 Aruba 320 Series
ARUBA IAP 334 1.3.6.1.4.1.14823.1.2.79 Aruba 330 Series
ARUBA |AP 335 1.3.6.1.4.1.14823.1.2.80 Aruba 330 Series

Aruba IAP 365

1.3.6.1.4.1.14823.1.2.88

Aruba Networks

Aruba IAP 367

1.3.6.1.4.1.14823.1.2.89

Aruba Networks

Aruba IAP Virtual Controller

1.3.6.1.4.1.14823.1.2.71

Aruba Networks

Aruba JL675A 6100 48G CL4
4SFP+

1.3.6.1.4.1.47196.4.1.1.1.250

Aruba 6100 Switch Series

Aruba JL676A 6100 48G 4SFP+

1.3.6.1.4.1.47196.4.1.1.1.251

Aruba 6100 Switch Series

Aruba JL677A 6100 24G CL4
4SFP+

1.3.6.1.4.1.47196.4.1.1.1.252

Aruba 6100 Switch Series

Aruba JL678A 6100 24G 4SFP+

1.3.6.1.4.1.47196.4.1.1.1.253

Aruba 6100 Switch Series

Aruba JL679A 6100 12G CL4
2SFP+ 139W

1.3.6.1.4.1.47196.4.1.1.1.254

Aruba 6100 Switch Series

Aruba JL693A 2930F-12G-PoE+-
2G-2SFP+ Switch

1.3.6.1.4.1.11.2.3.7.11.181.35

HPE Aruba 2930F Switch

Aruba JL717A 8360-32Y4C

1.3.6.1.4.1.47196.4.1.1.1.400

Aruba 8360 Switch Series

Aruba JL718A 8360-16Y2C

1.3.6.1.4.1.47196.4.1.1.1.401

Aruba 8360 Switch Series

Aruba JL719C 8360-48Y6C v2
Switch

1.3.6.1.4.1.47196.4.1.1.1.422

Aruba 8360 Switch Series

Aruba JL720A 8360-48XT4C

1.3.6.1.4.1.47196.4.1.1.1.403

Aruba 8360 Switch Series

Aruba JL722A 8360-24XF2C

1.3.6.1.4.1.47196.4.1.1.1.405

Aruba 8360 Switch Series

Aruba JL817A 4100i 12G CL4/6
POE 2SFP+ DIN Sw

1.3.6.1.4.1.47196.4.1.1.1.450

Aruba 4100i Switch Series

Aruba JL818A 4100i 24G CL4/6
POE 4SFP+ Sw

1.3.6.1.4.1.47196.4.1.1.1.451

Aruba 4100i Switch Series

Aruba Mobility Master

1.3.6.1.4.1.14823.1.1.50

Aruba Networks

Aruba Mobility Master - HW - 10K

1.3.6.1.4.1.14823.1.1.55

Aruba Networks
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Aruba Mobility Master - HW - 1K

1.3.6.1.4.1.14823.1.1.53

Aruba Networks

Aruba Mobility Master - HW - 5K

1.3.6.1.4.1.14823.1.1.54

Aruba Networks

Aruba MW 1700 Access Point

1.3.6.1.4.1.14823.1.2.15

Aruba MW 1700 Series Access Points

Aruba Networks Generic

1.3.6.1.4.1.14823.*

Aruba Networks

Aruba ROX25A 6410

1.3.6.1.4.1.47196.4.1.1.1.151

Aruba 6410 Switch Series

Aruba R8N85A 6000 48G CL4
4SFP Swch

1.3.6.1.4.1.47196.4.1.1.1.270

Aruba 6000 Switch Series

Aruba R8N86A 6000 48G 4SFP
Swch

1.3.6.1.4.1.47196.4.1.1.1.271

Aruba 6000 Switch Series

Aruba R8N87A 6000 24G CL4
4SFP Swch

1.3.6.1.4.1.47196.4.1.1.1.272

Aruba 6000 Switch Series

Aruba R8N88A 6000 24G 4SFP
Swch

1.3.6.1.4.1.47196.4.1.1.1.273

Aruba 6000 Switch Series

Aruba R8N89A 6000 12G CL4
2SFP 139W Swch

1.3.6.1.4.1.47196.4.1.1.1.274

Aruba 6000 Switch Series

Aruba R8S89A 6300M 24SR CL6
PoE 2p50G 2p25G Switch

1.3.6.1.4.1.47196.4.1.1.1.116

Aruba 6300M Switch Series

Aruba R8S90A 6300M 48SR5 CL8
POE 2p50G 2p25G Switch

1.3.6.1.4.1.47196.4.1.1.1.117

Aruba 6300M Switch Series

Aruba R8S91A 6300M 48SR5
CL6/CL8 2p50G 2p10G Switch

1.3.6.1.4.1.47196.4.1.1.1.118

Aruba 6300M Switch Series

Aruba R8S92A 6300M 24p SFP+
LRM 2p50G 2p25G Sw

1.3.6.1.4.1.47196.4.1.1.1.119

Aruba 6300M Switch Series

Aruba R8S96A CX 10000-48Y6C

1.3.6.1.4.1.47196.4.1.1.1.600

Aruba 10000 Switch Series

Aruba R8Z96A 9300-32D 32p
400G 2P 10G Switch

1.3.6.1.4.1.47196.4.1.1.1.700

Aruba 9300 Switch Series

Aruba RAP 2WG Access Point

1.3.6.1.4.1.14823.1.2.32

Aruba RAP 2WG Series Access Points

Aruba RAP 5 Access Point

1.3.6.1.4.1.14823.1.2.31

Aruba RAP 5 Series Access Points

Aruba RAP 5WN Access Point

1.3.6.1.4.1.14823.1.2.30

Aruba RAP 5WN Series Access Points

Aruba reserved4 Access Point

1.3.6.1.4.1.14823.1.2.33

Aruba reserved4 Series Access Points

Aruba reserved6 Access Point

1.3.6.1.4.1.14823.1.2.37

Aruba reserved6 Series Access Points

Aruba reserved?7 Access Point

1.3.6.1.4.1.14823.1.2.39

Aruba reserved? Series Access Points

Aruba reserved8 Access Point

1.3.6.1.4.1.14823.1.2.49

Aruba reserved8 Series Access Points

Aruba Stack 2930F

1.3.6.1.4.1.11.2.3.7.8.5.5

HPE Aruba 2930F Switch

Aruba Undefined Access Point

1.3.6.1.4.1.14823.1.2.9999

Aruba Undefined Series Access Points

Aruba Virtual Mobility controller

1.3.6.1.4.1.14823.1.1.45

Aruba Networks

Aruba Virtual Mobility controller

1.3.6.1.4.1.14823.1.1.46

Aruba Networks

Aruba Virtual Mobility controller

1.3.6.1.4.1.14823.1.1.49

Aruba Networks

Aruba Virtual Mobility controller

1.3.6.1.4.1.14823.1.1.52

Aruba Networks

Aruba Wall jack 61 Access Point

1.3.6.1.4.1.14823.1.2.6

Aruba Wall jack 61 Series Access Points

Aruba WG 102 Access Point

1.3.6.1.4.1.14823.1.2.11

Aruba WG 102 Series Access Points

Aruba ZMaster 1.3.6.1.4.1.14823.1.3.1 Aruba Networks Switches

HPE ARUBA 2540 24G 4SFP

Switch 1.3.6.1.4.1.11.2.3.7.11.182.22 HPE ARUBA 2540 Switch Series
HPE ARUBA 2540 24G 4SFP+

Switch 1.3.6.1.4.1.11.2.3.7.11.182.18 HPE ARUBA 2540 Switch Series

HPE ARUBA 2540 24G PoE+
4SFP Switch

1.3.6.1.4.1.11.2.3.7.11.182.24

HPE ARUBA 2540 Switch Series
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HPE ARUBA 2540 24G PoE+
4SFP+ Switch

1.3.6.1.4.1.11.2.3.7.11.182.20

HPE ARUBA 2540 Switch Series

HPE ARUBA 2540 48G 4SFP
Switch

1.3.6.1.4.1.11.2.3.7.11.182.23

HPE ARUBA 2540 Switch Series

HPE ARUBA 2540 48G 4SFP+
Switch

1.3.6.1.4.1.11.2.3.7.11.182.19

HPE ARUBA 2540 Switch Series

HPE ARUBA 2540 48G PoE+
4SFP Switch

1.3.6.1.4.1.11.2.3.7.11.182.25

HPE ARUBA 2540 Switch Series

HPE ARUBA 2540 48G PoE+
4SFP+ Switch

1.3.6.1.4.1.11.2.3.7.11.182.21

HPE ARUBA 2540 Switch Series

HPE ARUBA 2540 8G PoE+
2SFP+ Switch

1.3.6.1.4.1.11.2.3.7.11.182.16

HPE ARUBA 2540 Switch Series

HPE Aruba 2930F 24G 4SFP

Switch 1.3.6.1.4.1.11.2.3.7.11.181.22 HPE Aruba 2930F Switch
HPE Aruba 2930F 24G 4SFP+

Switch 1.3.6.1.4.1.11.2.3.7.11.181.18 HPE Aruba 2930F Switch
HPE Aruba 2930F 24G PoE+ 4SFP

Switch 1.3.6.1.4.1.11.2.3.7.11.181.24 HPE Aruba 2930F Switch
HPE Aruba 2930F 24G PoE+

4SFP+ Switch 1.3.6.1.4.1.11.2.3.7.11.181.20 HPE Aruba 2930F Switch
HPE Aruba 2930F 24G PoE+

4SFP+ TAA-compliant Switch 1.3.6.1.4.1.11.2.3.7.11.181.276 HPE Aruba 2930F Switch
HPE Aruba 2930F 48G 4SFP

Switch 1.3.6.1.4.1.11.2.3.7.11.181.23 HPE Aruba 2930F Switch
HPE Aruba 2930F 48G 4SFP+

Switch 1.3.6.1.4.1.11.2.3.7.11.181.19 HPE Aruba 2930F Switch
HPE Aruba 2930F 48G PoE+ 4SFP

Switch 1.3.6.1.4.1.11.2.3.7.11.181.25 HPE Aruba 2930F Switch
HPE Aruba 2930F 48G PoE+

4SFP+ Switch 1.3.6.1.4.1.11.2.3.7.11.181.21 HPE Aruba 2930F Switch
HPE Aruba 2930F 48G PoE+

4SFP+ TAA-compliant Switch 1.3.6.1.4.1.11.2.3.7.11.181.277 HPE Aruba 2930F Switch
HPE Aruba 2930F 8G PoE+ 2SFP+

Switch 1.3.6.1.4.1.11.2.3.7.11.181.16 HPE Aruba 2930F Switch

HPE Aruba 2930M 24SR PoE+ 1-
slot Switch

1.3.6.1.4.1.11.2.3.7.11.181.6

HPE ARUBA 2930M Series

HPE Aruba 2930M 40G 8SR PoE+
1-slot Switch

1.3.6.1.4.1.11.2.3.7.11.181.9

HPE ARUBA 2930M Series

HPE Aruba 2930M Stack

1.3.6.1.4.1.11.2.3.7.85.7

HPE Aruba 2930M Stack Series

HPE Aruba 3810M 16 HPE Smart

Rate PoE+ 2-slot Switch 1.3.6.1.4.1.11.2.3.7.11.174.7 HPE Aruba 3810 Switch

HPE Aruba 3810M 16SFP+ 2-slot

Switch 1.3.6.1.4.1.11.2.3.7.11.174.5 HPE Aruba 3810 Switch

HPE Aruba 3810M 24G 1-slot

Switch 1.3.6.1.4.1.11.2.3.7.11.174.1 HPE Aruba 3810 Switch

HPE Aruba 3810M 24G PoE+ 1-

slot Switch 1.3.6.1.4.1.11.2.3.7.11.174.3 HPE Aruba 3810 Switch

HPE Aruba 3810M 40G 8 HPE

Smart Rate PoE+ 1-slot Switch 1.3.6.1.4.1.11.2.3.7.11.174.6 HPE Aruba 3810 Switch
9-Oct-23 10 Public
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HPE Aruba 3810M 48G 1-slot

Switch 1.3.6.1.4.1.11.2.3.7.11.174.2 HPE Aruba 3810 Switch
HPE Aruba 3810M 48G PoE+ 1-

slot Switch 1.3.6.1.4.1.11.2.3.7.11.174.4 HPE Aruba 3810 Switch
HPE Aruba 3810M Stack 1.3.6.1.4.1.11.2.3.7.8.5.4 HPE Aruba 3810 Switch
HPE Aruba 8400 Switch 1.3.6.1.4.1.47196.4.1.1.1.1 Aruba 8400 Series

3 On the discovery page, configure SSH and SNMP
credentials under Access Parameter Settings

4 SNMP configuration

Management traffic has lower priority on the default VRF.

If the CX product supports a mgmt VRF, it is recommended to configure the switch to communicate
with IMC for SNMP, RestAPI and all other management protocols (SSH ,TFTP, SFTP) via the

management VRF.

Old versions of the Aruba OS-CX products are SNMP-read only. IMC uses RESTful API to manage

VLANs and ACLs.

if the CX version does not support the write operation via SNMP, you may configure a blank write

community string in IMC for SNMP V2.

'@:‘Ecit SNMP Parameters |__/Select an Existing Template
Parameter Type * SNMPv2c
Read-Only Community String

Read-Write Community String

Timeout (1-60 seconds) * 4
Retries (1-20) * 3
Port Number * 161

@ 10.0.11.14:8080/imc/res/paratemplate/snmp/select.jsf - Google Chrome

® Not secure | 10.0.11.14:8080/imc/res/paratemplate/snmp/select jsf

oo e

Example SNMP V3 AOS-CX Switch Configuration

Success

Device "6405-01(10.0.20.105)"
parameters successfully tested.

snmp-server vrf mgmt

snmpv3 user imc auth sha auth-pass ciphertext ‘password’ priv aes priv-pass ciphertext ‘password’

snmp-server host 110.110.114.95 trap version v3 user imc.

9-Oct-23
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L@ Edit SNMP Parameters | Select an Bdsting Template

Parameter Type * SMBAPY3 Priv-Aes128 Auth-Sha | (F)
Username * e 3]
Authentication Password ™ PEEREERRERE

Encryption Password * TamsERaran

Timeout (1-60 seconds) * 4

Retries (1-20) * 3

Port Mumber * 161

If IMC displays ‘device does not respond to SNMP’ alarms, test SNMP template and increase timeout
as necessary.

5 RESTful API Configuration for change management

9-Oct-23

VLAN configuration and ACL management are supported via RESTful API.
Changes are made to the running configuration which needs to be saved to startup
separately.

ACL management is not supported on 6xxx switches.

VLAN management may not be fully functional on 6xxx devices due to timeouts on the device
side.

Note

If you experience a communication timeout during VLAN and ACL Management

Failure

Communication timeout.

from the switch, please synchronize the device to refresh the settings, as IMC may have
successfully or partially changed the configuration on the switch and not received a response.

AOS-CX Switch Configuration

https-server rest access-mode read-write

https-server vrf mgmt

IMC Configuration

Modify RESTful API Settings on the device resource page.
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Configure .

(21 L8] 18] 10 o] 1)

A Not secure | 10.10.114.80:8080/imc/res/paratemplate/restFul APl/select.jsf

O Edit RESTiul APl Parameters @ Select Exis ting RESTTul AP Ter @

The RESTiul API login parameters tested
successiully.
URL Protocol * HTTPS

Port Number * 443

User Mame * admin

Password admin

Login Parameters frestivi0_ 09login

Logout Parameters frestiv10.09logout

Test Login Parameters Test Logout Parameters OK

IMC will use the specified port, username and password for VLAN management.
It uses version 10.09 of the CX Rest-API, even if a different version is configured in the login
parameters.

Add a template to apply the settings to multiple devices:

System > Access Parameter Template

SNMP METCONF RESTful API SOAP PowerShell

Note:

As CX SNMP management is read only, IMC is using the RestAPI for VLAN management
and the switch makes the changes to the running configuration.

In order to save changes to the startup configuration, please use the Resource > Batch
Operation >Save Configuration Plan.
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The switch requires the user to save the configuration manually after making changes to the
switches from IMC.

!'3 Resource > Batch Operation

Configure SNMP parameters for multiple devices.
Configure Telnet parameters for multiple devices.
Configure Netconf parameters for multiple devices.
Configure SSH parameters for multiple devices.
Configure polling parameters for multiple devices.
Configure login type for multiple devices.
Configure ping parameters for multiple devices.
Configure interface Up/Down alarm filter.

Configure Device Type
Create a configuration plan for check Telnet/SNMP/SSH parameters

ation[Edit Plan] Create a configuration plan for saving device configurations.

6 How to open SSH sessions on OS-CX devices
configured with sha2

From IMC version 7.3706E0P11, IMC automatically adapts its ssh client to use the encryption
supported by the device.

In earlier versions, manually create file $IMC/server/conf/putty07 as an empty file and restart IMC,
following the readme.
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7 TFTP and ‘SFTP Server’ file transfer modes

Configuration Backup/Restore, Software Upgrade, Compliance Check Task are deployed using
scripts which require Login Type to be configured as SSH on the device page.

Software Upgrade is fully working from IMC version 708P03.
CX only supports TFTP and ‘SFTP Server’ file transfer modes.

SFTP is the preferred file transfer protocol for CX. TFTP may time out if the switch is not configured
with, does not support the mgmt VRF or if the switch does not receive a reply from IMC within one
second.

An SFTP server which supports SHA2 encryption must be installed on the IMC server, with a specific
user and the default path to IMC.

In IMC options, the SFTP server user is configure, and ‘SFTP Server mode’ is enabled for CX
devices.

Note ‘SFTP’ file transfer mode (where IMC is the client), is not supported by CX.

On Linux, you may use the native SFTP server.

On Windows, the Solarwinds server is recommended.
Example:

In IMC, configure SFTP Server file transfer mode.

Modify permissions for all Windows Logon users for $IMC/server/tmp to full control.
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Configuration Center

Compliance Center
Intelligent Policy Center

VLAN Management

trnp Properties

Hewlett Packard Enterprise

General Sharng Securty  Previous Versions Customize

Object name:  C:\Program Files*iMChserveritmp

GI'CIIJD ar user names:

IEH ALL APPLICATION PACKAGES A

[ZALL RESTRICTED APPLICATION PACKAGES
H2 CREATOR OWNER

OR cveTEM
£

To change pemissions, click Edit. Edit

Permissions for ALL

APPLICATION PACKAGES Allow Deny

Full cortral
Modify
Read & execute

Read
Write

List folder contents

V’ W

For special permissions or advanced seftings, Advanced

click Advanced.

Concal | | ool

Service > Configuration Center > Options:

- enable SFTP server Transfer Mode
- configure SFTP server credentials
- configure SFTP Server transfer mode for CX devices

% Configuration Templates
© Software Library
*f Deployment Guide
1= Deployment Task
[@ Configuration Center
B Auto Deployment Plan
B Auto Backup Plan
[ Backup History Report
), Configuration Compare
v Configuration Audit
[ Config Backup
Borsoftware Update
[Bsconfig Baseline
[Eosoftware Baseline

Qo Options

9-Oct-23

Home Resource User Service Alarm Report System

B0 Service > Options

Device Capability Set [GICRISUESIVEEEM Backup Policy | VPN Instance

Default Transfer Mode
This software will forcely enable SFTP/TFTP server if it is not enabled on HP E-series devices. Please revert the changes back manually if required.

®)TFTP
FTP
SFTP (Make sure the SFTP server is enabled on the device.)
SCP (Make sure the SCP server is enabled on the device.)

SFTP Server (Select this option when the device does not support the SFTP server, Before selecting this option, you must first enable SFTP server ¢

Enable FTP Transfer Mode
Please install third-party FTP server software on the NMS, and set server\tmp under the NMS installation directory as the root directory of the FTP

FTP User Name

FTP Password

[#] Enable SFTP Server Transfer Mode
< Please install third-party SFTP server software on the NMS, and set server\tmp under the NMS installation directory as the root directory of the SF

SFTP User Name * admin

SFTPPassword* | e

16
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If the default transfer mode is not SFTP server, add all CX devices to Single Device transfer mode
and set transfer mode to SFTP server

[w] Enable SFTP Server Transfer Mode
U Please install third-party SFTP server software on the NMS, and set server\tmp under the NMS installation directory as the root directory of the SFTP service.

SFTP User Name * admin

SFTPPassword* | em

Single Device Transfer Mode

All the devices that are not configured separately with the file transfer mode adopt the default transfer mode.

Device Name Device Model IP Address Transfer Mode Server IP Address
ARO1U14-6300M(172.17.16.114) Aruba 6300M 24G PoE CLS 4 /4SFP56 Swch 172.17.16.114 SFTP Server
ARQ2U34-8320(172.17.16.144) Aruba 8320 48 T/6 40 X472 5 2 Bdl 172.17.16.144 SFTP Server

Note, the Server IP address is the IMC server, it can be left blank if the IMC server has a single IP
address.

Download Solarwinds SFTP/SCP server:

https://www.solarwinds.com/free-tools/free-sftp-server/registration

Enter registration details and download SolarWinds-SFTP-SCP-Server.zip
Extract zip and run SftpServerinstaller.msi

Go to folder:

C:\Program Files (x86)\SolarWinds\SFTP & SCP Server

Run ScpServerTray.exe

Configure Root Directory in General Tab

& SFTP/SCP Server Settings X

General TCP/IP Settings Users  Startup & System Tray
Root Directory

C:\Program Files\iMC\server\tmp ‘ I Browse... I
Enter the local filesystem directory that the SFTP/SCP server will use as root ("/").

Allowed Protocols

Both « | Choose the file transfer protocol(s) to allow:
Secure Copy (SCP), Secure File Transfer Protocol (SFTP), or both.

SSH2 v | Choose the SSH protocol version(s) to allow.

Pemnitted File Transfer Operations

Upload File Select the file transfer operations that the SFTP/SCP server will allow.
Allow existing file to be overwritten

Automatically rename existing files on overwrite

Download File List Directory Contents *
Delete File * Create Directory
Rename File * Delete Directory * * Only applies to SFTP

0K Cancel
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No changes to TCP/IP settings in Solarwinds. Ensure port 22 is open on firewalls and IMC'’s server,
eg Windows defender, etc.

& SFTP/SCP Server Settings X

General TCP/IP Settings Users  Startup & System Tray

TCP Port _22 +| Specffies the TCP port number that the SFTP/SCP server will use to listen for connections.
IP Address Configuration
(® Bind to all local IP addresses
(O Use custom IP address binding

nnnn
vuuy

Remove

Clear

Add

0K Cancel

Enter SFTP server user credentials as configured in IMC’s Service > Configuration Center > Options
> Enable SFTP server Transfer Mode:
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& SFTP/SCP Server Settings

>
General TCP/IP Settings  Users  Startup & System Tray
Configure user authentication details for the SFTP/SCP server.
(] Allow anorymous login
Currently Configured Users
admin Bemowve
MNew User
3 Apply Changes
F Discard Changes
QK Cancel
Select Automatically run this application when | log on Windows
¢ SFTP/SCP Server Settings X
General TCP/IP Settings Users  Startup & System Tray
Automatically run this application when | log on to Windows
Clicking the close button (X):
(® Minimizes the application to the system tray
(O Closes the application
OK | Cancel

Double click on SolaWindsSFTPServer.exe to start the server.

9-Oct-23 20 Public



Hewlett Packard Enterprise

> ThisPC » Local Disk (C:) > Program Files (x86) > SolarWinds > SFTP & SCP Server v O Search SFTP & SCP Server p

~

ol Name Date modified Type Size

File folder

Help
|%] Interop.Taskschd.dll
|4 Interop.WodSSHDComLIB.dlI
4] libeay32.dll
%] log4net.dil
i ScpServerTray

|| ScpServerTray.exe.config

|] SolarWinds.Logging.dll 43KB
[ SolarWindsSftpServer Application 49KB
| | SolarWindsSftpServer.exe.config CONFIG File 3KB
2 ssleay32.dll Application extens 262 KB

il B Select C:\Program Files (x86)\SolarWinds\SFTP & SCP Server\SolarWindsSftpServer.exe = [m] X

A quirk:

Once you minimize the SCP tray, you can no longer maximise it. To redisplay the tray, end process
tree in Task Manager and launch it again.

172 Task Manager — O X
I File Options View
Processes Performance Users Details Services
Name a PID Status User name CPU Memory (p... Description 7
[=]imcsysdm.exe 5776 Running SYSTEM 00 4972K imcsysdm
[5=imcsyslogdm.exe 6372 Running SYSTEM 00 5,576 K imcsyslogdm
[5]imcupgdm.exe 368 Running SYSTEM 00 8,044K imcupgdm
| [E]imevlandm.exe 6428  Running SYSTEM 00 12,556 K imcvlandm
[5=]imcvnmdm.exe 6468 Running SYSTEM 00 15,404 K imcvnmdm
[5=imcvxlandm.exe 6520 Running SYSTEM 00 20,460 K imcwxlandm
[#=img.exe 5692 Running SYSTEM 00 2,220K img
Py java.exe 4948 Running SYSTEM 01 4,885,168 K Zulu Platform x64 Archit...
(] JavaService.exe 2132 Running SYSTEM 00 548,272 K JavaService
s javaw.exe 4834 Running SYSTEM 00 460,140K  Zulu Platform x64 Archit...
7| gy javaw.exe 4932 Running SYSTEM 00 436,060 K Zulu Platform x64 Archit...
gy javaw.exe 13028  Running Administr... 00 487412K  Zulu Platform x64 Archit...
[#5]LogonUl.exe 980 Running SYSTEM 00 7,812K  Windows Logon User In...
[85]Isass.exe 684 Running SYSTEM 00 7,316 K Local Security Authority...
s msdtc.exe 3436 Running NETWORK... 00 2,068 K Microsoft Distributed Tr...
[%5] MsMpEng.exe 2364 Running SYSTEM 00 36,836 K Antimalware Service Exe...
[;{notepad*w.exe 7016 Running Administr... 00 7,808 K Notepad++
[ rdpclip.exe 5920 Running Administr... 00 2,368 K RDP Clipboard Monitor
[#= rdpinput.exe 13704  Running Administr... 00 1,328 K RDP Session Input Hand...
(5| RuntimeBroker.exe 2444 Running Administr... 00 4,584 K Runtime Broker
= g ScpServerTray =~ e e lmenn Administr... 00 7,716 K ScpServerTray
¢ Searchindexe End task SYSTEM 00 6,332K Microsoft Windows Sear...
[l Searchl L exe End process tree Administr 00 52K Search and Cortanaann
Fewer detai Set priority > End task

Crd it
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8 File transfer configuration for mgmt VRF

If file transfer to the OS-CX device is over a non-default vrf (eg mgmt), configure VRF name in Service
-> Configuration Management -> Option -> VPN Options, VPN instance name

8, Service > Options

Device Capability Set | File Transfer Mode | Backup Policy [JAUZNJERSEeS

VPN Instance

To ensure file transfer in VPN networking, configure a VPN instance name for the device that must use a VPN instance to transfer files with this software.

Device Name Device Model IP Address VPN Instance Name

8325-0 Aruba 8325-48Y8C 48p 25G 8p 100G Switch 10.0.20.103 mgmt

Total Items: 1.

9 Temperature Monitor Configuration

For temperature monitoring, IMC reads a standard MIB object in the Entity table in Celsius. This MIB
object is not supported by Aruba OS CX, the following private MIB object is recommended. Therefore
we need to remove the standard temperature monitor from CX devices and set up a special global

index monitor on arubaWiredTempSensorTemperature. MIB object.

Global index:

Name: arubaWiredTempSensorTemperature
Custom Measurement: MillidegreesCelsius
Type:

[index1[2]:arubaWiredTempSensorGrouplndex:1:0].[index2[2]:
arubaWiredTempSensorSlotTypelndex:1:0].[index3[2]:arubaWiredTempSensorSlotindex:1:0].[
index4[2]:arubaWiredTempSensorindex:1:0]]

Label:

1.3.6.1.4.1.47196.4.1.1.3.11.3.1.1

Formula:

1.3.6.1.4.1.47196.4.1.1.3.11.3.1.1.7

OR, Ifitis required for the monitor to be displayed in Celsius use this:
Formula:

1.3.6.1.4.1.47196.4.1.1.3.11.3.1.1.7/1000
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Name * arubaWiredTempSensorTemperature @
Predefined
Measurement
(®) Custom MillidegreesCelsius
Type *

[index1[2]:arubaWiredTempSensorGroupindex:1:0].[inc

1.3.6.1.4.1.471964.1.1.3.11.3.1.1.7
Formula =

Instance Label (Definition OID) * 1.2.6.1.4.1.47196.4.1.1.3.11.3.1.1

A@
Apply
Fle  Home Insert  Design  layot  References  Maiings  Review  View  Help # Share 2 Comments
i . . - o x
5352603061 | Salesforce X @ HPEInteligent Manags e x Q) Aniba Support Fortal X | =2 ArubaOS-CX 10.05 Documentatic % | @ ArubaOs-CX 10.05 SNWPMIBG. X | =+
< C (0 A Notsecure | 10.10.11495:8080im m/manitor/globalPerfmConfig_contentOnly s a®r o »@®
H ® s e @ B [ Tokdesk Q Aubas 5 Siep 3 - Destination.,
View Managen - Brielp
Resaurce Management
Terminal Access
Collection Instance
Network Assets
Seloct Device or Enter 1P Address * 101011670 @
Yerorchical Ny
N Select Instance larubs WiredTempSensarGre:
Virtual Resources
Result
A Quick start
@0sta collection has completed
Time Collection Data
2 Monitoring Sattings
2021-02-22 13 43000000
[ Global Index Settings
44000,
inTopo
&, Pecformance Option
13 of 3, Page 1 of 1, [ 1 | 50 v
B Real-Time Mon
E Service Monitoring m
Y an & ' A 1 E
B sump-mepdt ~ howall | X
(2" Which fle dn | wart o save?
Close
mgezarz  seworts [R
H QO Type here 1o search H |

1. Add monitor

9-Oct-23

23

Public



Hewlett Packard Enterprise

9-Oct-23

C T = User

Defined-User Defined

Enterasys process % (%)
test? (%0)

test3 (30)

Enterasys Frocess % Monitor
testtop ifspeed

o arubaWiredTempSensorTemperature (MillidegreesCelsius)

@ Add Menitor - Google Chrome

A Not secure | 10.10.114.95:8080/imc/perfm/monitor/perfAddorModDeviceMonitor,jsf?beanName=perfMonitorinstancelistBean

Monitoring Sett

ings-Add Monitor

Monitoring Device @Monitoring Instance

Select Index

m Delete All

Total ltems: 1.
Name Index Group
arubaWiredTempSensorTemperature User Defined-User Defined

Select Instances

elect Delete All

Configure Delete

X o

4 [J6300(10.10.116.70) l

4 [ arubaWiredTempSensorTemperature

[arubaWiredTempSensorGrouplndex:.11.[ arubaWiredTempSensorSlotTypelndex:.3].

[arubaWiredTempSensorSlotindex:. 1].[arubaWiredTempSensorindex:. 1]

0o [arubaWiredTempSensorGrouplndex:1].[ arubaWiredTempSensorSlotTypelndex.3].
[arubaWiredTempSensorSlotindex:. 1].[arubaWiredTempSensorindex:. 2]

0O [arubaWiredTempSensorGrouplndex:1].[ arubaWiredTempSensorSlotTypelndex.3].
[arubaWiredTempSensorSlotindex:. 1].[arubaWiredTempSensorindex:.3]

0O [arubaWiredTempSensorGroupindex:.11.[ arubaWiredTempSensorSlotTypelndex:.3].
[arubaWiredTempSensorSlotindex:. 1].[arubaWired TempSensorindex:.4]

O [arubaWiredTempSensorGrouplindex:.11.[ arubaWiredTempSensorSlotTypelndex:.4].
[arubaWiredTempSensorSlotindex:. 1].[arubaWiredTempSensorindex:. 1]

0o [arubaWiredTempSensorGrouplndex:1].[ arubaWiredTempSensorSlotTypelndex.4].
[arubaWiredTempSensorSlotindex:. 1].[arubaWiredTempSensorindex:. 2]

0O [arubaWiredTempSensorGrouplndex:1].[ arubaWiredTempSensorSlotTypelndex.4].
[arubaWiredTempSensorSlotindex:. 1].[arubaWiredTempSensorindex:. 3]

O [arubaWiredTempSensorGroupindex:.11.[ arubaWiredTempSensorSlotTypelndex:.4].
L L AL T L Lol d 410 L lar [T fad Lom ol A1
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@ Instance List - Google Chrome

A Not secure | 10.10.114.95:8080/imc/perfm/monitor/perfAddorModDeviceMonitorResult jsf

0 Device addition has completed.

Monitoring Settings-Instance List

Device Mame
4 [16300(10.10.116.70)

4 arubaWWired TempSensorTemperature

Result
o

91
[arubaWiredTempSensorGrouplndex:. 11.[ aruba\Wired TempSensorSlotTypelndex: 3] @ Succeeded
[arubaWired TempSensorSlofindex: 1] [arubaWWired TempSensorindex: 1]

& Add Device
E3 Auto Discovery Query
3 8atch Operation

B mporBort Device e -
F Maintenance Task

Devic £ Item Name unit Instance Name Operation Data
3, Device Routes
[E Maintenance Records laG'ubx\"‘/iredT:;“[P Senso
“Grouplnder. 11
Terminal Access » arubaliredTempSenso
= i > f{::;":::ﬂ:”"’se"‘“ MillidegreesCelsius Tj:‘u‘:g@fr‘g‘:;‘:ﬂ%m Cancel Modify Index Modify Instance Name | TR,
Hierarchical NMS » rSlotindex.1].
Virtus! Resources » [arubaWiredTemgSensa
Performance Management » rindex:

1-10f 1. Page 1 of 1.

< <> > =~

Tip:

Click OK to save the current threshold information.

¥ @larubaWiredTempSensorTemperature Index Name arubaWiredTempSensorTemperature
[arubaWiredTempSensorGrouplndex:.11.[
T BR300 Instance Name arubaWiredTempSensorSlotTypelndex:.3].
X [arubaWiredTempSensorSlotindex:. 1].
- galarubaWiredTempSensorGrouplndex:. "

[arubaWiredTempSensorindex:.1]
Global Index Settings

Threshold Level Threshold2 = Match Mode z A
Value 1 Walue 2 Measurement Repeat Times Alarm Level
Threshold 1 15000.000 @ @ MillidegreesCe™ 3 @ Minor hd
Threshald 2 20000.000 @ @ MillidegreesCe ™ 3 3 Major -
Interval {Sec) * 30 @
|
AMsior 6 ). [ The. . Q! »
Or if using the formula dividing the value by 1000:
The instance *[arubaWiredTempSensorGrouplndex: 1.0
i e - B
A Major 6300(10.10.116.70) [ The... [arubaWiredTempSensorindex.1]" of "performance task® ‘}Um(k\mw‘edgfﬂ 2021-02-22 14:05:19 Q.
“arubaWiredTempSansorTemperaturs” is in threshold 2 range (“==390007), current

value is "43000".

1) 1.3.6.1.4.1.47196.4.1.1.3.11.3.1.1.7.1.3.1.1 (arubaWiredTempSensorTemperature.1.3.1.
1) 44000
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Please test the custom index before adding it.

Narme *

Measurement

Type *

Instance Label (Definition QID) *

Formula =

arubaWiredTempSensorTemperature2

@ Predefined

[index1[2]:entPhysicalindex:1:0L.[index2[2]:etsysResour

Custom

Celsius

1.3.61.41.47196.4.1.1.3.11.3.1.1

1.2.6.1.4.1.47196.4.1.1.3.11.3.1.1.7 /1000

2@

10 Radius authentication with IMC UAM
Supported by UAM 7.3E0611 and above

IMC Configuration

Select Type
Select OID

Select OID

Go to User>User Access Policy>Access Device Management>Access Device and configure the
access device:

HPE Intelligent Management Center Home  Resource

User Management
Access Usor
Cuest
Usar Endpeint
Usar Acoess Log
User Acsess Policy
P Address
24 17 Adress Approval
[ 1P Usage
[ 1P Pianning
[E& ANl Devices

Guesd Access Manager

Configure
Standard:

HPE Intelligent Management Canter

User Management
Acoss User
Cusst
User Endpaint:
Usar Access Log
User Acoass Policy
P Address
[% 1P Addross Approval
[, 1P Usage
[T 1P Pranning
[ Al Devicss

Guast Acoass Manager

User

Servics

Marm  Report  System

®  SF User > User Acosas Policy > Aocass Device Management > Acoeas Device

>

Query Accsss Davices

Devica IF Address Rangs From

Devica Hame

Device Name Device IP ¢

640501

1-1 of 1. Paga 1 of |

10.020.108

Devics Model

Anuba 6405 Crassis.

T

scess Davics Type

Cenfigurstion Type

Aceess Location G1 Comments

Port Synchranlzation Result  Detalls

N Sync Neaded

F5Add to My Favarites (BHelp

Advanced Query

- T

S0efault Gonfiguration ASARA Deplay Resull ByCommand Deploy Result

A BE

Operation

o

Service Type to Device Management Service, and set Access Device Type to

Heme  Resource

Access Canfiguration

Authenticalion Port *

Senice Type

Acosss Device Type

‘Shared Kay *

Devica List

Davice Name.

640501

Total Itams: 1

User

1812

Service

Alarm

Report  System

Device Menagement Service -

STANDARD (Standand)

Davice 1P

10.020.105

£ Ussr » User Acosss Poiicy > Avcass Devios Management » Acosss Devics » Modily Avcess Devics

Accouniing Port *
Forsible Logout Type
Acess Location Group

Confirm Sharad Kay *

Devics Model

Aruba 6405 Chassis

oK

1813

Disconnect user

Commants

User>Device User>Device User Group, and create new user group:

9-Oct-23
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HPE Intelligent Management Center Home  Resource  User Service  Alarm  Report

User Management >

1 User > Do User » Dovicn User Group @rielp
Access User >

- .

User Endpoint > User Group » Legin Typa EXEC Priority Modify  Daksta
User Accoss Log > A0S€X ssH 15 =4 )

Usor Acaess Policy > 110 1. Paga 1ar 1 gl - > || [s0

P Address: S

Login type will be SSH and EXEC priority will be 15:

HPE Intelligent Management Center ~ Home  Resoursa  User  Sevics  Alam  Report  Systam
User Management ? 42 Usar > Devica Usar > Davice Usar Group > Madify Devica User Group BHelp
Assess User
Select Priviege

Guest >

Grcup Name * ADS-EX
Usar Endpolnt >

Login Type ssH -
Ussr Acoess Log >

@

EXEC Priority 5 @

User Acossa Policy >

1P Addrass. - 1=
ok | cancal

User>Device User>Device User, and configure the user account:

HPE Inteligent Management Center ~ Home  Resource  User  Servics  Alrm  Repont  System I -
ot g S Uiser > Device User > Device User "
Aosass User
Qusry Devios Users
Gues! >
‘Account Neme in Type: -
Usar Endpont A .
User Accees Log K Froprielary Allribute
User Acomss Policy 5

2} 1P Ackress Approval

AccountMame S Full Name ©  Caliphone  Emall LoginTyps & Propristary Atibute & Crestecon v  EXEC Priorlly LDAP Policy ¢ LastSync Statua S Ensbis Pas
[ 1P Usage
testt Teati@eniablocal  SSH 20210607 15 No
[ IP Pianning
1-10f 1. Paga 1af 1. €| < I
B2 i Deviees
Guest Access Manager >

Configure this account for Device User Group AOS-CX, which we configured in previous step, and
change service type to Administrative:

HPE Intelligent Management Center ~ Home  Resource  User  Service  Alam  Repom  System
ST 7 Usar > Device User = Device User > Modify Devioe User @tee
Aocass User
Modity Device User
Guest >
) Basic Information of Device User
Usar Endpaint
User Acouss Log > Acoount Name *
User Access Policy > Full Namo
1P Address - User Password *

(24 1P Adiress Approval Confem Fasswond =

[, 1P esge

Authentieation Password Apcount Passwerct -
£ 17 Paning Enaole Passrora Statoy wo -
58 Al Donieas Cellphane
Gugst Accass Manager > Bmall* testt getian foeal
Device User Group Aos-CxX -
Login Typa s5H -
Senvice Type Administraiiie -
Propristary Alifbuta -
EXEG Prionty 1 @
Tips
Role Name Note: f you entor mulinls role names, entor an rale narme on gach ina, The sum of the fatal number o bylos
B % A a ' b7 12z & 15, Pakard i LR EE

AOS-CX Switch Configuration

radius-server timeout 3
radius-server retries 3

radius-server service-type in-access-request
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radius-server host 10.0.11.14 vrf mgmt key plaintext <PASSWORD>
!

aaa group server radius CPPM-RADIUS

server 10.0.11.14 vrf mgmt
!

aaa authentication allow-fail-through

aaa authentication login ssh group IMC-RADIUS local

11 NTA — SFLOW Configuration

0OS-CX Switch Configuration

OS-CX only supports inbound traffic analysis.

Configure: switch source IP, IMC IP, Interfaces, sampling rate and polling interval

sflow agent-ip 110.110.116.81

sflow collector 110.110.114.95 port 6343 vrf mgmt
interface 1/1/1

sflow

sflow sampling 4096

sflow polling 30

In a test lab environment, you may configure frequent sampling and polling for quicker display, note
this may affect switch performance.

sflow sampling 10

sflow polling 10

NTA Configuration

Ly Resource > B200(10.10.116.81) > Interface List
Gt | o | # o | Bt ]
Interface Status & Interface Description % Interface Index
S Uo 111
O Disable 2 2
e 3 3
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Service> Traffic Analysis and Audit > Settings
G Service > Settings

Guide to Quick Traffic Analysis And Audit Configuration

You can easily configure traffic analysis and audit by following this configuration guide.

= Senvice > Settings > Device Management

RIS Once the device for traffic analysis is deleted, the coresponding traffic analysis task will be terminated

Total ltems: 1
Name Device IP < Description & Device Resource Info Modify Delete
10.10.116.81 a B (i}
I Service » Sattings > Devica Management > Modify Deviee

Basic Information

Device IP *
Name *

Description

Tengs s o
SNMP Port 161

Log Seurce IP

NatStream Statistes Identifier Invalid -
NetStream New Faature Enable -
<Fiow Settings Enable -

sFlow Settings

Dynamic sFlow Sampling Rate Adjustment No -
Sample Rate * 20000 D
CollectorID 1 ol

sFlow Interface List

Interface Index & Interface Deseription © Intorface Alias o Medify
3 "3 =4
1 1 =

Medify Interface

Index 3
Description "
Sample Rate * 20000 ]

[ o | o

Server IP & Description ¢ Capture Flux Log Deploy Configuration

127001 ] “

9-Oct-23 29
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B Servies » Settings >

ant > Server Cenfiguration

Basic Information

Server Name =
Senver Description
Server P
Listening Fort *
FTP Main Directory
£TP Usarmame

FTP Pas:

Traffic Anslysis Log Aggregation Policy
Fiter Py

Usage Thresheld of the Database Disk (1-95%) *

When Data

sk Ussge Reaches Threshold
Traffic Analysis

Device Information
Selezt

Probe Information

Selest Proke Name

No match found.

Settings > Traffic Analysis Task Managsment

Modify Raader

ansgement > Traffic Analysis Task Details

Basic Information

Task Name
Task Description
Task Type
Reader

Vian Anslyziz
Interface Information
Interface Description
nn

3

202090216343

Aggragation (Rough Granulari ¥

et e -
80
Devi Name Devies P Devies Doserpion
6200 10.10.11681
Prober? Nare P Ensbie Loyr 7 Appitation densiiaton
ok Deveription & TacType Mesity Deete
test1 Bhinterface =4 [
% v
[

intarfce s S inartace ® VxRt Devics Narme P
i , a0
e ; a0

12 RMON Trap Description configuration

RMON traps description will be automatically configured in IMC version 7.3 E0706P01

Alarm Browse ) Trap Details

Alarm Setfings

Sscurity Control Canter

Name
o

I, Browsa Trap Trapat

. Teap S
5 Filtering Trap R Seures

arubaWi

dMgmdRmonTrapEvent
136141471964113411

9:05:5-

Deseription The svent 1D for which the tras is set has occured
 Trap to Alarm Trop Cose
£ Trap Definition Remedistion Suggestion
£y Trep Groups Parameter Name Parameter Value
04
Syslog Management Trap Parameter o &L
sventDaseription Link ststus for interfscs 1/1/3 is down

To configure IMC to display the eventDescription from the RMON traps sent from the device:

Query trap name ‘arubaWiredMgmdRmonTrapEvent’ in Alarms > Trap Management > Trap Definition

4 Trap Definition

[ |

Trap Name anubaWiredMgmdRmonTrapEvent

Enterprise Hame.

Msintenance Bcperience

Severity Ciiticsl (] Major[¥] ino

Trap Name ¢ TrapOID &

9-Oct-23

Import trap defiition from MIB fle

varming ] Info

PAdd to My
Trap OID
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Modify Description to $2.

#p Trap Definition > Madify Trap

Base Info
Trap OID * 1.6.1
Trap IOV * 11
Trap OIDV2Z * 1.01
Trap Mame * arubaWViredhMgmdRmonTrapEvent @
Enterprize Mame * ARUBAWIRED-MGMD-RMON-TRAP ()
Trap Level Info - (7
2
Diezcription
@
Trap Cause
Z\®
Remediation Suggestion
)
Maintenance Experience
)
Set Parameter
Paramieter Name Parameter OID
eventindex 136121168111
eventDescription 136121169112

This Trap Restores

Result:
Trap Details
Name arubaWiredMgmdRmonTrapEvent
o 136141471964113411
Trap at 2021-08-02 10:10:01
Trap Source 6200-VSF- 5(10.10.116.153) More Traps.
Description Link status for intarface 1/1/8 is down
Trap Cause

Remediation Suggestion

Trap Parameter

Parameter Name
eventindex

susntDassrintinn

Parameter Value

404

Vinke stabiss S imbarfars 1112 i dmn

1. Send SNMP traps for link state changes

9-Oct-23
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If interface status (link up/down) traps are required, the interface needs to be configured
with the following highlighted command:

#show run int 1/1/25
interface 1/1/25

no shutdown

mtu 9198

trap link-status

lag 1

exit

13 Topology (except MSTP topology), Terminal Access,
Real Time Location.

OS CX devices minimum version 10.7.x is recommended and IMC 706P06.

14 Renaming software files

In order for IMC to associate software files to the correct product, it is necessary to rename software
files which are applicable to multiple device types, currently:

ArubaOS-CX_6400-6300..swi
ArubaOS-CX_6100-6000..swi

For example after importing file ArubaOS-CX_6400-6300_ 10 11 1005.swi, into the library, the field
Applicable Devices is empty.

) Service > Software Library > Software Details-ArubaOS-CX_6400-6300_10_11_1005.swi

Software Details

Software Name ArubaOSs-CX_6400-6300_10_11_1005.swi
Software Size 1120601377 Bytes

Software Type Agent Software

Software Version ArubaOs-CX.6400-6300.10.11.1005.swi

Released Date
Impert Time 2023-03-08 15:22:01
Applicable Devices

Description
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Rename the same file ArubaOS-CX 6300 10 11 _1005.swi, import it into the software library,
and the applicable devices list is complete.

© Service > Software Library > Software Details-ArubaOS-CX_6300_10_11_1005.swi

Software Details

Software Name
Software Size
Software Type
Software Version
Released Date

Import Time

Applicable Devices

Description

9-Oct-23

ArubaOS5-CX_6300_10_11_1005.swi
1120601377 Bytes

Agent Software
ArubaOS-CX.6300.10.11.1005.swi

2023-03-08 19:12:54

Aruba 6300F 24G PoE CLS 4 /45FP56 Swch(1.3.6.1.4.1.47196.4.1.1.1.108); Aruba 6300F 24G/45FP56 Swch(1.3.6.1.4.1.47196.4.1.1
/4SFP56 Swch(1.3.6.1.4.1.47196.4.1.1.1.107); Aruba 6300M 24G /4SFP56 Swch(1.3.6.1.4.1.47196.4.1.1.1.106); Aruba 6300M 24G
ASFP56(1.3.6.1.4.1.47196.4.1.1.1.100); Aruba 6300M 24SR PoE CLS 6 /4SFP56 Swch(1.3.6.1.4,1.47196.4.1.1.1.102); Aruba 6300M
ASFP56(1.3.6.1.4.1.47196.4.1.1.1.111); Aruba 6300M 48G PoE CLS 4 /ASFP56 Swch(1.3.6.1.4.1.47196.4.1.1.1.103); Aruba 6300M 4
2p50G 2p25G Switch(1.3.6.1.4.1.47196.4.1.1.1.116); Aruba R85%0A 6300M 485R5 CL& PoE 2p50G 2p25G Switch(1.3.6.1.4.1.4719
Switch(1.3.6.1.4.1.47196.4,1.1.1.118); Aruba R8592A 6300M 24p SFP+ LRM 2p50G 2p25G Sw(1.3.6.1.4.1.47196.4.1.1.1.119);
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