T7I54A7

nJ4A4>T

FX0S > X T L) 3\

T, I Ty TOMEE N T TV a—T 47 L, NAY— ROREEZFEITTLTF
NEIZSUWTREBT L £ 77,

T T IAT VAE—RKD T z—)LE—7 (1X=Y)

e A TERY (RAT=FD Uty ) (15=Y)

cHEITE RN (4 R—2)

*SSD 7 7 A VT AT LDOHEHE  (Firepower 2100) (9 ~—3)

s LHMMREOT 7 40 NREOHEITL (11 =)

 HEHEDFET (12 °—2)

« ERIRFA A —VLDOET (13 =)

« VAT LY HINY DJERE (18 ~—)

VARAE—FDTz—I)LtE—7

T T A T AE— RO Firepower 1100 % 721 Firepower 2100 7% ASA ~D 7 — MIKHT 5
L FXOS 7z —/bE—7F— RBEEBILES, ZDOFE— FOFXO0S Tk, f/MNEORRETY
AT LDBWE ) RN TEET, BHA X —T = AZIPT KL A, DNS, XL ONTP
ERELTBITIE. ASAMA—VDF T a—REAL LA ML EHREICARVET, 7x2—/L
T—T7E— RCIHEHEA LY — T 2 ADHERETETET, FXOSIZr 7 A 35 & X0,
ANCRRE LT 2 —F & ASA A R—T NN ATU— REFEHLET,

Firepower 2100 77 v b 7 4+ —LF— R TIL, v — UL HIZ FXOS TRECE £7,

COEDOFIATIE, 77 I7A TV AE—RIGET T v M7 4 —LF— RK& DOEWIZ OV THL
L TWET,

=Ly NRD—FKD)EY M)
FXOS(Zu /A > C&x7pWiGE (ORAT— REs 254, £72013SSDdiskl 7 7 A )V AT

LADMHEE LTV DE5E) X, ROMMON % L C FXO0S %€ & LG RO T 7 4 /L MZIE
TTEFET, BHERZTU—RNEITF 74/ O Adminl23i2V &y hERET, ZOFIET
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B orrocznn vixo—routy b

&

ATy T2

1T, ASADREL UV By FENFET, SAT— R0 > TWT, FXOSH DS T3 H Ao
T 7 AN NEREEE LT DHEIL. THEREOT 740 NREDOE T (11 3—) =5
LTL7Z&EW,

1R BRI
COFIEEZFETTAICIE, 2NV T IV BATETAVLERDHD 9,

FIE

a Y —)LR— MIEEHE L, Firepower 7 /3 ZAD&EREZ A A LET, 77— 7 v 7 HiC
ROMMON 7' & 7 N Rmd 5 K D8RS5, Ese 2L ET,

T X EEHRLET,
&1

R R e R e R R S

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2018 12:16:16.21 by builder

R R R T R R

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

Z OB, Esc L ET,

THRRE~D Y £y FEERLET,
rommon 2 > factory-reset
(¥)  ROMMON N—7 = - 1.0.04 DA%, password_reset =~ > R LET, 20

o~ RiE, LD /R— 3 > T factory-reset (CAEE X1 E L7z, ROMMON 73—
Va U EMGRT DX, showinfo # AL ET,

rommon 1 > show info

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Wed 11/01/2018 18:38:59.66 by builder

RELZHEEL, TO%A A—TEEHT 5 2 & 2MERT D7D 7T m 7 FRFRIh
ij‘o
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noqveatn KxT—koyey ) ]

(B AA=—VEEBTLI v T FRFRINBRWEEIE, boot 3~ REANLET,

£
Firepower 2100 75w k74 —LE—F :

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

File size is 0x0000001b

Located .boot string

Image size 27 inode num 16, bks cnt 1 blk size 8*512

Rommon will continue to boot diskO: fxos-k8-fp2k-1fbff.2.3.1.132.SSB
Are you sure you would like to continue ? yes/no [no]: yes

File size is 0x0817a870

Located fxos-k8-fp2k-1fbff.2.3.1.132.SSB

Firepower 1000 8 & U 2100 7 FSA 7V AE— K :

G¥)  T— b T v 7HHI, FXOSIZu /A v LCEHERAT—REHRETDHLIITKD S
NET, 874 LTHRIBEITRAELEEAN, ASAWEENT S £ T Lkt 54
ERHDET, ASAT LR Tal A4 LTLEEN, A X—T IR AT — R
FEHXrckRdoNET, ZNE. VAT LANREXOS VA ANMEHTEHA 2 —T
JLIRA T — RTC9,

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

Execute 'boot' command afterwards for factory-reset to be initiated.

Use of reset/reboot/reload command will cancel the factory-reset request!
rommon 3 > boot

firepower-2140 login:

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.99.13.1.108 asa 001 JAD200900ZRN2001Al, FLAG='"
Cisco ASA starting

[...]

firepower-2140 login: admin (automatic login)

Please wait for Cisco ASA to come online...l...

[...]

User enable 1 logged in to ciscoasa

Logins over the last 1 days: 1.

Failed logins since the last login: 0.
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Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

The enable password is not set. Please set it now.

Enter Password: ****x

Repeat Password: ****%

Note: Save your configuration so that the password can be used for FXOS failsafe access
and persists across reboots

("write memory" or "copy running-config startup-config").

ciscoasa# write memory

A A=V HEEINTDH 0T MNFEREINZWEGAIL, boot 2w REATJLET,
AR—KT o TTHARDEY NT v T E2RAI#FTLET,

TLETEA0

&

TN ZAERENTE 2V GAIEL, USB £/ TFTP A A — U025 FXOS % 28 T & 5 ROMMON
HEELET, FXOSEZRENLZH%, eMMC (V7 hU =T A A=V REFTINE 77 v a
TNRAR) ZH T+ —~y hTEET, 74—~y FLIEH%, 41 A—TV% eMMC IZFX T
va— RTLHMERHY ET, ZOFIETIE, B ssdl ITHRAF SN TNDTXTOREN
REFSNET,

BIBEERLZ OO ENAREARFR T, eMMC 7 7 A L 2T LDMEHE LT 5 AR &
Di‘é—o

1R BHHEIIZ
COFEEETTIHICNE. T —NIT I BEATEDAILERH D 97,

FIE

EEITX VWA, VAT A ROMMON % & L E 3,

ROMMON 728 HEIFICEBI SN2 WEEE. 77— b7 v 7HIZROMMON 7' u 7 M & E£RT 5
ForEREINZS, EsczHLET, T=XE2EMRLET,

1 -

R R R R T R

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2018 12:16:16.21 by builder

R R R e R

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present
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egczan

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!

MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.

ZDOREE T, Bsc L ET,
USB RTA T EDA A=V BT — 450, FETFIPE2EHL TRy hU—27 %4 LT
J—krLET,

GE)  9.12 LAFTO#A. ROMMON 75 FXOS #E# L, B/EA VA F—LEN TS A
A—=TH 7 — MNA[ETHHLGAIL, BEA VA =L ENTNDEA A=Y LR L/3—
VarEEHLTND I EEMRLTLIIEEN, TNUSNDOEE . FXOS/ASA /N—
Carn—FHLRWE, ASANYZ T v 2 LET, 9.13 LK TIZ. ROMMON 725
FXOS #iE®7 5 &, ASAPHEINICE— RINR R0 £,

USB M oEEIT iHEIE. RDKLSICLET,
boot disk1:/path/filename

TRA AL FXOSCLIWZEBI LE T, T4 A7 ONEEF/RT HITIE, dirdiskl: =2~ K&
ERLES,

1 -

rommon 1 > dir diskl:

rommon 2 > boot diskl:/cisco-asa-fp2k.9.8.2.SPA

TFTP SRS T HHEIX. RDESIZLET,

BE Oy T —ZREFIEEL, RO ROMMON =~ KA LTASA Sy r—
Zr—FLET,

address management_ip_address

netmask subnet_mask

server tftp ip_address

gateway gateway ip_address

filepath/filename

set

sync

tftp -b

FXOS A A=Y RF v rm— &, CLICT— M7 vy 7EhEd,
ROERESRRLTIES N,

eset: Xy NU—IREAFIRLET, ping 2~ FEMHEH L TH— S~ 2 el
HZEHTEET,
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esync: v FU— I REERGTFELET,
«tftp-b : FXOS # e — KL £7,

1

rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-asa-fp2k.9.8.2.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
pPSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[..]
Y—IN~DEHRE STV 2a—T 405 FBICIE, PingEETLET,

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds
rrrrrrrrn

Success rate is 100 percent (10/10)
rommon 2 >

ATv T3 BEOEHE AT —RE2MHH L TFX0SIlcu 74 LET,

GE) v AU ERRDbNLRWEA, FRET 40 A7 OMENEN TR 7 A o TERWE
#1%. ROMMON factory-reset =~ > R&2HH L C L HMRRRE~DO Y &> &5
TTHHERHVET (@74 TERY (XA T—FDUEy ) (13—=)
EHR) , IWRERE~DO Y By bEEITLEL, ZOFIEEZFR LT FXO0S % i#)
L. 774/ bou A AE#H (admin/Adminl23) Tr /A LE7,
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enczin [

ATv T4 EMMC 2B 74—~y FLET,

connect local-mgmt

ATy TH

format emmc

yes L AN LET,

1

firepower-2110# connect local-mgmt
firepower-2110 (local-mgmt) # format emmc
All bootable images will be lost.

Do you still want to format? (yes/no):yes

ASA NNy r—VhBA Yy a—RLUGEBHLET,

G¥)

07 A TERDS IO LM E~D Y £ v b2 FETLIEGAIR. RED
THMMRFOT 7 4V MEREICETINET, 20V kY ME, Xy NT—TEER
TI7ANMIERINEZEEZERLET, Xy NV REEXE LT DHITIE, R
B—=NT T HA R THMREELIATLE T, Ry MU — 7 Befe & Bz L7z
%, ZOFMEEHGITLET,

a) Ny —UEFyru—FLET, USB E/ZITTFTP 726 —RpISEB) L72D T, 5l &kt
EU—ANT A ATICA A=V ELZ T ra— T O0ERHD 7,

scope firmware

download image url

show download-task
KONTNPEFEHLTA AR —1FT57 740D URL Zf5E L ET,

51 -

« ftp://username@server/[path/]image_name
* scp://username@server/[path/]image_name
« sftp://username@server/[path/]limage_name
« tftp://server[:port]/[path/]image_name

* UsbA:/path/filename

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check

download progress.

firepower-2110 /firmware # show download-task
Download task:

File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
Tftp 10.88.29.21 0 Downloaded
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Nolr—VOF 7 ra— RNR5ET ([Downloaded] DIREE) LizbH, /Ny r—UaEE L E
j—o

show package
scope auto-install

install security-pack version version

show package ® {77 C, security-pack version %5 @ Package-Versfiiz = ' — L £,
VX —UMASAA A=V HEA A M=/ L THEBLET,

1 -

firepower 2110 /firmware # show package

Name Package-Vers

cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install

firepower 2110 /firmware/auto-install # install security-pack version 9.8.2

The system is currently installed with security software package not set, which has:

- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

ATYT6 V=YDV T—IMRETTHOE/ELET ~104)) .

FXOS BEEEI L CTH, ASADBMET5FET (57) FETINERSHY T, KOAvE—
NERENDETHHELET,

firepower-21104#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11l, FLAG="'
Verifying signature for cisco-asa.9.8.2.2

Verifying signature for cisco-asa.9.8.2.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11, FLAG="'
Cisco ASA starting

Registering to process manager

Cisco ASA started successfully.
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SSD 77 A LY R 7 LW (Firepower2100) ]

SSD 7 7 A LY R T LDHEIE (Firepower 2100)

ATy I

ATy T2

FXOS IZEFIZa 7 A v LIe, T4 AZHHETT — A v —URERINZELATE. FX0S
BLOASAEZENMEFEIN TS SSDI #H 7y —~ v hT&E4, ZOFIEICLY, FXOS
REN THMEREOT 7 4V ML SNET, 77 v N7+ —LF— ROGE, HEHE /A
J—RiE7T 740 bOAdmiIn12312 Yy bENET, ZOFIETIE, ASAOREL Y > b
EhET,

Z OFJEIL Firepower 1000 (2 H SN EH A, ZD7d, AX— T v 7 A A=V hkHERF L7
M5 SSD #WHETHZ LIXTEERA,

FIE

o —)LiR— 2B FXOS CLI Nk L £,

« 7T AT AT — RO Firepower2100 : =12 Y —/LiR— h THRUIZ ASA ([ZHHE L £,
FXOS |28t 3 5 121%. connect fxosadmin =~ > K& AL £9,

« 77 v h7 4 —ALF— KO Firepower 2100 : 2> Y —/LR— bk THRAMNZ FXOS 28k L %
T, admin & LT AL, EHENART—R2 AN LET,

SSD1 87—~y hLET,
connect local-mgmt
format ssd1

1 :
Firepower 2100 7 7S5 A4 7V AE—F :

G¥) =P Ty THERC, FXOSIZuZ A o LCTEBERAT = RERETH I IITKDS
NET, o774 LTHRBITRAEL AN, ASANEENT S £ TR LT 54%
ENHDET, ASAT LT Tu s A4 LTLKEEN, £ R3—T NIRRT — K&
FIHXkRdonET, ZNiE. VAT LANREXOS VA ANMEHT LA 2 —7
NIRRT — KT,

firepower-2110# connect local-mgmt

firepower-2110 (local-mgmt) # format ssdl

All configuration will be lost.

Do you still want to format? (yes/no):yes

Broadcast message from root@firepower-2140 (Fri Aug 16 19:53:45 2019):
All shells being terminated due to system /sbin/reboot

[ 457.119988] reboot: Restarting system

[...]
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B sso o7 Lo x5 L0miE (Firepower2100)

R R R Rk b I I b E b b b b b h b b dE dh b b kb b b bk b b b b b b b b b h h b b b b b h b b b b b b b b b b S b b b b b b b b b b b b b b b o

Cisco System ROMMON, Version 1.0.12, RELEASE SOFTWARE
Copyright (c) 1994-2019 Dby Cisco Systems, Inc.
Compiled Mon 06/17/2019 16:23:23.36 by builder

R R IR IR I I b I I b dE h b b b b dh b b dh dh b b b dE b bk b b b b b b b b b b h b b b bk b b b b b b b b b h b b b b b b b b b b b b b b b b o

Current image running: Boot ROMO

Last reset cause: ResetRequest (0x00001000)
DIMM 1/1 : Present

DIMM 2/1 : Present
Platform FPR-2140 with 65536 MBytes of main memory
BIOS has been successfully locked !!

MAC Address: 70:7d:b9:75:23:00

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Located '.boot string' @ cluster 98101.

[...]

Primary SSD discovered

Primary SSD has incorrect partitions

Skipping prompt because disk is blank

Formating Primary SSD...

Creating config partition: START: 1MB END: 1001MB

[...]

firepower-2140 login:

Waiting for Application infrastructure to be ready...

Verifying the signature of the Application image...

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.13.0.33_  asa 001 JMX2134Y38S4F4RBT1, FLAG="'
Cisco ASA starting ...

Cisco ASA started successfully.

[...]

INFO: Unable to read firewall mode from flash
Writing default firewall mode (single) to flash

INFO: Unable to read cluster interface-mode from flash

Writing default mode "None" to flash
The 3DES/AES algorithms require a Encryption-3DES-AES entitlement.
The 3DES/AES algorithms require a Encryption-3DES-AES entitlement.
Cisco Adaptive Security Appliance Software Version 9.13.0.33

User enable 1 logged in to ciscoasa

Logins over the last 1 days: 1.

Failed logins since the last login: 0.
firepower-2140 login: admin (automatic login)

Successful login attempts for user 'admin' : 1
Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

The enable password is not set. Please set it now.
Enter Password: *****

Repeat Password: ****%
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ATvT3

puEEoF I a0t

AB =T v THA ROy VT v TH A7 ZFEITLET,

TIHBHEEOT 4L FEREDET

ATy
ATvT2

ATvT3

RTv74

FXOSFEZ THHMIEDT 7 4/ MIETLTH I ENTEET, ZOFIATIL, ASA DR
ERELY Yy banxd, BHEHEASRATY—-RFLET 740 FO Admin123 2V &y & E
T, 7272 L, FXOS TZOFNEEFEITT 5720, BIEDOEEE /XA T — R&EHI-> TV DHMLEEN
b FET, FHENRAT—RKBONLRWERIE, v/ A0 TEhy (AU =KDty
b A=) OFIEEFEHLET,

TFIAT L AE— ROEE, BHERAT— RIZASA A X—T N RNAT— R EELTT,

1R BHHIIZ
COFIEEFETT AL, a2 —NIT IV BRATEALERHD 7,

FIE

Y —)LR— k25 FXOS CLLIZHER L £ 7,
m— A VE I L
connect local-mgmt

51

firepower-2120# connect local-mgmt
firepower-2120 (local-mgmt) #

TRNTOFXOSHEZHE L., BAD LIHHGERFOT 7 4V MEREIC Yy — 3 &2t LET,
erase configuration

51

firepower-2120 (local-mgmt) # erase configuration
All configurations will be erased and system will reboot. Are you sure? (yes/no):

REDMELZHRT DI, a~vr R 7o 7 Mlyes E AT LET,
TRTCOBREN Y ¥ —VMDHESINTR, VAT LN 7—FLET,
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G¥) TS T4 7T AE— RO Firepower 1000 33 J (X 2100 TiX, 7— b7 v 7’KEZ, FXOS
WZrZ Ay L CTEBRENRAT = RERETDHEIICRKRDONET, v A LTHIH
RETFA L EH AN, ASADEBT 5 F CRELTO2MNERH Y £7, ASA 7=
VIR TRIA L LT EEN, A RF—=TNRRAT—= REEFTLLICROLNE
T, ZHUE. VAT LAMNFX0S u VA NEHT AL RF—T NIRRT — T,

REHEDET

ATy T

ATy T2

T ERREIL, SSD IR TRy — Va2 L LT — ¥ &#RETEnX 912, SSD k=
DFTRTOT—HEMELET, TXAM 22T aIva 535080 BeEELFETTH
VA H D FT,

Firepower2100 TiX, Y7 bV =7 A A—VIXHESI NV, 51 EHHiE ASA TREITE X
9, Firepower 1000 TiL, Y7 h U =7 A A—UMHEEIND 2D, T34 A1X ROMMON T
HEIL, LA A=V EF T a— RTEET,

1a s BRI

» Firepower 1000 TiX, FTD 2D ASAIZFFA A — LT 25E1E. 73541 AOEPRZ FEA

LT, BRHERRELT T HOLERHLIGENH Ui# HRHEHRETIL, FTD 6.5
VIBCICT v P27 L— R L72#%. £721ZFTD 6.4 75 ASA ICHA A =L LTE=BAIC, &
WREBRATLILERSH 3, V77— MNTTEH2TIEHY 8 A,

s ZOFEEFETTHITIE, a Y —NMIT 7 BATELOMNERDD £7°,

FIE

o— b VER ARG L £9,

local-mgmt

51

Firepower# connect local-mgmt
Firepower (local-mgmt) #

SSD Z ZAIZIHEL £,
erase secure {all | ssd1 | ssd2}

cal : XT? SSD #{HE L E 9, Firepower 2100 (213 2 D0 SSD 23 F £ AL TUVVE T2,
Firepower 1000 (213 SSD1 O AN E £ TWET,

esdl: SSD1 DA ZEIHEL T,
essd2 : SSD2 DAHEHELET,
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ATvT3

senms r—vitozr [

(Firepower 1000) ROMMON #Z @) L £9°, TSy (4 ~—) (ZiE-> TH LA
A—VEEBLET,

TEGEA A —VIEDETT

ATy

ATy T2

ATvT3

ATv74

ZDOFIEIX, Firepower 7 /3 A&7 +—~ v h LT, LGHEKROT 7 4/ FREIZRE L
F9, TOFIEELFETTLIHAE, FITRITH LAWY 7 MV =T A A—V Ly rn—RT5
VENBH Y £T, T, AOHGREEWT 572 0REEL Y 7 Ny =T OfiA A=V E2HIRT 5
Lald, BRREAA—UIEFIT T OMERDLILENH Y 77,

1R BHEIIZ
c ZOFIEEZFEITTHITNE, av Y — I T IV EBATELLERD Y £,
s ASA Xy /r—% TFTP H—"F 7213 USB RIA 7 X v ra— R LET,

FIE

ASA CLUASDM £/ 13A~— K VY7 "I =T SA BT =5, Av—h Y7 |
VT FA v T =D ASA OBERARR L £,

oY —)LAR— 26 FXOS CLLIZER: L F9,

« 77T AT AFE— KO Firepower 1000 33 L V2100 : =22 Y — /LR — b THRANZ ASA (2
Bafe LE4, FXOS (#5645 121E. connect fxosadmin =~ > K& A S L £,

« 77 v b7 4 — LT — KO Firepower 2100 : =2 Y —)LiR— b THRMNZ FXOS IZHHe L %
T, admin & LTrZ AL, BEHENRT—REATLET,

VAT LEHBTA—~ v FLET,

connect local-mgmt

format everything
[yes| X AJ19 5 &, Firepower 7 /31 ANFEENL 9,
i

firepower-2110# connect local-mgmt
firepower-2110(local-mgmt)# format everything

All configuration and bootable images will be lost.
Do you still want to format? (yes/no):yes

7= h7 v 7HIZROMMON 70 7 b2 FoRT 5 L9 ERENLH, Bse I LET, =
FEERLET,
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Cisco System ROMMON, Version 1.0.03, RELEASE SOFTWARE
Copyright (c) 1994-2017 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2017 12:16:16.21 by builder

R R IR IR I I b I I b dE h b b b b dh b b dh dh b b b dE b bk b b b b b b b b b b h b b b bk b b b b b b b b b h b b b b b b b b b b b b b b b b o

Current image running: Boot ROMO

Last reset cause: ResetRequest

DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!

MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.

ZOEF T, Esc 2L ET,

USB RIA T EDASA RNy r—U M7 — 350, E£IETFIP 2fEHL TRy NU—72
EHLTCT—RLET,

USB Mo iEENIT BiHEIE. RDKLSIZLET,

boot disk1:/path/filename

T4 AT ODNFEFRRT DI, dirdiskl a~> RE#HALET,

i -

rommon 1 > dir diskl:

rommon 2 > boot diskl:/cisco-asa-fp2k.9.8.2.SPA

TFTP M OHEEIT HFEIX. RDOKSIZLET,

B OFy NT—ZREXIEEL., KO ROMMON =< REMHH L TASA Sy r—
Zn—FLET,

address management_ip_address
netmask subnet_mask

server tftp ip_address

gateway gateway ip_address
filepath/filename

set

sync

tftp -b
ROERESRLTITESV,

eset: Xy U= REEXFIRLET, ping 2~ FEMH L TH— "~ & iR
HlbTEET,
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esync: v FU— I REERGTFELET,
ctftp-b : ASA Ny —Vhkn— RLET,

1

rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-asa-fp2k.9.8.2.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
pPSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[..]
Y—IN~DEHRE STV 2a—T 4205 FBICIE, PingEETLET,

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds
rrrrrrrrn

Success rate is 100 percent (10/10)
rommon 2 >

FT7 )V hO—H4 admin & XA U — K Adminl232{# ] L CEX0Sicwe 74 > LE1,

RIEN TIHMRIRE DT 7 4V FRREICEHTTSNE L, 2OV Ty MI, Ry N —78REN
TI7HNVMIERSNEZE2ERLET, Xy NYV—IREELEILT DT, AF—FT v
THA R THIIRREEZFATLE T, *y MY —7 B2 B L7k, ZOFIREHIT
L/i‘a_o
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ATYTT ASARNyr—vh Ay run—RLCERBLET, USB F721% TFTP 726 —FaICE# L= D
T, BIEFE 0 —HINT A AT IIA A=V E Ay a— RTAHLERH Y £9°,

a)

b)

NRylr—=VkXyra—RLET,

scope firmware

download image url

show download-task

Ry r—UE, EiER L2 O LR U TFTP 9— N E 721X USB K7 A 7, &5 WITEH

1/1 ECRIFERRER PO —"Inb Xy — R TEET, ROWTNEFEHLTA
R—FTA5774LDURL #EELET,

« ftp://username@server/[ path/limage_name
* scp://username@ser ver /[ path/limage_name
» sftp://username@server/[path/]limage_name
- tftp://server[:port]/[path/]image_name

* UsbA:/path/filename

1 :

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-2110 /firmware # show download-task
Download task:

File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
Tftp 10.88.29.21 0 Downloaded

Nolr—DX T a— RKN5ET ([Downloaded] DIKKEE) L7=H, Nobr—U%EHBLE
b@‘o

show package
scope auto-install

install security-pack version version

show package @ /1T, security-pack version %% @ Package-Versfiiz = &' — L £,
VX —UMNASA Ny =Tk A VA M=/ L TCHEHEELET,

£

firepower 2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install
firepower 2110 /firmware/auto-install # install security-pack version 9.8.2
The system is currently installed with security software package not set, which has:

. FX0S S X7 L) 7181



| mos x5 HhiNY

senms r—vitozr [

- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

GE) [T _XCOBFEOEEN DI, T 74V bREDEAESNET] OA v —
ITER L1, B EEISNSZ 2R, TN RNRENEH SN Z &
LHD FEEA,

ATYT8 V¥ =DV T—"NETTHOEHELTHD ~10%) . FHFEL L TFEX0Sicu s

A4 LET,

FXOS MEEI L TH, ASADPBEETHET (59) FARTIVERHD T, ROAvE—
NERINDETRHEL FT,

firepower-2110#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BWOOMEZR11, FLAG="'"
Verifying signature for cisco-asa.9.8.2

Verifying signature for cisco-asa.9.8.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BWY9OMEZR11l, FLAG=''
Cisco ASA starting

Registering to process manager

Cisco ASA started successfully.

..
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9.13(1)

LA EREREIT. SSD H K TRERIZR

V= EFEHALTHLT — X 2 RETE
291z, SSD End_RToT—%
EHELET, TAM A ETaly

TarTAGEIE. BREEEZFETT
HMENRH Y T,

FR/EE SN2~ N : erasesecure
(local-mgmt)
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