ZyXEL Communications ZyXel's ZyWALL USG300 Review - SC Magazine http://www.scmagazine.com/zyxels-zywall-usg300/review/2355/

haymarket

Mobile Version Subscribe Contact Us About Us Advertising Editorial SC UK SC Aus/NZ

Get your education f \3 , F-'E
' from the source with \IStUd)} +FREEAINew Tpad

~ (s
[ Search

FORIT SECURITY PROFESSIONALS)

Home
News
o Features
Opinions
News Bytes
Editorial Videos
In Focus Videos
Podcasts
Canada
o Newsletters
Products
o Group Tests
o First Looks
o Emerging Products
o Products
o About Reviews
e Blogs
o The News Team Blog
o The Data Breach Blog
o The SC Magazine Awards Blog
Extras
o ebooks
o Case Studies
o Slideshows
o Spotlights
SC MarketScope
Whitepapers
Events
o SCWC 24/7
SC Congress New York
SC Awards U.S.
Editorial Webcasts
Vendor Webcasts
o SC Congress Canada
o SC Awards Canada
Subscribe
o Newsletters
o Subscribe to SC
o Archive
Archive

O O O O O O

L]
O O O O

Featured Topics:
Patches

Malware

Breaches

Government
Cybercrime Corner
Canada News

SC Congress New York

ELSSl Login | Register
CLOSE

Get up-to-the-minute news and opinions, plus access to a wide assortment of IT security resources that will keep you current and informed.

Email* |

Password* |

" Keep me logged in Forgot your password?

LOG IN

Email* |

1von7 10.07.2012 13:37



ZyXEL Communications ZyXel's ZyWALL USG300 Review - SC Magazine http://www.scmagazine.com/zyxels-zywall-usg300/review/2355/

2von7

SUBMIT

Register now »
e: Sept. 7 | Click here to submit today.

YV G
SC Magazine > Reviews > ZyXel'

ZyXel's ZyWALL USG300

Peter Stephenson
3/9/2008

U

. E rint
o Ed Email
. E Reprint .

. |I| Permissions
e Textt A|A|A

Product Information

Vendor:ZyXEL Communications
Product: ZyWALL USG300
http://www.us.zyxel.com
Price:$1,899.99

Product Rating

Features
Ease of Use
Performance
Documentation
Support
Value for Money
Overall Rating
For:Solid UTM functionality with added control over web content, P2P and IM.
Against:Initial zone configuration is slightly difficult.
Verdict:A solid UTM priced right for the smaller organization.

Related Group Test

UTM 2008

Reviews For This Vendor

ZyXEL ZyWALL USG50

ZyXEL Communications USG1000

Good thing in a small package
ZyXEL ZyWALL UTM

e o o o

The ZyWALL USG300 brings together core UTM functionality with a couple of extra features. This product includes standard features, such as firewall, IPS and
gateway virus protection, but also has a web content filter and IM and P2P control and blocking. The gateway anti-virus engine scans critical protocols, such as HTTP,
FTP, SMTP, POP3 and IMAP4.

We found this product to be fairly difficult to configure. Configuration is guided by a setup wizard, but it only goes so far. Once the wizard is complete we still had to do
some tweaking to the firewall, DNS and zone settings to get everything running properly. On the policy configuration side, things were quite easy to setup and most of

the policy was preconfigured and ready to go. Many of the policy tweaks that we did were a simple check in a box and that was it. We also found the web-based GUI

to be well organized and easy to navigate.

This product did quite well throughout our tests. The IPS and firewall worked great together to block all our attacks and we even tested the P2P blocking with good
results. This product can also integrate with Active Directory making policy distribution easy as well.

Documentation for this product includes a quick start guide, user guide and a couple of reference cards for the command line interface and configuration. The quick start
guide briefly defines the appliance ports and interfaces and illustrates the initial configuration with the setup wizard.

ZyXEL offers free domestic technical support and free firmware upgrades for as long as the product line is supported. Phone and email support is available 8/5 and the
website contains a support area with downloads and a knowledge base.

At $1,900, this product is a great value for the money for small- to medium-sized environments that want solid comprehensive protection at a good price.
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