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About This Guide

Use this guide to configure and operate Juniper Networks’ AppSecure suite of application-aware
security services in Junos OS on NFX Series and SRX Series devices to provide visibility, enforcement,
and control over the types of applications traversing in the networks.

RELATED DOCUMENTATION

JDPI-Decoder (Application Signature)


https://www.juniper.net/documentation/product/en_US/JDPI-Decoder
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Understanding Application Security

IN THIS SECTION

Benefits of Application Security | 3

Web-based applications are changing the dynamics of security. Previously, specific applications were
associated with specific protocols and ports, making policy enforcement at the host level relatively
straightforward. Web applications that can be accessed from anywhere create challenge for network
administrators to effectively manage traffic flows and access to data while delivering the security and
network services.

An individual can connect to the network using multiple devices simultaneously, making it impractical to
identify a user, an application, or a device by a group of statically allocated IP addresses and port
numbers.

Applications such as instant messaging, peer-to-peer file sharing, Webmail, social networking, and IP
voice/video collaboration evade security mechanisms by changing communications ports and protocols,
or by tunneling within other commonly used services (for example, HTTP or HTTPS). Organizations need
control over the applications and traffic on their networks to protect their assets against attacks and
manage bandwidth.

Juniper Networks' AppSecure is a suite of application-aware security services for the Juniper Networks’
SRX Series Services Gateways and NFX Series devices to deliver security services to provide visibility
and control over the types of applications traversing in the networks. AppSecure uses a sophisticated
classification engine to accurately identify applications regardless of port or protocol, including nested
applications that reside within trusted network services.

e Application identification (ApplD)—Recognizes traffic at different network layers using characteristics
other than port number. Once the application is determined, AppSecure service modules can be
configured to monitor and control traffic for tracking, prioritization, access control, detection, and
prevention based on the application ID of the traffic.

e Application Tracking (AppTrack)—Tracks and reports applications passing through the device.

e Application Firewall with Unified policies—Implements an application firewall functionality to block
traffic based on specific dynamic applications using unified security policies.

e Application Quality of Service (AppQoS)—Provides quality-of-service prioritization based on
application awareness.



e Advanced policy-based routing (APBR)— Classifies session based on applications and applies the
configured rules to reroute the traffic.

e SSL Proxy—Provides visibility of encrypted traffic to allow deep packet inspection (DPI).

AppSecure works with additional content security through integrated unified threat management (UTM),
intrusion prevention systems (IPS), and Juniper Networks Sky Advanced Threat Prevention (Sky ATP) on
the security devices for deeper protection against malware, spam, phishing, and application exploits.

Benefits of Application Security

¢ Helps you identify application traffic traversing your network regardless of port, protocol, and
encryption, thereby providing greater visibility to control network traffic.

e Enables you to control network traffic by setting and enforcing security policies based on accurate
application information.

e Provides context and clarity to strengthen network protection.

e Provides protection against common evasion techniques.

Application Identification | 5
Application Firewall | 132
Application Tracking | 169
Application QoS | 192

SSL Proxy | 382




CHAPTER

Application ldentification

Application Identification | 5

Predefined Application Signatures for Application Identification | 33

Custom Application Signatures for Application Identification | 72

Predefined and Custom Application Groups for Application Identification | 87
Application Identification Support for Unified Policies | 95

Secure Web Proxy | 116




Application Identification

IN THIS SECTION

Understanding Application Identification Techniques | 5

Understanding the Junos OS Application Identification Database | 9
Disabling and Reenabling Junos OS Application Identification | 10
Understanding the Application System Cache | 11

Enabling or Disabling Application System Cache for Application Services | 11
Verifying Application System Cache Statistics | 13

Onbox Application Identification Statistics | 15

Understanding Jumbo Frames Support for Junos OS Application Identification Services | 17
Application Identification Inspection Limit | 18

Improving the Application Traffic Throughput | 21

Packet Capture of Unknown Application Traffic Overview | 23

Configure Packet Capture For Unknown Application Traffic | 24

Application Identification enables you to see the applications on your network and learn how they work,
their behavioral characteristics, and their relative risk. Using several different identification mechanisms,
App ID detects the applications on your network regardless of the port, protocol, and encryption
(TLS/SSL or SSH) or other evasive tactics used. For more information, see the following topics:

Understanding Application Identification Techniques

IN THIS SECTION

Junos OS Next-Generation Application Identification | 6
Benefits of Application Identification | 6
Application Signature Mapping | 7

Application Identification Match Sequence | 8



Historically, firewalls have used the IP address and port numbers as a way of enforcing policies. That
strategy is based on the assumption that users connect to the network from fixed locations and access
particular resources using specific port numbers.

Today, wireless networking and mobile devices require a different strategy. The way in which devices
connect to the network changes rapidly. An individual can connect to the network using multiple
devices simultaneously. It is no longer practical to identify a user, application, or device by a group of
statically allocated IP addresses and port numbers.

This topic includes the following section:

Junos OS Next-Generation Application Identification

Next-generation application identification builds on the legacy application identification functionality
and provides more effective detection capabilities for evasive applications such as Skype, BitTorrent, and
Tor.

Junos OS application identification recognizes Web-based and other applications and protocols at
different network layers using characteristics other than port number. Applications are identified by
using a protocol bundle containing application signatures and parsing information. The identification is
based on protocol parsing and decoding and session management.

The detection mechanism has its own data feed and constructs to identify applications.

The following features are supported in application identification:

e Support for protocols and applications, including video streaming, peer-to-peer communication,
social networking, and messaging

e Identification of services within applications

e Ability to distinguish actions launched within an application (such as login, browse, chat, and file
transfer)

e Support for all versions of protocols and application decoders and dynamic updates of decoders
e Support for encrypted and compressed traffic and most complex tunneling protocols

e Ability to identify all protocols from Layer 3 to Layer 7 and above Layer 7

Benefits of Application Identification

e Provides granular control over applications, including video streaming, peer-to-peer communication,
social networking, and messaging. It also identifies services, port usage, underlying technology, and
behavioral characteristics within applications. This visibility enables you to block evasive applications
inline at the SRX Series firewall.



o Identifies applications and allows, blocks, or limits applications— regardless of port or protocol,
including applications known for using evasive techniques to avoid identification. This identification
helps organizations control the types of traffic allowed to enter and exit the network.

Application Signature Mapping

Application signature mapping is a precise method of identifying the application that issued traffic on
the network. Signature mapping operates at Layer 7 and inspects the actual content of the payload.

Applications are identified by using a downloadable protocol bundle. Application signatures and parsing
information of the first few packets are compared to the content of the database. If the payload contains
the same information as an entry in the database, the application of the traffic is identified as the
application mapped to that database entry.

Juniper Networks provides a predefined application identification database that contains entries for a
comprehensive set of known applications, such as FTP and DNS, and applications that operate over the
HTTP protocol, such as Facebook, Kazaa, and many instant messaging programs. A signature
subscription allows you to download the database from Juniper Networks and regularly update the
content as new predefined signatures are added.



Application Identification Match Sequence

Figure 1 on page 8 shows the sequence in which mapping techniques are applied and how the
application is determined.

Figure 1: Mapping Sequence
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In application identification, every packet in the flow passes through the application identification
engine for processing until the application is identified. Application bindings are saved in the application
system cache (ASC) to expedite future identification process.

Application signatures identify an application based on protocol grammar analysis in the first few
packets of a session. If the application identification engine has not yet identified the application, it
passes the packets and waits for more data.

The application identification module matches applications for both client-to-server and server-to-client
sessions.




Once the application is determined, AppSecure service modules can be configured to monitor and
control traffic for tracking, prioritization, access control, detection, and prevention based on the
application ID of the traffic.

e Application Tracking (AppTrack)— Tracks and reports applications passing through the device.

¢ Intrusion Detection and Prevention (IDP)— Applies appropriate attack objects to applications running
on nonstandard ports. Application identification improves IDP performance by narrowing the scope
of attack signatures for applications without decoders.

e Application Firewall (AppFW)— Implements an application firewall using application-based rules.

e Application Quality of Service (AppQoS)— Provides guality-of-service prioritization based on
application awareness.

e Advanced policy-based routing (APBR)— Classifies session based on applications and applies the
configured rules to reroute the traffic.

e Application Quality of Experience (AppQoE)— Monitors the performance of applications, and based
on the score, selects the best possible link for that application traffic.

SEE ALSO

Understanding AppTrack
Application Firewall Overview

Understanding Application QoS (AppQoS)

Understanding the Junos OS Application Identification Database

A predefined signature database is available on the Juniper Networks Security Engineering website. This
database includes a library of application signatures.

The predefined signature package provides identification criteria for known application signatures and is
updated periodically.

Whenever new applications are added, the protocol bundle is updated and generated for all relevant
platforms. It is packaged together with other application signature files. This package will be available for
download through the security download website.

A subscription service allows you to regularly download the latest signatures for up-to-date coverage
without having to create entries for your own use.



Application identification is enabled by default and is automatically turned on when you configure
Intrusion Detection and Prevention (IDP), AppFW, AppQoS, or Applrack.

NOTE: Updates to the Junos OS predefined application signature package are authorized by a
separately licensed subscription service. You must install the application identification
application signature update license key on your device to download and install the signature
database updates provided by Juniper Networks. When your license key expires, you can
continue to use the locally stored application signature package contents but you cannot update
the package.

SEE ALSO

Understanding the Junos OS Application Package Installation
Understanding IDP Application Identification

Disabling and Reenabling Junos OS Application Identification

Application identification is enabled by default. You can disable application identification with the CLI.
To disable application identification:
user@host# set services application-identification no-application-identification

If you want to reenable application identification, delete the configuration statement that specifies
disabling of application identification:

user@host# delete services application-identification no-application-identification

If you are finished configuring the device, commit the configuration.

To verify the configuration, enter the show services application-identification command.

SEE ALSO

Understanding Application ldentification Techniques
Understanding the Junos OS Application Identification Database


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-idp-application-identification.html

Understanding the Application System Cache

Application system cache (ASC) saves the mapping between an application type and the corresponding
destination IP address, destination port, protocol type, and service. Once an application is identified, its
information is saved in the ASC so that only a matching entry is required to identify an application
running on a particular system, thereby expediting the identification process.

By default, the ASC saves the mapping information for 3600 seconds. However, you can configure the
cache timeout value by using the CLI.

You can use the [edit services application-identification application-system-cache-timeout] command
to change the timeout value for the application system cache entries. The timeout value can be
configured from O through 1,000,000 seconds. The ASC session might expire after 1000,000 seconds.

ASC entries expire after the configured ASC timeout. ASC entries are not refreshed even when there are
cache hits (matching entry in ASC found) during the timeout period.

NOTE: When you configure a new custom application signature or modify an existing custom
signature, all the existing application system cache entries for predefined and custom
applications will be cleared.

NOTE: When you delete or disable a custom application signature, and the configuration commit
fails, the application system cache (ASC) entry is not cleared completely; instead, a base
application in the path of custom application will be reported in ASC.

SEE ALSO

‘ Enabling or Disabling Application Groups in Junos OS Application Identification

Enabling or Disabling Application System Cache for Application Services

Starting in Junos OS Release 18.2R1, the default behavior of the ASC is changed as follows:

e Before Junos OS Release 18.2R1—ASC is enabled by default for all services including security
services.



e From Junos OS Release 18.2R1 onwards—ASC is enabled by default; note the difference in security
services lookup:

e ASC lookup for security services is not enabled by default. That is—security services including
security policies, application firewall (AppFW), application tracking (AppTrack), application quality
of service (AppQoS), Juniper Sky ATP, IDP, and UTM do not use the ASC by default.

e ASC lookup for miscellaneous services is enabled by default. That is—miscellaneous services
including advanced policy-based routing (APBR) use the ASC for application identification by
default.

NOTE: The change in the default behavior of the ASC affects the legacy AppFW functionality.
With the ASC disabled by default for the security services starting in Junos OS Release 18.2
onward, AppFW will not use the entries present in the ASC.

You can revert to the ASC behavior as in Junos OS releases before Release 18.2 by using the set
services application-identification application-system-cache security-services command.

A CAUTION: The security device might become susceptible to application evasion
techniques if the ASC is enabled for security services. We recommend that you enable
the ASC only when the performance of the device in its default configuration (disabled
for security services) is not sufficient for your specific use case.

Use the following commands to enable or disable the ASC:

e Enable the ASC for security services:

user@host# set services application-identification application-system-cache security-services

e Disable the ASC for miscellaneous services:

user@host# set services application-identification application-system-cache no-miscellaneous-services

e Disable the enabled ASC for security services:

user@host# delete services application-identification application-system-cache security-services



e Enable the disabled ASC for miscellaneous services:

user@host# delete services application-identification application-system-cache no-miscellaneous-

services

You can use the show services application-identification application-system-cache command to verify
the status of the ASC.

The following sample output provides the status of the ASC:

user@host>show services application-identification application-system-cache
Application System Cache Configurations:
application-cache: on
Cache lookup for security-services: off
Cache lookup for miscellaneous-services: on

cache-entry-timeout: 3600 seconds

In releases before Junos OS Release 18.2R1, application caching was enabled by default. You can
manually disable it by using the set services application-identification no-application-system-cache
command.

user@host# set services application-identification no-application-system-cache

SEE ALSO

Understanding Application Identification Techniques
Verifying Application System Cache Statistics
Understanding the Junos OS Application Identification Database

Verifying Application System Cache Statistics

IN THIS SECTION

Purpose | 14



Action | 14
Meaning | 14

Purpose

Verify the application system cache (ASC) statistics.

NOTE: The application system cache will display the cache for application identification
applications.

Action

From CLI operation mode, enter the show services application-identification application-system-cache
command.

Sample Output

command-name

user@host> show services application-identification application-system-cache
application-cache: on

nested-application-cache: on

cache-unknown-result: on

cache-entry-timeout: 3600 seconds

Meaning

The output shows a summary of the ASC statistics information. Verify the following information:
e |P address—Displays the destination address.
e Port—Displays the destination port on the server.

e Protocol—Displays the protocol type on the destination port.



e Application—Displays the name of the application identified on the destination port.

NOTE: On for SRX300, SRX320, SRX340, SRX345, SRX550M, and SRX1500 devices, when
there are a large number of ASC entries (10,000 or more), and the entries are to be listed in the
output for the command show services application-identification application-system-cache, a
CLI session timeout occurs.

SEE ALSO

Understanding Application Identification Techniques
Deactivating Application System Cache Information for Application Identification (CL/ Procedure)

Onbox Application Identification Statistics

IN THIS SECTION

Configuring IMAP Cache Size | 16

Application Identification services provide statistical information per session. These statistics provide
customers with an application usage profile. The Onbox Application Identification Statistics feature adds
application-level statistics to the AppSecure suite. Application statistics allow an administrator to access
cumulative statistics as well as statistics accumulated over user-defined intervals.

With this feature, the administrator can clear the statistics and configure the interval values while
maintaining bytes and session count statistics. Because the statistics count occurs at session close event
time, the byte and session counts are not updated until the session closes. Juniper Networks security
devices support a history of eight intervals that an administrator can use to display application session
and byte counts. Starting in Junos OS 18.3R1, the security devices support a history of one interval to
display application session and byte counts.

If application grouping is supported in your configuration of Junos OS, then the Onbox Application
Identification Statistic feature supports onbox per-group matching statistics. The statistics are
maintained for predefined groups only.



Reinstalling an application signature package will not clear the application statistics. If the application is
disabled, there will not be any traffic for that application, but the application is still maintained in the
statistics. It does not matter if you are reinstalling a predefined application, because applications are
tracked according to application type. For predefined group statistics, reinstalling a security package will
not clear the statistics. However, any changes to group memberships are updated. For example,
junos:web might have 50 applications in the current release and 60 applications following an upgrade.
Applications that are deleted and application groups that are renamed are handled in the same way as
applications that are added.

The Application Identification module maintains a 64-bit session counters for each application on each
Services Processing Unit (SPU). The counter increments when a session is identified as a particular
application. Another set of 64-bit counters aggregates the total bytes per application on the SPU.
Counters for unspecified applications are also maintained. Statistics from multiple SPUs for both
sessions and bytes are aggregated on the Routing Engine and presented to the users.

Individual SPUs have interval timers to roll over statistics per /nterval/time. To configure the interval for
statistics collection, use the set services application-identification statistics interval time command.
Whenever the Routing Engine queries for the required interval, the corresponding statistics are fetched
from each SPU, aggregated in the Routing Engine and presented to the user.

Use the clear services application-identification statistics to clear all application statistics such as
cumulative, interval, applications, and application groups.

Use the clear services application-identification counter command to reset the counters manually.
Counters reset automatically when a device is upgraded or rebooted, when flowd restarts, or when
there is a change in the interval timer.

Use the set services application-identification application-system-cache-timeout value to specify the
timeout value in seconds for the application system cache entries.

Starting from Junos OS Release 15.1X49-D120, on all SRX Series devices, the default time interval for
application identification statistics collection time is changed from 1 minute to 1440 minutes.

Configuring IMAP Cache Size

Internet Message Access Protocol (IMAP) is an Internet standard protocol used by e-mail clients for e-
mail storage and retrieval services. IMAP cache is used for protocol parsing and context generation. It
stores parsing related information of an email.

Starting from Junos OS Release 15.1X49-D120, you can configure to limit the maximum number of
entries in the IMAP cache and specify the timeout value for the entries in the cache.

You can use the following commands to modify the settings for IMAP cache:

set services application-identification imap-cache imap-cache-size size



set services application-identification imap-cache imap-cache-timeout &ime in seconds

Example:

[edit]

user@host# set services application-identification imap-cache imap-cache-size 50000

In this example, the IMAP cache size is configured to store 50,000 entries.

[edit]

user@host# set services application-identification imap-cache-timeout 600

In this example, time out period is configured to 600 seconds during which a cache entry remains in
IMAP cache.

SEE ALSO

‘ Understanding Application Identification Techniques

Understanding Jumbo Frames Support for Junos OS Application
Identification Services

Application identification support the larger jumbo frame size of 9192 bytes. Although jumbo frames are
enabled by default, you can adjust the maximum transmission unit (MTU) size by using the [set
interfaces] command. CPU overhead can be reduced while processing jumbo frames.

SEE ALSO

Understanding Jumbo Frames Support for Ethernet Interfaces


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-interface-physical.html

Application Identification Inspection Limit

IN THIS SECTION

Enable Performance Mode Option | 20
Application Identification Support for Applications Hosted on Content Delivery Network (CDN) | 20

Maximum Memory Limit for DPI | 21

Starting in Junos OS Releases 15.1X49-D200 and 19.4R1, you have the flexibility to configure the
application identification inspection limits:.

¢ Inspection Limit for TCP and UDP Sessions

You can set the byte limit and the packet limit for application identification (AppID) in a UDP orin a
TCP session. AppID concludes the classification based on the configured inspection limit. On
exceeding the limit, AppID terminates the application classification.

If AppID does not conclude the final classification within the configured limits, and a pre-matched
application is available, AppID concludes the application as the pre-matched application. Otherwise,
the application is concluded as junos:UNKNOWN provided the global AppID cache is enabled. The
global ApplD cache is enabled by default.

To configure the byte limit and the packet limit, use the following configuration statements from the

[edit] hierarchy:

° user@host# set services application-identification inspection-limit tcp byte-limit byte-limit-number

packet-limit packet-limit-number

. user@host# set services application-identification inspection-limit udp byte-limit byte-limit-number

packet-limit packet-limit-number

Table 1 on page 19 provides the range and default value for configuring the byte limit and the
packet limit for TCP and UDP sessions.



Table 1: Maximum Byte Limit and Packet Byte Limit for TCP and UDP Sessions

Session = Limit Range

TCP Byte limit 0 through 4294967295

Packet limit = O through 4294967295

UbP Byte limit 0 through 4294967295

Packet limit = O through 4294967295

Default Value

6000

For Junos OS Release 15.1X49-D200, the
default value is 10000.

Zero

Zero

10

For Junos OS Release 15.1X49-D200, the
default value is 20.

The byte limit excludes the IP header and the TCP/UDP header lengths.

If you set the both the byte-limit and the packet-limit options, AppID inspects the session until both

the limits are reached.

You can disable the TCP or UDP inspection limit by configuring the corresponding byte-limit and the

packet-limit values to zero.

Global Offload Byte Limit (Other Sessions)

You can set the byte limit for the ApplD to conclude the classification and identify the application in

a session. On exceeding the limit, AppID terminates the application classification and takes one of

the following decisions:

e If a pre-matched application is available, AppID concludes the application classification as the pre-

matched application in following cases:

e When ApplD does not conclude the final classification within the configured byte limit

o When the session is not offloaded due to tunnelling behavior of some applications

e If a pre-matched application is not available, ApplID concludes the application as
junos:UNKNOWN, provided the global ApplD cache is enabled. The global AppID cache is
enabled by default. See "Enabling or Disabling Application System Cache for Application Services"

on page 11.



To configure the byte limit, use the following configuration statement from the [edit] hierarchy:

set services application-identification global-offload-byte-limit byte-limit-number

The default value for the global-offload-byte-limit option is 10000.

You can disable the global offload byte limit by configuring the global-offload-byte-limit value to
zero.

The byte limit excludes the IP header and the TCP/UDP header lengths.

Enable Performance Mode Option

Starting in Junos OS Releases 15.1X49-D200 and 19.4R1, the maximum packet threshold for DPI
performance mode option set services application-identification enable-performance-mode max-
packet-threshold value is deprecated—rather than immediately removed—to provide backward
compatibility and an opportunity to bring your configuration into compliance with the new
configuration. This option was used for setting the maximum packet threshold for the DPI performance
mode.

If your configuration includes enabled performance mode option with max-packet-threshold in Junos
0OS 15.1X49-D200 and 19.4R1 releases, AppID concludes the application classification on reaching the
lowest value configured in the TCP or UDP inspection limit or global offload byte limit, or in the
maximum packet threshold for DPI performance mode option.

Application Identification Support for Applications Hosted on Content Delivery
Network (CDN)

Starting in Junos OS Release 20.1R1 and 19.1R3, you can enable application identification (AppID) to
classify a web application that is hosted on a content delivery network (CDN) such as AWS, Akamai,
Azure, Fastly, and Cloudflare and so on accurately. Use the following configuration statement to enable
CDN application classification:

[edit]
user@host# user@hots# set service application-identification enable-cdn-application-detection

When you apply the configuration, AppID identifies and classifies actual applications that are hosted on
the CDN.



Maximum Memory Limit for DPI

Starting in Junos OS Release 20.1R1 and 19.1R3, you can configure the maximum memory limit for deep
packet inspection (DPI) by using the following configuration statement:

user@host# set services application-identification max-memory memory-value

You can set 1 through 200000 MB as memory value.

Once the JDPI memory consumption reaches to 90% of the configured value, then DPI stops processing
new sessions.

Improving the Application Traffic Throughput

The application traffic throughput can be improved by setting the deep packet inspection (DPI) in
performance mode with default packet inspection limit as two packets, including both client-to-server
and server-to-client directions. By default, performance mode is disabled on security devices.

To improve the application traffic throughput:

1. Enable the DPI performance mode.

[edit]

user@host# set services application-identification enable-performance-mode

2. (Optional) You can set the maximum packet threshold for DPI performance mode, including both
client-to-server and server-to-client directions.

You can set the packet inspection limit from 1 through 100.

[edit]
user@host# set services application-identification enable-performance-mode max-packet-threshold

value

Starting in Junos OS Releases 15.1X49-D200 and 19.4R1, the maximum packet threshold for DPI
performance mode option set services application-identification enable-performance-mode max-
packet-threshold valueis deprecated—rather than immediately removed—to provide backward
compatibility and an opportunity to bring your configuration into compliance with the new
configuration. This option was used for setting the maximum packet threshold for the DPI
performance mode.



3. Commit the configuration.

[edit]

user@host# commit

Use the show services application-identification status command to display detailed information about
application identification status.

show services application-identification status (DPI Performance Mode Enabled)

user@host> show services application-identification status

pic: 2/1

Application Identification

Status Enabled

Sessions under app detection 0

Engine Version 4.18.2-24.006 (build date Jul 30 2014)
Max TCP session packet memory 30000

Force packet plugin Disabled

Force stream plugin Disabled

DPI Performance mode: Enabled

Statistics collection interval

Application System Cache

1 (in minutes)

Status Enabled
Negative cache status Disabled
Max Number of entries in cache 262144

Cache timeout

Protocol Bundle
Download Server

index.cgi

3600 (in seconds)

https://signatures.juniper.net/cgi-bin/

AutoUpdate Disabled

Slot 1:

Application package version 2399

Status Active

Version 1.40.0-26.006 (build date May 1 2014)
Sessions 0

Slot 2

Application package version 0

Status

Free



Version

Sessions 0

The DPI Performance mode field displays whether the DPI performance mode is enabled or not. This
field is displayed in the CLI command output only if the performance mode is enabled.

If you want to set DPI to default accuracy mode and disable the performance mode, delete the
configuration statement that specifies enabling of the performance mode:

To disable the performance mode:

1. Delete the performance mode.

[edit]

user@host# delete services application-identification enable-performance-mode

2. Commit the configuration.
[edit]

user@host# commit

SEE ALSO

‘ enable-performance-mode

Packet Capture of Unknown Application Traffic Overview

IN THIS SECTION

Benefits of Packet Capture of Unknown Application Traffic | 24

You can use the packet capture of unknown applications feature to gather more details about an
unknown application on your security device. Unknown application traffic is the traffic that does not
match an application signature.



Once you've configured packet capture options on your security device, the unknown application traffic
is gathered and stored on the device in a packet capture file (.pcap). You can use the packet capture of
an unknown application to define a new custom application signature. You can use this custom
application signature in a security policy to manage the application traffic more efficiently.

You can send the .pcap file to Juniper Networks for analysis in cases where the traffic is incorrectly

classified, or to request creation of an application signature.

Benefits of Packet Capture of Unknown Application Traffic

You can use the packet capture of unknown application traffic to:
e Gather more insight about an unknown application

¢ Analyze unknown application traffic for potential threats

e Assist in creation of security policy rules

e Enable custom application signature creation

NOTE: Implementing security policies that block all unknown application traffic could cause
issues with network-based applications. Before applying these types of policies, be sure to
validate that this approach does not cause issues in your environment. You must carefully
analyze the unknown application traffic, and define the security policy accordingly.

Configure Packet Capture For Unknown Application Traffic

IN THIS SECTION

Before You Begin | 25
Overview | 25
Configuration | 25

Verification | 31



Before You Begin
To enable automatic packet capture of unknown application traffic, you must:

¢ Install a valid application identification feature license on your SRX Series device. See Managing
Junos OS Licenses.

e Download and install the Junos OS application signature package. See Download and Install Junos
OS Application Signature Package.

e Ensure you have Junos OS Release 20.2R1 or later version on your security device.

Overview

In this example, you'll learn how to configure automated packet capture of unknown applications on
your security device by completing the following steps:

e Set packet capture options at global level or at a security policy level.
e Configure packet capture mode
e (Optional) Configure packet capture file options

e Access the generated packet capture file (.pcap file)

Configuration

IN THIS SECTION

Packet Capture for Unknown Applications Globally | 26

Packet Capture for Unknown Applications At a Security Policy Level | 26
Selecting Packet Capture Mode | 26

Define Packet Capture Options (Optional) | 27

Accessing Packet Capture Files (.pcaps) | 29

To learn about packet capture configuration options, see packet-capture before you begin.


https://www.juniper.net/documentation/en_US/release-independent/licensing/topics/topic-map/managing-junos-os-licenses-for-srx-series.html
https://www.juniper.net/documentation/en_US/release-independent/licensing/topics/topic-map/managing-junos-os-licenses-for-srx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-application-identification-predefined-signatures.html#downloading-and-installing-the-junos-os-application-signature-package-manually
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-application-identification-predefined-signatures.html#downloading-and-installing-the-junos-os-application-signature-package-manually
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/edit-services-application-identification-packet-capture.html

Packet Capture for Unknown Applications Globally

Step-by-Step Procedure

e To enable packet capture at a global level, use the following command:

user@host# set services application-identification packet-capture global

When you enable packet capture at the global level, your security device generates a packet capture for
all sessions that contain unknown application traffic.

Packet Capture for Unknown Applications At a Security Policy Level

Step-by-Step Procedure

e Configure packet capture at a security policy level, use the following procedure. In this example,
you'll enable packet capture of unknown application traffic at the security policy P1.

[edit]

user@host# set security policies from-zone untrust to-zone trust policy P1 match source-address any
user@host# set security policies from-zone untrust to-zone trust policy P1 match destination-address
any

user@host# set security policies from-zone untrust to-zone trust policy P1 match application any
user@host# set security policies from-zone untrust to-zone trust policy P1 match dynamic-application
junos:UNKNOWN

user@host# set security policies from-zone untrust to-zone trust policy P1 then permit application-

services packet-capture

To enable packet capture of unknown application traffic at the security policy level, you must include
junos:UNKNOWN as the dynamic-application match conditions.
When you configure the security policy (P1), the system captures the packet details for the

application traffic that matches the security policy match criteria.

Selecting Packet Capture Mode

You can capture the packets for the unknown application traffic in either of the following modes:

e ASC mode—Captures packets for unknown applications when the application is classified as
junos:UNKNOWN and has a matching entry in the application system cache (ASC). This mode is
enabled by default.



o Aggressive mode—Captures all traffic before ApplD has finished classification. In this mode, the
system captures all application traffic regardless of an available ASC entry. Packet capture begins
from the first packet of the first session. Note that aggressive mode is significantly more resource-
intensive and should be used with caution.

To enable aggressive mode, use the following command:

[edit]

user@host# set services application-identification packet-capture aggressive-mode

We do not recommend using aggressive mode unless you need to capture the first occurrence of a
flow. As noted above, the default behavior of the device relies on the ASC.

Define Packet Capture Options (Optional)

Step-by-Step Procedure

Optionally, you can set the following packet capture parameters. Otherwise, the default options
described in packet-capture are used for this feature. In this example, you define packet capture options
such as maximum packet limit, maximum byte limit, and number of packet capture (.pcap) files.

1. Set the maximum number of UDP packets per session.

[edit]

user@host# set services application-identification packet-capture max-packets 10

2. Set the maximum number of TCP bytes per session.

[edit]

user@host# set services application-identification packet-capture max-bytes 2048

3. Set the maximum number of packet capture (.pcap) files to be created before the oldest one is
overwritten and rotated out.

[edit]

user@host# set services application-identification packet-capture max-files 30


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/edit-services-application-identification-packet-capture.html

Results

From configuration mode, confirm your configuration by entering the show services application-
identification packet-capture command and show security policies hierarchy level. If the output does
not display the intended configuration, follow the configuration instructions in this example to correct it.

The following configuration shows an example of unknown application packet capture at the global level
with optional configurations:

[edit services application-identification]
user@host# show packet-capture
{

global;

max-packets 10;

max-bytes 2048;

max-files 30;

The following configuration shows an example of unknown application packet capture at a security
policy level with optional configurations:

[edit services application-identification]
user@host# show packet-capture
{

max-packets 10;

max-bytes 2048;

max—-files 30;

[edit security policies]
user@host# show
from-zone untrust to-zone trust {
policy P1 {
match {
source-address any;
destination-address any;
application any;
dynamic-application [ junos:UNKNOWN ];
}
then {



permit {
application-services {

packet-capture;

If you are done configuring the device, enter commit from configuration mode.

Accessing Packet Capture Files (.pcaps)

After you complete the configuration and commit it, you can view the packet capture (.pcap) file. The
system generates a unique packet capture file for each destination IP address, destination port, and
protocol.

Step-by-Step Procedure

To view the packet capture file:

1. Navigate to the directory where .pcap files are stored on the device.

user@host> start shell

)

% cd /var/log/pcap

2. Locate the .pcap file.

The .pcap file is saved in destination-IP-address. destination-port.protocol. pcap format. Example:
142.250.31.156_443_17.pcap.

user@host:/var/log/pcap # ls -lah

total 1544

drwxr-xr-x 2 root wheel 3.0K Jul 27 15:04
drwxrwxr-x 9 root wheel 3.0K Jul 24 16:23

—rw-r—--—---- 1 root wheel 5.0K Jul 24 20:16 142.250.31.156 443 17.pcap
SE—E=—=—= 1 root wheel 16K Jul 27 15:03 142.250.64.97 443 17.pcap
—rw-r—--—---- 1 root wheel 9.0K Jul 27 14:26 162.223.228.170 443 17.pcap
SE—E=—=—= 1 root wheel 2.1K Jul 26 17:06 17.133.234.32 16385 17.pcap
—rw-r—--—---- 1 root wheel 11K Jul 24 16:20 172.217.0.226 443 17.pcap

SE—E=———= 1 root wheel 16K Jul 27 14:21 172.217.9.234 443 17.pcap



—rw-r—----- 1 root wheel 31K Jul 27 14:25 172.217.9.238 443 17.pcap
SIEfoRe oo 1 root wheel 17K Jul 24 19:21 52.114.132.87 3478 17.pcap

You can download the .pcap file by using SFTP or SCP and view it with Wireshark or your favorite
network analyzer.

Figure 2 on page 30 shows a sample .pcap file generated for the unknown application traffic.

Figure 2: Sample Packet Capture File
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[W]Apply a display filter .. <38/> -] eresson.. |+
No. Time Source Destination Protocol Total Length | Push Timestamp value | Server Name Content Type. Info
1 0.000000 192021 198.51.1001 TP 54 Set 68390995 5000 - 3458 [PSH, ACK] Seg=1 Ack=1 Win=229 Len=2
2 0.000011 192021 198.51.100.1 TP 54 set 68391565 5000 ~ 3458 [PSH, ACK] Seq=3 Ack=1 Win=229 Len=2
3 0.000013 199021 198.51.100.1 TP 54 Set 68392337 5000 - 3458 [PSH, ACK] Seq=5 Ack=1 Win=229 Len=2
4 0.000015 192021 198.51.100.1 TP 54 set 68393007 5000 ~ 3458 [PSH, ACK] Seq=7 Ack=1 Win=229 Len=2
5 0.000017 102021 198.51.100.1 TP 54 Set 68393755 5000 - 3458 [PSH, ACK] Seq=9 Ack=1 Win=229 Len=2

» Frame 1: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)

» Juniper Ethernet

b Ethernet IT, Src: MS-NLB-PhysServer-02_02:02:02:02 (02:02:02:02:02:02), Dst: Private_@1:01:01 (01:01:01:01:01:01)
» Internet Protocol Version 4, Src: 192021  Dst: 198.51.1001

» Transmission Control Protocol, Src Port: 5000, Dst Port: 3458, Seq: 1, Ack: 1, Len: 2

» Data (2 bytes)

4d 47 43 08 01 01 01 01 @1 O1 02 02 02 02 02 02 MGC

O 7 19851100.1_3458_6 pcap Packets: § - Displayed: 5 (100.0%) Profile: Default

NOTE: In situations where packet loss is occurring, the device may not be able to capture all
relevant details of the flow. In this case, the .pcap file will only reflect what the device was
able to ingest and process.

The security device saves the packet capture details for all traffic that matches the three match criteria
(destination IP address, destination port, and protocol) in the same file regardless of global or policy-
level configuration. The system maintains the cache with the destination IP address, destination port,
and the protocol and does not accept the repeated capturing of the same traffic which exceeds the
defined limit. You can set the packet capture file options as in packet-capture.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/edit-services-application-identification-packet-capture.html

Verification

IN THIS SECTION

Viewing Packet Capture Details | 31

Packet Capture of Unknown Applications Details per Session | 32

Viewing Packet Capture Details

Purpose

View the packet capture details to confirm that your configuration is working.

Action

Use the show services application-identification packet-capture counters command.

user@host> show services application-identification packet-capture

counters
pic: 0/0

Counter type Value
Total sessions captured 47
Total packets captured 282
Active sessions being captured 1

Sessions ignored because of memory allocation failures
Packets ignored because of memory allocation failures
Ipc messages ignored because of storage limit

Sessions ignored because of buffer-packets limit
Packets ignored because of buffer-packets limit
Inconclusive sessions captured

Inconclusive sessions ignored

O O B> O O O O O

Cache entries timed out



Meaning

From this sample output, you can get details such as the number of sessions being captured, and the
number of sessions already captured. For more details about the packet capture counters, see show
services application-identification packet-capture counters.

Packet Capture of Unknown Applications Details per Session

Starting in Junos OS Release 21.1, your security device stores the packet capture of unknown
applications details per session. As a result of this change, the packet capture (.pcap) file now includes
the session ID in the file name. That is—destination-IP-address_destination-port_protocol_session-id.
pcap in /var/log/pcap location.

By storing the packet capture per session, the .pcap file size is reduced as it saves details per session
only.

In addition, we've enhanced packet capture of unknown application functionality to capture unknown
SNI details

SEE ALSO

request services application-identification clear packet-capture all

clear services application-identification packet-capture counters

Release History Table
Release Description
19.4R1 Starting in Junos OS Releases 15.1X49-D200 and 19.4R1, you have the flexibility to configure the

application identification inspection limits:

19.4R1 Starting in Junos OS Releases 15.1X49-D200 and 19.4R1, the maximum packet threshold for DPI
performance mode option set services application-identification enable-performance-mode max-
packet-threshold value is deprecated

18.2R1 Starting in Junos OS Release 18.2R1, the default behavior of the ASC is changed

18.2R1 In releases before Junos OS Release 18.2R1, application caching was enabled by default. You can
manually disable it by using the set services application-identification no-application-system-
cache command.

15.1X49-D120 @ Starting from Junos OS Release 15.1X49-D120, you can configure to limit the maximum number
of entries in the IMAP cache and specify the timeout value for the entries in the cache.


https://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/show-services-application-identification-packet-capture-counters.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/show-services-application-identification-packet-capture-counters.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/request-services-application-identification-clear-packet-capture-all.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/clear-services-application-identification-packet-capture-counters.html
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Application Signature Package Rollback | 66

Grouping Newly Added Application Signatures | 69

Predefined application signature package is a dynamically loadable module that provides application
classification functionality and associated protocol attributes. It is hosted on an external server and can
be downloaded as a package and installed on the device. For more information, see the following topics:



Understanding the Junos OS Application Package Installation

IN THIS SECTION

Upgrading to Next-Generation Application Identification | 35

Juniper Networks regularly updates the predefined application signature package database and makes it
available to subscribers on the Juniper Networks website. This package includes signature definitions of
known application objects that can be used to identify applications for tracking, firewall policies, quality-
of-service prioritization, and Intrusion Detection and Prevention (IDP). The database contains
application objects such as FTP, DNS, Facebook, Kazaa, and many instant messenger programs.

You need to download and install the application signature package before configuring application
services. The application signature package is included in the IDP installation directly and does not need
to be downloaded separately.

If you have IDP enabled and plan to use application identification, you can continue to run the IDP
signature database download. To download the IDP signature database, run the following command:
request security idp security-package download. The application package download can be
performed manually or automatically. See Downloading and Installing the Junos OS Application
Signature Package As Part of the IDP Security Package.

NOTE: If you have an IDP-enabled device and plan to use application identification, we
recommend that you download only the IDP signature database. This will avoid having two
versions of the application database, which could become out of sync.

If you do not have IDP enabled and plan to use application identification, you can run the following
commands: request services application-identification download and request services application-
identification install. These commands will download the application signature database and install it
on the device.

You can perform the download manually or automatically. When you download the extracted
package manually, you can change the download URL.

After downloading and installing the application signature package, use CLI commands to download
and install database updates, and view summary and detailed application information.

See Downloading and Installing the Junos OS Application Signature Package Manually or Example:
Scheduling the Application Signature Package Updates.



NOTE: The Junos OS application signature package update is a separately licensed
subscription service. You must install the application signature package update license key on
your device to download and install the signature database updates provided by Juniper
Networks. If your license key expires, you can continue to use the locally stored application
signature package content but you cannot update the data.

NOTE: Starting from Junos OS Release 15.1X49-D50 and Junos OS Release 17.3, when you
upgrade or downgrade an application signature package, an error message is displayed if
there is any mismatch of application IDs (unique ID number of an application signature)
between proto bundles and these applications are configured in AppFW and AppQoS rules.

Example:

Please resolve following references and try it again
[edit class-of-service application-traffic-control rule-sets RS8

rule 1 match application junos:CCPROXY]

As a workaround, disable the AppFW and AppQoS rules before upgrading or downgrading an
application signature package. You can reenable AppFW and AppQoS rules once the upgrade
or downgrade procedure is complete.

NOTE: On all security devices, J-Web pages for AppSecure Services are preliminary. We
recommend using the CLI for configuration of AppSecure features.

NOTE: This feature requires a license. To understand more about Junos OS application signature
package, see, Installing and Verifying Licenses for an Application Signature Package. Please refer
to the Juniper Licensing Guide for general information about License Management. Please refer

to the product Data Sheets at SRX Series Services Gateways for details, or contact your Juniper

Account Team or Juniper Partner.

Upgrading to Next-Generation Application Identification

Starting from Junos OS Release 12.1X47-D10, next-generation application identification is supported.
You must install Junos OS Release 12.1X47-D10 to migrate from existing, or legacy, application
identification to next-generation application identification.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/understanding-licenses-for-srx-series.html#installing-and-verifying-licenses-for-an-application-signature-package
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/licensing/licensing.html
https://www.juniper.net/us/en/products-services/security/srx-series/

Security devices installed with Junos OS builds with legacy application identification include legacy
application identification security packages. When you upgrade these devices with Junos OS Release
12.1X47-D10, the next-generation application identification security package is installed along with the
default protocol bundle. The device is automatically upgraded to next-generation application
identification.

NOTE:

e The next-generation application identification security package introduces incremental
updates to the legacy application identification package. You are not required to remove or
uninstall any existing applications.

e Applications supported in previous releases (Junos OS Release 12.1X46 or prior) might have
new aliases or alternative names in the new version. So existing configurations using such
application work in Junos OS Release 12.1X47; however, related logs and other information
will use the new name. You can use the show services application-identification application
detail new-application-name command to get the details of the applications.

e When you upgrade Junos OS, you can include the validate or no-validate options with the
request system software add command. Because the existing features, which are not part of
next-generation application identification, are deprecated, incompatibility issues are not seen.

¢ Next-generation application identification eliminates the generation of new nested
applications and treats existing nested applications as normal applications. In addition, next-
generation application identification does not support custom applications or custom
application groups. Existing configurations involving any nested applications, custom
applications, or custom application groups are ignored with warning messages.

SEE ALSO

Understanding the Junos OS Application Identification Database
Understanding the IDP Signature Database
Downloading and Installing the Junos OS Application Signature Package Manually

Downloading and Installing the Junos OS Application Signature Package As Part of the IDP Security
Package

Example: Scheduling the Application Signature Package Updates


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-idp-signature-database.html

Installing and Verifying Licenses for an Application Signature Package

The Junos OS application signature package update is a separately licensed subscription service. You
must install the application signature package update license key on your device to download and install
the signature database updates provided by Juniper Networks. If your license key expires, you can
continue to use the locally stored application signature package content.

Licensing is usually ordered when the device is purchased, and this information is bound to the chassis
serial number. These instructions assume that you already have the license. If you did not order the
license during the purchase of the device, contact your account team or Juniper customer care for
assistance. For more information, refer to the Knowledge Base article KB9731 at https:/kb.juniper.net/
InfoCenter/index?page=home.

Starting from Junos OS 15.1X49-D30 and Junos OS Release 17.3R1, on SRX1500 devices, AppSecure is
part of Junos Software Enhanced (JSE) software license package. There is no separate license key for
AppSecure is available. You must use JSE software license on your device to download and install the
ApplD signature database updates, or to use other AppSecure features such as AppFW, AppQoS, and
AppTrack.

Starting from Junos OS 15.1X49-D30 and Junos OS Release 17.3R1, on SRX300, SRX320, SRX340, and
SRX345 devices, AppSecure is part of Junos Software Enhanced (JSE) software license package. There is
no separate license key for AppSecure is available. You must use JSE software license on your device to
download and install the AppID signature database updates, or to use other AppSecure features such as
AppFW, AppQoS, and AppTrack.

Starting from 15.1X49-Dé65 and Junos OS Release 17.3R1, on SRX4100, and SRX4200 devices,
AppSecure is part of Junos Software Enhanced (JSE) license package. There is no separate license key for
AppSecure is available. You must use JSE software license on your device to download and install the
ApplD signature database updates, or to use other AppSecure features such as AppFW, AppQoS, and
AppTrack.

Junos Software Base (JSB) package does not include application signatures. Please refer to the product
Data Sheets at SRX Series Services Gateways for details, or contact your Juniper Account Team or
Juniper Partner.

You can install the license on the SRX Series device using either the automatic method or manual
method as follows:

e Install your license automatically on the device.


https://kb.juniper.net/InfoCenter/index?page=home
https://kb.juniper.net/InfoCenter/index?page=home
https://www.juniper.net/us/en/products-services/security/srx-series/

To install or update your license automatically, your device must be connected to the Internet .

user@host> request system license update

Trying to update license keys from https://ael.juniper.net, use 'show system

license' to check status.

e Install the licenses manually on the device.

user@host> request system license add terminal

[Type "D at a new line to end input,

enter blank line between each license key]

Paste the license key and press Enter to continue.

e Verify the license is installed on your device.

Use the show system license command command to view license usage, as shown in the following

example:

License usage:

Licenses Licenses Licenses Expiry
Feature name used installed needed
logical-system 4 1 3

permanent

License identifier: JUNOSXXXXXX
License version: 2
Valid for device: AA4XXXX005
Features:
appid-sig - APPID Signature
date-based, 2014-02-17 08:00:00 GMT-8 - 2015-02-11 08:00:00 GMT-8

The output sample is truncated to display only license usage details.



SEE ALSO

‘ Adding New Licenses (CLI Procedure)

Downloading and Installing the Junos OS Application Signature Package
Manually

IN THIS SECTION

Requirements | 39
Overview | 40
Configuration | 40

Verification | 42

This example shows how to download the application signature package, create a policy, and identify it
as the active policy.

Requirements
Before you begin:

e Ensure that your security device has a connection to the Internet to download security package
updates.

NOTE: DNS must be set up because you need to resolve the name of the update server.

e Ensure that you have installed the application identification feature license.

This example uses the following hardware and software components:
e An SRX Series device

e Junos OS Release 12.1X47-D10


https://www.juniper.net/documentation/en_US/release-independent/licensing/topics/topic-map/license-types.html

Overview

Juniper Networks regularly updates the predefined application signature package database and makes it
available on the Juniper Networks website. This package includes application objects that can be used in
Intrusion Detection and Prevention (IDP), application firewall policy, and AppTrack to match traffic.

Configuration

IN THIS SECTION

CLI Quick Configuration | 40

Downloading and Installing Application Identification | 40

CLI Quick Configuration

CLI quick configuration is not available for this example because manual intervention is required during
the configuration.

Downloading and Installing Application Identification

Step-by-Step Procedure

1. Download the application package.

user@host> request services application-identification download

Please use command "request services application-identification download

status" to check status
Download retrieves the application package from the Juniper Networks security website https:/
signatures.juniper.net/cgi-bin/index.cgi.

You can also download a specific version of the application package or download the application
package from the specific location by using the following options:


https://signatures.juniper.net/cgi-bin/index.cgi
https://signatures.juniper.net/cgi-bin/index.cgi

e To download a specific version of the application package:

user@host>request services application-identification download version version-number

e To change the download URL for the application package from configuration mode:

[edit]

user@host# set services application-identification download url URL or File Path

NOTE: If you change the download URL and you want to keep that change, make sure you
commit the configuration.

2. Check the download status.

user@host>request services application-identification download status

Application package 2345 is downloaded successfully

NOTE: You can also use the system log to view the result of the download. Starting in Junos
OS Release 20.4R1, system log messages are updated to display the application signature
package download and installation results.

3. Install the application package.

user@host>request services application-identification install

Please use command "request services application-identification install
status" to check status and use command "request services application-

identification proto-bundle-status" to check protocol bundle status

The application package is installed in the application signature database on the device.

4. Check the installation status of the application package.



The command output displays information about the downloaded and installed versions of the
application package and protocol bundle.

e To view the installation status:

user@host>request services application-identification install status

Install application package 2345 succeed

e To view the protocol bundle status:

user@host>request services application-identification proto-bundle-status

Protocol Bundle Version (1.30.4-22.005 (build date Jan 17 2014)) and

application secpack version (2345) is loaded and activated.

NOTE: It is possible that an application signature was removed from the newer version of
an application signature database. If this signature is used in an existing application firewall
policy on your device, the installation of the new database will fail. An installation status
message identifies the signature that is no longer valid. To update the database
successfully, remove all references to the deleted signature from your existing policies and
groups, and rerun the install command.

Verification

IN THIS SECTION

Verifying the Application Identification Status | 43

Confirm that the configuration is working properly.



Verifying the Application Identification Status

Purpose

Verify that the application identification configuration is working properly.

Action

From operational mode, enter the show services application-identification status command.

pic: 1/0

Application Identification

Status Enabled

Sessions under app detection 0

Engine Version 4,.18.1-20 (build date Jan 25 2014)
Max TCP session packet memory 30000

Max C2S bytes 1024

Max S2C bytes 0

Force packet plugin Disabled

Force stream plugin Disabled

Statistics collection interval 1 (in minutes)

Application System Cache

Status Enabled
Negative cache status Disabled
Max Number of entries in cache 131072
Cache timeout in seconds 3600

Protocol Bundle
Download Server https://services.netscreen.com/cgi-bin/

index.cgi

AutoUpdate Enabled

Slot 1:

Status Active

Version 1.30.4-22.005 (build date Jan 17 2014)
Sessions 0

Slot 2

Status Free



Meaning

The Status: Enabled field shows that application identification is enabled on the device.

SEE ALSO

Understanding the Junos OS Application Package Installation
Example: Scheduling the Application Signature Package Updates
Verifying the Junos OS Application ldentification Extracted Application Package

Uninstalling the Junos OS Application Identification Application Package

Downloading and Installing the Junos OS Application Signature Package
As Part of the IDP Security Package

IN THIS SECTION

Requirements | 44
Overview | 45
Configuration | 45

Verification | 47

You can download and install application signatures through intrusion detection and prevention (IDP)
security packages.

This example shows how to enhance security by downloading and installing the IDP signatures and
application signature package. In this case, both IDP signature pack and application signature pack are
downloaded with a single command.

Requirements
Before you begin:

e Ensure that your SRX Series device has a connection to the Internet to download security package
updates.



NOTE: DNS must be set up because you need to resolve the name of the update server.

e Ensure that you have installed the application identification feature license.
This example uses the following hardware and software components:
e An SRX Series device

e Junos OS Release 12.1X47-D10

Overview

In this example, you download and install the signature database from the Juniper Networks website.

Configuration

IN THIS SECTION

Downloading and Installing the Signature Database | 45

Downloading and Installing the Signature Database

CLI Quick Configuration

CLI quick configuration is not available for this example because manual intervention is required during

the configuration.

Step-by-Step Procedure

To download and install application signatures:



1. Download the signature database.

[edit]

user@host# runrequest security idp security-package download

Will be processed in async mode. Check the status using the status checking
CLI

NOTE: Downloading the database might take some time depending on the database size and
the speed of your Internet connection.

2. Check the security package download status.

[edit]

user@host# runrequest security idp security-package download status

Done; Successfully downloaded from(https://services.netscreen.com/cgi-bin/

index.cgi) .

Version info:2230 (Mon Feb 4 19:40:13 2013 GMT-8, Detector=12.6.160121210)

3. Install the attack database.

[edit]

user@host# runrequest security idp security-package install

Will be processed in async mode. Check the status using the status checking
CLI

NOTE: Installing the attack database might take some time depending on the security
database size.



4. Check the attack database install status. The command output displays information about the
downloaded and installed versions of the attack database.

[edit]

user@host# runrequest security idp security-package install status

Done;Attack DB update : successful - [UpdateNumber=2230,ExportDate=Mon Feb
19:40:13 2013 GMT-8,Detector=12.6.160121210]
Updating control-plane with new detector : successful

Updating data-plane with new attack or detector : successful

5. Confirm your IDP security package version.

[edit]

user@host# run show security idp security-package-version

Attack database version:2230 (Mon Feb 4 19:40:13 2013 GMT-8)
Detector version :12.6.160121210
Policy template version :2230

6. Confirm your application identification package version.

[edit]

user@host# run show services application-identification version

Application package version: 1884

Verification

IN THIS SECTION

Verifying application signature package | 48

4



Confirm that the application signature package is being updated properly.
Verifying application signature package

Purpose

Verify the services application identification version.

Action

From operational mode, enter the show services application-identification version command.

user@host> show services application-identification version

Application package version: 1884

Meaning

The sample output shows that the services application identification version is 1884.

SEE ALSO

request security idp security-package install
request security idp security-package download

Updating the IDP Signature Database Overview

Understanding the IDP Signature Database

Downloading Junos OS Application Signature Package from A Proxy
Server

IN THIS SECTION

Requirements | 50


https://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/request-security-idp-security-package-install.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/request-security-idp-security-package-download.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-idp-signature-database.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-idp-signature-database.html
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This example shows how to create a proxy profile and use it for downloading the application signature
package from a proxy server.

Configuration

Step-by-Step Procedure

Create a proxy profile and apply it for downloading the application package through the proxy server.

1. Create a proxy profile for protocol HTTP.

user@host# set services proxy profile Profile-1 protocol http

2. Specify the IP address of the proxy server.

user@host# set services proxy profile Profile-1 protocol http host 5.0.0.1

3. Specify the port number used by the proxy server.

user@host# set services proxy profile Profile-1 protocol http port 3128

4. Download the application package from the proxy host.

user@host# set services application-identification download proxy-profile Profile-1

Step-by-Step Procedure

You can disable the proxy server for downloading application signature package when not required.



e Disable the proxy server for application signature download.

user@host# delete services application-identification download proxy-profile p1

Requirements
This example uses the following hardware and software components:
e Valid application identification feature license installed on an SRX Series device.

e SRX Series device with Junos OS Release 18.3R1 or later. This configuration example is tested for
Junos OS Release 18.3R1.

Overview

You must download and install the application signature package that is hosted on an external server on
the SRX Series device. Starting from Junos OS Release 18.3R1, you can download the application
signature package using a proxy server.

To enable downloading signature package from the proxy server:

1. Configure a profile with host and port details of the proxy server using the set services proxy profile
command.

2. Use the set services application-identification download proxy-profile profile-name command to
connect to the proxy server and download the application signature package.

When you download the signature package, the request is routed through the proxy host to the actual
server hosting the signature package. The proxy host relays the response back from the actual host. The
download retrieves the application package from the Juniper Networks security website https:/
signatures.juniper.net/cgi-bin/index.cgi.

NOTE: Support for the proxy profile configuration is available for only HTTP connections.

In this example, you create a proxy profile, and refer the profile when you download the application
signature package from the external host. Table 2 on page 51 provides the details of the parameters
used in this example.



Table 2: Proxy Profile Configuration Parameters

Parameter Name

Profile Name Profile-1

IP address of the proxy server 5.0.0.1

Port number of the proxy server 3128
Verification
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Verifying Application Signature Download Through the Proxy Server | 51

Verifying Application Signature Download Status | 52

Verifying Application Signature Download Through the Proxy Server

Purpose

Display the details for the application signature package download through a proxy server.

Action

From operational mode, enter the show services application-identification status command.

Application Identification

Status Enabled
Sessions under app detection 0
Max TCP session packet memory 0
Force packet plugin Disabled
Force stream plugin Disabled
DPI Performance mode: Enabled

Statistics collection interval 1440 (in minutes)



Application System Cache
Status

Cache lookup security-services

Enabled
Enabled

Cache lookup miscellaneous-services Enabled

Max Number of entries in cache

Cache timeout

Protocol Bundle
Download Server
index.cgi

AutoUpdate

Proxy Details

Proxy Profile

Proxy Address

Slot 1:

Application package version
Status

PB Version

Engine version

Sessions

Meaning

131072
3600 (in seconds)

https://signatures.juniper.net/cgi-bin/

Disabled

Profile-1
http://5.0.0.1:3128

3058

Active

1.340.0-57.005 (build date Apr 19 2018)
4.20.0-91 (build date Feb 27 2018)

0

In the command output, you can find the proxy profile details in Proxy Profile and Proxy Address fields.

Verifying Application Signature Download Status

Purpose

Check the application package download status.

Action

From operational mode, enter the request services application-identification download status

command.

user@host> request services application-identification download status



Application package 3058 is downloaded successfully

Meaning

The command displays the application signature package download status.

Example: Scheduling the Application Signature Package Updates
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This example shows how to set up automatic updates of the predefined application signature package.

Requirements
Before you begin:

e Ensure that your security device has a connection to the Internet to download security package
updates.

NOTE: DNS must be set up because you need to resolve the name of the update server.

e Ensure that you have installed the application identification feature license.

Overview

In this example, you want to download the current version of the application signature package
periodically. The download should start at 11:59 PM on December 10. To maintain the most current
information, you want to update the package automatically every 2 days from your company’s intranet
site.



Configuration

IN THIS SECTION
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Procedure

GUI Quick Configuration

To set up the automatic download and periodic update with the J-Web interface:

Step-by-Step Procedure

1. Enter Configure>Security>AppSecure Settings to display the Applications Signature page.
2. Click Global Settings.
3. Click the Download Scheduler tab, and modify the following fields:

e URL: https://signatures.juniper.net/cgi-bin/index.cgi

e Enable Schedule Update: Select the check box.

¢ Interval: 48

4. Click Reset Setting to clear the existing start time, enter the new start time in YYYY-MM-DD.hh:mm
format, and click OK.

e Start Time: 2019-06-30.10:00:00
5. Click Commit Options>Commit to commit your changes.

6. Click Check Status to monitor the progress of an active download or update, or to check the
outcome of the latest update.

Step-by-Step Procedure

To use the CLI to automatically update the Junos OS application signature package:



. Specify the URL for the security package. The security package includes the detector and the latest
attack objects and groups. The following statement specifies https:/signatures.juniper.net/cgi-bin/
index.cgi as the URL for downloading signature database updates:

[edit]
user@host# set services application-identification download url https:/signatures.juniper.net/cgi-bin/

index.cgi

. Specify the time and interval for download. The following statement sets the interval as 48 hours and
the start time as 10 am on December 10:

[edit]
user@host# set services application-identification download automatic interval 48 start-time
2019-06-30.10:00:00

. If you are done configuring the device, commit the configuration.

[edit]

user@host# commit

Verification

To verify that the application signature package is being updated properly, enter the show services

application-identification version command. Review the version number and details for the latest

update.

SEE ALSO

Understanding the Junos OS Application Package Installation
Downloading and Installing the Junos OS Application Signature Package Manually
Verifying the Junos OS Application ldentification Extracted Application Package



Scheduling the Application Signature Package Updates As Part of the IDP
Security Package
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The configuration instructions in this example describe how to setup automatic updates of application
identification signature package (part of IDP security package) at a specified date and time.

Requirements
Before you begin:

e Ensure that your security device has a connection to the Internet to download security package
updates.

NOTE: DNS must be set up because you need to resolve the name of the update server.

e Ensure that you have installed the application identification feature license.

Overview

In this example, you want to download the current version of the application signature package
periodically. The download should start at 11:59 PM on December 10. To maintain the most current
information, you want to update the package automatically every 2 days from your company’s intranet
site.

Configuration

IN THIS SECTION

Procedure | 57



Procedure

GUI Quick Configuration

To set up the automatic download and periodic update with the J-Web interface:

Step-by-Step Procedure

1. Enter Configure>Security>IDP>Signature Updates to display the Security IDP Signature
Configuration page.

2. Click Download Settings and modify the URL: https:/signatures.juniper.net/cgi-bin/index.cgi
3. Click the Auto Download Settings tab, and modify the following fields:
e Interval: 48
e Start Time: 2013-12-10.23:59:55
e Enable Schedule Update: Select the check box.
4. Click Reset Setting to clear the existing fields, enter the new values. Click OK.
5. Click Commit Options>Commit to commit your changes.

6. Click Check Status to monitor the progress of an active download or update, or to check the
outcome of the latest update.

Step-by-Step Procedure

To use the CLI to automatically update the Junos OS application signature package:

1. Specify the URL for the security package. The security package includes the detector and the latest
attack objects and groups. The following statement specifies https:/signatures.juniper.net/cgi-bin/
index.cgi as the URL for downloading signature database updates:

[edit]

user@host# set security idp security-package url https:/signatures.juniper.net/cgi-bin/index.cgi



2. Specify the time and interval for download. The following statement sets the interval as 48 hours and
the start time as 11:55 pm on December 10, 2013:

[edit]
user@host# set security idp security-package automatic interval 48 start-time 2013-12-10.23:55:55

3. Enable an automatic download and update of the security package.

[edit]

user@host# set security idp security-package automatic enable

4. If you are done configuring the device, commit the configuration.

[edit]

user@host# commit

Verification

IN THIS SECTION

Verifying application signature package | 58

Confirm that the application signature package is being updated properly.

Verifying application signature package

Purpose

Verify services application identification version



Action

From operational mode, enter the show services application-identification version command.

user@host> show services application-identification version

Application package version: 1884

Meaning

The sample output shows that, the services application identification version is 1884.

SEE ALSO

Understanding the Junos OS Application Package Installation
Downloading and Installing the Junos OS Application Signature Package Manually
Verifying the Junos OS Application ldentification Extracted Application Package

Example: Downloading and Installing the Application Identification
Package in Chassis Cluster Mode
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This example shows how to download and install the application signature package database to a device
operating in chassis cluster mode.



Downloading and Installing the Application Identification Package

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see CL/ User Guide.

To download and install an application package:
1. Download the application package on the primary node.
{primary:nodeO}[edit]

user@host> request services application-identification download

Please use command "request services application-identification download

status" to check status

2. Check the application package download status.
{primary:nodeO}[edit]
user@host> request services application-identification download status

On a successful download, the following message is displayed

Application package 2345 is downloaded successfully
The application package is installed in the application signature database on the primary node, and
application identification files are synchronized on the primary and secondary nodes.
3. Update the application package using install command.
{primary:nodeO}[edit]

user@host> request services application-identification install

Please use command "request services application-identification install
status" to check status and use command "request services application-

identification proto-bundle-status" to check protocol bundle status

nodel:



Please use command "request services application-identification install
status" to check status and use command "request services application-

identification proto-bundle-status" to check protocol bundle status

4. Check the application package update status. The command output displays information about the
downloaded and installed versions of the application package.

{primary:nodeO}[edit]

user@host> request services application-identification install status

Install application package 2345 succeed

NOTE: It is possible that an application signature is removed from the new version of an
application signature database. If this signature is used in an existing application firewall
policy on your device, the installation of the new database will fail. An installation status
message identifies the signature that is no longer valid. To update the database successfully,
remove all references to the deleted signature from your existing policies and groups, and
rerun the install command.

NOTE: While downloading the application signature package on the primary node,
sometimes, due to unexpected failover, the primary node might not able to download the
application signature package completely. As a workaround, you must delete the /var/db/
appid/sec-download/.apppack_state and restart the device.

Step-by-Step Procedure

To uninstall an application package:

1. Uninstall the application package using uninstall command.



{primary:nodeO}[edit]

user@host> request services application-identification uninstall

Please use command "request services application-identification uninstall
status" to check status and use command "request services application-
identification proto-bundle-status" to check protocol bundle status

nodel:

Please use command "request services application-identification uninstall
status" to check status and use command "request services application-

identification proto-bundle-status" to check protocol bundle status

2. Check the uninstall status of the application package.
{primary:nodeO}[edit]

user@host> request services application-identification uninstall status

Uninstall application package 2345 succeed

3. Check the uninstall status of protocol bundle:

user@host>request services application-identification proto-bundle-status

Protocol Bundle Version (1.30.4-22.005 (build date Jan 17 2014)) and

application secpack version (2345) is unloaded and deactivated

Requirements

Before you begin:



e Set the chassis cluster node ID and cluster ID. See Example: Setting the Node ID and Cluster ID for
Security Devices in a Chassis Cluster .

e Ensure that your security device has a connection to the Internet to download security package
updates.

NOTE: DNS must be set up because you need to resolve the name of the update server.

e Ensure that you have installed application identification feature license.

Overview

If you use application identification, you can download the predefined application signature package
database. Juniper Networks regularly updates the database and makes it available on the Juniper
Networks website. This package includes application objects that can be used to match traffic in IDP,
application firewall policies, and application tracking. For more details, see Understanding the Junos OS
Application Package Installation.

When you download the application identification security package on a device operating in chassis
cluster mode, the security package is downloaded to the primary node and then synchronized to the
secondary node.

SEE ALSO

Understanding the Junos OS Application Package Installation
Verifying the Junos OS Application ldentification Extracted Application Package

Verifying the Junos OS Application Identification Extracted Application
Package
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Purpose

After successful download and installation of the application package, use the following commands to
view the predefined application signature package content.

Action

View the current version of the application package:

show services application-identification version

Application package version: 1608

View the current status of the application package:

show services application-identification status

pic: 1/0

Application Identification
Status
Sessions under app detection
Engine Version

Max TCP session packet memory

Enabled

0

4.18.1-20 (build date Jan 25 2014)
30000

Max C2S bytes 1024

Max S2C bytes 0

Force packet plugin Disabled
Force stream plugin Disabled

Statistics collection interval

Application System Cache

1 (in minutes)

Status Enabled
Negative cache status Disabled
Max Number of entries in cache 131072
Cache timeout in seconds 3600

Protocol Bundle

Download Server

https://services.netscreen.com/cgi-bin/



index.cgi

AutoUpdate Enabled
Slot 1:
Status Active
Version 1.30.4-22.005 (build date Jan 17 2014)
Sessions 0
Slot 2
Status Free
SEE ALSO

Understanding the Junos OS Application Package Installation
Downloading and Installing the Junos OS Application Signature Package Manually

Uninstalling the Junos OS Application Identification Application Package
You can uninstall the predefined application package. The uninstall operation will fail if there are any
active security policies referenced in the predefined application signatures in the Junos OS configuration
To uninstall application package:

1. Uninstall the application package:

user@host> request services application-identification uninstall

Please use command "request services application-identification uninstall
status" to check status and use command "request services application-

identification proto-bundle-status" to check protocol bundle status

2. Check the uninstall operation status of the application package. The command output displays
information about the uninstall status of the application package and protocol bundle.



e Check the uninstall status:

user@host>request services application-identification uninstall status

Uninstall application package 2345 succeed

e Check the uninstall status of protocol bundle:

user@host>request services application-identification proto-bundle-status

Protocol Bundle Version (1.30.4-22.005 (build date Jan 17 2014)) and

application secpack version (2345) is unloaded and deactivated

The application package and protocol bundle are uninstalled on the device. To reinstall application
identification, you need to download application package and reinstall it again.

SEE ALSO

request services application-identification uninstall

request services application-identification uninstall status

Application Signature Package Rollback

IN THIS SECTION
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Starting in Junos OS Release 20.3R1, you can rollback the current version of application signature pack
to the previous version by one of the following methods:



e Automatic Rollback

e Manual Rollback

Automatic Rollback

In case of application signature package installation failure, the system automatically rolls back to the
previous version of the application signature package that is currently installed on your security device.

When you download and install the application signature package on a device operating in chassis
cluster mode, if the installation fails on a node, the system rolls back to the previous version of the
application signature. The device displays a minor alarm on the same node where installation fails and
rollback succeeds.

Example:

user@host> show system alarms

2 alarms currently active

Alarm time Class Description

2020-07-31 14:51:52 IST Minor APPIDD auto-rollback to previous version on
install failure, sigpack version on other node may differ

2020-07-31 13:23:26 IST Minor Rescue configuration is not set

1 alarms currently active
Alarm time Class Description

2020-07-31 13:23:23 IST Minor Rescue configuration is not set

Check application signature package rollback status when installation failed and the rollback completes
successfully.

user@host> request services application-identification rollback status

Application package rollback to version 3297 success



Manual Rollback

You can manually rollback the application signature package to the previous installed version using the
following steps:

1. Rollback the application signature package to the previous version.

user@host> request services application-identification rollback
Please use command "request services application-identification

rollback status" to check rollback status

2. Check the rollback status.

user@host> request services application-identification rollback status

Application package rollback to version 3265 success.

Note the following for manual rollback of application signature package:

e Once you rollback application signature package version manually from version Y to version X, the
scheduled auto-update of application signature package is skipped until a new version Z, which is
higher than the version Y, is available.

¢ You can download and install application signatures through intrusion detection and prevention (IDP)
security packages. In this case, if AppID installation fails during the IDP install, AppID rolls back to
the previous version and IDP installation continues with the requested version. In such cases, IDP
and ApplD might have different versions.

e Application signature package installation does not proceed if there is any corruption, deletion, or
modification of downloaded signature package files. In such cases, the following message is
displayed:

user@host> request services application-identification install

error: Checksum validation failed for downloaded files.



Grouping Newly Added Application Signatures

IN THIS SECTION

Migration of New Applications to Normal Applications: | 70

Application signatures package enhancements | 70

Starting in Junos OS Release 21.1R1, we've enhanced application signature package by grouping all
newly added application signatures under junos:all-new-apps group. When you download the
application signature package on your security device, the entire predefined application group is
downloaded and available for you to configure in security policy as shown in the below example:

user@host# set security policies from-zone untrust to-zone trust policy 1 match
dynamic-application

junos:all-new-apps

We've also introduced a list of application tags in the application signature package. You can group
similar applications based on those predefined tags that are e based on application attributes. By doing
so, you can consistently reuse the application groups when you define security policies.

user@host# set services application-identification application-group application-
group—name tag-group

tag-group-name applications-tags [web remote access]

Example

user@host# set services application-identification application-group GROUP-1 tag-
group TAG-1

application-tags [web remote access]

user@host# set services application-identification application-group GROUP-1 tag-
group TAG-2

application-tags [social networking]



In the above example, you configure tag-based application group with tags remote-access and web and
another tag group with social_networking. All the applications which are having tags as either web or
remote-access and social_networking will be added to the application group.

Grouping of similar applications based on tags help you to consistently reuse the application groups

when defining security policies.

Migration of New Applications to Normal Applications:

The junos:all-new-apps group contains a set of all new applications in the installed application signature
pack on your security device compared to previously installed signature pack. If you decide to install a
newer version of the application signature package, that version will contain a new set of applications in
the junos:all-new-apps group.

You can chose to migrate the new applications to normal applications in your existing application
signature package. This migration will help you to consistently maintain rules in security policy which are
created specific to the new applications whenever you upgrade to newer application signature versions
in future.

You can use the following new commands to move the applications tagged as new applications to
normal applications:

e To migrate only specified new applications as normal application, use the following command:

request services application-identification new-to-production applications-

list [application-1 application-2]

e To migrate all new applications as normal applications, use the following command:

request services application-identification new-to-production all

After you run these commands, application will no longer be tagged as new and will not be part of the
junos:all-new-apps group.

Application signatures package enhancements

Starting in Junos OS Release 21.1R1, we've introduced the following enhancements to the application
signature package:

e Support for FTP data context propagation

e Skipping of deep packet inspection (DPI) for the sessions offloaded by advanced policy-based routing
(APBR) on application system cache (ASC) hit. (When only APBR service is enabled.)



o Forceful installation of the application signature pack over the same version of signature pack. See
"request services application identification install ignore duplicate version check" on page 832

e Display of the application signature pack release date in the CLI command output. See "show
services application-identification version" on page 1000

o Display of the list of deprecated application signatures available in the installed signature pack in the
CLI command output. See "show services application identification application obsolete applications"”
on page 1013

Release History Table
Release Description
20.4R1 Starting in Junos OS Release 20.4R1, system log messages are updated to display the application

signature package download and installation results.

20.3R1 Starting in Junos OS Release 20.3R1, you can rollback the current version of application signature
pack to the previous version

15.1X49-D65 | Starting from 15.1X49-D65 and Junos OS Release 17.3R1, on SRX4100, and SRX4200 devices,
AppSecure is part of Junos Software Enhanced (JSE) license package.

15.1X49-D40 @ Starting from Junos OS 15.1X49-D30 and Junos OS Release 17.3R1, on SRX300, SRX320,
SRX340, and SRX345 devices, AppSecure is part of Junos Software Enhanced (JSE) software
license package.

15.1X49-D30 @ Starting from Junos OS 15.1X49-D30 and Junos OS Release 17.3R1, on SRX1500 devices,
AppSecure is part of Junos Software Enhanced (JSE) software license package.

12.1X47-D10 @ Starting from Junos OS Release 12.1X47-D10, next-generation application identification is
supported.
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Custom Application Signatures for Application
Identification
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User-defined custom application signatures can also be used to identify the application regardless of the
protocol and port being used. You can create custom signatures using hostnames, IP address ranges, and
ports, which allows you to track traffic to specific destinations. For more information, see the following
topics:

Understanding Junos OS Application Identification Custom Application
Signatures
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Additional Configuration Options for Custom Application Signatures | 76

This topic includes the following sections:

Custom Application Signatures Overview



Junos OS application identification feature provides you the flexibility to create custom signatures to
identify any application, whether it is web-based or a client-server application. You can create custom
application signatures for applications based on ICMP, IP protocol, IP address, and Layer 7.

In general, custom application signatures are unique to your environment and are mostly used to inspect
internal or custom applications. Once you create custom application signatures, ApplD classifies and
inspects in the same manner as standard applications. Since custom application signatures are not part
of the predefined application package, they are saved in the configuration hierarchy, not in the
predefined application signature database.

You must download install the application signature package on your device to configure custom
signatures. When the custom signatures are configured, you cannot uninstall the application signature
package. All custom application signatures are carried forward as-is when you upgrade your system to a
new software version.

Enhancements to Custom Application Signatures

Starting in Junos OS Release 20.1R1, we've enhanced the custom applications signature functionality by
providing a new set of applications and contexts.

Custom application signature contexts are now part of application signature package. If you want to use
the newly introduced application and contexts for custom application signatures, you must download
and install the latest application signature package version 3248 or later. You can upgrade the
application signature package separately without upgrading Junos OS.

Supported Types of Custom Application Signatures

Security devices support the following types of custom signatures:

ICMP-based mapping

Address-based mapping

IP protocol-based mapping

Layer 7-based and TCP/UDP stream-based mapping

In all supported custom application signatures, ICMP-based, IP protocol-based, and address-based
custom applications have more priority than Layer 7-based and TCP/UDP stream based custom
applications. Custom application signatures priority order is—ICMP-based, IP protocol-based, address-
based, and Layer7-based or TCP/UDP stream-based custom applications.



ICMP-Based Mapping

The ICMP mapping technique maps standard ICMP message types and optional codes to a unique
application name. This mapping technique lets you differentiate between various types of ICMP
messages. The ICMP mapping technique does not support ICMPvé traffic.

IDP works only with TCP or UDP traffic. Therefore, ICMP mapping does not apply to IDP and cannot
support IDP features such as custom attacks.

Address-Based Mapping

Layer 3 and Layer 4 address mapping defines an application by the IP address and optional port
range of the traffic.

For configuring Layer 3 and Layer 4 address-based custom applications, you must match the IP
address and port range to destination IP address and port. When both IP address and port are
configured, both criteria must match destination IP address and port range of the packet.

Consider a Session Initiation Protocol (SIP) server that initiates sessions from its known port 5060.
Because all traffic from this IP address and port is generated only by the SIP application, the SIP
application can be mapped to the server’s IP address and port 5060 for application identification. In
this way, all traffic with this IP address and port is identified as SIP application traffic.

When you configure an address-based application and a TCP/UDP stream-based application, and if a
session matches both applications, the TCP/UDP stream-based application is reported as application
and address-based application is reported as extended application.

f CAUTION: To ensure adequate security, use address mapping when the configuration
of your private network predicts application traffic to or from trusted servers. Address
mapping provides efficiency and accuracy in handling traffic from a known application.

IP Protocol-Based Mapping

e Standard IP protocol numbers map an application to IP traffic. As with address mapping, to ensure

adequate security, use IP protocol mapping only in your private network for the trusted servers.

IDP works only with TCP or UDP traffic. IP protocol mapping, therefore, does not apply to IDP and
cannot support IDP features such as custom attacks.

IP protocol based custom application signatures do not work as expected in Junos OS Releases in 19.2
through Junos OS Releases 19.4. Starting in Junos OS Release 20.1R1, you can use IP protocol-based
custom application signatures.

Suggested workaround:



If you are configuring unified policy, use service-based application configuration. Example:

user@host# set applications application application-name protocol /P-proto-number

Example:

user@host# set applications application Al protocol 2

If you are using legacy application firewall, use predefined IP protocol applications. Example

user@host# set security application-firewall rule-sets rule-set-name rule rule-name match dynamic-

application application-name

Example:

user@host# set security application-firewall rule-sets RS-1 rule R1 match dynamic-application junos:IPP-
IGMP

Layer 7-Based and TCP/UDP Stream-Based Signatures

Layer 7 custom signatures define an application running over TCP or UDP or Layer 7 applications.

Layer 7-based custom application signatures are required for the identification of multiple
applications running on the same Layer 7 protocols. For example, applications such as Facebook and
Yahoo Messenger can both run over HTTP, but there is a need to identify them as two different
applications running on the same Layer 7 protocol.

Layer 7-based custom application signatures detect applications based on the patterns in HTTP
contexts. However, some HTTP sessions are encrypted in SSL. Application identification can also
extract the server name information or the server certification from the TLS or SSL sessions. It can
also detect patterns in TCP or UDP payload in Layer 7 applications.

Benefits of Using Custom Application Signatures

Enforce security policy unique to your networking environment based on specific applications
Bring visibility for unknown or unclassified applications

Identify applications over Layer 7 and transiting or temporary applications, and to achieve further
granularity of known applications



e Perform quality-of-service (QoS) for any specific application

Limitations

The following features are not supported:
e Some of the PCRE-based expressions and unicode-based characters (if not supported in Hyperscan)
e Enforcing of order among members in Layer 7-based signatures

e The wildcard address for address-based signatures (Layer 3 and Layer 4)

Additional Configuration Options for Custom Application Signatures

Starting in Junos OS Release 20.1R1 and if you are using application signature package version 3248 or
later, you can configure the following options for custom application signatures:

Custom Application Pattern Depth

You can specify the byte limit for ApplD to identify the custom application pattern for the applications
running over TCP or UDP or Layer 7 applications.

To configure the limit, use the following configuration statements from the [edit] hierarchy:

user@host# set services application-identification application application-name over application signature

signature-name member number depth

Example:

user@host# set services application-identification application my_custom_address over HTTP signature
my_addr_sigl member m01 depth 256

For Layer 7 custom applications, the depth is considered from the beginning of the Layer 7 context. For
TCP/UDP stream-based custom applications, depth is considered from the beginning of the TCP/UDP
payload.

Custom Applications Inspection Byte Limit

You can set the inspection byte limit for AppID to conclude the classification and identify the custom
application in a session. On exceeding the limit, AppID terminates the application classification. You can
use this option to improve the application traffic throughput.



To configure the application byte limit, use the following configuration statements from the [edit]
hierarchy:

user@host# set services application-identification custom-application-byte-limit byte-number

Example:

user@host# set services application-identification custom-application-byte-limit 400

If you have configured a custom application signature over a predefined application and if AppID has
already identified the predefined application, DPI continues with the custom signature identification.
While the custom signature identification is in-progress, the classification is marked as non-final. If no
custom application is identified within the custom application byte limit, and if predefined application is
already identified, then ApplD concludes the predefined application as final and offloads the session.

Priority for Custom Applications

In releases prior to Junos OS 20.1R1, the default priority for the custom application signatures was high
which allowed custom signatures to take precedence over the predefined applications. Starting Junos
OS release 20.1R1, the default priority for the custom application signature is low.

When ApplD identifies a custom application with low priority before identifying a predefined
application, it waits until predefined application classification is final. If there is no predefined application
match available and the custom application is identified, then ApplD terminates the classification with
the identified custom application.

If you want to override the predefined applications priority with custom application signatures, you must
explicitly set the priority to high for the custom application signatures.

To configure the high priority for custom applications, use the following configuration statements from
the [edit] hierarchy:

user@host# set services application-identification application application-name priority high

Example:

user@host# set services application-identification application my_custom_address priority high

Note the following about priority of the custom applications:

e For Junos OS Release prior to 20.1R1:



e The default priority for the custom applications is high.

e The priority of the applications is considered when multiple applications match in the same
packet.

e When you configure high priority for custom application—Custom applications always have high
precedence over the predefined applications.

When you configure low priority for custom application—Custom applications have low
precedence over similar pattern-based predefined signatures and high precedence over the other
applications. In these releases, no option available to change the behavior.

e For Junos OS Release 20.1R1 and later:
e The default priority for the custom applications is low.
e The priority does not depend on the matches in the same packet.

e The priority of Layer 7 and TCP/UDP stream based custom applications work as configured
(either high or low) with all predefined applications.

e Layer 3 and Layer 4 based custom applications always remains at high priority. In this case, the
configured priority is ignored. Layer 3 and Layer 4 based custom applications override all
predefined applications; because these applications are triggered on first packet of the session.

Example: Configuring Junos OS Application Identification Custom
Application Signatures
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This example shows how to configure custom application signatures for Junos OS application
identification.



f CAUTION: We recommend that only advanced Junos OS users attempt to customize
application signatures.

Before You Begin:

¢ Install a valid application identification feature license on your SRX Series device. See Managing
Junos OS Licenses

e This configuration example is tested using Junos OS Release 20.1R1.

e Ensure that your security device with application signature package installed. See Downloading and
Installing the Junos OS Application Signature Package Manually.

e To use enhanced custom application signatures, upgrade latest application signature package version
3284 or later. Check your application signature version using the following command:

user@host> show services application-identification version

Application package version: 3248

A CAUTION: We recommend that only advanced Junos OS users attempt to customize
application signatures.

Overview

Application identification supports custom application signatures to detect applications as they pass
through the device. When you configure custom signatures, ensure that your signatures are unique.

Use the following steps to configure custom application signatures:

1. Define attributes such as context, patterns, direction, port range and so on for your security device to
match the application traffic.

2. Configure inspection limit, pattern depth, and priority (optional configurations) to enhance custom
applications application identification process.

3. Attach the custom application to a security policy that allows or denies the application traffic.

4. View application signatures and application signature groups by using the show services application-
identification application and show services application-identification group commands.


https://www.juniper.net/documentation/en_US/release-independent/licensing/topics/topic-map/managing-junos-os-licenses-for-srx-series.html
https://www.juniper.net/documentation/en_US/release-independent/licensing/topics/topic-map/managing-junos-os-licenses-for-srx-series.html
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Procedure

Step-by-Step Procedure

e Set inspection limit for custom applications.

[edit ]

user@host# set services application-identification custom-application-byte-limit 400

e Set priority for custom applications.

[edit ]
user@host# set services application-identification application test cacheable

user@host# set services application-identification application test priority high

e Configure TCP stream-based custom signatures:

[edit ]

user@host# set services application-identification application my_custom_tcp over TCP signature s1
member mO1 context stream

user@host# set services application-identification application my_custom_tcp over TCP signature s1
member m01 pattern .*install.*

user@host# set services application-identification application my_custom_tcp over TCP signature s1
member m01 direction any

user@host# set services application-identification application my_custom_tcp over TCP signature s1
member m01 depth 100



e Configure FTP context-based custom signatures:

[edit 1]

user@host# set services application-identification application my_custom_ftp over FTP signature sigl
member m01 depth 60

user@host# set services application-identification application my_custom_ftp over FTP signature sigl
member m01 context ftp-file-name

user@host# set services application-identification application my_custom_ftp over FTP signature sigl
member m01 pattern .*install.*

user@host# set services application-identification application my_custom_ftp over FTP signature sigl

member m01 direction client-to-server

o Configure HTTP context-based custom signatures.

[edit 1]

user@host# set services application-identification application my_custom_http over HTTP signature s1
member m01 context http-header-host

user@host# set services application-identification application my_custom_http over HTTP signature s1
member m01 pattern .*agent1.*

user@host# set services application-identification application my_custom_http over HTTP signature s1
member mO1 direction client-to-server

user@host# set services application-identification application my_custom_http over HTTP signature s1
member m01 depth 100

e Configure SSL context-based custom signatures:

[edit]

user@host# set services application-identification application my_custom_ssl over SSL signature s1
member mO1 context ssl-server-name

user@host# set services application-identification application my_custom_ssl over SSL signature s1
member m01 pattern "example\.com"

user@host# set services application-identification application my_custom_ssl over SSL signature s1
member mO1 direction client-to-server

user@host# set services application-identification application my_custom_ssl over SSL signature s1
member m01 depth 100



Configure ICMP-based custom applications signatures:

[edit ]
user@host# set services application-identification application my_custom_icmp icmp-mapping type
100

user@host# set services application-identification application my_custom_icmp icmp-mapping code 1

Configure Layer 3 or Layer 4 address-based custom applications signatures:

[edit ]

user@host# set services application-identification application my_custom_address address-mapping
ADDR-SAMPLE filter ip 192.0.2.1/24

user@host# set services application-identification application my_custom_address address-mapping
ADDR-SAMPLE filter port-range udp 5000-6000

NOTE: You must provide the appropriate port range and specified IP address to configure
address-based custom application signatures.

Configure IP protocol mapping-based custom application signatures.

[edit]
user@host# set services application-identification application my_custom_ip_proto ip-protocol-

mapping protocol 2

Create a security policy with custom applications as match criteria.

user@host# set security policies from-zone untrust to-zone trust policy 1 match source-address any
user@host# set security policies from-zone untrust to-zone trust policy 1 match destination-address
any

user@host# set security policies from-zone untrust to-zone trust policy 1 match application any
user@host# set security policies from-zone untrust to-zone trust policy 1 match dynamic-application
my_custom_http

user@host# set security policies from-zone untrust to-zone trust policy 1 then permit

We are using my_custom_http for this example. Similarly, you can create different security policies
and specify other custom applications such as my_custom_ftp, my_custom_tcp, my_custom_ssl,



my_custom_address, my_custom_icmp, my_custom_ip_proto as match condition for the dynamic
application as per your requirement.

e Enable application tracking.

user@host# setsecurity zones security-zone trust application-tracking

Results

From configuration mode, confirm your configuration by entering the show services application-
identification command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show services application-identification
custom-application-byte-limit 100;
application my custom address {
address-mapping ADDR-SAMPLE ({
filter {
ip 192.0.2.1/24;
port-range {

udp 5000-6000;

}
application my custom ftp {
over FTP {
signature sigl {
member mOl {
depth 60;
context ftp-file-name;
pattern .*install.*;

direction client-to-server;

}
application my custom http {
over HTTP {

signature sl {



member mO1l {
depth 100;
context http-header-host;
pattern .*agentl.*;

direction client-to-server;

}
application my custom icmp {
icmp-mapping {
type 100;

code 1;

}
application my custom ip proto ({
ip-protocol-mapping {
protocol 2;

}
application my custom ssl {
over SSL {
signature sl {
member mO01l {
depth 100;
context ssl-server—-name;
pattern "example\.com";

direction client-to-server;

}
application my custom tcp {
over TCP {
signature sl {
member m01l {

depth 100;
context stream;
pattern .*install.*;

direction any;



}
application test {
cacheable;

priority high;

[edit security policies]
user@host# show
from-zone untrust to-zone trust {
policy 1 {
match {
source-address any;
destination-address any;
application any;
dynamic-application [my custom http];
}
then {

permit;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verifying the Custom Application Definitions | 85

Verifying the Custom Application Definitions

Purpose

Display the custom application signatures configured on your device. Note that predefined application
signature names use the prefix “junos:”
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Action

From configuration mode, enter the show services application-identification application detail name
command.

user@host> show services application-identification application

detail test

Application Name: test
Application type: TEST
Description: N/A
Application ID: 16777219
Priority: high

Meaning

The output of the command displays custom application name, type, description, ID, and the priority.

See show services application-identification application

SEE ALSO

Understanding the Junos OS Application Package Installation
Customizing Application Groups for Junos OS Application Identification
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Predefined and Custom Application Groups for
Application Identification
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You can define an application group for both predefined applications, as well as custom applications. An
application group contains applications that need similar treatment when defining a security policy. For
more information, see the following topics:

Customizing Application Groups for Junos OS Application Identification

In Junos OS, application identification allows you to group applications in policies. Applications can be

grouped under predefined and custom application groups. The entire predefined application group can
be downloaded as part of the IDP or application identification security package. You can create custom
application groups with a set of similar applications for consistent reuse when defining policies.

Application group support associates related applications under a single name for simplified, consistent
reuse when using any application services.

As the predefined signature database changes, the content of a predefined application group can be
modified to include new signatures

NOTE: An application group can contain applications and groups simultaneously. It is possible to
assign one application to multiple groups. There is no limit to the number of dynamic application
groups contained in one rule.

The hierarchy of application groups resembles a tree structure with associated applications as the leaf
nodes. The group any refers to the root node. The group unassignedis always situated one level from
the root and initially contains all applications. When a group is defined, applications are assigned from



the unassigned group to the new group. When a group is deleted, its applications are moved back to the
unassigned group.

All predefined application groups have the prefix “junos” in the application group name to prevent
naming conflicts with custom application groups. You cannot modify the list of applications within a
predefined application group. However, you can copy a predefined application group to use it as a
template for creating a custom application group.

To customize a predefined application group, you must first disable the predefined group. Note that a
disabled predefined application group remains disabled after an application database update. You can
then use the operational command request services application-identification group to copy the
disabled predefined application group. The copied group is placed in the configuration file, and the prefix
“junos” is changed to “my”. At this point, you can modify the list of applications in “my” application group
and rename the group with a unique name.

To reassign an application from one custom group to another, you must remove the application from its
current custom application group, and then reassign it to the other.

NOTE: Starting in Junos OS Release 18.2R2 and Junos OS Release 18.4R1, encrypted
applications such as HTTP, SMTP, IMAP and POP3 over SSL are identified as junos:HTTPS,
junos:SMTPS, junos:IMAPS, and junos:POPS3S in Junos OS predefined applications and
application sets.

For example: If you configure a security policy to allow or deny HTTPS traffic, you must specify
application matching criteria as junos:HTTPS.

In previous Junos OS Releases, both HTTP and encrypted HTTP (HTTPS) applications can be
configured using a same application matching criteria as junos:HTTP.

SEE ALSO

Understanding the Junos OS Application Identification Database



Example: Configuring a Custom Application Group for Junos OS
Application Identification for Simplified Management
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This example shows how to configure custom application groups for Junos OS application identification
for consistent reuse when defining policies.

Requirements

Before you begin, install an entire signature database from an IDP or an application identification
security package. See Downloading and Installing the Junos OS Application Signature Package Manually
or Downloading and Installing the Junos OS Application Signature Package As Part of the IDP Security
Package.

Overview

In this example, you define applications for an application group, delete an application from an
application group, and include an application group within another application group.

In Junos OS, application identification allows you to group applications in policies. Applications can be

grouped under predefined and custom application groups. The entire predefined application group can
be downloaded as part of the IDP or application identification security package. You can create custom
application groups with a set of similar applications for consistent reuse when defining policies.

NOTE: You cannot modify the applications defined in a predefined application group. However,
you can copy a predefined application group using the operational command request services
application-identification group group-name copy to create a custom application group and
modify the list of applications. For more information, see request services application-

identification group.



Configuration
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Configuring Junos OS Application Identification User-Defined Application Groups

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from
configuration mode.

set services application-identification application-group my_web

set services application-identification application-group my_web applications junos:HTTP

set services application-identification application-group my_web applications junos:FTP

set services application-identification application-group my_web applications junos:AMAZON

set services application-identification application-group my_web applications junos:GOPHER

set services application-identification application-group my_peer

set services application-identification application-group my_peer applications junos:BITTORRENT
set services application-identification application-group my_peer applications junos:BITTORRENT-
APPLICATION

set services application-identification application-group my_peer applications junos:BITTORRENT-WEB-
CLIENT

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode.

To configure a custom application group for application identification:



1. Set the name of your custom application group.

[edit services application-identification]

user@host# setapplication-group my_web

2. Add the list of applications that you want to include in your custom application group.

[edit services application-identification]

user@host# setapplication-group my_web applications junos:HTTP
user@host# setapplication-group my_web applications junos:FTP
user@host# setapplication-group my_web applications junos:GOPHER
user@host# setapplication-group my_web applications junos:AMAZON

3. Set the name of a second custom application group.

[edit services application-identification]

user@host# setapplication-group my_peer

4. Add the list of applications that you want to include in the group.

[edit services application-identification]

user@host# setapplication-group my_peer applications junos:BITTORRENT

user@host# setapplication-group my_peer applications junos:BITTORRENT-APPLICATION
user@host# setapplication-group my_peer applications junos:BITTORRENT-WEB-CLIENT

Results

From configuration mode, confirm your configuration by entering the show services application-
identification group command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show services application-identification application-group my_web
applications {
junos:HTTP;
junos:FTP;
junos : GOPHER;



junos : AMAZON
}
user@host# show services application-identification application-group my_peer
applications {
junos:BITTORRENT;
junos :BITTORRENT-APPLICATION;
junos :BITTORRENT-WEB-CLIENT;

If you are done configuring the device, enter commit from configuration mode.

Deleting an Application from a User-Defined Application Group

CLI Quick Configuration

To quickly configure this section of the example, copy the following command, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from
configuration mode.

[edit]
delete services application-identification application-group my_web applications junos:AMAZON
Step-by-Step Procedure

To delete an application from a custom application group:

e Delete an application from a custom application group.

[edit services application-identification]

user@host# delete application-group my_web applications junos:AMAZON



Results

From configuration mode, confirm your configuration by entering the show services application-
identification application group detail command. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show services application-identification group detail
application group my web {
junos:HTTP;
junos:FTP;
junos : GOPHER;

If you are done configuring the device, enter commit from configuration mode.

Creating Child Application Groups for an Application Group

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from
configuration mode.

set services application-identification application-group p2p
set services application-identification application-group p2p application-groups my_web

set services application-identification application-group p2p application-groups my_peer

Step-by-Step Procedure

To configure child application groups for a custom application group:

1. Set the name of the custom application group in which you are configuring the child application
groups.

[edit services application-identification]

user@host# setapplication-group p2p



2. Add the child application groups.

[edit services application-identification]
user@host# setapplication-group p2p application-groups my_web

uer@host# setapplication-group p2p application-groups my_peer

Results

From configuration mode, confirm your configuration by entering the show services application-
identification application-group application-group-name command. If the output does not display the
intended configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show services application-identification application-group p2p
applications—-groups {
my web;

my peer;

If you are done configuring the device, enter commit from configuration mode.

SEE ALSO

‘ Understanding Junos OS Application Identification Custom Application Signatures

Enabling or Disabling Application Groups in Junos OS Application
Identification

All application groups are enabled by default. Predefined application groups are enabled at installation.

e For predefined application groups, you can disable and reenable a group using the request services
application-identification group command. You cannot delete a predefined signature or signature
group.



o To disable a predefined application group:

user@host> request services application-identification group disable

predefined-application—-group-name

NOTE: Make sure to commit the configuration changes or roll back the configuration
when you are attempting to enable a disabled application or an application group.
Uncommitted changes might result in configuration failure.

e To reenable a disabled predefined application group:

user@host> request services application-identification group enable

predefined-application-group-name

SEE ALSO

Understanding the Application System Cache

Application Identification | 5
Predefined Application Signatures for Application Identification | 33
Understanding Junos OS Application Identification Custom Application Signatures | 72

Application Identification Support for Unified
Policies
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Example: Configuring Micro-Applications | 107

Understanding Unified Policies on Security Devices

IN THIS SECTION
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With the growing popularity of Web applications, and because of the shift from traditional, full client-
based applications to the Web, more and more traffic is being transmitted over HTTP. Applications such
as instant messaging, peer-to-peer file sharing, Webmail, social networking, and IP voice and video
collaboration evade security mechanisms by changing communication ports and protocols. Managing
changes in the application behavior requires constant modification to the security rules, and
maintenance of the security policy rules poses a major challenge. To handle such changes in application
behavior, you need security policies to manage dynamic applications.

As a response to this challenge, starting in Junos OS Release 18.2R1, Juniper Networks SRX Series
Services Gateways and vSRX support unified policies, allowing granular control and enforcement of
dynamic Layer 7 applications within the security policy. Unified policies are security policies that enable
you to use dynamic applications as part of the existing 5-tuple or 6-tuple (5-tuple with user firewall)
match conditions to detect application changes over time.

A unified policy leverages the application identity information determined from the application
identification (AppID) module. After a particular application is identified, an action such as permit, deny,
reject, or redirect is applied to the traffic according to the policy configured on the device.

Any traffic denied or rejected by the security policy based on Layer 3 or Layer 4 criteria is dropped
immediately. Traffic permitted by the security policy is further assessed at Layer 7 based on its AppID
information.



ApplD is enabled when you configure a security policy with dynamic applications or when you enable
any services such as application policy-based routing (APBR), application tracking (Apptrack), application
quality of service (AppQoS), application firewall (AppFW), IDP, or Juniper Sky ATP in the security policy.

Benefits

e Simplifies application-based security policy management at Layer 7.
e Enables your device to adapt to the dynamic traffic changes in the network.

e Provides greater control and extensibility to manage dynamic applications traffic than a traditional
security policy.

Understanding How Unified Policies Use ApplD Information

IN THIS SECTION
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High Availability Support for Application Identification for Unified Policies | 100

Accurate traffic classification is essential for network security in cloud and data center architectures.
Identifying and classifying different types of application traffic (transacted on HTTP) is also a challenge
as Web applications include documents, data, images, and audio and video files.

ApplD detects the applications on your network regardless of the port, protocol, and encryption
(TLS/SSL or SSH) or other evasive tactics. It uses deep packet inspection (DPI) techniques, a signature
database, and well-known addresses and ports to identify applications. ApplID provides the information
such as dynamic application classification, default protocol and port of an application. For any
application that is included in the dependent list of another application, ApplD provides the information
of dependent application.

A unified policy leverages the information from AppID to match the application and take action as
specified in the policy. In a unified policy configuration, you can use a predefined dynamic application
(from the application identification signature package) or a user-defined custom application as match
condition.



Understanding Dependent Dynamic Application Identification

A dependent application list includes applications over which a dynamic application can be identified.
For example, the dependent application list for Facebook comprises HTTP2 and SSL.

The default protocol and port of a dynamic application includes the protocol and port defined for that
application. If the protocol and port for that application is not defined, then the list of default protocols
and ports of its dependent applications is considered.

For example, the Facebook-Access application depends on applications such as HTTP, SSL, and HTTP2.
Therefore, the default protocol and ports of these dependent applications are considered for the
Facebook-Access application.

NOTE: The dependent application list and protocol and port mapping of an application might
change during runtime whenever a new application signature pack is installed or a custom
application configuration changes. ApplD provides these details to the security policy.

Dynamic Application Classification States

During the application identification process, DPI processes every packet and classifies it into one of the
following states until the application is finally identified:

e Pre-match—Before an application is identified by the DPI.

e Transaction final—For dynamic applications, one transaction is complete, but identification of the
application is not final. Applications over Layer 7 can keep changing with each transaction because
they have dependent applications. For example, Facebook applications have dependent applications
such as HTTP, SSL, and so on.

¢ Final match—A matched application over Layer 7 is considered as the final match according to the
configured maximum number of transactions. That is, the match is considered as final only after the
maximum number of transactions are complete.

Before identifying the final application, the policy cannot be matched precisely. A potential policy list is
made available, and the traffic is permitted using the potential policy from the list. After the application
is identified, the final policy is applied to the session. Policy actions such as permit, deny, reject, or
redirect are applied to the traffic as specified in the policy rules.

Application classification is not terminated for applications that are transaction-based, such as
Facebook. To terminate the classification for such applications, you can choose to consider the results
from multiple transactions as the final classification.



Configuring Transactions Limit For Application Identification

You can configure the maximum number of transactions before concluding the final results for
identifying an application using the set services application-identification maximum-transactions
transactions-number statement. When you configure the maximum number of transactions, DPI is not
terminated until the configured number of transactions are completed.

Example:

user@host# set services application-identification maximum-transactions 5

You can configure a transaction number from O through 25. By default, five transactions are considered.

If you set the transaction count as O, the transaction does not terminate the DPI. The final match for the
application might not be available; and the final security policy is not applied.

Table 3 on page 99 shows the different states of application identification classification when the
maximum transaction is set as five. Note that the values in the table are for example and are not actual
values. The exact transaction might vary depending on the traffic pattern.

Table 3: Application Identification Transactions Example

Scenario Application Identified ' Application Identification Transactions
State

First packet of the session None Pre-match 0

Intermediate application SSL Pre-match 1

Intermediate application HTTP Pre-match 2

identified in decrypted

payload

Intermediate application FACEBOOK-ACCESS | Pre-match 3

identified

Intermediate application FACEBOOK-CHAT Final Transaction 4

identified (Transaction =1)



Table 3: Application Identification Transactions Example (Continued)

Scenario Application Identified ' Application Identification Transactions
State
Final application identified FACEBOOK-MAIL Final Match (Transaction=2) 4

NOTE: In unified policies, configuring dynamic applications that can be identified based on Layer
3 or Layer 4 information (except ICMP-based applications) is not supported. Instead, you can use
the junos-defaults group that contains predefined values for Layer 3 and Layer 4 based
applications.

High Availability Support for Application Identification for Unified Policies

When an application is identified, its classification information is saved in the application system cache
(ASC).

When your security device (example: SRX Series device) is operating in chassis cluster mode, the
information saved in the ASC is synchronized between the primary node and the secondary node.

In case of dynamic application classification, per session application classification information from the
DPI is synchronized with the secondary node when the application classification is final.

During a failover, the application classification information on the secondary node is in either of the
following states:

e Application not identified
e Final application identified

After a failover, the application classification information that is available in the new primary node is
considered as the final match. The same information is synchronized with the new secondary node as
the classification does not proceed further after a failover. The example in Table 2 Table 4 on page 101
shows application classification status in a chassis cluster setup.



Table 4: Application Classification Status in a Chassis Cluster Setup

Application
Identification
Status

Final application is
identified.

Identified
application:
SSL:Facebook

Final application is
not identified.
(Partial

application is
identified.)

Identified
application: SSL

Final application is
not identified.
(Partial

application is
identified)

Chassis Cluster

Node

Primary node

Secondary node

Primary node

Secondary node

Primary node

Secondary node

Before Failover

Identified
application:
SSL:Facebook

Identified
application:
SSL:Facebook

Identified
application: SSL

Identified
application: not
available

Identified
application: not
available

Identified
application: not
available

After Failover

Identified
application:
SSL:Facebook

Identified
application:
SSL:Facebook

Identified
application: APP-
INVALID

Identified
application: APP-
INVALID

Identified
application: APP-
INVALID

Identified
application: APP-
INVALID

Details

No change after
failover because
complete
application
classification is
synchronized to
the secondary
node.

Application
identification
does not proceed
further after a
failover.

In this case, a
failover occurred
after the first
packet inspection,
and no
application is
identified.

Application
identification
does not proceed
further after a
failover.



Enabling or Disabling Application System Cache for Application Services

Starting in Junos OS Release 18.2R1, the default behavior of the ASC is changed as follows:

e Before Junos OS Release 18.2R1—ASC is enabled by default for all services including security
services.

e From Junos OS Release 18.2R1 onwards—ASC is enabled by default; note the difference in security
services lookup:

e ASC lookup for security services is not enabled by default. That is—security services including
security policies, application firewall (AppFW), application tracking (AppTrack), application quality
of service (AppQoS), Juniper Sky ATP, IDP, and UTM do not use the ASC by default.

e ASC lookup for miscellaneous services is enabled by default. That is—miscellaneous services
including advanced policy-based routing (APBR) use the ASC for application identification by
default.

NOTE: The change in the default behavior of the ASC affects the legacy AppFW functionality.
With the ASC disabled by default for the security services starting in Junos OS Release 18.2
onward, AppFW will not use the entries present in the ASC.

You can revert to the ASC behavior as in Junos OS releases before Release 18.2 by using the set
services application-identification application-system-cache security-services command.

A CAUTION: The security device might become susceptible to application evasion
techniques if the ASC is enabled for security services. We recommend that you enable
the ASC only when the performance of the device in its default configuration (disabled
for security services) is not sufficient for your specific use case.

Use the following commands to enable or disable the ASC:

e Enable the ASC for security services:

user@host# set services application-identification application-system-cache security-services

e Disable the ASC for miscellaneous services:

user@host# set services application-identification application-system-cache no-miscellaneous-services



e Disable the enabled ASC for security services:

user@host# delete services application-identification application-system-cache security-services

e Enable the disabled ASC for miscellaneous services:

user@host# delete services application-identification application-system-cache no-miscellaneous-

services

You can use the show services application-identification application-system-cache command to verify
the status of the ASC.

The following sample output provides the status of the ASC:

user@host>show services application-identification application-system-cache
Application System Cache Configurations:
application-cache: on
Cache lookup for security-services: off
Cache lookup for miscellaneous-services: on

cache-entry-timeout: 3600 seconds

In releases before Junos OS Release 18.2R1, application caching was enabled by default. You can
manually disable it by using the set services application-identification no-application-system-cache
command.

user@host# set services application-identification no-application-system-cache

SEE ALSO

Understanding Application Identification Techniques
Verifying Application System Cache Statistics
Understanding the Junos OS Application Identification Database



Tunnelling Applications Support

Starting in Junos OS Release 20.4R1, we've enhanced unified policy lookup on security device to
manage tunneling applications. You can now block a specific tunneling application by using the unified
policy.

When you want to block certain tunneling applications such as QUIC or SOCK, you can configure these
tunneling applications to unified policy with action deny or reject.

Application Identification Support for Micro-Applications
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Starting in Junos OS Release 19.2R1 onwards, you can manage the applications at a sub-function level
with application identification feature. In this document, we refer application sub-functions as micro-
applications.

Micro-applications are part of application signature package. You must enable micro-application
detection in application identification and then use them as matching criteria in security policy.

AppID detects the applications at sub-function level on your network and security policy leverages the
application identity information determined from the application identification (AppID) module. After a
particular application is identified, an action such as permit, deny, reject, or redirect is applied to the
traffic according to the policy configured on the device.

Micro-applications concept is similar to transaction-based applications, where the nested application
over a base application continuously change for the same session.

Example:

Consider a dynamic application MODBUS. READ and WRITE are sub functions or operations of
MODBUS application. For these sub-functions, we must define micro-applications such as MODBUS-



READ and MODBUS-WRITE. Application classification path can keep changing between
MODBUS:MODBUS-READ and MODBUS:MODBUS-WRITE. In this case, MODBUS is the base
application and MODBUS-READ and MODBUS-WRITE are nested applications, that is, micro-
applications.

You can configure the micro-applications at the same hierarchy as predefined dynamic application in a
security policy and take the action based on the policy rules.

By configuring these micro-applications in security policies, you can allow or deny MODBUS sub-
functions rather than blocking or allowing the entire MODBUS application.

Micro-Application Classification

Application classification for micro-applications does not reach to the final match because, the micro-
application keep changing for the session. A matched application is considered as the final match only
after the maximum number of transactions are complete.

ApplID has the maximum transaction limit as 25, however each service module has it's own limit based
on it’s own requirements. If service specific limit is reached before the maximum transaction limit (25),
then the service module marks it’s policy as final. However, ApplD continues application classification
and offloads the session on reaching the limit of 25.

You can use the set services application-identification max-transactions command to configure the
transaction limit.

Dependent Application List and Default Protocols and Ports

A dependent application list includes applications over which a dynamic application can be identified.
The default protocol and port of a dynamic application includes the protocol and port defined for that
application.

Dependent application list and default protocols and ports are used by unified policy for enforcing the
security policy. Dependent application list and default protocols and ports of micro application is same
as that of base application.

Example: Dependent application list and default ports of micro-application MODBUS-READ is same as
dependent application list and default ports of MODBUS.

Policy Enforcement for Micro-Applications

A security policies enforce rules for transit traffic, in terms of what traffic can pass through the device,
and the actions that need to take place on traffic as it passes through the device. If you have configured
a security policy with micro-application as match criteria, then the policy module requires micro-
application identification information from ApplD.



Application classification with micro-applications does not reach the final match because, the micro-
application keep changing for the session. However, final match for the application is required for policy
lookup and processing of the policy. You can use the [edit security policies unified-policy-max-lookups]
command to limit the number of policy lookups.

. After the application is identified, the final policy is applied to the session. Policy actions such as
permit, deny, reject, or redirect are applied to the traffic as specified in the policy rules.

Installing Micro-Applications

Micro applications are part of application signature package. When you download application signature
package and install it, micro applications are also installed and are available for configuring in the
security policies. You can view the details of the micro applications using the show services application-
identification status command.

NOTE: If you have configured micro-applications in a security policy starting in Junos OS Release
19.2, it is not possible to downgrade to the previous version of Junos OS release. To downgrade
to the previous version of Junos OS releases, you must remove the micro applications configured
in your security policies.

Managing DNS-over-HTTP and DNS-over-TLS Application Traffic

In Junos OS Release 20.4R1, we introduce a new micro-application, DNS-ENCRYPTED, to enhance the
application signature package. By configuring this micro-application in a security policy, you can have
granular control for DNS-over-HTTP and DNS-over-TLS application traffic.

The DNS-ENCRYPTED application is enabled by default. You can disable it using the request services
application-identification application disable DNS-ENCRYPTED command.

You can view the details of the micro-applications using the show services application-

identification application command.

Enabling and Disabling Micro-Applications Detection

You can enable or disable micro-application detection. By default, detection of micro-applications are
disabled. You must enable micro-applications to use them in your security policy.

You can enable or disable micro-applications using the following commands:



e Enable micro-applications detection (from configuration mode).

user@host# set services application-identification micro-apps

e Disable a specific micro-application (from operational mode).

user@host> request services application-identification application disable application-name

Example:

user@host>request services application-identification application disable junos:MODBUS

Example: Configuring Micro-Applications
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This example shows how to configure micro-applications in a security policy to enforce the policy at
sub-function level.

Requirements
This example uses the following hardware and software components:

e SRX Series device with Junos OS Release 19.2R1 or later. This configuration example is tested on
Junos OS Release 19.2R1.

e Valid application identification feature license installed on an SRX Series device.

Before you begin, install an entire signature database from an IDP or an application identification
security package. See "Downloading and Installing the Junos OS Application Signature Package



Manually" on page 39 or "Downloading and Installing the Junos OS Application Signature Package As
Part of the IDP Security Package" on page 44.

Overview

In this example, you create a security policy with micro-applications MODBUS-READ-COILS and
MODBUS-WRITE-SINGLE-COIL, MODBUS-READ-COILS, MODBUS-WRITE-MULTIPLE-COILS.
Application traffic matching these micro-applications is permitted.

Configuration

IN THIS SECTION

Configuring Security Policy with Micro-Applications | 108

Configuring Application Quality-of-Service with Micro-Applications | 110

Configuring Security Policy with Micro-Applications

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from
configuration mode.

set services application-identification micro-apps

set security policies from-zone untrust to-zone trust policy P1 match source-address any

set security policies from-zone untrust to-zone trust policy P1 match destination-address any

set security policies from-zone untrust to-zone trust policy P1 match application any

set security policies from-zone untrust to-zone trust policy P1 match dynamic-application junos:MODBUS-
READ-COILS

set security policies from-zone untrust to-zone trust policy P1 match dynamic-application junos:MODBUS-
WRITE-SINGLE-COIL

set security policies from-zone untrust to-zone trust policy P1 match dynamic-application junos:MODBUS-
WRITE-MULTIPLE-COILS

set security policies from-zone untrust to-zone trust policy P1 then permit



Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode.

To configure a custom application group for application identification:

1. Enable micro-applications detection.

[edit]

user@host# set services application-identification micro-apps

2. Define a security policy with other policy matching criteria.

[edit]
user@host# set security policies from-zone untrust to-zone trust policy P1 match source-address

any

user@host# set security policies from-zone untrust to-zone trust policy P1 match destination-address

any

user@host# set security policies from-zone untrust to-zone trust policy P1 match application any

3. Define application and micro-application as matching criteria.

[edit]

user@host# set security policies from-zone untrust to-zone trust policy P1 match dynamic-application

junos:MODBUS-READ-COILS

user@host# set security policies from-zone untrust to-zone trust policy P1 match dynamic-application

junos:MODBUS-WRITE-SINGLE-COIL

user@host# set security policies from-zone untrust to-zone trust policy P1 match dynamic-application

junos:MODBUS-WRITE-MULTIPLE-COILS

4. Define the policy action.

[edit]

user@host# set security policies from-zone untrust to-zone trust policy P1 then permit



Results

From configuration mode, confirm your configuration by entering the show security policies command.
If the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@host# show security policies from-zone untrust to-zone trust
from-zone untrust to-zone trust ({
policy P1 {
match {
source-address any;
destination-address any;
application any;
dynamic-application [ junos:MODBUS-READ-COILS junos:MODBUS-WRITE-
SINGLE-COIL junos:MODBUS-WRITE-MULTIPLE-COILS ];

}
then {

permit;

If you are done configuring the device, enter commit from configuration mode.

Configuring Application Quality-of-Service with Micro-Applications

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode.

To configure a custom application group for application identification:

1. Define AppQoS configuration parameters with micro-application junos:MODBUS-READ-COILS.

[edit]

user@host# set class-of-service application-traffic-control rate-limiters RL1 bandwidth-limit 1000
user@host# set class-of-service application-traffic-control rule-sets RS1 rule 1 match application
junos:MODBUS-READ-COILS

user@host# set class-of-service application-traffic-control rule-sets RS1 rule 1 then dscp-code-point



111110
user@host# set class-of-service application-traffic-control rule-sets RS1 rule 1 then loss-priority high

user@host# set class-of-service application-traffic-control rule-sets RS1 rule 1 then rate-limit client-to-

server RL1
user@host# set class-of-service application-traffic-control rule-sets RS1 rule 1 then log

2. Create a security policy.

[edit security]
user@host# set security policies from-zone untrust to-zone trust policy 1 match source-address any

user@host# set security policies from-zone untrust to-zone trust policy 1 match destination-address

any
user@host# set security policies from-zone untrust to-zone trust policy 1 match application any

3. Define the policy action.

[edit security]
user@host# set security policies from-zone untrust to-zone trust policy 1 then permit application-

services application-traffic-control rule-set RS1

Results

From configuration mode, confirm your configuration by entering the how class-of-service command. If
the output does not display the intended configuration, repeat the configuration instructions in this

example to correct it.

[edit]
user@host# show class-of-service
application-traffic-control {
rate-limiters RL1 {
bandwidth-1imit 1000;
}
rule-sets RS1 {
rule 1 {
match {
application junos:MODBUS-READ-COILS;
}

then {
dscp-code-point 111110;



loss-priority high;

rate-limit {
client-to-server RL1;

}

log;

From configuration mode, confirm your configuration by entering the show security policies command.
If the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@host# show security policies from-zone untrust to-zone trust
from-zone untrust to-zone trust ({
policy 1 {
match {
source-address any;
destination-address any;
application any;
dynamic-application [ junos:MODBUS-READ-COILS];
}
then {
permit {
application-services {
application-traffic-control {

rule-set RS1;

If you are done configuring the device, enter commit from configuration mode.



Verification
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Verifying Micro-Applications Status
Purpose
Verify that micro-applications are enabled.

Action

Use the show services application-identification status command to get micro-applications version and
use show services application-identification application micro-applications command to get the details
of the micro-applications.

Application Identification

Status Enabled

Sessions under app detection 0

Max TCP session packet memory 0

Force packet plugin Disabled

Force stream plugin Disabled
Statistics collection interval 1440 (in minutes)

Application System Cache
Status Enabled
Cache lookup security-services Disabled
Cache lookup miscellaneous-services Disabled
Max Number of entries in cache 0

Cache timeout 3600 (in seconds)

Protocol Bundle
Download Server https://signatures.juniper.net/cgi-bin/
index.cgi

AutoUpdate Disabled



Proxy Details

Proxy Profile

Slot 1:

Application package version
Status

PB Version

Engine version

Micro-App Version

Sessions

Sample Output

Not Configured

3172

Active

.380.0-64.005 (build date May 13 2019)

1

5
1
0

-3 0=56
.0.0-0

(build date May 13 2019)

show services application-identification application micro-applications

user@host> show services application-identification application micro-applications

Micro Applications

junos :BACNET-GET-EVENT-INFORMATION

junos :BACNET-SUBSCRIBE-COV-PROPERTY

junos :BACNET-LIFE-SAFETY-OPERATION

junos :BACNET-READ-RANGE

junos :BACNET-REQUEST-KEY

junos :BACNET-AUTHENTICATE

junos :BACNET-VT-DATA

junos :BACNET-VT-CLOSE

junos :BACNET-VT-OPEN

junos :BACNET-REINITIALIZE-DEVICE

junos :BACNET-CONFIRMED-TEXT-MESSAGE

junos :BACNET-CONFIRMED-PRIVATE-XFER

junos :BACNET-DEVICE-COMM-CONTROL
junos :BACNET-WRITE-PROP-MULTIPLE
junos :BACNET-WRITE-PROPERTY

junos :BACNET-READ-PROP-MULTIPLE

junos :BACNET-READ-PROP-CONDITIONAL

junos :BACNET-READ-PROPERTY
junos :BACNET-DELETE-OBJECT
junos :BACNET-CREATE-OBJECT
junos :BACNET-REMOVE-LIST-ELEMENT



junos :BACNET-ADD-LIST-ELEMENT
junos :BACNET-ATOMIC-WRITE-FILE
junos :BACNET-ATOMIC-READ-FILE
junos :BACNET-SUBSCRIBE-COV
junos:SIEMENS-S7-SETUP-COMM
junos:SIEMENS-S7-UPLOAD-START

See "show services application-identification application micro-applications" on page 1002 for more
details.

Verifying Micro-Applications Statistics

Purpose

Verify that micro-application are applied.

Action

Use the following commands to get the details of the micro-applications.

Sample Output

command-name

user@host> show services application-identification statistics applications

Last Reset: 2018-12-16 01:45:47 PST

Application Sessions Bytes Encrypted
MODBUS-READ-COILS 1 1026 No
MODBUS-WRITE-SINGLE-COIL 1 1254 No

user@host> show services application-identification statistics applications details (Junos 0S Release
20.3)

Logical System: root-logical-system
Last Reset: 2020-05-08 08:55:31 PDT

Application Enc DPI final-match Pre-match Limits



final-match
NTP No 1 0 0
SYSLOG No 5 0 0

SEE ALSO

show services application-identification application micro-applications

show services application-identification application non-configurable

Understanding Junos OS Application Identification Custom Application Signatures

Release History Table

Release

18.2R1

18.2R1

Description

Starting in Junos OS Release 18.2R1, the default behavior of the ASC is changed

In releases before Junos OS Release 18.2R1, application caching was enabled by default. You can
manually disable it by using the set services application-identification no-application-system-cache

command.
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You can use a Juniper Networks SRX Series device to configure secure Web proxy to selectively bypass
the external proxy server for the traffic based on application types. Read this topic to understand how
secure Web proxy works and how you can configure it on your SRX Series device.

Secure Web Proxy Overview
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Benefit | 117
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How Secure Web Proxy Works on SRX Series Devices | 119

You can use secure Web proxy to enable traffic for selected applications to bypass the external proxy
server and be sent directly to a webserver.

With secure Web proxy configured, when your security device receives a request from a client, the
device examines the HTTP header for the application and selectively redirects the request to the
webserver based on the application type.

As a result, your security device performs transparent proxy between the client and the webserver for
the specified applications and provides better quality of service for the application traffic. Bypassing
works only for the requests that include a specific application type and are destined to a specific
external proxy server.

To use secure Web proxy on an SRX Series device, you must create a secure Web proxy profile. This
profile includes the details of the external proxy server and specifies the dynamic application or
application group that can bypass the external proxy server.

Starting in Junos OS Release 19.2R1, you can configure secure Web proxy on the following SRX Series
devices—SRX300, SRX320, SRX340, SRX345, SRX550, SRX1500, SRX4100, SRX4200, and vSRX.

Benefit

o Secure Web proxy provides better quality of service for the selected application traffic by providing
direct connections to the webserver



Limitation
e An SRX Series device operating in chassis cluster mode does not support the secure Web proxy

functionality.

e Secure Web proxy feature works only with ABPR services, other Layer 7 services might not work as
expected.



119

How Secure Web Proxy Works on SRX Series Devices

Figure 3 on page 119 and Figure 5 on page 120 show how an SRX Series device provides the secure

Web proxy service.

Figure 3: Secure Web Proxy on SRX Series Device
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Figure 4: Secure Web Proxy on SRX Series Device—Workflow
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Figure 5: Workflow - Secure Web Proxy on SRX Series Device

To use secure Web proxy on your SRX Series device, you must:

1. Create a secure Web proxy profile, which includes the details about the external proxy server and the
dynamic application or application group that can bypass the external proxy server.

2. Create a security policy to manage the traffic passing through the device.

3. Attach the secure Web proxy profile to the security policy and apply the profile as an application
service for the permitted traffic.

120



When a client initiates a request, the SRX Series device examines the application traffic and identifies
which traffic can bypass the external proxy server based on the secure Web proxy profile and security
policy rules.

For example, if you use Microsoft Office 365, you can specify an Office 365 application group, such as
junos:OUTLOOK or junos:OFFICE365-CREATE-CONVERSATION, in the secure Web proxy profile. The
SRX Series device forwards the Office 365 application traffic directly to the Office 365 server, bypassing
the external proxy server. Connections that do not match the applications are routed to the external
proxy server.

The SRX Series device performs secure Web proxy through the following steps:
1. The client's browser sends an HTTP connect request to the external proxy server.

2. The SRX Series device intercepts the TCP connections. The device identifies the application in the
HTTP header and does a DNS resolution.

3. If the traffic parameters match the security policy rules and the secure Web proxy profile
specifications, the SRX Series device operates in transparent mode.The device uses the client's IP
address in transparent mode to initiate a new connection with the webserver, bypassing the external
proxy server.

4. The SRX Series device sends the connect response from the webserver to the client.

5. For the remaining traffic, the SRX Series device operates in pass-through mode and allows the HTTP
connect request to go to the external proxy server.

Example—Configure Secure Web Proxy on an SRX Series Device
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This example shows how to configure secure Web proxy on SRX Series devices.



Configuration

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/0 unit O family inet address 203.0.113.0

set interfaces ge-0/0/1 unit O family inet address 192.0.2.1

set interfaces ge-0/0/2 unit O family inet address 192.0.2.2

set security zones security-zone trust interfaces ge-0/0/0.0 host-inbound-traffic system-services all

set security zones security-zone untrust interfaces ge-0/0/1.0 host-inbound-traffic system-services all
set security zones security-zone untrust interfaces ge-0/0/2.0 host-inbound-traffic system-services all
set services application-identification application-group office-365-group applications junos:OUTLOOK
set services application-identification application-group office-365-group applications junos:OFFICE365-
CREATE-CONVERSATION

set services web-proxy secure-proxy profile office365-profile proxy-address external_proxy ip 5.0.0.1/32
set services web-proxy secure-proxy profile office365-profile proxy-address external_proxy port 8080
set services web-proxy secure-proxy profile office365-profile dynamic-web-application junos:office-365
set services web-proxy secure-proxy profile office365-profile dynamic-web-application-group office-365-
group

set security policies from-zone trust to-zone untrust policy 1 match source-address any

set security policies from-zone trust to-zone untrust policy 1 match destination-address any

set security policies from-zone trust to-zone untrust policy 1 match application any

set security policies from-zone trust to-zone untrust policy 1 then permit application-services web-proxy

profile-name office365-profile

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User guide.

In this procedure you configure interfaces and security zones.

1. Configure the interfaces.

[edit]
user@host# setinterfaces ge-0/0/0 unit O family inet address 203.0.113.0


https://www.juniper.net/documentation/en_US/junos/topics/reference/general/cli-editor-configuration-mode-quick-reference-using.html

user@host# setinterfaces ge-0/0/1 unit O family inet address 192.0.2.1
user@host# setinterfaces ge-0/0/2 unit O family inet address 192.0.2.2

2. Assign the interfaces to the security zones and configure the inbound traffic for all system services.

[edit]

user@host# set security zones security-zone trust interfaces ge-0/0/0.0 host-inbound-traffic system-
services all

user@host# set security zones security-zone untrust interfaces ge-0/0/1.0 host-inbound-traffic system-
services all

user@host# set security zones security-zone untrust interfaces ge-0/0/2.0 host-inbound-traffic system-

services all

3. Configure a custom application group for Office 365.

[edit]

user@host# set services application-identification application-group office-365-group applications
junos:OUTLOOK

user@host# set services application-identification application-group office-365-group applications

junos:OFFICE365-CREATE-CONVERSATION

4. Create a security proxy profile by specifying the Office 365 application details and the IP address and
port details of the external proxy server.

[edit]

user@host# set services web-proxy secure-proxy profile office365-profile proxy-address external_proxy
ip 5.0.0.1/32

user@host# set services web-proxy secure-proxy profile office365-profile proxy-address external_proxy
port 8080

user@host# set services web-proxy secure-proxy profile office365-profile dynamic-web-application
junos:office-365

user@host# set services web-proxy secure-proxy profile office365-profile dynamic-web-application-

group office-365-group



5. Define the security policy for the traffic originating from the client to the Internet gateway device.

[edit]
user@host# set security policies from-zone trust to-zone untrust policy 1 match source-address any
user@host# set security policies from-zone trust to-zone untrust policy 1 match destination-address any

user@host# set security policies from-zone trust to-zone untrust policy 1 match application any

6. Define the policy action to apply the secure Web proxy profile on the traffic that matches the policy

rules.

[edit]
user@host# set security policies from-zone trust to-zone untrust policy 1 then permit application-

services web-proxy profile-name office365-profile

Results

From configuration mode, confirm your configuration by entering the show services web-proxy secure-
proxy, show security policies, and show security zones commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

[edit ]
user@host# show services web-proxy secure-proxy
profile office365-profile {
proxy-address external proxy {
ip 5.0.0.1/32;
port 8080;
}
dynamic-web-application junos:office-365

dynamic-web-application-group office-365-group

[edit]
user@host# show security policies
from-zone trust to-zone untrust ({
policy 1 {
match {
source-address any;

destination-address any;



application any;
}
then {
permit {
application-services {
web-proxy {

profile-name office365-profile;

[edit]
user@host# show security zones
security-zone untrust {
interfaces {
ge-0/0/0.0 {
host-inbound-traffic {
system-services {

all;

}
security-zone trust {
interfaces {
ge-0/0/1.0 {
host-inbound-traffic {
system-services {

all;

}
ge-0/0/2.0 {
host-inbound-traffic {
system-services {

all;



Requirements
This example uses the following hardware and software components:

e A Juniper Networks SRX Series device (SRX300, SRX320, SRX340, SRX345, SRX550, SRX1500,
SRX4100, SRX4200, or vSRX).

e Junos OS Release 19.2R1 or later. We've tested this example using Junos OS Release 19.2R1.

e |P address and port number of the external proxy server.

Overview
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Figure 7 on page 127 shows the topology used in this example.



Topology

Figure 6: Topology For Configuring Secure Web Proxy
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Figure 7: Topology for Secure Web Proxy Configuration

In this example, the interfaces ge-0/0/1 and ge-0/0/2 are in the trust zone and are connected to the
client and external proxy server, respectively. The interface ge-0/0/0 is in the untrust zone and is
connected to the webserver through the Internet gateway. You configure a secure Web proxy profile,
specifying Office 365 applications.

After you complete the configuration, the SRX Series device will forward the Office 365 traffic directly

to the webserver, bypassing the external proxy server for Office 365 traffic.

Verification
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Verify Session Details

Purpose

Verify the details of the session in which the secure Web proxy is applied.

Action

From operational mode, enter the show security flow session command.

Session ID: 477, Policy name: 1/5, Timeout: 1796, Valid

In: 6.0.0.1/63638 --> 5.0.0.1/8080;tcp, Conn Tag: 0x0, If: ge-0/0/0.0,
Pkts: 22, Bytes: 2451,

Out: 5.0.0.1/8080 --> 6.0.0.1/63638;tcp, Conn Tag: 0x0, If:
ge-0/0/1.0, Pkts: 0, Bytes: O,

Session ID: 478, Policy name: 1/5, Timeout: 1796, Valid
In: 6.0.0.1/63638 —-> 13.107.7.190/443;tcp, Conn Tag: 0x0, If:
ge-0/0/0.0, Pkts: 1, Bytes: 44,
Out: 13.107.7.190/443 --> 6.0.0.1/63638;tcp, Conn Tag: 0x0, If:
ge-0/0/2.0, Pkts: 31, Bytes: 28898,

Meaning

In the sample output, the ID-477 is the client session and the ID-478 is the proxy session. In the second
session, notice that the traffic from client 6.0.0.1 is directly going to the webserver 13.107.7.190.

Display Secure Web Proxy Session Statistics

Purpose

Display the details of the session in which the secure Web proxy is applied.

Action

From operational mode, enter the show services web-proxy session detail and show services web-
proxy session summary commands.

user@host> show services web-proxy session detail

Web Proxy sessions:



Client Session ID: 38569, Proxy Session ID: 38570
Client: 6.0.0.1/53454 ---> 5.0.0.1/8080

Proxy : 6.0.0.1/53454 ---> 13.107.7.190/443

Proxy Request: CONNECT:www.office.com:443

Dynamic Web App: junos:OFFICE365-CREATE-CONVERSATION

Client Session ID: 38562, Proxy Session ID: 38564
Client: 6.0.0.1/53451 ---> 5.0.0.1/8080

Proxy : 6.0.0.1/53451 ---> 40.126.5.35/443

Proxy Request: CONNECT:login.microsoftonline.com:443
Dynamic Web App: junos:OFFICE365-CREATE-CONVERSATION

Client Session ID: 38567, Proxy Session ID: 38568
Client: 6.0.0.1/53453 ---> 5.0.0.1/8080

Proxy : 6.0.0.1/53453 ---> 13.107.246.10/443

Proxy Request: CONNECT:aadcdn.msauth.net:443

Dynamic Web App: junos:OFFICE365-CREATE-CONVERSATION

Client Session ID: 38571, Proxy Session ID: 0
Client: 6.0.0.1/53455 ---> 5.0.0.1/8080

Proxy : 6.0.0.1/53455 ---> 52.96.40.242/443
Proxy Request: CONNECT:outlook.office365.com:443

Dynamic Web App: Jjunos:OWA

Client Session ID: 38561, Proxy Session ID: 38565
Client: 6.0.0.1/53450 ---> 5.0.0.1/8080

Proxy : 6.0.0.1/53450 ---> 40.126.5.35/443

Proxy Request: CONNECT:login.microsoftonline.com:443
Dynamic Web App: junos:0OFFICE365-CREATE-CONVERSATION

user@host> show services web-proxy session summary

Web Proxy sessions:

Client Session

Proxy Session

[477] 6.0.0.1/63638 ---> 5.0.0.1/8080 [478]
6.0.0.1/63638 ---> 13.107.7.190/443



Meaning

In these samples, notice the details of the client session and the proxy session. You can also see proxy
requests and dynamic web applications.
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Application Firewall
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Application firewall (AppFW) provides policy-based enforcement and control on traffic based on
application signatures. By using AppFW, you can block any application traffic not sanctioned by the
enterprise. For more information, see the following topics:

Application Firewall Overview
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This topic includes the following sections:



Limitations with Stateful Firewalls

Traditionally stateful firewalls used to control applications such as HTTP, SMTP, and DNS because these
applications used well-known standards ports only. However, now it is possible to run these applications
on any port as long as the client and server are using same protocol and same ports. Because of this
standard stateful firewalls are not able to detect evasive applications. Additionally, with the growing
popularity of Web applications and the shift from traditional full client-based applications to the Web,
more and more traffic is being transmitted over HTTP.

This limitation of stateful firewalls, in which firewalls inspect traffic based on Layer 3 and Layer 4, left

open to allow application layer exploits.

Application Firewall

Juniper Networks' application firewall (AppFW) leverages the results from the application identification
to make an informed decision to permit, deny, reject, or redirect the traffic based on applications.
AppFW enables you to enforce the policy control on Layer 7 traffic.

The AppFW allows you to block the applications based on their application signatures, while still
allowing other HTTP traffic to pass through the firewall. For example, an application firewall rule could
block HTTP traffic from Facebook but allow Web access to HTTP traffic from MS Outlook.

Benefit of Application Firewall

e Provides granular security control to high-risk applications based on user-defined policies.

e Adds flexibility by providing policy control over application access based on the requirements.

Application Firewall with Unified Policies

Starting in Junos OS release 18.2R1, you can use unified policies to avail the same functionality of an
AppFW configuration. Unified policies leverage the application identity information from the application
identification (ApplD) service to permit, deny, reject, or redirect the traffic. A unified policy configuration
handles all application firewall functionality and simplifies the task of configuring a firewall policy.

Read one of the following topic for configuring AppFW:

e If you are using Junos OS version 18.2 and later releases, you must configure Unified policies to get
same benefits as traditional AppFW. See "Application Firewall Support with Unified Policies" on page
134.

e If you are using Junos OS version prior to Junos OS 18.2, you can configure traditional AppFW. See
"Application Firewall Overview" on page 132.



Application Firewall Support with Unified Policies

Starting in Junos OS Release 18.2R1, SRX Series devices and vSRX instances support unified policies,
allowing granular control and enforcement of Layer 7 dynamic applications within the traditional
security policy.

Unified policies are the security policies that enable you to use dynamic applications as match
conditions as part of the existing 5-tuple or 6-tuple (5-tuple with user firewall) match conditions to
detect application changes over time.

e If you are planning to upgrade to Junos OS Release 18.2R1 and later releases, note the following
points regarding using APPFW functionality:

o All existing AppFW related CLI statements and commands are deprecated. That is—

Starting in Junos OS Release 18.2R1 Application Firewall (AppFW) functionality is deprecated—
rather than immediately removed—to provide backward compatibility and an opportunity to bring
your configuration into compliance with the new configuration. As a part of this change, the [edit
security application-firewall] hierarchy and all the configuration options under this hierarchy are
deprecated.

o AppFW functionality works if you continue to configure in the deprecated hierarchy. You can
configure AppFW in the deprecated hierarchy in CLI by manual input only.

e Configuring a traditional AppFW policy and a unified policy in the same security policy is not
supported. The system displays the following error message if you attempt to do so:

Traditional AppFW and dynamic-application can't be applied to same policy

e If you are downgrading from Junos OS Release 18.2R1 to any earlier versions of Junos OS:
e You must delete all unified policies to avoid a commit check failure after a downgrade.

For example on configuring a unified policies, see Configuring Unified Security Policies.

SEE ALSO

Application Identification Support for Unified Policies | 95


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/configuring-unified-policies.html

Example: Configure Application Firewall with Unified Policy
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This example describes how to configure a unified policy to allow or block traffic based on the
applications.

System Requirements
System Requirements
This example uses the following hardware and software components:

e SRX Series device running Junos OS Release 18.2R1. This configuration example is tested with Junos
OS release 19.1R1.

Before You Begin

¢ Install a valid application identification feature license on your SRX Series device. See Managing
Junos OS Licenses.

¢ Download and install the Junos OS application signature package. Downloading and Installing the
Junos OS Application Signature Package.

Overview

IN THIS SECTION

Topology | 136

In this example, you create a very common scenario to block certain application and application group
such as Yahoo-Mail and Facebook-Access.
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Topology

This example uses the topology as shown in Figure 8 on page 136.

Figure 8: Topology For Unified Policies Example
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This example uses following zones and interfaces configuration.

e The client system is connected to the ge-0/0/0.0 interface with IP address 4.0.0.254/24. It is part of
the trust zone.

e The server system is connected to the ge-0/0/1.0 interface with IP address 5.0.0.254/24. It is part of
the untrust zone.

Create a security policy configuration to block certain applications using the following steps:

o Create a security policy for the traffic from zone trust to untrust to block the access to the Yahoo-
Mail or Facebook-Access applications.

o Create a redirect message for the denied or rejected traffic to inform the user about the status of
their request.

e Create a default policy to allow rest of the traffic.

Configuration
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security dynamic-application profile profilel redirect-message type custom-text content "THIS
APPLICATION IS BLOCKED"

set security policies from-zone trust to-zone untrust policy policy-1 match source-address any

set security policies from-zone trust to-zone untrust policy policy-1 match destination-address any
set security policies from-zone trust to-zone untrust policy policy-1 match application any

set security policies from-zone trust to-zone untrust policy policy-1 match dynamic-application
junos:YAHOO-MAIL

set security policies from-zone trust to-zone untrust policy policy-1 match dynamic-application
junos:FACEBOOK-ACCESS

set security policies from-zone trust to-zone untrust policy policy-1 then reject profile profilel

set security policies default-policy permit-all

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust interfaces ge-0/0/0.0

set security zones security-zone untrust host-inbound-traffic system-services all

set security zones security-zone untrust interfaces ge-0/0/1.0

set interfaces ge-0/0/0 unit O family inet address 4.0.0.254/24

set interfaces ge-0/0/1 unit O family inet address 5.0.0.254/24

Procedure

Step-by-Step Procedure

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User guide.

To configure a unified policy using dynamic applications:



1. Configure security zones and interfaces.

[edit]

user@host#set security zones security-zone trust host-inbound-traffic system-services all
user@host#set security zones security-zone trust interfaces ge-0/0/0.0

user@host#set security zones security-zone untrust host-inbound-traffic system-services all
user@host#set security zones security-zone untrust interfaces ge-0/0/1.0

user@host#set interfaces ge-0/0/0 unit O family inet address 4.0.0.254/24

user@host#set interfaces ge-0/0/1 unit O family inet address 5.0.0.254/24

2. Create redirect profile.

[edit]
user@host#set security dynamic-application profile profilel redirect-message type custom-text content
"THIS APPLICATION IS BLOCKED"

3. Create a security policy with a dynamic application as the match criteria.

[edit]

user@hosti#set security policies from-zone trust to-zone untrust policy policy-1 match source-address any
user@host#set security policies from-zone trust to-zone untrust policy policy-1 match destination-
address any

user@host#set security policies from-zone trust to-zone untrust policy policy-1 match application any
user@host#set security policies from-zone trust to-zone untrust policy policy-1 match dynamic-
application junos:YAHOO-MAIL

user@hosti#set security policies from-zone trust to-zone untrust policy policy-1 match dynamic-
application junos:FACEBOOK-ACCESS

user@host#set security policies from-zone trust to-zone untrust policy policy-1 then reject profile profilel

4. Create a default policy to permit the remaining traffic.

[edit]

user@hosti#set security policies default-policy permit-all



Results

From configuration mode, confirm your configuration by entering the show security policies command.
If the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@host# show security
dynamic-application {
profile profilel ({
redirect-message {
type {
custom-text {

content "THIS APPLICATION IS BLOCKED";

}
policies {
from-zone trust to-zone untrust {
policy policy-1 ({
match {
source-address any;
destination-address any;
application any;
dynamic-application [junos:YAHOO-MAIL junos:FACEBOOK-ACCESS ];
}
then {
reject {

profile profilel;

}
default-policy {

permit-all;

}
zones {
security-zone trust {

host-inbound-traffic {



system-services {

ping;

}

interfaces {

ge-0/0/0.0;

}

security-zone untrust {
host-inbound-traffic {

system-services {

ping;

}

interfaces {

ge-0/0/1.0;

[edit]
user@host# show interfaces
ge-0/0/0 {
unit 0 {
family inet {
address 4.0.0.254/24;

}
ge-0/0/1 {
unit 0 {
family inet {
address 5.0.0.254/24;

}
£xp0 {
unit 0 {
family inet {
address 10.102.70.185/24;



If you are done configuring the device, enter commit from configuration mode.

Verification
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Use the following procedures to verify if the policy configuration.

Verifying Policy Action

Purpose

Verify that the unified policy has blocked that configured applications.

Action

From your Web browser, try to access the application. For example, Yahoo-Mail. The system displays the
redirect message as shown in the following image.

Mozilla Firefox

Welcome to CentOS X | mail.yahoo.com/ X Juniper Metworks - Netvw X | 9 Login on Twitter X | =+
< C o @ www.mail.yahoo.com

Dynamic Application Policy has blocked your request to application YAHOO-MAIL at 98.136.103.23:80 accessed from 4.0.0.1:47524
THIS APPLICATION IS BLOCKED

Meaning

Whenever the security policy rejects traffic based on the dynamic application, the output displays the
redirect message as configured by you in the dynamic application profile.



Verifying Unified Policy Configuration

Purpose

Verify that the unified policy configuration is correct.

Action

From operational mode, enter the show security policies detail command to display a detailed summary
of all security policies on the device.

user@host> show security policies detail

Default policy: permit-all
Pre ID default policy: permit-all
Policy: policy-1, action-type: reject, State: enabled, Index: 7, Scope Policy: 0
Policy Type: Configured
Sequence number: 1
From zone: trust, To zone: untrust
Source vrf group:
any
Destination vrf group:
any
Source addresses:
any-ipv4 (global): 0.0.0.0/0
any-ipv6 (global): ::/0
Destination addresses:
any-ipv4 (global): 0.0.0.0/0
any-ipv6 (global) : ::/0
Application: any
IP protocol: 0, ALG: 0, Inactivity timeout: 0
Source port range: [0-0]
Destination ports: [0-0]
Dynamic Application:
junos:FACEBOOK-ACCESS: 244
junos:YAHOO-MAIL: 236
dynapp-redir-profile: profile1(1)
Per policy TCP Options: SYN check: No, SEQ check: No, Window scale: No



Meaning

The output displays information about security policy. Verify the following information:
e Configured policy name policy-1 and policy action reject.
e Configured dynamic applications junos:FACEBOOK-ACCESS and junos:YAHOO-MAIL.

e Redirect profile profilel.

SEE ALSO

‘ dynamic-application (Security Policies)

Traditional Application Firewall
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This topic includes the following sections:

Understanding How Application Firewall Works

As you can use existing security policy to enforce traditional firewall controls on the traffic, you can use
AppFW module to block certain application traffic, based on their application signatures, while still
allowing other HTTP traffic to pass through the firewall.

Security device processes traffic in the following sequence when you have configured a AppFW:

1. Security policy matches the zone pair specified in the policy.



2. Security policy matches the packets with matching conditions (source and destination IP addresses,
source and destination ports, and application type)

3. Security policy applies one of the following actions to the matching traffic.
e Reject—Notify the client, drop the traffic, and log the event.
e Deny—Drop the traffic, and log the event.
e Permit—Open a session, log the event, and apply services as specified.
¢ Invoke application services to retrieve the application ID for the traffic.

o Apply the specified application firewall rule set.

NOTE: If you are using Junos OS Release 20.1 or later releases and have configured HTTP-
based custom application signature, the legacy application firewall redirect action might not
work for HTTPS traffic. Instead of redirecting the HTTPS traffic, the security device denies or
rejects the traffic.

NOTE: All IP fragmented packets received on the security device must be reassembled before
forwarding.

Application Firewall Rule Sets and Rules

Consider following when configuring application firewall:
e You can apply one AppFW rule set to multiple different security policies.
e You can configure an AppFW inside a logical system.

e You can configure multiple dynamic applications in a rule and multiple rules in a rule set. However,
there is a limit to the overall number of rule sets and rules.

e You can configure a dynamic application group as match criteria in a rule. An application group
includes multiple related applications. For more information, see Predefined and Custom Application
Groups for Application Identification.

e The default rule defines the action required for any traffic that does not match any rule. So, a AppFW
rule set must contain a default rule.



Application Firewall with ALG

On your security devices, when you enable ALG, application identification includes the ALG results to
identify the applications in the control session. AppFW permits ALG data sessions whenever control
sessions are permitted. If the control session is denied, there will be no data sessions. If you disable ALG,
application identification relies on signatures to identify the application in the control and data sessions.
If a signature match is not found, the application is considered unknown. AppFW handles the
applications based on the application identification result.

Unknown Applications

Application identification classifies unknown dynamic applications with ID junos:UNKNOWN. AppID
uses the reserved keyword junos:UNKNOWN in the following cases

e The traffic does not match an application signature in the database.

e The system encounters an error when identifying the application.

e The session fails over to another device.

Traffic with an application ID of junos:UNKNOWN matches a rule with a dynamic application of

junos:UNKNOWN. If there is no rule defined for junos:UNKNOWN, the default rule is applied.

Session Logging for Application Firewalls

You can log the traffic by enabling the log option under a security policy. Note the following while you
inspect a log message when AppFW is configured as given in Table 5 on page 146:



Table 5: Session Logging for Application Firewall Configuration

Security Log Creation More Details

Policy

Action

Permit Creates a session When security policy permit action creates a session even
and logs a session before the AppFW rules are applied, log message includes one
create message of the following update:

e |f the application is already identified, it's information is
added to the session create message.

e |If the application is in the process of being identified, the
dynamic application field are updated as UNKNOWN.

Reject/ Logs reject or deny ~ When a AppFW rule denies or rejects traffic, the log message
Deny message, but does includes one of the following phrases in the reason field:
not create a session. .
e appfw deny or appfw deny redirect
e appfw reject or appfw reject redirect

e policy deny

e policy reject

Application Firewall Support in Chassis Cluster

When your security device is in chassis cluster mode, the AppFW action before and after the failover
depends on the application identification state, as shown in Table 6 on page 146.

Table 6: Application Firewall Actions

Before Failover After Failover

Application ID State Application Firewall Application ID State Application Firewall
Action Action

Success Deny Success Deny



Table 6: Application Firewall Actions (Continued)

Before Failover After Failover
Success Permit Success Permit
Pending — UNKNOWN Action based on the

rule defined for
unknown application

If there is no rule
defined for unknown,
then the default rule is
applied

Note the following when you have your security device in chassis cluster mode:

[ ]
When you enable application identification, the pre-match state application IDs are not synced to

other node. If there are any failover sessions, which were still under classification, will not have any
application IDs assigned. This could result in application statistics and counters mismatch.

¢ In-service software upgrade (unified ISSU) is not supported due to lack of chassis cluster
infrastructure support. Thus, the failover event is controlled through the application firewall policy by
allowing or denying the unknown dynamic applications.

SEE ALSO

Understanding Security Policy Elements
Security Policies Overview

Understanding Security Policy Rules

Creating Redirects in Application Firewall
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Customize Redirect Message | 148

Customize Redirect Message with URL | 149

When AppFW denies or rejects traffic, it does not notify clients that such action is taken. Clients being
unaware that their request is rejected, might keep on trying to access the Web page. To alleviate this
inconvenience, the Junos OS allows you to provide an explanation for the action or to redirect the client
to an informative webpage. Following examples show you how to create a redirect message.

Redirect with Block Message

Use the block-message option with the reject or deny action in AppFW rule.

rule 1 {
match {
dynamic-application junos:FACEBOOK-CHAT
}
then {
reject {

block-message;

When AppFW rejects the traffic, a splash screen displays the following default message to the user:

user-name, Application Firewall has blocked your request to application FACEBOOK-

CHAT at dst-ip:dst-port accessed from src-ip:src-port.

Customize Redirect Message

You can customize the redirect action by including additional text on the splash screen or by specifying a
URL to which you can redirect a user. To customize the block message, you must create a block message



profile at [edit security application-firewall] hierarchy level and define the type and content as shown in

the following sample.

profile Redirect-Profile {
block-message {

type {
custom-text {

content "YOUR APPLICATION IS BLOCKED AS PER THE ORGANIZATION

POLICY";

Next, you refer the block message profile in the AppFW rule set, and apply it to one or more of the rules

using the block-message option;

rule-sets Ruleset-1 {
rule 1 {
match {
dynamic-application junos:FACEBOOK-CHAT;
}
then {
reject {

block-message;

}

profile Redirect-Profile;

In this case, AppFW displays the configured block message whenever it rejects the traffic based on the
configured rule.
Customize Redirect Message with URL

When AppFW rejects or redirects the traffic, you can redirect the client to the specified Web page for
further action. The URL can be hosted on either the SRX Series device or an external server.



You can set the redirects to the other server by configuring block-message type as custom-redirect-url
as shown in the sample below:

profile Redirect-Profile {
block-message {
type {
custom-redirect-url {

content http://abc.company.com/information;

Next, you refer the block message profile in the AppFW rule set, and apply to one or more of the rules
using the block-message option as shown in the following sample:

rule-sets Ruleset-1 {
rule 1 {
match {
dynamic-application junos:FACEBOOK-CHAT;
}
then {
reject {

block-message;

}

profile Redirect-Profile;

In this case, AppFW redirects the use to the URL http:/abc.company.com/information whenever it
rejects the traffic based on the configured rule.



Example: Configuring Application Firewall
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This example shows how to configure application firewall rule sets within the security policy.

Before You Begin

e Valid application identification feature license installed on an SRX Series device. See Managing Junos
OS Licenses.

e Download and install the Junos OS application signature package. Downloading and Installing the
Junos OS Application Signature Package.

System Requirements

e SRX Series device with Junos OS Release 15.1X49-D60 or later. This configuration example is tested
for Junos OS Release 15.1X49-D60.

Overview

In this example, you create application firewall for the following two common scenarios as described in
Table 7 on page 151.

Table 7: Configure Application Firewall to Permit or Deny Traffic

Objectives Steps to Follows Results
Block a certain Configure a security policy to allow Security policy permits or drops the
application and allow HTTP traffic. traffic based on matching specified

other applications Layer 3 or Layer 4 criteria.


https://www.juniper.net/documentation/en_US/release-independent/licensing/topics/topic-map/managing-junos-os-licenses-for-srx-series.html
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https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-application-identification-predefined-signatures.html#downloading-and-installing-the-junos-os-application-signature-package-manually
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-application-identification-predefined-signatures.html#downloading-and-installing-the-junos-os-application-signature-package-manually

Table 7: Configure Application Firewall to Permit or Deny Traffic (Continued)

Objectives

Allow a certain
application and block
other applications

Steps to Follows

Configure an AppFW rule set with
following options:

e Rules with dynamic applications
that you want to block

e Action to deny dynamic
application traffic.

e Default rule to permit other
traffic

Refer the AppFW rule set in the
security policy.

Configure a security policy to allow
HTTP traffic.

Configure an AppFW rule set with
following options:

e Rules with dynamic applications
that you want to permit

e Action to permit dynamic
application traffic.

e Default rule to block other traffic.

Results

AppFW assess the permitted traffic
at Layer 7 based on its application
ID.

e AppFW blocks the traffic
matching the configured
dynamic applications.

e Default policy permits other
traffic.

Security policy permits or drops the
traffic based on matching specified
Layer 3 or Layer 4 criteria.

AppFW assess the permitted traffic
at Layer 7 based on its application
ID.



Table 7: Configure Application Firewall to Permit or Deny Traffic (Continued)

Objectives Steps to Follows Results
Refer the AppFW rule set in the e AppFW permits the traffic
security policy. matching the configured

dynamic applications.

e Default policy blocks other
traffic.

NOTE: On all SRX Series devices, J-Web pages for AppSecure Services are preliminary. We
recommend using CLI for configuration of AppSecure features.

Configuration
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Application Firewall Rule to Explicitly Deny Certain Application and Permit All Else

In this example, you block dynamic-applications junos:FACEBOOK-CHAT junos:FACEBOOK-
FARMVILLE and allow remaining traffic.

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security policies from-zone untrust to-zone trust policy policyl match source-address any
set security policies from-zone untrust to-zone trust policy policyl match destination-address any

set security policies from-zone untrust to-zone trust policy policyl match application junos-http



set security policies from-zone untrust to-zone trust policy policyl then permit application-services
application-firewall rule-set rs1

set security application-firewall rule-sets rs1 rule r1 match dynamic-application [junos:FACEBOOK-
CHAT,junos:FACEBOOK-FARMVILLE ]

set security application-firewall rule-sets rs1 rule rl then deny

set security application-firewall rule-sets rs1 default-rule permit

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see CL/ User Guide.

To configure two security policies with application firewall rule sets that permit or deny traffic from
different dynamic applications:

1. Define the application firewall rule set to deny traffic from selected dynamic applications.

[edit security application-firewall rule-sets rsl]

user@host# setrule rl match dynamic-application [junos:FACEBOOK-CHAT,junos:FACEBOOK-
FARMVILLE]

user@host# setrule rl then deny

user@host# set default-rule permit

2. Configure the security policy to allow HTTP traffic and invoke application firewall rule set rs1.

[edit security policies from-zone untrust to-zone trust policy policyl]
user@host# set match source-address any

user@host# set match destination-address any

user@host# set match application junos-http

user@host# setthen permit application-services application-firewall rule-set rs1
Results
From configuration mode, confirm your configuration by entering the show security policies and show

security application-firewall commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

[edit]

user@host# show security policies



from-zone untrust to-zone trust ({
policy 1 {

match {
source-address any;
destination-address any;
application junos-http;

}

then {
permit {

application-services {
application-firewall ({

rule-set rsl;

}
user@host# show security application-firewall
rule-sets rsl {
rule rl {
match {
dynamic-application [junos:FACEBOOK-CHAT, junos:FACEBOOK-
FARMVILLE] ;

then {
deny;

}

default-rule {

permit;

If you are done configuring the device, enter commit from configuration mode.

Application Firewall Rule to Explicitly Permit Certain Application and Deny All Else

In this example, you permit dynamic-applications junos:FACEBOOK-ACCESS and block remaining traffic.



CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security policies from-zone untrust to-zone trust policy policy2 match source-address any

set security policies from-zone untrust to-zone trust policy policy2 match destination-address any

set security policies from-zone untrust to-zone trust policy policy2 match application any

set security policies from-zone untrust to-zone trust policy policy2 then permit application-services
application-firewall rule-set rs2

set security application-firewall rule-sets rs2 rule r1 match dynamic-application [junos:FACEBOOK-ACCESS
junos:UNKNOWN]

set security application-firewall rule-sets rs2 rule r1 then permit

set security application-firewall rule-sets rs2 default-rule deny

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see CL/ User Guide.

To configure two security policies with application firewall rule sets that permit or deny traffic from
different dynamic applications:

1.

Configure a security policy to process any traffic that does not go to the HTTP static ports with the
application firewall rule set rs2.

[edit security policies from-zone untrust to-zone trust policy policy2]
user@host# set match source-address any

user@host# set match destination-address any

user@host# set match application junos:http

user@host# setthen permit application-services application-firewall rule-set rs2

Define the application firewall rule set to permit traffic from selected dynamic applications.

[edit security application-firewall rule-sets rs2]
user@host# set rule rl match dynamic-application [junos:FACEBOOK-ACCESS, junos:UNKNOWN]
user@host# setrulerl then permit

user@host# setdefault-rule deny



Results

From configuration mode, confirm your configuration by entering the show security policies and show
security application-firewall commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

[edit]
user@host# show security policies
from-zone untrust to-zone trust ({
policy 2 {
match {
source-address any;
destination-address any;
application junos:http;
}
then {
permit {
application-services {
application-firewall ({

rule-set rs2;

}
user@host# show security application-firewall
rule-sets rs2 {
rule rl {
match {
dynamic-application [junos:FACEBOOK-ACCESS, junos:UNKNOWN] ;

}
then {

permit;
}

default-rule {
deny;

If you are done configuring the device, enter commit from configuration mode.



Verification
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To confirm that the configuration is working properly, perform these tasks:
Verifying Application Firewall Configuration

Purpose

Verify information about application firewall support enabled under the security policy.

Action

To verify the security policy configuration enabled with application firewall, enter the show security
policies and show security policies detail commands. To verify all the application firewall rule sets
configured on the device, enter the show security application-firewall rule-set all command.

Meaning

The output displays information about application firewall enabled policies configured on the system.
Verify the following information.

e Rule set
e Rules

e Match criteria

SEE ALSO

Security Policies Configuration Overview

Example: Configuring a Security Policy to Permit or Deny All Traffic



Example: Configuring Application Firewall with Application Groups
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The application identification (ApplD) module manages predefined application groups. An application
group includes related applications under a single name for simplified, consistent reuse when using in
any application services. An application group can contain multiple applications and application groups
simultaneously. It is possible to assign one application to multiple groups.

You can configure a AppFW rule to permit or to deny traffic by specifying a predefined application group
along with applications as match criteria.

Advantage of using predefined application groups is - As the application signature database changes, the
predefined application group is modified automatically to include new signatures. In this case, if you
already have a AppFW rule with predefined application group, the inclusion of new signatures in the
application group does not affect the existing AppFW rule.

This example shows how to configure application groups in a AppFW rule set.

Before You Begin

¢ Install a valid application identification feature license on your SRX Series device. See Managing
Junos OS Licenses.

¢ Download and install the Junos OS application signature package. Downloading and Installing the
Junos OS Application Signature Package.

System Requirements

e SRX Series device with Junos OS Release 15.1X49-Dé60 or later. This configuration example is tested
for Junos OS Release 15.1X49-D60.


https://www.juniper.net/documentation/en_US/release-independent/licensing/topics/topic-map/managing-junos-os-licenses-for-srx-series.html
https://www.juniper.net/documentation/en_US/release-independent/licensing/topics/topic-map/managing-junos-os-licenses-for-srx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-application-identification-predefined-signatures.html#downloading-and-installing-the-junos-os-application-signature-package-manually
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-application-identification-predefined-signatures.html#downloading-and-installing-the-junos-os-application-signature-package-manually

Overview

In this example, you configure a security policy to control outbound traffic from the trust zone to the
untrust zone. Next you create a AppFW rule to allow specific application traffic (junos:GOOGLETALK),
but deny all other known similar application traffic (social networking traffic) using application group.

It is very important to note the order of AppFW rules because, the predefined group junos:social-
networking includes the junos:GOOGLETALK application. To allow junos:GOOGLETALK traffic and deny
the rest of the group, you must place the rule permitting junos:GOOGLETALK traffic before the rule
denying traffic from the rest of the applications in the group.

Configuration

IN THIS SECTION

Procedure | 160

Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security application-firewall rule-sets social-network rule google-rule match dynamic-application
junos:GOOGLETALK
set security application-firewall rule-sets social-network rule google-rule then permit
set security application-firewall rule-sets social-network rule denied-sites match dynamic-application-groups
junos:social-networking

set security application-firewall rule-sets social-network rule denied-sites match dynamic-application
junos:UNKNOWN
set security application-firewall rule-sets social-network rule denied-sites then deny
set security application-firewall rule-sets social-network default-rule permit
set security policies from-zone trust to-zone untrust policy outbound-traffic match source-address any
set security policies from-zone trust to-zone untrust policy outbound-traffic match destination-address any

set security policies from-zone trust to-zone untrust policy outbound-traffic match application junos:HTTP



set security policies from-zone trust to-zone untrust policy outbound-traffic then permit application-services

application-firewall rule-set social-network

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode.

To configure application firewall rule-sets and security policies for outbound traffic:

1. Create the rule-set social-network.

[edit]

user@host# set security application-firewall rule-sets social-network

2. Define a rule to permit Google-Talk traffic.

[edit security application-firewall rule-sets social-network]
user@host# set rule google-rule match dynamic-application junos:GOOGLETALK

user@host# set rule google-rule then permit

3. Define a second rule that denies all other social-networking traffic and traffic from an unknown

application.

[edit security application-firewall rule-sets social-network]
user@host# set rule denied-sites match dynamic-application-groups junos:social-networking
user@host# set rule denied-sites match dynamic-application junos:UNKNOWN

user@host# set rule denied-sites then deny

Note that the rule sequence is very important. You must place the rule with junos:GOOGLETALK
before the rule with junos:social-networking. Otherwise, AppFW rule denies even GOOGLETALK
traffic along junos:social-networking.

4. Define the default-rule that permits all other traffic.

[edit security application-firewall rule-sets social-network]

user@host# user@host# set default-rule permit



5. Configure the outbound-traffic policy to apply the social-network rule-set to all outbound traffic.

[edit security policies from-zone trust to-zone untrust policy outbound-
traffic]

user@host# set match source-address any

user@host# set match destination-address any

user@host# set match application junos:HTTP

user@host# setthen permit application-services application-firewall rule-set social-network

Results

From configuration mode, confirm your configuration by entering the show security application-firewall
and show security policies commands. If the output does not display the intended configuration, repeat
the instructions in this example to correct the configuration.

[edit]

user@host# show security application-firewall

rule-sets social-network {
rule google-rule ({
match {
dynamic-application junos:GOOGLETALK;

then {
permit ;

}

rule denied-sites {

match {
dynamic-application-groups junos:social-networking
dynamic-application junos:UNKNOWN;

}

then {
deny ;

}
default-rule {

permit;



[edit]
user@host# show security policies

from-zone untrust to-zone trust {

policy outbound-traffic {

match {
source-address any;
destination-address any;
application junos-http;

}

then {
permit {

application-services {
application-firewall ({

rule-set social-network

If you are done configuring the device, enter commit from configuration mode.

Verification
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Verifying Application Firewall Configuration

Purpose

Verify information about application grouping support under the application firewall policy.
Action

e To verify the application firewall policy configuration enabled with application grouping, from the
operational mode, enter the show security policies and show security policies detail commands.

o To verify all the application firewall rule sets configured on the device, from the operational mode,
enter the show security application-firewall rule-set all command.

o To verify the list of applications defined within the application group, from the operational mode,
enter the show services application-identification application-group application-group-name
command.

SEE ALSO

Security Policies Configuration Overview

Customizing Application Groups for Junos OS Application Identification

Example: Configuring Application Firewall When SSL Proxy Is Enabled
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This example describes how to configure a AppFW when you have enabled the SSL proxy.

For application junos-https, SSL proxy detects an SSL session based on the dynamic application
identified for that session. In case if any known Web servers are running nonstandard ports, you can use
a custom Junos OS application to identify the application. However, if the Web servers are not known,



for example on the Internet, you can use application any. Non-SSL sessions that come across the policy
rule are ignored by SSL proxy. A syslog SSL_PROXY_SESSION_IGNORE is sent out for these sessions.
Juniper Networks recommends that you use application “any” with caution because this can result in a
lot of traffic, incurring initial SSL proxy processing and thereby impacting performance.

The security device bypasses SSL proxy services if when SSL proxy profile is attached to the security
rule, when none of the services (AppFW, IDP, or Applrack) are configured

Requirements
Before you begin:

¢ Install a valid application identification feature license on your SRX Series device. See Managing
Junos OS Licenses.

¢ Download and install the Junos OS application signature package. Downloading and Installing the
Junos OS Application Signature Package.

e Create an application (or application set) that indicates that the policy applies to traffic of that type.
See Example: Configuring Security Policy Applications and Application Sets.

e Create a SSL proxy profile that enables SSL proxy by means of a policy. See Configuring SSL Forward
Proxy.

System Requirements

e SRX Series device with Junos OS Release 15.1X49-D60 or later. This configuration example is tested
for Junos OS Release 15.1X49-D60.

Overview

In this example, you configure two security policies with AppFW rule sets to permit or deny traffic from
plain text or encrypted traffic:

¢ Allow the encrypted version of Oracle and deny any other encrypted traffic.

e Allow all HTTP traffic, except Hulu.

Configuration
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Verifying Application Firewall In an SSL Proxy Enabled Policy | 168


https://www.juniper.net/documentation/en_US/release-independent/licensing/topics/topic-map/managing-junos-os-licenses-for-srx-series.html
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https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-application-identification-predefined-signatures.html#downloading-and-installing-the-junos-os-application-signature-package-manually

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security policies from-zone Z_1 to-zone Z_2 policy policyl match source-address any

set security policies from-zone Z_1 to-zone Z_2 policy policyl match destination-address any

set security policies from-zone Z_1 to-zone Z_2 policy policyl match application junos-https

set security policies from-zone Z_1 to-zone Z_2 policy policyl then permit application-services application-
firewall rule-set appfw-rs-1

set security policies from-zone Z_1 to-zone Z_2 policy policyl then permit application-services ssl-proxy
profile-name ssl-profile-1

set security policies from-zone Z_1 to-zone Z_2 policy policy2 match source-address any

set security policies from-zone Z_1 to-zone Z_2 policy policy2 match destination-address any

set security policies from-zone Z_1 to-zone Z_2 policy policy2 match application junos-http

set security policies from-zone Z_1 to-zone Z_2 policy policy2 then permit application-services application-
firewall rule-set appfw-rs-2

set security application-firewall rule-sets appfw-rs-1 rule rulel match dynamic-application [junos:ORACLE]
set security application-firewall rule-sets appfw-rs-1 rule rulel then permit

set security application-firewall rule-sets appfw-rs-1 default-rule deny

set security application-firewall rule-sets appfw-rs-2 rule rulel match dynamic-application [junos:HULU]
set security application-firewall rule-sets appfw-rs-2 rule rulel then deny

set security application-firewall rule-sets appfw-rs-2 default-rule permit

Procedure

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see CL/ User Guide.

1. Configure a security policy to process the traffic with AppFW rule set and SSL proxy profile.

[edit security policies from-zone Z 1 to-zone Z 2 policy policyl
user@host# set match source-address any
user@host# set match destination-address any

user@host# set match application junos-https



user@host# setthen permit application-services application-firewall rule-set appfw-rs-1

user@host# setthen permit application-services ssl-proxy profile-name ssl-profile-1
2. Configure another security policy with AppFW rule set.

[edit security policies from-zone Z 1 to-zone Z 2 policy policy2
user@host# set match source-address any
user@host# set match destination-address any

user@host# set match application junos-http
user@host# setthen permit application-services application-firewall rule-set appfw-rs-2

3. Define the AppFW rule set to permit an encrypted version of Oracle traffic and to deny any other

encrypted traffic.

[edit security application-firewall rule-sets appfw-rsl]
user@host# setrule rulel match dynamic-application [junos:ORACLE]
user@host# setrule rulel then permit

user@host# set default-rule deny

4. Define another AppFW rule set to allow all plain text traffic except Hulu.

[edit security application-firewall rule-sets appfw-rs2]
user@host# set rule rulel match dynamic-application [junos:HULU]
user@host# setrule rulel then deny

user@host# set default-rule permit

Results

From configuration mode, confirm your configuration by entering the show security policies and show
security application-firewall commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

If you are done configuring the device, enter commit from configuration mode.

NOTE:



Verifying Application Firewall In an SSL Proxy Enabled Policy

Purpose

Verify that the application is configured correctly when SSL proxy is enabled in a policy.

Action

From operational mode, enter the show security policies command.

The following output shows the options for the show security flow session command.

user@host> show security flow session ?

Possible completions:
<[Enter]> Execute this command
application Application protocol name
application-firewall Show application-firewall sessions
application-firewall-rule-set Show application firewall sessions matching
rule-set name
brief (default)

(1. -.65535)

Show brief output
destination-port Destination port
destination-prefix Destination IP prefix or address

dynamic-application Dynamic application name

extensive Show detailed output
+ encrypted Show encrypted traffic
family Show session by family
idp Show idp sessions
interface Name of incoming or outgoing interface
nat Show sessions with network address translation
protocol IP protocol number

resource-manager Show sessions with resource manager

session-identifier Show session with specified session identifier

source-port Source port (1..65535)

source-prefix Source IP prefix or address

summary
tunnel

Show output summary

Show tunnel sessions

Pipe through a command



To display SSL encrypted UNKNOWN sessions, use the show security flow session application-firewall
dynamic-application junos:SSL extensive command.

To display all HTTPS sessions, use the show security flow session application-firewall dynamic-
application junos:HTTP encrypted extensive command.

SEE ALSO
SSL Proxy Overview

Release History Table

Release = Description

18.2R1 Starting in Junos OS Release 18.2R1 Application Firewall (AppFW) functionality is deprecated— rather
than immediately removed—to provide backward compatibility and an opportunity to bring your
configuration into compliance with the new configuration. As a part of this change, the [edit security
application-firewall] hierarchy and all the configuration options under this hierarchy are deprecated.
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SSL Proxy | 382

Application Tracking

IN THIS SECTION

Understanding Application Tracking | 170

Example: Configuring Application Tracking | 179

Example: Configuring Application Tracking When SSL Proxy Is Enabled | 187
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Application tracking (AppTrack) is a logging and reporting tool that can be used to share information for
application visibility. AppTrack sends log messages through syslog providing application activity update
messages. For more information, see the following topics:

Understanding Application Tracking

IN THIS SECTION

Benefits of Application Tracking | 171

Application Tracking Log Messages Fields | 172

AppTrack, an application tracking tool, provides statistics for analyzing bandwidth usage of your
network. When enabled, AppTrack collects byte, packet, and duration statistics for application flows in
the specified zone. By default, when each session closes, AppTrack generates a message that provides
the byte and packet counts and duration of the session, and sends it to the host device. Juniper Secure
Analytics (formally known as STRM) retrieves the data and provides flow-based application visibility.

AppTrack messages are similar to session logs and use syslog or structured syslog formats. The message
also includes an application field for the session. If AppTrack identifies a custom-defined application and
returns an appropriate name, the custom application name is included in the log message. (If the
application identification process fails or has not yet completed when an update message is triggered,
the message specifies none in the application field.)

AppTrack supports both IPv4 and IPvé addressing. Related messages display addresses in the
appropriate IPv4 or IPv6 format.

User identity details such as user name and user role have been added to the AppTrack session create,
session close, and volume update logs. These fields will contain the user name and role associated with
the policy match. The logging of user name and roles is enabled only for security policies that provide
UAC enforcement. For security policies without UAC enforcement, the user name and user role fields
are displayed as N/A. The user name is displayed as unauthenticated user and user role is displayed as
N/A, if the device cannot retrieve information for that session because there is no authentication table
entry for that session or because logging of this information is disabled. The user role field in the log
contains the list of all the roles performed by the user if match criteria is specific, authenticated user, or
any, and the user name field in the log contains the correct user name. The user role field in the log will
contain N/A if the match criteria and the user name field in the log contain unauthenticated user or
unknown user.



If you enable AppTrack for a zone and specify a session-update-interval time, whenever a packet is
received, AppTrack checks whether the time since the start of the session or since the last update is
greater than the update interval. If so, AppTrack updates the counts and sends an update message to the
host. If a short-lived session starts and ends within the update interval, AppTrack generates a message
only at session close.

When you want the initial update message to be sent earlier than the specified update interval, use the
first-update-interval. The first-update-interval lets you enter a shorter interval for the first update only.
Alternatively, you can generate the initial update message at session start by using the first-update
option.

The close message updates the statistics for the last time and provides an explanation for the session
closure. The following codes are used:

TCP RST RST received from either end.

TCP FIN FIN received from either end.

Response received Response received for a packet request (such as icmp req-reply).
ICMP error ICMP error received (such as dest unreachable).

Aged out Session aged out.

ALG ALG closed the session.

IDP IDP closed the session.

Parent closed Parent session closed.

CLl Session cleared by a CLI statement.

Policy delete Policy marked for deletion.

Benefits of Application Tracking

e Provides visibility into the types of applications traversing through your security device.
e Enables you to gain insight into permitted applications and the risk they might pose.

e Assists in managing bandwidth, reports active users and applications.



Application Tracking Log Messages Fields

Starting from Junos OS Release 15.1X49-D100, AppTrack session create, session close, and volume
update logs include a new field called destination interface. You can use the destination interface field
to see which egress interface is selected for the session when a advanced policy-based routing (APBR) is
applied to that session and Applrack is enabled and configured within any logical system.

Starting from Junos OS Release 15.1X49-D100, a new Applrack log for route update is added to include
APBR profile, rule, and routing instance details. When APBR is applied to a session, the new log is
generated and the AppTrack session counter is updated to indicate the number of times a new route
update log is generated. The Applrack session close log is also updated to include APBR profile, rule, and
routing instance details.

Starting from Junos OS Release 17.4R1, Applrack session create, session close, and volume update logs
include the new fields category and subcategory. These fields provide general information about the
application attributes. For example, the category field specifies the technology of the application (web,
infrastructure) and subcategory field specifies the subcategory of the application (for example, social
networking, news, and advertisements).

Because category and subcategory are not applicable for a custom application, the Applrack log
messages present the category as custom application and the subcategory as N/A.

For unknown applications, both category and subcategories are logged as N/A.
Examples of the log messages in structured syslog format:

APPTRACK_SESSION_CREATE user@host.1.1.1.2.129 source-address="4.0.0.1" source-port="48873"
destination-address="5.0.0.1" destination-port="80" service-name="junos-http"
application="UNKNOWN" nested-application="UNKNOWN" nat-source-address="4.0.0.1" nat-
source-port="48873" nat-destination-address="5.0.0.1" nat-destination-port="80" src-nat-rule-
name="N/A" dst-nat-rule-name="N/A" protocol-id="6" policy-name="permit-all" source-zone-
name="trust" destination-zone-name="untrust" session-id-32="32" username="user1" roles="DEPT1"
encrypted="UNKNOWN" destination-interface-name="ge-0/0/0" category="N/A" sub-
category="N/A"]

APPTRACK_SESSION_CLOSE [junos@2636.1.1.1.2.129 reason="TCP CLIENT RST" source-
address="4.0.0.1" source-port="48873" destination-address="5.0.0.1" destination-port="80" service-
name="junos-http" application="HTTP" nested-application="UNKNOWN" nat-source-
address="4.0.0.1" nat-source-port="48873" nat-destination-address="5.0.0.1" nat-destination-
port="80" src-nat-rule-name="N/A" dst-nat-rule-name="N/A" protocol-id="6" policy-name="permit-
all" source-zone-name="trust" destination-zone-name="untrust" session-id-32="32" packets-from-
client="5" bytes-from-client="392" packets-from-server="3" bytes-from-server="646" elapsed-
time="3" username="user1" roles="DEPT1" encrypted="No" routing-instance="default” destination-
interface-name="st0.0” category=" Web” sub-category="N/A"]



APPTRACK_SESSION_VOL_UPDATE [user@host.1.1.1.2.129 source-address="4.0.0.1" source-
port="33040" destination-address="5.0.0.1" destination-port="80" service-name="junos-http"
application="HTTP" nested-application="FACEBOOK-SOCIALRSS" nat-source-address="4.0.0.1" nat-
source-port="33040" nat-destination-address="5.0.0.1" nat-destination-port="80" src-nat-rule-
name="N/A" dst-nat-rule-name="N/A" protocol-id="6" policy-name="permit-all" source-zone-
name="trust" destination-zone-name="untrust" session-id-32="28" packets-from-client="371" bytes-
from-client="19592" packets-from-server="584" bytes-from-server="686432" elapsed-time="60"
username="user1" roles="DEPT1" encrypted="No" destination-interface-name="st0.0” category="
Web” sub-category="Social-Networking”]

APPTRACK_SESSION_ROUTE_UPDATE [user@host.1.1.1.2.129 source-address="4.0.0.1" source-
port="33040" destination-address="5.0.0.1" destination-port="80" service-name="junos-http"
application="HTTP" nested-application="FACEBOOK-SOCIALRSS" nat-source-address="4.0.0.1" nat-
source-port="33040" nat-destination-address="5.0.0.1" nat-destination-port="80" src-nat-rule-
name="N/A" dst-nat-rule-name="N/A" protocol-id="6" policy-name="permit-all" source-zone-
name="trust" destination-zone-name="untrust" session-id-32="28" username="user1" roles="DEPT1"
encrypted="No" profile-name="pf1” rule-name="facebook1” routing-instance="instance1” destination-
interface-name="st0.0” category="Web" sub-category="Social-Networking”]

Starting in Junos OS Release 18.4R1 and Junos OS Release 18.3R2, in the
APPTRACK_SESSION_ROUTE_UPDATE log, the encrypted field displays the value as N/A as shown in
the following sample:

APPTRACK_SESSION_ROUTE_UPDATE [junos@2636.1.1.1.2.129 source-address="4.0.0.1" source-
port="251" destination-address="5.0.0.1" destination-port="250" service-name="None"
application="HTTP" nested-application="UNKNOWN" nat-source-address="4.0.0.1" nat-source-
port="251" nat-destination-address="5.0.0.1" nat-destination-port="250" src-nat-rule-name="N/A"
dst-nat-rule-name="N/A" protocol-id="6" policy-name="1" source-zone-name="trust" destination-
zone-name="untrust" session-id-32="866" username="N/A" roles="N/A" encrypted="N/A" profile-
name="profile1" rule-name="rule1" routing-instance="RI1" destination-interface-name="ge-0/0/2.0"
category="Web" subcategory="N/A" apbr-policy-name="slal" webfilter-category="N/A"]

Starting in Junos OS Release 18.4R1, in the APPTRACK_SESSION_CLOSE and
APPTRACK_SESSION_CLOSE_LS log includes the multipath rule name as shown in the following
sample:

2018-10-25T01:00:18.179-07:00 multihome-spoke RT_FLOW - APPTRACK_SESSION_CLOSE
[junos@2636.1.1.1.2.129 reason="idle Timeout" source-address="19.0.0.2" source-port="34880"
destination-address="9.0.0.2" destination-port="80" service-name="junos-http" application="HTTP"
nested-application="GOOGLE-GEN" nat-source-address="19.0.0.2" nat-source-port="34880" nat-
destination-address="9.0.0.2" nat-destination-port="80" src-nat-rule-name="N/A" dst-nat-rule-
name="N/A" protocol-id="6" policy-name="1" source-zone-name="trust" destination-zone-
name="untrust1" session-id-32="9625" packets-from-client="347" bytes-from-client="18199"
packets-from-server="388" bytes-from-server="131928" elapsed-time="411" username="N/A"
roles="N/A" encrypted="No" profile-name="apbr1" rule-name="rulel" routing-instance="TC1_VPN"



destination-interface-name="gr-0/0/0.4" uplink-incoming-interface-name="" uplink-tx-bytes="0"

uplink-rx-bytes="0" multipath-rule-name="multi1"]

Starting from Junos OS Release 18.2R1, Applrack session close logs include new fields to record the
packet bytes transmitted and received through the uplink interfaces. The packet bytes transmitted and
received through the uplink interfaces are reported by uplink-tx-bytes, uplink-rx-bytes, and uplink-
incoming-interface-name fields.

Example:

APPTRACK_SESSION_CLOSE [user@host.1.1.1.2.137 reason="TCP FIN" source-address="4.0.0.1"
source-port="40297" destination-address="5.0.0.1" destination-port="110" service-name="junos-
pop3" application="POP3" nested-application="UNKNOWN" nat-source-address="4.0.0.1" nat-
source-port="40297" nat-destination-address="5.0.0.1" nat-destination-port="110" src-nat-rule-
name="N/A" dst-nat-rule-name="N/A" protocol-id="6" policy-name="permit-all" source-zone-
name="UNTRUST" destination-zone-name="TRUST" session-id-32="81" packets-from-client="7"
bytes-from-client="1959" packets-from-server="6" bytes-from-server="68643" elapsed-time="130"
username="N/A" roles="N/A" encrypted="No" profile-name="pf1” rule-name="facebook1” routing-
instance="instancel” destination-interface-name="gr-0/0/0.0" uplink-tx-bytes="1959" uplink-rx-
bytes="68643" uplink-incoming-interface-name="gr-0/0/0.0"]

A new syslog message RT_FLOW_NEXTHOP_CHANGE is generated whenever there is a change in the
route or in the next-hop on the APBR and Applrack enabled sessions.

Starting from Junos OS Release 18.2R1, new application tracking messages are added for AppQoE
(application quality of experience).. The new Apptrack messages provide information such as active and
passive metric report, switching of application traffic path as shown in the following samples:

APPQOE_BEST_PATH_SELECTED [junos@2636.1.1.1.2.129 source-address="20.1.1.1" source-
port="47335" destination-address="151.101.9.67" destination-port="443" apbr-profile="apbrProf1"
apbr-rule="rule1" application="HTTP" nested-application="CNN" group-name="N/A" service-
name="junos-https" protocol-id="6" source-zone-name="trust" destination-zone-name="untrust"
session-id-32="611" username="N/A" roles="N/A" routing-instance="ri3" destination-interface-
name="gr-0/0/0.2" ip-dscp="0" sla-rule="SLA1" elapsed-time="2" bytes-from-client="675" bytes-
from-server="0" packets-from-client="7" packets-from-server="0" previous-interface="gr-0/0/0.2"
active-probe-params="PP1" destination-group-name="p1"]

APPQOE_PASSIVE_SLA_METRIC_REPORT [junos@2636.1.1.1.2.129 source-address="20.1.1.1"
source-port="47335" destination-address="151.101.9.67" destination-port="443" apbr-
profile="apbrProf1" apbr-rule="rule1" application="HTTP" nested-application="CNN" group-
name="N/A" service-name="junos-https" protocol-id="6" source-zone-name="trust" destination-zone-
name="untrust" session-id-32="611" username="N/A" roles="N/A" routing-instance="ri3" destination-
interface-name="gr-0/0/0.2" ip-dscp="0" sla-rule="SLA1" ingress-jitter="0" egress-jitter="0" rtt-
jitter="0" rtt="0" pkt-loss="0" bytes-from-client="1073" bytes-from-server="6011" packets-from-
client="12" packets-from-server="13" monitoring-time="990" active-probe-params="PP1"
destination-group-name="p1"]



APPQOE_SLA_METRIC_VIOLATION [junos@2636.1.1.1.2.129 source-address="20.1.1.1" source-
port="35264" destination-address="151.101.193.67" destination-port="443" apbr-profile="apbrProf1"
apbr-rule="rule1" application="HTTP" nested-application="CNN" group-name="N/A" service-
name="junos-https" protocol-id="6" source-zone-name="trust" destination-zone-name="untrust"
session-id-32="614" username="N/A" roles="N/A" routing-instance="ri3" destination-interface-
name="gr-0/0/0.2" ip-dscp="0" sla-rule="SLA1" ingress-jitter="104" egress-jitter="7" rtt-jitter="97"
rtt="1142" pkt-loss="0" target-jitter-type="2" target-jitter="20000" target-rtt="500" target-pkt-
loss="1" violation-reason="1" jitter-violation-count="0" pkt-loss-violation-count="0" rtt-violation-
count="1" violation-duration="0" bytes-from-client="2476" bytes-from-server="163993" packets-
from-client="48" packets-from-server="150" monitoring-time="948" active-probe-params="PP1"
destination-group-name="p1"]

APPQOE_ACTIVE_SLA_METRIC_REPORT [junos@2636.1.1.1.2.129 source-address="6.1.1.2" source-
port="36051" destination-address="6.1.1.1" destination-port="36050" application="UDP" protocol-
id="17" destination-zone-name="untrust" routing-instance="ri3" destination-interface-
name="gr-0/0/0.3" ip-dscp="128" ingress-jitter="26" egress-jitter="31" rtt-jitter="8" rtt="2383" pkt-
loss="0" bytes-from-client="870240" bytes-from-server="425280" packets-from-client="4440"
packets-from-server="4430" monitoring-time="30" active-probe-params="PP1" destination-group-
name="p1"]

Starting in Junos OS Release 15.1X49-D170, AppTrack session create, session close, route update, and
volume update logs are enhanced to include VRF-name for both Source-VRF and Destination-VRF. The
new Apptrack messages provide information such as VRF-name for both Source-VRF and Destination-
VRF as shown in the following sample:

<14>1 2018-10-03T00:35:22.015-07:00 pdt-porter-vsrx4 RT_FLOW -
APPTRACK_SESSION_ROUTE_UPDATE [junos@2636.1.1.1.2.129 source-address="1.3.0.10" source-
port="990" destination-address="8.3.0.10" destination-port="8080" service-name="None"
application="HTTP" nested-application="UNKNOWN" nat-source-address="1.3.0.10" nat-source-
port="990" nat-destination-address="8.3.0.10" nat-destination-port="8080" src-nat-rule-name="N/A"
dst-nat-rule-name="N/A" protocol-id="6" policy-name="1" source-zone-name="trust_lan2"
destination-zone-name="sdwan" session-id-32="432399" username="N/A" roles="N/A"
encrypted="No" profile-name="p2" rule-name="r1" routing-instance="Default_VPN_LAN2"
destination-interface-name="gr-0/0/0.0" source-I3vpn-vrf-group-name="vpn-A" destination-I3vpn-
vrf-group-name="vpn-A"]

<14>1 2018-10-03T00:35:22.015-07:00 pdt-porter-vsrx4 RT_FLOW - APPTRACK_SESSION_CREATE
[junos@2636.1.1.1.2.129 source-address="1.3.0.10" source-port="990" destination-
address="8.3.0.10" destination-port="8080" service-name="None" application="HTTP" nested-
application="UNKNOWN" nat-source-address="1.3.0.10" nat-source-port="990" nat-destination-
address="8.3.0.10" nat-destination-port="8080" src-nat-rule-name="N/A" dst-nat-rule-name="N/A"
protocol-id="6" policy-name="1" source-zone-name="trust_lan2" destination-zone-name="sdwan"
session-id-32="432399" username="N/A" roles="N/A" encrypted="No" destination-interface-



name="gr-0/0/0.0" source-I13vpn-vrf-group-name="vpn-A" destination-I13vpn-vrf-group-name="vpn-
A"I]

<14>1 2019-01-21T04:02:51.036-08:00 idpdevesx6-vsrx2-10 RT_FLOW -
APPTRACK_SESSION_VOL_UPDATE [junos@2636.1.1.1.2.129 source-address="4.0.0.1" source-
port="34219" destination-address="5.0.0.1" destination-port="80" service-name="junos-http"
application="HTTP" nested-application="UNKNOWN" nat-source-address="4.0.0.1" nat-source-
port="34219" nat-destination-address="5.0.0.1" nat-destination-port="80" src-nat-rule-name="N/A"
dst-nat-rule-name="N/A" protocol-id="6" policy-name="policyl" source-zone-name="trust"
destination-zone-name="untrust" session-id-32="4" packets-from-client="6" bytes-from-client="425"
packets-from-server="5" bytes-from-server="561" elapsed-time="1" username="N/A" roles="N/A"
encrypted="No" profile-name="p1" rule-name="r1" routing-instance="default" destination-interface-
name="ge-0/0/1.0" source-I3vpn-vrf-group-name="vpn-A" destination-I3vpn-vrf-group-name="vpn-
A"l

<14>1 2019-01-21T04:02:51.036-08:00 idpdevesx6-vsrx2-10 RT_FLOW -
APPTRACK_SESSION_CLOSE [junos@2636.1.1.1.2.129 reason="TCP FIN" source-address="4.0.0.1"
source-port="34219" destination-address="5.0.0.1" destination-port="80" service-name="junos-http
application="HTTP" nested-application="UNKNOWN" nat-source-address="4.0.0.1" nat-source-
port="34219" nat-destination-address="5.0.0.1" nat-destination-port="80" src-nat-rule-name="N/A"
dst-nat-rule-name="N/A" protocol-id="6" policy-name="policyl" source-zone-name="trust"
destination-zone-name="untrust" session-id-32="4" packets-from-client="6" bytes-from-client="425"
packets-from-server="5" bytes-from-server="561" elapsed-time="1" username="N/A" roles="N/A"
encrypted="No" profile-name="p1" rule-name="r1" routing-instance="default" destination-interface-
name="ge-0/0/1.0" uplink-incoming-interface-name="" uplink-tx-bytes="0" uplink-rx-bytes="0"
multipath-rule-name="N/A" source-I3vpn-vrf-group-name="vpn-A" destination-I3vpn-vrf-group-
name="vpn-A"]

Starting in Junos OS Release 19.1R1, Applrack session close logs include new field source identity to
check the session create log and session close log with user name and roles. The new Apptrack
messages provide information such as user name and roles as shown in the following sample:

APPQOE_BEST_PATH_SELECTED [junos@2636.1.1.1.2.129 source-address="20.1.1.1" source-
port="47335" destination-address="151.101.9.67" destination-port="443" apbr-profile="apbrProf1"
apbr-rule="rule1" application="HTTP" nested-application="CNN" group-name="N/A" service-
name="junos-https" protocol-id="6" source-zone-name="trust" destination-zone-name="untrust"
session-id-32="611" username="N/A" roles="N/A" routing-instance="ri3" destination-interface-
name="gr-0/0/0.2" ip-dscp="0" sla-rule="SLA1" elapsed-time="2" bytes-from-client="675" bytes-
from-server="0" packets-from-client="7" packets-from-server="0" previous-interface="gr-0/0/0.2"
active-probe-params="PP1" destination-group-name="p1"]

Starting in Junos OS Release 19.3R1, Applrack session logs such as session close, volume update, route
update, and RT_FLOW_NEXTHOP_CHANGE include dscp-value and apbr-rule-type options.



e APPTRACK_SESSION_CLOSE [junos@2636.1.1.1.2.129 reason="TCP CLIENT RST" source-
address="4.0.0.1" source-port="48873" destination-address="5.0.0.1" destination-port="80"
service-name="junos-http" application="UNKNOWN" nested-application="UNKNOWN" nat-
source-address="4.0.0.1" nat-source-port="48873" nat-destination-address="5.0.0.1" nat-
destination-port="80" src-nat-rule-name="N/A" dst-nat-rule-name="N/A" protocol-id="6" policy-
name="permit-all" source-zone-name="trust" destination-zone-name="untrust" session-id-32="32"
packets-from-client="5" bytes-from-client="392" packets-from-server="3" bytes-from-
server="646" elapsed-time="3" username="user1" roles="DEPT1" encrypted="No" destination-
interface-name="st0.0” dscp-value="13" apbr-rule-type="dscp”]

e APPTRACK_SESSION_ROUTE_UPDATE [junos@2636.1.1.1.2.129 source-address="4.0.0.1"
source-port="33040" destination-address="5.0.0.1" destination-port="80" service-name="junos-
http" application="HTTP" nested-application="FACEBOOK-SOCIALRSS" nat-source-
address="4.0.0.1" nat-source-port="33040" nat-destination-address="5.0.0.1" nat-destination-
port="80" src-nat-rule-name="N/A" dst-nat-rule-name="N/A" protocol-id="6" policy-
name="permit-all" source-zone-name="trust" destination-zone-name="untrust" session-id-32="28"
username="user1" roles="DEPT1" encrypted="No" profile-name="pf1” rule-name="facebook1”
routing-instance="instancel” destination-interface-name="st0.0” dscp-value="13" apbr-rule-
type="application-dscp”]

e APPTRACK_SESSION_VOL_UPDATE [junos@2636.1.1.1.2.129 source-address="4.0.0.1" source-
port="33040" destination-address="5.0.0.1" destination-port="80" service-name="junos-http"
application="HTTP" nested-application="FACEBOOK-SOCIALRSS" nat-source-address="4.0.0.1"
nat-source-port="33040" nat-destination-address="5.0.0.1" nat-destination-port="80" src-nat-rule-
name="N/A" dst-nat-rule-name="N/A" protocol-id="6" policy-name="permit-all" source-zone-
name="trust" destination-zone-name="untrust" session-id-32="28" packets-from-client="371"
bytes-from-client="19592" packets-from-server="584" bytes-from-server="686432" elapsed-
time="60" username="user1" roles="DEPT1" encrypted="No" destination-interface-name="st0.0”
dscp-value="13" apbr-rule-type="application-dscp”]

e RT_FLOW_NEXTHOP_CHANGE [junos@2636.1.1.1.2.129 source-address="4.0.0.1" source-
port="1999" destination-address="157.240.23.35" destination-port="80" service-name="junos-
http" application="UNKNOWN" nested-application="UNKNOWN" nat-source-address="4.0.0.1"
nat-source-port="1999" nat-destination-address="157.240.23.35" nat-destination-port="80" src-
nat-rule-name="N/A" dst-nat-rule-name="N/A" protocol-id="6" policy-name="1" source-zone-
name="trust" destination-zone-name="untrust" session-id-32="3287" packets-from-client="1"
bytes-from-client="60" packets-from-server="0" bytes-from-server="0" elapsed-time="0"
username="N/A" roles="N/A" encrypted="No" profile-name="profile1" rule-name="rule1" routing-
instance="RI1" destination-interface-name="ge-0/0/1.0" last-destination-interface-
name="ge-0/0/4.0" uplink-incoming-interface-name="" last-incoming-interface-name="N/A"
uplink-tx-bytes="0" uplink-rx-bytes="0" apbr-policy-name="slal" dscp-value="13" apbr-rule-
type="dscp”]



Starting in Junos OS Release 20.1R1, AppTrack session logs such as session close, volume update, route
update include apbr-rule-type options.

e APPTRACK_SESSION_VOL_UPDATE [junos@2636.1.1.1.2.129 source-address="4.0.0.1" source-
port="33040" destination-address="5.0.0.1" destination-port="80" service-name="junos-http"
application="HTTP" nested-application="FACEBOOK-SOCIALRSS" nat-source-address="4.0.0.1"
nat-source-port="33040" nat-destination-address="5.0.0.1" nat-destination-port="80" src-nat-rule-
name="N/A" dst-nat-rule-name="N/A" protocol-id="6" policy-name="permit-all" source-zone-
name="trust" destination-zone-name="untrust" session-id-32="28" packets-from-client="371"
bytes-from-client="19592" packets-from-server="584" bytes-from-server="686432" elapsed-
time="60" username="user1" roles="DEPT1" encrypted="No" destination-interface-name="st0.0”
apbr-rule-type="default”]

e APPTRACK_SESSION_ROUTE_UPDATE [junos@2636.1.1.1.2.129 source-address="4.0.0.1"
source-port="33040" destination-address="5.0.0.1" destination-port="80" service-name="junos-
http" application="HTTP" nested-application="FACEBOOK-SOCIALRSS" nat-source-
address="4.0.0.1" nat-source-port="33040" nat-destination-address="5.0.0.1" nat-destination-
port="80" src-nat-rule-name="N/A" dst-nat-rule-name="N/A" protocol-id="6" policy-
name="permit-all" source-zone-name="trust" destination-zone-name="untrust" session-id-32="28"
username="userl1" roles="DEPT1" encrypted="No" profile-name="pf1" rule-name="facebook1”
routing-instance="instance1” destination-interface-name="st0.0” apbr-rule-type="default”]

e APPTRACK_SESSION_CLOSE [junos@2636.1.1.1.2.129 reason="TCP CLIENT RST" source-
address="4.0.0.1" source-port="48873" destination-address="5.0.0.1" destination-port="80"
service-name="junos-http" application="UNKNOWN" nested-application="UNKNOWN" nat-
source-address="4.0.0.1" nat-source-port="48873" nat-destination-address="5.0.0.1" nat-
destination-port="80" src-nat-rule-name="N/A" dst-nat-rule-name="N/A" protocol-id="6" policy-
name="permit-all" source-zone-name="trust" destination-zone-name="untrust" session-id-32="32"
packets-from-client="5" bytes-from-client="392" packets-from-server="3" bytes-from-
server="646" elapsed-time="3" username="user1" roles="DEPT1" encrypted="No" destination-
interface-name="st0.0” apbr-rule-type="default”]

Starting in Junos OS Release 20.4R1, Applrack session logs for AppQoE such as best path selected, SLA
metric violation, SLA metric reports are updated.

e APPQOE_APP_BEST_PATH_SELECTED [junos@2636.