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Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration
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P2 P Y.
PR3 AN A4 A LL T URL:
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$IB 4 REGHURE, A4 install F1%5 5 chassis serial_number & 5% .
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Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration
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o AR
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il
---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration
and reboot system.

To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted

to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [y]: n

[ Firepower 9300 HlFE XA T B
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Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscapeé&32
Enter the system name: firepower-9300

Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]: y
DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]l: y
Default domain name : cisco.com
Following configurations will be applied:

Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y

Applying configuration. Please wait... Configuration file - Ok

Cisco FPR Series Security Appliance

firepower-9300 login: admin

Password: Farscape&32

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.
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. % 3% Firepower #lFH & 12 3%

[...]

firepower-chassis#

SRS AT LU G i D WOTIER (WERCAEH]) BUEH SSH 22 -

%% 3% Firepower #1155

Voas lrlr 7@

i /] Firepower HUARE BEA% FC ENIA I, B4 )3 4 ORI B8 4R W 4%

FiaZ |l
* ARESCFFNE A IE S, WS R RIRA R AAT M G5 S5

http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list. htmD) .

o R BE N TP ML hEAE AT A LA a0 B0 1R S RS TR PAY PR B SR ) Firepower HUAR Y BELAS -
UK

A PH SR (30 B A5 5 A LUK URL.
https://chassis mgmt_ip_address

* chassis_ mgmt_ip_address - Fr i 7E 4] 4A e 1A N LA B 88 111 1P Mk s 3014

& NF 4 admin F 20,
fa] DUAE DU MR A I FXOS Fi 7, 2 14 s insE L2 A .

il Login,
10K 5 5%, Firepower ML & FES K547 IT LU s34 v i .

AT AT B m ], HIRATESUEH NTP IjR%#%. X+ ASA LLKCRHA] FDM (1) FTD K it, 7
SEE AR BE R VERT IR . TR0 EMC 1 FTD, HUAR 5 FMC 22 [ (RIS 6 250 IS . 3 i o
T, FATEIEENAE BT S FMC MR NTP RS 5% . 5208 FMC A 5 1E NTP ik%54%; It
TEANZ L

FiaZ |l

ﬁn%‘”%ﬁhimzﬂ%? NTP fl5s45, WILZAACE DNS RS54 Can S i AR ALY 4R v B AT I
15) . iEZHEEI”E >DNS.
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UK

FIB1 EFRFEAIRE (Platform Settings) > NTP.
BRI T, RASEFITERSETE.
$IE2 AdER NTP BRSSES (Use NTP Server) HLik 444

Overview Interfaces Logical Devices Security Modules IGENGIUEET T H

SSH

Set Time Source
SHMP
HTTPS Set Time Manually
AAA Date: 03/07/2019 9 (mm/dd/yyyy)
Syslog Time: 12 |v| 32 ML ¥ (hh:mm)
DNS.
FIPS and Common Criteria Get System Time
Access List
MAC Pool NTP Server Authentication: Enable
Resource Profiles
Chassis URL [+ C=lRE

(%)) Add
NTP Server Server Status Actions

FE3 (A WURTHEN NTP RS ST S I E, Tk NTP RS 23RFHIIE: B ASIEHE.
ARG PR ] NTP Bl . S @K R P NTP Il 55 & 4% H 5IE S 8 1D A
INSCRHAE ] SHAT HEAT NTP JIR55 2% 5 1 50 11F

T4 R, RS REU NS

Add NTP Server 7%

NTP Server * 0.sourcefire.pool.ntp.org|

Authentication Key

Authentication Value

Add Cancel

* NTP BR5588 - NTP R4 1 1P ikl EHL4 .

o ISIE R EA MG IE(E - )\ NTP RS 28 3R BUE 4] ID AE. B0, ZAE223% T OpenSSL (K] NTP IR 5%
Y 4.2.8p8 Mt al B A FAE R SHAL %4, 1% ntp-keygen -M 7%, SR J5 1L ntp.keys {4
WA SN ID R BB T4t A i R IR 5 7 T S S A S e A AN
FIRS AR LA IR S 45 o
I Z v LIS N 4 /> NTP Hii4s 2%

FER6 PARTFLRAIRSS 25
FBT WX T s rhis e S aTad (), AR5 PTG RS 2 X .
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Overview Interfaces Logical Devices Security Modules JgEL{:Id] Settingsl
* NTP Time Synchronization m

S5H

Current Time
SNMP
HTTPS Device Date: 03/07/2019
AAL Device Time: 1:32:05 PM
Sislin —
DNS

L NTP Status:
FIPS and Commaon Criteria

America/Belize

Access List | save | | Cancel America/Blanc-Sablon

MAC Pool America/Boa_Vista

Resource Profiles America/Bogota

Chassis URL America/Boise
America/Buenos_Aires
America/Cambridge_...
America/Campo_Gra...
America/Cancun
America/Caracas
America/Catamarca
America/Cayenne
America/Cayman
America/Chicago

PR 8 1RTF (Save).

R WCRAGN MBSO 10 28, RGKEIER, Ma, BREEKEX Firepower HUAH
P

Z5in FX0S A A

“Jj Firepower HLFH & 28 A FXOS CLI & s A HLH /7

UK

FIB1 MKIKIEHE System > User Management
PR2 PEAAR.
SE3 HdRMA R (Add User), nfTIFRMA A (Add User) XHEAE.
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System R E-T

Configuration Licensing Updates User Management

FEA AR TR R IE S, 1S T B

Add User Eallbs

User Name * admin2
First Name John
Last Name Crichtan
Email admin2@example.com
Phaone Number + X000
Password ~ sesssses
Confirm Password =000 sssssses
Account Status O Active Inactive
User Role Read-Only

Admin

Operations

AAA

All the user roles have read only role by default

Account Expires

Expiry Date: & (mmy/dd/yyyy)

Add Cancel
cHRZ-wEMN 4, &2 3240748 R A, AREESCERID. WUHERIZT k™,
QIEFT R

o (i) &AF - WEMSWAT, &2 32D,

o (L) $ERR - BETILER, &% 32 M.

o (AfiE) FFERFE - VAN BRI L

« (Wfig) AIESES - wEMN ) BT,

© BROMFHINERD - BOE L MK ORI i . AR ] TR e A A, TR R A 20 A R A,
FXOS 2 AR AATAT AN AL 50 FEAS 2 2R I8 . A7 G 4 IR ), 1524 FXOS B E 45 -

 MEPURES - ROIRSBEE N B B dETE B

* AR fAG - WERREG IR BRI A . KRGSV PTHA I R RiEfm e,
I e (RO e £ . BRI MG, THAEE L i AR UMEIER HE o 18
AIUAER LRtz —

Firepower 9300 Ml ¥ ERE [}


https://cisco.com/go/firepower9300-config

B =s:0

Firepower 9300 L8 #1168 |

 BIER - SR EAN RGNS Vi
o Q% - X RGEE AT IV, HIEAE RGNS

o JRE - NTP BCE . JH T8 B84 ] [#) Smart Call Home BL B MR L HE (I RS HERS
PERNHRE ) HEAT G Vi) o R R G A B B )
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