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YpoBeHb onacHocTh: KPUTUYECKIAW

Hannume obHoBneHna: ECTb

BbinosiHeHWe nNpov3BosibHoro koga B Huawei CV81-WDM FW

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnvcaHne ya381MMOCTY

KaTeropus ysa3BuMOro npoaykTa

MITRE: CVE-2022-29797

CWE-119: BeinonHeHve onepayni 3a npeaenamu byodepa
namaTn

SkcnayaTaums  ya3BUMOCTM  MO3BOASET  yAaneHHOoMy
3/10YMbILLNEHHWKY — BbIMOMHWTL  MPOV3BO/MbHBLIA  KOZA B
LeneBoi cucteMe MoCpPeAcTBOM OTMpaBkM CrelmansHO
COOPMMPOBAHHbBIX  AaHHbIX. YS3BMMOCTb  06yCi0BNEHa
OLLUNBKOW rpaHnL, MamaTy.

MepudepuiiHoe cbopyaoBaHve

YA3BUMbIV MPOAYKT

CV81-WDM FW: 01.70.49.29.46

PekomeHaauum nNo ycTpaHeHuo

[aHHas yA3BMMOCTb YCTpaHAeTcd oprLUManbHbIM naTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeAEeHHbIMY CaHKUMAMN NpoTmnB Poccrinckon degepauiim
pekoMeHayeMm yCTaHaBIMBaTb OOHOBIEHNA MPOrPaMMHOro
obecneyeHd TONbKO MOC/e OLLeHKM BCeX COMYTCTBYHOLLIAX
PVCKOB.

[laTta BbIgBNeHNA

28 anpeng 2022 T.

[laTa obHoBNEHWS

28 anpeng 2022 T.

OueHKa KpUTUYHOCTK yassrmocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3aMOAENCTBUS C
rnonb3oBaTenem (Ul)

9.8 AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Ceteoin (N)
Hunskas (L)

OT1cyTctByeT(N)

OT1cyTctByeT(N)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)

BavaHme Ha JOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaumm

Hannune cpeacTs yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 00
YA3BMOCTU

He namensgetcs (U)
Bbicokoe (H)
Bbicokoe (H)
Bbicokoe (H)

Hannure He noaTBepXxaeHo

OduumansHoe peleHue

CBeieHst MoATBEPXAEHbI

CCbINKM Ha UCTOYHKIKIA

http://www.huawei.com/en/psirt/security-
advisories/huawei-sa-20220427-01-e9a493e2-en



http://www.huawei.com/en/psirt/security-advisories/huawei-sa-20220427-01-e9a493e2-en
http://www.huawei.com/en/psirt/security-advisories/huawei-sa-20220427-01-e9a493e2-en

