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For general Firepower compatibility information see:

* Cisco Firepower Compatibility Guide: Detailed compatibility information for all supported Firepower
versions, including versions and builds of bundled operating systems and other components, as well as
links to end-of-sale and end-of-life announcements for deprecated platforms.

* Cisco NGFW Product Line Software Release and Sustaining Bulletin: Support timelines for the Cisco
Next Generation Firewall product line, including management platforms and operating systems.
For compatibility information relevant to the upgrade process, see:

* Firepower Management Centers, on page 1
* Firepower Devices, on page 6

Firepower Management Centers

Firepower Management Center-Device Compatibility

A Firepower Management Center must run the Same or newer version as its managed devices. This means:
* You can manage older devices with a newer FMC, usually a few major versions back.
For example, a Version 7.0.0 FMC can manage a Version 6.4.0 device.
* You cannot upgrade a device past the FMC.
For example, a Version 7.0.0 FMC can manage a Version 6.4.0 device.
Before you upgrade an FMC, make sure the upgraded FMC will be able to manage its current devices.

For example, a Version 7.0.1 FMC could manage a Version 7.0.0 device, but not a Version 7.0.2 device.

Below, we list FMC versions and the devices they can manage. Find your current version in the first column,
then read across to determine which devices you can manage. Remember, within a major version, the FMC
must be running the same or newer maintenance (third-digit) release as its managed devices.
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Table 1: FMC Management Capability: Version 6.2.3 through 7.0.x

FMC Can Manage: Device Version
Version

7.0.x 6.7.x 6.6.x 6.5.0 6.4.0 6.3.0 6.2.3 6.2.2 6.2.1 6.2.0 6.1.0
7.0.x YES YES YES YES YES — — — — — —
6.7.x — YES YES YES YES YES — — — — —
6.6.x — — YES YES YES YES YES — — — —
6.5.0 — — — YES YES YES YES — — — —
6.4.0 — — — — YES YES YES YES YES YES YES
6.3.0 — — — — — YES YES YES YES YES YES
6.2.3 — — — — — — YES YES YES YES YES

Table 2: FMC Management Capability: Version 5.4.0 through 6.2.2

FMC Version | Can Manage: Device Version

6.2.2 6.2.1 6.2.0 6.1.0 6.0.1 6.0.0 5.4.1 5.4.0
6.2.2 YES YES YES YES — — — —
6.2.1 — YES YES YES — — — —
6.2.0 — — YES YES — — — —
6.1.0 — — — YES YES YES YES* YES*
6.0.1 — — — — YES YES YES* YES*
6.0.0 — — — — — YES YES* YES*
5.4.1 — — — — — — YES YES
5.4.0 — — — — — — — YES

* A device must be running at least Version 5.4.0.2/5.4.1.1 to be managed by a Version 6.0, 6.0.1, or 6.1
FMC.

Il Compatibility



| Compatibility

Firepower Management Centers: Physical

Table 3: Firepower Management Center Compatibility

Firepower Management Centers: Physical .

Firepower Version FMC 1600 FMC 1000 FMC 2000 FMC 750 DC 500
FMC 2600 FMC 2500 FMC 4000 FMC 1500 DC 1000
FMC 4600 FMC 4500 FMC 3500 DC 3000
7.0.x YES YES — — —
6.7.x YES YES — — —
6.6.x YES YES YES — —
6.5.0 YES YES YES — —
6.4.0 YES YES YES YES —
6.3.0 YES YES YES YES —
6.2.3 — YES YES YES —
6.2.2 — YES YES YES —
6.2.1 — YES YES YES —
6.2.0 — YES YES YES —
6.1.0 — — YES YES —
6.0.1 — — YES YES —
6.0.0 — — YES YES —
54.1 — — YES YES YES
54.0% — — YES YES YES

*5.4.0 only. Use 5.4.1.x Defense Centers to manage 5.4.x devices.

Firepower Management Centers: Virtual

These tables lists Firepower compatibility and virtual hosting environment requirements for FMCv. Note that

support for FMCv300 for VMware begins in Version 6.5.0.

Table 4: FMCv for VMware Compatibility: Firepower Version 6.2.3 through 7.0.x

Firepower Version

VMware vSphere/VMware ESXi

1.0

6.7

6.5

6.0

55

5.1

7.0.x

YES

YES

YES
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Firepower Version

VMware vSphere/VMware ESXi

1.0 6.7 6.5 6.0 55 5.1
6.7.x — YES YES YES — —
6.6.x — YES YES YES — —
6.5.0 — YES YES YES — —
6.4.0 — — YES YES — —
6.3.0 — — YES YES — —
6.2.3 — — YES YES YES —
Table 5: FMCv for VMware Compatibility: Firepower Version 5.4 through 6.2.2
Firepower Version VMware vSphere/VMware ESXi VMware
vCloud
6.0 55 5.1 5.0 Director
6.2.2 YES YES — — —
6.2.1 YES YES — — —
6.2.0 YES YES — — —
6.1.0 YES YES — — —
6.0.1 — YES YES — —
6.0.0 — YES YES — —
5.4.1 — YES YES YES YES
5.4.0* — YES YES YES YES
*5.4.0 only; use 5.4.1.x Defense Centers to manage 5.4.x devices.
Table 6: FMCv Compatibility: Other Hypervisors
Firepower | Amazon |Microsoft | Google Cisco Kemel-Based | Nutanix | OpenStack | Oracle
Version |Web Azure Cloud HyperFlex | Virtual Enterprise Cloud
Services |(Azure) Platform | (HyperFlex) | Machine |Cloud Infrastructure
(AWS) (GCP) (KVM) (Nutanix) (ocn)
7.0.x YES YES YES YES YES YES YES YES
6.7.x YES YES YES — YES — — YES
6.6.x YES YES — — YES — — —
6.6.x YES YES — — YES — — —
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BIOS and Firmware for FMCs .

Firepower | Amazon |Microsoft | Google Cisco Kemel-Based | Nutanix | OpenStack | Oracle
Version |Web Azure Cloud HyperFlex | Virtual Enterprise Cloud
Services |(Azure) Platform | (HyperFlex) | Machine |Cloud Infrastructure
(AWS) (GCP) (KVM) (Nutanix) (0cClI)
6.5.0 YES YES — YES — — _
6.4.0 YES YES — — YES — — —
6.3.0 YES — — — YES — — _
6.2.3 YES — — — YES — — _
6.2.2 YES — — — YES — — —
6.2.1 YES — — — YES — — _
6.2.0 YES — — — YES — — _
6.1.0 YES — — — YES — — _
6.0.1 YES — — — — — — _

BIOS and Firmware for FMCs

We provide updates for BIOS and RAID controller firmware on Firepower Management Center hardware. If
your FMC does not meet the requirements, apply the appropriate hotfix. If your FMC model and version are
not listed and you think you need to update, contact Cisco TAC.

Table 7: BIOS and Firmware Minimum Requirements

Platform Firepower BIOS RAID CciMC Hotfix
Version Controller Firmware
Firmware
FMC 1600, 2600, 4600 | 6.3.0 to 6.7.x | C220M54.1.1c0 | 51.10.0-2978 | 4.1(1f) BIOS Update
Hotfix EI
FMC 1000, 2500, 4500 | 6.2.3 to 6.7.x | C22M4.4.0.2d.0 [24.12.1-0433 | 4.0(2d) BIOS Update
Hotfix EI
FMC 2000, 4000 6.2.3106.6.x |C220M3.3.04e.0|23.33.1-0060 |3.0(4s) BIOS Update
Hotfix EI
FMC 750, 1500, 3500 |6.2.3t0 6.4.0 |C220M3.3.04¢0 |23.33.1-0060 |3.0(4s) BIOS Update
Hotfix EI

Hotfixing is the only way to update the BIOS and RAID controller firmware. Upgrading the Firepower software
does not accomplish this task, nor does reimaging to a later version. If the FMC is already up to date, the
hotfix has no effect.
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Compatibility |

These hotfixes also update the CIMC firmware; for resolved issues see Release Notes for Cisco UCS Rack
Server Software. Note that in general, we do not support changing configurations on the FMC using CIMC.
However, to enable logging of invalid CIMC usernames, apply Hotfix EI then follow the instructions in the
Viewing Faults and Logs chapter in the Cisco UCS C-Series Servers Integrated Management Controller CLI
Configuration Guide, Version 4.0 or later.

Use the regular upgrade process to apply hotfixes. For hotfix release notes, which include quicklinks to the
Cisco Support & Download site, see the Cisco Firepower Hotfix Release Notes.

Note

The Firepower Management Center web interface may display these hotfixes with a version that is different
from the current Firepower software version; for example, Hotfix El: Version 7.0.0. This is expected behavior
and the hotfixes are safe to apply.

Determining BIOS and Firmware Versions
To determine the current versions on an FMC, run these commands from the Linux shell/expert mode:

* BIOS: sudo dmidecode -t bios -q
* RAID controller firmware (FMC 4500): sudo MegaCL | -AdpAllinfo-aALL | grep " FW Package"

* RAID controller firmware (all other models): sudo storcli /cO show | grep " FW Package"

Firepower Devices

Firepower 1000/2100 Series with FTD

Firepower 1000 and Firepower 2100 series devices use the FXOS operating system. Upgrading Firepower
Threat Defense automatically upgrades FXOS.

These devices can also run ASA instead of FTD. For more information, see Cisco ASA Compatibility.

Table 8: Firepower 1000/2100 Series Compatibility

Firepower Version Firepower 2110 Firepower 1010 Firepower 1150
Firepower 2120 Firepower 1120
Firepower 2130 Firepower 1140
Firepower 2140

7.0.x YES YES YES

6.7.x YES YES YES

6.6.x YES YES YES
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Firepower 4100/9300 Compatibility with ASA and FTD .

Firepower Version Firepower 2110 Firepower 1010 Firepower 1150
Firepower 2120 Firepower 1120
Firepower 2130 Firepower 1140
Firepower 2140

6.5.0 YES YES YES

6.4.0 YES YES —

6.3.0 YES — —

6.2.3 YES — —

6.2.2 YES — —

6.2.1 YES — —

Firepower 4100/9300 Compatibility with ASA and FTD

The following table lists compatibility between the ASA or FTD applications with FXOS and Firepower

)

models.

The FXOS versions with (EoL) appended have reached their end of life (EoL), or end of support.

Note

\}

The bold versions listed below are specially-qualified companion releases. You should use these software
combinations whenever possible because Cisco performs enhanced testing for these combinations.

Note

Firepower 1000 and 2100 series appliances utilize FXOS only as an underlying operating system that is

included in the ASA and Firepower Threat Defense unified image bundles.
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Table 9: ASA or FTD, and Firepower 4100/9300 Compatibility

Compatibility |

FXO0S Version Firepower Model ASA Version FTD Version
2.10(1.159)+ Firepower 4112 9.16(1) (recommended) 7.0.0 (recommended)
Note FXOS 2.10(1.159)+ 9.15(1) 6.7.0
does not support
ASA 9.14(1) or 9.14(x) 6.6.x
9.14(1.10) for ASA | Firepower 4145 9.16(1) (recommended) 7.0.0 (recommended)
SNMP polls and
traps; you must use | Firepower 4125 9.15(1) 6.7.0
9.14(1.15)+. Other | pirepower 4115 9.14(x) 6.6.x
releases that are
paired with Firepower 9300 SM-56 9.13(1) 6.5.0
210(1159)+, such . 9.12(x 6.4.0
as 9.13 or 9.12, are Firepower 9300 SM-48 (x)
not affected. Firepower 9300 SM-40
Firepower 4150 9.16(1) (recommended) 7.0.0 (recommended)
Firepower 4140 9.15(1) 6.7.0
Firepower 4120 9.14(x) 6.6.x
Firepower 4110 9.13(x) 6.5.0
Firepower 9300 SM-44 9.12(x) 6.4.0
Firepower 9300 SM-36 9.10(x) 6.3.0
Firepower 9300 SM-24 9.9(x)
9.8(x)
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Firepower 4100/9300 Compatibility with ASA and FTD .

FXO0S Version Firepower Model ASA Version FTD Version
2.9(1.131)+ Firepower 4112 9.15(1) (recommended) 6.7.0 (recommended)
Note FXO0S 2.9(1.131)+ 9.14(x) 6.6.x
does not support
ASA 9.14(1) or Firepower 4145 9.15(1) (recommended) 6.7.0 (recommended)
9.14(1.10) for ASA | Firepower 4125 9.14(x) 6.6.x
SNMP polls and
traps; you must use | Firepower 4115 9.13(1) 6.5.0
9.14(1.15)+. Oth
(LISy*. Other o wer 9300 SM-56 9.12(x) 6.4.0
releases that are
paired with Firepower 9300 SM-48
2.9(1.131)+, such as | _.
9.13 or 9.12, are not Firepower 9300 SM-40
affected. Firepower 4150 9.15(1) (recommended) 6.7.0 (recommended)
Firepower 4140 9.14(x) 6.6.x
Firepower 4120 9.13(x) 6.5.0
Firepower 4110 9.12(x) 6.4.0
Firepower 9300 SM-44 9.10(x) 6.3.0
Firepower 9300 SM-36 9.9(x)
Firepower 9300 SM-24 9.8(x)
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FXO0S Version Firepower Model ASA Version FTD Version

2.8(1.105)+ Firepower 4112 9.14(x) 6.6.x

Note FXOS 2.8(1.125)+ Note 6.6.1+ requires
does not support FXOS 2.8(1.125)+.
ASA 9.14(1) or
9.14(1.10) for ASA | Firepower 4145 9.14(x) (recommended) 6.6.X (recommended)
SNMP polls and
traps; you must use | F irepower 4125 9.13(1) Note 6.6.1+ requires
9.14(L.15)+ Other | Firepower 4115 9.12(x) FXOS 2.8(1.125)+.

releases that are
paired with
2.8(1.125)+, such as
9.13 or 9.12, are not

Firepower 9300 SM-56
Firepower 9300 SM-48

Note Firepower 9300
SM-56 requires ASA
9.12(2)+

6.5.0
6.4.0

affected. Firepower 9300 SM-40
Firepower 4150 9.14(x) (recommended) 6.6.x (recommended)
Firepower 4140 9.13(x) Note 6.6.1+ requires
Firepower 4120 9.12(x) FXOS 2.8(1.125)+
Firepower 4110 9.10(x) 6.5.0
Firepower 9300 SM-44 9.9(x) 6.4.0
Firepower 9300 SM-36 9.8(x) 6.3.0
Firepower 9300 SM-24 9.6(4) 6.2.3
6.2.0
2.7(1.92)+ Firepower 4145 9.13(2) (recommended) 6.5.0 (recommended)
Firepower 4125 9.12(x) 6.4.0
Firepower 4115 Note Firepower 9300
SM-56 requires ASA
Firepower 9300 SM-56 9.12.2+
Firepower 9300 SM-48
Firepower 9300 SM-40
Firepower 4150 9.13(2) (recommended) 6.5.0 (recommended)
Firepower 4140 9.12(x) 6.4.0
Firepower 4120 9.10(1) 6.3.0
Firepower 4110 9.9(x) 6.2.3
Firepower 9300 SM-44 9-8(x) 6.22
9.6(4) 6.2.0

Firepower 9300 SM-36
Firepower 9300 SM-24
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Firepower 4100/9300 Compatibility with ASA and FTD .

FXO0S Version Firepower Model ASA Version FTD Version
2.6(1.157)+ Firepower 4145 9.12(x) 6.4.0
Note You can now run Firepower 4125 Note Firepower 9300
ASA 9.12+and FTD Firepower 4115 SM-56 requires ASA
6.4+ on separate P 9.12.2+
modules in the same Firepower 9300 SM-56
Firepower 9300
chassis Firepower 9300 SM-48
Firepower 9300 SM-40
Firepower 4150 9.12(x) (recommended) 6.4.0 (recommended)
Firepower 4140 9.10(1) 6.3.0
Firepower 4120 9.9(x) 6.2.3
Firepower 4110 9.8(x) 6.2.2
Firepower 9300 SM-44 9.6(4) 6.2.0
Firepower 9300 SM-36 Note 97(X) is not 6.1.0
supported.
Firepower 9300 SM-24
2.6(1.131) Firepower 9300 SM-48 9.12(x) Not supported
Firepower 9300 SM-40
Firepower 4150 9.12(x) (recommended)
Firepower 4140 9.10(1)
Firepower 4120 9.9(x)
Firepower 4110 9.8(x)
Firepower 9300 SM-44 9.6(4)
Firepower 9300 SM-36 Note  9.7(x)is not
supported.
Firepower 9300 SM-24
2.4(1.214)+ Firepower 4150 9.10(2) (recommended) 6.3.0 (recommended)
Note FXOS 2.4(1.238)+is | Firepower 4140 9.9(x) 6.2.3
required for .
hardware bypass. For Firepower 4120 9.8(x) 6.2.2
more information, Firepower 4110 9.6(3), 9.6(4) 6.2.0
see the Important Note  9.7(x)is not 6.1.0

Notes section of the

Cisco Firepower
4100/9300 FXOS
Release Notes,
2.4(1).

Firepower 9300 SM-44
Firepower 9300 SM-36
Firepower 9300 SM-24

supported.
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FXO0S Version Firepower Model ASA Version FTD Version
2.4(1.101) Firepower 4150 9.10(2) (recommended) Not supported
Firepower 4140 9.9(x)
Firepower 4120 9.8(x)
Firepower 4110 9.6(3), 9.6(4)
Firepower 9300 SM-44 Note  9.7(x) is not
supported.
Firepower 9300 SM-36
Firepower 9300 SM-24
2.3(1.73)+ Firepower 4150 9.9(x) (recommended) 6.2.3 (recommended)
Firepower 4140 9.8(x) Note 6.2.3.16+ requires
Firepower 4120 9.7(x) FX0S 2.3.1.157+
Firepower 4110 9.6(3), 9.6(4) 6.2.2
Firepower 9300 SM-44 Note 98(2 12)+ is 6.2.0
. required for flow 6.1.0
Firepower 9300 SM-36 offload when o
Firepower 9300 SM-24 running FXOS Note 6.2.2.2+ is required
2.3(1.130)+. for flow offload
when running FXOS
2.3(1.130)+.
2.3(1.66) Firepower 4150 9.9(x) (recommended) 6.2.2 (recommended)
2.3(1.58) Firepower 4140 9.8(x) 6.2.2
2.3(1.56) Firepower 4120 9.7(x) 6.2.0
Note FXO0S 2.3(1.56), Firepower 4110 9.6(3), 9.6(4) 6.1.0
which was briefly . . .
available on Firepower 9300 SM-44 Note 98(2 12)+ 18 Note 6.2.2.2+1s requlred
Ci s 1 . required for flow for flow offload
lor?;;csoupéoitecc)l Firepower 9300 SM-36 offload when when running FXOS
For more ’ Firepower 9300 SM-24 running FXOS 2.3(1.130)+.
. . 2.3(1.130)+.
information, see the
Cisco FXOS Release

Notes, 2.3(1).
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Firepower 4100/9300 Compatibility with ASA and FTD .

FXO0S Version

Firepower Model

ASA Version

FTD Version

2.2(2)

Firepower 4150
Firepower 4140
Firepower 4120
Firepower 4110

Firepower 9300 SM-44
Firepower 9300 SM-36
Firepower 9300 SM-24

9.8(x)

(recommended)

6.2.2 (recommended)
6.2.0

Note 6.2.2+ is required for
flow offload when
running FXOS
2.2(2.91)+.

2.2(1)

Firepower 4150
Firepower 4140
Firepower 4120
Firepower 4110

Firepower 9300 SM-44
Firepower 9300 SM-36
Firepower 9300 SM-24

9.8(1) (recommended)
9.7(x)

Note 9.7(1.15)+is
required for flow
offload.

6.2.0 (recommended)

Note 6.2.0.3+ is required
for flow offload.

2.1(1) (EoL)

Firepower 4150
Firepower 4140
Firepower 4120
Firepower 4110

Firepower 9300 SM-44
Firepower 9300 SM-36
Firepower 9300 SM-24

9.7(x) (recommended)

9.6(2), 9.6(3), 9.6(4)

6.2.0 (recommended)
6.1.0

2.0(1)

Firepower 4150
Firepower 4140
Firepower 4120
Firepower 4110

Firepower 9300 SM-44
Firepower 9300 SM-36
Firepower 9300 SM-24

9.6(2), 9.6(3), 9.6(4)
(recommended)

9.6(1)

6.1.0 (recommended)
6.0.1
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FXO0S Version Firepower Model ASA Version FTD Version

1.1(4) Firepower 4140 9.6(1) 6.0.1 (recommended)
Firepower 4120
Firepower 4110
Firepower 9300 SM-36 9.6(1) (recommended)
Firepower 9300 SM-24 9.5(2), 9.5(3)

1.1(3) Firepower 9300 SM-36 9.5(2), 9.5(3) (recommended) |Not supported
Firepower 9300 SM-24 9.4(2)

1.1(2) Firepower 9300 SM-36 9.4(2) (recommended) Not supported
Firepower 9300 SM-24 9.4(1)

1.1(1) (EoL) Firepower 9300 SM-36 9.4(1) (recommended) Not supported
Firepower 9300 SM-24

Radware DefensePro Compatibility

The following table lists the supported Radware DefensePro version for each Firepower security appliance
and associated logical device.

Table 10: Radware DefensePro Compatibility

FX0S ASA | Firepower Radware Firepower Models
Version Threat Defense | DefensePro
1.1(4) 9.6(1) | not supported | 1.1(2.32-3) 9300
2.0(1) 9.6(1) | not supported |8.10.01.16-5 Firepower 9300
9.6(2) Firepower 4120
9.6(3) Firepower 4140
9.6(4) Firepower 4150
2.1(1) 9.6(2) | not supported |8.10.01.16-5 Firepower 9300
9.6(3) Firepower 4120
9.6(4) Firepower 4140
9.7(1) Firepower 4150
2.2(1) 9.7(1) |6.2.0 8.10.01.17-2 Firepower 9300
9.8(1) Firepower 4110 (Firepower Threat Defense only)
Firepower 4120
Firepower 4140
Firepower 4150
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Radware DefensePro Compatibility .

FX0S
Version

ASA

Firepower
Threat Defense

Radware
DefensePro

Firepower Models

2.2(2)

9.8(1)
9.8(2)
9.8(3)

6.2.0
6.2.2

8.10.01.17-2

Firepower 9300

Firepower 4110 (Firepower Threat Defense only)

Firepower 4120
Firepower 4140
Firepower 4150

2.3(1)

9.9(1)
9.9(2)

6.2.2
6.2.3

8.13.01.09-2

Firepower 9300

Firepower 4110 (Firepower Threat Defense only)

Firepower 4120
Firepower 4140
Firepower 4150

2.4(1)

9.9(2)
9.10(1)

6.2.3
6.3

8.13.01.09-2

Firepower 9300
Firepower 4110
Firepower 4120
Firepower 4140
Firepower 4150

2.6(1)

9.12(1)
9.10(1)

6.4.0
6.3.0

8.13.01.09-3

Firepower 9300
Firepower 4110
Firepower 4115
Firepower 4120
Firepower 4125
Firepower 4140
Firepower 4145
Firepower 4150

2.7(1)

9.13(1)

6.5

8.13.01.09-3

Firepower 9300
Firepower 4110
Firepower 4115
Firepower 4120
Firepower 4125
Firepower 4140
Firepower 4145
Firepower 4150
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FX0S ASA |Firepower Radware Firepower Models
Version Threat Defense | DefensePro

2.8.1 9.14(1) | 6.6.0 8.13.01.09-3 Firepower 9300
8222 Firepower 4110

Firepower 4112
Firepower 4115
Firepower 4120
Firepower 4125
Firepower 4140
Firepower 4145
Firepower 4150

29.1 915(1) |6.7.0 8.13.01.09-3 Firepower 9300
8.22.2 Firepower 4110
Firepower 4112
Firepower 4115
Firepower 4120
Firepower 4125
Firepower 4140
Firepower 4145
Firepower 4150

2.10.1 91&1) | 7.0 8.13.01.09-3 Firepower 9300
8.22.2 Firepower 4110
Firepower 4112
Firepower 4115
Firepower 4120
Firepower 4125
Firepower 4140
Firepower 4145
Firepower 4150

Firepower Threat Defense Virtual

These tables list Firepower compatibility and virtual hosting environment requirements for FTDv.
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Table 11: FTDv for VMware Compatibility

Firepower Threat Defense Virtual .

Firepower Version

VMware vSphere/VMware ESXi

1.0 6.7 6.5 6.0 5.5 5.1
7.0.x YES YES YES — — —
6.7.x — YES YES YES — —
6.6.x — YES YES YES — —
6.5.0 — YES YES YES — —
6.4.0 — — YES YES — —
6.3.0 — — YES YES — —
6.2.3 — — YES YES YES —
6.2.2 — — — YES YES —
6.2.1 — — — — _ _
6.2.0 — — — YES YES —
6.1.0 — — — YES YES —
6.0.1 — — — — YES YES
Table 12: FTDv Compatibility: Other Hypervisors
Firepower | Amazon |Microsoft | Google Cisco Kemel-Based | Nutanix | OpenStack | Oracle
Version |Web Azure Cloud HyperFlex | Virtual Enterprise Cloud

Services |(Azure) Platform | (HyperFlex) | Machine |Cloud Infrastructure
(AWS) (GCP) (KVM) (Nutanix) (0cClI)

7.0.x YES YES YES YES YES YES YES YES
6.7.x YES YES YES — YES — — YES
6.6.x YES YES — — YES — — _
6.5.0 YES YES — — YES — — _
6.4.0 YES YES — — YES — — _
6.3.0 YES YES — — YES — — _
6.2.3 YES YES — — YES — — —
6.2.2 YES YES — — YES — — —
6.2.1 — — — — — — — —
6.2.0 YES YES — — YES — — _

Compatibility i




. Firepower 7000/8000 Series and Legacy Devices

Compatibility |

Firepower | Amazon |Microsoft | Google Cisco Kemel-Based | Nutanix | OpenStack | Oracle

Version |Web Azure Cloud HyperFlex | Virtual Enterprise Cloud
Services |(Azure) Platform | (HyperFlex) | Machine |Cloud Infrastructure
(AWS) (GCP) (KVM) (Nutanix) (0cClI)

6.1.0 YES — — — YES — — —

6.0.1 YES — — — — — — —

Firepower 7000/8000 Series and Legacy Devices

This table lists Firepower compatibility with 7000/8000 series devices, AMP models, and legacy device

platforms.

Table 13: Firepower 7000/8000 Series Compatibility

Firepower Version 7000/8000 Series (Includes | Series 2 (Legacy) Cisco NGIPS for Blue Coat
AMP) X-Series (Legacy)

6.4.0 YES — —

6.3.0 YES — —

6.2.3 YES — —

6.2.2 YES — —

6.2.1 — — —

6.2.0 YES — —

6.1.0 YES — —

6.0.0 YES — —

54.0 YES YES 54.0and 5.4.0.2-54.0.5
only
Requires XOS 9.7.2.x or
10.x

ASA 5500-X Series and ISA 3000 with FirePOWER Services

The ASA FirePOWER module runs on the separately upgraded ASA operating system. There is wide

compatibility between ASA and ASA FirePOWER versions. However, upgrading allows you to take advantage
of new features and resolved issues.For example, the Firepower captive portal feature requires at least ASA
FirePOWER Version 6.0.0 and ASA 9.5(2).

Compatibility Table

The following table shows the ASA, ASDM, and ASA FirePOWER support. If you are using an FMC to
manage ASA FirePOWER, you can ignore the ASDM requirements.
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ASA 5500-X Series and ISA 3000 with FirePOWER Services .

Note that:

* ASA 9.14(x)/ASDM 7.14(x)/FirePOWER 6.6.0/6.6.x is the final version for the ASA FirePOWER
module on the ASA 5525-X, 5545-X, and 5555-X.

* ASA 9.12(x)/ASDM 7.12(x)/FirePOWER 6.4.0 is the final version for the ASA FirePOWER module
on the ASA 5515-X and 5585-X.

* ASA 9.9(x)/ASDM 7.9(2)/FirePOWER 6.2.3 is the final version for the ASA FirePOWER module on
the ASA 5506-X series and 5512-X.

ASDM versions are backwards compatible with all previous ASA versions, unless otherwise stated. For
example, ASDM 7.13(1) can manage an ASA 5516-X on ASA 9.10(1). ASDM 7.13(1) and ASDM 7.14(1)
did not support ASA 5512-X, 5515-X, 5585-X, and ASASM; you must upgrade to ASDM 7.13(1.101) or
7.14(1.48) to restore ASDM support.

Table 14: ASA and ASA FirePOWER Compatibility

ASA ASDM Version | ASA Version ASA Model
FrePOWER | (for local mgmt)
Version 5506-X 5508-X 5512-X 5515-X 5525-X 5585-X ISA 3000
Series | g51.x BEA5-X | Lce
below for
5555-X SSP
notes)

7.0.x ASDM 7.16(1) | ASA 9.16(x) — YES — — — — YES
ASA 9.15(x)

ASA 9.14(x)

ASA 9.13(x)

ASA 9.12(x)

ASA 9.10(x)

ASA 9.9(x)

ASA 9.8(x)

ASA 9.7(x)

ASA 9.6(x)

ASA 9.5(2), 9.5(3)

Compatibility i



. ASA 5500-X Series and ISA 3000 with FirePOWER Services

Compatibility |

ASA
FirePOWER
Version

ASDM Version
(for local mgmt)

ASA Version

ASA Model

5506-X
Series

5508-X
5516-X

5512-X

5515-X

5525-X
5545-X
5555-X

5585-X
(See

below for

SSP
notes)

ISA 3000

6.7.x

ASDM 7.15(1)

ASA 9.16(x)
ASA 9.15(x)
ASA 9.14(x)
ASA 9.13(x)
ASA 9.12(x)
ASA 9.10(x)
ASA 9.9()
ASA 9.8()
ASA 9.7(x)
ASA 9.6(x)
ASA 9.5(2), 9.5(3)

YES

YES

6.6.x

ASDM 7.14(1)

ASA 9.16(x) (No
5525-X, 5545-X,
5555-X)

ASA 9.15(x) (No
5525-X, 5545-X,
5555-X)

ASA 9.14(x)

ASA 9.13()

ASA 9.12(x)

ASA 9.10(x)

ASA 9.9(x)

ASA 9.8()

ASA 9.7(x)

ASA 9.6(x)

ASA 9.5(2), 9.5(3)

YES

YES

YES
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ASA 5500-X Series and ISA 3000 with FirePOWER Services .

ASA ASDM Version | ASA Version ASA Model
FrePOWER | (for local mgmt)
Version 5506-X 5508-X 5512-X 5515-X 5525-X 5585-X ISA 3000
Series | ge16-x ssasx | (See
below for
5555-X SSP
notes)
6.5.0 ASDM 7.13(1) | ASA 9.16(x) (No — YES — — YES — YES
5525-X, 5545-X,
5555-X)

ASA 9.15(x) (No
5525-X, 5545-X,
5555-X)

ASA 9.14(x)
ASA 9.13(x)

ASA 9.12(x)

ASA 9.10(x)

ASA 9.9()

ASA 9.8()

ASA 9.7(x)

ASA 9.6(x)

ASA 9.5(2), 9.5(3)

Compatibility i
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. ASA 5500-X Series and ISA 3000 with FirePOWER Services

ASA ASDM Version | ASA Version ASA Model
FrePOWER | (for local mgmt)
Version 5506-X 5508-X 5512-X 5515-X 5525-X 5585-X ISA 3000
Series | g516.x BEA5-X | Lee
below for
5555-X SSP
notes)
6.4.0 ASDM 7.12(1) | ASA 9.16(x) (No — YES — YES YES YES YES

5515-X, 5525-X,
5545-X, 5555-X,
5585-X)

ASA 9.15(x) (No
5515-X, 5525-X,
5545-X, 5555-X,
5585-X)

ASA 9.14(x) (No
5515-X, 5585-X)

ASA 9.13(x) (No
5515-X, 5585-X)

ASA 9.12(x)
ASA 9.10(x)

ASA 9.9()

ASA 9.8()

ASA 9.7(x)

ASA 9.6(x)

ASA 9.5(2), 9.5(3)
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ASA 5500-X Series and ISA 3000 with FirePOWER Services .

ASA ASDM Version | ASA Version ASA Model
FrePOWER | (for local mgmt)
Version 5506-X 5508-X 5512-X 5515-X 5525-X 5585-X ISA 3000
Series | g516.x BEA5-X | Lee
below for
5555-X SSP
notes)
6.3.0 ASDM 7.10(1) | ASA 9.16(x) (No — YES — YES YES YES YES

5515-X, 5525-X,
5545-X, 5555-X,
5585-X)

ASA 9.15(x) (No
5515-X, 5525-X,
5545-X, 5555-X,
5585-X)

ASA 9.14(x) (No
5515-X, 5585-X)

ASA 9.13(x) (No
5515-X, 5585-X)

ASA 9.12(x)
ASA 9.10(x)

ASA 9.9()

ASA 9.8()

ASA 9.7(x)

ASA 9.6(x)

ASA 9.5(2), 9.5(3)
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ASA ASDM Version | ASA Version ASA Model
FrePOWER | (for local mgmt)
Version 5506-X 5508-X 5512-X 5515-X 5525-X 5585-X ISA 3000
Series | g516.x BEA5-X | Lee
below for
5555-X SSP
notes)

6.2.3 ASDM 7.922) |ASA9.16(x) No | YES YES YES YES YES YES —
5506-X,

5512-X,5515-X,
5525-X, 5545-X,
5555-X, 5585-X)

ASA 9.15(x) (No
5506-X,
5512-X,5515-X,
5525-X, 5545-X,
5555-X, 5585-X)

ASA 9.14(x) (No
5506-X, 5512-X,
5515-X, 5585-X)

ASA 9.13(x) (No
5506-X, 5512-X,
5515-X, 5585-X)

ASA 9.12(x) (No
5506-X, 5512-X)

ASA 9.10(x) (No
5506-X, 5512-X)

ASA 9.9()
ASA 9.8()
ASA 9.7(x)
ASA 9.6(x)

ASA 9.5(2), 9.5(3)
(No 5506-X)
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ASA 5500-X Series and ISA 3000 with FirePOWER Services .

ASA ASDM Version | ASA Version ASA Model
FrePOWER | (for local mgmt)
Version 5506-X 5508-X 5512-X 5515-X 5525-X 5585-X ISA 3000
Series | g516.x BEA5-X | Lee
below for
5555-X SSP
notes)

6.2.2 ASDM 7.8(2) |ASA9.16(x) No | YES YES YES YES YES YES —
5506-X,

5512-X,5515-X,
5525-X, 5545-X,
5555-X, 5585-X)

ASA 9.15(x) (No
5506-X,
5512-X,5515-X,
5525-X, 5545-X,
5555-X, 5585-X)

ASA 9.14(x) (No
5506-X, 5512-X,
5515-X, 5585-X)

ASA 9.13(x) (No
5506-X, 5512-X,
5515-X, 5585-X)

ASA 9.12(x) (No
5506-X, 5512-X)

ASA 9.10(x) (No
5506-X, 5512-X)

ASA 9.9()
ASA 9.8()
ASA 9.7(x)
ASA 9.6(x)

ASA 9.5(2), 9.5(3)
(No 5506-X)
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. ASA 5500-X Series and ISA 3000 with FirePOWER Services

ASA ASDM Version | ASA Version ASA Model
FrePOWER | (for local mgmt)
Version 5506-X 5508-X 5512-X 5515-X 5525-X 5585-X ISA 3000
Series | g516.x BEA5-X | Lee
below for
5555-X SSP
notes)

6.2.0 ASDM 7.7(1) |ASA9.16(x) No | YES YES YES YES YES YES —
5506-X,

5512-X,5515-X,
5525-X, 5545-X,
5555-X, 5585-X)

ASA 9.15(x) (No
5506-X,
5512-X,5515-X,
5525-X, 5545-X,
5555-X, 5585-X)

ASA 9.14(x) (No
5506-X, 5512-X,
5515-X, 5585-X)

ASA 9.13(x) (No
5506-X, 5512-X,
5515-X, 5585-X)

ASA 9.12(x) (No
5506-X, 5512-X)

ASA 9.10(x) (No
5506-X, 5512-X)

ASA 9.9()
ASA 9.8()
ASA 9.7(x)
ASA 9.6(x)

ASA 9.5(2), 9.5(3)
(No 5506-X)
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ASA 5500-X Series and ISA 3000 with FirePOWER Services .

ASA ASDM Version | ASA Version ASA Model
FrePOWER | (for local mgmt)
Version 5506-X 5508-X 5512-X 5515-X 5525-X 5585-X ISA 3000
Series | g516.x BEA5-X | Lee
below for
5555-X SSP
notes)

6.1.0 ASDM 7.6(2) |ASA9.16(x) No | YES YES YES YES YES YES —
5506-X,

5512-X,5515-X,
5525-X, 5545-X,
5555-X, 5585-X)

ASA 9.15(x) (No
5506-X,
5512-X,5515-X,
5525-X, 5545-X,
5555-X, 5585-X)

ASA 9.14(x) (No
5506-X, 5512-X,
5515-X, 5585-X)

ASA 9.13(x) (No
5506-X, 5512-X,
5515-X, 5585-X)

ASA 9.12(x) (No
5506-X, 5512-X)

ASA 9.10(x) (No
5506-X, 5512-X)

ASA 9.9()
ASA 9.8()
ASA 9.7(x)
ASA 9.6(x)

ASA 9.5(2), 9.5(3)
(No 5506-X)

6.0.1 ASDM 7.6(1) | ASA 9.6(x) YES YES YES YES YES YES —

(no ASA9.4x)| x5 9.5(1.5),9.5(2),
support with 9.5(3)
ASDM; only |~

FMC) ASA 9.4(x)

Due to CSCuv91730,
we recommend that
you upgrade to 9.4(2)
and later.

Compatibility i


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv91730

Compatibility |
. ASA 5500-X Series and ISA 3000 with FirePOWER Services

ASA ASDM Version | ASA Version ASA Model
FrePOWER | (for local mgmt)
Version 5506-X 5508-X 5512-X 5515-X 5525-X 5585-X ISA 3000
Series | g516.x BEA5-X | Lee
below for
5555-X SSP
notes)
6.0.0 ASDM ASA 9.6(x) YES YES YES YES YES YES —
7.5(1.112) (no
ASA 9.4(x) §§2)9.5(1.5), 9.5(2),
support with ’
ASDM; only | ASA 9.4(x)
FMC) Due to CSCuv91730,
we recommend that
you upgrade to 9.4(2)
and later.
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ASA 5500-X Series and ISA 3000 with FirePOWER Services .

ASA ASDM Version | ASA Version ASA Model
FrePOWER | (for local mgmt)
Version 5506-X 5508-X 5512-X 5515-X 5525-X 5585-X ISA 3000
Series | g516.x BEA5-X | Lee
below for
5555-X SSP
notes)
54.1.7+ |ASDM ASA 9.16(x) No  |YES YES — — — — YES

7.5(1.112) (no |5506-X,

ASA 9.4(x) 5512-X,5515-X,
support with 5525-X, 5545-X,
ASDM; only  [5555-X, 5585-X)

FMC) ASA 9.15(x) (No
5506-X,
5512-X.5515-X,
5525-X, 5545-X,
5555-X, 5585-X)
ASA 9.14(x) (No
5506-X)

ASA 9.13(x) (No
5506-X)

ASA 9.12(x) (No
5506-X)

ASA 9.10(x) (No
5506-X)

ASA 9.9()
ASA 9.8()
ASA 9.7(x)
ASA 9.6(x)
ASA 9.5(2), 9.5(3)
ASA 9.4(x)

ASA 9.4(1.225) ISA
3000 only)

ASA 9.3(2),9.3(3)
(no 5508-X or
5516-X)

Due to CSCuv91730,
we recommend that
you upgrade to
9.3(3.8) or 9.4(2) and
later.

Compatibility i
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Compatibility |
. ASA 5500-X Series and ISA 3000 with FirePOWER Services

ASA ASDM Version | ASA Version ASA Model
FrePOWER | (for local mgmt)
Version 5506-X 5508-X 5512-X 5515-X 5525-X 5585-X ISA 3000
Series | g516.x BEA5-X | Lee
below for
5555-X SSP
notes)

5.4.1 ASDM 7.3(3) |ASA9.16(x) No | YES YES — — — — —
5506-X)

ASA 9.15(x) (No
5506-X)

ASA 9.14(x) (No
5506-X)

ASA 9.13(x) (No
5506-X)

ASA 9.12(x) (No
5506-X)

ASA 9.10(x) (No
5506-X)

ASA 9.9()
ASA 9.8()
ASA 9.7(x)
ASA 9.6(x)

ASA 9.5(1.5), 9.5(2),
9.5(3)

ASA 9.4(x)

ASA 9.3(2), 9.3(3)
(5506-X only)

Due to CSCuv91730,
we recommend that
you upgrade to
9.3(3.8) or 9.4(2) and
later.
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ASA 5500-X Series and ISA 3000 with FirePOWER Services .

ASA ASDM Version | ASA Version ASA Model

FrePOWER | (for local mgmt)
Version 5506-X |5508-X |5512-X  [5515-X  |5525-X | 5585-X ISA 3000

Series | g516.x ssasx | (See
below for

5555-X SSP
notes)

5402+ |— ASA 9.14(x) No | — — YES YES YES YES —
5512-X, 5515-X,
5585-X)

ASA 9.13(x) (No
5512-X, 5515-X,
5585-X)

ASA 9.12(x)
ASA 9.10(x)
ASA 9.9()
ASA 9.8()
ASA 9.7(x)
ASA 9.6(x)

ASA 9.5(1.5), 9.5(2),
9.5(3)

ASA 9.4(x)
ASA 9.3(2), 9.3(3)

Due to CSCuv91730,
we recommend that
you upgrade to
9.3(3.8) or 9.4(2) and
later.

5401 |— ASA 9.2(2.4),9.2(3), | — — YES YES YES YES —
9.2(4)

Due to CSCuv91730,
we recommend that
you upgrade to
9.2(4.5) and later.

53.1 — ASA 9.2(2.4),9.2(3), | — — YES YES YES YES —
9.2(4)

Due to CSCuv91730,
we recommend that

you upgrade to
9.2(4.5) and later.
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ASA 5585-X SSP Compatibility
Same level SSPs
ASA FirePOWER SSP -10, -20, -40, and -60
Requirements: Install in slot 1, with matching-level ASA SSP in slot 0
Mixed level SSPs
Support for the following combinations starts with version 5.4.0.1.
* ASA SSP-10/ASA FirePOWER SSP-40
* ASA SSP-20/ASA FirePOWER SSP-60
* ASA SSP-40/ASA FirePOWER SSP-60

Requirements. ASA SSP in dot 0, ASA FirePOWER SSP indot 1

Compatibility |

Note For the SSP40/60 combination, you might see an error message that this combination is not supported. You

can ignore the message.

NGIPSv

This table lists Firepower compatibility and virtual hosting environment requirements for NGIPSv (virtual

NGIPS devices running on VMware).

Table 15: NGIPSv Compatibility

Firepower Version | VMware vSphere/VMware ESXi VMware
vCloud
Director
1.0 6.7 6.5 6.0 55 5.1 5.0 5.1
7.0.x YES YES YES — — — — _
6.7.x — YES YES YES — — — —
6.6.x — YES YES YES — — — —
6.5.0 — YES YES YES — — — —
6.4.0 — — YES YES — — — _
6.3.0 — — YES YES — — — _
6.2.3 — — YES YES YES — — —
6.2.2 — — — YES YES — — —
6.2.1 — — — — — — _ _
6.2.0 — — — YES YES — — —
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Firepower Version | VMware vSphere/VMware ESXi VMware
vCloud
Director

10 6.7 6.5 6.0 55 5.1 5.0 5.1

6.1.0 — — — YES YES — — —

6.0.1 — — — — YES YES — —

6.0.0 — — — — YES YES — —

5.4.0 — — — — YES YES YES YES

Compatibility i
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