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Firepower 2100 ASA - 5123 T~ #J FXO0S 75 ¢

Firepower 2100 J&i& T ASA [ H— N R P15 4% . Firepower 2100 1217 44 A Firepower 0] 4 #:4F
ARG (FXOS) MR JZHAE RS
T LAAE LM AR 2GR 3847 Firepower 2100:
o WA (BRIA) - WA ARVFERCE ASA TN #E . FXOS CLI FH X F At s g i b
R
o AR - TP G RN, B E FXOS G EIEA R E S BOM AR 3 R B . X8
BAFEHMH#EO . E#57 EtherChannel, NTP. WG IS . 0] LMEH Firepower HLAE & B A%

web FLIEL FXOS CLI. #RJ5, %07 ASDM % ASA CLI 7F ASA #/E RS P il & 2245k
W o

AFR N AGE H TP 5800 FXOS B .
* ASA FIFXOS &, 1 1
o NIEThAEE , A2 00

ASA 70 FX0S &1

\}

ASA FIFXOS #4F RG24 H 1/1 B2 0. e V0 S0l TP Hodil, FH T2 ASA A1 FXOS.

a4

IEHE CTFE ASA RO R 1/1; 78 FXOS 1, B n e A 28 278 4 MGMT. management0 5t
MR BAAFR . AT R R IR O RRA B 1/1,  DAOREE— BRI vl 1

FLC T RENIAE FXOS Rk AT Mg, A Ih REM A Z07E ASA bREAT W%, DRI A48 75 R FH X A
BAE RGATRREYEY . X T FXOS LMWIGARCE, #nT LA SSH sl A8 1) 0] Va2
(https://192.168.45.45) ZEFLFIERIA 1) 192.168.45.45 IP Hudik.

X ASA [MAIUGICE , ] LAEH] ASDM &£ % https://192.168.45.1/admin. £ ASDM H, #&nA[LL
LS MATAT 42 LIRL  SSH 7 i) 6

XPANERAE RG] NFE ] & i T 34 . WIARIEFK Uil FXOS CLI. & n] LA A connect asa iy &>
Fe)j i) ASA CLI.
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Firepower 2100 ASA £ & 18X T8 FX0S &/ |
| S

b DL A VE N ASA Bl 384T FXOS &5 FE; i ® SSH. HTTPS 1 SNMP Vi) . I AE Xtz i
EHAREA .

A FFRITIRE

Firepower 2100 ASZKFLL R FXOS Lhfe:
* #4538 FXOS Fl
* FXOS [M4M# AAA G KAIE

R, MM FXOS (connect asa) JE4£ 51 ASA FEHI G, 2N H 4614 U7 M 1) ASA
AAA T (aaa authentication serial console).
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o \rLEEEI

Firepower #l{8 IR E

Firepower 2100 1247 FXOS A& Hil R & BIEEAERAE . 0] LUf FH GUI Firepower HLARE #iL 85 5l FXOS
CLI KA B X LE T fie: A ORIt T Firepower HLATE RIS N A . 1BEVERL, T 224 SRR H Ath 15
YEHREAE ASA OS FFRCE ) (ffJ] CLI 2 ASDMD

< WEE , 3

B, 4T

s TR, BT 0L

PEWHE, B8

s RGHH, 190

 JHPEBL, 201

* Firepower HUAR SIS BB, 56 24 10

HE iz

FEMEIR (Overview) JEI I, #& 0T LUAEAA IR ¥ Firepower 2100 PIRAS . #EA (Overview) & 1R H24t
AT ER:
* #4515 & (Device Information) - #ti& (Overview) %0+ #5514 5% Firepower 2100 F{5
=

i
Fp

* HLA 4 FK (Chassis name) - ‘R A HIAR I B FR . BRUATEDL R, A FKN firepower-21Y 5,
BN firepower-2140. ML AFRE/RTE CLI &R FF . ZHEMHIAA LK, 1W5fH FXOS CLI

scope system / set name iy % .

* IP Ml (IP address) - %7~ 73 PO 45 WA R BE 1P Hidik

* B5 (Model) - %71 Firepower 2100 ()% 5

* A (Version) - W/R7ENLAN HIZAT ) ASA IIRAS

* IBATIRA (Operational State) - B R HUAE B ITIRA .

* PURIE #1217 [A] (Chassis uptime) - $it7 ARG LT R 8l e 221 d 1 i 1a) .
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* IEWIZATIN A B (Uptime Information) B4R - #uhr B A 1% EIFR Fa] LU B LA AT ASA

A | B IE B AT IN ]

o HAVIRA B8 (Visual Status Display) - “ %4515 B (Device Information)” #5543 Tl A HUAA ) LW
JeR B, WoRHUE R A, PR e A 1 MRS . T LR R RS “ EWIR
AR (Visual Status Display)” 2 M b, DIERICEZA5 8, Flandz 0408, . 2K
B E MRS RIZATIRGS .

* AR (E B (Detailed Status Information) - “ FUUIRZS 278 (Visual Status Display)” R —4
&, Hrp O EPATEMIRSE B RSERSACLT M “HE (Faults)” « “42H
(Interfaces)” . “Wi# (Devices)” Ml “¥r= (Inventory)” o #ER] LAF B8 L %A F 40 (% 22,
Fh R G (S SR B, nT UG BN I 2 S R
RGN LT RS E B

* MF& (Faults) - 51| 1RGO A R0 . iR g™ LRy “P" I (Critical)” « “ 3%

(Major)” «  “YREE (Minor)” . “#4 (Warning)” 1 “{5 K (Info)” o XJFFr oA
g, TTRAERE S EME . SOs Ui BRI IR M o B TR] . SR T DA R A
[N

PRI i, R R 1 B 2 VAR R A R

A\

AR FEIHRR TR, REUaAE NN IEIRE A B SRR SR
o AR IEAEAR MR gy s Wb, Al AT DLA R, AR LR A
PP T Ak 247 AR AR B W o

* #0 (Interfaces) - FIH RGP 22 ML N, I BRI R, BIPIRES FERAES. fea)

(1071 5N A i ) 71 5
oy oa d AT 1, AR DUEDE Ros R 3I 15 20 8h N %2 1 A e AR el 5 15 4

* %% (Devices) - 7~ ASA, FFPRMELU N PEAIME B BERAAR. WaRas. ML 1Pk,

EHURA . WUGRRAFNZHE 1P ik,

* B3/ (Inventory) - S UM T 2L, FFPRILIXLS A PFIHIDCTEANE 2, Wi (R4

PRy OB R B BATIRAS . TRAEE. AR ThERL WL AT, S, A
GReRIIZ IV

&N LAE FXOS WA BRM R (1. B30, 42004 FXOS LI 7 X e, IF7E ASA
LA 7 R e .
Firepower 2100 2R\ 5 FHH EMISCRF . 52K MTU 24 9184,
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A\

R WSRO R G B 0 i g R g AR, Bl B 2 EtherChannel BiC'E) 5 S cfE I, i
TEA % FIY FXOS B o 11, SRJE7E E R v b T A0 5 5 0%
WAL FXOS R — AN (i, n RAIEFE R 4 i, 5% EtherChannel, SR
B4 Be Y EtherChannel) , I ASA Bt & SR RG4S, DMEEE] LT/ A EE )3, ML E
PR &= A2 2 I . B8 AT LIAE ASA OS W F-ah B R IH 2 i

=g m
ST DL 0 3 RV 1, B ORI BTG, 2A%T4E FXOS
DB, FEEE ASA th BB HE R

UK

L1 LA (Interface) TR .
-
g%

Tg2 B HEEEHE D, 15 AL E RS (Admin State) L, HiEbrid RO A, T X WZOR D4R
e

IR FH 1 B %R B8 MGMT.,

YR 3 il LT R OO T R 6 1 (R 4R (Edit) 728 KA
AR HERE HEEE AR 11 B (AR gRAR LB P

$IE 4 %k B (Enable) 5 IEHE LS %8 1.

LIS NEIEIRE (Admin Speed) NhiF)FR T, EFEORHE.
FIE6 1T E N7 (Auto Negotiation) 2 (Yes) i E (No) k%t .
F$IET WEEWT (Admin Duplex) N8R, EHZH LN,
PE8 SHHE.

7570 EtherChannel
EtherChannel (R i DIHIE) &2 n] LS 16 ANF—ZS B R i fz A .
A\

7%  EtherChannel i 5% 1 7E ASA AT WL, (HI&E L GEAE FXOS C & EtherChannels i 11 5% 3 & 4

G RAE B H TS J T 22 EtherChannel FCE , 164 H & LA FXOS &L, REHETFH
W& AT AR R B K
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Firepower Hli &2 E |
| WEE

FIAZHI

Firepower 2100 7E4 2% 1SR 2 H Pl (LACP) 3% )5l T J5 #5220 T S #F EtherChannel. ERIATEHL T,
LACPHIX K E N “53)) (Active)” 5 0] LAFE CLIHUKiZ A TE SO “FF 8 (On)” » FATE UK IE
PAZ LI T BEE N “I 3 (Active)” B, DLl ArE.

i

UK

$121 L1HED (Interface) LT .
FIB2 i % EJ7 iR ni% Oi@1E (Add Port Channel).
$18 3 7rif i8iE ID (Port Channel ID) B, i N i Ll IE 0 ID. ARUEN T 1 5 47 Z 1],
TERA N EH (Enable) SEHELUS H i Fg i .
2R (Type) T8I Me— Tl [l 9252 504% (Data).
SIS IWEIDRE (Admin Speed) NI, BRI e b R
IR RERE I D S B IR (AR S PE AL B D 5 2y A SN R AT e due DR e
WIR6 AP RO Rl B 311 (Auto Negotiation) = (Yes) 2i# (No) FLikfifH
FERT AEEEWNT (Admin Duplex) FHFZRA, By B L L HEXU T,
SR8 (LR IO (Available Interface) #1511, JEFMEERMINEI, A5 sidifRInEE D (Add Interface).

T dpe 2 T LU 16 AN [R] SR ARURTIE S )42 11 o S0 BRI 21 1) 26— N3 VR IE A 1 ST AT

Br BRI EERZ AWML N, AR L, FINHZ A Corl f. 2k
PRV, TREREE R N, ARG, FEALAE Shift BRI, AR
S INE e I

IR S 4 EtherChannel " AYHZ IR, ASA BB RHE A4S, PUEE ] LLBE TATAr] A 2L
A8, AT B P Rz D R REEA T 2 8. AT LAYE ASA OS W a0 4 1H 4% 1 id
o

%40, # Ethernetl/4 53Hc4 FXOS /1 Port-channel7 J5, Ethernetl/4 1/} 754 ASA OS
IRl HEE 1, I H Ethernetl/4 FTATHCE AR FE o 40 &% A show interface ethernet1/4,
ASA £ BIREEO "R S5 G 2 CE" . 1§ no interface ethernet1/4 iy 2 1] JH R To R il & .

P rULTE.

Yt

fE3% M (Interfaces) L+ I, ATLLEBHUHT E O 223 D RPIRA . 270005 22 EAE Firepower
BUA P AR . BB 23 7R Firepower HUAR 2R IR I I ELOLR 7R o 48 mT LUKE BUbR i 78 b
AR AT L BTy, DRI O%%4% R LAt AE R .

A by, KoLk
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Firepower Hl A B RE

BN

zags I
o ZRE - PIREHR “IFE (Up)” o
o WK - EHEURASSN “E45H (Disabled)”
o ZL0 - BATIRE N “ KM (Down)”
© KA - K223 SFP,
1B481% % (Logical Devices) 717~ K& ASA IR BANRAS o #8058 w] LIS I Bk F BldE8r i HY ASA

LT R GE s Ron e Ogdga i, T X MR e OgERD ©
ASA bR it T IK7S (Status):
* IEE (ok) - WHB AN E L8,
* RTHELE (incomplete-configuration) - 324 1% 7% it B AR 58
WIRBL G IXIRIE A ASA $24L T A RS (Status):
* f£4% (Online) - ASA IE/EISATRIERAE .
* B4k (Offline) - ASA CU& 11 HCIE#:AE
o IEfEZEE (Installing) - IE£FHEFT ASA 2285,
* RZEE (Not Installed) - K 225 ASA.
o LI (Install Failed) - ASA 232K,
« IEE /25 (Starting) - ASA ELEFE).
* BEIKN (Start Failed) - ASA KAEJH 5.
* B/230 (Started) - ASA T80, JF HIETESE AN ARk
* IE7E{Z1E (Stopping) - ASA IE7E{5 1k
* {215k (Stop Failed) - ASA Tt N B4R A
* % B ML (Not Responding) - ASA AT WiV .
 IEfEE # (Updating) - IE/EHEAT ASA AFTH
 E#EL M (Update Failed) - ASA #AE T 5
« EEIRLN (Update Succeeded) - ASA #A4TH4% /%1

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}



_le

NTP:

Firepower Hli &2 E |

\n- | ==
3" =1

A% E (Platform Settings) L1 FLVFIE K FXOS W FEA A, ALFEI A &2 ] .
R ERTE

AT DL TSh B E e, s NTP iR 2% (JERE) o il DICE 4 > NTP IR%5 28 .

FIAZHI
o BUAREOLR, NTPBCE KA N IR NTP IRZ5%%: 0.sourcefire.pool.ntp.org-.

1.sourcefire.pool.ntp.org. 2.sourcefire.pool.ntp.org.

o I REEG THIL T NTP RS- 2%, WAZIEL B DNS k45 4%. 1521 DNS: fd % DNS 454
- A

UK

S 2 FARE (Platform Settings) LI, SR i /=200 SHUE % T NTP.
AW T, it FRET 8 [+ (Time Synchronization) LT,

HIE2 B NTP IR 55 5
a) sAdifEF NTP BR3588 (Use NTP Server) Uik 4l .

b) (H[IE)  (ASA 9.10(1) M mhRA) i BT A NTP 2545 AT S 50k, i NTP BR
KRB RIGIIE: B EE,

Fp R DAL B 3 56 UE 25 5 1D R .
RS ] SHAT BEAT NTP IR 55 4% 5 4 ik«

o) R AR 1P Hihk sk EHLA AR IR 4 > NTP RS54 .
WO/ EHLA T NTP IR458%, 15 7858 U7 5 L & DNS R4 4%

d) (ASA 9.10(1) S EA) 4N\ NTP 4523 (1 B9 38IE %48 1D M S 18iE(E

M ONTP 45 35 3RECE 4 1D Fifi. B0, EAE%3% T OpenSSL ) NTP 45 2% 4.2.8p8 Aok 7 &
A L B SHATL %4, %\ ntp-keygen -M 774, 4R J57E ntp.keys U &F %57 1D FMH .
SH T 0 it IR B A A6 vE S0 S A L A R NME
e) R RTFELLRAF MRS A
W3 ETFH R E R A
a) st FENIILERTE (Set Time Manually) 51444 .

b) ridi HEA (Date) N FIE, LUEAH P, SRJSAE H Db kel 0 v i H .
c) XS T B BRI [ R /NS 23 BT AMY/PML
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ssh: mEssH

HIR A pilr HETATE (Current Time) L, #R)5 ABHX (Time Zone) N5, A HUATEFEE M1

X

YIRS PHRTF (Save).

iR IR RGN MBSO 10 2080, KRG EERY, M)a, WK Firepower HLAR
BRI .

SSH: Fc& SSH

DL R U W ] s FH a2 ] 6k Firepower HLAR 1) SSH Vi), PLA AR HLAE VE 4 SSH % /7 it
o BRATEDLR, SSH RSS2 A% 7 i kb T i AR 7

UK

WREFETE A% E (Platform Settings) > SSH > SSH AR %% 28 (SSH Server).
B H SSH Me4s-#%, LASEHEXT Firepower HLAH 1) SSH Vi ], 15/4) 1% /2 F SSH (Enable SSH) & JEAE
X+ R4 28 I E 5% (Encryption Algorithm), 1% 3% - AREFR 78140 1 038 G206 Y ) AR I AE
T RS ZHARTIRE X, kS AR Diffie-Hellman (DH) 254538 # i % AE
DH S HAS WAL TGV AT AT — U7 SR s I L 28] . SHAS e 5 4 M WL ARL S, DA
HEENG D IRAE. SE3HAS W E 30t B R SS 28 S 0 I0E . A i H DH S HAS e 5 L NS
B, &2 RFC 4253,
X TR % 7% Mac E 3% (Mac Algorithm), 1572) 32 fo /7 (45 Fh o6 S S0 0T 6 IV ¥ 52 JE HE
XIS 7#s EVZSH, 1IN RSA ZH0 IR /N,
RS (U ERAT) NA 8 (5%, HAT 1024 3 2048 2 ] #5502 3R R/ NEOR, A2,
RSA S35 BT 75 I TRl itk . iU 2048,
T IRSS S A B E PR % (Volume Rekey Limit), i B3 E 7E FXOS Wi T2 1548 2 i o irim i
ZIERLME (LU KB A
BT IRSS A Z A EFAT B PRE], 1 % & FXOS WiF 214 2 A SUVFIM SSH 2 1 25 W I | (A28
KAL) o
HH{RTF (Save).
il SSH % Fim (SSH Client) #£1 <, LA H & X FXOS ML SSH % ) %t o
BT ENFRRE, nEEBHR. ZRURRREEH SSH N KA.

* 2 (enable) - Wi FXOS AN BN AP AERE NS, S uiiEds. A7 FXOS

CLI i F RS0/ 475 1Y) enter ssh-host iy 2 T8 =L
* 127R (prompt) - X FHU P ARAEE G TR, RESHFREREZEIEL1% NS .

*« 2 (disable) - CERIN) HUARHRE A1 3hH% 52 LURRAT il 10 ML B

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}
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Firepower Hli &2 E |

X% P i IR E 3% (Encryption Algorithm), 17 3% FPAERh 78120 7 0 88 Syt Y i 42 3 AT
SRR RIRE L, I AERA A VFT) Diffie-Hellman (DH) 2581484 1) S IEHE

DH 5 $HAZ & HETCVE FRAT AT —J7 Bl o8 )3 2% ] . A S8 A M BN R A, DA
PEEHLS Y IAE . M A H T VAR I B UIR 5545 S B0 E . A O DH 2 A 7 ik M TR
&, 12 RFC 4253,

X% i Mace B3R, H AR SRV S8 B E R I R HE .

T i AR B A2 PR % (Volume Rekey Limit), 1#¥% & 7E FXOS Wi JT 235 % 4% 2 /iy foiris it
R (DL KB A .

X SR AT B BRI, 15 1% B FXOS Wi 43 1 i VR SSH 23 1l 2 RIS Ta] (A3
N .

M RTE.

SNMP: BcE SNMP

*xF SNMP

SNMP & %0

{fif§ SNMP Vilii, 7F Firepower HLAFH [ B ) 5% 44 LML (SNMP).

SNMP & —Ff N HJZ P, $E4E SNMP B 28 FIACEE 2 (R (Rl A5 75 S % 2. SNMP $24EH - Iy fn
T 2 TP ) T A BB AE 2L R E FVE 5
SNMP HEZE i = AN 2 ks

* SNMP B FES - F Tk SNMP 4z thil R0 WA 42 WM 2% B 4 TG B IR R 4L .

* SNMP X3 - Firepower HLAH P EAEALEE, T 459 Firepower AILAE 1 £ 85 AR 4 75 22 1) SNMP
EHIARIRE BN . Firepower HIAH S & CEA MIB ££4-.

o EPAE ELE (MIB) - SNMP AU EIS2 B 6 244

Firepower HU4H % £F SNMPv1. SNMPv2c fil SNMPv3. SNMPv1 Fll SNMPv2c #34ifi Fl 3t 41 X 20
Kaa oy

SNMP ff)— N BE T e 2 AES AE ok 1 SNMP AR I 4. IX S8l S0AN SR I SNMP 45 B 28 2 1417
Ko WENAT AR R AE S S IRAE . FORT AN RN IT . BIAH AR R g ) R T ok e A T
1t

Firepower HLFH SNMP 180 &14E il A B BFSGm A0 . BEBIFAS Qom0 vl 5, Ao SNMP 45 #1385 7R 02 B

BHE B AN AEAT AN, FF H. Firepower HLAR JCIEf 5 A2 75 T BIRARE . W 2108 2538 5K (1) SNMP 45 21

FAFF A~ SNMP Wi 3 B 8l 5T (PDU) KA B . 4% Firepower LA AU PDU, N H AT
PAFF IR R I TE S K
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snwp e gsifs i

SNMP %2 £ 4% 3 F4% R

SNMPv1. SNMPv2c fl SNMPv3 43 R 7R AN R 22 e . 2 i) 55 B i 2 4= 2 ) 45 6 SRl g Ak
P SNMP 71 B Y 16 22 4L o

LAYONIE B 15 SNMP BB SGIB I 2 i 7 AP o AR 2 a0 ff e o 5 i B2 07 909 S e
W BWAUE . SRR AGON T S % 480, SNMP 225 SCFF LR — el ML
B

* noAuthNoPriv - J¢ 5 43 % UF 5 N 2%
* authNoPriv - S35 UE, (HIE %
* authPriv - G473 56 uE AN
SNMPvV3 [A] I $&A4E T 22 AR RN 22 A ) o 2 AR08 S P R i Ak 140 €018 82 1R B 40 B AIE 3R

0o LA LA R VR L G o AR 2 A I A 45 5 R A 2 AE AL B SNMP 2ids
LIRS ) 22 AL

3 HFH SNMP 2 £452V N AI4A &

SNMPv3 2 £ If1 ¢

R T LRI N AL X

F 1: SNMP = £1EEIFNLR 51

T SMIEIE |0 |RR

= %

vl |noAuthNoPriv | 41 (X ZRF i | 75 | A FH AL X AF B VT ECHEAT B4 B0 0F

v2e | noAuthNoPriv | 41D 55 dt | 45 | 80 AL X 5 H DT EAT B 40 B0

V3 |noAuthNoPriv | ffj /1 4, |l 44 UEECHEAT B B0 IE

V3 |authNoPriv | HMAC-SHA | 75 [424L3EF HMAC 455k (SHA) 15 656 1E .

V3 |authPriv HMAC-SHA | DES | {2 {it 5 T HMAC-SHA S0 5 3 I . B T35 il B i
(CBC) DES (DES-56) Ar#E S 50 UE AL, B S&AEE n# br
#E (DES) 56 17 il1%

SNMPv3 J8 K5 AE R 45 L MR T B 40 56 UE AN N 285 A0 45 A R AR AL B 285 O 2 3N . SNMPV3 (X 3%
TV L B (K PR AU BEAAE, IF4 N SNMP W8 . SNMPv3 JE T J1 I 22 B8 (USM) A4
SNMP 7 B 2 4s, FEHRAELLT R4S

o TS TEEENE - W ORI EORAER BB TS B0 T BEAT 18 O i 58, I FLEOH Py 1R A B2 i )
PAARRE A BLFRE

© RIS O IRAIE - FROR T (REREZH T R s E s ) 17 ] 5 3EAT A
o THEHUE PERINE - FRORA PR BB N L SR B R it Bl e

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}



| IR

SNMP 4%

Firepower Hli &2 E |

Firepower HLFi 4 SNMP #2141 | 51537 ¥

£33 MIB B9 3%

Firepower HLAH SZHFX) MIB 1) HL 215 17

& T SNMPv3 f AR S35 IE Y

Firepower HUAH £ % SNMPv3 /" 30 HMAC-SHA-96 (SHA) & 3 46 1E #i
i&F T SNMPv3 f A #Y AES FRFATRHY

B T 5T SHA B BE, Firepower HUARIESAL T1F ] AES-128 {7 s i it () FEFA . Firepower
PR I BRFA B A2 B 128 47 AES %9, AES [ A5 /D] AT )\ANF2R/F . Wl 04 W SCHs

g, BATLHRERD 80 DT,

Bic & SNMP

JAF SNMP, #8mEaBERT SNMPv3 H .

i

$IE1 EFREAIEE (Platform Settings) > SNMP.

12 {F SNMP [X#, $HE LT 7.

AR

ikl

EIRIR7S (Admin State) 5 IEHE

SNMP Uit & /e C4EHT . IS R & L SNMP JIRS5 A A AL
I 4 R PR 55«

(Community/Username) - Bt

i O 7B Firepower HLAH 55 SNMP A U5 I AL (135 1 o Jovk S BBk N i
Ho
HEX/ARZ Firepower HLAI7E & K% 45 SNMP ML A e F7 B b A4 5 (i 3R

A SNMP v1 5% v2 L [X 4488 SNMP v3 1744,

BT 132 NP Z I TR 7w s . 2 @ Cat
TNV OB L OES) L2 GRS Bk . BRIAME
public,

TR, Wi X/ A2 (Community/Username) 7B CL B,
FFEAMN S B R CABIEE: £ (Set: Yes). WIHitRK/AAE
(Community/Username) 7 B AR, 255 Boda Ml 25 s S04
Bi%E&: & (Set: No).

ARG EIE R AR (System
Administrator Name) 7B

1157 SNMP SZjti R A .

BN —ATAER, 2 255 NPT, BT Uk Bk A4 AT
i
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CERL |

AR 15t BB
I8 7B SNMP R (IR55%28) 4T e K N .

BN AT R TR, BE 510 MR

$IE 3 7 SNMP &P (SNMP Traps) X471, #d45:5%40 (Add).
$IZ 4 (£ 0 SNMP &R (Add SNMP Trap) SHEHES, 35 DU 7B

AR it AR
F#12& (Host Name) 7Bt Firepower AJLAF W [7) 2 12 B B SNMP = HLIT) =ML 44 BX TP Mtk
HX/ARA i) SNMP LML LB, Firepower HUAR L5 1K) SNMP v1 BY v2

(Community/Username) ‘7~

X 0 SNMPv3 ' 4. X5 iy SNMP AR 45 fic & 1AL X i,
P 44817

HIANT 1R 32 NP2 R 2/ . 2 @ (at
)N (B L (WEIE) L7 (EE) B R

i OB Firepower HI46 5 SNMP = U {5 LAA BB A 1 0 11
BN 1R 65535 2 Tl 4%
RRAS 7B T BEABE¥) SNMP R AL o 3X0] DA BL R e —Ti
V1
- V2
* V3
HKRTR RSN ERE V2 B V3, MR BRI IIBEPFE Y . 3K n] B A

T/H\:EP*IJH\:
* F&BH# (Traps)

* &40 (Informs)

v3 $UBR (v3 Privilege) 7-B

WER I RRASTEFE V3, 5B ORIR AR o X AT B PR e —
Iﬁ:

* BHBIE (Auth) - 7 SHRRUE, BRI N
* TERIEIE (Noauth) - BAT 5 BAE A2
* PR (Priv) - 3 5 3 B A AN

FIES5 PHHE (OK), R ICHIRN SNMP EBF (Add SNMP Trap) X 15 4E
126 £ SNMP FH A (SNMP Users) X411, #5540 (Add).
$18 7 {E55H0 SNMP i (Add SNMP User) AHGHED, 15 DL R 7B
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HTTPS:

Firepower Hli &2 E |

AR 15t BB
ZFR (Name) 7B B4 SNMP IS 7 44

WA 32 AN PRI SRR LT RETS, BATLARE
CPRIZ) . (FJRD @ (IBFERFS) M- GEFFD .

FEAVZE (Auth Type) B |#EBCAM: SHA.

{£F AES-128 (Use AES-128) 5 | Wik rh st &2 e HE, WL P Al ] AES-128 .
TEAE

A5 (Password) 7B SRR R

fAIAZE8L (Confirm Password) 7~ | T FE /R 15515
B

FaFAZERL (Privacy Password) 7 | It H 7 (R BRFA 5 AL o
B

TIABEFAZZED (Confirm Privacy | T F U A 1 [aFA S 1
Password) 7%

$I28 HEE (OK), R2CHIARIN SNMP B A (Add SNMP User) X5 4E
P} AHRTE (Save).

B im A

LRIATEOL N, FEdn L 443 3 HTTPS MRSs. % 51E25H HTTPS, BHAf LIS dumd, BT
HTTPS i%4% .

FiaZ wiI
WIRAE ASA ez 10 FJa H HTTPS Vilal, WIASEE M 443 B8 HTTPS it 5 A FRBR A 1 o

i

F1 LT A% E (Platform Settings) > HTTPS.

e O (Port) Bt i NZEH T HTTPS ME8:0 o 85 — M T 1 M1 65535 Z Al (134, ZRIATS
WK, AE I 443 FS IR .

HHRTE (Save).
1# FH$8 ¢ B HTTPS &t it & Firepower #1148 o

S HTTPS il ), BT AT 2407 HTTPS Sx 15 #H5 5G] o H P 5 S8 HEH i 1) 307 55 K% Firepower Hl
MBS, W PR
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| Firepower HiE &L E
DHCP: hEmErismE oHer s

https://<chassis mgmt ip address>:<chassis _mgmt_port>

HHp <chassis_mgmt_ip_address> & EFEYI G B E W )% N 18 Firepower ALAH 1) 1P Hihksk =414,
<chassis_mgmt_port> J& RS WINIELE ¥ HTTPS %ij [ .

DHCP: AEIEX Fimfic & DHCP AR5 28

PRl DA SRR P 1/1 2% 5 3 5 A DHCP IR #% . BRIATE G, A8 DU sk 3 6 s IR
2%: 192.168.45.10-192.168.45.12, Wi Z 0 KU B 1P Huhl, WAZ0ZEH DHCP . #RJ5, #nTLLA
1 2% 587 Ji ) DHCP.

12
HB1 KIRE T AR E (Platform Settings) > DHCP.
$1% 2 %1 2 DNS BR% (Enable DHCP service) 5 1EHE.

HIE 3 4 A\AZIA IP (Start IP) FIZ55 IP (End IP) 3k,
B4 SHRE

R HE: RERFATHEEE

RS 8 RSB S S AR BRI AT 3 By o S85mT LUKE 2R 48 H A3 SRS 31 Firepower 2100 4% &

SSH 2> il BRA S AT
XU R H AWM EAUE N T FXOS WA, X T ASA REHEME, W2fE ASA I E e H &

\}

AR ASCRRERE H AR

i

HIE1 T AIEE (Platform Settings) > R4t HE& (Syslog).
IR 2 MEARHEMN:
a) HuiliZA it B B9 (Local Destinations) 215 .
b) G LB
AR 15t BR
=& (Console)

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}



Firepower Hli &2 E |
B ss50x mazsassams

AR %8R
EHIRZS (Admin State) 7Ji& IR A (Enable) SEHER 4 & - Wos R4 H &AM R
3 (Level) ARG _E SR B AR B . Firepower HLAR R W 7s
2 & B O T R
-y

- 1288

o=}
EIRAZS (Admin State) V6 24 HEHA T B RE.

3 (Level) PR E R R ARIH B2 . Firepower HLATEE 7~ %205 K LA

EFNE R BRUE N 1E R (Informational).

o |
SR ICN

. 12l
* 8%

cEE

- B

N
=2

B

Bt
FA:EE'H(:L.\ (Admll’l State) /L‘JiZIEFFH (Enable) E@*ET’H‘%éﬁ El /u/%;ud%ﬁ [JI{L-FEF‘
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ons: &&ons fEsE ]

AR

L RA

3 (Level)

P EARAF I AR B 200 . RGURIRAF12Z00 K EL G0
HE.

rﬁ‘]
o
pm |

oiF
il

B

AR (Name)

BEEFRIAATR, % 16 NT4F.

K7 (Size)

ERG I o S S i I B2 17, &8 C i Kok K
AN CULAAT R ALY o JEl D 4096 F 4194304 275,

c) HiHRTE (Save).
TIE 3 E AR

a) HLiliARHSRIE (Local Sources) i1 .

b) HEHLT B

AR 1% AA
MR EIRRZS (Faults Admin | 275 5 H R4 M0 H &0 5. W4k B2 A (Enable) 5 i%4E,
State) Firepower HLA K I3 T RGHE

HIZEIEIRT (Audits Admin
State)

AR HEZH & ES. WRET B (Enable) ZILHE,
Firepower HLUFER ic & Ir 7 w0 k% H & .

EMH4EIEIRT (Events Admin
State)

A RGEH H G Wik /B A (Enable) & EHE,
Firepower UKL R ITH KRG HFF.

c) MtiRTE.

DNS: fiiE DNS BR %

IR ARG LA AR TP Huhik, U 25 E DNS kg5 ds. 2 W LABCE. 4 > DNS Jed5
o MLEZ A DNS Hedsdit, R CMER RN Y 255 &% o
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Firepower Hli &2 E |
B res rEmin. SR APS FUE MRS

FHia Z |l

« RN DL, DNS BLE N LLT OpenDNS flR45#%: 208.67.222.222. 208.67.220.220.
g

$IB1 EFF A& E (Platform Settings) > DNS.
$1%2 %9 /3 DNS BR55 28 (Enable DNS Server) & iEHE

PHIB3 WIS INAEA DNS k%4 (% 4 4) , 147t DNS BR5528 (DNS Server) B i A\ DNS
fR45 a5 0 1P ki, d5iAn (Add).

LI 4 FRTE (Save).

W$BS LB ZEE (Domain Name Configuration) L1, i ANEHE Firepower HUAAE A J5 % B n 214k R
SEXFRINISZ (Domain name), 2R 5 A0 (Add).

Bltn, WKL W E N “example.com” FFlIE AR E FILFK “jupiter” KfgE RFEHEMRS
2%, W) Firepower HLAT K ZFRIRE AN “jupiter.example.com” .

FIPS #0i@ A tr/E: B FIPS #0i@ AR /ERRT

PAT LU BRI AL Firepower 2100 /5 F FIPS 8“8 HFR#E (CC) 7 Bzt

1538 Z04f ] fips enable fiv 276 ASA R ] FIPS K52l 76 ASA B3 30 Pl A v 2 ) o
MPLE: X CC 8L UCAPL VEM G R (AT i FAth SR F1 6 0 20042 FEURE R 22 4 W SCRY AT L

FATEBIEE L AE ASA s FIPS #83X, S5f5ie & FPringd, MRJa1E FXOS H i’ FIPS #ix.

UK

LB KIRIEFT &% E (Platform Settings) > FIPS FAi@ F#7 (FIPS and Common Criteria).
182 @itk /AR (Enable) ZIEHE T FIPS.
HIE 3 J@idE T B A (Enable) HiEAE S HiBH#R# (Common Criteria).

e “H i AsuE (Common Criteria)” Jii, BRI N¥4 )5 ] FIPS 2 (FIPS Enable) & EHE .

PB4 HRTE (Save).
WIS RPN ERH RS
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sk magmsE

wiEyR: GEEEIEIG

T

$IE2

RGN

BRINTE UL R, Firepower 2100 foVF%T Firepower LA & P2 HEAT HTTPS Vi), FIEEEE 1/1
192.168.45.0/24 W 2% 34T SSH Vi lal o W RS v NIHAR I 4 b 47T 1), 8538 o SNMP, U
ZHUN N EYCRE A0 R) 51

XA TP ks (vA 5ive) , I AN REIUIRSS LA 25 DANIE 7K

UK

REFETE A% E (Platform Settings) > 15781513 (Access List).
1F IPv4 i718) 513k (IPv4 Access List) X 4

a) AR (Add).

b) AL B

* IP ik (IP Address) - % & IP Hili. %A 0.0.0.0 DL AR VFRTH M4,
« BTERHEE (Prefix Length) - B8 7 IHER . HA 0 LLAVEITA M4,
* 118 (Protocol) - i+ HTTPS. SNMP i SSH.

¢) MiifE (0K).

d) I IXEED IR IR 555 0 HLAt ) 2%

7F IPv6 /71853 (IPv6 Access List) [X 181

a) KRN (Add).
b) HALLF B :

* IP i3k (IP Address) - ¥ IP #ilib. % LLAVEITE R4,
* BIZXAKE (Prefix Length) - WE AT KL . HA 0 LLCVFITA 4
* 148 (Protocol) - i+ HTTPS. SNMP 1 SSH.

¢) HilifE (0K).

d) FERXEOEENREIUR AN AR R 2%

AR TE .

WATZE H T H0a7 ASA. IR BRI, 15 S0 BF ASA A FGrE . FH e FEiE & v 2
20 # 30 75t

ASA. ASDM F1 FXOS WL MG LR — A —. B i FXOS & H; AAE(E ASA #E RS
FIFL ASA. ANEEEASNFZE ASA F1 FXOS; ‘EAI TG LR iE—id .

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}


http://www.cisco.com/c/en/us/td/docs/security/asa/migration/upgrade/upgrade.html

B e

ARE

\}

Firepower Hli &2 E |

ANk ASDM 244k, e s al DL ASA R R G T4, I TG 75 JUAE I HM R ASDM 4% .
F3l_EAL ] ASDM BUEA S HILTE FXOS WG 73874 IS AZ M ASA % 2L ASDM W% .

TR

$IE2
$IE3

$IE4

$IES

IR

%

TEFHIARIP RS, HRZEEL ¥ ASDM WG 4 LART Y] ASDM HRZB R0 LG,  BRh e AT LA AH A

HFR (asdm.bin). (FJE, WRETZhEsE 7 B IHAL ASDM BE (fl41, asdm-782.bin) ,
AUMEIRGR AT 2 5, (AT QR SAE FZWUE . o T RIS IZ AT L A ARA Y ASDM, 53 1%
TEFHRAMIPALZ HT ST ASDM,  BLAE NIZAE T+ ASA THEBEL 2 7T, B0KF ASA 8w ok A4 FH 4
451 ASDM {4 (asdm.bin).

FiaZ |l
il DR A 2 AR PWRARAE AL TS _E T

UK

W% R S (System) > B3 (Updates).

A FASE# (Available Updates) 5T [Ks Wb s AUAH B o] ARSI 2113
riih £ & B%& (Upload Image).

Bl 5T (Browse), ] FHLEIHERRALTL FAE U .

Huf_E 1% (Upload).

Fritmfgors EALBIPLAT . B s in SN G, KK B3R IEMUER i e 3t . R E R sh it
SEHPE, i S IEIE (Verify) (aiEdric BIbR) .

IEFETER RN ASA 10, X5 fidi AR (Upgrade).
Mt (Yes), MNEALEEgh a2 4L, i M d (No) BN %2,
Tt fih, RGEESKE I Firepower HLAHE BELAHEHY .

FH Pk P F 5 ) Firepower 2100 HLAH . X L&k 7 HI-F- Firepower HUAHE #EAS AT SSH 1717 . ASA
AR bk R B B0

RXTHRPKRF

EIE Gk P

B G EBRAH PR, IR BIGEE OE EE. Sebk R RS B S sGE B Pk S A 5
AR . ERINZGD ) Adminl23.
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mrmamen [

BRI AR LA TR BPRES, P AN BN TR B Bk C B AR SR
AR SR I IERT AR P K

Rt 2 IO E 48 DA K o BRI A ZURAT HE— IR A4 AR R

AL 3 56 UEFH P P RT AR AT A B SO R AR P o Y B4

F Ak A B A

BR#&
H 44 F 4% Firepower HLA & B4 1 FXOS CLI H & 5% ID. M HCE Sk ID B, 15 FE LU 453 J5U A1
(R

« B ID WLV 1 E) 32 AN, AAELLT A

© AR FREFA

 ARTHT

< CFRIZD

- GEFFD

o ARED
* 4 ID AAZME—.
© B ID DALAFREAFFIR L, A BE LABC B R AT Sk, il Ik
* HxID X4 KNG
* LA Ak 1D,
o BUEEHT P R, JCVRE OB S ID . IR IZ R P, B G b

%

B T AN A AR T ik P HOR A 1. HATE B BRI P AT LARC B R e, DL I 3%
(CEARTE A ETHT oxc e I P S TTIE 2 s Ay = Dt PRS0l DRE A DR D e S

SRR L AL R SR i o T RN A S A B0 LR T 7 8 B i s R AT, W) FXOS KE 48 AAT
T LUN SR Ay 4

o WL E /b 8 NFEAF, % 127 NFAF
A

AR DR EE RS LRCE 15 AT GRANVEIICED %, DIFF&id
ﬂﬁﬂﬁm*o

- DA E DK TR
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B snae
- BB E DA NG T
C WA ESAMEFRECE TR A
s NEEREIELEH A 3 IRINFFF, il aaabbb.
o A A DATAT NG 1 IE SR80 7 57 BE, 91101 password ABC 5K password321.
* AREHH A, 85 H ARG AR
DAL BT SR, I, A LR
CRBAHEUTES: § GUER L 2 (%) fi= (59
- R
NINF P

M Firepower HLAH & P 2% A1 FXOS CLI Vi[RI N A 7 .

UK

L1 KIRIEPE RS (System) > i A EIE (User Management).
P$IB2 H AR P (Local Users) 1E1i 1<,
$123 HdHRnA A (Add User), 7T IR0 A (Add User) X iGHE .
PB4 X THP QG R, HE 7B
s AR& - WEHF 4. WAFRLIME—, FEWEH ik P A4 PRAHE AR S GEZ B H ik
AEN . 2521 00D o PRAFHH G, ARERSOS ID. L ZIH R IZH bk, G887 I H - ik
Flo
c BF - WEHINAT . ZFBEEEZAT 32 NMENT.
s HK - P R P B2 a8 32 M.
o BFEBAS - B H P IR bk
s BIESHS - WEMH MBS,

o FRIFIH AR - W B S IRk P QIR IS . W ] T A A, U RL DAy i R
FXOS 2545 4T i ATl /2w B R 2 R 3500 200 OB P v, 45 23 00 F1 H Pk i
HEN, EH 21 50 .

* MPARES - KPR BEE N & SR & 31

* AR fe - wERREMS IR BRI M . RSBV ETA I Be Rt
I Hit O R BGE R B ReE P R0, TR D R BB R I s, EHR
M RVERBCE AT S YT . A ORISR SE e R gk a4 A% ik
AE ) b 3 BE T A C s IR BT A Gl D 8, U Bl 2 1ol 4k S A A — AN
ERIRLIR -
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mgmnreE

 RPEH - BCEK 2. R BT EPRE I HL A, AR . AR
Fe B I H S, ok Rk FOE e EO AN Y] SR, SR LA R L T A e 9 H
o BRAEOLR, ik AL 21

* FIEA B EA - k) BN H . H% AN, yyyy-mm-dd. Haitb F BOR BRI H iR, SE K
A DL Sk e B 30T H I H i .

WES HERM (Add).
P TEEH P, HRAT L R RAE.
a) XFFEAEHMA S, AT iR )
EIA PR P IRARE G, HAREH
b) {EMKFARZS (Account Status) FB 1, FATIETFEENIRZ (Inactive) FLik i .
0) miifRTE.

ERERPIKE
T B A I B B

UK

PB1 EF RS (System) > F A EIE (User Management).
$IB2 HdiiRE (Settings) KB 1 .
FR®I HE LN FBG
* BOASRIIE —AEim P I, X P BT S O B0 BRI T e IR LR BA R Horp it
* ZKHb (Local) - 24 Z0{E Firepower HUAE A 2 L ik 7.

* 7t (None) - 21ZR 7K 7 42 Firepower HLARIASHIIK ™, 4 1 P A RE X o I, AN 2
fih

 BWRYSRE AR — WORKET,  FT A AL R AR IR £ o A AR I (32 B bk B v )
» 2150 o BUAEOLR, REa A M.

© I RIEFAITE— T AR O S i R A AT B R ME S R R B . D sl skt
BRI NG5 B TR LE S AR S, S0l (s R AT, JCAE M ff 232 38 g S s v S0 ) 1
AT S IF R . AT LOEA T 0 A1 15 Z (A AR RME . 0T LUK SRR R 87 Bt B8 oA
0, XFREE DG sk B, A e AR i A K

o BESERE — IR T 7 5B eSOt B0 B R 6 S O ) NI B AT LR 1 &2
745 N WATRAE. B, WSz 7B E 4 48, B idit#1 (Change Count) 7B % E 4 2,
2 A Tl 5 473 505 FH P A 48 /NI PYBRAT 10 2355 B KON RE B L 2 Wk 3k P M AR ATE DA F b o

1
He o
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Firepower HliA &2 88 E |
. Firepower {8 E B E 7 52

o BRUHEL— A GOy I UE ] S REREAE S S RIRE P B O R () B IR 1A AT LT
0 A1 10 Z I8 AT = 1E

© ANSE R IB) R — 5 A 20 R A B 47 U5 ¥ A S CSOBT S 2 T AU AR 1) e D NN B A
ATLURE 12 745 ORI EEAE. 2B he DUR e Bg .

* OLEIEBARE — KB RIBEE N 1 5] 9999 Ko BRAHLL T, 28I,

s OSZHIEEHR — W E BRI~ E, DU H P RO SR & ag 2103, JeEAT 0 2
9999 i), BRIAKFTEN 14 K.

« BIERBEIREN — VO AE RIS LA S R I RR JEFAT 0 $ 9999 2 [, BRIAME
3 K.

- FEEEERER — W R R R, WEAT 15365 21T, B 15 K,
SRR P LR RN A E R R R, AT AR B, Al
VRO 3, JFK AL IR RET 10 %, WM L REZE S B 3 SR 10 5 T A

TR R E

Firepower {lF8 2R X EBEH L

ThgE R FRES
P s A et 9.13(1) AN T 2 At AR A

« st 2 ik 127 My 4t. H
BRI R 80 ANF1F

C BN T, RS TR
PR B G
- B
- BT AL 4.
B/ ST
- R4 > FAETE > KA
C R > BAEE > RE
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Firepower Hl A EIRERIRE T .

Ihe [N HHER

1£ Firepower 2100 |3 £f NTP &4 5k | 9.10(1) AR, 0] LI7E FXOS Wl E SHAL
NTP k4545 S 5k o
B ME MUY Firepower HUAR &5 HE 45 57 5L
T :

T4 E >NTP > NTP RS £ SHIE
iE: BREE%NE. BHIEITEEH. 2B
B3I E B
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. Firepower {8 E B E 7 52
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FXO0S CLI ix &

Firepower 2100 1217 FXOS A& il ¥ £ BIEEASRAE . ] LUEF FXOS CLI 8% GUI Firepower HL4H %
PRES RN EIX LTI RE ;. AR o FXOS CLII N . TETERE, P 2 4 SRIg AU AR A2 4E ASA
OS "FALER) (£ CLI 2 ASDMD

* CLI fIEC BB , 56 27 0L
IO, 31
PEWE . 36 0L
L, E81 W
 RGEHE, R 88 L
* FXOS CLI W E Iy s idsx , 5599 it

CLI #0iif & & 1%

Firepower FJ 4" E#AE R 48 (FXOS) 5 ASA CLI H#AFE 77 AN o AT 44 CLI B A o] 8 BEAR 1)
FXOS Mt .

%F CLI

(FXOS)ﬁﬁH ERS BRI (R B 0 Al BN D) B 0 S A R B s B D o Bildn, B
P2 ABTER L i FURT AL B 38 02 RS20 S I B SEAR, VERTE. FH P A (R0 & SR 2 KR %2
%Xﬂ%ﬂ‘]i&”iﬁ?‘@ﬁio

DU a2 o] X 2 5 1

* create object
* delete object
* enter object

* scope object

A LUK scope v H TARMIZ RS (LR KA S, &M St ) o HAthis 4 H T8
AR HL P S . X TR ereate object 1%, #AFAE—/N A M (1) delete object and enter

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}



Fxoscu g |

B === asasi pxos e

objectﬁﬁ/v\o & LT H enter object i 2 G HT 0 SR GiH INAT R %, DA ] DU & A create
object T4, WIRXI R OAFTE, Mo HIVETIR .

T LB BN 2 PR s 78 iy & VR 0 24 PR TRl (R o

2 E| ASA 3% FXO0S =5 &

NI
g
N

Firepower 2100 5 & 3t 1 206 5 3% 42 3 FXOS CLIL. %7 LU FXOS CLI Hi% 5] ASA #5514, R
Fﬁm Al G gl SSH 4% 3) FXOS, #tnf LLiEH 5] ASA CLI; %EEI SSH IFERA

R, R AT LI £ 4K H FXOS SSHIERZ I ASA 8z . [AIFE, dn A4l k SSHIE B3 ASA,
Wﬂu 44% 3 FXOS CLI.

FFORLREME Ml 6. MM FXOS ¥l & B 2] ASA ¥ G 1, dbifEfe e — N REAFE S
E3EH, MAME Telnet 58 SSH & FE

i

ot

B BN ERE PR G 6 . Firepower 2100 Bl A5 — 4% DB-9 ¥ RJ-45 HRAT4:45, bl a2
=7 H AT USB SR ZR AT R . AR N AE R G0 BEATAT B2 ) USB H AT RSN L e . A8 LR o
AT W
* 9600 R
o 8 MR
o 1 AMEIELT
¥ 1EF B FXOS CLI. H A FAEUE; BRAREOLE, &nr AEH A admin F1ER A %5 Admin123
B,

EFZF| ASA:

connect asa

Tl

firepower-21104# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa>

IR[FIE] FXOS #4il &, iEHA Ctrl+a, do
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zfm ssh 12z ixos [l

{5 FH SSH %3 %] FX0S

$IR2

ST LIAE RN TP uhik 192.168.45.45 JE 3147 1/1 E) FXOS. 1R B L& (ASA fxos
permit -4 , AR LUERE R AEbRUESG L CBRINE ML R A 3022) 9% #2 00 1P Huhik

PAEH] SSH &3] ASA, W SeHR M ASA T EAF I B 8 lic & SSH iy i)
fs T LA FXOS iE4:5] ASA CLI, [RZ IR,
FXOS &% ft i 8 4« SSH &E#%.

FFi&Z wiI
BETH O TP Mk, 3520 g FXOS 1P Mk ek G, A 93 i,

B2

TEERERVE B 1/1 BN L, R SSHIERERAE B IP Ml (BRIAE L T4 https://192.168.45.45,
A" 4: admin FI%55: Adminl123) .

A PME T P 8 GESRB A, 22 70 o MR ETREEH, WK SSH %4 2 i
13022 F1f) ASA Fedsfe 0 IP Huhl: CERIAIR )

4551 ASA CLI.
connect asa
PR [AF] FXOS CLI, &% Ctrl+a, d.

i

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa>

WK SSH #E#:3 ASA (F ASA 'S SSH Viin) i) , ii5i#E#:3 FXOS CLI.
connect fxos

RGESPNEX FXOS HAT S 5 ; AHBIAM " 4: admin f1%505: Admin123. ZLR[F[F] ASA
CLI, &% exit o\ Ctrl-Shift-6, x.

TP

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FXO0S 2.2(2.32) kp2110
firepower-2110 login: admin
Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1
Successful login attempts for user 'admin' : 4
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Cisco Firepower Extensible Operating System (FX-0S) Software

[***]

firepower-2110#

firepower-21104# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

R, EFNEEFAEGS

IR 2

$IE3

MAE CLL A RCE 20, AN %S, BERMAAICE L. HRHRAR, BE a4 it
TRACHIRGS, IFATREATEE . A a2 A TR AR BRIRZS N, ARy 3t Z AT LR S (%)
MR EFFRCE N, B RMR. TR BT A B2, IR N
A UEAE S BN B A b B ar &

UK

A A0 BRI G B 5
show configuration pending

Tl

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter ntp-server 10.1.1.1
firepower-2110 /system/services/ntp-server* # show configuration pending
+enter ntp-server 10.1.1.1

+ set ntp-shal-key-id 0
+! set ntp-shal-key-string
texit

firepower-2110 /system/services/ntp-server* #

TRAFBC L

commit-buffer

IR KA REAGE BRI, B R 2 N S D (i 4 o
FERE DRI S P 2 iR R fir %

T

firepower-2110 /system/services/ntp-server* # commit-buffer
firepower-2110 /system/services/ntp-server #

LB E .
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[

#0 I}

discard-buffer

i

firepower-2110 /system/services/ntp-server* # discard-buffer
firepower-2110 /system/services/ntp-server #

gt
LAR 7] B s B s A A i 2 i AL R ] S

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter ntp-server 10.1.1.1
firepower-2110 /system/services/ntp-server* # show configuration pending
+enter ntp-server 10.1.1.1

+ set ntp-shal-key-id 0
+! set ntp-shal-key-string
texit

firepower-2110 /system/services/ntp-server* #
firepower-2110 /system/services/ntp-server* # commit-buffer
firepower-2110 /system/services/ntp-server #

AT LA FXOS A BB 1 . BF S —4E 1, WA Z07E FXOS B 08 e, IFAE ASA
LT R e .

Firepower 2100 ERIAJT HIEWCRE . 5k MTU 4 9184.

AR O IE R, 250 ASA FI FXOS &8, 55 1 7.

ST L ey 08 AR R 1, IR B AN T, ZEH SR80, UIfE FXOS H
Py =08 e, JFE ASA FLUZE U8 FE .. BRIV, AXAE FXOS 1 ASA )3 FBAK
™ 1/1 AR 1/2,

FHia Z |l

ANEE B 2 E 45 2 EtherChannel 3% 52 F32 11 . 45 (E45 9% L8 N2 EtherChannel 2 | 4 HAd & %
o
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UK

T SEALURM _EATHERS, AR5 HE AT AR PR
scope eth-uplink
scope fabric a

i

firepower-2110# scope eth-uplink
firepower-2110 /eth-uplink # scope fabric a
firepower-2110 /eth-uplink/fabric #

T2 JA .
enter interface interface id

enable

Tl

firepower-2110 /eth-uplink/fabric # enter interface Ethernetl/8
firepower-2110 /eth-uplink/fabric/interface # enable
firepower-2110 /eth-uplink/fabric/interface* #

FR3 JAHEEEH B3t .
set auto-negotiation {on | off}
KT RI-45 0, BRINVBEE A on.
XT SFP I, BRUABCE N ICH], I BTG AT B3R .

i

firepower-2110 /eth-uplink/fabric/interface* # set auto-negotiation off

T4 RN A, WBCE R D
set admin-speed {10mbps | 100mbps | 1gbps | 10gbps}
TSR, (CUEEH s, Al s .

il

firepower-2110 /eth-uplink/fabric/interface* # set admin-speed lgbps
YIRS WEE AT,

set admin-duplex {fullduplex [halfduplex}

DS I 6 W Y B S T ) ) YT I R D U B 0 G

i
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IR

70 EtherChannel .

firepower-2110 /eth-uplink/fabric/interface* # set admin-duplex halfduplex

TRAFBCE

commit-buffer

i

firepower-2110 /eth-uplink/fabric/interface* # commit-buffer
firepower-2110 /eth-uplink/fabric/interface #

Gt

firepower-2110# scope eth-uplink

firepower-2110 /eth-uplink* # scope fabric a

firepower-2110 /eth-uplink/fabric* # enter interface ethernetl/6

firepower-2110 /eth-uplink/fabric/interface* # enable

firepower-2110 /eth-uplink/fabric/interface* # set flow-control-policy FlowControlPolicy23
firepower-2110 /eth-uplink/fabric/interface* # commit-buffer

firepower-2110 /eth-uplink/fabric/interface #

75 hn EtherChannel

N

EtherChannel (R i IIHIE) 2 vl LELS 16 ANF— 8BRS s i fz A .

a4

EtherChannel Ji§ 533 I174E ASA _En L, {HAS HLAELE FXOS it & EtherChannels Flii 5% 53 S 477

FHia Z |l

Firepower 2100 7515 21 8T 5 BE RSV SR P03 (LACP) £ 32 #F EtherChannel. ERINEHHL T,
LACP Bl BN “IH5) (Active)” 5 #0 LAFE CLI HUEHZA R E M “ TP (On)” o FRATTE B0k
PR Wbl VRSN “IE3)) (Active)” X, DASEIUR AR ME.

BEANCUKM_EATHERS, AR5 HE AT PR AR
scope eth-uplink
scope fabric a

i

firepower-2110# scope eth-uplink

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}
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firepower-2110 /eth-uplink # scope fabric a
firepower-2110 /eth-uplink/fabric #

N
g
N

EN R REURER
enter port-channel id

enable
¥ id WENNT 147 2 8] 8

TP

firepower-2110 /eth-uplink/fabric # enter port-channel 1
firepower-2110 /eth-uplink/fabric/port-channel* # enable

EZ R A W ARE JE
enter member-port interface id

i

firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernetl/1l
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernetl/2
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernetl/3
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernetl/4
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* #

P4 (k) wE LACP i,
set port-channel-mode {active jon}
BROA I B
il

firepower-2110 /eth-uplink/fabric/port-channel* # set port-channel-mode on

WS Crlh) Hg s B TE I 19 03 PR 1 P BB N 3 s N D BRI s .
set speed {10mbps | 100mbps | 1gbps | 10gbps}
PRI I T BB IS S AU REE T 3, DR DAy g S T A4 T PR S8 S O ZL I
Tl
firepower-2110 /eth-uplink/fabric/port-channel* # set speed lgbps

PIR6 (WL TR L, g L TE BT B R O TR B N A AR BRI R
Pk

set duplex {fullduplex |halfduplex}
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WEIPERR A T BB IR LS HUR Ry 2K, DR A sy 1 P B 2 1 I e SR s B UL R
IR

firepower-2110 /eth-uplink/fabric/port-channel* # set duplex fullduplex

P (iR BERZ 256 MU
set descr " A"

Tl

firepower-2110 /eth-uplink/fabric/port-channel* # set descr "Inside Interface"

SR8 PRAFILE

commit-buffer

IR

firepower-2110 /eth-uplink/fabric/port-channel* # commit-buffer
firepower-2110 /eth-uplink/fabric/port-channel #

Gt

PR 70K 3 AN D7 N3] —/ EtherChannel, Bf LACP B E A ITE, I & AR
BN -

firepower-2110# scope eth-uplink

firepower-2110 /eth-uplink # scope fabric a

firepower-2110 /eth-uplink/fabric #

firepower-2110 /eth-uplink/fabric # enter port-channel 1

firepower-2110 /eth-uplink/fabric/port-channel* # enable

firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernet2/1
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernet2/2
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernet2/3
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # set port-channel-mode on
firepower-2110 /eth-uplink/fabric/port-channel* # set speed 10gbps

firepower-2110 /eth-uplink/fabric/port-channel* # commit-buffer
firepower-2110 /eth-uplink/fabric/port-channel #

Wt

AR PR b O 2% D RES
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BEAN LUK EATHERS AR Ja HEAAZ B A

scope eth-uplink
scope fabric a

i

firepower-2110# scope eth-uplink
firepower-2110 /eth-uplink # scope fabric a
firepower-2110 /eth-uplink/fabric #

BoRHUAE LR O 2edke i m.
show interface
Etherchannel "% i 53 2 11
i

=B EI A

firepower-2110 /eth-uplink/fabric # show interface

Oper State

Up
Link Down

Up

Sfp Not
Sfp Not
Sfp Not
Sfp Not
Up
Up
Up
Up
Up
Up

Present
Present
Present
Present

Fxoscu g |

State Reason
Link failure

Unknown
Unknown
Unknown
Unknown

Interface:
Port Name Port Type Admin State
Ethernetl/1 Mgmt Enabled
Ethernetl/2 Data Enabled

or not-connected
Ethernetl/3 Data Enabled
Ethernetl/4 Data Enabled
Ethernetl/6 Data Enabled
Ethernetl/7 Data Enabled
Ethernetl/8 Data Disabled
Ethernet2/1 Data Enabled
Ethernet2/2 Data Enabled
Ethernet2/4 Data Enabled
Ethernet2/5 Data Enabled
Ethernet2/6 Data Enabled
Ethernet3/2 Data Enabled
Ethernet3/4 Data Enabled

AT LA FXOS BB AR, AL ) A B U7 ] .

% & HERF0RT ()

Fn] DAL W28 I () P00 (NTP) , T & H IR R, B0 & 4H0 M R4t 0] . 7E Firepower
2100 HLAHHT ASA ARG RN BhsCE A Bh R .
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{£F NTP i&

L uds L |

& HEAFET 5]

NTP M TSEji 3 )2 IR G548 RGE, nIAEM 2% RGE P ARG IR [R) 20 I ) o I R S0 M 45 A1 = X PR
iEE, BIanSeurE CRL, HAFGREHHI . BOANOL T SBCE NTP, LUME ASA W] LA [ V5 i) UE it
. WHRZWLINLE 4 /> NTP JIlR45+4%. Firepower 2100 fFH] NTP iR A 3.

B2

BEARGE, RGN RS
scope system

scope services

T

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

VSN NTP 4% %8

enter ntp-server {hostname |ip_addr |ip6_addr}

Tl

firepower-2110 /system/services # enter ntp-server 192.168.6.5
firepower-2110 /system/services/ntp-server* #

(nJE)  (ASA9.10(1) K SARA) FL'E NTP S5k

IS F7 4 SHAL #E1T NTP RSS2 S 43 B0A1E . M NTP R4S 28 3R B 5T ID A . fltn, HAezeds T
OpenSSL ] NTP I 4528 4.2.8p8 Bl H m A L2 il SHAL %4, %1\ ntp-keygen -M 4>, &R
JE1E ntp.keys SCAF A % 1D R . B9 T4 00 ity R AR 45w 0 V- S3000 JEL 90 2 s A8 FH A
=

a) W SHAL %41 ID.
set ntp-shal-key-id key id
b) WE SHAl ZEHFI5H.
set ntp-shal-Kkey-string
RO SR E TR
c) B ntp-server B,
exit
d) JAH] NTP AL

enable ntp-authentication
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TP

firepower-2110 /system/services/ntp-server* # set ntp-shal-key-string 11
firepower-2110 /system/services/ntp-server* # set ntp-shal-key-string

NTP SHA-1 key string: 7092334a7809ab9873124c08123df9097097fe72
firepower-2110 /system/services/ntp-server* # exit
firepower-2110 /system/services* # enable authentication

SR BEN

set timezone

Fxoscu g |

RGN BN R FTER I L 1 50/ DRI X DCION B FR) i AERRAS RSB T b A\ 24

INIEYE

P

firepower-2110 /system/services* # set timezone

Please identify a location so that time zone rules can be set correctly.

Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Au
2) Americas 5) Asia 8) Eu
3) Antarctica 6) Atlantic Ocean 9) In

#? 2
Please select a country.
1) Anguilla

2) Antigua & Barbuda
3) Argentina

4) Aruba

5) Bahamas

6) Barbados

7) Belize

8) Bolivia

9) Brazil

10) Canada

11) Caribbean Netherlands
12) Cayman Islands
13) Chile

14) Colombia

15) Costa Rica

16) Cuba

17) Curacao

18) Dominica

19) Dominican Republic
20) Ecuador
21) El1 Salvador
22) French Guiana
23) Greenland
24) Grenada
25) Guadeloupe
26) Guatemala
27) Guyana
#2 49

28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53

Haiti
Honduras
Jamaica
Martinique
Mexico
Montserrat
Nicaragua
Panama
Paraquay

Peru

Puerto Rico
St Barthelemy
St Kitts & Ne
St Lucia

St Maarten (D
St Martin (Fr
St Pierre & M
St Vincent
Suriname
Trinidad & To
Turks & Caico
United States
Uruguay
Venezuela
Virgin Island
Virgin Island

stralia 10) Pacific Ocean

rope
dian Ocean

vis

utch part)
ench part)
iquelon

bago
s Is

s (UK)
s (US)

Please select one of the following time zone regions.

1) Eastern Time

2) Eastern Time - Michigan - most locations
3) Eastern Time - Kentucky - Louisville area
4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations
6) Eastern Time - Indiana - Daviess, Dubois,
7) Eastern Time - Indiana - Pulaski County
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5

L uds L |

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon

20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle

26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

29) Hawaii

#2 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2018.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2018.
Is the above information OK?

1) Yes
2) No
#2 1

firepower-2110 /system/services* #

TRAFBCEL

commit-buffer

Tl

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

PR AA NP

o BAEFTE CHLE 1) NTP R4S 28 RID IR

show ntp-server[hostname |ip_addr |ip6_addr]

firepower-2110 /system/services # show ntp-server

NTP server hostname:
Name Time Sync Status

0.sourcefire.pool.nt Unreachable Or Invalid Ntp Server
l.sourcefire.pool.nt Unreachable Or Invalid Ntp Server
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2.sourcefire.pool.nt Unreachable Or Invalid Ntp Server

* BRFE NTP 452 M R AERAS .
enter ntp-server {hostname |ip_addr |ip6_addr}
show detail
exit
firepower-2110 /system/services # enter ntp-server 0.sourcefire.pool.ntp.org
firepower-2110 /system/services/ntp-server # show detail

NTP server hostname:

Name: 0O.sourcefire.pool.ntp.org

Time Sync Status: Unreachable Or Invalid Ntp Server

Error Msg: Failed to translate domain name to IP, please verify the domain name or
check if DNS server is configured.

firepower-2110 /system/services/ntp-server # exit
firepower-2110 /system/services #

A CHCE AN

show timezone

firepower-2110 /system/services # show timezone
Timezone: America/Los_Angeles

3

A O H YR ]

show clock

firepower-2110 /system/services # show clock
Wed Apr 18 08:49:35 PDT 2018

w4l
DL 7 e B L AT TPv4 Hidik 192.168.200.101 (1) NTP k4525 .

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter ntp-server 192.168.200.101
firepower-2110 /system/services/ntp-server* # commit-buffer
firepower-2110 /system/services/ntp-server #

F ik & HEFIET 8]

AHRII I AU AE Firepower 2100 HUFH _EF2h & H AN [E] . RGN PHMESOL RN AR WRARS
I B HTIEAE S NTP IR SSa A, ROk JCi T3 i i H AT ]
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ARG, RIaHENIRF R,
scope system

scope services
il

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

VB I TA) AT H 391
set clock month day year hour min sec
© Aty — B A s A A FRIRT = AN TBE, 10 Jan 2R — A4
o H — WCE W, JEHEAT 1 3] 31 200,
o« Ry — B RCE Y 4 A8, B 2018,
o /NI — BL 24 AN A% R BCE NI, S “B 7 507 A 19,
© OB — BEEANT 0 M 59 AR S B
o P — WEANT 0 R 59 Z R MR

ARG PMESOL I AR TEHHIAGE X .

T

firepower-2110 /system/services # set clock apr 18 2018 9 39 30
Wed Apr 18 09:39:30 PDT 2018
firepower-2110 /system/services #

BB X,
set timezone

RN N SRR A DRI D D00 R 2 5 o TEREAS R T Ab i A\ >
IFEPSE

R

firepower-2110 /system/services* # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.
1) Anguilla 28) Haiti
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2) Antigua & Barbuda
3) Argentina

4) Aruba

5) Bahamas

6) Barbados

7) Belize

8) Bolivia

9) Brazil

10) Canada

11) Caribbean Netherlands
12) Cayman Islands
13) Chile

14) Colombia

15) Costa Rica

16) Cuba

17) Curacao

18) Dominica

19) Dominican Republic
20) Ecuador
21) El1 Salvador
22) French Guiana
23) Greenland
24) Grenada
25) Guadeloupe
26) Guatemala
27) Guyana
#2 49

29) Honduras

30) Jamaica

31) Martinique

32) Mexico

33) Montserrat

34) Nicaragua

35) Panama

36) Paraguay

37) Peru

38) Puerto Rico

39) St Barthelemy

40) St Kitts & Nevis

41) St Lucia

42) St Maarten (Dutch part)
43) St Martin (French part)
44) St Pierre & Miquelon
45) St Vincent

46) Suriname

47) Trinidad & Tobago
48) Turks & Caicos Is
49) United States

50) Uruguay

51) Venezuela

52) Virgin Islands (UK)
53) Virgin Islands (US)

Please select one of the following time zone regions.

1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon

20) Mountain Standard Time - Arizona (except Navajo)

21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska

23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle

26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

29) Hawaii

#2 21

The following information has been given:

United States
Pacific Time
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Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2018.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2018.

Is the above information OK?

1) Yes
2) No
#2 1

firepower-2110 /system/services* #

TR RACE.

commit-buffer

Tl

firepower-2110 /system/services* # commit-buffer

firepower-2110 /system/services #

P AA NP

* BECRERRNX.

show timezone

firepower-2110 /system/services # show timezone

Timezone: America/Los_Angeles

o BEACE B H BAFIA] .

show clock

firepower-2110 /system/services # show clock

Wed Apr 18 08:49:35 PDT 2018

Gt
AR - BIBCE T RGN

firepower-2110# scope system
firepower-2110 /system # scope services

firepower-2110 /system/services # set clock jun 24 2015 15 27 00

firepower-2110 /system/services #

FiaZ |l

AT LU FXOS CLI H i & T Firepower 2100 [R 445
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HEAN R G
scope system

IR

firepower-2110# scope system
firepower-2110 /system #

A MET AR
show
w5l

firepower-2110 /system # show
Systems:
Name Mode System IP Address System IPv6 Address

firepower-2110
Stand Alone 10.122.203.17

T T 44 R
set name device name

T

firepower-2110 /system # set name fp2110-2
Warning: System name modification changes FC zone name and redeploys them non-disruptively
firepower-2110 /system* #

RAFICE .

commit-buffer

i

firepower-2110 /system* # commit-buffer
firepower-2110 /system #
fp2110-2 /system #

1l
PLT 7 81 K% B i 2 44 Bk
firepower-2110# scope system

firepower-2110 /system # set name New-name
Warning: System name modification changes FC zone name and redeploys them non-disruptively
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-

7

rzsz |

firepower-2110 /system* # commit-buffer
firepower-2110 /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

Firepower 2100 K384 1E 0 5 S8 M I 2R e 20k ln, WGk 4 & &4 “example.com” JF
W ASZ e K “jupiter” kIR R HE MRS A, W Firepower 2100 245 # FR B 4
“jupiter.example.com”

ARG, RIEHENIRF R,
scope system

scope services

T

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

BEE A

set domain-name name
Pl

firepower-2110 /system/services # set domain-name example.com
firepower-2110 /system/services* #

TRAFICE -

commit-buffer

IR

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}
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A5l

LU 7K % B R example.com:

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # set domain-name example.com
firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

Bc & DNS PR %5 =%
R RS RAT EHLAARAT ) TP ML, WUASTREESRE DNS TS5 . FEF A DNS IR 80, 34
I BLE BB LB 5. 7 {1 DNS o NTP IS S Tl £
T2 B

BRINTEOL T, DNS AL'E KLU T OpenDNS fR%54%: 208.67.222.222., 208.67.220.220.

UK

TE1 ARG, REHENRSEA.
scope system

scope services

IR

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

Nij
g
N

WA 4 A~ DNS R4 %5
enter dns{ipv4_addr |ipv6_addr}

-

firepower-2110 /system/services* # enter dns 10.10.5.6
firepower-2110 /system/services* # enter dns 192.168.7.2

FR3 RAALE

commit-buffer

-

firepower-2110 /system/services* # commit-buffer
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firepower-2110 /system/services #

w151
PUR /- B 2 AT 1Pv4 Hidik 192.168.200.105 1Y) DN'S ARk 45 %5

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter dns 192.168.200.105
firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

DU 7R BIEC & B 1Pv6 Hidik 2001:db8::22:F376:FF3B:AB3F [1) DNS 4% %5

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter dns 2001:db8::22:F376:FF3B:AB3F
firepower-2110 /system/services* # commit-buffer

firepower-2110 /system/services #

DU 7R B TP Hihl 192.168.200.105 [ DNS J% 4552

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # delete dns 192.168.200.105
firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

IR R AT

R R T OSSR AT, 9 PG R B Firepower HUARETEEAS I, 0 VAR WoRREIE SCAR,  H Pk
EH R R LR HRRE, KRG RSEA SR P 2SR R E SRR, R4S
AN P 44 T R A N A7 B

A FUESRF] FXOS CLI I, i o iila e, SRGHERNIA S,

TR HAN LA, RE AR
scope security

scope banner

i

firepower-2110# scope security

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}
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firepower-2110 /security # scope banner
firepower-2110 /security/banner #

AR AR -
enter pre-login-banner

Tl

N
g
N

firepower-2110 /security/banner # enter pre-login-banner
firepower-2110 /security/banner/pre-login-banner* #

IR 3 FaE A G 3 Firepower HUAR #8358 FXOS CLI # FXOS [a) /" B/ &
set message

FESRRATAL, BEN G ATREIE Y B o 0] AR I 7 BUh S AT FRAE ASCIL F4F . S m] LU 24T
AR, BHTRZ 192 74T, 14 Enter SEHR1T .

LEBE NS BT —4T, %\ ENDOFBUF J{1% Enter % L)L 52 il 1E .
¥4 ctrl+c BN BEE 1 BN EAE

T

firepower-2110 /security/banner/pre-login-banner* # set message

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower 2100

>**Unauthorized use is prohibited**

>ENDOFBUF

firepower-2110 /security/banner/pre-login-banner* #

LA RAFHCE .
commit-buffer

-

firepower-2110 /security/banner/pre-login-banner* # commit-buffer
firepower-2110 /security/banner/pre-login-banner #

T
LA 791 ) 3 2 i

firepower-2110# scope security

firepower-2110 /security # scope banner

firepower-2110 /security/banner # create pre-login-banner
firepower-2110 /security/banner/pre-login-banner* # set message

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower 2110

>**Unauthorized use is prohibited**
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>Contact admin@example.com for information.

>ENDOFBUF

firepower-2110 /security/banner/pre-login-banner* # commit-buffer
firepower-2110 /security/banner/pre-login-banner #

. & SSH
DU Ry U B an e 3 FH 528 F % FXOS HLAE R SSH 77 1) . BRARE WL T, SSH A+ 8 HPR 2

FHiaZ |l
FATEBIEAEAE TG PAT U DB &0, T RERTIT 55 SSH 2 1l I

UK

TE1 ARG, RIaEANRSGEA.
scope system

scope services

T

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

&
Xy
N

PN E X} Firepower MUAA ) SSH Vi, WEHUATUL FEEZ—
* FLVFX Firepower HLAAREAT SSH V1]
enable ssh-server
o 2% 1EX Firepower HLASREAT SSH Vi 7]

disable ssh-server

TP

firepower-2110 /system/services # disable ssh-server
firepower-2110 /system/services* #

PRI WEINERL,
set ssh-server encrypt-algorithm 17373
BCELLN A A, % B0Z 5 5
* 3des-cbc

* aes128-cbc

* aesl128-ctr

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}
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* aes128-gcm openssh com

aes192-cbe

aes192-ctr

aes256-cbc

aes256-ctr

* aes256-gcm_openssh _com

chacha20-poly1305_openssh_com

BN OLR, SCVERTA M.

T

firepower-2110 /system/services* # set ssh-server encrypt-algorithm aes256-ctr,aes256-cbc

BRI .
set ssh-server kex-algorithm 5.7
BELLF oA, AR S
* curve25519-sha256
* curve25519-sha256 libssh org
* diffie-hellman-group14-shal
* diffie-hellman-group14-sha256
* ecdh-sha2-nistp256
* ecdh-sha2-nistp384
* ecdh-sha2-nistp521
BOATEOLT, SRVFITA S
il

firepower-2110 /system/services* # set ssh-server kex-algorithm
diffie-hellman-groupl4-sha256,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521

W SRS

set ssh-server mac-algorithm 1/}

WEL T —NEEZ MM, R E0E 5 5 b
* hmac-shal

* hmac-sha2-256
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* hmac-sha2-512

BN OLR, SCVERTA M.
Tl

firepower-2110 /system/services* # set ssh-server mac-algorithm hmac-sha2-512

BB RS E ERLE .
set ssh-server host-key rsa modulus

BEEE (U BB N 8 A%, BT 1024 3] 2048 2 ], $552 (SR R/ NEOK, A2,
RSA 25 i i (I ()l . #2180k 2048,

il
firepower-2110 /system/services* # set ssh-server host-key rsa 2048
BB R S5 s T IR, AR FXOS T iliE 2 ar s GERE B avriiisE (BLKB
AR ) FIREL GERE b ARVFI SSH 23 if 8 IS IR] CBAM Bt 807D D .
set ssh-server rekey-limit volume {5 [none} time {74/ none}
* volume kb - B E ST 100 1 4194303 KB 2 [] {1 KUt L. BRAEC A TCIRGE] (5 .
s time 7} 8 - BCE ST 10 F1 1440 73802 (0] () B KIS ) o BROMEC D E BRI (6D«
* none— ZAHI MR, XBE BRI E .
il

firepower-2110 /system/services* # set ssh-server rekey-limit volume none time 1440

TRAFRCE

commit-buffer

i

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

Gt

PL R 741 i3 % Firepower AL ) SSH 1 ) :
firepower-2110# scope system
firepower-2110 /system # scope services

firepower-2110 /system/services # enable ssh-server
firepower-2110 /system/services* # commit-buffer
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B o Hre s ipsec REIES . mATMEEES

firepower-2110 /system/services #

A HTTP 3¢ IPSec EL B iEP . FIAMFZETS

HTTPS H1 IPSec i F A BHFER it (PKI) FIALARAE P AN T8 (05 7 i X1 W8 4% A1 Firepower 2100)
Z VN e A

KFEH . BRARMZEER

\}

HTTPS i F 2 HFEf B2t (PKT) AR N B (B 7 ity X Y 25 F1 Firepower 21000 2[R &2 57
AT .

= AFNE AR

A PKI B BA — RHEXSFR Rivest-Shamir-Adleman (RSA) 1145 555 5H sl b 5] fih £ 250726 44 535+

(ECDSA) In##48] (Hh—AMREENFAT, 55— DATF) , (e NRE I . R %
3 S T o — S A s . BRI, IR O M A HT A R, HBO i B
CURVEARR S R R J7 BT DU S I B A RAE I (BFRy “28447 O AN EoRIE R 3L
XTI BT A AL WREMOT AT AE 3R A R L, U326 5 % AH N AL B 14 B A A4S LUIE
Wo nE AR UIAE, SRR ER 5124742 2048 7. —BokUl, FMAKEIMRK, 2aph
. FXOS 24— /MERIA RSA S 4HIF, i 2048 MLIHIAR IR, R AIE T 2 %8R,

IEH

VB AR AT IHE S, IR & e B AR T . IR PR & WA K AP LA S 5
R4 MR BRSO . BRI AR, Wk v ZEp A RPN AR SR . TR P S S
BoR BRI, BB S Rk v S0, HADD W b 23 o B i S e 1t
BOATEOL T, FXOS & WEM HAELUET, Hrp &k AENEYIFR A,

WRAEF I, A 20T B FE AR A B P

ZiEER

L FXOS A S 10 AR IR, 85T S A AR AUE i A nd SRIDOF 2 B A B4 544 (1 58 =7 1k
5o B =IPUE MAUAAE B S AGAE M2, XA LUERIE B AU (CA), A LU+
1) CA BUEATHE GE MR CA FIEAEEE— 7)) o ZERPUFHIET, #nidd FXOS Al 1K,
IR R B ZAEE R

iR

UE T 252K H Base64 4ih X.509 (CER) #42,

RERZEESMILH

BROMNEOUY, AERESk SSLE 15 LU Firepower HUAFE Bl gy — & . BT ZuE 2 A AUET,
2P A A2y A G E . B % it W2 5 XU 7] Firepower HUARE FEARINS, S YE2% 2% o
SSL %44, FIKH LV 7] Firepower MUAH Z BTS2 UE 1. AEHILL FA2/F, {4 FXOS CLI A= piiE 15
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N

g

wegatsmis i

54401 3K (CSR), 223845 2 1 B 0 UE 15 LA Firepower HUAR & FE 2R o I & U0 15 Fe 1R ) it 3K
WA EATIERE, I EE)S5) Web ST JC 4 . FXOS S Frf KAE N 8 I3 3R, 4R BRIN SR
FriaZ 8

BCE DNS k%585, o 46 1L,

BEN 2 A
scope security

Tl

firepower-2110# scope security
firepower-2110 /security #

B I BN YIRS € XZAEE R
create trustpoint name

TP

firepower-2110 /security # create trustpoint trustl
firepower-2110 /security/trustpoint* #

FEMGREREE T o MAS AR e AE A A A UK SREBGIE 15 5

set certchain [certchain]

WRAEMAS PR CIEPEE, KRB REEAEBEGEE SRR, & LRRIFBEAL(CA) iE
Pk, {EBMANEEI T —1T, %\ ENDOFBUF LL5E /. iF 15041 % ] Base64 %t X.509
(CER) #% 3,

o T A TEJRIE 5 FRE A AR AU, DAZIUG MR PSR (B E Bt T4l & A6 SCARSCHE R, BARIE T
RSAETIGE, AR AR sEP S — NP IEiES, 5587H BEGIN CERTIFICATE #1 END CERTIFICATE
Fric. 7E FXOS CLI 42 il JERG s A oA e,

il
firepower-2110 /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.
Trustpoint Certificate Chain:

\

MIIDMDCCApmgAwIBAgIBADANBgkghkiGOwOBAQQFADBOMOswCQYDVQQGEWJIVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQOKEwWxFeGFtcGx1IEluYy4xEZzARBgGNVBAST
C1R1c3QgR3JIvAXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS57b20wgZ8wDQYJKoZ IThvcNAQEBBQADGY 0AMIGT
AOGBAMZw4nTepNIDhVzb0]722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehukK3/SINvVIwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGgJITAIBgkg
hkiGI9wOBCQcxFhMUQSBjaGEFsbGVuz2UgcGEzc3dvemQwDQY JKoZ IThveNAQEFBQAD
gYEAG61CaJdoJdaVMhzC190306Mg51zglzXcz75+VEj2I6rH9asckC1d3mkOVx5gJU

VV VYV VYVYVYVYV
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VVVYVVYVYVYVYV

\

>

Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvihevskv0]j6
JtcEMyZ+£7+3yh4211ido3n04MIGeBgNVHSMEgZYwgZOAFLINtcEMyZ+£7+3yh42
11ido3n040XikdjBOMQOswCQYDVQQOGEwWJIVUzZELMAKGAIUECBMCQOEXFDASBgNVBACT
CINhbnRhIENSYXJhMRswGQYDVQQKExJOdWI2YSBTeXNOZW1zIEluYy4xFDASBGNV
BASTCOVuUZ21luZWVyaW5nMQ8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/zANBgkghkiGO9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 £KgGQgXc
wR4pYi1042z42/39Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4d
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJIJwK5+N3x/kfa2EHU61idlavt
4YL5Jg==

ENDOFBUF

firepower-2110 /security/trustpoint* #

FR4 B

A A SRR

exit

Tl

firepower-2110 /security/trustpoint* # exit
firepower-2110 /security* #

FE®S QY.

create keyring keyring name

Tl

firepower-2110 /security # create keyring keyringl
firepower-2110 /security/keyring* #

PIE  RHPIRBE S RSA (BUA) B ECDSA.
set keypair-type {rsa | edcsa}

i

firepower-2110 /security/keyring* # set keypair-type edcsa

FERT

CHFF RSA) WE SSL B4R (LI AL

set modulus {mod1536 |mod2048 | mod2560 | mod3072 | mod3584

TP

firepower-2110 /security/keyring* # set modulus mod2048

GO T- EDCSA) & B [ 1 2 .

set elliptic-curve {secp256r1 | secp384r1 | secp384rl}

T

firepower-2110 /security/keyring* # set elliptic-curve secp384rl
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=

Z3

H

wzEramirs [

u}
b

A IEA K .
create certreq

i

firepower-2110 /security/keyring* # create certreq
firepower-2110 /security/keyring/certreqg* #

IR P
set password

i

firepower-2110 /security/keyring/certreqg* # set password
Certificate request password: diagonalapple
Confirm certificate request password: diagonalapple

€ Firepower 2100 [¥) IP Ml 5 FQDN .
set{ip |[ipv6} {ipv_address |fqdn}
AT LIRC & 24 TP Huhk

i

firepower-2110 /security/keyring/certreg* # set ip 10.10.9.2

i€ HI MU ) DNS Sk LA 1958 42 FRE k44

set subject-name fqdn

SubjectName 142 />—~> DNS SubjectAlternateName 4 % 4 L 3H I . SubjectName 43 H 35 III4Y DNS
SubjectAlternateName.

il

firepower-2110 /security/keyring/certreqg* # set subject-name firepowerl.example.com
(ATIE) WO Ik I,

a)  Fi0E 2 v T 5K/ X FEL K/ X P A -

set country country name

i

firepower-2110 /security/keyring/certreg* # set country us

b) FiE M & M A PR LR e B Y T 50— EHLA

set dns subject_alt name

f AT LURLE %1 DNS 47K
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]

7%

14

d)

e)

2)

i

firepower-2110 /security/keyring/certreg* # set
i 8 LR SRAH S (T R A Mk o

set e-mail E-mail name

TR LA B 2 A Ly

G UE
firepower-2110 /security/keyring/certreg* # set
T8 78 T SR UE A5 R 2 W] S 50 BT A R kT ki

set locality /ocality name

1
firepower-2110 /security/keyring/certreg* # set
FaE U SRUF B AL

set org-name organization_name

15
firepower-2110 /security/keyring/certreg* # set
8 AT

set org-unit-name organizational unit_name

15
firepower-2110 /security/keyring/certreg* # set
fe o TR MLUE 1 A A R TR A . T H YR

set state state_province_or_county

oRtIE

firepower-2110 /security/keyring/certreg* # set

TRAFBCE

commit-buffer
FEAUE 2 225 K 211, FAd FH DNS T BT L4 o WHERATA] BN IR, Ay 2R

T
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u}
b

firepower-2110 /security/keyring/certreqg* # commit-buffer
firepower-2110 /security/keyring/certreq #

FEEAS oRUEPEK, R B AE A SGE AU LR .
show certreq
SEAS IR SCA (45T 4G [BEGIN] R4 3) [END] A7), ¥ HARAE RIS pE

T

firepower-2110 /security/keyring/certreq # show certreq
Certificate request subject name: firepowerl.example.com
Certificate request ip address: 10.10.10.9

Certificate request e-mail name:

Certificate request ipv6 address:

Certificate request country name:

State, province or county (full name):

Locality name (eg, city):

Organisation name (eg, company) :

Organisational Unit Name (eg, section):

DNS name (subject alternative name) :

Request:

MIICoDCCAYgCAQAWITEfMBOGALUEAWWWZm]lyZXBvd2VyMS51eGFtcGx1LmNvbTCC
ASIwDQYJKoZIhvcNAQEBBQADGGEPADCCAQoCggEBALIM7bmSCJIte3gAUIDgDVN3E
tEfrbf0hMeLYgs5gkkviW7T8x3gHKN2 Lwk4wFFAdHPxceVZwaBnXW8F5MEzdtyBY +
Du+RkpralLtle4HEMdNwlrnoDcv4ZHmbK4 7XYRISFXSzer510XptGbOCloUn34L6/
PK1D1fV+1L+L1DYD++RG2DhbekWcFk1310ZvCVhwIOWmc4X7CsypKY4uGH31Awnl
/TF320RX1i0t2GXjubkbqUahhxN2kGxL7+4eLBeA/ninajCkJDIGJIInXuFa2ArfbF
39p+3UuVzcc9V/OH6d+buljmQvtn+DwoPQhCVDY1Nt+p3ZgngnIWULNLBPM1of0C
AwEARAaA6MDgGCSgGSIb3DQEJDJErMCkwIwYDVRORBCAWHOIWZm] yZXBvd2VyMS51
eGFtcGx1LmNvbYcECgoKCTANBgkghkiGOwOBAQsSFAAOCAQEA]BwW81Eb6CcRapyMh/
Dfiyuetd4wTO0QOmXQKy3xLXQjv6RGb5S0f3NkcaNvex3KuKIJwoJQGhdRV4JThk4rgmT
Qm1WX4rY7B2MFUwE6gSaj/ESWONORQg+5aZ/hZzjPGV3zcuzY6yfixxXBpoPAirzQ
21uPaa2l+HR4ALTDINRj0127xMIkeKmv7AHSIyMoJdgs8DGJi1TwPy93kzV//Ig9P
LrnKR7gpsXzX0oK6PTxP3pwhC21gjdmevn3ICPIDI68AtgjAuBlSp/T21+GF1i/gB
XJIMx2Mm9giope3FEXIGH2ZhbJ+P70BfGzgx2EHSI8HI808a9u08WV2yd/dKtv2IG
ICxXHEw==

L6 WIE IO IR, AE BRI ARAE CSR i . ARG K%L, BRI R K
[l — CAEH CA MIRHIAT 2544 1 S IE

ST B HBIE R
exit

TP

firepower-2110 /security/keyring/certreq # exit
firepower-2110 /security/keyring #

PIR18 fee BB 2GR
set trustpoint name

i
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firepower-2110 /security/keyring # set trustpoint trustl
firepower-2110 /security/keyring* #

MAG AT BIE S AUA LR A IEAS

set cert

Fxoscu g |

FESEZRATIE R AR AR SR U LR B (R P SOAS . AEIEF)S ) R4, ## \ ENDOFBUF

SECUE I o

iR ED 200K H Base64 ity X.509 (CER) #%3K.
P

firepower-2110 /security/keyring* #

TRAFBCE

commit-buffer

T

firepower-2110 /security/keyring* # commit-buffer
firepower-2110 /security/keyring #

BRSEANFREPB AN, #iiA Certificate Status {8 %7~ 4 Valid.

show keyring keyring name detail

i

firepower-2110 /security # scope security
firepower-2110 /security # show keyring krl detail
Keyring firepower cert:
RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT

Subject: C=US, ST=California, L=San Jose, 0O=Cisco Systems, OU=TAC,

CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:03:43:8d:e6:06:a0:91:f6:76:7e:2e:09:54:40:
0d:1b:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
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M

wzEramirs [

d6:18:db:de:83:£f5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:€6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8£:8d:c3:8a:4a:09:9f:
9€:49:29:12:26:44:c1:d5:91:da:29:5f:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:c4:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:e£:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£9:ae€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:04:26:a7:0bf:20:6f:1a:e2:cf:£d:0f:
cd:9a:fd:cb:a3:71:0d:21:36:cb:2£:98:08:61:95:
5a:05:3c:69:e8:74:d4:7b:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:06:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACTAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9)YWwxGDAWRBgoJkiaJk/IsZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPc2NVIFNS5c3R1
bXMxDDAKBgNVBASTALIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEil
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
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Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmFO0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBYj cUAGQUHhTAVWB1AGIAUWB1AHIAdgB1AHIWDgYDVROP

AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC

IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No

il
PR 7 BSR4 0 2158 (13 34
firepower-2110# scope security

firepower-2110 /security # enter trustpoint tPointl0
firepower-2110 /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.

Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgGIBADANBgkghkiGOwOBAQQFADBOMOswCQYDVQQGEWJVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1IEluYy4xEzZzARBgNVBAST
CI1R1c3QgR3JVAXAXGTAXBgNVBAMTEHR1 c3QuZXhhbXBsZS57b20xHzAdBgkghkiG
IWOBCQEWEHVZZXJAZXhhbXBsZS57b20wgZ8wDQYJKoZIhvcNAQEBBQADGY 0AMIGT
AOGBAMZw4nTepNIDhVzb0]722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehukK3/SINv7Iwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGGJITAFBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuzZ2UgcGFzc3dvemQwDQYJKoZ IThveNAQEFBQAD
gYEAG61CaJoJdaVMhzC190306Mg51zglzXcz75+VEj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualtvlWvihevskv0j6
JtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEGZYWgZOAFLINJtcEMyZ+£7+3yvh42
11do3n040XikdjBOMOswCQYDVQQOGEwWJIVUZELMAKGAIUECBMCQOEXFDASBGNVBACT
C1INhbnRhIENsYXJhMRswGQYDVQQOKExJOdAWI2YSBTeXNOZW1zIE1luYy4xFDASBgNV
BAsSTCOVUZ21uZWVyaW5nMQ8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKgGQgXc
wR4pYi042z42/39Ijenh75tCKMhiW51laz8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsm)BbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVVVVVVVVYVYVYVYV
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> ENDOFBUF

firepower-2110 /security/trustpoint* # exit

firepower-2110 /security* # enter keyring kr220

firepower-2110 /security/keyring* # set modulus modl1024
firepower-2110 /security/keyring* # enter certreq

Certificate request password: peonygarage

Confirm certificate request password: peonygarage

firepower-2110 /security/keyring/certreqg* # set ip 192.168.200.123

firepower-2110 /security/keyring/certreq* # set subject-name sjc04.example.com

firepower-2110 /security/keyring/certreq* # commit-buffer
firepower-2110 /security/keyring/certreq # show certreq
Certificate request subject name: sjcO04.example.com
Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):
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Request:

MIIBfTCB5wIBADARMQO8wWDQYDVQQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQERBBQAD
gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLAlYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGA1IUJEQEB/wWQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZzHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

firepower-2110 /security/keyring/certreq # exit
firepower-2110 /security/keyring #

firepower-2110 /security/keyring # set trustpoint tPointl0
firepower-2110 /security/keyring* # set cert

sxsmsaganics i

Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.

Keyring certificate:

\%
1
I
I
I
|

o)

=

@

—

=

Q

s3]

o

3

i

]

i

Q

>

3

=1
1
I
I
I
1

MIIB/zCCAWGCAQAWgZkxCzAJBgNVBAYTALVIMOswCQYDVQQIEwWJDQTEVMBMGALUE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1IEluYy4xEzZARBgNVBAST
C1R1c3QgR3JIvAXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZ IThvcNAQEBBQADGY 0AMIGT
AOGBAMZw4nTepNIDhVzb0]722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehukK3/SINvV7Iwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGgJITAIBgkg
hkiGI9wOBCQcxFhMUQSBjaGEsbGVuzZ2UgcGEzc3dvemQwDQY JKoZ IhveNAQEFBQAD
gYEAG61CaJdoJdaVMhzC190306Mg51zglzXcz75+VEj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQpNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualtvlWvihevskv0j6
mK3Ku+YiORnv6DhxrOogau8r/hyI/L4317IPN1HhOi30had=

VVVVVYVYVVYVYVYV

\%

> ENDOFBUF
firepower-2110 /security/keyring* # commit-buffer
firepower-2110 /security/keyring #

EERECOABRINES

L1

WERAEAS I, 250 T 2 S A BRI S YIRS

BEN 2 A
scope security

Tl

firepower-2110# scope security
firepower-2110 /security #

HANERINE HIA
enter keyring default

Tl

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}



Fxoscu g |
B ==ures

firepower-2110 /security # enter keyring default
firepower-2110 /security/keyring #

FIR3 T ERENE I

set regenerate yes

-

firepower-2110 /security/keyring # set regenerate yes
FRA RAFICE

commit-buffer

Tl

firepower-2110 /security/keyring* # commit-buffer
firepower-2110 /security/keyring #

T
AR 7 81 5087 A R N 10

firepower-2110# scope security

firepower-2110 /security # enter keyring default
firepower-2110 /security/keyring # set regenerate yes
firepower-2110 /security/keyring* # commit-buffer
firepower-2110 /security/keyring #

B & HTTPS

BOANEOUT, 7Eui 0 443 FJ3 A HTTPS 5. SR EAE I Firepower HIARE BELZR U710, JU)n] DAZE
HTTPS, miH & X HTTPS il e, WHEREH T HTTPS &38R . BRIAEIL T, Firepower 2100
{FFHEA BB AUE T BN E IR

\}

R SEACHTTPS fic'E CELHS 3 ok il HTTPS A s IR #8380 5, — BARGFEIRAC TS, T4
HI HTTP Fl HTTPS &1 #4441, 1A W

i

F|W1 (TR RZEESIET . 2 52 7T
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P2 ARG, RIFFEANRFSH
scope system

scope services

IR

firepower-2110# scope system
firepower-2110 /system # scope services
Firepower-chassis /system/services #

PIE3  EECEST Firepower HUAI Y HTTPS Vi, 1EHATLL FEAEZ —:
* FLVPX Firepower HLAAREAT HTTPS V5 i) .
enable https

* 211X} Firepower HLAHEEAT HTTPS Vi) .
disable https

TP

firepower-2110 /system/services # disable https
firepower-2110 /system/services* #

HE4 (W) $55E HTTPS i . BRI R 1 443,
set https port port num

i

Firepower-chassis /system/services* # set https port 4443

PSS (L) FEERINKE PRI S R E TS MIET . 5 52 1.
set https keyring keyring name

i

Firepower-chassis /system/services* # set https keyring krl

$E6 (L) FREHAEH N Cipher Suite %424
set https cipher-suite-modecipher suite mode
cipher_suite_mode 7] L& LR RS2 —:

* high-strength
* (ERA) medium-strength

* low-strength

* custom - VT set https cipher-suite @iy 2§ 72 H J* 2 L1 Cipher Suite FUR FIVE 715 5
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TP

Firepower-chassis /system/services* # set https cipher-suite-mode high-strength

(Al AR AL BB BEE N custom, 155 € H € SUE LT
set https cipher-suitecipher suite_string

cipher_suite_string W] VL& 5 % 256 AT, JF HALZIAT 4 OpenSSL Cipher Suite Bz, AT HIAT:
R B RER, | URIUS)  + (5D - GEFRD M (H5) BRob. ARG R, iF
Z:[i http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite.

B, BRAMELL T, FXOS Al i) b i SRS 7 45 H A -
ALL: !'ADH: !EXPORT56: ! LOW:RC4+RSA: +HIGH : +MEDIUM: +EXP : +eNULL

i

Firepower-chassis /system/services* # set https cipher-suite
DHE-RSA-AES256-GCM-SHA384 : DHE-RSA-AES128-GCM-SHA256 : ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-RSA-AES128-GCM-SHA256

WE SSL A

set https access-protocols comma_separated values
comma_separated_values 15

* tlsvl
* tlsvl.1
* tlsvl.2

* sslv3

ER O BORES A SCRE SSLv3, M RE N AR E SLAB B WAR UG E SSLv3, T
FE S s P B 7S LA MR AN SE SR I AR R

CATE) A AL 15 i B 21 A A
set revoke-policy {relaxed |strict}

ﬂ‘ﬁu:
Firepower-chassis /system/services* # set revoke-policy strict

TRAFBCEL

commit-buffer

TP

Firepower-chassis /system/services* # commit-buffer
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firepower-2110 /system/services #

w5l
CLUF /-6 )i I HTTPS, K 15 15 B 4443, K3 FHIR A RR 1A kring7984, ¥4 Cipher Suite
AN BEE N

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 4443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

it & IPSec &£ @i
a5 m] ARG & TPSec P I K In %5 & BR & . Firepower 2100 372 £f DL %8 i fl 53«

% 2: IKEF0 ESP 15 FNE %

i) &

i aes128. aes192. aes256. aes128gcml6

THBEALEA % (PRF) (X IKE) prfshal. prfsha384. prfsha512. prfsha256

SeRENE L shal. sha256. sha384. sha512. shal 160

Diffie-Hellman 4 modp2048. curve25519. ecp256. ecp384. ecp521.
modp3072. modp4096

\}

¥ £ FIPS 8¢ Common Criteria #0 FAY# curve25519.

FiaZ /i
XFF FIPS #82, IPSec &K A70 32 £ RFC 7427

UK

SB1 wHRETSMET . 26 52 1.
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PB2 ARG BEEEEN IPSec B
scope security

scope ipsec

T

Firepower-2110# scope security
Firepower-2110 /security # scope ipsec
Firepower-2110 /security/ipsec #

FB®I (T WEHEICKZUN:
set log-level 0-4
T

Firepower-2110 /security/ipsec # set log-level 3
Firepower-2110 /security/ipsec* #

F|A () FCEPAT IKE M SA T ) I &5 P15 i UL -
set sa-strength-enforcement {yes [no}
* yes- WAL IKE Wpas 13 PR/ INT ESP Wi (3 PR/ N, BRI
* no- SA ATk B iE R HIERE R .

Tl

Firepower-2110 /security/ipsec # set sa-strength-enforcement yes
Firepower-2110 /security/ipsec* #

SIS QI A — IPSec EH;:

create connection connection_name
HIR6 K IPSec MU & b BEIE oL -

set mode tunnel or_transport

PERT  WEAM P Huht:

set local-address ip_address

FIE8  WELE IP ikl

set remote-address ip _address
IR CUAC & DNS kg5, W] LURE e R k4 7€ O FQDN G2 [ Iic & DNS IR 95, 55 46 01

i

Firepower-2110 /security/ipsec/connection* # set remote-address
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IR AT REE R, BRI
set remote-subnet ip/mask
TR0 BELFEL )
set remote-ike-id remote_identity name
W R4 set fqdn-enforce v 2417 FQDN i [, 752 4# ] FQDN KT v 4 o

i

Firepower-2110 /security/ipsec/connection* # set remote-ike-id charlesdarwin.cisco.com

TETEN 4T FQDN .

set fqdn-enforce {none | remote-ike-id}

WA e g, WAZUECE DNS (i 20 Bo & DNS Jkdsas » 28 46 70 o BRIATE L T8 Al s
Jiti, {EAE 9.13(1) ZHT BRI ER SN AT R XL IHERE IR 5L )i -

#5075 L FQDN % 20 C &G 202 P2 IKE ID (set remote-ike-id). #11 F:44H] FQDN 52, Wit IKE
ID 2R ey, FFH L E AT (FQDN. 1P kit fEH#H L FREE)

i

Firepower-2110 /security/ipsec/connection* # set fgdn-enforce remote-ike-id

T2 WEEPHRLIR:

set keyring-name name
PR3 (k) WEBHHREM.

set keyring-passwd passphrase
L4 () WE IKE-SA B Eil (8 -

set ike-rekey-time minutes

minutes {H ] LU 60-1440 CLLETEA) AT 484
P15 (i) WE T SA M (4D (30-480):

set esp-rekey-time 7)%}

minutes {H 7] L& 30-480 (CLGAEN) Z [A] PT84
PER6 (AR BB WIUIE YA FO8 A4 7 41 I AT KL

set keyringtries retry number
retry_number {H V] LU 1-5 (GUSTEN) Z [A][PAT T 445

FEAT (AL A A RS m i a1 A

set revoke-policy { relaxed | strict }
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J P
set admin-state enable
Gy k=R U

reload-conns

K FR AR L i . L HIE R RIF AR

(Al BIE G S LRI A IPsec:

create authority trustpoint_name

T2 10]
BRMEDL T, Firepower 2100 fU1FX) Firepower HUARE BEARHE4T HTTPS 5lal, FIZEEEE 1/1
192.168.45.0/24 W 4% 34T SSH Vil 4 SIS fp i NIA I 48 3647V 1), B3 SOV SNMP, U

Nil

8
N

IHLEN TN B 5 ) 4742

i

BEARGE, RGN RS
scope system

scope services

IR

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

L T FH U TRl ASCRIR £ i 25 6 2t 1 1) 310 3%
1Pv4:

enter ip-block ip prefix_length {https | snmp | ssh}

IPv6:

enter ipv6-block ip prefix_length https | snmp | ssh}
X IP Ml (v4 5ive) |, A B IRSTECE % 25 N ANF TR
«ip— Tk 0.0.0.0 FIFTLE 0 FCVFIC PR BITC PRV 1] iR 55
XFF 1Pv4, FTZRK N 0 31 32, 4T IPve, FIZKSEN 0 £ 128,

* prefix_length

Tl

firepower-2110 /system/services # enter ip-block 0.0.0.0 0 https
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1E B

TR

3

firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110

TRAFBCE

commit-buffer

Tl

firepower-2110
firepower-2110

A5l

IPv4:

firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110

/system/services/ip-block* # exit

/system/services* # enter ip-block 10.0.0.0 8 ssh
/system/services/ip-block* # exit

/system/services* # enter ip-block 192.168.0.0 16 ssh
/system/services/ip-block* # exit

/system/services* # enter ip-block 10.10.3.0 24 snmp
/system/services/ip-block* #

/system/services/ip-block* # commit-buffer
/system/services/ip-block #

# scope system

/system # scope services

/system/services # enter ip-block 10.1.1.0 24 https
/system/services/ip-block* # commit-buffer
/system/services/ip-block # exit

/system/services # enter ip-block 10.2.1.0 24 ssh
/system/services/ip-block* # commit-buffer
/system/services/ip-block # exit

/system/services # enter ip-block 10.3.1.0 24 snmp
/system/services/ip-block* # commit-buffer
/system/services/ip-block # exit

/system/services # show ip-block

Permitted IP Block:

IP Address

IPv6:

firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110

Prefix Length Protocol

24 Https
24 Ssh
24 Snmp

/system/services # enter ipv6-block 2001:0DB8:BA98:: 64 ssh
/system/services/ipvé-block* # commit-buffer
/system/services/ipv6-block # exit

/system/services # enter ipv6-block 2001:0DB8:BA98:: 64 snmp
/system/services/ipvé-block* # commit-buffer
/system/services/ipv6-block # exit

/system/services # enter ipv6-block 2001:0DB8:BA98:: 64 https
/system/services/ipvé-block* # commit-buffer
/system/services/ipv6-block # exit

/system/services # show ipvé6-block

Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

mazEna ]
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2001:0DB8:BA98:: 64 Https
2001:0DB8:BA98: : 64 Snmp
2001:0DB8:BA9S8: : 64 Ssh

HERE Pinmfc & DHCP AR %25
RSP LU MEREEI L 1/ BE 167 9 T DHCP TR 5 . SRUAREIL . AL Mol e

25 4%: 192.168.45.10-192.168.45.12. 4 50 0 3 TP Mk,  WUJAZ5i4% H DHCP (i3 5 5 2 FXOS
EHLIP HuhEEE N OC , 2593 1) o ARJE, SR LA BT 4% R A H DHCP.

UK

TR HARG, RIFHEANRGHRA.
scope system

scope services

i

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

$IB 2 HLE DHCP fR&4%, WHHITLA R EEZ —:
* J& /| DHCP li%#s.

enable dhcp-server start_ip end ip
* #%J1] DHCP JI %5 %%
disable dhcp-server
Rl

firepower-2110 /system/services # enable dhcp-server 10.10.10.5 10.10.10.50
firepower-2110 /system/services* #

FER3 RAFILE

commit-buffer

TP

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #
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AN
LR 7549 )2 ) DHCP AR5 %% -

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enable dhcp-server 192.168.1.8 192.168.1.40
firepower-2110 /system/services* # commit-buffer

firepower-2110 /system/services #

B & &4t HSH B fFiE

H AR5 RS HE b A SR b BRI AT H Bl o 80T LI R %8 H B 8 K I% 2] Firepower 2100 #2535

SSH & if sl A 3L A

XU 2R 45 H S W EAUE H T FXOS HlAE. ST ASA REHEMNE, W7 ASA Bl & it & H il
Ko

pUE ]

SR S,
scope monitoring

T

firepower-2110# scope monitoring
firepower-2110 /monitoring #

P2 WEERARSE H S A .

* enable syslog source {audits | events | faults}

* disable syslog source {audits | events | faults}

T

firepower-2110 /monitoring # disable syslog source audits
firepower-2110 /monitoring* # enable syslog source events
firepower-2110 /monitoring* # enable syslog source faults

SEI KRS HENB KZER S
a) FFHjZ’f"fFHﬁ?*ﬁ?JAZi%% i H &

* enable syslog console

* disable syslog console
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i

firepower-2110 /monitoring* # enable syslog console

RGBSR B A B0 .
set syslog console level {emergencies | alerts | critical}

REAEEH S s g K =g . oM R I B SR BN BMR TS . BRAG A
“J"F (Critical)” .

-

firepower-2110 /monitoring* # set syslog console level alerts

A K ARG HENE KT SSH 21 .

a)

b)

Jo T BREE PR ZR ¢ H S B £ 21 SSH 2 .

* enable syslog monitor

* disable syslog monitor

i

firepower-2110 /monitoring* # enable syslog monitor

AR SSH I B/~ BT B .

set syslog monitor level {emergencies | alerts | critical | errors | warnings | notifications | information
| debugging}

ARG W GON BB g . BN IR TR R SRR E N R B A H . BRI
(Critical)” »

TR HAEYEHE AT terminal monitor &2 )5, ATELimiMas BB RNMET “T=E” %
AR .

51

firepower-2110 /monitoring* # set syslog monitor level alerts

FRS KRG HEN R RS2

a)

JHHBEER I RGEH G EANREHEH R,
* enable syslog file

* disable syslog file

RIE
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d)

mazgAzEewz 1

firepower-2110 /monitoring* # enable syslog file

i RV B R S A4 R
set syslog file name filename
AR R E A 16 AT

5

firepower-2110 /monitoring* # set syslog file name syslogl

EPE EAEAR B SCAF A (MR AR RS0

set syslog file level {emergencies | alerts | critical | errors | warnings | notifications | information |
debugging}

RGAE R G H TGS X A R e STt 5 SR A 2MICIIUT 21 th o BRING
24 “JZEE (Critical)”
-

firepower-2110 /monitoring* # set syslog file level debugging

TERG I BT B S B IHM B 20T, W E B RS RAN (LRI AL
set syslog file size K/
T Ol 4096 F 4194304 5

i

firepower-2110 /monitoring* # set syslog file size 60000

TR6 PRAFLE.

commit-buffer

T

firepower-2110 /monitoring* # commit-buffer
firepower-2110 /monitoring #

Gt
LA 7 B 8 a0 el J3 FAEAS i SCPE R A7 A 2R 48 HSTH IR -

firepower-2110# scope monitoring
firepower-2110 /monitoring # disable syslog console
firepower-2110 /monitoring* # disable syslog monitor
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firepower-2110 /monitoring* # enable syslog file

firepower-2110 /monitoring* # set syslog file name SysMsgsFirepower
firepower-2110 /monitoring* # set syslog file level notifications
firepower-2110 /monitoring* # set syslog file size 4194304
firepower-2110 /monitoring* # commit-buffer

firepower-2110 /monitoring #

AT WHATLE Firepower AUAH L E ] FL 9 25 55 2 ML (SNMP),

xF SNMP
SNMP st Ff N HJZ 030, 24t SNMP 45 BEZS AR EL 2 [A] (18 45 74 B A% =0, SNMP $24t F T I ¥ F0
B L 24 R 11 18 4 TR B ME AL ATE ZE R FH B 5
SNMP HEZE Hy = AN 73 20 i«
* SNMP B2 - Tl ik SNMP R il R 2 9 45 ¢ 2% 135 s I R 5
* SNMP X3 - Firepower HLAH P AR 4R, T T-4E49 Firepower HLAE £ s H-A 415 75 22 1) SNMP
AR HA . Firepower HUAA £ & CELFI MIB 4545 o
o EHERE (MIB) - SNMP ACHE 532 85 0 %44
Firepower N4 % £F SNMPv1. SNMPv2c Al SNMPv3. SNMPvI1 Fll SNMPv2c #3 4 FH 3 T4 X 2
whE,
SNMP i& %0
SNMP [f]— NN fE S e AL ok 3 SNMP ACHL I8 411 . IX S5 41 AN BRI SNMP 45 BE 28 A 1% 015
Ko AWANAT LUFEZR A MG S BAE . EH R Bh. SEEREWTT . B4R th R i R 2 A A B
HE,
Firepower HLAH: SNMP 38 5142 e 0 B BF sl S0 . BN W AT AT 58, K24 SNMP 45 288 A 21 [
BT AN R IRAT AT AN, I H. Firepower MRS JC 1A 2 A& 17 U BIBA R o308 7515 5K 1 SNMP 2
AT —A> SNMP i 3 Hip i3 CEcls 50T (PDU) KA B . 41 % Firepower HLAE A PDU, W Fn]
AP VR R 32538 0 3K
SNMP %= £ 25 31| F4% PR

SNMPv1. SNMPv2c f1 SNMPv3 73 AR AN R ) 22 e . 22 i 5 B i 22 4 2 i) & A SRl g Ak
P SNMP 8 S Y 1 224 H L

LA E B L SNMP B B SRIPR 07 G B ol FROBCRR o AR 2803 7 5 2 15 s 2 i G i e o
G R SCFFI 2 A PO B TS0 ) 22 . SNMP 22 40 SCHF AN — A sl AL
B

* noAuthNoPriv - & & 43 46 UF 8 in 2%

* authNoPriv - G473 563F, (HI =
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* authPriv - S48 UERTINEE

SNMPv3 [FIN$2 4 T 2 BRI 22 A g o 2 SRR S 7 MU P P e P 4 € 80 B 1) 53 47 3
Mo AT LA R VR LRG0 o AR S A 4 5 KA E AE AL BE SNMP $idf
BLIN R (22 2B

TR SNMP R &AL 5B &
N E AR I A X

R 3: SNMP 22 18RI F0ZR 5

B g5l B3 LNy
=

B =

vl | noAuthNoPriv | 4 [X 5% i

iy

i AL X 7455 R DL RCHEAT S Bl

A AL X A4 HR DL HEAT S0 S0

S FH P 44 DE G REAT S 40 30 E

FMEEET HMAC %45 HiA 5% (SHA) IS k.

V3 | authPriv HMAC-SHA | DES | $2fit 3t T- HMAC-SHA $E (5 Bk . (kT35 i ekt
(CBC) DES (DES-56) #ai#fE S e UESr, b FRALEHE N2 b
#E (DES) 56 £ 1%,

v2c |noAuthNoPriv | #}: [X £ £F B8

iy

V3 |noAuthNoPriv | F f* 44

iy

V3 |authNoPriv |HMAC-SHA

iy

SNMPv3 2 £ If1 5

SNMPv3 I8 K5 F R 48 LS WiTHEA T B 43 B0 1E AN N 5 AH 45 S R AR I e 45 0 22432 N . SNMPv3 {0 1%
CUNCE R PR B BB A, FE4 N2 SNMP W B, SNMPv3 36 T-HI 1 142 A1 (USM) 45
SNMP 78 Bl 22 4x, FERHELL N RS

 THESEENE - B ORI EORAERE BB TS O BAT B sl 58, JF HAR e IR sl i w)
PAE R A IR .

© T ERIES B IRAE - BROR T (REREZHI R s CHBcEs ) 17 5 i 34T A
 HEHUEPENINE - B 0RA R TR N« SRR (1t ol bl 5 15 6

SNMP 3%
Firepower HLF A SNMP $#24IL T 41| % -
3t MIB B335
Firepower NI SZH6) MIB 1) L5215 1)
& T SNMPv3 A A #9540 3L
Firepower HLFA £ X SNMPv3 H J7 32 #F HMAC-SHA-96 (SHA) &3 5 iE Hpis
&M T SNMPv3 B FHY AES BaFAHH Y
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B 75T SHA B 50, Firepower HUAFIESAL T4 H AES-128 £ i I it ) faFA . Firepower
WU AL HI B AL T A2 1 128 £ AES %8 AES KA # ARG 52 /b ] BAT \AN 45 Wil 04 Wi SceR

E, AR ERZ 80 NPT,

JAH SNMP, s i FERERT SNMPv3 H J o

g2
HEA AR

scope monitoring

T

firepower-2110# scope monitoring
firepower-2110 /monitoring #

J& il SNMP.

enable snmp

i

firepower-2110 /monitoring # enable snmp
firepower-2110 /monitoring* #

& E SNMP X 2 K.

set snmp community

ARG AR SNMP 4L X Z k. 41X 4 0] DUEAT =

T

firepower-2110 /monitoring* # set snmp community
Enter a snmp community: communityl
firepower-2110 /monitoring* #

IRETT SNMP I RGHER N .

set snmp syscontact system-contact-name

RGWRANLEA W] SRR TR 745 8, e 255 4

T

TR, B2 32 M.

SR, A B R T

firepower-2110 /monitoring* # set snmp syscontact jcrichton@example.com

firepower-2110 /monitoring* #

¥852 SNMP fCBE (IR4s#8) 4T T EHLAL &
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B

set snmp syslocation system-location-name
RGBT AR E TR 74 8, 2 512 74T
il

firepower-2110 /monitoring* # set snmp syslocation boulder, co
firepower-2110 /monitoring* #

{2 SNMPv3 i .

a) i T A AnE Y
enter snmp-user user-name
ARG AR EMANE D
5l

firepower-2110 /monitoring* # enter snmp-user jcrichton
Password: aerynsun
firepower-2110 /monitoring/snmp-user* #

b) JHH AES-128 % .
set aes-128 {no |yes}

BRI N 225 1] AES-128 %,

oRIE

firepower-2110 /monitoring/snmp-user* # set aes-128 yes
firepower-2110 /monitoring/snmp-user* #

o) M)A E .
set priv-password
ER RS N A AR NS E I S T

5

firepower-2110 /monitoring/snmp-user* # set priv-password
Enter a password: moyahome

Confirm the password: moyahome

firepower-2110 /monitoring/snmp-user* #

d) iEH SNMP JH /.
exit

i

firepower-2110 /monitoring/snmp-user* # exit
firepower-2110 /monitoring* #

Cisco Firepower 2100 ASA - & 123\, FX0S Bt E 155

CERL |




B ==swe

W T N SNMP FaBE.

a)

b)

d)

e)

Bl SNMP B
enter snmp-trap {hostname | ip-addr | ip6-addr}

A5l

firepower-2110 /monitoring* # enter snmp-trap 10.10.10.67
firepower-2110 /monitoring/snmp-trap* #

¥a & HT SNMP BBt SNMP #L[X 4,

set community community-name

i

firepower-2110 /monitoring/snmp-trap* # set community communityl
firepower-2110 /monitoring/snmp-trap* #

&5 HF SNMP [t 1
set port port-num

i

firepower-2110 /monitoring/snmp-trap* # set port 3434
firepower-2110 /monitoring/snmp-trap* #

fi5E FH T BBk SNMP AR

set version {v1 | v2c | v3}

i

firepower-2110 /monitoring/snmp-trap* # set version v2c
firepower-2110 /monitoring/snmp-trap* #

CRIE) s BRI BRI
set notificationtype {traps |informs}
* traps- WU IRACESE v2e B v3, BRAEE D “FapE” .
* informs— WG RA LS v2e, HRBBEN “wlE” .
A

firepower-2110 /monitoring/snmp-trap* # set notificationtype informs
firepower-2110 /monitoring/snmp-trap* #

CRI) AR FRAIEHE v3, 4R E 5 R PO .

set v3privilege {auth | noauth | priv}

« auth— I RIE, BRI
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* noauth— A~ F 5 43 56 UE 83 2%
* priv— Ji H B0 56 R A D 2%

5l

CERL |

firepower-2110 /monitoring/snmp-trap* # set v3privilege priv
firepower-2110 /monitoring/snmp-trap* #

g) B SNMP [EBF#EE .

exit

5

firepower-2110 /monitoring/snmp-trap* # exit
firepower-2110 /monitoring* #

TRAFC

commit-buffer

i

firepower-2110 /monitoring* # commit-buffer

firepower-2110

Gt

/monitoring #

LUK 7n B H SNMP..

firepower-2110# scope monitoring

firepower-2110 /monitoring # enable snmp

firepower-2110 /monitoring* # set snmp community
Enter a snmp community: SnmpCommSystem?2
firepower-2110 /monitoring* # set snmp syscontact contactpersonl
firepower-2110 /monitoring* # set snmp syslocation systemlocation
firepower-2110 /monitoring* # enter snmp-user snmp-userlé

Password: happy

firepower-2110 /monitoring/snmp-user* # set aes-128 yes
firepower-2110 /monitoring/snmp-user* # set priv-password
Enter a password: ecstatic
Confirm the password: ecstatic

firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110

/monitoring/snmp-user* #
/monitoring* #

exit

/monitoring* # enter snmp-trap 192.168.100.112

/monitoring/snmp-trap* #
/monitoring/snmp-trap* #
/monitoring/snmp-trap* #
/monitoring/snmp-trap* #
/monitoring/snmp-trap* #
/monitoring/snmp-trap* #
/monitoring* #

set community SnmpCommSystem2
set port 12009

set version v3

set notificationtype traps
set v3privilege priv

exit
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firepower-2110 /monitoring* # enter snmp-trap 2001::1

firepower-2110 /monitoring/snmp-trap* # set community SnmpCommSystem3
firepower-2110 /monitoring/snmp-trap* # set port 12009

firepower-2110 /monitoring/snmp-trap* # set version v3

firepower-2110 /monitoring/snmp-trap* # set notificationtype traps
firepower-2110 /monitoring/snmp-trap* # set v3privilege priv
firepower-2110 /monitoring/snmp-trap* # commit-buffer

firepower-2110 /monitoring/snmp-trap #

J5 F FIPS F0if F #R AR T

PAT LU B AL Firepower 2100 L ] FIPS 28 i FiAR#E (CC) 7 #iak.

185318 204 ] fips enable iy 2 7E ASA - #UUR ] FIPS #550. 78 ASA A T30 F AR R 2 i) B
MV X CC B UCAPL V2 R (AT i T At SR H1) 6 a0 20042 FUSER 22 4w SCRYEA T I

FATEWIE EEAE ASA E¥E FIPS #55X, S5f5ie s BH N, ARJa e FXOS Hix s FIPS #i.

TR SR,
scope security

i

firepower-2110# scope security
firepower-2110 /security #

$£1®2 3 FIPS #ixl,

enable fips-mode

i

firepower-2110 /security # enable fips-mode

Warning: Connectivity to one or more services may be denied when committed. Please consult
the product's FIPS Security Policy documentation.

WARNING: A reboot of the system is required in order for the system to be operating in a
FIPS approved mode.

firepower-2110 /security* #

SR 3l AR

enable cc-mode

i

firepower-2110 /security* # enable cc-mode

Warning: Connectivity to one or more services may be denied when committed. Please consult
the product's CC Security Policy documentation.

WARNING: A reboot of the system is required in order for the system to be operating in a
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pree ]

CC approved mode.

TR RACE.

commit-buffer
w15l

firepower-2110 /security* # commit-buffer
firepower-2110 /security #

FES ARG
scope chassis 1

reboot
w5l

firepower-2110 /security # scope chassis 1
firepower-2110 /chassis # reboot

Y i
HRPEIE
FH Pk P F 5 ) Firepower 2100 HLAR . X481k 7 HI-T- Firepower HUAFHE 2L Al SSH 1717 . ASA 4
A I FH P RS B0

XTHRPKR

EIEGMKF

EEL A  EEOA A K, I B e R . e R G B G BGEB ZH k r IF B 5
BRI, BRIASEIE N Adminl23.

LK R TR SRA, IE A I TV H Gk P L E O TS AR A&

At B 443 36 5E B4 B R i

Tt 2 PTG 48 ANAHUH k™ o REAS TP R ™ 620U AT ME— FR P 44 R RS o
AR B A U E P P RT DL e RAT A B Oy BCR AR 7 R R s

F i A B o

RFR#
H 71 4 FAE Firepower AL & BE 28 A1 FXOS CLI [ 85k ID. 23 BC sk ID I, 155 R LA N a3 s U i
B«
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o B ID AL 1B 32 NTAE, A LUR A
o AR FBEE R
o AFfTHCT
< CFRIZO
o - CGEFFD
< (D
* B 1D WJIME—,
© S ID ALAFREFREIT K, AN RE LABCF 8RR A5k, i FRIZ .
* B3k ID XA KNG,
* TIEQI@ES TR 1D,
< QIR KPS, TOVA USSR 1D IR ZH i, G ke
%A

BERXS TR AL i AR A T 1 BATE B BRI AL P AT LG E R SE, UK H P 4
AT o A . W AR R s A A R, WRES P A A P i i

SRS P A TSR A o SRS AN B A B 0 ] 7 JE s T s A 7T, T FXOS KeE A ATT
ERE S NIRRT T

o WA E B 8 NTRF, B2 127 NTRF.
~

AR ROTLDOERAE RS LRCE 15 DT (R hEB KD e, UIAF &
FIBRER K

© WAL DA KE FREAAT

© WAL D ANE FREEAE

© WAL E BAA—AEERECE G 8%

o AREA LSS 3 IR TFAT, 11U aaabbb.

o AFEE A LM HEFE S T 87 B, Bl password ABC 5 password321.
« NeeS AR, 85 4 R R .

o AU B AR . G, RN T L bRV A S

s AMHEELURFS: § (GBS 2 (5 Ri= (%55 .

« MMt
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AN A

& Firepower HLAH & #L28 A1 FXOS CLI V7 ] A3 A HLH 7

FHiaZ |l
B IUEANATE BE GBI ™ A BEASIAS U] Pk o

UK

HEN 22 R
scope security

TP

firepower-2110# scope security
firepower-2110 /security #

ALk

enter local-user /local-user-name

wmas |

* local-user-name - &G = BLIK P I BT F AR P 4R SR BROAZ0ME—,  FF3i 2 FH Pk - 22 8

FIAEA R G2 T ik iHERD . 28 81 50D

A e, AREE SRR D UM ER ik, BB Ik

T

firepower-2110 /security # enter local-user johncrichton
firepower-2110 /security/local-user* #

FE A Rk RS B 2 AR AR -
set account-status {active| inactive}
EOAEOL T, A T8RS

Tl

firepower-2110 /security/local-user* # set account-status inactive

e el JRliUE TR
set password
NN password

INE: password
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WA T R SR A A, MBS AU SRS, FXOS e FE AT AN L st A A SR M8 (3
Z0 BB BCE A 85 BTN AR T EI 5 81 B0 .

Tl

firepower-2110 /security/local-user* # set password
Enter a password: aeryn

Confirm the password: aeryn

firepower-2110 /security/local-user* #

F®S (W) IREHSA T
set firstname  first-name

T

firepower-2110 /security/local-user* # set firstname John

L6 (i) R
set lastname Jast-name

T

firepower-2110 /security/local-user* # set lastname Crichton

FET (AR i ik 2191 H 3

set expiration month day-of-month year

* month — K¢ HAR B E H A4 A FRITET =45 8F

FEARE M H I, iR . A ik BCE I S, TeikR ik B R E A
SR, AT LA C AT IR o 3] H 0

BOATEOL T, PR P AN 2.

i

firepower-2110 /security/local-user* # set expiration oct 10 2019
L8 (W) FRE M P L.

set email email-addr

i

firepower-2110 /security/local-user* # set email jcrichton@example.com

FB® (W) FREH )G T .
set phone phone-num

i
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firepower-2110 /security/local-user* # set phone 303-555-7891

(Al R B AR Lo i s FH -
enter role admin
i P 38N L T read-only fth, FF H UM (O TCTEMIER . admin /€4 R VE0EC BT 305 Ui
=T
HP A ERBUR A E AR PR — RS R 2 JG A A8 WERAE ) Pk = 2 BC B A E B R B
WA AR P sk, MNEB i 4R _E— AN IR .
w5l

firepower-2110 /security/local-user* # enter role admin

PRAFBCE
commit-buffer

T

firepower-2110 security/local-user* # commit-buffer
firepower-2110 security/local-user #

Gt

LU 7RG 444 aerynsun I K, A3 TR PR, B 2505 B rygel, 20 BlE
Hrft, HHRZTS:

firepower-2110# scope security

firepower-2110 /security # create local-user aerynsun
firepower-2110 /security/local-user* # set password
Enter a password: rygel

Confirm the password: rygel

firepower-2110 /security/local-user* # enter role admin
firepower-2110 /security/local-user* # commit-buffer
firepower-2110 /security/local-user #

i
psil

BEERARE

AT LU BeA P A R B

B2

g A BN EN S
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scope security

i

firepower-2110# scope security
firepower-2110 /security #

PR 2 i AR s o R

set enforce-strong-password {yes [no}

WS B RS A A, U Firepower 2100 AN FRVF I IEBEANT A o B A HE I 1 3 0% 20 1
P HEID L 25 81 G0 o BRATHELT, REGte)d & .

T

firepower-2110 /security # set enforce-strong-password yes
firepower-2110 /security* #

PR3 A E SR
scope password-profile

i

firepower-2110 /security* # scope password-profile
firepower-2110 /security/password-profile* #

PB4 TER/NFMKE.
set min-password-length min_length
R A MY e NE RS R A, DA 204 T 52 (10 doe /N B8 H R A G 2 i

i

firepower-2110 /security/password-profile* # set min-password-length 8

YRS o T AR A 5 3 Bk ™ AE 45 58 /N IR BON S 77 S SO 1
RIFEL:
set change-interval num-of-hours

set change-count pass-change-num

* num_of _hours — BE AT H L B SERE) NN, BT 1 B 745 NN JE]

* pass_change_num — VCE AR S Gy 50 UE 7 GBS T S CSURIRE P ST AL R PR ds R B
TAR I, 5K set change-interval ¥ &y disabled.

i

firepower-2110 /security/password-profile* # set change-count 2
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firepower-2110 /security/password-profile* # set change-interval 24

BibEN:

set no-change-intervalmin_num_hours}

* min_num_hours — VB AL 4356 UE F P 78 5 CORT 2R 2 T AR (R B D /NI RG, A
T 1 3] 745 /NS Z ]

PAVFE N, 5% set no-change-interval ¥% & disabled.

i

firepower-2110 /security/password-profile* # set no-change-interval 1

PIR6 B R AT K,

set history-count{ num_of passwords |disabled}

set password-reuse-interval { K% | disabled}

* num_of passwords — ¥& & A G 43 36AE P G Ml — S5 g R, AELbz Ay, P ATLLE
B A DA F k0358, (5T 0 B 15 /M2 8l BRI OU R, BMEN 0, IXRIREEH
ST AR BE I ES RS E A A A 2 hr A A .

* days — WA AT ET00 KL AT 1) 365 2. By 15 K.
SRR 4, TR A TSR I, S O 3, N T A )
BB 10 K, WU SRS AT 3 A 1R T
O

firepower-2110 /security/password-profile* # set history-count 5
firepower-2110 /security/password-profile* # set password-reuse-interval 120

TR WEEEIINIBE,

set password-expiration { X%\ | never}
set expiration-warning-period X
set expiration-grace-period X

* {days |set password-expiration} never — 5 I (M B & 4 1 19999 K. ERIAHH T, 2AH L
# (never).

* set expiration-warning-period days — ¥ & 2RI REL,  LUE S F P BECS SN IR 2565 21 1],
JUHEA T 0 ] 9999 1) ERIAISTEI A 14 K.

* set expiration-grace-period days — ¥ & H1 )7 762 W 5 06 2500 OB RS KRB, JE AT 0 F
9999 ZIi}. BRIMEA 3 Ko

i
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firepower-2110 /security/password-profile* # set password-expiration 120
firepower-2110 /security/password-profile* # set expiration-warning-period 5
firepower-2110 /security/password-profile* # set expiration-grace-period 5

PR BELNSIEHIN, W TIAEARTIH CORESATESIG . SSH A HTTPS) .
scope default-auth

set absolute-session-timeout

* seconds — BT 0 F 7200 2 A Zaxd EBISHME (AR ML) o BRIAMECR 3600 B2 (60 43
PO o BAEILECE, RS TTBRERE R 0.

T

firepower-2110 /security* scope default-auth#

firepower-2110 /security/default-auth* # set absolute-session-timeout 7200

SR RAFILE.

commit-buffer

T

firepower-2110 /security/default-auth* # commit-buffer

firepower-2110

TP

/security/default-auth #

LAUR 7=l B T V2 P 20K

firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110

# scope security

/security # set enforce-strong-password yes
/security* # scope password-profile

/security/password-profile*
/security/password-profile*
/security/password-profile*
/security/password-profile*
/security/password-profile*
/security/password-profile #

#

#
#
#
#

set change-during-interval enable
set change-count 5

set change-interval 72

set history-count 5

commit-buffer

AT LT ASA AT . ORI sk BLA FELE

[l Cisco Firepower 2100 ASA - &85 FX0S B2 157
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#amz |

WATA & H T H0ar ASA. WHR BRI BEY)HXT, 15500 MF ASA FF R F61E . 20 FRIE 7 7 2
20 3 30 44,

ASA. ASDM F1 FXOS MR BRI EE— A B — 1140, A HH H FXOS &8, RAEAE ASA #1ERSE
hTg% ASA. AREFINTIZ% ASA F1 FXOS; ‘EAT TR AN E i .

At ASDM ZAMlAk, DR DL ASA #E R G T, R IR R A FHHRZE1 ASDM B
F5) L AER ASDM WHUE AL HBLAE FXOS MG %132, A0 M ASA & H ASDM 4%,

R

TETHIARIB IS, SRR ¥ ASDM WG e LUK ASDM HHZB LS, DA e AT AH R )
A% (asdm.bin). HJ2, WREThik$e 77 LALK HAL ASDM Mg (F11, asdm-782.bin) ,
ARMESRG AT 2 S, (AT RSl %S . D T R IEIEAT L AR ASDM,  f45 13 1%
TETFRARIPELZ TS THH ASDM,  BCH BZAETH ASA HHIPELZ 1T, B0k ASA HHT L A A T M
451%) ASDM B4 (asdm.bin).

FHIa Z |l

TR LS A FTP. SCP. SFTP. TFTP 4425k USB IKzh%e Frl fl.

Bz

WG O () B H SSHI&E B FXOSCLI. an S7riss il & I s:, W Sr /I 3 FXOS
CLI. %iA FXOS E3&A4Tik. BRAH 4% admin, RN E Adminl23,

U RAF ] SSH i3] ASA &7 TP Huhl, 5%\ connect fxos LLif ] FXOS.
PR B
a) BEAEER,

scope firmware

5

firepower-2110# scope firmware
firepower-2110 /firmware#

b) FEEI,

download image ur/
LR 5302, IR ARSI E URL:
* ftp://username@server!/[path/limage name

* scp://username@server/[path/limage _name

* sftp:/lusername@server/[path/limage _name

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}
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e tftp://server[:port]/[pathllimage_name

* usbA:/path/filename
5l

firepower-2110 /firmware # download image tftp://10.88.29.181/cisco-asa-fp2k.9.8.2.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

show download-task

5

firepower-2110 /firmware # show download

Download task:
File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA

Tftp 10.88.29.181 0 Downloaded
cisco-asa-fp2k.9.8.2.2.SPA
Tftp 10.88.29.181 0 Downloading

firepower-2110 /firmware #

FE3 MHHAM AR TR (BTHRE) i, HIKa.

a)

b)

ER PR RA S .

show package

-

firepower-2110 /firmware # show package
Name Package-Vers

cisco-asa-fp2k.9.8.2.SPA
cisco-asa-fp2k.9.8.2.2.SPA
firepower-2110 /firmware #

LR
scope auto-install

install security-pack version version

7t show package #itHi', E il security-pack version ‘5 %V [{] Package-Vers {i1. HLAH 223
ASA I EFT A 5

i

firepower 2110 /firmware # scope auto-install
firepower-2110 /firmware/auto-install # install security-pack version 9.8.2.2

The system is currently installed with security software package 9.8.2, which has:
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- The platform version: 2.2.2.52
- The CSP (asa) version: 9.8.2

If you proceed with the upgrade 9.8.2.2, it will do the following:
- upgrade to the CSP asa version 9.8.2.2

Do you want to proceed ? (yes/no): yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,

and the default configuration applied.
Do you want to proceed? (yes/no): yes

Triggered the install of software package version 9.8.2.2

Install started. This will take several minutes.

For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
firepower-2110 /firmware/auto-install #

AR RMUILEE A IAREY SRR, HARGRKNHBOARE” . REAERILE,
I AAS NI BOARCE . BRI B AL FOF WG N, AN AT L R B H

$B 4 LN EH RS (5-10 2081 o FXOS &1 5E a5, BEIFHZA: ASA 5.
fE ASA JAFIEERRIN G, AT LIZE CLI Hijj el I 7 EXEC #R.

i

[...]
Cisco FPR Series Security Appliance
firepower-2140 login: admin
Password:

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2018, Cisco Systems, Inc. All rights reserved.
[...]

User enable 1 logged in to ciscoasa
Logins over the last 1 days: 1.

Failed logins since the last login: O.
[press Enter to see the prompt below:]

firepower-2140# connect asa
Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a list of available commands.

ciscoasa>

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}
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EHEE

UK

BEAPAER .

scope chassis 1

-

firepower-2110 # scope chassis 1
firepower-2110 /chassis #

G iy =PL K E
reboot[" 1 [X]"'] [no-prompt]

Fxoscu g |

W AEAE ] no-prompt JCEE T, WA 2 G WA LBV EH 580, A0, 7% commit-buffer

A, HURA S E RS,

T

firepower-2110 /chassis # reboot "This system is rebooting" no-prompt

A T A S R

show fsm status

KA FE BiR

7 %] Firepower 2100 HLAT FRYE 2 BT, HUAR S IEH L ASA BAE RS MR K2 75 22 15-20 798

FENURT Do AT i, 45T DASR B AL P LA S o

UK

BEANUAER

scope chassis 1

-

firepower-2110 # scope chassis 1
firepower-2110 /chassis #

KNG HL I
shutdown[" ] [K]"] [no-prompt]
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WERAEAT ] no-prompt JCBET:, M A Ay 2 G HLAR LI OCH . 50, 7E#&%I A commit-buffer 7y
A2 A1, MU KA.

i
firepower-2110 /chassis # shutdown "This system is powering off" no-prompt

W6 LR

show fsm status

X FX0S 12 IP bk a5 ) 5<

# T LA FXOS CLI B 24 Firepower 2100 HLAH (1) FXOS 42 1P Huhik. BRiAHbhES 192.168.45.45.
a0 AT DU BRI G . BRIN G BEE N 0.0.0.0, et R X FITE MBI ASA. TR B O £
T 1/1 L% AT B A%, DU RT DS 0 56 TP Mkl IR AN, O A A B AR IR 7 1) 471 2 LA DT
TC T I 25

W, FXOS & H 1/1 1P Hullig 5 ASA &5 1/1 1P #hblb7E Rl — M4 b Rtz Bt 2 7= i fn] O 04
ASA Ef] ASA IP Huhik-.

FriaZ 8l
o U HL TP Mohib S, i S AR bk FOHT LT Firepower AUAS RS AT SSH 4% .

s I TELB M RS 1/1 LR JT T DHCP RS, DRI 7E TH 03 B 1P Bl 2 w24 252
DHCP.

UK

HEREEHIG U (E 20 EH#3] ASA 5UFXO0S ¥l G, 5528 11 o FAT@IMIEERSIES G
B 11, DA SRR T T

45! DHCP HR%5 %%«

scope system

scope services

disable dhcp-server

commit-buffer

S TP bk fS L, RT DA B R g TP bk FE TS A DHCP. &b n] LUl i E &% & (Platform
Settings) > DHCP ft Firepower HUAH & B a5 1 o H] 85 H] DHCP IR 454%

T

firepower-2110# scope system
firepower-2110 /system # scope services

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}
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firepower-2110 /system/services # disable dhcp-server
firepower-2110 /system/services* # commit-buffer

$IE3 NE [Pv4 S F 1P sk, En]AERE M (i) .

a)

b)

<)

BB AT MBI a FOVEHE o
scope fabric-interconnect a

i

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect #

TFE MuTH S IP Hudik,

show

i

firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.168.45.45 0.0.0.0 0.0.0.0
64 Operable

PR B TP Sk, B RT DARCEH A ERA R OG (ATik) .

set out-of-band static ip ip_address netmask network mask gw gateway ip address
LORE AT BCE MO, IO gwo [AIRE, AR T DO SCIN CR B LA A0 B IP Sk,
I KB T ip and netmask.

TR G E N ASA BE R, TR gw BB 50.0.0.0. IXREEABEE .

IR

firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.4.1 netmask
255.255.255.0

Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* #

FIR4 [ E [Pve B HE IP Hubik ARG,

a)

BB ASHHA R FLI a VS H, ARG BCE IPve BCE ITE .
scope fabric-interconnect a

scope ipv6-config

i

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipvé6-config
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c)

w rxos g2 P eirsmx [l

firepower-2110 /fabric-interconnect/ipvé-config #

B M) R TPv6 Hidik
show ipvé6-if

T

firepower-2110 /fabric-interconnect/ipvé-config # show ipvé6-if
Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

TiC B BT ()8 B TPv6 Hbuhil Rl R S«

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band static ipv6 ipv6_address ipv6-prefix
prefix_length ipve-gw gateway address

TRE AT BEE IR O, TH AR SCHET ipve-gw. [FIFE, TR T M e iR B BLA O BE TP Mb
hk, A IS SCHE Y ipv6 and ipv6-prefix.

TR SCBEE N ASA Bl 1, 15K gw BEE N ¢ o IXEBUNIE.
EUE
firepower-2110 /fabric-interconnect/ipvé6-config # set out-of-band static ipv6 2001:DB8::34

ipvé6-prefix 64 ipv6e-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé-config* #

HIES5 JHER HTTPS. SSH K1 SNMP [¥) 1 in] #ZR FFus I 412, LA SSVRR 587 9 4 (1) B2

a)

b)

N ARG RS B BN
scope system

scope services

i

firepower-2110# scope system
firepower-2110 /system # scope services

BRI PR,
show ip-block

oRIE

firepower-2110 /system/services # show ip-block

Permitted IP Block:

IP Address Prefix Length Protocol
192.168.45.0 24 https
192.168.45.0 24 ssh

Cisco Firepower 2100 ASA &1 FX0S B Ei5i I}



B =eos g e psgmx

$IR6

firepower-2140

Fxoscu g |

/system/services #

RO 0] 4126

1Pv4:

enter ip-block ip_address prefix[http | snmp | ssh]

IPv6:

enter ipv6-block ipv6_address prefix[https | snmp | ssh]

KT IPv4, THHIAN 0.0.0.0 FIHTZE 0 LLAVEITAT IS . X IPve, 1IN 2 FIHTEE 0 ARV AT
W&, 6 R LUE T &% & (Platform Settings) > 3781 51 3R (Access List) 7F Firepower HLAH & F2%
HAs I I A1 .

5l

firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110

/system/services # enter ip-block 192.168.4.0 24 https
/system/services/ip-block* # exit
/system/services* # enter ip-block 192.168.4.0 24 ssh
/system/services/ip-block* # exit
/system/services* # enter ip-block 192.168.4.0 24 snmp
/system/services/ip-block* # exit

/system/services* # enter ipvé-block 2001:DB8:: 64 https
/system/services/ip-block* # exit

/system/services* # enter ipvé-block 2001:DB8:: 64 ssh
/system/services/ip-block* # exit

/system/services* # enter ipvé-block 2001:DB8:: 64 snmp

/system/services/ip-block* # exit
/system/services* #

TR TH B85 1) 871 3

IPv4:

delete ip-block ip_address prefix[http | snmp | ssh]

IPv6:

delete ipv6-block ipv6_address prefix[https | snmp | ssh]

i

firepower-2110
firepower-2110
firepower-2110

/system/services # delete ip-block 192.168.45.0 24 https
/system/services* # delete ip-block 192.168.45.0 24 ssh
/system/services* #

(Af3E) W3 1Pv4 DHCP k%528 .

scope system

scope services

enable dhcp-server start ip address end ip address

PR
ANy

G o

AT L A% E (Platform Settings) > DHCP 7 Firepower HLAH & BEL#% 4 J3 FH 5k 2% Ff DHCP IR
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TP

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services # enable dhcp-server 192.168.4.10 192.168.4.20

PRAFHLE
commit-buffer

T

firepower-2110 /system/services* # commit-buffer

¥ ASA bk B O AR IERAIK 2R o BRIA ASA B D 1/1 1P ik hy 192.168.45.1.

a)

b)

IR E EERE S ASA CLI 17 [ 4 R iic Bt
connect asa
enable

configure terminal

i

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

Password:

The enable password is not set. Please set it now.

Enter Password: ***x*x*x

Repeat Password: *****x

ciscoasa# configure terminal

ciscoasa (confiqg) #

SR EE 1/1 TP Hbhk,
interface managementl1/1

ip address ip_address mask

5

ciscoasa(config)# interface managementl/1
ciscoasa(config-ifc)# ip address 10.86.118.4 255.255.255.0

T Vi ) ASDM (1) R 45 .
no http 192.168.45.0 255.255.255.0 management

http ip_address mask management
-

ciscoasa(config)# no http 192.168.45.0 255.255.255.0 management
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ciscoasa(config)# http 10.86.118.0 255.255.255.0 management

d) RAFRCE.

write memory

e) ZR[M[F| FXOS #Hil &, EHA Ctri+a, d.

Gt

DL 7 1 L TPv4 A B4 LRI O

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # show

Fabric Interconnect:

ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway

Prefix Operability

A 192.168.2.112 192.168.2.1 255.255.255.0 2001:DB8::2 2001:DB8::1
64 Operable
firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.2.111 netmask
255.255.255.0 gw 192.168.2.1
Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* # commit-buffer
firepower-2110 /fabric-interconnect #

DU 7RIS IPv6 & 3482 1R Y o5

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé6-config # show ipvé6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001:DB8::2 64 2001:DB8::1

firepower-2110 /fabric-interconnect/ipvé6-config # set out-of-band static ipvé 2001:DBS8::

ipvé-prefix 64 ipvé-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé6-config* # commit-buffer
firepower-2110 /fabric-interconnect/ipv6-config #
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FX0S CLI & E YA it FE

moscugEmmeics:

DigE

R

FRER

A E ) HTTPS il

9.13(1)

& nT LA HTTPS V5 W) % 'E SSL/TLS hi
A,

PIGMEI A4 set https
access-protocols

£1%} IPSec Al Keyrings HJ FQDN 5Lt

9.13(1)

AT LARC & FQDN i, A0 454411
FDQN ifiy S 55 0 A& Fr i i X509 HiE
Forf (1 DNS ZFRULAC, %F T IPSec, 3R
NGO 2 S, {A7E9.13(1) Z i
BRI LA TF3) 5 X L8
IR S . AT keyrings, i3
LA Z0E Fqdn, - HANREAE FH I AT
i

HIEME R4 : setdns. sete-mail.
set fqdn-enforce. setip. setipv6. set
remote-address. set remote-ike-id

MR 4 . fi-a-ip. fi-a-ipv6.
fi-b-ip. fi-b-ipv6

Bt IPSec Z ML FIAHIL

9.13(1)

ANINT LUF IKE fESP % i FIET 1% OR
AIACED -

EHY - aes192. WA AL HE:
aes128. aes256. aes128gcml6,

thBEHLER B (PRF) (PR IKE) —
prfsha384. prfsha512. prfsha256,
LA PRF 145 prfshal.

SERLNE B -sha256. sha384.
sha512. shal 160. HiAHHEIEAHE:
shal.

Diffie-hellman i -curve25519.
ecp256. ecp384. ecpS21.
modp3072. modp4096. HAT 411
FE: modp2048.
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ThRE R FHER
SSH 5 {3 ik 18 5 D fie 9.13(1) ANINT LAR SSH RS 45
algoritghms:

* aes128-gecm@openssh.com
* aes256-gcm@openssh.com
* chacha20-poly@openssh.com
NI T LAN SSH IR G5 & s HHAZ e 5
* diffie-hellman-group14-sha256
* curve25519-sha256
* curve25519-sha256@libssh.org
* ecdh-sha2-nistp256
* ecdh-sha2-nistp384
* ecdh-sha2-nistp521
BrEAE T4 set ssh-server

encrypt-algorithm. set ssh-server
kex-algorithm.

T X.509 #E156¢) EDCS %% 9.13(1) HLAE, %A LUK EDCS %540 H THEP.
PLHT, 1X37FF RSA 4.

BB fr 4. setelliptic-curve. set
keypair-type.
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LigE

(TS

FRER

HI gt ot

9.13(1)

W T A A, WARLUR N

« P st i 201k 127 M54 H
PR 80 ANF4F o

« BOATHOLT, RGies i HI sk hd
© SETR R LV .

- 2 CELIP

B il it TR A2 A

MHER T set change-during-interval
4, JfA4 set change-interval.
set no-change-interval f set
history-count iy 273 Il T disabled
pri U

PIEMES T2 set
change-during-interval. set
expiration-grace-period. set
expiration-warning-period. set
history-count. set no-change-interval,

set password. set password-expiration.
set password-reuse-interval

set lacp-mode 7% T HCA set
port-channel-mode

9.10(1)

3 T 5 Firepower 4100/9300 7 #1iv4 H
EARFE—3, setlacp-mode iy 4 C I

Jj set port-channel-mode.

BB L . se

port-channel- mode

£ Firepower 2100 |37 NTP S350 1iF

9.10(1)

e, %A LI7E FXOS i E SHAL
NTP R4 %5 G 5l .

B /AL L) FXOS 174 : enable
ntp-authentication. set
ntp-shal-key-id. set ntp-shal-key-string
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