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OCHOBHble CIOXKHOCTU B KOPMNOPaTUBHbLIX CETAX

MpeAnocbIKK AR NPOrPAaMMHO-YNPaBASEMbIX CETel

OCHOBHbIe NONOXeHuaA

Y10 Takoe SD-Access?

MocTtpoeHune hpabpuku

C yero HayaTb?
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LndpoBasa TpaHcdopmauma — Bbi3oB ana IT
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KoprnopaTuBHble CETU CErogHA — CITOXHbIE ...

PaboTa c MHOXKeCTBOM MacwTtabupoBaHue
pa3HbIX NOAUTUK - LAN, yBe/IMYMBaET C/IOKHOCTb
WLAN, WAN, LOA 3KCcnayaTauum

YnpasneHue PaboTa c pa3nnyHbiMmu
MmHoxectsom VLAN ceTamum




..."N UMEKT MHOXXECTBO 3KCIJ1yaTaluNOHHbIX npo6neM

HapyLLUEHWUI MOMNUTKK U OnepaumoHHbIX pacxodoB
npaBun ns3-3a NpUXoauTCs Ha NOUCK
4enoBeYvYecknx ownbok HencnpaBHOCTEN U ANArHOCTUKY

0N Py4HOro Tpyda npw
BHECEHWM N3MEHEHNI

TpaguumoHHblie cetu HE FTOTOBbI k 6bICTpbLIM TeMNam pa3BUTUA NOTpPeOHOCTen busHeca



Ncnonb3oBan AOBEPEHHDIN
KaHan byxrantepckoro MO ana
AOCTaBKWU B OpraHu3aumu
Ncnonb3oBan rmbpuaHyto
METOA0/1I0MUI0 PACMPOCTPaHEHUA
LLndposan ¢annbl He € Lenbto
NOYy4YEeHUA BbIKyMNa, a ANS
HaHeCeHMsA YPOHa

PaccnepoBaHue ataku ot rpynnbl Cisco Talos — The MeDoc Connection

http://www.cisco.cgm/c/dam/global/ru ua/solutions/security/ransomware/pdfs/cisco blog ransomware attack ua upd4-gg@ehics.pdf




CerN\eHTa LUmA
CermeHTauusa cetn
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MukpocermeHTaums cetu
KomMmnbloTepbl B 04HOM MOLCETU HE CMOTYT 3apaxaTb ApYr gpyra




CnoXHoCcTu

e CNOXXHOCTb BHeApPeHUA

e CeTeBana cermeHTauuA

¢ [JONUTUKU KOHTPOA A0CTYNA

e [loaknouyeHue K cetTu
no/sb3oBaTeNen n yCTPOUCTB
eMepneHHOe yCTpaHEeHUe HenonagokK

¢ O
Cisco Connect 2017 © 2017 Cisco and/or its affiliates. All rights reserved.



TunnyHaa npobnema (npumep Ha Wi-Fi cetn)?

prrlnosaﬂ nonb3oBaTenbckasi nonuTtuka - CeroaHs

Production =
Servers = .
=
Developer —
Servers - =
o

L3 Switch

Trunk
Trunks
L2 Switch
Network
/ Touch Points
One SSID

WLC

Customer
requirements

Customer

Policy

Three user Groups

One single SSID

Differentiated policies per Group

Guest segmentation (wired and wireless)

= Customer Policy requirements:

Prosductlon Developer Serv.
erv.

e |

® BYOD Employee  Contractor

BRKEWN-2020
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TunnyHaa npobnema (npumep Ha Wi-Fi cetn)?

prrlnosaﬂ nonb3oBaTenbckasi nonuTtuka - CeroaHs

<& 1. Define Groups in AD
Producti ==
el 5 )

= AAA 2. Define Policies
[S)eveloper o 3. Implement VLANs/Subnets _~
ervers ‘ = AD =  Create VLANs
LAN Core

s L SN

=  VLAN/subnet based

= Define DHCP scope

=  (Create subnets and L3 interfaces
= Routing for new subnets

5. Many different User Interfaces

‘ Multiple Steps and g - —
Touch Points
One SSID I A
o

mJ mJ &J AAA WLC Devices CLI

¢ BYOD Employee  Contractor

BRKEWN-2020 1



[lonnTnkn B KOPMNOPAaTNBHbIX CETAX

Mopenb nonuTuK cerogHs

CeTeBad NoO/INTUKA

A

IP

AZIPECA

= HaxoaAar Tebs
= OnpepgenatoT Tebs
*  OrpaHunumMBaloT TebA

PAYLOAD DATA

IP Address
“o3Havaer”
MEPErPY3KY

access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
access-1list

102
102
102
102
102
102
102
102
102
102
102
102
102
102

deny udp 167.160.188.162 0.0.0.255 gt 4230 248.11.187.246 0.255.255.255 eq 2165
deny udp 32.124.217.1 255.255.255.255 1t 907 11.38.130.82 0.0.31.255 gt 428
permit ip 64.98.77.248 0.0.0.127 eq 639 122.201.132.164 0.0.31.255 gt 1511

deny tcp 247.54.117.116 0.0.0.127 gt 4437 136.68.158.104 0.0.1.255 gt 1945

permit icmp 136.196.101.101 0.0.0.255 1t 2361 90.186.112.213 0.0.31.255 eq 116
deny udp 242.4.189.142 0.0.1.255 eq 1112 19.94.101.166 0.0.0.127 eq 959

deny tcp 82.1.221.1 255.255.255.255 eq 2587 174.222.14.125 0.0.31.255 1t 4993
deny tcp 103.10.93.140 255.255.255.255 eq 970 71.103.141.91 0.0.0.127 1t 848
deny ip 32.15.78.227 0.0.0.127 eq 1493 72.92.200.157 0.0.0.255 gt 4878

permit icmp 100.211.144.227 0.0.1.255 Tt 4962 94.127.214.49 0.255.255.255 eq 1216

4.
deny icmp 88.91.79.30 0.0.0.255 gt 26 207.4.250.132 0.0.1.255 gt 1111
deny ip 167.17.174.35 0.0.1.255 eq 3914 140.119.154.142 255.255.255.255 eq 4175
permit tcp 37.85.170.24 0.0.0.127 1t 3146 77.26.232.98 0.0.0.127 gt 1462
permit tcp 155.237.22.232 0.0.0.127 gt 1843 239.16.35.19 0.0.1.255 1t 4384

PROT
PORT PORT

BRKEWN-2020
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Ho uTto ecnu ...

... Mbl MOXeMm caenathb IP agpec SR

TonbKo «JIOKATOPOM», 1 obecneuunTb Ecan mbl “y6epem 3aBMCUMOCTD” Mexay

ApYrMe MeTogbl FPYNNMUpPoBaTh IP-agpecaumeit 1 NOAUTUKON, Mbl MOXEM
_ . CyLLLeCTBEHHO YNPOCTUTb CeTU U caenaTb

nonb3osartenei/ ycrpoiictea ana MX HAaMHoOro 6onee PpyHKLMUOHANbHBIMMN.

npumeHeHusa NMNOJIUTUK?




Mbl cmorxkem CTPOUTb HALLKM CeTU 6onee NpocTbiM cnocobom ...
BHeapaTb MOAUTUKY HE3aBUCUMO OT ceTeBbiX KOHCTPYKUuM (VLAN, IP address)
OcyuwectBnatb CermeHTaumto (He npumeHaa MPLS)

Obecneymsatb L2 n L3 rubkoctb (6e3 pactarmsaHua VLANoB)

Cc nomolLbto Pabpuku




SO
ce

ftware Defined Access:

TeBad PadbpmKa



OBONKOUMA ceTen

*» STP based “Tiered” Design » VSS based Design » Standards based Programmable Fabric

Network
Controller

TW( Usors, Tenand dovices, Toant Useors,
§ Uvery davices
Classis STP Limitation No STP Blocked Ports No STP blocked ports, L21L3 ECMP
50% of al Links not utilizad Ful Unks Utlizaton, Faster Convergence Standards based programmable VXLAN for L21L3 senvices
Complex to Harden Progrielary two-way Fadric Automated Underlay with Group based Polcies

Designed 1o handle 802.11ac wave2 and beyond speeds

2008 - 2016 2017 - nex decade

1999 - 2007

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



[TpencTtaBnaem Cisco Software Defined Access

YTo ecnu Bbl cMoxkeTe ogHOBpPEMEHHO 06eCcneunTb...

« CeTeByo MMKPO- M MakpocerMeHTaumio (6e3 ncnonbzosaHa MPLS v cninckos goctyna ACL)

« KOHTpOMnb QOCTYMNa Ha OCHOBE ponen (6e3 CKBO3HOM MoAAep» KM TrustSec Ha Bcex YCTPoMCcTBax)
«  PoyMuHr ycTponcTs (6e3 cmeHbl IP agpeca nnu paclimperma L2 gnomeHa)

A Bce 3TO...

«  OOHOBPEMEHHO ANS NPOBOAHbLIX M BECNPOBOAHbBIX KMMEHTOB

« (C aBTOMATMU3aLMEN BHEOPEHMS M aHANM30M COCTOAHMS HA OCHOBE OTKPLIThIX API

* C MCNOMb30BaHMEM MPOCTON U NpoBepeHHoW IP-mapLipyTraaumm Bo Bcen LAN ceTu

A eLle..

« Bawm 6onblue He Hy)XeH byneT Spanning-tree B LAN ceTu

« Ha rpanuue cetn 6yaeT NoMHOCTbIO YHUMULIMPOBAHHAA KOHAUIypauma (C TouHoCTbo Ao Loopback)
* A Ha yCTpOWCTBax aAgpa-pacnpeneneHns 4oCTaTOUHO OBbIYHOM MapLUPYTU3aLmMm

ST
CISCO Cisco Connect 2018



DNA Solution e —— YL
Cisco Enterprise Portfolio - ‘ Simple Workflows

v« @ & 2 = x4
&0 06

@ DNA Center ”

Identity Services Engine APIC-EM Network Data Platform

t

- ¢

$

Routers Switches Wireless Controllers Wireless APs




YTO Takoe ceTeBas hadbpuka”

CeTeBas chabpuka: oBepneu

Oseprnei (overlay) - 310 normueckasi Tonos1I0r1si, UCNonb3yemas ana BUPTYasibHOro
COeIMHEeHMS] YCTPOMNCTB, MOCTPOEHHAas MOBEpPX NPOU3BOSbHON (PU3NUECKON OMOPHOM
(underlay) Tononorum.

OBepJsies UaCTO UCMNONb3YET asZIbTepPHaTUBHbIE aTPHUBYTbI AN peann3aumm
HAOMOJIHUTE/IbHbIX CePBUCOB, HE 0H6ECMNEUEHHDbIX OMOPHOM TOMNOMOTMEN.

MpuUMept OBEpneeB @

« GRE, mGRE Gl 2
VIRESSYR RS GO

. p—
IPSec, DMVPN DFA _q
CAPWAP « AC R
NI

CISCO Cisco Connect 2018




CeTeBasg hadbpuka: TEPMUHOMNOMMS

Osepne# _— Control Plane osepnes

[lorpaHnuHoe / [TorpaHMuHOEe YyCTPOMCTBO
YCTPOWCTBO il
______ —v

—_ XOCThI
- (oKOHEYHble
;\ ~S . yCTPOVCTEA)
OnopHas ceTb \ Control Plane onopHon ceTu

NIIr
CISCO Cisco Connect 2018



Y10 Takoe dpabpmka”?
[Touemy “Overlay”

PaspgeneHune WMH KommyTaumm n cepsucos

— =

[TpocTOoM TpaHCnopT
» Ounanueckme yCTPOMCTBA M COEANHEHNS
* HTennekTyanbHas 0bpadoTKa NakeToB
* MakcumManbHas gOCTYMHOCTb
* [lpocTOoTa 1 ynpaBnieMoCTb

[ MBKOCTb BUPTYyanbHbIX CEPBUCOB

MOOUMNBbHOCTb — OTCNEXMBAHMNE KOHEUHbIX
YCTPOMCTB B TOUKaAX MOOKMHOUEHNS

MacLuTabrpoBaHMe — CHUXKEHME Harpy3Ku
Ha AP0

PacnpeneneHme QyHKUMM B CTOPOHY AOCTYMNa/rpaHuLbl

[ MBKOCTb M NPOrpPaMMMpPyEMOCTb

o CHWKeHMe uncna Touek NMPMMEHeEHNA yCl/U'Il/IPI

© 2017 Cisco and/or its 'c,matcg All rights reserved. Cisco Confidential



OBepnenHbiv on3anH

Figure 1 Layer 2 overlay—connectivity logically switched
Figure 2 Layer 3 overlay—connectivity logically routed

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



YnpoLllieHne 4yacTm cCetTn 4o eanHon «padbpunkmn»

Virtual Networks

Corno/ e

Outer/T t
uter/Transpor VXLAN Header Original IP Packet or L2 Frame
IP-UDP Header

Dziz Flam7e

Underlay Network

:
~ » -
. O



UTto «noa kanotom» SD-Access?

U Hab6op codra:

- Beb6-nntepoeic (DNA-C) Ha 6a3e SDN-koHTponnepa (Cisco APIC-EM v2)

- Cisco ISE pnAa KOHTPOAA pOeBOro M KOHTEKCTHOMO 40CTyNa K CeTu

- NDP gna moHuTOopuHra Ha cepspe (DNA-C)

- [onyma)] StealthWatch ana moHuTopuHra (Bkatoyana ETA) n Rapid Threat Containment (RTC)

U Coemectumoe xeneso:

- NoppepxkKa LISP

- Noppepxka VXLAN

- Nopaneprkka SGT enforcement

- NoppepxKa Campus Fabric

- Noppepka VRF

[pekomeHpyemasn onuual ObopynoBaHue co3gaHHoe ¢ 3aaenom Ha SD-Access (Catalyst 9k)

1 Cisco Validated Design
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Software-Defined-Access-Design-Guide-2018JAN.pdf

24



OCHOBHbIe KOMMNOHEHTbI

1. Control-Plane based on LISP

2.
3. Policy-Plane based on CTS and VRF

Key Differences

* L2 +L3 Overlay -vs- L2 or L3 Only

* Host Mobility with Anycast Gateway
* Adds VRF + SGT into Data-Plane

* Virtual Tunnel Endpoints (No Static)

* No Topology Limitations (Basic IP)




SD-Access: ponm yCTPOWUCTB U TEPMUHOMNOMMSA

N

i DNA
Identity NCP e Center
Services ‘ """
~= ISE NDP
— .
e @ ‘ - Mnatdopma
: aHanNUTUKK
[ Fablr“lg::srder }-==-_ Q m Fabric Wireless
‘~:::-___ :~~ N seeee - "
~~~~:; ......... E_ : Controller )
B) 8 4
< < i
- L TS !
Intermediate v __{ Control-Plane J
Nodes (Underlay) [*33f~--.._ V7 R Nodes
) "
KamnycHa

Fabric Edge
Nodes

}::-- A

-
L.
~ -
——

—

NIIr
CISCO

- ameda0PVIKE-
B 8n

= DNA Center - kopnopatmeHbiin SDN-
KoHTponnep, obecneursaeT GUI,
yrpaBneHne 1 abCTpakumio ceth uepes API

» Identity Services - cepsep KOHTPONS
noctyna (ISE) ona guHammyeckoro
Ha3HauUeHWsd Nonb30BaTeNer o rpynnam u
3adaHn4d NonmTnkK

* [naTtdopma aHaNUTUKK - peanuayeT
MOHWUTOPWHI pabprKK, aBTOMaTU3MPOBAHHbIN
TPa6NLWYTUHT

= Control Plane Nodes - BenyT yueTt
COOTBETCTBUSA KIMEHTCKMX YCTPONCTB U
Fabric Edge Nodes

= Fabric Border Nodes - obecneunsatoT
nogkntoueHne SDA habpukmn K BHELLIHUM
ceTsaMm

= Fabric Edge Nodes - norpaHuuHble
YCTPOMCTBA, NOAKNHOUAROLLME MPOBOAHBIE
KIMEHTCKME YCTPOWCTBA M TOUKM OOCTYNa K
habpuke

= Fabric Wireless Controller — KoHTpOMnep
BI1BC, paboTatomi B PEXMME MHTErpaLmnn C
Jhabpumkomn

Cisco Connect 2018



Control Plane Nodes: 0630p

Control-Plane Node BepyTt Host Tracking Database (HTDB) ans
LIeHTPannM3oBaHHOro XpaHeHUs aKkTyanbHOW MHPOPMaLIMM O MECTOMOMOXKEHUM
KITMEHTCKMUX YCTPOMNCTB U NPedunKcoB

« OTtBeuaeT Ha Bonpoc, 3a kakmmu Edge Nodes
HaxoauTcs OaHHbIM Endpoint ID nnu npedukc?

« [lopaepskMBaeT pasHble TUMbl 3anpocoB (Mo agpecam
IPv4, IPv6 vnu MAC)

« HTDB nonyuaet cBegeHusa o6 Endpoint ID npwm
NOAOKNKOUEHUN U/UnNn poyMuHre ot Edge, a Takxke oT
Border Nodes ansa “na3BecTHbIX” IP-npedunkcos

* Pesonsut 3anpocbl oT Edge n/vnm Border Nodes ans
onpeneneHns MecTononoXXeHns MCKoMbix Endpoint
IDs

Sl

CISCO

© 2018 Cisco and/or its affiliates. All rights reserved.
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Control Plane Nodes: anemeHTHasa Oa3sa

* Wired Only

Catalyst 3K Catalyst 9K Catalyst 6K

Catalyst 3850 + Catalyst 9500 « Catalyst 6800 « CSRv &»
1/10G SFP + 10/40G SFP/QSFP «  Sup2T/6T + ASR 1000-X/HX
10/40G NM Cards * 10/40G NM Cards + 6840/6880-X « ISR 4300/4400
IOS-XE 16.6.2+ * |OS-XE 16.6.2+ * 10S 15.4.1SY4+ + I0S-XE 16.6.2+
! I ol | ' © 2018 Cisco and/or its affiliates. All rights reserved.
CIsCoO
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Edge Nodes: 0630p

Edge Node ob6ecneumBaloT nogkntoueHue nonb3osaTtenen / yCTPoOnCTB K habpuke

«  OTBETCTBEHHbI 33 NPUMEHEHME NONUTUK (Hanpumep,
ayTeHTUdUKALMM/aBTOPU3aLMN — CTAaTUUECKON,
802.1X, Active Directory)

«  Peructpupytot Endpoint ID (/32 nnu /128) Ha
Control-Plane Node(s)

+ O6ecneunsatoT Anycast L3 Gateway ans
NOOKMHOUEHHbIX YCTPONCTB (0guHakoBble IP-nogceTu
Ha Bcex Edge nodes)

«  BbInonHaOT MHKaNynaumo / aekancynsaumio Tpaduka
[119 BCEX NMOAKMIOUEHHbIX KIMMEHTCKUX YCTPOMCTB

lllllllll
CIsCO

© 2018 Cisco and/or its affiliates. All rights reserved.
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Edge Nodes: anemeHTHas 6asa

Catalyst 3K Catalyst 9K © Catalyst 4K Catalyst 9400 ©

[ EEEZIE e
e — I
« Catalyst 3650/3850 « Catalyst 9300 « Catalyst 4500 « Catalyst 9400
« 1/MGIG RJ45 « 1/MGIG RJ45 e Sup8E/9E (Uplink) « SuplE
+ 10/40G NM Cards * 10/40/mG NM Cards * 4700 Cards * 9400 Cards
« |0OS-XE 16.6.3+ « |OS-XE 16.6.3+ « |0S-XE 3.10.1+ + |0S-XE 16.6.3+
! l il l < © 2018 Cisco and/or its affiliates. All rights reserved. 30
CISCO Cisco Connect 2018



Border Nodes: 0630p

Border Node - 310 TOuku Bxoga / BbiIxoga KIIMEHTCKOro Tpadomka B pabpuky /

n3 oabpmku

» CyuwecTtsyeT 2 Tvna Border Node!

* Internal Border
[TpuUMeHSATCS ANsa “M3BECTHbIX” MapLLUPYTOB
(kak MpaBuno, BHYTPWU KOPNOPaTMUBHOWM CETH)

« External (Default) Border
[TpuMeHATCS ANsa “HEM3BECTHbLIX” MapLLUPYTOB
(MHTEepHET 1 / unn nyénuuHbie obnaka)

* A Takxke coBmMmelleHHas posb Internal
| External

NIIr , - ,
© 2018 Cisco and/or its affiliates. All rights reserved. 31
CIscoO Cisco Connect 2018



Border Nodes: anemeHTHaga 6a3a

* External Border Only

Catalyst 9K'§  Catalyst6K  J| ASRTK & ISRAK

TEEEIEEE |hEsmsmm=m

+ Catalyst 3850 + Catalyst 9500 + Catalyst 6800 « ASR 1000-X/HX « Nexus 7700
* 1/10G SFP+ * 10/40G SFP/QSFP = Sup2T/6T « ISR 4430/4450 +  Sup2E

+ 10/40G NM Cards * 10/40GNM Cards « 6840/6880-X « 1/10G/40G + M3 Cards

+ |10S-XE 16.6.3+ + |10S-XE 16.6.3+ * 10S 15.4.1SY4+ « |OS-XE 16.6.3+ + NXOS 8.2.1+

NIIr , - ,
© 2018 Cisco and/or its affiliates. All rights reserved. 32
CIsCO Cisco Connect 2018



KOHCTPYKUMK GabprKn



SD-Access Fabric

Virtual Network

Virtual Network: nogaeprkmuaetca otaenbHasa Routing & Switching nHcranumna ana
Kaxkaon VN

e Control-Plane ncnonb3syert Instance ID gna noagaepKku
otaenbHbix VRF Tononorunii (“Default” VRF - Instance ID
“4097”)

* Hopgbl pobasnatoTt VNID K nHkancynaumm pabpurku

* Endpoint ID npedukcbl (Host Pools) pacnpocTtpaHatoTcs
BHYTpU oaHom (Mnm 6onee) Virtual Networks

RRKCRS
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SD-Access Fabric o

Scalable Groups

Scalable Group — nornuyecknin naeHtTudpuKaTop “rpynnbl” nonbsosatenen n/mnm
YCTPOWCTB

* CTS ucnonb3yet “Scalable Groups” n Ha3HavaeT
YHUKanbHbIN Scalable Group Tag (SGT) ana Host Pool-o.

*  Hoabl gob6asnatoT SGT B MHKancynaumnto Gpadbpuku

* CTS SGTs ucnonb3yrotca ANAa ynpasBieHUA He3aBUCUMBbIX OT
aapecos “rpynnoBbIX NOAUTUK”

* Edge wnn Border Hoabl ncnonb3ytoT SGT AnA NnpUMeHeHUn
Scalable Group ACLs (SGACLs)

35
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SD-Access Fabric o

Host Pools

Host Pool provides basic IP functions necessary for attached Endpoints

* Edge Nodes use a Switch Virtual Interface (SVI), with
IP Address /Mask, etc. per Host Pool

* Fabric uses Dynamic EID mapping to advertise each
Host Pool (per Instance ID) :::;

* Fabric Dynamic EID allows Host-specific (/32, /128, @
MAC) advertisement and mobility

* Host Pools can be assigned Dynamically (via Host
Authentication) and/or Statically (per port)

34

RRKCRS



Campus Fabric

Virtual Network— A Closer Look

Anycast GW provides a single L3 Default Gateway for IP capable endpoints

* Similar principles and behavior as HSRP / VRRP with a
shared Virtual IP and MAC address

*  The same Switch Virtual Interface (SVI) is present on
EVERY Edge, with the same Virtual IP and MAC

e Control-Plane with Fabric Dynamic EID mapping creates a
Host (Endpoint) to Edge relationship

* If (when) a Host moves from Edge 1 to Edge 2, it does
not need to change it’s IP Default Gateway!

37



Campus Fabric Gon

Endpoint ID Groups — A Closer Look

Stretched Subnets allow an IP subnet to be “stretched” via the overlay

* Host IP based traffic arrives on the local Fabric Edge SVI,
and is then transferred by Fabric %
*  Fabric Dynamic EID mapping allows Host-specific (/32,
/128, MAC) advertisement and mobility

* Host 1 connected to Edge A can now use the same IP
subnet to communicate with Host 2 on Edge B.

* No longer need a VLAN to connect Host 1 and 2 for IP

=10

38
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OCHOBHbIe KOMMNOHEHTbI

1. Control-Plane based on LISP

Key Differences

* L2 +L3 Overlay -vs- L2 or L3 Only

* Host Mobility with Anycast Gateway

* Adds VRF + SGT into Data-Plane

* Virtual Tunnel Endpoints (No Static)
No Topology Limitations (Basic IP)

39



Locator / ID Separation Protocol

LISP Mapping System

LISP “Mapping System” no aHanornmn ¢ DNS 3anpocamu

— DNS resolves IP_Addresses for queried Name Answers the “WHO IS” question

Who is lisp.cisco. ?
[ Who is lisp.cisco.com ] DNS

'ﬁ =\ DNS Name -to- IP
0s S Server URL Resolution

[ Address is 153.16.5.29, 2610:D0:110C:1::3 ]

— LISP resolves Locators for queried Identities Answers the “WHERE IS” question

[ Where is 2610:D0:110C:1::317?

LISP

LISP — LISP Map

Router@ — @ System ID -to- Locator
Map Resolution

[ Locator is 128.107.81.169, 128.107.81.170 ]

BRKCRS-2810
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MacwTtabunpyemaa mapwpyTtmdaumna LISP

Prefix RLOC

LISP DB + Cache

* MeHbwe Tabnuua u Harpy3ska CPU
* PaspeneHue Identity n Location

Prefix Next-hop

189.16.17.89 ...171.68.226.120

22.78.190.64 ...171.68.226.121

172.16.19.90 ...171.68.226.120

192.58.28.128 ...171.68.228.121
®

Prefix

189.16.17.89
22.78.190.64
172.16.19.90

- - 192.58.28.128

Next-hop

...171.68.226.120
...171.68.226.121
...171.68.226.120
...171.68.228.121

Prefix
189.16.17.89
22.78.190.64
172.16.19.90
192.58.28.128

Tonbko Local Routes

B Topology Routes
[l Endpoint Routes

192.58.28.128
189.16.17.89
22.78.190.64
172.16.19.90
192.58.28.128
192.58.28.128
189.16.17.89
22.78.190.64
172.16.19.90
192.58.28.128

Next-hop

...171.68.226.120
...171.68.226.121
...171.68.226.120
...171.68.228.121

o b7k
.171.
.171.
.171.
.171.
o b7k
.171.
.171.
.171.
.171.

Flexible

68.
68.
68.
68.
68.
68.
68.
68.
68.
68.

228.
226.
226.
226.
226
228.
226.
226.
226.
226

121
120
121
120
121
121
120
121
120
121

Mapping
Database
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SD-Access Fabric

Key Components — VXLAN

1. Control-Plane based on LISP
2. Data-Plane based on VXLAN

ETHERNET P PAYLOAD
ETHERNET P UDP LISP P PAYLOAD
ETHERNET P UDP VXLAN ETHERNET P PAYLOAD

ORIGINAL
PACKET

PACKET IN
LISP

PACKET IN
VXLAN

Supports L3
Overlay

Supports L2
& L3 Overlay

BRKCRS-2810
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3aronosok VXLAN =TT

MAC-in-IP Encapsulation " { Src VTEP MAC Address |

.
.

48

L 14 Bytes
(4 Bytes Optional)

16

72

16

16 ¢ 20 Bytes

32
{ Src RLOC IP Address |

32
) { Dst RLOC IP Address |

.
.

T, Enables entropy for ECMP load balancing.

"*. UDP4789

-8 Bytes. "*.. | Hash of inner L2/L3/L4 headers of original frame.
Allows 64K
possible SGTs

Underlay

- 8 Bytes

Overlay

N I Allows 16M

possible VRFs ‘

23



SD-Access Fabric

Key Components — CTS

1. Control-Plane based on LISP
2. Data-Plane based on VXLAN
3. Policy-Plane based on CTS

VRF + SGT

ETHERNET P UDP VXLAN ETHERNET P PAYLOAD




[Monutukn B SD-Access

[1ByxypOBHEBASA nepapxms — MakpoypOBEHb

-

o"“o".‘ e

S5

Building Management
VN

(" )

(I

_/

atfrar]
CISCO

Dabpuka
SD-Access

Campus Users

" Virtual Network (VN) )

[MepBbl YPOBEHb CErMEHTALINK
UCKMOUYaeT B3auMOAENCTBUE MEXOY
BMPTYyalribHbIMW CETAMM. Bo3MOXXHOCTb
KOHCONMMAanpoBaTb MHOIO CeTen B

&\
2
_/

© 2018 Cisco and/or its affiliates. All rights reserved.

\eﬂMHOM management plane. j
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[Tonntukm B SD-Access
[1ByxypoBHEBaA nepapxmst — MUKPOYPOBEHb

s

\—

RN L

PR
‘Q * 'Q

VN

Building Management

_/

atfrar]
CISCO

®abpuka
SD-Access

\—

1%8
L%l

Campus Users
VN

4 Scalable Group (SG) )

BTopon ypoBeHb cermeHTaumnm
obecneurBaeT KOHTPOMb AOCTyNa Ha
OCHOBE ponen mexay OByms
rpynnamu B npegenax Virtual
Network. lNossonsieT
CErMeHTUPOBaATb CETb, HANPMUMeEP No

_/

© 2018 Cisco and/or its affiliates. All rights reserved.

\ HanpaBlNeHNnAM 6u3Heca nnu )
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KpaTtko o Cisco TrustSec

UcnonHeHne nonntuk
lpynnoBble NOANTUKK
ACLs, Firewall Rules

PacnpoctpaHeHue
! [epeHoc
O “rpynnosoro”
KOHTEKCTa Mo cetn ¢
nomoulbto SGT

Knaccndpurkauma

@ CraTnyeckasa nam

ANHaMUyecKkas
HasHauyeHusa SGT

I
CISCO

O6Lwme cepsuchbl

McnonHeHne ’Eﬁ- ceee

NONIUTUKU

S

KommyTaTtop .*

TBO ST D

Non-Compliant Employee

VLAN A

%

Maructpanb
cetn

Cepsepbl
NPUAOXKEHUN

KommyTtaTtop
LoA4 vaun

Firewall

SGACL ™

Voice

© 2018 Cisco and/or its affiliates. All rights reserved.

Voice

ISE

KommyTaTop

Employee

VLAN B

Suppller

& App Servers

8 Aop Servers
& Shared Services

'E n:] x Employee

Kommytatop UO/J nonyyaet N

NOJINTUKU TONIbKO ONA TOro,
YTO K HEMY NOAK/THOYEHO

@ Employee Tag
@8 Supplier Tag

Non-Compliant @@ Non-Compliant Tag

47
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HasHa4yeHune rpynn

- L3 uHTtepdperic (SVI) B
@ SoT MopT L2 8 SGT

Agpo LUOA  Hoctyn LIOA

""-(-9.0.?.{* l l

!E e =, YOO «_, YO T MarucTpar
A b ceTu

WLC Firewall  Hypervisor SW

VLAN B SGT Mopcetb B SGT VM (Port Profile) 8 SGT

I . . .
© 2018 Cisco and/or its affiliates. All rights reserved. 48
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[TlepeHOC aTTPpNOYTOB NOSIUTUK MO CETH

E—— E——

I — | I— e E— o —
Mukancynaums ekancynauusa
s Y IP-ceTb a ynau
= A 0
Edge Node 1 Edge Node 2

VXLAN VXLAN

Knaccudmkauus PacnpocTpaHeHnue McnonHeHne
Q) CraTtnueckue unum MepeHoc koHTekcTa VN n pynnoBbie NONUTUKU
OuHamMuMueckue rpynmnbl N0 CEeTH B SGACLs, npaBunax
HasHaueHusa VN n SGT Firewall
atfran]e, . o .
© 2018 Cisco and/or its affiliates. All rights reserved.
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[Mpumep: MUKpocermeHTaumns B JENCTBUM

S —
Destination Classification i
CRM: SGT 20 i
1
1
1

MNonb3oBartenb
ayTeHTUPULMPOBaAH =
KnaccupuumpoBaH Kak
Marketing (5)

......................................... 1 Web: SGT 30

FIB Lookup =
Destination MAC = SGT 20

Catalyst 3ky4k/6k/9k /f\ Catalyst/ISR/Nexus
(= CRM
ﬂ = b EIIEEE NS == Eﬂ g DST: 10.1.100.52
SRC:10.1:10.220 ’*’ \ cem ) ‘%’ SGT: 20

DST: 10.1.100.52 | Web
SRC: 10.1.10.220 SGT:5 j DseT 10.1.200.100

S yy——— |

k!

Egress : SGT: 30
Enforcement
WLC5508
DST = CRM Web
Vv SRC (20) (30)
Marketing (5) Permit Deny
BYOD (7) Deny Permit

NIIr , - ,
© 2018 Cisco and/or its affiliates. All rights reserved. 50
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Scalable Group Access Control Lists

Egress Policy Matrix

Source Group

Destination Group

User-A User-B Server-X Server-Y
User-A SGfL-A
User-B mEE) SGACL-B
SGACL-B
Server-X SGACL-X permit tcp src dst eq
------ permit tcp src dst eq
Server-Y SGACL-Y permit tcp src dst eq
permit tcp src dst eq
permit tcp src dst eq
permit tcp src dst eq
permit tcp src dst eq
deny all log
K
Source Group Substitution -----+ / A
Destination Group Substitution ======" ’ /

Service Port

p—




CermeHTaums

[NNonnTrkn 6€30MNacHOCTU C Y4ETOM YPOBHS
yrpo3bl

Local policy sets for high-risk locations,

Global DEFCON Use Case p
compliance-critical environments

[ [ [ [] [ 11 [}
| = ] | = ]
| 1] [ | |
|| | | & |
1. London DCs EEEE RN 5. NY Data Centers
| & || | [ |

et Emm B m
2. High Risk Sites &8 4 Development

@ 3 PCl Zones Ioca@s

Policies

1]z]:]a]s

Policies

e o

—D)

DEFCON (abbpesuatypa, aHr1. DEFense readiness CONdition — roTOBHOCTb
060pPOHbI) — WKana roTOBHOCTU BOOPYKEHHbIX cun CoeanHEHHbIX LLTaToB
Amepunrn. CTaHAapPTHbIX NpoTOKoN B MUpHOe BpemAa — DEFCON 5. DEFCON 1 |
COOTBETCTBYET OXUAAHUIO HEMEAJIEHHOW NOJIHOMACLWTAabHOW aTaku




CermeHTaums

[Nonutnkn DefCon onsa cetu

Multiple levels of
policy sets

Applied globally
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MONNTUKN ®ABPNKIA

PacnpocTpaHeHne NONMUTUK | s
i) i)

Contract

Employees Production
cISCO PERMIT
DNA CENTER
API @ @ @
Empl Contractors Production  Development
CISCO ISE
el s T
© Py Py “,
NIalIr FABRIC NODES
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Pie Wired and Wireless

< Host Mobility Without Stretching VLANs

Mobility Always connect to the same L3 gateway

DNA
Center

Control-Plane Node Database
10.17.0.0/16 — 10.0.255.1

Mab Redister 10.18.0.0/16 — 10.0.255.3
Endpoint 10.17.1.10/32 10.17.1.10/32 — 10.0.255.1
Edge Node: 10.0.255.1 10.17.1.10/32 — 10.0.255.3

Edge Node Routing Table
10.17.1.0/16 — Local ; _
10.17.1.10/32 - Local v Edge Node Routing Table 5

10.17.1.0/16 — LISPO
10.17.1.10/32 - LISPO 10.18.0.0/16 — Local

10.17.1.10/32 - Local

IAnycast Gateway
110.17.1.1

--------------- o OGO """"n 'OOO 1015102

ambus - 10.17.1.10 10.17.1.10 Sampus,




SD-Access — BHegpsem
OecnpoBOOHYHO CETb



LleHTpann3oBaHHas apxuTekTypa - npenmMyLLecTBa

——— CAPWAP (Control)

—— CAPWAP (Data) CAPWAP

WLC as Mobility
Anchor

WLC as mobility
Anchor

Foreign-Anchor

22222222222



[1IpOBOOHOWN CErMEHT:. CUSbHblE CTOPOHbDI

ISE / AD é%

@

o

VRF-Lite, MPLS

Scalable TCAMs

Scalable and
Reliable

12-class, Queuing




SD-Access Wireless Architecture @

Optimizing the Data Plane: Anycast Gateway — A Closer Look

Anycast GW provides a single L3 Default Gateway
Based on Virtual IP address (VIP)

=Similar principle and behaviour as HSRP / VRRP with a
shared Virtual IP and MAC address

*The same Switched Virtual Interface (SVI) is present on
every Edge, with the same Virtual IP and MAC

»[f (when) a Host moves from Edge A to Edge B, it does not

need to change it's (L3) Default Gateway!
FEA FEB

« -
IP10.1.1.1 s \
GW GW
MAC ab:12:cd:34:ef:56 10.1.11 10.1.1.1

10.1.1.10 0 10.1.1.10

‘ 3




SD-Access Wireless Architecture @

Optimizing the Data Plane: Stretched subnets — A Closer Look

Fabric Mode AP integrates with the VXLAN Data Plane
Wireless Data Plane is distributed across APs
=Fabric mode AP is a local mode AP and needs to be
directly connected to FE
*CAPWAP control plane goes to the WLC using Fabric

=Fabric is enabled per SSID:

For Fabric enabled SSID, AP converts 802.11 traffic to 802.3
and encapsulates it into VXLAN encoding VNI and SGT info of
the client

CAPWAP
Control plane

Forwards client traffic based on forwarding table as
programmed by the WLC. Usually VXLAN DST is first hop
switch.

=AP applies all wireless specific feature like SSID policies,
AVC, QoS, etc.

BRKEWN-2020 60



SD-Access Wireless Architecture
Simplifying policy and Segmentation

<
(900000)
VXLAN <
Client A (((. (Data)
FEA SD Fabric .
= Client B
O
<
@) LS FEB
IP payload P 802.11
AP removes the
802.11 header
IP payload EI'PD I 802.3 | VXLAN UDP Szﬁéa

AP adds the
802.3/VXLAN/underlay IP
: header

BRKEWN-2020
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SD-Access Wireless Architecture
Simplifying policy and Segmentation

VXLAN
Client A (( N (Data)
FEA
.
i
R | Client SGT Client VN_ID R
i
woovoad | 50 fans | v | uoe S22

APs embed the Policy
information in the VXLAN
header and forwards it

The client VRF is represented by
the Layer 2 Virtual Network (L2
VNID)

SD Fabric

:::: @ Client B
FEB

Hierarchical Segmentation:
1. Virtual Network (VN) == VRF - isolated routing Control Plane + Data Plane
2. Scalable Group Tag (SGT) — User Group identifier

BRKEWN-2020
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SD-Access Wireless Architecture
Simplifying policy and Segmentation

Client A @ (((.

SD Fabric

VRE Red :::: @ Client B
FEB

FEA does a lookup to CP
to locate client B

VXLAN
(Data)
i
@) i
p
\
IP payload EI',',D I 802.3

SRC:FEA|
VXLAN = DST:FEB

FE decapsulates the VXLAN header, looks
at the L2 VNID and maps it to the VLAN
and L2 LISP instance.

Then FE A does the lookup and rebuild
the VXLAN encapsulates to the
destination FE B

BRKEWN-2020
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SD-Access Wireless Architecture @

Simplifying policy and Segmentation

Client A @ (( o

Client Policy is
i carried end to
Mapped to VRF end in the
SGT policy is applied overlay

SRC:FEA
DST:FEB!

IP payload B I802.3 VXLAN uDP

FE removes the outer IP header, looks at
a the VNID maps it to the VLAN.

Also looks at the SGT and apply the policy
before forwarding the packet

BRKEWN-2020 64



SD-Access Wireless Benefits

User Group policy rollout
DNA Centre,‘ 1. Define Groups in AD

Production v AAA
Servers - R - 2. Design and Deploy in DNA-C

= Create Virtual Network for Corporate
= Define Policies

* Role/Group based
= Apply Policies

*+ SGT based

Production Serv. Developer Serv.
SGT 10 SGT 20

Developer
Servers

VXN

Contractor HDR

Employee
SGT 100
X BYOD
L3 Switch SGT 200
‘ Contractor
y Touch Point SGT 300
One SSID

}LLJ mJ .m.J 3. Upon user authentication, Policy is

automatically applied and carried end to end
BYOD Emplovee  Contractor

BRKEWN-2020 65



SD-Access Wireless Benefits

User Group policy rollout
DNA Centre‘ 1. Define Groups in AD

Production

2. Design and Deploy in DNA-C
= Create Virtual Network for Corporate

= Define Policies
* Role/Group based
= Apply Policies

+  SGT based
8 T/HVAC Virtual Network
) ( pke
Suest Virtual Network 1 H-m
N
x Design N Policy
L3 Switch ‘ ' ‘ ' e e : e
‘ Touch Point o
One SSID & Provision &R Assurance.
SUEPINP''Y

Ps BYOD Employee  Contractor

BRKEWN-2020 66
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SD-Access

Fabric Underlay — Manual vs. Automated

Automated Underlay AX3

Manual Underlay

You can reuse your existing IP network Prescriptive fully automated Global
as the Fabric Underlay! and |IP Underlay Provisioning!
+ Key Requirements + Key Requirements
+ IPreach from Edge to Edge/Border/CP « Leverages standard PNP for Bootstrap
+ Canbel2orL3-Werecommend L3 +  Assumes New / Erased Configuration
+ Can be any IGP — We recommend ISIS +  Uses a Global “Underlay” Address Pool
« Key Considerations - Key Considerations
* MTU (Fabric Header adds 50B) *  PNP pre-setup is required
+ Latency (RTT of =/< 100ms) +  100% Prescriptive (No Custom)

S e/

Cisco




DNA Center (2]

SD-Access 4 Step Workflow -

| Design Policy Provision | il Assurance

- =3 . e -
o 0 . [} - = -'
» Global Settings  Virtual Networks « Fabric Domains * Network Health
» Site Profiles « |ISE, AAA, Radius « CP, Border, Edge « 360° Views
- DDI, SWIM, PNP * Endpoint Groups « FEW/OTT WLAN « FD, Device, Client
« User Access « Group Policies » External Connect » Path Traces

Elanning & Ereparation

Installation & Integration

i
cisco



SDA - Design BT

re ir Network

Network Hierarchy
Network Settings
Image Management
Network Profiles




SDA - Policy |

Virtual Networks
Access Control
Application Priority
Application Registry




SDA - Provision &

Device On-Boarding
Device Inventory
Fabric Administraton
Host On-Boarding




SDA - Assurance % |

Health Scores
Client 360

Device 360
Application 360
Click to Resolve
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2 Hrs.

(Old Method)

Load correct software images

Configure console access via serial and SSH

Define VLANs

Configure every active interface as a VLAN member
Configure switch virtual interfaces (SVIs) with IP
addresses

Define network settings for AAA/DHCP/DNS & SNMP
Define IP Address Pools

Configure dynamic routing protocol(s) such as BGP,
OSPF, and EIGRP

Verify connectivity to other local switches

Verify connectivity to local default gateway and/or peer
router(s)

Verify connectivity to core services such as AAA,
DHCP, DNS, and SNMP

ind/or its affiliates. All rights reserved

INTENT

15 Mins

Design (New Method)

 Select a Site

«  Define network IP pools
«  Select the image

« Define network services
» Discover devices




A Hrs.

(Old Method)

Configure VRF

Enable Connection between all devices and ISE
Enable TrustSec on all devices

Add TrustSec user access policy on ISE

Configure and ensure connectivity with auth server(s)
from all devices

Import and export routes between VRFs as needed

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

A 5 Mins

(New Method)

Add business segmentation
Add group policy



5 Hrs.

. 5 Mins

(Old Method) PrOVISlon (New Method)

Enable 802.1x dynamic host authentication on desired
ports of each switch

Configure static SGT port mapping for any ports not
configured with 802.1x

Configure 802.1x options as needed (closed, open,
priority, etc.)

Add CTS configuration per port

Configure handoff to DC,WAN etc.

Import external routes via BGP

Export internal routes via BGP

Repeat previous step for all intermediate devices edge
and border switch/router

© 2017 Cisco and/or its affiliates. All rights reservec

* Add devices to fabric

« Select the IP pool with authentication
options

« Add Border node

«  Configure external Connectivity




Comparison of Total Workflow Time
Total Workflow — ONE Device

[N 20

Hours MiNs
(Old Method) (New Method)



Comparison of Total Workflow Time
Total Workflow - FIFTY Devices

o0 20

Days MINs
(Old Method) (New Method)




[lpocToTa ncnonb3oBaHua : [pumep

[maBHas CTpaHunUa — KakKne rraBHblE r|p06r|e|v|b| Ha6J'IPO,EI,aI-OTCF| B BaLlen ceTn?

Overall health of

your network, clients,
and applications

Where in the world
the most serious issues
are happening

Your top 10 issues
and trends

Health Issues Trends [E Last 24 hours v All Domains v

Your Network Health

Network :) .
Clients

Applications

Compliance

P1  Service Provider WAN link at Site SFO is down

AR 4k Clients impacted [ 50 Buildings impacted

DHCP server 168.0.0.2 is not responding to discover requests

Aa 1k Clients impacted ® 10 Buildings impacted

P2 Switch C3850-24XS-F1111 interface ethO is rapidly
toggling between up and down (flaps)

AR 250 Clients impacted ® 1 Building impacted

2.4GHz radio is experiencing high utilization

AR 31 Clients impacted B 1 Buildings impacted

All Devices v £ Search for User name, Device ID, IP address

TOP 10 TRENDS
WAN utilization on the 1 Gbps Seattle Comcast ethO link for Router
4451-ASR9K has been increasing monthly to 75%
AR 2K Clients potentially impacted B 10 Buildings potentially impacted
50 Clients in SJC experiencing increasing onboarding times -
802.11 Association

A 50 Clients potentially impacted T 1 floor potentially impacted

AP SJC29AP001 in San Jose Building have client count
approaching limit

AR 45 Clients potentially impacted B 1 floor potentially impacted
3 switches in the San Jose site are experiencing a 30% increase
from the average number of interface packet drops

AR 3k Clients potentially impacted B 12 Buildings potentially impacted

80



Health Issues Trends [E Last 24 hours v~ All Domains ~ All Devices ~ A2 Search for User name, Device ID, IP address..
3 George Baker
User Name: gbaker  Location: San Jose, CA Email: baker@emailcofNSYIE ][R oo alaT-R (oI Y ST R o I [=]4] 8 Incorporation of

health in real-time network data types

3 D GeorgeBaker-iphone 9

10 © Onboarding © Connectivity
R S M\ Path Trace @ Compliance
Application Experience @& RF

0 & Device

1 Issue (TODAY AT 9:30a)

Accurate alerting for fast root
cause analysis

Q Onboarding
DHCP server 168.0.0.2 is not responding to discover requests

&= 1k Clients impacted B 10 Buildings impacted

Live end-to-end visibility brings

- @ Onboarding together data sources at high
2114117 09:58:09 volumes and speeds
UPDATE
Default Client Connectivity to Network Services
R
8
- ® ® ® o o ® ® ©
hysica — — — — ]
e 1 =il == Rl _—_ = =O—RI—E °
LAI VLAN 1 3 v AN
iphone

©

Physical Logical

B iwAN B Client Data Path

P Control

Variety

Veracity




[1lpocToTa ncnonb3oBaHua : [pumep

MrHoBeHHOe obOHapyxeHue npuymH npobnem ¢ SDA-dabpukon n/mnmn nonutnkamm CTS

Quick visual of the fabric overlay tells you

where you might have issues

Assurance-enabled path trace tells you

where policies are failing |

v ° Neighbor Topology  6/13/17 14:25:09  Update
A SHOW INTOPOLOGY.

) [

0 e

cssozus F1111 cssoznxsrvm cssoznxswm cssozaxs F1111

WLC-SJCO1

)

WLC-SJCO1

F €) PathTrace

2/14/17 10:00:04a

C Update QA—)@—)@—).—)@

# Ednt Joaker-macbook

2 Reverse

8 Delete Domain - Global

SGT - 10

VRF - Legal
INGRESS

DScP - 41
GE1/3 VLAN 10

EGRESS

DSCP - 41

GE1/4 VLAN - 20

A IPACL policy:
DenyEngineering Printer
101 hits

4k Chents 2k Clients

id Path Trace

Physical — Logical ~~\
Wired: — <10 Gbps === 10-100 Gbps EEE 100+ Gbps Show Status in Topology:
@® Al
O v 8023 (Ethemet) (O  Fabric Tunnel
O ! cAPWAPControl (O / VLAN 20
QO ! Cient Data Path
: B

82




AHann3 TpeHOoB

TREND CLOSE X

7/16 14:43
Dismiss l Priority v Create Ticket ‘
AP 1800 client count approaching limit
L ]
)
1)) e
o L ®
1 e .’ - 2 e ®
L) - — ®
® () o e
L)
® o =l
) ®
e e, o, e
Increase number of access points w 17
Upgrade AP Model w9
Channel Utilization ® AP 1800 @ Average AP Clients per AP
10
4/5/16 4/12/16 4/19/16 4/26/16 4/5/16 41216 41916 4/26/16

Trend analytics
anticipate when

a resource will run
out of capacity

83



SD Access. Cobupaem BCE BMECTE

DNA Center (appliance)
Design + Policy + Provision + Assurance

Cisco ISE (appliance / VM)

VﬂpaBﬂeHme NOMNTUKaMiN OOCTVYIa

Support
Solution support (CON-SSSNT)

CeTeBoe obopyaoBaHue ana dabpuku (Catalyst 9k)
Moppepyxka: nw fabric, VRF, VXLAN, SGT, LISP




SD-Access - nogaep»xka Ha 060pyaoBaHUN
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Cisco SD-Access eBook:
https://www.cisco.com/c/dam/en/us/products/se/2018/1/Collateral/nb-06-software-defined-access-
ebook-en.pdf

Software-Defined Access Design Guide

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Software-Defined-Access-
Design-Guide-2018APR.pdf

Software-Defined Access Deployment Guide

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Software-Defined-Access-
Deployment-Guide-2018APR.pdf

Software-Defined Access Segmentation Design Guide
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Software-Defined-Access-
Seamentation-Design-Guide-2018MAY.pdf
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Cisco Live 365 Sessions: https://www.ciscolive.com/global/on-demand-library/?#/
(search for the session IDs shown below):

- Cisco SD-Access - A Look Under the Hood - BRKCRS-2810

- Cisco SD-Access - External Connectivity - BRKCRS-2811

- Cisco SD-Access - Migration - BRKCRS-2812

- Cisco SD-Access - Monitoring and Troubleshooting - BRKCRS-2813

- Cisco SD-Access - Assurance - BRKCRS-2814

- Cisco SD-Access - Policy - BRKCRS-3811

- Cisco SD-Access - Wireless Integration - BRKEWN-2020

- Cisco SD-Access - DC Integration - BRKDCN-2489







