odouso FTD 990, 9swo gJs ig_o 56 FirePower

IJpzo9sle
| Jp, 9506

IJpobJole Il wsé

lJedoule | U0

o J9ple |l wss

lJoJosy

| IJogbslb bodo
lJpoped 1. wuisd wilpg FTD

lJp0p6 2. ©2.8.9 pos 919 § FXOS-FTD

lJp006 3. zpsd 09,6 FTD JJs zol; FirePower
|Jeo0po6 4. ooy 9lzole e FTD gldoslole
lJp0p6 5. [ ule zolj pulo 9 238> 9090
lJp006 6. & wzsd FTD Ws 0,35 |5l,6 Firepower (FMC)
|.J.,oo.p<'5 7. 19S50 FTD

Uz

lJoz 9.9

Firepower 2100

couse FTD gdis FP2100

<) 950 FTD gJs FP2100

lJo2 8.9 o0 | 6

lwed ol 1Jizble ol oJlzol

psJ9ple do o Jé

NFX YY)

SuoS ol lJeuwow covse wulee lJ>le g0 worss IUblBo IJulss (FTD) 9o, 9swo
suwesdo gJds lzojé FirePOWER.

IJpcbdule IUIgul uss

IJeobJulo

Jl 692> polbdule gluos Josl 1dpuuaws.

Jpdoule IJpuuwoérped

e [Upedssle 1Jslss B o3l 1Jpuuoos 10 luosble 1dulez sldpdsole 1elbss Idel)ss:

. zoly IJioly Cisco Firepower 4140. 9lJss sgpd woble lJouvgsd FXOS 2.0(1.37)
- oyJ; blyé Firepower. IJ3s suved 6.1.0.330



e logsle Idpgdspele 1J91)56 Os o3l IJp e pu Uiao_,é 1J 92956 WOS wSis6 pgpdso ¢l uos.
u.)lu ZPSE Ulao_)o |Jp,_)-uua.)p0 WO o3l Iquuuu) codIsy PPUMIT (IdUJluos) Bl Il
sodod B IJouvgsd: Bulds pu Bopd JJoles) IUpewed Jis 1o,

peJsple luwlywss
s FTD iz Los) Idwslez 1Ue9236 IJos spdo oiwsool s 030 IUiubes 1wl wss:

- ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X
- ASA5512-X, ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X

. Iz036 FirePOWER (FPR2100 g FPR4100 9 FPR9300)

- VMware (ESXi)

- Amazon Web Services (AWS)

- 1Jzoly Il e,)luos 1J8lse eds Kernel (KVM)

- 1J9258 IJuplosé Jpgzo 1Jgsp6 1Jps0z6 (ISR)

lJodosy

lLuwe Idotbslbs JJubedd

FMC

10.62.148.x

Ethernet1/3

192.168.76.X
Po1.1566

% 192.168.75.x
P01.1565 ©

IJpo00 1. oujsd wlpz FTD

loedd IJs Idegsd IJolds po eylo 1Jzelsé (NGFW) > FirePOWER 4100 Series > gol i,ol(_.
FirePOWER 4140 925> yulpegz Firepower Threat Defense Jpel 09 p9 oz WS 1Juo9,6.



Download Software " Download Cart (0%

Dowrloads Home * Producls * Security * Firewalls * Next-Generation Firewalks (NGFW) > Firepower 4100 Series > Firepower 4140 Security Appliance

Select a Software Type:

IUpops 2. o8 pu wold s FXOS-FTD
PQbJVlC} |.J|00p6

w2dd pu iL:, luosly FXOS IUss swp wuvgsdo gds Idosdd pugld g pe luesh FTD IUss w)s>
SOLSWo WS 9236 IJlply IJupelbss.

lJeJ

IJglogs 1. wedd pu w9l § FXOS-FTD

Bud vouso L9,6 FTD B 1J9ess IJuplbsslldghe IJuuods: olds pu iy osdJ FirePOWER
Suéd wouleg FXOS pugld§. bs >dsd wold§ FXOS: wzldl pu z29d wolldy IJzols

Jeubds. Iz IUbbos Jluosly, FXOS lJebbdsw Jouvgsd FTD 6.1.x 09 1.1(4.95). Jel 09 p9_o2
WO 1Jgr9d 2:

Table 2 Logical Device Compatibility

FXOS5 ASA O5 Firepower Threat Defense
1.1(1.147) | 9.4(1) not supported

1.1(1.160) 9.4(1)

114950 | 9811y | B0

9.6(2) 6.1

I3l Jp oo 09,6 FXOS posld 86 pg Lo9,6 FTD IJosd B e v dss wyulez FXOS gl
S2dY pu L2968 FXOS

IJbys806 1. pu Loz wlby6 gles gJds 9lzos IUpwegse (Ul) IUgluoo wlblye osdd Firepower
(FCM). Jpl 09 p9oe S IJue,s:



W ITHRN RN nterfaces Logical Devices  Security Engine  Platform Settings

KSEC-FPRA100-1 10.62.148.37
Model: Cisco Firepower 4140 Security Appliance Version: 2.0(1.37) ||

U586 2. luedd lJs uble FCM > weasd [Juowzo: Jel 09 p9 oz Vs 1Ju09)0:

oes Security Emglne Matfomm Settings System
LCafgeara e Liensinsy Upuilatis IF5Er Mg el
Available Updates & Reiiesh| | ipioad trege. | [
Image Rame Type Wersian Shabas Build [ate
fooes 509, 2.0, 123,505 plsfom-bunde L0001 Al Bt sl el 1 i) I LA
Hogen-&9, 1.0, 137 5Pa pltfom-buncle  T.0[(137 LERTL I e L2
Boge &, 2.0, 14,504 plafom burcle 20014 Mot Brestalled Gl 105/ 0 1 i.

IJb,5.86 3. o0 9lzod Lulo, I9le, FXOS:

FPR4100# show fabric-interconnect firmware
Fabric Interconnect A
Runni ng- Kern-Vers: 5.0(3)N2(4.01.35)
Runni ng- Sys-Vers: 5.0(3)N2(4.01. 35)
Package-Vers: 2.0(1.37)
Startup-Kern-Vers: 5.0(3)N2(4.01. 35)
Startup-Sys-Vers: 5.0(3)N2(4.01.35)
Act - Kern- St at us: Ready
Act - Sys- St at us: Ready
Boot | oader - Ver s:

lJpopd 3. wepsd U296 FTD |Js zol; FirePower

pob.J.__JQ U,Dopé

czesd ue9y6 FTD |Us osdd FPR4100 1JGless.
lJzJ

lJb,s96 1-wzesd u29,6 FTD pu 9lgod puwegse FCM

Gp vouwesd 1J>gad 1Js pos) Idesdd FPRA100 sluodd [Us IJuble > edles IJowssy
wdSelo. 225 oresd IUue9sé Jogesd Ideds: ol 09 p9 o S Iduegss.

ROES ECLINGY Engineg Hatform S tings Systen RN
I_'._'."lr-:,-_u.':r:lll LEEesanig Lpdates LS ar M ansg el
Available Updates G A [ wphIbs I E |
Trmnge Meme Twpr Wedan Ararge il D
] Cal bl L0012 [ [ET .4
920 137 A plstinen-bandle ' nstalad 11520 J
plat L " ] ot i i, .4

luvegrue Jogsss pdd (09,6 FTD 9lud) B98 cesd: Jel 09 p9uoe B 1Juey)s:



Upload Image ?iX

Select Fie :
["Browse.. Jlcisco-ftd.6.1.0.330.5PA.csp

Upload Cancel

Swod ol $ss wigsuo IJpuwadse Iduoliss (EULA).

Sop ldozdd Jel 09 p9oz B 1Jues,s.

Overview Interfaces Logical Devices Securilty Engine Platfarm Seltings Sysbem
Configuration Licensing Updates User Management
Available Updates & Relieih Lsksad [mage I i,
Image lame Type Verban Headus Budd Date
fuoa- kS 2 1.84.5P4 gl drfoem- biundl= . 158 Installsd 10/15/' 2018
Feodea -k, 200 450, platfermn-bundle  2.0{1.4 M- 1Ntk 04,06/ 2036 mG

e o] fed 5.1.0.730 Mok Inetalis 08/ 26/2006

IJb,586 2 - wgpsd L2986 FTD o0 9lz0é puweése FCM po 9lz0é Lwlb, Igle, FXOS
Spdud oepsd 09,6 FTD oy ¢bp FTP Iy G uwgs 1owé (SCP) g FTP IJley (SFTP).

Ood wie uldd IJue9,é: vzl pu lJlouold wsu 9lgod s 1Josdd 9ldgh e 1w g so:

FPR4100# connect local-mgmt

FPR4100( | ocal -ngnt ) # ping 10.229.24.22

PI NG 10. 229. 24. 22 (10.229. 24.22) from 10. 62. 148. 88 et hO: 56(84) bytes of data.
64 bytes from 10.229.24.22: icnp_seq=1 ttl=124 tine=0.385 ns

64 bytes from 10.229.24.22: icnp_seq=2 ttl=124 tine=0.577 ns

64 bytes from 10.229.24.22: icnp_seq=3 ttl=124 tine=0.347 ns

Jouisd 29,6 FTD: luodd 1Js o3l Idobld sluveése 1Jie, download image:

FPR4100# scope ssa

FPR4100 /ssa # scope app-software

FPR4100 /ssal app-software # download image ftp://ftp_username@10.229.24.22/cisco-
ftd.6.1.0.330.SPA.csp

Passwor d:

Jeoldod o9 wzesd lJuoy,é:

FPR4100 /ssal app-software # show download-task detail
Downl oads for Application Software

File Name: cisco-ftd.6.1.0.330.SPA.csp
Protocol: Ftp

Server: 10.229. 24. 22

Port: O

Userid: ftp



Pat h:

Downl oaded | mage Size (KB): 95040

Time stanp: 2016- 12-11T20: 27: 47. 856

State: Downloading

Transfer Rate (KB/s): 47520.000000

Current Task: downl oadi ng i nage cisco-ftd.6.1.0.330. SPA. csp from 10. 229. 24. 22( FSM
STAGE: sam dre: Appl i cat i onDownl oader Downl oad: Local )

Iowegse 03l 1Jle, Jdozdd o lJousisd Jolze:

FPR4100 /ssal app-software # show download-task

Downl oads for Application Software:
Fil e Nanme Pr ot ocol Server Por t Userid State

cisco-ftd. 6.1.0.330. SPA csp Ftp 10. 229. 24. 22 0 ftp Downloaded

Jeerss lJeul osd IUluslbsé:

KSEC- FPR4100 / ssal/ app-software # show download-task fsm status expand
File Name: cisco-ftd.6.1.0.330.SPA.csp
FSM St at us:

Affected hject: sys/app-catal ogue/ dnl d-cisco-ftd.6.1.0.330. SPA csp/fsm
Current FSM: Download

Status: Success

Conpl etion Tine: 2016-12-11T20: 28: 12. 889

Progress (% : 100

FSM St age:

Order Stage Nane St at us Try
1 Downl oadLocal Success 1

2 Downl oadUnpackLocal Success 1

File Nane: Cisco_FTD_SSP_Upgrade-6. 1. 0-330. sh
Sp £u2 IJu9ss B puwe9se IJosdd IJ8less:

KSEC- FPR4100 /ssa/ app-software # exit
KSEC- FPR4100 / ssa # show app

Appl i cation:
Narme Ver si on Descri pti on Aut hor Depl oy Type CSP Type I's Default App
asa 9.6.2.3 N A ci sco Nati ve Appl i cation No
ftd 6.1.0.330 NA ci sco Nati ve Appl i cation No

IJpopd 4. odysu glzole blyo FTD glduslule
roC;JOJ-__JQ |.Jpo|o5
Bp wodosy slzole 1dbLs sldoslole J. FTD gJs zol; Firepower.

lJzJ



Jlouble 9106 236836 §p wouwzsd 1Usgad IJs bLs Blgss wslule 1JbLe (FCM) slowdd 1Js
gdlpd IJowssye IJglgole. whbo, IUglzole 1Jzldss. Jluuble 91206 $uls poud3 23856 235 1J))
luolds Bulé puds. Jpl 09 p9 oz B U9 )6:

Overview MO EICN Logical Devices Security Engine  Platform Settings System Tools Help admin

Network Module 1 Network Module 2

-- = s ZE Network Module 3
Use
console  MGMT -- — e e e I
2 a 5 8 2 a G B

\.
VBT ELETE  Hardware Bypass
I ﬁ Add Port channell

IJgbo9s 1. lu s 9lzos wslule $uls 1Jeuwds

Sp clugble 91206 Suls P93 23536« Jpl 09 p9 o2 I [JL09)6:

p&)d Qulé |Jroogl9.') 10

lJouse lJoslole

Cpdsy UEP

pEI IJe 23 lsenoet/lserue 1/2

J‘o&)d Yulé |J|ooc_-9.')‘ L§g§r°6 U 11Js 47.
pdlzbé: sup luvogsle PortChannel 48 JJpezpsglw.

Add Port Channel
Part Channel [D:

Typa:

Adren Speed:

Interfaces

Available Inted ace Membear 1D

2 [ Ethernet1/1 i

Erhereet 12

| Ethernet 156

| Ethenmet /7 3
| Ethemet 1}

Ethemeat 1/6 add
| Ethemet2f1 Intestace

] Ethemet2 2

Sop IJoedd Jel 09 90z S 1Ju29)6.



Overview BUIGISECN L ogical Devices Security Engine Platform Settings

Network Module 1 Network Module 2
- |- - | 1 __ 5 z Network Module 3
|- 1 3 5 7 L JI| | J | ) s z 3 4
oo "o v [ ] Il I .
- 4 & 8 7 4 3 8
YNGR Hardware Bypass
Interface Type Admin Speed Operational Speed Application Operation State Admin State
@ MGMT Management Enabied @)
s I3 Enabled
W Port-channell0 data 10gbps 10gbps up et @)
Ethernet1/1 up
Ethernet1/2 up

IJg 96 2. Iuuus slzos [3l)6.

R E.Jlre_)é lJowssy IJglzele. i'ao) lJ9lzod: 923> wgrsy 99, v d9su 9lzod U6 Jpl o9
eIPT IS Iduey)é:

Edit Interface - Ethernetl/3 T F
PRI Etrermsetlys3 @I‘Iﬂﬂ:
TypR: |'|'|ﬂ|'|'|'t w
Admin Speed: 10gkns w
0K Cancel

IJpopeé 5. luusle zoby pulb s 228> 9odssuo
pulbdole 1Jpops

Iuws FTD Jzolj pub9s puve9d slugioe.

IJeJ

IJglogé 1. 1o zolsl pubb desl.

loodd [Js edlps IJowssy IWizess IJpolo $sé 9223 15, [uolds zols Jluuble zols pubdis 2o
Jpl 09 p9 oz WO IUuey,6:

Overview Interfaces QEKIT=1NsTSLT0 Security Engine Platform Settings System Tools Help admin

MNo logical devices available. Click on Add Device to add a new logical device,

I wodasu gol; FTD Cluwwgsle IJlgshle 1Jeyozs Ws 1Jue9)6:

luwe IJzol; ublpe Firepower Threat



Defense (FTD)
Cisco Firepower Threat

IJslde Defense
luosly 1duey,o 6.1.0.330
Add Device Lallb.
Device Name: FTD
Template: Cisco Firepower Threat Defense v
Image Version: 6.1.0.330 w
Device Mode:
] Cancel

1Jgb9o 2. §p woposs IJzols IJpulb 8.

w8 lugvle IJzols Idpubds: sbo,y wlss 1Jlesl> - device_name. 235> 50 IJzoly Jose IJodssu:
Jpl 09 p9 oz WO 1Jues)é.

Overview Interfaces QIGI:[LEINIAVTSTR Security Engine Platform Settings System Tools Help admin

Save Cancel

Provisioning - FTD
Standalone | Cisco Firepower Threat Defense | 6.1.0.330
Data Ports -

Ethemetl/4

Ethemetl/5 CIiCk here

Ethemet1/6

Ethemet1/7

Ethemnet1/8

Ethemet2/1

Ethemet2/2

Ethemet2/3 g
Ethemet2/4 FTD - 6.1.0.330

lick fi
Ethemet2/5 Click to configure

Ethemet2/6
Ethemet2/7
Ethemet2/8
Ethermet3/1
Ethemet3/2
Ethemet3/3
Ethemet3/4

Port-channel10

Application Version Management IP Gateway Management Port Status

3 fFmD 6.1.0.330




Sp vodssu edlpd lJowsse pedople glps J FTD: Jpl 09 p9 oz S IUu09,6:

9lzos IUbyo lseyuw 1/3

woe Idewslu IPv4 B 3§b

euslu IP 1Jgluo oldblhe 10.62.148.84

Jule Idgvedo 255.255.255.128

sobe IJgvods 10.62.148.1

| Clsco Firepower Threat Defense - Configuration TIX

| General quurmatlim" Settings  Agresment

Inteface Information

Management Interface:

Ethernet/3 w
Management
Address Type: 1P anly -
TPy
Management IP: 10,62, 148,84
Hetwork Mask: 255.255.255.128
Lo e 10.62.148.1

I wvodasy gdles IJowssy leshle FTD. Jel 09 p9oz WO 1Juo9,é:

plulz IJouwesd cisco

guslo IP Jeyd; bl 10.62.148.50

Firepower

eeldlo 1oz cisco.com

9028 &b Ieplss £9ZO

&9l>0 DNS 192.168.0.1

Ij”gpub‘sd p9ed &Js 029 E1p4100.cisco.com
|D

9lzos IJlzsle -



Cisco Firepower Threat Defense - Configuration

General Infnrrnahunﬁ.greernent

Registration Key: RS

Password: sessssssan

Firepower Management 10.62.148.50

Center IP:

Search domains: cisco.com

Firewall Mode: Routed v
DMNS Servers: 192.168.0.1

Fully Qualified Hostname: | FTD4100.cisco.com

Eventing Interface: w

olds po Bud IUlowdl§s6 925 298 8.

lJglogs 3. wessu slgole lJusluloe

O woIWSE pubb§o pulws Idouslule 9235 JJ 9lzes Jogsswoel eds FTD. Ws o3l lduwsolss.
op SESSU 9lzos 9lzx6 (Port-channel10) Jel 09 p9 0z Vs [Juo9,6:



Overview Interfaces QEls[{s=1RoIAVTS-T 0 Security Engine Platform Settings System Tools Help admin

Provisioning - FTD Save Cancel

Standalone | Cisco Firepower Threat Defense | 6.1.0.330

Data Ports -

Ethermnetl/4
Ethemet1/5
Ethemet1/6
Ethemnet1/7
Ethermnet1/8
Ethermnet2/1
Ethernet2/2

Ethernet2/3 %

Ethermnet2/4 Port-
channell0 FTD - 6.1.0.330

Ethemnet2/5 Ethernetl/2
Click to configure

Ethemet2/6
Ethemnet2/7
Ethernet2/8
Ethernet3/1
Ethernet3/2
Ethernet3/3

Ethernet3/4

Lo ]

Application Version Management IP  Gateway Management Port Status
3 FmD 6.1.0.330 10.62.148.84 10.62.148.1 Ethernetl/3

Ports:

Data Interfaces: Port-channel 10

2o edb Jluole IdJodssu.

IJg9s 4. 9p wpildud gpdss oo use.

030 05 IUb,s96 lJos sw@sp wol couse FTD gus ,u050 pu 9lzod puwegsp FCM. Jol o9
PILPT DS Iduoy):

Overview Interfaces QRTINS Security Engine Platform Settings System Tools Help admin
¢ Refresh Add Device
- FTD Standalone Status: ok & &
|
Application Version Management IP Gateway Management Port Status
J ro 6.1.0.330 10.62.148.84 10.62.148.1 Ethernetl/3 qéinsm“ng
Ports:

Data Interfaces: Port-channel 10




Overview Interfaces QKT:[l==1NsNTSEN Security Engine  Platform Settings System Tools Help admin

¢ Refresh
- FTD Standalone Status: ok A .|
Application Version Manag tIP G ¥ M g it Port  Status
= FTD 5.1.0.330 10.62.148.84 10.62.148.1  Ethernetl/3 eafﬂine < @
Ports:
Data Interfaces: Port-channel10

Overview Interfaces QEJ:l=1NENTLN Security Engine  Platform Settings System Tools Help admin

¢ Refresh
- FTD Standalone Status: ok ¥ & & |
Application Version Management IP Gateway Management Port  Status
3 e 6.1.0.330 10.62.148.84 10.62.148.1 Ethernetl/3 :"I‘starting < @
Ports:
Data Interfaces: Port=channel10

Overview Interfaces QIGLITEIRVENTE-N Security Engine  Platform Settings System Tools Help admin

¢ Refresh
-« FTD Standalone Status: ok ¥, &
Application Version Management IP Gateway Management Port Status
3 o 6.1.0.330 10.62.148.84 10.62.148.1 Ethernet1/3 @.... | &=
Ports:
Data Interfaces: Port-channel10

9p wveuldws gpdsd IJotwse pu 9lgos yub, i_9|ro) FirePower:

FPR4100# connect module 1 console
Tel net escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1. 1.

Escape character is '~'.

Cl SCO Serial Over LAN:

Cl ose Network Connection to Exit

Cisco FTD: CMD=-start,
Cisco FTD starting ...
Regi stering to process nanager

VNI Cs requested: 9,22

Cisco FTD started successfully.

Cisco FTD initializing ...

Fi repower - nodul el>Setting up VNICs ...
Found Firepower managenent vnic 18.

No Firepower eventing vnic configured.
Updati ng / ngfw etc/sf/arc.conf

Del eting previous CGoup Configuration ...

CSP- | D=ci sco-ftd.6.1.0.330__ftd_001_JAD19500F7YHCNL7715, FLAG="'

Initializing Threat Defense ... [ OK 1

Starting system | og daenon... [ K ]

St oppi ng nysql . ..

Dec 12 17:12:17 Firepower-nodul el SF-1MS[14629]: [14629] pntool:pntool [ERROR] Unable to connect



to UNI X socket at /ngfw var/sf/run/PMControl.sock: No such file or directory

Starting nysql...

Dec 12 17:12:17 Firepower-nodul el SF-1MS[14641]: [14641] pntool:pntool [ERROR] Unable to connect
to UNI X socket at /ngfw var/sf/run/PMControl.sock: No such file or directory

Flushing all current |1Pv4 rules and user defined chains: ...success

Clearing all current 1Pv4 rules and user defined chains: ...success

Applying iptables firewall rules:

Fl ushi ng chai n * PREROUTI NG

Fl ushi ng chain | NPUT'

Fl ushi ng chai n * FORWARD

Fl ushi ng chain ~ OQUTPUT'

Fl ushi ng chai n ~ POSTROUTI NG
Fl ushi ng chain | NPUT'

Fl ushi ng chai n * FORWARD

Fl ushi ng chain ~ OQUTPUT'

Appl yi ng rul es successed

Flushing all current |1Pv6 rules and user defined chains: ...success
Clearing all current 1Pv6 rules and user defined chains: ...success
Applying ip6tables firewall rules:

Fl ushi ng chai n * PREROUTI NG

Fl ushi ng chain | NPUT'

Fl ushi ng chai n * FORWARD

Fl ushi ng chain ~ OQUTPUT'

Fl ushi ng chai n ~ POSTROUTI NG
Fl ushi ng chain | NPUT'

Fl ushi ng chai n * FORWARD

Fl ushi ng chain ~ OQUTPUT'

Appl yi ng rul es successed
Starting nscd...
nkdir: created directory '/var/run/nscd [

XK ]

Starting , please wait...... conpl et e.
Fi rstboot detected, executing scripts
Executing SO01virtual - machi ne-reconfigure [ &K ]
Executi ng S02aws- pul | -cfg [ &K ]
Executi ng S02confi gure_onbox [ &K ]
Executi ng S04fi x-httpd. sh [ &K ]
Executi ng SO6addusers [ &K ]
Executing SO7uui d-init [ &K ]
Executi ng S08confi gure_mysql [ &K ]
kkkkkkkhkkhkkkk*k Attentlon kkkkkkkk*k

Initializing the configuration database. Depending on avail abl e

system resources (CPU, nenory, and disk), this may take 30 m nutes

or nmore to conplete.
kkkkkkkhkkhkkkk*k Attentlon kkkkkkkk*k
Executi ng S09dat abase-init [ &K ]
Executi ng Slldat abase-popul ate [ &K ]
Executing S12i nstall _infodb [ &K ]
Executing Sl5set-| ocal e. sh [ &K ]
Executi ng Sl6updat e-sensor. pl [ &K ]
Executing Sl9cert-tun-init [ &K ]
Executing S20cert-init [ &K ]
Executing S21di sabl e_estreaner [ &K ]
Executing S25create_defaul t_des. pl [ &K ]
Executing S30init_Iights_out_ngnt. pl [ &K ]
Executing S40install_default_filters. pl [ &K ]
Executing S42i nstal | _defaul t _dashboards. pl [ &K ]
Executing S43install_default_report_tenpl ates. pl [ &K ]
Executing S44install_default_app_filters.pl [ &K ]
Executing S45install _default_real ms. pl [ &K ]
Executing S47instal |l _defaul t_sandbox_EQ. pl [ &K ]



Executing S50i nstal |l -remedi ati on- nodul es
Executing S51install _heal th_policy. pl
Executing S52install_system policy. pl

Executi ng S53change_reconciliation_baseline. pl
Executing S70renove_casuser. pl

Executi ng S70updat e_sensor _obj ects. sh
Executing S85patch_history-init

Executi ng S90banner-init

Executi ng S96grow_var. sh

Executing S96i nstal | _vmnar e_t ool s. pl

RIAIRRAFIIRRIRR

kkkkkkkkk*k Attentlon kkkkkhkkkkk*k

Initializing the system s localization settings. Depending on avail able
system resources (CPU, nenory, and disk), this may take 10 m nutes
or nmore to conplete.

kkkkkkhkkkk*k Attentlon kkkkkhkkkkk*k

Executing S96l ocal i ze-t enpl at es
Executi ng S960vf - dat a. pl
Executing S97conpress-client-resources
Executing S97create_pl ati num forns. pl
Executing S97install _cas
Executing S97i nstal |l _cl oud_support. pl
Executing S97i nstal |l _geol ocati on. pl
Executing S97i nstal |l _ssl _i nspecti on. pl
Executi ng S97updat e_nodpr obe. pl
Executing S98check-db-integrity.sh
Executing S98ht access-init
Executing S98i s-sru-finished. sh
Executing S99correct _i pm . pl
Executing S99start-system
Executing S99z_db_restore
Executing S99 z cc-integrity.sh
Fi rstboot scripts finished.
Configuring NTP... [ ]
insmod: ERROR: could not insert nmodule /1ib/modul es/kernel/drivers/uio/igb_uio.ko: File exists
rw consol e=ttyS0, 38400 | ogl evel =2 aut o kstack=128 reboot =force panic=1
i de_generi c. probe_mask=0x1 i del=noprobe pci=nocrs processor.nmax_cstate=1 i onmu=pt
pl at f or messpxru boot _i ng=di sk0: /f xos- | f bf f-k8.9. 6. 1. 150. SPA ci scodnasz=786432
ci sconrsvsz=2359296 hugepagesz=1g hugepages=24 ssp_node=0
Fru Size : 512 bytes
Done

VNI C command successf ul

VNI C command successf ul
fatattr: FAT_| OCTL_GET_ATTRI BUTES: |nappropriate ioctl for device
fatattr: can't open '/mmt/diskO/.private2': No such file or directory
fatattr: can't open '/mt/di skO/.ngfw: No such file or directory
Model reconfigure detected, executing scripts

RRIAFIRIAIFIIRAFIIRAIIRRR

Pi ngi ng mysql

Found nysqgl is running

Executi ng 45updat e- sensor. pl [ &K ]
Executing 55recal cul ate_arc. pl [ &K ]

Mon Dec 12 17:16:15 UTC 2016

Starting MySQL. ..

Pi ngi ng mysql

Pi nging mysql, try 1

Found nysqgl is running

Det ecti ng expanded storage...

Running initializeObjects...

St oppi ng MySQL. ..

Killing mysqld with pid 32651

Wait for nysqgld to exit\c
done



Mon Dec 12 17:16:21 UTC 2016

Starting sfifd... [ &K ]
Starting G sco Firepower 4140 Threat Defense, please wait...No PM running!
...started.

Cisco FTD initialization finished successfully.
. output omitted ...

Readi ng from fl ash. ..
1

Crypt ochecksum (changed): blabfa7e 63faeel4 affdddb0 9bc9d8cd

I NFO Power-On Sel f-Test in process.

I NFO Power-On Sel f-Test conpl ete.

INFO Starting HWDRBG health test (DRBG 0). ..
INFO HWDRBG health test (DRBG 0) passed.
INFO Starting HWDRBG health test (DRBG 1)...
INFO HWDRBG health test (DRBG 1) passed.

INFO Starting SWDRBG health test. ..
I NFO SWDRBG health test passed.

Fi r epower - nodul e1>

Fi repower - nodul el>show services status
Services currently running:

Feature | Instance ID| State | Up Since

ftd | 001_JAD19500F7YHCNL7715 | RUNNING | :00:08: 07

lJpoped 6. oywzsd FTD WO o)) bblyé Firepower (FMC)
8p wouwesd FTD |Js FMC.

lJeJ

lJglb9s 1. w288 pu lJloold I.Jiuuluu§ wsu FTD 9 FMC.

Bud cuwesd FTD [Js FMC. 0268 pu IJlouald 1iguluss wso FTD 9 FMC:

Fi r epower - nodul el>connect £ftd
Connecting to ftd console... enter exit to return to boot CLI

>ping system 10.62.148.50

PI NG 10. 62. 148. 50 (10.62.148.50) 56(84) bytes of data.

64 bytes from 10.62.148.50: icnp_seq=1 ttl=64 tine=0.133 ns
64 bytes from 10.62.148.50: icnp_seq=2 ttl=64 tine=0.132 ns
64 bytes from 10.62.148.50: icnp_seq=3 ttl=64 tine=0.123 ns

bl Jodssu wigwsdsd vble wposs wuvgsd IUdpusse, (BOOTSTRP): szwss w99l
FTD gJs p3s) 9226 IJogdpe Ws bé 1JUJges IUluwlgwss (FMC) 1Uds wp wdgsuoe wldwogd:

> show managers
Host :10. 62.148. 50
Regi strati on Key DokrEE



Regi stration . pending
RPC St at us :

IJg1096 2. 1uod "wyulpz IJbuwld Blisé Iduwes (FTD)" IUis 5296 Iozdp B bbs IUdsgs
IJIuluss (FMC).

gJs FMC. lucdd s IJiz036 ->eJleoé IJowssye bbé IUizess souowe [Us uolds.. > |uolds
eolic Jel 09 p9 oz Vs 1Jue9,6.

Overview Analysis Policies eS8 Objects = AMP Deploy System Helpv admin ¥

Device Management NAT VPN QoS Platform Settings

By Group v|[@ add. -]
Name Group  Model License Type  Access Control Policy ‘m-
_4 [/ Ungrouped (6) | &) Add High Availability
Sp wodssu lesble zolj FTD: Jpl 09 p9 oz S IJu09,6:
Add Device ? X
Host: 10.62.148.84
Display Mame: FTD 100
Registration Key: CisCo
Group: Morne “
Access Control Policy:  FTDA100 -
Smart Licensing
Malware; o
Threat: v
LIRL Filtering: o

-  Advanced

Y On version 5.4 devices or earlier, the licensing options will need to be
specified from licensing page.

Register Cancel

22 Jo wuwesd-

eJs FMC: ¢z 89 pu IJpole Jeg 96 -:J‘?s;é\___sé odp IJouwesd. olJluols |Js gpdso
lJogwzsd: o@9p Jews IUlogoldle 1dwss)ldss Lsual ol sds:

- lJoguled zol; FTD (luwe)sh odasy 1Uslzos 1JzlJs).
- oui [duwslws 1Jlsdss.
lJouwesd Jolee Jel 09 pauoe B 1due9,sé:



Overview Analysis Policies QB[ Objects @ AMP Deploy System Help ¥ admin v

Device Management NAT VPN QoS Platform Settings

By Group v | B Add... -
Name Group Model License Type  Access Control Policy
4 {_ Ungrouped (7)

& FTD4100 ) ] . .
10.62.148.84 - Cisco Firepower 4140 Threat Defense - v5.1.0 - routed Cisco Fir Base, Threat, Ma FTD4100

pdlelos: B Ul o]y 6.1 &p 153l e, izojé FirePOWER (FDM) Jogldes, IJIhs s
eyt Jlspdo Jbbs wyolez FTD IJpéus gds zol; FirePOWER Lgl wulos FDM.

IJpops 7. &ydsé FTD

roCJJng_alo |.J|00p5

8o wndss FTD oy 6.1.0.330 | 6.1.0.1.

IJzJ
IJelb9s 1. 1Jez 83 pu lJwslid g

w2dd pu pdleble uosh FXOS Juopely wold§ luasl, FTD IJesd pe wiulee FXOS. 31 Jje
lJloy O l9dl w886 wyulpz FXOS.

IJg 096 2. &,y 856 FTD

owpe e wyuleg FTD w9luwbs FMC. sdsuv FCM. Jo)y 886 9236 FTD: louod o FMC: 9o oo
IJs IJoble > cerse: 9225 gpsd wedso: Jpl 09 p9 oz O 1Juo9,s.

Overview Analysis Policies Devices Objects AMP Deploy System

Configuration Users Domains Integration Updates Licenses v Health « Mg

Rule Updates Geolocation Updates

Currently running software version: 6.1.0

Updates

Upload software updates and patches here.

Package Choose File |Ciseo_FTD_S5...1.0.1-53.sh

Upload Cancel

I voowse Idopdse eds 1J9es [Juelbss FTD. Jel 09 p9 oz Os IUuo9):

Overview Analysis Policies Devices Objects AMP Deploy System

Configuration Users Domains Integration Updates Licenses v Health » Mg

Product Updates Rule Updates Geolocation Updates

Currently running software version: 6.1.0

& Upload Update

Updates
Type Version Date Release Notes Reboot |
Sourcefire Vulnerability And Fingerprint Database Updates 275 Wed Nov 16 16:50:43 UTC 2016 No iga u |
Cisco FTD SSP Patch 6.1.0.1-53 Fri Dec 2 17:37:52 UTC 2016 Yes :| ul



[2esbsl spdud cuvésd Seuo zlojss:

Rule Updates Geolocation Updates

Selected Update

Currently running software version: 6.1.0

Type Cisco FTD SSP Patch
Version 6.1.0.1-53
Date Fri Dec 2 17:37:52 UTC 2016
Release Notes
Reboot Yes
[By Group v |
Health Policy
- FTD4100 . )
> -11-
10.62.148.84 - Cisco Firepower 4140 Threat Defense v6.1.0 Initial Health Policy 2016-11-21 @ @

12:21:09

Swp U2 I elojss vlee Vs Iduey)s:

Readiness Check Status
Cureent Version: 6.1
Lipckabe Vorsion: 6.1.0,1-53

Tl | dewicess, Selecied

-
1062, 14564 - Chsoo Frepowes 4140 Thieat Defernsess. 1.0

Lrmhys Lng-fteadiness Check To 10,62, 14884 Suncess

Jose £pJs8 1Je) 886 108) B8 wiwse: Jpl 09 p9uoe S IUueg)s:




Product Updates Rule Updates Geolocation Updates

Currently running software version: 6.1.0

Selected Update

Type Cisco FTD SSP Patch
Version 6.1.0.1-53

Date Fri Dec 2 17:37:52 UTC 2016
Release Notes

Reboot Yes

.By Group v

| ¥ v Ungrouped (1 total)

Health Policy )
Initial Health Policy 2016-11-21 @ @
12:21:09

FTD4100

7
- 10.62.148.84 - Cisco Firepower 4140 Threat Defense v6.1.0

[ Launch Readiness Check Cancel

cobdo 1Jo)8so lelhe wposs FTD: Jol 09 p9 oz Os 1Ju09)0:

10.62.148.50 says:

Update installation will reboot the system(s). Are you sure you want to continue?

OK Cancel

gds &b vouse FTD: spdu p)l9wb gpdsé w856 FTD pu 9lz0d puueispe FMC (IJpolp).
Sedu vede oddp IJe)dss pu sleed yub, IUlsle, (CLI) IUElL0s o FTD (9og CLISH).

w3 1dopld IJe)ds6: §p wouin gwsluws Os FTD. Jel 09 p9 0z B 10y,

Help *  admin *

e 7
[ 20+ total ) 0 0 0 20+ success 0
W  Remobe Tndtall 10 555 M .
Apply to 10.62.148.84.
Please reapply policies to your managed devices.
IJoedd

L 8206 puwegsp FMC. Jol 09 p9 oz B 1Uuo9)6:



Overview Analysis Policies elSUICI8 Objects  AMP

Device Management MNAT VPN QoS Platform Settings

Name Giroup
a i Ungrouped (7)

& FTD41DD0 _
1062 148 .89 - Crsop Firepower 4140 Threat Delfense §vie.1.0.1 § route

0 91206 puueEsp FCM: Jol 09 p9 oz s 1Uu09)6:

Overview Interfaces @ T=]1NelSUTSE 0 Security Engine  Platform Settings

& FTD Stadawilal adsie Status: okl
Application Versian Management TP
2 ro | 5.1.0.1.53 | 10.52. 148,54

p0 9lzos ub, 1Jl9le, (CLI) 1Jglu0é wldosdJ:

FPR4100# scope ssa

FPR4100 /ssa # show app-instance

Appl i cation Nane Slot ID Admi n State Qperational State Runni ng Version Startup
Version Cluster Qper State

ftd 1 Enabl ed Ol ine 6.1.0.1.53 6.1.0.330
Not Applicabl e

p0 9lzod ulo, IJlsle) B yulpe FTD:

FPR4100# connect module 1 console
Tel net escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1. 1.

Escape character is '~'.

Cl SCO Serial Over LAN:
Cl ose Network Connection to Exit

> show version
--------------- [ FTD4100.cisco.com]----------------

Model : Cisco Firepower 4140 Threat Defense (76) Version 6.1.0.1 (Build 53)
uJl D 1 22c66994- c08e- 11e6- a210- 931f 3c6bbbea

Rul es update version : 2016-03-28-001-vrt

VDB ver si on 1 275



Firepower 2100

Suwoese FTD gds Firepower 2100 2506 9lz36 w209 £ds JJ oo o9, FXOS 9 FTD.
soldolds: wgodo lplele Idoeuse 9lde,8ss gu lglele FP4100/FP9300.

o&use FTD gds FP2100
ould 4 Ig)lele pgodus: wgops gds Ideldle IJoldse:

lJ8uoso 1: puwe IJodssu gleho wuvgsd Iduble wluuogsle uo9,0 FTD oo wol
o6 2t ghe wdasu uo9s6 JJuble cluweisle luosl wiulez cboosy 26>
IJSuoss 3: lghé wdosu Iduble |Us leshle Idpuoue 11V, losé

lJ9uos6 4: lgho wdssu Iduble [Js leshle IJpuoue 1UIVe,lsoso (luwe)sls dJed p)9)
lJer99J)

JJzuosd eds Idodluosd ldpoedds wdd 2lds slgleleol. lze:

https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot fxos/b 2100 CLI Tro
ubleshoot/b 2100 CLI Troubleshoot chapter 011.pdf

wede ldelde 2 gldoso aI.Jl_Q woosw FTD wsupl spdo luwesle 1Uzlds 3 (Idoouwsd _
9ldoposs po ROMMON) B zlJle 02236 (eds pwosd IJpald IJoble és) puveds I B
2J6 lJoposs 9pl IUs 3JY)

oydsé FTD gJs FP2100

Cuvww 830 9293 2jpeé FXOS puods: Juydse FTD gds FP2100: lowg 1Ugbsle 1Jes)ze:
IJ¢bgo 1. IJez 88 pu lJeslo g

151 & 3Lé FTD wslgwbos FMC (1516 £z Ipseg) Scadd po Sume IJosldd B adlzble
luesl) FTD Idpuwworws Jdu,lee.

lJglogs 2. I3l Jluw ould gled 9p ] w986 FMC. §p slispl voubgsd luosl wyolez FMC
lJ3s suwlas luosly woulez FTD 1Jeswd I9 leds puwo.

lJ¢b9é 3. ey 956 FTD

lowe dlple oo 1U3s wp wyes@o J FP4100/9300. IJywlis g 1doles IJos sge @olewol §od
oy 9s6 FTD:

- pdlgble oo, FTD (eds uvesd IJpold: Bl oo oyss 1Je,8s6 [Js [Jluesl) 6.3.0.2.
Bozdd pu pdleble IUluosl, 6.3.0.2 JJepdd pu puwble 1Jesdss szese IJodluosd
slo 1duoJé)

https://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html

- 3Jsd wudsé FMC (IJBLod: oydss [Usule Los wosss Firepower: Izoj6 1g).s)
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https://www.cisco.com/c/ar_ae/support/security/defense-center/products-release-notes-list.html

https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fomc-upgrade-
quide/upgrade firepower threat defense.html

IJoedd pu lJuoes
Jlsse> eldsl lole JJezdd po woes o3l IJodsso.
e dunldd IJigble 9l oJdlzol
ould 2ldssl ol pu pe9ps P28 S, lu sors 03l wubdsd.
pEJ3p|Ca dlo LoJé
- >JsJ ool § FXOS

- 955§ Cisco Firepower NGFW
< lbep lJo9us ldp wonsle - Cisco Systems
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/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#pgfId-136544
https://www.cisco.com/c/ar_ae/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/ar_ae/support/index.html
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