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B sneswEmns

AR B)IZ AR &

PhST I ER 5 ] LA A Sk ] A B e . A e i T E VRS L, S s )
X, 526 L.

A ANJESL ASA

MR ] A, BRI ] R A . AR 2 A B Firepower 9300 I,
T DAC B AR B ST Vet o BEARAL AL T T A T, DRI TG iR U DA R A ST e A EA T VR T A
FEI -

f&ny LLUE S Firepower 4100/9300 LA 02— AN % b 512 B By KA UK ASA
X2, B AUEE B R, SRS TE ASA NI R FH 21 Sipiat.

FF6 Z A

* M Cisco.com NECE ] T4 B A& KN IS GEZ M Cisco.com FEMLE) , REHHE L
&3] Firepower 4100/9300 HLAH (S R LS AL 2 Firepower L) o

A\

AR X T Firepower 9300, 1] LAYEALAE A7 ABEHR b 22 B AN [R) S T 1 1Y
(ASA FIFTD) o i n] AYEASTAR SR F3s AT — b b H S AN [ R AS o

o BCEPAE B A AT B 1. BRI TEVERD, R B DU UM TR
EELHUARE Bl 1 OF HARZ QIEDTR KT 2250 MGMT)

* R ME R
o PRI ID
o EFHRHE L] TP kR0 2 AL
o 3¢ 1P Huht

UK

®1 EFBERE.
‘2 paliRmmirgE, JFBED NS
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oz asa |

Add Device 2|
Device Name: asal
Template: Cisco: Adaptive Security Appliance v
Image Version: 9.12.0.59 i
Instance Type: MNative v
Usage: © Standalone Cluster
OK Cancel
a) AN FRR.
WG A4 FR B AR 35 | ] T I A BB RN 0 O s AN A I 8 v A P PR 18 A4 PR
b) XTHENR, HEERR: BENRRR’RE.
c) JEFEBRKRRA
d) TR, HiImAIig & ki
e) HilifAZE (OK).

Bkeos WoR AN - W% AR (Provisioning - device name) i 1

JETT & #Ein O (Data Ports) X8, AR5 Hli 20 Fogs ve & B o

AT 3B SE RUE 3R O Ut R H e 36 . AR RO AE ASA BRI B IR 264 1, (45 TP
Hudik.

TR R L R B R

ARGUR B THE, T AFEZR T HE L BN AR T | SR P B . IR AU T A4 828 B A
WA D T SEBLERIEAT, BJnl DO SO AT CLI BeE ik 2 B

FE—RRAE B 00 b, S8R R AIRAE:

a)  OHf T Firepower 9300) 7ERSHRRIERE T, i BALH T U@ 11 2 2B,
b) EHEEEO.
IFE OV T @ i e A o bdse MO TR LA A B 1
o) EPEE MO HEIERERY. (X IPv4. {RX IPv6 T IPv4 F1 IPv6.
d) ACEEIE IP Hull.
WCE T IR e — TP Mk
e) I AMLEIES (Network Mask) BLRATE 1< (Prefix Length).
) HIAMKZRM K (Network Gateway) Hilil.
B EIRIR.
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Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Password:

Confirm Password:

Firewall Mode: Routed w

PR EFHAIERRN: BB OGER.

FEBR AT, ASA BRI 2% K — AN R ae R e ZEAE L IR oy (K0 REAS 12 AR A 3 ANTR] (18 5 A
Fo HT5i, BRGNS 2 R, FE AP IER B C RSB K hE T, AN
RLA 2 B T 42 W (R 5 L 2 R Ao

RGENACHIIA TR E I BECE P KB, RS EH NG R s, WAL RE.
LIRS IS O P RS R K R .
THECE ) ASA B3 0 H P /3500 F0 S FH 2 i A AT S i R R I R A s SR FXOS Vi I AR,
FER I B P B0 8 sy, DL A .
P9 HHAE (OK) KM E A IHE.
P$E10 PR TF (Save).

HURATE RS R 38R ST RRAS, IR 51 R P E BN B 11 e S 2 I T SR B 2 i B %
FEBEIR & U, AAEHBAIRE. MR DR B N ST, T LU AR 7E N H
LR A R .

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online (<4 ®)] .** (A~

PN S0 ASA TETEH, DUTIARE 24505,
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sz a0 Firepower s [

NInJ% 37 BY Firepower B3 A B 1

M@ AT AT, e s ] X A . R B 2 AN B Firepower 9300 |,
] DL E R AR B R A o BEAR LI I T AR, DR G XURSE LR A N 37 R 4 A T VR FH A
EE1L

A UAAERC AR AR A S, e LAl AR A P 7 g S

FiaZ |l

* M Cisco.com FEEH T2 &N HBUE GEZ M Cisco.com ML) , ARJEKmBE
%3] Firepower 4100/9300 HLAH GEHZ MGG FAL 2 Firepower 222 HE) .

N

B 4T Firepower 9300, I LLEHLAR o (A 37 REbR L2220 AR ) 26 28 1 )
(ASA FI FTD) . iAW {EAL S LIEFTFpRI bl R R

o BCE AR B ST A B . A BRI . TRV, R B LU TN TR
ERLHLARE B 1 OF HAEZE QIEDR TS 2725 0 MGMT)

o BN /DHLE — AN BRI D . B3, AT PLAYEE Firepower 44421, £ iTE 3
s (il Web ) o AXRFEAGER, ES @%D*m

o XPFAEASEB, W R AR BB E SO, W AR 750 S S In e SO A N B
L B O

o WP TR, A IRLAR GBI, L INE IR e G 1, DLRAIE AL HA TE
kR, EHRREERNR LT, RERHEIALERE (&) o GRMBRIAEE K
oo R ILEF BB, R BRATATAHSY MO E . G SR A 7 s S ) B A b
B, WAEAE TR O T #0 A EMBR A L] Tovk B SR A SEIT RS B A a5 Bl A7 % TRAN
R, ESHERYIG L a5,

s WEEML R E B
o LD ID
« FEHEE TP HhE AR £ HE 1L
W TP Sk
* FMC #&IE$EM¥) TP HuhlF1/58 NAT ID
* DNS Jle g5+ 1P Hiuhi:
* FTD £ HLA A4
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s |
B 50k se Firepower BB

UK

1 GEBERE.
P2 AR E, JFREN TS

Add Device 2
Device Name: FTD_Instance2

Template: Cisco Firepower Threat Defense =7

Image Version: 6.4.0.42 M
Instance Type: Container i

Usage: O Standalone

| @ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

a) PRANEERATR.
B A TR ER LR B [ T A S R C 2 05 AN A Y C A R % % 24 B o
b) X T4EHR (Template), iF5EFEEFl Firepower EiBBA1E (Cisco Firepower Threat Defense).

) IEFBRIGARA .
d) EPFFEGILE. FIFUAKM.

ASH ST F 2 A BEHY 5 S I BT W80 (CPUL RAMRIREAREZS[A]) , BRIEAN i) 23— AN A i sk
Blo RS SEBIAE FA8 2 2 A/ 5 | BB, PRI T DL 22 22 A 3l S ol o

e) XTH&, PRI kiR
f) HHEHE (OK).

Btgee BRI - WA B (Provisioning - device name) % 11 .

PRI JEITEIRIR O XL, AR5 Ll B g B R M O
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sz a0 Firepower anis 7 [

Overview Interfaces QLTINS R Security Modules  Platform Settings System Tools Helf

Provisioning - FTD_Instance2

Standal | Cisco Firep Threat Defi | 6.4.0.42

Data Ports =
Ethernet1/2 <

- Ethernetl/3
Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8
Ethernetl/2
Ethernet1/3.2 FTD - 6.4.0.42

Click to configure

Ethernet2/3

SEA AT A3 BE ST R AE R ol B R AR =8 1. TG 1875 ZEAEFMCH 5 FH R IC B X e
M, fisiE IP Huik,

AT ) — AR S iR 2 10 MR ERE O . tbAh, FTRLS RN R O AR R R S 14
AP B E R O SRR () R,

FATREELEAT ShRE i AL DU R B br s : @ o st F sz Bk, {Cn] 8 AT MBS 1
W55 ohe G S 0 FMCRCESR D o WEAFSRA 01 DR U AR W i 0T IR AR S AE e 6 2 Rl s) . A
A A R RN R RE T TR RR M AE R o IREBOR R I 23 e — SRR SAT 0 (K
AL, R AR, BARUE ORI R AT EA 5T hae, Bl R
B, WU RO,

B L R B AR

RGUR B EE, T AR HE L EAIA T | SRR . X U T IR 8 A
WA o O T SBLERAT, AT DUSE B ) CLI BE B A (1K 2 i

fE—MRIER I L, 58T FIRAE:
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B 50k se Firepower BB

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Security Module(SM) and Resource Profile Selection

SM1-0k | SM 2 - Ok SM 3 - Empty
5M 1 - 40 Cores Available

Resource Profile: Default-Small w

Interface Information

a)
b)

<)

d)
e)

f)
2)

Management Interface: Ethernetl/4 b
Management
Address Type: IPv4 only &7
IPv4
Management IP: 10.89.5.22
Network Mask: 255.255.255.192
Network Gateway: 10.89.5.1
(kT Firepower 9300) {E&REEFIAE T, AT T IR & (1) 2 .

XFRESI], fRE FREE .

U AR E e AR BRI E SR, SR SR iXT%‘E?r?t“éj(?’JSéj\%EIJE"JH*J‘I‘Iﬂo
TVER, T SR R e PR, AR BEAN RN BRI B SO, T 55 0 AR DR BT
R —E

LREEEO.
U R T B R A o DR VO TN UAR A R 1

TEFRAES PR I M 2R . (R IPv4. {X IPv6 5% IPv4 F0 IPv6.
ficl & B TR 1P Hudil

T T g iE— 1P Hbdil.

i N M 4&HERY (Network Mask) S ETZ34<E (Prefix Length).
M4 M X (Network Gateway) Hulil:.

FEIRE (Settings) LI 1, 521 T #HRAF:
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Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

a)

b)

¢)
d)

e)

g)

h)

Registration Key:
Confirm Registration Key: | esss
Password:

Confirm Password:

Firepower Management 10.89.5.35

Center IP:

Permit Expert mode for yes v
FTD S5H sessions:

Search domains: cisco.com

Firewall Mode: Routed e
DNS Servers: 10.89.5.67|

Firepower Management test

Center NAT ID:

Fully Qualified Hostname: | fid2.cisco.com

Eventing Interface: v
i N HIFMCIY Firepower BEIZA0 IP. W EANA1E FMC 1P Hutik, 1B IL A B2, HE

Firepower &2 /> NAT ID B A 14
KT, EFRBLF FTD SSH SEEREN: BilE. T XB LML FTD shell 75 1)
AURR DAR PR S0 i BB

PRI, R EIERER, A E N SSH 231 U 1) 284 S ArAS B £ T 7 T BASr N L A
o WEREESERD, HATPIAT I FXOS CLI Ui 1) 75 a5 5 Bl IR BR K9 JH P mT AN & 53 Al
S VLR A AN 3 S 451 2 18] PR R 5

W%ﬁﬁﬁ?h&ﬁﬁﬁ%ﬁmﬂﬁ*ih¢Dgﬁﬁﬁg%ﬁﬁﬁ,ﬁﬁﬁg%ﬁﬁoEﬁA
AT, 1ETE FTD CLI H i H] expert v 4>

BANIE S Ry R LA R,
PR AR BRI .

FE R, FTDAAN A P25 (3% @K o SEAE T IALES 0 34 VAR T AN TR 5 19
Fo T, EYIE KGR AN 2 R K, e P e B BRI B K EE T, A
PR 2 B PR B4 (0 6 eh AR

FGANAEVI IR 0 B KB A WS N ] 5 SFRP R E, WA LR E
i NI 5 4y B4 2R UK DNS BRSS 88
B, wikisE FMC M4, W) FTD f# ] DNS.

HANFTDINEEREEHZ -
i NVEMHE ] EAEFMC R W 4 2 [ L2 K E A 4R .

AP PR T 1 & 37 DN PAF LI WAL SO AT s BSIFTDR,  §5ZEAEFMC B4 A
GHEIER A2

I MEFTDA#E 03 F 7 T CLI Uy A (1 2585 .
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Sk oSk Sk

Qe

JRY TR ]

¥ g g

w0 o0

zEigg |

i) JEPENV XA IX Firepower FAFMSBMEO . WRARIRE, WS,
UEFE O s e L Firepower ZHFHE 1,
TEWSL (Agreement) LEII-R I, BT 32 S 4 H 7 VAT 3L (EULA).

i E (OK) JCHIE & XA HE .
HERTF (Save).

WU L R 807 AT RRAS, IR 51 R P C P B 11 W S 8 I S R s 2 i B %
R E I, SR PIEHBUEIPRE . 2R HRTS B WAL, AT LT U /e ]
L 2 A T

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online GO .*t Clxz

S0 550 FMC B ETEF, KSFTDURIN 28 %5, FETTFUAN & 245k .

NS AY AR TR

S ASA il HIE (RO ERHERS ) AR N T ECE, AE/E FXOS HECE . (Hy T ik mbLA
M R e T LR HE 2, W2 B AR D3R
FHIa Z Al
o e P e A T ) P A B 6 A6 20
« RS
o B[R] 1 20 HE A e ] PR R
. ;ﬁﬁ#ﬁlﬁ]éﬁiﬂl%‘éiﬂﬂ@%m JE T HIPEZ 0T, B % DL Z5HE FXOS b T AH [R] ) 3
.

A E T T R AR, B R R T B
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UK

FIB ARG ASNAL T I IPLRE b ASEEUN Firepower 9300 Ao & HLAE A s rl FHIE, 10 el REANSE
FrULIhfE

HI 2 KA R A LA S AN R 4 o

P 3 N MBE DI RUR A B L 1 N8 2 MR

R T A He 2 AMHURTZ 18 g IR e FRAT T UK 10 GB Hadl i ] T AL 10
B D AIRAS BER o W R W, 7T DU Sk (K S DD M R A BB s IR BE R 7 241
WP . ANBERHE TSR ) T ) He SR A Bk . AT BB AEN U Z [ — A2
BLs I HAHG [ o4 B ) FEABAT T B2 A1 s U1 e 11

X TR SE], R R AN SRR L T o JRATTEE IR AE AL 11 8] EtherChannel |61 1
B, ARSI BT 1 DU RSO D) B i . TR, B AU ] — A BT T
FUHAE S ba DI e i . AN — A PR Db D, SRR e (B8 D) ilE
B

PR A (R LR AR .
SRS WOREAE R m ] A A B e 1, SRR R B BT SRS PR T e BT EE
e

o2 T ASA, WIERAEFXOS T ke—ME I (Flan, WiRERERM L8R, Kk EtherChannel,
OB AN O B B 2] EtherChannel) , N ASA Bt B4 sdG a2, LMESE T DL T
AL, WECE PR &= Z K58m0, 0] LLZE ASA OS " Fah BRI
R .

ININEEEE

MR, LUK 2 B RS AL RN IR R A . IR R A BRI AR G R, R
AW RN RESEILA LRI A2 A B A IIURTE. 5 2 MRBLUK Firepower 9300
SCREDUAE A RESR, AEE,  BUART LUK BN I PTAT BBy e 21— AR P SR T A AR 24
PUA AL R AU RS HURS AR B R B4 (5 W1 Firepower 4100 51D [¥IME— £

5% F B%4 Firepower 4100/9300 #/. 55

TEAE T 70 2 B — B AT I 2 DA 4% 7F Firepower 4100/9300 HLAH b EBEREAEIT, EHATLLFR
B

o B RS QU SRR BB, CBRUME BT, AT HT o 1 38IE 48) o X THUAE A EEE (LR
Firepower 9300) , ILHEEHHIH Firepower 9300 S ACHAT ARG . X THUARRIBELE, FHEF3)
K3 1 20t 2]t EtherChannel PAEATHIAR [RE LS

« FEN I QAR T | SR E .

| zmes
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B zesnensmizne

TEFRE AR, Firepower 4100/9300 HLARE B 5 | s A% 5 | 3R 7 I B HE IR 260 B AR A4 PR
TEAE P hI BB 2 11 S AR AE W B (R4 T R IAS 75 2 o SUTREAEIRSE, ) DAAE Y FH A
5| R O A SR LS ] P ] S o AT O

o KB R A i 2 4 1 e 2 AR

KU N BESE, 5 M 2432 IASMV R T EtherChannel, 5 HUAR [ EAEZE1EL.  Firepower 9300 5 7
AL N A A EtherChannel BUAR, K3t & BT 3L =02 0 B 2 A8, AR ] a4
FISSAYHER T TS M 4 5o 0 THILAR TR AR, DA Z00NT i £5cdle 42 11481 2% 1% 4% EtherChannel s

A

IR BRI O LA, ASCRREANMED,

o [HEEE R I DT e 2 A BB 1
LU B3-S AT A SR M AN ST 1) 5 22 VR A IS

TREAENHMIEAE
BEAI0— NP R B . R I B AT A S R K 4
S AAE B A AT IATIC T s SRR, P S ISR e 46

B SR IR

THE AR 47 I B A FH o 1T 48 422 11 H BT B o X T AU M BEER,  Ibd% DR BAT AT B b 2 1
SHFHUR RIS, 20— AN AN D7 N3 EtherChannel . MEHEEEZSTY EtherChannel F) ] Firepower
9300 T HCIEATHLAE IR AR A0 A .

TS 2 AN R TRITEAR, 1520 R AR P R B B — MM R 5 — MU . W
PR, WY — SRR R A MR, BRI R, 2 BRI & IEH Rk
Al o G SR I AR S L A R, AR P BB R A oo IR A T T

ik S a3 R FUE o e A e
W EALAE (B B AR RO B SR I SRR K/

DOARRTHE, R R P B % P R/ B D 5 R MR (R TUIA irk E UG G, AR S B e v LA
A PRI DL o

TR T B I U e (RS TN S OB B B TR AR ) B B AT & 7 I ] PR3 RR /)
AN o A it R R/ T S B A PR 28R B A A A K TR DO REM . Bl

* NAT SAE ISR M B M A, 75 2 TR B R BT FR 24, R L R B A 5%
© YR S U, AR SO KR R AT P, RS IR O A P R R A

Y A e PR RS 2 B T LA AR A A B 7 B 47 ST S SR A, 75 1 b e B e A
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\}

nmmnenpssnssts 1

P

URBERE AL AR CREEIT) i, I e A 2 o B P 7 ek K

LA E R R BE R IT R R U R

NI T WA R R AUAT e R e (VSS) Bk A T (vPC) PR T EtherChannel 4 #8245
TIBEES . EtherChannel H (W) BT BERE AL TG shBE RS o “9ACHHLAE VSS 8L vPC (100, AT LLEE[R]
— EtherChannel "1 [f] Firepower 4100/9300 HLAH £z [11%E#: 8] VSS 58 vPC HH AN FEAZ el AT eIz
J2 [l —A™ EtherChannel iy FUHEIEFZ 001, UM S AR RS #MLIOAT R 38— & 2 L —FF:
TEER, I EtherChannel f& i 25 ASHLF, T AEEE M 4% EtherChannel.

Virtual Switch Link ]
Switch

Kl

1>
a

n——— n—— n———
I — I A —
Firepower1 Firepower2 Firepower3

HLAE (B B SR RO B R I e B T JE M

B S ) S B ) 4%

N T W R B TIRE R I Dh e, A Z IR IAR IR IN ) (RTT) 45 BN T 20 =R . Ihdi K 43R s 1
90 55 AN [l A, B 2 R AR B IR R I o BRI IEIR, NS AR B L I AR P B % _E R AT ping
#eff.

PGPSR LTS, PO B T sl E S BRI 00 00, 3l w19 30 A e P el

Firepower 4100/9300 HUAGEE T-HLAN 1D FHTHRE ID [ 5 4 54 A2 BORFAE 128 hI B % 42 11 1P Mishil
127.2.chassis_id.slot_id. “1HERFREAERT, 80T LLE w SOtk 1P Motk FESR4a I BE % X 4% AN Re 046 14
B AT B 2% s AT BAT S 2 J2AcHe. Tl ey i, JORE U H S 5 e ik
(OTV).

zmes



B zens

EIE W 4

=1EENO

zEigg |

FRATEE B I AT A8 B N BRI 2% o G 0 24 15 TEAR 2 TR B8 0B oK

WA A REARSY BOE BRI 11 o e TR AR i85 9 4% (Spanned) #2 KR IR SO 10 S 2
L, U ASSERRRA R

XFFASA, FERFAEIP HUHE R AR 4R T 200 1 B BRI [ etk . SRR — AN BB, A
TR CEFR T FE R AAAEN) FRREATHIZ G Y A bk . 34 TP bk $2 o] ik i) 48—
BT RIBRR; R O, A TP MR R R 48 B 4%, AR B T LU e fr e
A TP Mk T, AEHERR AR AR A . i, AT DL R R R TP Mk R A
8, MR ZOE RPN R . SRR, BT DLUE BRI HY 1P Mok %] TFTP 5 &R
e G R B, A AT N IR B AR R A HE TP bk R 12 B IR 4545

X} Firepower UM, 175 7] [7]— 9 4% b (R REAS B8 70 B0 22 1P Mbdik . K MR &1 32 31 FMC
I, AR XL 1P Hihk.

=W 2& EtherChannel

TET LK AR AN HLA I — N B A2 11 4 s 4R vh P HLAH 1) EtherChannel.  EtherChannel 1583 18
TR R RS O B . 5 A SR B B K A R $4 TT E E ES M 4% EtherChannel. 7
e H#C R, EtherChannel FL'E 4 HAT B4 TP HubE (R th% 1. ZEIBWAAE T, 1P Mk /3B E) BVI
AR R 282 . 1431 JE T EtherChannel [ 47 [ A AE .
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Inside Switch Outside Switch
]

EI Firepower1
[\ Etnin 1‘ i [\

==

Firepower?2

port-channel 5 Eth1/1 ol i1/ port-channel 6

[
Spanned Spanned
port-channel 1 Firepower3 port-channel 2

Eth1/1 Eth1/2

Firepower4

(R

~ (S

Y V

X A 2, A B U HE W B AT 78 0 AR SR I I
T LR RN AR LATIE BN 8 T S 2 17 1D

3 i1 1D 53 RURE E R MAC Ml TPt hk eG4 o FEAR ik 1 5l 0 A FH i U 2 1¥) MAC Hbhik
TP bhik, T RE AR B 1 B 1 45 =) MAC HhiEF TP Mkl o st Th BRI 7 1028 ML S AN [ i
RPNl 23 AN AH ) 42 R MAC Huhilk, S EMAC Hihb2sh; Mk, e EkEnE s MAC i
Hko HUAT A5 9 2% EtherChannel (1% FH S 2 SCHF 0l fURF € (1) MAC HihikF0 TP Mol

i nd ID B TAEH] LISP K. S ds AR SCILIR A B, AR mTERE . Il Kl oo F) ol
[AVAFE AR RO AR I T S5 ARG R 1K)l ) U R R IR 48 T AT B A 2847 T AT 2 A R (i
Mk

AT R R IR TR (5 R TS LU R %1
o URRERCHR L LI R R IR EORANA 46 55 5 9 L
o Sl A AR U HESRHE AT B R . 55 13 1T

TR PN GRS SN e S WY

gEes




B snasazs

zEigg |

5/n ASA BE&E

132 ASA B &

T LA AN Firepower 9300 HLAEAS M HLRE P RESS, B 22 WU LS LAG RS . % 4L
MRS, AU B R ILA . AE DU EISIEEEE: R)m, BT LU 5 SRR P RCE NS
WU R BIR U, SRR

W] UM Firepower 4100/9300 MU BLG | BEERAA BB HE G . E BN B & WA 2 BT AT W AR IC

T B RESE, GL e E AU . MU BB RS AR5, T UK S SR P I
BHMNE YRR HE T DY, SEHUERR S

AL Z0UA X Firepower 9300 HLARH A& 3 AMBEHLHAE 105 HIBEGE ,  BIERBcAT 20 ib . RA
FoE A ES 3 M, BEERR AL IEW TAF,

X2, B AU EE B, RJSAE ASA NI R I 21 Bt

Fro& Z il
* M Cisco.com NEEH] T B NG, RIGHBUE FA% 4 Firepower 4100/9300 HLA -
* BAELLFER.:
« BHE I ID, TP Huhik R4 28 HE AT
* ¢ TP Hiuhik:

UK

BB,
a) TERHEZRT, BWIN—A “Hdl (Data)” ZEA1E: 5L EtherChannel (AR iy M IE) o

XEFHUFERIEAE , A B 2 1 b 200k 22 /b A7 — AN 1 b3 32 1 1415 W 4% EtherChannel . 7EREAML
#_ LS INF— EtherChannel. ¥ T8 BEAE B2 L A% S O & IE 2138 W1 _L A 5.4 EtherChannel
o AN AR EtherChannel FITVELNE S, 16S RS AENIFIBRE] , 25 13 1L,

RNTEOL R, Pk DA e it . xh AU ISR, (20 iC EtherChannel; #5704 70 it
fbf RAY . PG, S AT LR B s i SR

b) VNI “4EH (Management)” ZSH4 115 EtherChannel.

DR AT VR, M R O AU T HUARE B LA B B AN (FEFXOS T,
1] e A BINLAEE B 0 27”8 MGMT. management0 ¢ A RALZFK) o

YRR R, ESHLAE VS AR F) “ 2 (Management)” #2111,
c) X THUARRESE, (oo I IE 48 ISR a8z 1, FHAETEAEYS BB o

TEI HIAE N BESEAS I g o flan, WSS ine i, WINUAS S O WUAG TR RESE, EL
AN RVFIEAT FH #5 R 2% EtherChannel.
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7E3E 0 (Interfaces) L0~ b, WA EFEAFATR G142 11, D)o FURTE 48 #EARRRLEE O iEfTIK
75 (Operation State)l {27 A R (failed). X T-HLA N HESE, UL EtherChannel JG /AT il 01 2
M, ] 285 “E4TRE& (Operational State)” .

S LRIAE RIS i . BRI R e B M LA L H1% #% A i EtherChannel . 7EAZ
Wbl XRS5 2 A3 FH S lY) Etherchannelo 5 J<HU4f (R FE4E EtherChannel I 1EEAN{E B, 1HZH
HEARUMENRIBR S, 26 13 L.

TH2 EFEBRE.
PR3 RAINEARMIEE, JFRELT S
Add Device E
Device Name: asa_cluster
Template: Cisco: Adaptive Security Appliance v
Image Version: 9.12.1 v
Instance Type: Native v
Usage: Standalone (@ Cluster
Do you want to: O Create MNew Cluster Join Existing Cluster

OK Cancel

a) Mg EAR.
PE A2 PR HATUAR 7 B | 5 P 150 B4 PR AN 7 A 1 B AN A I I B A B BE & 44 R
b) XJ 454 (Template), iHik$5BR} BIEN KL £1% & (Cisco Adaptive Security Appliance).
c) EFERRIKRRA
d) X TRBIZER, SFRARMEA,
e) X TER, FliBEE ikl
f) HiFETEELE (Create New Cluster) FLi% 4241 .
g HliHE (0K).

BEFERG BRI - W& AR (Provisioning - device name) & 1. BRAEIL T, I O#ES SIS
P4 REpERE OB bR

ARGUR B E, T AFEZ A AE L B AR 5 | S R P B . I BRCE U T AT 828 B A
W= . D T SEBLERIEAT, BT U SO AT CLI BeE ok 2 B

PRS  ARKER I L, SR R,

| zmes



B ozasazs

Cisco: Adaptive Security Appliance - Bootstrap

Configuration

Cluster Information Settings

Security Module

Security Module-1,Security Module-2,Security Module-3

Interface Information

Chassis 1D:

1
Site ID: 1
Cluster Key: sane
Confirm Cluster Key: vy
Cluster Group Name: asa_cluster
Management Interface: Ethernetl/4 W
CCL Subnet IP: Eg:x.x.0.0
DEFAULT
Address Type: 1Pv4 only w
IPvd
Management IP Pool: 10.89.5.10 T 110.89.5.22
Virtual IPv4 Address: 10.89.5.25

Network Mask:

Metwork Gateway:

255,255.255.192

10.89.5.1

OK Cancel

?

*

zEigg |

a) X THURIRESE, 7E#LFE ID P, BANLARN ID. BRSPS DA A U8 T fE— D

A0 [ AR P B i A TE 48 SN AR SR LU, A4 2 BRI 7 BLo
b) X T U RS, fEuh A ID (Site ID) 7B A LEHUR 13 53 1D (1 A1 8 Z IR0 &
¢) TERFEREA (Cluster Key) 7B, JUBFARSRHIRERS b2 Ui e 2 5 0 e % 9 o

SR ENT 1 F 63 NFRFZIM ASCIL F4F Hi o JL B TR . IR A 3
Wi B R AR i, AR R R R R R L, BT LISk

d) WEBEHEZIR (Cluster Group Name), HIIZ4E ¥4 AL E IR 4 FR .
SRR AEKSE R 1 F) 38 A FRFI ASCIL 745 .

) EPEIRIEO.
SEPE U TR A U A S CUOT TR B B 1

B zses
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f)

2)

eizasazs [

¥ CCL FM IP %4 a.b.0.0.

IATEOLR,  BEEEEIRERA 127.2.0.0/16 4. (B2, FLEMKEBEA LIYF127.2.0.0/16 7
EIEN . EXMEOT, E R Mg LT /16 Mgt ihE, PR (127.0.0.0/8) F14L
1% (224.0.0.0/4) HuhbERAN . WHKIZEE E R 0.0.0.0, WRG A ERIAN LS,

U SR HLAS 1D R 1D A 23 A2 i 6 & IR I B 12 1 1P bk

a.b.chassis_id.slot _id.
MR B TR M 268 (Address Type).
UeAE BT RO S ASA FUE P BIE . WE LU E R

o BEIRIP b - FiC S ACHL IP shhibits, Horh— AR BC A D RN REEE B %, VRSN
DL - 15 3 B8 PR S bk A 5 R M
2/ SRR R A EAR R bk . TEERS, XFT Firepower 9300, HE& HUAH 24206
i3 Huhl, BRI A AR . WUR R R R, M N A S 2 . BT ST
TR, IP il (FRVE “ BREEE P Hbhk” O ANAE bbb, 1555 DAE R — A Mg h
h EREEE TP HuBE AR B AN TP Hihik . %8 A) LA T IPv4 /8K IPv6 Hidik,

- BT B RE
- P4

© FERLIP Mbhb - BCE AT T RO B IP Mok o B TP Mbhb 025 T AR T il T R A
45, (HAERIE .

PIE6  EIRE UM L, SATEUR A,

Cisco: Adaptive Security Appliance - Bootstrap [7/IX
Configuration

Cluster Information Settings

a)

b)

Password:

Confirm Password:

Firewall Mode: Routed W

MBE K IEIER, (Firewall Mode) 75131 1 ££1E R (Transparent) 2% H (Routed).

e A, FTDRA A W0 26 rp K b fe R it o A L ) By (B AR T ANTR] 5 1A
Fo Sy, B A2 RS, e i B BRI B KBS, A
AN g 2 B T H 25 TR B T A IR

RGUNAEI UG IR B B B B K. RS E N 5 R i s, WA B A
BN TF BN GE BE 5 AR I A

TIRC B 1) ASA G521 53] P AEREAT S A AR A T W RIS FXOS ViR, e e T
LG E RSN, AT LOR I

zmes
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$£87  HEHE (OK) AR E AT
L8 HififR7F (Save).

PR I 3R 8 A RCAS I 5 | R P O R B 11 VI 3 I Y S B R B 8 8 A e 4 o
R F UL, ARPIEHBEIPIRE . M2 i HORTS o LN, T T 4R /e M ]
TR A T .

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

PO X THU RS, KR DU IR

a) e ANHUAH Firepower WU FISS [, i FAMEREE RS 7D o SHIERIEE
fid & .

b) BT AP L Firepower HUAHET B, AR5 % ILFE P8 I B BE 45 o

c) EPMAIMBEE.

d) FhEHEELENE, BB RE. WIRBUHET R IEHE, BATFsM AR E, DAL —

AR E -
e) fEEHIBFEI£4M(E 2 (Copy Cluster Details) X TEAHEH, Rl s — MR IOTHEENC S, K5 i
7E (OK).

) F O A bR BERAE R S A, (HAR A LR ¥
* ¥1#8 ID (Chassis ID) - fii \ME—[¥IHL4 ID.
* uh 5 ID (Site ID) - %y A IEff 158 55 1D
* BHEEE A (Cluster Key) - CRTUH 7D i A AH IR A2 4

L E (OK).
g) HiiRTE.
S0 L3 F V% ASA DL E UBHERCE .

B zses
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smEzzesz

NANEE %5 BFEE X 5
NS 4 ASA B -

\)

IR REPOGEH T IS B U s W SRR hn el e 21 © 5 AR IR Firepower 9300,  TIJiZ AR
PESEFNIAYIIR

FHiaZ |l

o B ORBUA TEEARAE B B DA R BE TP ikt o A2 5 10 TP Stuhik. W SRBcAT, T EAE R LA
OB RS SRR, RS A ATASIIORT S . R Ok T B R ShiZ B

 BHLAE L 0RE DR B ) o 4T LA B AT S N FXOS LA BC & LR AL I R
o XFT AR, AR AR L ASA NI PR I 2 A SR JUARIE AR 01 K F B4k
R SR .

UK

TR AN M Firepower HUAE HAS L, GHEEREITEERE M.

P2l AR ERECE R 7D 5 RHER R E

$IE3 ERFHUA L Firepower U FLES, AR5 Hdifiimig&.

SIE4 X TIEE BT (Device Name), 15 KB AT — DL,

WIS X THEMR (Template), 15 EF BRI Bi&R R 218 % (Cisco Adaptive Security Appliance).

$£IE6 N TRMKREZA (Image Version), iHE#E ASA BAFRA .

$IET  FigEER (Device Mode) ', H#.i7B¥E (Cluster) FLik 4/ .

L8 EFMAIBEEE (Join an Existing Cluster).

PR RLERIERELILNE, RERE. WRBUHIED G, LTFImARE, PILERSE —MHE
L

SIE10 4 EHEEIFM{EE (Copy Cluster Details) X iGHEH, LGS — MHIFERBER E, REMEME
(OK).

TN RGO B B bR B Rl S, (R L R I

* Hl#8 ID (Chassis ID) - #iy AME— [ HLFE ID.
* U5 ID (Site ID) - % N IE A3 25 1D

* BHERE A (Cluster Key) - CRTUHTE) S A RIS ]

HBRE .

| zmes
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B 0 Firepower sisb B Rz

P12 PR

0 Firepower BTG EIBE S

{45 LLKF B Firepower 9300 LAV M HUR Y BESE, SRV M HLATLLSCLMUA I BESE . 30T HL
IR, 50 AU TR U, (6 MU EVRINBES: SRR, ST LUK ) SR I S
BV IS T AU, ST

£I/%2 Firepower B RLEIEEEE

& AT LA Firepower 4100/9300 HLAFE BE 5 | 340 0B 4L . A& W& LT A VIR E .

XTI, BB BRI . A2 DU AR 5, AT L] SRy
BN ARSI T DU, SCHURIL

TAL 2 F X Firepower 9300 HLAR 4 3 AU 15 I F &S, BT AT e it AR
BB A 3 AL, BEARI AL IEH AR
FrIaZ |l
* M Cisco.com N TR B AN HBUE, RJGHBUE F4L % Firepower 4100/9300 HLAH
s WAL E R
« BWHE I ID, TP Huhik R 99 25 HE 6T
* MG TP ik
« FMC #3211 TP Huhilk f1/8% NAT ID
* DNS Jle g5+ 1P Hiuhi:
* FTD 414 Ml 4

g2

L1 EEO.
a) MEBEZA, VSN “BE (Data)” J5EY4%E M EtherChannel (HLFR i HIHIE)

X THVRITRESE, FFA S B A0 D44/ B % L P52 EtherChannel . {E434H1
HI_ LN EtherChannel. K FFATESE e 1 5B 1145 )F B4 bl 1A 4 EtherChannel
. 4 XHURIAEYE EtherChannel (PRSI B, 1 ZBURESEMV ARG, 55 13 7.

BTG OLR, Pk DA A iea it xh AU RS, (20 AC EtherChannel; #5704 70 it He
flbdie I 2RAY . PR 5, RS T DO R LR I B

b) I “4 P (Management)” JS#4% 5% EtherChannel

B zses
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BIEE Firepower BN FHHIEL & .

BB IE TR HEE, ME RO SO T E B R B DA A (FEFXOS i,
] e S PINUAE R P2 1 7R 8 MGMT. management0 i HoAth 22480 44 5D

XFFHUAR AR, 7ES LA A InAH IR F) “ &2 (Management)” #2111,
o) XFTHUREESE, [t FOEIE 48 M INRC AR T, FIVERE S5 I RE %

EZ)RUE W RN DDA 82 o o, SRS nek b2, WINUAR R S LU R M MLAR I IREEE, FLKS
AN R VFIEAT FH 5 R 2% EtherChannel.

fE3% A (Interfaces) LT &, WIRACFEALAT S G 1, 03 O TE 48 BRI L HIE TR

75 (Operation State)ls ‘27~ A R (failed). X THLA N HELE, Ut EtherChannel JG /AT i 03 2
H, AT Z0g I “Is4TIRA (Operational State)” .

FESHUR A IAR TR (K B 1 82 11

ARV B B S T HLAE L 10 3% £ A4S b EtherChannel . #E4T
ML LS AN 4518 P Etherchannel. 5 M LA [8) BE4E EtherChannel I EENE B,
FEARVE N FORE ), 55 13 Ta.

WA
d)

(ATIE)  ¥s I Firepower FiAF4E 1

UEHZ 12 FTD 45 4B B 10 . B ke 10, 8800200 4F FTD CLI g & 1L 1P Mk Fn Il Aihy

S8, B, ] LUK B NG S (B EgyEsl) TRk oK. 1535 Firepower 80
iy 42 %11 configure network iy %

RETHURIIIREE, 225 BUR LI DA PR
BRI

Qe

O S
SR
w N

PRSI RN &, JFRE L N 2L

Add Device 2%
Device Name: clusterl
Template: Cisco Firepower Threat Defense 4
Image Version: 6.4.0.49 b
Instance Type: Native b
Usage:

Standalone ) Cluster

Do you want to: O Create New Cluster

Join Existing Cluster

oK Cancel

a) R ERR.

AR LR By R | S T 0 B B BN O 15 AN A NP P A 11 8 9% 44 7
b)

X F-184]R (Template), 1%+ B Rl Firepower BiiBAfE (Cisco Firepower Threat Defense).
o) ILFERURARA .

d) XFSRBIZEE, NSRRI,

XFER, B kil

W #TEEBEEE (Create New Cluster) Uik 144
g) HiliffE (0OK).

zmes
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. 1 Firepower i 5115 &

BHes WoR ARG - W% 4K (Provisioning - device name) % 1o BRNTEOL R, I 10 #& 0 lcshy

Bk B L B A A

ARGUR B AE, T AR ZEAE L B4R 5 | S R FP B I E U T 01 4A 828 B I HfE
W . Dy TSEBLERIEAT, WiJaT LUE SO AT CLT Be ok 2 i

FERERER U b, Sl T A

Cisco Firepower Threat Defense - Bootstrap Eallbs
Configuration

Cluster Information Settings Interface Information Agreement

Security Module

Security Module-1,5ecurity Module-2,Security Module-3

Interface Information

b)

<)

d)

Chassis ID: i
Site ID: i
Cluster Key:

Confirm Cluster Key: rye

Cluster Group Name: clusterl
Management Interface: Ethernetl/4 o
CCL Subnet IP: Eqg:x.x.0.0

QK Cancel

XETHURREE, /EHLFE ID b, BB ID. BEAE P BB U AR 25008 HIME— 1D,
20 [ A SR P2 B e g 1T 48 IR AR LTI, A 2 Bon 7 Bl

KTl s R REAE , ESh B ID (Site ID) 7B A EALAE A uh 25 ID (1 F1 8 Z [ 4R %) o tb3h
R T ] Firepower & H 1.0 FlexConfig LI REREATIHL & o

EBEEZHA (Cluster Key) BT, A BFAERSHIEE b 0¥ o il B 5 0 3 E 261

B R K E AT 1 F 63 NMERFZ A ASCIL 45 i o s TAE s . kT2
W R R, AR BRI ST L K B, EATTER A LA Sk I% .

WE B EELA A TR (Cluster Group Name), HIZHI &AL E A (K BEEE L 4K .

B zses
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BIEE Firepower BN FHHIEL & .

SRR AUEKSE N 1 F 38 NMFFFI ASCI 715
o) EFEEEO.
I O A EE g 4 o BB DU AR B 0 1
USRI B — AN SCRAREAR S84 T DhRE R LE A B 11, ISl 3 — A e, iAo
XAESTC .
f) ¥ CCL FM IP ¥4 a.b.0.0,

BRONIEOUR,  BEEHIEEER I 127.2.0.0/16 4%, {HiE, FELERIZEEEA R 127.2.0.0/16 I
I, FEIXPE LR, AR SR ME— M2 BT /16 M gL, FRA] (127.0.0.0/8) Fl4l
# (224.0.0.0/4) HihEBRAM . G0 FRZAE B E Y 0.0.0.0, RS HERIAM 4 .
WUAR SIS ID FI4GERE ID A 304 R & 158 R AR 3 B B 4z 11 TP ik

a.b.chassis_id.slot _id.

PEE  ERE UM L, SATEUT A,

Cisco Firepower Threat Defense - Bootstrap 7=
Configuration

Cluster Information Settings Interface Information Agreement

Registration Key: sene

Confirm Registration Key: | sess

Password: essnnsnne

Confirm Password: essnnsnne

Firepower Management 10.89.5.35

Center IP:

Search domains: cisco.com

Firewall Mode: Routed Ed
DNS Servers: 72,163.47.11,173.37.137.8.

Firepower Management
Center NAT ID:

Fully Qualified Hostname: | clusterl.cisco.com

Eventing Interface: w

QoK Cancel

a) TEiEMEA (Registration Key) 7B, i A M 1H] Firepower £ B A 0o 5 HE A2 Rl 03 2 ] 3L =2
(25

zmes
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2

h)

AU LRI REA T 1 2 37 NPT B T SO 45 H ;. USINFTDI, 5 Z4EFMC EAA
M .

N PEFTDA B G H - T CLI Vi il (2588 .

7t Firepower 232 10> IP (Firepower Management Center IP) 7B, % AP AT & FL (1) Firepower
BRI TP Mk W R AORAIE FMC TP #ulil, i PB4, JFAE Firepower 20
NAT ID 7B A H 4.

fEFE R (Search Domains) 7B, iy A B M 24 (OIS R IB0E =5 70 B 413K

MBEXIERES (Firewall Mode) R 475131 5 $51ERR (Transparent) 53 H (Routed).

e AR, FTDRAE A R4 rh K8 h #e R el o ZEAE LIRS (0 BES12 CVARAL T ANTR] B 1
o SyTJrim, B A2 R K, e i B BRI B kBT, A
W 2 B PR BE A5 (0 o A BR

REAAEVIUR TR I U & B KBS R E NS SRR F RS, WAL E .
7F DNS BRSS88 7B, A\ FEE 5 3[R 11 DNS JR45 2351138
Flhn, nF4Ex FMC FEH14, W) FTD {# DNS.

(AT1E) 7 Firepower BEIEA0 NAT ID B, M AL IBERAE R B i & LK E FMC L
N4

T, A T B H SR T S0 50AE, TS P bl G —MEIFESD -
FMC $55€ B4 TP Huhik, #4545 FMCIP #hhl. {H)E, 3@ R aEdrh—A~ 1P Hiht OGX &5z
IR H IR BARERD , BIE e P i F e ME— 1) NAT 1D, LA 463045 (145
{E, FFERIEM AN ST LB EN T 1 2] 37 N AR TR SR PR/ e A
NAT ID. FMC 1448 3408 NAT ID Gig AN A2 TP Huhik ) SH1a6E W3R T 5 43 56 41E AN 4%
B

7E5E &R EEH12 (Fully Qualified Hostname) 7Bt 1, #i A FTDH % 52 4 B E & K.
MEZEH#EDO (Eventing Interface) 751, IEFEAIE Firepower S MY 4 H 82 1. Wi
KigE, RSB AHEHEEN,

BiFR ¢ K% Firepower SHAFFT IR H: 0, 0K 42 LI BC N firepower-eventing 211 . 4n 4
S — AN SR ST DhRe e CE D SR 1, WIS B— 2250 8, DA A S ORI R
WAy i

PR AEROBEBIUN L, RPN BRI E B IP k. Itk 23 (Address Type)
PR P IERIIESRMY, SRJE N A L RS LU 7B

AR BOAUHHUAE A 3 AR BCE 1P Hidik,  RIAEEAAT e B . W RANELE A 3

AR, R AN IE R TAE.
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BIEE Firepower BN FHHIEL & .

Cisco Firepower Threat Defense - Bootstrap 71X
Configuration

Cluster Information Settings Interface Information Agreement

Address Type: IPv4 only N
Security Module 1

IPwd

Management IP: 10.89.5.20

Network Mask: 255.255.255.192

Gateway: 10.89.5.1
Security Module 2

IPv4

Management IP: 10.89.5.21

Network Mask: 255.255.255.192

Gateway: 10.89.5.1
Security Module 3

IPv4

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Gateway: 10.89.5.1|

oK Cancel

a) FEEIE IP (Management IP) B+, Fl'E 1P Mk,
FEIR) — P2 bR E ME— TP Hudik.
b) H M LEHERY (Network Mask) S H]454<E (Prefix Length).
c) AL X (Network Gateway) Hiiil:.
TEWSL (Agreement) LEII-R 1, [T 32 S 4 H 7 VF AT 0L (EULA).
TRHTHBTE (OK) < HIE B 1EHE
HAHRTE (Save).

PR I 85 8 A RCAS I8 5 |\ R e P R B 11 U IR 2 I Y S B R 88 e v 4 o
R UL, AR PIEHBAIPRE . M2 el HORTS B LN, 7T LT 4afE M
LR A .

e
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System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|P| B
Status
l(“._'.‘)ﬂnlinvs: &0 ## (A5

TN X THUE RS, KR DU IR

a) EH MU Firepower WU B2 |, fidy B SR ERes 7D ShERmiis
L' o

b) BRI T — WU L1 Firepower HIAHE EEAS, AR5 L RUIGRE PR INIZ B % o

c) EHEMAIEEE.

d) RGEHEELENE, T REHE. WRDUHE IR, BATFIMmARE, LR —

YRR BCE -
e) FEEFIBEEIEHH{E E (Copy Cluster Details) X iEHES, FMGE— MW EERE, REHRLH
7E (OK).

) RO R A AR . SRS RE S T S, (E DA DL W
* H1#8 ID (Chassis ID) - fi A\ME— LA 1D

« h S ID - XA AR, AN MEHUAR S A ID (AT 1R 8 208D o BhIhRE A AT 4 1]
Firepower & /.0 FlexConfig ThRERFTHL & o

* B (Cluster Key) - CRTUE ) i AAH RS2 4
* &2 IP (Management IP) - J-55 S 1) 5 M ik 5 0504 5 G AR B 1 S 07 ] — g 4 v )
ifE— TP Huhit.
FE (0K).
g) HiliRTF-
P2 AP B TP HhhEE WAV N E Firepower 8 B0y
P REE A AU T FXOS BRI RESE T, A BERs &A1 N 2 Firepower 4 Bl
SRJ5, Firepower & HL L Logx H AN I M JE 1 4 o

B zses
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uJ\\j]u Eg EiE ﬁkJ\
AEIA BEEE TP el B 4 FTD FE4E. 4F FXOS HHs B i BEEE I A I, Firepower & FEHOVS H 8)
I IIZ R o

\)

AR WP FXOS SPBAGEH T3 IHHUAR ;s a0 SR B beds in sl 4521 2 3 I BESE Y Firepower
9300, WMZBHE B30I .

FHiaZ |l

s RIS, B2\ Firepower 5 B O HIBR TH IR BFAE A I o 0K o — & ik
%I, BRI N Firepower & B LG B — AN .

© HTHURT L RORE COBC B AR IF) o S5 mT LS HE AN N FXOS HUATRCE ALt 1L 7

UK

¢,=.
%
—

TEIA RERN A Firepower HLARE BIAS b, EFHEEIR&ITITHEEIZE I,

7

FB2  fbh EAMEREERME 7D 5 RHERIREERE .

SIE3 EBRIHA L) Firepower HIFTE FERS, RGP d5Rimig&E.

$EA X TIRERBIR (Device Name), i 4K &AL ALK,

SIS X THRIR (Template), 15 1EFB % Firepower BTG (Cisco Firepower Threat Defense).

HIR6 N TBKARZA (Image Version), 153k FTDIKAFIA .

$BT IR EER (Device Mode) ', i BEEE (Cluster) k474

L8  EHFMAIMBEELE (Join an Existing Cluster).

PR RLERIEERILNE, BORERE. WA TP R, BT A RCE, DAL
BUARTCE .

SIE10 {FEHEEIFM{ER (Copy Cluster Details) X iFAEH, LN — MHIFEROBFER S, RERGHME
(OK).

PN PR LI B B AR, RS B OIS, (HGRL AU LR B
* #L#8 ID (Chassis ID) - fit \ME— [ HLAT ID.

« ShEID - ST FHUAARBES, AN S ID (AT 1LRI8 Z0aD o HEIhEEIN n] {8 ] Firepower
E L FlexConfig DIREHATICE -

* BHEEE4A (Cluster Key) - CRTUIE ) Hy AAH [ 13 A2 5% 4]

« EI2 IP (Management IP) - BB B 45 BE M hE o8 2400 55 FLAD AR 4 i D3 A7 T [ — X 8% v g e
— IP Huudik,

PHBRE.

| zmes
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. BL & Radware DefensePro

P12 PR

fic & Radware DefensePro

SR} Firepower 4100/9300 HUAE AT AEFLAN J) v ESCREZ ARG (N7 K3 A1 26 =J7 DDoS WHID .
XSGR R IRSS mT DU A — S B IR 55 4

% F Radware DefensePro

FE 2R SR AR SS BERL B, AT L2228 55 = 7 Radware DefensePro RT3 LAZE ASA i K 55 i T 5%
£ Firepower BB AT HIZ1T . Radware DefensePro +&: 5 T- KVM HIERL -4, H7E Firepower
4100/9300 HLAH LAt AT AE 455 (DDoS) Al FIZfi# Like . *47E Firepower 4100/9300 HLAH I )5
FHIRSSEERT, ok B 2 (13 & A 25l ik DefensePro EHLF- &, AR5 52118 3% ASA BY, Firepower
JEHBITAE

\}

R * Radware DefensePro EJU-F- 4 7T LR N Radware vDP (4 DefensePro) , & ii#R4 vDP.
* Radware DefensePro #1754 I 1] §E & FREE S 1o -

Radware DefensePro B9 w2 &4

£ Firepower 4100/9300 L4 _I- % Radware DefensePro 2 {ij, 70K Firepower 4100/9300 HLAA AL &
A ete/UTC I [X [ NTP k45 4% . ¥ B Firepower 4100/9300 HLAH H W1 5 I 1R i PE40 15 &, 15
Z ) L IR ]

Bl 55 5% AE I

=X
* ASA - LI N5 (1) ASA 3Z#F Radware DefensePro (vDP) V-5
* Firepower 9300
* Firepower 4110
* Firepower 4115
* Firepower 4120
* Firepower 4125

* Firepower 4140

B zses
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EIh B 45 % % L BLE Radware DefensePro .

* Firepower 4145

* Firepower 4150

* Firepower J&ilpli i - ZELL R AL |, SZRF Radware DefensePro “F- & H T Firepower J& il 55 il -
* Firepower 9300

* Firepower4110- 1571, MR N BB 1 s L 1B % . AE s BRCE 7RIS,
PRES I

* Firepower 4115

* Firepower4120- ig{1 &, iLWAZ[R]HEZE g @ R & . fEless BICE T2 I& )5,
TR LA

* Firepower 4125
* Firepower 4140
* Firepower 4145

* Firepower 4150

Hit M E

o IRSSHEAEN AR RESERC B TP A2 SR (R, AENUARTRIREER b, R HTBRSZ I B 5% Radware
DefensePro (vDP) M .

£ 372 451% &% L i. & Radware DefensePro

DL FE P W s WAl 7E AT, ASA BX Firepower & HM S 4511 B 152 46 I 111 1F) BRAN e 4585 P 25 Radware

DefensePro.

)

ER W EAE Firepower 4120 5¥, 4140 224 ¥ 4% 1) ASA 1 [ %2%% Radware vDP, I .AZ0{§ ] FXOS CLI
A . A WAL Firepower 4100 B F 71 ASA I [T 1R 5555 ¢ FH L & Radware DefensePro
5% CLI BB, 152 FXOS CLI it &5

FHia Z |l

* M Cisco.com F# vDP W% (S [ M Cisco.com FHEMUAE) , SR JE KL 4% F] Firepower
4100/9300 HLAH CIEZ KGR FAEF] Firepower %W %) o

o 0] LULENLAR PN AR B ST i B T 4658 Radware DefensePro N SHFHIAE WEEEE, B WAL
PG N AL FRC S Radware DefensePro , 5 49 11,
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. EIh 3B 451% % LB & Radware DefensePro

UK

TR O B R T vDP, 18 E B Z e L IR AR i G B A R 1 DR SL B O R BRI A,
fny DAL N A R
L FEIZB IR % (Logical Devices) 1 JT “i@# 1 %" (Logical Devices) UL

“HI " (Logical Devices) I W R fENLAE FECE M IZHILAYIR . DR MR EZHXES, &
SRR — R, ERERE .
BT ASA 8% Firepower BB HIZ & GEZ BN INIIAL ASA , 55 18 TUEL VS INARST I
Firepower BPMIIMH , 55 21 1) &
TE181H 88 (Decorators) X 1k, E$EvDP. REUK 7~ “Radware: [ #l DefensePro - it &' (Radware:
Virtual DefensePro - Configuration)” % . FCEE#I{ES (General Information) LI~ 1) LU 7
Bto
WREC ¥ 24 vDP A A% 3] Firepower 4100/9300 HLAH, 15 7ERRAR (Version) 4413 ik 5
A FH R RRCAS
WHRIEAT — AP AT B E [ Radware DefensePro W[, WIZIRECE X M4 N4 WoRSCRE%E
VEICE SR o IEFRE IS VoS I PR L B SO o AR AR PR I & SO, W BN
{EEI2$%E O (Management Interface) FH751K F, EHFAMEIED RGP 1 OIS,
EPEERIAHEIEZE R (Address Type): X IPv4. {{ IPv6, B34 IPv4 1 IPv6,
WRIEAE E— DB i 288 (Address Type), FC&E LR B
a) fEETE IP (Management IP) 7B, M EACHD IP il
b) X IPv4: Hi AML%HER (Network Mask).

L IPv6: fir NBIZR1<E (Prefix Length).

c) HIAMLEM K (Network Gateway) Hitil.
PR AR AR L) O 45 e A TR BN B o 11 5% 32 1) S A
HBEHE.
iR
Firepower AJ 4 R 5 AE RGUIH IS N 28 0E AT RCAS, 555 | 50 0 ERAS B 1 R0 B4t 319
YRRBYORIRE B4 .

T—¥ it a

4 DefensePro N B B %6 . 6 E, ERTEMELBE A, DefensePro N JCILE(M . HRE
25 8., 152 Cisco.com [ f] {Radware DefensePro DDoS Wi ZZfift H 856D
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TEHLFE A B4 £ B E Radware DefensePro .

ENFE R EEE LB E Radware DefensePro

PLR 27 30 7R Wifi] 223% Radware DefensePro W%, LAAAE ASA 5% Firepower B EH A LAR P HFEAE T
T P I 45 B LG PR AR

)

IR RSN G BEER B P AZ Y H . 8, Radware DefensePro N T v ZEH LA [0 BEEE 1 S AT
il & AT S

FHia Z |l

* M Cisco.com F# vDP W% (S [ M Cisco.com FHEMWUAE) , KI5 KIS 4% 5] Firepower
4100/9300 HLAH (il Z K WAG A% 2] Firepower %422 %)

UK

PR W REL R B O T vDP, 15 5 H % I JEAR e O e B DR LR B R ),
Ty DAL 3 R R

U2 HLE ASA B Firepower WS HIHLAE W HEEE (IS0 ASA BFEE , 5 32 Ut 5f))4E Firepower J&(
JRBI RS, 5 38 U0

VYRR, TERCE LA PSR 45 R Fili Save 2T, A0 e UL AP BRE vDP B354
MBI .

$IE3  F181H2E (Decorators) X i, % vDP. RZHK; 7~ Radware: [E1l DefensePro - BL & (Radware:
Virtual DefensePro - Configuration) X ififE. 7E—f&{E 2 (General Information) T~k FECE LT
TR

4 IR K LZ A vDP A _EALF] Firepower 4100/9300 HLAH, i57ERRAS (Version) 412 ik £ 548
FHI vDP RiUAS

SIS WREE IR EUE ) Radware DefensePro N A, M) “BHJEACE SCHE” FHIFIR T2 BoR2H#F
(IR B SRR o PR LS B A5 1) RS B SCAF o W SR AR B PR YR 2 SO, A FH R
WH.

L1126 AEIEIED (Management Interface) N4 F, EHFEHREI.,

TIPS BLL vDP ABRFE P I RN B0 i 11 55 10 S HE

SIE8  HiHEOEE (Interface Information) £+,

FIR9 L A 2B (Address Type), 1Y IPv4. { IPv6 5§ IPv4 Fl IPv6.

L0 A ABRECE DL N B R, BRI T BRI TR LD Rk R it ZE R (Address
Type).
a) 7EETE IP (Management IP) 7B, MiC & AHE 1P bk,
b) X IPv4: HIAM4EH#ED (Network Mask).

I IPv6: Hi ANBTEEHCE (Prefix Length).
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Qe
S
—

[ Y
N

S S
S8 3

zEigg |

c) HIAMLEM X (Network Gateway) Hiiil-.

I RE .

PR TF

Firepower HJ 4 454 RIS N B € M PAFRRAS, RS | A5 PG BRE 3 1B HEIL B4R
KaSdty | 8515/ SHIEPUL {3 & N

EFHB AL % (Logical Devices) 1 7 “@H# %4 (Logical Devices) I [fi .

B e E FZER SRS vDP 4 H . WIFEE IP (Management IP) 410 %1 H 7Y JE 4

* 41 ¢ CLUSTER-ROLE JG 41 % DefensePro 5241 578 4 unknown, W4k N\ DefensePro MW,
BeE 3 1P Hudik, 58 vDP BEAEAIAE

* I’k CLUSTER-ROLE JG %4t %) DefensePro 49 .7 Ky primary 8% secondary » WU B N I 7E
2, JF ORI L.

T—¥ it 4

24 DefensePro N BB %0 . 6 E, EEREMRELBE AT, DefensePro N JCIAE(M . H R
25, {527 Cisco.com Ff] (Radware DefensePro DDoS M 22/t FH S F5 75 )

FF 7 UDP/TCP i OO0 /5 A vDP Web AR %

N
g
—

NI
g
N

®3

Nil

Radware APSolute Vision 5 Bl #5422 11 0] F§ & Ff UDP/TCP ¥ I 55 Radware vDP W #H4T# (5. il
vDP 1 [l 5 APSolute Vision & FE2S A TIHAS, S ZUHA ORI Seut Ea] 5 i) S R385 kBB o6
WISty s 22 OV ] FFIOR) R4 5 B, 121 (APSolute Vision H 7 8F) I BL T 4%

* APSolute Vision fR 55 22i% 0 - WBM B 15 FIR{E RS

* & Radware &% B APSolute Vision IR & 22808 {Six 0

/¥ Radware APSolute Vision % ¥ #BE4E FXOS M58 _F 1) DefensePro WA, #A454% ] EXOS
CLI J& i} vDP Web It %5 .

UK

M FXOS CLI #:#:3] vDP W H 541
connect module s/ot console

connect vdp

Ja ] vDP Web R4 .

manage secure-web status set enable

B vDP W6 JFIR [l FXOS ik CLIL
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Ctrl |

EIRBEI

TR LU BR R B o6« K ASA BG4 A B WIS, B S0 G B T AE AT AR W as _LpAT JABAT 55

ER BN s &

T2 &

A BL S R E R B N I &

UK

8 ) 5 B2 5K Telnet M H2RIEH: 2 AL CLI.

connect module slot number {console | telnet}

wmzmies ]

FOEMBA N LA LB 1 2 a5 18, W] 1450 slot_number .
{4 H Telnet SEFEMAR AAE T, B80T LU PR BESOIT e 2450, JF HoEHadi il

T

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

RN GG . B SR AE A2,
connect asa name
connect ftd name

connect vdp name
BEFLBIZIR, HMANT BRI 2
Tl

Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

[...]

asa>

zmes
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Tl

Firepower-modulel> connect ftd ftdl

Connecting to ftd(ftd-native) console... enter exit to return to bootCLI
[...]

>

IR HY N A 5 2] FXOS #5k CLI

* ASA - i\ Ctrl-a, d
* FTD - i \iR

* vDP - #ii \ Ctrl-], .

JR[A] FXOS CLI [l B 5| 8 22
RHEHIA:
a) HIN~
TR 5 Telnet WV FH .
b) ZLEMH Telnet N, A :

telnet>quit

B Telnet &1iF:
a) A Ctrl-],.

ot

DLUR 7l &8 e i 1 F1K) ASA, AR5 E[A3] FXOS CLI [ F 5 |42,

Firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#
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MIFRIZ 481K &

UK

I EFIBIEIR & (Logical Devices) 17T “BiH " (Logical Devices) BT [
“EHW” (Logical Devices) DU /R ENLAR L E 4B 2 1K . W R B AT 18 1
%, MRS SR — 4R WIS DL & .

WX 2 AN R B % T Y ) I BR (Delete)

PR3 P (Yes) MiAALEI I BR M2 B 4%

PR 4 P2 (Yes) HiA AL E MR Y HI L E -

RSB & A 52

LA 08209 203 i R 7 A R SR [ B B

e Bef A B

B, BT s 2 s I, AR O S A S MR N ER . SRR IR 1Y, R e, e
TR LLEDF IS . B AT AT ) 2 A4

TR A M TR T AEREAE R, % Firepower HUAHE HE 28 1Z481& & Wl A B AR RS

o P || @) ®
Management Port Status
Ethemetl/4 @ online { E E :' *# c- s
Attributes
Cluster Operational Status : not-in-cluster
FIREPOWER-MGMT-IP :10.89.5.20
CLUSTER-ROLE L none
CLUSTER-IP $127.21
MGMT-URL : https://10.89.56.35/
uuID : Bed59170-451d-11e9-8475-f22f06c32630
XA FMC (9 FTD, WAZH B & B 7E FMC W s &, DMEE R R RS, e bikE 4
Tl BE o
o LEN IR AR I REAE - 8 nT DU FH N AR CLI 22 BFAR . i cluster remove unit name i
A MMBRBR S808 R 1) e AN T A B8 o 51 SREPICEIRFFAAR, T2 vk [R) 20 1 B e 1

REFAAE, DI AR Ja AL B AR 2RI E . WRAE N B B & oA sbar 2ok
B A B, REIEAS B L B
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B4k 53 4835 2 AR S K A K2 P S 451

HBARAL TAR EHPIGESIN, Iy Bdia e 1 5G] s AT B 1l DUAGR AR R . 2R
R, WETE R B DR R FFTOT, A B G R IO E B TP ik H A
RIGTEPONEL MR ERE AR TAR PR, WA BERE L R AR

SEHT O T ESE, 154 ASA L%\ cluster group name, #XJFenable. B EH T HRESE, S
FTD % cluster enable.

A% FH S HI R 5491 - 4 Firepower HUAT A BLAS 11B 4RI & JUIE, fili A (D) | &y
DR AEHT 8 v g (I F7)E e

* KM %A BEY | 4 - 77 Firepower WA BLAS (1) R S HESR/SIEE T, el XKoo iUl s (@)
* SEHIHUAS - 7 Firepower HUAT B4 IOMESE 0010, ok G IElbs (D)

sk A MR

T mT LUAE R AR O A IR B AR B 7%

XFFAEH FMC 1) FTD, HORAENUAE EAEFHEEAE S, M FMC B 71 M BR 1 4%
* MBRE 4R - 75 Firepower HUAHE BLAS MBI & U0, SabMIBREbs (0D o SRJE, &L
BN R BTREER, B n LALE ] — B AR R IR R R s 4
-g%%*%%mﬁﬁﬁéﬁ&-m%%w%*%%&%,Mﬂu%ﬁﬁ@#%M%ﬁ%%ﬁ&

AR

MRS 512 4812 & A~ K BX BT A Sk )

MRV G, RGUR PR RO EMI R A B I N RO 0 R ASII R N T, DR B
N IS Z T, R TCIEAE AN T B B o 2 BT S AN 1 L S AR OCIRIN, Tl
LAUR R 2D BRI 22 4 /5 S rp ij s 3 T S o

g2

LB EPHBEEIRE (Logical Devices) 1 JT “iZ45W 4" (Logical Devices) V1M .
“RHWR” (Logical Devices) DU W/ 7ENLAR L E (P24 B 2% 12 o W IR i R L AT A 1B 1
%, WRGR R — 4R WIS DL . (R YIR T 7, LG 2B 5184 B A TR
I FH 461 51 55
IR 2 i AT B ) S S48 B0 B () I BR (Delete) o
IR 3 P Z (Yes) BN ALEIMN R Y FH 5241
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&3 Firepower gippprEiE e LoD

5 o4 Firepower BB fEIZ 4R 1% & ERYFEO

o] AAEFTDIZ R R 44 LA ek O e o, s S Bz 0. AR5, Bl EFMCH RPN
Ml .

NI 1 Tl B AR A 52 G FTDRC & 52 e/ o (B, IR 22 4 SR P A3 FH R 2 10 2 S i il
. WA HBEAFTDEE TR A B 0, G070, NAT. SSL. S43#i]. VPN,
DHCP JR45 2855 . 51 F &4 X R SR AN 2 520 o 38 n] DA 4> e f#) EtherChannel [R5 5% &R,
AN M A £ BCERZEFMC B EI TR 25

T 122 ORI B 55 322 AR QAT A L

T8 Z Al
o M HC = ) LURS N EtherChannel o 11808 ) P& B8 )42 11, RS 44 EtherChannel.
o Gn RIS EDE O B i R N3 EtherChannel (1140, BRINTE UL N8 TG B D0 o 45 BESE), )
TSN AN A TCE O, AR A TR %3 DS N2 EtherChannel. %} T8 ) EtherChannel,
#0] UL R J5 % EtherChannel 43 Bt 214 4% .

o G B PR Y Firepower SF 42 8 4 4y & B EtherChannel, U 752614 42 /0 HA 1 AN BUH 4>
BC A Hin Bk 0242 11 (1) EtherChannel, #8544 41 #1452 1135 & EtherChannel. 7t Firepower J&Mp
Bt e R L1 GRS EE RS , I HAESE Firepower 5 Lo [ 2P L &
Jos ERTRLKE CHRTEGH 2B 4 BB 118 N 3 EtherChannel.

o W R EGE ATHYE, ERORAE DT B B INERIN ER %3 1, RS AEFMC h RIP I E . AT
FBUCEN &S LESEE O, ARG AT/ W& LENIE D R, HiEE DA
BRI PPIRA NI, BRIk, e A Sz 1 4

UK

W1 1t Firepower HUAAE Bl dsh, IEFIBIE R & (Logical Devices).

SR 2 it FMESREE (Edit) Blbr LA E 1% .

WIE 3 W e EE R O (Data Ports) X 38k B8 (1 50 £ 0 k0 Bid iz 1
THE ) MERATATH 1

fr
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B =2 rirepower mimpprimEiEiz & FaviEn

Data Ports =

Ethernetl/2

Ethernetl/s

ernetl/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

E2 TR el
XTI B, (B ORATE SR, B TR RE).

a)
b)
c)
d)

B LT R PR T R

EEMNBEFEREIR B, W FRpERT IR ERZEO.

{ERE (Settings) HEIF [, MW FH#FRPIEFH FE4IED (Eventing Interface).
HFE (0K).

T ST R R I TP ik, B 20 24 Firepower B FE O A B4 10 TP Hudik: 4 51)i& & (Devices) >
& ZETE (Device Management) > & &/Ef & (Device/Cluster). 7F&IE (Management) X1k, &
IP Hbtik DAVC TG 5| 3 F5 e e & bk

IS5 PHRTE (Save).
FIE6 [FHFMCIREE.

a)
b)

©)
d)

e)

2
h)

R AEFMC.
WS & > & EE, I FTD it B Kb (¢ ). REERNEFHZO U .

O N e BT R SR & L

R R, WL e O B B2 R, RO E C R E . RS T R
B LA R

DR RIS 0, 3 T BB A 4 1 AT 1 A 2 1

HI T A BRAEAT 3 1, B r] DLSTHIBUA R E . AR IF B O ER s AT I e a , RS
L RIERBCE . B UbRe s 5 E AT IH 2 L AT A

AL 360 SIE B S LA DR SRS 742 1 SE SR A R

D BT R, UG 2T O B SRS AT BRI

TR TF.

PR ERE SRS B E R . AR A, O R

IR T 1E Firepower HUAE BiLas i, 1 1 MG vb B8z 1 Db A% 1 G 2> e Ea 1 1
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SR8

$IE9

HEIL ASA Z
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F asA pigigs taoEn [

Data Ports -

Ethernet1/2
Ethernet1/5
Ethernet1/8
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8
Port-channell
Port-channel2

B RE.
FLRAE FMC A EB R,

iR &E ERYED
ATLIE ASA BB AR, IRk BHAPIREE L], ASDM 2 H VR IUBFAE L.

VN I VSO R R A P (4% 6 ASA LB RS /o HZ, W RAE FXOS HIHBR & 23 Be itz 1

CBan, an MR 28 B MR EtherChannel, B0OKF 4 IR 1 #BT /3 Bi 45 EtherChannel) , Jf H.
FELZARIE AT L 1, WIMIBRERAE 2 52 m ASA FiL'E . fEIXPEOL T, ASA FCE SR IR UGy
A, DMER ] AT AR 25 B 22 . 0] LAE ASA OS W F2h# R IH K4 B

P i

55T LG O 4R EtherChannel (%5, T AS B0 AE 1 4

FiaZ |l

o M HE 3 B LURIVS N EtherChannel i 1808 ) e s 842 11, JF¥S IN4F{r] EtherChannel.

o YL ELE O A EC A3 D8 N3 EtherChannel (4120, BROAEH F¥ TG O oA FEEE), T
T N B A I A ECEE 1, AR5 PR %L 1148 N2 EtherChannel . X137 (#) EtherChannel,
& nI LLRH J5 % EtherChannel 43 B 2] 15 4%

o UHREDE T B2 RO B B EtherChannel, )5 B2 G 45 /0 AT 1 NI 40 e 300 i B2 22 1
ff] EtherChannel, #X )5 274 #4211 %8 ek EtherChannel. 7F ASA HFUHIINAR R BREE I T B
SEEHNED G, BErel Ll CYRTEE B & FHE: 0% N2 EtherChannel .

o SOFFRRAEBGE DI , TE R OREAS INERE R BT A BRI . AT U S E R A s
R, ARG AR s S BN . B AR B SC PIRAS R, ik, e
fIIA S m e L R
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UK

$IR1 1t Firepower HUAEE BT, EFEIRIR#F (Logical Devices).
P2 iy FAMHRE (Edit) BRI g2 % .
PR3 WL ERIRER O (Data Ports) DX 3 UM e HEEC 2 RIOH 70 i 1% 4#% 1
PR 4 EL A EERR O (Data Ports) X 38 BB (10500 £ 1R 40 ALz 1
PIRS B E R
XTSRRI E H, ERRAFESUE, BASEH .
a) i O T B AR
b) {EEM/BEE(EE (General/Cluster Information) LT I, M N5 &Pk &RED

(Management Interface).

c) MHHE.
P 6 PR EF.

ek BB R &G SIEFIRE

AT LME SOB R A 5 | SR E . AR5 AT DAST B ok S v 6 i Y P S8, sl ORA7 R
T i P P T 5 it L T AR N T S48

UK

W1 1L Firepower HUARE B gsh, IEFHZEEE & (Logical Devices).

P2 Pl EAIIYREE (Edit) EIbr LR 12 3%

WX 3 ok i O R R AR

PR 4 MR TR E R SOE R RR E

PS5 Hii OK.

P®6 LB ER, DRSO LR E G NV S, R ER, DR AR S AN T N S48
iR WREIERERER, ErUERESIrR, @i fd <& T HERRFIKE

JE N S48 o

“1B%51% % (Logical Devices)” Ti[E

] Firepower HUAHF HL28 1IB 4B DU OV . St AN BRIZ A % . B g & T AL & /A
Firepower 4100/9300 HLAH ¢ A5/ |85 b 225 (R 1 4% (14 B X 8k
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“1B55% % (Logical Devices)” T1H .

TEAE V% IR SR A LA A5 B
© WE BB IR
o BBV, B “PhS7 (Standalone)” B% “Hf4E (Clustered)” .
o KA - WoRBHERR PR
* ok - BRI AL 5T

* incomplete-configuration - & 45 ¥ £ L B A 5 o

RPN AL X PR LU L
* A - BoR g afi BisAr v .
© R - SR e EIsAT I N B RRCA S

N

IR XSRS FTDIET 1 S8 2 il i Firepower & #L Oy e R, 1T ELITARL
SEFT IR I A Firepower AL FL 85 HH ¥1B 3818 % 4R 48 (Logical Devices >
Edit) fll R4 % # (System > Updates) L[] _Io X L6 011 1 R I IRCAS 2§
B FTD@ #1525 T FH IR A hieAs (CSP g

© FIRBCE S - SR oy BOay IR A/ N AR S0 (1 B U S A
« B IP - Bon A AR e i B IP (A 1P dhdik.
© W3R - SR IO WY SE A R 19 £ 19 S bl o
© BB O - TR RLL I S ) b 1
o KA - BB B R
* {4 (Online) - N FH IEEIZATRI T AR
* B2k (Offline) - N H CUF 1EIF HAN AT #4
o [EAF 2255 (Installing) - N 2235 IEAEEAT .
o K43 (Not Installed) - J3 F A 22355
o 2RI (Install Failed) - N T 2225 2 M
* IEAE )33l (Starting) - N IEAE ) 5
* JAENKRI (Start Failed) - N )25
* U 3)) (Started) - BRI H Bl IEAESAE BRI LB
* IEAE4E 11 (Stopping) - M IEAEE 1E.
o {52 1R (Stop Failed) - B Tk N B 4otk 4.
* KW (Not Responding) - W FH A Wi v
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. “1B%81% % (Logical Devices)” T1H

o IEAESER - BT EAETT
o ST SRIC - LTI ST
o ST - L T
« RAHE - R BBt R

IR S AR AE A T MR, V15 B B (R T B . (7T DL U R (R

BItr L, DIEESEGHMEE . AR TEE I, EZ LT FXO0S 2y
E7eeCll

s Y REYE B X - W i EAEIEAT IR N AR S 1 A L
A

AR WURESCT NI S SRR R R S RVE R Y S, AR T E R 2
s JE R BORE s T IEAEISAT I N AT R, o AN 2 B e i ey
Mo

* g E - R gy RO AR PP S48 (B A4 BRRISE AL

o BEEEIRAEIRAS - WAL N S (1) A B URL.

* &1 IP/Firepower &2 IP - WoR 7Bl I H L 14 22 1P Mok
HEAE - WML RHEEM T T

© BEE TP - WURJPTCAS B AR SEBI TP M hk

* HA 6 - SR TSk sl R (5 BT .

« B URL - B0 Bogs b SEGI R4 BN T URL.

* UUID - B~ H S804 R e — B iR A

M Firepower HUAHE HiLds B ERIR & VI, W] DA/EIAR B B AT LU N hfi:
* RIFR - WP “EHBE” U ERE R
© RINRE - RFEOIEIZE R .
* URAE - VPSR IZ e
© WERA - M T R GOL R v LI AT
* MIBR - MIERE AR B % .

« BIRECE - FTIPRIEHE, LLISON MU /s i8R e sl AR IR ELAR B . BT AR B R,
IFAERIIEAT i — 873 1) S8 2 et I A P SR R A5 6

* BRZER - 5 s NI s
© FHRIBEDR - SCVFIETF N T S o
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ssmmzens

* EREA- AVFEE RN, R OB T RPE R, HEORE R SN S,
T DU “EORT R S . DUEERBLA R B SRR S, IFER RS SR A B
B BN S o

« BRG] - TN AR S
© BRNRFE TR - PLOE 10 0 N I 9L B E LI Firepower 7 HLHHLEX ASDM [ .

uf = (B B & T 1)

LUR 7R B S s SCRF IR B2

%54 EtherChannel % AR5 = 5 4k o 2 18 B 62 TR 1)
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