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Preface

This preface includes the following sections:

* Audience, on page xxvii

* Document Conventions, on page xxvii

* Related Documentation for Cisco Nexus 9000 Series Switches, on page xxviii
» Documentation Feedback, on page xxviii

» Communications, Services, and Additional Information, on page xxviii

Audience

This publication is for network administrators who install, configure, and maintain Cisco Nexus switches.

Document Conventions

Command descriptions use the following conventions:

Convention

Description

bold

Bold text indicates the commands and keywords that you enter literally
as shown.

Italic

Italic text indicates arguments for which you supply the values.

[x]

Square brackets enclose an optional element (keyword or argument).

x|yl

Square brackets enclosing keywords or arguments that are separated by
a vertical bar indicate an optional choice.

X1y}

Braces enclosing keywords or arguments that are separated by a vertical
bar indicate a required choice.

[x{ylz}]

Nested set of square brackets or braces indicate optional or required
choices within optional or required elements. Braces and a vertical bar
within square brackets indicate a required choice within an optional
element.
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Convention Description

variable Indicates a variable for which you supply values, in context where italics
cannot be used.

string A nonquoted set of characters. Do not use quotation marks around the
string or the string includes the quotation marks.

Examples use the following conventions:

Convention Description

screen font Terminal sessions and information the switch displays are in screen font.
boldface screen font Information that you must enter is in boldface screen font.

italic screen font Arguments for which you supply values are in italic screen font.

<> Nonprinting characters, such as passwords, are in angle brackets.

[] Default responses to system prompts are in square brackets.

L# An exclamation point (!) or a pound sign (#) at the beginning of a line

of code indicates a comment line.

Related Documentation for Cisco Nexus 9000 Series Switches

The entire Cisco Nexus 9000 Series switch documentation set is available at the following URL:

http://www.cisco.com/en/US/products/ps13386/tsd_products_support_series home.html

Documentation Feedback

To provide technical feedback on this document, or to report an error or omission, please send your comments
to nexus9k-docfeedback@cisco.com. We appreciate your feedback.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

» To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.
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Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.
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CHAPTER 1

New and Changed Information

This chapter provides release-specific information for each new and changed feature in the Cisco Nexus 9000
Series NX-OS Security Guide, Release 9.3(x).

* New and Changed Information, on page 1

New and Changed Information

This table summarizes the new and changed features for the Cisco Nexus 9000 Series NX-OS Security
Configuration Guide, Release 9.3(X) and where they are documented.

Table 1: New and Changed Features

Feature Description Changed in Release |Were Documented
Layer 3 subinterface | Added support for Layer 3 |9.3(9) Guidelines and Limitations for
egress RACL subinterface egress router IP ACLs, on page 278
ACL on Cisco Nexus .
9300-EX, 9300-FX, and Router ACL on page 312
9300-FX2 platform switches - onpag
Configuring Login Added ability to configure |9.3(7) Configuring Login Block Per
Block Per User login block per user User
802.1X Support for | Added support for Cisco 9.3(7) Guidelines and Limitations for
VXLAN EVPN Nexus 9300-GX platform 802.1X Support for VXLAN
switches. EVPN, on page 253
Authentication Added the ability to 9.3(5) Configuring the Default dot1.x
through MAC configure MAB as the Authentication Method - MAB,
Authentication Bypass | default authentication on page 243
only method for all traffic on

dot1q enabled ports.

This feature is supported on
Cisco Nexus 9336-FX2,
Nexus 9236C, Nexus
93108TC-EX, and Nexus
93180YC-EX switches.
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Feature Description Changed in Release |Were Documented

Dynamic ACL Added the ability to restrict |9.3(5) » About DACL, on page 231
access to the dotlq blocked ) )
list of MAB clients. This * C.reatlng Dynamic Access
feature is supported on Cisco Lists, on page 244
Nexus 9336-FX2, Nexus
9236C, Nexus 93108TC-EX,
and Nexus 93180YC-EX
switches.

DHCPv6 Added support for DHCPv6 | 9.3(5) * Enabling DHCPv6 Option
Option 79 (client link-layer 79, on page 411
address) in DHCPv6-relayed .
packets for Cisco Nexus * Additional References for
9300-GX platform switches. DHCP, on page 422

IPv6 First Hop Added support for Cisco 9.3(5) Guidelines and Limitations of

Security Nexus 9300-GX platform First-Hop Security, on page 424
switches.

IPv6 Egress ACL Added support for [Pv6 9.3(5) Guidelines and Limitations for
egress ACL on Cisco Nexus IP ACLs, on page 278
9504 and 9508 platform
switches with the -R and
-RX line cards.

IP Source Guard Added support on Cisco 9.3(5) Guidelines and Limitations for

(IPSG) Nexus 9300-GX platform IP Source Guard, on page 460
switches.

MACsec Added support on Cisco 9.3(5) Guidelines and Limitations for
Nexus MACsec, on page 546
NIK-C93180YC-FX3S,

Nexus N9K-X9732C-FX,
and Nexus
NIK-X9788TC-FX line
cards.

NDcPP: OCSP for Added OCSP support for  [9.3(5) * Certificate Revocation

Syslog syslog servers. This feature Checking, on page 166
is supported on all Cisco o
Nexus 9000 Series switches ' G,ul(,lehpes and
and line cards. Limitations for PKI, on

page 167
* NDcPP: OCSP for Syslog,
on page 166
PACL redirects Added support for PACL  |9.3(5) Guidelines and Limitations for

redirects on Cisco Nexus
9300-GX switches.

IP ACLs, on page 278
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Feature Description Changed in Release |Were Documented

Type-6 encryption of | Added the ability to store | 9.3(5) * Guidelines and

MACsec keys MACsec preshared key in a Limitations for Password
type-6 encrypted format. Encryption, on page 465
This feature is supported on « Enabling Type-6
all Nexus 9000 series Encryption on MACsec
switches that support Keys, on page 469
MACsec.

UDP for IP Helper Added the ability to enable |9.3(5) Configuring UDP Relay, on

Address route configuration to relay page 415
broadcasts destined for all
UDP ports, except the
DHCPv4 port numbers 67
and 68. This feature is
supported on Nexus 9200,

9300, 9300-EX, Nexus
9300-FX/FX2, and Nexus
9500 switches with the
-EX/FX line cards.

802.1x Added support for 802.1X [9.3(3) 802.1X Guidelines and
on Cisco Nexus 9300-GX Limitations, on page 231
switches.

DAI Added support for DATon |9.3(3) Guidelines and Limitations for
Cisco Nexus 9300-GX DAL, on page 446
switches.

DHCP Added support for DHCP  [9.3(3) Guidelines and Limitations for
snooping and DHCP relay DHCP, on page 387
on Cisco Nexus 9300-GX
switches.

DHCP Added the ability to disable | 9.3(3) Disabling the Server Identifier
the server identifier override Override Option , on page 402
option for DHCP Option 82
packets.

DHCP Added the ability for the 9.3(3) Configuring DHCP Relay
DHCEP relay to choose either Subnet-Selection, on page 407
the primary or the secondary
subnet when the interface
includes both these subnets.

DHCPv6 Added support for DHCPv6 | 9.3(3) * Enabling DHCPv6 Option
Option 79 (client link-layer 79, on page 411
address) in DHCPv6-relayed .
packets for all Cisco Nexus + Additional References for
9000 Series switches and DHCP, on page 422
line cards.
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Cisco Nexus 9500 Series
switches with the family of
modular EX and FX line
cards.

Feature Description Changed in Release |Were Documented

IP ACLs Added support to egress 9.3(3) Guidelines and Limitations for
IPv4 and IPv6 RACL on IP ACLs, on page 278
Cisco Nexus 9500 platform
switches with -R and -RX
line cards.

MAC UDF Ability to configure 9.3(3) Configuring a UDF-Based
UDF-based MAC access MAC ACL, on page 340
lists (ACLs) for Cisco Nexus
9300-GX switches.

MACsec Added support for MACsec |9.3(3) Guidelines and Limitations for
on Cisco Nexus MACsec, on page 546
93108TC2-FX, Cisco Nexus
93180YC-FX, Cisco Nexus
93216TC-FX2, , and Cisco
Nexus 93360YC-FX2
switches.

User-defined MAC | Enables you to configure a |9.3(2) * Guidelines and

address user-defined MAC address Limitations for MAC
limit between the range of ACLs, on page 338
16 to 256. .

* Configuring an Interface
MAC Address and Limit,
on page 342

MAC UDF Ability to enable the device |9.3(2) Configuring a UDF-Based
to match on user-defined MAC ACL, on page 340
fields (UDFs) and to apply
the matching packets to
MAC ACLs.

MACSec MACsec is now supported |9.3(1) Guidelines and Limitations for
on the Cisco Nexus MACsec, on page 546
NIK-C9364C,

NI9K-C9332C, and
NIK-C9348GC-FXP
platform switches.
uRPF uRPF is now supported on |9.3(1) Guidelines and Limitations for

Unicast RPF, on page 486
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Feature Description Changed in Release |Were Documented
MAC UDF Ability to configure 9.3(1) Configuring a UDF-Based
UDF-based MAC access MAC ACL, on page 340

lists (ACLs) for the Cisco
Nexus 9200, 9300, and
9300-EX Series switches.
This feature enables the
device to match on
user-defined fields (UDFs)
and to apply the matching
packets to MAC ACLs.
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CHAPTER 2

Overview

The Cisco NX-OS software supports security features that can protect your network against degradation or
failure and also against data loss or compromise resulting from intentional attacks and from unintended but
damaging mistakes by well-meaning network users.

This chapter includes the following sections:

* Licensing Requirements, on page 7

* Authentication, Authorization, and Accounting, on page 7
* RADIUS and TACACS+ Security Protocols, on page 8
* LDAP, on page 9

* SSH and Telnet, on page 9

* User Accounts and Roles, on page 9

* [P ACLs, on page 9

* MAC ACLs, on page 9

* VACLs, on page 10

* DHCP Snooping, on page 10

* Dynamic ARP Inspection, on page 10

* [P Source Guard, on page 10

* Password Encryption, on page 11

* Keychain Management, on page 11

* Control Plane Policing, on page 11

* Rate Limits, on page 11

* Software Image, on page 12

» Virtual Device Contexts, on page 12

Licensing Requirements

For a complete explanation of Cisco NX-OS licensing recommendations and how to obtain and apply licenses,
see the Cisco NX-OS Licensing Guide.

Authentication, Authorization, and Accounting

Authentication, authorization, and accounting (AAA) is an architectural framework for configuring a set of
three independent security functions in a consistent, modular manner.
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Authentication
Provides the method of identifying users, including login and password dialog, challenge and response,
messaging support, and, depending on the security protocol that you select, encryption. Authentication
is the way a user is identified prior to being allowed access to the network and network services. You
configure AAA authentication by defining a named list of authentication methods and then applying that
list to various interfaces.

Authorization
Provides the method for remote access control, including one-time authorization or authorization for
each service, per-user account list and profile, user group support, and support of IP, IPX, ARA, and
Telnet.

Remote security servers, such as RADIUS and TACACS+, authorize users for specific rights by associating
attribute-value (AV) pairs, which define those rights, with the appropriate user. AAA authorization works
by assembling a set of attributes that describe what the user is authorized to perform. These attributes
are compared with the information contained in a database for a given user, and the result is returned to
AAA to determine the user’s actual capabilities and restrictions.

Accounting
Provides the method for collecting and sending security server information used for billing, auditing,
and reporting, such as user identities, start and stop times, executed commands (such as PPP), number
of packets, and number of bytes. Accounting enables you to track the services that users are accessing,
as well as the amount of network resources that they are consuming.

Note

You can configure authentication outside of AAA. However, you must configure AAA if you want to use
RADIUS or TACACS+, or if you want to configure a backup authentication method.

For more information, see the Configuring AAA, on page 19 chapter.

RADIUS and TACACS+ Security Protocols

AAA uses security protocols to administer its security functions. If your router or access server is acting as
anetwork access server, AAA is the means through which you establish communication between your network
access server and your RADIUS or TACACS+ security server.

The chapters in this guide describe how to configure the following security server protocols:

RADIUS
A distributed client/server system implemented through AAA that secures networks against unauthorized
access. In the Cisco implementation, RADIUS clients run on Cisco routers and send authentication
requests to a central RADIUS server that contains all user authentication and network service access
information.

TACACS+
A security application implemented through AAA that provides a centralized validation of users who
are attempting to gain access to a router or network access server. TACACS+ services are maintained
in a database on a TACACS+ daemon running, typically, on a UNIX or Windows NT workstation.
TACACS+ provides for separate and modular authentication, authorization, and accounting facilities.

For more information, see the Configuring TACACS+, on page 77 chapter and the Configuring RADIUS,
on page 49 chapter.
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LDAP

The Lightweight Directory Access Protocol (LDAP) provides centralized validation of users attempting to
gain access to a Cisco NX-OS device. LDAP allows a single access control server (the LDAP daemon) to
provide authentication and authorization independently.

For more information, see the Configuring LDAP, on page 113 chapter.

SSH and Telnet

You can use the Secure Shell (SSH) server to enable an SSH client to make a secure, encrypted connection
to a Cisco NX-OS device. SSH uses strong encryption for authentication. The SSH server in the Cisco NX-OS
software can interoperate with publicly and commercially available SSH clients.

The SSH client in the Cisco NX-OS software works with publicly and commercially available SSH servers.

The Telnet protocol enables TCP/IP connections to a host. Telnet allows a user at one site to establish a TCP
connection to a login server at another site and then passes the keystrokes from one device to the other. Telnet
can accept either an IP address or a domain name as the remote device address.

For more information, see the Configuring SSH and Telnet, on page 133 chapter.

User Accounts and Roles

You can create and manage user accounts and assign roles that limit access to operations on the Cisco NX-OS
device. Role-based access control (RBAC) allows you to define the rules for an assign role that restrict the
authorization that the user has to access management operations.

For more information, see the Configuring User Accounts and RBAC, on page 205 chapter.

IP ACLs

IP ACLs are ordered sets of rules that you can use to filter traffic based on IPv4 information in the Layer 3
header of packets. Each rule specifies a set of conditions that a packet must satisfy to match the rule. When
the Cisco NX-OS software determines that an I[P ACL applies to a packet, it tests the packet against the
conditions of all rules. The first match determines whether a packet is permitted or denied, or if there is no
match, the Cisco NX-OS software applies the applicable default rule. The Cisco NX-OS software continues
processing packets that are permitted and drops packets that are denied.

For more information, see the Configuring IP ACLs, on page 261 chapter.

MAC ACLs

MAC ACLs are ACLs that filter traffic using the information in the Layer 2 header of each packet. Each rule
specifies a set of conditions that a packet must satisfy to match the rule. When the Cisco NX-OS software
determines that a MAC ACL applies to a packet, it tests the packet against the conditions of all rules. The
first match determines whether a packet is permitted or denied, or if there is no match, the Cisco NX-OS
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software applies the applicable default rule. The Cisco NX-OS software continues processing packets that are
permitted and drops packets that are denied.

VACLs

A VLAN ACL (VACL) is one application of an IP ACL or MAC ACL. You can configure VACLs to apply
to all packets that are routed into or out of a VLAN or are bridged within a VLAN. VACLs are strictly for
security packet filtering and for redirecting traffic to specific physical interfaces. VACLs are not defined by
direction (ingress or egress).

For more information, see the Configuring VLAN ACLs, on page 351 chapter.

DHCP Snooping

DHCP snooping acts like a firewall between untrusted hosts and trusted DHCP servers. DHCP snooping
performs the following activities:

* Validates DHCP messages received from untrusted sources and filters out invalid messages.

* Builds and maintains the DHCP snooping binding database, which contains information about untrusted
hosts with leased IP addresses.

* Uses the DHCP snooping binding database to validate subsequent requests from untrusted hosts.

Dynamic ARP inspection (DAI) and IP Source Guard (IPSG) also use information stored in the DHCP snooping
binding database.

Dynamic ARP Inspection

Dynamic ARP inspection (DAI) ensures that only valid ARP requests and responses are relayed. When DAI
is enabled and properly configured, a Cisco NX-OS device performs these activities:

* Intercepts all ARP requests and responses on untrusted ports.

» Verifies that each of these intercepted packets has a valid IP-to-MAC address binding before updating
the local ARP cache or before forwarding the packet to the appropriate destination.

* Drops invalid ARP packets.
DALI can determine the validity of an ARP packet based on valid IP-to-MAC address bindings stored in a
DHCP snooping binding database. This database can also contain static entries that you create. If the ARP

packet is received on a trusted interface, the device forwards the packet without any checks. On untrusted
interfaces, the device forwards the packet only if it is valid.

IP Source Guard

IP Source Guard is a per-interface traffic filter that permits IP traffic only when the IP address and MAC
address of each packet matches one of two sources of IP and MAC address bindings:
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* Entries in the DHCP snooping binding table.

» Static IP source entries that you configure.

Filtering on trusted IP and MAC address bindings helps prevent attacks that rely on spoofing the IP address
of a valid host. To circumvent IP Source Guard, an attacker would have to spoof both the IP address and the
MAC address of a valid host.

Password Encryption

The Advanced Encryption Standard (AES) password encryption feature stores all existing and newly created
clear-text passwords for supported applications (currently RADIUS and TACACS) in the strong and reversible
type-6 encrypted format. A primary encryption key is used to encrypt and decrypt the passwords. You can
also use this feature to convert all existing weakly encrypted passwords to type-6 encrypted passwords.

For more information, see the Configuring Password Encryption, on page 465 chapter.

Keychain Management

Keychain management allows you to create and maintain keychains, which are sequences of keys (sometimes
called shared secrets). You can use keychains with features that secure communications with other devices
by using key-based authentication. The device allows you to configure multiple keychains.

Some routing protocols that support key-based authentication can use a keychain to implement a hitless key
rollover for authentication.

For more information, see the Configuring Keychain Management, on page 473 chapter.

Control Plane Policing

The Cisco NX-OS device provides control plane policing to prevent denial-of-service (DoS) attacks from
impacting performance. The supervisor module of the Cisco NX-OS device has both the management plane
and control plane and is critical to the operation of the network. Any disruption to the supervisor module
would result in serious network outages. Excessive traffic to the supervisor module could overload it and slow
down the performance of the entire Cisco NX-OS device. Attacks on the supervisor module can be of various
types such as, denial-of-service (DoS) attacks that generate IP traffic streams to the control plane at a very
high rate. These attacks result in the control plane spending a large amount of time in handling these packets,
which makes the control plane unable to process genuine traffic.

For more information, see the Configuring Control Plane Policing, on page 499 chapter.

Rate Limits

Rate limits can prevent redirected packets for egress exceptions from overwhelming the supervisor module
on a Cisco NX-OS device.

For more information, see the Configuring Rate Limits, on page 537 chapter.

Cisco Nexus 9000 Series NX-0S Security Configuration Guide, Release 9.3(x) .



Overview |
. Software Image

Software Image

The Cisco NX-OS software consists of one NXOS software image. This image runs on all Cisco Nexus 3400
Series switches.

Virtual Device Contexts

Cisco NX-OS can segment operating system and hardware resources into virtual device contexts (VDCs) that
emulate virtual devices. The Cisco Nexus 9000 Series switches currently do not support multiple VDCs. All
switch resources are managed in the default VDC.
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Configuring FIPS

This chapter describes how to configure the Federal Information Processing Standards (FIPS) mode on Cisco
NX-OS devices.

This chapter includes the following sections:

* About FIPS, on page 13

* Prerequisites for FIPS, on page 14

* Guidelines and Limitations for FIPS, on page 15
* Default Settings for FIPS, on page 15

* Configuring FIPS, on page 15

* Verifying the FIPS Configuration, on page 17

* Create 2048 bit RSA Key, on page 17

* Configuration Example for FIPS, on page 18

* Additional References for FIPS, on page 18

About FIPS

The FIPS 140-2 Publication, Security Requirementsfor Cryptographic Modules, details the U.S. government
requirements for cryptographic modules. FIPS 140-2 specifies that a cryptographic module is a set of hardware,
software, firmware, or some combination thereof that implements cryptographic functions or processes,
including cryptographic algorithms and, optionally, key generation, and is contained within a defined
cryptographic boundary.

FIPS specifies certain cryptographic algorithms as secure, and it identifies which algorithms should be used
if a cryptographic module is to be called FIPS compliant.

FIPS Self-Tests

A cryptographic module must perform power-up self-tests and conditional self-tests to ensure that it is
functioning properly.

Power-up self-tests run automatically after the device powers up. A device goes into FIPS mode only after
all self-tests are successfully completed. If any self-test fails, the device logs a system message and moves
into an error state.

The device uses a cryptographic algorithm known-answer test (KAT) to test FIPS mode for each FIPS
140-2-approved cryptographic function (encryption, decryption, authentication, and random number generation)
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implemented on the device. The device applies the algorithm to data for which the correct output is already
known. It then compares the calculated output to the previously generated output. If the calculated output
does not equal the known answer, the KAT fails.

Conditional self-tests run automatically when an applicable security function or operation is invoked. Unlike
the power-up self-tests, conditional self-tests are executed each time their associated function is accessed.

Conditional self-tests include the following:
Pair-wise consistency test

This test is run when a public or private key-pair is generated.
Continuousrandom number generator test

This test is run when a random number is generated.

The Cisco TrustSec manager also runs a bypass test to ensure that encrypted text is never sent as plain text.

Note

A bypass test failure on CTS-enabled ports causes only those corresponding ports to be shut down. The bypass
test might fail because of packet drops caused by data path congestion. In such cases, we recommend that you
try bringing up the port again.

FIPS Error State

When the system is booted up in FIPS mode, the FIPS power-up self-tests run on the supervisor and line card
modules. If any of these bootup tests fail, the whole system is moved to the FIPS error state. In this state, as
per the FIPS requirement, all cryptographic keys are deleted, and all line cards are shut down. This mode is

exclusively meant for debugging purposes.

Once the switch is in the FIPS error state, any reload of a line card moves it to the failure state. To move the
switch back to FIPS mode, it has to be rebooted. However, once the switch is in FIPS mode, any power-up
self-test failure on a subsequent line card reload or insertion affects only that line card, and only the
corresponding line card is moved to the failure state.

Prerequisites for FIPS

FIPS has the following prerequisites:
* Disable Telnet. Users should log in using Secure Shell (SSH) only.

* Disable SNMPv1 and v2. Any existing user accounts on the device that have been configured for SNMPv3
should be configured only with SHA for authentication and AES/3DES for privacy.

* Delete all SSH server RSA1 key-pairs.

* Enable HMAC-SHA1 message integrity checking (MIC) for use during the Cisco TrustSec Security
Association Protocol (SAP) negotiation. To do so, enter the sap hash-algorithm HMAC-SHA-1 command
from the cts-manual or cts-dot1x mode.
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Guidelines and Limitations for FIPS

FIPS has the following configuration guidelines and limitations:

* The user authentication mechanisms supported for SSH are usernames and passwords, public keys, and
X.509 certificates.

* Your passwords should have a minimum of eight alphanumeric characters.

* Disable Radius and TACACS when FIPS mode is on. This is enforced due to OpenSSL in FIPS mode.

Default Settings for FIPS

This table lists the default settings for FIPS parameters.

Table 2: Default FIPS Parameters

Parameters | Default

FIPS Disabled
mode

Configuring FIPS

This section describes how to configure FIPS mode on Cisco NX-OS devices.
Enabling FIPs Mode
Beginning with Cisco NX-OS Release 5.1, you can enable FIPS mode on the device.

Before you begin

Ensure that you are in the default VDC.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 fipsmode enable Enables FIPS mode.
Example: Note fips mode enable can be entered
switch (config)# fips mode enable only when all LCs are online or else
it leads to LC failure.
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Command or Action

Purpose

Step 3

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show fips status

Example:

switch# show fips status
FIPS mode is enabled

Displays the status of FIPS mode.

Step 5

Required: copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Step 6

Required: reload

Example:

switch# reload

Reloads the Cisco NX-OS device.

Note After you enable FIPS, a reboot is
required for the system to operate in

FIPS mode.

Disabling FIPS

You can disable FIPS mode on the device.

Before you begin

Ensure that you are in the default VDC.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

no fips mode enable

Example:

switch (config)# no fips mode enable

Disables FIPS mode.

Step 3

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.
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Command or Action Purpose
Step 4 (Optional) show fips status Displays the status of FIPS mode.
Example:

switch# show fips status
FIPS mode is disabled

Step 5 copy running-config startup-config Copies the running configuration to the startup

configuration.
Example: gu

switch# copy running-config
startup-config

Step 6 reload Reloads the Cisco NX-OS device.

Example:

switch# reload

Verifying the

FIPS Configuration

To display FIPS configuration information, perform one of the following tasks:

Command Purpose
show fips Displays the status of the FIPS feature.
status

Create 2048 bit RSA Key

Steps to create a 2048 bit RSA key:

N9k-Switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.

N9k-Switch (config)# no feature ssh

XML interface to system may become unavailable since ssh is disabled
N9k-Switch (config)# no ssh key rsa
N9k-Switch (config)# ssh key rsa 2048

New SSH Key has a bitcount of 2048:
N9k-Switch (config)# show ssh key

R R R R R R R R R R R

rsa Keys generated:Wed Apr 28 13:05:18 2021

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDHpxEgZI9LwmbOEpJeJtLwgedmTLkZV7Setxb9D4xg0
p202f6wt/48bPp/vLDGsxTF2PtLRtRSSDENSQmkw Ibg+MXvTpgNivdxWLjxtwo3YpYwPkBiReVmyrFgE

UuBmV/sDfhJpHXLoH91R2+y0L5w10G3cIJxMe30TI3703M8fZPjrAtHgkUubfEpiThbcyEw+aIHf+chyoR
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eDJIxcEdnlboiTDFRO/+jMUUM/vMtxd5x5DH3A07htA/181vskrReR1CpX1s00dcshmS57EEuUEzZRIcs+w
KSftQh6vLD802207T6+J7/+cXMVNQEbgOmMCSzeTmOsuIQe8u9z2C24pg¥Yzz19

bitcount:2048

fingerprint:

SHA256:Am9861ATIg5Mz£SPQr4ZXGe0£5M9crnhk 7HVZBXhMVBO

ok ok ko ok K ok ok K ok ok K ok ok ok o ok kK ok kK ok ok K ok ok K ok ok K ok kK kX

could not retrieve dsa key information

R R R S S S S

could not retrieve ecdsa key information

R R R R R S S S S

Configuration Example for FIPS

The following example shows how to enable FIPS mode:

config terminal

fips mode enable

show fips status

exit

copy running-config startup-config
reload

Additional References for FIPS

This section includes additional information related to implementing FIPS.

Standards
Standards Title
FIPS 140-2 Security Requirements for Cryptographic Modules
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CHAPTER 4

Configuring AAA

This chapter describes how to configure authentication, authorization, and accounting (AAA) on Cisco NX-OS
devices.

This chapter includes the following sections:

» About AAA, on page 19

* Prerequisites for AAA, on page 23

* Guidelines and Limitations for AAA, on page 24

* Default Settings for AAA, on page 24

* Configuring AAA, on page 24

* Monitoring and Clearing the Local AAA Accounting Log , on page 44
* Verifying the AAA Configuration, on page 45

* Configuration Examples for AAA, on page 46

* Configuration Examples for Login Parameters, on page 46

* Configuration Examples for the Password Prompt Feature, on page 47
 Additional References for AAA, on page 47

About AAA

This section includes information about AAA on Cisco NX-OS devices.

AAA Security Services

The AAA feature allows you to verify the identity of, grant access to, and track the actions of users managing
a Cisco NX-OS device. Cisco NX-OS devices support Remote Access Dial-In User Service (RADIUS) or
Terminal Access Controller Access Control System Plus (TACACS+) protocols.

Based on the user ID and password combination that you provide, Cisco NX-OS devices perform local
authentication or authorization using the local database or remote authentication or authorization using one
or more AAA servers. A preshared secret key provides security for communication between the Cisco NX-OS
device and AAA servers. You can configure a common secret key for all AAA servers or for only a specific
AAA server.

AAA security provides the following services:
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Authentication
Identifies users, including login and password dialog, challenge and response, messaging support, and,
depending on the security protocol that you select, encryption.

Authentication is the process of verifying the identity of the person or device accessing the Cisco NX-OS
device, which is based on the user ID and password combination provided by the entity trying to access
the Cisco NX-OS device. Cisco NX-OS devices allow you to perform local authentication (using the
local lookup database) or remote authentication (using one or more RADIUS or TACACS+ servers).

Authorization
Provides access control. AAA authorization is the process of assembling a set of attributes that describe
what the user is authorized to perform. Authorization in the Cisco NX-OS software is provided by
attributes that are downloaded from AAA servers. Remote security servers, such as RADIUS and
TACACSH, authorize users for specific rights by associating attribute-value (AV) pairs, which define
those rights with the appropriate user.

Accounting
Provides the method for collecting information, logging the information locally, and sending the
information to the AAA server for billing, auditing, and reporting.

The accounting feature tracks and maintains a log of every management session used to access the Cisco
NX-OS device. You can use this information to generate reports for troubleshooting and auditing purposes.
You can store accounting logs locally or send them to remote AAA servers.

\}

Note The Cisco NX-OS software supports authentication, authorization, and accounting independently. For example,
you can configure authentication and authorization without configuring accounting.

Benefits of Using AAA

AAA provides the following benefits:

* Increased flexibility and control of access configuration
* Scalability
» Standardized authentication methods, such as RADIUS and TACACS+

* Multiple backup devices

Remote AAA Services

Remote AAA services provided through RADIUS and TACACS+ protocols have the following advantages
over local AAA services:

» It is easier to manage user password lists for each Cisco NX-OS device in the fabric.
* AAA servers are already deployed widely across enterprises and can be easily used for AAA services.
* You can centrally manage the accounting log for all Cisco NX-OS devices in the fabric.

« It is easier to manage user attributes for each Cisco NX-OS device in the fabric than using the local
databases on the Cisco NX-OS devices.
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AAA Server Groups

AAA Service

You can specify remote AAA servers for authentication, authorization, and accounting using server groups.
A server group is a set of remote AAA servers that implements the same AAA protocol. The purpose of a
server group is to provide for failover servers in case a remote AAA server fails to respond. If the first remote
server in the group fails to respond, the next remote server in the group is tried until one of the servers sends
aresponse. Ifall the AAA servers in the server group fail to respond, then that server group option is considered
a failure. If required, you can specify multiple server groups. If the Cisco NX-OS device encounters errors
from the servers in the first group, it tries the servers in the next server group.

Configuration Options

The AAA configuration in Cisco NX-OS devices is service based, which means that you can have separate
AAA configurations for the following services:

* User Telnet or Secure Shell (SSH) login authentication
* Console login authentication

» User management session accounting

This table provides the related CLI command for each AAA service configuration option.

Table 3: AAA Service Configuration Commands

AAA Service Configuration Option | Related Command

Telnet or SSH login aaa authentication login default
Console login aaa authentication login console
User session accounting aaa accounting default

You can specify the following authentication methods for the AAA services:
All RADIUS servers
Uses the global pool of RADIUS servers for authentication.
Specified server groups
Uses specified RADIUS, TACACSH, or LDAP server groups you have configured for authentication.
L ocal
Uses the local username or password database for authentication.
None

Specifies that no AAA authentication be used.

Note

If you specify the all RADIUS servers method, rather than a specified server group method, the Cisco NX-OS
device chooses the RADIUS server from the global pool of configured RADIUS servers, in the order of
configuration. Servers from this global pool are the servers that can be selectively configured in a RADIUS
server group on the Cisco NX-OS device.
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This table shows the AAA authentication methods that you can configure for the AAA services.

Table 4: AAA Authentication Methods for AAA Services

AAA Service AAA Methods

Console login authentication Server groups, local, and none
User login authentication Server groups, local, and none
User management session accounting | Server groups and local

\}

Note

For console login authentication, user login authentication, and user management session accounting, the
Cisco NX-OS device tries each option in the order specified. The local option is the default method when
other configured options fail. You can disable the local option for the console or default login by using the
no aaa authentication login {console | default} fallback error local command.

Authentication and Authorization Process for User Login

Figure 1: Authorization and Authentication Flow for User Login

This figure shows a flow chart of the authentication and authorization process for user login.
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* When you log in to the required Cisco NX-OS device, you can use the Telnet, SSH, or console login
options.

* When you have configured the AAA server groups using the server group authentication method, the
Cisco NX-OS device sends an authentication request to the first AAA server in the group as follows:

* [f the AAA server fails to respond, the next AAA server is tried and so on until the remote server
responds to the authentication request.

« [f all AAA servers in the server group fail to respond, the servers in the next server group are tried.
« If all configured methods fail, the local database is used for authentication, unless fallback to local
is disabled for the console login.
« If the Cisco NX-OS device successfully authenticates you through a remote AAA server, then the
following possibilities apply:

* [f the AAA server protocol is RADIUS, then user roles specified in the cisco-av-pair attribute are
downloaded with an authentication response.

* If the AAA server protocol is TACACSH, then another request is sent to the same server to get the
user roles specified as custom attributes for the shell.

* [f your username and password are successfully authenticated locally, the Cisco NX-OS device logs you
in and assigns you the roles configured in the local database.

)

Note "No more server groups left" means that there is no response from any server in all server groups. "No more
servers left" means that there is no response from any server within this server group.

AES Password Encryption and Primary Encryption Keys

You can enable strong, reversible 128-bit Advanced Encryption Standard (AES) password encryption, also
known as type-6 encryption. To start using type-6 encryption, you must enable the AES password encryption
feature and configure a primary encryption key, which is used to encrypt and decrypt passwords.

After you enable AES password encryption and configure a primary key, all existing and newly created
clear-text passwords for supported applications (currently RADIUS and TACACS+) are stored in type-6
encrypted format, unless you disable type-6 password encryption. You can also configure Cisco NX-OS to
convert all existing weakly encrypted passwords to type-6 encrypted passwords.

Prerequisites for AAA
Remote AAA servers have the following prerequisites:
* Ensure that at least one RADIUS, TACACS+, or LDAP server is reachable through IP.
* Ensure that the Cisco NX-OS device is configured as a client of the AAA servers.
* Ensure that the secret key is configured on the Cisco NX-OS device and the remote AAA servers.

* Ensure that the remote server responds to AAA requests from the Cisco NX-OS device.
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Guidelines and Limitations for AAA

AAA has the following guidelines and limitations:

Configuring AAA |

* If you have a user account that is configured on the local Cisco NX-OS device that has the same name
as a remote user account on an AAA server, the Cisco NX-OS software applies the user roles for the

local user account to the remote user, not the user roles configured on the AAA server.

» Cisco Nexus 9000 Series switches support the aaa authentication login ascii-authentication command

only for TACACS+ (and not for RADIUS).

* If you modify the default login authentication method (without using the local keyword), the configuration
overrides the console login authentication method. To explicitly configure the console authentication
method, use the aaa authentication login console {group group-list [none] | local | none} command.

* The login block-for and login quiet-mode configuration mode commands are renamed to system login

block-for and system login quiet-mode, respectively.

» When you use the system login quiet-mode access-class QUIET_L I ST command, you must ensure
that the access list is correctly defined to only block the specified traffic. For example, if you need to
block only the user logins from untrusted hosts, then the access list should specify ports 22, 23, 80, and
443 corresponding to SSH, telnet, and HTTP-based access from those hosts.

Default Settings for AAA

This table lists the default settings for AAA parameters.

Table 5: Default AAA Parameter Settings

Parameters Default
Console authentication method local
Default authentication method local
Login authentication failure messages Disabled
CHAP authentication Disabled
MSCHAP authentication Disabled
Default accounting method local
Accounting log display length 250 KB

Configuring AAA

This section describes the tasks for configuring AAA on Cisco NX-OS devices.
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Note

If you are familiar with the Cisco IOS CLI, be aware that the Cisco NX-OS commands for this feature might
differ from the Cisco IOS commands that you would use.

Note

Cisco Nexus 9K Series switches support the CLI command, aaa authentication login ascii-authentication, only
for TACAAS+, but not for RADIUS. Ensure that you have disabled aaa authentication login ascii-authentication
switch so that the default authentication, PAP, is enabled. Otherwise, you will see syslog errors.

Process for Configuring AAA

Follow these steps to configure AAA authentication and accounting:

1. Ifyou want to use remote RADIUS, TACACS+, or LDAP servers for authentication, configure the hosts
on your Cisco NX-OS device.

2. Configure console login authentication methods.
3. Configure default login authentication methods for user logins.

4. Configure default AAA accounting default methods.

Configuring Console Login Authentication Methods

\}

This section describes how to configure the authentication methods for the console login.
The authentication methods include the following:

* Global pool of RADIUS servers
* Named subset of RADIUS, TACACS+, or LDAP servers
* Local database on the Cisco NX-OS device

* Username only (none)

The default method is local, but you have the option to disable it.

Note

The group radius and group server-name forms of the aaa authentication command refer to a set of
previously defined RADIUS servers. Use the radius-server host command to configure the host servers.
Use the aaa group server radius command to create a named group of servers.
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Note

If you perform a password recovery when remote authentication is enabled, local authentication becomes
enabled for console login as soon as the password recovery is done. As a result, you can log into the Cisco
NX-OS device through the console port using the new password. After login, you can continue to use local
authentication, or you can enable remote authentication after resetting the admin password configured at the
AAA servers. For more information about the password recovery process, see the Cisco Nexus 9000 Series
NX-OS Troubl eshooting Guide.

Before you begin

Configure RADIUS, TACACS+, or LDAP server groups, as needed.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 aaa authentication login console {group Configures login authentication methods for the
group-list [none] | local | none} console.
Example: The group-list argument consists of a
switch(config) # aaa authentication login SPace-delimited list of group names. The group
console group radius names are the following:
radius
Uses the global pool of RADIUS servers
for authentication.
named-group
Uses a named subset of RADIUS,
TACACS+, or LDAP servers for
authentication.
The local method uses the local database for
authentication, and the none method specifies
that no AAA authentication be used.
The default console login method is local,
which is used when no methods are configured
or when all the configured methods fail to
respond, unless fallback to local is disabled for
the console login.
Step 3 exit Exits configuration mode.
Example:

switch (config)# exit
switch#
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Command or Action

Purpose

Step 4

(Optional) show aaa authentication

Example:

switch# show aaa authentication

Displays the configuration of the console login
authentication methods.

Step 5

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Configuring Default Login Authentication Methods

The authentication methods include the following:

* Global pool of RADIUS servers

» Named subset of RADIUS, TACACS+, or LDAP servers

* Local database on the Cisco NX-OS device

* Username only

The default method is local, but you have the option to disable it.

Before you begin

Configure RADIUS, TACACS+, or LDAP server groups, as needed.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters configuration mode.

Step 2

aaa authentication login default {group
group-list [none] | local | none}
Example:

switch(config) # aaa authentication login|
default group radius

Configures the default authentication methods.

The group-list argument consists of a
space-delimited list of group names. The group
names are the following:

* radius—Uses the global pool of RADIUS
servers for authentication.

« named-group—Uses a named subset of
RADIUS, TACACS+, or LDAP servers
for authentication.
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Command or Action

Purpose

The local method uses the local database for
authentication, and the none method specifies
that no AAA authentication be used. The default
login method is local, which is used when no
methods are configured or when all the
configured methods fail to respond, unless
fallback to local is disabled for the console
login.

You can configure one of the following:

* AAA authentication groups

* AAA authentication groups with no
authentication

 Local authentication

* No authentication

Note The local keyword is not supported
(and is not required) when
configuring AAA authentication
groups because local authentication
is the default if remote servers are
unreachable. For example, if you
configure aaa authentication login
default group g1, local
authentication is tried if you are
unable to authenticate using AAA
group gl. In contrast, if you
configure aaa authentication login
default group g1 none, no
authentication is performed if you
are unable to authenticate using
AAA group gl.

Step 3

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show aaa authentication

Example:

switch# show aaa authentication

Displays the configuration of the default login
authentication methods.

Step 5

(Optional) copy running-config
startup-config

Example:
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Command or Action Purpose

switch# copy running-config
startup-config

Disabling Fallback to Local Authentication

A

By default, if remote authentication is configured for console or default login and all AAA servers are
unreachable (resulting in an authentication error), the Cisco NX-OS device falls back to local authentication
to ensure that users aren’t locked out of the device. However, you can disable fallback to local authentication
in order to increase security.

Caution

Disabling fallback to local authentication can lock your Cisco NX-OS device, forcing you to perform a
password recovery in order to gain access. To prevent being locked out of the device, we recommend that
you disable fallback to local authentication for only the default login or the console login, not both.

Before you begin

Configure remote authentication for the console or default login.

Procedure
Command or Action Purpose
Step 1 configureterminal Enters configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 no aaa authentication login {console| Disables fallback to local authentication for the
default} fallback error local console or default login if remote authentication
is configured and all AAA servers are
Example:
unreachable.
switch(config)# no aaa authentication
login console fallback error local The following message appears when you
disable fallback to local authentication:
“WARNING!!! Disabling fallback can
lock your switch.”
Step 3 (Optional) exit Exits configuration mode.
Example:
switch (config)# exit
switch#
Step 4 (Optional) show aaa authentication Displays the configuration of the console and
default login authentication methods.
Example:
switch# show aaa authentication
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Command or Action

Purpose

Step 5

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Enabling the Default User Role for AAA Authentication

You can allow remote users who do not have a user role to log in to the Cisco NX-OS device through a
RADIUS or TACACS+ remote authentication server using a default user role. When you disable the AAA
default user role feature, remote users who do not have a user role cannot log in to the device.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters configuration mode.

Step 2

aaa user default-role

Example:

switch(config)# aaa user default-role

Enables the default user role for AAA
authentication. The default is enabled.

You can disable the default user role feature by
using the no form of this command.

Step 3

exit
Example:

switch (config) # exit
switch#

Exits configuration mode.

Step 4

(Optional) show aaa user default-role

Example:

switch# show aaa user default-role

Displays the AAA default user role
configuration.

Step 5

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.
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Enabling Login Authentication Failure Messages .

When you log in, the login is processed by rolling over to the local user database if the remote AAA servers
do not respond. In such cases, the following messages display on the user’s terminal if you have enabled login
failure messages:

Remote AAA servers unreachable;

Remote AAA servers unreachable;

Procedure

local authentication done.

local authentication failed.

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters configuration mode.

Step 2

aaa authentication login error-enable

Example:

switch(config)# aaa authentication login|
error-enable

Enables login authentication failure messages.
The default is disabled.

Step 3

exit
Example:

switch (config) # exit
switch#

Exits configuration mode.

Step 4

(Optional) show aaa authentication

Example:

switch# show aaa authentication

Displays the login failure message
configuration.

Step 5

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Logging Successful and Failed Login Attempts

You can configure the switch to log all successful and failed login attempts to the configured syslog server.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal

Enters global configuration mode.
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Command or Action

Purpose

Step 2

Required: [no] login on-failurelog

Example:

switch(config)# login on-failure log

Logs all failed authentication messages to the
configured syslog server only if the logging
level is set to 6. With this configuration, the
following syslog message appears after the
failed login:

AUTHPRIV-3-SYSTEM_MSG:
pam_aaa:Authentication failed for user admin
from 172.22.00.00

Note When logging level authpriv is 6,
additional Linux kernel
authentication messages appear
along with the previous message. If
these additional messages need to be
ignored, the authpriv value should

be set to 3.

Step 3

Required: [no] login on-success log

Example:

switch(config)# login on-success log
switch(config)# logging level authpriv
6

switch(config)# logging level daemon 6

Logs all successful authentication messages to
the configured syslog server only if the logging
level is set to 6. With this configuration, the
following syslog message appears after the
successful login:

AUTHPRIV-6-SYSTEM MSG:
pam_aaa:Authentication success for user admin
from 172.22.00.00

Note When logging level authpriv is 6,
additional Linux kernel
authentication messages appear
along with the previous message. If
these additional messages need to be
ignored, the authpriv value should

be set to 3.

Step 4

(Optional) show login on-failure log

Example:

switch (config)# show login on-failure
log

Displays whether the switch is configured to
log failed authentication messages to the syslog
server.

Step 5

(Optional) show login on-successful log

Example:

switch(config) # show login on-successful
log

Displays whether the switch is configured to
log successful authentication messages to the
syslog server.

Step 6

(Optional) copy running-config startup-config
Example:

switch (config) # copy running-config

startup-config

Copies the running configuration to the startup
configuration.

. Cisco Nexus 9000 Series NX-0S Security Configuration Guide, Release 9.3(x)



| Configuring AAA

Configuring Login Block Per User

Ensure that the switch is in global configuration mode.

\}

Configuring Login Block Per User .

The Login Block Per User feature helps detect suspected Denial of Service (DoS) attacks and to slow down
dictionary attacks. This feature is applicable for local users and remote users. Use this task to configure login
parameters to block a user after failed login attempts.

Note

From Release 9.3(7), you can configure login block for remote users.

Procedure

Command or Action

Purpose

Step 1

configure terminal

Example:

switch# configure terminal

Enters global configuration mode.

Step 2 aaa authentication rejected Configures login parameters to block a user.
attemptsinsecondsbanseconds Note Use no aaa authentication re ected
Example: command to revert to the default
switch (config)# aaa authentication login parameters.
rejected 3 in 20 ban 300
Step 3 exit Exits to privileged EXEC mode.
Example:
switch (config)# exit
Step 4 (Optional) show running config Displays the login parameters.
Example:
switch# show running config
Step 5 show aaa local user blocked Displays the blocked local users.
Example:
switch# show aaa local user blocked
Step 6 clear aaalocal user blocked {usernameuser| | Clears the blocked local users.
all} all —Clears all the blocked local users.
Example:
switch (config)# switch# clear aaa local
user blocked username testuser
Step 7 show aaa user blocked Displays all blocked local and remote users.

Example:

switch(config)# show aaa user blocked
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Command or Action Purpose
Step 8 (Optional) clear aaa user blocked{username | Clears all blocked local and remote users.
user| all}

all — Clears all the blocked local and remote
Example: users.

switch# clear aaa user blocked username
testuser

Example

Note

Only network-admin, and vdc-admin have privileges to run the show and clear commands.

The following example shows how to configure the login parameters to block a user for 300 seconds
when three login attempts fail within a period of 20 seconds:

switch (config)# aaa authentication rejected 3 in 20 ban 300
switch# show run | i rejected

aaa authentication rejected 3 in 20 ban 300

switch# show aaa local user blocked

Local-user State

testuser Watched (till 11:34:42 IST Nov 12 2020)
switch# clear aaa local user blocked username testuser

switch# show aaa user blocked

Local-user State

testuser Watched (till 11:34:42 IST Nov 12 2020)
switch# clear aaa user blocked username testuser

Enabling CHAP Authentication

The Cisco NX-OS software supports the Challenge Handshake Authentication Protocol (CHAP), a
challenge-response authentication protocol that uses the industry-standard Message Digest (MD5) hashing
scheme to encrypt responses. You can use CHAP for user logins to a Cisco NX-OS device through a remote
authentication server (RADIUS or TACACS+).

By default, the Cisco NX-OS device uses Password Authentication Protocol (PAP) authentication between
the Cisco NX-OS device and the remote server. If you enable CHAP, you need to configure your RADIUS
or TACACS+ server to recognize the CHAP vendor-specific attributes (VSAs).

Note

Cisco Nexus 9K Series switches support the CLI command, aaa authentication login ascii-authentication, only
for TACAASH, but not for RADIUS. Ensure that you have disabled aaa authentication login ascii-authentication
switch so that the default authentication, PAP, is enabled. Otherwise, you will see syslog errors. For example:
2017 Jun 14 16:14:15 N9K-1 %RADIUS-2-RADIUS NO AUTHEN INFO: ASCII authentication not supported

2017 Jun 14 16:14:16 N9K-1 SAUTHPRIV-3-SYSTEM MSG: pam aaa:Authentication failed from
192.168.12.34 - dcos_sshd[16804]
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This table shows the RADIUS and TACACS+ VSAs required for CHAP.

Table 6: CHAP RADIUS and TACACS+ VSAs

Vendor-1D Vendor-Type VSA Description

Number Number

311 11 CHAP-Challenge | Contains the challenge sent by an AAA server to a
CHAP user. It can be used in both Access-Request
and Access-Challenge packets.

211 11 CHAP-Response | Contains the response value provided by a CHAP
user in response to the challenge. It is used only in
Access-Request packets.

Before you begin

Disable AAA ASCII authentication for logins.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters configuration mode.

Step 2

no aaa authentication login
ascii-authentication
Example:

switch(config)# no aaa authentication
login ascii-authentication

Disables ASCII authentication.

Step 3

aaa authentication login chap enable

Example:

switch(config)# aaa authentication login
chap enable

Enables CHAP authentication. The default is
disabled.

Note You cannot enable both CHAP and
MSCHAP or MSCHAP V2 on your

Cisco NX-OS device.

Step 4

(Optional) exit

Example:

switch (config)# exit
switchi

Exits configuration mode.

Step 5

(Optional) show aaa authentication login chap

Example:

switch# show aaa authentication login
chap

Displays the CHAP configuration.
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Command or Action Purpose
Step 6 (Optional) copy running-config Copies the running configuration to the startup
startup-config configuration.
Example:
switch# copy running-config
startup-config

Enabling MSCHAP or MSCHAP V2 Authentication

Microsoft Challenge Handshake Authentication Protocol (MSCHAP) is the Microsoft version of CHAP. The
Cisco NX-OS software also supports MSCHAP Version 2 (MSCHAP V2). You can use MSCHAP for user
logins to a Cisco NX-OS device through a remote authentication server (RADIUS or TACACS+). MSCHAP
V2 only supports user logins to a Cisco NX-OS device through remote authentication RADIUS servers. If
you configure a TACACS+ group with MSCHAP V2, the AAA default login authentication uses the next
configured method, or the local method, if no other server group is configured.

Note

The Cisco NX-OS software may display the following message:
“ Warning: MSCHAP V2 is supported only with Radius.”

This warning message is informational only and does not affect MSCHAP V2 operation with RADIUS.

By default, the Cisco NX-OS device uses Password Authentication Protocol (PAP) authentication between
the Cisco NX-OS device and the remote server. If you enable MSCHAP or MSCHAP V2, you need to configure
your RADIUS server to recognize the MSCHAP and MSCHAP V2 vendor-specific attributes (VSAs).

This table shows the RADIUS VSAs required for MSCHAP.

Table 7: MSCHAP and MSCHAP V2 RADIUS VSAs

Vendor-1D Vendor-Type |VSA Description
Number Number
311 11 MSCHAP-Challenge | Contains the challenge sent by an AAA server to an

MSCHAP or MSCHAP V2 user. It can be used in
both Access-Request and Access-Challenge packets.

211 11 MSCHAP-Response | Contains the response value provided by an
MSCHAP or MSCHAP V2 user in response to the
challenge. It is only used in Access-Request packets.

Before you begin

Disable AAA ASCII authentication for logins.
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Configuring AAA Accounting Default Methods .

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters configuration mode.

Step 2

no aaa authentication login
ascii-authentication
Example:

switch (config)# no aaa authentication
login ascii-authentication

Disables ASCII authentication.

Step 3

aaa authentication login {mschap |
mschapv2} enable
Example:

switch(config)# aaa authentication login
mschap enable

Enables MSCHAP or MSCHAP V2
authentication. The default is disabled.

You cannot enable both MSCHAP
and MSCHAP V2 on your Cisco
NX-OS device.

Note

Step 4

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 5

(Optional) show aaa authentication login
{mschap | mschapv2}
Example:

switch# show aaa authentication login
mschap

Displays the MSCHAP or MSCHAP V2
configuration.

Step 6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Configuring AAA Accounting Default Methods

Cisco NX-OS software supports TACACS+ and RADIUS methods for accounting. Cisco NX-OS devices
report user activity to TACACS+ or RADIUS security servers in the form of accounting records. Each
accounting record contains accounting attribute-value (AV) pairs and is stored on the AAA server.

When you activate AAA accounting, the Cisco NX-OS device reports these attributes as accounting records,
which are then stored in an accounting log on the security server.

You can create default method lists defining specific accounting methods, which include the following:
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RADIUS server group

Uses the global pool of RADIUS servers for accounting.
Specified server group

Uses a specified RADIUS or TACACS+ server group for accounting.
L ocal

Uses the local username or password database for accounting.

\}

Note If you have configured server groups and the server groups do not respond, by default, the local database is
used for authentication.

Before you begin

Configure RADIUS or TACACS+ server groups, as needed.

Procedure
Command or Action Purpose
Step 1 configureterminal Enters configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 aaa accounting default {group group-list | | Configures the default accounting method.
local} The group-list argument consists of a
Example: space-delimited list of group names. The group
switch(config)# aaa accounting default names are the following:
group radius * radius—Uses the global pool of RADIUS
servers for accounting.
+ named-group—Uses a named subset of
TACACS+ or RADIUS servers for
accounting.
The local method uses the local database for
accounting.
The default method is local, which is used when
no server groups are configured or when all the
configured server groups fail to respond.
Step 3 exit Exits configuration mode.
Example:
switch (config)# exit
switch#
Step 4 (Optional) show aaa accounting Displays the configuration AAA accounting
default methods.
Example:
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Command or Action Purpose

switch# show aaa accounting

Step 5 (Optional) copy running-config Copies the running configuration to the startup
startup-config configuration.
Example:

switch# copy running-config
startup-config

Using AAA Server VSAs with Cisco NX-0S Devices

About VSAs

VSA Format

You can use vendor-specific attributes (VSAs) to specify Cisco NX-OS user roles and SNMPv3 parameters
on AAA servers.

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating VSAs
between the network access server and the RADIUS server. The IETF uses attribute 26. VSAs allow vendors
to support their own extended attributes that are not suitable for general use. The Cisco RADIUS implementation
supports one vendor-specific option using the format recommended in the specification. The Cisco vendor
ID is 9, and the supported option is vendor type 1, which is named cisco-av-pair. The value is a string with
the following format:

protocol : attribute separator value *

The protocol is a Cisco attribute for a particular type of authorization, the separator is = (equal sign) for
mandatory attributes, and * (asterisk) indicates optional attributes.

When you use RADIUS servers for authentication on a Cisco NX-OS device, the RADIUS protocol directs
the RADIUS server to return user attributes, such as authorization information, along with authentication
results. This authorization information is specified through VSAs.

The following VSA protocol options are supported by the Cisco NX-OS software:

Shell
Protocol used in access-accept packets to provide user profile information.

Accounting
Protocol used in accounting-request packets. If a value contains any white spaces, put it within double
quotation marks.

The following attributes are supported by the Cisco NX-OS software:
roles

Lists all the roles assigned to the user. The value field is a string that stores the list of group names
delimited by white space. For example, if you belong to role network-operator and network-admin, the
value field would be network-operator network-admin. This subattribute is sent in the VSA portion of
the Access-Accept frames from the RADIUS server, and it can only be used with the shell protocol value.
These examples use the roles attribute:

shell:roles=network-operator network-admin
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shell:roles*network-operator network-admin

The following examples show the roles attribute as supported by FreeRADIUS:
Cisco-AVPair = shell:roles=\network-operator network-admin\

Cisco-AVPair = shell:roles*\network-operator network-admin\

A\

Note When you specify a VSA as shell:roles*"network-operator network-admin" or
"shell:roles*\"network-operator network-admin\"", this VSA is flagged as an optional attribute and other
Cisco devices ignore this attribute.

accountinginfo
Stores accounting information in addition to the attributes covered by a standard RADIUS accounting
protocol. This attribute is sent only in the VSA portion of the Account-Request frames from the RADIUS
client on the switch, and it can only be used with the accounting protocol-related PDUs.

Specifying Cisco NX-0S User Roles and SNMPv3 Parameters on AAA Servers

Configuring

You can use the VSA cisco-av-pair on AAA servers to specify user role mapping for the Cisco NX-OS device
using this format:

"

shell:roles="roleA roleB ..

If you do not specify the role option in the cisco-av-pair attribute, the default user role is network-operator.

The SNMPv3 attributes should come together, either before the shell attributes or after. You can also specify
your SNMPv3 authentication and privacy protocol attributes as follows:

snmpv3:auth="SHA” priv="AES-128" shell:roles="network-admin" shell:priv-1vl=15
shell:roles="network-admin" shell:priv-1vl=15 snmpv3:auth="SHA” priv="AES-128"

The SNMPv3 authentication protocol options are SHA and MDS5. The privacy protocol options are AES-128
and DES. If you do not specify these options in the cisco-av-pair attribute, MDS5 and DES are the default
authentication protocols.

Secure Login Features

Configuring Login Parameters

\)

You can configure login parameters to automatically block further login attempts when a possible
denial-of-service (DoS) attack is detected and slow down dictionary attacks by enforcing a quiet period if
multiple failed connection attempts are detected.

Note

This feature restarts if a system switchover occurs or the AAA process restarts.
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Restricting User Login Sessions .

Note

The login block-for and login quiet-mode configuration mode commands have been renamed to System
login block-for and system login quiet-mode, respectively.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal

Enters global configuration mode.

Step 2

[no] system login block-for seconds attempts
tries within seconds

Example:

switch(config)# system login block-for|
100 attempts 2 within 60

Configures the quiet mode time period. The
range for all arguments is from 1 to 65535.

The example shows how to configure the switch
to enter a 100-second quiet period if 2 failed
login attempts are exceeded within 60 seconds.

After you enter this command, all login attempts
made through Telnet or SSH are denied during
the quiet period. Access control lists (ACLs)
are not exempt from the quiet period until the
system command is entered.

You must enter this command before
any other login command can be
used.

Note

Step 3

(Optional) [no] system login quiet-mode
access-class acl-name
Example:

switch(config) # system login quiet-mode
access-class myacl

Specifies an ACL that is to be applied to the
switch when it changes to quiet mode. When
the switch is in quiet mode, all login requests
are denied, and the only available connection
is through the console.

Step 4

(Optional) show system login [failures]
Example:

switch(config)# show system login

Displays the login parameters. The failures
option displays information related only to
failed login attempts.

Step 5

(Optional) copy running-config startup-config

Example:

switch (config) # copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Restricting User Login Sessions

You can restrict the maximum number of simultaneous login sessions per user. Doing so prevents users from
having multiple unwanted sessions and solves the potential security issue of unauthorized users accessing a
valid SSH or Telnet session.
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Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal

Enters global configuration mode.

Step 2

[no] user max-logins max-logins

Example:

switch(config)# user max-logins 1

Restricts the maximum number of simultaneous
login sessions per user. The range is from 1 to
7. If you set the maximum login limit as 1, only
one Telnet or SSH session is allowed per user.

Note The configured login limit applies
to all users. You cannot set a

different limit for individual users.

Step 3

(Optional) show running-config all | i
max-login
Example:

switch(config)# show running-config all
| i max-login

Displays the maximum number of login sessions
allowed per user.

Step 4

(Optional) copy running-config startup-config

Example:

switch (config) # copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Restricting the Password Length

You can restrict the minimum and maximum length of the user password. This feature enables you to increase
system security by forcing the user to provide a strong password.

Before you begin

You must enable password strength checking using the password strength-check command. If you restrict
the password length but do not enable password strength checking and the user enters a password that is not
within the restricted length, an error appears, but a user account is created. To enforce the password length

and prevent a user account from being created, you must enable password strength checking and restrict the
password length.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal

Enters global configuration mode.

Step 2

[no] user passphrase {min-length min-length
| max-length max-length}
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Command or Action

Purpose

Example:

switch (config) # userpassphrase min-length|
8 max-length 80

length is from 4 to 127 characters, and the
maximum password length is from 80 to 127
characters.

Step 3

(Optional) show user passphrase {length |
max-length | min-length}
Example:

switch (config) # show userpassphrase
length

Displays the minimum and maximum length of
the user password.

Step 4

(Optional) copy running-config startup-config

Example:

switch (config) # copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Enabling the Password Prompt for the Username

You can configure the switch to prompt the user to enter a password after entering the username.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal

Enters global configuration mode.

Step 2

password prompt username

Example:

switch (config) # password prompt username|
Password prompt username is enabled.
After providing the required options in

the username command, press enter.
User will be prompted for the username
password and password will be hidden.
Note: Choosing password key in the same

line while configuring user account,
password will not be hidden.

Configures the switch to prompt the user to
enter a password after she enters the username
command without the password option or the
snmp-server user command. The password
that the user enters will be hidden. You can use
the no form of this command to disable this
feature.

Step 3

(Optional) copy running-config startup-config

Example:

switch(config) # copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Configuring the Shared Secret for RADIUS or TACACS+

The shared secret that you configure for remote authentication and accounting between the switch and the
RADIUS or TACACS+ server should be hidden because it is sensitive information. You can use a separate
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command to generate an encrypted shared secret for the radius-server [host] key and tacacs-server [host]
key commands. The SHA256 hashing method is used to store the encrypted shared secret.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal

Enters global configuration mode.

Step 2

generate type7_encrypted_secret

Example:

switch (config)# generate
type7_encrypted secret
Type-7 (Vigenere) Encryption,

Use this encrypted secret to configure
radius and tacacs shared secret with
key type 7.

Copy complete secret with double quotes.

Enter plain text secret:
Confirm plain text secret:

Type 7 Encrypted secret is : "fewhg"

Configures the RADIUS or TACACS+ shared
secret with key type 7. You are prompted to
enter the shared secret in plain text twice. The
secret is hidden as you enter it. Then an
encrypted version of the secret appears.

Note You can generate the encrypted
equivalent of a plain-text secret
separately and configure the
encrypted shared secret later using
the radius-server [host] key and

tacacs-server [host] key commands.

Step 3

(Optional) copy running-config star tup-config

Example:

switch(config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Monitoring and Clearing the Local AAA Accounting Log

The Cisco NX-OS device maintains a local log for the AAA accounting activity. You can monitor this log

and clear it.

Procedure

Command or Action

Purpose

Step 1

show accounting log [size| last-index |
start-seqgnum number | start-time year month
day hh:mm:ss]

Example:

switch# show accounting log

Displays the accounting log contents. By
default, the command output contains up to
250,000 bytes of the accounting log. You can
use the Sizeargument to limit command output.
The range is from 0 to 250000 bytes. You can
also specify a starting sequence number or a
starting time for the log output.The range of the
starting index is from 1 to 1000000. Use the
last-index keyword to display the value of the
last index number in the accounting log file.
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Command or Action Purpose

Step 2 (Optional) clear accounting log [logflash] | Clears the accounting log contents. The logflash

Example: logflash.

switch# clear aaa accounting log

keyword clears the accounting log stored in the

Verifying the AAA Configuration

To display AAA configuration information, perform one of the following tasks:

Command

Purpose

show aaa accounting

Displays AAA accounting
configuration.

show aaa authentication [login {ascii-authentication | chap |
error-enable| mschap | mschapv2} ]

Displays AAA authentication login
configuration information.

show aaa groups

Displays the AAA server group
configuration.

show login [failures]

Displays the login parameters. The
failures option displays
information related only to failed
login attempts.

Note The clear login failures
command clears the
login failures in the
current watch period.

show login on-failure log

Displays whether the switch is
configured to log failed
authentication messages to the
syslog server.

show login on-successful log

Displays whether the switch is
configured to log successful
authentication messages to the
syslog server.

show running-config aaa [all]

Displays the AAA configuration in
the running configuration.

show running-config all | i max-login

Displays the maximum number of
login sessions allowed per user.

show startup-config aaa

Displays the AAA configuration in
the startup configuration.

Cisco Nexus 9000 Series NX-0S Security Configuration Guide, Release 9.3(x) .



Configuring AAA |
. Configuration Examples for AAA

Command Purpose

show user passphrase {length | max-length | min-length} Displays the minimum and
maximum length of the user
password.

Configuration Examples for AAA

The following example shows how to configure AAA:

aaa authentication login default group radius
aaa authentication login console group radius
aaa accounting default group radius

Configuration Examples for Login Parameters

The following example shows how to configure the switch to enter a 100-second quiet period if 3 failed login
attempts is exceeded within 60 seconds. This example shows no login failures.

switch# configure terminal
switch (config)# login block-for 100 attempts 3 within 60
switch (config)# show login

No Quiet-Mode access list has been configured, default ACL will be applied.

Switch is enabled to watch for login Attacks.
If more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Normal-Mode.
Current Watch Window remaining time 45 seconds.
Present login failure count 0.

switch (config)# show login failures
*** No logged failed login attempts with the device.***

The following example shows how to configure a quiet-mode ACL. All login requests are denied during the
quiet period except hosts from the myacl ACL. This example also shows a login failure.

switch# configure terminal
switch (config)# login block-for 100 attempts 3 within 60
switch (config)# login quiet-mode access-class myacl

switch(config)# show login

Switch is enabled to watch for login Attacks.

If more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Quiet-Mode.

Will remain in Quiet-Mode for 98 seconds.

Denying logins from all sources.

switch(config)# show login failures
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Information about last 20 login failure's with the device.

Username Line SourceIPAddr Appname TimeStamp

asd /dev/pts/0 171.70.55.158 login Mon Aug 3 18:18:54 2015
qweq /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:02 2015
qwe /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:08 2015

Configuration Examples for the Password Prompt Feature

Additional

The following example shows how to configure the switch to prompt the user to enter a password after she
enters the username command and the error message that displays if she does not enter a password.

switch# configure terminal

switch (config) # password prompt username

Password prompt username is enabled.

After providing the required options in the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key in the same line while configuring user account, password will
not be hidden.

switch(config)# username userl

Enter password:

Confirm password:

warning: password for user:userl not set. S/he may not be able to login

The following example shows how to configure the switch to prompt the user to enter a password after she
enters the snmp-server user command and the prompts that then display to the user.

switch# configure terminal

switch (config) # password prompt username

Password prompt username is enabled.

After providing the required options in the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key in the same line while configuring user account, password will
not be hidden.

N9K-1 (config) # snmp-server user userl
Enter auth md5 password (Press Enter to Skip):
Enter auth sha password (Press Enter to Skip):

References for AAA

This section includes additional information related to implementing AAA.

Related Documents

Related Topic Document Title

Cisco NX-OS Licensing | Cisco NX-OSLicensing Guide
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Standards

Standards Tide

No new or modified standards are supported by this feature, and support for existing standards has not | —
been modified by this feature.

MIBs

MIBs MIBs Link

MIBs related to AAA | To locate and download supported MIBs, go to the following URL:
ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html
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CHAPTER 5

Configuring RADIUS

This chapter describes how to configure the Remote Access Dial-In User Service (RADIUS) protocol on
Cisco NX-OS devices.

This chapter includes the following sections:

» About RADIUS, on page 49

» About RADIUS Change of Authorization, on page 52

* Prerequisites for RADIUS, on page 53

* Guidelines and Limitations for RADIUS, on page 53

* Guidelines and Limitations for RADIUS Change of Authorization, on page 54
* Default Settings for RADIUS, on page 54

* Configuring RADIUS Servers, on page 55

* Enabling or Disabling Dynamic Author Server, on page 72

* Configuring RADIUS Change of Authorization, on page 72

* Verifying the RADIUS Configuration, on page 73

* Verifying RADIUS Change of Authorization Configuration, on page 74

* Monitoring RADIUS Servers, on page 74

* Clearing RADIUS Server Statistics, on page 75

* Configuration Example for RADIUS, on page 75

* Configuration Examples of RADIUS Change of Authorization, on page 75
* Where to Go Next , on page 75

* Additional References for RADIUS, on page 76

About RADIUS

The RADIUS distributed client/server system allows you to secure networks against unauthorized access. In
the Cisco implementation, RADIUS clients run on Cisco NX-OS devices and send authentication and accounting
requests to a central RADIUS server that contains all user authentication and network service access information.

RADIUS Network Environments

RADIUS can be implemented in a variety of network environments that require high levels of security while
maintaining network access for remote users.

You can use RADIUS in the following network environments that require access security:
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* Networks with multiple-vendor network devices, each supporting RADIUS. For example, network
devices from several vendors can use a single RADIUS server-based security database.

* Networks already using RADIUS. You can add a Cisco NX-OS device with RADIUS to the network.
This action might be the first step when you make a transition to a AAA server.

* Networks that require resource accounting. You can use RADIUS accounting independent of RADIUS
authentication or authorization. The RADIUS accounting functions allow data to be sent at the start and
end of services, indicating the amount of resources (such as time, packets, bytes, and so on) used during
the session. An Internet service provider (ISP) might use a freeware-based version of the RADIUS access
control and accounting software to meet special security and billing needs.

* Networks that support authentication profiles. Using the RADIUS server in your network, you can
configure AAA authentication and set up per-user profiles. Per-user profiles enable the Cisco NX-OS
device to better manage ports using their existing RADIUS solutions and to efficiently manage shared
resources to offer different service-level agreements.

RADIUS Operation

When a user attempts to log in and authenticate to a Cisco NX-OS device using RADIUS, the following
process occurs:

* The user is prompted for and enters a username and password.
* The username and encrypted password are sent over the network to the RADIUS server.

* The user receives one of the following responses from the RADIUS server:

ACCEPT

The user is authenticated.

REJECT

The user is not authenticated and is prompted to reenter the username and password, or access is denied.
CHALLENGE

A challenge is issued by the RADIUS server. The challenge collects additional data from the user.
CHANGE PASSWORD

A request is issued by the RADIUS server, asking the user to select a new password.

The ACCEPT or REJECT response is bundled with additional data that is used for EXEC or network
authorization. You must first complete RADIUS authentication before using RADIUS authorization. The
additional data included with the ACCEPT or REJECT packets consists of the following:

* Services that the user can access, including Telnet, rlogin, or local-area transport (LAT) connections,
and Point-to-Point Protocol (PPP), Serial Line Internet Protocol (SLIP), or EXEC services.

* Connection parameters, including the host or client IPv4 or IPv6 address, access list, and user timeouts.

RADIUS Server Monitoring

An unresponsive RADIUS server can cause a delay in processing AAA requests. You can configure the Cisco
NX-OS device to periodically monitor a RADIUS server to check whether it is responding (or alive) to save
time in processing AAA requests. The Cisco NX-OS device marks unresponsive RADIUS servers as dead
and does not send AAA requests to any dead RADIUS servers. The Cisco NX-OS device periodically monitors
the dead RADIUS servers and brings them to the alive state once they respond. This monitoring process
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Vendor-Specific Attributes .

verifies that a RADIUS server is in a working state before real AAA requests are sent its way. Whenever a
RADIUS server changes to the dead or alive state, a Simple Network Management Protocol (SNMP) trap is
generated and the Cisco NX-OS device displays an error message that a failure is taking place.

Figure 2: RADIUS Server States

This figure shows the states for RADIUS server monitoring.
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Note

The monitoring interval for alive servers and dead servers are different and can be configured by the user.
The RADIUS server monitoring is performed by sending a test authentication request to the RADIUS server.

Vendor-Specific Attributes

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating VSAs
between the network access server and the RADIUS server. The IETF uses attribute 26. VSAs allow vendors
to support their own extended attributes that are not suitable for general use. The Cisco RADIUS implementation
supports one vendor-specific option using the format recommended in the specification. The Cisco vendor
ID is 9, and the supported option is vendor type 1, which is named cisco-av-pair. The value is a string with
the following format:

protocol : attribute separator value *

The protocol is a Cisco attribute for a particular type of authorization, the separator is = (equal sign) for
mandatory attributes, and * (asterisk) indicates optional attributes.

When you use RADIUS servers for authentication on a Cisco NX-OS device, the RADIUS protocol directs
the RADIUS server to return user attributes, such as authorization information, with authentication results.
This authorization information is specified through VSAs.

The following VSA protocol options are supported by the Cisco NX-OS software:

Shell
Protocol used in access-accept packets to provide user profile information.

Accounting
Protocol used in accounting-request packets. If a value contains any white spaces, you should enclose
the value within double quotation marks.

The Cisco NX-OS software supports the following attributes:
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roles

A\

Lists all the roles to which the user belongs. The value field is a string that lists the role names delimited
by white space. For example, if the user belongs to roles network-operator and network-admin, the value
field would be network-operator network-admin. This subattribute, which the RADIUS server sends in
the VSA portion of the Access-Accept frames, can only be used with the shell protocol value. The

following examples show the roles attribute that is supported by the Cisco Access Control Server (ACS):

shell:roles=network-operator network-admin

shell:roles*“network-operator network-admin
The following examples show the roles attribute that is supported by FreeRADIUS:

Cisco-AVPair = shell:roles=\network-operator network-admin\

Cisco-AVPair = shell:roles*\network-operator network-admin\

Note

When you specify a VSA as shell:roles*"network-operator network-admin" or
"shell:roles*\"network-operator network-admin\"", this VSA is flagged as an optional attribute and other
Cisco devices ignore this attribute.

accountinginfo

Stores accounting information in addition to the attributes covered by a standard RADIUS accounting
protocol. This attribute is sent only in the VSA portion of the Account-Request frames from the RADIUS
client on the switch. It can be used only with the accounting protocol data units (PDUs).

About RADIUS Change of Authorization

A standard RADIUS interface is typically used in a pulled model, in which the request originates from a
device attached to a network and the response is sent from the queried servers. Cisco NX-OS sofware supports
the RADIUS Change of Authorization (CoA) request defined in RFC 5176 that is used in a pushed model, in
which the request originates from the external server to the device attached to the network, and enables the
dynamic reconfiguring of sessions from external authentication, authorization, and accounting (AAA) or
policy servers.

When Dotlx is enabled, the network device acts as the authenticator and is responsible for processing dynamic
COA per session.

The following requests are supported:

« Session reauthentication

* Session termination
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Session Reauthentication

To initiate session reauthentication, the authentication, authorization, and accounting (AAA) server sends a
standard CoA-Request message that contains a Cisco VSA and one or more session identification attributes.
The Cisco VSA is in the form of Cisco:Avpair="subscriber:command=reauthenticate”.

The current session state determines the response of the device to the message in the following scenarios:

« [f the session is currently authenticated by IEEE 802.1x, the device responds by sending an Extensible
Authentication Protocol over LAN (EAPOL)-Requestld message to the server.

* If the session is currently authenticated by MAC authentication bypass (MAB), the device sends an
access request to the server, passing the same identity attributes used for the initial successful
authentication.

» If session authentication is in progress when the device receives the command, the device terminates the
process and restarts the authentication sequence, starting with the method configured to be attempted
first.

Session Termination

A CoA Disconnect-Request terminates the session without disabling the host port. CoA Disconnect-Request
termination causes reinitialization of the authenticator state machine for the specified host, but does not restrict
the host’s access to the network.

If the session cannot be located, the device returns a Disconnect-NAK message with the “Session Context
Not Found” error-code attribute.

If the session is located, but the NAS was unable to remove the session due to some internal error, the device
returns a Disconnect-NAK message with the “Session Context Not Removable” error-code attribute.

If the session is located, the device terminates the session. After the session has been completely removed,
the device returns a Disconnect-ACK message.

Prerequisites for RADIUS

RADIUS has the following prerequisites:
 Obtain IPv4 or IPv6 addresses or hostnames for the RADIUS servers.

* Obtain keys from the RADIUS servers.
* Ensure that the Cisco NX-OS device is configured as a RADIUS client of the AAA servers.

Guidelines and Limitations for RADIUS

RADIUS has the following guidelines and limitations:

* You can configure a maximum of 64 RADIUS servers on the Cisco NX-OS device.
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* If you have a user account configured on the local Cisco NX-OS device that has the same name as a
remote user account on an AAA server, the Cisco NX-OS software applies the user roles for the local
user account to the remote user, not the user roles configured on the AAA server.

* Only the RADIUS protocol supports one-time passwords.

* For N9K-X9636C-R and N9K-X9636Q-R line cards and the N9K-C9508-FM-R fabric module, RADIUS
authentication fails for usernames with special characters.

* Cisco Nexus 9K Series switches support the CLI command, aaa authentication login ascii-authentication,
only for TACAAS+, but not for RADIUS. Ensure that you have disabled aaa authentication login
ascii-authentication switch so that the default authentication, PAP, is enabled. Otherwise, you will see
syslog errors.

Guidelines and Limitations for RADIUS Change of Authorization

RADIUS Change of Authorization has the following guidelines and limitations:
* RADIUS Change of Authorization is supported on FEX.

* RADIUS change of Authorization is supported for VXLAN EVPN.

Default Settings for RADIUS

This table lists the default settings for RADIUS parameters.

Table 8: Default RADIUS Parameter Settings

Parameters Default

Server roles Authentication and accounting
Dead timer interval 0 minutes

Retransmission count 1

Retransmission timer interval 5 seconds

Authentication port 1812

Accounting port 1813

Idle timer interval 0 minutes

Periodic server monitoring username test

Periodic server monitoring password test
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Configuring RADIUS Servers

This section describes how to configure RADIUS servers on a Cisco NX-OS device.

Note If you are familiar with the Cisco IOS CLI, be aware that the Cisco NX-OS commands for this feature might
differ from the Cisco IOS commands that you would use.

Note Cisco Nexus 9K Series switches support the CLI command, aaa authentication login ascii-authentication, only
for TACAAS+, but not for RADIUS. Ensure that you have disabled aaa authentication login ascii-authentication
switch so that the default authentication, PAP, is enabled. Otherwise, you will see syslog errors.

RADIUS Server Configuration Process
1. Establish the RADIUS server connections to the Cisco NX-OS device.
2. Configure the RADIUS secret keys for the RADIUS servers.

3. Ifneeded, configure RADIUS server groups with subsets of the RADIUS servers for AAA authentication
methods.

4. If needed, configure any of the following optional parameters:

* Dead-time interval
* RADIUS server specification allowed at user login
* Timeout interval

* TCP port
5. (Optional) If RADIUS distribution is enabled, commit the RADIUS configuration to the fabric.

Related Topics
Configuring RADIUS Server Hosts, on page 55
Configuring Global RADIUS Keys, on page 57

Configuring RADIUS Server Hosts

To access a remote RADIUS server, you must configure the IP address or hostname of a RADIUS server.
You can configure up to 64 RADIUS servers.

\}

Note By default, when you configure a RADIUS server IP address or hostname of the Cisco NX-OS device, the
RADIUS server is added to the default RADIUS server group. You can also add the RADIUS server to another
RADIUS server group.
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Ensure that the server is already configured as a member of the server group.

Ensure that the server is configured to authenticate RADIUS traffic.

Ensure that the Cisco NX-OS device is configured as a RADIUS client of the AAA servers.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

radius-server host {ipv4-address|
ipv6-address | hostname}
Example:

switch(config)# radius-server host
10.10.1.1

Specifies the IPv4 or IPv6 address or hostname
for a RADIUS server to use for authentication.

Step 3

(Optional) show radius {pending |
pending-diff}

Example:

switch (config)# show radius pending

Displays the RADIUS configuration pending
for distribution.

Step 4

(Optional) radius commit

Example:

switch(config)# radius commit

Applies the RADIUS configuration changes in
the temporary database to the running
configuration.

Step 5

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 6

(Optional) show radius-server

Example:

switch# show radius-server

Displays the RADIUS server configuration.

Step 7

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Configuring a Key for a Specific RADIUS Server, on page 58
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Configuring Global RADIUS Keys

You can configure RADIUS keys for all servers used by the Cisco NX-OS device. A RADIUS key is a shared
secret text string between the Cisco NX-OS device and the RADIUS server hosts.

Before you begin

Configuring Global RADIUS Keys .

Obtain the RADIUS key values for the remote RADIUS servers.

Configure the RADIUS key on the remote RADIUS servers.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

radius-server key [0] 6 | 7] key-value

Example:

switch (config)# radius-server key
QsE£ThUkO

Example:

switch (config) # radius-server key
"fewhg”

Specifies a RADIUS key for all RADIUS
servers. You can specify that the key-value is
in clear text format (0), is type-6 encrypted (6),
or is type-7 encrypted (7). The Cisco NX-OS
software encrypts a clear text key before saving
it to the running configuration. The default
format is clear text. The maximum length is 63
characters.

By default, no RADIUS key is configured.

Note If you already configured a shared
secret using the gener ate
type7_encrypted_secret command,
enter it in quotation marks, as shown
in the second example. For more
information, see Configuring the
Shared Secret for RADIUS or
TACACSH, on page 43.

Step 3

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show radius-server

Example:

switch# show radius-server

Displays the RADIUS server configuration.

Note The RADIUS keys are saved in
encrypted form in the running
configuration. Use the show
running-config command to display
the encrypted RADIUS keys.
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Command or Action Purpose
Step 5 (Optional) copy running-config Copies the running configuration to the startup
startup-config configuration.
Example:
switch# copy running-config
startup-config

Related Topics
Configuring RADIUS Server Groups, on page 59
About AES Password Encryption and Primay Encryption Keys, on page 465

Configuring a Key for a Specific RADIUS Server

You can configure a key on the Cisco NX-OS device for a specific RADIUS server. A RADIUS key is a
secret text string shared between the Cisco NX-OS device and a specific RADIUS server.

Before you begin

Configure one or more RADIUS server hosts.
Obtain the key value for the remote RADIUS server.
Configure the key on the RADIUS server.

Procedure
Command or Action Purpose

Step 1 configureterminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #

Step 2 radius-server host {ipv4-address | Specifies a RADIUS key for a specific RADIUS
ipv6-address | hostname} key [0| 6 7] server. You can specify that the key-value is in
key-value clear text format (0), is type-6 encrypted (6), or
Example: is type-7 encrypted (7). The Cisco NX-OS

software encrypts a clear text key before saving
it to the running configuration. The default
format is clear text. The maximum length is 63
Example: characters.

switch (config)# radius-server host This RADIUS key is used instead of the global
10.10.1.1 key 7 "fewhg” RADIUS key

switch (config)# radius-server host
10.10.1.1 key O P1lIjUh¥Yg
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Command or Action

Purpose

Note If you already configured a shared
secret using the generate
type7_encrypted_secret command,
enter it in quotation marks, as shown
in the second example. For more
information, see Configuring the
Shared Secret for RADIUS or
TACACSH, on page 43.

Step 3

exit
Example:

switch (config) # exit
switch#

Exits configuration mode.

Step 4

(Optional) show radius-server

Example:

switch# show radius-server

Displays the RADIUS server configuration.

Note The RADIUS keys are saved in
encrypted form in the running
configuration. Use the show
running-config command to display
the encrypted RADIUS keys.

Step 5

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Configuring RADIUS Server Hosts, on page 55

About AES Password Encryption and Primay Encryption Keys, on page 465

Configuring RADIUS Server Groups

You can specify one or more remote AAA servers for authentication using server groups. All members of a
group must belong to the RADIUS protocol. The servers are tried in the same order in which you configure

them.

You can configure these server groups at any time but they only take effect when you apply them to an AAA

service.

Before you begin

Ensure that all servers in the group are RADIUS servers.
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Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

aaa group server radius group-name

Example:

switch (config)# aaa group server radius
RadServer
switch (config-radius) #

Creates a RADIUS server group and enters the
RADIUS server group configuration submode
for that group. The group-name argument is a
case-sensitive alphanumeric string with a
maximum length of 127 characters.

To delete a RADIUS server group, use the NO
form of this command.

You are not allowed to delete the
default system generated default
group (RADIUS).

Note

Step 3

server {ipv4-address|ipv6-address| hostname}

Example:

switch (config-radius) # server 10.10.1.1

Configures the RADIUS server as a member of
the RADIUS server group.

If the specified RADIUS server is not found,
configure it using the radius-server host
command and retry this command.

Step 4

(Optional) deadtime minutes

Example:

switch (config-radius) # deadtime 30

Configures the monitoring dead time. The
default is 0 minutes. The range is from 1
through 1440.

Note If the dead-time interval for a
RADIUS server group is greater than
zero (0), that value takes precedence

over the global dead-time value.

Step 5

(Optional) server {ipv4-address|ipv6-address
| hostname}

Example:

switch (config-radius) # server 10.10.1.1

Configures the RADIUS server as a member of
the RADIUS server group.

Tip If the specified RADIUS server is
not found, configure it using the
radius-server host command and
retry this command.

Step 6

(Optional) use-vrf vrf-name

Example:

switch (config-radius) # use-vrf vrfl

Specifies the VRF to use to contact the servers
in the server group.

Step 7

exit

Example:
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Command or Action Purpose

switch (config-radius)# exit
switch (config) #

Step 8 (Optional) show radius-server groups Displays the RADIUS server group
[group-name] configuration.
Example:

switch (config)# show radius-server groups

Step 9 (Optional) copy running-config startup-config | Copies the running configuration to the startup

configuration.
Example: gu

switch (config) # copy running-config
startup-config

Related Topics
Configuring the RADIUS Dead-Time Interval, on page 70

Configuring the Global Source Interface for RADIUS Server Groups

You can configure a global source interface for RADIUS server groups to use when accessing RADIUS
servers. You can also configure a different source interface for a specific RADIUS server group. By default,
the Cisco NX-OS software uses any available interface.

Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config)
Step 2 ip radius sour ce-inter face interface Configures the global source interface for all
RADIUS server groups configured on the
Example: .
device.
switch(config)# ip radius
source-interface mgmt 0
Step 3 exit Exits configuration mode.
Example:
switch (config)# exit
switch#
Step 4 (Optional) show radius-server Displays the RADIUS server configuration
information.
Example:
switch# show radius-server
Step 5 (Optional) copy running-config startup config | Copies the running configuration to the startup
configuration.
Example:
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Command or Action

Purpose

switch# copy running-config
startup-config

Related Topics

Configuring RADIUS Server Groups, on page 59

Allowing Users to Specify a RADIUS Server at Login

By default, the Cisco NX-OS device forwards an authentication request based on the default AAA authentication
method. You can configure the Cisco NX-OS device to allow the user to specify a VRF and RADIUS server
to send the authentication request by enabling the directed-request option. If you enable this option, the user
can log in as username@vrfname: hostname, where vrfname is the VRF to use and hostname is the name of
a configured RADIUS server.

\}

Note If you enable the directed-request option, the Cisco NX-OS device uses only the RADIUS method for
authentication and not the default local method.

Note User-specified logins are supported only for Telnet sessions.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

radius-server directed-request

Example:

switch (config)# radius-server
directed-request

Allows users to specify a RADIUS server to
send the authentication request when logging
in. The default is disabled.

Step 3

(Optional) show radius {pending |
pending-diff}

Example:

switch(config)# show radius pending

Displays the RADIUS configuration pending
for distribution.

Step 4

(Optional) radius commit

Example:

switch (config)# radius commit

Applies the RADIUS configuration changes in
the temporary database to the running
configuration.
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Command or Action

Purpose

Step 5

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 6

(Optional) show radius-server
directed-request
Example:

switch# show radius-server
directed-request

Displays the directed request configuration.

Step 7

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Configuring the Global RADIUS Transmission Retry Count and Timeout Interval

You can configure a global retransmission retry count and timeout interval for all RADIUS servers. By default,
a Cisco NX-OS device retries transmission to a RADIUS server only once before reverting to local

authentication. You can increase this number up to a maximum of five retries per server. The timeout interval
determines how long the Cisco NX-OS device waits for responses from RADIUS servers before declaring a
timeout failure.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

radius-server retransmit count

Example:

switch (config) # radius-server retransmit|
3

Specifies the retransmission count for all
RADIUS servers. The default retransmission
count is 1 and the range is from 0 to 5.

Step 3

radius-server timeout seconds

Example:

switch(config)# radius-server timeout 10

Specifies the transmission timeout interval for
RADIUS servers. The default timeout interval
is 5 seconds and the range is from 1 to 60
seconds.

Step 4

(Optional) show radius {pending |
pending-diff}

Example:

switch (config)# show radius pending

Displays the RADIUS configuration pending
for distribution.
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Command or Action

Purpose

Step 5

(Optional) radius commit

Example:

switch (config)# radius commit

Applies the RADIUS configuration changes in
the temporary database to the running
configuration.

Step 6

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 7

(Optional) show radius-server

Example:

switch# show radius-server

Displays the RADIUS server configuration.

Step 8

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Configuring the RADIUS Transmission Retry Count and Timeout Interval for a

Server

By default, a Cisco NX-OS device retries a transmission to a RADIUS server only once before reverting to
local authentication. You can increase this number up to a maximum of five retries per server. You can also
set a timeout interval that the Cisco NX-OS device waits for responses from RADIUS servers before declaring
a timeout failure.

Before you begin

Configure one or more RADIUS server hosts.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

radius-server host {ipv4-address|
ipv6-address | hosthame} retransmit count
Example:

switch (config)# radius-server host
serverl retransmit 3

Specifies the retransmission count for a specific
server. The default is the global value.

Note The retransmission count value
specified for a RADIUS server
overrides the count specified for all

RADIUS servers.
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Command or Action

Purpose

Step 3

radius-server host {ipv4-address|
ipv6-address | hosthame} timeout seconds
Example:

switch (config)# radius-server host
serverl timeout 10

Specifies the transmission timeout interval for
a specific server. The default is the global value.

Note The timeout interval value specified
for a RADIUS server overrides the
interval value specified for all

RADIUS servers.

Step 4

(Optional) show radius {pending |
pending-diff}

Example:

switch (config)# show radius pending

Displays the RADIUS configuration pending
for distribution.

Step 5

(Optional) radius commit

Example:

switch(config)# radius commit

Applies the RADIUS configuration changes in
the temporary database to the running
configuration and distributes RADIUS
configuration to other Cisco NX-OS devices if
you have enabled CFS configuration
distribution for the user role feature.

Step 6

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 7

(Optional) show radius-server

Example:

switch# show radius-server

Displays the RADIUS server configuration.

Step 8

(Optional) copy running-config star tup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Configuring RADIUS Server Hosts, on page 55

Configuring Accounting and Authentication Attributes for RADIUS Servers

You can specify that a RADIUS server is to be used only for accounting purposes or only for authentication
purposes. By default, RADIUS servers are used for both accounting and authentication. You can also specify
the destination UDP port numbers where RADIUS accounting and authentication messages should be sent if
there is a conflict with the default port.

Before you begin

Configure one or more RADIUS server hosts.
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Procedure

Configuring RADIUS |

Command or Action

Purpose

Step 1

configure terminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

(Optional) radius-server host {ipv4-address
| ipv6-address| hostname} acct-port udp-port
Example:

switch(config)# radius-server host
10.10.1.1 acct-port 2004

Specifies a UDP port to use for RADIUS
accounting messages. The default UDP port
is 1813. The range is from 0 to 65535.

Step 3

(Optional) radius-server host {ipv4-address
| ipv6-address | hostname} accounting
Example:

switch (config)# radius-server host
10.10.1.1 accounting

Specifies to use the RADIUS server only for
accounting purposes. The default is both
accounting and authentication.

Step 4

(Optional) radius-server host {ipv4-address
| ipv6-address| hostname} auth-port udp-port
Example:

switch(config)# radius-server host
10.10.2.2 auth-port 2005

Specifies a UDP port to use for RADIUS
authentication messages. The default UDP port
is 1812. The range is from 0 to 65535.

Step 5

(Optional) radius-server host {ipv4-address
| ipv6-address | hostname} authentication
Example:

switch (config)# radius-server host
10.10.2.2 authentication

Specifies to use the RADIUS server only for
authentication purposes. The default is both
accounting and authentication.

Step 6

(Optional) show radius {pending |
pending-diff}

Example:

switch (config)# show radius pending

Displays the RADIUS configuration pending
for distribution.

Step 7

(Optional) radius commit

Example:

switch(config)# radius commit

Applies the RADIUS configuration changes
in the temporary database to the running
configuration.

Step 8

exit
Example:

switch (config) # exit
switch#

Exits configuration mode.

Step 9

(Optional) show radius-server

Example:
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Command or Action Purpose

switch (config)# show radius-server

Step 10 (Optional) copy running-config Copies the running configuration to the startup
startup-config configuration.
Example:

switch# copy running-config
startup-config

Related Topics
Configuring RADIUS Server Hosts, on page 55

Configuring Global Periodic RADIUS Server Monitoring

\}

You can monitor the availability of all RADIUS servers without having to configure the test parameters for
each server individually. Any servers for which test parameters are not configured are monitored using the
global level parameters.

Note

Test parameters that are configured for individual servers take precedence over global test parameters.

The global configuration parameters include the username and password to use for the servers and an idle
timer. The idle timer specifies the interval in which a RADIUS server receives no requests before the Cisco
NX-OS device sends out a test packet. You can configure this option to test servers periodically, or you can
run a one-time only test.

Note

N

To protect network security, we recommend that you use a username that is not the same as an existing
username in the RADIUS database.

Note

The default idle timer value is 0 minutes. When the idle time interval is 0 minutes, periodic RADIUS server
monitoring is not performed.

Before you begin

Enable RADIUS.
Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
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Command or Action

Purpose

Step 2

radius-server test {idle-time minutes|
password password [idle-time minutes] |
username name [password password
[idle-time minutes]]}

Example:

switch (config)# radius-server test
username userl password Ur2Gd2BH
idle-time 3

Specifies parameters for global server
monitoring. The default username is test, and
the default password is test. The default value
for the idle timer is 0 minutes, and the valid
range is from 0 to 1440 minutes.

For periodic RADIUS server
monitoring, the idle timer value must
be greater than 0.

Note

Step 3

radius-server deadtime minutes

Example:

switch(config) # radius-server deadtime
5

Specifies the number of minutes before the
Cisco NX-OS device checks a RADIUS server
that was previously unresponsive. The default
value is 0 minutes, and the valid range is from
0 to 1440 minutes.

Step 4

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 5

(Optional) show radius-server

Example:

switch# show radius-server

Displays the RADIUS server configuration.

Step 6

(Optional) copy running-config star tup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Configuring Periodic RADIUS Server Monitoring on Individual Servers, on page 68

Configuring Periodic RADIUS Server Monitoring on Individual Servers

You can monitor the availability of individual RADIUS servers. The configuration parameters include the
username and password to use for the server and an idle timer. The idle timer specifies the interval during
which a RADIUS server receives no requests before the Cisco NX-OS device sends out a test packet. You
can configure this option to test servers periodically, or you can run a one-time only test.

Note

Test parameters that are configured for individual servers take precedence over global test parameters.
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Note

N

For security reasons, we recommend that you do not configure a test username that is the same as an existing
user in the RADIUS database.

Note

The default idle timer value is 0 minutes. When the idle time interval is 0 minutes, the Cisco NX-OS device
does not perform periodic RADIUS server monitoring.

Before you begin
Enable RADIUS.
Add one or more RADIUS server hosts.

Procedure
Command or Action Purpose

Step 1 configureterminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #

Step 2 radius-server host {ipv4-address| Specifies parameters for individual server
ipv6-address | hostname} test {idle-time monitoring. The default username is test, and
minutes | passwor d password [idle-time the default password is test. The default value
minutes] | user name name [passwor d password | for the idle timer is 0 minutes, and the valid
[idle-time minutes]]} range is from 0 to 1440 minutes.

Example: Note For periodic RADIUS server
switch (config)# radius-server host Inonhoﬁng,youInustsettheidk
10.10.1.1 test username userl password timer to a value greater than 0.
Ur2Gd2BH idle-time 3

Step 3 radius-server deadtime minutes Specifies the number of minutes before the

Examole: Cisco NX-OS device checks a RADIUS server
. ple: . _ _ that was previously unresponsive. The default
switch(config)# radius-server deadtime |yape is () minutes, and the valid range is from
5 .
1 to 1440 minutes.
Step 4 exit Exits configuration mode.
Example:
switch (config)# exit
switch#
Step 5 (Optional) show radius-server Displays the RADIUS server configuration.

Example:

switch# show radius-server
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Command or Action

Purpose

Step 6

(Optional) copy running-config star tup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Configuring RADIUS Server Hosts, on page 55

Configuring Global Periodic RADIUS Server Monitoring, on page 67

Configuring the RADIUS Dead-Time Interval

You can configure the dead-time interval for all RADIUS servers. The dead-time interval specifies the time
that the Cisco NX-OS device waits after declaring a RADIUS server is dead, before sending out a test packet
to determine if the server is now alive. The default value is 0 minutes.

)

Note

When the dead-time interval is 0 minutes, RADIUS servers are not marked as dead even if they are not

responding. You can configure the dead-time interval for a RADIUS server group.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

radius-server deadtime minutes

Example:

switch (config)# radius-server deadtime
5

Configures the dead-time interval. The default
value is 0 minutes. The range is from 1 to 1440
minutes.

Step 3

(Optional) show radius {pending |
pending-diff}

Example:

switch (config)# show radius pending

Displays the RADIUS configuration pending
for distribution.

Step 4

(Optional) radius commit

Example:

switch(config)# radius commit

Applies the RADIUS configuration changes in
the temporary database to the running
configuration.

Step 5

exit

Example:
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Command or Action Purpose
switch (config) # exit
switch#
Step 6 (Optional) show radius-server Displays the RADIUS server configuration.
Example:

switch# show radius-server

Step 7 (Optional) copy running-config startup-config | Copies the running configuration to the startup

configuration.
Example: v

switch# copy running-config
startup-config

Related Topics
Configuring RADIUS Server Groups, on page 59

Configuring One-Time Passwords

One-time password (OTP) support is available for Cisco NX-OS devices through the use of RSA SecurID
token servers. With this feature, users authenticate to a Cisco NX-OS device by entering both a personal

identification number (or one-time password) and the token code being displayed at that moment on their
RSA SecurlID token.

Note

The token code used for logging into the Cisco NX-OS device changes every 60 seconds. To prevent problems
with device discovery, we recommend using different usernames that are present on the Cisco Secure ACS
internal database.

Before you begin
On the Cisco NX-OS device, configure a RADIUS server host and remote default login authentication.
Ensure that the following are installed:

* Cisco Secure Access Control Server (ACS) version 4.2

* RSA Authentication Manager version 7.1 (the RSA SecurID token server)

* RSA ACE Agent/Client
No configuration (other than a RADIUS server host and remote authentication) is required on the Cisco
NX-OS device to support one-time passwords. However, you must configure the Cisco Secure ACS as follows:

1. Enable RSA SecurlD token server authentication.

2. Add the RSA SecurID token server to the Unknown User Policy database.

Manually Monitoring RADIUS Servers or Groups

You can manually issue a test message to a RADIUS server or to a server group.
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Procedure
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Command or Action

Purpose

Step 1

test aaa server radius {ipv4-address |
ipv6-address | hosthame} [vrf vrf-name]
username password

Example:

switch# test aaa server radius 10.10.1.1
userl Ur2Gd2BH

Sends a test message to a RADIUS server to
confirm availability.

Step 2

test aaa group group-name username password

Example:

switch# test aaa group RadGroup user2
As3He3CI

Sends a test message to a RADIUS server group
to confirm availability.

Enabling or Disabling Dynamic Author Server

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

aaa server radius dynamic-author

Example:

switch(config)# aaa server radius
dynamic-author

Enables the RADIUS dynamic author server.
You can disable the RADIUS dynamic author
server using the no form of this command.

Configuring RADIUS Change of Authorization

Procedure

Command or Action

Purpose

Step 1

configure terminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

[no] aaa server radius dynamic-author

Example:
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Command or Action Purpose

switch (config) # aaa server radius author and the associated clients using the no
dynamic-author form of this command.

Step 3 [no] client {ip-address| hostname } Configures the IP address or the hostname of
[server-key [0| 7] string ] the AAA server client. Use the optional
Example: server-key keyword and string argument to

configure the server key at the client level. You
can remove the client server using the no form
of this command.

switch(config-locsvr-da-radius)# client
192.168.0.5 server-key ciscol

Note Configuring the server key at the
client level overrides the server key
that is configured at the global level.

Step 4 [no] port port-number Specifies the port on which a device listens to

the RADIUS requests from the configured

RADIUS clients. The port range is 1 - 65535.

;’;gm (config-locsvr-da-radius)# port |yoy can revert to the default port using the no
form of this command.

Example:

Note The default port for a packet of
disconnect is 1700.

Step 5 [no] server-key [0 7] string Configures the global RADIUS key to be shared
between a device and the RADIUS clients. You
can remove the server-key using the no form of
this command.

Verifying the RADIUS Configuration

To display RADIUS configuration information, perform one of the following tasks:

Command Purpose

show radius {status| pending | pending-diff} Displays the RADIUS Cisco Fabric Services distribution
status and other details.

show running-config radius [all] Displays the RADIUS configuration in the running
configuration.

show startup-config radius Displays the RADIUS configuration in the startup
configuration.

show radius-server [hostname | ipv4-address | Displays all configured RADIUS server parameters.

ipv6-address] [directed-request | groups| sorted

| statistics]
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Verifying RADIUS Change of Authorization Configuration

To display RADIUS Change of Authorization configuration information, perform one of the following tasks:

Command Purpose

show running-config dot1x Displays the dotlx configuration in the running
configuration.

show running-config aaa Displays the AAA configuration in the running
configuration.

show running-config radius Displays the RADIUS configuration in the running
configuration.

show aaa server radius statistics Displays the local RADIUS server statistics.

show aaa client radius statistics {ip address| | Displays the local RADIUS client statistics.
hostname }

clear aaa server radius statistics Clears the local RADIUS server statistics.

clear aaa client radius statistics {ip address| | Clears the local RADIUS client statistics.
hostname }

Monitoring RADIUS Servers

You can monitor the statistics that the Cisco NX-OS device maintains for RADIUS server activity.

Before you begin

Configure one or more RADIUS server hosts.

Procedure

Command or Action Purpose

Step 1 show radius-server statistics {hostname | Displays the RADIUS statistics.
ipv4-address | ipv6-address}
Example:

switch# show radius-server statistics
10.10.1.1

Related Topics
Configuring RADIUS Server Hosts, on page 55
Clearing RADIUS Server Statistics, on page 75
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Clearing RADIUS Server Statistics

You can display the statistics that the Cisco NX-OS device maintains for RADIUS server activity.

Before you begin

Configure RADIUS servers on the Cisco NX-OS device.

Procedure

Clearing RADIUS Server Statistics .

Command or Action

Purpose

Step 1

(Optional) show radius-server statistics
{hostname | ipv4-address | ipv6-address}
Example:

switch# show radius-server statistics
10.10.1.1

Displays the RADIUS server statistics on the
Cisco NX-OS device.

Step 2

clear radius-server statistics {hostname |
ipv4-address | ipv6-address}
Example:

switch# clear radius-server statistics
10.10.1.1

Clears the RADIUS server statistics.

Related Topics
Configuring RADIUS Server Hosts, on page 55

Configuration Example for RADIUS

The following example shows how to configure RADIUS:

radius-server key 7 "ToIkLhPpG"

radius-server host 10.10.1.1 key 7 "ShMoMhT1l" authentication accounting

aaa group server radius RadServer
server 10.10.1.1

Configuration Examples of RADIUS Change of Authorization

The following example shows how to configure RADIUS Change of Authorization:

radius-server host 10.77.143.170 key 7 "fewhgl23" authentication accounting
aaa server radius dynamic-author
client 10.77.143.170 vrf management server-key 7 "fewhgl23"

Where to Go Next

You can now configure AAA authentication methods to include the server groups.
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Additional References for RADIUS

This section describes additional information related to implementing RADIUS.

Related Documents

Related Topic Document Title

Cisco NX-OS Licensing | Cisco NX-OS Licensing Guide

VREF configuration Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guide

Standards

Standards Tide

No new or modified standards are supported by this feature, and support for existing standards has not | —
been modified by this feature.

MIBs

MIBs MIBs Link

MIBs related to RADIUS | To locate and download supported MIBs, go to the following URL:

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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CHAPTER 6

Configuring TACACS+

This chapter describes how to configure the Terminal Access Controller Access Control System Plus
(TACACSH) protocol on Cisco NX-OS devices.

This chapter includes the following sections:

» About TACACS+, on page 77

* Prerequisites for TACACS+, on page 81

* Guidelines and Limitations for TACACS+, on page 81
* Default Settings for TACACS+, on page 81

* One-Time Password Support, on page 82

* Configuring TACACS+, on page 82

* Monitoring TACACS+ Servers, on page 107

* Clearing TACACS+ Server Statistics, on page 107

» Verifying the TACACS+ Configuration, on page 108
* Configuration Examples for TACACS+, on page 108
* Where to Go Next, on page 110

* Additional References for TACACS+, on page 110

About TACACS+

The TACACS+ security protocol provides centralized validation of users attempting to gain access to a Cisco
NX-OS device. TACACS+ services are maintained in a database on a TACACS+ daemon running, typically,
on a UNIX or Windows NT workstation. You must have access to and must configure a TACACS+ server
before the configured TACACS+ features on your Cisco NX-OS device are available.

TACACS+ provides for separate authentication, authorization, and accounting facilities. TACACS+ allows
for a single access control server (the TACACS+ daemon) to provide each service—authentication,
authorization, and accounting—independently. Each service can be tied into its own database to take advantage
of other services available on that server or on the network, depending on the capabilities of the daemon.

The TACACS+ client/server protocol uses TCP (TCP port 49) for transport requirements. Cisco NX-OS
devices provide centralized authentication using the TACACS+ protocol.

TACACS+ Advantages

TACACS+ has the following advantages over RADIUS authentication:
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* Provides independent AAA facilities. For example, the Cisco NX-OS device can authorize access without
authenticating.

* Uses the TCP transport protocol to send data between the AAA client and server, making reliable transfers
with a connection-oriented protocol.

* Encrypts the entire protocol payload between the switch and the AAA server to ensure higher data
confidentiality. The RADIUS protocol only encrypts passwords.

TACACS+ Operation for User Login

N

When a user attempts a Password Authentication Protocol (PAP) login to a Cisco NX-OS device using
TACACSH, the following actions occur:

Note

TACACS+ allows an arbitrary conversation between the daemon and the user until the daemon receives
enough information to authenticate the user. This action is usually done by prompting for a username and
password combination, but may include prompts for other items, such as your mother’s maiden name.

1. When the Cisco NX-OS device establishes a connection, it contacts the TACACS+ daemon to obtain the

username and password.

The Cisco NX-OS device will eventually receive one of the following responses from the TACACS+
daemon:

ACCEPT

User authentication succeeds and service begins. If the Cisco NX-OS device requires user authorization,
authorization begins.

REJECT

User authentication failed. The TACACS+ daemon either denies further access to the user or prompts the
user to retry the login sequence.

ERROR

An error occurred at some time during authentication either at the daemon or in the network connection
between the daemon and the Cisco NX-OS device. If the Cisco NX-OS device receives an ERROR
response, the Cisco NX-OS device tries to use an alternative method for authenticating the user.

After authentication, the user also undergoes an additional authorization phase if authorization has been
enabled on the Cisco NX-OS device. Users must first successfully complete TACACS+ authentication
before proceeding to TACACS+ authorization.

If TACACS+ authorization is required, the Cisco NX-OS device again contacts the TACACS+ daemon
and it returns an ACCEPT or REJECT authorization response. An ACCEPT response contains attributes
that are used to direct the EXEC or NETWORK session for that user and determines the services that the
user can access.

Services include the following:

* Telnet, rlogin, Point-to-Point Protocol (PPP), Serial Line Internet Protocol (SLIP), or EXEC services

* Connection parameters, including the host or client IP address (IPv4 or IPv6), access list, and user
timeouts
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Default TACACS+ Server Encryption Type and Secret Key

You must configure the TACACS+ secret key to authenticate the switch to the TACACS+ server. A secret
key is a secret text string shared between the Cisco NX-OS device and the TACACS+ server host. The length
of the key is restricted to 63 characters and can include any printable ASCII characters (white spaces are not
allowed). You can configure a global secret key for all TACACS+ server configurations on the Cisco NX-OS
device to use.

You can override the global secret key assignment by explicitly using the key option when configuring an
individual TACACS+ server.

Command Authorization Support for TACACS+ Servers

By default, command authorization is done against a local database in the Cisco NX-OS software when an
authenticated user enters a command at the command-line interface (CLI). You can also verify authorized
commands for authenticated users using TACACS+.

TACACS+ Server Monitoring

An unresponsive TACACS+ server can delay the processing of AAA requests. A Cisco NX-OS device can
periodically monitor a TACACS+ server to check whether it is responding (or alive) to save time in processing
AAA requests. The Cisco NX-OS device marks unresponsive TACACS+ servers as dead and does not send
AAA requests to any dead TACACS+ servers. A Cisco NX-OS device periodically monitors dead TACACS+
servers and brings them to the alive state once they are responding. This process verifies that a TACACS+
server is in a working state before real AAA requests are sent its way. Whenever a TACACS+ server changes
to the dead or alive state, a Simple Network Management Protocol (SNMP) trap is generated and the Cisco
NX-OS device displays an error message that a failure is taking place before it can impact performance.

Figure 3: TACACS+ Server States

This figure shows the server states for TACACS+ server monitoring.
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Note The monitoring interval for alive servers and dead servers are different and can be configured by the user.
The TACACS+ server monitoring is performed by sending a test authentication request to the TACACS+
server.
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Vendor-Specific Attributes for TACACS+

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating
vendor-specific attributes (VSAs) between the network access server and the TACACS+ server. The IETF
uses attribute 26. VS As allow vendors to support their own extended attributes that are not suitable for general
use.

Cisco VSA Format for TACACS+

The Cisco TACACS+ implementation supports one vendor-specific option using the format recommended
in the IETF specification. The Cisco vendor ID is 9, and the supported option is vendor type 1, which is named
cisco-av-pair. The value is a string with the following format:

protocol : attribute separator value *

The protocol is a Cisco attribute for a particular type of authorization, the separator is = (equal sign) for
mandatory attributes, and * (asterisk) indicates optional attributes.

When you use TACACS+ servers for authentication on a Cisco NX-OS device, the TACACS+ protocol directs
the TACACS+ server to return user attributes, such as authorization information, along with authentication
results. This authorization information is specified through VSAs.

The following VSA protocol options are supported by the Cisco NX-OS software:
Shell

Protocol used in access-accept packets to provide user profile information.

Accounting
Protocol used in accounting-request packets. If a value contains any white spaces, you should enclose
the value within double quotation marks.

The Cisco NX-OS software supports the following attributes:
roles

Lists all the roles to which the user belongs. The value field is a string that lists the role names delimited
by white space. For example, if the user belongs to roles network-operator and network-admin, the value
field would be network-operator network-admin. This subattribute, which the TACACS+ server sends
in the VSA portion of the Access-Accept frames, can only be used with the shell protocol value. The
following examples show the roles attribute as supported by Cisco ACS:

shell:roles=network-operator network-admin

shell:roles*network-operator network-admin

N

Note When you specify a VSA as shell:roles*"network-operator network-admin", this VSA is flagged as an
optional attribute and other Cisco devices ignore this attribute.

accountinginfo
Stores accounting information in addition to the attributes covered by a standard TACACS+ accounting
protocol. This attribute is sent only in the VSA portion of the Account-Request frames from the TACACS+
client on the switch. It can be used only with the accounting protocol data units (PDUs).
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Prerequisites for TACACS+

TACACS+ has the following prerequisites:
* Obtain the IPv4 or IPv6 addresses or hostnames for the TACACS+ servers.
* Obtain the secret keys from the TACACS+ servers, if any.

* Ensure that the Cisco NX-OS device is configured as a TACACS+ client of the AAA servers.

Guidelines and Limitations for TACACS+

TACACS+ has the following guidelines and limitations:
* You can configure a maximum of 64 TACACS+ servers on the Cisco NX-OS device.

* If you have a user account configured on the local Cisco NX-OS device that has the same name as a
remote user account on an AAA server, the Cisco NX-OS software applies the user roles for the local
user account to the remote user, not the user roles configured on the AAA server.

* Cisco recommends that you configure the dead-time interval if more than six servers are configured in
a group. If you must configure more than six servers, make sure to set the dead-time interval to a value
greater than 0 and enable dead server monitoring by configuring the test username and test password.

* Command authorization on TACACS+ servers is available for console sessions.

* For N9K-X9636C-R and N9K-X9636Q-R line cards and the N9K-C9508-FM-R fabric module, TACACS+
authentication fails for usernames with special characters.

Default Settings for TACACS+

This table lists the default settings for TACACS+ parameters.

Table 9: Default TACACS+ Parameters Settings

Parameters Default
TACACS+ Disabled
Dead timer interval 0
minutes
Timeout interval 5
seconds
Idle timer interval 0
minutes
Periodic server monitoring username test
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Parameters Default

Periodic server monitoring password test

Privilege level support for TACACS+ authorization | Disabled

One-Time Password Support

A one-time password (OTP) is a password that is valid for a single login session or a transaction. OTPs avoid
multiple disadvantages that are associated with the static passwords. OTPs are not at risk to replay attacks. If
an intruder manages to record an OTP that was already used to log into a service or to conduct an operation,
it cannot be misused because it is no longer valid.

OTPs are applicable only to the RADIUS and TACACS+ protocol daemons. For a RADIUS protocol daemon,
you must ensure that you disable the ASCII authentication mode. For a TACACS+ protocol daemon, you
must enable the ASCII authentication mode. To enable the ASCII authentication mode, use the aaa
authentication login ascii-authentication command.

Configuring TACACS+

\}

This section describes how to configure TACACS+ on a Cisco NX-OS device.

Note

If you are familiar with the Cisco IOS CLI, be aware that the Cisco NX-OS commands for this feature might
differ from the Cisco IOS commands that you would use.

TACACS+ Server Configuration Process

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7

Procedure

Enable TACACS+.
Establish the TACACS+ server connections to the Cisco NX-OS device.
Configure the secret keys for the TACACS+ servers.

If needed, configure TACACS+ server groups with subsets of the TACACS+ servers for AAA authentication
methods.

(Optional) Configure the TCP port.
(Optional) If needed, configure periodic TACACS+ server monitoring.
(Optional) If TACACS+ distribution is enabled, commit the TACACS+ configuration to the fabric.

Related Topics
Enabling TACACS+ , on page 83
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Enabling TACACS+

Enabling TACACS+ [J]

By default, the TACACS+ feature is disabled on the Cisco NX-OS device. You must explicitly enable the
TACACS+ feature to access the configuration and verification commands for authentication.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

featuretacacs+

Example:

switch (config)# feature tacacs+

Enables TACACS+.

Step 3

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Configuring TACACS+ Server Hosts

To access a remote TACACS+ server, you must configure the IP address or the hostname for the TACACS+
server on the Cisco NX-OS device. You can configure up to 64 TACACS+ servers.

)

Note By default, when you configure a TACACS+ server IP address or hostname on the Cisco NX-OS device, the
TACACS+ server is added to the default TACACS+ server group. You can also add the TACACS+ server
to another TACACS+ server group.

Before you begin
Enable TACACS+.

Obtain the IPv4 or IPv6 addresses or the hostnames for the remote TACACS+ servers.
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Procedure
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Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

tacacs-server host {ipv4-address|ipv6-address
| hostname}
Example:

switch (config)# tacacs-server host
10.10.2.2

Specifies the IPv4 or IPv6 address or hostname
for a TACACS+ server.

Step 3

(Optional) show tacacst+ {pending |
pending-diff}

Example:

switch(config)# show tacacs+ pending

Displays the TACACS+ configuration pending
for distribution.

Step 4

(Optional) tacacs+ commit

Example:

switch (config)# tacacs+ commit

Applies the TACACS+ configuration changes
in the temporary database to the running
configuration.

Step 5

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 6

(Optional) show tacacs-server

Example:

switch# show tacacs-server

Displays the TACACS+ server configuration.

Step 7

(Optional) copy running-config star tup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Enabling TACACS+ , on page 83
Configuring TACACS+ Server Groups, on page 87

Configuring Global TACACS+ Keys

You can configure secret TACACS+ keys at the global level for all servers used by the Cisco NX-OS device.
A secret key is a shared secret text string between the Cisco NX-OS device and the TACACS+ server hosts.
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Before you begin

Enable TACACS+.

Configuring Global TACACS+ Keys .

Obtain the secret key values for the remote TACACS+ servers.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 tacacs-server key [0 6| 7] key-value Specifies a TACACS+ key for all TACACS+

Example:

switch (config) # tacacs-server key 0
QsE£ThUkO

Example:

switch (config)# tacacs-server key 7
"fewhg”

server. You can specify that the key-value is in
clear text format (0), is type-6 encrypted (6), or
is type-7 encrypted (7). The Cisco NX-OS
software encrypts a clear text key before saving
it to the running configuration. The default
format is clear text. The maximum length is 63
characters.

By default, no secret key is configured.

Note If you already configured a shared
secret using the gener ate
type7_encrypted_secret command,
enter it in quotation marks, as shown
in the second example. For more
information, see Configuring the
Shared Secret for RADIUS or

TACACS+, on page 43.

Step 3 exit Exits configuration mode.
Example:
switch (config)# exit
switch#

Step 4 (Optional) show tacacs-server Displays the TACACS+ server configuration.
Example: Note The secret keys are saved in
switch# show tacacs-server encrypted form in the running

configuration. Use the show
running-config command to display
the encrypted secret keys.

Step 5 (Optional) copy running-config star tup-config | Copies the running configuration to the startup

Example:

switch# copy running-config
startup-config

configuration.
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Related Topics
Enabling TACACS+ , on page 83
About AES Password Encryption and Primay Encryption Keys, on page 465

Configuring a Key for a Specific TACACS+ Server

Configuring TACACS+ |

You can configure secret keys for a TACACS+ server. A secret key is a shared secret text string between the
Cisco NX-OS device and the TACACS+ server host.

Before you begin
Enable TACACS+.

Obtain the secret key values for the remote TACACS+ servers.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

tacacs-server host {ipv4-address|ipve-address
| host-name} key [0 | 6 7] key-value
Example:

tacacs-server host
P1IjUhYg

switch (config) #
10.10.1.1 key O

Example:

tacacs-server host
"fewhg”

switch (config) #
10.10.1.1 key 7

Specifies a secret key for a specific TACACS+
server. You can specify that the key-value is in
clear text format (0), is type-6 encrypted (6), or
is type-7 encrypted (7). The Cisco NX-OS
software encrypts a clear text key before saving
it to the running configuration. The default
format is clear text. The maximum length is 63
characters.

This secret key is used instead of the global
secret key.

Note If you already configured a shared
secret using the gener ate
type7_encrypted_secret command,
enter it in quotation marks, as shown
in the second example. For more
information, see Configuring the
Shared Secret for RADIUS or

TACACS+, on page 43.

Step 3

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show tacacs-server
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Configuring TACACS+ Server Groups .

Command or Action

Purpose

Example:

switch# show tacacs-server

Note The secret keys are saved in
encrypted form in the running
configuration. Use the show
running-config command to display

the encrypted secret keys.

Step 5

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
About AES Password Encryption and Primay Encryption Keys, on page 465

Configuring TACACS+ Server Groups

You can specify one or more remote AAA servers to authenticate users using server groups. All members of
a group must belong to the TACACS+ protocol. The servers are tried in the same order in which you configure

them.

You can configure these server groups at any time but they only take effect when you apply them to an AAA

service.

Before you begin

Enable TACACS+.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

aaa group server tacacs+ group-name

Example:

switch(config)# aaa group server tacacs+
TacServer
switch (config-tacacs+) #

Creates a TACACS+ server group and enters
the TACACS+ server group configuration mode
for that group.

Step 3

server {ipv4-address|ipv6-address| hostname}

Example:

switch (config-tacacs+) # server 10.10.2.2

Configures the TACACS+ server as a member
of the TACACS+ server group.

If the specified TACACS+ server is not found,
configure it using the tacacs-server host
command and retry this command.
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Command or Action

Purpose

Step 4

exit
Example:

switch (config-tacacs+) # exit
switch (config) #

Exits TACACS+ server group configuration
mode.

Step 5

(Optional) show tacacs-server groups

Example:

switch (config)# show tacacs-server groups

Displays the TACACS+ server group
configuration.

Step 6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Enabling TACACS+, on page 83
Remote AAA Services, on page 20
Configuring TACACS+ Server Hosts, on page 83
Configuring the TACACS+ Dead-Time Interval, on page 96

Configuring the Global Source Interface for TACACS+ Server Groups

You can configure a global source interface for TACACS+ server groups to use when accessing TACACS+
servers. You can also configure a different source interface for a specific TACACS+ server group. By default,
the Cisco NX-OS software uses any available interface.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config)

Enters global configuration mode.

Step 2

ip tacacs sour ce-interface interface

Example:

switch(config)# ip tacacs
source-interface mgmt 0

Configures the global source interface for all
TACACS+ server groups configured on the
device.

Step 3

exit
Example:

switch (config) # exit
switch#

Exits configuration mode.
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Allowing Users to Specify a TACACS+ Server at Login .

Command or Action Purpose
Step 4 (Optional) show tacacs-server Displays the TACACS+ server configuration
Example: information.

switch# show tacacs-server

Step 5 (Optional) copy running-config startup Copies the running configuration to the startup
config configuration.
Example:

switch# copy running-config
startup-config

Related Topics
Enabling TACACS+ , on page 83
Configuring TACACS+ Server Groups, on page 87

Allowing Users to Specify a TACACS+ Server at Login

\}

You can configure the switch to allow the user to specify which TACACS+ server to send the authentication
request by enabling the directed-request option. By default, a Cisco NX-OS device forwards an authentication
request based on the default AAA authentication method. If you enable this option, the user can log in as
username@vr fname: hostname, where vrfname is the VRF to use and hostname is the name of a configured
TACACS+ server.

Note

If you enable the directed-request option, the Cisco NX-OS device uses only the TACACS+ method for
authentication and not the default local method.

Note

User-specified logins are supported only for Telnet sessions.

Before you begin

Enable TACACS+.
Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
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Command or Action

Purpose

Step 2

tacacs-server directed-request

Example:

switch (config)# tacacs-server
directed-request

Allows users to specify a TACACS+ server to
send the authentication request when logging
in. The default is disabled.

Step 3

(Optional) show tacacst+ {pending |
pending-diff}

Example:

switch(config)# show tacacs+ pending

Displays the pending TACACS+ configuration.

Step 4

(Optional) tacacs+ commit

Example:

switch (config)# tacacs+ commit

Applies the TACACS+ configuration changes
in the temporary database to the running
configuration.

Step 5

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 6

(Optional) show tacacs-server
directed-request
Example:

switch# show tacacs-server
directed-request

Displays the TACACS+ directed request
configuration.

Step 7

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Enabling TACACS+, on page 83

Configuring the Timeout Interval for a TACACS+ Server

You can set a timeout interval that the Cisco NX-OS device waits for responses from a TACACS+ server
before declaring a timeout failure. The timeout interval determines how long the Cisco NX-OS device waits
for responses from a TACACS+ server before declaring a timeout failure.

Before you begin
Enable TACACS+.
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Procedure

Configuring TCP Ports .

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

tacacs-server host {ipv4-address|ipv6-address
| hostname} timeout seconds
Example:

switch (config)# tacacs-server host
serverl timeout 10

Specifies the timeout interval for a specific
server. The default is the global value.

Note The timeout interval value specified
for a TACACS+ server overrides the
global timeout interval value

specified for all TACACS+ servers.

Step 3

(Optional) show tacacst+ {pending |
pending-diff}

Example:

switch(config)# show tacacs+ pending

Displays the TACACS+ configuration pending
for distribution.

Step 4

(Optional) tacacs+ commit

Example:

switch (config)# tacacs+ commit

Applies the TACACS+ configuration changes
in the temporary database to the running
configuration.

Step 5

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 6

(Optional) show tacacs-server

Example:

switch# show tacacs-server

Displays the TACACS+ server configuration.

Step 7

(Optional) copy running-config star tup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Enabling TACACS+ , on page 83

Configuring TCP Ports

You can configure another TCP port for the TACACS+ servers if there are conflicts with another application.
By default, Cisco NX-OS devices use port 49 for all TACACS+ requests.
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Before you begin

Enable TACACS+.

Procedure

Configuring TACACS+ |

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

tacacs-server host {ipv4-address|ipve-address
| hosthame} port tcp-port
Example:

switch (config)# tacacs-server host
10.10.1.1 port 2

Specifies the TCP port to use for TACACS+
messages to the server. The default TCP port is
49. The range is from 1 to 65535.

Step 3

(Optional) show tacacst+ {pending |
pending-diff}
Example:

switch (config)# show tacacs+ distribution|
pending

Displays the TACACS+ configuration pending
for distribution.

Step 4

(Optional) tacacs+ commit

Example:

switch (config)# tacacs+ commit

Applies the TACACS+ configuration changes
in the temporary database to the running
configuration.

Step 5

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 6

(Optional) show tacacs-server

Example:

switch# show tacacs-server

Displays the TACACS+ server configuration.

Step 7

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Enabling TACACS+, on page 83
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Configuring Global Periodic TACACS+ Server Monitoring

\}

You can monitor the availability of all TACACS+ servers without having to configure the test parameters for
each server individually. Any servers for which test parameters are not configured are monitored using the
global level parameters.

Note

Test parameters that are configured for individual servers take precedence over global test parameters.

The global configuration parameters include the username and password to use for the servers and an idle
timer. The idle timer specifies the interval in which a TACACS+ server receives no requests before the Cisco
NX-OS device sends out a test packet. You can configure this option to test servers periodically, or you can
run a one-time only test.

Note

\}

The test parameters are distributed across switches. If even one switch in the fabric is running an older release,
the test parameters are not distributed to any switch in the fabric.

Note

To protect network security, we recommend that you use a username that is not the same as an existing
username in the TACACS+ database.

Note

The default idle timer value is 0 minutes. When the idle time interval is 0 minutes, periodic TACACS+ server
monitoring is not performed.

Before you begin

Enable TACACS+.
Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:

switch# configure terminal
switch (config) #

Step 2 tacacs-server test {idle-time minutes| Specifies parameters for global server
password password [idle-time minutes] | monitoring. The default username is test, and
username name [passwor d password the default password is test. The default value
[idle-time minutes]]} for the idle timer is 0 minutes, and the valid

range is from 0 to 1440 minutes.

Example:
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Command or Action

Purpose

switch (config)# tacacs-server test
username userl password Ur2Gd2BH
idle-time 3

Note For periodic TACACS+ server
monitoring, the idle timer value must

be greater than 0.

Step 3 tacacs-server dead-time minutes Specifies the number of minutes before the
Cisco NX-OS device checks a TACACS+
Example: ) .
. . | server that was previously unresponsive. The
switch(config)# tacacs-server dead-time| jofaylt value is 0 minutes, and the valid range
3 is from 0 to 1440 minutes.
Step 4 exit Exits configuration mode.
Example:
switch (config)# exit
switch#
Step 5 (Optional) show tacacs-server Displays the TACACS+ server configuration.
Example:
switch# show tacacs-server
Step 6 (Optional) copy running-config startup-config | Copies the running configuration to the startup

Example:

switch# copy running-config
startup-config

configuration.

Related Topics
Configuring Periodic TACACS+ Server Monitoring on Individual Servers, on page 94

Configuring Periodic TACACS+ Server Monitoring on Individual Servers

You can monitor the availability of individual TACACS+ servers. The configuration parameters include the
username and password to use for the server and an idle timer. The idle timer specifies the interval in which
a TACACSH+ server receives no requests before the Cisco NX-OS device sends out a test packet. You can
configure this option to test servers periodically, or you can run a one-time only test.

Note

\}

Test parameters that are configured for individual servers take precedence over global test parameters.

Note

To protect network security, we recommend that you use a username that is not the same as an existing
username in the TACACS+ database.

Note

The default idle timer value is 0 minutes. When the idle time interval is 0 minutes, periodic TACACS+ server
monitoring is not performed.
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\}

Configuring Periodic TACACS+ Server Monitoring on Individual Servers .

Note

The test parameters are distributed across switches. The test parameters are not distributed to any switch in

the fabric.

Before you begin
Enable TACACS+.
Add one or more TACACS+ server hosts.

Procedure
Command or Action Purpose

Step 1 configureterminal Enters global configuration mode.

Example:
switch# configure terminal
switch (config) #

Step 2 tacacs-server host {ipv4-address | Specifies parameters for individual server
ipv6-address | hostname} test {idle-time monitoring. The default username is test, and
minutes | password password [idle-time the default password is test. The default value
minutes] | user name name [passwor d password | for the idle timer is 0 minutes, and the valid
[idle-time minutes]]} range is from 0 to 1440 minutes.

Example: Note For periodic TACACS+ server

switch (config)# tacacs-server host monitoring, the idle timer value must

10.10.1.1 test username userl password be greater than 0.

Ur2Gd2BH idle-time 3

Step 3 tacacs-server dead-time minutes Specifies the number of minutes before the

Cisco NX-OS device checks a TACACS+

Example: ) .

. . | server that was previously unresponsive. The

S"sutCh (config)# tacacs-server dead-time| jofyyt value is 0 minutes, and the valid range
is from 0 to 1440 minutes.

Step 4 exit Exits configuration mode.

Example:
switch (config)# exit
switch#

Step 5 (Optional) show tacacs-server Displays the TACACS+ server configuration.
Example:
switch# show tacacs-server

Step 6 (Optional) copy running-config star tup-config | Copies the running configuration to the startup

Example:

switch# copy running-config
startup-config

configuration.
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Related Topics
Configuring TACACS+ Server Hosts, on page 83

Configuring TACACS+ |

Configuring Global Periodic TACACS+ Server Monitoring, on page 93

Configuring the TACACS+ Dead-Time Interval

You can configure the dead-time interval for all TACACS+ servers. The dead-time interval specifies the time
that the Cisco NX-OS device waits, after declaring a TACACS+ server is dead, before sending out a test

packet to determine if the server is now alive.

)

Note When the dead-timer interval is 0 minutes, TACACS+ servers are not marked as dead even if they are not

responding. You can configure the dead-timer per group.

Before you begin
Enable TACACS+.

Procedure

Command or Action

Purpose

Step 1 configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2 tacacs-server deadtime minutes

Example:

switch (config)# tacacs-server deadtime
5

Configures the global dead-time interval. The
default value is 0 minutes. The range is from 1
to 1440 minutes.

Step 3 (Optional) show tacacst+ {pending |
pending-diff}

Example:

switch (config)# show tacacs+ pending

Displays the pending TACACS+ configuration.

Step 4 (Optional) tacacs+ commit

Example:

switch (config)# tacacs+ commit

Applies the TACACS+ configuration changes
in the temporary database to the running
configuration.

Step 5 exit

Example:

switch (config)# exit
switch#

Exits configuration mode.
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Command or Action

Purpose

Step 6

(Optional) show tacacs-server

Example:

switch# show tacacs-server

Displays the TACACS+ server configuration.

Step 7

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Configuring ASCII Authentication

You can enable ASCII authentication on the TACACS+ server.

Before you begin

Enable TACACS+.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

aaa authentication login ascii-authentication

Example:

switch(config) # aaa authentication login|
ascii-authentication

Enables ASCII authentication. The default is
disabled.

Step 3

(Optional) show tacacst+ {pending |
pending-diff}

Example:

switch(config)# show tacacs+ pending

Displays the pending TACACS+ configuration.

Step 4

(Optional) tacacs+ commit

Example:

switch (config)# tacacs+ commit

Applies the TACACS+ configuration changes
in the temporary database to the running
configuration.

Step 5

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.
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Command or Action Purpose
Step 6 (Optional) show tacacs-server Displays the TACACS+ server configuration.
Example:

switch# show tacacs-server

Step 7 (Optional) copy running-config star tup-config | Copies the running configuration to the startup

configuration.
Example: &

switch# copy running-config
startup-config

Configuring AAA Authorization on TACACS+ Servers

You can configure the default AAA authorization method for TACACS+ servers.

Before you begin

Enable TACACS+.

Procedure
Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.
Example:

switch# configure terminal
switch (config) #

Step 2 aaa authorization ssh-certificate default Configures the default AAA authorization

{group group-list [none] | local | none} method for the TACACS+ servers.
Example: The ssh-certificate keyword configures
switch(config)# aaa authorization TACACS+ or local authorization with
ssh-certificate certificate authentication. The default

default group TACACSServerl TACACSServerZ| guthorization is local authorization, which is
the list of authorized commands for the user’s
assigned role.

The group-list argument consists of a
space-delimited list of TACACS+ server group
names. Servers belonging to this group are
contacted for AAA authorization. The local
method uses the local database for authorization,
and the none method specifies that no AAA
authorization be used.

Step 3 exit Exits global configuration mode.

Example:

switch (config)# exit
switch#

. Cisco Nexus 9000 Series NX-0S Security Configuration Guide, Release 9.3(x)



| Configuring TACACS+

Configuring Command Authorization on TACACS+ Servers .

Command or Action Purpose

Step 4 (Optional) show aaa authorization [all] Displays the AAA authorization configuration.

Example: The all keyword displays the default values.

switch# show aaa authorization

Step 5 (Optional) copy running-config Copies the running configuration to the startup
startup-config configuration.
Example:

switch# copy running-config
startup-config

Related Topics
Enabling TACACS+ , on page 83

Configuring Command Authorization on TACACS+ Servers

A

You can configure authorization for commands on TACACS+ servers.

Caution

\}

Command authorization disables user role-based authorization control (RBAC), including the default roles.

Note

If you use a console to login to the server, command authorization is disabled. Authorization is available for
both non-console and console sessions. By default, command authorization is disabled for console sessions
even if it is configured for default (non-console) sessions. You must explicitly configure a AAA group for
the console to enable command authorization for console sessions.

Note

By default, context sensitive help and command tab completion show only the commands supported for a
user as defined by the assigned roles. When you enable command authorization, the Cisco NX-OS software
displays all commands in the context sensitive help and in tab completion, regardless of the role assigned to
the user.

Before you begin

Enable TACACS+.
Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #

Cisco Nexus 9000 Series NX-0S Security Configuration Guide, Release 9.3(x) .



. Configuring Command Authorization on TACACS+ Servers

Configuring TACACS+ |

Command or Action

Purpose

Step 2

aaa authorization {commands|
config-commands} {console| default} {group
group-list [local] | local }

Example:

switch (config)# aaa authorization
commands

default group TacGroup

Per command authorization will disable
RBAC for all

users. Proceed (y/n)?

Configures the command authorization method
for specific roles on a TACACS+ server.

The commands keyword configures
authorization sources for all EXEC commands,
and the config-commandskeyword configures
authorization sources for all configuration
commands.

The console keyword configures command
authorization for a console session, and the
default keyword configures command
authorization for a non-console session.

The group-list argument consists of a
space-delimited list of TACACS+ server group
names. Servers belonging to this group are
contacted for command authorization. The local
method uses the local role-based database for
authorization.

The local method is used only if all the
configured server groups fail to respond and
you have configured local as the fallback
method. The default method is local.

If you have not configured a fallback method
after the TACACS+ server group method,
authorization fails if all server groups fail to
respond.

If you press Enter at the confirmation prompt,
the default action is n.

Step 3

(Optional) show tacacst+ {pending |
pending-diff}

Example:

switch(config)# show tacacs+ pending

Displays the pending TACACS+ configuration.

Step 4

(Optional) tacacs+ commit

Example:

switch (config)# tacacs+ commit

Applies the TACACS+ configuration changes
in the temporary database to the running
configuration.

Step 5

exit
Example:

switch (config)# exit
switch#

Exits global configuration mode.

Step 6

(Optional) show aaa authorization [all]

Example:

switch (config)# show aaa authorization

Displays the AAA authorization configuration.
The all keyword displays the default values.
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Command or Action

Purpose

Step 7 (Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Enabling TACACS+, on page 83

Testing Command Authorization on TACACS+ Servers, on page 101

Testing Command Authorization on TACACS+ Servers

You can test the command authorization for a user on the TACACS+ servers.

\)

Note

N

You must send correct commands for authorization or else the results may not be reliable.

Note

The test command uses the default (non-console) method for authorization, not the console method.

Before you begin
Enable TACACS+.

Ensure that you have configured command authorization for the TACACS+ servers.

Procedure

Command or Action

Purpose

Step 1 test aaa authorization command-type
{commands | config-commands} user
username command command-string

Example:

switch# test aaa authorization
command-type commands
user TestUser command reload

Tests a user's authorization for a command on
the TACACS+ servers.

The commandskeyword specifies only EXEC
commands and the config-commandskeyword
specifies only configuration commands.

Note Put double quotes (") before and
after the command-string argument
if it contains spaces.

Related Topics
Enabling TACACS+ , on page 83

Configuring Command Authorization on TACACS+ Servers, on page 99

Configuring User Accounts and RBAC, on page 205
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Enabling and Disabling Command Authorization Verification

\}

You can enable and disable command authorization verificaiton on the command-line interface (CLI) for the
default user session or for another username.

Note

The commands do no execute when you enable authorization verification.

Procedure
Command or Action Purpose
Step 1 terminal verify-only [usernameusername] | Enables command authorization verification.
Examble: After you enter this command, the Cisco
ple: NX-OS software indicates whether the
switch# terminal verify-only commands you enter are authorized or not.
Step 2 terminal no verify-only [user nameusername] | Disables command authorization verification.
Example:
switch# terminal no verify-only

Configuring Privilege Level Support for Authorization on TACACS+ Servers

A

You can configure privilege level support for authorization on TACACS+ servers.

Unlike Cisco I0S devices, which use privilege levels to determine authorization, Cisco NX-OS devices use
role-based access control (RBAC). To enable both types of devices to be administered by the same TACACS+
servers, you can map the privilege levels configured on TACACS+ servers to user roles configured on Cisco
NX-OS devices.

When a user authenticates with a TACACS+ server, the privilege level is obtained and used to form a local
user role name of the format “priv-n,” where nis the privilege level. The user assumes the permissions of this
local role. Sixteen privilege levels, which map directly to corresponding user roles, are available. The following
table shows the user role permissions that correspond to each privilege level.

Warning

Do not use the enable secret command. This command was deprecated and not available. As an alternative,
use RBAC rules, which provide more granular security control. For more information on RBAC, see
"Configuring User Accounts and RBAC" in the Cisco Nexus 9000 Series NX-OS Security Configuration
Guide.

Privilege Level User Role Permissions

15 network-admin permissions
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Privilege Level User Role Permissions

13-1 » Standalone role permissions, if the feature
privilege command is disabled.

+ Same permissions as privilege level 0 with
cumulative privileges for roles, if the feature
privilege command is enabled.

0 Permission to execute show commands and exec
commands (such as ping, trace, and ssh).

| A

Important  Only the network administrator can escalate privileges to the root. As per the new security measures, a network
operator (priv-1 user) is not allowed to collect show tech. Therefore, the enable command does not help to
escalate the privileges.

N

Note » When the feature privilege command is enabled, privilege roles inherit the permissions of lower level
privilege roles.

* You must also configure the privilege level for the Cisco NX-OS device on the Cisco Secure Access
Control Server (ACS).

Procedure
Command or Action Purpose

Step 1 configureterminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #

Step 2 [no] feature privilege Enables or disables the cumulative privilege of
Example: roles. Users can see the enable command only

ple: if this feature is enabled. The default is disabled.

switch (config)# feature privilege

Step 3 [no] enable secret [0 | 5] password [priv-Ivl | Enables or disables a secret password for a

priv-vl | all] specific privilege level. Users are prompted to
enter the correct password upon each privilege

Example: level escalation. The default is disabled.

switch (config)# enable secret 5 defd56
priv-1vl 15 You can enter O to specify that the password is
in clear text or 5 to specify that the password is
in encrypted format. The password argument
can be up to 64 alphanumeric characters. The
priv-Ivl argument is from 1 to 15.
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Command or Action

Purpose

Note To enable the secret password, you
must have enabled the cumulative
privilege of roles by entering the

feature privilege command.

Step 4 [no] username username priv-Ivl n Enables or disables a user to use privilege levels
for authorization. The default is disabled.
Example:
switch (config)# username user?2 priv-1vl The pI’iV-|V| keyword specifies the privilege
15 level to which the user is assigned. There is no
default privilege level. Privilege levels O to 15
(priv-1vl O to priv-lvl 15) map to user roles
priv-0 to priv-15.

Step 5 (Optional) show privilege Displays the username, current privilege level,
Example: and status of cumulative privilege support.
switch (config)# show privilege

Step 6 (Optional) copy running-config Copies the running configuration to the startup
startup-config configuration.

Example:
switch(config)# copy running-config
startup-config

Step 7 exit Exits global configuration mode.
Example:
switch (config)# exit
switch#

Step 8 enablelevel Enables a user to move to a higher privilege

level. This command prompts for the secret
Example:

switch# enable 15

password. The level argument specifies the
privilege level to which the user is granted
access. The only available level is 15.

Related Topics
Permitting or Denying Commands for Users of Privilege Roles, on page 104

Creating User Roles and Rules, on page 212

Permitting or Denying Commands for Users of Privilege Roles

As a network administrator, you can modify the privilege roles to permit users to execute specific commands
or to prevent users from running those commands.

You must follow these guidelines when changing the rules of privilege roles:

* You cannot modify the priv-14 and priv-15 roles.

* You can add deny rules only to the priv-0 role.
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* These commands are always permitted for the priv-0 role: configure, copy, dir, enable, ping, show,
ssh, telnet, terminal, traceroute, end, and exit.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 [no] role name priv-n Enables or disables a privilege role and enters
role configuration mode. The n argument
Example: ) . .
specifies the privilege level and is a number
switch(config)# role name priv-5 between 0 and 13
switch (config-role) # )
Step 3 rule number {deny | permit} command Configures a command rule for users of
command-string privilege roles. These rules permit or deny users
Examble: to execute specific commands. You can
ple: configure up to 256 rules for each role. The rule
switch(config-role)# rule 2 permit number determines the order in which the rules
command pwd . . . .
are applied. Rules are applied in descending
order. For example, if a role has three rules, rule
3 is applied before rule 2, which is applied
before rule 1.
The command-string argument can contain
spaces.
Note Repeat this command for as many
rules as needed.
Step 4 exit Exits role configuration mode.
Example:
switch (config-role) # exit
switch (config) #
Step 5 (Optional) copy running-config Copies the running configuration to the startup

startup-config

Example:

switch (config)# copy running-config
startup-config

configuration.

Related Topics
Configuring Privilege Level Support for Authorization on TACACS+ Servers, on page 102

Creating User Roles and Rules, on page 212
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Manually Monitoring TACACS+ Servers or Groups

You can manually issue a test message to a TACACS+ server or to a server group.

Before you begin

Enable TACACS+.
Procedure
Command or Action Purpose
Step 1 test aaa server tacacst {ipv4-address | Sends a test message to a TACACS+ server to
ipv6-address | hostname} [vrf vrf-name] confirm availability.
username password
Example:

switch# test aaa server tacacs+ 10.10.1.1
userl Ur2Gd2BH

Step 2 test aaa group group-name username password | Sends a test message to a TACACS+ server

Example: group to confirm availability.

switch# test aaa group TacGroup user2
As3He3CI

Related Topics
Configuring TACACS+ Server Hosts, on page 83
Configuring TACACS+ Server Groups, on page 87

Disabling TACACS+

You can disable TACACS+.

A

Caution When you disable TACACS+, all related configurations are automatically discarded.

Procedure

Command or Action Purpose

Step 1 configureterminal Enters global configuration mode.

Example:

switch# configure terminal
switch (config) #

Step 2 no feature tacacs+ Disables TACACS+.

Example:

switch (config)# no feature tacacs+
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Command or Action

Purpose

Step 3

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Monitoring TACACS+ Servers

You can monitor the statistics that the Cisco NX-OS device maintains for TACACS+ server activity.

Before you begin

Configure TACACS+ servers on the Cisco NX-OS device.

Procedure

Command or Action

Purpose

Step 1

show tacacs-server statistics {hostname |
ipv4-address | ipv6-address}
Example:

switch# show tacacs-server statistics
10.10.1.1

Displays the TACACS+ statistics.

Related Topics
Configuring TACACS+ Server Hosts, on page 83
Clearing TACACS+ Server Statistics, on page 107

Clearing TACACS+ Server Statistics

You can display the statistics that the Cisco NX-OS device maintains for TACACS+ server activity.

Before you begin

Configure TACACS+ servers on the Cisco NX-OS device.
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Procedure
Command or Action Purpose
Step 1 (Optional) show tacacs-server statistics Displays the TACACS+ server statistics on the
{hostname | ipv4-address | ipv6-address} Cisco NX-OS device.
Example:
switch# show tacacs-server statistics
10.10.1.1
Step 2 clear tacacs-server statistics {hostname | Clears the TACACS+ server statistics.
ipv4-address | ipv6-address}
Example:
switch# clear tacacs-server statistics
10.10.1.1

Related Topics

Configuring TACACS+ Server Hosts, on page 83

Verifying the TACACS+ Configuration

To display the TACACS+ configuration, perform one of the following tasks:

Command

Purpose

show tacacst+ { status| pending | pending-diff}

Displays the TACACS+ Cisco Fabric Services distribution
status and other details.

show running-config tacacs [all]

Displays the TACACS+ configuration in the running
configuration.

show star tup-config tacacs

Displays the TACACS+ configuration in the startup
configuration.

show tacacs-server [host-name | ipv4-address |
ipv6-address] [directed-request | groups|
sorted | statistics]

Displays all configured TACACS+ server parameters.

show privilege

Displays the current privilege level, username, and status
of cumulative privilege support.

Configuration Examples for TACACS+

The following example shows how to configure a TACACS+ server host and server group:

feature tacacs+
tacacs-server key 7 "ToIkLhPpG"

tacacs-server host 10.10.2.2 key 7 "ShMoMhT1"

aaa group server tacacs+ TacServer
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server 10.10.2.2

The following example shows how to configure and use command authorization verification:

switch# terminal verify-only

switch# show interface ethernet 7/2 brief
%Success

switch# terminal no verify-only

switch# show interface ethernet 7/2 brief

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Eth7/2 1 eth access down SFP not inserted auto (D) --

The following example shows how to enable the cumulative privilege of roles, configure a secret password
for privilege level 2, and configure user3 for privilege level 2 authorization:

switch# configure terminal

switch (config)# feature privilege

switch(config)# enable secret def456 priv-1lvl 2
switch (config) # username user3 priv-1lvl 2

switch (config) # show privilege

User name: user3

Current privilege level: -2

Feature privilege: Enabled

switch (config) # copy running-config startup-config
switch (config)# exit

The following example shows how to change user3 from the priv-2 role to the priv-15 role. After entering
the enable 15 command, the user is prompted to enter the password that was configured by the administrator
using the enable secret command. Privilege level 15 gives this user network-admin privileges under the
enable mode.

User Access Verification

login: user3

Password: ****xx%

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright ©) 2013, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch#

switch# enable 15

Password: def456

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright ©) 2013, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
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owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch-enable#

The following example shows how to permit all users with roles priv-5 and above to execute the pwd command:

switch# configure terminal
switch(config)# role name priv-5
switch (config-role)# rule 1 permit command pwd

The following example shows how to deny the show running-config command to all users with roles below
priv-5. First, you must remove the permission to execute this command from the priv-0 role; then you must
permit the command at role priv-5 so that users with roles priv-5 and above have permission to run the
command.

switch# configure terminal

switch (config)# role name priv-0

switch (config-role)# rule 2 deny command show running-config
switch (config-role)# exit

switch(config)# role name priv-5

switch(config-role)# rule 3 permit command show running-config
switch (config-role)# exit

Where to Go Next

You can now configure AAA authentication methods to include the server groups.

Additional References for TACACS+

This section includes additional information related to implementing TACACS+.

Related Documents

Related Topic Document Title

Cisco NX-OS licensing | Cisco NX-OSLicensing Guide

VREF configuration Cisco NX-OS 9000 Series NX-OS Unicast Routing Configuration Guide

. Cisco Nexus 9000 Series NX-0S Security Configuration Guide, Release 9.3(x)



| Configuring TACACS+
Additional References for TACACS+ .

Standards

Standards Tide

No new or modified standards are supported by this feature, and support for existing standards has not | —
been modified by this feature.

MIBs

MIBs MIBs Link

MIBs related to TACACS+ | To locate and download supported MIBs, go to the following URL:

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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CHAPTER 7

Configuring LDAP

This chapter describes how to configure the Lightweight Directory Access Protocol (LDAP) on Cisco NX-OS
devices and includes the following sections:

» About LDAP, on page 113

* Prerequisites for LDAP, on page 116

* Guidelines and Limitations for LDAP, on page 116
* Default Settings for LDAP, on page 117

* Configuring LDAP, on page 117

* Monitoring LDAP Servers, on page 129

* Clearing LDAP Server Statistics, on page 129

* Verifying the LDAP Configuration, on page 130
* Configuration Examples for LDAP, on page 131
* Where to Go Next, on page 131

 Additional References for LDAP, on page 131

About LDAP

The Lightweight Directory Access Protocol (LDAP) provides centralized validation of users attempting to
gain access to a Cisco NX-OS device. LDAP services are maintained in a database on an LDAP daemon
running typically on a UNIX or Windows NT workstation. You must have access to and must configure an
LDAP server before the configured LDAP features on your Cisco NX-OS device are available.

LDAP provides for separate authentication and authorization facilities. LDAP allows for a single access
control server (the LDAP daemon) to provide each service authentication and authorization independently.
Each service can be tied into its own database to take advantage of other services available on that server or
on the network, depending on the capabilities of the daemon.

The LDAP client/server protocol uses TCP (port 389) for transport requirements. Cisco NX-OS devices
provide centralized authentication using the LDAP protocol.

LDAP Authentication and Authorization

Clients establish a TCP connection and authentication session with an LDAP server through a simple bind
(username and password). As part of the authorization process, the LDAP server searches its database to
retrieve the user profile and other information.
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You can configure the bind operation to first bind and then search, where authentication is performed first
and authorization next, or to first search and then bind. The default method is to first search and then bind.

The advantage of searching first and binding later is that the distinguished name (DN) received in the search
result can be used as the user DN during binding rather than forming a DN by prepending the username (cn
attribute) with the baseDN. This method is especially helpful when the user DN is different from the username
plus the baseDN. For the user bind, the bindDN is constructed as baseDN + append-with-baseDN, where
append-with-baseDN has a default value of cn=$userid.

\}

Note As an alternative to the bind method, you can establish LDAP authentication using the compare method,
which compares the attribute values of a user entry at the server. For example, the user password attribute can
be compared for authentication. The default password attribute type is userPassword.

LDAP Operation for User Login

When a user attempts a Password Authentication Protocol (PAP) login to a Cisco NX-OS device using LDAP,
the following actions occur:

1. When the Cisco NX-OS device establishes a connection, it contacts the LDAP daemon to obtain the
username and password.
2. The Cisco NX-OS device eventually receives one of the following responses from the LDAP daemon:

* ACCEPT—User authentication succeeds and service begins. If the Cisco NX-OS device requires
user authorization, authorization begins.

* REJECT—User authentication fails. The LDAP daemon either denies further access to the user or
prompts the user to retry the login sequence.

* ERROR—An error occurs at some time during authentication either at the daemon or in the network
connection between the daemon and the Cisco NX-OS device. If the Cisco NX-OS device receives
an ERROR response, the Cisco NX-OS device tries to use an alternative method for authenticating
the user.

After authentication, the user also undergoes an additional authorization phase if authorization has been
enabled on the Cisco NX-OS device. Users must first successfully complete LDAP authentication before
proceeding to LDAP authorization.

3. If LDAP authorization is required, the Cisco NX-OS device again contacts the LDAP daemon, and it
returns an ACCEPT or REJECT authorization response. An ACCEPT response contains attributes that
are used to direct the EXEC or NETWORK session for that user and determines the services that the user
can access. Services include the following:

* Telnet, rlogin, Point-to-Point Protocol (PPP), Serial Line Internet Protocol (SLIP), or EXEC services
* Connection parameters, including the host or client IP address (IPv4 or IPv6), access list, and user
timeouts

)

Note LDAP allows an arbitrary conversation between the daemon and the user until the daemon receives enough
information to authenticate the user. This action is usually done by prompting for a username and password
combination but may include prompts for other items.
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\}
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Note

In LDAP, authorization can occur before authentication.

LDAP Server Monitoring

\}

An unresponsive LDAP server can delay the processing of AAA requests. A Cisco NX-OS device can
periodically monitor an LDAP server to check whether it is responding (or alive) to save time in processing
AAA requests. The Cisco NX-OS device marks unresponsive LDAP servers as dead and does not send AAA
requests to any dead LDAP servers. A Cisco NX-OS device periodically monitors dead LDAP servers and
brings them to the alive state once they are responding. This process verifies that an LDAP server is in a
working state before real AAA requests are sent its way. Whenever an LDAP server changes to the dead or
alive state, a Simple Network Management Protocol (SNMP) trap is generated, and the Cisco NX-OS device
displays an error message that a failure is taking place before it can impact performance. The following figure
shows the server states for LDAP server monitoring.

Figure 4: LDAP Server States
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Note

The monitoring interval for alive servers and dead servers is different and can be configured by the user. The
LDAP server monitoring is performed by sending a test authentication request to the LDAP server.

Vendor-Specific Attributes for LDAP

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating
vendor-specific attributes (VSAs) between the network access server and the LDAP server. The IETF uses
attribute 26. VSAs allow vendors to support their own extended attributes that are not suitable for general
use.

Cisco VSA Format for LDAP

The Cisco LDAP implementation supports one vendor-specific option using the format recommended in the
IETF specification. The Cisco vendor ID is 9, and the supported option is vendor type 1, which is named
cisco-av-pair. The value is a string with the following format:

protocol : attribute separator value *

Cisco Nexus 9000 Series NX-0S Security Configuration Guide, Release 9.3(x) .
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The protocol is a Cisco attribute for a particular type of authorization, the separator is an = (equal sign) for
mandatory attributes, and an * (asterisk) indicates optional attributes. When you use LDAP servers for
authentication on a Cisco NX-OS device, LDAP directs the LDAP server to return user attributes, such as
authorization information, along with authentication results. This authorization information is specified through
VSAs. The following VSA protocol option is supported by the Cisco NX-OS software:

* Shell—Protocol used in access-accept packets to provide user profile information.
The Cisco NX-OS software supports the following attribute:

* roles—Lists all the roles to which the user belongs. The value field is a string that lists the role names
delimited by white space.

Virtualization Support for LDAP

The Cisco NX-OS device uses virtual routing and forwarding instances (VRFs) to access the LDAP servers.
For more information on VRFs, see the Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration
Guide.

Prerequisites for LDAP

LDAP has the following prerequisites:

* Obtain the IPv4 or IPv6 addresses or hostnames for the LDAP servers.
* Ensure that the Cisco NX-OS device is configured as an LDAP client of the AAA servers.

Guidelines and Limitations for LDAP

LDAP has the following guidelines and limitations:
* You can configure a maximum of 64 LDAP servers on the Cisco NX-OS device.
* Cisco NX-OS supports only LDAP version 3.
* Cisco NX-OS supports only these LDAP servers:
* OpenLDAP
* Microsoft Active Directory
* LDAP over Secure Sockets Layer (SSL) supports only SSL version 3 and Transport Layer Security (TLS)
version 1.1.

* For LDAP over SSL, the LDAP client configuration must include the hostname as a subject in the LDAP
server certificate.

* If you have a user account configured on the local Cisco NX-OS device that has the same name as a
remote user account on a AAA server, the Cisco NX-OS software applies the user roles for the local user
account to the remote user, not the user roles configured on the AAA server.

. Cisco Nexus 9000 Series NX-0S Security Configuration Guide, Release 9.3(x)
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Default Settings for LDAP

This table lists the default settings for LDAP parameters.

Parameters Default

LDAP Disabled

LDAP authentication method First search and then bind
LDAP authentication mechanism Plain

Dead-time interval 0 minutes

Timeout interval 5 seconds

Idle timer interval 60 minutes

Periodic server monitoring username test

Periodic server monitoring password Cisco

Configuring LDAP

This section describes how to configure LDAP on a Cisco NX-OS device.

LDAP Server Configuration Process

You can configure LDAP servers by following this configuration process.

1. Enable LDAP.
2. Establish the LDAP server connections to the Cisco NX-OS device.

3. Ifneeded, configure LDAP server groups with subsets of the LDAP servers for AAA authentication
methods.

4. (Optional) Configure the TCP port.

5. (Optional) Configure the default AAA authorization method for the LDAP server.
6. (Optional) Configure an LDAP search map.

7. (Optional) If needed, configure periodic LDAP server monitoring.

Related Topics
Enabling or Disabling LDAP, on page 118
Configuring LDAP Server Hosts, on page 118
Configuring the RootDN for an LDAP Server, on page 120
Configuring LDAP Server Groups, on page 121
Configuring TCP Ports, on page 124
Configuring LDAP Search Maps, on page 125
Configuring Periodic LDAP Server Monitoring, on page 126
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Enabling or Disabling LDAP

By default, the LDAP feature is disabled on the Cisco NX-OS device. You must explicitly enable the LDAP
feature to access the configuration and verification commands for authentication.

Procedure

Configuring LDAP |

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

Required: [no] feature Idap

Example:
switch (config)# feature ldap

Enables LDAP. Use the no form of this
command to disable LDAP.

Note When you disable LDAP, all related
configurations are automatically
discarded.

Step 3

(Optional) copy running-config
startup-config

Example:

switch(config)# copy running-config

startup-config

Copies the running configuration to the startup
configuration.

Related Topics

LDAP Server Configuration Process, on page 117

Configuring LDAP Server Hosts, on page 118

Configuring the RootDN for an LDAP Server, on page 120
Configuring LDAP Server Groups, on page 121

Configuring the Global LDAP Timeout Interval, on page 122
Configuring the Timeout Interval for an LDAP Server, on page 123
Configuring TCP Ports, on page 124

Configuring LDAP Search Maps, on page 125

Configuring Periodic LDAP Server Monitoring, on page 126
Configuring the LDAP Dead-Time Interval, on page 127
Configuring AAA Authorization on LDAP Servers, on page 128

Configuring LDAP Server Hosts

To access a remote LDAP server, you must configure the IP address or the hostname for the LDAP server on

the Cisco NX-OS device. You can configure up to 64 LDAP servers.
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Configuring LDAP Server Hosts .

Note

By default, when you configure an LDAP server IP address or hostname on the Cisco NX-OS device, the
LDAP server is added to the default LDAP server group. You can also add the LDAP server to another LDAP
server group.

Before you begin

Enable LDAP.

Obtain the IPv4 or IPv6 addresses or the hostnames for the remote LDAP servers.

If you plan to enable the Secure Sockets Layer (SSL) protocol, make sure that the LDAP server certificate is
manually configured on the Cisco NX-OS device.

Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 [no] ldap-server host {ipv4-address| Specifies the IPv4 or IPv6 address or hostname
ipv6-address | host-name} [enable-sd] for an LDAP server.
[referral-disable] The enable-ssl keyword ensures the integrity
Example: and confidentiality of the transferred data by
switch(config)# ldap-server host causing the LDAP client to establish an SSL
10.10.2.2 enable-ssl session prior to sending the bind or search
request.
The referral-disable keyword disables the
unwanted referral links.
Step 3 (Optional) show |dap-server Displays the LDAP server configuration.
Example:
switch (config)# show ldap-server
Step 4 (Optional) copy running-config startup-config | Copies the running configuration to the startup

Example:

switch (config)# copy running-config
startup-config

configuration.

Related Topics
LDAP Server Configuration Process, on page 117
Enabling or Disabling LDAP, on page 118
Configuring LDAP Server Groups, on page 121

Configuring the RootDN for an LDAP Server, on page 120

Configuring LDAP Server Groups, on page 121
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Configuring Periodic LDAP Server Monitoring, on page 126

Monitoring LDAP Servers, on page 129

Clearing LDAP Server Statistics, on page 129

Configuring the RootDN for an LDAP Server

You can configure the root designated name (DN) for the LDAP server database. The rootDN is used to bind
to the LDAP server to verify its state.

Before you begin

Enable LDAP.

Obtain the IPv4 or IPv6 addresses or the hostnames for the remote LDAP servers.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

[no] Idap-server host {ipv4-address|
ipv6-address | hostname} rootDN root-name
[password password [port tcp-port [timeout
seconds] | timeout seconds]]

Example:

switch (config)# ldap-server host
10.10.1.1 rootDN

cn=manager, dc=acme, dc=com password
Ur2Gd2BH timeout 60

Specifies the rootDN for the LDAP server
database and the bind password for the root.

Optionally specifies the TCP port to use for
LDAP messages to the server. The range is from
1 to 65535, and the default TCP port is the
global value or 389 if a global value is not
configured. Also specifies the timeout interval
for the server. The range is from 1 to 60
seconds, and the default timeout is the global
value or 5 seconds if a global value is not
configured.

Step 3

(Optional) show Idap-server

Example:

switch(config)# show ldap-server

Displays the LDAP server configuration.

Step 4

(Optional) copy running-config star tup-config

Example:

switch(config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
LDAP Server Configuration Process, on page 117

Enabling or Disabling LDAP, on page 118

Configuring LDAP Server Hosts, on page 118
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Configuring LDAP Server Groups

You can specify one or more remote AAA servers to authenticate users using server groups. All members of
a group must be configured to use LDAP. The servers are tried in the same order in which you configure
them.

You can configure these server groups at any time, but they take effect only when you apply them to an AAA
service.

Before you begin

Enable LDAP.
Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 [no] aaa group server Idap group-name Creates an LDAP server group and enters the
LDAP server group configuration mode for
Example:
that group.
switch (config)# aaa group server ldap
LDAPServerl
switch (config-1ldap) #
Step 3 [no] server {ipv4-address | ipv6-address | Configures the LDAP server as a member of
host-name} the LDAP server group.
Example: If the specified LDAP server is not found,
switch (config-ldap)# server 10.10.2.2 conﬁgure it uSing the Idap'server host
command and retry this command.
Step 4 (Optional) [no] authentication {bind-first |Performs LDAP authentication using the bind
[append-with-baseDN DNstring] | compare | or compare method. The default LDAP
[passwor d-attribute password]} authentication method is the bind method using
first search and then bind.
Example:
switch (config-1ldap)# authentication
compare password-attribute TyulL8r
Step 5 (Optional) [no] enable user-server-group | Enables group validation. The group name
should be configured in the LDAP server.
Example: . .

_ . Users can login through public-key
switch(config-ldap)# enable authentication only if the username is listed as
user-server-group . .

a member of this configured group in the
LDAP server.
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Command or Action

Purpose

Step 6

(Optional) [no] enable Cert-DN-match

Example:

switch (config-ldap) # enable
Cert-DN-match

Enables users to login only if the user profile
lists the subject-DN of the user certificate as
authorized for login.

Step 7

(Optional) [no] use-vrf vrf-name

Example:

switch(config-ldap)# use-vrf vrfl

Specifies the VRF to use to contact the servers
in the server group.

Step 8

exit
Example:

switch (config-1ldap)# exit
switch (config) #

Exits LDAP server group configuration mode.

Step 9

(Optional) show |dap-server groups

Example:

switch (config) # show ldap-server groups

Displays the LDAP server group configuration.

Step 10

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics

LDAP Server Configuration Process, on page 117

Configuring LDAP Server Hosts, on page 118
Enabling or Disabling LDAP, on page 118
Configuring LDAP Server Hosts, on page 118

Configuring the Global LDAP Timeout Interval

You can set a global timeout interval that determines how long the Cisco NX-OS device waits for responses
from all LDAP servers before declaring a timeout failure.

Before you begin
Enable LDAP.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

. Cisco Nexus 9000 Series NX-0S Security Configuration Guide, Release 9.3(x)
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Command or Action

Purpose

switch# configure terminal
switch (config) #

Step 2

[no] Idap-server timeout seconds

Example:

switch(config)# ldap-server timeout 10

Specifies the timeout interval for LDAP servers.
The default timeout interval is 5 seconds. The
range is from 1 to 60 seconds.

Step 3

(Optional) show Idap-server

Example:

switch (config)# show ldap-server

Displays the LDAP server configuration.

Step 4

(Optional) copy running-config star tup-config

Example:

switch (config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Enabling or Disabling LDAP, on page 118
Configuring the Timeout Interval for an LDAP Server, on page 123

Configuring the Timeout Interval for an LDAP Server, on page 123

Configuring the Timeout Interval for an LDAP Server

You can set a timeout interval that determines how long the Cisco NX-OS device waits for responses from
an LDAP server before declaring a timeout failure.

Before you begin

Enable LDAP.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

[no] Idap-server host {ipv4-address|
ipv6-address | hosthame} timeout seconds
Example:

switch(config)# ldap-server host serverl
timeout 10

Specifies the timeout interval for a specific
server. The default is the global value.

Note The timeout interval value specified
for an LDAP server overrides the
global timeout interval value

specified for all LDAP servers.
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Command or Action

Purpose

Step 3

(Optional) show |dap-server

Example:

switch (config)# show ldap-server

Displays the LDAP server configuration.

Step 4

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Configuring the Global LDAP Timeout Interval, on page 122
Enabling or Disabling LDAP, on page 118
Configuring the Global LDAP Timeout Interval, on page 122

Configuring TCP Ports

You can configure another TCP port for the LDAP servers if there are conflicts with another application. By
default, Cisco NX-OS devices use port 389 for all LDAP requests.

Before you begin
Enable LDAP.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

[no] Idap-server host {ipv4-address|
ipv6-address | hosthame} port tcp-port
[timeout seconds]

Example:

switch (config)# ldap-server host
10.10.1.1 port 200 timeout 5

Specifies the TCP port to use for LDAP
messages to the server. The default TCP port is
389. The range is from 1 to 65535.

Optionally specifies the timeout interval for the
server. The range is from 1 to 60 seconds, and
the default timeout is the global value or 5
seconds if a global value is not configured.

Note The timeout interval value specified
for an LDAP server overrides the
global timeout interval value

specified for all LDAP servers.

Step 3

(Optional) show |dap-server

Example:
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Command or Action

Purpose

switch (config)# show ldap-server

Step 4

(Optional) copy running-config star tup-config

Example:

switch (config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
LDAP Server Configuration Process, on page 117

Enabling or Disabling LDAP, on page 118

Configuring LDAP Search Maps

You can configure LDAP search maps to send a search query to the LDAP server. The server searches its
database for data meeting the criteria specified in the search map.

Before you begin

Enable LDAP.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

Idap sear ch-map map-name

Example:

switch (config)# ldap search-map mapl
switch (config-ldap-search-map) #

Configures an LDAP search map.

Step 3

(Optional) [userprofile| trustedCert |
CRLL ookup | user-certdn-match |
user-pubkey-match | user-switch-bind]
attribute-name attribute-name sear ch-filter
filter base-DN base-DN-name

Example:

switch (config-ldap-search-map) #
userprofile attribute-name att-name
search-filter

(& (objectClass=inetOrgPerson) (cn=$userid))
base-DN dc=acme, dc=com

Configures the attribute name, search filter, and
base-DN for the user profile, trusted certificate,
CRL, certificate DN match, public key match,
or user-switchgroup lookup search operation.
These values are used to send a search query to
the LDAP server.

The attribute-name argument is the name of the
attribute in the LDAP server that contains the
Nexus role definition.

Step 4

(Optional) exit

Example:

Exits LDAP search map configuration mode.
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Command or Action

Purpose

switch (config-ldap-search-map) # exit
switch (config) #

Step 5

(Optional) show |dap-search-map

Example:

switch (config)# show ldap-search-map

Displays the configured LDAP search maps.

Step 6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
LDAP Server Configuration Process, on page 117
Enabling or Disabling LDAP, on page 118

Configuring Periodic LDAP Server Monitoring

You can monitor the availability of LDAP servers. The configuration parameters include the username and
password to use for the server, the rootDN to bind to the server to verify its state, and an idle timer. The idle
timer specifies the interval in which an LDAP server receives no requests before the Cisco NX-OS device
sends out a test packet. You can configure this option to test servers periodically, or you can run a one-time

only test.

Note

username in the LDAP database.

To protect network security, we recommend that you use a username that is not the same as an existing

Before you begin
Enable LDAP.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

Required: [no] Idap-server host {ipv4-address
| ipv6-address | hostname} test rootDN
root-name [idle-time minutes | password
password [idle-time minutes] | username name
[passwor d password [idle-time minutes]]]

Example:
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| Configuring LDAP

Configuring the LDAP Dead-Time Interval .

Command or Action

Purpose

switch (config)# ldap-server host
10.10.1.1 test rootDN rootl username
userl password Ur2Gd2BH idle-time 3

Note We recommend that the user not be
an existing user in the LDAP server

database.

Step 3

[no] Idap-server deadtime minutes

Example:

switch(config)# ldap-server deadtime 5

Specifies the number of minutes before the
Cisco NX-OS device checks an LDAP server
that was previously unresponsive. The default
value is 0 minutes, and the valid range is from
1 to 60 minutes.

Step 4

(Optional) show ldap-server

Example:

switch (config)# show ldap-server

Displays the LDAP server configuration.

Step 5

(Optional) copy running-config star tup-config

Example:

switch(config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
LDAP Server Configuration Process, on page 117
Enabling or Disabling LDAP, on page 118
Configuring LDAP Server Hosts, on page 118

Configuring the LDAP Dead-Time Interval

You can configure the dead-time interval for all LDAP servers. The dead-time interval specifies the time that
the Cisco NX-OS device waits, after declaring that an LDAP server is dead, before sending out a test packet
to determine if the server is now alive.

N

Note

You can configure the dead-time interval per group.

When the dead-time interval is 0 minutes, LDAP servers are not marked as dead even if they are not responding.

Before you begin

Enable LDAP.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.
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Command or Action

Purpose

Step 2

[no] Idap-server deadtime minutes

Example:

switch(config)# ldap-server deadtime 5

Configures the global dead-time interval. The
default value is 0 minutes. The range is from 1
to 60 minutes.

Step 3

(Optional) show Idap-server

Example:

switch (config)# show ldap-server

Displays the LDAP server configuration.

Step 4

(Optional) copy running-config star tup-config

Example:

switch(config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Enabling or Disabling LDAP, on page 118

Configuring AAA Authorization on LDAP Servers

You can configure the default AAA authorization method for LDAP servers.

Before you begin

Enable LDAP.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

aaa authorization {ssh-certificate|
ssh-publickey} default {group group-list |
local }

Example:

switch(config)# aaa authorization
ssh-certificate default group LDAPServerl
LDAPServer2
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Configures the default AAA authorization
method for the LDAP servers.

The ssh-certificatekeyword configures LDAP
or local authorization with certificate
authentication, and the ssh-publickey keyword
configures LDAP or local authorization with
the SSH public key. The default authorization
is local authorization, which is the list of
authorized commands for the user’s assigned
role.

The group-list argument consists of a
space-delimited list of LDAP server group
names. Servers that belong to this group are
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Command or Action

Purpose

contacted for AAA authorization. The local
method uses the local database for authorization.

Step 3

(Optional) show aaa authorization [all]

Example:

switch(config)# show aaa authorization

Displays the AAA authorization configuration.
The all keyword displays the default values.

Step 4

(Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Enabling or Disabling LDAP, on page 118

Monitoring LDAP Servers

You can monitor the statistics that the Cisco NX-OS device maintains for LDAP server activity.

Before you begin

Configure LDAP servers on the Cisco NX-OS device.

Procedure

Command or Action

Purpose

Step 1

show ldap-server statistics {hostname |
ipv4-address | ipv6-address}
Example:

switch# show ldap-server statistics
10.10.1.1

Displays the LDAP server statistics.

Related Topics
Configuring LDAP Server Hosts, on page 118

Clearing LDAP Server Statistics, on page 129

Clearing LDAP Server Statistics, on page 129

Clearing LDAP Server Statistics

You can display the statistics that the Cisco NX-OS device maintains for LDAP server activity.
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Before you begin

Configure LDAP servers on the Cisco NX-OS device.

Procedure

Configuring LDAP |

Command or Action

Purpose

Step 1

(Optional) show ldap-server statistics
{hostname | ipv4-address | ipv6-address}
Example:

switch# show ldap-server statistics
10.10.1.1

Displays the LDAP server statistics.

Step 2

clear ldap-server statistics {hostname |
ipv4-address | ipv6-address}
Example:

switch# clear ldap-server statistics
10.10.1.1

Clears the LDAP server statistics.

Related Topics
Monitoring LDAP Servers, on page 129

Configuring LDAP Server Hosts, on page 118

Monitoring LDAP Servers, on page 129

Verifying the LDAP Configuration

To display LDAP configuration information, perform one of the following tasks.

Command

Purpose

show running-config Idap [all]

Displays the LDAP configuration in the running
configuration.

show startup-config Idap

Displays the LDAP configuration in the startup
configuration.

show Idap-server

Displays LDAP configuration information.

show Idap-server groups

Displays LDAP server group configuration information.

show Idap-server statistics {hostname |
ipv4-address | ipv6-address}

Displays LDAP statistics.

show |dap-sear ch-map

maps.

Displays information about the configured LDAP attribute
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Configuration Examples for LDAP

The following example shows how to configure an LDAP server host and server group:

feature ldap

ldap-server host 10.10.2.2 enable-ssl
aaa group server ldap LdapServer
server 10.10.2.2

exit

show ldap-server

show ldap-server groups

The following example shows how to configure an LDAP search map:

ldap search-map sO

userprofile attribute-name att-name search-filter "

(& (objectClass=Person) (sAMAccountName=$userid))" base-DN dc=acme,dc=com
exit

show ldap-search-map

The following example shows how to configure AAA authorization with certificate authentication for an
LDAP server:

aaa authorization ssh-certificate default group LDAPServerl LDAPServer?2
exit
show aaa authorization

The following example shows how you can validate the authentication:

failing
test aaa group LdapServer user <user-password>
user has failed authentication

! working
test aaa group LdapServer user <user-password>
user has been authenticated

Where to Go Next

You can now configure AAA authentication methods to include the server groups.

Additional References for LDAP

Related Documents

Related Topic Document Title

Cisco NX-OS licensing | Cisco NX-OS Licensing Guide

VREF configuration Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guide
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Standards

Standards Tide

No new or modified standards are supported by this feature, and support for existing standards has not | —
been modified by this feature.

MIBs

MIBs MIBs Link

MIBs related to LDAP | To locate and download the supported MIBs, go to the following URL:
ftp:/ftp.cisco.com/pub/mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html
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CHAPTER 8

Configuring SSH and Telnet

This chapter describes how to configure Secure Shell Protocol (SSH) and Telnet on Cisco NX-OS devices.
This chapter includes the following sections:

* About SSH and Telnet, on page 133

* Prerequisites for SSH and Telnet, on page 135

* Guidelines and Limitations for SSH and Telnet, on page 135

* Default Settings for SSH and Telnet, on page 136

* Configuring SSH , on page 136

* Configuring Telnet, on page 153

* Verifying the SSH and Telnet Configuration, on page 154

* Configuration Example for SSH, on page 155

* Configuration Example for SSH Passwordless File Copy, on page 156
* Configuration Example for X.509v3 Certificate-Based SSH Authentication, on page 158
» Additional References for SSH and Telnet, on page 159

About SSH and Telnet

SSH Server

SSH Client

This section includes information about SSH and Telnet.

You can use the SSH server to enable an SSH client to make a secure, encrypted connection to a Cisco NX-OS
device. SSH uses strong encryption for authentication. The SSH server in the Cisco NX-OS software can
interoperate with publicly and commercially available SSH clients.

The user authentication mechanisms supported for SSH are RADIUS, TACACS+, LDAP, and the use of
locally stored usernames and passwords.

The SSH client feature is an application that runs over the SSH protocol to provide device authentication and
encryption. The SSH client enables a Cisco NX-OS device to make a secure, encrypted connection to another
Cisco NX-OS device or to any other device that runs the SSH server. This connection provides an outbound
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connection that is encrypted. With authentication and encryption, the SSH client allows for a secure
communication over an insecure network.

The SSH client in the Cisco NX-OS software works with publicly and commercially available SSH servers.

SSH Server Keys

SSH requires server keys for secure communications to the Cisco NX-OS device. You can use SSH server
keys for the following SSH options:

* SSH version 2 using Rivest, Shamir, and Adelman (RSA) public-key cryptography
* SSH version 2 using the Digital System Algrorithm (DSA)
* SSH version 2 using the Elliptic Curve Digital Signature Algorithm (ECDSA)

Be sure to have an SSH server key-pair with the appropriate version before enabling the SSH service. You
can generate the SSH server key-pair according to the SSH client version used. The SSH service accepts the
following types of key-pairs for use by SSH version 2:

* The dsa option generates the DSA key-pair for the SSH version 2 protocol.
* The rsa option generates the RSA key-pair for the SSH version 2 protocol.

* The ecdsa option generates the ECDSA key-pair for the SSH version 2 protocol.

By default, the Cisco NX-OS software generates an RSA key using 1024 bits.
SSH supports the following public key formats:

* OpenSSH

* [ETF Secure Shell (SECSH)

* Public Key Certificate in Privacy-Enhanced Mail (PEM)

A

Caution  If you delete all of the SSH keys, you cannot start the SSH services.

SSH Authentication Using Digital Certificates

SSH authentication on Cisco NX-OS devices provide X.509 digital certificate support for host authentication.
An X.509 digital certificate is a data item that ensures the origin and integrity of a message. It contains
encryption keys for secured communications and is signed by a trusted certification authority (CA) to verify
the identity of the presenter. The X.509 digital certificate support provides either DSA or RSA algorithms for
authentication.

The certificate infrastructure uses the first certificate that supports the Secure Socket Layer (SSL) and is
returned by the security infrastructure, either through a query or a notification. Verification of certificates is
successful if the certificates are from any of the trusted CAs configured and if not revoked or expired.

You can configure your device for SSH authentication using an X.509 certificate. If the authentication fails,
you are prompted for a password.
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You can configure SSH authentication using X.509v3 certificates (RFC 6187). X.509v3 certificate-based
SSH authentication uses certificates combined with a smartcard to enable two-factor authentication for Cisco
device access. The SSH client is provided by Cisco partner Pragma Systems.

Telnet Server

The Telnet protocol enables TCP/IP connections to a host. Telnet allows a user at one site to establish a TCP
connection to a login server at another site and then passes the keystrokes from one device to the other. Telnet
can accept either an IP address or a domain name as the remote device address.

The Telnet server is disabled by default on the Cisco NX-OS device.

Prerequisites for SSH and Telnet

Make sure that you have configured IP on a Layer 3 interface, out-of-band on the mgmt 0 interface, or inband
on an Ethernet interface.

Guidelines and Limitations for SSH and Telnet

SSH and Telnet have the following configuration guidelines and limitations:

* The Cisco NX-OS software supports only SSH version 2 (SSHv2).

* When you use the no featur e ssh feature command, port 22 is not disabled . Port 22 is always open and
a deny rule is pushed to deny all incoming external connections.

* Due to a Poodle vulnerability, SSLv3 is no longer supported.

* IPSG is not supported on the following:
* The last six 40-Gb physical ports on the Cisco Nexus 9372PX, 9372TX, and 9332PQ switches

* All 40G physical ports on the Cisco Nexus 9396PX, 9396TX, and 93128TX switches

* You can configure your device for SSH authentication using an X.509 certificate. If the authentication
fails, you are prompted for a password.

* The SFTP server feature does not support the regular SFTP chown and chgrp commands.
* When the SFTP server is enabled, only the admin user can use SFTP to access the device.

* SSH public and private keys imported into user accounts that are remotely authenticated through a AAA
protocol (such as RADIUS or TACACS+) for the purpose of SSH Passwordless File Copy will not persist
when the Nexus device is reloaded unless a local user account with the same name as the remote user
account is configured on the device before the SSH keys are imported.

* SSH timeout period must be longer than the time of the tac-pac generation time. Otherwise, the VSH
log might show %VSHD-2-VSHD SYSLOG EOL _ERR error. Ideally, set to 0 (infinity) before collecting
tac-pac or showtech.
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\}

Note If you are familiar with the Cisco IOS CLI, be aware that the Cisco NX-OS commands for this feature might
differ from the Cisco IOS commands that you would use.

Default Settings for SSH and Telnet

This table lists the default settings for SSH and Telnet parameters.

Table 10: Default SSH and Telnet Parameters

Parameters Default

SSH server Enabled

SSH server key RSA key generated with 1024 bits
RSA key bits for generation 1024

Telnet server Disabled

Telnet port number 23

Maximum number of SSH login attempts | 3

SCP server Disabled

SFTP server Disabled

Configuring SSH

This section describes how to configure SSH.

Generating SSH Server Keys

You can generate an SSH server key based on your security requirements. The default SSH server key is an
RSA key that is generated using 1024 bits.

Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
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Command or Action Purpose

Step 2 no feature ssh Disables SSH.
Example:
switch (config)# no feature ssh

Step 3 ssh key {dsa[force] | rsa[bits[force]] | ecdsa | Generates the SSH server key.
[bits [ force]]} The bitsargument is the number of bits used to
Example: generate the RSA key. The range is from 768
switch (config)# ssh key rsa 2048 to 2048. The default value is 1024.

You cannot specify the size of the DSA key. It

is always set to 1024 bits.

Use the force keyword to replace an existing

key.

Note If you configure ssh key dsa, you
must do the following additional
configurations: ssh keytypes all and
ssh kexalgos all

Step 4 ssh rekey max-data max-data max-time Configures the rekey parameters.
max-timei
Example:
switch (config)# ssh rekey max-data 1K
max-time 1M
Step 5 feature ssh Enables SSH.
Example:
switch(config)# feature ssh
Step 6 exit Exits global configuration mode.
Example:
switch (config)# exit
switch#
Step 7 (Optional) show ssh key [dsa|rsa|ecdsa] | Displays the SSH server keys.
[md5] This command displays the fingerprint in
Example: SHA256 format by default. SHA256 is more
switch# show ssh key secure than the old default format of MDS.

However, the md5 option has been added, if

you want to see the fingerprint in MDS5 format

for backward compatibility.
Step 8 show run security all
Step 9 (Optional) copy running-config startup-config | Copies the running configuration to the startup

Example:

switch# copy running-config
startup-config

configuration.
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Specifying the SSH Public Keys for User Accounts

You can configure an SSH public key to log in using an SSH client without being prompted for a password.
You can specify the SSH public key in one of these formats:

* OpenSSH format
* [ETF SECSH format

Specifying the SSH Public Keys in IETF SECSH Format
You can specify the SSH public keys in IETF SECSH format for user accounts.

Before you begin

Generate an SSH public key in IETF SCHSH format.

Procedure
Command or Action Purpose
Step 1 copy server-file bootflash:filename Downloads the file containing the SSH key in
Examole: IETF SECSH format from a server. The server
. ple: can be FTP, secure copy (SCP), secure FTP
switch# copy , (SETP), or TFTP.
tftp://10.10.1.1/secsh file.pub
bootflash:secsh file.pub
Step 2 configureterminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 3 username username sshkey file Configures the SSH public key in IETF SECSH
bootflash:filename format.
Example:
switch (config) # username Userl sshkey
file bootflash:secsh file.pub
Step 4 exit Exits global configuration mode.
Example:
switch (config)# exit
switch#
Step 5 (Optional) show user-account Displays the user account configuration.
Example:
switch# show user-account
Step 6 (Optional) copy running-config startup-config | Copies the running configuration to the startup
configuration.
Example:
switch# copy running-config
startup-config
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Specifying the SSH Public Keys in OpenSSH Format

You can specify the SSH public keys in OpenSSH format for user accounts.

Before you begin

Generate an SSH public key in OpenSSH format.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 username username sshkey ssh-key Configures the SSH public key in OpenSSH
format.
Example:
switch (config) # username Userl sshkey
ssh-rsa
PPNy R R AT | O FOR7] I3 XV M R 250
HBfrsi GVK I I/ A e Ny B/ L oS O VRREY/ G NI B 53006k6]
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Step 3 exit Exits global configuration mode.
Example:
switch (config)# exit
switch#
Step 4 (Optional) show user-account Displays the user account configuration.
Example:
switch# show user-account
Step 5 (Optional) copy running-config startup-config | Copies the running configuration to the startup
configuration.
Example:
switch# copy running-config
startup-config

Configuring a Maximum Number of SSH Login Attempts

You can configure the maximum number of SSH login attempts. If the user exceeds the maximum number
of permitted attempts, the session disconnects.
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Note The total number of login attempts includes attempts through public-key authentication, certificate-based
authentication, and password-based authentication. If public-key authentication is enabled, it takes priority.
If only certificate-based and password-based authentication are enabled, certificate-based authentication takes
priority. If you exceed the configured number of login attempts through all of these methods, a message
appears indicating that too many authentication failures have occurred.

Procedure
Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.
Example:

switch# configure terminal
switch (config) #

Step 2 ssh login-attempts number Configures the maximum number of times that
a user can attempt to log into an SSH session.
The default maximum number of login attempts
is 3. The range is from 1 to 10.

Example:
switch (config)# ssh login-attempts 5

Note The no form of this command
removes the previous login attempts
value and sets the maximum number
of login attempts to the default value
of 3.

Step 3 (Optional) show running-config security all | Displays the configured maximum number of

Example: SSH login attempts.

switch (config)# show running-config
security all

Step 4 (Optional) copy running-config star tup-config | (Optional) Copies the running configuration to

the startup configuration.
Example: 1P g

switch (config)# copy running-config
startup-config

Starting SSH Sessions

You can start SSH sessions using IPv4 or IPv6 to connect to remote devices from the Cisco NX-OS device.

Before you begin
Obtain the hostname for the remote device and, if needed, the username on the remote device.

Enable the SSH server on the remote device.

. Cisco Nexus 9000 Series NX-0S Security Configuration Guide, Release 9.3(x)



| Configuring SSH and Telnet

Procedure

Starting SSH Sessions from Boot Mode .

Command or Action

Purpose

Step 1

ssh [username@] {ipv4-address | hostname}
[vrf vrf-name]

Example:
switch# ssh 10.10.1.1

Creates an SSH IPv4 session to a remote device
using IPv4. The default VRF is the default VRF.

Step 2

ssh6 [username@] {ipv6-address | hostname}
[vrf vrf-name]

Example:
switch# ssh6 HostA

Creates an SSH IPv6 session to a remote device
using [Pvo6.

Starting SSH Sessions from Boot Mode

You can start SSH sessions from the boot mode of the Cisco NX-OS device to connect to remote devices.

Before you begin

Obtain the hostname for the remote device and, if needed, the username on the remote device.

Enable the SSH server on the remote device.

Procedure

Command or Action

Purpose

Step 1

ssh [username@]hostname

Example:
switch (boot) # ssh user1@10.10.1.1

Creates an SSH session to a remote device from
the boot mode of the Cisco NX-OS device. The
default VRF is always used.

Step 2

exit
Example:
switch (boot)# exit

Exits boot mode.

Step 3

copy scp://[username@]hostname/filepath
directory
Example:

switch# copy scp://userl@10.10.1.1/users|
abc

Copies a file from the Cisco NX-OS device to
aremote device using the Secure Copy Protocol
(SCP). The default VRF is always used.

Configuring SSH Passwordless File Copy

You can copy files from a Cisco NX-OS device to a secure copy (SCP) or secure FTP (SFTP) server without
a password. To do so, you must create an RSA or DSA identity that consists of public and private keys for
authentication with SSH.
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Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

[no] username username keypair generate
{rsa[bits[force]] | dsa[force]}
Example:

switch (config)# username userl keypair
generate rsa 2048 force

Generates the SSH public and private keys and
stores them in the home directory

(SHOME/ ssh) of the Cisco NX-OS device for
the specified user. The Cisco NX-OS device
uses the keys to communicate with the SSH
server on the remote machine.

The bitsargument is the number of bits used to
generate the key. The range is from 768 to 2048.
The default value is 1024.

Use the force keyword to replace an existing
key. The SSH keys are not generated if the
force keyword is omitted and SSH keys are
already present.

Step 3

(Optional) show user name username keypair

Example:

switch (config)# show username userl
keypair

Displays the public key for the specified user.

Note For security reasons, this command

does not show the private key.

Step 4

Required: usernameusernamekeypair export
{bootflash:filename | volatile:filename} {rsa
| dsa} [force]

Example:

switch (config)# username userl keypair
export bootflash:key rsa rsa

Exports the public and private keys from the
home directory of the Cisco NX-OS device to
the specified bootflash or volatile directory.

Use the force keyword to replace an existing
key. The SSH keys are not exported if the force
keyword is omitted and SSH keys are already
present.

To export the generated key pair, you are
prompted to enter a passphrase that encrypts
the private key. The private key is exported as
the file that you specify, and the public key is
exported with the same filename followed by a
.pub extension. You can now copy this key pair
to any Cisco NX-OS device and use SCP or
SFTP to copy the public key file (*.pub) to the
home directory of the server.

Note For security reasons, this command
can be executed only from global

configuration mode.
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Purpose

Imports the exported public and private keys
from the specified bootflash or volatile directory
to the home directory of the Cisco NX-OS
device.

Use the force keyword to replace an existing
key. The SSH keys are not imported if the force
keyword is omitted and SSH keys are already
present.

To import the generated key pair, you are
prompted to enter a passphrase that decrypts
the private key. The private key is imported as
the file that you specify, and the public key is
imported with the same filename followed by
a .pub extension.

Note For security reasons, this command
can be executed only from global
configuration mode.

Note Only the users whose keys are

configured on the server are able to
access the server without a password.

Command or Action

Step 5 Required: usernameusernamekeypair import
{bootflash:filename | volatile:filename} {rsa
| dsa} [force]
Example:
switch (config)# username userl keypair
import bootflash:key rsa rsa

What to do next

On the SCP or SFTP server, use the following command to append the public key stored in the *.pub file (for
example, key rsa.pub) to the authorized keys file:

$ cat key_rsa.pub >>$HOME/.ssh/ authorized_keys

You can now copy files from the Cisco NX-OS device to the server without a password using standard SSH
and SCP commands.

Configuring SCP and SFTP Servers

You can configure an SCP or SFTP server on the Cisco NX-OS device in order to copy files to and from a
remote device. After you enable the SCP or SFTP server, you can execute an SCP or SFTP command on the
remote device to copy the files to or from the Cisco NX-OS device.

\}

Note

The arcfour and blowfish cipher options are not supported for the SCP server.
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Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

[no] feature scp-server

Example:

switch(config)# feature scp-server

Enables or disables the SCP server on the Cisco
NX-OS device.

Step 3

Required: [no] feature sftp-server

Example:

switch (config)# feature sftp-server

Enables or disables the SFTP server on the
Cisco NX-OS device.

Step 4

Required: exit

Example:

switch (config)# exit
switch#

Exits global configuration mode.

Step 5

(Optional) show running-config security

Example:

switch# show running-config security

Displays the configuration status of the SCP
and SFTP servers.

Step 6

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Configuring X.509v3 Certificate-Based SSH Authentication

You can configure SSH authentication using X.509v3 certificates.

Before you begin

Enable the SSH server on the remote device.

Procedure

Command or Action

Purpose

Step 1

configure terminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.
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Command or Action

Purpose

Step 2

username user-id [passwor d [0 | 5] password]

Example:

switch (config)# username jsmith password)
4Ty18Rnt

Configures a user account. The user-id
argument is a case-sensitive, alphanumeric
character string with a maximum length of 28
characters. Valid characters are uppercase
letters A through Z, lowercase letters a through
z, numbers 0 through 9, hyphen (-), period (.),
underscore (), plus sign (+), and equal sign
(=). The at symbol (@) is supported in remote
usernames but not in local usernames.

Usernames must begin with an alphanumeric
character.

The default password is undefined. The O
option indicates that the password is clear text,
and the 5 option indicates that the password is
encrypted. The default is O (clear text).

Note If you do not specify a password,
the user might not be able to log in
to the Cisco NX-OS device.

Note If you create a user account with
the encrypted password option, the
corresponding SNMP user will not
be created.

Step 3

user name user-id ssh-cert-dn dn-name {dsa
| rsaj

Example:

switch(config)# username jsmith
ssh-cert-dn "/O = ABCcompany, OU = ABC1,
emailAddress = jsmith@ABCcompany.com,
L = Metropolis, ST = New York, C = US,
CN = jsmith" rsa

Specifies an SSH X.509 certificate
distinguished name and DSA or RSA
algorithm to use for authentication for an
existing user account. The distinguished name
can be up to 512 characters and must follow
the format shown in the examples. Make sure
the email address and state are configured as
emailAddress and ST, respectively.

Step 4

[no] crypto ca trustpoint trustpoint

Example:

switch (config)# crypto ca trustpoint
winca
switch (config-trustpoint) #

Configures a trustpoint.

Note Before you delete a trustpoint using
the no form of this command, you
must first delete the CRL and CA
certificate, using the deletecrl and
delete ca-certificate commands.

Step 5

crypto ca authenticate trustpoint

Example:

switch (config-trustpoint)# crypto ca
authenticate winca

Configures a CA certificate for the trustpoint.

Note To delete a CA certificate, enter the
delete ca-certificate command in
the trustpoint configuration mode.

Step 6

(Optional) crypto cacrl request trustpoint

bootflash: static-crl.crl

This command is optional but highly
recommended. Configures the certificate
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Command or Action

Purpose

Example:

switch (config-trustpoint)# crypto ca
crl request winca bootflash:crllist.crl

revocation list (CRL) for the trustpoint. The
CRL file is a snapshot of the list of revoked
certificates by the trustpoint. This static CRL
list is manually copied to the device from the
Certification Authority (CA).

Note Static CRL is the only supported
revocation check method.
Note To delete the CRL, enter the delete

crl command.

Step 7

(Optional) show crypto ca certificates

Example:

switch (config-trustpoint)# show crypto
ca certificates

Displays the configured certificate chain and
associated trustpoint.

Step 8

(Optional) show crypto ca crl trustpoint

Example:

switch (config-trustpoint)# show crypto
ca crl winca

Displays the contents of the CRL list of the
specified trustpoint.

Step 9

(Optional) show user-account

Example:

switch (config-trustpoint)# show
user-account

Displays configured user account details.

Step 10

(Optional) show users

Example:

switch (config-trustpoint)# show users

Displays the users logged into the device.

Step 11

(Optional) copy running-config
startup-config
Example:

switch (config-trustpoint)# copy
running-config startup-config

Copies the running configuration to the startup
configuration.

Configuring Legacy SSH Algorithm Support

You can configure support for legacy SSH security algorithms, message authentication codes (MACs), key
types, and ciphers.
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Procedure
Command or Action Purpose
Step 1 configure terminal Enters the global configuration mode.
Example:
switch# configure terminal
switch (config) #?
Step 2 (Optional) ssh kexalgos[all ] Use the all keyword to enable all supported
Examole: KexAlgorithms which are the key exchange
. ple: . methods that are used to generate
switch(config)# ssh kexalgos all pepconnectknlkeys
Supported KexAlgorithmns are:
* curve25519-sha256
« diffie-hellman-group-exchange-sha256
« diffie-hellman-group1-shal
Note This algorithm isn’t supported
from Cisco NX-OS Release
9.3(5). Upgrade your SSH
client.
« diffie-hellman-group14-shal
+ diffie-hellman-group1-shal
* ecdh-sha2-nistp256
* ecdh-sha2-nistp384
* ecdh-sha2-nistp521
Step 3 (Optional) ssh macsall Enables all supported MACs which are the
Examole: message authentication codes used to detect
ple: traffic modification.
switch (config)# ssh macs all
Supported MACs are:
* hmac-shal
* hmac-sha2-256
* hmac-sha2-512
Step 4 (Optional) ssh ciphers[ all | Use the all keyword to enable all supported
Example: ciphers to encrypt the connection.
switch (config)# ssh ciphers all Supponedtﬂphersara
* aes128-cbc
* aes192-cbc
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Command or Action

Purpose

* aes256-cbc
* aes128-ctr
e aes192-ctr
* aes256-ctr
* aes256-gcm@openssh.com

* aes128-gcm@openssh.com

Step 5

(Optional) ssh keytypes all

Example:
switch(config)# ssh keytypes all

Enables all supported
PubkeyAcceptedKeyTypes which are the public
key algorithms that the server can use to
authenticate itself to the client.

Supported key types are:
* ecdsa-sha2-nistp256
* ecdsa-sha2-nistp384
* ecdsa-sha2-nistp521
* ssh-dss

* ssh-rsa

Algorithms Supported - FIPs Mode Enabled

The list of algorithms supported when the FIPs mode is enabled are as follows:

Table 11: Algorithms Supported - FIPs Mode Enabled

Algorithms | Supported Unsupported

ciphers * aes128-ctr * aes192-ctr
* aes256-ctr * aes128-cbc
* aes256-gecm@openssh.com * aes192-cbc
* aes128-gecm@openssh.com * aes256-cbc

hmac * hmac-sha2-256 * hmac-sha2-256-etm(@openssh.com
* hmac-sha2-512 * hmac-sha?-512-etm(@openssh.com
* hmac-shal * hmac-shal-etm@openssh.com
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Algorithms

Supported Unsupported

kexalgo

* ecdh-sha2-nistp256
* ecdh-sha2-nistp384
* ecdh-sha2-nistp521
« diffie-hellman-group16-shaS12
« diffie-hellman-group14-shal
+ diffie-hellman-group14-sha256

* curve25519-sha256
* curve25519-sha256@libssh.org

keytypes

* rsa-sha2-256 ssh-rsa
* ecdsa-sha2-nistp256
* ecdsa-sha2-nistp384

* ecdsa-sha2-nistp521

Changing the Default SSH Server Port

Beginning with Cisco NX-OS Cisco Release 9.2(1), you can change the SSHv2 port number from the default
port number 22. Encryptions used while changing the default SSH port provides you with connections that
support stronger privacy and session integrity

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

no feature ssh

Example:

switch (config)# no feature ssh

Disables SSH.

Step 3

show sockets |ocal-port-range

Example:

switch (config)# show sockets local port
range (15001 - 58000)

switch(config)# local port range (58001
- 63535) and nat port range (63536 -
65535)

switch# show sockets local-port-range
Kstack local port range (15001 - 22002)
Netstack local port range (22003 - 65535)

Displays the available port range.

Cisco Nexus 9000 Series NX-0S Security Configuration Guide, Release 9.3(x) .



. Clearing SSH Hosts

Configuring SSH and Telnet |

Command or Action

Purpose

Step 4

ssh port local-port

Example:
switch (config)# ssh port 58003

Configures the port.

Note When you upgrade from an earlier
release to Release 9.3(1) or later
releases, ensure that features with
user-defined SSH port, are within

the following range:

* For Release 9.3(1) and Release
9.3(2): Kstack local port range
is from 15001 to 58000,
netstack local port range is from
58001 - 63535, and nat port
range is from 63536 to 65535

* From Release 9.3(3): Kstack
local port range is from 15001
to 58000, netstack local port
range is from 58001 to 60535,
and nat port range is from
60536 to 65535

Step 5

feature ssh

Example:

switch (config)# feature ssh

Enables SSH.

Step 6

exit
Example:

switch (config)# exit
switch#

Exits global configuration mode.

Step 7

(Optional) show running-config security all

Example:
switch# ssh port 58003

Displays the security configuration.

Step 8

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Clearing SSH Hosts

When you download a file from a server using SCP or SFTP, or when you start an SSH session from this
device to a remote host, you establish a trusted SSH relationship with that server. You can clear the list of
trusted SSH servers for your user account.
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Command or Action

Purpose

Step 1

clear ssh hosts

Example:

switch# clear ssh hosts

Clears the SSH host sessions and the known
host file.

Disabling the SSH Server

By default, the SSH server is enabled on the Cisco NX-OS device. You can disable the SSH server to prevent
SSH access to the switch.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

no feature ssh

Example:

switch (config)# no feature ssh

Disables SSH.

Step 3

exit
Example:

switch (config)# exit
switch#

Exits global configuration mode.

Step 4

(Optional) show ssh server

Example:

switch# show ssh server

Displays the SSH server configuration.

Step 5

(Optional) copy running-config star tup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Deleting SSH Server Keys

You can delete SSH server keys on the Cisco NX-OS device after you disable the SSH server.

N

Note

To reenable SSH, you must first generate an SSH server key.
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Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

no feature ssh

Example:

switch (config)# no feature ssh

Disables SSH.

Step 3

no ssh key [dsa | rsa | ecdsa]

Example:

switch (config)# no ssh key rsa

Deletes the SSH server key.
The default is to delete all the SSH keys.

Step 4

exit
Example:

switch (config)# exit
switch#

Exits global configuration mode.

Step 5

(Optional) show ssh key

Example:
switch# show ssh key

Displays the SSH server key configuration.

Step 6

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Generating SSH Server Keys, on page 136

Clearing SSH Sessions

You can clear SSH sessions from the Cisco NX-OS device.

Procedure

Command or Action

Purpose

Step 1

show users

Example:

switch# show users

Displays user session information.

Step 2

clear linevty-line

Example:
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Command or Action

Purpose

switch(config)# clear line pts/12

Configuring Telnet

This section describes how to configure Telnet on the Cisco NX-OS device.

Enabling the Telnet Server

You can enable the Telnet server on the Cisco NX-OS device. By default, the Telnet server is disabled.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

featuretelnet

Example:

switch (config)# feature telnet

Enables the Telnet server. The default is
disabled.

Step 3

exit
Example:

switch (config)# exit
switch#

Exits global configuration mode.

Step 4

(Optional) show telnet server

Example:

switch# show telnet server

Displays the Telnet server configuration.

Step 5

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Starting Telnet Sessions to Remote Devices

You can start Telnet sessions to connect to remote devices from the Cisco NX-OS device. You can start Telnet
sessions using either IPv4 or IPv6.

Before you begin

Obtain the hostname or IP address for the remote device and, if needed, the username on the remote device.
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Enable the Telnet server on the Cisco NX-OS device.

Enable the Telnet server on the remote device.

Procedure
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Command or Action

Purpose

Step 1

telnet {ipv4-address| host-name}
[port-number] [vrf vrf-name]

Example:
switch# telnet 10.10.1.1

Starts a Telnet session to a remote device using
IPv4. The default port number is 23. The range
is from 1 to 65535. The default VRF is the
default VRF.

Step 2

telnet6 {ipv6-address | host-name}
[port-number] [vrf vrf-name]
Example:

switch# telnet6 2001:0DB8::ABCD:1 vrf
management

Starts a Telnet session to a remote device using
IPv6. The default port number is 23. The range
is from 1 to 65535. The default VRF is the
default VRF.

Related Topics
Enabling the Telnet Server, on page 153

Clearing Telnet Sessions

You can clear Telnet sessions from the Cisco NX-OS device.

Before you begin

Enable the Telnet server on the Cisco NX-OS device.

Procedure

Command or Action

Purpose

Step 1

show users

Example:

switch# show users

Displays user session information.

Step 2

clear linevty-line

Example:

switch(config)# clear line pts/12

Clears a user Telnet session.

Verifying the SSH and Telnet Configuration

To display the SSH and Telnet configuration information, perform one of the following tasks:
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Command

Purpose

show ssh key [dsa | rsa] [md5]

Displays the SSH server keys.

For Cisco NX-OS Release 7.0(3)I4(6) and 7.0(3)16(1) and any later
releases, this command displays the fingerprint in SHA256 format by
default. SHA256 is more secure than the old default format of MDS5.
However, the md5 option has been added, if you want to see the
fingerprint in MDS5 format for backward compatibility.

show running-config security [all]

Displays the SSH and user account configuration in the running
configuration. The all keyword displays the default values for the SSH
and user accounts.

show ssh server

Displays the SSH server configuration.

show telnet server

Displays the Telnet server configuration.

show username username keypair

Displays the public key for the specified user.

show user-account

Displays configured user account details.

show users

Displays the users logged into the device.

show crypto ca certificates

Displays the configured CA certificate and associated trustpoint for
X.509v3 certificate-based SSH authentication.

show crypto ca crl trustpoint

Displays the contents of the CRL list of the specified trustpoint for
X.509v3 certificate-based SSH authentication.

Configuration Example for SSH

The following example shows how to configure SSH with an OpenSSH key:

Step 1

Step 2

Procedure

Disable the SSH server.

Example:

switch# configure terminal
switch(config)# no feature ssh

Generate an SSH server key.

Example:

switch (config) # ssh key rsa

generating rsa key (1024 bits)..

generated rsa key
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Step 3

Step 4

Step 5

Step 6

Enable the SSH server.

Example:

switch (config) # feature ssh

Display the SSH server key.

Example:

switch(config)# show ssh key

could not retrieve dsa key information
R R Ik Ih kI kb b b b b b b b b b b b b b b b b b bk b b b b b b i

rsa Keys generated:Tue Mar 14 13:13:47 2017

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAGQDh4+DZboQJdbJt10nJhgKBYL5101hsFM20ZR1i9+JqEU
GA44TI9ej+ESNIRZ1x80hIt6VxIEL5csO7Pw72rjUwR3UPMUAM79k7I/SyLGEP3WUL7sgbLvNE5GgKXph
ogMTO075WUdbGWphorA2g0tTObRrFIQBIVQOSSBh30EaaALgYUQ==

bitcount:1024
fingerprint:
SHA256:V6KAeLAIKRRUPRZM1Yg3rl6JW7Eo7vhLi 6CXYxnD/+Y

R R Ik Ik kb b b b b b b b b b b b b b b b b b b b b b b b b b i

RR R R Ik Ik kI kb b b b b b b b b b b b b b b b b b b b b b b b b b i

Specify the SSH public key in OpenSSH format.

Example:

switch (config)# username Userl sshkey ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAyY190F6QaZl9G+3f1XswK30iW4H7YyUyuA50r
v7gsEPjhOBYmsi6PAVKuilnIf/DQhum+1JINqJP/eLowb7ubO+1VKRXFY/G+1JINIQ
W3g9igG30c6k6+XVn+NjnI1B7ihvpVh7dLddMOXwONnXHYshXmSiH3UD/vKyziEh5
4Tplx8=

Save the configuration.

Example:

switch (config)# copy running-config startup-config

Configuration Example for SSH Passwordless File Copy

Step 1

The following example shows how to copy files from a Cisco NX-OS device to a secure copy (SCP) or secure
FTP (SFTP) server without a password:

Procedure

Generate the SSH public and private keys and store them in the home directory of the Cisco NX-OS device
for the specified user.

Example:
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switch# configure terminal

switch(config) # username admin keypair generate rsa
generating rsa key (1024 bits)......

generated rsa key

Step 2 Display the public key for the specified user.

Example:

switch (config)# show username admin keypair

R IR I kI kb kb b b b b b b b b b b b b b b b b b b b b b b b bk i

rsa Keys generated: Thu Jul 9 11:10:29 2013

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAXWM)JT+oQhIcvnrMbx2BmDOP8boZELITEJ
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DVYNvgsrUITBypYDPQkR/+Y6cKubyFW
VxSBG/NHztQc3+QClzdkIxGNIbEHYFoajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbg
S33GZsCAX6v0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b0:44:95:36:d0:7d:£2:05:78:74:7d

R IR Ik Ik kb kb b b b b b b b b b b b b b b b b b b b b b b b b b i

could not retrieve dsa key information
hhkkkhkkhkhkkhkhkhkhkkhkhkhkhkkhkhkhkhkkhkhkhkhkhkhkkhkkkkkxk

Step 3 Export the public and private keys from the home directory of the Cisco NX-OS device to the specified
bootflash directory.

Example:

switch (config)# username admin keypair export bootflash:key rsa rsa
Enter Passphrase:
switch (config)# dir

951 Jul 09 11:13:59 2013 key rsa
221 Jul 09 11:14:00 2013 key rsa.pub

Step 4 After copying these two files to another Cisco NX-OS device using the copy scp or copy sftp command,
import them to the home directory of the Cisco NX-OS device.

Example:

switch (config) # username admin keypair import bootflash:key rsa rsa
Enter Passphrase:

switch (config)# show username admin keypair
khkhkkhkhhkhkhkhkhkhhkhhhkhkhkhhkdhhhkhkhkhkhkhkrhkhhkhhkhhxkxxk

rsa Keys generated: Thu Jul 9 11:10:29 2013
ssh-rsa

AAAAB3NzaClyc2EAAAABIWAAAIEAXWmMJIT+oQhIcvnrMbx2BmDOP8boZE1TEJ
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DvYNvgsrU9TBypYDPQKR/+Y6cKubyFW
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Step 5

Step 6

VxSBG/NHztQc3+QC1lzdkIxGNJbEHyFoajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbg
S33GZsCAX6vO0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b:44:95:36:d0:7d:£2:05:78:74:7d

R R R R I b I b b b b b b b b E h h E b b b b b b b b b b i

could not retrieve dsa key information
LR RS SRR R SRS EEEEEEEEEEEEEESEEEEEEEE S

switch (config) #

On the SCP or SFTP server, append the public key stored in key rsa.pub to the authorized keys file.

Example:
$ cat key rsa.pub >> $HOME/.ssh/ authorized keys

You can now copy files from the Cisco NX-OS device to the server without a password using standard SSH
and SCP commands.

(Optional) Repeat this procedure for the DSA keys.

Configuration Example for X.509v3 Certificate-Based SSH
Authentication

The following example shows how to configure SSH authentication using X.509v3 certificates:

configure terminal

username jsmith password 4Tyl8Rnt

username Jjsmith ssh-cert-dn "/O = ABCcompany, OU = ABCI,

emailAddress = jsmith@ABCcompany.com, L = Metropolis, ST = New York, C = US, CN = jsmith"
rsa

crypto ca trustpoint tpl

crypto ca authenticate tpl

crypto ca crl request tpl bootflash:crll.crl

show crypto ca certificates

Trustpoint: tpl

CA certificate 0:

subject= /CN=SecDevCA

issuer= /CN=SecDevCA

serial=01AB02CDO3EF04GHO5IJ06KL0O7MN

notBefore=Jun 29 12:36:26 2016 GMT

notAfter=Jun 29 12:46:23 2021 GMT

SHA1l Fingerprint=47:29:E3:00:C1:C1:47:F2:56:8B:AC:B2:1C:64:48:FC:F4:8D:53:AF
purposes: sslserver sslclient

show crypto ca crl tpl
Trustpoint: tpl CRL: Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /CN=SecDevCA
Last Update: Aug 8 20:03:15 2016 GMT
Next Update: Aug 16 08:23:15 2016 GMT
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CRL extensions:

X509v3 Authority Key Identifier:

keyid:30:43:AA:80:10:FE:72:00:DE:2F:A2:17:E4:61:61:44:CE:78:FF:2A

show user-account
user:userl

this user account has no expiry date
roles:network-operator
ssh cert DN : /C = US, ST = New York, L = Metropolis, O = cisco , OU = csg, CN =

userl; Algo: x509v3-sign-rsa

show users

NAME
userl

LINE TIME IDLE PID COMMENT
pts/1 Jul 27 18:43 00:03 18796 (10.10.10.1) session=ssh

References for SSH and Telnet

This section describes additional information related to implementing SSH and Telnet.

Related Documents

Related Topic Document Title

Cisco NX-OS licensing | Cisco NX-OS Licensing Guide

VREF configuration Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guide

RFCs
RFCs Title
RFC X.509v3 Certificatesfor Secure Shell Authentication
6187
MIBs
MIBs MIBs Link
MIBs related to SSH and Telnet | To locate and download supported MIBs, go to the following URL:
ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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CHAPTER 9

Configuring PKI

This chapter describes the Public Key Infrastructure (PKI) support on the Cisco NX-OS device. PKI allows
the device to obtain and use digital certificates for secure communication in the network and provides
manageability and scalability for Secure Shell (SSH).

This chapter includes the following sections:

* Information About PKI, on page 161

* Guidelines and Limitations for PKI, on page 167

* Default Settings for PKI, on page 167

* Configuring CAs and Digital Certificates, on page 167
» Verifying the PKI Configuration, on page 182

* Configuration Examples for PKI, on page 182
 Additional References for PKI, on page 203

Information About PKI

This section provides information about PKI.

CAs and Digital Certificates

Certificate authorities (CAs) manage certificate requests and issue certificates to participating entities such
as hosts, network devices, or users. The CAs provide centralized key management for the participating entities.

Digital signatures, based on public key cryptography, digitally authenticate devices and individual users. In
public key cryptography, such as the RSA encryption system, each device or user has a key pair that contains
both a private key and a public key. The private key is kept secret and is known only to the owning device or
user only. However, the public key is known to everybody. Anything encrypted with one of the keys can be
decrypted with the other. A signature is formed when data is encrypted with a sender’s private key. The
receiver verifies the signature by decrypting the message with the sender’s public key. This process relies on
the receiver having a copy of the sender’s public key and knowing with a high degree of certainty that it really
does belong to the sender and not to someone pretending to be the sender.

Digital certificates link the digital signature to the sender. A digital certificate contains information to identify
a user or device, such as the name, serial number, company, department, or IP address. It also contains a copy
of the entity’s public key. The CA that signs the certificate is a third party that the receiver explicitly trusts
to validate identities and to create digital certificates.
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To validate the signature of the CA, the receiver must first know the CA’s public key. Typically, this process
is handled out of band or through an operation done at installation. For instance, most web browsers are
configured with the public keys of several CAs by default.

Trust Model, Trust Points, and Identity CAs

The PKI trust model is hierarchical with multiple configurable trusted CAs. You can configure each participating
device with a list of trusted CAs so that a peer certificate obtained during the security protocol exchanges can
be authenticated if it was issued by one of the locally trusted CAs. The Cisco NX-OS software locally stores
the self-signed root certificate of the trusted CA (or certificate chain for a subordinate CA). The process of
securely obtaining a trusted CA’s root certificate (or the entire chain in the case of a subordinate CA) and
storing it locally is called CA authentication.

The information about a trusted CA that you have configured is called the trust point and the CA itself is
called a trust point CA. This information consists of a CA certificate (or certificate chain in case of a subordinate
CA) and certificate revocation checking information.

The Cisco NX-OS device can also enroll with a trust point to obtain an identity certificate to associate with
a key pair. This trust point is called an identity CA.

CA Certificate Hierarchy

For secure services, you typically have multiple trusted CAs. The CAs are usually installed in all the hosts as
a bundle. The NX-OS PKI infrastructure does support importing certificate chain. However, with the current
CLIs, one chain at a time can be installed. This procedure can be cumbersome when there are several CA
chains to be installed. This requires a facility to download CA bundles that could include several intermediate
and root CAs.

Trustpoint Import CLIs

The crypto CA trustpoint command binds the CA certificates, CRLs, identity certificates and key pairs to
a named label. All files corresponding to each of these entities are stored in the NX-OS certstore directory
(/isan/etc/certstore) and tagged with the trustpoint label.

To access the CA certificates, an SSL app only needs to point to the standard NX-OS cert-store and specify
that as the CA path during SSL initialization. It does not need to be aware of the trustpoint label under which
CAs are installed.

If clients need to bind to an identity certificate, the trustpoint label needs to be used as the binding point.

The import pkcs command is enhanced to install the CA certificates under a trustpoint label. This can be
further enhanced to install a CA bundle. The import command structure is modified to add pkcs7 option which
is used for providing CA bundle file in pkcs7 format. The proposed solution is to unpack the CA bundle and
install each CA chain under its own label. The labels are formed by appending an index to the main trustpoint
label.

Existing trustpoint configs are used under the hood. No new configuration CLIs need to be implemented.
There are no changes required from client applications.

Once installed, there is no logical binding of all CA chains to a bundle. So, replace or delete of a CA bundle
may need some additional logic. A configuration CLI, cabundle <bundle name> could be provided to bind
a trustpoint to a ca-bundle. This could be used to delete or modify a bundle, fetch operational data, and so on.
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CISCO-AV-PAIR Parsing Environment

Cisco NX-OS mandatorily requires “shell:roles” as the first attribute of the CISCO-AV-PAIR. If the attribute
comes at a later stage, it is not considered. NX-OS must relax this strict ordering requirement irrespective of
the arrival of the attribute.

For example, the snmpv3 attribute must be standardized with quotes irrespective of whether it is old or new
as follows:

cisco-av-pair=shell:roles="network-admin" snmpv3:auth="SHA” priv="AES-128"

The snmpv3 parsing does not check strictly on values, so the values like XXXSHA will pass as SHA. The
support for attribute “shell:role” is present for RADIUS, TACACS and LDAP protocols. However, ‘snmpv3’
attributes are not available for LDAP.The proposed changes would be incorporated in TACACS and RADIUS
code.

Note

The change is not required in LDAP at this stage as LDAP does not support ‘snmpv3’ attributes.

Currently, second snmpv3 attribute is allowed without the mention of the protocol. That is, both attributes do
not need to be prepended by “snmpv3:”

The following are the After Shell Attributes:
cisco-av-pair=shell:roles="network-admin" shell:priv-1v1l=15 snmpv3:auth="SHA” priv="AES-128"
The following are the Before Shell Attributes:

cisco-av-pair= snmpv3:auth="SHA” priv="AES-128" shell:roles="network-admin" shell:priv-1vl=15

Limitations in DMEization

The following are the limitations in DMEization of “crypto ca import” and “copy tftp” action commands:

1. Only the pkes12 file format is supported. The pkes7 file format has multiple trustpoints associated with
it. As a result, the pkes7 file format will be supported in subsequent releases.

2. The tftp copy is enabled for bootflash: path only so that the user can import the file without logging in to
the switch.

3. The NX-API post payload cannot be generated for import and TFTP Task Managed Objects.

4. Multiple copy tasks for TFTP are not supported in parallel. Backend will take time for copying the file.

RSA Key Pairs and Identity Certificates

You can obtain an identity certificate by generating one or more RSA key pairs and associating each RSA
key pair with a trust point CA where the Cisco NX-OS device intends to enroll. The Cisco NX-OS device
needs only one identity per CA, which consists of one key pair and one identity certificate per CA.

The Cisco NX-OS software allows you to generate RSA key pairs with a configurable key size (or modulus).
The default key size is 512. You can also configure an RSA key-pair label. The default key label is the device
fully qualified domain name (FQDN).

The following list summarizes the relationship between trust points, RSA key pairs, and identity certificates:
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* A trust point corresponds to a specific CA that the Cisco NX-OS device trusts for peer certificate
verification for any application (such as SSH).

* A Cisco NX-OS device can have many trust points and all applications on the device can trust a peer
certificate issued by any of the trust point CAs.

* A trust point is not restricted to a specific application.

* A Cisco NX-OS device enrolls with the CA that corresponds to the trust point to obtain an identity
certificate. You can enroll your device with multiple trust points which means that you can obtain a
separate identity certificate from each trust point. The identity certificates are used by applications
depending upon the purposes specified in the certificate by the issuing CA. The purpose of a certificate
is stored in the certificate as a certificate extension.

* When enrolling with a trust point, you must specify an RSA key pair to be certified. This key pair must
be generated and associated to the trust point before generating the enrollment request. The association
between the trust point, key pair, and identity certificate is valid until it is explicitly removed by deleting
the certificate, key pair, or trust point.

* The subject name in the identity certificate is the fully qualified domain name for the Cisco NX-OS
device.

* You can generate one or more RSA key pairs on a device and each can be associated to one or more trust
points. But no more than one key pair can be associated to a trust point, which means only one identity
certificate is allowed from a CA.

* If the Cisco NX-OS device obtains multiple identity certificates (each from a distinct CA), the certificate
that an application selects to use in a security protocol exchange with a peer is application specific.

* You do not need to designate one or more trust points for an application. Any application can use any
certificate issued by any trust point as long as the certificate purpose satisfies the application requirements.

* You do not need more than one identity certificate from a trust point or more than one key pair to be
associated to a trust point. A CA certifies a given identity (or name) only once and does not issue multiple
certificates with the same name. If you need more than one identity certificate for a CA and if the CA
allows multiple certificates with the same names, you must define another trust point for the same CA,
associate another key pair to it, and have it certified.

Multiple Trusted CA Support

The Cisco NX-OS device can trust multiple CAs by configuring multiple trust points and associating each
with a distinct CA. With multiple trusted CAs, you do not have to enroll a device with the specific CA that
issued the certificate to a peer. Instead, you can configure the device with multiple trusted CAs that the peer
trusts. The Cisco NX-OS device can then use a configured trusted CA to verify certificates received from a
peer that were not issued by the same CA defined in the identity of the peer device.

PKI Enroliment Support

Enrollment is the process of obtaining an identity certificate for the device that is used for applications like
SSH. It occurs between the device that requests the certificate and the certificate authority.

The Cisco NX-OS device performs the following steps when performing the PKI enrollment process:

* Generates an RSA private and public key pair on the device.
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* Generates a certificate request in standard format and forwards it to the CA.

\}

Note The CA administrator may be required to manually approve the enrollment request at the CA server, when
the request is received by the CA.

* Receives the issued certificate back from the CA, signed with the CA’s private key.

» Writes the certificate into a nonvolatile storage area on the device (bootflash).

Manual Enrollment Using Cut-and-Paste

The Cisco NX-OS software supports certificate retrieval and enrollment using manual cut-and-paste.
Cut-and-paste enrollment means that you must cut and paste the certificate requests and resulting certificates
between the device and the CA.

You must perform the following steps when using cut and paste in the manual enrollment process:

* Create an enrollment certificate request, which the Cisco NX-OS device displays in base64-encoded text
form.

* Cut and paste the encoded certificate request text in an e-mail or in a web form and send it to the CA.

* Receive the issued certificate (in base64-encoded text form) from the CA in an e-mail or in a web browser
download.

* Cut and paste the issued certificate to the device using the certificate import facility.

Multiple RSA Key Pair and Identity CA Support

Multiple identity CAs enable the device to enroll with more than one trust point, which results in multiple
identity certificates, each from a distinct CA. With this feature, the Cisco NX-OS device can participate in
SSH and other applications with many peers using certificates issued by CAs that are acceptable to those
peers.

The multiple RSA key-pair feature allows the device to maintain a distinct key pair for each CA with which
it is enrolled. It can match policy requirements for each CA without conflicting with the requirements specified
by the other CAs, such as the key length. The device can generate multiple RSA key pairs and associate each
key pair with a distinct trust point. Thereafter, when enrolling with a trust point, the associated key pair is
used to construct the certificate request.

Peer Certificate Verification

The PKI support on a Cisco NX-OS device can verify peer certificates. The Cisco NX-OS software verifies
certificates received from peers during security exchanges for applications, such as SSH. The applications
verify the validity of the peer certificates. The Cisco NX-OS software performs the following steps when
verifying peer certificates:

» Verifies that the peer certificate is issued by one of the locally trusted CAs.

* Verifies that the peer certificate is valid (not expired) with respect to current time.
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* Verifies that the peer certificate is not yet revoked by the issuing CA.

For revocation checking, the Cisco NX-OS software supports the certificate revocation list (CRL). A trust
point CA can use this method to verify that the peer certificate has not been revoked.

Certificate Revocation Checking

CRL Support

The Cisco NX-OS software can check the revocation status of CA certificates. The applications can use the
revocation checking mechanisms in the order that you specify. The choices are CRL, NDcPP: OCSP for
Syslog, none, or a combination of these methods.

The CAs maintain certificate revocation lists (CRLs) to provide information about certificates revoked prior
to their expiration dates. The CAs publish the CRLs in a repository and provide the download public URL in
all issued certificates. A client verifying a peer’s certificate can obtain the latest CRL from the issuing CA
and use it to determine if the certificate has been revoked. A client can cache the CRLs of some or all of its
trusted CAs locally and use them later if necessary until the CRLs expire.

The Cisco NX-OS software allows the manual configuration of predownloaded CRLs for the trust points, and
then caches them in the device bootflash (cert-store). During the verification of a peer certificate, the Cisco
NX-OS software checks the CRL from the issuing CA only if the CRL has already been cached locally and
the revocation checking is configured to use the CRL. Otherwise, the Cisco NX-OS software does not perform
CRL checking and considers the certificate to be not revoked unless you have configured other revocation
checking methods.

NDcPP: OCSP for Syslog

Online Certificate Status Protocol (OCSP) is a method to check certificate revocation when a peer has to
retrieve this revocation information and then validate it to check the certificate revocation status. In this
method, the certification revocation status is limited by the peer's ability to reach an OCSP responder through
the cloud or by the certificate sender's performance in retrieving the certificate revocation-information.

When the remote syslog server shares the certificate which has an OCSP responder URL, the client sends the
server certificate to an external OCSP responder (CA) server. The CA server validates this certificate and
confirms if it is a valid or a revoked certificate. In this case, the client does not have to maintain the revoked
certificate list locally.

Import and Export Support for Certificates and Associated Key Pairs

As part of the CA authentication and enrollment process, the subordinate CA certificate (or certificate chain)
and identity certificates can be imported in standard PEM (base64) format.

The complete identity information in a trust point can be exported to a file in the password-protected PKCS#12
standard format. It can be later imported to the same device (for example, after a system crash) or to a
replacement device. The information in a PKCS#12 file consists of the RSA key pair, the identity certificate,
and the CA certificate (or chain).
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Guidelines and Limitations for PKI

PKI has the following configuration guidelines and limitations:
* The maximum number of key pairs you can configure on a Cisco NX-OS device is 16.
* The maximum number of trust points you can declare on a Cisco NX-OS device is 16.
» The maximum number of identify certificates that you can configure on a Cisco NX-OS device are 16.
* The maximum number of certificates in a CA certificate chain is 10.
» The maximum number of trust points you can authenticate to a specific CA is 10.
* Configuration rollbacks do not support the PKI configuration.

* Beginning with Cisco NX-OS Release 9.3(5), Cisco NX-OS software supports NDcPP: OCSP for Syslog.

N

Note If you are familiar with the Cisco IOS CLI, be aware that the Cisco NX-OS commands for this feature might
differ from the Cisco IOS commands that you would use.

Default Settings for PKI

This table lists the default settings for PKI parameters.

Table 12: Default PKI Parameters

Parameters Default
Trust point None
RSA key pair None
RSA key-pair label Device
FQDN

RSA key-pair modulus |512

RSA key-pair exportable | Enabled

Revocation check CRL
method

Configuring CAs and Digital Certificates

This section describes the tasks that you must perform to allow CAs and digital certificates on your Cisco
NX-OS device to interoperate.
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Configuring the Hostname and IP Domain Name

A
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You must configure the hostname and IP domain name of the device if you have not yet configured them
because the Cisco NX-OS software uses the fully qualified domain name (FQDN) of the device as the subject
in the identity certificate. Also, the Cisco NX-OS software uses the device FQDN as a default key label when
you do not specify a label during key-pair generation. For example, a certificate named DeviceA.example.com
is based on a device hostname of DeviceA and a device IP domain name of example.com.

Caution

Changing the hostname or IP domain name after generating the certificate can invalidate the certificate.

Procedure

Command or Action

Purpose

Step 1

configure terminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

hostname hostname

Example:

switch (config)# hostname DeviceA

Configures the hostname of the device.

Step 3

ip domain-name name [use-vrf vrf-name]

Example:

DeviceA (config)# ip domain-name
example.com

Configures the IP domain name of the device.
If you do not specify a VRF name, the
command uses the default VRF.

Step 4

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 5

(Optional) show hosts

Example:

switch# show hosts

Displays the IP domain name.

Step 6

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.
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Generating an RSA Key Pair

You can generate an RSA key pairs to sign and/or encrypt and decrypt the security payload during security
protocol exchanges for applications. You must generate the RSA key pair before you can obtain a certificate
for your device.

Generating an RSA Key Pair .

Beginning Cisco NX-OS Release 9.3(3), you must explicitly generate RSA key pairs before you associate
the Cisco NX-OS device with a trust point CA. Prior to Cisco NX-OS Releases 9.3(3), if unavailable, the
RSA key pairs would be auto generated.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

crypto key generatersa [label label-string]
[exportable] [modulus size]
Example:

switch (config)# crypto key generate rsa
exportable

Generates an RSA key pair. The maximum
number of key pairs on a device is 16.

The label string is alphanumeric, case sensitive,
and has a maximum length of 64 characters.
The default label string is the hostname and the
FQDN separated by a period character (.).

Valid modulus values are 512, 768, 1024, 1536,
and 2048. The default modulus size is 512.

Note The security policy on the Cisco
NX-OS device and on the CA (where
enrollment is planned) should be
considered when deciding the

appropriate key modulus.

By default, the key pair is not exportable. Only
exportable key pairs can be exported in the
PKCS#12 format.

Caution  You cannot change the exportability

of a key pair.

Step 3

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show crypto key mypubkey rsa

Example:
switch# show crypto key mypubkey rsa

Displays the generated key.
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Command or Action

Purpose

Step 5 (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Creating a Trust Point CA Association

You must associate the Cisco NX-OS device with a trust point CA.

Before you begin

Generate the RSA key pair.

Procedure

Command or Action

Purpose

Step 1 configure terminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2 crypto ca trustpoint name

Example:

switch(config)# crypto ca trustpoint
admin-ca
switch (config-trustpoint) #

Declares a trust point CA that the device should
trust and enters trust point configuration mode.

Note The maximum number of trust points
that you can configure on a device
is 16.

Step 3 enrollment terminal

Example:

switch (config-trustpoint)# enrollment
terminal

Enables manual cut-and-paste certificate
enrollment. The default is enabled.

Note The Cisco NX-OS software supports
only the manual cut-and-paste
method for certificate enrollment.

Step 4 rsakeypair label

Specifies the label of the RSA key pair to
associate to this trust point for enrollment.

Example:
switch (config-trustpoint)# rsakeypair Note You can specify only one RSA key
SwitchA pair per CA.

Step 5 exit Exits trust point configuration mode.
Example:

switch (config-trustpoint)# exit
switch (config) #
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Command or Action Purpose
Step 6 (Optional) show crypto ca trustpoints Displays trust point information.
Example:

switch (config)# show crypto ca
trustpoints

Step 7 (Optional) copy running-config startup-config | Copies the running configuration to the startup

configuration.
Example: gu

switch (config)# copy running-config
startup-config

Related Topics
Generating an RSA Key Pair, on page 169

Authenticating the CA

The configuration process of trusting a CA is complete only when the CA is authenticated to the Cisco NX-OS
device. You must authenticate your Cisco NX-OS device to the CA by obtaining the self-signed certificate
of the CA in PEM format, which contains the public key of the CA. Because the certificate of the CA is
self-signed (the CA signs its own certificate) the public key of the CA should be manually authenticated by
contacting the CA administrator to compare the fingerprint of the CA certificate.

Note

The CA that you are authenticating is not a self-signed CA when it is a subordinate CA to another CA, which
itself may be a subordinate to yet another CA, and so on, finally ending in a self-signed CA. This type of CA
certificate is called the CA certificate chain of the CA being authenticated. In this case, you must input the
full list of the CA certificates of all the CAs in the certification chain during the CA authentication. The
maximum number of certificates in a CA certificate chain is 10.

Before you begin
Create an association with the CA.

Obtain the CA certificate or CA certificate chain.

Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 crypto ca authenticate name Prompts you to cut and paste the certificate of
the CA. Use the same name that you used when
Example: .
declaring the CA.
switch (config)# crypto ca authenticate
admin-ca
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Command or Action

Purpose

input (cut & paste) CA certificate
(chain) in PEM format;

end the input with a line containing only|
END OF INPUT :

END OF INPUT

Fingerprint (s): MD5
Fingerprint=65:84: 9A:27:06:71:03:33: C:12:23: 2:38: 68 78:1

The maximum number of trust points that you
can authenticate to a specific CA is 10.

Note For subordinate CA authentication,
the Cisco NX-OS software requires
the full chain of CA certificates

ending in a self-signed CA because
the CA chain is needed for certificate
verification as well as for PKCS#12

format export.

Do you accept this certificate? [yes/no]:
yes
Step 3 exit Exits configuration mode.
Example:
switch (config)# exit
switch#
Step 4 (Optional) show crypto ca trustpoints Displays the trust point CA information.
Example:
switch# show crypto ca trustpoints
Step 5 (Optional) copy running-config star tup-config | Copies the running configuration to the startup

Example:

switch# copy running-config
startup-config

configuration.

Related Topics
Creating a Trust Point CA Association, on page 170

Configuring Certificate Revocation Checking Methods

During security exchanges with a client (for example, an SSH user), the Cisco NX-OS device performs the
certificate verification of the peer certificate sent by the client. The verification process may involve certificate
revocation status checking.

You can configure the device to check the CRL downloaded from the CA. Downloading the CRL and checking
locally does not generate traffic in your network. However, certificates can be revoked between downloads
and your device would not be aware of the revocation.
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Before you begin

Authenticate the CA.

Configuring Certificate Revocation Checking Methods .

Ensure that you have configured the CRL if you want to use CRL checking.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 crypto catrustpoint name Specifies a trust point CA and enters trust point
configuration mode.
Example:
switch (config)# crypto ca trustpoint
admin-ca
switch (config-trustpoint) #
Step 3 revocation-check {crl [none] | none} Configures the certificate revocation checking
methods. The default method is crl.
Example:
switch (config-trustpoint) # The Cisco NX-OS software uses the certificate
revocation-check none revocation methods in the order that you
specify.
Step 4 exit Exits trust point configuration mode.
Example:
switch(config-trustpoint)# exit
switch (config) #
Step 5 (Optional) show crypto catrustpoints Displays the trust point CA information.
Example:
switch (config)# show crypto ca
trustpoints
Step 6 (Optional) copy running-config startup-config | Copies the running configuration to the startup

Example:

switch (config) # copy running-config
startup-config

configuration.

Related Topics
Authenticating the CA, on page 171

Configuring a CRL, on page 179
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You must generate a request to obtain identity certificates from the associated trust point CA for each of your
device’s RSA key pairs. You must then cut and paste the displayed request into an e-mail or in a website form

for the CA.

Before you begin

Create an association with the CA.

Obtain the CA certificate or CA certificate chain.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

crypto caenroll name

Example:

switch(config) # crypto ca enroll admin-ca|
Create the certificate request
Create a challenge password. You will
need to verbally provide this
password to the CA Administrator in
order to revoke your certificate.
For security reasons your password will
not be saved in the configuration.
Please make a note of it.
Password:nbv123
The subject name in the certificate will
be: DeviceA.cisco.com
Include the switch serial number in the
subject name? [yes/no]: no
Include an IP address in the subject
name [yes/nol: yes

ip address:172.22.31.162
The certificate request will be
displayed...

Generates a certificate request for an
authenticated CA.

Note You must remember the challenge
password. It is not saved with the
configuration. You must enter this
password if your certificate needs to

be revoked.

Step 3

exit

Example:
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Command or Action

Purpose

switch (config-trustpoint)# exit
switch (config) #

Step 4

(Optional) show crypto ca certificates

Example:

switch (config)# show crypto ca
certificates

Displays the CA certificates.

Step 5

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Creating a Trust Point CA Association, on page 170

Installing Identity Certificates

You can receive the identity certificate from the CA by e-mail or through a web browser in base64 encoded
text form. You must install the identity certificate from the CA by cutting and pasting the encoded text.

Before you begin

Create an association with the CA.

Obtain the CA certificate or CA certificate chain.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

crypto caimport name certificate

Example:

switch(config) # crypto ca import admin-ca
certificate

input (cut & paste)
format:

certificate in PEM

AR ST K5 T3NC rGora KeZEEX FUo ye YRSy N w08 A |

glxard2/STIRI/8ucl/c) I SSERKSEkoa! Y ALBDEZS MONTIVAN Y/ cPoA

Prompts you to cut and paste the identity
certificate for the CA named admin-ca.

The maximum number of identify certificates
that you can configure on a device is 16.
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Command or Action Purpose
X RUECVGEGZBEL T/Elash AP PBAT EAT PGB/ BB |

Step 3 exit Exits configuration mode.

Example:

switch (config)# exit
switch#

Step 4 (Optional) show crypto ca certificates Displays the CA certificates.

Example:

switch# show crypto ca certificates

Step 5 (Optional) copy running-config star tup-config | Copies the running configuration to the startup

configuration.
Example: £

switch# copy running-config
startup-config

Related Topics
Creating a Trust Point CA Association, on page 170

Ensuring Trust Point Configurations Persist Across Reboots

You can ensure that the trustpoint configuration persists across Cisco NX-OS device reboots.

The trust point configuration is a normal Cisco NX-OS device configuration that persists across system reboots
only if you copy it explicitly to the startup configuration. The certificates, key pairs, and CRL associated with
a trust point are automatically persistent if you have already copied the trust point configuration in the startup
configuration. Conversely, if the trust point configuration is not copied to the startup configuration, the
certificates, key pairs, and CRL associated with it are not persistent since they require the corresponding trust
point configuration after a reboot. Always copy the running configuration to the startup configuration to ensure
that the configured certificates, key pairs, and CRLs are persistent. Also, save the running configuration after
deleting a certificate or key pair to ensure that the deletions permanent.

The certificates and CRL associated with a trust point automatically become persistent when imported (that
is, without explicitly copying to the startup configuration) if the specific trust point is already saved in startup
configuration.

We recommend that you create a password-protected backup of the identity certificates and save it to an
external server.
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\}

Note Copying the configuration to an external server does include the certificates and key pairs.

Related Topics
Exporting Identity Information in PKCS 12 Format, on page 177

Exporting Identity Information in PKCS 12 Format

You can export the identity certificate along with the RSA key pair and CA certificate (or the entire chain in
the case of a subordinate CA) of a trust point to a PKCS#12 file for backup purposes. You can import the
certificate and RSA key pair to recover from a system crash on your device or when you replace the supervisor
modules.

Note  You can use only the bootflash:filename format when specifying the export URL.

Before you begin
Authenticate the CA.

Install an identity certificate.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 crypto ca export name pkcsl2 Exports the identity certificate and associated
bootflash:filename password key pair and CA certificates for a trust point
Examole: CA. The password is alphanumeric, case
ple: sensitive, and has a maximum length of 128
switch(config) # crypto ca export admin-ca characters
pkcsl2 bootflash:adminid.pl2 nbv123 ’
Step 3 exit Exits configuration mode.

Example:

switch (config)# exit
switch#

Step 4 copy booflash:filename scheme://server/ [url | Copies the PKCS#12 format file to a remote

[1filename server.

Example: For the scheme argument, you can enter tftp:,
switch# copy bootflash:adminid.pl2 ftp:, scp:, or sftp:. The server argument is the
tftp:adminid.pl2 address or name of the remote server, and the
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Command or Action Purpose

url argument is the path to the source file on
the remote server.

The server, url, and filename arguments are
case sensitive.

Related Topics
Generating an RSA Key Pair, on page 169
Authenticating the CA, on page 171
Installing Identity Certificates, on page 175

Importing Identity Information in PKCS 12 Format

You can import the certificate and RSA key pair to recover from a system crash on your device or when you
replace the supervisor modules.

N

Note  You can use only the bootflash:filename format when specifying the import URL.

Before you begin

Ensure that the trust point is empty by checking that no RSA key pair is associated with it and no CA is
associated with the trust point using CA authentication.

Procedure
Command or Action Purpose
Step 1 copy scheme:// server/[url /]filename Copies the PKCS#12 format file from the
bootflash:filename remote server.
Example: For the scheme argument, you can enter tftp:,
switch# copy tftp:adminid.pl2 ftp:, scp:, or sftp:. The server argument is the
bootflash:adminid.pl2 address or name of the remote server, and the
url argument is the path to the source file on
the remote server.
The server, url, and filename arguments are
case sensitive.
Step 2 configureterminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 3 crypto ca import name pkscl2 Imports the identity certificate and associated
bootflash:filename key pair and CA certificates for trust point CA.
Example:
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Command or Action

Purpose

switch(config) # crypto ca import admin-ca
pkcsl2 bootflash:adminid.pl2 nbv123

Step 4

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 5

(Optional) show crypto ca certificates

Example:

switch# show crypto ca certificates

Displays the CA certificates.

Step 6

(Optional) copy running-config star tup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Configuring a CRL

You can manually configure CRLs that you have downloaded from the trust points. The Cisco NX-OS software
caches the CRLs in the device bootflash (cert-store). During the verification of a peer certificate, the Cisco
NX-OS software checks the CRL from the issuing CA only if you have downloaded the CRL to the device
and you have configured certificate revocation checking to use the CRL.

Before you begin

Ensure that you have enabled certificate revocation checking.

Procedure

Command or Action

Purpose

Step 1

copy scheme: [//server/[url /]]filename
bootflash:filename
Example:

switch# copy tftp:adminca.crl
bootflash:adminca.crl

Downloads the CRL from a remote server.

For the scheme argument, you can enter tftp:,
ftp:, scp:, or sftp:. The server argument is the
address or name of the remote server, and the
url argument is the path to the source file on
the remote server.

The server, url, and filename arguments are
case sensitive.

Step 2

configure terminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.
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Command or Action

Purpose

Step 3

crypto cacrl request name bootflash:filename

Example:

switch (config)# crypto ca crl request
admin-ca bootflash:adminca.crl

Configures or replaces the current CRL with
the one specified in the file.

Step 4

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 5

(Optional) show crypto ca crl name

Example:

switch# show crypto ca crl admin-ca

Displays the CA CRL information.

Step 6

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Deleting Certificates from the CA Configuration

You can delete the identity certificates and CA certificates that are configured in a trust point. You must first
delete the identity certificate, followed by the CA certificates. After deleting the identity certificate, you can
disassociate the RSA key pair from a trust point. You must delete certificates to remove expired or revoked

certificates, certificates that have compromised (or suspected to be compromised) key pairs, or CAs that are
no longer trusted.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

crypto catrustpoint name

Example:

switch (config)# crypto ca trustpoint
admin-ca

switch (config-trustpoint) #

Specifies a trust point CA and enters trust point
configuration mode.

Step 3

delete ca-certificate

Example:

switch (config-trustpoint)# delete
ca-certificate

Deletes the CA certificate or certificate chain.
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Command or Action

Purpose

Step 4

delete certificate [force]

Example:

switch (config-trustpoint) # delete
certificate

Deletes the identity certificate.

You must use the force option if the identity
certificate you want to delete is the last
certificate in a certificate chain or only identity
certificate in the device. This requirement
ensures that you do not mistakenly delete the
last certificate in a certificate chain or only the
identity certificate and leave the applications
(such as SSH) without a certificate to use.

Step 5

exit
Example:

switch (config-trustpoint) # exit
switch (config) #

Exits trust point configuration mode.

Step 6

(Optional) show crypto cacertificates [name]

Example:

switch (config)# show crypto ca
certificates admin-ca

Displays the CA certificate information.

Step 7

(Optional) copy running-config star tup-config

Example:

switch (config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Deleting RSA Key Pairs from a Cisco NX-0S Device

You can delete the RSA key pairs from a Cisco NX-OS device if you believe the RSA key pairs were
compromised in some way and should no longer be used.

N

Note

After you delete RSA key pairs from a device, ask the CA administrator to revoke your device’s certificates

at the CA. You must supply the challenge password that you created when you originally requested the

certificates.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.
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Command or Action

Purpose

Step 2

crypto key zeroizersa label

Example:

switch(config)# crypto key zeroize rsa
MyKey

Deletes the RSA key pair.

Step 3

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show crypto key mypubkey rsa

Example:
switch# show crypto key mypubkey rsa

Displays the RSA key pair configuration.

Step 5

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Generating Certificate Requests, on page 174

Verifying the PKI Configuration

To display PKI configuration information, perform one of the following tasks:

Command

Purpose

show crypto key mypubkey rsa

Displays information about the
RSA public keys generated on the
Cisco NX-OS device.

show crypto ca certificates

Displays information about CA and
identity certificates.

show crypto cacrl

Displays information about CA
CRLs.

show crypto catrustpoints

Displays information about CA
trust points.

Configuration Examples for PKI

This section shows examples of the tasks that you can use to configure certificates and CRLs on Cisco NX-OS
devices using a Microsoft Windows Certificate server.
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\}

Note You can use any type of certificate server to generate digital certificates. You are not limited to using the
Microsoft Windows Certificate server.

Configuring Certificates on a Cisco NX-0S Device

To configure certificates on a Cisco NX-OS device, follow these steps:

Procedure

Step 1 Configure the device FQDN.

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# hostname Device-1

Device-1(config) #

Step 2 Configure the DNS domain name for the device.

Device-1(config)# ip domain-name cisco.com

Step 3 Create a trust point.

Device-1(config) # crypto ca trustpoint myCA
Device-1 (config-trustpoint) # exit
Device-1(config)# show crypto ca trustpoints
trustpoint: myCA; key:

revokation methods: crl

Step 4 Create an RSA key pair for the device.

Device-1(config) # crypto key generate rsa label myKey exportable modulus 1024
Device-1 (config)# show crypto key mypubkey rsa

key label: myKey

key size: 1024

exportable: yes

Step 5 Associate the RSA key pair to the trust point.

Device-1(config)# crypto ca trustpoint myCA
Device-1(config-trustpoint)# rsakeypair myKey
Device-1 (config-trustpoint) # exit
Device-1(config)# show crypto ca trustpoints
trustpoint: myCA; key: myKey

revokation methods: crl
Step 6 Download the CA certificate from the Microsoft Certificate Service web interface.
Step 7 Authenticate the CA that you want to enroll to the trust point.

Device-1(config)# crypto ca authenticate myCA
input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT
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Step 8

MIIC4jCCAoygAwWIBAgIQBWDSiay0GZRPSRI1jK0ZejANBgkghkiGOwOBAQUFADCRE
kDEgMB4GCSqGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAJBgNVBAYTAk1O
MRIWEAYDVQQIEwlLYXJuYXRha2ExXEjAQBgNVBACTCUJhbmdhbG9yZTEOMAWGA1UE
ChMFQ21zY28xEzARBgNVBASTCm51dHNOb3JhZ2UXE jAQBgNVBAMTCUFwYXJuYSBD
QTAeFwOWNTA1MDMyMjQ2MzdaFwOwNzA1MDMyMjU1MTdaMIGOMSAWHGYJKoZIhveN
AQkBFhFhbWFuZGt1QGNpc2NvLmNvbTELMAkGA1UEBhMCSU4XEjAQBgNVBAgGTCUth
cm5hdGFrYTESMBAGA1UEBxXMJQmFuZ2Fsb3J1MQ4wDAYDVQQKEwWVDaXNjbzETMBEG
AlUECxXMKbmV0c3RvcmFnZTESMBAGA1UEAXMJQXBhcm5hIENBMFwwDQYJKoZIhveN
AQEBBQADSWAWSAJBAMW/ 7b3+DXJPANBs IHHz1uNccNM8 7ypy zwuoSNZXOMpeRXX I
OzyBAgiXT2ASFuUOwQ1iDM8r0O/417j£8RxvYKvysCAWEAAaOBvzCBvDALBgNVHQSE
BAMCACYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUJyj yRoMbrCNMRU20yRhQ
GgsWbHEwawYDVRO£BGQwY jAuoCygKoYoaHROcDovL3NzZS0wOCI9DZXJORWSyb2xs
LOFwYXJuYSUyMENBLMNybDAwoC6gLIYgZmlsZTovL1xcc3N1LTA4XENlcnRFbnJv
bGxcQXBhcm5hITIWQOEuUY3JsMBAGCSsGAQQOBgj cVAQQDAGEAMAOGCSGGSIb3DQER
BQUAAOEAHV6UQ+8nE399Tww+KaGrO0gONIJagNgLhOAFcTOrEyuyt/WYGPzksF9Ea
NBG7E0ON66zex0EOE£G1Vs6mXpl/ /w==

END OF INPUT

Configuring PKI |

Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

Do you accept this certificate? [yes/no]:y

Device-1(config)# show crypto ca certificates

Trustpoint: myCA

CA certificate O0:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA
serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
purposes: sslserver sslclient ike

Generate a request certificate to use to enroll with a trust point.

Device-1(config)# crypto ca enroll myCA
Create the certificate request

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Please make a note of it.
Password: nbv123

The subject name in the certificate will be: Device-l.cisco.com
Include the switch serial number in the subject name? [yes/no]:
Include an IP address in the subject name [yes/no]: yes

ip address: 10.10.1.1

The certificate request will be displayed...

MIIBgzCCARQCAQAWHDEaMBgGAlUEAXMRVMVNYXMtMS5jaXNjby55b20wgz8wDQYJ
KoZIhvcNAQEBBQADgYOAMIGJAOGBALB8Y1UAJ2NC7jUJ1DVasSMgNIgJ2kt8rl141KY
0JC6ManNy4qxk8VeMXzZSiLJ4JgTzKWdxbLDkTTysnjuCXGvib+wjOhEhv/y51T9y
P2NJJ8orngShrvFZgC7ysN/PyMwKcgzhbVpj+rargZvHtGJI91XTgdWoVkSCzXv8S
VqyHOVEVAGMBAAGGTzAVBgkghkiGIw0BCQcxCBMGbmJI2MT I ZMDYGCSQGS Ib3DOET
DjEpMCcwJQYDVRORAQH/BBswGY IRVMVNYXMtMS5§axXNjby5ib2 2 HBKWWH 6 IwDQY J
KoZIhvcNAQEEBQADgYEAKT60KER6Q08nj0sDXZVHSEfJIZh6K6JtDz3Gkd99G1lFWgt
PftrNcWUE/pw6HayfQl2T3ecgNwel2d15133YBF2bktExiI6U188nTOjglXMjjas8
8a23bNDpNsM8rklwA6hWkrVLENUZEFIxgbjfngPNTZacJCUS6ZgKCMetbKytUx0=
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Step 9
Step 10

Step 11
Step 12

Downloading a CA Certificate .

Request an identity certificate from the Microsoft Certificate Service web interface.

Import the identity certificate.

Device-1(config) # crypto ca import myCA certificate
input (cut & paste) certificate in PEM format:

MIIEADCCA6QgAwWIBAGIKCjO00QAAAAAAdDANBgkghkiGIwOBAQUFADCBkDEgMBAG
CSqGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAJBgNVBAYTAk1OMRIWEAYD
VQQOIEw1lLYXJuYXRha2EXEjAQBgNVBACTCUJhbmdhbG9yZTEOMAWGA1UEChMFQ21z
Y28xEzARBgNVBASTCm51dHNOb3JhZ2UxEjAQBgNVBAMTCUFwYXJuYSBDQTAeFwOw
NTExMTIwMzAyNDBaFwOwNjExXMTIwMzEyNDBaMBwxGjAYBgNVBAMTEVZ1Z2FzLTEu
Y21zY28uY29tMIGEMAOGCSQGSIb3DQEBAQUAA4GNADCBiQKBgQC/GNVACdjQu4dlC
dQ1WkjKjSICApLEfK5eIJSmMNCQujGpzcuKsZPFXjF2UoiyeCYE8ylncWyw5E08xrJ47
glxr42/sI9IRIb/8udU/cj9jSSEKK56koa7xWYAu8rDfz8 jMCnIMAWlaY/q2q4Gb
xTRifdVO6uFqFZEgsl7/Elash9LxLwIDAQABo4ICEzCCAg8wIQYDVRORAQH/BBsw
GYIRVMVNnYXMtMS53jaXNiby5jb22HBKwWH6 IWHQYDVROOBBYEFKCLi+2sSpWE£grR
bhWmlVyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6wjTEVNjskYUBoLFmxxoYGW
PIGTMIGQMSAWHgYJKoZIhvcNAQkBFhFhbWFuZGt1QGNpc2NvLMNVvbTELMAKGA1UE
BhMCSU4xEjAQBgNVBAgGTCUthcm5hdGFrYTESMBAGA1UEBXMJIQOmMFuZ2Fsb3J1MQ4w
DAYDVQQKEwVDaXNjbzETMBEGA1UECxXMKbmV0c3RvemFnZTESMBAGA1UEAXMJQXBh
cm5hIENBghAFYNKJrLQZ1E9JEiWMrR1 6MGsGA1UdHWRkMGIWLgAsoCqGKGhOdHA6
Ly9zc2UtMDgvQ2VydEVucm9sbCIBcGFybmE1MjBDQS5 jcmwwMKAuoCyGKmZpbGU6
Ly9cXHNzZSOwWOFXDZXJORW5yb2xsXEFwYXJuYSUyMENBLmNybDCBigYIKwYBBQUH
AQEEfjB8MDsGCCsGAQUFBzAChi90dHRwOi8vc3N1LTA4LONlcnRFbnJIvbGwvc3N1
LTA4X0FwYXJuYSUyMENBLmNydDA9BggrBgEFBQcwAOYxZmlsZTovLlxcc3N1LTA4
XEN1lcnRFbnJvbGxcc3N1LTA4X0FwYXJuY SUyMENBLMNydDANBgkghkiGOwOBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSuDDcOcUZUUTgrpnTqVpPyejtsyflw
E36cIZudWsEXREqxbTk8ycx7V50=

Device-1 (config) # exit
Device-1#

Verify the certificate configuration.

Save the certificate configuration to the startup configuration.

Related Topics
Downloading a CA Certificate, on page 185
Requesting an Identity Certificate, on page 189

Downloading a CA Certificate

To download a CA certificate from the Microsoft Certificate Services web interface, follow these steps:
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. Downloading a CA Certificate

Procedure

Step 1 From the Microsoft Certificate Services web interface, click Retrieve the CA certificate or certificate
revocation task and click Next.

Microsoft Ceri

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select atask:
@ Retrieve the CA certificate or certificate revocation list
© Request a certificate
© Check on a pending certificate

Mext >

4757

=

Step 2 From the display list, choose the CA certificate file to download from the displayed list. Then click Base 64
encoded and click Download CA certificate.

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this cerfification authority

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

Choose file to download:
CA Certificate: [oiianaiee

© DER encoded or & Base 64 encoded

Download CA certificate

Download CA cerification path
Download latest certificate revocation list

144758
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Step 3 Click Open in the File Download dialog box.

Microsoft

Retrieve The CA Certificate Or Certificate Revocation List

Install this €A certification path to allow your computer to trust certificates issued from this certification authority.

[tis not necessary to manually install the CA [File Download x{fi this certification authority, because the
CA certification path will be installed for you

Some files car harm your computer If he il infomation below
Choose file to download: \Sc;:vk;lﬁilssﬂgluus, ar pou do not full trust the source, da not open ar

CA Certificate; [eiiemutr

File name: certnew.cer
File lpe:  Secuily Cenficate
From:  10.76.45.108
' DER encoded or @ Bas
Dovnload CA certificate

Download CA certification “would you like to open the fils or save i to your computsr?
Dovnload latest cerfificate re

/™ This type of file could ham your computer if i cantains
malicious code.

Open | save Cancel More Info

I ey e befre apening tHs pe of e

Step 4 In the Certificate dialog box, click Copy to File and click OK.

Microsoft

Retrieve The CA Certificate Or Certificate Revocation List
Ct

1 20
Install this CA certification path to allow  cenersl Detas |(gmﬁcatmn peth | ion autharity.
It is not necessary to manually install th show: [<al> - from this certification authority, because the
CA certification path will be installed fc
Field | value -
Choosse file to download: [Elversion v
CA Certificate = serial number 0560 D28 ACE+ 1994 4F43 1.,
P signature algarithm shalRsA
[ 1ssuer Aparna CA, netstorage, Cisco..,
Evahd from 04 Mei 2005 4: 16:37
Evahd to 04 Mei 2007 4:25:17
CDER encoded or ¢ subject Aparna CA, netstorage, Cisco...
Download CA certifica |Elrusic key RSA (512 Bits) |
Download CA certifica
Download latest cerfific
Edit Properties.., | Copy ko File... |
[

144760
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. Downloading a CA Certificate

Step 5

Step 6

Step 7
Step 8

From the Certificate Export Wizard dialog box, choose the Base-64 encoded X.509 (CER) and click Next.

Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List ‘

c 2|
Install this CA certification path to allov =, .a  Detals | crtcation path | ion authority
Itis not necessary to manually install th show: [« - from this certification authority, because the
CA certification path will be installed fc
Fieid x|
Choose file to ownloa g\fer.sl‘on . Evport e Format
CA Certificate: St ;:!z_e”a A Certificaties can be exported in a variety of fil farmats.
=] Signature alg
Frssuer
=] valid From iy
Evaiid to Select the Format you wank to use:
(8] L x
DER encoded or (Sl subject " DER encoded binary X.509 (.CER)

Download CA certificar | Elruiickey
Dovnload CA certifica
Dowinload latest certific

(% Bage-64 encoded ¥.509 (,CER)

" Cryptographic Message Synkax Standard - PKCS #7 Certificates {.P78)

< Back Bext > Cancel

144761
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In the File name: text box on the Certificate Export Wizard dialog box, enter the destination file name and
click Next.

In the Certificate Export Wizard dialog box, click Finish.

Enter the Microsoft Windows type command to display the CA certificate stored in Base-64 (PEM) format.

WINNT' system32' cmd.exe =3l
-
) i
n " ?
Ho A BA QBUD b RPS R L ANB TwHABAQ ADCE
[} B J1F, ARYH R B H AJB BA H 0
7 nY DUQG : AQE Bi g OMAWGHA
q ! ARE BA A AQE i BD
QTN 5 A1MD ¥ 5 A1MD GMSA :
Y OLE ¥ akico 3 NP B
BACH B 3 0 DAY DUGQKE I B
. & R Bi f OXE NEBM i) 0
1 () oA ) A JEBEN = JP B 2 y 0 D R
0 A Oyl M8 4R A AN ld BuDALB QB
B f TR DURATAG B0 f B AdB Q 0 FI, R OyRhQ
DURAE BGQ Auo o' o RAc Do Au0CeD MR
AF : DAvo Co 0 14 :
Q%R 0@ B AQQE NQQDAgEAMABG DQER
BQUAABER LUG+8 79 Ay AR H P ;.
H HoMNG 6 HEQ G
¥ = "
[}
b
-||=
o«
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Requesting an Identity Certificate

To request an identify certificate from a Microsoft Certificate server using a PKCS#12 certificate signing
request (CRS), follow these steps:

Procedure

Step 1 From the Microsoft Certificate Services web interface, click Request a certificate and click Next.

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificats, you
will be able to securely identify yourself to ather people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
© Retrieve the CA certificate or certificate revocation list
& Request a certificate
© Check on a pending certificate

Mext >

Step 2 Click Advanced request and click Next.

Microsoft Cerific

Choose Request Type

Please select the type of request you would like to make:

© User certificate request

E-Mail Protection Certificate

@ Widvanced request

144766

KT
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. Requesting an Identity Certificate

Step 3 Click Submit a certificate request using a base64 encoded PK CS#10 file or arenewal request using a
base64 encoded PK CS#7 file and click Next.

Microsoft C

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. MNote that the policy of the
certification authority {CA) will determine the certificates that you can obtain.

© Submit a certificate request to this CA using a form
& Submit a certificate request using a basefd encoded PRCS #10 file or a renewal request using a basetd encoded PKCS #7 file.

 Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station
You must have an emoliment agent cedfficate to submit a request for ancther user.

144767

=
Step 4 In the Saved Request text box, paste the base64 PKCS#10 certificate request and click Next. The certificate
request is copied from the Cisco NX-OS device console.

Submit A Saved Request

Paste a basefd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application {such as a web
senver) into the request field to submit the request to the certification authority (CA).

Saved Request:

VoY EOVEY AgNBAAGYTZ AVEgkghk1GIwDECQexCENG |
D3EpMCewIOYDVRORACH/ BESWGYIRVHVNTENC HSS 3

Basebd Encoded |KoZIhveNAQEEEQADGYEAKTE0KEREQ0EN0SDEZIVE
Certificate Request |PEerNeWUE/ pusHay£Ql2 T3ecgNre 12415133 YBF2
(PKCS #10 or #): |8a2 3hNDpNstSrklvAshWkr VLENUZEF Jxob ) £ngPN
————— END CERTIFICATE REQUEST--—-— -
4 »

Browse for a file to insert

Additional Attributes:

Altributes

144768
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Requesting an Identity Certificate .

Step 5 Wait one or two days until the certificate is issued by the CA administrator.

Microsoft

Certificate Pending

Your certificate request has been received. However, you must wait for an administrator to issue the certificate you requested
Please return to this web site in a day or two to retrieve your certificate

Note: Vou must return with this web browser within 10 days to retrieve your certificate

144769

Step 6 Note that the CA administrator approves the certificate request.
~=13lx|

Action Wiew “ e = | ‘ . ||§

Tree I

Request Disposition Message Request Submission Date Requester Mame

@ Certification Authority (Local) -----EEGIM NE.,,  Taken Linder Subm

E\@ Aparna Ch

+-[] Revoked Certificates
(231 Issued Certificates

-3 Panding Requests

“..[ ] Failed Requests

Refresh

Help

4| | i

Contains operations that can be performed on the object,

144770
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Step 7 From the Microsoft Certificate Services web interface, click Check on a pending certificate and click Next.

Microsoft

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
© Retrieve the CA certificate or certificate revocation list
© Request a certificate
& Check on a pending certificate

Mext >

Step 8 Choose the certificate request that you want to check and click Next.

Check On A Pending Certificate Request

Please select the certificate request you want to check

-HegL ificate (12 Nopember 2005 2]

Mext =

144772

KT
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Requesting an Identity Certificate .

Step 9 Click Base 64 encoded and click Download CA certificate.

Certificate Issued

The certificate you requested was issued to you

© DER encoded or @ Base 64 encoded

Download CA certificate
= Download CA certification path

Step 10 In the File Download dialog box, click Open.

Certificate Issued

The certificate you requested was issusd to you

€ DER encoded or & Base 6 M |
Download CA certificate ) Some filss can haim your computsr. |F e fils information below
=1 Download CA certification path ¢’ looks suspicious, or you da not fully trust the source, do not open or
save this file.

File name: cartnew cer
File type:  Securiy Certificats
Fom 107645108

/3 This type of fils could harm your computer if it contains
malicious code.

wéouid you lice to open the i or save it ta your computer?

Open | zawe Cancel More Info

I &lways aslbefore operng this tine of file

144774

=
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. Requesting an Identity Certificate

Step 11

Step 12

In the Certificate box, click Details tab and click Copy to File...
Base-64 encoded X.509 (.CER), and click Next.

Genersl Detals | Certication path |

¢
A show [al- -

Feld [ value |~
version v

=] 5eial rumber 0433 BEA1 0000 0000 0074

= signature algarithm shalR5A

E1ssuer Aparna CA, netstorage, Cisca,.,

= valid from 12 Mopember 2005 832140

= valid to 12 Mopember 2005 842140

= subgect Vegas-1.cisco.com

[Erublic key RS (1024 Bits) =l

Edit

Cisco Systems, Inc.

=181

|

=] oo | unks >>|
E

B

b-ra@-3

Certificate Export Wizard x|

Ewport File Format
Certificates can be exported in a variety of file formats.

Properties. Copy toFile...

oK

Select the Format you want to use:

" DER encoded binary %509 (.CER)

1% Bage-64 encoded %509 (.CER)

© Cryptographic Message Syntax Standard - PKCS #7 Certificates {.P7E)
I incllde Al ceriificatis i e certificatiog path i possibl

£ Personl Information Exchans - PRES #1210 P
I Inicllide &l certificates i the certification path if possibls:
I Eniable stront pratection (requives T6.6,0, T 4,0 5R4 or sbove)

I Delete the private key i the export isisuccesshul

< Back Hext > Cancel
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. In the Certificate Export Dialog box, click

In the File name: text box on the Certificate Export Wizard dialog box, enter the destination file name and

General Detsls | certfication Path |

sco System

=10/

] E
= »
A | shows [<ar> - =] P tnis >
Field [ value [=
[Elversion va
[ serial rumber 0A33 SEA1 0000 0000 0074
= sigriature: algarithm shalRsA
Issuer Aparna CA, netstorage, Cisco,..
= vald from 12 Nopember 2005 8:32:40
[Evalid to 12 Nopember 2006 8:42:40
[ subgect ‘egas-1.tisco,com
Elrubiic key RSA (1024 Bits) |
Certificate Export Wizard |
File to Expart
specify the name of the file you want to export
e nane:
B CopytoF DiesteertsimyID, cer Browse...
< Back Hext Cancel
[}
=
3
click Next. - =2
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_(ol x|
| Genersl Detais WCemﬁ:atmn path | |
LA shows [<ai> - =] @ ks 2
=
[Fversion '
HSEI’ial number 0A33 BEA1 0000 000D 0074
S signature algorithm shalR5A
Fl1ssuer Aparna CA, netstorage, Cisco, .,
=]walid from 12 Mopember 2005 8:32:40
=]valid to 12 Mopember 2006 5:42:40
S subect Vegas-1,cisco.com
[Frubiic key RS (1024 Bits) =l
x|
Completing the Certificate Export
Wizard
ou have successfully completed the Certiicate Export
wizard,
Edt Properte Copy to F You have specified the follawing settings:
File: Mame Di'test
Export Keys Ho
L Include all certificates in the certification path Mo
File Format Basetd
I — =]
<gack | Fmsh | Caned | i
=
3
. o <
Step 13 Click Finish. LR
Step 14 Enter the Microsoft Windows type command to display the identity certificate in base64-encoded format.
f : =10 x|

D:~testcerts>type mylD.cer

MIIEADCCAGggAwI BAgI KCj000QAAAAAAdDANBykghkiG?wBBAQUFADCBKDEgMB4G
C8qgGS I h3DQEJARYRY U hbmRrZUBjakNjhySs jh28xCzAJBgNUBAY TAK10MRIwEAYD
U301 EwlLY ¥ Ju¥Y¥Rha2 ExE jAQBgNUBAcT CUJhbndhhG? yZT EOMAWwGA1UEChHMFQ2 1=
Y28xE=ARBgNUBAsTCmS 1dHNAL3JhZ2UxE jAGBgNUBAMT CUFwY X Ju¥ SEDQT Ae Fubu
MNTExMT I wM=AyNDBaFuBuN jExMT I wMzEyNDBaMBuxGjAY BgHUBAMT EVZ1Z2F=LT Eu
¥21=z¥28u¥22tMIGFHABGCEgGS T h3DQEBAQUAA4GNADCBiQKBgQC  GNUACA jOu41C
dQ1UWkjEKjS I CdpLf Ko e JSmNCQu jGpeculs ZPFR jF2Uoive CYEByIncHywh EBB»J 47
g lxrd42 /s I9IRIh Budl c j? JSEf KKS6koa?xWYAuBrDE=8 jHCn IM4W1 aY /q2q4Gh
x7Rif dUB6uFgFZEg=17-Elash?LyxLuwl DAGABo4] CEz CCAgB8w QY DURBRAQH BBz w
GYIRUmUnY¥MtME5 ja¥Njbys jh22HBKwHHG [ wHQY DURBOBBY EFKCLi +2 s s pUEFf grR
bhhim1Uyo? jngMIHMEgNUHSMEgc Qugc GAFCco8kaDGowjTEUN js kY UBoLFmxxo ¥ GY
pIGTHIGQMEAWHgY JKo Z1 hucNAQKBFhFhhWFuZGt 1QGNpc 2MuLmNubhT ELMAKGALUE
BhMCSU4xEjAQBgNUVBAgT CUthemShdGFrYTESMBAGA1UEBxMJQnFuZ2Fsh3J1MQ4u
DAY DUQQKEWUDaRN jhz ETMBEGALUECxMKbmUBc 3RvcmFnZT ESMBAGA1UEAXMJQR Bh
cmShl ENBghAFYNKJrLOQZ1E? JEiWMrR16MGs GALUAHwRKHGI wLgfs o CgGKGhBAHAG
Ly?zc2UtHDguQ2Uyd Elucm?shC?Bc GFybmnE1MjBDGSS jemuuwHKAuo CyGEmZphGU6
Ly?cBHNzZ8 Bu0FxDZE JARWS yh2 xs R EFwY R JuY SUyMENBLnNybhDCBig¥ I KuYBBQUH
AGEEF jBBMDsGCCsGAQUFBzAChi?odHRw0i8uc3NILT A4LBN1cnRFbn JubGuuc3N1
LTA45AFuY X Ju¥SUyMENELmMydDA? Bygr BgEFBQc wAo ¥ xZmlsZToullxcc3N1LTA4
HENlcnRFbnduhGxcc3INILTA4EAFwY ¥ Ju¥SUyMENBLmN ydDANBgkghk iG?wBBAQUF
AANBADhGEGs he ?7GHNLh? xe OTWBNbm2 4062 Z5uDDe OcUZUUT grpnTgUpPye jtasuf 1u
E36c]Zudls ExXREgqxhI k8 ycx?USo=

————— END CERTIFICATE-———

D:“testcerts>
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Related Topics
Generating Certificate Requests, on page 174
Configuring Certificates on a Cisco NX-OS Device, on page 183

Revoking a Certificate

To revoke a certificate using the Microsoft CA administrator program, follow these steps:
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. Revoking a Certificate

Step 1

Step 2

Step 3

Procedure

Configuring PKI |

From the Certification Authority tree, click | ssued Certificates folder. From the list, right-click the certificate

that you want to revoke.

Choose All Tasks > Revoke Certificate.

|J Action  View “ o -y

i [=fed]

Requester Mame
S9E-081IUSR_55...
SSE-0BYIUSR_S5...
SSE-0BYIUSR_5. ..
SSE-OBVILUSR_55. ..
S5E-081IUSR _55...
SSE-0BYIUSR_S5...
SS9E-081IUSR_55...
SSE-0BYIUSR_S5. ..
SSE-0BVIUSR_S5...
SSE-OBYILSR_S5S. ..
S5E-0B1IUSR 55
SSE-081IUSR_S5...
SSE-081IUSR_55...
SSE-0BYIUSR_S5. ..
SSE-0BVILSR_55. ..
SSE-OBYILSR_SS. ..
SSE-0B1IUSR_S5...
S9E-081IUSR_55...
SSE-0BYIUSR_S5...
SSE-0B\IUSR_S5...
SSE-0BVILUSR_55. ..
S5E-081IUSR _55...
SSE-081IUSR_S5...
SS9E-081IUSR_55...
SSE-081IUSR_S55...

Tree I

@ Certification Authority (Laocal)
E i Aparna C4

[0 Revoked Certificates
423 Issued Certificates
-] Pending Requests
(17 Failed Requests

Binary Certificate

| Serial Mumber

| Certificate Effective Da |

-—---BEGIM CERTL..,
-BEGIM CERTL...
-BEGIM CERTL...
-—---BEGIM CERTL...

786263d0000000000059
TH62643d00000000005a
TH6264d300000000005h
7C32731800000000005C
7C32782700000000005d
Fc32783700000000005:
7C32784700000000005F
7Ca4Ec22000000000062
021a9d15000000000063
1101 3cf000000000064

1c10d191000000000065
2b4eb367000000000066
458b6b43000000000067
4ebSb327000000000065
4fA0054 1000000000063
4fdf95A400000000006a

SF328c06000000000060
5F413d2000000000006¢
17bz2des00000000006d
17b306 7600000000006
11ea380600000000006F
170beadbi00000000070
4aafff2e000000000071

FBcceetc000000000072
78e3416100000000007:

9/20/2005 4:27 AM
9{20/2005 4:27 AM
920/2005 4:27 AM
920/2005 10:14 PM
9/20/2005 10:14 PM
9{20/2005 10:14 PM
9/20/2005 10:14 PM
9(212005 12118 AM
9222005 1:45 AM
9272005 2:44 AW
9272005 2145 AM
9{30/2005 1:46 AM
10/5/2005 4:03 AM
1062005 10:46 PM
1072005 1:52 &AM
10)7(2005 4:11 AW
10f10/2005 3:49 &M
10/10/2005 3:52 &M
101872005 12:20 AM
10/18/2005 12:21 AM
10f19/2005 11:58 PM
10/20/2005 11:53 PM
103172005 12:32 AM
11/8/2005 11:26 PM
11482005 11
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—ojx|

| acton wew || & =

Tree l Requester Name

Binary Certificate

| Serial Humber

| Certificate Effective Daﬂ

[E3 Certification Acthority (Local == SSE-0B\IUSR_S5... ---—BEGIN CERTL.. 786263d0000000000059 8/20/2005 4:27 AM
=B fiparna CA [E= ] SSE-08|IUSR_SS.... BEGIN CERTL.. 7862643d00000000005a aJ20fI005 4:27 AM
{17 Revaked Certificates [E= 3 S5E-08|ILSR_55... BEGIN CERTL.. 786264d90000000000Sh 5/20{2005 4:27 &M
3] Issued Certificates oz S5E-08\IUSR_S5... --—BEGIN CERTL.. 7c32751800000000005C 9f20/2005 10:14 PM
{21 Pending Requests [E= ] S5E-08\IUSR_S5... BEGIN CERTL... 7c32752700000000005d 9f20/2005 10:14 PM
(L1 Failed Requests [E= ) S5E-08\IUSR_S5... BEGIM CERTL... 7Fc32783700000000005e 9f20/2005 10:14 PM
Elos S5E-08\IUSR_S5... --—BEGIN CERTL... 7c32754700000000005F 9f20/2005 10:14 PM
[E= ] ST Sotetmannn0062 9f21/2005 12:15 AM
[E= 0T ﬂi’ 0000065 Qf22{2005 1:45 &M
Eion Are you sure you want to revoke the selected certificate(s)? 000054 8YZ7[2005 Z:44 AM
[E= T 00000655 Qf27/2005 2:45 &M
=10z “Y'ou may specify a reazon for this revocation 0000066 5/30/2005 1:46 &M
103 Hihiarhade 0000067 10/5/2005 4:03 &M
=104 Unspecified LI 0000065 10/6/2005 10:46 PM
=105 0000065 10/7/2005 1:52 AM
106 Yo Mo I 000062 10/7/2005 4:11 &M
=107 0000060 10/10/2005 3:49 &M
Elioa T 000006« 10/10/2005 3:52 &M
109 S5E-08\IUSR_S5... ---—BEGIN CERTL.. 17b22def00000000006d 10/18/2005 12:20 AM
=110 S5E-08\IUSR_S5... BEGIN CERTL... 17b3067600000000006e 10182005 12:21 AM
=111 S5E-08\IUSR_S5... BEGIN CERTL... 11ea380600000000006F 10/19/2005 11:58 PM
11z S5E-08\IUSR_S5... --—BEGIN CERTL.. 170beadb000000000070 10/20/2005 11:53 PM
=113 S5E-08\IUSR_S5... BEGIN CERTL...  4aafffZe000000000071 10/31/2005 12:32 AM
=114 S5E-08\IUSR_S5... BEGIM CERTIL... 78ccfefc000000000072 11/8/2005 11:26 PM
=115 SSE-08\IUSR_S5... --—BEGIN CERTL.. 75e34161000000000073 11/8/2005 11:51 PM
=liis SSE-08\IUSR_S5... --—BEGIN CERTL.. 0a338eal000000000074 11/12]2005 8:32 &M
| | 3
. |
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Step 4 Click the Revoked Certificates folder to list and verify the certificate revocation.
=10l x|
|! Action  View “ o o= ‘ ||§ ‘
Tree I Requester Name Binary Certificate | Serial Mumber | Certificate Effactive Date |
JE3 Certificztion Autharity (Local) SSE-DRIUSR_SS.,, - BEGIN CERTIL... 5daeS3cd00000000000F 6/30/2005 3:27 AM
[=! @ Aparna CA SSE-O08\IUSR_S: EGIM CERTI.. Sdbl14043000000000010 Bf30/2005 3:30 AM
=1 e SSE-0B\IUSR_S: £GIN CERTL,.. Sezd7clb00000000001L /302005 5:46 AM
i G Issued Certificates SSE-08\USR_S5... EGIM CERTI... 16db4fgf000000000012 TIGI2005 3:21 AM
Pending Requests SSE-084IUSR_S5... EGIMN CERTI... 261c3924000000000013 71142005 5:00 AM
Failed Requests SSE-084IUSR_55... EGIM CERTI..  262b5202000000000014 714/2005 5:16 AM
SSE-08IUSR_55... EGIM CERTI..  2634c7f2000000000015 TI14)2005 5:27 AM
SSE-O08\IUSR_S: EGIM CERTI.. 2635b000000000000016 T114)2005 5:28 AM
SSE-08\IUSR_55... EGIN CERTL... 26435040000000000017 Ti14)2005 5:48 AM
SSE-0E\IUSR_55... 2az76357000000000018 71142005 11:51 PM
SSE-084IUSR_S5... 3fE6cbf 7000000000019 71192005 3:29 AM
SSE-08MIUSR_S5... £e4bSFSFI0000000001a TIZ812005 3:58 AM
SSE-O08\IUSR_S: 725b52d8000000000010 TI28/2005 10:54 PM
SSE-0E\IUSR_55... 735a887500000000001c TI29)2005 3133 AM
SSE-08\USR_55... 148511c700000000001d 8f3/2005 11:30 PM
SSE-08\IUSR_S55... 14a7170100000000001e 8f4/2005 12:07 AM
SSE-081IUSR_55... BEGIN CERTIL..  14fc45bS00000000001F BI4/2005 1:40 AM
SSE-O3\IUSR_S: EGIM CERTI..  486ceB0b000000000020 8117)2005 3:58 AM
SSE-08\IUSR_S: EGIN CERTL... 4cata3aalooo0oo0nozl 8/17)2005 11:37 PM
SSE-0E\IUSR _S: EGIM CERTI..  1a3S5c&e00000000002f 2(1/2005 11:36 PM
SSE-08\USR_SS... EGIM CERTI... 3f0845dd00000000003fF 9092005 1:11 AM
SSE-084IUSR_S5... EGIN CERTI..  3f619b7e000000000042 92005 2:48 AM
SSE-08IUSR_55... EiGI CERTI,,  6313c463000000000052 9162005 1:09 AM
SSE-08IUSR_55.., EGIN CERTL.. 7c3861e3000000000060 9f20/2005 10:20 PM
SSE-0E\IUSR_S: EGIN CERTL... 7c6ee3S1000000000061 Qf20/2005 11:20 PM
SSE-0E\IUSR_S5... -] BEGIM CERTI... 0a3352al000000000074 11/12{2005 §:32 &M b=
-
| | o
| 3
=

Generating and Publishing the CRL

To generate and publish the CRL using the Microsoft CA administrator program, follow these steps:
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. Generating and Publishing the CRL

Step 1

Step 2

Procedure

From the Certification Authority screen, choose Action > All Tasks > Publish.

=0l
| E |
RS Request I | Requester Mame Binary Certificate | Serial Number | Certificate Effective Date AJ
B Refresh W GRis SSE-08YIUSR_S5.., - BEGIN CERTI... SdaeS3cd00000000000F 6/30/2005 3:27 AM
[ Export Lisk... e SSE-0BYIUSR S5, -BEGIN CERTI... S5dbl14043000000000010 6/30/2005 3:30 AM
) 617 SSE-081IUSR_55.. -BEGIN CERTL.. Se2d7c1b000000000011 6/30/2005 5:46 AM
e ficates B SSE-OBIIUSR_55... ----BEGINCERTL.. 1edb4faf000000000012 715/2005 3:21 A
Help uests Gl SSE-08IIUSR_55.. -BEGIN CERTL.., 261c3924000000000013 7/14)2005 5:00 AM
T FATET REqUests G0 SSE-O8YIUSR_S5,., - BEGIN CERTI... 262b5202000000000014 7/14)2005 5:16 AM
5l SSE-081IUSR_55.. -BEGIN CERTI.. 2634c7F2000000000015 7/14)2005 5:27 AM
G2 SSE-08YIUSR_55.. -BEGIN CERTI... 2635b000000000000016 7/14)2005 5:28 AM
F5c ] SSE-08YIUSR_55.. -BEGIN CERTL.. 26485040000000000017 7/14)2005 5:48 AM
G4 SSE-08YIUSR_55.. -BEGIN CERTL.. 2a276357000000000018 7/14/2005 11:51 PM
Gl s SSE-081IUSR_55.. -BEGIN CERTI.. 3f36cbf7000000000019 71192005 3:29 AM
Ggds SSE-08YIUSR_55.. -BEGIN CERTL.. 6e4bSFSFO0000000001 7/28/2005 3:58 AM
Gelzr SSE-08IIUSR_55.. -BEGIN CERTI.. 725b89d8000000000010 7/28/2005 10:54 PM
k] SSE-08YIUSR_55.. -BEGIN CERTL.,  #35a887500000000001c 7/2912005 3:33 AM
Gl SSE-081IUSR_55.. -BEGIN CERTL.. 148511c700000000001d 8/3/2005 11:30 PM
Gzl SSE-08YIUSR_55.. -BEGIN CERTL.. 14a7170100000000001e 8/4/2005 12:07 AM
Gt SSE-08YIUSR_55.. -BEGIN CERTL.. 14fc450500000000001F 8/4/2005 1:40 &M
F5ckx SSE-08YIUSR_55.. -BEGIN CERTL.. 486ce80b000000000020 8/17/2005 3:58 AM
k] SSE-081IUSR_55.. -BEGIN CERTL..  4ca4a3aa000000000021 8/17/2005 11:37 PM
Ggl4r SSE-08YIUSR_55.. -BEGIN CERTI... 1a555c8e00000000002F 9/1/2005 11:36 PM
Glea SSE-08IIUSR_55.. -BEGIN CERTL.. 3f0845dd00000000003F 9/9/2005 1:11 &M
Gl os SSE-08YIUSR_55.. -BEGIN CERTL.. 3f619b7e000000000042 /92005 2:48 AM
Gelae SSE-081IUSR_55.. -BEGIN CERTL., 6313c463000000000052 9/16/2005 1:09 AM
Gzl ae SSE-08YIUSR_55.. -BEGIN CERTL., ?c3861e3000000000060 9/20/2005 10:20 PM
ckrd SSE-08YIUSR_S5.., - BEGIN CERTL.. 7Fc6es351000000000061 9/20/2005 11:20 PM
Giie SSE-0EYIUSR_S5,., - BEGIN CERTL.. 0a330eal000000000074 11/12/2005 §:32 AM =
K I i
ICDnta\ns operations that can be performed on the object. = | |
In the Certificate Revocation List dialog box, click Yes to publish the latest CRL.
=0l
|I Action  Wiew H 2] -bl ‘@ |
Tres I Reguester Mame Einary Certificate | Serial Number | Certificate Effective Date AJ
[ Certification Authority (Local) s SSE-0B\IUSR_SS.. - BEGIN CERTL.. 5dae53cd00000000000F 6/30{2005 3:27 AM
E‘.@ Aparna Ca G SSE-O3IUSR_55.. -BEGIN CERTI... S5dbl14043000000000010 6/30/2005 3130 AM
-3 Revoked Certificates G517 SSE-OIUSR_55.. -BEGIN CERTI.. Se2d7c1b000000000011 6/30/2005 5146 AM
(20 Tssued Certificates B SSE-OBVUSR_S5.. -BEGIN CERTL.. 16db4f3f000000000012 7082005 3:21 &M
(2 Pending Requests B0 SSE-08IIUSR_5S.. -BEGIN CERTL.., 261c3924000000000013 7/14)2005 5:00 AM
“.[[7] Failed Requests k] SSE-OBYIUSR_S5.., - BEGIN CERTI... 262bS5202000000000014 7/14)2005 5:16 AM
okl SSE-OIUSR_5S.. -BEGIN CERTI.. 2634c7F2000000000015 7/14)2005 S:27 AM
ekl SSE-OIIUSR_5S.. -BEGIN CERTI... 2635b000000000000016 7/14)2005 5:28 AM
23 SSE-O8YIUSR_S5.., - BEGIN CERTL.. 26485040000000000017 7/14)2005 5:48 AM
: %] 2005 11:51 PM
2005 3:29 AM
& The last published CRL is still valid and can be used by clients. Are you sure wou want ko publish a new CRL? 2005 3:58 AM
2005 10:54 PM
2005 3:33 AM
i o 005 11:30 P
005 12:07 AM
31 SSE-O8IUSR_S5.., - BEGIN CERTI..  14fc45bS00000000001F 8/4/2005 1:40 AM
32 SSE-OBYIUSR_S5... - BEGIN CERTI... 486ceB0b000000000020 8/17/2005 3:58 AM
33 SSE-OIUSR_55.. -BEGIN CERTL.. 4ca4a3aal00000000021 8/17/2005 11:37 PM
47 SSE-OIIUSR_5S.. -BEGIN CERTI... 1a3G5c8e00000000002F 9/1/2005 11:36 PM
63 SSE-08IIUSR_5S.. -BEGIN CERTL... 3f0845dd00000000003F 9/9/2005 1:11 &M
66 SSE-OIUSR_5S.. -BEGIN CERTL.. 3f619b7e000000000042 992005 2:43 AM
82 SSE-OIUSR_5S.. -BEGIN CERTL., 6£313c463000000000052 9/16/2005 1:09 AM
96 SSE-OIIUSR_5S.. -BEGIN CERTL., 7c3861230000000000s50 9/20/2005 10:20 PM
97 SSE-O8IUSR_S5.., - BEGIN CERTL.. 7Fc6ee351000000000061 9/20/2005 11:20 PM
116 SSE-OBYIUSR_S5... - BEGIN CERTL.. 0a3382al000000000074 11/12{2005 8:32 AM =
K | En
5 |
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Downloading the CRL .

Downloading the CRL

To download the CRL from the Microsoft CA website, follow these steps:

Procedure

Step 1 From the Microsoft Certificate Services web interface, click Retrieve the CA certificate or certificate
revocation list and click Next.

Microsoft

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificats, you
will be able to securely identify yourself to other people over the wieb, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
@ Retrieve the CA certificate or certificate revocation list
© Request a certificate
© Check on a pending certificate

Mext >

Step 2 Click Download latest certificate revocation list.

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

Choose file to download:
CA Certificate. (S

© DER encoded or & Base 64 encoded
Download CA certificate

Download CA certification path

Download latest certificate revocation list

144785
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. Downloading the CRL

Step 3

Step 4

In the File Download dialog box, click Save.

Microsoft

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

It is not necessary to manually install the CA Xl this certification authority, because the

CA certification path will be installed for you @ e e e e e R

lanks suspicioss, or you do ot full st the source, do ot opsn or
Choose file to download: save this file.
CA Certificate: [§ A

File name: certcilail
File type:  Certficate Revocation List
Framm 10.76,45.108

© DER encoded or @ Ba

Dovnload CA certificate

Dovnload CA certification ¢
Download latest cerificate t Dpen | Save Cancel More Info

wauld you Ik to open the file ar save itto yaur computer?

IV Always ask belors opaning this type of fis

In the Save As dialog box, enter the destination file name and click Save.

Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

It is not necessary to manually install the CA c PSS “ @ xj[em this certification authority, because the
CA certification path will be installed for you E s *I_Iill

N 2] x|
Choose file to download: Savein: [ 3 testeents x|« B Er

CA Certificate

CDER encoded or & Base

Download CA certificate

Dovwnload CA cerification pa
Download latest ceriificate re:

File pame: | — =l Save
Saveasiype  |Cenlficate Revocation List =l Cancs|

[
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| Configuring PKI

Step 5

Enter the Microsoft Windows type command to display the CRL.

Importing the CRL .

= 5 =] 5]
7
D
a9 CR
G AF 0 =1¥ ¥ DA HBCQE
: : ) LY
1 ¥ QY DU QG HH 3
DU QG D jA floTB aY DU
DUQQD B (B DT i) 5 i D
0 0 Bz CCmEbCaERARARAR DTHiMD Olg
....... DUWOD AARAARA : ;
) CCmxpns [ARARARD pTA1HD - 9
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Related Topics

Configuring Certificate Revocation Checking Methods, on page 172

Importing the CRL

To import the CRL to the trust point corresponding to the CA, follow these steps:

Procedure

Step 1 Copy the CRL file to the Cisco NX-OS device bootflash.

Device-1# copy tftp:apranaCA.crl bootflash:aparnaCA.crl

Step 2 Configure the CRL.

Device-1# configure terminal
Device-1(config) # crypto ca crl request myCA bootflash:aparnaCA.crl
Device-1 (config) #

Step 3 Display the contents of the CRL.

Device-1(config)# show crypto ca crl myCA
Trustpoint: myCA
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CRL:
Certificate Revocation List (CRL) :
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /emailAddress=admin@yourcompany.com/C=IN/ST=Karnatak
Yourcompany/OU=netstorage/CN=Aparna CA
Last Update: Nov 12 04:36:04 2005 GMT
Next Update: Nov 19 16:56:04 2005 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:27:28:F2:46:83:1B:AC:23:4C:45:4D:8E:C9:18:50:1
1.3.6.1.4.1.311.21.1:

Revoked Certificates:
Serial Number: 611B09A1000000000002
Revocation Date: Aug 16 21:52:19 2005 GMT
Serial Number: 4CDE464E000000000003
Revocation Date: Aug 16 21:52:29 2005 GMT
Serial Number: 4CFC2B42000000000004
Revocation Date: Aug 16 21:52:41 2005 GMT
Serial Number: 6C699EC2000000000005
Revocation Date: Aug 16 21:52:52 2005 GMT
Serial Number: 6CCF7DDC000000000006
Revocation Date: Jun 8 00:12:04 2005 GMT
Serial Number: 70CC4FFF000000000007
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 4D9B1116000000000008
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 52A80230000000000009
Revocation Date: Jun 27 23:47:06 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 5349AD4600000000000A
Revocation Date: Jun 27 23:47:22 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 53BD173C00000000000B
Revocation Date: Jul 4 18:04:01 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Certificate Hold
Serial Number: 591E7ACE00000000000C
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 5D3FD52E00000000000D
Revocation Date: Jun 29 22:07:25 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: 5DAB771300000000000E
Revocation Date: Jul 14 00:33:56 2005 GMT
Serial Number: 5DAE53CD0O0000000000F
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 5DB140D3000000000010
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 5E2D7C1B000000000011
Revocation Date: Jul 6 21:12:10 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Cessation Of Operation
Serial Number: 16DB4F8F000000000012
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 261C3924000000000013
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Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:

Date: Aug 16 21:53:15 2005
262B5202000000000014
Date: Jul 14 00:33:10 2005
2634C7F2000000000015
Date: Jul 14 00:32:45 2005
2635B000000000000016
Date: Jul 14 00:31:51 2005
26485040000000000017
Date: Jul 14 00:32:25 2005
2A276357000000000018

Revocation Date: Aug 16 21:53:15 2005 GMT

Note

Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation

Signature Algorithm:

3F88CBF7000000000019
Date: Aug 16 21:53:15
6E4B5F5F00000000001A
Date: Aug 16 21:53:15
725B89D800000000001B
Date: Aug 16 21:53:15
735A887800000000001C
Date: Aug 16 21:53:15
148511C700000000001D
Date: Aug 16 21:53:15
14A7170100000000001E
Date: Aug 16 21:53:15
14FC45B500000000001F
Date: Aug 17 18:30:42
486CEB80B000000000020
Date: Aug 17 18:30:43
4CA4A3AA000000000021
Date: Aug 17 18:30:43
1AA55C8E00000000002F
Date: Sep 5 17:07:06
3F0845DD00000000003F
Date: Sep 8 20:24:32
3F619B7E000000000042
Date: Sep 8 21:40:48
6313C463000000000052
Date: Sep 19 17:37:18
7C3861E3000000000060
Date: Sep 20 17:52:56
7C6EE351000000000061
Date: Sep 20 18:52:30
O0A338EA1000000000074
Date: Nov 12 04:34:42

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

<--
2005

shalWithRSAEncryption

Additional References for PKI .

GMT
GMT
GMT
GMT

GMT

GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT

Revoked identity certificate
GMT

Ob:cb:dd:43:0a:08:62:1e:80:95:06:6f:4d:ab:0c:d8:8e:32:

44:8e:a7:94:97
29:bb:57:37:d9

1la:9f:1a:49:07:9¢c:58:24:d7:72

:af:02:09:26:9c:14:fd:eb:90:cf:18:¢c9:96:
:1f:d5:bd:4e:9a:4pb:18:2pb:00:2f:d2:6e:cl:

The identity certificate for the device that was revoked (serial number 0A338EA1000000000074)
is listed at the end.

Additional References for PKI

This section includes additional information related to implementing PKI.
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Related Documents for PKI

Related Topic Document Title
Cisco NX-OS Cisco NX-OS Licensing Guide
Licensing

VREF configuration Cisco Nexus 9000 Series NX-OSUnicast Routing Configuration Guide

Standards for PKI

Standards Tide

No new or modified standards are supported by this feature, and support for existing standards has not | —
been modified by this feature.
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CHAPTER 1 0

Configuring User Accounts and RBAC

This chapter describes how to configure user accounts and role-based access control (RBAC) on Cisco NX-OS
devices.

This chapter includes the following sections:

* About User Accounts and RBAC, on page 205

* Guidelines and Limitations for User Accounts and RBAC, on page 208
* Default Settings for User Accounts and RBAC, on page 209

* Enabling Password-Strength Checking, on page 209

* Configuring User Accounts, on page 210

* Configuring Roles, on page 212

» About No Service Password-Recovery, on page 220

* Enabling No Service Password-Recovery, on page 220

» Verifying User Accounts and RBAC Configuration, on page 221

* Configuration Examples for User Accounts and RBAC, on page 222
 Additional References for User Accounts and RBAC, on page 223

About User Accounts and RBAC

You can create and manage users accounts and assign roles that limit access to operations on the Cisco NX-OS
device. RBAC allows you to define the rules for an assign role that restrict the authorization that the user has
to access management operations.

User Accounts

\}

You can configure up to a maximum of 256 user accounts. By default, the user account does not expire unless
you explicitly configure it to expire. The expire option determines the date when the user account is disabled.

The following words are reserved and cannot be used to configure users: bin, daemon, adm, Ip, sync, shutdown,
halt, mail, news, uucp, operator, games, gopher, ftp, nobody, nscd, mailnull, root, rpc, rpcuser, xfs, gdm,
mtsuser, ftpuser, man, and sys.

Note

User passwords are not displayed in the configuration files.
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A

Caution Usernames must begin with an alphanumeric character and can contain only these special characters: (+=.
_\-). The # and ! symbols are not supported. If the username contains characters that are not allowed, the
specified user is unable to log in.

Characteristics of Strong Passwords

A strong password has the following characteristics:

\)

Note Special characters, such as the dollar sign ($) or the percent sign (%), can be used in Cisco Nexus device
passwords.

* [s at least eight characters long

* Does not contain many consecutive characters (such as abcd)
* Does not contain many repeating characters (such as aaabbb)
* Does not contain dictionary words

* Does not contain proper names

* Contains both uppercase and lowercase characters

» Contains numbers

The following are examples of strong passwords:
* [f2CoM18
* 2004AsdfLkj30
» Cb1955821

)

Note Clear text passwords cannot include these special characters at the beginning of the password: quotation marks
(" or"), vertical bars (]), or right angle brackets (>). If a password is trivial (such as a short, easy-to-decipher
password), the Cisco NX-OS software will reject your password configuration if password-strength checking
is enabled. Be sure to configure a strong password as shown in the sample configuration. Passwords are
case-sensitive.

\}

Note  All printable ASCII characters are supported in the password string if they are enclosed in quotation marks.

Related Topics
Enabling Password-Strength Checking, on page 209
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User Roles

User Roles .

User roles contain rules that define the operations allowed for the user who is assigned the role. Each user
role can contain multiple rules, and each user can have multiple roles. For example, if role1 allows access
only to configuration operations, and role2 allows access only to debug operations, then users who belong to
both rolel and role2 can access configuration and debug operations. You can also limit access to specific
virtual routing and forwarding instances (VRFs), VLANSs, and interfaces.

The Cisco NX-OS software provides the following user roles:

* network-admin—Complete read-and-write access to the entire Cisco NX-OS device

* network-operator or vdc-operator—Complete read access to the entire Cisco NX-OS device

N

Note * The Cisco Nexus 9000 Series switches do not support multiple
VDCs; however, the vdc-operator role is available and has the
same privileges and limitations as the network-operator role.

* The Cisco Nexus 9000 Series switches support a single VDC
due to which the vdc-admin has the same privileges and
limitations as the network-admin.

You cannot change the user roles.

Some show commands may be hidden from network-operator users. In addition, some non-show commands
(such as telnet) may be available for this user role.

By default, the user accounts without an administrator role can access only the show, exit, end, and configure
terminal commands. You can add rules to allow users to configure features.

Note

If you belong to multiple roles, you can execute a combination of all the commands permitted by these roles.
Access to a command takes priority over being denied access to a command. For example, suppose a user has
RoleA, which denied access to the configuration commands. However, the user also has RoleB, which has
access to the configuration commands. In this case, the user has access to the configuration commands.

User Role Rules

The rule is the basic element of a role. A rule defines what operations the role allows the user to perform. You
can apply rules for the following parameters:

Command
A command or group of commands defined in a regular expression.
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Feature

A command or group of commands defined in a regular expression.
Feature group

Default or user-defined group of features.
OID

An SNMP object identifier (OID).

The command, feature, and feature group parameters create a hierarchical relationship. The most basic control
parameter is the command. The next control parameter is the feature, which represents all commands associated
with the feature. The last control parameter is the feature group. The feature group combines related features
and allows you to easily manage the rules. The Cisco NX-OS software also supports the predefined feature
group L3 that you can use.

SNMP OID is supported for RBAC. You can configure a read-only or read-and-write rule for an SNMP OID.

You can configure up to 256 rules for each role. The user-specified rule number determines the order in which
the rules are applied. Rules are applied in descending order. For example, if a role has three rules, rule 3 is
applied before rule 2, which is applied before rule 1.

Guidelines and Limitations for User Accounts and RBAC

User accounts and RBAC have the following configuration guidelines and limitations:
* You can add up to 256 rules to a user role.
* You can add up to 64 user-defined feature groups in addition to the default feature group, L3.
* You can configure up to 256 users.
* You can assign a maximum of 64 user roles to a user account.

* If you have a user account configured on the local Cisco NX-OS device that has the same name as a
remote user account on an AAA server, the Cisco NX-OS software applies the user roles for the local
user account to the remote user, not the user roles configured on the AAA server.

* You cannot delete the default admin and SNMP user accounts.
* You cannot remove the default user roles from the default admin user accounts.
* The network-operator role cannot run the show running-config and show star tup-config commands.

* The Cisco Nexus 9000 Series switches support a single VDC due to which the vdc-admin has the same
privileges and limitations as the network-admin.

* As per the AAA policy, if a role is associated as a last role with an user, then that role cannot be deleted
until it is disassociated from that user.

N

Note If you are familiar with the Cisco IOS CLI, be aware that the Cisco NX-OS commands for this feature might
differ from the Cisco IOS commands that you would use.
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Default Settings for User Accounts and RBAC .

Default Settings for User Accounts and RBAC

This table lists the default settings for user accounts and RBAC parameters.

Table 13: Default User Accounts and RBAC Parameters

Parameters Default
User account password | Undefined
User account expiry date | None

User account role

Network-operator if the creating user has the network-admin role

Default user role

Network-operator

Interface policy

All interfaces are accessible

VLAN policy

All VLANS are accessible

VREF policy

All VRFs are accessible

Feature group

L3

Enabling Password-Strength Checking

You can enable password-strength checking which prevents you from creating weak passwords for user

accounts.

)

Note

existing passwords.

When you enable password-strength checking, the Cisco NX-OS software does not check the strength of

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

password strength-check

Example:

switch (config)# password strength-check

Enables password-strength checking. The
default is enabled.

You can disable password-strength checking
by using the no form of this command.
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Command or Action Purpose
Step 3 exit Exits global configuration mode.
Example:

switch (config)# exit
switch#

Step 4 (Optional) show password strength-check | Displays the password-strength check

Example: configuration.
switch# show password strength-check
Step 5 (Optional) copy running-config star tup-config | Copies the running configuration to the startup
configuration.

Example:

switch# copy running-config
startup-config

Related Topics
Characteristics of Strong Passwords, on page 206

Configuring User Accounts

You can create a maximum of 256 user accounts on a Cisco NX-OS device. User accounts have the following
attributes:

» Username
* Password
* Expiry date
* User roles
You can enter the password in clear text format or encrypted format. The Cisco NX-OS password encrypts

clear text passwords before saving them to the running configuration. Encrypted format passwords are saved
to the running configuration without further encryption.

SHAZ256 is the hashing algorithm used for password encryption. As a part of the encryption, a 5000 iteration
of 64-bit SALT is added to the password.

User accounts can have a maximum of 64 user roles. The user can determine what commands are available
by using the command-line interface (CLI) context sensitive help utility.

\)

Note Changes to user account attributes do not take effect until the user logs in and creates a new session.
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Procedure

Configuring User Accounts .

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

(Optional) show role

Example:

switch (config)# show role

Displays the user roles available. You can
configure other user roles, if necessary.

Step 3

usernameuser-id [password [0 | 5] password]
[expire date] [role role-name]
Example:

switch(config) # username NewUser password|
4Tyl8Rnt

Configures a user account. The user-id
argument is a case-sensitive, alphanumeric
character string with a maximum length of 28
characters. Valid characters are uppercase letters
A through Z, lowercase letters a through z,
numbers 0 through 9, hyphen (-), period (.),
underscore (_), plus sign (+), and equal sign
(=). The at symbol (@) is supported in remote
usernames but not in local usernames.

Usernames must begin with an alphanumeric
character.

The default password is undefined. The O option
indicates that the password is clear text, and the
5 option indicates that the password is
encrypted. The default is O (clear text).

Note If you do not specify a password, the
user might not be able to log in to
the Cisco NX-OS device.

Note If you create a user account with the

encrypted password option, the
corresponding SNMP user will not
be created.

The expire date option format is
YYYY-MM-DD. The default is no expiry date.

User accounts can have a maximum of 64 user
roles.

Step 4

username user-id ssh-cert-dn dn-name {dsa |
rsa}

Example:

switch (config) # username NewUser
ssh-cert-dn "/CN = NewUser, OU =
Demo, O = Cisco, C = US" rsa

Cisco

Specifies an SSH X.509 certificate distinguished
name and DSA or RSA algorithm to use for
authentication for an existing user account. The
distinguished name can be up to 512 characters
and must follow the format shown in the
examples. Make sure the email address and state
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Command or Action

Purpose

Example:

switch(config)# username jsmith

ssh-cert-dn "/O = ABCcompany, OU = ABCI,
emailAddress = jsmith@ABCcompany.com, L
= Metropolis, ST = New York, C = US, CN|
= jsmith" rsa

are configured as emailAddress and ST,
respectively.

Step 5

exit
Example:

switch (config)# exit
switch#

Exits global configuration mode.

Step 6

(Optional) show user-account

Example:

switch# show user-account

Displays the role configuration.

Step 7

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Configuring Roles, on page 212

Creating User Roles and Rules, on page 212

Configuring Roles

This section describes how to configure user roles.

Creating User Roles and Rules

You can configure up to 64 user roles. Each user role can have up to 256 rules. You can assign a user role to
more than one user account.

The rule number that you specify determines the order in which the rules are applied. Rules are applied in
descending order. For example, if a role has three rules, rule 3 is applied before rule 2, which is applied before

rule 1.

When processing an RBACL for a match, a partial match does not stop the evaluation process. Evaluation
continues through each rule until an exact match is found. If no exact match is found, the most precise rule
in the list will be chosen for the result. Also, if a permit and deny rule exists for the same match logic, the
higher numbered rule (evaluated first) will be chosen for the result.

Note

the predefined network-admin role.

Regardless of the read-write rule configured for a user role, some commands can be executed only through
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Before you begin

If you want to distribute the user role configuration, enable user role configuration distribution on all Cisco
NX-OS devices to which you want the configuration distributed.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 role name role-name Specifies a user role and enters role
configuration mode. The role-name argument
Example: ) o .

_ . is a case-sensitive, alphanumeric character
switch(config)# role name Userh string with a maximum length of 16 characters.
switch (config-role) #

Step 3 rule number {deny | permit} command Configures a command rule.
command-strin : .
9 The command-string argument can contain
Example: spaces and regular expressions. For example,
switch (config-role)# rule 1 deny command interface ethernet includes all Ethernet
clear users interfaces.
Repeat this command for as many rules as
needed.
Step 4 rule number {deny | permit} {read | Configures a read-only or read-and-write rule
read-write} for all operations.
Example:
switch (config-role)# rule 2 deny
read-write
Step 5 rule number {deny | permit} {read | Configures a read-only or read-and-write rule
read-write} feature feature-name for a feature.
Example: Use the show rolefeaturecommand to display
switch (config-role)# rule 3 permit read| a list of features.
feat ter-b .
cartre roukerThap Repeat this command for as many rules as
needed.
Step 6 rule number {deny | permit} {read | Configures a read-only or read-and-write rule
read-write} feature-group group-name for a feature group.
Example: Use the show role feature-group command
switch (config-role)# rule 4 deny to display a list of feature groups.
d-write feature- L3 .
readrwrite teaturemgroup Repeat this command for as many rules as
needed.
Step 7 rule number {deny | permit} {read | Configures a read-only or read-and-write rule
read-write} oid snmp_oid_name for an SNMP object identifier (OID). You can
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Command or Action

Purpose

Example:

switch (config-role)# rule 5 deny
read-write oid 1.3.6.1.2.1.1.9

enter up to 32 elements for the OID. This
command can be used to allow SNMP-based
performance monitoring tools to poll devices
but restrict their access to system-intensive
branches such as the IP routing table, MAC
address tables, specific MIBs, and so on.

Note The deepest OID can be at the

scalar level or at the table root level.

Repeat this command for as many rules as
needed.

Step 8

(Optional) description text

Example:

switch (config-role)# description This
role does not allow users to use clear
commands

Configures the role description. You can
include spaces in the description.

Step 9

exit
Example:

switch (config-role) # exit
switch (config) #

Exits role configuration mode.

Step 10

(Optional) show role

Example:

switch (config) # show role

Displays the user role configuration.

Step 11

(Optional) show role {pending |
pending-diff}

Example:

switch (config)# show role pending

Displays the user role configuration pending
for distribution.

Step 12

(Optional) role commit

Example:

switch (config)# role commit

Applies the user role configuration changes in
the temporary database to the running
configuration.

Step 13

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Creating Feature Groups

You can create custom feature groups to add to the default list of features provided by the Cisco NX-OS
software. These groups contain one or more of the features. You can create up to 64 feature groups.
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\}

Creating Feature Groups .

Note

You cannot change the default feature group L3.

Before you begin

If you want to distribute the user role configuration, enable user role configuration distribution on all Cisco
NX-OS devices to which you want the configuration distributed.

Procedure
Command or Action Purpose

Step 1 configureterminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #

Step 2 role feature-group name group-name Specifies a user role feature group and enters

role feature group configuration mode.
Example: group g
switch(config)# role feature-group name The group-name argument is a case-sensitive,
Groupa alphanumeric character string with a maximum
switch (config-role-featuregrp) # 1engﬂ10f32 characters.

Step 3 feature feature-name Specifies a feature for the feature group.
Example: Repeat this command for as many features as
switch (config-role-featuregrp) # feature needed.

a4
radius Note  Use the show role component
command to display a list of
features.

Step 4 exit Exits role feature group configuration mode.
Example:
switch (config-role-featuregrp) # exit
switch (config) #

Step 5 (Optional) show role feature-group Displays the role feature group configuration.
Example:
switch (config)# show role feature-group

Step 6 (Optional) show role {pending | pending-diff} | Displays the user role configuration pending

for distribution.
Example:
switch (config)# show role pending
Step 7 (Optional) role commit Applies the user role configuration changes in

Example:

switch (config)# role commit

the temporary database to the running
configuration.
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Command or Action

Purpose

Step 8

(Optional) copy running-config star tup-config

Example:

switch(config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Changing User Role Interface Policies

You can change a user role interface policy to limit the interfaces that the user can access. By default, a user
role allows access to all interfaces.

Before you begin

Create one or more user roles.

If you want to distribute the user role configuration, enable user role configuration distribution on all Cisco
NX-OS devices to which you want the configuration distributed.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

role name role-name

Example:

switch (config)# role name UserA
switch (config-role) #

Specifies a user role and enters role
configuration mode.

Step 3

interface policy deny

Example:

switch (config-role)# interface policy
deny
switch (config-role-interface) #

Enters role interface policy configuration mode.

Step 4

per mit interface interface-list

Example:

switch (config-role-interface)# permit
interface ethernet 2/1-4

Specifies a list of interfaces that the role can
access.

Repeat this command for as many interfaces as
needed.

Step 5

exit
Example:

switch (config-role-interface)# exit
switch (config-role) #

Exits role interface policy configuration mode.
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Command or Action

Purpose

Step 6

(Optional) show role

Example:

switch (config-role)# show role

Displays the role configuration.

Step 7

(Optional) show role {pending | pending-diff}

Example:

switch (config-role)# show role pending

Displays the user role configuration pending
for distribution.

Step 8

(Optional) role commit

Example:

switch (config-role)# role commit

Applies the user role configuration changes in
the temporary database to the running
configuration.

Step 9

(Optional) copy running-config startup-config

Example:

switch(config-role)# copy running-configi
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Creating User Roles and Rules, on page 212

Changing User Role VLAN Policies

You can change a user role VLAN policy to limit the VLANSs that the user can access. By default, a user role
allows access to all VLANS.

Before you begin

Create one or more user roles.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

role name role-name

Example:

switch (config)# role name UserA
switch (config-role) #

Specifies a user role and enters role
configuration mode.

Step 3

vlan policy deny

Example:

Enters role VLAN policy configuration mode.
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Command or Action

Purpose

switch (config-role)# vlan policy deny
switch(config-role-vlan) #

Step 4

per mit vlan vian-list

Example:

switch (config-role-vlan)# permit vlan
1-4

Specifies a range of VLANS that the role can
access.

Repeat this command for as many VLANSs as
needed.

Step 5

exit
Example:

switch (config-role-vlan) # exit
switch (config-role) #

Exits role VLAN policy configuration mode.

Step 6

(Optional) show role

Example:

switch(config)# show role

Displays the role configuration.

Step 7

(Optional) show role {pending | pending-diff}

Example:

switch (config-role)# show role pending

Displays the user role configuration pending
for distribution.

Step 8

(Optional) role commit

Example:

switch (config-role)# role commit

Applies the user role configuration changes in
the temporary database to the running
configuration.

Step 9

(Optional) copy running-config star tup-config

Example:

switch (config-role)# copy running-configi
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Creating User Roles and Rules, on page 212

Changing User Role VRF Policies

You can change a user role VRF policy to limit the VRFs that the user can access. By default, a user role
allows access to all VRFs.

Before you begin

Create one or more user roles.

If you want to distribute the user role configuration, enable user role configuration distribution on all Cisco
NX-OS devices to which you want the configuration distributed.
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Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

role name role-name

Example:

switch(config)# role name UserA
switch (config-role) #

Specifies a user role and enters role
configuration mode.

Step 3

vrf policy deny

Example:

switch (config-role)# vrf policy deny
switch (config-role-vrf) #

Enters role VRF policy configuration mode.

Step 4

permit vrf vrf-name

Example:

switch (config-role-vrf) # permit vrf vrfl

Specifies the VRF that the role can access.

Repeat this command for as many VRFs as
needed.

Step 5

exit
Example:

switch (config-role-vrf)# exit
switch (config-role) #

Exits role VRF policy configuration mode.

Step 6

(Optional) show role

Example:

switch (config-role)# show role

Displays the role configuration.

Step 7

(Optional) show role {pending| pending-diff}

Example:

switch (config-role)# show role pending

Displays the user role configuration pending
for distribution.

Step 8

(Optional) role commit

Example:

switch (config-role)# role commit

Applies the user role configuration changes in
the temporary database to the running
configuration.

Step 9

(Optional) copy running-config star tup-config

Example:

switch(config-role)# copy running-configi
startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Creating User Roles and Rules, on page 212

Cisco Nexus 9000 Series NX-0S Security Configuration Guide, Release 9.3(x) .



. About No Service Password-Recovery

About No Service Password-Recovery

The No Service Password-Recovery feature enables anyone with console access, the ability to access the
router and its network. The No Service Password-Recovery feature prevents the password recovery with
standard procedure as described in the Cisco Nexus 9000 Series NX-OS Troubleshooting Guide.
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Enabling No Service Password-Recovery

If the no service password-recovery feature is enabled, then none except the administrator with network

privileges will be able to modify the administrator password.

Before you begin

If you plan to enter the no service password-recovery command, Cisco recommends that you save a copy of
the system configuration file in a location away from the device.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

Nno service passwor d-recovery

Example:

switch(config)# no service

password-recovery

WARNING: Executing this command will

disable the password recovery mechanism.
Do not execute this command without

another plan for password recovery. Are
you sure you want to continue? (y/n)
(vl vy

switch (config)# copy run start
L )
100%

Copy complete, now saving to disk (please
wait) ...

Copy complete.

Disables the password recovery mechanism.

Step 3

(Optional) copy running-config star tup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Step 4

Reload

Example:
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Command or Action Purpose

switch (config)# Reload

This command will reboot the system.
(y/m)? [n] y

2018 Jun 26 16:23:19 BAR %$ VDC-1 %$
$PLATFORM-2-PFM_SYSTEM RESET: Manual
system restart from Command Line
Interface

CISCO SWITCH Ver 8.34

CISCO SWITCH Ver 8.34

Manual system restart from Command Line
Interface

writing reset reason 9,

switch (boot) # config t

Enter configuration commands, one per
line. End with CNTL/Z.

switch (boot) (config)# admin-password
Abcd!123$

ERROR: service password-recovery
disabled. Cannot change password!
switch (boot) (config) #

Step 5 exit Exits global configuration mode.

Example:

switch (config)# exit
switch#

Step 6 (Optional) show user-account Displays the role configuration.

Example:

switch# show user-account

Step 7 (Optional) copy running-config star tup-config | Copies the running configuration to the startup

configuration.
Example: £

switch# copy running-config
startup-config

Verifying User Accounts and RBAC Configuration

To display user account and RBAC configuration information, perform one of the following tasks:

Command Purpose

show cli syntax roles networ k-admin Displays the syntax of the
commands that the network-admin
role can use.
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Command Purpose

show cli syntax roles network-oper ator Displays the syntax of the
commands that the
network-operator role can use.

show role Displays the user role
configuration.

show rolefeature Displays the feature list.

show role feature-group Displays the feature group
configuration.

show startup-config security Displays the user account
configuration in the startup
configuration.

show running-config security [all] Displays the user account

configuration in the running
configuration. The all keyword
displays the default values for the
user accounts.

show user-account Displays user account information.

Configuration Examples for User Accounts and RBAC

The following example shows how to configure a user role:

role name User-role-A
rule 2 permit read-write feature bgp
rule 1 deny command clear *

The following example shows how to create a user role that can configure an interface to enable and show
BGP and show EIGRP:

role name iftest
rule 1 permit command config t; interface *; bgp *
rule 2 permit read-write feature bgp
rule 3 permit read feature eigrp

In the above example, rule 1 allows you to configure BGP on an interface, rule 2 allows you to configure the
config bgp command and enable the exec-level show and debug commands for BGP, and rule 3 allows you
to enable the exec-level show and debug eigrp commands.

The following example shows how to configure a user role that can configure only a specific interface:

role name Int Eth2-3 only
rule 1 permit command configure terminal; interface *
interface policy deny
permit interface Ethernet2/3
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The following example shows how to configure a user role feature group:

role feature-group name Security-features
feature radius
feature tacacs
feature aaa
feature acl
feature access-list

The following example shows how to configure a user account:

username userl password Als2D4f5 role User-role-A

The following example shows how to add an OID rule to restrict access to part of the OID subtree:

role name Userl

rule 1 permit read feature snmp

rule 2 deny read oid 1.3.6.1.2.1.1.9
show role name Userl

Role: Userl
Description: new role
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity
2 deny read oid 1.3.6.1.2.1.1.9
1 permit read feature snmp

The following example shows how to give write permission to a specified OID subtree:

role name Userl
rule 3 permit read-write oid 1.3.6.1.2.1.1.5
show role name Userl

Role: Userl
Description: new role
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity

3 permit read-write oid 1.3.6.1.2.1.1.5
2 deny read oid 1.3.6.1.2.1.1.9
1 permit read feature snmp

Additional References for User Accounts and RBAC

This section includes additional information related to implementing user accounts and RBAC.
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Related Documents

Related Topic Document Title

Cisco NX-OS Licensing | Cisco NX-OS Licensing Guide

VREF configuration Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guide

Standards

Standards Title

No new or modified standards are supported by this feature, and support for existing standards has not | —
been modified by this feature.

MIBs

MIBs MIBs Link

MIBs related to user accounts and | To locate and download supported MIBs, go to the following URL:

RBAC ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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CHAPTER 1 1

Configuring 802.1X

This chapter describes how to configure IEEE 802.1X port-based authentication on Cisco NX-OS devices.
This chapter includes the following sections:

» About 802.1X, on page 225

» About DACL, on page 231

* Prerequisites for 802.1X, on page 231

* 802.1X Guidelines and Limitations, on page 231
* Default Settings for 802.1X, on page 234

* Configuring 802.1X, on page 234

* Verifying the 802.1X Configuration, on page 253
* 802.1X Support for VXLAN EVPN, on page 253
* Monitoring 802.1X, on page 258

* Configuration Example for 802.1X, on page 258
 Additional References for 802.1X, on page 259

About 802.1X

802.1X defines a client-server based access control and authentication protocol that restricts unauthorized
clients from connecting to a LAN through publicly accessible ports. The authentication server authenticates
each client connected to a Cisco NX-OS device port.

Until the client is authenticated, 802.1X access control allows only Extensible Authentication Protocol over
LAN (EAPOL) traffic through the port to which the client is connected. After authentication is successful,
normal traffic can pass through the port.

Device Roles

With 802.1X port-based authentication, the devices in the network have specific roles.
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Figure 5: 802.1X Device Roles

E]I Authentication
—. Server
— “&H MNX-0OS system (RADIUS)

Warkstations T FE' 5
(clients) }Egl ||

F _____ /7 '-’.-FH--' -

L,,/ B
— 8

The specific roles are as follows:
Supplicant

The client device that requests access to the LAN and Cisco NX-OS device services and responds to
requests from the Cisco NX-OS device. The workstation must be running 802.1X-compliant client
software such as that offered in the Microsoft Windows XP operating device.

Authentication server
The authentication server performs the actual authentication of the supplicant. The authentication server
validates the identity of the supplicant and notifies the Cisco NX-OS device regarding whether the
supplicant is authorized to access the LAN and Cisco NX-OS device services. Because the Cisco NX-OS
device acts as the proxy, the authentication service is transparent to the supplicant. The Remote
Authentication Dial-In User Service (RADIUS) security device with Extensible Authentication Protocol
(EAP) extensions is the only supported authentication server; it is available in Cisco Secure Access
Control Server, version 3.0. RADIUS uses a supplicant-server model in which secure authentication
information is exchanged between the RADIUS server and one or more RADIUS clients.

Authenticator
The authenticator controls the physical access to the network based on the authentication status of the
supplicant. The authenticator acts as an intermediary (proxy) between the supplicant and the authentication
server, requesting identity information from the supplicant, verifying the requested identity information
with the authentication server, and relaying a response to the supplicant. The authenticator includes the
RADIUS client, which is responsible for encapsulating and decapsulating the EAP frames and interacting
with the authentication server.

When the authenticator receives EAPOL frames and relays them to the authentication server, the authenticator
strips off the Ethernet header and encapsulates the remaining EAP frame in the RADIUS format. This
encapsulation process does not modify or examine the EAP frames, and the authentication server must support
EAP within the native frame format. When the authenticator receives frames from the authentication server,
the authenticator removes the server’s frame header, leaving the EAP frame, which the authenticator then
encapsulates for Ethernet and sends to the supplicant.

Note

The Cisco NX-OS device can only be an 802.1X authenticator.

Authentication Initiation and Message Exchange

Either the authenticator (Cisco NX-OS device) or the supplicant (client) can initiate authentication. If you
enable authentication on a port, the authenticator must initiate authentication when it determines that the port
link state transitions from down to up. The authenticator then sends an EAP-request/identity frame to the
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Authentication Initiation and Message Exchange .

supplicant to request its identity (typically, the authenticator sends an initial identity/request frame followed
by one or more requests for authentication information). When the supplicant receives the frame, it responds
with an EAP-response/identity frame.

If the supplicant does not receive an EAP-request/identity frame from the authenticator during bootup, the
supplicant can initiate authentication by sending an EAPOL-start frame, which prompts the authenticator to
request the supplicant’s identity.

Note

If 802.1X is not enabled or supported on the network access device, the Cisco NX-OS device drops any
EAPOL frames from the supplicant. If the supplicant does not receive an EAP-request/identity frame after
three attempts to start authentication, the supplicant transmits data as if the port is in the authorized state. A
port in the authorized state means that the supplicant has been successfully authenticated.

When the supplicant supplies its identity, the authenticator begins its role as the intermediary, passing EAP
frames between the supplicant and the authentication server until authentication succeeds or fails. If the
authentication succeeds, the authenticator port becomes authorized.

The specific exchange of EAP frames depends on the authentication method being used.
Figure 6: Message Exchange
This figure shows a message exchange initiated by the supplicant using the One-Time-Password (OTP)

authentication method with a RADIUS server. The OTP authentication device uses a secret pass-phrase to
generate a sequence of one-time (single use) passwords.
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The user’s secret pass-phrase never crosses the network at any time such as during authentication or during
pass-phrase changes.
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Authenticator PAE Status for Interfaces

When you enable 802.1X on an interface, the Cisco NX-OS software creates an authenticator port access
entity (PAE) instance. An authenticator PAE is a protocol entity that supports authentication on the interface.
When you disable 802.1X on the interface, the Cisco NX-OS software does not automatically clear the
authenticator PAE instances. You can explicitly remove the authenticator PAE from the interface and then
reapply it, as needed.

Ports in Authorized and Unauthorized States

The authenticator port state determines if the supplicant is granted access to the network. The port starts in
the unauthorized state. In this state, the port disallows all ingress and egress traffic except for 802.1X protocol
packets. When a supplicant is successfully authenticated, the port transitions to the authorized state, allowing
all traffic for the supplicant to flow normally.

If a client that does not support 802.1X is connected to an unauthorized 802.1X port, the authenticator requests
the client’s identity. In this situation, the client does not respond to the request, the port remains in the
unauthorized state, and the client is not granted access to the network.

In contrast, when an 802.1X-enabled client connects to a port that is not running the 802.1X protocol, the
client initiates the authentication process by sending the EAPOL-start frame. When no response is received,
the client sends the request for a fixed number of times. Because no response is received, the client begins
sending frames as if the port is in the authorized state.

Ports can have the following authorization states:

Force authorized
Disables 802.1X port-based authentication and transitions to the authorized state without requiring any
authentication exchange. The port transmits and receives normal traffic without 802.1X-based
authentication of the client. This authorization state is the default.

Force unauthorized
Causes the port to remain in the unauthorized state, ignoring all attempts by the client to authenticate.
The authenticator cannot provide authentication services to the client through the interface.

Auto
Enables 802.1X port-based authentication and causes the port to begin in the unauthorized state, allowing
only EAPOL frames to be sent and received through the port. The authentication process begins when
the link state of the port transitions from down to up or when an EAPOL-start frame is received from
the supplicant. The authenticator requests the identity of the client and begins relaying authentication
messages between the client and the authentication server. Each supplicant that attempts to access the
network is uniquely identified by the authenticator by using the supplicant’s MAC address.

If the supplicant is successfully authenticated (receives an Accept frame from the authentication server), the
port state changes to authorized, and all frames from the authenticated supplicant are allowed through the
port. If the authentication fails, the port remains in the unauthorized state, but authentication can be retried.
If the authentication server cannot be reached, the authenticator can retransmit the request. If no response is
received from the server after the specified number of attempts, authentication fails, and the supplicant is not
granted network access.

When a supplicant logs off, it sends an EAPOL-logoff message, which causes the authenticator port to transition
to the unauthorized state.

If the link state of a port transitions from up to down, or if an EAPOL-logoff frame is received, the port returns
to the unauthorized state.
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MAC Authentication Bypass

You can configure the Cisco NX-OS device to authorize a supplicant based on the supplicant MAC address
by using the MAC authentication bypass feature. For example, you can enable this feature on interfaces
configured for 802.1X that are connected to devices such as printers.

If 802.1X authentication times out while waiting for an EAPOL response from the supplicant, the Cisco
NX-OS device tries to authorize the client by using MAC authentication bypass.

When you enable the MAC authentication bypass feature on an interface, the Cisco NX-OS device uses the
MAC address as the supplicant identity. The authentication server has a database of supplicant MAC addresses
that are allowed network access. After detecting a client on the interface, the Cisco NX-OS device waits for
an Ethernet packet from the client. The Cisco NX-OS device sends the authentication server a
RADIUS-access/request frame with a username and password based on the MAC address. If authorization
succeeds, the Cisco NX-OS device grants the client access to the network.

If an EAPOL packet is detected on the interface during the lifetime of the link, the Cisco NX-OS device
determines that the device connected to that interface is an 802.1X-capable supplicant and uses 802.1X
authentication (not MAC authentication bypass) to authorize the interface. EAPOL history is cleared if the
interface link status goes down.

If the Cisco NX-OS device already authorized an interface by using MAC authentication bypass and detects
an 802.1X supplicant, the Cisco NX-OS device does not unauthorize the client connected to the interface.
When reauthentication occurs, the Cisco NX-OS device uses 802.1X authentication as the preferred
reauthentication process.

Clients that were authorized with MAC authentication bypass can be reauthenticated. The reauthentication
process is the same as that for clients that were authenticated with 802.1X. During reauthentication, the port
remains in the previously assigned VLAN. If reauthentication is successful, the switch keeps the port in the
same VLAN.

If reauthentication is based on the Session-Timeout RADIUS attribute (Attribute[27]) and the
Termination-Action RADIUS attribute (Attribute [29]) and if the Termination-Action RADIUS attribute
(Attribute [29]) action is Initialize (the attribute value is DEFAULT), the MAC authentication bypass session
ends, and connectivity is lost during reauthentication. If MAC authentication bypass is enabled and the 802.1X
authentication times out, the switch uses the MAC authentication bypass feature to initiate reauthorization.
For more information about these AV pairs, see RFC 3580, | EEE 802.1X Remote Authentication Dial In User
Service (RADIUS) Usage Guidelines.

MAC authentication bypass interacts with the following features:

* 802.1X authentication—You can enable MAC authentication bypass only if 802.1X authentication is
enabled on the port.

* Port security—You can configure 802.1X authentication and port security on the same Layer 2 ports.

* Network admission control (NAC) Layer 2 IP validation—This feature takes effect after an 802.1X port
is authenticated with MAC authentication bypass, including hosts in the exception list.

Guidelines and Limitations for MAC Authentication Bypass
MAC Authentication Bypass has the following guidelines and limitations:

* This feature is supported on Cisco Nexus 9336-FX2, Nexus 9236C, Nexus 93108 TC-EX, and Nexus
93180YC-EX switches.
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* In Cisco NX-OS Release 9.2(1), MAC authentication bypass is not supported on the N3K-C3164Q-40GE
switch.

Dynamic VLAN Assignment based on MAC-Based Authentication (MAB)

The Cisco Nexus 9000 Series switches supports dynamic VLAN assignment. After the 802.1x authentication
or MAB is completed; before bringing up the port, you may want to (as part of authorization) allow the
peer/host to be placed into a particular VLAN based as a result of the authentication. The RADIUS server
typically indicates the desired VLAN by including tunnel attributes within the Access-Accept message. This
procedure of getting the VLAN an binding it to the port constitutes to Dynamic VLAN assignment.

VLAN Assignment from RADIUS

After authentication is completed either through dotlx or MAB, the response from the RADIUS server can
have dynamic VLAN information, which can be assigned to a port. This information is present in response
from RADIUS server in Accept-Access message in the form of tunnel attributes. For use in VLAN assignment,
the following tunnel attributes are sent:

* Tunnel-type=VLAN(13)
* Tunnel-Medium-Type=802

* Tunnel-Private-Group-ID=VLANID

All the three parameters must be received for configuring access VLAN.

Single Host and Multiple Hosts Support

The 802.1X feature can restrict traffic on a port to only one endpoint device (single-host mode) or allow traffic
from multiple endpoint devices on a port (multi-host mode).

Single-host mode allows traffic from only one endpoint device on the 802.1X port. Once the endpoint device
is authenticated, the Cisco NX-OS device puts the port in the authorized state. When the endpoint device
leaves the port, the Cisco NX-OS device put the port back into the unauthorized state. A security violation in
802.1X is defined as a detection of frames sourced from any MAC address other than the single MAC address
authorized as a result of successful authentication. In this case, the interface on which this security association
violation is detected (EAPOL frame from the other MAC address) will be disabled. Single host mode is
applicable only for host-to-switch topology and when a single host is connected to the Layer 2 (Ethernet
access port) or Layer 3 port (routed port) of the Cisco NX-OS device.

Only the first host has to be authenticated on the 802.1X port configured with multiple host mode. The port
is moved to the authorized state after the successful authorization of the first host. Subsequent hosts are not
required to be authorized to gain network access once the port is in the authorized state. If the port becomes
unauthorized when reauthentication fails or an EAPOL logoff message is received, all attached hosts are
denied access to the network. The capability of the interface to shut down upon security association violation
is disabled in multiple host mode. This mode is applicable for both switch-to-switch and host-to-switch
topologies.

Supported Topology

The 802.1X port-based authentication supports point-to-point topology.
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In this configuration, only one supplicant (client) can connect to the 802.1X-enabled authenticator (Cisco
NX-OS device) port. The authenticator detects the supplicant when the port link state changes to the up state.
If a supplicant leaves or is replaced with another supplicant, the authenticator changes the port link state to
down, and the port returns to the unauthorized state.

About DACL

Dynamic ACL (DACL) is a single ACL that contains permissions of what users and groups can access. It
restricts access to the dotlq MAB client. The DACL policy is pushed from the Cisco ISE server to blacklist
a MAC address. It applies ACLs on the blacklisted MAC, enabling limited access to the MAB. A single DACL
supports all blacklisted MAB clients.

In Cisco NX-OS Release 9.3(5), the DACL is preconfigured on the Cisco Nexus switches.

Guidelines and Limitations for DACLs

DACL has the following guidelines and limitations:

* In Cisco NX-OS Release 9.3(5), DACLs are supported on Cisco Nexus 9336-FX2, Nexus 9236C, Nexus
93108TC-EX, and Nexus 93180YC-EX switches.

* DACLs support authentication only by MAC Authentication Bypass. EAPOL is not supported.
* DACLs are supported on Layer 2 Access ports with a single access VLAN supported.
* For all blacklisted clients, DACLs support a single global ACL on the switch.

» The ACL name received from the centralised ISE server should match the preconfigured ACL name on
the switch.

* Blacklisted client traffic is filtered based on the fixed ACL rules applied for DNS, DHCP, and BOOTPC
protocols.

* When acl-rules are modified, the existing dot1x session continues to use the previous acl-rules. You must
run the clear dot1x all command after the acl-rules are modified.

Prerequisites for 802.1X

* Cisco Nexus Release 7.0(3)I7(1) software.

802.1X Guidelines and Limitations

802.1X port-based authentication has the following guidelines and limitations:

* Beginning with Cisco NX-OS Release 9.3(3), Dotlx is supported on Cisco Nexus 9300-GX platform
switches.

* When you upgrade the Cisco Nexus Series switch to Cisco NX-OS Release 9.2(1) using the
(dispruptive/non-disruptive) In-Service Software Upgrades (ISSU), you must first disable 802.1x using
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the no feature dot1x command and then enable it using the feature dot1x command for
multi-authentication to work.

* Beginning with Cisco NX-OS Release 9.2(1), multi-authentication mode is enabled on an 802.1X port.
VLAN assignment occurs successfully for the first authenticated host. Subsequent authorized (based on
user credentials) data hosts are considered successfully authenticated, provided either they have no VLAN
assignment or have a VLAN assignment matching the first successfully authenticated host on the port.
This ensures that all successfully authenticated hosts on a port are members of the same VLAN. Flexibility
of VLAN assignment is only provided to the first authenticated host.

* Beginning with Cisco NX-OS Release 9.2(3), 802.1X port-based authentication is supported on FEX-ST
and host interface (HIF) ports. IEEE 802.1X port-based authentication support applies to both
straight-through and dual-homed FEX.

* Cisco Nexus 9000 Series switches do not support 802.1X on the following:
* Transit topology set ups
* vPC ports
* PVLAN ports
* L3 (routed) ports
* Port security
* Ports that are enabled with CTS and MACsec.
* Dotlx with LACP port-channels.

)

Note Dotlx supports static port-channels.

A\

Note Disable 802.1X on vPC ports and all unsupported features.

* The Cisco NX-OS software supports 802.1X authentication only on physical ports.
* The Cisco NX-OS software does not support 802.1X authentication on port channels or subinterfaces.

* The Cisco NX-OS software supports 802.1X authentication on member ports of a port channel but not
on the port channel itself.

» When the members are configured for 802.1X, Cisco NX-OS software does not support configuring
single-host mode on port channel members. Only multi-host mode is supported on the member ports.

* Member ports with and without a 802.1X configuration can coexist in a port channel. However, you
must ensure the identical 802.1X configuration on all the member ports in order for channeling to operate
with 802.1X.

» When you enable 802.1X authentication, supplicants are authenticated before any other Layer 2 or Layer
3 features are enabled on an Ethernet interface.

* On a 802.1X enabled port, the STP BPDUs are permitted only after a successful authentication. We
recommend that you enable the 802.1X functionality only on the STP edge ports to avoid STP disputes.
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* The Cisco NX-OS software supports 802.1X authentication only on Ethernet interfaces that are in a port
channel, a trunk, or an access port.

* The Cisco NX-OS software does not work with the CTS or the MACsec features. Global "mac-learn
disable" and dotlx feature are mutually exclusive and cannot be configured together.

* Dotlx is mutually exclusive with the IP Source Guard and uRPF features and cannot be configured
together. When you upgrade the Cisco Nexus Series switch to Cisco NX-OS Release 9.2(3), you must
disable one of these features.

* The Cisco NX-OS software does not support single host mode on trunk interfaces or member interfaces
in a port channel.

* The Cisco NX-OS software does not support MAC address authentication bypass on a port channel. The
multi-host mode is the only supported mode on the port-channels.

* The Cisco NX-OS software does not support Dotlx on vPC ports and MCT.
* During a switch reload, Dot1x does not generate RADIUS accounting stops.
* The Cisco NX-OS software does not support the following 802.1X protocol enhancements:
* One-to-many logical VLAN name to ID mapping
* Web authorization
* Dynamic domain bridge assignment
* [P telephony
* Guest VLANs

* In order to prevent reauthentication of inactive sessions, use the authentication timer inactivity command
to set the inactivity timer to an interval shorter than the reauthentication interval set with the authentication
timer reauthenticate command.

* Selective enabling or disabling of dotlx on N9K-M12PQ uplink module ports is not supported for Cisco
Nexus 9300 platform switches.

* A security violation occurs when the same MAC is learned on a different VLAN with dotlx enabled on
the interface.

* Configuring mac learn disable with dot1x enabled on a DME enabled platform does not display the error
messages.

* In Cisco Nexus Release 9.2(1), tagged EAPOL frames are processed although the VLAN is not configured
on the interface and the authentication is successful on the interface for the client.

* Secure mac learned on the orphan port is not synced on the vPC peer.

* Beginning with Cisco NX-OS Release 9.2(1), the MAC authentication bypass is supported on Cisco
Nexus 9300-EX/FX/FX2/FX3/GX TOR switches.
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Default Settings for 802.1X

This table lists the default settings for 802.1X parameters.

Table 14: Default 802.1X Parameters

Parameters Default
802.1X feature Disabled
AAA 802.1X authentication method | Not configured

Per-interface 802.1X protocol enable
state

Disabled (force-authorized)

Note The port transmits and receives normal traffic without
802.1X-based authentication of the supplicant.
Periodic reauthentication Disabled
Number of seconds between 3600 seconds

reauthentication attempts

Quiet timeout period

60 seconds (number of seconds that the Cisco NX-OS device remains
in the quiet state following a failed authentication exchange with
the supplicant)

Retransmission timeout period

30 seconds (number of seconds that the Cisco NX-OS device should
wait for a response to an EAP request/identity frame from the
supplicant before retransmitting the request)

Maximum retransmission number

2 times (number of times that the Cisco NX-OS device will send an
EAP-request/identity frame before restarting the authentication
process)

Host mode

Single host

Supplicant timeout period

30 seconds (when relaying a request from the authentication server
to the supplicant, the amount of time that the Cisco NX-OS device
waits for a response before retransmitting the request to the
supplicant)

Authentication server timeout period

30 seconds (when relaying a response from the supplicant to the
authentication server, the amount of time that the Cisco NX-OS

device waits for a reply before retransmitting the response to the
server)

Configuring 802.1X

This section describes how to configure the 802.1X feature.
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Process for Configuring 802.1X

This section describes the process for configuring 802.1X.

Procedure

Step 1
Step 2
Step 3

Enable the 802.1X feature.
Configure the connection to the remote RADIUS server.
Enable 802.1X feature on the Ethernet interfaces.

Enabling the 802.1X Feature

You must enable the 802.1X feature on the Cisco NX-OS device before authenticating any supplicant devices.

Procedure

Process for Configuring 802.1X .

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

feature dot1x

Example:

switch (config)# feature dotlx

Enables the 802.1X feature. The default is
disabled.

Step 3

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show dot1x

Example:

switch# show dotlx

Displays the 802.1X feature status.

Step 5

(Optional) copy running-config star tup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.
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Configuring AAA Authentication Methods for 802.1X

You can use remote RADIUS servers for 802.1X authentication. You must configure RADIUS servers and
RADIUS server groups and specify the default AAA authentication method before the Cisco NX-OS device
can perform 802.1X authentication.

Before you begin

Obtain the names or addresses for the remote RADIUS server groups.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

aaa authentication dot1x default group
group-list
Example:

switch (config)# aaa authentication dotlx
default group rad2

Specifies the RADIUS server groups to use for
802.1X authentication.

The group-list argument consists of a
space-delimited list of group names. The group
names are the following:

* radius—Uses the global pool of RADIUS
servers for authentication.

+ named-group —Uses the global pool of
RADIUS servers for authentication.

Step 3

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show radius-server

Example:

switch# show radius-server

Displays the RADIUS server configuration.

Step 5

(Optional) show radius-server group
[group-name]

Example:

switch# show radius-server group rad2

Displays the RADIUS server group
configuration.

Step 6

(Optional) copy running-config star tup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.
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Controlling 802.1X Authentication on an Interface

You can control the 802.1X authentication performed on an interface. An interface can have the following
802.1X authentication states:

Auto
Enables 802.1X authentication on the interface.
Force-authorized
Disables 802.1X authentication on the interface and allows all traffic on the interface without
authentication. This state is the default.
Force-unauthorized
Disallows all traffic on the interface.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 interface ethernet slot / port Selects the interface to configure and enters

interface configuration mode.
Example:

switch(config)# interface ethernet 2/1
switch(config-if) #

Step 3 dot1x port-control {auto |force-authorized |Changes the 802.1X authentication state on the
| forced-unauthorized} interface. The default is force-authorized.
Example:

switch(config-if)# dotlx port-control
auto

Step 4 exit Exits configuration mode.

Example:

switch (config)# exit
switch#

Step 5 (Optional) show dot1x all Displays all 802.1X feature status and

configuration information.
Example:

switch# show dotlx all

Step 6 (Optional) show dot1x interface ethernet slot | Displays 802.1X feature status and
/ port configuration information for an interface.

Example:
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Command or Action

Purpose

switch# show dotlx interface ethernet
2/1

Step 7

(Optional) copy running-config star tup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Creating or Removing an Authenticator PAE on an Interface

You can create or remove the 802.1X authenticator port access entity (PAE) instance on an interface.

)

Note

enable 802.1X on an interface.

By default, the Cisco NX-OS software creates the authenticator PAE instance on the interface when you

Before you begin

Enable the 802.1X feature.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

(Optional) show dot1x interface ether net
slot/port

Example:

switch# show dolx interface ethernet 2/1

Displays the 802.1X configuration on the
interface.

Step 3

interface ethernet dot/port

Example:

switch (config)# interface ethernet 2/1
switch (config-if) #

Selects the interface to configure and enters
interface configuration mode.

Step 4

[no] dot1x pae authenticator

Example:

switch(config-if)# dotlx pae
authenticator

Creates an authenticator PAE instance on the
interface. Use the no form to remove the PAE
instance from the interface.

Note If an authenticator PAE already
exists on the interface the dot1x pae
authentication command does not
change the configuration on the

interface.
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Command or Action

Purpose

Step 5

(Optional) copy running-config star tup-config

Example:

switch(config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Enabling Periodic Reauthentication for an Interface

You can enable periodic 802.1X reauthentication on an interface and specify how often it occurs. If you do
not specify a time period before enabling reauthentication, the number of seconds between reauthentication
defaults to the global value.

)

Note

During the reauthentication process, the status of an already authenticated supplicant is not disrupted.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

interface ethernet sot/port

Example:

switch(config)# interface ethernet 2/1
switch(config-if) #

Selects the interface to configure and enters
interface configuration mode.

Step 3

dot1x re-authentication

Example:

switch (config-if)# dotlx
re-authentication

Enables periodic reauthentication of the
supplicants connected to the interface. By
default, periodic authentication is disabled.

Step 4

(Optional) dot1x timeout re-authperiod
seconds
Example:

switch(config-if)# dotlx timeout
re-authperiod 3300

Sets the number of seconds between
reauthentication attempts. The default is 3600
seconds. The range is from 1 to 65535.

This command affects the behavior
of the Cisco NX-OS device only if
you enable periodic reauthentication
on the interface.

Note
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Command or Action

Purpose

Step 5

exit
Example:

switch (config-if)# exit
switch (config) #

Exits configuration mode.

Step 6

(Optional) show dot1x all

Example:

switch (config)# show dotlx all

Displays all 802.1X feature status and
configuration information.

Step 7

(Optional) copy running-config star tup-config

Example:

switch(config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Manually Reauthenticating Supplicants

You can manually reauthenticate the supplicants for the entire Cisco NX-OS device or for an interface.

)

Note

During the reauthentication process, the status of an already authenticated supplicant is not disrupted.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure

Command or Action

Purpose

Step 1

dot1x re-authenticate [inter face slot/port]

Example:

switch# dotlx re-authenticate interface
2/1

Reauthenticates the supplicants on the Cisco
NX-OS device or on an interface.

Changing 802.1X Authentication Timers for an Interface

You can change the following 802.1X authentication timers on the Cisco NX-OS device interfaces:

Quiet-period timer
When the Cisco NX-OS device cannot authenticate the supplicant, the switch remains idle for a set period
of time and then tries again. The quiet-period timer value determines the idle period. An authentication
failure might occur because the supplicant provided an invalid password. You can provide a faster
response time to the user by entering a smaller number than the default. The default is the value of the
global quiet period timer. The range is from 1 to 65535 seconds.
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\}

Changing 802.1X Authentication Timers for an Interface .

Rate-limit timer
The rate-limit period throttles EAPOL-Start packets from supplicants that are sending too many
EAPOL-Start packets. The authenticator ignores EAPOL-Start packets from supplicants that have
successfully authenticated for the rate-limit period duration. The default value is 0 seconds and the
authenticator processes all EAPOL-Start packets. The range is from 1 to 65535 seconds.

Switch-to-authentication-server retransmission timer for Layer 4 packets
The authentication server notifies the switch each time that it receives a Layer 4 packet. If the switch
does not receive a notification after sending a packet, the Cisco NX-OS device waits a set period of time
and then retransmits the packet. The default is 30 seconds. The range is from 1 to 65535 seconds.

Switch-to-supplicant retransmission timer for EAP response frames
The supplicant responds to the EAP-request/identity frame from the Cisco NX-OS device with an
EAP-response/identity frame. If the Cisco NX-OS device does not receive this response, it waits a set
period of time (known as the retransmission time) and then retransmits the frame. The default is 30
seconds. The range is from 1 to 65535 seconds.

Switch-to-supplicant retransmission timer for EAP request frames
The supplicant notifies the Cisco NX-OS device it that received the EAP request frame. If the authenticator
does not receive this notification, it waits a set period of time and then retransmits the frame. The default
is the value of the global retransmission period timer. The range is from 1 to 65535 seconds.

I nactive period timeout
When the Cisco NX-OS device remains inactive for a set period of time. The timeout inactivity-period
value determines the inactive period. The recommended minimum value is1800 seconds. You must
ensure that the value is less than the value of the re-authentication time.

Note

You should change the default values only to adjust for unusual circumstances such as unreliable links or
specific behavioral problems with certain supplicants and authentication servers.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 interface ether net slot/port Selects the interface to configure and enters
interface configuration mode.
Example:
switch (config)# interface ethernet 2/1
switch (config-if)
Step 3 (Optional) dot1x timeout quiet-period Sets the number of seconds that the
seconds authenticator waits for a response to an
Example: EAP-request/identity frame from the supplicant
. ple: o . before retransmitting the request. The default
switch(config-if)# dotlx timeout is the global number of seconds set for all
quiet-period 25
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Command or Action

Purpose

interfaces. The range is from 1 to 65535
seconds.

Step 4 (Optional) dot1x timeout ratelimit-period | Sets the number of seconds that the
seconds authenticator ignores EAPOL-Start packets
Example: from supplicants that have successfully
' ple: o ' authenticated. The default value is 0 seconds.
switch(config-if)# dotlx timeout The range is from 1 to 65535 seconds.
ratelimit-period 10
Step 5 (Optional) dot1x timeout server-timeout Sets the number of seconds that the Cisco
seconds NX-OS device waits before retransmitting a
Examole: packet to the authentication server. The default
ple: is 30 seconds. The range is from 1 to 65535
switch (config-if)# dotlx timeout seconds
server-timeout 60 '
Step 6 (Optional) dot1x timeout supp-timeout Sets the number of seconds that the Cisco
seconds NX-OS device waits for the supplicant to
Examole: respond to an EAP request frame before the
_ ple: o _ Cisco NX-OS device retransmits the frame.
SWltf}tl Fconfiq;éf) # dotlx timeout The default is 30 seconds. The range is from
Sapprimect 1 to 65535 seconds.
Step 7 (Optional) dot1x timeout tx-period seconds | Sets the number of seconds between the
Examble: retransmission of EAP request frames when
' ple: o ' the supplicant does not send notification that
iwft‘:h Fczni ég"lf) # dotlx timeout it received the request. The default is the global
wrbero number of seconds set for all interfaces. The
range is from 1 to 65535 seconds.
Step 8 (Optional) dot1x timeout inactivity-period | Sets the number of seconds the switch can
seconds remain inactive. The recommended minimum
Example: value is1800 seconds.
switch (config-if)# dotlx timeout
inactivity-period 1800
Step 9 exit Exits configuration mode.
Example:
switch (config)# exit
switch#
Step 10 (Optional) show dot1x all Displays the 802.1X configuration.
Example:
switch# show dotlx all
Step 11 (Optional) copy running-config Copies the running configuration to the startup

startup-config

Example:

switch# copy running-config
startup-config

configuration.
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Enabling MAC Authentication Bypass

You can enable MAC authentication bypass on an interface that has no supplicant connected.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure

Enabling MAC Authentication Bypass .

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

interface ethernet slot/port

Example:

switch(config)# interface ethernet 2/1
switch (config-if)

Selects the interface to configure and enters
interface configuration mode.

Step 3

dot1x mac-auth-bypass [eap]

Example:
switch (config-if) # dotlx mac-auth-bypass

Enables MAC authentication bypass. The
default is bypass disabled. Use the eap keyword
to configure the Cisco NX-OS device to use
EAP for authorization.

Step 4

exit
Example:

switch (config-if)# exit
switch (config) #

Exits configuration mode.

Step 5

(Optional) show dot1x all

Example:

switch# show dotlx all

Displays all 802.1X feature status and
configuration information.

Step 6

(Optional) copy running-config star tup-config

Example:

switch (config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Configuring the Default dot1.x Authentication Method - MAB

Beginning with Cisco NX-OS Release 9.3(5), all traffic that is received on the dotlx enabled ports can be
authenticated only by MAC authentication bypass (MAB). Prior to Cisco NX-OS Release 9.3(5), all traffic
was first authenticated by EAPOL and authentication by MAB occurred only after the EAPOL authentication
session timed out.
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Before you begin

Enable the MAB feature on the Cisco NX-OS device.

Procedure
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Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

interface ethernet sot/port

Example:

switch (config)# interface ethernet 2/1
switch (config-if)

Selects the interface and enters interface
configuration mode.

Step 3

dot1x mac-auth-bypass

Example:
switch(config-if)# dotlx mac-auth-bypass

Enables MAC authentication bypass. The
default is bypass disabled.

Step 4

[no]dot1x authentication order mab

Example:

switch (config-if)# dotlx authentication
order mab

Enables MAB for the authentication of the data
traffic with the radius server. The no form of

this command changes the default authentication
method to EAPOL.

Step 5

exit
Example:

switch(config-if)# exit
switch (config) #

Exits configuration mode.

Step 6

(Optional) show dot1x all

Example:
switch# show dotlx all

Displays the 802.1X feature status and
configuration information.

Step 7

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Creating Dynamic Access Lists

Before you begin

Ensure the following:
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Creating Dynamic Access Lists .

* Pre-program the ACL name (acl-name) with all the ACEs to allow or block specific traffic class for the
dotlx MAB client. The configured ACL name (acl-name) on the device must match the acl-name received
from the ISE Server.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

har dwar e access-list tcam region ing-dacl
tcamsize

Example:

switch(config) # hardware access-list tcan|
region ing-dacl 256
switch (config) #

Specifies the TCAM size. The range is between
0to 2147483647.

Step 3

ip access-list blacklist

Example:

switch (config)# ip access-list
creative blacklist

Configures the defined blacklist and applies it
based on the configured TCAM size.

Step 4

(Optional) show ip access-list

Example:

switch(config)# ip access-list
creative blacklistl

Displays the configured IP access list.

Step 5

(Optional) show ip access-list dynamic

Example:

switch (config)# ip access-list
creative blacklistl new Ethernetl/1
statistics per-entry

10 permit udp 0000.1b40.£f£f13
0000.0000.0000 any range bootps bootpc
vlan 100 [match=123]

20 permit udp 0000.1b40.£f£f13
0000.0000.0000 any eq domain vlan 100
[match=456]

30 deny 0000.1b40.££13 0000.0000.0000
any [match=789]

Displays the configured IP access list.

Step 6

(Optional) copy running-config star tup-config

Example:

switch (config) # copy running-config
startup-config

Copies the running configuration to the startup
configuration.
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Enabling Single Host or Multiple Hosts Mode

You can enable single host or multiple hosts mode on an interface.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure
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Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

interface ethernet slot/port

Example:

switch (config)# interface ethernet 2/1
switch (config-if)

Selects the interface to configure and enters
interface configuration mode.

Step 3

dot1x host-mode {multi-host | single-host}

Example:

switch (config-if)# dotlx host-mode
multi-host

Configures the host mode. The default is
single-host.

Make sure that the dot1x
port-control interface configuration
command is set to auto for the
specified interface.

Note

Step 4

dot1x host-mode multi-auth

Example:

switch(config-if)# dotlx host-mode
multi-auth

Configures the multiple authentication mode.
The port is authorized only on a successful
authentication of either EAP or MAB or a
combination of both. Failure to authenticate will
restrict network access.

authentication either EAP or MAB

Step 5

exit
Example:

switch (config-if) # exit
switch (config) #

Exits configuration mode.

Step 6

(Optional) show dot1x all

Example:
switch# show dotlx all

Displays all 802.1X feature status and
configuration information.

Step 7

(Optional) copy running-config star tup-config

Example:

switch(config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.
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Disabling 802.1X Authentication on the Cisco NX-0S Device

You can disable 802.1X authentication on the Cisco NX-OS device. By default, the Cisco NX-OS software
enables 802.1X authentication after you enable the 802.1X feature. However, when you disable the 802.1X
feature, the configuration is removed from the Cisco NX-OS device. The Cisco NX-OS software allows you
to disable 802.1X authentication without losing the 802.1X configuration.

Note

When you disable 802.1X authentication, the port mode for all interfaces defaults to force-authorized regardless
of the configured port mode. When you reenable 802.1X authentication, the Cisco NX-OS software restores
the configured port mode on the interfaces.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 no dot1x system-auth-control Disables 802.1X authentication on the Cisco
NX-OS device. The default is enabled.
Example:
switch (config) # no dotlx Note Use the dot1x system-auth-control
system-auth-control command to enable 802.1X
authentication on the Cisco NX-OS
device.
Step 3 exit Exits configuration mode.
Example:
switch (config)# exit
switch#
Step 4 (Optional) show dot1x Displays the 802.1X feature status.
Example:
switch# show dotlx
Step 5 (Optional) copy running-config startup-config | Copies the running configuration to the startup

Example:

switch# copy running-config
startup-config

configuration.
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Disabling the 802.1X Feature

You can disable the 802.1X feature on the Cisco NX-OS device.

Configuring 8021X |

When you disable 802.1X, all related configurations are automatically discarded. The Cisco NX-OS software
creates an automatic checkpoint that you can use if you reenable 802.1X and want to recover the configuration.
For more information, see the Cisco NX-OS System Management Configuration Guide for your platform.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

no feature dot1x

Example:

switch (config)# no feature dotlx

Disables 802.1X.

Disabling the 802.1X feature
removes all 802.1X configuration.

Caution

Step 3

exit
Example:

switch (config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) copy running-config startup-config

Example:

switch# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Resetting the 802.1X Interface Configuration to the Default Values

You can reset the 802.1X configuration for an interface to the default values.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
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Command or Action

Purpose

switch# configure terminal
switch (config) #

Step 2

interface ethernet dot/port

Example:

switch (config)# interface ethernet 2/1
switch (config-if)

Selects the interface to configure and enters
interface configuration mode.

Step 3

dot1x default

Example:
switch(config-if)# dotlx default

Reverts to the 802.1X configuration default
values for the interface.

Step 4

exit
Example:

switch (config-if)# exit
switch (config) #

Exits configuration mode.

Step 5

(Optional) show dot1x all

Example:
switch (config)# show dotlx all

Displays all 802.1X feature status and
configuration information.

Step 6

(Optional) copy running-config star tup-config

Example:

switch(config)# copy running-config
startup-config

Copies the running configuration to the startup
configuration.

Setting the Maximum Authenticator-to-Supplicant Frame for an Interface

You can set the maximum number of times that the Cisco NX-OS device retransmits authentication requests
to the supplicant on an interface before the session times out. The default is 2 times and the range is from 1

to 10.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Enters global configuration mode.

Step 2

interface ethernet dot/port

Example:

Selects the interface to configure and enters
interface configuration mode.
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Command or Action Purpose

switch(config)# interface ethernet 2/1
switch (config-if) #

Step 3 dot1x max-req count Changes the maximum authorization request
retry count. The default is 2 times and the range

Example: is from 1 to 10.

switch (config-if)# dotlx max-req 3

Note Make sure that the dot1x
port-control interface configuration
command is set to auto for the
specified interface.

Step 4 exit Exits interface configuration mode.
Example:
switch (config)# exit
switch#
Step 5 (Optional) show dot1x all Displays all 802.1X feature status and
configuration information.
Example:

switch# show dotlx all

Step 6 (Optional) copy running-config startup-config | Copies the running configuration to the startup

configuration.
Example: gu

switch(config)# copy running-config
startup-config

Enabling RADIUS Accounting for 802.1X Authentication

You can enable RADIUS accounting for the 802.1X authentication activity.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure
Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.
Example:

switch# configure terminal
switch (config) #

Step 2 dot1x radius-accounting Enables RADIUS accounting for 802.1X. The

default is disabled.
Example:

switch(config)# dotlx radius-accounting
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Command or Action

Purpose

Step 3 exit Exits configuration mode.
Example:
switch (config)# exit
switch#
Step 4 (Optional) show dot1x Displays the 802.1X configuration.
Example:
switch# show dotlx
Step 5 (Optional) copy running-config star tup-config | Copies the running configuration to the startup

Example:

switch# copy running-config
startup-config

configuration.

Configuring AAA Accounting Methods for 802.1X

You can enable AAA accounting methods for the 802.1X feature.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Enters global configuration mode.

Step 2

aaa accounting dot1x default group group-list

Configures AAA accounting for 802.1X. The
default is disabled.

The group-list argument consists of a
space-delimited list of group names. The group
names are the following:

* radius—For all configured RADIUS
servers.

* named-group—Any configured RADIUS
server group name.

Step 3

exit

Exits configuration mode.

Step 4

(Optional) show aaa accounting

Displays the AAA accounting configuration.

Step 5

(Optional) copy running-config star tup-config

Copies the running configuration to the startup
configuration.
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Example

This example shows how to enable the 802.1x feature:

switch# configure terminal
switch (config)# aaa accounting dotlx default group radius
switch (config) # exit

switch# show aaa accounting

switch# copy running-config startup-config
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Setting the Maximum Reauthentication Retry Count on an Interface

You can set the maximum number of times that the Cisco NX-OS device retransmits reauthentication requests
to the supplicant on an interface before the session times out. The default is 2 times and the range is from 1

to 10.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch (config) #
Step 2 interface ethernet slot/port Selects the interface to configure and enters
interface configuration mode.
Example:
switch(config)# interface ethernet 2/1
switch (config-if) #
Step 3 dot1x max-reauth-req retry-count Changes the maximum reauthentication request
retry count. The default is 2 times and the range
Example: .
is from 1 to 10.
switch(config-if)# dotlx max-reauth-req
3
Step 4 exit Exits interface configuration mode.
Example:
switch (config)# exit
switch#
Step 5 (Optional) show dot1x all Displays all 802.1X feature status and
configuration information.
Example:
switch# show dotlx all
Step 6 (Optional) copy running-config star tup-config | Copies the running configuration to the startup

Example:
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Command or Action Purpose

switch (config)# copy running-config
startup-config

Verifying the 802.1X Configuration

To display 802.1X information, perform one of the following tasks:

Command Purpose

show dot1x Displays the 802.1X feature status.

show dot1x all [details| statistics| summary] | Displays all 802.1X feature status and configuration
information.

show dot1x interface ethernet slot/port Displays the 802.1X feature status and configuration

[details| statistics | summary] information for an Ethernet interface.

show running-config dot1x [all] Displays the 802.1X feature configuration in the running
configuration.

show startup-config dot1x Displays the 802.1X feature configuration in the startup
configuration.

For detailed information about the fields in the output from these commands, see the Cisco NX-OS Security
Command Reference for your platform.

802.1X Support for VXLAN EVPN

This section describes how to configure configures 802.1X for VXLAN EVPN.

Guidelines and Limitations for 802.1X Support for VXLAN EVPN

The following are the guidelines and limitations for 802.1X support for VXLAN EVPN:

* Beginning with Cisco NX-OS Release 9.3(7), 802.1X support for VXLAN EVPN feature is supported
for Cisco Nexus 9300-GX platform switches.

* Port channel interfaces or the member ports of the port channel are not supported.
* vPC ports are not supported.

* The current support of the feature uses regular and dynamic EVPN updates on the BGP-EVPN control
plane for 802.1X secure MAC updates. As a result, we cannot prevent the move across EVPN even if
the global policy is “dotl1x mac-move deny".

* Ensure that the “dotlx mac-move” policy is configured the same across the fabric. There is no
configuration validation across the nodes, hence it could lead to unexpected behavior if the configuration
policy is not in sync.
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* The local to remote MAC moves behavior for the deny and permit modes is permitted. Therefore, the
MAC move is permitted even if the deny mode is enabled.

* Ensure that the dot1x and the port-security ports use different VLANs. The same VLAN cannot be
assigned to both ports.

* Dotlx is not VLAN aware and hence having the same MAC in two different VLANS is not possible.
Depending on the mac-move mode that is selected, either the MAC is moved to a new VLAN or it is
denied.

* You cannot configure static and secure MAC together.
* RADIUS change of Authorization is supported for VXLAN EVPN.

* The recommended re-authentication time interval for a scale setup is the default value, which is 3600
seconds.

Configuring 802.1X Support for VXLAN EVPN

This procedure configures 802.1X for VXLAN EVPN.

Procedure
Command or Action Purpose

Step 1 configureterminal Enters global configuration mode.
Example:

switch# configure terminal

Step 2 feature dot1x Enables the 802.1X feature. The default is

disabled.
Example:

switch (config)# feature dotlx

Step 3 dot1x mac-move {permit | deny} The deny parameters denies MAC moves. The

Example: permit parameter permits MAC moves.

switch(config)# dotlx mac-move permit

Step 4 (Optional) show running-config dot1x all Displays the 802.1X configuration.

Example:

switch(config)# show running-config dotlx|
all

!Command: show running-config dotlx all
!No configuration change since last
restart

!Time: Thu Sep 20 10:22:58 2018

version 9.2(2) Bios:version 07.64
feature dotlx

dotlx system-auth-control
dotlx mac-move deny
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Command or Action

Purpose

interface Ethernetl/1

dotlx host-mode multi-auth

dotlx pae authenticator
dotlx port-control auto

dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx

no dotlx re-authentication

max-req 1
max-reauth-req 2

timeout
timeout
timeout
timeout
timeout
timeout
timeout

quiet-period 60
re-authperiod 3600
tx-period 1
server-timeout 30
ratelimit-period 0
supp-timeout 30
inactivity-period 0

dotlx mac-auth-bypass

interface Ethernetl1/33

dotlx host-mode multi-auth

dotlx pae authenticator
dotlx port-control auto

dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx

no dotlx re-authentication

max-req 1
max-reauth-req 2

timeout
timeout
timeout
timeout
timeout
timeout
timeout

quiet-period 60
re-authperiod 3600
tx-period 1
server-timeout 30
ratelimit-period 0
supp-timeout 30
inactivity-period 0

mac-auth-bypass

Verifying the 802.1X Support for VXLAN EVPN

To display the 802.1X Support for VXLAN ENPN configuration information, enter one of the following

commands:

Command

Purpose

show running-config dot1x all

Displays dotlx running configuration.

show dot1x all summary

Displays the interface status.

show dot1x

Displays the default settings.

show dot1x all

Displays additional interface detail.

Example of show running-config dot1x all command

switch# show running-config dotlx all

!Command:

show running-config dotlx all

!No configuration change since last restart

'Time:

version 9.2 (2)
feature dotlx

Thu Sep 20 10:22:58 2018

Bios:version 07.64
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dotlx system-auth-control
dotlx mac-move deny

interface Ethernetl/1
dotlx host-mode multi-auth

dotlx pae authenticator
dotlx port-control auto

no dotlx re-authentication

dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx

max-req 1

max-reauth-req 2
timeout quiet-period 60

timeout re-authperiod 3600

timeout tx-period 1
timeout server-timeout 30
timeout ratelimit-period O
timeout supp-timeout 30

timeout inactivity-period 0
mac-auth-bypass

interface Ethernetl/33
dotlx host-mode multi-auth
dotlx pae authenticator
dotlx port-control auto
no dotlx re-authentication

dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx

Example of the show dot1x all summary command

max-req 1

max-reauth-req 2
timeout quiet-period 60
timeout re-authperiod 3600
timeout tx-period 1
timeout server-timeout 30
timeout ratelimit-period O
timeout supp-timeout 30
timeout inactivity-period 0
mac-auth-bypass

show dotlx all summary

Interface

Ethernetl/1

Interface

Client

Status

UNAUTHORIZED

Status

switch#
switch#
switch#
Legend:
VLAN
N 10
N 10
N 10
N 10

Ethernetl/33

:16:5A:4C:
:16:5A:4C:
:16:5A:4C:
:16:5A:4C:

show mac address-table vlan 10

AUTHORIZED
AUTHORIZED
AUTHORIZED
AUTHORIZED
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* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC

age - seconds since last seen,+ - primary entry using vPC Peer-Link,

(T) - True, (F) - False, C - ControlPlane MAC, ~ - vsan
MAC Address Type age Secure NTFY Ports

————————— R it e e e

0016.5a4c.0004 secure - T F Ethl/33
0016.5a4c.0005 secure - T F Ethl/33
0016.5a4c.0006  secure - T F Ethl/33
0016.5a4c.0007 secure - T F Ethl/33
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switch#
switch# show mac address-table vlan 10 (VPC-PEER)
Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC

age - seconds since last seen,+ - primary entry using vPC Peer-Link,

(T) - True, (F) - False, C - ControlPlane MAC, ~ - vsan
VLAN MAC Address Type age Secure NTFY Ports
————————— B it et e e e T e
* 10 0016.5a4c.0004 secure - T F vPC Peer-Link
* 10 0016.5a4c.0005 secure - T F vPC Peer-Link
* 10 0016.5a4c.0006 secure - T F vPC Peer-Link
* 10 0016.5a4c.0007 secure - T F vPC Peer-Link
switch#
switch# show mac address-table vlan 10 (RVTEP)
Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC

age - seconds since last seen,+ - primary entry using vPC Peer-Link,

(T) - True, (F) - False, C - ControlPlane MAC, ~ - vsan
VLAN MAC Address Type age Secure NTFY Ports
————————— Bt sttt B e it
C 10 0016.5a4c.0004 dynamic O F F nvel (67.67.67.67)
C 10 0016.5a4c.0005 dynamic O F F nvel (67.67.67.67)
C 10 0016.5a4c.0006 dynamic O F F nvel (67.67.67.67)
C 10 0016.5a4c.0007 dynamic O F F nvel (67.67.67.67)
Example of the show dot1x command
switch# show dotlx
Sysauthcontrol Enabled
Dotlx Protocol Version 2
Mac-Move Deny
Example of the show dot1x all command
switch# show dotlx all
Sysauthcontrol Enabled
Dotlx Protocol Version 2
Mac-Move Deny
Dotlx Info for Ethernetl/1
PAE = AUTHENTICATOR
PortControl = AUTO
HostMode = MULTI AUTH
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2
MaxReq = 1
TxPeriod = 1
RateLimitPeriod = 0
InactivityPeriod = 0
Mac-Auth-Bypass = Enabled
Dotlx Info for Ethernetl/33
PAE = AUTHENTICATOR
PortControl = AUTO
HostMode = MULTI AUTH
ReAuthentication = Disabled
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QuietPeriod = 60

ServerTimeout = 30

SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2
MaxReqg = 1
TxPeriod = 1
RateLimitPeriod = 0
InactivityPeriod = 0
E

Mac-Auth-Bypass = Enabled

Monitoring 802.1X

You can display the statistics that the Cisco NX-OS device maintains for the 802.1X activity.

Before you begin

Enable the 802.1X feature on the Cisco NX-OS device.

Procedure
Command or Action Purpose

Step 1 show dot1x {all | interface ethernet slot/port} | Displays the 802.1X statistics.
statistics
Example:

switch# show dotlx all statistics

Configuration Example for 802.1X

The following example shows how to configure 802.1X for an access port:

feature dotlx

aaa authentication dotlx default group rad2
interface Ethernet2/1

dotlx pae-authenticator

dotlx port-control auto

The following example shows how to configure 802.1X for a trunk port:

feature dotlx

aaa authentication dotlx default group rad2
interface Ethernet2/1

dotlx pae-authenticator

dotlx port-control auto

dotlx host-mode multi-host

Note

Repeat the dot1x pae authenticator and dot1x port-control auto commands for all interfaces that require
802.1X authentication.
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Additional References for 802.1X

This section includes additional information related to implementing 802.1X.

Related Documents

Related Topic Document Title

Cisco NX-OS Licensing | Cisco NX-OSLicensing Guide

Command reference

VRF configuration

Standards

Standards

Title

IEEE Std 802.1X- 2004 (Revision of
IEEE Std 802.1X-2001)

802.1X | EEE Sandard for Local and Metropolitan Area Networks
Port-Based Network Access Control

RFC 2284

PPP Extensible Authentication Protocol (EAP)

RFC 3580

|EEE 802.1X Remote Authentication Dial In User Service
(RADIUS) Usage Guidelines
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Configuring IP ACLs

This chapter describes how to configure IP access control lists (ACLs) on Cisco NX-OS devices.
Unless otherwise specified, the term IP ACL refers to IPv4 and IPv6 ACLs.
This chapter includes the following sections:

» About ACLs, on page 261

* Prerequisites for IP ACLs, on page 278

* Guidelines and Limitations for [P ACLs, on page 278

* Default Settings for [P ACLs, on page 285

* Configuring IP ACLs, on page 285

* Verifying the IP ACL Configuration, on page 320

* Monitoring and Clearing IP ACL Statistics, on page 322
* Configuration Examples for [P ACLs, on page 322

» About System ACLs, on page 323

* Configuring Object Groups, on page 327

* Verifying the Object-Group Configuration, on page 331
* Configuring Time-Ranges, on page 332

* Verifying the Time-Range Configuration, on page 336
+ Additional References for I[P ACLs, on page 336

About ACLs

An ACL is an ordered set of rules that you can use to filter traffic. Each rule specifies a set of conditions that
a packet must satisfy to match the rule. When the device determines that an ACL applies to a packet, it tests
the packet against the conditions of all rules. The first matching rule determines whether the packet is permitted
or denied. If there is no match, the device applies the applicable implicit rule. The device continues processing
packets that are permitted and drops packets that are denied.

You can use ACLs to protect networks and specific hosts from unnecessary or unwanted traffic. For example,
you could use ACLs to disallow HTTP traffic from a high-security network to the Internet. You could also
use ACLs to allow HTTP traffic but only to specific sites, using the IP address of the site to identify it in an
IP ACL.
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ACL Types and Applications

The device supports the following types of ACLs for security traffic filtering:

IPv4 ACLs

The device applies IPv4 ACLs only to IPv4 traffic.
IPv6 ACLs

The device applies IPv6 ACLs only to IPv6 traffic.
MAC ACLs

The device applies MAC ACLs only to non-IP traffic.

IP and MAC ACLs have the following types of applications:

Port ACL
Filters Layer 2 traffic
MAC ACL with UDF-based match
Filters MAC ACLs with UDF-based match
Router ACL
Filters Layer 3 traffic
VLAN ACL
Filters VLAN traffic
VTY ACL
Filters virtual teletype (VTY) traffic

This table summarizes the applications for security ACLs.

Table 15: Security ACL Applications

Application | Supported Interfaces Types of ACLs Supported
Port ACL * Layer 2 interfaces * [Pv4 ACLs
* Layer 2 Ethernet port-channel * [Pv4 ACLs with UDF-based match for Cisco
interfaces Nexus 9200, 9300, and 9300-EX Series
switches.

When a port ACL is applied to a trunk port,
the ACL filters traffic on all VLANS on the

trunk port. « [Pv6 ACLs with UDF-based match for Cisco
Nexus 9300-EX Series switches.

* IPv6 ACLs

* MAC ACLs
* MAC ACLs with UDF-based match.
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Application | Supported Interfaces Types of ACLs Supported
Router * VLAN interfaces » [IPv4 ACLs
ACL . .
* Physical Layer 3 interfaces * [Pv6 ACLs
* Layer 3 Etheret subinterfaces Note MAC ACLs are supported on Layer 3
« Layer 3 Ethernet port-channel interfaces only if you enable MAC
interfaces packet classification.
* Management interfaces Note Egress router ACLs are not supported
on subinterfaces and on Cisco Nexus
Note You must enable VLAN 9300 Series switch uplink ports.
interfaces globally before you
can configure a VLAN interface.
VLAN * VLANs * [Pv4 ACLs
ACL
* [Pv6 ACLs
* MAC ACLs
VTY ACL * VTYs * [Pv4 ACLs
* [Pv6 ACLs

Related Topics
About VLAN ACLs, on page 351
About MAC ACLs, on page 337

Order of ACL Application

When the device processes a packet, it determines the forwarding path of the packet. The path determines
which ACLs that the device applies to the traffic. The device applies the ACLs in the following order:

Port ACL

Ingress VACL

Ingress router ACL

Egress VTY ACL

Egress router ACL

1
2
3
4. Ingress VTY ACL
5
6
7

Egress VACL

If the packet is bridged within the ingress VLAN, the device does not apply router ACLs.
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Figure 7: Order of ACL Application
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The following figure shows the order in which the device applies ACLs.

Ingress Egress
WTY ACL VTY ACL
Ingress ! Ingress Egress: Egress
VLAN . Router Router ; VLANM
Part ACL ACL ACL ACL ACL

b

VA

!

Figure 8: ACLs and Packet Flow

The following figure shows where the device applies ACLs, depending upon the type of ACL. The red path
indicates a packet sent to a destination on a different interface than its source. The blue path indicates a packet
that is bridged within its VLAN.

The device applies only the applicable ACLs. For example, if the ingress port is a Layer 2 port and the traffic
isona VLAN that is a VLAN interface, a port ACL and a router ACL both can apply. In addition, if a VACL
is applied to the VLAN, the device applies that ACL too.

Egress
VTY ACL

Ingress
VTY ACL Egress

Routar ACL

Ingress
Router ACL

Ingrass | Egress
Ethernet Ethernet
Interface | Interface

Ingress
Part ACL ACL
VLAN 8
ACL 8

Rules are what you create, modify, and remove when you configure how an ACL filters network traffic. Rules
appear in the running configuration. When you apply an ACL to an interface or change a rule within an ACL
that is already applied to an interface, the supervisor module creates ACL entries from the rules in the running
configuration and sends those ACL entries to the applicable I/O module. Depending upon how you configure
the ACL, there may be more ACL entries than rules, especially if you implement policy-based ACLs by using
object groups when you configure rules.

You can create rules in access-list configuration mode by using the permit or deny command. The device
allows traffic that matches the criteria in a permit rule and blocks traffic that matches the criteria in a deny
rule. You have many options for configuring the criteria that traffic must meet in order to match the rule.

This section describes some of the options that you can use when you configure a rule.
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Protocols for IP ACLs and MAC ACLs

IPv4, IPv6, and MAC ACLs allow you to identify traffic by protocol. For your convenience, you can specify
some protocols by name. For example, in an IPv4 or IPv6 ACL, you can specify ICMP by name.

You can specify any protocol by number. In MAC ACLs, you can specify protocols by the EtherType number
of the protocol, which is a hexadecimal number. For example, you can use 0x0800 to specify IP traffic in a
MAC ACL rule.

In IPv4 and IPv6 ACLs, you can specify protocols by the integer that represents the Internet protocol number.

Source and Destination

In each rule, you specify the source and the destination of the traffic that matches the rule. You can specify
both the source and destination as a specific host, a network or group of hosts, or any host. How you specify
the source and destination depends on whether you are configuring IPv4 ACLs, IPv6 ACLs, or MAC ACLs.

Implicit Rules for IP and MAC ACLs

)

IP and MAC ACLs have implicit rules, which means that although these rules do not appear in the running
configuration, the device applies them to traffic when no other rules in an ACL match. When you configure
the device to maintain per-rule statistics for an ACL, the device does not maintain statistics for implicit rules.

All IPv4 ACLs include the following implicit rule:

deny ip any any

This implicit rule ensures that the device denies unmatched IP traffic.
All IPv6 ACLs include the following implicit rule:

deny ipvé any any

This implicit rule ensures that the device denies unmatched IPv6 traffic.

Note

* [Pv6 Neighbor Discovery packets (Neighbor Solicitation, Neighbor Advertisement, Router Solicitation,
and Router Advertisement) will not be permitted due to the implicit deny ipv6 any any rule of an IPv6
ACL.

* You must add the following rules explicitly to allow IPv6 Neighbor Discovery packets in the Cisco
Nexus 93180YC-EX, Nexus 93180YC-FX, Nexus 93240YC-FX2, Nexus 93360YC-FX2, Nexus
9336C-FX2, Nexus 9336C-FX2-E, Nexus 93180YC-FX3, N9K-C9316D-GX, N9K-C93600CD-GX,
Nexus 9364C-GX, N9K-C9332D-GX2B, Nexus 9364C and Nexus 9332C platform switches:

* permit icmp any any nd-na
* permit icmp any any nd-ns
* permit icmp any any router-advertisement

* permit icmp any any router-solicitation

All MAC ACLs include the following implicit rule:

deny any any protocol
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This implicit rule ensures that the device denies the unmatched traffic, regardless of the protocol specified in
the Layer 2 header of the traffic.
Additional Filtering Options

You can identify traffic by using additional options. These options differ by ACL type. The following list
includes most but not all additional filtering options:

* [Pv4 ACLs support the following additional filtering options:

* Layer 4 protocol

* TCP and UDP ports

* ICMP types and codes

* IGMP types

* Precedence level

* Differentiated Services Code Point (DSCP) value

» TCP packets with the ACK, FIN, PSH, RST, SYN, or URG bit set
» Established TCP connections

* Packet length

* [Pv6 ACLs support the following additional filtering options:
* Layer 4 protocol
* Encapsulating Security Payload
* Payload Compression Protocol
* Stream Control Transmission Protocol (SCTP)
* SCTP, TCP, and UDP ports
* ICMP types and codes
* DSCP value
» TCP packets with the ACK, FIN, PSH, RST, SYN, or URG bit set
* Established TCP connections

* Packet length

* MAC ACLs support the following additional filtering options:
* Layer 3 protocol (Ethertype)
* VLAN ID
* Class of Service (CoS)

. Cisco Nexus 9000 Series NX-0S Security Configuration Guide, Release 9.3(x)



| Configuring IP ACLs
Sequence Numbers .

* Beginning Cisco NX-OS Release 9.2(4), IPv4 ACLs and IPv6 in Cisco Nexus 9500 platform switches
with N9K-X96136YC-R, N9K-X9636C-R, and N9K-X9636C-RX line cards and N9K-C9504-FM-R
fabric module support the following additional filtering options:

» TCP packets with the ACK, FIN, PSH, RST, SYN, or URG bit set

« Established TCP connections

Sequence Numbers

The device supports sequence numbers for rules. Every rule that you enter receives a sequence number, either
assigned by you or assigned automatically by the device. Sequence numbers simplify the following ACL
tasks:

Adding new rules between existing rules

By specifying the sequence number, you specify where in the ACL a new rule should be positioned. For
example, if you need to insert a rule between rules numbered 100 and 110, you could assign a sequence
number of 105 to the new rule.

Removing arule

Without using a sequence number, removing a rule requires that you enter the whole rule, as follows:

switch(config-acl)# no permit tcp 10.0.0.0/8 any

However, if the same rule had a sequence number of 101, removing the rule requires only the following
command:

switch(config-acl)# no 101
Moving arule

With sequence numbers, if you need to move a rule to a different position within an ACL, you can add
a second instance of the rule using the sequence number that positions it correctly, and then you can
remove the original instance of the rule. This action allows you to move the rule without disrupting
traffic.

If you enter a rule without a sequence number, the device adds the rule to the end of the ACL and assigns a
sequence number that is 10 greater than the sequence number of the preceding rule to the rule. For example,
if the last rule in an ACL has a sequence number of 225 and you add a rule without a sequence number, the
device assigns the sequence number 235 to the new rule.

In addition, Cisco NX-OS allows you to reassign sequence numbers to rules in an ACL. Resequencing is
useful when an ACL has rules numbered contiguously, such as 100 and 101, and you need to insert one or
more rules between those rules.

Logical Operators and Logical Operation Units

IP ACL rules for TCP and UDP traffic can use logical operators to filter traffic based on port numbers. Cisco
NX-OS supports logical operators in only the ingress direction.

The device stores operator-operand couples in registers called logical operator units (LOUs). The LOU usage
for each type of operator is as follows:

€q

Is never stored in an LOU
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Uses 1 LOU
It

Uses 1 LOU
neq

Uses 1 LOU
range

Uses 1 LOU

IPv4 ACL Logging

Time Ranges

The IPv4 ACL logging feature monitors IPv4 ACL flows and logs statistics.

A flow is defined by the source interface, protocol, source IP address, source port, destination IP address, and
destination port values. The statistics maintained for a flow include the number of forwarded packets (for
each flow that matches the permit conditions of the ACL entry) and dropped packets (for each flow that
matches the deny conditions of the ACL entry).

You can use time ranges to control when an ACL rule is in effect. For example, if the device determines that
a particular ACL applies to traffic arriving on an interface, and a rule in the ACL uses a time range that is not
in effect, the device does not compare the traffic to that rule. The device evaluates time ranges based on its
clock.

When you apply an ACL that uses time ranges, the device updates the affected I/O module whenever a time
range referenced in the ACL starts or ends. Updates that are initiated by time ranges occur on a best-effort
priority. If the device is especially busy when a time range causes an update, the device may delay the update
by up to a few seconds.

IPv4, IPv6, and MAC ACLs support time ranges. When the device applies an ACL to traffic, the rules in
effect are as follows:

* All rules without a time range specified

* Rules with a time range that includes the second when the device applies the ACL to traffic

The device supports named, reusable time ranges, which allows you to configure a time range once and specify
it by name when you configure many ACL rules. Time range names have a maximum length of 64 alphanumeric
characters.

A time range contains one or more rules. The two types of rules are as follows:
Absolute

A rule with a specific start date and time, specific end date and time, both, or neither. The following
items describe how the presence or absence of a start or end date and time affect whether an absolute
time range rule is active:

» Start and end date and time both specified—The time range rule is active when the current time is
later than the start date and time and earlier than the end date and time.

» Start date and time specified with no end date and time—The time range rule is active when the
current time is later than the start date and time.
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* No start date and time with end date and time specified—The time range rule is active when the
current time is earlier than the end date and time.

* No start or end date and time specified—The time range rule is always active.

For example, you could prepare your network to allow access to a new subnet by specifying a time range
that allows access beginning at midnight of the day that you plan to place the subnet online. You can use
that time range in ACL rules that apply to the subnet. After the start time and date have passed, the device
automatically begins applying the rules that use this time range when it applies the ACLs that contain
the rules.

Periodic
A rule that is active one or more times per week. For example, you could use a periodic time range to
allow access to a lab subnet only during work hours on weekdays. The device automatically applies ACL

rules that use this time range only when the range is active and when it applies the ACLs that contain
the rules.

N

Note The order of rules in a time range does not affect how a device evaluates whether a time range is active. Cisco
NX-OS includes sequence numbers in time ranges to make editing the time range easier.

Time ranges also allow you to include remarks, which you can use to insert comments into a time range.
Remarks have a maximum length of 100 alphanumeric characters.

The device determines whether a time range is active as follows:

* The time range contains one or more absolute rules—The time range is active if the current time is within
one or more absolute rules.

* The time range contains one or more periodic rules—The time range is active if the current time is within
one or more periodic rules.

* The time range contains both absolute and periodic rules—The time range is active if the current time
is within one or more absolute rules and within one or more periodic rules.

When a time range contains both absolute and periodic rules, the periodic rules can only be active when at
least one absolute rule is active.

Policy-Based ACLs

The device supports policy-based ACLs (PBACLs), which allow you to apply access control policies across
object groups. An object group is a group of IP addresses or a group of TCP or UDP ports. When you create
a rule, you specify the object groups rather than specifying IP addresses or ports.

Using object groups when you configure IPv4 or IPv6 ACLs can help reduce the complexity of updating
ACLs when you need to add or remove addresses or ports from the source or destination of rules. For example,
if three rules reference the same IP address group object, you can add an IP address to the object instead of
changing all three rules.

PBACLs do not reduce the resources required by an ACL when you apply it to an interface. When you apply
a PBACL or update a PBACL that is already applied, the device expands each rule that refers to object groups
into one ACL entry per object within the group. If a rule specifies the source and destination both with object
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groups, the number of ACL entries created on the I/O module when you apply the PBACL is equal to the
number of objects in the source group multiplied by the number of objects in the destination group.

The following object group types apply to port, router, policy-based routing (PBR), and VLAN ACLs:
| Pv4 Address Object Groups

Can be used with IPv4 ACL rules to specify source or destination addresses. When you use the per mit
or deny command to configure a rule, the addrgroup keyword allows you to specify an object group
for the source or destination.

| Pv6 Address Object Groups

Can be used with IPv6 ACL rules to specify source or destination addresses. When you use the per mit
or deny command to configure a rule, the addrgroup keyword allows you to specify an object group
for the source or destination.

Protocol Port Object Groups

Can be used with [Pv4 and IPv6 TCP and UDP rules to specify source or destination ports. When you
use the permit or deny command to configure a rule, the portgroup keyword allows you to specify an
object group for the source or destination.

Note

Policy-based routing (PBR) ACLs do not support deny access control entries (ACEs) or deny commands to
configure a rule.

Statistics and ACLs

)

The device can maintain global statistics for each rule that you configure in IPv4, IPv6, and MAC ACLs. If
an ACL is applied to multiple interfaces, the maintained rule statistics are the sum of packet matches (hits)
on all the interfaces on which that ACL is applied.

Note

The device does not support interface-level ACL statistics.

For each ACL that you configure, you can specify whether the device maintains statistics for that ACL, which
allows you to turn ACL statistics on or off as needed to monitor traffic filtered by an ACL or to help
troubleshoot the configuration of an ACL.

The device does not maintain statistics for implicit rules in an ACL. For example, the device does not maintain
a count of packets that match the implicit deny ip any any rule at the end of all IPv4 ACLs. If you want to
maintain statistics for implicit rules, you must explicitly configure the ACL with rules that are identical to the
implicit rules.

Related Topics
Monitoring and Clearing [P ACL Statistics, on page 322
Implicit Rules for IP and MAC ACLs, on page 265
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Atomic ACL Updates

By default, when a supervisor module of a Cisco Nexus 9000 Series device updates an I/O module with
changes to an ACL, it performs an atomic ACL update. An atomic update does not disrupt traffic that the
updated ACL applies to; however, an atomic update requires that an I/O module that receives an ACL update
has enough available resources to store each updated ACL entry in addition to all pre-existing entries in the
affected ACL. After the update occurs, the additional resources used for the update are freed. If the I/O module
lacks the required resources, the device generates an error message and the ACL update to the I/O module
fails.

If an I/O module lacks the resources required for an atomic update, you can disable atomic updates by using
the no har dwar e access-list update atomic command; however, during the brief time required for the device
to remove the preexisting ACL and implement the updated ACL, traffic that the ACL applies to is dropped
by default.

If you want to permit all traffic that an ACL applies to while it receives a nonatomic update, use the hardware
access-list update default-result per mit command.

This example shows how to disable atomic updates to ACLs:

switch# config t
switch (config) # no hardware access-list update atomic

This example shows how to permit affected traffic during a nonatomic ACL update:

switch# config t
switch (config) # hardware access-list update default-result permit

This example shows how to revert to the atomic update method:

switch# config t
switch(config)# no hardware access-list update default-result permit
switch (config)# hardware access-list update atomic

Session Manager Support for IP ACLs

Session Manager supports the configuration of IP and MAC ACLs. This feature allows you to verify ACL
configuration and confirm that the resources required by the configuration are available prior to committing
them to the running configuration.

ACL TCAM Regions

You can change the size of the ACL ternary content addressable memory (TCAM) regions in the hardware.

On Cisco Nexus 9300 and 9500 Series switches and Cisco Nexus 3164Q, 31128PQ, 3232C, and 3264Q
switches, the egress TCAM size is 1K, divided into four 256 entries. On Cisco Nexus NFE2-enabled devices
(such as the Cisco Nexus 3232C and 3264Q switches), the ingress TCAM size is 6K, divided into twelve 512
slices. Three slices are in one group. On other Cisco Nexus 9300 and 9500 Series switches and the 3164Q
and 31128PQ switches, the ingress TCAM size is 4K, divided into eight 256 slices and four 512 slices. A
slice is the unit of allocation. A slice can be allocated to one region only. For example, a 512-size slice cannot
be used to configure two features of size 256 each. Similarly, a 256-size slice cannot be used to configure two
features of size 128 each. The [IPv4 TCAM regions are single wide. The IPv6, QoS, MAC, CoPP, and system
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TCAM regions are double wide and consume double the physical TCAM entries. For example, a logical
region size of 256 entries actually consumes 512 physical TCAM entries.

You can create IPv6, port ACLs, VLAN ACLs, and router ACLs, and you can match IPv6 and MAC addresses
for QoS. However, Cisco NX-OS cannot support all of them simultaneously. You must remove or reduce the
size of the existing TCAM regions (TCAM carving) to enable the IPv6, MAC, or other desired TCAM regions.
For every TCAM region configuration command, the system evaluates if the new change can be fit in the
TC