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* https://www.infosecurity-magazine.com/magazine-features/securing-the-2012-olympics/
* https://www.scmagazine.com/home/security-news/beijing-olympic-ticket-scam-shut-down/
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5 [How a Massive 540 Gb/sec DDoS Attack Failed to Spoil the Rio Olympics] (¥E:E)
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6 [2016 Rio Summer Olympic Games Cyberthreat Environment] .

Booz Allend & U'CyberdSight, 20165E5826H (¥EE)

https://docplayer.net/50042593-2016-rio-20summer-olympic-games-cyberthreat-environment.html

7 [U.S. Charges Russian GRU Officers with International Hacking and Related Influence and Disinformation Operations| (3%&8)
https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-and
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9 Bkt
10 [PsExec] (&

11 [Windows Management Instrumentation| (¥5E)

. https://attack.mitre.org/software/S0029/

12 [Olympic Destroyer Takes Aim At Winter Olympics| (ZE58)

* https://attack.mitre.org/techniques/T1047/
* https://blog.talosintelligence.com/2018/02/olympic-destroyer.html

13 [Six Russian GRU Officers Charged in Connection with Worldwide Deployment of Destructive Malware and Other Disruptive Actions in Cyberspace] (3:E)
https://www.justice.gov/opa/pr/six-russian-gru-officers-charged-connection-worldwide-deployment-destructive-malware-and
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14 [UK exposes series of Russian cyber attacks against Olympic and Paralympic Games] (%58)

https://www.gov.uk/government/news/uk-exposes-series-of-russian-cyber-attacks-against-olympic-and-paralympic-games

15 [Twitter] (3EB)

. https://twitter.com/ClearskySec/status/968104465818669057 7s=20
16 [New cyberattacks targeting sporting and anti-doping organizations| (3z8)

https://blogs.microsoft.com/on-the-issues/2019/10/28/cyberattacks-sporting-anti-doping/

17 [Russian doping scandal: Russia faces ban from all major sports events - Wada| (3358

. https://www.bbc.com/sport/athletics/49805296
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18 [WADA Executive Committee unanimously endorses four-year period of non-compliance for the Russian Anti-Doping Agency| (3R58)
https://www.wada-ama.org/en/media/news/2019-12/wada-executive-committee-unanimously-endorses-four-year-period-of-non-compliance

19 [Russia can't use its name and flag at the next 2 Olympics] (358)

https://apnews.com/article/russia-banned-name-flag-olympic-games-a8bd342806883f66152859701d5ae5d4

20 [U.S. Charges Russian GRU Officers with International Hacking and Related Influence and Disinformation Operations| (3%&8)
https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-and

21 [Russian spies hacked the Olympics and tried to make it look like North Korea did it, U.S. officials say| (358)
https://www.washingtonpost.com/world/national-security/russian-spies-hacked-the-olympics-and-tried-to-make-it-look-like-north-korea-did-it-us-officials-

say/2018/02/24/44b5468e-18f2-11e8-92c9-376b4fe57ff7_story.html
22 [New cyberattacks targeting sporting and anti-doping organizations] (3258

https://blogs.microsoft.com/on-the-issues/2019/10/28/cyberattacks-sporting-anti-doping/

23 [UK exposes series of Russian cyber attacks against Olympic and Paralympic Games] (3:8)
https://www.gov.uk/government/news/uk-exposes-series-of-russian-cyber-attacks-against-olympic-and-paralympic-games

24 [Six Russian GRU Officers Charged in Connection with Worldwide Deployment of Destructive Malware and Other Disruptive Actions in Cyberspace] ($58)
https://www.justice.gov/opa/pr/six-russian-gru-officers-charged-connection-worldwide-deployment-destructive-malware-and
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25 [UK exposes series of Russian cyber attacks against Olympic and Paralympic Games] (%&38)

https://www.gov.uk/government/news/uk-exposes-series-of-russian-cyber-attacks-against-olympic-and-paralympic-games
26 [Russian spies hacked the Olympics and tried to make it look like North Korea did it, U.S. officials say| (358)
https://www.washingtonpost.com/world/national-security/russian-spies-hacked-the-olympics-and-tried-to-make-it-look-like-north-korea-did-it-us-officials-

say/2018/02/24/44b5468e-18f2-11e8-92c9-376b4fe57ff7_story.html
27 [Customer Guidance on Recent Nation-State Cyber Attacks] (¥5E)

https://msrc-blog.microsoft.com/2020/12/13/customer-guidance-on-recent-nation-state-cyber-attacks/

28 [Unauthorized Access of FireEye Red Team Tools] (Z5g)

https://www.fireeye.com/blog/threat-research/2020/12/unauthorized-access-of-fireeye-red-team-tools.html
29 [FACT SHEET: Imposing Costs for Harmful Foreign Activities by the Russian Government]  (3E58)
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
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31 [North Korean Hackers Have Raked in $670 Million Via Cyberattacks] (3&z8)

https://www.forbes.com/sites/leemathews/2019/03/11/north-korean-hackers-have-raked-in-670-million-via-cyberattacks/#7a674c807018

32 [3 North Korean Military Hackers Indicted in Wide-Ranging Scheme to Commit Cyberattacks and Financial Crimes Across the Globe] (358)

https://www.justice.gov/usao-cdca/pr/3-north-korean-military-hackers-indicted-wide-ranging-scheme-commit-cyberattacks-and

33 [UN experts: North Korea using cyber attacks to update nukes| (358

https://apnews.com/article/technology-global-trade-nuclear-weapons-north-korea-coronavirus-pandemic-19f536cac4a84780f54a3279ef707b33

34 [Two Chinese Hackers Associated With the Ministry of State Security Charged with Global Computer Intrusion Campaigns Targeting Intellectual Property and Confidential

Business Information]  (3358)

* https://www.justice.gov/opa/pr/two-chinese-hackers-associated-ministry-state-security-charged-global-computer-intrusion

35 [Japan condemns China-based cyberattacks, urges Beijing to take responsible’ action| (3E8)
https://www.scmp.com/news/asia/east-asia/article/2179072/japan-condemns-china-based-cyberattacks-urges-beijing-take
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36 [Palmerworm: Espionage Gang Targets the Media, Finance, and Other Sectors| (%z8)

https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/palmerworm-blacktech-espionage-apt

37 [New nation-state cyberattacks| (ZE58) : https://blogs.microsoft.com/on-the-issues/2021/03/02/new-nation-state-cyberattacks/

38 [HAFNIUM targeting Exchange Servers with O-day exploits| (358) : https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/

39 [Exchange servers under siege from at least 10 APT groups] (3FE)  https://www.welivesecurity.com/2021/03/10/exchange-servers-under-siege-10-apt-groups/

40 [Microsoft Exchange Server Attack Timeline] (258
41 [Potential for Iranian Cyber Response to U.S. Military Strike in Baghdad] (358)

* https://unit42.paloaltonetworks.com/microsoft-exchange-server-attack-timeline/

* https://www.us-cert.gov/ncas/alerts/aa20-006a
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42 [Explainer: Why is Japan's Abe going to Iran? What can he accomplish?]  (328)

https://www.reuters.com/article/us-iran-japan-abe-explainer/explainer-why-is-japans-abe-going-to-iran-what-can-he-accomplish-idUSKCN1T80U9
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43 [WADA investigators strengthen cooperation with Europol]  (338)

https://www.wada-ama.org/en/media/news/2021-02/wada-investigators-strengthen-cooperation-with-europol

44 [Mitsubishi Electric discloses security breach, China is main suspect| (Z58)

https://www.zdnet.com/article/mitsubishi-electric-discloses-security-breach-china-is-main-suspect/
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45 [Atos, IT provider for Winter Olympics, hacked months before Opening Ceremony cyberattack | (3%z8)
https://www.cyberscoop.com/atos-olympics-hack-olympic-destroyer-malware-peyongchang/

46 [TV Ratings: Olympics Opening Ceremony in Rio Falls From London 2012 (3:8)
https://variety.com/2016/tv/news/olympics-opening-ceremony-ratings-rio-fall-london-1201831995/

47 [TV Ratings: Olympics Closing Ceremony Viewership Down Sharply From London 2012]  (2&58)
https://variety.com/2016/tv/news/tv-ratings-olympics-closing-ceremony-ratings-down-1201842009/
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48 [Japan's COVID-19 app failed to pass on some contact warnings| (3858)

https://www.reuters.com/article/us-health-coronavirus-japan-app/japans-covid-19-app-failed-to-pass-on-some-contact-warnings-idUSKBN2A31BA

49 [Statement on Overseas Spectators for the Olympic and Paralympic Games Tokyo 2020] (3&38)
https://toky02020.0rg/en/news/statement-on-overseas-spectators-for-the-olympic-and-paralympic-games-tokyo-2020

50 [Spectators From Overseas Are Barred From Tokyo Olympics] (Z58)
https://www.nytimes.com/2021/03/20/world/asia/tokyo-olympics-spectators.html

51 @k
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52 [U.S. Charges Russian GRU Officers with International Hacking and Related Influence and Disinformation Operations]  (2&58)
https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-and

53 [United States diplomatic cables leak] (Z258)  https:/en.wikipedia.org/wiki/United_States_diplomatic_cables_leak

54 [Sony Pictures hack] (ZE8) : https://en.wikipedia.org/wiki/Sony_Pictures_hack

55 [Podesta emails] (358) : https://en.wikipedia.org/wiki/Podesta_emails
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56 [U.S. Charges Russian GRU Officers with International Hacking and Related Influence and Disinformation Operations]  (58)

https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-and

57 [False rumors of Tokyo 2020 Olympic cancellation swamp social media despite denials]  (Z&58) : https://mainichi.jp/english/articles/20200131/p2a/00m/0sp/010000c

58 [DDoS Attacks Target Amazon, SoftLayer and Telecom Infrastructure| (358

* https://threatpost.com/massive-ddos-amazon-telecom-infrastructure/150096/
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59 [TrickBot Expands in Japan Ahead of the Holidays] (3E5&)

https://www.darkreading.com/threat-intelligence/trickbot-expands-in-japan-ahead-of-the-holidays/d/d-id/1336510

60 [Emotet computer virus spreading in Japan, Suga warns| (Z38)

https://www.japantimes.co.jp/news/2019/11/28/national/emotet-computer-virus-spreading-japan-warns-official/
61 [WORLD'S MOST DANGEROUS MALWARE EMOTET DISRUPTED THROUGH GLOBAL ACTION]  (3858)
https://www.europol.europa.eu/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action

62 [WILD T 7ICREE LTV S HEBROFREICH T & FRMEDRMEIC DT
63 [Special Olympics New York Hacked to Send Phishing Emails|  (358)

. https://www.npa.go.jp/cyber/policy/mw-attention.html

https://www.bleepingcomputer.com/news/security/special-olympics-new-york-hacked-to-send-phishing-emails/

20


https://www.darkreading.com/threat-intelligence/trickbot-expands-in-japan-ahead-of-the-holidays/d/d-id/1336510
https://www.japantimes.co.jp/news/2019/11/28/national/emotet-computer-virus-spreading-japan-warns-official/
https://www.europol.europa.eu/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action
https://www.npa.go.jp/cyber/policy/mw-attention.html
https://www.bleepingcomputer.com/news/security/special-olympics-new-york-hacked-to-send-phishing-emails/

2020 FEEZAVU I E Y U BREEEHEL R—

INIOFT4EXL

FEAEDI\TT 4 ERX bDEENCTIEEEIFFIEISER
SNIEVDBDD. WEHEINT NIETKEFHENFHELEL
F9. I\IT 4 ERXPDOWEICIE. FEDEFOMBRS
IFRA T . Web Y bOD{E A, DDoS WE. EH
ZEEDHDRRRET —FREEENGH D F T,

IRy NDO—2

EHE DRI OSEEZENRILAT S, BERANTE) \’f)l/
F—IT I CADZ—ANEFDIcH. BHEHIE
Tﬁﬁﬁ@b§605$®L17DA49—u\ﬂ—t
AR o et TOEINA IV T I EARA > hD
RIS EA4NTA4X®ﬁ%ﬁMkWZKM?§
HY. Pll DEFEL® Man-in-the-Middle (&) KE%A
WE%@WNH*WFU—G%%Eb&Bt@%H%%
PEELET . CDLDHERY ND—TDERICIE, H
2. g, AU VE Y IUBEBORFMMERTIN TS
oD DD FET ., FARF. EERNEPO—IV I
SEIDEL THELWVERD Wi-Fi v D —72 [CHEHt
LEIH. EFaUT s FmRESINTLIEWLRY D=2
(F. BENZXDESEICLTUERVET,

HOEERA XY MIAFTc MR TH. DR DFHE
DEEICHRELUTVET, WADAWE(CEET A0V (C
X9 HKRETEEDERIKRICKDE. 2 AD CGRUBE
WNUZTIvRAOITE. PUFR—EVTHEDE
ADMERT D Wi-Fi %y hD—JZELIZELTVR
9, TUT. I0C BEDRELERZAFL. EEERP
7 UF R—EVIREERHEM S /e WADA DT —
IR=RIAREF A LE L™,

CNICESET DEHN. 2016 FCHELTWVET, PV
F R—E > TR T D USADA DFESH A VW o

CYBER
THREAT

ALLIANCE

: <

DIcHIC) A ST T2 IRTILD Wi-Fi [C#EFE U
USADADIAVE 21—V ATALAICUE—KRPZITERAU
?bhoUj®ﬁT$KU$®AX—waT/F®w
EIS R ANEES EFOEYIGEGR NS EOHE
Dmﬁbgbnoﬂﬁﬁibnmjjhaéw 2Tl
T UF R—EVIRBOREGIIEE DI AA ADIRT
LT, Wi-Fixy RND—ODBEINE U, TI TR
E7 O TCRAEINIC CCES HFED T w 7w JEFREEHE
|(F. HFHIDCCES Ry NT—TDARIEF U ERIC
ERINTVET %

EINALILRIVDO T

FUVEY IDEKDIERFMRIF A R—
ANV BRIV 2—)be SATANI—=ZVT, ki
ROFR. F25 BRBA. 25770 FlERE
CERHITDIODE/INAIV7 TUDHEFESINE T,
7 TUDBREPERSZENIC. BREDDH S TUDL
HENDR/ENDDET,

VAN NCIE,

CNETREDHD7TUIE. BAAZFECEDIER.
Uy bAO—RIER. OJ A VE8EDEEL. BT )\
A ACTDILERRICKDNRIE. E/INAILTINARIC
A VA S=)LENTWVB DT T U DEFE TN DR
KICBHINTEFR U, Fe.BIN\AILNILD T 71E.
I —DREUEPEEEOSVWI= 2" —Y 3>
DEIFICHFBAINSIENL LD EIT, E/INAILYIL
DI P \DREONFRIF, BEDHD 7 TUICKHT DF
RS, N7 TIUARPDHFHDYOO—RKR, 77
TUR NP EDBEEZBUICEBRDD D7 TUDREES
BT,

7w JF— N :COVID-19 #ZAWMBEH 7 77U (COCOA 75.&)
PEAN / EEERSE JURBEUETTIUN, 77
UR NP (CERITDAREUN DD ET. CDKRDIET T

64 [U.S. Charges Russian GRU Officers with International Hacking and Related Influence and Disinformation Operations| (3z8)

https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-and

65 B.L

21


https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-and

2020 FEEZA VU VEY U BEEEHEL R— b

UlE, BABROBERZENIC, FOO—-REERD
CERFPEREZFELE I, 7 TUR M. BFEE.
EEEEF. ENAILNILD T 7 ([CHTDER 2581 L.
PEBRICENDBOMED DD XTI,

HEADtEF 175 «HEE

HARF. SETCEMETA/I\—ENDS 2020 WRA
UoEYIZTEF21UT A RETDHEVDIFEICEEL
TVET, COLoERBDZ L (. ERFAEDL. BE
HOAN—tEF21UT 1 TS0T 4 ADXEISKEAL T
WET, . BARIIHERL CTLWDERETIEEL
DD, BMEDHFETICEINE. PA/N\—tEFa1UT a3
RICBWVWT, HADOKBEZREKEPLHMNDEZECEN
EEOTVET %, LLDEAREICIE. AINF VR,
EIXATOCA, BYEIT 7—FF70F v IR—K
HRELTHED. BOYA/I\—tFa1 T s DAFI
Fr v I CRKO>TRRIFEBITRAMELTVET,

DX DHREN DD, ZEE=—818F. 7UVEY
ORERICHE el &7 BROYA)\—Fa2UT 4
BEAEDBEFCEBBRZ I > CRD TS E UTIRAT
W&E T, 2018 FF. BFFIFT A /\—TzF 21U T 1 HEED
BEZREKRUIX U, COHME. BETFEOY 1 /(—
TFa2UT s REICERZEVCDHD T U, Rc, %
BURAOEE, 4/ /R=y3vzEnIcUieY 1 )\—
TFaUT A REDRILZERICERFI DD THHD
FUR%

CYBER
THREAT

ALLIANCE

<

BARNEEMREUTIE 2019F 1 B, HAKMAIEE
WA T —Rw MMIEHRSINTWVD 2 BEDT /AR
W—F— DI THAAS AR— RN R—LTITSAT
AIEE) ERRICETUETF T v IZEITOIEEZRRUE
Ufce ZDEMIE. WIBT—JILZEE>TAVEI—RY
RPOBRTDIN\—ROT7ZFTv oL, BEEE1—
P—DEETDESICIFISP (1 VF—Rv hF—EX
JONAS—) ([BHMTDEICHDFET, TN,
2020 BEZ=AUVEYIICIMAT. 2 ==L A
7 2019 FEM) PG00 U=v bk (2019FE) Lo
EEBRA N bOREERE LT, EFa1UT r5@(bZE
BrE UICETEBID—EBCd,

7w ITF—bEHREEMEEE (NICT) D NOTICE
(National Operation Towards loT Clean Environment) —f
OJ 17 bTlE BIHE/IAT—RKHRRESNTVD
IP 7 RURICZHDBAZTO>TVET ¥ FEITIN/C
I—9—75— K& 2021 F2 BIEITTH 1,948 £FIC
DIFOFT °, COBAIE. BEORECTIOIII b
[CEINULTLD 66 D ISP [TIEfESNTWVERT,

Xle. HERBRFE, 2014 FUA)N\—F21UTFT 4 ER
EREHREL. AU VEY IREEDT A /)\—t+a1 U
T A NERZIEHTDEMRERZIUS EFDHEICLE
Ufce COZRERG. EWHAEAREOKE. 221
750704 F—, ZiikE. REEETERINE
g HARDATF«T7H, FUVEVIERIEIICEU
EDEEBIEEROTVE IO, J— b= v TDEF
FICDODVTIFLLRESINTOEEA %
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67 [Cyber Security Talent Shortage in Japan] (3E8) : https://www.accenture.com/_acnmedia/pdf-87/acenture-comptia-eng.pdf
68 [CYBERSECURITY STRATEGY| (3EB) : https://www.nisc.go.jp/eng/pdf/cs-senryaku2018-en.pdf

69 [NOTICE National Operation Towards loT Clean Environment| (388)  https://notice.go.jp/en/
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71 [Japan sets up cybersecurity council to secure the 2020 Olympics] (338)
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72 [Japan strengthens cybersecurity cooperation with EU ahead of Olympics]  (3:8)
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* https://project.inria.fr/FranceJapanlCST/files/2019/04/Kumota.pdf
. https://www.nisc.go.jp/conference/cs/dai21/pdf/21shiryou09.pdf

75 [—f#tE5E A Japan Automotive ISACDYREIE | : https:/prtimes.jp/main/html/rd/p/000000002.000073805.htm

76 [—H#EREEAICTISAC] : https:/www.ict-isac.jp/public/news.html
77 [Financials ISAC Japan] (3&8)  http://www.f-isac.jp/index_e.html

78 [Japan Tries To Remain Optimistic As COVID-19 Threatens To Cancel Tokyo Olympics| (3R&8)
https://www.npr.org/sections/coronavirus-live-updates/2021/01/22/959534841 /japan-tries-to-remain-optimistic-as-covid-19-threatens-to-cancel-tokyoolympics

79 [Japan looks for a way out of Tokyo Olympics because of Covid] (358)

https://www.thetimes.co.uk/article/japan-looks-for-a-way-out-of-tokyo-olympics-because-of-virus-1f868xfnd

80 [Virus surge puts 'real pressure' on Japan to cancel Olympics, Australia leader says] (358)
https://www.washingtonpost.com/world/asia_pacific/japan-olympics-cancel-tokyo-coronavirus/2021/01/22/866fef06-5c61-11eb-a849-6f9423a75ffd_story.html

81 [About 80% Of Japanese Think Olympic Games Should Be Canceled Or Postponed, Poll Shows| (%Z8)
https://www.npr.org/2021/01/18/958120783/about-80-of-japanese-think-olympic-games-should-be-canceled-or-postponed-poll-sh

82 [Mori is gone but gender issues remain for Tokyo Olympics| (3z8)
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