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IMPORTANT!
READ CAREFULLY BEFORE USE.
KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User’s Guide for a series of products. Not all products support all frmware features. Screenshots
and graphics in this book may differ slightly from your product due to differences in product features or
Web Configurator brand style. Most screen shofts in this guide come from the USG110 and USG40W.
Screen shofts for other models may vary. Every effort has been made o ensure that the information in
this manual is accurate.

Note: The version number on the cover page refers to the Zyxel Device’s latest frmware
version to which this User's Guide applies.

Related Documentation
¢ Quick Start Guide

The Quick Start Guide shows how to connect the Zyxel Device and access the Web Configurator
wizards. (See the wizard real time help for information on configuring each screen.) It also contains a
connection diagram and package contents list.

* CLI Reference Guide
The CLI Reference Guide explains how to use the Command-Line Interface (CLI) fo configure the
Zyxel Device.

Note: It is recommended you use the Web Configurator to configure the Zyxel Device.

* Web Configurator Online Help
Click the help icon in any screen for help in configuring that screen and supplementary information.
® More Information

Go to support.zyxel.com fo find other information on the Zyxel Device.
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Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.
Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful fips) or recommendations.

Syntax Conventions
¢ All models in this series may be referred to as the “Zyxel Device” in this guide.
* Product labels, screen names, field labels and field choices are all in bold font.

¢ Aright angle bracket ( > ) within a screen name denotes a mouse click. For example, Configuration >
Network > Interface > Ethernet means you first click Configuration in the navigation panel, then
Network, then the Interface sub menu and finally the Ethernet tab to get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The Zyxel Device icon is not an exact
representation of your device.

Zyxel Device Generic Router Wireless Router / Access Point

)

""" &

Firewall Server

Internet Network Cloud Smartphone

: ]

USB Dongle

ZyWALL USG Series User's Guide

3



Contents Overview

Contents Overview

INTTOAUCTION i e e e e et e e e et e e e e e eta e e e e eeabaeeeeeaaeeeeesseeseeaassseeeeensreeeas 28
INITQL SETUD WIZAIA .ot e et e e e e e e e e et e e e e e et aaaaaaaaaeeeas 59
Hardware, INTerfaCes AN ZONES .......uviiiieiieee et et e et e et e e e e etae e e e eataeeeeearaeeeaes 74
EQISY MOTE ..ottt e e e e ettt e e e e e e e e e ettt aa e e e e e e e eetaarreeaeeeeeeeanaes 89
QUICK SETUID WIZAIAS ...ttt e e e e et e e e e e e tae e e e eeatae e e e eetaaeeeaasbeeeeennrees 156
o1 g eTe ] e | (o H RN O RSORSRRUPP 199
I OO ettt e e e et e e e e ta e e e e etta e e e e ettaeeeeetbeeeeeetteeeenntaeeeeansreeeeenrees 214
(11T a1 a1 RO OO UUPTTRRPPI 284
WWITEIESS .t ettt e e ettt e e ettt e e e e et e e e e eeate e e e e etteaeeeeataeeeeeaataeeeeeettaeeeeetaeeeeentaeeeeatreeeeantees 291
T TQICES ittt ettt e et e e e s b b e e e e e taaee e e ssbeae e e ssseeeeaanabaaeeenssbeeeenraaaeeensbeeeeannrees 319
ROUTING ittt e et e e et e e e e aaa e e e e etbteeeeeaaaeeeeeaaaaeeeeentaeeeeassseeeeantreeeeanraeeans 429
DN S ettt e et e e e t——e e e e tt—eee e e t———eeea—tataeeaa—tteeaanttateeantbeeeeantaeeeetrreeeantreaeeanraeeann 456
N AT ettt ettt ettt e ettt e e ettt e e et e e e e eet—eeeeetteeaeeatateeeeaattteeeaatbeeeeaatteeeeattaeeeaatttaeattaeeeeantreeeeaanraeeaan 462
REAITECT SEIVICE oottt e e ettt e e e et e e e e e eatbeee e e staaeeeaasseeaeansseeeeansssaaeeansraeeens 471
A LG et e e et et e e e e ——ee e e e ———eeeaaetaaeeeaataaaeeaataaaaeaaaaaeeatraeeeaataraeeane 477
P P ettt e e e e e ettt e e e e et aa—ae e at—aae e e t—taeeeatataeeanbateeeantaeeenntreeeeantreeeeanraeeann 485
[P/MAC BINAING 1ttt ettt e et e et e et eestae e e tbeeestbeeessaeeasseeesseeessseeansseessseeansseeassseenssenans 500
LAYET 2 ISOIOTION et e e e e e et e e e e e e e e e e e taaaaaeeaaeeeeeeaaeraaeeeeeeenannes 505
DNS INDOUNA LB ettt ettt e e e e e e e e e atttb b aeeeaaeeessasessaasaaeaaeeessasssaaeaaeeessssnsees 509
WED AUTNENTICATION ettt e e e e e e ettt e e e e eebeeeeeanbeeeeennnes 515
[ o) 1 1o ) E OO U SR PUPUPRPRRRRROt 549
PrINTEN MONGOGET ittt e ettt e e ettt e e e e taeeeeessabeeeeastaeeeeasssseeeaanssseeeessssesaanssseeesassneeans 567
FrEE TN et e e ettt e e e ettt e e e ettt e e e e e eataeeeeetaeeaeeetbaeeeeaatbaeeeaaateeeeeaataeeeeaaraeaaas 579
P P e e e et et e e e a——ae e et ——eeeaab—tae e e hb—aae e ahtaeeeaabteeeaateeeeabreaeeennnreeeeanrees 584
(e[ [Te N €Te] (o [=] o USSR USRSPPP 587
AQVEMTSEMENT SCIEEN ..ttt e e ettt e e e e ttaee e e e tbaeeesenabaeeeensseeaenssaeaeeanes 593
SECUITY PONCY ettt e et e e e ettt e e e e e tba e e e e etaaeeeeeattesesasseeeeeansaeaeeanes 596
(G118 e I G 1, PSPPSR 624
YN g gl V.4e) o TNV o GO PP UUURU PP 633
[PSEC VPN ettt e ettt e e e et e e e ettt e e e e eatbaeeeeasbbeee e e sbseaeeasnssaaesenssbeeasansseaeeassseeesannrees 635
S L VPN ettt e e e e —— e e e e et ——aeeeett—aeeeaa—eaaeeaatbaeaeeataaaaeaataaeeaatbaeeeaataraeeane 671
SSL USEI SCIEENS eieeiiee ettt ettt e e ettt e e ettt e e et e e e e e asaaeeeeaasbseee e nssseeeansessaeeesssaeenssseeeeannssaeens 679
Zyxel Device SeCUEXTENAEr (WINAOWS) ..ooi ittt et e e e e e 692
L2TP VPN ittt et e e e et e e e e ttb et e e e ttaa e e e e asaeeee e ssaeeaeanstaseeeansaaeaeeannbateeeabeeeeenrbaaeeanraeeans 696
BWM (Bandwidth MANAQEMENT) e ettt et eeaaeen 701
APPICATION PATTON et e et e e e e e e e et e e e e e eeeaareseeeas 716
CONTENT FITEIING ettt e e e et e e e e tb e e e e e taeeeeeeeeeeeeatbeeeeeanres 722
DD P ettt e e et e e e e tt——e e et ——eea e ———eeeaatbateeaabatae e e ntbaeeeatabaeeeataeeearaaaeeennnraeeeanrees 748
ANTIEVITUS oottt e e e et e e e e et e e e e e e taa e e e eetaaeeeeattaaeeeetbaaeeeataaaeeaattaeeeeataeaeeanes 773

ZyWALL USG Series User's Guide

4



Contents Overview

N LY e [ o PP PRTURPPPPRN 785
NN I a1 oY=k 110 ) o NSRS 802
DEVICE HA oottt et e e e ettt e e ettt e e e naaeee e e nsaee e e e saaaeeeansabeeeeanaateeeatee s e ntbeeeeenraeeenn 812
(@] o)1= o E PSPPSR 828
N T 1] TR PPRURPPPPRRN 953
[WeTe e[l I 1L=T o To] o PSP PRRPPN 1014
1INV Vo e [ [ RSP UPSRP 1032
DIOIGNOSTICS oottt et e et e e et e e e et e e e e ab e e e e e taaae e e abaeaeaatbaeaeaateaeeaaraeaeeanres 1048
POCKET FIOW EXPDIOIE  ..oiiiieiiiieeettee ettt et e e e et e e e sttt e e e e nabaee e e sebaaesesnssaeaeensaaeeennsseas 1069
SNUTAOWN/REDOOT ..ttt ettt e e ettt e s sttt e e et e e e e satbeeennabeeeean 1077
(e8] o11=T aleTe) 10T H U 1080

ZyWALL USG Series User's Guide

5



Table of Contents

Table of Contents

DOCUMENT CONVENTIONS ...oiiiiiiii e e et e e e et e e e e e e et e e e e e e ettt e e eeeee sttt e eeeeesstaa e eeeesesressannsnnns 3
(©fe a1 (=1 a1 @ LYY AV /L= SRR 4
L= o] (S o) M OTe] ] (=Y o | £ OO P P PPPPTPPPR 6
Part |1 USEI'S GUIE.... ...ttt e e e e e e aans 27
Chapter 1
([ (@Yo 10Tz 1T ] o N 28
T.T OVEIVIEW ittt e e et e e e ettt e e e ettt e e e e eataa e e e e eattaeeeeanateeeeeeatseeeeatbeeeeensseaeeanrees 28
1.2 REQISTTATION AT MYZYXEI ..eeviiiieiiieie ettt e e e e ettt e e e et e e e e eabseeeeennaaeaeeennnes 30
T.2.1 GIOCE PEIOQ ... e et e et e e e et e e e e et e e e e eeaabee e e eeareaeeennes 30
[N o] o] [[ele T O USROS UPPUT 31
1.4 MANAGEMENT OVEIVIEW ...viiiiiiiiiie ettt e et e e ettt e e e e et e e e e ettt e e e e etareeeeeeaseeeeeensnes 33
1.5 WED CONFIGUIATON ...ttt ettt e et e e e et e e e e e abee e e e stsaeeeesssaeesnnsaeaeeennnes 35
1.5.1 Web CoONfIQUIATON ACCESS .ociiieiee ettt e e e et e e e e tae e e e 36
1.5.2 Security Check for Web INterfaCe OVEIVIEW .......oooooiiiiieeeeeee e 39
1.5.3 The Security Check for Web Interface SCreen ... 4]
1.5.4 Remote Access to the Zyxel Device NETWOTIKS .....cccuuvvvveiiiiieeieeeeeeee e 43
1.5.5 Web Configurator SCreens OVEIVIEW ........uiiiiiuiiiee et eeaae e e 43
1.5.6 SECUREPOIMEI BANNET ..coiiiiiiieeeeeeeee ettt e e e e e aaaaaeeeean 47
1.5.7 NOVIQAHON PANEL e et e et e e e e e e e atea e e e 47
1.5.8 TADIES ANA LISTS woeiiiiiiiiie ettt et e e et e e e e et e e e e etbee e e s enaseeeeennneas 56
Chapter 2
LaTLEE= LRSY=Y U] o I 1= T o R 59
2.1 INITIAl SETUD WIZAIA SCIEENS ...ttt et et e e e e e e e e e s tbee e e eteeeeeennes 59
2.1.1 Internet Access Setup — WAN INTEIMACE .....iiiiiiiiiiiiieceee et 60
2. 1.2 Internet ACCESS: ETNEINET .....ee e e e e e e raaae e e 60
2.1.3 INterNet ACCESS: PPPOE ..ot e e e taae e 62
2.1.4 INTerNet ACCESS: PPTP oottt e e e e e e ettt r e e e e e e e e e esnnsnaasaaeaeeaans 63
2. 1.5 INTEINET ACCESS: L2TP oottt e e e e e e ettt e e e e e e e e e e eeetataeeaaeaens 65
2.1.6 Internet Access Setup — Second WAN INTEITACE .....uuvieeeiiiiiiiiieeeeeeeeeeeeeee e 66
2.1.7 Internet Access: CONGrOTUIGTIONS ......viiiiiciiiie ittt e e e e aaee e e 67
2.1.8 Date and TIME SETHNGS ..eeiiiiiiee ettt et et e v e e e 67
2.1.9 REQISTEI DEVICE ..iiiiieiiiii ettt ettt ettt et e ettt e e ettt e e e e eatee e e eabteeeesnssbeeeennssaaesenseeeeensees 68
2.1.10 ACTIVATE SEIVICE ettt e e e e e e e tae e e e e aee e e e aaes 69

ZyWALL USG Series User's Guide

6



Table of Contents

2.1.11 Wireless Settings: AP CONITOIET .....cocvviiiieiiiiieeecieeeeeeee e
2.1.12 Wireless Settings: SSID & SECUNTY uviiiiiiiiiiieeceeeecee e
2.1.13 Remote MANAGEMENT ...iiiiiiciiieeeceee e e e e e

Chapter 3

Hardware, INterfaCes AN ZONES .......ceuuiieeeeeee et e e eaas

3.1 HOrAWAre OVEIVIEW .oiiiiiieeiiieeeeee ettt e e e e et aea e e e e e
T I B o (o] o I ] 1= S UPPPRRN
B T.2REAMNPANEIS oo e e e e
3.2 INSTANATION SCENQAIMOS .eiiieiiiiie ettt e e e e e eaaeeeeeas
3.2.1 DESK-MOUNTING ettiieiiiiiiieeiiiiieeeriiee e et e e e sttt e e e stae e e e sebeeeeessaeeeeennnneeas
3.2.2 RACK-MOUNTING 1etiiiiiiiiiee e e e
3.2.3 USG2200 RACK MOUNTING .evtiiiiiiiiiieeeiiiiee e eriteee et e e vee e e
3.2 4 WaAl-MOUNTING ittt e
3.3 Default Zones, Interfaces, and POrS .....uveviviiiiiiiiiieee e,
3.4 SToppIiNg The ZyXEI DEVICE ..ccoceviiiieeee et

Chapter 4

= 15V 1Y/ [0 T [ PUURURRTRR

A1 OVEIVIEW ettt ettt e ettt e e e ettt e e e e eta e e e e e tas e e e e s taseeeeessseeeeaasaeeaaas
4.1.1 ObJECTS ANA RUIES oiiiiiiiieeeiiiee ettt e e e e e
4.1.2 Wizards AN LINKS ..eeeeiiiieeiiiee ettt et e et e e eare e e e e
4.1.3 EQSY MOAE SETHNGS neeviieiiiiiie ettt e e e
4.1.4 Easy Mode DASNDOAIA .....uuucieiiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

4.2 Initial Setup Wizard — Language and OVEIVIEW .....ccoccvvieeeiiiieeeeeiieeeeneveennn
4.2.1 Initial Setup Wizard = INterNEt .....eeeeeiiieeeeee e,
4.2.2 Initial Setup Wizard — Intfernet ACCESS EITOrS ....ccovvcvveeeeeiivieeeeeiieeeeeee,
4.2 .3 Initial Setup Wizard — Date and TIME ....cooovevveeeeeeeeeeeeeeeeeeeeee e
4.2 .4 Initial Setup Wizard — Register DEVICE .....coovvvieeeeiiiiieeeeiieeeeeiiee e
4.2.5 Initial Setup Wizard — Activate SErviCes ....uvveveeeieiiieeeiieeeeeeeeeee
4.2.6 Initial SETUP WIzard — Wi-Fi ..evvieieeiiieeeeee et
4.2.7 Initial Setup Wizard — Remote Management .......cccccovvvveieviiiieeecinennnn.
4.2.8 Initial Setup Wizard — Congratulations .......cccceeeeeeeieeeeeiiieeeeeiiee e

4.3 Initial Setup Wizard — SECUIitY SEIVICE ..o,

4.4 Initial Setup Wizard — Port FOrwarding ....cccceveeeeeeiieeeeeiiiiee e e

4.5 Initial Setup Wizard — GUEST LAN ...
4.5.1 ConNecting AP SCENQAIIOS ..uviiiiieiiiiieeeiieee ettt eee e e

4.6 INitial SETUR WIZAId — VPN .o
4.6.1 VPN Setup Wizard: WIizard TYPE ..eiieeieiiiieeeiieee ettt
4.6.2 VPN Express Wizard — SCENANO .....ccoviieeeiieeeeeeee e
4.6.3 VPN Express Wizard — Configuration ........cccceeeeeeeiiieeeeniieeeeeeiiee e
4.6.4 VPN Express Wizard — SUMMIANY ....eeeeiiieoeeeeeeeeeeee e
4.6.5 VPN Express Wizard — FINISN ..o

ZyWALL USG Series User's Guide
7



Table of Contents

4.6.6 VPN Advanced Wizard — SCENQAMO ...ccuuiiiieeiiiieeeiiieeeeeiiiee e ettt e eitaeeeessvaeeeeseseeeeesnnanees 118
4.6.7 VPN Advanced Wizard — Phase 1T SETHNGS ...eiiiiiiiiiiciee et 119
4.6.8 VPN Advanced Wizard —PRASE 2 ...ttt e e e e 120
4.6.9 VPN Advanced Wizard — SUMMGAIY ..t eaannaeea e 121
4.6.10 VPN Advanced Wizard — FINISN .....coieiiiiiee ettt e e e e e 122

4.7 VPN Sefttings for Configuration Provisioning Wizard: Wizard TYPE ......ceeeeveeeeeecieeeeeeciiee e 123
4.7.1 Configuration Provisioning Express Wizard — VPN Setfings ...veevevvciieeeiiiiieeeeieee e, 124
4.7.2 Configuration Provisioning VPN Express Wizard — Configuration ..........cccoceveeiiiicineeen, 125
4.7.3 VPN Settings for Configuration Provisioning Express Wizard — Summary ........ccccvveeeee... 126
4.7.4 VPN Settings for Configuration Provisioning Express Wizard — Finish .........cccccceeevieeenns 127
4.7.5 VPN Settings for Configuration Provisioning Advanced Wizard — Scenario ................. 128
4.7.6 VPN Settings for Configuration Provisioning Advanced Wizard — Phase 1 Setfings ... 129
4.7.7 VPN Settings for Configuration Provisioning Advanced Wizard — Phase 2 ................... 130
4.7.8 VPN Settings for Configuration Provisioning Advanced Wizard — Summary ................ 131
4.7.9 VPN Settings for Configuration Provisioning Advanced Wizard — Finish ....................... 134

4.8 VPN Settings for L2TP VPN Settings WIZard ....cccuviiiiiieieeeeee ettt 135
4.8.1 L2TP VPN SETHNGS weiieeiiiiie ettt ettt ettt e ettt e e ettt e e esaae e e e entbeeeeesnsbeeesensseeesnsseeeean 136
4.8.2 L2TP VPN SEHINGS 2 1 iee ittt ettt ettt et e sttt e et e e s tteesntaeesnbeessnseeesnseesnsseesnnseensneens 137
4.8.3 VPN Sefttings for L2TP VPN Setting Wizard — SUMMAIY ....cooveciiieeeiiiiieeeciiee e 137
4.8.4 VPN Settings for L2TP VPN Setting Wizard Completed ........cccooecviiiiiiiiiiiieiee e, 139

4.9 POIT FOMWOITING .evtiiiiiiiiieeeeiieee ettt ettt e e ettt e e etteeeeeettaeeesaabaaeseassaaeesasssaeesanssaeessaseeesanssseaesanes 140
4.9.1 Port Forwarding > Add CHENT ....vviiieeecee et aae e 141
4.9.2 Port FOrwarding > A SEIVICE ....uiiiiiiiiiie ettt ettt e e e e ebeee e e eeeaeas 141
4.9.3 Port FOrwarding > UPNP ...eoiiieee ettt ettt et e e eeava e e e e araeeeans 141
4,10 Wi-Fi and Guest NeTWOIK WIZAIA .....oviiiieiiiee ettt et e e e etae e e s eearae e s earaeeanes 142
4.10.1 Guest LAN (WIired NETWOTK) ...uuiiiiiiiiieeceee ettt e 143
4.10.2 CoNNECTING AP SCENQAIMIOS wuiiiiiiiiiieeeeiiiee ettt est et e e ettt e e e sbaeeeeesnbaeeeeesreaeesennseas 145
4,11 SECUNMTY SEIVICE WIZAIA ..ot e e e et e e e e e e e e e et e e e e e e eenareeneeas 146
4.11.1 Security Service Wizard 2 — Content Filter Categories .....ccvvvvvvviiieeeeciiieeeeiieee e 148
4.11.2 Security Service Wizard 3 — WEDSITES .....uvvviiiiiiieeeeeeeeeeee e 150
4.11.3 Security Service Wizard 4 — EXEMPTIONS ....uviiiiiiiiieieeieie ettt e et e e e 151
4.11.4 Security Service WiIzard 5 —IDP/AV ...t 152
A.T2 MYZYXEI POTTAL oottt ettt ettt e e ettt e e e et eeeeesbaaeesenssaeeeennseeesenssaeaeeanes 153
4,13 0NE SECUNTY POITAL oot e e e e e e e e e raeeeeas 154

Chapter 5

(@ T8 To3 [T =] BT o VL 12= T o RS 156
5.1 QUICK SETUD OVEIVIEW ..ttt ettt et e e ste e et eestaeesntaeesnsaeessseeeanseesnseesnseean 156
5.2 WAN INferface QUICK SETUD .uviiiiiiiiie ettt e ettt e e e et e e s e nbeennnees 157
5.2.1 Choose an Ethernet INTErfaCE ... 157
5.2.2 SEIECT WAN TYIE ittt et ettt ettt e e ettt e e s e baee e e easbaeeeeensbaeeeenssaeaeeanseaeeanes 158
5.2.3 Configure WAN IP SETTINGS weviiiiiiiiee ettt et e et e e e eraae e 159
5.2.4 ISP and WAN and ISP Connection SETHNGS ..occviiiiieiiiieeeiee et 160

ZyWALL USG Series User's Guide

8



Table of Contents

5.2.5 Quick Setup Interface Wizard: SUMMQAIY ....cooociiiiiieiiiieeeeieeee ettt e eaeee e 162

5.3 Remote ACCESS VPN SETUR WIZAI .....uueeieiiiiieeeeeeeeeeee et 163
5.4 Remote ACCESS VPN SETUD — SCENAMO ..uviiiiiiiiiei ettt ettt et aae e e e ebaae e e enees 164
5.4.1 Zyxel VPN Client — VPN Configuration .........ooooiiiiiieiieie e e 164
5.4.2 Zyxel VPN Client — User AUThen iCOtioN ...t 166
5.4.3 ZyXel VPN ClieNT = SUMIMIAIY .oeveieeeieeeeeeeeeeeee et e raa e e 167
5.4.4 L2TP over IPSec Client = VPN Configuration ........ccoccoiiiiiiiiieiieeeecceeee e 168
5.4.5 L2TP over IPSec Client — User Authenfication ... 170
5.4.6 L2TP over IPSEC ClieNt — SUMIMIAIY ....uviiiiiiiiiie ettt ettt ettt e e e savve e e esiaaee e seeaaeeeens 171
5.4.7 L2TP over IPSec Client — Config ProViSioN ........cccviiiiiiiiiiiecciiee et 172

S5.5 VPN SETUD ittt ettt e et e st e et e e e tb e e e bt e e eba e e e be e e ebeeetbaeeteeatbeaenreeentaeas 173
5.5.1 VPN Setup Wizard: WIiZArd TYPE ..oooiieieeeeeeeeeeeeeeeeeeeeeee et 174
5.5.2 VPN EXPress Wizard — SCENGAIO .iviiieiiiieieeiiieee ettt ettt eettee e s e etee e e eeitaeeeeestaeeesensaeaeeenns 175
5.5.3 VPN Express Wizard — Configuration .......cc.eeeiiiiiiiieecee e e 176
5.5.4 VPN EXPress Wizard — SUMIMGIY .ooiieeciiiieeeeiiiee e eciiteeeeeivtee e ettt e e esiaeeeeesnevaeessessneessnnnsneees 176
5.5.5 VPN EXPress WIizard — FINISN ...uvvveeeeiieeeeeeeeeeeeeeee e 177
5.5.6 VPN Advanced WiIizard — SCENQIIO ....uiiiiiiiiieeieiiiieeeeiiee e eeieee e eeiteeeeesevveeesenareeesesseaeeenns 178
5.5.7 VPN Advanced Wizard — Phase T SETHNGS ...eeiiiiiiiiiee e 179
5.5.8 VPN AdvanNced Wizard — PROSE 2 .....uiiiieiiiiiee ettt ettt e s eivaee s eeeaaeeeeas 180
5.5.9 VPN Advanced Wizard — SUMMGAIY ...t e e eaaaneeea e 181
5.5.10 VPN Advanced Wizard — FINISN ..cc.eiiiieeiieeeee ettt e e e s seaeeeeeas 183

5.6 VPN Seftings for Configuration Provisioning Wizard: Wizard TYPE .....ccceeeveeeeeecieeeeeecieee e, 184
5.6.1 Configuration Provisioning Express Wizard — VPN SettiNgS ...oovvvcviiiieiiiiieeeiiiie e 184
5.6.2 Configuration Provisioning VPN Express Wizard — Configuration .........cccceceviviiiiiieen, 185
5.6.3 VPN Settings for Configuration Provisioning Express Wizard — Summary ........ccceeeeeeenn. 186
5.6.4 VPN Settings for Configuration Provisioning Express Wizard — Finish .........ccccceeeevieeenns 187
5.6.5 VPN Settings for Configuration Provisioning Advanced Wizard — Scenario ................. 188
5.6.6 VPN Settings for Configuration Provisioning Advanced Wizard — Phase 1 Settings .... 189
5.6.7 VPN Settings for Configuration Provisioning Advanced Wizard — Phase 2 .................. 190
5.6.8 VPN Settings for Configuration Provisioning Advanced Wizard — Summary ................ 191
5.6.9 VPN Settings for Configuration Provisioning Advanced Wizard — Finish .......cccceeeeeee.. 193

5.7 VPN Settings for L2TP VPN Settings WIZArd .....c.uveiiiiieiee ettt e 194
5.7.1 L2TP VPN SEHINGS reiiitiiiiiie ettt ettt ettt e ettt e et e e st e e evaeessbae e sbeeesaseassseesnsseenseaens 195
5.7.2 L2TP VPN SEHINGS ttteeiieiiiieeiite ettt ettt s et ste e ettt e e st e e st e e sntaeessseeessseeesnseesnsseesnnseenseeens 196
5.7.3 VPN Settings for L2TP VPN Setting Wizard — SUMMQANY ...coccvvieeieiiieieeeieeeeieee e 197
5.7.4 VPN Settings for L2TP VPN Setting Wizard Completed ........ccooecviiiiiciiiiiieieeeeieeees 198

Chapter 6

7= 1] o1 o0 T= 1 (o [FS P 199
6.1 OVEIVIEW .ttt ettt ettt e e e et e et e e ettt esate e e sseeesseeaasaeeanseeessseeensseeansseesnsaesnseesnsseennnneeans 199
6.1.1 What You Can Do in ThisS CROPRTET ...uiiiiiieiiiee ettt vaee e 199

6.2 MAIN DASNDOAIA SCIEEN ...ttt et s e et e e s be e e nbeessaeeensaeeanseeennseeans 199
6.2.1 DeVvice INfFOrMOATION SCIEEN ....uiiiiiiie et e e e e e bae e e e 201

ZyWALL USG Series User's Guide

9



Table of Contents

6.2.2 SYSTEM STATUS SCIEEN ettt e e et e e e e aee e eanreas 202
6.2.3 DHCP TADIE SCIEEN oottt e e e e e et e e e e e e e e e sessabsaeaaeeeeennnnns 203
6.2.4 Number Of LOGIN USEIS SCIEEN ...cceuiiiiiieiiie ettt e et e e eerae e e e enaaaaeeenes 204
6.2.5 SYSTEIM RESOUITES SCIEEN ..ottt ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeeeeereeeeeaeereraranes 205
6.2.6 EXTENSION SIOT SCIEEN e e e e e e et e e e e e e eeeaaans 206
6.2.7 Interface STAtus SUMMIAINY SCIEEN ......euvveeeeieeeeeeeeeeeeeee e 207
6.2.8 Secured SErviCe STATUS SCIEEN ...t 208
6.2.9 Content Filter STAtiSTICS SCrEEN ..o e 209
6.2.10 TOP 5 VIMUSES SCIEEIN ..eeiiiie ettt ettt et e e et e e e et e e e e ettt e e e e s nbbeeeeensbeeeeensseeennses 209
6.2.11 TOP 5 INTTUSIONS SCIEEN et et e e e e e e e e e e e e eeeaans 210
6.2.12 Top 5 IPv4/IPvé Security Policy Rules that Blocked Traffic Screen .......cccveveveiieeeennee. 210
6.2.13 The Latest Alert LOGS SCrEEN ..ot e e e e e e e e 211
B.3 VPN SCIEEN .ttt e et e e e e e e e e ettt e e e e e e e e eeeatttaeeaeeeseeetarsaaeaaaeaeaaas 211
Part Il: Technical ReferencCe...........ccoooeiviiiiiiii e 213
Chapter 7
10T a1 (o ] PP PPRPPPRPPRPPIRS 214
7.1 OVEIVIEW ettt e e e e e e ettt b e e e e e e e e e e ettt aabeaeaeeeeeeeatttaseseeeseeesassssaaaaeaaaeas 214
7.1.1 What You Can DO in this CRAPTEE ..ot 214
7.2 POrt STATSTICS SCIEEN et e e e e e e e e ettt aaeaaaeeas 216
7.2.1 The Port STatistics Graph SCrEEN ... 217
7.3 INTEIfACE STATUS SCIEEN ..eeviiieeeeeee e e e e e e e e e e e e eetaeaaaeaeeaan 218
7.4 The Traffic STATISTCS SCrEEN ...eviiiieee et 222
7.5 The SESSION MONITOI SCIEEN oot e e e e et aaea e e e ean 225
7.6 IGMP STATISTICS weiiiiiiiiiie et e e e e et e e e e tba e e e e ab e e e e e aabeeaeeareeeeensseeeeennnees 227
7.7 TNE DDNS STATUS SCIEEN ettt e e e e e ettt e e e e e e e e e e etaeaaaeaeaans 228
7.8 IP/MAC BINAING ittt ettt e e e et e e e et e e e s tab e e e e saabeeeeentaaeeeeensseeeeessseeeeannrees 228
7.9 TNE LOGIN USEIS SCIEEN  ..viiiieiiiiee ettt ettt ettt e ettt e e e ettt e e s et e e e s e sasaeeeeenbaeeeeenssbeeesesseeeennnsees 229
7.10 The DYNAMIC GUEST SCIEEN ...ttt e e e e e e eaareeeeean 230
7. 11 CellUlAr STATUS SCIEEN ..o e e e e e et e e e e e e e e e e earvaaaaaaaaeaeas 232
7. 171 MOTE INFOIMGTION ettt e e e et e e e et e e e e etbee e e s naaeeennnnes 234
7.12The UPNP POrt STATUS SCIEEN et e e et e e e e 235
7. 13 USB STOrOQE SCIEEN ...ttt e e e e e e et e e e e e e e e s sstbrareeaeaeeeeessnsrsaaaaeeeaans 236
7. 14 Ethernet NeIgNDOr SCIEEN  ....oii ittt e e et ae e e nabee e e ennses 237
7. 15 FQDN ODJECT SCIEEN ..ottt et e e et e sttt e eteeesteeeenseessnseesnnsesnnneenns 238
7.16 AP INFOrMATION: AP LIST ooeiiiiiiieeeee e e e e e e et e e e e e e e e e e etaaeaaaeaeaeas 240
7.16.1 AP List: MOre INfOrMGATION oot e et e e e 244
7.16.2 AP LiST: CONTIG AP oottt et e e et e e e e bte e e e etbe e e e ensbeeeeennses 247
7.17 AP INformMation: RAAIO LIST ...uuviiiiiiiiie ettt ettt e e e e et e e e e eaa e e e enree e e eneneas 250
7.17.1 Radio List: More INfOrmMOTION ...oooiiieeee e e e 252

ZyWALL USG Series User's Guide

10



Table of Contents

7.18 AP INFOrMATiON: TOP N APS oottt ettt e et e e e e ebae e e essabeeeeesssaaeeeennsaeennnses 253
7.19 AP INfOrmMation: SINGIE AP .ot e e e e et e e e e era e e e e e atae e e eaereas 255
WOl A/ 1Y U= o TSP RP SRR 256
720 SSID INTO ettt e et e e e e e e ab e e e e e etbe e e e e ttaeeeetaaeeeaatreeeeanrees 257
7.22 STAtioN INFO: STATON LIST oeviiiieiieieeece e e e e et e e e e e e ettarraeaeaeeas 257
7.23 STation INfO: TOP N STATIONS it e e e e e e e e 259
7.24 Station INfO: SINGIE STATON .eeiiiieee et e et e e e e e e 260
7.25 DETECTEA DEVICE oottt et e ettt e e et e e e e ab e e e e e tb e e e e eentseeeesnnsseeeeannres 261
7.26 TN Printer STATUS SCIEEN oo e e e e et aaa e e e e 262
7.27 TNE IPSEC SCIEEN ettt e e e e e e e e s bbbt e e e e e e e e e e s sssaasaaaeeaeeeeeassasaaaeeaaaans 263
728 TNE SSLSCIEEN oottt e e e e e e ettt e e e e e e e e e ettt abeaeeeeeeseaareaaeaaaeaaaaas 264
7.29 TNE L2TP OVEI IPSEC SCIEEN oottt e e e e e e e st a e e e e e e e e e esnsnnsnaeaaaeeas 265
7.30 The AP PAITOI SCIEEN ..oiiieiiiee ettt ettt e et e e et e e e e etbae e e esnsbeaesessbeeeennnnes 266
7.31 The Content FIlTEr SCrEEN ...uviii ettt e e et e e e eae e e enenes 267
7.32TNE IDP SCIEEN oottt ettt e e e e e e e et e e e e e e e e e e e etabtsaeaaeeeeeeeeaeraaraaeaaaaeas 268
7.33 TE ANTIEVIIUS SCIEEN ..t et e ettt e e et e e e et e e e e e atb e e e e earaeeeeeasseeeesnnnees 270
7.34The ANTi=SPAM SCIEENS ittt e st e e ettt e e e ettt e e e sbbeeeeesbaeeeeensseaeeenssseeesansees 272
7.34.1 ANTi=SOAM SUMIMIAIY ettt e e e et e e e e e e e e e eaaaeeeeeeeeeeennnaes 273
7.34.2 The ANti-Spam STATUS SCIEEN ..eiiiiiiiie ettt e e aaee e 274
7.35 The SSLINSPECTON SCIEENS ..ttt e e e e 276
7.35.1 Certificate CACNE LISt ... e e et e e e 277
S 1o Y Kol I ol 1= =T o RSP 278
7.36.T VIEW LOQ wiiiiiiiiiiieeiiitee ettt ettt ettt e e ettt e e e et e e e e ettt e e e e ssbeeeeennbbeeeeessseeeeennssaeeeessaeesennsses 278
7.36.2 VIEW AP LOQ 1ettiiiiieiiiie ettt ettt ettt e ettt e e et e e e et e e e e et e e e e aa e e e e e abee e e eaeeeeannres 280
7.36.3 DYNAMIC USEIS LOQ witiiiiiiiiieeiiiiiee ettt e eeitee e e eeiteeeeetteeeesnteeeessnsaeeesassaeeeennssaaesennnseesannsees 282
Chapter 8
(o2 o 1571 o [ PP 284
8.1 REGISTTATION OVEIVIEW .ottt e e e e e e e ettt e e e e e e eeavaaeeeeas 284
8.1.1 What YOU NEEA 1O KNOW e 284
8.1.2 REQISITATION SCIEEN ...ttt e ettt e ettt e e s e sbr e e e eenaseeeesaseeaens 284
B.1.3 SEIVICE SCIEEN ..ttt e e e e e e et e e e st e e e e aaaeeeesassaeeesnssaeennsaeeas 285
8.2 SIgNATUIE UPAATE ettt ettt e e et e e e e et e e e e enbaaeeeensaeeeeesssaeeassaeaeeanes 287
8.2.1 What YOU NEEA 1O KNOW e 287
8.2.2 The Anti-Virus UpAOte SCIEEN ..c.eeiiiiieee ettt e e e 287
8.2.3 The IDP/APPPAIOl UPAATe SCrEEN ... 288
Chapter 9
R AT =] 1T PP 291
DT OVEIVIEW ettt e e et e e e ettt e e e e e tae e e e eaaaeeeesataeeeesstaeeeeaataeseeasseeeeasnsseeeeannrees 291
92.1.1 What You Can DO iN This CRAPTET oottt 291
VA Ol a) 11e] 1= g Yl £ =TT o USSP 291
9.3 AP MAONAGEMENT SCIEENS ..ttt e et e e e e e bee e e e e tbee e e e enrbaeesennsseeesnnseas 293

ZyWALL USG Series User's Guide

11



Table of Contents

D.3.1T MONT. AP LISt e e e e e et a e e e et eetaaaeeaas 293
D.3.2 AP POlICY ettt e et e e e e tb e e e e e ta e e e e e arbaaeeeaabaeeanraeaeeaans 301
D.3.3 AP GIOUD ettiiiieiiiieeeeiite e e ettt e ettt e e et e e e e ata e e e sentbaaeesassbaeeesansaaeeeeanbbaeeeessbaeeeanbaeaanraeeeeanes 303
D3 4 FITMIWAIE ..etiiiie ettt e ettt e e ettt e e e e et e e e e e e aabaeeeeestbaeeeeaataeeeesssaseeesnsaseeesasteesnsaeaeeanes 309

DA ROGUE AP oottt ettt ettt e e ettt e e e ettt e e e e et e e e e e e bt e e e e bbeae e e nbbee e e e nbaeeeeataaeeeannbaaeeannaes 311
9.4.1 ADdA/Edit ROGQUE/FHIENAIY LiST ..eeneiiieiiie ettt tee e e snrae e 313

9.5 AUTO HEGIING ittt e e et e e e et e e e e e abaee e s ebaeeeensbaeeeenssaaeeennsseeeennnsees 314
9.6 RTLS OVEIVIEW ittt e ettt e e e ettt e e e e e ta e e e e e tbb e e e e e abaeeeeeatbeeaeeenraeeeesssseeeeannres 315
9.6.1 What You Can DO iN This CRAPTET oottt e 315
9.6.2 BETOrE YOU BEQIN it ettt e e e ta e e e e e ata e e e e eaaaeeeans 315
9.6.3 CONFIGUIING RTLS eeettiiiiiieeee et e et e e e e e e e e ttbb e e e e e e e e eeeseaaraaaraeaaaaaaas 316

9.7 TECNNICAI RETEIENCE ottt e e e e e e e e e sabee e e eaeres 317
9.7.1 DyNnamMiC ChANNEl SEIECTION ..uvviiiiiiiie et e e e 317
9.7.2 LOAA BAIANCING witiiiiiiiiee ettt ettt e et e e e e ta e e e e eebeeeeesnstaeaeeansraeeeeasaaeeanes 318

Chapter 10

L] (=T = (e =P 319
TO.T INTEITACE OVEIVIEW ittt e et e e e et e e e e e ata e e e e eabeeeeenereas 319
10.1.1 What You Can Do in ThisS CROPTET ....eiiiiieiiiie ettt e 319
10.1.2 What YOU NEEA 1O KNOW ...iiiiiiiiiiiiie ettt ettt e e e e e e st eee e e e e s esnanannaeaaeeeeens 320
10.1.3 What YOU NeEA 1O DO FIIST ..uvuiiiiiieiiieeeeecieeee ettt e e e e et ee e 324
OB oo o B e 1 SR SUUU P 324
[LORC R i elg l@te] gl iTe U] (o] 1o ] o TSP 325
10.4 Ethernet SUMMQAIY SCIEEN .o oo e e e e e e e e e e e e e e e e e eeeeeaaaaaeeeeeas 326
TO.4.T ETNEINET EQIT et e e et e et e e e etaaee e 328
TOL4.2 PrOXY ARP oottt ettt e e ettt e e e e aa e e e e e tba e e e esataeeeeetbbaeeeentaeeeannraaeeeann 347
TO.4.3 ViIrTUGHT INTEITACES oottt e e e e e e et e e e e e e e e eeaabraaaaaeeas 349
TO.4. 4 REFEIENCES oot e e e e et e e e e e tae e e e esttaaeeeetbaeeeeesseeeenasaeeeeanns 350
10.4.5 Add/Edit DHCPvé Request/Release OPHONS ....uiiiiecciiiiieiiieeeiieee et eeieee e 351
10.4.6 Add/Edit DHCP Extended OPRTIONS ....ooiiiciiiiieeiiieee et e eavae e 351
TO.ES PPP INTEITACES ottt e e e e e e et et a e e e e e e e e eeaataaeaeeeeeeansrsseeeas 353
10.5.1 PPP INTEIfACE SUMMIAIY ettt e e e e e e 353
10.5.2 PPP Interface Add OF EQit .....eeiiiiiiieeeceeeeee et 355
10.6 Cellular Configuration SCIEEN ...cc..uviiii ettt et e e e e ear e e 359
10.6.1 Cellular ChoOSE SIOt oot e e e e e ettt rrae e e e 363
10.6.2 Add / Edit Cellular Configuration ........coccuiiii e e e 363
TO.7 TUNNEI INTEITACES oo e e e e e e et e e e e e e e e e e et aabaseeeaeeeeeeensrssreeas 369
10.7.1 Configuring A TUNNE| ...c.eeiiiiecee ettt e et e et e e e e e etaee e e eeeaaeeenans 371
10.7.2 TuNNEl Add OF EQIT SCIEEN ....eviiiiiieeeeee et e e aee s 372
TO.8 VLAN INTEITACES ettt ettt e e e e et e e e e tae e e e etrae e e e easaeeensaeeeeensres 376
TO.8.7 VLAN SUMMIAIY SCIEEN ...uiiiiieiiiiie ettt ettt ettt e ettt e e e taee e e ettaeeesentaaeeesnsaeeesennsaaeesnnns 377
TO.8.2 VLAN AQA/EQIT oottt e et e e et e e e e tb e e e e eenaaaeeeeneveeeeeans 379
TO.9 BHAQGE INTEITACES ..ttt e e et e e et e e s esabbee e e enbaeeeensseeeeennses 391

ZyWALL USG Series User's Guide

12



Table of Contents

TO.9.7 BridQE SUMIMIAIY ittt ettt ettt e ettt e e ettt e e e etaee e s enbaeeeeessbeeeesanssaeessnsseeesenssaessanns 393
10.9.2 Bridge AA/EQIT oottt e e e e e et e e ettt e e e e ta e e e e eeraaeaeaans 394
TOTO LAG ettt e e e et e e e ettt e e e e e ta e e e e ettt eeeetreaeeeetteeeeenarns 405
TO.TO.T LAG SUMIMIAIY SCIEEN vutvtiteiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e e e e e eeeeeeeeeeeeeeaeaeseasasarstaraaarnannnnnnnnns 405
TO.T0.2 LAG AA/EQIT oo et e et e e ettt e e e e eaaae e e e eeaeeeeeaes 407
TOLTT VTl ettt e e e et e e e e e etae e e e e abaeeeeeaaaeeeeearaeeeesasaeaeeaasaeeensreeeeeannteeeeennnees 412
10.11.1 Restrictions for IPSec Virtual Tunnel Interface ... 412
O B B A A I I Yol (Y= o TSR E PR PPPERPP 412
TOTT. 3 VTEAGAIEQI et e e et e e e eaaee e eetaaeaeens 413
TOT2 TIUNK OVEIVIEW .ttt ettt e e e e e e e e e e tb e e e e etbaee e e eatbeeeeenaraeeesssseeeeennres 417
10.72.1 What YOU NEEA TO KNOW ..eeiiiiiiiiiiice ettt e e e etaaar e e e 417
10.13The TrUNK SUMMIAINY SCIEEN ..coiiiiiiieeeeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e aeeeaeaeeas 420
10.13.1 Configuring a User-Defined TIUNK .....coociiiiiieiiiee ettt e eevaee e 421
10.13.2 Configuring the System Default TFUNK .....ooooiiiiiieee e 423
10.14 Interface TEChNICAI REFEIENCE ......uuiiiiiiiiie e e e e e 424
Chapter 11
o101 (] o [OOSR 429
11.1 Policy and STAtiC ROUTES OVEIVIEW ..cciiieiiiiiiieiiee ettt ettt e e vae e e e aea e e 429
11.1.1 What You Can Do in This CRAPRTET ....oiiiieeeeee e 429
TT.1.2 What YOU NEEA TO KNOW ..euiiiiiiiiiiicceeeee ettt ettt e aaaae e e e e e e 430
TT.2 POCY ROUTE SCIEEN ..ttt e e e e e e aeneeeas 431
11.2.7 POlICY ROUTE EQIT SCIEEN oottt et e e taee e s eeaaeeeenes 433
TT.3IP STATC ROUTE SCIEEN ...t e e et e e e e ear e e e e areas 438
11.3.1 Static Route AAA/EQiT SCIEEN ....eeeiiie e 438
11.4 Policy Routing TeChniCOl REFEIENCE ......uiiiiiiiie e 440
11.5 ROUTING ProTOCOIS OVEIVIEW ...iiiiiiiiiii ettt ettt et e e stea e e e ette e e e eibaee e e ennbaeeeenneeas 440
11.5.1 What YOU NEEA 1O KNOW ..eeeiiiiiiiiiiie ettt e e e e e e e e eaa e e e e e e e ennnassaaeaeeas 441
TTLO RIP SCIEEN ettt e e e e e e e e e e e e e e e e a b e e eeaeeeeeeeeaattbeeeeeeeeenassrsssees 441
L I O N d Yol (1= o ISR 443
11.7.1 Configuring the OSPF SCIEEN ..uvii ittt e e e e s eaaeeeeeas 446
11.7.2 OSPF Area AQA/EQIT SCIEEN ...eviiiiiieee et e aae e 447
11.7.3 Virtual LINK AAA/EQIT SCTEEN ..o 449
11.8 BGP (Border GAteway ProtOCOI) ......cooiiiiiiiie ettt e 450
11.8.1 Allow BGP Packets to Enter the ZyXel DEVICE .....cievciiiiieeiiiieieeiieeeesee e 451
11.8.2 Configuring The BGP SCIEEN ....viiiiiiie e e e aae e 451
11.8.3 BGP NEIGNDOIS SCIEEN ....iiiiiiiiie ettt et e s ettae e e e eaaeee s eenareeae e 453
11.8.4 EXAMPIE SCENTGITIO evveiiiiieee ettt e e e e e e e e e e e e e e e eeeaaareeeeeeeean 454
Chapter 12
] I S PSPPSR 456
T2.7 DDNS OVEINVIEW ettt et e e e et e e e e et e e e e aa e e e e s tae e e e e aaaeeeesatseeeeesassesanssseeeeennrees 456
12.1.1 What You Can Do in ThisS CROPTET ....eiiiiiciiieeeeee ettt e 456

ZyWALL USG Series User's Guide

13



Table of Contents

12.1.2 What YOU NEEA TO KNOW ettt ettt e e e e eaaar e e e 456
12.2 TNE DDNS SCIEEN oiiiiiieeiittt ettt ettt e e e e e e e s ettt eeaeeeeessssasaaaasaaaaeeeessssssssseseesennnssssenseees 457
12.2.1 The Dynamic DNS AdA/Edit SCrEEN ... 458
Chapter 13
N PN 462
T3 T OVEIVIEW ettt e e e e e e e ettt e e e e e e e e e eettaaaaaaeaeeeeeeetattsaaeeeeeeenansrsseeens 462
T3.2 NAT OVEIVIEW ittt ettt e e e ettt e e et e e e e b e e e e e e taee e e e eataeeeeearaeeeeetsaeeessseeeeennreas 462
13.2.1 What You Can Do in thisS CROPTET ..eeiiiiieiiiee ettt 462
13.2.2 What YOU NEEA 1O KNOW ...iiiiiiiiiiiiei ettt e e e e e e e et e e e e e e e s esnananaeeaaeeeeeas 462
T3. 3 TNE NAT SCIEEN ettt e e e e e e e e e e e et aaaraeeeeeeeeeeaassbeeseeeseeensrssreens 464
13.3.1 The NAT AQA/EQIT SCIEEN ..ooieiiieieeeee ettt e e e e e e e aaaeeaens 465
13.4 NAT TECNNICAI RETEIENCE oot e e e e e e vaaaeeas 468
Chapter 14
RS To [T o AT AV T = 2O 471
TA.T OVEIVIEW ittt ettt e e e e e e e e ettt e e e e e e e e e e eeettbaaaaaaeaeeeeeeetaatsaaeeeeeeeeansrssreens 471
TA.T.T HTTP REAITECT ittt e et e e e et e e e e e stb s e e e esataeeeesraeeaeanns 471
TA.T.2 SMTP REAIFECT .t e e e e e e e ettt e e e e e e e eeeeaaaraaeeaaeeaeeas 471
14.1.3 What You Can Do in This CRAPRTET ....oiiieeeee e 472
14.7.4 What YOU NEEA TO KNOW .euiiiiiiiiiiic ettt e eaaaaae e e e e e e e 472
14.2 The REAIrECT SEIVICE SCIEEN ..iiiieee et e 474
14.2.1 The Redirect Service Edit SCrEEN ..o 475
Chapter 15
PP 477
TE.T ALG OVEIVIEW ettt ettt e e et e et e e e e e e e ettt et e e e aeeeeeeeeetaaasseeeeaeeenessssereens 477
15.1.1 What YOU NEEA 1O KNOW ..eiiiiiiiiiiiiie ettt ettt e e e e e e e e etatvr e e e e e e e s esnananaaeaaeeeeeas 477
T5.1.2 BEFOrE YOU BEGIN ettt ettt ettt e et e e e e ette e e e sentbaeeesansanaeesansaeeennns 480
TE.2TNE ALG SCIEEN oeiiiiie ettt ettt e e e e e e e et e e e e e e e e e e s sssesbaaeaeaaeeassassssssasaaaaeseasnssssensees 480
15.3 ALG TECHNICAI REFEIENCE oot e e e e e 483
Chapter 16
L0 o PP 485
16.T UPNP aNA NAT-PMP OVEIVIEW .ottt ettt e e e e et aae e e e e e e e e e e eeaaaaaaeas 485
16.2 WhaAt YOU NEEA 1O KNOW ..uiiiiiiiiiieeectttee ettt e e e e e ettt e e e e e e e e e e neaabraaaaaaeeeeeennneseeas 485
TO.2.T NAT TFAVEISAl ittt e e e e e e ettt e e e e e e e e e e eeaaabeaaeeaeeeeeeeaarreeaaaaeas 485
16.2.2 Cautions With UPNP AN NAT-PMP  ....ooieieeeee e et 486
TO.ZUPKNP SCIEEN ettt ettt e e e e e e ettt b e e e aeeeeeeeeetabasaeeaeeeeesensrsereens 486
16.4 TECNNICAI REFEIENCE ... et e e et e e e e ere e e e 487
16.4.1 Turning on UPNP in WINAOWS 7 EXAMPIE ...uiiiiiiiiiiieeeiiie ettt e 487
16.4.2 Turn on UPNP in WINAOWS 10 EXQMPIE ...eevivieeiiieeeeeeeeeeee e 491
16.4.3 Auto-discover Your UPnP-enabled Network DEVICE .......cooovveiiviiiiiiieeiiieccciieeeee e 493

ZyWALL USG Series User's Guide

14



Table of Contents

16.4.4 Web Configurator Easy ACCESS IN WINAOWS 7 ..eueiiiiiiieeeeeeeeeeeieeee e 496
16.4.5 Web Configurator Easy Access in WINAOWS 10 ..oocvviiiiicciiiieeceieee e 498
Chapter 17
141, N @3 =11 o o |1 o T SRS PPURRPRRRPI 500
17. 1 IP/MAC BINAING OVEIVIEW ..eeiiiie ettt e e e e e e e e e etre e e e e taaee e eaaseeeennres 500
17.1.1 What You Can Do in ThisS CROPTET ...eeiiiiiciiiee ettt 500
17.1.2 What YOU NEEA 1O KNOW ...iiiiiiiiiiiie ettt ettt e e e e e e ettt e e e e e e e s esnernnaeeaaaeeeeas 500
17.2 IP/MAC BINAING SUMIMIAIY ittt eitt e e e ettt e e e esiaeeesesntaeaeeesssaeeeeessaeesesnnseeesnsees 501
17.2.1 IP/MAC BINAING EQT ooiiiiieeee ettt ettt e et e e e earee e e eeavraeeeaes 501
17.2.2 STATC DHCP EQit ettt e e e e e et e e e e eaaeeeeaes 503
17.3 IP/MAC BindiNg EXEMIPT LIST ..eeviiiieieiie ettt et 503
Chapter 18
0= 1Y 2 KT ] = 1[0 o S 505
T8B.T OVEIVIEW ittt et e e e et e e e e ettt e e e e aae e e e s aaaeeeeeataeeeeesatbeeeeeaeeeeanssbeeesennres 505
18.1.1 What You Can Do in ThisS CROPTET ....eiiiiieiiiee ettt 505
18.2 Layer-2 ISolation GENEIQI SCIEEN ......eueeieeeieeeeeeeeeeeeee e e s 505
T8.3 WHITE LIST SCIEEN oo e e e e e et e e e e e e e e e et a e e e e e e e e eeeansrsereeas 506
18.3.1 Add/Edit WhIte List RUIE ...iiiiiiiieie ettt et e e e e e 507
Chapter 19
(BN T[] oo 18 1 To 1IN SRS 509
19.1 DNS Inbound Load BalanNCiNg OVEIVIEW ........ciiiiiiiiieeciiee ettt 509
19.1.1 What You Can Do in ThisS CROPTET ...eeiiiieeiiiee ettt 509
19.2 The DNS INDOUNA LB SCIEEN cciiiiieeeee ettt e e e e e e e e setaar e e e e e e e e e e e ennsnaeeas 510
19.2.1 The DNS Inbound LB Add/EQit SCIEEN ....uvviiiiiiieeeeeee e 511
19.2.2 The DNS Inbound LB Add/Edit MemMbEr SCreen ........oooeccviieeieiiieee e 514
Chapter 20
WED AUTNENTICALION ...... e e et e e e e e e et e e e e e e eeeeaans 515
20.1 WED AUTN OVEIVIEW ..ttt e e ettt e e e et e e e e e tae e e e ennee e e eneres 515
20.1.1 What You Can Do in this CROPTET ...eeiiiiieiiiie ettt 515
20.1.2 What YOU NEEA 1O KNOW ...eiiiiiiiiiiiie ettt e ettt e e e e e e e ettt aeae e e e e e sssneranneeaeeeenaas 516
20.2 Web Authentication GENETQI SCIEEN ......coi i 516
20.2.1 User-aware Access Control EXOMPIE ..o 521
20.2.2 AUThentiCATiON TYPE SCIEEN ....uviiiieiiiee et ettt aee e e et ee e s eeaaeaeeas 527
20.2.3 Custom Web Portal / User Agreement File SCre€n ......cccuveeeeeciiieccciiiee e 531
20.2.4 FOCEDOOK Wi-Fi SCTEEN ...t 532
20.3 SSO OVEINVIEW ittt ettt e e e e et e e e e et e e e e e etbaeeeesttaeeeestsaeeeesataeseeessseeesssseeesannrees 536
20.4 SSO — Zyxel Device ConfIQUIOHON ......cocuiiiiieee e 538
20.4.1 CoNfigUratioN OVEIVIEW ....cciiiiiiiieeciieee ettt ettt e e et e e e e etrae e e e saareeeeesaraaaeeenes 538
20.4.2 Configure the Zyxel Device to Communicate with SSO ...oooicciiiiiiiiiiieiee e, 538

ZyWALL USG Series User's Guide

15



Table of Contents

20.4.3 Enable Web AUThENTICATION ....uviiiiiiiiiceeee e 539
20.4.4 Create A SECUNTY POICY .ot 541
20.4.5 Configure User INFOrMATION ....uviiiieiiiee ettt et e e e eree e e eaaaee s eenaraeeeens 542
20.4.6 Configure an Authenfication Method ... 543
20.4.7 Configure ACTIVE DIFECTONY .uuviiiiieiiie ettt e et e e s etaee e s eeaaaeeeans 544
20.5 SSO Agent CoNfIQUIATION ....eiiiiicee et ettt e e aare e e 545
Chapter 21
[ (0] 5] o Lo | ST UPPPPTPRR 549
21T OVEIVIEW ittt ettt e e e e e et e e e e e ta e e e e e taaeeeeeataeeeesatsaeeeesataesaeaseeeeesnsseeeeannrees 549
2T.2 BillING OVEIVIEW vttt e et et e e e e e e e e ettt aeaaeeeeeeeeeetastsseeaeeeeennssrssreeas 549
21.2.1 What YOU NEEA 1O KNOW ..eeiiiiiiiiiiiie ettt ettt e e e e e e e e atarae e e e e e e e essnesanneaaaeeenans 549
21.3The BilliNG > GENEITQI SCIEEN ..uiiii ittt et e e et e e e e erbtee e e ensbaeesnnneas 550
21.4 The Billing > Billing Profile SCrEEN ......ooi i 552
21.4.1 The Account GENEIQTOr SCTEEN ..o 553
21.4.2 The ACCOUNT REAEEM SCIEEN ..uiiiiiiii ittt et e e e e e e e e e e e e e e e e e e snannnes 556
21.4.3 The Billing Profile AAd/EQit SCrEEN ... 558
21.5The Billing > DISCOUNT SCIEEN ...oiiiiiiiiieeeeee ettt ettt e e ettt e e e e eerae e eaerees 559
21.5.1 The Discount AAA/EIT SCIEEN ...uvvviiiiiiieeeee e 561
21.6 The Billing > PAyment SEINVICE SCIEEN ......ooii i e 561
21.6.1 The Payment Service > Desktop / Mobile View Screen ........cccoovvvveiiiiiiieiiciiiiiieeeeee. 563
Chapter 22
AT =T = T F= Vo | = SO 567
22.1 Printer MANAGET OVEIVIEW ...oiiiiiieeieieeeee ettt e ettt e e e e e e e ettt a e e e e e e e e eeeearseeeeas 567
22.1.1 What You Can Do in This CRARTET .....ooiiieeeeeeeeeeeeeeeeee e 567
22.2 The Printer Manager > GENETAl SCIEEN ....iiiiiiiiieeieee ettt ereee e e 567
22.2.1 A PrINTEI RUIE oottt e e e e et a e e e eabae e e eraaeeeeans 570
22.2.2 EQIt PrINTEI RUIE e e e e ettt e e e e e e e etaaeaaaa e e e 570
22.2.3 DISCOVET PIINTET ittt e ettt e e et e e e e e ta e e e e etbeeeeeeatsaeeesenraaaeeaans 571
22.2.4 Edit Printer Manager (DISCOVET PrINTET) ..oiiiiiiiieeieiiiee ettt aee e 573
22.3 The Prinfout Configuration SCrEEN ......ccc.uviiiiicieee e e 574
22.4 Printer REPOIS OVEIVIEW ciiiiiiiie ettt e e e ettt e e ettt e e e e ttee e e enbaeeseennseeeeennsseeeennnses 575
R S A Olelaa] o1l aTe ] 110] o TR 575
22.4.2 DAIly ACCOUNT SUMMAIY ciiiiiiiiiiieeeitiee ettt ettt e ettt e e e sttt eeeeseaeeeeessssaeesannsseeesennssaeeeans 575
22.4.3 MoNthly ACCOUNT SUMMQAIY .ovviiiiiitiiieeeieieeeeeee ettt aaaaaees 576
22.4.4 ACCOUNT REPOI NOTES ...iiiiiiiiiiie ettt e ettt e e e e eette e e e ebaaee s enraaeae e 576
22.4.5 SYSTEIMN STATUS oottt s 577
Chapter 23
L =T T = 2 579
23.1 FIEE TIME OVEIVIEW oiiieiiiiie ettt ettt e e et e e e et e e e et e e e e e sataeeeeeabeeeeeensaaeeeasseeeennnrees 579
23.1.1 What You Can Do in thiS CROPTET ...eeiiiiieiiiee ettt et 579

ZyWALL USG Series User's Guide

16



Table of Contents

23.2TNE FIrEE TIME SCIEEN .. e e ettt e e e e e e e e ettt aeeaee e e e eaaraeaeeas 579
Chapter 24
PN 584

24T IPNP OVEIVIEW ettt e e e e e ettt e e e e e e e e e e ettt b b e aeeeeeeeeeeeansttaesaaeeeenennssssrees 584

24.1.1 What You Can Do in This CRARTET .....oiiiieeeeeeeeeeeeeeeeee e 585
24.T.21PNP SCIEEN ettt e e e e e e e ettt a e e e e e e e e e e eeaaraaaaaaaaeaeaas 585
Chapter 25
L L[S0 [ = U [ o 1SS UPPPUPPPPPPRS 587

25.1 Walled GArden OVEIVIEW  ..ooiiiiii ettt e e et e e e e e e e e et e e e e e e e eeeearreeeeas 587

25.2 Walled Garden > GENEIQI SCIEEN .....uvviiiiiiei ettt e e e e e e e srrrree e e e e e e e s seraraeeeeeas 587

25.3 Walled Garden > URL BASE SCrEEN ...uuiiiiiieiiee ettt e 588

25.3.1 Adding/Editing a Walled Garden URL .......ccocuiiiiiiiiiiie et 589

25.4 Walled Garden > DoOmMain/IP BASE SCIEEN ..c.ccueuiiiiiieeee et 590

25.4.1 Adding/Editing a Walled Garden Domain OF [P ......uviiiieciiieieceee e 591
25.4.2 Walled Garden LOGIiN EXAMPIE ......uiiiiiiiiiee ettt ettt e e e e evee e e s esaeae e 591

Chapter 26
AAVEITISEMENT SCIEEN .......ooiiieeeeeee ettt ettt e e e e e ettt s e e e e e e e e e e e e e aaeeaaaaaaaaaas 593
26.1 AQVEITISEMENT OVEIVIEW ..cviiiiiiiiiee et e et e e e e e ettt e e e e e e e e e e eavaeeeeas 593
26.1.1 Adding/Editing an Advertisement URL .....ccooiiiiiieciieee et 594

Chapter 27
1< o1 1V =0 ] Lo 596

27.1 OVEIVIEW ittt ettt e et e e e et e e e e et e e e e e tabeeeesataeeeesatsaeeeesataeseeaseeeeeansseeeeannrees 596

27.2 ONE SECUNTY ettt et e e ettt e e e ettt e e e e e bt eee e esbbeeeeesnbaeeeeassaeeeenssbaeeennssaeeeannsees 597

27.3 What You Can DO in This CNOPRTET ...eueeeieieieeeeeeeeeeeeee e 600

27.3.1 What YOU NEEA TO KNOW ..cuiiiiiiiiiiii ettt e e e ava e e e e e e e e e 601

27 .4 SECUNTY POIICY SCIEEN ...t e e e e e e e e e e e araeneeas 602

27.4.1 Configuring the Security Policy CONIrol SCrEEN .......uviviveiiieeeeiiee e 603
27.4.2 Security Check for Web INterfaCe SCrEEN ......oooii oo 606
27.4.3 Security Policy Control AAA/Edit SCrEEN ...cciveiiiieeieeeeeee et 608
27.5 Anomaly Detection and Prevention OVEIVIEW ........coooiiiiecieeeeeeeeeeeeeeeeeeeee e 610
27.5.1 Anomaly Detection and Prevention General SCreen ......oovccveeeeeciieeeieciiiee e 611
27.5.2 Creafing NEW ADP Profil€5 ......uviiiiiieee ettt e 612
27.5.3 Traffic ANOMAIY PrOTIIES ...viiiieiee ettt e e aee e s eaaaeeenes 613
27.5.4 ProtoCOl ANOMAIY PrOFIES ...t 616
27.6 SESSION CONITOI SCIEEN ..t e ettt e e e e e e e e ettt a e e e e e e e e e aaraeeeeas 619
27.6.1 Session Control ADA/EQIT SCIEEN ....evviiieeee e e e 620

27.7 Security Policy EXample APPIICATIONS ....uiiiiiiiieeciiie ettt 621
Chapter 28
(@4 018 Lo I @1 )11V PRSPPI 624

ZyWALL USG Series User's Guide
17



Table of Contents

28.1T ClOUA CNM OVEIVIEW ..ttt ettt e e e e e e et ettt a e e e e e e e e e ettt aaeeaaaeeeeesasasereeas 624

28.1.1 What You Can Do in This CNARTET .....ooiiieeeeeeeee e 624

28.2 CloUd CNM SECUMUONCGGET .niiiiiiieiiiiee ettt ettt e e ettt e e e ettee e e sibteeeessaaeeeennsbaaesennnseeesanses 624

28.3 CloUA CNM SECUREPOIET .cciiiiiiiieeeeeeeeeeeeeeeee e e e e e e e e e e e e e e e eeeaaaeaaaeens 627
Chapter 29

N 0 = V0 T Y 4 = Pt 633

291 OVEIVIEW ittt e e et e e e e et e e e e e ta e e e e e taaeeeesataeeeesatsaeeeesntaeseeaseeeeennsseeesannrees 633

29.2 Amazon VPC Configuration PrOCESS .....uuviiiieiiiieeeeiieeeeeeiiieeeeeiiteeeeeiaeee e esitteeeeseaaeeesensaeeesennes 633
Chapter 30

LT ST oY N PPN 635

30.1 Virtual Private Networks (VPN) OVEIVIEW ...ccuiiiiiiiie ettt 635

30.1.1 What You Can Do in This CRARTET .....ooiieeeeeeeeeeeeeeee e 637

30.1.2 What YOU NEEA TO KNOW ..euiiiiiiiiiiii ettt e e vaaaeaea e e e 637

30.1.3 BEfOre YOU BEOIN .eeviiiiieeeee ettt e e e et e e e e satb e e e e easaeeeeenaeaeeanes 640

30.2 VPN CONNECTION SCIEEN vttt e e e e e ettt e e e e e e e e e eaabaaaeeaaeeeeeeeareeeeeas 640

30.2.1 VPN Connection AAA/EQIT SCIEEN .....oiiiiiiiiii e 642

30.3 VPN GOTEWAY SCIEEN ...uviiiiiiiiie ettt ettt ettt e e ettt e e e e etbe e e s e tbaeeeesateeeeensseaesennsseeeennnses 649

30.3.1 VPN Gateway AAA/Eit SCIEEN ... 650

30.4 VPN CONCENITATON ittt ettt e e e e e ettt e e e e e e e e e e e eeeaatraaeeaeeeeeeeasreseeeas 657

30.4.1 VPN Concenfrator Requirements and SUgQEStONS .....cccuvveeieeciiiiiiciieeeecieee e 657

30.4.2 VPN CONCENITATON SCIEEN ...uviiiiiiiiieeeeeee e e et 658

30.4.3 VPN Concenfrator AAd/Edit SCTEEN ......evviiiieeeeeee e 658

30.5 Zyxel Device IPSec VPN Client Configuration Provisioning .........ccccceeeeercieeeieeciieeeeeciieee e 659

30.6 IPSec VPN Background INfOrMATiION ...cc.uiiiiieiieec et e 662
Chapter 31

S Y 671

ST.T OVEIVIEW ittt e e e e et e e e et e e e e et b e e e e s traeeeestbaeeeesataeeaeaseeeeeansseeesannrees 671

31.1.1 What You Can Do in This CROPTET ...eviiiiieiiieeecee ettt 671

31.1.2 What YOU NEEA 1O KNOW ...eiiiiiiiiiiiie ettt eerttee e e e e e e e e tatvae e e e e e e e e snesanaeaaeeeeeens 671

31.2The SSL ACCESS PrIVIIEGE SCIEEN ... e e e e 672

31.2.1 The SSL Access Privilege Policy ADd/Edit SCreen ......ooviveeciieeieeeee e 673

31.3 The SSL Global SETING SCIEEN oeiiieeeee ettt e e e e 676

31.3.1 How 1o Upload O CUSTOM LOGO ciiiiiiiieiiiiiiieee ettt e e earrere e e e e e e e e esesarnaeee s 677
Chapter 32

RS I U ST G o == o S 679

32.T OVEIVIEW ittt e e e e e et e e e e e ta e e e e e taaeeeesataeeeesatsaeeeesataeaeeaseeeeeansseeeeannrees 679

32.1.1 What YOU NEEA TO KNOW ..euiiiiiiiiiiii ettt e e e vaa e e e e e e e e 679

32.2 REMOTE SSL USET LOGIN eetiiiiiiieiee e ettt e b e e e et e e e e e are e e e eanneeeeaeres 680

32.3 TNE SSL VPN USEI SCIEENS .eeeiieee ettt ettt ettt e e e ettt e e e et e e e eebaee e e eabaeeeeenssaeeesensseeennnses 682

ZyWALL USG Series User's Guide

18



Table of Contents

32.4 BOOKMArKiNng the ZYXEI DEVICE ..ottt e e e e e e e et 682
32.5 Logging Out of the SSL VPN USEI SCIEENS ...cceeveiie ettt e 683
32.6 SSL USEr APPIICATION SCIEEN oottt et e e e et e e e e eabaee e e nnsbeeesnnees 683
32.7 SSLUSET Fl& SNAMNG oottt ettt e e ettt e e e eta e e e e e eatee e e e eeaseeesasseeeeennres 684
32.7.1 The Main File SNAMNG SCrEEN ...uviiii et e e e e s baeae e 684
32.7.20PpENING A FlE OF FOIAET .viiiiiiiiieeeeeee et ettt et e e eaaaee e 685
32.7.3 DOWNIOAAING A FIlE .oiiiiiiiiiee ettt et e e e et e e e e enttaeeesensbaeeseennsaeeanes 686
32.7. 4 SAVING O FIlE ettt e e et e e e et e e e et e e e e ab e e e earaaaeeaaes 686
32.7.5 Creatfing O NEW FOIAET .....oiiiiiiiiieeee ettt ettt e e et e e e eaaee e s enraaeeenes 687
32.7.6 Renaming A File OF FOIAET ....oouuiiiiieeeeee et et evaeeeees 687
32.7.7 Deleting A File OF FOIAET ....viiiiiiiieeeiee ettt e et e e e ibaae e s ennbaeeenes 688
32.7.8 UPloAdiNG G FIlE oo ettt e et e e et a e e e eaaaeeeans 688
32.8 SECUEBXIENAET SCIEEN ..ottt et e e e ettt e e e e stte e e e eebbeaeeeneeeeennses 689
32.8.1 Installing the SecuExtender ClENT .......oooiiiii e e e 689
Chapter 33
Zyxel Device SeCUEXteENder (WINOOWS) ........ i e e e e e e e e e e e e e eeeeeees 692
33.1 The Zyxel Device SECUEXIENAEI ICON ....cooi i 692
332 SHOTUS ittt ettt e et e et ettt e e tb e e e taeeebaeeebee e nbeeetbeeabeeeaabaeenebeeenaeas 692
338 VIEW LOQ ittt et e e e et e e e et e e e et e e e e e ba e e e e e tbe e e e e aa e e e e ateaeeeaabaeeeanrees 693
33.4 Suspend and Resume the CONNECTION ...iiiiiiiiiiiie ettt e 694
CICRCIN (oo R 1 ToN @fel aTaT=Tex 110) o TSRS 694
33.6 Uninstalling the Zyxel Device SECUEXTENTET .......ccociiiiiiiiiiiiieciie et e 694
Chapter 34
2N Y o N USSP 696
34T OVEIVIEW ettt ettt e e e et e et e e e tbe e e te e e sabeeeeabeeessseesnsseesnsseessbeeasseaensseennsseas 696
34.1.1 What You Can Do in This CNARTET .....ooiiieeeeeeeeeeeeeeeee e 696
34.1.2 What YOU NEEA TO KNOW ittt e e e st e e s e abaeeesenraaaeeenes 696
4.2 L2TP VPN SCIEEN ..eiiiiiieiie ettt ette et e e sttt e st e e st e e st e e steeesseeessseeansaeeanseeessseesseesnsseesnneenn 697
34.2.1 Example: L2TP and Zyxel Device Behind a NAT ROUTET ......coovvviiiiiiiiiiiieieeeeeiieee. 699
Chapter 35
BWM (Bandwidth ManagemMeENL) ......coiiiiiiiieiiiiiee s s e e e e e e e e e e e e e e e e et e e e e e eeeeaeesasenrrerrnnrnane 701
35.T OVEIVIEW ettt ettt et e e et e et e et b e e e tb e e sabeeeeabeeessbeesnssaesnsseessbeeassaaessseeensseas 701
35.1.1 What You Can Do in this CRAPTET ...euiiiiieiieie et 701
35.1.2 What YOU NEEA TO KNOW  .oiiiiiiiiiiieeiiie ettt evee e e et ee e e e ataeeesenbaaeeeenes 701
35.2 The Bandwidth Management Configuraion .......cc.eeeiociiiie e 705
35.2.1 The Bandwidth Management Add/Edit SCrEen ....uvvviiveciiiiieciee e 708
Chapter 36
YA o] o] o= o] g T ar= 111 e EE R USURRPPPP 716
36.T OVEIVIEW ettt ettt e e et e e et e ettt e estbeeete e e sabeeeesbeeessseesnssaesnsseessseeassaaensseeensseas 716

ZyWALL USG Series User's Guide

19



Table of Contents

36.1.1 What You Can Do in this CROPTET ...ueiiiiieiiiie ettt et e 716

36.1.2 What YOU NEEA 1O KNOW ...eeiiiiiiiiiiie ettt e e e e e ettavae e e e e e e e e ssneraaaeaaeeeeneas 716

36.2 ApPIICATION PATTOI PrOfIlE .uvviviiiiii et e e e 717

36.2.1 The Application Patrol Profile Add/Edit SCre€n ........ooovciviiiiiciiieeeeeeeee e 719

36.2.2 The Application Patrol Profile Rule Add Application SCreen .......cccccveeeeeeecccviveneeeen.n. 720
Chapter 37

[@0] 01 (= o 18 =11 (=141 0T o [P 722

B7. T OVEIVIEW e ettt e e e e e e e e et e e e ettt e e e e etae e e e eeaeae e e etreeeeeenrees 722

37.1.1 What You Can Do in This CNARTET .....ooiieeeeeeeeeeeeeeeee e 722

37.1.2 What YOU NEEA TO KNOW ..euiiiiiiiiiiic ettt ettt e e vaaaeaaa e e e 722

37.1.3 BEfOre YOU BEOIN ..eeeiiiiieeeee ettt et e e et e e et e e e e eeabaeeeeeteaeeeans 724

37.2 Content FITEr Profil€ SCrEEN ...t 724

37.2.1 Content Filter Add Profile Category SEINVICE ......uiiiiiiiiieciieee e 726

37.2.2 Content Filter Add Filter Profile Custom ServiCe ..., 741

37.3 Content Filter Trusted Web SItES SCrEEN  ..ooeeviiiiicee e 744

37.4 Content Filter Forbidden Web Sites SCreEN .....uvvvviiiiiii e 745

37.5 Content Filter TechniCAl REFEIENCE ......uviiiiiee e 746
Chapter 38

| PPN 748

38.T OVEIVIEW ittt e e e e et e e e e e b e e e e e tab e e e e sttt e e e e stseeeeesataeeeeaseeeeaansseeeeannrees 748

38.1.1 What You Can Do in This CROPTET ...eeiiiiieiiiieecee ettt et e vaee e 748

38.1.2 What YOU NEEA TO KNOW ...eeiiiiiiiiiiiei ettt ettt e e e e e e e e e setareeaae e e e e s e esennesssanaaeeas 748

38.1.3 BEFOrE€ YOU BEGIN ettt ettt e e et e e e e e tte e e e sentbaeeesnsbaaessnnseaeeanes 748

38.2 ThE IDP Profil@ SCIEEN ....uviiiiieee e e ettt e et e e e et e e e saar e e e e eneres 749

38.2.1 BASE PrOfIES it e e e e e ettt e e e e e e e et aaaaaaaaaeas 750

38.2.2 Adding / EAITING PrOfilE€S  weiiiieeieeeeee et et 751

38.2.3 Profile > Group VIEW SCIEEN .....uei it 752

38.2.4 AAd Profile > QUETY VIEW ...ttt e e 755

38.2.5 QUETY EXOMIPIE oottt ettt e et e e e et e e e sentaeeeeessaeeesennsaeeesenssaaeeanes 759

38.3 IDP CUSTOM SIGNATUIMES  ..eeiiiieei ettt ettt et e e e et e e e e e are e e e e earaeeeennes 760

38.3.1 Add / Edit CUSTOM SIGNATUMES ..eeiieeiiiieeeeee ettt e e et e e e aaeeeean 763

38.3.2 Custom SigNafure EXAMPIE ...uuiiiieeiee ettt e aae e 767

38.3.3 ApPIYING CUSTOM SIGNOTUIES ...eviiiieiiiie ettt e e e e e e e e eeaaeeeeas 769

38.3.4 Verifying CUSTOM SIGNATUMES ....vviiiiiiieee ettt e aaae e 769

38.4 IDP TECNNICAI REFEIENCE ..o et e e e e e e e eavaaeeeas 770
Chapter 39

F N YT (USSP 773

BT OVEIVIEW e ettt e e e et e e et e e e ettt e e e e et e e e e e et eeeeeareeeeeanees 773

39.1.1 What You Can Do in this CNARTET .....ooiiieeeee e 775

39.2 ANT-VIFUS Profil€ SCIEEN ..ovveiiiieieeeeee et e e e e e aaaa s 775

ZyWALL USG Series User's Guide

20



Table of Contents

39.2.1 Anti-Virus Profile Add OF EQit ....evveiiiii e 777

39.3 ANTI=VIFUS BIGACK LIST ooeiiiiiiiiiieeeee ettt e e ettt e e e e etae e e e e eaae e e eaareeeeennres 779

39.3.1 Anti-Virus Black List or White List ADA/EQIt ..o 780

39.3.2 Anti-Virus BIACK/WAITE LISt ..ocoeiiiiiiiieee e e e 781

39.4 AV SiIgNATUrE SEAICNING .iiiiiiiiiie et ettt e e e stte e e e e ibee e e e eabbeeeessaeeennnnes 782

39.5 Anti-Virus TeChNICAI REFEIENCTE ......oiiiiiiiii et e 783
Chapter 40

N YT o = X o o PRSPPI 785

A0.T OVEIVIEW ittt ettt e e et e e e e ettt e e e e etb e e e e e taaeeeesstaeeeestsaeeeesstaeseeaseeeeeansseeeeannrees 785

40.1.1 What You Can Do in this CRAPTET oottt 785

40.1.2 What YOU NEEA 1O KNOW ...eiiiiiiiiiiiie ettt e e e e e e ettt e e e e e e e e esneranneaaaeeeeens 785

40.2 BEFOIE YOU BEOIN ittt ettt ettt e ettt e e e et e e e s entbaeeesnbaaeeeennsaeeeeenssaeeannsaeaesanes 786

40.3 The ANti-SPpamM Profile SCIrEEN ..o 787

40.3.1 The Anti-Spam Profile Add or EQif SCrEEN ...ccooiiiiiiiiiiiee et 788

40.4 ThE MOl SCAN SCIEEN .ttt e e e e e et e e e e e tbe e e e e e raaeeeesareeeeennnes 790

40.5 The Anti-Spam BIACK LiST SCrEEN oottt e e e eaee e e e eaaeeeenes 791

40.5.1 The Anfi-Spam Black or White List ADd/Edit SCreen ......cccveveieciiiiiciiieceeeeeeeee 793

40.5.2 Regular Expressions in Black or White List ENtries .....cccviiiieiiiiiiiiieeeeee e, 794

40.6 The Anti-Spam WHIte LIST SCIrEEN ....eeeeeeeeeeeeeeeeeeeeeee e 794

40.7 TNE DINSBL SCIEEN oottt e e e e e e ettt e e e e e e e e e e e aattaaeeaeeseeeaasrsseeeas 796

40.8 Anti-Spam TeChNICAI REFEMENCTE .....ooiiieiiiieeee e e 798
Chapter 41

RS 1 I 1 15] 0 1= o3 1 o ) o 802

1.1 OVEIVIEW ittt ettt e et e e e ettt e e e e etb e e e e e taaeeeesataeeeestbeeeeesatsesaeanseeeeaansseeeeannrees 802

41.1.1 What You Can Do in this CRAPTET .ottt 802

41.1.2 What YOU NEEA TO KNOW ..eeiiiiiiiiiiiiei ettt ettt e e e e e e e e saetareeaaeaeeeeeessnnenssaaaaeeas 802

41.1.3 BETOrE YOU BEGIN ittt ettt ettt e ettt e e et e e s e sntbeeeeensseaeessseeeean 803

41.2 The SSLINSPEeCHON Profil@ SCIrEEN ....eeeeeeeeeeeee e 803

41.2.1 Add / Edit SSL INSPECHON ProfileS ..ccoveiiiieeiieeeeeee ettt 804

A1 .3 EXCIUAE LIST SCIEEN oottt e e et e e e etae e e e e ab e e eaaseeeeennres 807

471.4 Certificate UPAOte SCIEEN ...ttt et e eabae e e e eeaeee e seaeaeeeaes 808

41.5 Install a CA Certificate iN G BIOWSET ......uiiiiiciiiee ettt 809
Chapter 42

DTSV o = A P 812

42.1 DEVICE HA OVEIVIEW ..ttt ettt e e e e e e e eta e e e e e abee e e e e taaeeeenbeeeeennres 812

42.1.1 Device HA and Device HA Pro DIffEr€NCES ....ooiiiiiieecciieeeeeee e 812

42.1.2 What YOU Can DO iN TRESE SCIEENS ..ccceeviiieeeieeee ettt e e e e e 813

42.2 DEVICE HA GENEIAL oo e ettt e e e e e e e ettt a e e e e e e e e eeaaaaaaeeas 813

42.2.1 BEFOrE YOU BEOIN .eeiiiiiieeeee ettt et e e e et e e ettt a e e e enabeeeeeeaaeaeeeaes 814

42.3TNE DEVICE HA SCIEEN ...t e et e e e e e e e ettt e e e e e e e e e eeaaraeeeeas 816

ZyWALL USG Series User's Guide

21



Table of Contents

42.3.1 ConfiguING DEVICE HA ..ottt et e e e e e e et e e e esbaeaesennsseean 817
42.3.2 Device HA Edit Monitored INTErfaCe ... 820
42.3.3 Device HA TeChNICAl REFEIENCE ....vviiiiiiieee e 822
42.4 DEVICE HA > DEVICE HA PrO .ooiiiiieee ettt et et e et e e e e atre e e eaeneas 825
42.4.1 DePIOYING DEVICE HA PrO .oviii ettt e e e e e e e enbae e e e enneneas 825
42.4.2 Configuring DEVICE HA PrO ...uuviiieeeeee ettt e aaaeeaean 826
Chapter 43

L o] o3 S 828
43.1 ZONES OVEIVIEW .eeeiiiii ittt e et e e e et e e e et e e e e etaaeeeesattaeeeestaeeeeesataeeaeasssesenssseeeeannrees 828
43.1.1 What YOU NEEd tO KNOW oottt e e e e e eeaaaaaes 828
A3.1.2 TNE ZONE SCIEEN ..uutiiiiiiiee e ettt e e e e e e ettt e e e e e e e e s s setbaaaaeeaeeeeassssssasaeaaaeeeesesssssnssseeeesans 829
43.2 USEI/GIOUD OVEIVIEW .iiiiiiiieiiiieeeeiiite e eette e e e ettete e sttt e e e ssbteaeessstaaeeessssaaeeeassaeeeeasssseeesssaeassanes 831
43.2.1 What YOU NEEA TO KNOW ..eeiiiiiiiiiiiiee ettt ettt ree e e e e e e e e setareeaeeee e e e eessnsessnaaaaeeas 831
43.2.2 User/Group UsSer SUMMAIY SCIEEN .....uiiii vttt ettt et ee e e e s e e e e e naaeee s 833
43.2.3 User ADd/Edit GENEIAI SCTEEN ..o e e 834
43.2.4 User Add/Edit Two-factor Authentfication SCreen ..., 837
43.2.5 User/Group Group SUMMANY SCIEEN ...ccceeeeeiiiie e s 839
43.2.6 User/Group SEING SCIEEN oot e e e e e 841
43.2.7 User/Group MAC Address SUMMAry SCrEEN ....coooiiiiiiiiieeeeeeeeeee s 845
43.2.8 User /Group TeChNICAlI REFETENCE .....viiiieiiiieeee e 847
43.3 AP Profile OVEIVIEW ..ottt e e et e e et e e e e e aaa e e e saareeeeeneres 847
A3.3.T RAAIO SCIEEN it e e e e e e et e e e e e e e e e ettt aaeaaaaeeeeeassaneees 848
A43.3.2 SSID SCIEEN ettt ettt e e e e e e e ettt et e e e e e e e s tarbaaaeaeeeeeesntabreaaaeaaeeeeannraaaaeeaaans 854
A3.4 MON PrOfil& e e e e e ettt e e et e e e ettt e e e eetraeeeeetaeaeeanns 874
A3.4.1 OVEIVIEW .etviiiiiiiee ettt ettt e e ettt e e e ettt e e e e e tbaeeeestbaeeeeasbaeeeeeastaeeeeassaseeesnssaseeeansseeeansasaeeanes 874
43.4.2 Configuring MON Profile .....oiiiiiiiii et e et e e e e eeaaeeas 874
43.4.3 ADd/Edit MON Profil€ ...eeieiiiiieeee ettt et e e et e e e e earaeeenes 875
43.4. 4 TECNNICAI REFEIENCE oo e e e et 877
A3.5 ZYMESN OVEIVIEW oottt e ettt e e e e e e e et e e e e e e e eeeaareneeeas 878
43.5.1 ZYMESN PrOFIE ettt e e e e e et e e et ee e e tbe e e e e nbaeee s 880
ARSIV AN Ne Lo Vi =l 1 B AV YTt a1 o (o) 1SR 881

F Y N o] o1l [ele | 1T ] o TTRU ST RPPPPURPPPPRN 881
ZICR T WV-Ne o N o] olllele ] ife] ol U] [T 884
43.6.2 APPIICOTON GrOUD SCIEEN oottt et e e e e bree e e eereeeeeenesaeas 886
43.7 AAAress/GeEO IP OVEIVIEW .....uuiiiiiciieie ettt et e e et e e e et e e e e e satae e e e eaaaeeeesnnsaeasnnres 888
43.7.1 What YOU NEEA TO KNOW .ottt e eeetarae e e e e e e e e e eeaaaaaes 888
43.7.2 AAAress SUMMAIY SCIEEN ..vvuuiiiiieceiieeeeeeee et eeeeeeeeee e e e e e e e e e e e e e e eeeeeeeeseee e aaaraannes 888
43.7.3 AJAress Group SUMMAIY SCIEEN ...ccuviiiieiiiiiee ettt e ettt este e e e sbeee e e eareeeeeeneseeas 892
43.7.4 GEO IP SUMMAIY SCIEEN ..vutttiitiiieieeeeeeeeeeeee e ee e e e e et e e baaraanees 894
A43.8 SEIVICE OVEIVIEW .ottiiiiiieee ettt e e e e e ettt e e e e e e e e e e e etabaaaeeaeeeeeeeaattssesaeeseeeenasrssseeas 897
43.8.1 What YOU NEEA 1O KNOW ...eiiiiiiiiiiiie ettt ettt e e e e e e e e aaarae e e e e e e e e snasaaneeaeeeenens 897
43.8.2 The SErvICE SUMMAINY SCIEEN ..uiiiiiiiiiiee ettt et e e ettt e e et e e e sbaee e e esbaeeeeensbeaeeesnsseeas 898

ZyWALL USG Series User's Guide

22



Table of Contents

43.8.3 The Service Group SUMMANY SCIEEN  ..ciiiiiiiieieiiiee ettt eeiee e e ereee e e eeeneas 900
43.9 SCNEAUIE OVEIVIEW ittt e e e e et e e e e et e e e e eabee e e e e taaeeeesaseeeesanreas 902
43.9.1 What YOU NEEA TO KNOW oottt e 902
43.9.2 The SCEAUIE SCIEEN ittt e e e e e e e et e e e e e e e e e e e sssaasaraeeaeeas 902
43.9.3 The SChedule GroUD SCIEEN ......uiii ittt e e e e e e eareee e e eneaeeas 905
43.10 AAA SEIVET OVEIVIEW  ..uviiiiieiiiee ettt e e e ettt e e et e e e e tb e e e e etbe e e e e staeeeeeaabeeeesnaeeeennees 907
43.10.1 Directory SErviCe (AD/LDAP) .. ettt ettt e e e e s e e e e e eneraeas 908
A3.10.2 RADIUS SEIVET oottt ettt ettt e e et e e e e ta e e e e eeabaeeeesstaeeeeenssaeeeeasaeeeanes 208
A3, 1 0.3 AS A e e e e e et e e e e e e e eaaeaean 908
43.10.4 What YOU NEEA TO KNOW ...eiiiiiiiiiiiieie ettt ettt e e e e e e e e aabaasae e e e e e e e ennsensnnaaeeas 909
43.10.5 Active Directory or LDAP SEIVEr SUMMQAIY ..occuiiiiiiiiiieeeeiieeeeeiiree et e e e e e 910
43.10.6 RADIUS SEIVET SUMIMIAIY .ovvitiiiiitiieecieeeeeeeeeeeeeeeeeeee e e e e e e e e eeeeeeeeeeeeeeeeeeeeeeeeeereeseserearraaaaaaees 914
4317 AUTN. METNOA OVEIVIEW ..ottt e e e e et r e e e e e e e e earaeeeas 916
43.11.1 BEFOIrE YOU BEGIN ettt ettt ettt e ettt e e e e tae e e e eataaeeesaaeeeans 9216
43.11.2 Example: Selecting a VPN Authentication Method .......cccoeviiiiiiieiiiiiieeeieeeeiee, 9216
43.11.3 Authentication Method OBJECTS .....ccciiuiiiii e e 917
43.11.4 TWo-Factor AUThENTICATION ...eeeiiiieeeee e 219
43.11.5 Two-Factor Authentication AAMIN ACCESS ....eviiiecuiiiieeciiiee et 923
43.12 CertifiCAte OVEIVIEW it e e e e e ettt e e e e e e e e eeaaraaaeeas 925
43.12.1 What YOU NEEA 1O KNOW ....iiiiiiiiiiiiie ettt ettt et e e e e e e arvane e e e e e e e e eansssnanaeeeas 925
43.12.2 Verifying A CertifiCOIE it et e e s e e enaeee s 926
43.12.3 The My CertifiCOIES SCIEEN ...uvveeiiiieeeeeeeeee e 927
43.12.4 The Trusted Cerfificates SCrEEN ... 936
43.12.5 Certificates TechniCAl REFEIENCE .....ccocuvviiiiiiee e 941
43.13 ISP ACCOUNT OVEIVIEW .ttt e e e ettt a e e e e e e e e etaa e e e aeaeeeeeervaaeeeas 941
43.13.1 ISP ACCOUNT SUMIMIAIY 1etttiiieeeieeeeeeee ettt e e e e ean 941
43.14 SSL APPICATON OVEIVIEW ittt ettt ettt ettt e e e et e e e sentaeeeeensaaeesesbaeeesensseeesanes 944
43.14.1 What YOU NEEA 1O KNOW ...eiiiiiiiiiiiiie ettt e e e e e e et are e e e e e e e e ensssssnaaneeas 944
43.14.2 The SSL APPRICATION SCIEEN oot e e e e e 946
43.15 DHCPVE OVEIVIEW oot e ettt ettt e ettt e e e ettt e e e et e e e e e s ataaeeeearaeeeeessaeeeesnneeeennnrees 949
43.15.1 The DHCPVE REQUEST SCIEEN ...ttt ettt e e erree e e 949
43.15.2 The DHCPVE LEASE SCIEEN ...uuviiiiiiie ettt e e e e e e e et ea e e e e e e e e sesssraaaeeeas 951
Chapter 44

)Y 1(=] 0 £ PSPPI 953
A4, 1 OVEIVIEW oottt e ettt e e e et e e e e ettt e e e e eatb e e e e etaaeeeesataeeeesassaeeeesataeseeaseeeeaassseeeeannrees 953
44.1.1 What You Can Do in this CRAPTET oottt 953
T o T 1Sy B N\ [ o 1 SRR 954
4.3 USB STOTOGE .niiiiiiieiiiiee ettt ettt e e ettt e e ettt e e e ataeeeeesbaeeeeeastaeeseansbeaeeanssaeesanssaeesanssseaenanes 954
44,4 DAOTE ANA TIMIE it e et e e e ettt e e e et b e e e e sttt e e e e staaeeeeeataeaeeessseeesanraeeeennees 955
44.4.1 Pre-defined NTP TImMe SErVErs LISt .....ooi it 958
44.4.2 TIme Server SYNCAIONIZATION ....vveiii et 958
44.5 CONSOIE POIT SPPEEMA oottt e e e et e e e et e e e eabaeeeeenbbeeennsaeaeeanes 959

ZyWALL USG Series User's Guide

23



Table of Contents

44,6 DNS OVEIVIEW ..oiiitiieeitie ettt ettt e et e e et eesabee e staeeestbeesstseesssaeeesbeeeasseeeasbeesssseessssssseeensseeenses 960
44.6.1 DNS Server AJdress ASSIONMENT ..o...uiiii it aaae e 960
44.6.2 Configuring the DNS SCIEEN .....eviiiieeee ettt rree e e e 960
44.6.3 (IPVE) AAAIEsS RECOIA ....oiiiiiiiiiiee ettt ettt e et e e ettt e e et a e e e eraeee e eessaeeenns 963
A4, 6.4 PTR RECOIA ottt ettt e e e et e e e e e e e e et bbb e e e aeaeeeeeeeassteseeaeeeeensasaneens 964
44.6.5 Adding an (IPv6) AAAress/PTR RECOIA ......ccciieeciieeiiieciie ettt eee e 964
44.6.6 CNAME RECOIT ..iiiiiiiiiie ettt ettt e ettt e e ettt e s e eta e e e ssbaeeesensbeeeesanssseeesnnneeean 964
44.6.7 AAdiNG O CNAME RECOIT ..ottt et et e e e aaa e e e e aaeeee s 965
44.6.8 DOMAIN ZONE FOMWAITET  ..uiiiiiiiiiiie ettt ettt e ettt e e et e e e eetaeeesennsaeeessnssaeeeesnssseeas 965
44.6.9 Adding a DoOmMain ZONE FOMWATAET ...cccciuiiiiieeiiiee ettt e e e evee e e e aaaeeeeas 965
F I L O ) G 1= ol ol @ U RUP 966
44.6.11 ADAING O MX RECOTA ...eiiiiiiiiiiee ettt e e et e e e et e e e e esarae e e eenabaeeeeenaaaeeeaes 967
44.6.12 Security OPTHON CONITOL ...uiiiiiiiiee e e e e e et e e e enareeesennsaean 967
44.6.13 Editing a Security Option CONTOl ....iiiiiiiicee e e 967
44.6.14 Adding a DNS Service CONtrol RUIE .....cociiiiiieiiie ettt 968

A4.7 WWW OVEIVIEW ..eeiiiiiieeiiiee ettt e ettt e e e e ettt e e e ettt e e e e staeeeeeateeeeseabaeeeessaseeeeassaeeeeasseeeeannres 969
44.7.1 Service ACCESS LIMITATIONS oo 969
Ny ANV (=10 A T 10 4 1=T @ 10 ) S 970
A, 7 B HTTPS ettt et e e et e et e e e e e e e ba e e e bt e e atbeeeatbeeetbeeanbaeeanbaeeatbeeenraaeaabaeenreas 970
44.7 .4 Configuring WWW Service CONITOl ...uiiiieciiiii ettt e 971
44.7.5 SErVICE CONITOI RUIES ..oiiiiiiiiee ettt ettt e e et e e e st aeeenaseaeeeneeeean 974
44.7.6 Customizing the WWW LOGIN PAGE ..uiiiieiiieiieeee et e 975
AA.7.7 HTTPS EXOMPIE .eiiiiiieiiiiie ettt ettt e ettt e e et e e e ettt e e senabaeeeeanssaeaeeenssaeessanssseeenssneeean 980

BN PSPPSR 987
AA.8.1 HOW SSH WOTKS ..eiiieeiiiiie ettt ettt e sttt e e ettt e e e et ee e e entateeeesnsbseesessseeesessseeseassneeean 988
44.8.2 SSH Implementation on the ZyXel DEVICE ......coooovvuieeeeieeieeeeeeeeeeee e 989
44.8.3 Requirements fOr USING SSH ..ottt e e e et e e e s 989
44.8.4 CONFIGUIING SSH ittt e e e e et e e e e et e e e e e stbaeeeeenaraeeeeenaaeeaans 989
44.8.5 Secure Telnet USING SSH EXAMPIES ....viiiiiiiiiiee ettt et e et e e 990

A L= | T SRR 992
44.9.1 CoONfIGUITNG TEINET et e e e e et e e e e s tb e e e e essaeeesesseeaean 992

o O o I PSPPSR 993
44.70.7 CONFIGUIING FTP oottt ettt e e ettt e e ettt eeesntbaeeeestaeeesensseeesennssseenssneeean 993

o I Y 1LY PSS PSRS 994
44.17.7 SNMPV3 ONA SECUITY ittt e e e e ettt e e s e sabeeeeessseaesennsseean 995
A4, 717.2 SUPPOITEA MIBS ..oeeiieieiitecceieeeee e ettt ettt e ettt nnnnnnnn 996
R B RGN N1V | | (e | o3P 996
44.17.4 CoNfIGUING SNMP oottt e e et e e e e tb e e e e ettt ee e e entbeeeeennsaeenans 996
A4.717.5 AQA SNMPVS USET ettt ettt ettt e et e e st e e s etae e sasaeesabeeessaeeesseessees 998

4412 AUTNENTICATION SEIVET ..oiiiiieeee ettt et e e e e ete e e eanes 999
44.12.1 Add/Edit Trusted RADIUS ClENT ..uiiiiieee e e 1001

44,13 NOTIfICATION > MQII SEIVET ..ttt et e e e et ae e e ereaeeaes 1001

4414 NOHICATON > SMS ettt et e e e s be e e tb e e e s abeeesabeesnsseesseaesssaeans 1003

ZyWALL USG Series User's Guide

24



Table of Contents

44,15 Notification > RESPONSE MESSATE ...iiiiiiiiiieeeiiiieeeeiiiiee ettt e e e stee e e et eeeesireeeeensseeesennneeeas 1004
44,16 LONQUOGE SCIEEN oottt ettt e e e e e e ettt ee e e e e e e e essstaaatateeaeeeeessssssssseraaaaessassssneeees 1006
AATT7 IPVEO SCIEEN .ttt ettt ettt e e e ettt e e et e e e aaabeeeeaaasaeeesenssaeaesanssseeesansssaeesssseeesansseeeean 1006
44.18 Zyxel One Network (ZON) UTITIY  .oveiiee ettt e 1007
A4, 18,7 REQUINEIMENTS «.eiiiiiieiiiiie ettt e ettt e e ettt e e ettt e e e ettt e e esstbaeeeesssabeesesnssaeeeesnssaeeeensssseannseees 1007
44.18.2 RUN The ZON UTIITY eeiiiiiee ettt stre e s tee e e e ensee s 1008
44.18.3 Zyxel One Network (ZON) System SCre€n ....cc.evvveeciiiiieeeee e 1011
4419 AQVAONCEA SCIEEN ittt ettt e ettt e e ettt e s sabbeeeesatteeesaasbaeeesaseeesnns 1012
44.19.1 Fast Forwarding TechniCOl REFEIENCE .......oiiiiiiiiiieiiieeeee e 1012
Chapter 45
(oo Jr=TaTo I U= o Lo o S0 OO PPPPPUPPRTR 1014
A5.T OVEIVIEW ceitiiiieiiiie et ee ettt e ettt e e ettt e e e ettt e e e s sssaeeeasessee s e asseeesanssaeeesanssseeeeanssseesnssseaeennsseeeenn 1014
45.1.1 What You Can Do IN This CROPRTEE oo 1014
45.2 EMQII DAIY REPOI ..ttt ettt ettt ettt e e et e e e et eeesennaaeeeesnssaeeeensssaeeeeanssaeeean 1014
45.3 LOQ SETHING SCIEENS e et e e e e e e ta e e e e s tbe e e e e ttbaeesaraeeeenes 1016
45.3.1 LOG SETHNG SUMIMIAIY oiiiieiiiiie ettt ettt e et e e e e aae e e e e btae e e ennseeeeennneas 1016
45.3.2 Edit System LOG SEHINGS  oeiiieeeeeeee et e 1017
45.3.3 Edit Log 0N USB STOrage SEHNG oot 1022
45.3.4 Edit Remote Server Log SETINGS it 1024
45.3.5 Log Category SEHNGS SCrEEN ..o e e 1027
Chapter 46
1 LSTYF= T =T = OO PPPPPUPPPTPN 1032
AE. T OVEIVIEW .eiiiiiiiiiiie e et te e ettt e e ettt e e state e e ettt e eeeasasteeeasssseesasasseeesanssseaesanssseeesanssseesnssseeeennsseeeean 1032
46.1.1 What You Can Do in This CRAOPRTEE c..coiiieeeeeeeeeeeeeeee e 1032
46.1.2 WAt YOU NEEA 1O KNOW .tiiiiiiiiiiieeciieee ettt e e et e e e aaee e e eibaee e e eeaeeas 1032
46.2 The CoNfIQUIATION SCIEEN ....uviiiieiiee e et et e e et e e et a e e e eeraeeeaes 1034
46.2.1 The Configuration Schedule BACKUP SCreen ..o viiiiieecieeeeee e 1039
46.3 FIrMware MONAGEMENT ..eiiiiiiiie ettt e et e e e ta e e e e tbaeeeestaeeeessataaeeeessseeeanes 1040
46.3.1 Firmware Upload and DeViCe HA PO ..ottt e 1041
46.3.2 CIOUA HEIDEI ottt e e e e e e e e e enan 1041
46.3.3 The Firmware ManagemMeENT SCIrEEN .....ciiiiiii i 1043
46.3.4 Firmware Upgrade Via USB STICK ...ccocuuiiiieeee et e 1045
46.4 The SNEll SCHPT SCIEEN ettt e e e e et e e st eeeeesbaeesssaeeees 1045
Chapter 47
DT F= T [ [0 ) 1 PSS RREPP PP 1048
A7.1 OVEIVIEW ceitiiieeiiiiee et ee e ettt e e et e e e sttt e e e eataeaeeasssaeeeasssseesaassseeesanssaeeesanssseeeaanssseesnssseasennsseeeenn 1048
47.1.1 What You Can Do in This CRAPRTEE ...cooiieeeeeeeeeeeeeee e 1048
47.2 ThEe DIOGNOSTICS SCIEENS ..uviiii ettt e ettt e et e e e et e e s etbeeeeesnabaeeeenssseeesennsseeesasseeeean 1048
A e 1] o £ 1048
47.2.2 The Diagnostics CONTIOIEr SCIEEN ......viiiiiiiieeeee e e 1049

ZyWALL USG Series User's Guide

25



Table of Contents

47.2.3 The DIAGNOSTICS AP SCIEEN oottt e e et e e aree e e e ebaee e e envaeas 1051
47.2.4 The DiagnoSTCs FIlES SCrEEN ....viiiiieiie et 1052
47.3 The PACKET COPTUIE SCIEEN et e e e e e e e snaaeeesenaaeean 1053
47.3.1 The Packet Capture 0N AP SCrEEN ... 1056
47.3.2 The Packet Capture FilES SCrEEN ......uiiii ettt 1059
47 .4The CPU / MemMOry STATUS SCIEEN oottt e e e e e e e e e e e e e e e e e eeeeeeeens 1060
47.5ThE SYSTEM LOG SCIEEN ..t e e ettt e e et e e e s enabeee s enaseeesasaeeees 1062
47.6 The NETWOIK TOOI SCIEEN ...uiiiiiiii ettt e e et e e e e e e e e eettrraeeeeeeeeeessnaeeeas 1063
47.7 The ROUTING TrOCES SCIEEN ciieiiiiiiee ettt ettt e ettt e e s et e e e e saba e e e esasaeesennsaeeeseneeeean 1065
47 .8 The Wireless Frame CAPTUIE SCIEEN .....oveeiiiiieeeeeeeeee e 1066
47.8.1 The Wireless Frame Capture FIles SCreen ...t 1068
Chapter 48
PACKETL FIOW EXPIOIE ..o e e e e e e e e e e e e e e e e et eeeeee et e e eeaeaassaseanaerennnene 1069
AB.T OVEIVIEW .eiiiiiieiiiiee ettt ettt e e ettt e e ettt e e e ettt e e e e sabaeeeasesseesasssseeesanssseeesanssseeeaanssseesnssseaeennsseeeenn 1069
48.1.1 What You Can Do in This CRAPRTEE ...cooiieeeeee et 1069
48.2 The ROUTING STATUS SCIEEN ..ciiieiiiie ettt et e e e e e s e sataeeeseaaeeean 1069
48.3 TNE SNAT STATUS SCIEEN ..ttt e e e e e e e e s eetraraeaeeeeeeessesaeeees 1074
Chapter 49
] 181 [0 1YY V4 2= o T T ) 1077
491 OVEIVIEW ittt ettt e et e e ettt e e e e e tta e e e e etbaeeeesaaaeeeeatbaeeeaastaseeeassaseeeasssaeeasseeeesanes 1077
49.1.1 WHAt YOU NEEA TO KNOW .iiiiiiiiiiieeciiee ettt ettt e e et e e e staee e e enbaaeseennaeeas 1077
49.2 TNE SNUTAOWN SCIEEN ...t e e e e e et e e e e e e e e e s ensraaaeaeeeeeeeessaneeeas 1077
Part Ill: Appendices and Troubleshooting ...........coceevviiiiiiiiiiiiieeeeeen, 1079
Chapter 50
LI o181 1=3<1 g 7o T 11 T USSR 1080
50.1 ReSettiNng The ZYXEI DEVICE ....uviiiiiiiiie e ettt e e e e rae e e 1092
50.2 Getting More TroubleshOOTING HEID .oooceeiiieeeiee et 1093
APPENAIX A CUSTOMET SUPPROI oot e e e e e 1094
APPENAIX B COMMON SEIVICES oot e e e e e e e e e 1099
APPENAIX C PrOAUCT FEQTUIES .ot e e e e e e 1102
Appendix D Legal INFOrMQATION ......uuiiiieeeeeee e e et e e e e earaa e e e e e 1108
LT 1SR 1121

ZyWALL USG Series User's Guide

26



PART |
User’s Guide




CHAPTER 1
Introduction

Overview

Zyxel Device refers to these models as outlined below.

o ZyWALL
e ZyWALL USG (Unified Security Gateway)
Table 1 Zyxel Device Model
ZYWALL ZYWALL USG
ZyWALL 110 USG40
ZyWALL 310 USG40W
ZyWALL 1100 USG60
USG60W
USG110
usG210
USG310
USG1100
USG1900
USG2200

The next table shows the key feature differences between the models besides performance variance.
Note that your Zyxel Device may not support all UTM features.

Table 2 ZyWALL USG Key Feature Comparison Table

ZYWALL UsG
FEATURE
110 310 1100 40 60 40W 60W 110 210 310 1100 1900 2200
Amazon VPC (on CLl | CLU | CL | ClL | ClL | cuj|cu|cuj|cuj|cu,|cu]|cu/|cu

Web Configurator) Only | Only | Only | Only | Only | Only | Only | Only | Only | Only | Only | Only | Only

Anomaly Detection

. YES | YES | YES YES YES YES YES YES YES YES YES YES YES
& Prevention

Anfi-Spam YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES
Anfi-Virus YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES
AP Confroller YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES
App Patrol YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES
Content Filtering YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES | YES
Device HA Pro YES | YES | YES | NO | NO | NO | NO | YES | YES | YES | YES | YES | YES
Easy Mode YES | NO | NO | YES | YES | YES | YES | YES | NO | NO | NO | NO | NO
,ﬁ'gzzgemen T ves | YEs | YEs | NO | ves | NO | ves | YEs | YEs | YEs | ves | vEs | YEs

IDP YES | YES | YES | YES YES | YES | YES | YES | YES | YES | YES YES | YES
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Table 2 ZyWALL USG Key Feature Comparison Table (continued)

U ZYWALL UsG

110 | 310 | 1100 |40 60 40W | 60W | 110 210 310 1100 | 1900 | 2200
IP Exception NO [ NO | NO | NO NO NO NO NO NO NO NO NO NO
LAG NO | YES | YES | NO | NO [ NO | NO | NO | NO | YES | YES | YES | YES
Microsoft Azure YES | YES | YES YES YES YES YES YES YES YES YES YES YES
Port Role NO | YES | YES | NO | NO [ NO | NO | NO | NO | YES | YES | YES | YES
Port Group YES NO NO YES YES YES YES YES YES NO NO NO NO
Eig“gﬁ:si‘)’” Fiter (P | No | No | NO | NO | NO | No | NO | NO | NO | NO | NO | NO | NO
Sandboxing NO | NO | NO | NO | NO | NO | NO | NO | NO | NO [ NO | NO | NO
SD-WAN mode NO | NO | NO | NO | NO | NO | NO | NO | NO | NO | NO | NO | NO
SecuReporter YES | YES | YES YES YES YES YES YES YES YES YES YES YES
SSL Application YES | YES | YES YES YES YES YES YES YES YES YES YES YES
SSLEncrypted Traffic | yes | ves | ves | NO | NO | NO | NO | YES | YES | YES | YES | YES | YES
Inspection
URL Threat Filter NO [ NO | NO | NO | NO [ NO | NO | NO | NO | NO [ NO | NO | NO
g;'\é\(jetgfggi License- YES YES YES O]f;?r O]f;err G]f;e;r G]f;?r c:]f;?r c:]f{/?r c:]f{/?r G]f{/?r G]f;?r olf;?r
Built-in AP NO | NO [ NO | NO | NO | YES | YES | NO | NO | NO [ NO | NO | NO

* Noft all models support all UTM (Unified Threat Management) features. See Table 2 on page 28 for the
specific UTM features that your model supports.

Table 3 UTM Feature List

* Application Patrol (AP) ¢ Intrusion Detection & Prevention (IDP)
* Anomaly Detection & Prevention (ADP) ¢ Content Filtering (CF)
¢ Anti-Virus (AV) ¢ Anti-Spam (AS)

¢ Secure Socket Layer (SSL) encrypted tfraffic
Inspection

The following UTM features work without a UTM license:

* Configuration > Content Filter > Trusted Web Sites
¢ Configuration > IDP > Custom Signatures

» Configuration > Anti-Virus > Black/White List

» Configuration > Anti-Spam > Black/White List

¢ Models that came with firmware versions 4.10 to 4.25 support both Device HA and Device HA Pro
even after upgrading to versions 4.30 and later:

e ZyWALL 110 e ZyWALL 310 * ZyWALL 1100
* USGI110 * USG210 * USGBI10
e USG1100 e USG1900 * USG2200

Some interface names vary by model - see Table 22 on page 86 and Table 23 on page 87 for default
port / interface name mapping. See Table 24 on page 87 and Table 25 on page 88 for default interface
/ zone mapping.
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See the product’s datasheet for detailed information on a specific model.

1.2 Registration at myZyxel

myZyxel is Zyxel's online services center where you can register your Zyxel Device and manage
subscription services available for your Zyxel Device (see Configuration > Licensing > Registration >
Service for services available for your Zyxel Device).

» For Zyxel Devices that already have firmware version 4.25 or later, you have to register your Zyxel
Device and activate the corresponding service at myZyxel (through your Zyxel Device).

e For Zyxel Devices upgrading to firmware version 4.25 or later, you may skip registering your Zyxel
Device and activating the corresponding service at myZyxel (through your Zyxel Device). However, it
is highly recommended to at least register your Zyxel Device. At the fime of writing, the Firmware
Upgrade license providing Cloud Helper new firmware notifications, is free when you register your
Zyxel Device.

Nofe: You need to create a myZyxel account at http://portal.myZyxel.com before you can
register your device and activate the services at myZyxel.

You may need your Zyxel Device's serial number and LAN MAC address to register it at
myZyxel. See the label at the back of the Zyxel Device's for details.

Figure 1 myZyxel Login

U ZY)EL

I myzyxel

Easy register, edsy access, easy manage

A centrally managed portal for unlocking your business potential.

b - Erywel comtw

O Remember Me

Sign Up .~ Forgot Password - Resand Confirmation

1.2.1 Grace Period

UTM licenses have a 15-day grace period after a license expires. Services will continue to work in this
period during which you will receive notifications to renew your license(s). New license(s) are valid for 1
year from the date of purchase.
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1.3 Applications

These are some Zyxel Device application scenarios.

Security Router

Security includes a Stateful Packet Inspection (SPI) firewall, and UTM (Unified Threat Management). All
models need a license to use UTM (Unified Threat Management) features.

Figure 2 Applications: Security Router Applications: Security Router
DMI
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IPv6 Routing
The Zyxel Device supports IPvé Ethernet, PPP, VLAN, and bridge routing. You may also create IPvé policy
routes and IPvé objects. The Zyxel Device can also route IPvé packets through IPv4 networks using

different funneling methods.

Figure 3 Applications: IPvé Routing
DMZ

e~

gt,'ll,lg

LAN
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VPN Connectivity

Set up VPN funnels with other companies, branch offices, telecommuters, and business travelers to
provide secure access to your network. AS is an Authentication Server in the below figure.

Figure 4 Applications: VPN Connectivity

LAN

X]

SSL VPN Network Access

SSL VPN lets remote users use their web browsers for a very easy-to-use VPN solution. A user just browses
to the Zyxel Device's web address and enters his user name and password to securely connect to the
Zyxel Device's network. Here full tunnel mode creates a virtual connection for a remote user and gives
him a private IP address in the same subnet as the local network so he can access network resources in
the same way as if he were part of the internal network.

Figure 5 SSL VPN With Full Tunnel Mode
LAN (192.168.1.X)

‘I;I—w -Tl—r’ S B

Web Mail File Share Non-Web

| 1

| !

e ] |
File Edit View Fa

| 1

| 1

Back  Forwa rd

-_—-—

https:// = == =

Web- based Application Application Server
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User-Aware Access Control

Set up security policies to restrict access to sensitive information and shared resources based on the user
who is trying fo access it. In the following figure user A can access both the Internet and an internal file

server. User B has a lower level of access and can only access the Internet. User C is not even logged in,
so and cannot access either the Internet or the file server.
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Figure 6 Applications: User-Aware Access Confrol

Load Balancing

Set up multiple connections to the Internet on the same port, or different ports, including cellular
interfaces. In either case, you can balance the traffic loads between them.

Figure 7 Applications: Multiple WAN Interfaces

1.4 Management Overview

You can manage the Zyxel Device in the following ways.

Web Configurator

If you log into the Zyxel Device for the first fime, the Choose A Mode To Start screen appears. See
Chapter 4 on page 89 for the differences between Easy Mode and Expert Mode.

Select Easy Moder to go to the Initial Setup Wizard in Easy Mode, and enter Easy Mode every time you

log in. Choose Expert Mode to go to the Initial Setup Wizard in Expert Mode, and enter Expert Mode
every fime you log in.

Note: This screen is only available for models that support Easy Mode and Expert Mode. See
Chapter 1 on page 28 to see which models support Easy Mode.

Note: You can still switch between modes after selecting a mode in this screen.
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Figure 8 Choose a Mode

1 Choose A Mode To Start x

Choose A Mode To Start

If you want to have a quick setting, please choose "l am an Easy Mode User” or Please choose "l am an Expert
Mode User".

Please choose a mode:

@ | am on Ecsy Mode User

@ 1 am an Expert Mode User

Next >

The Web Configurator allows easy Zyxel Device setup and management using an Internet browser. This
User's Guide provides information about the Web Configurator.

Figure 9 Managing the Zyxel Device: Web Configurator
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Command-Line Interface (CLI)

The CLI allows you to use text-based commands to configure the Zyxel Device. Access it using remote
management (for example, SSH or Telnet) or via the physical or Web Configurator console port. See the
Command Reference Guide for CLI details. The default settings for the console port are:

Table 4 Console Port Default Settings

SETTING VALUE
Speed 115200 bps
Data Bits 8

Parity None
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Table 4 Console Port Default Settings

SETTING VALUE

Stop Bit 1

Flow Control Off
FTP

Use File Transfer Protocol for firmware upgrades and configuration backup/restore.

SNMP

The device can be monitored and/or managed by an SNMP manager. See Section 44.11 on page 994.

Cloud CNM

Use the Cloud CNM screen (see Section 44.16 on page 1006) to enable and configure management of
the Zyxel Device by a Cenfral Network Management system.

Management Authentication
Managers must be authenticated with a user name and password, using one of:

» Local Zyxel Device authentication
* An external RADIUS server
e An external LDAP server

e Certificates

1.5 Web Configurator

The Web Configurator is an HTML-based management interface that allows easy system setup and
management through Internet browser. Use a browser that supports HTMLS5, such as Microsoft Edge,
Morzilla Firefox, or Google Chrome.

In order to use the Web Configurator you need to allow:

* Web browser pop-up windows from your device.
» JavaScript (enabled by default).

¢ Java permissions (enabled by default).

The recommended screen resolution is 1024 x 768 pixels.

Note: Screenshots and graphics in this book may differ slightly from your product due to
differences in product features or Web Configurator brand style. Most screen shots in
this guide come from the USG110 and USG60W.
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1.5.1 Web Configurator Access

1

2

5

Make sure your Zyxel Device hardware is properly connected. See the Quick Start Guide.

In your browser go to http://192.168.1.1. By default, the Zyxel Device automatically routes this request to
its HTTPS server, and it is recommended fo keep this setting. The Login screen appears.

| Login | [ ssLven |

Type the user name (default: *admin”) and password (default: “1234").

If you have a OTP (One-Time Password) foken generate a number and enter it in the One-Time
Password field. The number is only good for one login. You must use the token to generate a new
number the next time you login.

Click Login. After you log in for the first time using the default user name and password, you must
change the default admin password in the Update Admin Info screen. Enter a new password of from 1
to 64 characters.

In Configuration > Object > User/Group > Setting, you can enable Password Complexity to require a
new password to consist of at least 8 characters and at most 64, where at least 1 character must be a
number, at least 1 a lower case letter, at least 1 an upper case letter and at least 1 a special character
from the keyboard, such as |@#$%A&*()_+. You can also require periodic changing of the password in
that screen by configuring Password must changed every (days).

Make a note of your new password, enter it in the following screen, then click Apply.

A Terms of Use screen displays. Read the statement, select the checkbox, and then click Acknowledge
to proceed.
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Terms of Use

The Terms of Use explains what data Zyxel will collect from you and how the data will be used.
This is important for you so please take fime to read it carefully. Thank you

Language: Engish .

Welcome to Zyxel. Please first read carefully the following Terms of Use.

This Terms of Use are established to protect the interest of the member service
providers and all our users and constitute a contract between the users and member
service providers. By completing the registration procedures, or beginning to use the
services available from Zyxel, you are deemed to understand and agree to all the
terms and conditions under the Terms of Use.

I.  General Principles

1. Users are required to properly keep their password without disclosing it to third -

I have read and understand the information and terms in accordance with the Zyxel Terms of Use.

Acknowieoge

6 The Network Risk Warning screen displays any unregistered or disabled security services. If your Zyxel
Device is not registered, you will see a prompt to register it. Select how often to display the screen and
click OK.

7' Network Risk Warning | %]

Network Risk Warning

Your network has potenticl security risk due to following molware protection features disabled or unlicensed. To
provide confinuous security protection of your network, please activate license and features listed below.

Service Status
Security Policy Confrol Disabled
Please remind me: | every fime V

CK
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If you select Never and you later want to bring this screen back, use these commands (nofe the space
before the underscore).

Router> enable

Router#

Router# configure terminal

Router (config) #

Router (config)# service-register _setremind
after-10-days

after-180-days

after-30-days

every-time

never

Router (config)# service-register setremind every-time
Router (config)#

See the Command Line Interface (CLI) Reference Guide (RG) for details on all supported commands.

Follow the directions in the Update Admin Info screen. If you change the default password, the Login
screen appears after you click Apply. If you click Ignore, the Installation Setup Wizard opens if the
ZyWALL is using its default configuration; otherwise the dashboard appears.

Figure 10 Dashboard
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1.5.2 Security Check for Web Interface Overview

Use this screen to configure settings to secure your Zyxel Device. You can configure:

e Secure SSL access from the Internet to the Zyxel Device.
» Secure SSL access from the Internet to the network behind the Zyxel Device.
* The default port that IPSec VPN clients use to retrieve VPN rule setftings from the Zyxel Device.

¢ The default port for two-factor authentication for VPN clients to access the network behind the Zyxel
Device.

1.5.2.1 Secure SSL Access from the Internet to the Zyxel Device

You can configure up to 3 trusted computers to access the Zyxel Device using secure SSL. The default
HTTPS SSL port is 443. If you change this, remote connections from the Internet must use this port. For
example, if you change this to port 8800 and the Zyxel Device is using IP address 1.1.1.1, then remote
users must use htttps://1.1.1.1:8800.

In Figure 11 on page 39, A, B and C can connect to the Zyxel Device to access the Zyxel Device web
configurator for remote management.

Configure a new port between 1024 to 65535 that is not in use by other services.

Figure 11 Secure SSL Access Example

C
_—

1.5.2.2 Secure SSL VPN Access from the Internet to the Network Behind the Zyxel Device

The default SSL VPN port is 443. If you change the default SSL VPN port on the Zyxel Device, make sure to
make the same change to SecuExtender, the SSL VPN client software. Configure a new port between
1024 to 65535 that is not in use by other services.

You can also restrict SSL VPN access to up to 3 locations on the Internet.
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Figure 12 Secure SSL VPN Access Example

JP

KR

FR
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The table below describes the abbreviations used in the figure.

Table 5 Countries Abbreviations

ABBREVIATION COUNTRY
JP Japan

KR Korea

FR France

1.5.2.3 Change the Default IPSec VPN Provisioning Port

Change the default port that IPSec VPN clients use to retrieve VPN rule setftings from the Zyxel Device.
The default is 443 which is already in use for remote management by default. If you change the default
IPSec VPN port on the Zyxel Device, make sure to make the same change to the Zyxel IPSec VPN client.

Configure a new port between 1024 to 65535 that is not in use by other services.

Figure 13 IPSec VPN Provisioning Example

LAN

o
T .

—a - — ——

v

Note: The remote management port, the SSL VPN port and the IPSec VPN port all use 443 by
default. If you do not change the default ports, then only 3 connections of the remote
management and SSL VPN will be allowed at one time.

1.5.2.4 Change the Default Port for Two-Factor VPN Access Authentication

Change the default port for two-factor authentication for VPN clients to access the network behind the
Zyxel Device. VPN clients do not need to change the port number on their devices, because the link to
access the network behind the Zyxel Devices will contain the new port number. For example, if you
change this to port 8008 and the link is using a.b.c.d, then VPN clients will see this link in their email or SMS
to retfrieve settings: htttps://a.b.c.d:8008.

You can also change this port in Object > Auth. Method > Two-factor Authentication > VPN Access. See
Section 43.11.5 on page 923 for more information on two-factor authentication.

Configure a new port between 1024 to 65535 that is not in use by other services.
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Figure 14 Two-Factor Authentication Example
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Overall Port Configuration Example

Below is an example of configuring these ports to avoid port conflict.

Table 6 Port Configuration Example

REMOTE SSL VPN IPSEC VPN TAVX:%‘EFSQCTORVPN
MANAGEMENT PROVISIONING A CATION
8800 8080 443 (defaull) 8008

1.5.2.5 Other Security Measures

New firmware contains patches fo enhance security. Make sure to check for new firmware regularly
and update firmware in Maintenance > Firmware Management.

Change admin passwords regularly. Select Enable Password Complexity in Object > User/Group >
Setting fo require the user to use a password that's not easy to guess. The password must include:

» afleast 8 characters
¢ atfleast one upper case alphabetic character and at least one lower case alphabetic character
e one numeric character

» one special character such as @#$%A

1.5.3 The Security Check for Web Interface Screen

The following screen appears when the Zyxel Device detects a rule that allows traffic such as HTTP,
HTTPS, SSL and so on to access to your Zyxel Device from any IPv4 source on the WAN. This may expose
your Zyxel Device to a security risk. Configure settings in this screen to allow access only from specified IP
addresses, FQDNSs or regions to secure your Zyxel Device.
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Figure 15 Security Check for Web Interface

Security Check for Web Interface

[C] Bestrict S5L VPN ccceass from the WARN

You have a rule that allows anyone from the Intermet to access the Device web configurator and 551 VPM senvice. To
reduce risk, please restict access by source IP address and geclocation respectively.

Strongly suggest to update your device and change passwards regularly.

[ Restrict Device management from the W.AN

[[] Change Two-Facter Authentication Port

[#] Change the Iyxel IPsec VPN Client Provisioning Port

o Em— O
Please remind me: every fime -

ElE

The following table describes the labels in this screen.

Table 7 Security Check for Web Interface

LABEL

DESCRIPTION

Allow secure remote management
from WAN

Select this to allow access to the Zyxel Device remotely only from
specified IP addresses or Fully Qualified Domain Names (FQDNs), such as
1.1.1.1 or www.zyxel.com. See Section 1.5.2.1 on page 39 for more
information.

Port

Configure a new port between 1024 to 65535 to use it to access the web
configurator. Do not use a port number that has been used.

For example, use https://1.1.1.1:8800 if you changed the default HTTPS
port to 8800.

Trusted Host 1-3

Configure the IP addresses or FQDNs that are allowed to access the Zyxel
Device.

Allow SSL VPN access from WAN

Select this to allow SSL VPN clients to access the Zyxel Device only from
specified regions. See Section 1.5.2.2 on page 39 for more information.

Port

Configure a new port between 1024 to 65535 to use it to access the web
configurator using SSL VPN. Do not use a port number that has been used.

The port you configure here must be the same as the port you use in
SecuExtender. See Section 1.5.2.2 on page 39 for more information on
SecuExtender.

Trusted Geolocation 1-3

Select the regions that are allowed to access the Zyxel Device from the
drop-down list box.
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Table 7 Security Check for Web Interface (continued)

LABEL

DESCRIPTION

Change Two-Factor Authentication
Port

Select this to change the port VPN clients use to access the Zyxel Device
LAN with two-factor authentication. See Section 1.5.2.4 on page 40 for
more information.

Configure a new port between 1024 to 65535. Do not use a port number
that has been used.

Change Zyxel IPSec VPN Client
Provisioning Port

Select this fo change the port IPSec VPN clients use to refrieve VPN rule
settings from the Zyxel Device. See Section 1.5.2.3 on page 40 for more
information.

Configure a new port between 1024 to 65535. Do not use a port number
that has been used.

The port you configure here must be the same as the port you use when
logging in as a Zyxel IPSec VPN client.

Please remind me

Select how often to display the screen from the drop-down list box.

OK

Click OK to save your changes back to the Zyxel Device.

Cancel

Click Cancel to exit this screen without saving your changes.

1.5.4 Remote Access to the Zyxel Device Networks

Your Zyxel Device keeps your networks safe while allowing external access by applying the security

measures below:

¢ Two-Factor Authentication: Use two-factor authentication to have double-layer security to access a
secured network behind the Zyxel Device. The first layer is the VPN client/Zyxel Device's login user
name / password. The second layer is an authorized SMS (via mobile phone number) or email
address. See Section 43.11.4 on page 919 for more information on two-factor authentication.

* |IPSec VPN: You can create highly secure connections with IKEv2 or EAP authentication to access
networks behind the Zyxel Device. For example, home workers can securely access company
resources if they have proper authentication. See Chapter 30 on page 635 for more information on

IPSec VPN.

¢ Upload Bandwidth Limit: Zyxel subscription-based SecuExtender IPSec VPN clients with Windows
version 5.6.80.007 or later or macOS version 1.2.0.7 or later support upload bandwidth limit. Use this to
set the maximum bandwidth for uploading fraffic from IPSec VPN clients over IPSec VPN tunnels. See
Section 30.5 on page 659 for more information on upload bandwidth limit.

1.5.5 Web Configurator Screens Overview

The Web Configurator screen is divided into these parts (as illustrated on Figure 10 on page 38):

o A-title bar
* B - navigation panel

e C - main window

Title Bar
Figure 16 Title Bar

EEEasE @O R

Welzome | admin
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The title bar icons in the upper right corner provide the following functions.

Table 8 Title Bar: Web Configurator Icons

LABEL DESCRIPTION

Web Console Click this to open one or multiple console windows from which you can run command line
interface (CLI) commands. You will be prompted to enter your user name and password. See
the Command Reference Guide for information about the commands.

Logging in to the Zyxel Device with HTTPS, so you can open one or multiple console windows.

CLI Click this to open a popup window that displays the CLI commands sent by the Web
Configurator to the Zyxel Device.

Reference Click this to check which configuration items reference an object.

Site Map Click this to see an overview of links fo the Web Configurator screens.

Community Go to https://businessforum.zyxel.com/categories/security for security product discussions.

Help Click this to open the help page for the current screen.

About Click this to display basic information about the Zyxel Device.

Easy Mode Click this to go to a mode that contains wizards that help you configure the Zyxel Device, and

links to portals. Not all models have this mode.

Logout Click this to log out of the Web Configurator.

CLI Messages

Click CLI to look at the CLI commands sent by the Web Configurator. Open the pop-up window and
then click some menus in the Web Configurator to display the corresponding commands.

Figure 17 CLI Messages

CLI -l
W Clear
[0] show port status A

[1] show system uptime
### CLI End

[0] show port status
[1] show system uptime
### CLI End

[0] show port status
[1] show system uptime

### CLI End

Response

Reference

Click Reference to open the Reference screen. Select the type of object and the individual object and
click Refresh to show which configuration settings reference the object.
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Figure 18 Reference

ia References

Type:

Please select one .. ot Name: Plecse select one ... v
Priority Mome Descripfion
of 0 Show |50 ¥ | items Mo data te display
Refresh Caneel

The fields vary with the type of object. This table describes labels that can appear in this screen.

Table 9 References

LABEL DESCRIPTION

Type Select the type of reference from the drop-down list box.

Name Select the specific reference for the type selected. The settings then display in the table below.

# This field is a sequential value, and it is not associated with any entry.

Service This is the type of setting that references the selected object. Click a service's name fo display the
service's configuration screen in the main window.

Priority If it is applicable, this field lists the referencing configuration item’s position in its list, otherwise N/A
displays.

Name This field identifies the configuration item that references the object.

Description If the referencing configuration item has a description configured, it displays here.

Refresh Click this to update the information in this screen.

Cancel Click Cancel to close the screen.

Web Console

Click Web Console to open one or multiple console windows from which you can run CLI commands.
You will be prompted to enter your user name and password. See the Command Reference Guide for
information about the commands. Logging in to the Zyxel Device with HTTPS, so you can open one or
multiple console windows.
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Figure 19 Web Console Window

© Welcome to Console - Windows Internet Explorer = =] S

‘_’é’} ttps://172.23.26.244/ext-js/web-pag

1

User
admin
Password

Connecting o9 ~

|i 172.23.26.244:22 |admin

4 1" »

Done @ Internet | Protected Mode: On s v ®100% -
Site Map

Click Site MAP to see an overview of links to the Web Configurator screens. Click a screen'’s link to go fo
that screen.

Figure 20 Site Map

4 Site Map 2l

& Monitor
&% Configuration
ﬂ Maintenance -

File Manager Diagnostics Packet Flow Explore
Shutdown

About

Click About to display basic information about the Zyxel Device.
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Figure 21 About
z About USGT110 7%

Current Version: V4.32(AAPH.0)b2
Released Date: 2018-03-28 08:02:34

Did you check www.zyxsl.com today®

Privocy Statement

1.5.6 SecuReporter Banner

Next to the Title Bar, you may see a SecuReporter banner. Click the banner is to configure an
organization in SecuReporter and set the Data Protection Policy for this Zyxel Device.

Figure 22 SecuReporter Banner

Your SecuReporter is not enabled yet, do you want to enable and start %

analytics service?  Encble SecuReporter
| Don't ask me cagin

If you click x fo close the banner, the banner will still display the next fime you log in.
You will not see the SecuReporter banner if you:

* Have enabled SecuReporter in CloudCNM > SecuReporter and the Zyxel Device was added to an
organization.

* Clicked "Don't ask me again”in the banner.

If you close the SecuReporter banner, and later decide you want to configure SecuReporter, go to
CloudCNM > SecuReporter and click the 'set Org/Network site' hyperlink in the second note.

1.5.7 Navigation Panel

Table 10 About

LABEL DESCRIPTION

Current Version This shows the firmware version of the Zyxel Device.

Released Date This shows the date (yyyy-mm-dd) and fime (hh:mm:ss) when the firmware is
released.

OK Click this to close the screen.

Use the navigation panel menu items to open status and configuration screens. Click the arrow in the
middle of the right edge of the navigation panel to hide the panel or drag to resize it. The following
sections introduce the Zyxel Device's navigation panel menus and their screens.
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Figure 23 Navigation Panel

MAINTENANCE

File Manager

Diagnostics
Packet How Explore

J

Dashboard

The dashboard displays general device information, system status, system resource usage, licensed
service status, and interface status in widgets that you can re-arrange to suit your needs. See the Web
Help for details on the dashboard.

Monitor Menu

The monitor menu screens display status and statistics information.

Table 11 Monitor Menu Screens Summary

FOLDER OR LINK TAB FUNCTION
System Status
Port Statistics Port Statistics | Displays packet statistics for each physical port.
Interface Status | Interface Displays general interface information and packet stafistics.
Summary
Traffic Statistics | Traffic Collect and display traffic statistics.
Statistics
Session Monitor | Session Displays the status of all current sessions.
Monitor
IGMP Statistics IGMP Collect and display IGMP statistics.
Statistics
DDNS Status DDNS Status | Displays the status of the Zyxel Device's DDNS domain names.
IP/MAC Binding | IP/MAC Lists the devices that have received an IP address from Zyxel Device
Binding interfaces using IP/MAC binding.
Login Users Login Users Lists the users currently logged into the Zyxel Device.
Dynamic Guest | Dynamic List the dynamic guest accounts in the Zyxel Device's local database.
Guest
Cellular Status Cellular Displays details about the Zyxel Device's mobile broadband connection
Status status.
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Table 11

Monitor Menu Screens Summary (continued)

FOLDER OR LINK

TAB

FUNCTION

UPNP Port Status

Port Statistics

Displays details about UPnP connections going through the Zyxel Device.

USB Storage Storage Displays details about USB device connected to the Zyxel Device.
Information
Ethernet Ethernet View and manage the Zyxel Device's neighboring devices via Smart
Neighbor Neighbor Connect (Layer Link Discovery Protocol (LLDP)). Use the Zyxel One Network
(ZON) utility to view and manage the Zyxel Device's neighboring devices via
the Zyxel Discovery Protocol (ZDP).
FQDN Object FQDN Displays FQDN (Fully Qualified Domain Name) object cache lists used in DNS
Object queries.
Wireless
AP Information | AP List Lists APs managed by the Zyxel Device.
Radio List Lists wireless details of APs managed by the Zyxel Device.
Top N APs Lists managed APs with the most wireless traffic usage and most associated
wireless stations.
Single AP Lists APs wireless traffic usage and associated wireless stations for a managed
AP.
ZyMesh lnyMesh Link | Display statistics about ZyMesh wireless connections between managed APs.
nfo
SSID Info SSID Info Display information about the SSID’s wireless clients.
Station Info Station List Lists wireless clients associated with the APs managed by the Zyxel Device.
Top N Lists wireless stations with the most wireless traffic usage.
Stations
Single Lists wireless traffic usage for an associated wireless station.
Station
Detected Detected Display information about suspected rogue APs.
Device Device

Printer Status

Printer Status

Display information about the connected statement printers.

VPN Monitor
IPSec IPSec Displays and manages the active IPSec SAs.
SSL SSL Lists users currently logged into the VPN SSL client portal. You can also log out
individual users and delete related session information.
L2TP over IPSec | L2TP over Displays details about current L2TP sessions.
IPSec
UTM Statistics
App Patrol Summary Displays application patrol stafistics.
Content Filter Summary Collect and display content filter statistics
IDP Summary Collect and display statistics on the intrusions that the Zyxel Device has
detected.
Anti-Virus Summary Collect and display statistics on the viruses that the Zyxel Device has
detected.
Anfi-Spam Summary Collect and display spam stafistics.
Status Displays how many mail sessions the ZyWALL is currently checking and DNSBL
(Domain Name Service-based spam Black List) statistics.
SSL Inspection Summary Collect and display SSL Inspection statistics.
Certificate Displays traffic to destination servers using certificates.
Cache List
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Table 11 Monitor Menu Screens Summary (continued)

FOLDER OR LINK TAB FUNCTION

Log View Log Lists log entries.
View AP Log | Lists AP log entries.
Dynamic Display the Zyxel Device's dynamic guest account log messages.
Users Log

Configuration Menu

Use the configuration menu screens to configure the Zyxel Device's features.

Table 12 Configuration Menu Screens Summary

FOLDER OR LINK

TAB

FUNCTION

Quick Setup

Quickly configure WAN interfaces or VPN connections.

Licensing

Registration

Registration

Register the device and activate trial services.

Service View the licensed service status and upgrade licensed services.
Signature Anti-Virus Update anti-virus signatures immediately or by a schedule.
Update
P IDP/AppPatrol Update IDP signatures immediately or by a schedule.
Wireless
Controller Configuration Configure manual or automatic conftroller registration.
AP Mgnt AP List Edit or remove entries in the lists of APs managed by the Zyxel Device.
Management - -

AP Policy Configure the AP confroller’s IP address on the managed APs and
determine the action the managed APs take if the current AP
controller fails.

AP Group Create groups of APs, define their radio, VLAN, port and load
balancing settings.

Firmware Update the firmware on APs connected to your Zyxel Device.

Rogue AP Rogue/Friendly AP Configure how the Zyxel Device monitors rogue APs.
List
Load Balancing | Load Balancing Configure load balancing for fraffic moving to and from wireless
clients.
DCS DCS Configure dynamic wireless channel selection.
Auto Healing Auto Healing Enable auto healing fo extend the wireless service coverage area of

the managed APs when one of the APs fails.

RTLS

Real Time Location Use the managed APs as part of an Ekahau RTLS to track the location

System

of Ekahau WiFi tags.

Network
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Table 12 Configuration Menu Screens Summary (continued)

FOLDER OR LINK TAB FUNCTION
Interface Port Use the Port Role screen to set the Zyxel Device's flexible ports such as
LAN, OPT, WLAN, or DMZ.
Port Role/Port
Configuration | Use the Port Configuration screen to configure setftings for individual
Zyxel Device ports.
Ethernet Manage Ethernet interfaces and virtual Ethernet interfaces.
PPP Create and manage PPPoE and PPTP interfaces.
Cellular Configure a cellular Internet connection for an installed mobile
broadband card.
Tunnel Configure tunneling between IPv4 and IPvé networks.
VLAN Create and manage VLAN inferfaces and virtual VLAN interfaces.
Bridge Create and manage bridges and virtual bridge interfaces.
VTI Configure IP address assignment and interface parameters for VTI
(Virtual Tunnel Interface).
Trunk Create and manage trunks (groups of interfaces) for load balancing.
Routing Policy Route Create and manage routing policies.
Static Route Create and manage IP static routing information.
RIP Configure device-level RIP settings.
OSPF Configure device-level OSPF settings, including areas and virtual links.
BGP Configure exchange of Border Gateway Protocol (BGP) information
over an IPSec funnel.
DDNS DDNS Define and manage the Zyxel Device's DDNS domain names.
NAT NAT Set up and manage port forwarding rules.
Redirect Redirect Service Set up and manage HTTP and SMTP redirection rules.
Service
ALG ALG Configure SIP, H.323, and FTP pass-through settings.
UPNnP UPnP Configure interfaces that allow UPnP and NAT-PMP connections.
IP/MAC Binding | Summary Configure IP fo MAC address bindings for devices connected to each
supported interface.
Exempt List Configure ranges of IP addresses to which the Zyxel Device does not
apply IP/MAC binding.
Layer 2 Isolation | General Enable layer-2 isolation on the Zyxel Device and the internal
interface(s).
White List Enable and configure the white list.

DNS Inbound LB

DNS Load Balancing

Configure DNS Load Balancing.

Web
Authentication

Web Authentication

General/
Authentication
Type/Custom Web
Portal File/Custom
User Agreement
File/Facebook Wi-Fi

Define a web portal and exempt services from authentication.

SSO

Configure the Zyxel Device to work with a Single Sign On agent.

Hotspot
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Table 12 Configuration Menu Screens Summary (continued)

FOLDER OR LINK TAB FUNCTION
Billing General Configure the general billing settings, such as the accounting
method.
Billing Profile Configure the billing profiles for the web-based account generator
and each button on the connected statement printer.
Discount Configure discount price plans.
Payment Service Enable online payment service and configure the service pages.
Printer General Configure the printer list, enable printer management and customize
Manager the account printout.
Printout Detect the connected statement printers, change their IP addresses
Configuration and/or add them to the managed printer list.
Free Time Free Time Allow users to get a free account for Internet surfing during the
specified time period.
IPnP IPnP Enable IPnP on the Zyxel Device and the internal interface(s).

Walled Garden

Walled Garden

General/URL Base/
Domain/IP Base

Create walled garden links that display in the login screen.

Advertisement | Advertisement Enable and set advertisement links.
Security Policy
Policy Control Policy Create and manage level-3 traffic rules and apply UTM profiles.
ADP General Display and manage ADP bindings.
Profile Create and manage ADP profiles.

Session Control

Session Control

Limit the number of concurrent client NAT/security policy sessions.

Cloud CNM SecuManager Enable and configure management of the Zyxel Device by a Cenfral
Network Management system.

SecuReporter Enable SecuReporter logging and access the SecuReporter security
analytics portal that collects and analyzes logs from your Zyxel Device
in order to identify anomalies, alert on potential internal / external
threats, and report on network usage.

VPN
IPSec VPN VPN Connection Configure IPSec tunnels.

VPN Gateway Configure IKE tunnels.

Concentrator Combine IPSec VPN connections into a single secure network

Configuration Set who can retfrieve VPN rule settings from the Zyxel Device using the

Provisioning Zyxel Device IPSec VPN Client.

SSL VPN Access Privilege Configure SSL VPN access rights for users and groups.
Global Sefting Configure the Zyxel Device’s SSL VPN settings that apply to all
connections.
L2TP VPN L2TP VPN Configure L2TP over IPSec tunnels.
BWM BWM Enable and configure bandwidth management rules.
UTM Profile
AppPatrol Profile Manage different types of fraffic in this screen. Create App Patrol

template(s) of settings to apply to a traffic flow using a security policy.
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Table 12 Configuration Menu Screens Summary (continued)

FOLDER OR LINK

TAB

FUNCTION

Content Filter

Profile

Create and manage the detailed filtering rules for content filtering
profiles and then apply to a traffic flow using a security policy.

Trusted Web Sites

Create a list of allowed web sites that bypass content filtering policies.

Forbidden Web Sites

Create a list of web sites to block regardless of content filtering
policies.

IDP Profile Create IDP template(s) of settings to apply to a traffic flow using a
security policy.

Custom Signatures Create, import, or export custom signatures.

Anti-Virus Profile Create anti-virus template(s) of settings to apply to a tfraffic flow using
a security policy.

Black/White List Set up a black list to identify files with virus file patterns and a white list
to identify files that should not be checked for AV.

Signature Search for signatures by signature name or attributes and configure
how the Zyxel Device uses them.

Anti-Spam Profile Turn anti-spam on or off and manage anti-spam policies. Create anti-
spam template(s) of settings fo apply to a fraffic flow using a security
policy.

Mail Scan Configure e-mail scanning details.

Black/White List

Set up a black list to identify spam and a white list o identify
legitimate e-mail.

DNSBL Have the ZyWALL check e-mail against DNS Black Lists.
SSL Inspection Profile Decrypt HTTPS fraffic for UTM inspection. Create SSL Inspection
template(s) of settings to apply to a fraffic flow using a security policy.
Exclude List Configure services to be excluded from SSL Inspection.

Certificate Update

Use this screen to update the latest certificates of servers using SSL
connections to the Zyxel Device network.

Device HA General Configure Device HA global settings, and see the status of each
interface monitored by Device HA.
View Device HA Pro license information.
Device HA Pro Configure Device HA Pro global, monitored interfaces and
synchronization settings.
Device HA Configure active-passive mode Device HA.
See Device HA Pro logs.
Object
Zone Zone Configure zone template(s) used to define various policies.
User/Group User Create and manage users.
Group Create and manage groups of users.
Setting Manage default settings for all users, general settings for user sessions,
and rules to force user authentication.
MAC Address Configure the MAC addresses of wireless clients for MAC
authentication using the local user database.
AP Profile Radio Create template(s) of radio settings to apply to policies as an object.
SSID Create template(s) of wireless settings to apply to radio profiles or

SSID List/Security List/
MAC Filter List

policies as an object.
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Table 12 Configuration Menu Screens Summary (continued)

FOLDER OR LINK

TAB

FUNCTION

MON Profile

MON Profile

Create and manage rogue AP monitoring files that can be
associated with different APs.

ZyMesh Profile

ZyMesh Profile

Create and manage ZyMesh files that can be associated with
different APs.

Application

Application

Create tfemplate(s) of services to apply to policies as an object.

Application Group

Create and manage groups of applications to apply to policies as a
single object.

Address/Geo IP

Address

Create and manage host, range, and network (subnet) addresses.

Address Group

Create and manage groups of addresses to apply to policies as a
single objects.

Geo IP Update the database of country-to-IP address mappings and
manually configure country-to-IP address mappings for geographic
address objects that can be used in security policies.

Service Service Create and manage TCP and UDP services.

Service Group Create and manage groups of services to apply to policies as a single
object.

Schedule Schedule Create one-fime and recurring schedules.

Schedule Group Create and manage groups of schedules to apply fo policies as a
single object.

AAA Server Active Directory Configure the Active Directory settings.

LDAP

Configure the LDAP settings.

Auth. Method

RADIUS Configure the RADIUS settings.

Authentication Create and manage ways of authenticating users.

Method

Two-factor Configure SMS/email authentication to access a secured network
Authentication behind the Zyxel Device via a VPN funnel.

Certificate My Certificates Create and manage the Zyxel Device's certificates.
Trusted Certificates | Import and manage certificates from frusted sources.
ISP Account ISP Account Create and manage ISP account information for PPPoE/PPTP

interfaces.

SSL Application

SSL Application

Create SSL web application or file sharing objects to apply fo policies.

System
Host Name Host Name Configure the system and domain name for the Zyxel Device.
USB Storage Settings Configure the settings for the connected USB devices.
Date/Time Date/Time Configure the current date, time, and time zone in the Zyxel Device.

Console Speed

Console Speed

Set the console speed.

DNS DNS Configure the DNS server and address records for the Zyxel Device.
WWW Service Control Configure HTTP, HTTPS, and general authentication.
Login Page Configure how the login and access user screens look.
Desktop View/
Mobile View

SSH SSH Configure SSH server and SSH service settings.
TELNET TELNET Configure telnet server settings for the Zyxel Device.
FTP FTP Configure FTP server settings.
SNMP SNMP Configure SNMP communities and services.
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Table 12 Configuration Menu Screens Summary (continued)

FOLDER OR LINK | TAB FUNCTION

Auth. Server

Auth. Server

Configure the Zyxel Device to act as a RADIUS server.

Notification Mail Server Configure a mail server with authentication to send reports and
password expiration nofification emails.

SMS Enable the SMS service fo send dynamic guest account information in
fext messages and authorization for VPN tunnel access to a secured
network.

Language Language Select the Web Configurator language.
IPvé IPvé Enable IPvé globally on the Zyxel Device here.
ZON ZON Use the Zyxel One Network (ZON) ufility to view and manage the Zyxel

Device's neighboring devices via the Zyxel Discovery Protocol (ZDP).

Log & Report

Email Daily Email Daily Report Configure where and how to send daily reports and what reports to
Report send.
Log Settings Log Settings Configure the system log, e-mail logs, and remote syslog servers.

Maintenance Menu

Use the maintenance menu screens to manage configuration and firmware files, run diagnostics, and
reboot or shut down the Zyxel Device.

Table 13 Maintenance Menu Screens Summary

FOLDER
OR LINK TAB FUNCTION
File Configuration File | Manage and upload configuration files for the Zyxel Device.
Manager Firmware View the current firmware version and upload firmware. Reboot with your
Management choice of firmware.
Shell Script Manage and run shell script files for the Zyxel Device.
Diagnostics | Diagnostics Collect diagnostic information.
Collect
Collect on AP
Files
Packet Capture Capture packets for analysis.
Capture/Capture
on AP/Files
CPU/Memory View CPU and memory usage statistics.
Status
System Log Connect a USB device to the Zyxel Device and archive the Zyxel Device system
logs to it here.
Network Tool Identify problems with the connections. You can use Ping or Traceroute to help
you identify problem:s.
Routing Traces Configure traceroute to identify where packets are dropped for
froubleshooting.
Packet Routing Status Check how the Zyxel Device determines where to route a packet.
Efvlvore SNAT Status View a clear picture on how the Zyxel Device converts a packet’s source IP
P address and check the related settings.
Shutdown Shutdown Turn off the Zyxel Device.

ZyWALL USG Series User's Guide

55




Chapter 1 Introduction

1.5.8 Tables and Lists

Web Configurator tables and lists are flexible with several options for how to display their entries.
Click a column heading to sort the table’s entries according to that column’s criteria.

Figure 24 Sorting Table Entries by a Column’s Criteria

Configuration
&) &dd .
4 ac-users External AD Users
1 admin Administration account

Click the down arrow next to a column heading for more options about how to display the entries. The
options available vary depending on the type of fields in the column. Here are some examples of what
you can do:

e Sortin ascending or descending (reverse) alphabetical order

» Select which columns to display

* Group entries by field

¢ Show entries in groups

* Filter by mathematical operators (<, >, or =) or searching for text
Figure 25 Common Table Column Options

Configuration

&) add .

# zer Mame .« @cripﬁon

4 ad-users &1 sort ascending

i CEIIT il Sort Descending

B guest

2 Idap-users [ Colurnns b &

s e o
raclus-users —| @roup By This Field Lser Mam
Page |1 | aofl Shic [F] Show in Groups Description Displaving 1 - S of 5

[7] Filters 3

Select a column heading cell’s right border and drag to re-size the column.

Figure 26 Resizing a Table Column

Configuration
(e Add
# User Mame - Dresycription
4 ad-users dernal AD Users
1 admin sdministrstion account

Select a column heading and drag and drop it to change the column order. A green check mark
displays next to the column’s title when you drag the column to a valid new location.
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Figure 27 Moving Columns

Configuration

&) Add o ) =

# User Mame - Dezcription

4 "}ad-use% - External AD Users

1 admin “ |Descrigtion Administration account
B guest Local Uszer

2 Idap-users External LDAP Users

Use the icons and fields at the bottom of the table to navigate to different pages of entries and conftrol
how many entries display at a fime.

Figure 28 Navigating Pages of Table Entries

@Tr External RADIUS Users m
of 1 Show 50w items ke =S &

The tables have icons for working with table entries. You can often use the [Shift] or [Cirl] key to select
multiple entries to remove, activate, or deactivate.

Figure 29 Common Table Icons

Configuration

@ add [ Edit W Remove () Activate () Inactivate &, Comnect b, Disconnect [§5 Object References

# Status Mame PN Gatevvay Encapsulation Algorithm Palicy
Page of 1 Show 50w jkems Displaying 1 - 1 of 1

Here are descriptions for the most common table icons.

Table 14 Common Table Icons

LABEL DESCRIPTION

Add Click this to create a new enfry. For features where the entry’s position in the numbered list is
important (features where the Zyxel Device applies the table's entries in order like the security policy
for example), you can select an entry and click Add to create a new entry after the selected entry.

Edit Double-click an entry or select it and click Edit fo open a screen where you can modify the entry’s
settings. In some tables you can just click a table entry and edit it directly in the table. For those types
of tables small red triangles display for table entries with changes that you have not yet applied.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to remove it
before doing so.

Activate To turn on an entry, select it and click Activate.

Inactivate | To turn off an entry, select it and click Inactivate.

Connect To connect an entry, select it and click Connect.

Disconnect | To disconnect an entry, select it and click Disconnect.

References | Select an enfry and click References to check which setftings use the entry.

Move To change an entry’s position in a numbered list, select it and click Move to display a field to type a
number for where you want to put that entry and press [ENTER] to move the entry to the number that
you typed. For example, if you type 6, the entry you are moving becomes number 6 and the previous
entry 6 (if there is one) gets pushed up (or down) one.
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Working with Lists

When a list of available entries displays next to a list of selected entries, you can often just double-click
an entry to move it from one list to the other. In some lists you can also use the [Shift] or [Cirl] key to
select multiple entries, and then use the arrow button to move them to the other list.

Figure 30 Working with Lists

) Add Group 2%
Configuration
Mame: b
Description: (Cptional)
Member List
Available Member
=== Object ===
ad-users
quest
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CHAPTER 2
Initial Setup Wizard

2.1 Initial Setup Wizard Screens

When you log into the Web Configurator for the first time or when you reset the Zyxel Device to its
default configuration, the Initial Setup Wizard screen displays. This wizard helps you configure Internet
connection settings and activate subscription services.

Some models (see Chapter 1 on page 28 to see which models have them) have Easy Mode wizards.
Initial setup wizards in models with Easy Mode wizards have a different style to the other models.

Note: For Zyxel Devices that already have firmware version 4.25 or later, you have to register
your Zyxel Device and activate the corresponding service at myZyxel (through your
Zyxel Device).

This chapter provides information on configuring the Web Configurator's Initial Setup Wizard. See the
feature-specific chapters in this User's Guide for background information.

¢ Click the double arrow in the upper right corner to display or hide the help.

* Click Logout to exit the Initial Setup Wizard or click Next to confinue the wizard. Click Finish at the end
of the wizard to complete the wizard.

Figure 31 Initial Setup Wizard

7 Initial Setup Wizard X
o . «
Initial Setup Wizard =
<
Connect to Infemet (WAN) * Date and Time Setfings * Register Device * Activate Service » Wireless Seftings * Remote Management
= - = 4 = &
Welcome

Welcome to the Zyxel Initial Setup Wizard. To protect your network. this Wizard prompts you to register your Device and activate security
service(s) at myZyxel first. Your Device must be able to connect with myZyxel.

We will guide you fo complete:
- Connect to internet{WAN)

- Date and Time Seftings

- Register Device

- Activate Service

- Wirgless Setfings

- Remote Management

Click "Next" to start

Exif Next >
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2.1.1 Internet Access Setup — WAN Interface

Use this screen to set how many WAN interfaces to configure and the first WAN interface’s type of
encapsulation and method of IP address assignment.

The screens vary depending on the encapsulation type. Refer to information provided by your ISP to
know what to enter in each field.

Nofte: Enter the Internet access information exactly as your ISP gave it to you. Leave a field
blank if you do not have that information.

¢ | have two ISPs: Select this option to configure two Internet connections. Leave it cleared to configure
just one. This option appears when you are configuring the first WAN interface.

* Encapsulation: Choose the Ethernet opfion when the WAN port is used as a regular Ethernet. Choose
PPPoE, PPTP or L2TP for a dial-up connection according to the information from your ISP.

¢ WAN Interface: This is the interface you are configuring for Internet access.
* Zone: This is the security zone to which this interface and Internet connection belong.

* IP Address Assignment: Select Auto if your ISP did not assign you a fixed IP address.
Select Static if the ISP assigned a fixed IP address.

Figure 32 Internet Access

1 Inifial Setup Wizard

Initial Setup Wizard

disy (2] %

Connect fo Internet (WAN) > Date and Time Settings * Register Device * Activate Service * Wireless Seifings » Remote Management
1 2 . 4 5 4
ISP Setting
[ have twa ISPs
Internet Access - First WAN Interface
ISP Parameters
Encapsulation: Ethemnet v

IP Addrezs Azsignment

First WAN Interface: wan1
Ione: WAN
P Address Assignment: Auto v

< Back Nexd =

2.1.2 Internet Access: Ethernet

This screen is read-only if you set the previous screen’s IP Address Assignment field to Auto. If you set the
previous screen’s IP Address Assignment field fo Static, use this screen to configure your IP address
settings.

e Encapsulation: This displays the type of Internet connection you are configuring.
 First WAN Interface: This is the number of the interface that will connect with your ISP.

* Zone: This is the security zone to which this interface and Internet connection will belong.
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* |P Address: Enter your (static) public IP address. Auto displays if you selected Auto as the IP Address
Assignment in the previous screen.

The following fields display if you selected static IP address assignment.

¢ |P Subnet Mask: Enter the subnet mask for this WAN connection's IP address.

* Gateway IP Address: Enter the IP address of the router through which this WAN connection will send
fraffic (the default gateway).

¢ First / Second DNS Server: These fields display if you selected static IP address assignment. The Domain
Name System (DNS) maps a domain name to an IP address and vice versa. Enter a DNS server's IP
address(es). The DNS server is extremely important because without it, you must know the IP address
of a computer before you can access it. The Zyxel Device uses these (in the order you specify here) to
resolve domain names for VPN, DDNS and the fime server. Leave the field as 0.0.0.0 if you do not want
to configure DNS servers.

2.1.2.1 Possible Errors

¢ Check that your cable connection is coming from the correct interface you are using for the WAN
connection on the Zyxel Device.

* Check that the interface is connected to the device you are using for Infernet access such as a
broadband router and that the router is turned on. The LED of the interface you are using for the WAN
connection on the Zyxel Device should be orange.

* If your Zyxel Device was not able to obtain an IP address, check that your Internet access information
uses DHCP as the WAN connection type. If it fails again, check with your Internet service provider or
administrator for correct WAN setfings.

 If your Zyxel Device was not able to use the IP address entered, check that you were given an IP
address, subnet mask and gateway address as part of your Internet access information. Re-enter your
IP address, subnet mask and gateway IP address exactly as given. If it fails again, check with your
Internet service provider or administrator for correct IP address, subnet mask and gateway address
and other WAN sefttings.

Figure 33 Internet Access: Ethernet Encapsulation

§ . Inificl Setup Wizard

Initial Setup Wizard

disH (2] %

Connect to Internet (WAN) > Date and Time Settings * Register Device * Activate Service » Wireless Settings * Remote Management
1 2 3 4 5 s

Internet Access - First WAN Interface
ISP Parameters
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IP Address Assignment
First WAN Inferface: wanl
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IP Address:
IP Subnet Mask: 255.255.255.0

Gateway IP Address:

First DNS Server:

Second DNS Server:
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2.1.3 Internet Access: PPPoOE

2.1.3.1 ISP Parameters

* Type the PPPOE Service Name from your service provider. PPPOE uses a service name to identify and
reach the PPPOE server. You can use alphanumeric and — @$./ characters, and it can be up to 64
characters long.

¢ Authentication Type - Select an authentication protocol for outgoing connection requests. Options
are:

* Chap/PAP - Your Zyxel Device accepts either CHAP or PAP when requested by the remote node.
* Chap - Your Zyxel Device accepts CHAP only.

e PAP - Your Zyxel Device accepts PAP only.

* MSCHAP - Your Zyxel Device accepts MSCHAP only.

* MSCHAP-V2 - Your Zyxel Device accepts MSCHAP-V2 only.

e Type the User Name given to you by your ISP. You can use alphanumeric and — @$./ characters, and
it can be up to 31 characters long.

¢ Type the Password associated with the user name. Use up to é4 ASCIl characters except the [] and 2.
This field can be blank.

» Select Nailed-Up if you do not want the connection to time out. Otherwise, type the Idle Timeout in
seconds that elapses before the router automatically disconnects from the PPPOE server.

2.1.3.2 WAN IP Address Assignments
* WAN Interface: This is the name of the interface that will connect with your ISP.
* Zone: This is the security zone to which this interface and Internet connection will belong.

* |P Address: Enter your (static) public IP address. Auto displays if you selected Auto as the IP Address
Assignment in the previous screen.

¢ First / Second DNS Server: These fields display if you selected static IP address assignment. The Domain
Name System (DNS) maps a domain name to an IP address and vice versa. Enter a DNS server's IP
address(es). The DNS server is extremely important because without it, you must know the IP address
of a computer before you can access it. The Zyxel Device uses these (in the order you specify here) to
resolve domain names for VPN, DDNS and the time server. Leave the field as 0.0.0.0 if you do not want
to configure DNS servers. If you do not configure a DNS server, you must know the IP address of a
machine in order to access it.

2.1.3.3 Possible Errors
* Check that you are using the correct PPPoE Service Name and Authentication Type.

¢ Make sure that your Internet access information uses PPPoE as the WAN connection type. Re-enter
your PPPoOE user name and password exactly as given. If it fails again, check with your Internet service
provider or administrator for correct WAN settings and user credentials.

* If you were given an IP address and DNS server information as part of your Internet access
information, re-enter them exactly as given. If it fails again, check with your Internet service provider
or administrator for correct IP address, subnet mask and gateway address and other WAN settings.
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Figure 34 Internet Access: PPPOE Encapsulation
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2.1.4 Internet Access: PPTP

2.1.4.1 ISP Parameters

¢ Authentication Type - Select an authentication protocol for outgoing calls. Options are:

* Chap/PAP - Your Zyxel Device accepts either CHAP or PAP when requested by the remote node.

¢ Chap - Your Zyxel Device accepts CHAP only.

e PAP - Your Zyxel Device accepts PAP only.

¢ MSCHAP - Your Zyxel Device accepts MSCHAP only.

¢ MSCHAP-V2 - Your Zyxel Device accepts MSCHAP-V2 only.

e Type the User Name given to you by your ISP. You can use alphanumeric and — @$./ characters, and

it can be up to 31 characters long.

* Type the Password associated with the user name. Use up to 64 ASCIl characters except the [] and 2.

This field can be blank. Re-type your password in the next field to confirm it.

* Select Nailed-Up if you do not want the connection to time out. Otherwise, type the Idle Timeout in

seconds that elapses before the router automatically disconnects from the PPTP server.

2.1.4.2 PPTP Configuration

* Base Interface: This identifies the Ethernet interface you configure fo connect with a modem or router.

¢ Type a Base IP Address (static) assigned to you by your ISP.
¢ Type the IP Subnet Mask assigned to you by your ISP (if given).
e Server IP: Type the IP address of the PPTP server.

¢ Type a Connection ID or connection name. It must follow the “c:id” and “n:name” format. For

example, C:12 or N:My ISP. This field is optional and depends on the requirements of your broadband
modem or router. You can use alphanumeric and —_: characters, and it can be up to 31 characters

long.
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2.1.4.3 WAN IP Address Assignments

* First WAN Interface: This is the connection type on the interface you are configuring to connect with

your ISP.

e Zone This is the security zone to which this interface and Internet connection will belong.

* |P Address: Enter your (stafic) public IP address. Auto displays if you selected Auto as the IP Address

Assignment in the previous screen.

* First / Second DNS Server: These fields display if you selected static IP address assignment. The Domain

Name System (DNS) maps a domain name to an IP address and vice versa. Enter a DNS server's IP

address(es). The DNS server is extremely important because without it, you must know the IP address
of a computer before you can access it. The Zyxel Device uses these (in the order you specify here) to
resolve domain names for VPN, DDNS and the fime server. Leave the field as 0.0.0.0 if you do not want

to configure DNS servers.

2.1.4.4 Possible Errors

e Check that you're using the correct PPPT Service IP, Base IP Address, IP Subnet Mask, Gateway IP

Address, Connection ID and Authentication Type.

¢ Make sure that your Internet access information uses PPTP as the WAN connection type. Re-enter your

PPTP user name and password exactly as given. If it fails again, check with your Internet service

provider or administrator for correct WAN settings and user credentials.

¢ If you were given an IP address and DNS server information as part of your Internet access
information, re-enter them exactly as given. If it fails again, check with your Internet service provider
or administrator for correct IP address, subnet mask and gateway address and other WAN settings.

Figure 35 Internet Access: PPTP Encapsulation
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2.1.5 Internet Access: L2TP

2.1.5.1 ISP Parameters

Authentication Type — Select an authentication protocol for outgoing connection requests. Options
are:

¢ Chap/PAP - Your Zyxel Device accepts either CHAP or PAP when requested by the remote node.
* Chap - Your Zyxel Device accepts CHAP only.

* PAP - Your Zyxel Device accepts PAP only.

* MSCHAP - Your Zyxel Device accepts MSCHAP only.

e MSCHAP-V2 - Your Zyxel Device accepts MSCHAP-V2 only.

Type the User Name given to you by your ISP. You can use alphanumeric and —_@$./ characters, and
it can be up to 31 characters long.

Type the Password associated with the user name. Use up to 64 ASCII characters except the [] and 2.
This field can be blank.

Select Nailed-Up if you do not want the connection to time out. Otherwise, type the Idle Timeout in
seconds that elapses before the router automatically disconnects from the PPPOE server.

2.1.5.2 L2TP Configuration

Base Interface: This identifies the Ethernet interface you configure to connect with a modem or router.
Type a Base IP Address (stafic) assigned to you by your ISP.
IP Subnet Mask: Enter the subnet mask for this WAN connection's IP address.

Gateway IP Address: Enter the IP address of the router through which this WAN connection will send
traffic (the default gateway).

Server IP: Type the IP address of the L2TP server.

2.1.5.3 WAN IP Address Assignments

WAN Interface: This is the name of the interface that will connect with your ISP.
Zone: This is the security zone to which this interface and Internet connection will belong.

IP Address: Enter your (static) public IP address. Auto displays if you selected Auto as the IP Address
Assignment in the previous screen.

First / Second DNS Server: These fields display if you selected static IP address assignment. The Domain
Name System (DNS) maps a domain name to an IP address and vice versa. Enter a DNS server's IP
address(es). The DNS server is extremely important because without it, you must know the IP address
of a computer before you can access it. The Zyxel Device uses these (in the order you specify here) to
resolve domain names for VPN, DDNS and the time server. Leave the field as 0.0.0.0 if you do not want
to configure DNS servers.

2.1.5.4 Possible Errors

Check that you're using the correct L2PT Server IP, Subnet Mask, Gateway IP Address, IP Subnet Mask
and Authentication Type.

Make sure that your Internet access information uses L2TP as the WAN connection type. Re-enter your
L2TP user name and password exactly as given. If it fails again, check with your Internet service
provider or administrator for correct WAN settings and user credentials.

If you were given an IP address and DNS server information as part of your Internet access
information, re-enter them exactly as given. If it fails again, check with your Internet service provider
or administrator for correct IP address, subnet mask and gateway address and other WAN settings.
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Figure 36 Infernet Access: L2TP Encapsulation
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<Back Next >

2.1.6 Internet Access Setup — Second WAN Interface

If you selected | have two ISPs, after you configure the First WAN Interface, you can configure the
Second WAN Interface. The screens for configuring the second WAN interface are similar to the first (see
Section 2.1.1 on page 60).

Figure 37 Internet Access: Step 3: Second WAN Interface

Internet Access - Second WaN Interface
ISP Parameters

Encapsulation:: Ethernet w

WAN IP Address Assignments
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2.1.7 Internet Access: Congratulations

You have set up your Zyxel Device to access the Internet. A screen displays with your settings. Click
Connection Test to check that you can access the Internet. If you cannot, click Back and confirm that
you entered the settings correctly. If you have, check that you got the correct settings from your ISP or

network administrator.

Figure 38 Internet Access: Summary

1 Inifial Setup Wizard X
ape . «
Initial Setup Wizard =
o
T
Connect to Internet (WAN) * Date and Time Settings * Register Device * Activate Service * Wireless Settings * Remote Management
1 - 3 4 5 é
Congratulations. The Internet Access wizard is completed
Summary of Internet Access configurafion:
First Setting
Encapsulation: Ethernet
First WAN Inferface: wanl
Ione: WAN
IP Addrass Assignment: Auto
Connection Test
< Back Next >

2.1.8 Date and Time Settings

It's important fo have correct date and fime values in the logs. The Zyxel Device can automatically
update the time and date by detecting your tfime zone and whether Daylight Savings is in effect in that

tfime zone.

If your Zyxel Device cannot get the correct date and fime, it may not able to connect to a time server.
Check that the Zyxel Device has Internet access, then click Sync. Now.
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Figure 39 Date and Time Settings

§ Inifial Setup Wizard

X

dieH |2

Initial Setup Wizard

Connect to Internet (WAN) *> Dale and Time Seftings * Register Device * Activate Service * Wireless Settings * Remote Management
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Date and Time Seftings

For effective scheduling and logging. your Device system time must be accurate. The Device will get the curent date and time from an
external time server periodically by default.

The auto-detection might temporary fail due to internet coennection status. the Device will try to get date and fime automatically when
the internet cennection is available.

Current Date: 2019-03-07
Current Time: 07:00:47 UTC+00:00
Time Tone: [UTC#00:00) Graenwich Mean Time: Dublin, Edinburgh, Lisson, London

Daylight Saving Time is nof observed by this fime zone.

Sync. Now

< Back Next >

2.1.9 Register Device
Click the Register button in this screen to register your device at portal.myzyxel.com.
Note: The Zyxel Device must be connected fo the Internet in order o register.

Figure 40 Register Device

* Initial Setup Wizard %]
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Initial Setup Wizard

Connect to Internet (WAN) > Date and Time Setiings » Register Device » Activate Seivice' » Wirsless Settings » Remotz Management
5 2 4 5 &
3

Register Device  Refresh

Registrating your device is prerequisite for receiving notifications when naw firmware is available and for activation licenses.

Device Registration Status:  Not registered

Register your device now Register

Click "Register” to go to myZyxel to activate security licenses. Otherwise, press "Skip” to go to the next step.

< Back MNext > Skip

You may need the Zyxel Device's serial number and LAN MAC address to register it at myZyxel if you
have not already done so. Refer to the label at the back of the Zyxel Device's for details.
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Figure 41 myZyxel Login
 ZYXEL

T myZyxel

Easy register, easy access, easy manage

A centrally managed portal for unlocking your business potential

e o [

Brmiber Mo

Click Refresh or use the Configuration > Licensing > Registration screen to update your Zyxel Device
registration status.

Figure 42 Registered Device
1 Inificl Setup Wizard

%]

Initial Setup Wizard

dien (4]

Connect to Intemet (WAN) * Date and Time Setfings > Register Device » Activafe Service » Wireless Setlings * Remofe Management
1 2 3 4 5 5

Register Device Refresh

Registering your device is prerequisite for receiving notifications when new firmware is available and for activation licenses.

Device Registration Status:  Registered

< Back Next>

2.1.10 Activate Service

After you register your Zyxel Device, you can register for the services supported by your model. Examples
of services are:

» Content Filter (to block websites by category, such as Gambling)
¢ IDP (to recognize and drop traffic with Intrusion, Detection & Protection attack patterns)
* Anfti-Virus (to detect virus patterns in files)

* Anti-Spam (to mark or discard unsolicited commercial or junk e-mail suspect of being sent by
spammers).
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Click Refresh and wait a few moments for the registration information to update in this screen. If the
page does not refresh, make sure the Internet connection is working and click Refresh again. To check
your Internet connection, try fo access the Internet from a computer connected to a LAN port on the
Zyxel Device. If you cannof, then check your Internet access seftings on the Zyxel Device.

Figure 43 Activate Service
1 Initial Setup Wizard

Initial Setup Wizard

Connect to Interiet (WAN) » Dateand Time Settings > Register Device > Activate Service > Wirgless Settings + Remote Munugemen!
1 2 3 3 5 1
L

Activate Service

Service License Status ~ Refresh

Content Filter: Not Licensed
IDP Signaturs: Not Licensed
Anti-Virus: Not Licensed
Anti-Spam: Not Licensed

Activate your license now Activate

Click "Activate” to go to myZyxel to activate security licenses.

< Back Next > Skip

Figure 44 Activated Service

@
3
Connect to Intemet (WAN) # Date and Time Seftings * Reglster Device » Acfivale Service » Wireless Settings » Remote Management
1 2 8 4 5 8
Activate Service
Service License Status ~ Refresh
Content Filter: Activated  [Expirer2020-1-2)
IDP Signature: Activated  [Exgire:2020-1-2)
Anti-Virus: Activated  |Expire:2020-1-2)
Anti-Spam: Activated  [Expire:2020-1-2)
< Back Next =

2.1.11 Wireless Settings: AP Controller

The Zyxel Device can act as an AP Controller that can manage APs in the same network as the Zyxel
Device. Select Yes if you want your Zyxel Device to manage APs in your network; otherwise select No.
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Figure 45 Wireless Settings: AP Confroller
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<Back Next >

2.1.12 Wireless Settings: SSID & Security

Configure SSID and wireless security in this screen.

SSID Setting

SSID - Enter a descriptive name of up to 32 printable characters for the wireless LAN.

Security Mode - Select Pre-Shared Key to add security on this wireless network. Otherwise, select
None to allow any wireless client to associate this network without authentication.

Pre-Shared Key — Enter a pre-shared key of between 8 and 63 case-sensitive ASCIl characters
(including spaces and symbols) or 64 hexadecimal characters.

Hidden SSID - Select this option if you want fo hide the SSID in the outgoing beacon frame. A wireless
client then cannot obtain the SSID through scanning using a site survey tool.

Enable Intra-BSS Traffic Blocking — Select this option if you want to prevent crossover traffic from within
the same SSID. Wireless clients can still access the wired network but cannot communicate with each
other.

For Built-in Wireless AP Only

Bridged to: Zyxel Devices with W in the model name have a built-in AP. Select an interface to bridge with
the built-in AP wireless network. Devices connected to this interface will then be in the same broadcast
domain as devices in the AP wireless network.
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Figure 46 Wireless Settings: SSID & Security
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< Back Next =

2.1.13 Remote Management

Configure settings in this screen to add a rule that has priority over other rules in Policy Control. It restricts
access to the Web Configurator and SSL VPN service from the Internet.

Figure 47 Remote Management

Initial Setup Wizard

Hings » Wreles Settng: > Remote Manogement
3
e 7

Remcte Management
Best proctice of reduce oftack surfoce from outside, Strongly recommend to change the defoult port and restrict the occessible source.

0 Aliow secure remote management from WAN

[ Allow $5L VPN occess from WAN

[ <sock | rinsh |
* Enable Allow secure remote management from WAN to create a rule in the Policy Control screen. It
allows you to access the Zyxel Device from the WAN using HTTPS.

¢ Enable Restrict access only to trusted host to have the Zyxel Device allow access only from the IP
addresses or FQDNs specified in the fields below.
* Enable Allow SSL VPN access from WAN to allow access to the Zyxel Device remotely through the SSL

VPN tunnel.

ZyWALL USG Series User's Guide

72



Chapter 2 Initial Setup Wizard

* Enable Restrict access by GeolP to have the Zyxel Device allow access only from countries specified
in the fields below.

Figure 48 Object > Service > Service Group — HTTPS
7 Edit Service Group Rule Default_Allow_WAN_To_ZyWALL

Configuration
Name:; Default_Allow_WAN_

Description: System Default Allow

Configuration

=== QObject === === Object ===
AlM
AUTH
Any_TCP
Any_UDP
BGP
BONJOUR
BOOTP_CLIENT
BOOTP_SERVER =

[ox_ ] cancel

ZyWALL USG Series User's Guide

73



CHAPTER 3
Hardware, Interfaces and
ones

3.1 Hardware Overview

This section describes the front and rear panels for each model.

3.1.1 Front Panels

The LED indicators are located on the front panel.

Figure 49 ZyWALL 110 / USG110 / USG210 Front Panel
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Figure 53 USG60 Front Panel
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The following table describes the front panel LEDs.

Table 15 LED Descriptions

LED COLOR | STATUS DESCRIPTION
PWR Off The Zyxel Device is turned off.
Green On The Zyxel Device is turned on.
Red On There is a hardware component failure. Shut down the device, wait for a few

minutes and then restart the device. If the LED turns red again, then please
contact your vendor.

SYS Green Off The Zyxel Device is not ready or has failed.

On The Zyxel Device is ready and running.

Blinking The Zyxel Device is booting.

Red On The Zyxel Device has an error or has failed.
USB Green Off No device is connected to the Zyxel Device's USB port or the connected device
is not supported by the Zyxel Device.
On A mobile broadband USB card or USB storage device is connected to the USB
port.
Orange | On Connected to a mobile broadband network through the connected mobile
broadband USB card.
P1, P2... Green Off There is no fraffic on this port.
Blinking The Zyxel Device is sending or receiving packets on this port.
Orange | Off There is no connection on this port.
On This port has a successful link.
Blinking The Zyxel Device is sending or receiving packets on this port.
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The following table describes the USG2200 LEDs.

Table 16 USG2200 LED Descriptions

LED COLOR | STATUS DESCRIPTION
PWRI1, 2 Off The Zyxel Device is turned off.

Green On The Zyxel Device is turned on.

Red On There is a hardware component failure. Shut down the device, wait for a few
minutes and then restart the device. If the LED turns red again, then please
contact your vendor.

SYS Green Off The Zyxel Device is not ready or has failed.
On The Zyxel Device is ready and running.
Blinking The Zyxel Device is booting.
Red On The Zyxel Device has an error or has failed.
P1-P4 Green Off There is no connection on this port.
(SFP) Link On This port has a successful 100Mbps link.
Orange | Off There is no connection on this port.
On This port has a successful 1000Mbps link.
P1-P4 Green Off There is no fraffic on this port.
(SFP) ACT On The Zyxel Device is sending or receiving packets on this port.
P5-P16 | Green Off There is no connection on this port.
B:/ﬁ;;‘/ On This port has a successful 10/100Mbps link.
Blinking The Zyxel Device is sending or receiving packets on this port.
Orange | Off There is no connection on this port.
On This port has a successful 1000Mbps link.
Blinking The Zyxel Device is sending or receiving packets on this port.
P17-P18 | Blue Off There is no connection on this port.
I(_isrflfﬂ On This port has a successful 10Gbps link.
P17-P18 | Green Off There is no fraffic on this port.
E'g;ﬂ Blinking The Zyxel Device is sending or receiving packets on this port.
P17-P18 | Blue Off There is no connection on this port.
I(_i]r?kGE) On This port has a successful 10Gbps link.
P17-P18 | Green Off There is no fraffic on this port.
QgTGE) Blinking The Zyxel Device is sending or receiving packets on this port.
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The following table describes the ports on the front panel.

Table 17 Front Panel Ports

LABEL DESCRIPTION

RESET Press the button in for about 5 seconds (or until the SYS LED starts to blink), then release it to
return the Zyxel Device to the factory defaults (password is 1234, LAN IP address 192.168.1.1
efc.)

CONSOLE You can use the console port to manage the Zyxel Device using CLI commands. You will be
prompted to enter your user name and password. See the Command Reference Guide for
more information about the CLI.

When configuring using the console port, you need a computer equipped with
communications software configured to the following parameters:

¢ Speed 115200 bps

e Data Bits 8

e Parity None

e Stop Bit 1

* Flow Confrol Off

usB Connect a storage device for system logs (see Maintenance > Diagnostics > System Log) and
storage (see Configuration > System > USB Storage).

P1-Pé6 These are 1G RJ-45 Ethernet ports.

The following table describes the ports on the USG2200 front panel.

Table 18 USG2200 Front Panel Ports

LABEL

DESCRIPTION

RESET

Press the button in for about 5 seconds (or unfil the SYS LED starts to blink), then release it to
return the Zyxel Device to the factory defaults (password is 1234, LAN IP address 192.168.1.1,
and so on.)

BUZZER RESET

The buzzer alarms when a power module fails. Use this to mute the buzzer alarm.

CONSOLE You can use the console port to manage the Zyxel Device using CLI commands. You will be
prompted to enter your user name and password. See the Command Reference Guide for
more information about the CLI.

When configuring using the console port, you need a computer equipped with
communications software configured to the following parameters:

e Speed 115200 bps

e Data Bits 8

e Parity None

e Stop Bit 1

¢ Flow Control Off

USB Connect a storage device for system logs (see Maintenance > Diagnostics > System Log) and
storage (see Configuration > System > USB Storage).

P1-P4 These are SFP (1G) ports. These are compatible 1G transceiver modules (af the time of writing):
e SFP-1000T
e SFP-SX-D
e SFP-LX-10-D

e SFP-BX1310-10-D
* SFP-BX1490-10-D
e SFP-LHX1310-40-D
e SFP-ZX-80-D
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Table 18 USG2200 Front Panel Ports (continued)

LABEL DESCRIPTION

P5-P16 These are 1G RJ-45 Ethernet ports.

P17-P18 These are 10G combo (SFP+ & RJ-45) ports. These are compatible 10G transceiver modules (at
the time of writing:)
e SFP10G-SR
e SFP10G-LR

3.1.2 Rear Panels

The connection ports are located on the rear panel.

Figure 56 ZyWALL 110/ USG110 / USG210 Rear Panel
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The following table describes the items on the rear panel.

Table 19 Rear Panel ltems

LABEL

DESCRIPTION

Console

You can use the console port fo manage the Zyxel Device using CLI commands. You will be
prompted to enter your user name and password. See the Command Reference Guide for
more information about the CLI.

When configuring using the console port, you need a computer equipped with
communications software configured to the following parameters:

¢ Speed 115200 bps

¢ Data Bits 8
e Parity None
e Stop Bit 1

¢ Flow Control Off

Power

Use the included power cord to connect the power socket to a power outlet. Turn the power
switch on if your Zyxel Device has a power switch.

Lock

Attach alock-and-cable from the Kensington lock (the small, metal-reinforced, oval hole) to a
permanent object, such as a pole, to secure the Zyxel Device in place.

Fan

The fans are for cooling the Zyxel Device. Make sure they are not obstructed to allow maximum
ventilation.

Note: Use an 8-wire Ethernet cable o run your Gigabit Ethernet connection at 1000 Mbps.
Using a 4-wire Ethernet cable limits your connection to 100 Mbps. Note that the
connection speed also depends on what the Ethernet device at the other end can

support.

3.2 Installation Scenarios

The Zyxel Device can be:

* Placed on a desk.

e Wall-mounted on a wall.

¢ Rack-mounted on a standard EIA rack.

The following table summarizes the installation scenarios of the Zyxel Device by mounting method.

Table 20 Mounting Method

DESK-MOUNTING RACK-MOUNTING WALL-MOUNTING
*  USG60 * ZyWALL 110 e USG40
*  USG6OW * IyWALL310 e USG40W
» USGI110 e IyWALL 1100 e USGé60
* USG210 e USGI10 e USG6OW
* ZyWALL110 * USG210
* USG310
e USGI1100
* USG1900
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WARNING! Do NOT block the ventilation holes on the Zyxel Device.
Allow 100 mm clearance for the ventilation holes to prevent your Zyxel
Device from overheating. Do not store things on the Zyxel Device. Do
not place a Zyxel Device on another high temperature device.
Overheating could affect the performance of your Zyxel Device, or
even damage it.

3.2.1 Desk-mounting

1 Make sure the Zyxel Device is clean and dry.
2 Remove the adhesive backing from the rubber feet.

3 Aftach the rubber feet to each corner on the bottom of the Zyxel Device. These rubber feet help
protect the Zyxel Device from shock or vibration, and allow air circulation.

Figure 61 Attaching Rubber Feet
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3.2.2 Rack-mounting

Use the following steps to mount the Zyxel Device on an EIA standard size, 19-inch rack or in a wiring
closet with other equipment using a rack-mounting kit. Make sure the rack will safely support the
combined weight of all the equipment it contains and that the position of the ZyWALL does not make
the rack unstable or top-heavy. Take all necessary precautions to anchor the rack securely before
installing the unit.

Note: Leave 10 cm of clearance at the sides and 20 cm in the rear.

Use a #2 Phillips screwdriver to install the screws.
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Note: Failure to use the proper screws may damage the unit.

1 Align one bracket with the holes on one side of the Zyxel Device and secure it with the included bracket
screws (smaller than the rack-mounting screws).

2 Atftach the other bracket in a similar fashion.

3  After attaching both mounting brackets, position the Zyxel Device in the rack and match up the bracket
holes with the rack holes. Secure the Zyxel Device to the rack with the rack-mounting screws.

3.2.3 USG2200 Rack Mounting

3.2.3.1 Installation Requirements
* Two front mounting brackets (short) and two rear mounting brackets (long).

¢ Two railings (inner and outer)

| = ron o » 0 +] O FRONT BRACKET

e Front Brackets & M3 Screws
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e Rack Mé Screws and Nufts
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Note: Failure to use the proper screws may damage the unit.

3.2.3.2 Procedure

1 Connect the front brackets to the USG2200 using the M3 bracket screws.

2 Toseparate the inner and outer railings, press tab B (white) and slide out the outer railing.
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3 Connect the inner railing to the USG2200 as shown. Align the holes on the inner rail with the screws on
the side of the USG2200 and slide until it clicks in place. Do the same for the other inner rail on the other
side of the USG2200. (Use tab C to remove the inner rail from the USG2200.)

4 Connect the front of an outer railing to the front of the rack using the Mé rack screws. Similarly, connect
the rear of an outer railing to the back of the rack using the rack screws. Repeat for the second outer rail
on the other side of the rack.
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Carefully lift the USG2200 with the inner rails attached and slide it onto the outer rails of the rack. Use the

blue tab (A in step 2 above) to slide the USG2200 along the inner rail. Secure the USG2200 in the rack
using the front bracket screws.

Precautions

* Make sure the rack will safely support the combined weight of all the equipment it contains.

* Make sure the position of the USG2200 does not make the rack unstable or top-heavy. Take all
necessary precautions to anchor the rack securely before installing the unit.

)
s e S L S S,
LGLRLGOONE LG

3“§o 00000008 000000000e08s80800800C000000000008808000000

= E

ZyWALL USG Series User's Guide
84



Chapter 3 Hardware, Interfaces and Zones

3.2.4 Wall-mounting

Do the following to attach the Zyxel Device to a wall.

The following table lists the distance “X" between mounting holes for each model:

Table 21 Distance “X" between mounting holes

MODEL NAME | DISTANCE “X”
USG40 174 mm (6.85")
USG40W 174 mm (6.85")
USG60 206 mm (8.11")
USG60W 206 mm (8.11")

1 Drillinto a wall two holes 3 mm -4 mm (0.12"-0.16") wide, 20 mm — 30 mm (0.79" - 1.18") deep, and a
distance X (see the preceding table) apart. Place two screw anchors in the holes.

Figure 62 Wall Mounting Screw Specifications
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Figure 63 Wall Mounting
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2 Screw ftwo screws with 6 mm —8 mm (0.24" - 0.31") wide heads into the screw anchors. Do not screw the
screws all the way in to the wall; leave a small gap of between 1 - 1.5 mm (0.04" — 0.06") between the
head of the screw and the wall.

The gap must be big enough for the screw heads to slide into the screw slots and the connection cables
to run down the back of the Zyxel Device.

Note: Make sure the screws are securely fixed to the wall and strong enough to hold the
weight of the Zyxel Device with the connection cables.
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Figure 64 Gap for Cables
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3 Use the holes on the Zyxel Device to hang the Zyxel Device on the screws.

Wall-mount the Zyxel Device horizontally. The Zyxel Device's side
panels with ventilation slots should not be facing up or down as this
position is less safe.

3.3 Default Zones, Interfaces, and Ports

The default configurations for zones, interfaces, and ports are as follows. References to interfaces may
be generic rather than the specific name used in your model. For example, this guide may use “the
WAN interface” rather than “wan1"” or “wan?2"”, “ge2"” or" ge3" (USG2200 is "geb5” or “geéb”).

An OPT (opftional) Ethernet port can be configured as an additional WAN port, LAN, WLAN, or DMZ port.

The following table shows the default physical port and interface mapping for each model at the time

of wrifing.
Table 22 Default Physical Port - Interface Mapping
PORT / INTERFACE P1 P2 P3 P4 P5 P6 P7 P8
e USG40 wanl lan1 lan1 lan1 opt
*  USG40W wanl lan1 lan1 lan1 opt
e USG60 wanl wan2 lan1 lan1 lan1 lan1
*  USG60OW wanl wan?2 lan1 lan1 lan1 lan1

ZyWALL USG Series User's Guide

86




Chapter 3 Hardware, Interfaces and Zones

Table 22 Default Physical Port - Interface Mapping (continued)

PORT / INTERFACE P1 P2 P3 P4 P5 P6 P7 P8
e ZyWALL 110 wanl wan?2 opt lan1 lan lan1 dmz
e USGI110
e USG210
e ZyWALL 310 gel ge2 ge3 ge4 gesd geb ge’ ge8
e ZyWALL 1100
e USG3I10
e USGI1100
e USG1900

Table 23 Default Physical Port - Interface Mapping — USG2200

PORT /
INTERFACE | P1 P2 |P3 |P4 (P5 (P6 (P7 | P8 |P9 | P10 P11 P12 P13 P14 P15 P16 P17 P18

USG2200 gel | ge2 | ge3 | ged | ge5 | geb | ge7 | ge8 | ge? | gel0 | gell [ gel2 | gel3 | gel4 | gel5 | gelé | tel te2

The following table shows the default interface and zone mapping for each model at the time of
writing.

Table 24 Default Zone - Interface Mapping

ZONE / INTERFACE WAN LAN1 LAN2 DMz OPT DE’I;I/S\)ULT
ZONE

e USG40 WAN]1 LANI LAN2 DMZ OPT

WAN1_PPP OPT_PPP
e USG40W WANT LANI LAN2 DMZ OPT

WANT_PPP OPT_PPP
e USG60 WAN1 LANI LAN2 DMZ

WAN1_PPP

WAN2

WAN2_PPP
e USG60OW WANI LANT LAN2 DMZ

WAN1_PPP

WAN2

WAN2_PPP
e ZyWALL110 WAN1 LANI LAN2 DMZ OPT
e USGI1I10 WAN1_PPP OPT_PPP
e USG210 WAN2

WAN2_PPP
o ZyWALL 310 GEl GE3 GE4 GE5 GE3_PPP
e ZyWALL 1100 GE1_PPP GE4_PPP
e USG310 GE2 GE5_PPP
* USGT100 GE2_PPP GE6
e USG1900 -

GE8
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Table 25 Default Zone - Interface Mapping USG2200

ZONE / INTERFACE WAN

LAN1

LAN2

DMz

10G

NO
DEFAULT
ZONE

e USG2200 GES5, GE5_PPP

GE7

GE8

GE?, GE10

TE1, TE1_PPP
TE2, TE2_PPP

GE1l, GE1_PPP
GE2, GE2_PPP
GE3, GE3_PPP
GE4, GE4_PPP
GE7_PPP
GE8_PPP
GE9_PPP
GE10_PPP

GEIl1,
GE11_PPP

GE12,
GE12_PPP

GEI13,
GE13_PPP

GE14,
GE14_PPP

GE15,
GE15_PPP

GE16,
GE16_PPP

3.4 Stopping the Zyxel Device

Always use Maintenance > Shutdown > Shutdown or the shutdown command before you turn off the
Zyxel Device or remove the power. Not doing so can cause the firmware to become corrupt.
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CHAPTER 4
Easy Mode

4.1 Overview

Easy Mode contains wizards that help you configure the Zyxel Device, links to portals and the advanced
menus in Expert Mode.

Note: See Section 1.1 on page 28 to see which models support Easy Mode wizards.

Use the Easy Mode screens if you have a relatively simple network environment with one WAN (WAN1)
and one LAN (LAN1) connections. If your Zyxel Device has two WAN ports, use WAN1 as the WAN
connection. If you use WAN2 as the WAN connection or want to use both WAN ports, then please use
the Expert Mode screens.

If you prefer to start directly with the advanced screens, then simply click Expert Mode * and select
the Expert Mode opfion.

Figure 65 Switch Modes
e )

Click OK to switch to Expert Mode. The mode offers the full set of
features of your USG.

Please be aware that changes made in Expert Mode may not be
visualized correctly in Easy Mode.

Which mode would you like to start in after the next login?

» Easy Mode (Default starting mode)
Expert Mode

Cancel

Note: Enabling guest network renames the OPT or P6 port to "guest'. Go to the Configuration >
Network > Interface > Port Role screen in Expert Mode to check. A guest interface is
created. The OPT port or the highest-numbered copper Ethernet port in the Zyxel
Device will be bound with the guest interface. If Device HA is used, then the second-
highest numbered port will be used instead.

4.1.1 Objects and Rules

The Zyxel Device automatically creates EZ_ objects and rules in Expert Mode for settings configured in
Easy Mode. The following table shows whether you can edit or delete the EZ_ objects and rules in the
listed screens. When creating objects and rules in Expert Mode, you cannot use "EZ_" at the beginning of
the name.
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Go back to Easy Mode to edit your settings on EZ_ rules. If you edit an EZ_ rule in Expert Mode, the
corresponding policies created in Easy Mode may work differently.

You cannot delete EZ_ objects or rules if they are used in a policy. To delete an EZ_ object or rule, you
need to delete all corresponding policies. If you delete an EZ_ object or rule in Expert Mode, the
corresponding policies created in Easy Mode may not work.

Table 26 Editing & Deleting EZ_ Objects

OBECT/ SCREEN EDIT | DELETE
X: The action is not allowed.

V: The action is allowed.

guest Configuration > Network > Interface > Ethernet X X
interface

Content Configuration > UTM Profile \ \
filtering

IDP \% \
Anfti-Virus \ \%
Static DHCP Configuration > Network > IP/MAC Binding X \
Binding

Address X \
Connection Configuration > VPN > [PSec VPN X \
Gateway X \Y
AP group Configuration > Wireless X \
Radio X \
NAT Configuration > Network > NAT X \
Security policy | Configuration > Security Policy X \
Zone Configuration > Object X \
AP profile X \
Security X \
SSID X \%
Address/Geo X \
IP

Service X \

4.1.2 Wizards and Links

In the wizards, click the question mark on the right H to display or hide the help. Click Next > to confinue
to the following screen, < Back to return to the previous screen and Exit or X E (top right) to close the
wizard screen without saving any changes.

The following are the Easy Mode wizards and links.

Figure 66 Easy Mode Wizards and Links

G o i SyxeL X

Initial Setup VPN Wizard Port Forwarding Vi-| = eci ce MyZyXEL Portal 0 Y Expert Mode
Wizard Wizard : : :
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* Initial Setup Wizard for Infernet access — you should have your Internet access account information at
hand

¢ VPN Wizard for a site-to-site tunnel between Zyxel Device networks, a tunnel from a remote client
using the Zyxel client VPN software to the Zyxel Device network, or a funnel from a remote client using
other VPN software to the Zyxel Device network

* Port Forwarding Wizard to set up a server, such as a NAS in your network that you or other people can
access from outside the network

¢ Wi-Fi and Guest Wizard to set up a wireless name and security for normal and guest (Internet only)
wireless access to the Zyxel Device

* Security Service Wizard to configure subscriptions for content filtering, IDP, and antfi-virus services.
There are also links fo:

¢ MyZyxel Portal where you can subscribe for security services such as content filtering, IDP, and anti-
virus

* One Security Portal where you can get configuration walkthroughs, troubleshooting help and other
help on security services and VPN

* Expert Mode which contains all the advanced menus.

4.1.3 Easy Mode Settings

Click E‘] to display the Easy Mode Settings menu.

Figure 67 Easy Mode Settings

Create Recaovery Point

Restore Last Recovery Point

Restart

Shutdown

* Create Recovery Point — a recovery point is a point fo which all the Zyxel Device's configuration can
be reset to after you click Create Recovery Point. Choose this when you have some configurations
done and everything is working correctly.

* Restore Last Recovery Point — choose this if you have problems with recent configurations done on the
Zyxel Device and you want o return to a previous configuration point where everything was working
correctly. You will lose all configurations done after the restore point.

e Restart —reboot the Zyxel Device after upgrading new firmware. It may also be useful when
froubleshooting. Changes in the Web Configurator are saved automatically and do not change
when you reboot. If you made changes in the CLI, however, you have fo use the write command to
save the configuration before you reboot.

¢ Shutdown — use this to safely turn off the Zyxel Device in preparation for disconnecting the power.
Shutdown writes all cached data to the local storage and stops the system processes. It does not turn
off the power. Wait for the device to shut down before you manually turn off or remove the power.
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4.1.4 Easy Mode Dashboard

Cloud Helper

Click the Cloud Helpericon to check if there is new firmware available at myZyxel.

If there is new firmware available at myZyxel, then the icon displays ared N . Click the icon with

the red N to display a What’'s New pop-up screen. You need a Firmware Upgrade license to upgrade
the firmware. If you do not have a license, Upgrade Now is grayed out. If you have a license, click
Upgrade Now to directly upgrade firmware. The Zyxel Device will reboot automatically.

Figure 68 Cloud Helper - What's New

Cloud Firmware [ X x]

Please note that your device is not registered yet. Go to myZyXEL.com to register your device and come
back here to proceed the firmware upgrade.

== B |
I" 'I‘Ei.E...!;s .E

What’s | Newu

1. Support Cloud Firmware upgrade License service
2. Support Device HA Pro upgrades firmware from Cloud Server auto sync to passive
3. §Sl support server downgrade TLS version o

Upgrade Now Cancel

The Easy Mode dashboard is shown next.

Cloud Firmware [x]

i = .
=

| i3

What’s w‘

1. Support Cloud Firmware upgrade License service
2. Support Device HA Pro upgrades firmware from Cloud Server auto sync to passive
3. 88l support server downgrade TLS version

Upgrade Now Cancel
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Figure 69 Easy Mode Dashboard

ZYXEL usceow

1 0}
o ) s
Ay .'L@ zyxch#
Initial Setup VPN Wizard Port Forwarding Wi-Fi and Guest Security Senice MyZyXEL Portal
Wizard Wizard Wizard Wizard

Firmware

. TS @ Network Client
Current Date: 2017-02-02 LAN 1: P3 P4 P5

Cloud Firmware —

Current Time:

Connection Type:  DHCP L Wi-Fi

Test Connection Guest Network: P6

['| Connected Clients:

lode, but other VPN policies configured by
xpert Mode.

Wi-Fi ZyXEL_Wi-Fi

_ 2.4G Channel:
Firewall: Disable ® o

Content Filter:  Licensed (Expire-201 Q

5G Channel

IDP: Licensed (Expire:201 @

Anti-Virus icense (Expire:201 .

The Easy Mode dashboard contains the following.

¢ System information, such as firmware version, the length of time the Zyxel Device has been on, date
and fime.

¢ Internet information such as Internet connection type, WAN IP address and a button to test the
connection.

¢ VPN tunnel information and a button to monitor and create VPN tunnels.

* Security information such as if the firewall is enabled and if supported security services are licensed.
You will be prompted to create a secure policy when a service is licensed and you turn it on in order
for the service to be used.

< Network Client
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Click the setfings icon E to manage clients. Click + to add a new network client. In the pop-up
screen, you can add a new client by entering its interface (LAN1 or Guest), IP Address, MAC Address
and Name.

Add a Client Device Q

Input client information to add this client into the client list.

Add to Interface: o LAN1 ) Guest Network
IP Address: 192 168.1. |:| o

MAC Address: |@

Name:

Cancel

This is the information you see under Network Client:

¢ LAN information on wired and wireless connections to the Zyxel Device

* Guest Network information on guest wired and wireless connections to the Zyxel Device
* Wi-Fi button to change Wi-Fi channel

¢ Guest button turn the guest wireless network off or on.

4.2 Initial Setup Wizard - Language and Overview

Figure 70 Initial Setup Wizard Language
Initial Setup Wizard

Choose your language: English -

Welcome to the Zyxel Initial Setup Wizard. To protect your network, this Wizard prompts you to register your Device
and activate security service(s) at myZyxel first. Your Device must be able to connect with myZyxel. You can re-run
this Wizard fo change configurations at anytime.

Basic Setup

Date and Time Register Device

Setting

Optional Features

Security Service (Content Filter, IDP, Anfi-Virus)
Port Forwarding

Guest LAN (Wired Network)

VPN

Exit < Back Next >
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Choose the language for the Easy Mode and Expert Mode screens.

The initial wizard helps you set up basic options as shown in the screen. At the end, you will have the
choice of finishing the wizard or continuing the wizard to configure the optional features as listed. If you
choose fo finish the wizard, you can configure the optional features later using their own separate links in
the Easy Mode main screen.
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4.2.1 Initial Setup Wizard - Internet

Figure 71 Inifial Setup Wizard Connect to Internet

Installation Setup Wizard

Step 1 : Connect to the Internet

The USG will try to detect Internet connectivity automatically. Make sure your WAN (P1) port is connected to the device and
the LED on WAN1 should light up.

WAN IP: 172.2 .Z-18
Gateway: 1722 212
DNS Server: 172.2' “Z.1

Exit < Back

Installation Setup Wizard

Step 1 : Connect to the Internet
The USG has detected the Internet connectivity successfully.
Click "Next" to continue the setup.
Connection Type: DHCP -
WAN IP: 172.1..25.18
Gateway: 172.7" 5£.254
DNS Server: 1722851
Exit < Back Next >

This screen displays the Internet settings if the Zyxel Device can detect them automatically.
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If the Zyxel Device cannot detect the Internet settings automatically, then you have to enter them
manually.

* Choose DHCP if you were not given a specific IP address for the Zyxel Device. This allows the Zyxel
Device to be able to get one automatically.

* Choose Ethernet Fixed IP if you were given a specific IP address for the Zyxel Device.

* Choose PPPOE if you were given a PPPOE user name and password.

Note: Enter the Internet access information exactly as your ISP gave you.

4.2.2 Initial Setup Wizard - Internet Access Errors

These are some things you can do if you see Internet access error messages.

WAN 1 Down

Check that your cable connection from the WANL1 interface on the Zyxel Device is connected to the
device you're using for Internet access such as a broadband router and that the router is turned on. The
LED of the WANL1 interface on the Zyxel Device should be orange.

WAN

oMl M .

POWER Sos CONSOLE USB

WAN

oMl W

A\

PPPOE Error

Your Zyxel Device was not able to obtain an IP address. Check that your Internet access information
uses PPPoE as the WAN connection type. Re-enter your PPPOE user name and password exactly as
given. If it fails again, check with your Internet service provider for correct WAN settings and user
credentials.

DHCP Error
Your Zyxel Device was not able to obtain an IP address. Check that your Internet access information

uses DHCP as the WAN connection type. If it fails again, check with your Internet service provider for
correct WAN settings and user credentfials.

Ethernet Fixed IP Error

Your Zyxel Device was not able to use the IP address entered. Check that you were given an IP address,
subnet mask and gateway address as part of your Internet access information. Re-enter your IP address,
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subnet mask and gateway address exactly as given. If it fails again, check with your Internet service
provider for correct IP address, subnet mask and gateway address and other WAN settings.

4.2.3 Initial Setup Wizard — Date and Time

Figure 72 Initial Setup Wizard Date and Time

Initial Setup Wizard

Step 2 : Date and Time Settings

For effective scheduling and logging, your USG's system time must be accurate. The USG will get the current date and time
from an external time server periodically by default.

The auto-detection might be temporarily fail due to Internet connection status. USG will try to get date and time
automatically when Internet connection is available.

Current Date: 2016-02-03
Current Time: 08:10:20 UTC+00:00
Time Zone: (UTC+00:00) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London

Daylight Saving Time is not observed by this time zone.

Sync. Now

< Back Next >

It's important to have correct date and time values in the logs. The Zyxel Device can automatically
update the time and date by detecting your time zone and whether Daylight Savings is in effect in that
fime zone.

If your Zyxel Device cannot get the correct date and fime, it may not able to connect fo a time server.
Check that the Zyxel Device has Internet access, then click Synch Now.
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4.2.4 Initial Setup Wizard - Register Device

Figure 73 Initial Setup Wizard Non-Registered Device
Initial Setup Wizard

Step 3: Register Device

Registrating your device is prerequisite for receiving notifications when new firmware is available and for activation
licenses.

Device Registration Status: Not registered

Register your device now
Click "Register" to go to myZyxel to activate security licenses. Otherwise, press "Skip" to go to the next step.

< Back Next>

Figure 74 Initial Setup Wizard Registered Device

Initial Setup Wizard

Step 3: Register Device

Registrating your device is prerequisite for receiving notifications when new firmware is available and for activation licenses.

Device Registration Status: Registered

Exit <Back [ MNext> |
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* For Zyxel Devices that already have firmware version 4.25 or later, you have to register your Zyxel
Device and activate the corresponding service at myZyxel (through your Zyxel Device).

¢ For Zyxel Devices upgrading to firmware version 4.25, you may skip registering your Zyxel Device and
activating the corresponding service at myZyxel. However, it is highly recommended to at least
register your Zyxel Device.

You will see the following prompt if your Zyxel Device is not registered.
ZYXEL

Your device is not registered!

Registrating your device is prerequisite for activation security services and for receiving
notifications when new firmware is available

Register Now

Plaase remind me: every tims

Click the Register button in this screen to register your device at portal.myzyxel.com. You need to create
a myZyxel account at portal.myzyxel.com before you can register your device and activate the services
at myZyxel.

When registering the Zyxel Device at myZyxel, if you are prompted for the Zyxel Device's serial number
and LAN MAC address, see the label at the back of the Zyxel Device's.

Note: The Zyxel Device must be connected to the Internet in order to register.
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4.2.5 Initial Setup Wizard — Activate Services

Figure 75 Initial Setup Wizard Non-Activated Services

Initial Setup Wizard

Step 4: Activate Services

Service License Status

Content Filter: Not Licensed
IDP Signature: Not Licensed
Anti-Virus: Not Licensed

Activate your license now m

Click "Activate” to go to myZyxel to activate security licenses. Otherwise, press "Skip" to go to the next step.

Exit < Back Next> Skip

Figure 76 Initial Setup Wizard Activated Services

Initial Setup Wizard
Step 4: Activate Services

Service License Status

Content Filter: Licensed (Expire:2018-2-21)
IDP Signature: Licensed (Expire:2018-2-21)
Anti-Virus: Licensed (Expire:2018-2-21)

Exit < Back Next >
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After you register your Zyxel Device, you can activate the services supported by your model if you have
service licenses. Examples of services are:

» Confent Filter (to block websites by category, such as Gambling)
* IDP (to recognize and drop traffic with Infrusion, Detection & Protection attack patterns)
* Anfti-Virus (to detect virus patterns in files)

* Anti-Spam (to mark or discard unsolicited commercial or junk e-mail suspect of being sent by
spammers).

Click Refresh and wait a few moments for the service information to update in this screen. If the page
does not refresh, make sure the Internet connection is working and click Refresh again. To check your
Infernet connection, try to access the Internet from a computer connected to a LAN port on the Zyxel
Device. If you cannot, then check your Infernet access settings on the Zyxel Device.

4.2.6 Initial Setup Wizard — Wi-Fi

Figure 77 Initial Setup Wizard Wi-Fi
Initial Setup Wizard

Step 5 : Wi-Fi Network Setup

You can enable the settings even if your USG does not include a wireless LAN module. A manageable Zyxel AP,
such as the NWA and WAC series, will be added to this network automatically after connection.

The Guest Wi-Fi Network allows Infernet access only. Access fo other clients in the Guest WiF network is restricted to
4 hours by default, and then disabled automatically. You can change the time duration below.

+' Enable Wi-Fi Network
Wi-Fi: Zyxel_Wi-Fi
Password: 123456789

Enable Guest Wi-Fi Network

Exit <Back Next >

Select Enable Wi-Fi Network if you want wireless devices to be able to wirelessly access the Zyxel Device
and all resources connected to the Zyxel Device. Configure a descriptive name of from 1 to 32 alpho-
numeric characters, hyphens or underscores (0-z A-Z 0-9 —_) for the wireless network name (Wi-Fi). Set a
Password of between 8 and 63 printable ASCII characters (including spaces and symbols) or 64
hexadecimal characters (0-9 a—f) that wireless users will have to enter for access to the Zyxel Device
wireless network.

Nofe: You must change the Password to continue.

Select Enable Guest Wi-Fi Network if you want wireless devices to only be able to wirelessly access the
Internet through the Zyxel Device for up to 4 hours. Configure a descriptive name of from 1 to 32 alpha-
numeric characters, hyphens or underscores (a-z A-Z 0-9 —_) for the wireless network name (Wi-Fi). Set a
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Password of between 8 and 63 printable ASCII characters (including spaces and symbols) or 64
hexadecimal characters (0-9 a—f) that wireless users will have to enter for access to the Zyxel Device
Guest wireless network.

The Guest Wi-Fi Network allows Internet access only for up to 4 hours by default. Log in again if the time
has elapsed. You can change the default time for Guest Wi-Fi access in the Wi-Fi and Guest Wizard.

The Zyxel Device uses WPA2-PSK with AES encryption so wireless clients must be able to support AES
encryption to wirelessly connect to the Zyxel Device using WPA2-PSK.

4.2.7 Initial Setup Wizard - Remote Management

Select this to allow access to the Zyxel Device using HTTP or HTTPS from the Internet.

Figure 78 Remote Management
Initial Setup Wizard

Step é: Remote Management

[[] Allow remote management and 55L VPN access from WAN

= Back

HTTPS is added to the Default_Allow_WAN_to_ZyWALL rule in Object > Service > Service Group screen
when you enable Remote Management.

ZyWALL USG Series User's Guide

103



Chapter 4 Easy Mode

Figure 79 Object > Service > Service Group — HTTPS
7 Edit Service Group Rule Default_Allow_WAN_To_ZyWALL

Configuration
Name: Default_Allow_WAN_
Description: System Default Allow

Configuration

=== Object === . === Object ===
Al AH

AUTH ESP

Any TCP I 3 I GRE

Any_UDP - HTTPS

BGP IKE

BONJOUR NATT

BOOTP_CLIENT VRRP

BOOTP_SERVER e

] »

4.2.8 Initial Setup Wizard — Congratulations

Figure 80 Initial Setup Wizard Congratulations

Installation Setup Wizard

Congratulations!
Your device is successfully configured for Internet Access.

The following features are optional. We highly recommend to configure at least the preselected options to gain maximum
security.

You can go through these steps one by one or start one of the specific Wizards individually on Easy Mode status screen.
You can exit a Wizard, skip a step or re-run any Wizard at any time.

' Security Service (Content Fitter, IDP, Anti-Virus)
| Port Forwarding

| Guest LAN (Wired Network)

VPN

~ Do you want to create a restore point automatically for the features configured by this wizard when it's finished?

Exit < Back Contiinue

This screen shows if your Internet access is successfully configured. You can save changes and exit the
Initial Wizard here by clearing Security Service, Port Forwarding, Guest LAN and VPN service selections
and clicking Finish. Alternatively, select desired security services to continue configuring them as part of
the Initial Wizard (Finish becomes Continue). If you want to configure these services later you can
access them from the tabs in the dashboard.
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Select from the following to confinue configuring in this screen:

¢ Security Service (Content Filter, IDP, Anti Virus) to configure subscriptions for these services
¢ Port Forwarding to set up a server in your network that people outside the network can access

* Guest LAN (Wired Network) to set up a guest network where users can access the Internet only from a
wired connection to the OPT port for a limited time

¢ VPN for a site-to-site tunnel between Zyxel Device networks, a tunnel from a remote client using the
Zyxel client VPN software to the Zyxel Device network, or a tunnel from a remote client using other
VPN software to the Zyxel Device network.

A restore point is a recovery point where you can reset the Zyxel Device's configuration to if you have
problems later.

4.3 Initial Setup Wizard - Security Service

Figure 81 Initial Setup Wizard Security Service

Initial Setup Wizard
Security Service (Content Filter, IDP, Anti-Virus)
Security service(s) allow your USG to greatly improve its security capabilities. The following items endable the services

with basic settings. You can use the specific security service wizards after for more detailed settings.

Grayed out services are not licensed yet. Please go to myZyXEL.com to regisier and manage your services.

Please go back to Register Device and Service page.Click "Refresh” and go on next steps after the activation.

Enable Content Filter with the following contents blocked

Enable IDP
Enable Anti-Virus

Exit < Back Finish

Configure licensed (non-grayed-out) services in this screen. After you buy a license for a service, you
must activate it at myZyxel. Make sure the Zyxel Device Internet connection is working correctly.

Select Enable Content Filter to block websites by category, such as Chat websites. Note that if you select
Chat, the Content Filter blocks chat websites and not chat apps. Therefore, the Skype app can still be
used although the Skype website would be blocked. Select the categories you want to block.

e Chat: Sites that enable web-based exchange of real time messages through chat services or chat
rooms. For example, me.sohu.com, blufiles.storage.live.com.
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* Dating & Personals: Sites that promote networking for interpersonal relationships such as dating and
marriage. Includes sites for match-making, online dating, spousal infroduction. For example, www.i-
part.com.tw, www.imatchi.com.

¢ Gambling: Sites that offer or are related to online gambling, loftery, casinos and betting agencies
involving chance. For example, www.taiwanlottery.com.tw, www.i-win.com.tw, www.hkjc.com.

* Games: Sites relating to computer or other games, information about game producers, or how fo
obtain cheat codes. Game-related publication sites. For example, www.gamer.com.iw,
www.wowtaiwan.com.tw, tw.lineage.gamania.com.

¢ Hacking: Sites that promote or give advice about how to gain unauthorized access to proprietary
computer systems, for the purpose of stealing information, perpetrating fraud, creating viruses, or
committing other illegal activity related to theft of digital information. For example,
www.hackbase.com, www.chinahacker.com.

* lllegal Software: Sites that illegally distribute software or copyrighted materials such as movies or
music, software cracks, illicit serial numbers, illegal license key generators. For example,
www.zhaokey.com.cn, www.tiansha.neft.

* Instant Messaging: Sites that enable logging in to instant messaging services such as ICQ, AOL Instant
Messenger, IRC, MSN, Jabber, Yahoo Messenger, and the like. For example, www.meebo.com,
www.aim.com, www. ebuddy.com.

* Job Search: Sites containing job listings, career information, assistance with job searches (such as
resume writing, inferviewing fips, etc.), employment agencies or head hunters. For example,
www.104.com.tw, www.1111.com.tw, www.yes123.com.tw.

¢ Pornography/Sexually Explicit: Sites that contain explicit sexual content. Includes adult products such
as sex toys, CD-ROMs, and videos, adult services such as videoconferencing, escort services, and strip
clubs, erotic stories and textual descriptions of sexual acts. For example, www.dvd888.com,
www.18center.com, blog.sina.com.fw.

¢ Social Networking: Sites that enable social networking for online communities of various topics, for
friendship, dating, or professional reasons. For example, www.facebook.com, www.flickr.com,
WWwW.groups.google.com.

» Streaming Media & Downloads: Sites that deliver sireaming content, such as Internet radio, Internet TV
or MP3 and live or archived media download sites. Includes fan sites, or official sites run by musicians,
bands, or record labels. For example, www.youtube.com, pfp.sina.com.cn, my.xunlei.com.

* Tasteless: Sites with offensive or tasteless content such as bathroom humor or profanity. For example,
comedycentral.com, dilbert.com.

* Violence: Sites that contain images or text depicting or advocating physical assault against humans,
animals, or institutions. Sites of a particularly gruesome nature such as shocking depictions of blood or
wounds, or cruel animal freatment. For example, crimescene.com, deathnet.com,
michiganmilitia.com.

Select Enable IDP to drop fraffic with recognized Intrusion, Detection & Protection attack patterns.
Select Enable Anti-Virus to detect virus patterns in files.

Use the Security Service Wizard if you need more detailed settings. Grayed-out services are not licensed
yet. Please go to portal.myzyxel.com to register and manage your services.
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4.4 Initial Setup Wizard - Port Forwarding

Figure 82 Initial Setup Wizard Port Forwarding
Initial Setup Wizard

Port Forwarding

You can make LAN clients accessible from the Internet by forwarding the services (ports) to it. First, select the client
that you would like to forward a service/port to. Next, select the service/port you would like to forward to your
client from the service List.

Use the Port Forwarding Wizard from the Easy Mode screen to add custom services or clients to the lisfs.

Client: ‘ Please select one ... - | © Cannot find the client? Add here

=== Object === =
AH

AlM

AUTH

Any_TCP

Any_UDP

BGP

BONJOUR

BOCTP_CLIENT
BOOTP_SERVER
CAPWAP-CONTROL
CAPWAP-DATA -

Exit < Back Next >

NAT port forwarding allows the Zyxel Device to direct incoming fraffic from the Internet to the correct
virtual server in your network. For example, if you have a NAS server in your network that you or other
people need access to from outside your network, select the IP address of the NAS from Client. Then,
select the service(s) that your NAS provides (for example FTP, HTTP, HTTPS) from the Available box and
use the right arrow to move each service to the Member box.

Even though the NAS is in your local network receiving the protection of the Zyxel Device, you can sfill
access that NAS using these services from anywhere outside your network.

NAS
°] @&LAN 4 - WAN AR
— Iy 7/
Server i
—_ ; PC

Run the main Port Forwarding Wizard if you cannoft see service you need in the list. In that wizard you
can define other services.
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A client or device in your network acting as a server for forwarded services (for example, the NAS) needs
fo have a static address. If the client selected does not have a static IP address, the IP address may
change when the client reboots, so the Zyxel Device may not be able to find it. If this happens, check
for the new IP address of the client. Then add the new IP address by clicking Add here and entering it in
the pop-up screen.

4.5 Initial Setup Wizard — Guest LAN

Figure 83 Initial Setup Wizard Guest LAN
Initial Setup Wizard

Guest LAN (Wired Network)

Enabling Guest Network for a wired client will change P3 from the LAN zone fo the Guest zone. Infernet-only
access is allowed for clients in the Guest zone. Access fo other LAN zones or wired clients is restricted.

,,,,,,

POWER MLoff CONSOLE USB WAN LANIDMZ RESET

Enable Guest Network (for wired clients)

@ Note:When Guest Network is enabled, the P3 (OPT) interface will become the guest interface.

Exit < Back Next >
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Select Enable Guest Network (for wired clients) to convert the OPT or P6 port (depending on your model)
to be a guest port and isolate it from the LAN/DMZ ports. Devices connected o the guest port are
allowed Internet access only and do not have access to networks connected to the other ports.

Internet

o o

Pomlm M.

WA R CCRSCE

LAN | DMZ Guest
Local User

.........

LAN i OMZ Guest
Local User

When the OPT or P6 port is not a guest port, then guest devices connected to that port can
communicate with all networks, including devices connected fo the LAN/DMZ ports. If that is not your
infention, make sure Enable Guest Network (for wired clients) is selected and that guest devices are only
connected to the OPT or P6 port on the Zyxel Device.
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4.5.1 Connecting AP Scenarios

If you connect an AP to a LAN port, then users can use the AP’s SSID to wirelessly access all wired

resources connected to the LAN ports and Internet access.
T

L A |

A~

Internet

2V 28
' o~ i I - --i ®
WA LANTMG

POWER Ao CONSOLE USB OPTIPE RESET

~ @ I =
Bystem  Apps  CRM System  Barver ((I))
LAN / DMZ (..
Resource Laptop k\k_ -_J_// Guest
e &

Local User
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If you connect an AP to the Guest port, then users can use the AP’s SSID to wirelessly access all wired
resources connected to the Guest port (only) and Internet access. You must select both Enable Guest
Wi-Fi Network and Guest LAN (Wired Network).

Internet
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4.6 Initial Setup Wizard — VPN

Figure 84 Initial Setup Wizard VPN

Initial Setup Wizard

VPN

A VPN creates secure communication between remote locations. Please select the type of VPN tunnel you wish to setup.

Note: Click "Launch" button will close this Wizard and launch selected VPN Quick Setup Wizard for VPN Settings.

* |PSec VPN Settings
IPSec VPN Settings for Configuration Provisioning
VPN Settings for L2TP VPN Settings

2n &
9 e (# B 9
@ QI IPSec VPN Q-E]

< Back Launch

A VPN is a secure, private connection between two end points. An end point could be a VPN gateway
like the Zyxel Device itself or a computer with VPN software installed. Select a VPN wizard type and click
Launch to begin that wizard and end the Initial Setup Wizard with changes saved. Click Exit fo leave the
wizard with changes unsaved.

» Select IPSec VPN Settings fo create a secure, private connection between two Zyxel Devices. Two
networks (sites) behind the Zyxel Devices can then communicate securely with each other.
Make sure that the settings on both Zyxel Devices are correct and reciprocal. What is a local setting
for one should be the equivalent remote sefting on the other. Make sure the pre-shared key,
negofiation mode, encryption, authentication settings, DH key group and so on are the same on both
Zyxel Devices.

Make sure that both Zyxel Devices are able to communicate with each other. Try pinging one
gateway from a computer behind the other.

Make sure that there is not a firewall blocking VPN fraffic in front of one of the Zyxel Devices.

» Select IPSec VPN Settings for Configuration Provisioning to create a secure, private connection
between a Zyxel Device and a computer with Zyxel client VPN software installed. See the client VPN
software’s help fo see how fo configure it. The computer with client VPN software installed and the
Zyxel Device can then communicate securely with each other.

Make sure the client VPN software is installed and configured correctly on the computer. See the
client VPN software’s help if anything is unclear.

Make sure the VPN settings such as the pre-shared key (or certificate), negotiation mode, encryption,
authentication settings, DH key group on the computer and the Zyxel Device are correct. Make sure
that the client is able to communicate with the Zyxel Device. Try pinging the Zyxel Device from the
client.
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» Select VPN Settings for L2TP VPN Settings to create a secure, private connection between the Zyxel
Device and a computer with L2TP VPN software installed. Many computer operating systems come
with L2TP installed. See your computer’s help to see how to configure it. The L2TP computer and the
Zyxel Device will then communicate securely with each other.

Make sure that the computer with L2TP is able to communicate with the Zyxel Device. Try pinging the
Zyxel Device from the computer. Make sure that L2TP traffic is allowed through the WAN on the Zyxel
Device.

4.6.1 VPN Setup Wizard: Wizard Type

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings to connect to
another ZLD-based Zyxel Device using a pre-shared key.

Choose Advanced to change the default settings and/or use certificates instead of a pre-shared key to
creafte a VPN rule to connect to another IPSec device.

Figure 85 VPN Sefup Wizard: Wizard Type
VPN Setup Wizard «

Wizard Type
1

Please select the type of ¥PN policy you wish to setup.
Type of ¥PN policy
@ Express

0 Advanced

< Back ] [ Mexk =

4.6.2 VPN Express Wizard — Scenario

Click the Express radio button as shown in the previous figure fo display the following screen.
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Figure 86 VPN Express Wizard: Scenario
"{ VPN Setup Wizard

VPN Setup Wizard

Wizard Type » VPN Seftings > Wizard Completed
1 2 3

Express Seftings
IKE Version

= IKEv]
1 IKEv2

Scenario

Rule Name: EZIMODE_VPN_STATIC
* Site-to-site
_ Site-to-site with Dynamic Peer
Remote Access (Server Role)
_ Remote Access (Client Role)

<Back | Next>

IKE (Internet Key Exchange) Version: IKE is a protocol used in security associations to send data securely.
IKE uses certificates or pre-shared keys for authentication and a Diffie-Hellman key exchange to set up
a shared session secret from which encryption keys are derived.

IKEv2 supports Extended Authentication Protocol (EAP) authentication, and IKEv1 supports X-Auth. EAP is
important when connecting to existing enterprise authentication systems.

Rule Name: Type the name used to identify this VPN connection (and VPN gateway). You may use 1 —
31 alphanumeric characters, underscores (_), or dashes (), but the first character cannot be a number.
This value is case-sensitive.
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Select the scenario that best describes your intended VPN connection. The figure on the left of the
screen changes to match the scenario you select.

SITE-TO-SITE SITE-TO-SITE WITH REMOTE ACCESS REMOTE ACCESS (CLIENT
DYNAMIC PEER (SERVER ROLE) ROLE)

* Site-to-site — choose this if the remote IPSec router has a static IP address or a domain name. This Zyxel
Device can initiate the VPN tunnel. The remote IPSec router can also initiate the VPN tunnel if this Zyxel
Device has a static IP address or a domain name.

* Site-to-site with Dynamic Peer — choose this if the remote IPSec router has a dynamic IP address. You
don't specify the remote IPSec router’'s address, but you specify the remote policy (the addresses of
the devices behind the remote IPSec router). This Zyxel Device must have a static IP address or a
domain name. Only the remote IPSec router can initiate the VPN tunnel.

¢ Remote Access (Server Role) — choose this to allow incoming connections from IPSec VPN clients. The
clients have dynamic IP addresses and are also known as dial-in users. You don’t specify the
addresses of the client IPSec routers or the remote policy. This creates a dynamic IPSec VPN rule that
can let multiple clients connect. Only the clients can initiate the VPN tunnel.

¢ Remote Access (Client Role) — choose this to connect to an IPSec server. This Zyxel Device is the client
(dial-in user). Client role Zyxel Devices initiate IPSec VPN connections to a server role Zyxel Device. This
Zyxel Device can have a dynamic IP address. The IPSec server does not configure this Zyxel Device's
IP address or the addresses of the devices behind it. Only this Zyxel Device can initiate the VPN tunnel.
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4.6.3 VPN Express Wizard — Configuration

Figure 87 VPN Express Wizard: Configuration
Y1 VPN Setup Wizard

VPN Setup Wizard

Wizard Type * VPN Seflingz * Wizard Completed

Express Setfings
Wy Addres: (inferface): wan -

Configuration

Secure Gateway: |:| [!] (IP or FQDN)

Local Policy (IP/Mask]): 0.0.0.0 ! 255.255.255.0
Remote Policy (IP/Mask): | 0.0.0.0 / 255.255.255.0

My Address (interface): Select an interface from the drop-down list box to use on your Zyxel Device.

Secure Gateway: Any displays in this field if it is not configurable for the chosen scenario. Otherwise,

enter the WAN IP address or domain name of the remote IPSec device (secure gateway) to identify
the remote IPSec router by its IP address or a domain name. Use 0.0.0.0 if the remote IPSec router has
a dynamic WAN IP address.

Pre-Shared Key: Type the password. Both ends of the VPN tunnel must use the same password. Use up
to 128 case-sensitive ASCII characters or up to 128 pairs of hexadecimal (*0-9", *A-F") characters.
Proceed a hexadecimal key with "0x". You will receive a PYLD_MALFORMED (payload malformed)
packet if the same pre-shared key is not used on both ends.

Local Policy (IP/Mask): Type the IP address of a computer on your network that can use the tunnel.
You can also specify a subnet. This must match the remote IP address configured on the remote IPSec
device.

Remote Policy (IP/Mask): Any displays in this field if it is not configurable for the chosen scenario.
Otherwise, type the IP address of a computer behind the remote IPSec device. You can also specify
a subnet. This must match the local IP address configured on the remote IPSec device.

4.6.4 VPN Express Wizard - Summary

This screen provides a read-only summary of the VPN tunnel’s configuration and commands that you
can copy and paste info another ZLD-based Zyxel Device's command line inferface to configure it.
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Figure 88 VPN Express Wizard: Summary
“¥ VPN Setup Wizard

VPN Setup Wizard

Wizard Type > VPN Seftings > Wizard Completed
1 2 3

Express Settings

Summary
Rule Name: EZMODE_VPN_STATIC
Secure Gateway: 192.168.1.2
Pre-Shared Key: 1234abcd
Local Palicy (IP/Mask): 0.0.0.0 / 255.255.255.0
Remote Policy (IP/Mask):  0.0.0.0 / 255.255.255.0
Configuration for Secure Gateway

## Edit this shell script according to

## the comments before using it in the remaote gateway.
## Check the peer-ip interface.

## Check the local-ip interface.

## Edit the EZMODE_VPN_STATIC_LOCAL address-object.
## Then remove the following line.

## PLEASE REMOVE THIS LINE

configure terminal

isakmp policy EZMODE_VPN_STATIC

## If this device's wan1 IP is dynamic,

## consider using DDNS and changing

## tha nanrin lictad hars tna damain namn

Click "Save" button to write the VPN configuration to ZyWALL.

* Rule Name: Identifies the VPN gateway policy.

¢ Secure Gateway: IP address or domain name of the remote IPSec device. If this field displays Any,
only the remote IPSec device can initiate the VPN connection.

* Pre-Shared Key: VPN tunnel password. It identifies a communicating party during a phase 1 IKE
negotiation.

¢ Local Policy: IP address and subnet mask of the computers on the network behind your Zyxel Device
that can use the tunnel.

* Remote Policy: IP address and subnet mask of the computers on the network behind the remote
IPSec device that can use the tunnel. If this field displays Any, only the remote IPSec device can
initiate the VPN connection.

¢ Copy and paste the Configuration for Secure Gateway commands info another ZLD-based Zyxel
Device's command line interface to configure it to serve as the other end of this VPN tunnel. You can
also use a text editor to save these commands as a shell script file with a *.zysh” flename extension.
Use the file manager to run the script in order to configure the VPN connection. See the commands
reference guide for details on the commands displayed in this list.

4.6.5 VPN Express Wizard — Finish

Now the rule is configured on the Zyxel Device. The Phase 1 rule settings appear in the VPN > IPSec VPN
> VPN Gateway screen and the Phase 2 rule settings appear in the VPN > IPSec VPN > VPN Connection
screen.

ZyWALL USG Series User's Guide
117



Chapter 4 Easy Mode

Figure 89 VPN Express Wizard: Finish
“Y VPN Setup Wizard

VPN Setup Wizard

Wizard Type » VPN Seftings » Wizard Completed
1 - 3

Express Settings

Congratulations. The VPN Access wizard is completed
Summary

Rule Name: EZMODE_VPN_STATIC

Secure Gateway: 192.168.1.2

My Address (interface): wanl

Pre-Shared Key: 1234abcd

Local Policy (IP/Mask): 0.0.0.0 / 255.255.255.0

Remote Policy (IP/Mask):  Any

Now if you are doing first time installation of this device, you may click this portal.myzyxel.com link and

to register this device and activate trial service of advanced security features.(You need to have
intemet access to register)

Click Close to exit the wizard.

4.6.6 VPN Advanced Wizard — Scenario

Click the Advanced radio button as shown in Figure 85 on page 113 to display the following screen.

Figure 90 VPN Advanced Wizard: Scenario

"{ VPN Setup Wizard
VPN Setup Wizard

Wizard Type » VPN Selfings > Wizard Completed
1 2 2

Express Settings
IKE Version
= [KEv1
_ IKEv2

Scenario
Rule Name: EZMODE_VPN_STATIC
* Site-to-site
_ Site-fo-site with Dynamic Peer
_ Remote Access (Server Role)

_ Remote Access (Client Role)
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IKE (Internet Key Exchange) Version: IKE is a protocol used in security associations to send data securely.
IKE uses certificates or pre-shared keys for authentication and a Diffie-Hellman key exchange to set up
a shared session secret from which encryption keys are derived.

IKEV2 supports Extended Authentication Protocol (EAP) authentication, and IKEv1 supports X-Auth. EAP is
important when connecting fo existing enterprise authentication systems.

Rule Name: Type the name used to identify this VPN connection (and VPN gateway). You may use 1-31
alphanumeric characters, underscores (_), or dashes (=), but the first character cannot be a number.
This value is case-sensitive.

Select the scenario that best describes your intended VPN connection. The figure on the left of the
screen changes to match the scenario you select.

* Site-to-site — The remote IPSec device has a static IP address or a domain name. This Zyxel Device can
initiate the VPN tunnel.

* Site-to-site with Dynamic Peer — The remote IPSec device has a dynamic IP address. Only the remote
IPSec device can initiate the VPN tunnel.

¢ Remote Access (Server Role) — Allow incoming connections from IPSec VPN clients. The clients have
dynamic IP addresses and are also known as dial-in users. Only the clients can initiate the VPN tunnel.

* Remote Access (Client Role) — Connect to an IPSec server. This Zyxel Device is the client (dial-in user)
and can initiate the VPN tunnel.

4.6.7 VPN Advanced Wizard - Phase 1 Settings

There are two phases to every IKE (Internet Key Exchange) negofiation — phase 1 (Authentication) and
phase 2 (Key Exchange). A phase 1 exchange establishes an IKE SA (Security Association).

Figure 91 VPN Advanced Wizard: Phase 1 Settings

Advanced Settings
Phase 1 Setting

Secure Gakeway: Lo o] UPIFQDN)

My Address interface); wanl w

Megotiation Mode: [Main w

Encryption Algorithm: DES w

Authentication Algorithm: MDS w

Key Group: DH1 w

54 Life Time: 86400 (180 - 3000000 Seconds)

MNAT Traversal
| Dead Peer Detection (DPD})
Authentication Method
@ Pre-shared Key Lo &

(D) Certificate default -

[ < Back ]| |

¢ Secure Gateway: Any displays in this field if it is not configurable for the chosen scenario. Otherwise,
enter the WAN IP address or domain name of the remote IPSec device (secure gateway) to identify
the remote IPSec device by its IP address or a domain name. Use 0.0.0.0 if the remote IPSec device
has a dynamic WAN IP address.

¢ My Address (interface): Select an interface from the drop-down list box to use on your Zyxel Device.
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* Negotiation Mode: This displays Main or Aggressive:

¢ Main encrypts the ZyWALL/USG’s and remote IPSec router’s identities but takes more time to
establish the IKE SA

* Aggressive is faster but does not encrypt the identities.

The ZyWALL/USG and the remote IPSec router must use the same negofiation mode. Multiple SAs
connecting through a secure gateway must have the same negoftiation mode.

* Encryption Algorithm: 3DES and AES use encryption. The longer the key, the higher the security (this
may affect throughput). Both sender and receiver must use the same secret key, which can be used
to encrypt and decrypt the message or to generate and verify a message authentication code. The
DES encryption algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES that uses a 168-bit
key. As aresult, 3DES is more secure than DES. It also requires more processing power, resulting in
increased latency and decreased throughput. AES128 uses a 128-bit key and is faster than 3DES.
AES192 uses a 192-bit key, and AES256 uses a 256-bit key.

* Authentication Algorithm: MD5 gives minimal security and SHA512 gives the highest security. MD5
(Message Digest 5) and SHA (Secure Hash Algorithm) are hash algorithms used to authenticate
packet data. The stronger the algorithm the slower it is.

* Key Group: DH5 is more secure than DH1 or DH2 (although it may affect throughput). DH1 (default)
refers to Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman Group 2 a 1024
bit (1Kb) random number. DHS5 refers o Diffie-Hellman Group 5 a 1536 bit random number.

* SA Life Time: Set how often the Zyxel Device renegotiates the IKE SA. A short SA life fime increases
security, but renegotiation temporarily disconnects the VPN tunnel.

¢ NAT Traversal: Select this if the VPN tunnel must pass through NAT (there is a NAT router between the
IPSec devices).

Note: The remote IPSec device must also have NAT traversal enabled. See the help in the
main IPSec VPN screens for more information.

* Dead Peer Detection (DPD) has the Zyxel Device make sure the remote IPSec device is there before
transmitting data through the IKE SA. If there has been no traffic for at least 15 seconds, the Zyxel
Device sends a message to the remote IPSec device. If it responds, the Zyxel Device fransmits the
data. If it does not respond, the Zyxel Device shuts down the IKE SA.

¢ Authentication Method: Select Pre-Shared Key fo use a password or Certificate to use one of the Zyxel
Device's certificates.

4.6.8 VPN Advanced Wizard - Phase 2

Phase 2 in an IKE uses the SA that was established in phase 1 to negotiate SAs for IPSec.
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Figure 92 VPN Advanced Wizard: Phase 2 Settings

Advanced Settings

Phase 2 Setting

Active Prokocal: ESP v
Encapsulation: Tunnel w
Encryption Algorithm: DES w
Authentication Algorithm: SHAL w
54 Life Time: 86400 (180 - 3000000 Seconds)
Perfect Forward Secrecy (PFS): Mone w

Policy Setting

Local Palicy (IP/Mask) 0.0.0.0 | | 255.255.255.0
Remote Policy (IP{Mask) 0.0.0.0 | | 255.255.255.0
Property

V| Mailed-Up

e Active Protocol: ESP is compatible with NAT, AH is not.
* Encapsulation: Tunnel is compatible with NAT, Transport is not.

* Encryption Algorithm: 3DES and AES use encryption. The longer the AES key, the higher the security
(this may affect throughput). Null uses no encryption.

¢ Authentication Algorithm: MD5 gives minimal security and SHA512 gives the highest security. MD5
(Message Digest 5) and SHA (Secure Hash Algorithm) are hash algorithms used to authenticate
packet data. The stronger the algorithm the slower it is.

* SA Life Time: Set how often the Zyxel Device renegotiates the IKE SA. A short SA life fime increases
security, but renegotiation temporarily disconnects the VPN tunnel.

» Perfect Forward Secrecy (PFS): Disabling PFS allows faster IPSec setup, but is less secure. Select DH1,
DH2 or DH5 to enable PFS. DH5 is more secure than DH1 or DH2 (although it may affect throughput).
DH1 refers to Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman Group 2 a
1024 bit (1Kb) random number. DHS refers to Diffie-Hellman Group 5 a 1536 bit random number (more
secure, yet slower).

* Local Policy (IP/Mask): Type the IP address of a computer on your network. You can also specify a
subnet. This must match the remote IP address configured on the remote IPSec device.

* Remote Policy (IP/Mask): Type the IP address of a computer behind the remote IPSec device. You
can also specify a subnet. This must match the local IP address configured on the remote IPSec
device.

* Nailed-Up: This displays for the site-to-site and remote access client role scenarios. Select this to have
the Zyxel Device automatically renegotiate the IPSec SA when the SA life time expires.

4.6.9 VPN Advanced Wizard - Summary

This is a read-only summary of the VPN tunnel seftings.
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Figure 93 VPN Advanced Wizard: Summary
"¥ VPN Setup Wizard

VPN Setup Wizard

Wizard Type » VPN Seftings » Wizard Completed
1 5 3

Advanced Seftings
Summary

Rule Name: EZMODE_VPN_STATIC
Secure Gateway: 1.1.1.1

Pre-Shared Key: 12345678

Local Policy (IP/Mask): 0.0.0.0 / 255.255.255.0
Remote Policy (IP/Mask):  0.0.0.0 / 255.255.255.0

Configuration for Secure Gateway

## Edit this shell script according fo

## the comments before using it in the remote gateway.
## Check the peer-ip inferface.

## Check the local-ip inferface.

## Edit the EZMODE_VPN_STATIC_LOCAL address-object.
## Then remove the following line.

## PLEASE REMOVE THIS LINE

configure terminal

isakmp policy EZMODE_VPN_STATIC

## If this device's wanl IP is dynamic,

## consider using DDNS and changing

Z# tha naarin lictad hara tn n Aamain nam,

Click "Save" button to write the VPN configuration to ZyWALL.

¢ Rule Name: Identifies the VPN connection (and the VPN gateway).
* Secure Gateway: IP address or domain name of the remote IPSec device.
* Pre-Shared Key: VPN funnel password.

* Local Policy: IP address and subnet mask of the computers on the network behind your Zyxel Device
that can use the tunnel.

¢ Remote Policy: IP address and subnet mask of the computers on the network behind the remote
IPSec device that can use the tunnel.

¢ Copy and paste the Configuration for Remote Gateway commands intfo another ZLD-based Zyxel
Device's command line interface.

* Click Save to save the VPN rule.

4.6.10 VPN Advanced Wizard - Finish

Now the rule is configured on the Zyxel Device. The Phase 1 rule settings appear in the VPN > IPSec VPN
> VPN Gateway screen and the Phase 2 rule settings appear in the VPN > IPSec VPN > VPN Connection
screen.
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Figure 94 VPN Wizard: Finish

VPN Setup Wizard

Wizard Type

* VPN Settings
- --

Advanced Settings

Summary

Rule Name:

Secure Gateway:

My Address (interface):
Pre-Shared Key:

Phase 1

Negotiation Mode:

Encryption Algorithm:

Key Group:
SA Life Time:
NAT Traversal:

Dead Peer Detection
(DPD):

Phase 2
Active Protocol:
Encapsulation:

Encryption Algorithm:

SA Life Time:

Perfect Forward Secrecy
(PFS):

Policy

Local Policy (IP/Mask):
Remote Palicy (IP/Mask):
Nailed-Up:

Authentication Algorithm:

Authentication Algorithm:

> Wizard Completed

3

Congratulations. The VPN Access wizard is completed

EZMODE_VPN_STATIC
1.1.1.1
wanl

12345678

main
aes128
sha
DH2
86400

true

true

esp
tunnel
aes128
sha

28800

DH2

0.0.0.0 / 255.255.255.0
0.0.0.0 / 255.255.255.0

false

Now if you are doing first fime installation of this device, you may click this portal.myzyxel.com link

and to register this device and activate trial service of advanced security features.(You need fo have
infernet access to register)

Click Close to exit the wizard.

4.7 VPN Settings for Configuration Provisioning Wizard:

Wizard Type

Use VPN Settings for Configuration Provisioning fo set up a VPN rule that can be retfrieved with the Zyxel

Device IPSec VPN Client.

VPN rules for the Zyxel Device IPSec VPN Client have certain restrictions. They must not contain the

following settings:
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e AH active protocol

¢ NULL encryption

* SHA512 authentication

* A subnet or range remote policy

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings and to use a pre-
shared key.

Choose Advanced to change the defaulf settings and/or use certificates instead of a pre-shared key in
the VPN rule.

Figure 95 VPN Settings for Configuration Provisioning Express Wizard: Wizard Type

@

VPN Setup Wizard

Wizard Type
1

Please select the type of ¥PN policy you wish to setup.
Type of ¥PN policy
@ Express

) advanced

[ < Back ][ Mexk = ]

4.7.1 Configuration Provisioning Express Wizard — VPN Settings

Click the Express radio button as shown in the previous screen to display the following screen.
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Figure 96 VPN for Configuration Provisioning Express Wizard: Settings Scenario
“Y VPN Setup Wizard

VPN Setup Wizard

Wizard Type » VPN Seftings > Wizard Completed
1 2 3

Express Settings
IKE Version
= IKEV]
IKEv2
Scenario

Rule Name: EZMODE_VPN_PROVISIONING

Application Scenario: Remote Access (Server Role)

IKE (Internet Key Exchange) Version: IKE is a protocol used in security associations to send data securely.
IKE uses certificates or pre-shared keys for authentication and a Diffie-Hellman key exchange to set up
a shared session secret from which encryption keys are derived.

IKEv2 supports Extended Authentication Protocol (EAP) authentication, and IKEv1 supports X-Auth. EAP is
important when connecting to existing enterprise authentication systems.

Rule Name: Type the name used to identify this VPN connection (and VPN gateway). You may use 1-31
alphanumeric characters, underscores (_), or dashes (-), but the first character cannot be a number.

This value is case-sensitive.

Application Scenario: Only the Remote Access (Server Role) is allowed in this wizard. It allows incoming
connections from the Zyxel Device IPSec VPN Client.

4.7.2 Configuration Provisioning VPN Express Wizard — Configuration

Click Next to continue the wizard.
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Figure 97 VPN for Configuration Provisioning Express Wizard: Configuration
" ¥ VPN Setup Wizard

VPN Setup Wizard

Wizard Type » VPN Seftings » Wizard Completed
1 2 3
Express Settings
My Address (inferface):
Configuration
Secure Gateway: Any
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 0.0.0.0 / 255.255.255.0
Remote Palicy (IP/Mask]:  Any

My Address (interface): Select an interface from the drop-down list box fo use on your Zyxel Device.

¢ Secure Gateway: Any displays in this field because it is not configurable in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

Pre-Shared Key: Type the password. Both ends of the VPN tunnel must use the same password. Use up
to 128 case-sensitive ASCII characters or up to 128 pairs of hexadecimal (“0-9", “A-F") characters.
Proceed a hexadecimal key with "0x". You will receive a PYLD_MALFORMED (payload malformed)
packet if the same pre-shared key is not used on both ends.

Local Policy (IP/Mask): Type the IP address of a computer on your network. You can also specify a
subnet. This must match the remote IP address configured on the remote IPSec device.

Remote Policy (IP/Mask): Any displays in this field because it is not configurable in this wizard.

4.7.3 VPN Settings for Configuration Provisioning Express Wizard — Summary

This screen has a read-only summary of the VPN tunnel’s configuration and commands you can copy
and paste into another ZLD-based Zyxel Device's command line interface to configure it.
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Figure 98 VPN for Configuration Provisioning Express Wizard: Summary
" Y VPN Setup Wizard

VPN Setup Wizard

Wizard Type > VPN Seftings » Wizard Completed
1 a
z 2 o

Express Settings
Summary

Rule Name: EZMODE_VPN_PROVISIONING
Secure Gateway: Any
Pre-Shared Key: 123456789
Local Policy (IP/Mask): 0.0.0.0 / 255.255.255.0
Remote Policy (IP/Mask):  Any
Configuration for Secure Gateway

## Edit this shell script according to

## the commenis before using it in the remote gateway.
## Check the peer-ip Iinterface.

## Check the locadl-ip interface.

## Edit the EZMODE_VPN_PROVISIONING_LOCAL address-
object.

## Then remove the following line.

## PLEASE REMOVE THIS LINE

configure terminal

isakmp policy EZMODE_VPN_PROVISIONING

¢ Rule Name: Identifies the VPN gateway policy.

* Secure Gateway: Any displays in this field because it is not configurable in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

¢ Pre-Shared Key: VPN tunnel password. It identifies a communicating party during a phase 1 IKE
negotiation.

* Local Policy: (Stafic) IP address and subnet mask of the computers on the network behind your Zyxel
Device that can be accessed using the tunnel.

¢ Remote Policy: Any displays in this field because it is not configurable in this wizard.

¢ The Configuration for Secure Gateway displays the configuration that the Zyxel Device IPSec VPN
Client will get from the Zyxel Device.

* Click Save to save the VPN rule.

4.7.4 VPN Settings for Configuration Provisioning Express Wizard - Finish

Now the rule is configured on the Zyxel Device. The Phase 1 rule settings appear in the VPN > IPSec VPN
> VPN Gateway screen and the Phase 2 rule settings appear in the VPN > IPSec VPN > VPN Connection
screen. Enter the IP address of the Zyxel Device in the Zyxel Device IPSec VPN Client fo get all these VPN
settings automatically from the Zyxel Device.
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Figure 99 VPN for Configuration Provisioning Express Wizard: Finish
"¥ VPN Setup Wizard

VPN Setup Wizard

Wizard Type » VPN Seitings * Wizard Completed
1 2 3
Express Seftings

Congratulations. The VPN Access wizard is completed
Summary

Rule Name: EZMODE_VPN_PROVISIONING
Secure Gateway: Any

My Address (interface): wanl

Pre-Shared Key: 123454678

Local Policy (IP/Mask]): 0.0.0.0 / 255.255.255.0
Remote Policy (IP/Mask):  Any

L

Now If you are doing first time installation of this device, you may click this portal.myzyxel.com link and
to register this device and acfivate frial service of advanced security features.(You need fo have
intermet access o register)

Click Close to exit the wizard.

4.7.5 VPN Settings for Configuration Provisioning Advanced Wizard -
Scenario

Click the Advanced radio button as shown in the screen shown in Figure 95 on page 124 to display the
following screen.
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Figure 100 VPN for Configuration Provisioning Advanced Wizard: Scenario Settings
“Y VPN Setup Wizard

VPN Setup Wizard

Wizard Type » VPN Seftings > Wizard Completed
1 2 3

Express Settings
IKE Version
= IKEV]
IKEv2
Scenario

Rule Name: EZMODE_VPN_PROVISIONING

Application Scenario: Remote Access (Server Role)

IKE (Internet Key Exchange) Version: IKE is a protocol used in security associations to send data securely.
IKE uses certificates or pre-shared keys for authentication and a Diffie-Hellman key exchange to set up
a shared session secret from which encryption keys are derived.

IKEv2 supports Extended Authentication Protocol (EAP) authentication, and IKEv1 supports X-Auth. EAP is
important when connecting to existing enterprise authentication systems.

Rule Name: Type the name used to identify this VPN connection (and VPN gateway). You may use 1-31
alphanumeric characters, underscores (_), or dashes (-), but the first character cannot be a number.

This value is case-sensitive.

Application Scenario: Only the Remote Access (Server Role) is allowed in this wizard. It allows incoming
connections from the Zyxel Device IPSec VPN Client.

Click Next to continue the wizard.

4.7.6 VPN Settings for Configuration Provisioning Advanced Wizard — Phase
1 Settings

There are two phases to every IKE (Internet Key Exchange) negotiation — phase 1 (Authentication) and
phase 2 (Key Exchange). A phase 1 exchange establishes an IKE SA (Security Association).
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Figure 101 VPN for Configuration Provisioning Advanced Wizard: Phase 1 Settings

Wdvanced Settings
Phase 1 Setting

Secure Gateway: Any

My Address (interface): wanl hd

Megotiation Mode: Main hd

Encryption Algorithm: DES hd

Authentication Algorithm: MD5 hd

Key Group: DH1 2

SA Life Time: 86400 {180 - 3000000 seconds)

Authentication Method
@ Pre-Shared Key 1]

0) Certificate default =

¢ Secure Gateway: Any displays in this field because it is not configurable in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

* My Address (interface): Select an interface from the drop-down list box to use on your Zyxel Device.
¢ Negotiation Mode: This displays Main or Aggressive:

¢ Main encrypts the ZyWALL/USG's and remote IPSec router’s identities but takes more time to
establish the IKE SA

* Aggressive is faster but does not encrypt the identities.

The ZyWALL/USG and the remote IPSec router must use the same negofiation mode. Multiple SAs
connecting through a secure gateway must have the same negotiation mode.

* Encryption Algorithm: 3DES and AES use encryption. The longer the key, the higher the security (this
may affect throughput). Both sender and receiver must know the same secret key, which can be
used fo encrypt and decrypt the message or to generate and verify a message authentication code.
The DES encrypftion algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES that uses a 168-
bit key. As a result, 3DES is more secure than DES. It also requires more processing power, resulting in
increased latency and decreased throughput. AES128 uses a 128-bit key and is faster than 3DES.
AES192 uses a 192-bit key and AES256 uses a 256-bit key.

* Authentication Algorithm: MD5 (Message Digest 5) and SHA (Secure Hash Algorithm) are hash
algorithms used to authenticate packet data. MD5 gives minimal security. SHA1 gives higher security
and SHA256 gives the highest security. The stronger the algorithm, the slower it is.

¢ Key Group: DH5 is more secure than DH1 or DH2 (although it may affect throughput). DH1 (default)
refers to Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman Group 2 a 1024
bit (1Kb) random number. DH5 refers to Diffie-Hellman Group 5 a 1536 bit random number.

¢ SA Life Time: Set how often the Zyxel Device renegotiates the IKE SA. A short SA life time increases
security, but renegotiation temporarily disconnects the VPN tunnel.

* Authentication Method: Select Pre-Shared Key to use a password or Certificate to use one of the Zyxel
Device'’s certificates.

4.7.7 VPN Settings for Configuration Provisioning Advanced Wizard - Phase

2

Phase 2 in an IKE uses the SA that was established in phase 1 to negotiate SAs for IPSec.
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Figure 102 VPN for Configuration Provisioning Advanced Wizard: Phase 2 Settings

Advanced Settings

Phase 2 Setting
Active Protocol: EsP
Encapsulation: Tunnel hd
Encryption Algorithm: DES hd
Authentication Algorithm: SHAL hd
SA Life Time: 36400 (180 - 3000000 seconds)
Perfect Forward Secrecy (PFS): Mone b

Policy Setting
Local Policy (IP/Mask) 0.0.0.0 | |255.255.255.0
Remote Policy (IP/Mask): Any

Active Protocol: ESP is compatible with NAT. AH is not available in this wizard.
Encapsulation: Tunnel is compatible with NAT, Transport is not.

Encryption Algorithm: 3DES and AES use encrypftion. The longer the AES key, the higher the security
(this may affect throughput). Null uses no encryption.

Authentication Algorithm: MD5 (Message Digest 5) and SHA (Secure Hash Algorithm) are hash
algorithms used to authenticate packet data. MD5 gives minimal security. SHA1 gives higher security
and SHA256 gives the highest security. The stronger the algorithm, the slower it is.

SA Life Time: Set how often the Zyxel Device renegotiates the IKE SA. A short SA life fime increases
security, but renegotiation temporarily disconnects the VPN tunnel.

Perfect Forward Secrecy (PFS): Disabling PFS allows faster IPSec setup, but is less secure. Select DHI,
DH2 or DH5 to enable PFS. DH5 is more secure than DH1 or DH2 (although it may affect throughput).
DH1 refers to Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman Group 2 a
1024 bit (1Kb) random number. DHS refers to Diffie-Hellman Group 5 a 1536 bit random number (more
secure, yet slower).

Local Policy (IP/Mask): Type the IP address of a computer on your network. You can also specify a
subnet. This must match the remote IP address configured on the remote IPSec device.

Remote Policy (IP/Mask): Any displays in this field because it is not configurable in this wizard.

Nailed-Up: This displays for the site-to-site and remote access client role scenarios. Select this to have
the Zyxel Device automatically renegotiate the IPSec SA when the SA life time expires.

4.7.8 VPN Settings for Configuration Provisioning Advanced Wizard -

Summary

This is a read-only summary of the VPN tunnel settings.
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Figure 103 VPN for Configuration Provisioning Advanced Wizard: Summary
“Y VPN Setup Wizard

VPN Setup Wizard

Wizard Type » VPN Seftings > Wizard Complsied
9 3

Advanced Seffings
Summary
Rule Name: EZMODE_VPN_PROVISIONING
Secure Gateway: Any
Pre-Shared Key: 123456789
Local Policy (IP/Mask): 0.0.0.0 / 255.255.255.0
Remote Palicy (IP/Mask]:  Any
Phase 1

Negofiation Mode: main
Encryption Algorithm: aes128
Authentfication Algorithm:  sha
Key Croup: DH2
Phase 2

Active Protocol: esp
Encapsulation: tunnel
Encryption Algorithm: aes128

Authentication Algorithm:  sha

Configuration for Secure Gateway

## Edit this shell script according to

## the comments before using it in the remote gateway.
## Check the peer-ip interface.

## Check the localHip interface.

## Edit the EZMODE_VPN_PROVISIONING_LOCAL address-
object.

## Then remove the following line.

## PLEASE REMOVE THIS LINE

configure terminal

isakmp policy EZMODE_VPN_PROVISIONING

## If this device's wanl IP Is dynamic,
HH# ~ancidar oeins MDAR ~AnAd ~Ahanaina

Click "Save" button to write the VPN configuration to ZyWALL.

Summary

* Rule Name: Identfifies the VPN connection (and the VPN gateway).

e Secure Gateway: Any displays in this field because it is not configurable in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

* Pre-Shared Key: VPN tunnel password.

e Local Policy: IP address and subnet mask of the computers on the network behind your Zyxel Device
that can use the tunnel.

* Remote Policy: Any displays in this field because it is not configurable in this wizard.
Phase 1

* Negotiation Mode: This displays Main or Aggressive:
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* Main encrypts the ZyWALL/USG's and remote IPSec router’s identities but takes more time to
establish the IKE SA

e Aggressive is faster but does not encrypt the identities.

The ZyWALL/USG and the remote IPSec router must use the same negofiation mode. Multiple SAs
connecting through a secure gateway must have the same negoftiation mode.

* Encryption Algorithm: This displays the encryption method used. The longer the key, the higher the
security, the lower the throughput (possibly).
¢ DES uses a 56-bit key.
e 3DES uses a 168-bit key.
e AES128 uses a 128-bit key.
e AES192 uses a 192-bit key.
e AES256 uses a 256-bit key.

* Authentication Algorithm: This displays the authentication algorithm used. The stronger the algorithm,
the slower it is.

* MD5 gives minimal security.
* SHA1 gives higher security.
* SHA256 gives the highest security.

e Key Group: This displays the Diffie-Hellman (DH) key group used. DH5 is more secure than DH1 or DH2
(although it may affect throughput).

e DH1 uses a 768 bit random number.
¢ DH2 uses a 1024 bit (1Kb) random number.

e DH5 uses a 1536 bit random number.

Phase 2

* Active Protocol: This displays ESP (compatible with NAT) or AH.
e Encapsulation: This displays Tunnel (compatible with NAT) or Transport.

* Encryption Algorithm: This displays the encryptfion method used. The longer the key, the higher the
security, the lower the throughput (possibly).

e DES uses a 56-bit key.

e 3DES uses a 168-bit key.

e AES128 uses a 128-bit key.
e AES192 uses a 192-bit key.
e AES256 uses a 256-bit key.
* Null uses no encryption.

¢ Authentication Algorithm: This displays the authentication algorithm used. The stronger the algorithm,
the slower it is.

* MD5 gives minimal security.
* SHA1 gives higher security.
¢ SHA256 gives the highest security.

The Configuration for Secure Gateway displays the configuration that the Zyxel Device IPSec VPN Client
will get from the Zyxel Device.
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Click Save to save the VPN rule.

4.7.9 VPN Settings for Configuration Provisioning Advanced Wizard - Finish

Now the rule is configured on the Zyxel Device. The Phase 1 rule settings appear in the VPN > IPSec VPN
> VPN Gateway screen and the Phase 2 rule settings appear in the VPN > IPSec VPN > VPN Connection
screen. Enter the IP address of the Zyxel Device in the Zyxel Device IPSec VPN Client to get all these VPN
settings automatically from the Zyxel Device.

Figure 104 VPN for Configuration Provisioning Advanced Wizard: Finish

" VPISetup Wizard

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Advanced Settings

Congratulations. The VPN Access wizard is completed
Summary

Rule Name: EZMODE_VPN_PROVISIONING
Secure Gateway: Any

My Address (interface): wanl

Pre-Shared Key: 123454678

Phase 1

Negofiation Mode: main

Encryption Algorithm: aes128

Authentication Algorithm:  sha

Key Group: DH2

SA Life Tme:

NAT Traversal:

Dead Peer Detection
[DPD):

Phase 2
Active Protocol:
Encapsulation:

Encryption Algorithm:

Authentication Algorithm:

SA Life Tme:

Perfect Forward Secre{}&{
[PFS):

Policy

Local Policy (IP/Mask): 0.0.0.0 / 255.255.255.0

Remote Policy (IP/Mask):  Any

Nailed-Up: false

Now if you are doing first time installation of this device, you may click this portal.myzyxel.com link

and to register this device and activate trial service of advanced secutity features.(You need fo have
intemet access to register)

Click Close to exit the wizard.

ZyWALL USG Series User's Guide

134



Chapter 4 Easy Mode

4.8 VPN Settings for L2TP VPN Settings Wizard

Use VPN Settings for L2TP VPN Settings to set up an L2TP VPN rule. Click Configuration > Quick Setup >
VPN Settings and select VPN Settings for L2TP VPN Settings to see the following screen.

Figure 105 VPN Settings for L2TP VPN Settings Wizard: L2TP VPN Settings

Initial Setup Wizard

VPN

A VPN creates secure communication between remote locations. Please select the type of VPN tunnel you wish to
sefup.

Note: Click "Launch” button will close this Wizard and launch selected VPN Quick Setup Wizard for VPN Setfings.

IPSec VPN Settings
IPSec VPN Settings for Configuration Provisioning
(=) VPN Settings for L2TP VPN Settings

9
L2TP VPN
=)
Exit < Back Launch

Click Next to continue the wizard.
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4.8.1 L2TP VPN Settings

Figure 106 VPN Settings for L2TP VPN Settings Wizard: L2TP VPN Settings

¥ VPN Setup Wizard

VPN Setup Wizard

VPN Seftings » General Settings * Wizard Completed
2 3
L2TP VPN Settings
Rule Name: EZMODE_VPN_L2TP
Phase 1 Setting
My Address (inferface): wanl
Authentication Method

Pre-Shared Key: 12345678

¢ Rule Name: Type the name used to identify this L2TP VPN connection (and L2TP VPN gateway). You
may use 1 -31 alphanumeric characters, underscores (_), or dashes (-), but the first character cannot
be a number. This value is case-sensitive.

* My Address (interface): Select one of the interfaces from the pull down menu to apply the L2TP VPN
rule.

* Pre-Shared Key: Type the password. Both ends of the VPN tunnel must use the same password. Use up
to 128 case-sensitive ASCII characters or up to 128 pairs of hexadecimal (*0-9", “A-F") characters.
Proceed a hexadecimal key with "0x". You will receive a PYLD_MALFORMED (payload malformed)
packet if the same pre-shared key is not used on both ends.

Click Next to continue the wizard.
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4.8.2 L2TP VPN Settings 2

Figure 107 VPN Settings for L2TP VPN Settings Wizard: L2TP VPN Settings
7 VPN Setup Wizard %
#

VPN Setup Wizard

VPN Settings » General Settings > Wizard Completed
1 2 3

L2TP VPN Settings

IP Address Pool: RANGE » 8
Starting IP Address: 0.0.0.0
End IP Address: 0.0.0.0

First DMS Server (Optional):
Second DNS Server (Optional):

Allow L2TP traffic Through WAN

[ < Back ” Next = ]

¢ IP Address Pool: Select Range or Subnet from the pull down menu. This IP address pool is used to
assign to the L2TP VPN clients.

 Starting IP Address: Enter the starfing IP address in the field.
e End IP Address: Enter the ending IP address in the field.

¢ First DNS Server (Optional): Enter the first DNS server IP address in the field. Leave the filed as 0.0.0.0 if
you do not want fo configure DNS servers. If you do not configure a DNS server you must know the IP
address of a machine in order to access it.

¢ Second DNS Server (Optional): Enter the second DNS server IP address in the field. Leave the filed as
0.0.0.0 if you do not want to configure DNS servers. If you do not configure a DNS server you must
know the IP address of a machine in order to access it.

* Allow L2TP traffic Through WAN: Select this check box to allow fraffic from L2TP clients to go to the
Internet.

Click Next to contfinue the wizard.

Note: DNS (Domain Name System) is for mapping a domain name to its corresponding IP
address and vice versa. The DNS server is extremely important because without it, you
must know the IP address of a computer before you can access it. The Zyxel Device
uses a system DNS server (in the order you specify here) to resolve domain names for
VPN, DDNS and the time server.

4.8.3 VPN Settings for L2TP VPN Setting Wizard — Summary

This is a read-only summary of the L2TP VPN seftings.
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Figure 108 VPN Settings for L2TP VPN Settings Advanced Settings Wizard: Summary

¥ VPN Setup Wizard

VPN Setup Wizard

Wizard Type * VPN Seffings » wizard Completed
1 =
2

Express Settings
Summary
Rule Name: EZMODE_VPN_L2TP
Secure Gateway: Any
Pre-Shared Key: 12345678
My Address (inferface): wan1
IP Address Pool: RANGE, 0.0.0.0 - 0.0.0.0

Click "Save" button to write the VPN configuration o ZyWALL.

Summary

¢ Rule Name: Identifies the L2TP VPN connection (and the L2TP VPN gateway).

* Secure Gateway "Any” displays in this field because it is not configurable in this wizard. It allows
incoming connections from the L2TP VPN Client.

* Pre-Shared Key: L2TP VPN tunnel password.
* My Address (Interface): This displays the interface to use on your Zyxel Device for the L2TP tunnel.
¢ IP Address Pool: This displays the IP address pool used to assign to the L2TP VPN clients.

Click Save to complete the L2TP VPN Setting and the following screen will show.
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4.8.4 VPN Settings for L2TP VPN Setting Wizard Completed

Figure 109 VPN Settings for L2TP VPN Settings Wizard: Finish

“{ VPN Setup Wizard

VPN Setup Wizard

Wizard Type » VPN Settings » Wizard Completed
1 2 3
L2TP VPN Settings

Congratulafions. The VPN Access wizard is completed
Summary

Rule Name: EZMODE_VPN_L2TP

My Address (interface): wanl

Pre-Shared Key: 12345678

IP Address Pool: RANGE, 0.0.0.0 - 0.0.0.0

Now if you are doing first time installation of this device, you may click this portal.myzyxel.com link and
to register this device and activate frial service of advanced security features.(You need fo have
infemet access o register)

Now the rule is configured on the Zyxel Device. The L2TP VPN rule settings appear in the VPN > L2TP VPN
screen and also in the VPN > IPSec VPN > VPN Connection and VPN Gateway screen. S
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Port Forwarding

Figure 110 Port Forwarding > Wizard 1

Port Forwarding Wizard

You can make LAN clients accessible from the Internet by forwarding the services (ports) to it. First, select the client that
you would like to forward a service/port to. Next, select the service/port you would like to forward to your client from the
service List.

You can use the pencil icon to add a client or a service list.

Client List&” | ML)

Available

Port Forwarding List

Name IP Address Services

Next >

NAT port forwarding allows the Zyxel Device to direct incoming fraffic from the Internet to the correct
virtual server in your network. Even though the NAS is in your local network receiving the protection of
the Zyxel Device, you can still access that NAS using these services from anywhere outside your network.

NAS

| @LAN | _WAN AR
— T Ay
Server :
—_— ! PC

For example, if you have a NAS server in your network that you or other people need access to from
outside your network, select the IP address of the NAS from Client. Then, select the service(s) that your
NAS provides (for example FTP, HTTP, HTTPS) from the Available box and use the right arrow to move
each service to the Member box.

ZyWALL USG Series User's Guide

140



Chapter 4 Easy Mode

4.9.1 Port Forwarding > Add Client

Click the Edit icon next to Client List if you cannot see the client in the list. In the pop-up screen, you can
add a new client by entering its Name, IP Address and MAC Address.

Add a Client Device Q

Input client information to add this client into the client list.

Add to Interface: * LANA

IP Address: 192 168.1. |:| o
MAC Address: |@
Name:

A client or device in your network acting as a server for forwarded services (for example, the NAS) needs
to have a static address. If the client selected does not have a static IP address, the IP address may
change when the client reboots, so the Zyxel Device may not be able to find it. If this happens, check
for the new IP address of the client. Then add the new IP address by clicking the Edit icon next to Client
List and entering it in the pop-up screen.

4.9.2 Port Forwarding > Add Service

Click the Edit icon next to Service List if you cannot see the service in the list. In the pop-up screen, click
Add, then enter the service name and port range that defines the service. For example, if you have a
FileZilla Server in your network, then enter FileZilla Server as the Service Name, 14147 as the Starting Port
and 14147 as the Ending Port.

User Defined Port Q

Service Name Starting Port(1..65535) | Ending Port(1...

Cancel

4.9.3 Port Forwarding > UPnP

The Zyxel Device supports both UPnP (Universal Plug and Play) and NAT-PMP (NAT Port Mapping
Protocol) to permit networking devices to discover each other and connect seamlessly. An enabled-
UPnP or NAT-PMP device can dynamically join a network, obtain an IP address, convey its capabilities
and learn about other devices on the network. If you have a service that requires UPNP or NAT-PMP,
such as a game server, then select Enable UPnP in this screen and click Refresh. All UPnP-enabled or
NAT-PMP-enabled devices may communicate freely with each other without additional configuration.
Do not select Enable UPNP if this is not your intention.
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Click Finish fo complete the Port Forwarding Wizard.

Port Forwarding Wizard

Some services and network appliances use UPnP to dynamically configure network access. Many game consoles
required UPNP fo fully support online gaming.

The USG supports both UPNP and NAT-PMP to permit networking devices to discover each other and connect
seamlessly.

Enable UPnP

UPNP Port Status

Remote Host

External Port Internal Port Internal Client

Finish

4.10 Wi-Fi and Guest Network Wizard

Figure 111 Wi-Fi and Guest Network Setup

Wi-Fi and Guest Network Wizard

Wi-Fi Network Setup

You can enable the settings even if your USG does not Include a wireless LAN module. A manageable Zyxel AP,
such as the NWA and WAC series, will be added to this network automatically after connection.

The Guest Wi-Fi Network dllows Internet access only. Access to other clients in the Guest WiFl network is restricted to
4 hours by default, and then disabled automatically. You can change the time duration below.

~" Enable Wi-Fi Network
Wi-Fi: Lyxel_Wi-Fi
Password: 123456789

Enable Guest Wi-Fi Network
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Select Enable Wi-Fi Network if you want wireless devices to be able to wirelessly access the Zyxel Device
and all resources connected to the Zyxel Device. Configure a descriptive name of from 1 to 32 alpha-
numeric characters, hyphens or underscores (0-z A-Z 0-9 —_) for the wireless network name (Wi-Fi). Set a
Password of between 8 and 63 printable ASCII characters (including spaces and symbols) or 64
hexadecimal characters (0-9 a—f) that wireless users will have to enter for access to the Zyxel Device
wireless network.

Select Enable Guest Wi-Fi Network if you want wireless devices to only be able to wirelessly access the
Internet via the Zyxel Device for up to the period specified in Duration. Configure a descriptive name of
from 1 to 32 alpha-numeric characters, hyphens or underscores (a-z A-Z 0-9 —_) for the wireless network
name (Wi-Fi). Set a Password of between 8 and 63 printable ASCII characters (including spaces and
symbols) or 64 hexadecimal characters (0-9 a-f) that wireless users will have to enter for access to the
Zyxel Device Guest wireless network.

The Guest Wi-Fi Network allows Internet access for up to the period specified in Duration. Wireless users
will have to log in again if the time has elapsed.

The Zyxel Device uses WPA2-PSK with AES encryption so wireless clients must be able to support AES
encryption to wirelessly connect to the Zyxel Device using WPA2-PSK.

4.10.1 Guest LAN (Wired Network)

Figure 112 Wi-Fi and Guest Network Setup

Wi-Fi and Guest Network Wizard

Guest LAN (Wired Network)

Enabling Guest Network for a wired client will change P3 from the LAN zone to the Guest zone. Intemet-only
access is allowed for clients in the Guest zone. Access to other LAN zones or wired clients is restricted.

oMM s

=oN
POWER Mof OONSOLE USB WAN LANIDMZ RESET

Enable Guest Network (for wired clients)

@ Note:When Guest Network is enabled, the P3 (OPT) interface will become the guest interface.
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Select Enable Guest Network (for wired clients) to convert the OPT or P6 port (depending on your model)
to be a guest port and isolate it from the LAN/DMZ ports. Devices connected o the guest port are
allowed Internet access only and do not have access to networks connected to the other ports.

Internet

o o

FoNIN ..

R Mo COnS

LAN | DMZ Guest
Local User

LAN i OMZ Guest
Local User

When the OPT or P6 port is not a guest port, then guest devices connected to that port can communi-
cate with all networks, including devices connected fo the LAN/DMZ ports. To avoid this, make sure
Enable Guest Network (for wired clients) is selected and that guest devices are only connected to the
OPT or P6 port on the Zyxel Device.
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4.10.2 Connecting AP Scenarios

If you connect an AP to a LAN port, then users can use the AP’s SSID to wirelessly access all wired

resources connected to the LAN ports and Internet access.
T

L A |

A~

Internet

2V 28
' o~ i I - --i ®
Wan . LANTMG

POWER Ao CONSOLE USB JOPTIPE RESET

Byshem A A ystars  Burvas ((I))
LAN / DMZ oz
Resource Laptop \\& 2 Guest
e &
Local User

Liptop W 2/ Guest

S

l.o:al.!ur
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If you connect an AP to the Guest port, then users can use the AP’s SSID to wirelessly access all wired
resources connected to the Guest port (only) and Internet access. You must select both Enable Guest
Wi-Fi Network and Guest LAN (Wired Network).

Internet

O=
o=
e STy File
Sarver Sharing
u AR, Lo o

) L — ®)

He

g
3

X

LAN /DMZ
Resource

r
11
;
((EI
o ¢
o
2

Local User

Laptop W 2/ Guest

4.11 Security Service Wizard

Figure 113 Register First

Warning Message

Security Service allows your USG to greatly improve its
security capabilities.

Your device is not registered or does not have any services licensed.

Please go to portal.myzyxel.com to register and manage your
services first and run the UTM wizard again.

You must first register the Zyxel Device at portal.myzyxel.com and activate licenses for required services.
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Figure 114 Security Service Wizard 1 - Service License Status

Security Service Wizard
Security Service (Content Filter, IDP, Anti-Virus)

Security Service allows your USG to greatly improve its security capabilities. The following items enable the services with
basic settings.

Grayed out services are not licensed yet. Please go to portal.myzyxel.com to register and manage your services.

Service License Status

Content Filter: Licensed
IDP Signature: Not Licensed
Anti-Virus: Not Licensed

[% Note:If what you see is not what you expect, wait a minute and click refresh again.

Next >

This screen shows if you have registered your Zyxel Device at portal.myzyxel.com. After you register your
Zyxel Device, you can register for the services supported by your model. For example, some models only
support content filtering.

¢ Content Filtering (to block websites by category, such as Gambling)
* IDP (to recognize and drop traffic with Intrusion, Detection & Protection attack patterns)

¢ Anti-Virus (to detect virus patterns in files)

Click Refresh and wait a few moments for the registration information to update in this screen. If the
page does not refresh, make sure the Internet connection is working and click Refresh again. To check
your Internet connection, try to access the Internet from a computer connected to a LAN port on the
Zyxel Device. If you cannot, then check your Internet access settings on the Zyxel Device.
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4.11.1 Security Service Wizard 2 — Content Filter Categories

Figure 115 Security Service Wizard 2 — Content Filter Categories

Security Service Wizard

Content Filter

~ Enable Content Filter with following contents blocked

Adult Related Liability Concerns Social Interaction
Nudity Child Abuse Images Chat
Pornography/Sexually Explicit Criminal Activity Dating & Personals
Tasteless Gambling Instant Messaging
Leisure Hate & Intolerance Social Networking
Games llegal Drugs Commerce
Streaming Media & Downloads llegal Software Job Search
Peer to Peer Weapons Advertisements & Pop-Ups
Technology Violence Information Related
Hacking Sex Education

Configure licensed (non-grayed-out) services in this screen. After you buy a license for a service, you
must activate it at myZyxel. Make sure the Zyxel Device Internet connection is working correctly.

Select Enable Content Filter with following contents blocked to block websites by category, such as
Chat websites. Note that if you select Chat, the Content Filter blocks chat websites and not chat apps.
Therefore, the Skype app can still be used although the Skype website would be blocked. Select the
categories you want to block.

e Adult Related

* Nudity: Sites that contain full or partial nudity that are not necessarily overtly sexual in intent.
Includes sites that advertise or sell lingerie, infimate apparel, or swim wear. For example,
www.easyshop.com.tw, www.faster-swim.com.tw, image.baidu.com.

¢ Pornography/Sexually Explicit: Sites that contain explicit sexual content. Includes adult products
such as sex toys, CD-ROMs, and videos, adult services such as videoconferencing, escort services,
and strip clubs, eroftic stories and textual descriptions of sexual acts. For example,
www.dvd888.com, www.18center.com, blog.sina.com.tw.

¢ Tasteless: Sites with offensive or tasteless content such as bathroom humor or profanity. For
example, comedycentral.com, dilbert.com.

e |eisure

» Games: Sites relating to computer or other games, information about game producers, or how to
obtain cheat codes. Game-related publication sites. For example, www.gamer.com.iw,
www.wowtaiwan.com.tw, tw.lineage.gamania.com.
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» Streaming Media & Downloads: Sites that deliver streaming content, such as Internet radio, Internet
TV or MP3 and live or archived media download sites. Includes fan sites, or official sites run by
musicians, bands, or record labels. For example, www.youtube.com, pfp.sina.com.cn,
my.xunlei.com.

* Peer to Peer: Sites that enable direct exchange of files between users without dependence on a
central server. For example, www.eyny.com.

* Technology

¢ Hacking: Sites that promote or give advice about how to gain unauthorized access to proprietary
computer systems, for the purpose of stealing information, perpetrating fraud, creating viruses, or
committing other illegal activity related to theft of digital information. For example,
www.hackbase.com, www.chinahacker.com.

¢ Liability Concerns

* Child Abuse Images: Sites that portray or discuss children in sexual or other abusive acts. For
example, a.vuzhijia.info.

» Criminal Activity: Sites that offer advice on how to commit illegal or criminal activities, or to avoid
detection. These can include how to commit murder, build bombs, pick locks, and so on. Also
includes sites with information about illegal manipulation of electronic devices, hacking, fraud and
ilegal distribution of software. For example, www.hackbase.com, jia.hackbase.com,
ad.adver.com.tw.

* Gambling: Sites that offer or are related to online gambling, lottery, casinos and betting agencies
involving chance. For example, www.taiwanlottery.com.tw, www.i-win.com.tw, www.hkjc.com.

¢ Hate & Intolerance: Sites that promote a supremacist political agenda, encouraging oppression of
people or groups of people based on their race, religion, gender, age, disability, sexual orientation
or nationality. For example, www.racist-jokes.com, aryan-nations.org, whitepower.com.

¢ lllegal Drugs: Sites with information on the purchase, manufacture, and use of illegal or recreational
drugs and their paraphernalia, and misuse of prescription drugs and other compounds For
example, www.cannabis.nef, www.amphetamines.com.

* lllegal Software: Sites that illegally distribute software or copyrighted materials such as movies or
music, software cracks, illicit serial numbers, illegal license key generators. For example,
www.zhaokey.com.cn, www.tiansha.net.

e Weapons: Sites that depict, sell, review or describe guns and weapons, including for sport. For
example, www.ak-47.net, warfare.ru.

* Violence: Sites that contain images or text depicting or advocating physical assault against
humans, animals, or institutions. Sites of a particularly gruesome nature such as shocking depictions
of blood or wounds, or cruel animal tfreatment. For example, crimescene.com, deathnet.com,
michiganmilitia.com.

¢ Social Interaction

¢ Chat: Sites that enable web-based exchange of real time messages through chat services or chat
rooms. For example, me.sohu.com, blufiles.storage.live.com.

* Dating & Personals: Sites that promote networking for interpersonal relationships such as dating and
marriage. Includes sites for match-making, online dating, spousal infroduction. For example, www.i-
part.com.tw, www.imatchi.com.

¢ Instant Messaging: Sites that enable logging in to instant messaging services such as ICQ, AOL
Instant Messenger, IRC, MSN, Jabber, Yahoo Messenger, and the like. For example,
www.meebo.com, www.aim.com, www. ebuddy.com.

» Social Networking: Sites that enable social networking for online communities of various topics, for
friendship, dating, or professional reasons. For example, www.facebook.com, www.flickr.com,
www.groups.google.com.

e Commerce
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* Job Search: Sites containing job listings, career information, assistance with job searches (such as
resume writing, interviewing tips, etc.), employment agencies or head hunters. For example,
www.104.com.tw, www.1111.com.tw, www.yes123.com.tw.

* Advertisements & Pop-Ups: Sites that provide advertising graphics or other ad content files such as
banners and pop-ups. For example, pagead2.googlesyndication.com, ad.yieldmanager.com.

* Information Related

¢ Sex Education: Sites relating to sex education, including subjects such as respect for partner,
abortion, gay and lesbian lifestyle, contraceptives, sexually fransmitted diseases, and pregnancy.
For example, apps.rockyou.com, www.howmama.com.tw, www.mombaby.com.tw.
Select Enable IDP to drop traffic with recognized Intrusion, Detection & Protection attack patterns.

Select Enable Anti-Virus to detect virus patterns in files.

4.11.2 Security Service Wizard 3 — Websites

Figure 116 Security Wizard 3 - Trusted and Forbidden Websites

Security Service Wizard

Specific Web Sites (URL) Filter

You can also create a list of good(trusted) web sites and a list of bad(forbidden) web sites to the filter list.

Trusted Web Sites

Trusted Web Sites
T

Forbidden Web Sites

Forbidden Web Sites
m ||

< Back

Here, you can create a list of good (trusted) web site addresses and a list of bad (forbidden) web site
addresses. Click Add to create a new trusted or forbidden web site. Enter host names such as
www.good-site.com or www.bad-site.com into this text field. Do not enter the complete URL of the site —
that is, do not include “http://”. All sub-domains are allowed. For example, entering “*zyxel.com” also

allows or forbids “www.zyxel.com”, “partner.zyxel.com”, "“press.zyxel.com”, and so on. You can also
enter just a top level domain. For example, enter “*.com” to allow or forbid all .com domains.

Use up to 127 characters (0-9a-z-). The casing does not matter. **" can be used as a wild-card to
match any string. The enfry must contain at least one period *.” or it will be invalid.

Click the trash can to remove a trusted or forbidden web site.
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4.11.3 Security Service Wizard 4 — Exemptions

Figure 117 Security Wizard 4 — Exemptions

Security Service Wizard

Content Filter Exemption List

Please choose the device in the client list below that you would like to bypass the content filter policy. If your device is not
listed below, you can manually add it by clicking on the "Add Client Address" button.

Exemption_list

=== Address Object ===

EZ_1.23 6 4(123.64)

EZ 145 6(14.5.6)

Add Client Address

< Back Next >

Select devices which are exempted from content file category and trusted/forbidden web site policies.
Click Add Client Address under Client List if you cannot see the client fo exempt in the list. In the pop-up
screen, you can add a new client by entfering its Name, IP Address and MAC Address.

Add a Client Device Q

Input client information to add this client into the client list.

Add to Interface: o LAN1

IP Address: w81 [ |@
MAC Address: |@
Name:

Cancel
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4.11.4 Security Service Wizard 5 - IDP/AV

Figure 118 Security Wizard 5 - IDP/AV

Security Service Wizard

IDP
An IDP system can detect malicious or suspicious packets and respond instantaneously.
Enable IDP to protect your network against network-bassed instrusion
_ | Enable IDP
Current Version:  3.1.4.169
Released Date: 2015-11-18 04:58:17 (UTC+00:00)

Anti-Virus
Use Anti-Virus feature to protect your connected network from virus/apyware infection
_| Enable Anti-Virus
Current Version: 2.0.1.237
Released Date: 2015-11-20 00:23:57 (UTC+00:00)

Update Signature Now

< Back Finish

IDP (Intrusion, Detection and Prevention) consists of a set of signatures which examine packet content
for known malicious data. You need to subscribe for IDP service in order to be able to download new
signatures. It's important to keep the signatures up to date as new types of malicious data are
constantly evolving.

Use the Zyxel Device's Anti-Virus (AV) feature to protect your connected network from virus/spyware
infection. A computer virus is a small program designed to corrupt and/or alter the operation of other
legitimate programs. A wormis a self-replicating virus that resides in active memory and duplicates itself.
Zyxel Device's Anti-Virus consists of a set of signatures which examine packet content for known viruses
and worms. You need to subscribe for AV service in order to be able to download new signatures. It's
important to keep the signatures up to date as new viruses and worms are constantly evolving.
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4.12 MyZyxel Portal

Figure 119 MyZyxel Portal

lyzyxel.com/ users/sign_in ¢ |[Q searcn |

ZY>( E L I myzyxel

Easy register, eqasy access, easy manage

A centrally managed portal for unlocking your business potential.

i----@zyxelcom.tw

[0 Remember Me

Sign Up / Forgot Password / Resend Confirmation

myZyxel is Zyxel's online services center where you can register your Zyxel Device and manage
subscription services available for the Zyxel Device. To update signature files or use a subscription
service, you have to register the Zyxel Device and activate the corresponding service at myZyxel
(through the Zyxel Device).

Use the MyZyxel Portal link to create an account at myZyxel.

Then, register your device. You may need your Zyxel Device's serial number and LAN MAC address to
register it at myZyxel. Refer to the myZyxel web site's on-line help for details.

To have the Zyxel Device use subscription services, please purchase an iCard and enter the license key
from it at MyZyxel Portal (through the Zyxel Device).
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4.13 One Security Portal

Figure 120 One Security Portal

LEARN MORE FROM US

SISLL~18
... fEEY

THOL 5

RECENT SECURITY UPDATES

Click here 1o view entire table

OneSecurity is a website with guidance on configuration walkthroughs, tfroubleshooting, and other
information. In the Zyxel Device advanced menus, you will see icons that link to OneSecurity
walkthroughs, troubleshooting and so on as shown in the following table.

Table 27 OneSecurity Links

ONESECURITY ICON SCREEN

Configuration Walkthrough

= Confi guratinn Click this icon to go to a series of screens that guide you how to configure the
— feature. Note that the walkthroughs do not perform the actual configuring, but
Walkthrough just show you how to do it.

Troubleshooting

@ Troubl Eshnﬂting Elgrggiiiceon to go to a series of screens that guide you how to fix problems with

Application Patrol

B .m Application Click this icon for more information on Application Patrol, which identifies traffic
] u that passes through the Zyxel Device, so you can decide what to do with specific
" Fatrol types of traffic. Traffic not recognized by application patrol is ignored.

Content Filter

Content Filt Click this icon for more information on Content Filter, which controls access to
ontent Fiter specific web sites or web content.

Intrusion Detection

Intrusion Click this icon for more information on Intrusion Detection which can detect
Detection malicious or suspicious packets used in network-based intrusions.
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Table 27 OneSecurity Links (confinued)

ONESECURITY ICON

SCREEN

Anti-Virus

@ Anti-Virus

Click this icon for more information on Anti-Virus, which checks traffic flows
through your network for known virus and spyware signature patterns.

Anfi-Spam

E Anti-Spam

Click this icon for more information on Anti-Spam which can mark or discard
spam (unsolicited commercial or junk e-mail) and e-mail from certain servers
suspect of being used by spammers.

VPN
a VPN

Click this icon for more information on IPSec and SSL VPN. Internet Protocol
Security (IPSec) VPN connects IPSec routers or remote users using IPSec client
software. SSL VPN allows users to use a web browser for secure remote user login
without need of a VPN router or VPN client software.

Download VPN Client

ﬁ Download
VPM Client

Click this icon to download VPN client software.
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CHAPTER 5
Quick Setup Wizards

5.1 Quick Setup Overview

The Web Configurator's quick setup wizards help you configure Internet and VPN connection settings.
This chapter provides information on configuring the quick setup screens in the Web Configurator. See
the feature-specific chapters in this User's Guide for background information.

In the Web Configurator, click Configuration > Quick Setup to open the first Quick Setup screen.

Figure 121 Quick Setup

1 Quick Setup *

® @ %

Advance VPN Setup
For creafing

< WAN Interface

Click this link to open a wizard to set up a WAN (Internet) connection. This wizard creates matching ISP
account seftings in the Zyxel Device if you use PPPoOE or PPTP. See Section 5.2 on page 157.

< Remote Access VPN Setup

Click this link to open a wizard to configure a VPN (Virtual Private Network) rule for a secure
connection to another computer or network. Zyxel VPN Client creates a full or split funnel VPN rule for
clients with SecuExtender IPSec. L2TP over IPSec Client creates full tunnel VPN rule for clients with
supported mobile devices. See Section 5.3 on page 163.

= VPN Setup

Click this link to open a wizard to configure an Express VPN policy or Advanced VPN policy. Express
VPN policy creates a VPN rule with the default phase 1 and phase 2 settings using a pre-shared key.
Advanced VPN policy creates a VPN rule by changing the default settings and/or use certificates
instead of a pre-shared key in the VPN rule. See Section 5.5 on page 173.
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* Wizard Help

If the help does not automatically display when you run the wizard, click the arrow to display it.
1 Guick Setup »
Help

WAN Interface

WAN Interface Quick Setup

Welcoms Use thase scréans to

The later steps will guide you 1o setup the Infemet connection, Herlace fo conne:
- Choose Ethamat

Enter WAN Settings
= WAN Configurafion Summaory

Click 'Next to start,

5.2 WAN Interface Quick Setup

Click WAN Interface in the main Quick Setup screen to open the WAN Interface Quick Setup Wizard
Welcome screen. Use these screens to configure an interface to connect to the Internet. Click Next.

Figure 122 WAN Interface Quick Setup Wizard

Welcome

The later steps will guide you to setup the Internet connection:
- Choose Ethernet

- Enter WaN Settings

- wWaN Configuration Surnmary

Click "Mext" to start,

5.2.1 Choose an Ethernet Interface

Select a WAN interface (names vary by model) that you want to configure for a WAN connection and
click Next.
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Figure 123 Choose an Ethernet Interface

| )

WAN Interface

Choose Ethernet > Enter WAN Settings > WAN Configuration Summary
1 2 3

Ethernet
Ethernet Selection: | q

o>

5.2.2 Select WAN Type

WAN Type Selection: Select the type of encapsulation this connection is to use. Choose Ethernet when
the WAN port is used as a regular Ethernet.

Otherwise, choose PPPOE, PPTP or L2TP for a dial-up connection according to the information from your
ISP.

Figure 124 WAN Interface Setup: Step 2

] Quick Setup [x

&«

WAN Interface T
=

Choose Ethemet > Enter WAN Seftings * WAN Configuration Summary

1 9 3
IP Address Assignment
WAN Type Selection: Ethemet v

<Back Next >

The screens vary depending on what encapsulation type you use. Refer to information provided by your
ISP to know what to enter in each field. Leave a field blank if you do not have that information.

Note: Enter the Internet access information exactly as your ISP gave it o you.
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5.2.3 Configure WAN IP Settings

Use this screen to select whether the interface should use a fixed or dynamic IP address.

Figure 125 WAN Interface Setup: Step 2 Ethernet Dynamic IP
i quick setwp

WAN Interface

Choose Ethemet »* Enter WAN Settings > WAN Configuration Summary
3

1 2
Interface
WAN Interface: gel
Zone; WAN
IP Address Assignment: | utn 2

ext >

I8

Figure 126 WAN Interface Setup: Step 2 Ethernet Static IP

1. Quick Sefup

dllH‘;"t-I:x_

WAN Interface

Choose Ethemet » Enter WAN Seftings » WAN Configuration Summary
5

! 2
ISP Parameters
Encapsulation: Ethernet
IP Address Assignment
WAN Interface: wanl

Ione:

IP Adldress:

IP Subnet Mask: |255.255.255.0
Gateway IP Address: (Optional)
First DNS Server:

Second DNS Server:

<Back MNexi >

* WAN Interface: This is the inferface you are configuring for Internet access.
e Zone: This is the security zone to which this interface and Internet connection belong.

e |P Address Assignment: Select Auto If your ISP did not assign you a fixed IP address.
Select Static if you have a fixed IP address and enter the IP address, subnet mask, gateway IP address

(optional) and DNS server IP address(es).
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5.2.4 ISP and WAN and ISP Connection Settings

Use this screen to configure the ISP and WAN interface settings. This screen is read-only if you select
Ethernet and set the IP Address Assignment to Auto. If you set the IP Address Assignment to static and/or
select PPTP or PPPoE, enter the Internet access information exactly as your ISP gave it to you.

Note: Enter the Internet access information exactly as your ISP gave it to you.

Figure 127 WAN and ISP Connection Settings: (PPTP)

ISP Parameters

Encopsulation: FPTP
Authenfication Type: Chaop/FAP PV
User Name : @ ©®
Password: @Q)
Retype to Confirm: @@‘
[ Nailed-Ug

Idle timsout: 100 Seconds

PPTP Configuration

Base Interfacs: wanl

Base IF Address: 0.000 L]

IF Subnet Mask: 255.255.2550

Gateway IF Address: [Optional)
Server IP: 0.000 L]
Connection ID: [Optional)

IP Address Assignment

WAN Interfoce: wanl_ppp

Ione: WAN

IF Adgress: 0.000 L]

Gateway IF Address: [Optional)
First DN3 Server:

Second DNS Server:

= Back =xi =
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Figure 128 WAN and ISP Connection Settings: (PPPOE)

ISP Parameters
Encapsulation:
Service Name:
Authentication Type:
User Name :
Password:

Retype to Confirm:
[ Nailed-Up

Idle timeout:

IP Address Assignment
WAN Interface:
Zone:
IP Address:
Gateway IP Address:
First DNS Server:

Second DNS Server:

Notﬁ

PPPoE

(Optional)
Chap/PAP v
o]0
Lo
Lo

100 Seconds

wan1_ppp
WAN

0.0.0.0 @

(Optional)

Configure PPPoE will change ethernet interface ip address as 0.0.0.0.

< Back

m

diaH | 2

Figure 129 WAN and ISP Connection Settings: (L2TP)

ISP Parameters
Encopsulation:
Authenfication Type:
User Name -
Password:

Retype to Confirm:
[ Maisd-Ug

Idle timeout:

Base Interfacs:
IF Subnet Mask:
Gateway IP Address:

Server IP:

IP Address Assignment
WAN Interface:
Lone:
IF Adgress:
Gateway IP Address:
First DN3 Server:

Second DNS Server:

LZTP

Chap/FAP -
——
Lo
—

100 Seconds
wan]
255.255.2550
[Optional]
0000 @
_ppo
0000 @
[Optional]

-

* ISP Parameter: This section appears if the interface uses a PPPoE or PPTP Internet connection.

* Encapsulation: This displays the type of Internet connection you are configuring.

¢ Service Name: Type the PPPoE service name if you were given one by your ISP.
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* Authentication Type: Use the drop-down list box to select an authentication protocol for outgoing
calls. Options are:

e CHAP/PAP - Your Zyxel Device accepts either CHAP or PAP when requested by this remote node.
* CHAP - Your Zyxel Device accepts CHAP only.

* PAP - Your Zyxel Device accepts PAP only.

¢ MSCHAP - Your Zyxel Device accepts MSCHAP only.

* MSCHAP-V2 - Your Zyxel Device accepts MSCHAP-V2 only.

¢ User Name: Type the user name given to you by your ISP. You can use alphanumeric and —_@$ . /
characters, and it can be up to 31 characters long.

¢ Password: Type the password associated with the user name above. Use up to 64 ASCII characters
except the [] and 2. This field can be blank.

* Retype to Confirm: Type your password again for confirmation.
¢ Nailed-Up: Select Nailed-Up if you do not want the connection to time out.

* Idle Timeout: Type the time in seconds that elapses before the router automatically disconnects from
the PPPOE server. 0 means no timeout.

* PPTP Configuration: This section only appears if the intferface uses a PPTP Internet connection.

¢ Base Interface: This displays the identity of the Ethernet interface you configure to connect with a
modem or router.

* Base IP Address: Type the (stafic) IP address assigned to you by your ISP.

¢ |P Subnet Mask: Type the subnet mask assigned to you by your ISP (if given).

¢ Gateway IP Address: For PPTP or L2TP, type the gateway IP address if you were given one by your ISP.
e Server IP: Type the IP address of the PPTP server.

¢ Connection ID: Enfer the connection ID or connection name in this field. It must follow the "c:id" and
"n:name" format. For example, C:12 or N:My ISP. This field is optional and depends on the
requirements of your DSL modem. You can use alphanumeric and —_: characters, and it can be up
to 31 characters long.

IP Address Assignment

¢ WAN Interface: This displays the identity of the interface you configure to connect with your ISP.
* Zone: This field displays to which security zone this interface and Internet connection will belong.

e [P Address: This field is read-only when the WAN interface uses a dynamic IP address. If your WAN
interface uses a static IP address, enter it in this field.

* IP Subnet Mask: If your WAN interface uses Ethernet encapsulation with a static IP address, enter the
subnet mask in this field.

* Gateway IP Address: Type the IP address of the Ethernet device connected to this WAN port.

 First DNS Server / Second DNS Server: These fields only display for an interface with a static IP address.
Enter the DNS server IP address(es) in the field(s) to the right. Leave the field as 0.0.0.0 if you do not
want to configure DNS servers. If you do not configure a DNS server, you must know the IP address of
a machine in order fo access it.

5.2.5 Quick Setup Interface Wizard: Summary

This screen displays an example WAN interface’s settings.
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Figure 130 Interface Wizard: Summary WAN

Congratulations. The Internet Access wizard is completed.

IP Address Assignment

Encapsulation: Ethemet

WAN Interface: gel |

Zone: WAN

1P Address Assignment: Auto

1P Address: 172.21.60.34
1P Subnet Mask: 255.255.254.0
Gatewzy IP Address: 172.21.61.254
First DNS Server: 172.21.51
Second DNS Server: 172.21.65.1

Close

* Encapsulation: This displays what encapsulation this interface uses to connect to the Internet.

¢ Service Name: This field only appears for a PPPoE interface. It displays the PPPOE service name
specified in the ISP account.

e Server IP: This field only appears for a PPTP interface. It displays the IP address of the PPTP server.
¢ User Name: This is the user name given to you by your ISP.

* Nailed-Up: If No displays the connection will not time out. Yes means the Zyxel Device uses the idle
timeout.

* Idle Timeout: This is how many seconds the connection can be idle before the router automatically
disconnects from the PPPoE server. 0 means no timeout.

* Connection ID: If you specified a connection ID, it displays here.

* WAN Interface: This identifies the interface you configure to connect with your ISP.

e Zone: This field displays to which security zone this interface and Internet connection will belong.
* IP Address Assignment: This field displays whether the WAN IP address is static or dynamic (Auto).

e [P Address: This field displays the current IP address of the Zyxel Device WAN interface selected in this
wizard.

* IP Subnet Mask: This field displays the subnet mask of the Zyxel Device WAN interface selected in this
wizard.

* Gateway IP Address: This field displays the IP address of the Ethernet device connected fo this WAN
port.

¢ First DNS Server /Second DNS Server: If the IP Address Assignment is Static, these fields display the DNS
server IP address(es).

5.3 Remote Access VPN Setup Wizard

You can use the Remote Access VPN Setup to configure a VPN (Virtual Private Network) rule for a secure
connection fo another computer or network.

Select Zyxel VPN Client o configure a full or split tunnel VPN rule for clients with SecuExtender IPSec.
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Select L2TP over IPSec Client to configure a full funnel VPN rule for clients with supported mobile devices.
You can download the VPN configuration script and send it fo the remote VPN client along with the pre-
shared key.

5.4 Remote Access VPN Setup - Scenario

The purpose of this wizard is to set up a VPN authentication rule on the Zyxel Device so that approved
remote VPN clients can acquire the VPN rule settings automatically by logging into the Zyxel Device.

Use the Zyxel VPN Client (IKEv2) scenario if the VPN client has SecuExtender IPSec and you want to
create a Full Tunnel or Split Tunnel VPN rule.

Use the L2TP over IPSec Client scenario if the VPN client has a supported mobile device and you want fo
create a Full Tunnel VPN rule only. This scenario supports clients with:

* Windows 10 and later versions.

* iOS 13 and later versions.

* MAC OS 10.12.2 and later versions.

* Android 10.0 and later versions.

Figure 131 Remote Access VPN Setup Wizard Welcome

§ . Remote Access VPN Setup

*

day

Select a scenario to start...

ZyXEL VPN Client (SecuExtender IPSec)

Use the Zyxel VPN Client scenaric if the VPN client has
SecuExtender IPSec and you want to create a Full Tunnel or Split
Tunnel VPN rule.

nternat

Branch Office Gateway 2yxel Cllent

L2TP over IPSec Client (iOS, Windows, Android)

Use the L2TP over IPSec Client scenario if the VPN client has a
supported mobile device and you want to create a Full Tunnel VPN
rule onby.

Internet

R X

Branch Office Gateway 20

5.4.1 Zyxel VPN Client - VPN Configuration

This scenario is for a Zyxel VPN Client with SecuExtender IPSec that wants to create Full Tunnel or Split
Tunnel VPN rule. Use this screen to configure basic settings such as pre-shared key, incoming interface

and funnel mode.
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Figure 132 Zyxel VPN Client: VPN Configuration

11 Remote Access VPN Setup - Zyxel VPN Client (Secubxiender IPSec)

Bl

o VFN Configurafion ﬁ
— a 3

VPN Authentication Method
Extensible Authenticafion Frotocol (EAF)

Incoming Interface
@ Interface ge2 5 172.21.40.24/255 2552520
Domain Name [ IPv4
Certificate for VPN Client
® Auto
Manua
Local Network
@ Full Tunnel
¥ Allow Client VEM Traffic Through WAN
Sphit Tunnel

» Zyxel VPN Client supports Extended Authentication Protocol (EAP) authentication. EAP is important
when connecting to existing enterprise authentication systems.

¢ Choose Interface if you want to use a pre-configured interface on the Zyxel Device. Select an
intferface from the drop-down list box for incoming fraffic to your Zyxel Device.

* Choose Domain Name/ IPv4 if you are using a static IP address or if you are using DDNS to assign the
interface a dynamic IP address. Enter the domain name or the IP address in the text box. For
example, vpn.zyxel.com.

* Choose Auto to have the Zyxel Device generate a certificate from the current wizard settings. This is
the certificate the Zyxel Device uses to identify itself when setting up the VPN funnel.

¢ Choose Manual to select an existing certificate from the drop down list box. This field is not available if
there is no existing certificate for the wizard rule you are configuring.

e Full Tunnel encrypts all traffic through the VPN. Clear Allow Client VPN Traffic Through WAN if you want
to block traffic from the remote client to the Internet. Select Allow Client VPN Traffic Through WAN fo
allow only traffic encrypted by the Zyxel Device from the remote client to the Internet.

¢ Split Tunnel only encrypts traffic going to a networks behind the Zyxel Device. Select the interface to
the LAN, DMZ or guest network from the drop-down list box. Traffic going fo the Internet through this
interface is encrypted. Traffic going fo the Internet from the remote client does not go through the
Zyxel Device and is not encrypted.
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Figure 133 Zyxel VPN Client: VPN Configuration for Zyxel Client
Y1 Remote Access VPN Setup - Zyxel VPN Client (Secubxdender IPSec)

o VPN Configuration 0\"

Zywel ant
1¥2.148.50.1-192.148.50.250

Client Network (1)

IP Address Pool : ® 192.168.50.1-192.168.50.250
@ Custom Defined

First DS Server : ® ZyWALL

@ Custom Defined
Second DNS Server:

Upload Bandwidth Limit
Bandwidth: (1-104857 6Klops)

[ _Close ] <Back ] Next> ]

* The IP Address Pool is used to assign IP addresses to the Zyxel VPN clients. You can define the range of
the IP Address Pool by entering a starting IP address and an ending IP address under Customer
Defined.

* The Domain Name System (DNS) maps a domain name to an IP address and vice versa. The Zyxel
Device uses these o resolve domain names for VPN. The Zyxel Device can act as a DNS proxy.
Alternatively, assign a custom DNS server that is reachable from the network behind the Zyxel Device.

¢ For the Second DNS Server, enter a secondary DNS server's IP address that is checked if the first one is
unavailable.

* Upload Bandwidth Limit is only available for Zyxel subscription-based SecuExtender IPSec VPN clients
with Windows version 5.6.80.007 or later or macOS version 1.2.0.7 or later.

* Use Upload Bandwidth Limit o set the maximum bandwidth for uploading fraffic from Zyxel IPSec VPN
clients over IPSec VPN funnels.You can also change the bandwidth limit in Configuration > VPN >
IPSec VPN > Configuration Provisioning.

5.4.2 Zyxel VPN Client — User Authentication

Use this screen to add users to allow them to access the VPN tunnel.
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Figure 134 Zyxel VPN Client: User Authentication
1. ZyXEL VPN Chent (Secubxender IPSec) =
3
L]
Allowed Local User D
VPN Configuration
Zelect user from the ovoiloble user st and move it fo the member list.
Available Member
=== Objact ===
User Authentication user
+
+
Close < Bock Mext >

¢ Only local users configured on the Zyxel Device can be added to the Member list to be allowed VPN

access in the wizard.
* If you want to add users from external databases, you may modify the rule in Configuration > Object

> User/Group > User > Add A User in Expert Mode.

5.4.3 Zyxel VPN Client - Summary

Use this screen to view the summary of your previous configuration.
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Figure 135 Zyxel VPN Client: Summary

i' IyXEL VPN Client (SecuBxtender IPSec)

Summary
VPN Configuration

Review the summary of the VPN rule setfings and click Sove i they are comrect

User Authentication fifeshared key 21234567

o Summary -

X

disy =

* The default name for the VPN rule created using the wizard is RemoteAccess_Wiz.

* After you click Save, the RemoteAccess_Wiz rule now appears in VPN > IPSec VPN > VPN Connection
and VPN > IPSec VPN > VPN Gateway. If you modify a rule created using the wizard here,
change the name. If you want to rerun the wizard without changing the name, you will be prompted

to overwrite the previously modified VPN rule.

5.4.4 L2TP over IPSec Client — VPN Configuration

This scenario is for a L2TP over IPSec Client with supported mobile devices that wants to create a Full
Tunnel VPN rule only. Use this screen to configure basic settings such as pre-shared key, incoming

interface and tunnel mode.

please

ZyWALL USG Series User's Guide

168




Chapter 5 Quick Setup Wizards

Figure 136 L2TP over IPSec Client: VPN Configuration

i' LITF over IPSec Client (i05. Windows. Android)

x

diay =

o VPN Configuration ﬂ
b | ]

VPN Authentication Method

Incoming Inferface [

@ Interface an! ~|  192.168.1.1/255.255.255.0
(7) Domain Name [ Pv4
Local Network [
Full Tunne!
[¥] Asow L2TP froffic Theough WAN

Close < Back =

* For Pre-Shared Key, enter 8 — 128 alphanumeric characters (0-9, a-z, A_Z) or 8 — 128 pairs of
hexadecimal characters (0-9, A-F) beginning with Ox.

¢ Choose Interface if your are using a stafic IP address. Select an interface from the drop-down list box
to use on your Zyxel Device.

* Choose Domain Name/ IPv4 if you are using a static or dynamic IP address. Enter the domain name in
the text box. For example, vpn.zyxel.com.

* Full Tunnel encrypts all traffic through the VPN. Clear Allow Client VPN Traffic Through WAN if you want

to block remote ftraffic from the remote client to the Internet. Select Allow Client VPN Traffic Through
WAN to allow only fraffic encrypted by the Zyxel Device from the remote client to the Internet.

ZyWALL USG Series User's Guide

169



Chapter 5 Quick Setup Wizards

Figure 137 L2TP over IPSec Client: VPN Configuration for Zyxel Client

i' L2TP owver IPSec Client (i03. Windows. Android) ol
&
.
T
o VPN Configuration [ a
200
IyWALL local Network [
[P Address Poal: @ 192143.50.1-192.148.50.250
Custem Defined
First DNS Sarver : @ TywALL
Custem Defined
S=cond DNE Ierver
Close < Bock MNext =

* The IP Address Pool is used to assign fo the L2TP VPN clients. Alternatively, you can define the range of
the IP Address Pool by entering a starting IP address and an ending IP address under Customer

Defined.

* The Domain Name System (DNS) maps a domain name to an IP address and vice versa. The Zyxel
Device uses these to resolve domain names for VPN. The Zyxel Device can act as a DNS proxy.
Alternatively, assign a custom DNS server that is reachable from then network behind the Zyxel

Device.
¢ For the Second DNS Server, enter a secondary DNS server's IP address that is checked if the first one is
unavailable.

5.4.5 L2TP over IPSec Client — User Authentication

Use this screen to add users to allow them to access the VPN.
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x

Figure 138 L2TP over IPSec Client: User Authentication

i' L2TF owver IPSec Chent (i05. Windows. Android)

disy =

Allowed Local User [

VPN Configuration
Select user from the ovailoble user st and move it fo the member list.

Available Member
=== Objact ===

Uszer Authenfication

Close < Bock MNext =

* Only local users configured on the Zyxel Device can be added to the Member list to be allowed VPN

access in the wizard.
* |If you want to add users from external databases, you may modify the rule in Configuration > Object

> User/Group > User > Add A User in Expert Mode.

5.4.6 L2TP over IPSec Client - Summary

Use this screen to view the summary of your previous configuration.
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Figure 139 L2TP over IPSec Client: Summary

i' L2TP owver IPSec Client (i03. Windows. Android)

X

digy =

Summary
VPN Configuration . _ . ) )
Review the summary of the VPN rule settings and click Sove i they are corect.

FemateAccess LT

o User Authentication Pre-Shared Key 21234567

nterface on1{ 192.168.1.1/255.255.255.0)

o Summary

IyWALL |1

Close < Bock Sove

* The default name for the VPN rule created using the wizard is RemoteAccess_L2TP_Wiz.

* After you click Save, the RemoteAccess_L2TP_Wiz rule now appears in VPN> L2TP VPN. If you modify a
rule created using the wizard here, please change the name. If you want to rerun the wizard without
changing the name, you will be prompted to overwrite the previously modified VPN rule.

5.4.7 L2TP over IPSec Client — Config Provision

Use this screen to download a VPN configuration script to send to VPN clients using supported operating
systems.
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Figure 140 L2TP over IPSec Client: Config Provision

i' L2TP over IPSec Chent (i05. Windows. Android)

X

disy =

Downlood Script
o VPN Configuration

Downioad script fles for the remote mobile devices for VPN configuration.

:, Forics .i.

Uszer Authentication

a For Windows Iil

o Summary

Config Provision

To use the Download Script, your device needs to support:

¢ Windows 8 and later version. For Windows clients, click the link to download the VPN configuration
script and send it to the remote VPN client.

* iOS 13 and later version. For iOS clients, click the link to download the VPN configuration script and
send it fo the client along with the Pre-Shared Key.

* MAC OS 10.12.2 and later version. For iOS clients, click the link to download the VPN configuration
script and send it fo the client along with the Pre-Shared Key.

* For clients with Android 10.0 and later versions or Windows 7, you need fo configure the rule manually.
Send the Pre-Shared Key and the Zyxel Device interface IP or domain name to the client. Users with
Android 10.0 and later versions or Windows 7 must configure an L2TP over IPSec rule on their mobile
device using this information.

5.5 VPN Setup

Use wizards to create Virtual Private Network (VPN) rules. After you complete the wizard, the Phase 1 rule
settings appear in the Configuration > VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule
settings appear in the Configuration > VPN > IPSec VPN > VPN Connection screen.

e Express VPN policy creates a VPN rule with the default phase 1 and phase 2 settings using a pre-
shared key.

* Advanced VPN policy creates a VPN rule by changing the default settings and/or use certfificates
instead of a pre-shared key in the VPN rule.
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Figure 141 VPN Setup Wizard Welcome

§ . ¥PN Setup Wizard

VPN Setup Wizard

> Wizard Completed

Wizard Type > VPN Settings
1 2 3

Welcome

@ VPN Settings
-Wizard Type
-WVPN Settings
- Wizard Completed

) VPN Settings for Configuration Provisioning
-Wizard Type

-VPN Settings
-Wizard Completed

VPN Settings for L2TP VPN Settings
-WPN Settings

- General Settings
-Wizard Completed

Upen completion of the Wizard Setup
i. VPN Tunnel and VPN Gat y are
ii. Policy Route is automatically configuredigenerated

Help 1

VPN Setup Wizard

Use wizards to create Virtual

Erivate Network (VPN rules.

+ VPN Seftings configures a
VPN tunnel for a secure
connection to another
computer or network.

* VPN Settings for
Configuration Provisioning
sets up a VPN rule the
ZyWALLMUSG IPSec VPN
Client can retrieve. Just
enter a user name
password and the I[P
address of the
ZyWALL/USG in the IPSec
VPN Clientto getthe VPN
settings automatically from
the ZyWALLIUSG.

= VPN Settings for L2TP VPN
Seffings sets up a L2TP
VPN rule that the
ZyWALL/USG IPSec L2TP
VPN client can retrieve.

ed/generated

5.5.1 VPN Setup Wizard: Wizard Type

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings to connect to
another ZLD-based Zyxel Device using a pre-shared key.

Choose Advanced fo change the default settings and/or use certificates instead of a pre-shared key to
create a VPN rule to connect to another IPSec device.

Figure 142 VPN Setup Wizard: Wizard Type
VPN Setup Wizard

Wizard Type > VPN Settings > Wizard Completed
1 2 e

Please select the type of ¥PN policy you wish to setup.
Type of ¥PN policy
Express
0 Advanced

[ < Back H Mexk =
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5.5.2 VPN Express Wizard — Scenario

Click the Express radio button as shown in Figure 142 on page 174 to display the following screen.

Figure 143 VPN Express Wizard: Scenario

' VPN Setup Wizard

VPN Setup Wizard

D KEvl
@ KEv2
Scenario
Rule Name: WIZ_VPN1111111
® Site-to-site
() Site-to-site with Dynamic Peer
(2) Remote Access (Server Role)

() Remote Access (Client Role)

< Back

*

diaH |~

MNext =

IKE (Internet Key Exchange) Version: IKEvl and IKEv2

* IKE (Internet Key Exchange) is a protocol used in security associations to send data securely. IKE uses
certificates or pre-shared keys for authentication and a Diffie-Hellman key exchange to set up a

shared session secret from which encryption keys are derived.

¢ |IKEV2 supports Extended Authentication Protocol (EAP) authentication, and IKEv1 supports X-Auth.

EAP is important when connecting to existing enterprise authentication systems.

Scenario

Rule Name: Type the name used to identfify this VPN connection (and VPN gateway). You may use 1 -
31 alphanumeric characters, underscores (_), or dashes (=), but the first character cannot be a number.

This value is case-sensitive.

Select the scenario that best describes your intended VPN connection. The figure on the leff of the

screen changes to match the scenario you select.

Site-to-site — The remote IPSec device has a static IP address or a domain name. This Zyxel Device can
initiate the VPN tunnel.

Site-to-site with Dynamic Peer — The remote IPSec device has a dynamic IP address. Only the remote
IPSec device can initiate the VPN funnel.

Remote Access (Server Role) — Allow incoming connections from IPSec VPN clienfs. The clients have
dynamic IP addresses and are also known as dial-in users. Only the clients can initiate the VPN tunnel.

Remote Access (Client Role) — Connect to an IPSec server. This Zyxel Device is the client (dial-in user)
and can initiate the VPN funnel.
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5.5.3 VPN Express Wizard — Configuration

Figure 144 VPN Express Wizard: Configuration
5 :

Express Setfings
My Address (interface]|: wanl w

Configuration

Secure Goteway: [IP or FQDM}
Pre-Shared Key:

Local Policy (IP/Mask): /12552552550
Remote Policy {IP/Mask): 0.0.00 /1255.255255.0

< Back Mext >

* My Address (interface): Select an interface from the drop-down list box to use on your Zyxel Device.

¢ Secure Gateway: Any displays in this field if it is not configurable for the chosen scenario. Otherwise,
enter the WAN IP address or domain name of the remote IPSec device (secure gateway) to identify
the remote IPSec router by its IP address or a domain name. Use 0.0.0.0 if the remote IPSec router has
a dynamic WAN IP address.

¢ Pre-Shared Key: Type the password. Both ends of the VPN tunnel must use the same password. Use up
to 128 case-sensitive ASCII characters or up to 128 pairs of hexadecimal (“0-9", “A-F") characters.
Proceed a hexadecimal key with "0x". You will receive a PYLD_MALFORMED (payload malformed)
packet if the same pre-shared key is not used on both ends.

* Local Policy (IP/Mask): Type the IP address of a computer on your network that can use the tunnel.
You can also specify a subnet. This must match the remote IP address configured on the remote IPSec
device.

* Remote Policy (IP/Mask): Any displays in this field if it is not configurable for the chosen scenario.
Otherwise, type the IP address of a computer behind the remote IPSec device. You can also specify
a subnet. This must match the local IP address configured on the remote IPSec device.

5.5.4 VPN Express Wizard — Summary

This screen provides a read-only summary of the VPN tunnel’'s configuration and commands that you
can copy and paste info another ZLD-based Zyxel Device's command line inferface to configure it.
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Figure 145 VPN Express Wizard: Summary

Express Settings

Summary

Rule Mame: WIZ_VPN

Secure Gateway: 1234

Pre-Shared Key: 12345678

Local Policy (IP/Mask): 192.168.2.0 / 255.255.255.0
Remote Policy (IP/Mask): 10.0.0.0 f 255.

Configuration for Secure Gateway

# Edit this shell script according to

the comments before using it in the remote gateway.
Check the peer-ip interface.

Check the local-ip interface.

## Then remove the following line.

## PLEASE REMOVE THIS LINE

configure terminal

isakmp policy WIZ_VPN

## If this device's wanl IP is dynamic,

## consider using DDNS and changing

## the peer-ip listed here to 2 domain name.
peer-ip 172.21.60.34

## Use the correct interface name in the

## next command line and remove the "#".
# local-ip interface wanl

b b b s ko,

Click "Save" button to write the VPN configuration to ZyWALL.

< Back Save

Rule Name: Identifies the VPN gateway policy.

Secure Gateway: IP address or domain name of the remote IPSec device. If this field displays Any,
only the remote IPSec device can initiate the VPN connection.

Pre-Shared Key: VPN tunnel password. It identifies a communicating party during a phase 1 IKE
negotfiation.

Local Policy: IP address and subnet mask of the computers on the network behind your Zyxel Device
that can use the tunnel.

Remote Policy: IP address and subnet mask of the computers on the network behind the remote
IPSec device that can use the tunnel. If this field displays Any, only the remote IPSec device can
initiate the VPN connection.

Copy and paste the Configuration for Secure Gateway commands info another ZLD-based Zyxel
Device's command line interface to configure it to serve as the other end of this VPN tunnel. You can
also use a text editor to save these commands as a shell script file with a *.zysh” flename extension.
Use the file manager to run the script in order to configure the VPN connection. See the commands
reference guide for details on the commands displayed in this list.

5.5.5 VPN Express Wizard - Finish

Now the rule is configured on the Zyxel Device. The Phase 1 rule settings appear in the Configuration >
VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear in the Configuration > VPN

> |PSec VPN > VPN Connection screen.

ZyWALL USG Series User's Guide
177



Chapter 5 Quick Setup Wizards

Figure 146 VPN Express Wizard: Finish

1 VPN setup Wizard

VPN Setup Wizard ol

Wizard Type » VPN Seftings * Wizard Completed
1 2
' = 3

Express Seftings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_VPN
Secure Gateway: 1.2.3.4
My Address (interface): wanl
Pre-Shared Key: 123456789
Local Policy (IP/Mask): 0.0.0.0 / 255.255.255.0
Remote Policy (IP/Mask]: Any

Now if you are doing first time installation of this devics, you may click this portal.myzyxel.com link and to register this device
and activate frial service of advanced security features.(You need to have internet access to register)

Close

Click Close to exit the wizard.

5.5.6 VPN Advanced Wizard — Scenario

Click the Advanced radio button as shown in Figure 142 on page 174 to display the following screen.

Figure 147 VPN Advanced Wizard: Scenario

. VPN Setup Wizard

E3)
VPN Setup Wizard )

Wizard Type » VPN Settings * Wizard Completed
1 <
2

Express Seftings
IKE Version
@ IKEVI

© KEv2

Scenario

Ruls Name: ‘ WIZ_VPN
@ Site-to-site

) Site-to-site with Dynamic Peer

) Remote Access [Server Role]

@) Remote Access [Client Role)

< Back MNext =
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IKE (Internet Key Exchange) Version: IKEvl and IKEv2

* IKE (Internet Key Exchange) is a protocol used in security associations to send data securely. IKE uses
certificates or pre-shared keys for authentication and a Diffie-Hellman key exchange to set up a
shared session secret from which encryption keys are derived.

* |IKEv2 supports Extended Authentication Protocol (EAP) authentication, and IKEv1 supports X-Auth.
EAP is important when connecting to existing enterprise authentication systems.

Scenario

¢ Rule Name: Type the name used to identify this VPN connection (and VPN gateway). You may use 1
- 31 alphanumeric characters, underscores (_), or dashes (=), but the first character cannot be a
number. This value is case-sensitive.

Select the scenario that best describes your intended VPN connection. The figure on the left of the
screen changes to match the scenario you select.

* Site-to-site — The remote IPSec device has a static IP address or a domain name. This Zyxel Device can
initiate the VPN tunnel.

* Site-to-site with Dynamic Peer — The remote IPSec device has a dynamic IP address. Only the remote
IPSec device can initiate the VPN tunnel.

¢ Remote Access (Server Role) — Allow incoming connections from IPSec VPN clients. The clients have
dynamic IP addresses and are also known as dial-in users. Only the clients can initiate the VPN tunnel.

* Remote Access (Client Role) — Connect to an IPSec server. This Zyxel Device is the client (dial-in user)
and can initiate the VPN tunnel.

5.5.7 VPN Advanced Wizard — Phase 1 Settings

There are two phases to every IKE (Internet Key Exchange) negofiation — phase 1 (Authentication) and
phase 2 (Key Exchange). A phase 1 exchange establishes an IKE SA (Security Association).

Figure 148 VPN Advanced Wizard: Phase 1 Settings

Advanced Settings
Phase 1 Setting

Secure Gakeway: Lo o] UPIFQDN)

My Address interface); wanl w

Megotiation Mode: [Main w

Encryption Algorithm: DES w

Authentication Algorithm: MDS w

Key Group: DH1 w

54 Life Time: 86400 (180 - 3000000 Seconds)

MNAT Traversal
| Dead Peer Detection (DPD})
Authentication Method
@ Pre-shared Key Lo &

(D) Certificate default -

< Back ] |
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* Secure Gateway: Any displays in this field if it is not configurable for the chosen scenario. Otherwise,
enter the WAN IP address or domain name of the remote IPSec device (secure gateway) to identify
the remote IPSec device by its IP address or a domain name. Use 0.0.0.0 if the remote IPSec device
has a dynamic WAN IP address.

* My Address (interface): Select an interface from the drop-down list box to use on your Zyxel Device.
* Negotiation Mode: This displays Main or Aggressive:

¢ Main encrypts the Zyxel Device's and remote IPSec router’s identities but takes more time to
establish the IKE SA.

* Aggressive is faster but does not encrypt the identities.

The Zyxel Device and the remote IPSec router must use the same negotiation mode. Multiple SAs
connecting through a secure gateway must have the same negoftiation mode.

¢ Encryption Algorithm: 3DES and AES use encryption. The longer the key, the higher the security (this
may affect throughput). Both sender and receiver must use the same secret key, which can be used
to encrypt and decrypt the message or to generate and verify a message authentication code. The
DES encryption algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES that uses a 168-bit
key. As a result, 3DES is more secure than DES. It also requires more processing power, resulfing in
increased latency and decreased throughput. AES128 uses a 128-bit key and is faster than 3DES.
AES192 uses a 192-bit key, and AES256 uses a 256-bit key.

* Authentication Algorithm: MD5 gives minimal security and SHA512 gives the highest security. MD5
(Message Digest 5) and SHA (Secure Hash Algorithm) are hash algorithms used to authenticate
packet data. The stronger the algorithm the slower it is.

¢ Key Group: DH5 is more secure than DH1 or DH2 (although it may affect throughput). DH1 (default)
refers to Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman Group 2 a 1024
bit (1Kb) random number. DHS5 refers to Diffie-Hellman Group 5 a 1536 bit random number.

* SA Life Time: Set how often the Zyxel Device renegotiates the IKE SA. A short SA life fime increases
security, but renegotiation temporarily disconnects the VPN tunnel.

* NAT Traversal: Select this if the VPN funnel must pass through NAT (there is a NAT router between the
IPSec devices).

Note: The remote IPSec device must also have NAT traversal enabled. See the help in the
main IPSec VPN screens for more information.

* Dead Peer Detection (DPD) has the Zyxel Device make sure the remote IPSec device is there before
fransmitting data through the IKE SA. If there has been no fraffic for at least 15 seconds, the Zyxel
Device sends a message to the remote IPSec device. If it responds, the Zyxel Device fransmits the
data. If it does not respond, the Zyxel Device shuts down the IKE SA.

¢ Authentication Method: Select Pre-Shared Key fo use a password or Certificate to use one of the Zyxel
Device's certificates.

5.5.8 VPN Advanced Wizard - Phase 2

Phase 2 in an IKE uses the SA that was established in phase 1 to negotiate SAs for IPSec.
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Figure 149 VPN Advanced Wizard: Phase 2 Settings

Advanced Settings

Phase 2 Setting

Active Prokocal: ESP v
Encapsulation: Tunnel w
Encryption Algorithm: DES w
Authentication Algorithm: SHAL w
54 Life Time: 86400 (180 - 3000000 Seconds)
Perfect Forward Secrecy (PFS): Mone w

Policy Setting

Local Palicy (IP/Mask) 0.0.0.0 | | 255.255.255.0
Remote Policy (IP{Mask) 0.0.0.0 | | 255.255.255.0
Property

V| Mailed-Up

* Active Protocol: ESP is compatible with NAT, AH is not.
* Encapsulation: Tunnel is compatible with NAT, Transport is not.

* Encryption Algorithm: 3DES and AES use encryption. The longer the AES key, the higher the security
(this may affect throughput). Null uses no encryption.

¢ Authentication Algorithm: MD5 gives minimal security and SHA512 gives the highest security. MD5
(Message Digest 5) and SHA (Secure Hash Algorithm) are hash algorithms used to authenticate
packet data. The stronger the algorithm the slower it is.

* SA Life Time: Set how often the Zyxel Device renegotiates the IKE SA. A short SA life fime increases
security, but renegotiation temporarily disconnects the VPN tunnel.

» Perfect Forward Secrecy (PFS): Disabling PFS allows faster IPSec setup, but is less secure. Select DH1,
DH2 or DH5 to enable PFS. DH5 is more secure than DH1 or DH2 (although it may affect throughput).
DH1 refers to Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman Group 2 a
1024 bit (1Kb) random number. DHS refers to Diffie-Hellman Group 5 a 1536 bit random number (more
secure, yet slower).

* Local Policy (IP/Mask): Type the IP address of a computer on your network. You can also specify a
subnet. This must match the remote IP address configured on the remote IPSec device.

* Remote Policy (IP/Mask): Type the IP address of a computer behind the remote IPSec device. You
can also specify a subnet. This must match the local IP address configured on the remote IPSec
device.

* Nailed-Up: This displays for the site-to-site and remote access client role scenarios. Select this to have
the Zyxel Device automatically renegotiate the IPSec SA when the SA life time expires.

5.5.9 VPN Advanced Wizard - Summary

This is a read-only summary of the VPN tunnel seftings.
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Figure 150 VPN Advanced Wizard: Summary

1 VPN setup Wizard

VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard Completed
1

2 ~-
Advanced Settings

Summary

Rule Name: WIZ_VPN

Secure Gateway: 1.2.3.4

Pre-Shared Key: 12345478

Local Policy (IP/Mask): 0.0.0.0 / 255.255.255.0
Remote Policy (IP/Mask): 0.0.0.0 / 255.255.255.0
Phase 1

Negotiation Mode: main

Encryption Algorithm: aesl28

Authentication Algorithm: sha

Key Group: DH2

Phaze 2

Active Protocol: esp

Encapsulation: tunnel

Encrypticn Algorithm: aes128

Authentication Algorithm: sha

Configuration for Secure Gateway

F IDCOF TISTTOCS WarTT
authentication pre-share

keystring 12345678

mode main

natt

dpd

dpd-interval 30

fransform-set aes128-sha

group2

lifetime 86400

localid type ip 1.2.3.4

exit

## Specify the comect local policy for the
## WII_VPN_LOCAL address object.

## For example: change 0.0.0.00.0.0.0 to
## 192.168.1.0 255.255.255.0 M

Click "Save" button to write the VPN configuration to ZyWALL.

<Back Save

* Rule Name: Identifies the VPN connection (and the VPN gateway).

¢ Secure Gateway: IP address or domain name of the remote IPSec device.

* Pre-Shared Key: VPN tunnel password.

* Certificate: The certificate the Zyxel Device uses to identify itself when setting up the VPN tunnel.

* Local Policy: IP address and subnet mask of the computers on the network behind your Zyxel Device
that can use the tunnel.

¢ Remote Policy: IP address and subnet mask of the computers on the network behind the remote
IPSec device that can use the tunnel.

¢ Copy and paste the Configuration for Remote Gateway commands intfo another ZLD-based Zyxel
Device's command line interface.

e Click Save to save the VPN rule.
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5.5.10 VPN Advanced Wizard - Finish

Now the rule is configured on the Zyxel Device. The Phase 1 rule settings appear in the VPN > IPSec VPN
> VPN Gateway screen and the Phase 2 rule settings appear in the VPN > IPSec VPN > VPN Connection
screen.

Figure 151 VPN Wizard: Finish

1§ VPN Setup Wizard

x|

»
B

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 2 3

Advanced Settings

Congratulations. The VPN Access wizard is completed

Policy
Local Policy (IP/Mask]):
Remote Policy (IP/Mask]:

MNailed-Up:

Summary

Rule Name: WIZ_VPN
Secure Gateway: 1.2.3.4
My Address (interface): wanl
Pre-Shared Key: 12345678
Phase 1

Negotiation Mode: main
Encryption Algorithm: aes128
Authentication Algorithm: sha

Key Group: DH2

SA Life Time: 86400
MAT Traversal: true
Dead Peer Defection (DPD): true
Phaze 2

Active Protocol: esp
Encapsulation: tunnel
Encrypticn Algorithm: aes128
Authentication Algorithm: sha

SA Life Time: 28800
Perfect Forward Secrecy (PFS): DH2

0.0.0.0 / 255.255.255.0
0.0.0.0 / 255.255.255.0

true

Now if you are doing first fime installation of this devics. you may click this portal.myzyxel.com link and to register this
device and activate trial service of advanced security features.(You need to have internet access to register)

Close

Click Close to exit the wizard.
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5.6 VPN Settings for Configuration Provisioning Wizard:
Wizard Type

Use VPN Settings for Configuration Provisioning to set up a VPN rule that can be retrieved with the Zyxel
Device IPSec VPN Client.

VPN rules for the Zyxel Device IPSec VPN Client have certain restrictions. They must not contain the
following settings:

* AH active protocol

¢ NULL encryption

* SHA512 authentication

* A subnet or range remote policy

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings and to use a pre-
shared key.

Choose Advanced to change the default settings and/or use certificates instead of a pre-shared key in
the VPN rule.

Figure 152 VPN Settings for Configuration Provisioning Express Wizard: Wizard Type
VPN Setup Wizard

@

Wizard Type
1

Please select the type of ¥PN policy you wish to setup.
Type of ¥PN policy

@) Express

Advanced

[ < Back ][ Mexk = ]

5.6.1 Configuration Provisioning Express Wizard — VPN Settings

Click the Express radio button as shown in the previous screen to display the following screen.
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Figure 153 VPN for Configuration Provisioning Express Wizard: Settings Scenario
]" VPN Setup Wizard

VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard Completed
1

2 ~-
Express Seftings

IKE Version

@ IKEV]

© IKEv2
Scenario

Rule Name: WIZ_VPN_PROVISICNING
Application Scenario: Remote Access (Server Role)

<Back Next >

* IKE (Internet Key Exchange) is a protocol used in security associations to send data securely. IKE uses
certificates or pre-shared keys for authentication and a Diffie-Hellman key exchange to set up a
shared session secret from which encryption keys are derived.

¢ |KEV2 supports Extended Authentication Protocol (EAP) authentication, and IKEv1 supports X-Auth.
EAP is important when connecting to existing enterprise authentication systems.

* Rule Name: Type the name used to identify this VPN connection (and VPN gateway). You may use 1
- 31 alphanumeric characters, underscores (_), or dashes (=), but the first character cannot be a
number. This value is case-sensitive.

¢ Application Scenario: Only the Remote Access (Server Role) is allowed in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

5.6.2 Configuration Provisioning VPN Express Wizard — Configuration

Click Next to continue the wizard.
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Figure 154 VPN for Configuration Provisioning Express Wizard: Configuration
" ¥ VPN Setup Wizard

VPN Setup Wizard

Wizard Type » VPN Seftings » Wizard Completed
1 2 3
Express Settings
My Address (inferface):
Configuration
Secure Gateway: Any
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 0.0.0.0 / 255.255.255.0
Remote Palicy (IP/Mask]:  Any

* My Address (interface): Select an interface from the drop-down list box to use on your Zyxel Device.

¢ Secure Gateway: Any displays in this field because it is not configurable in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

¢ Pre-Shared Key: Type the password. Both ends of the VPN tunnel must use the same password. Use up
to 128 case-sensitive ASCII characters or up to 128 pairs of hexadecimal (*0-9", *A-F") characters.
Proceed a hexadecimal key with "0x". You will receive a PYLD_MALFORMED (payload malformed)
packet if the same pre-shared key is not used on both ends.

* Local Policy (IP/Mask): Type the IP address of a computer on your network. You can also specify a
subnet. This must match the remote IP address configured on the remote IPSec device.

¢ Remote Policy (IP/Mask): Any displays in this field because it is not configurable in this wizard.

5.6.3 VPN Settings for Configuration Provisioning Express Wizard — Summary

This screen has a read-only summary of the VPN tunnel’s configuration and commands you can copy
and paste into another ZLD-based Zyxel Device's command line interface to configure it.
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Figure 155 VPN for Configuration Provisioning Express Wizard: Summary
7 VPN Setup Wizard X
VPN Setup Wizard o

Wizard Type > VPN Settings > Wiard Completed
1 2 3
Express Settings
Summary
Rule Name: WIZ_VPN_PROVISIOMING
Secure Gateway: Any

Pre-Shared Key: 12345678

m

Local Palicy (IP/Mask): 0.0,0,0 / 255,255,255,0

Remote Policy (IPMask): Any

Configuration for Secure Gateway

## Edit this shell script according to

## the comments before using it in the remote gateway.

## Check the peer-p interface.

## Check the local-p interface.

## Edit the WIZ_VPN_PROVISIONING_LOCAL address-object.
## Then remove the following line,

PLEASE REMOVE THIS LINE

configure terminal

isakmp policy WIZ_VPN_PROVISIONING

il »

#2# If this device's wan1 IP is dynamic,
## consider using DDNS and changing
## the peer-ip listed here to a domain name. =

< Back ] [ Save

¢ Rule Name: Identifies the VPN gateway policy.

* Secure Gateway: Any displays in this field because it is not configurable in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

¢ Pre-Shared Key: VPN tunnel password. It identifies a communicating party during a phase 1 IKE
negotiation.

* Local Policy: (Stafic) IP address and subnet mask of the computers on the network behind your Zyxel
Device that can be accessed using the funnel.

¢ Remote Policy: Any displays in this field because it is not configurable in this wizard.

¢ The Configuration for Secure Gateway displays the configuration that the Zyxel Device IPSec VPN
Client will get from the Zyxel Device.

¢ Click Save to save the VPN rule.

5.6.4 VPN Settings for Configuration Provisioning Express Wizard - Finish

Now the rule is configured on the Zyxel Device. The Phase 1 rule settings appear in the Configuration >
VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear in the Configuration > VPN
> |PSec VPN > VPN Connection screen. Enter the IP address of the Zyxel Device in the Zyxel Device IPSec
VPN Client to get all these VPN settings automatically from the Zyxel Device.
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Figure 156 VPN for Configuration Provisioning Express Wizard: Finish
3. VPN Setup Wizard

VPN Setup Wizard

Wizard Type * VPN Settings » Wizard Completed
1 2 3

Express Seftings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_VPN_PROVISIONING
Secure Gateway: Any
My Address (interface]: wanl
Pre-Shared Key: 123456789
Local Policy (IP/Mask): 0.0.0.0/ 255.255.255.0
Remote Policy (IP/Mask): Any

Now If you are doing first time installation of this device, you may click this portal.myzyxel.com link and to register this device
and activate frial service of advanced security features.[You need to have internet access to register)

Close

Click Close to exit the wizard.
5.6.5 VPN Settings for Configuration Provisioning Advanced Wizard -
Scenario

Click the Advanced radio button as shown in the screen shown in Figure 152 on page 184 to display the
following screen.
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Figure 157 VPN for Configuration Provisioning Advanced Wizard: Scenario Settings
]" VPN Setup Wizard

VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard Completed
1 3
: 2

Express Seftings

IKE Version

@ IKEv]

© IKEv2

Scenario

Rule Name: WIZ_VPN_PROVISICNING
Application Scenario: Remote Access (Server Role)

<Back Next >

* IKE (Internet Key Exchange) is a protocol used in security associations to send data securely. IKE uses
certificates or pre-shared keys for authentication and a Diffie-Hellman key exchange to set up a
shared session secret from which encryption keys are derived.

¢ |KEV2 supports Extended Authentication Protocol (EAP) authentication, and IKEv1 supports X-Auth.
EAP is important when connecting to existing enterprise authentication systems.

* Rule Name: Type the name used to identify this VPN connection (and VPN gateway). You may use 1
- 31 alphanumeric characters, underscores (_), or dashes (=), but the first character cannot be a
number. This value is case-sensitive.

¢ Application Scenario: Only the Remote Access (Server Role) is allowed in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

Click Next to contfinue the wizard.

5.6.6 VPN Settings for Configuration Provisioning Advanced Wizard - Phase
1 Settings

There are two phases to every IKE (Infernet Key Exchange) negotiation — phase 1 (Authentication) and
phase 2 (Key Exchange). A phase 1 exchange establishes an IKE SA (Security Association).
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Figure 158 VPN for Configuration Provisioning Advanced Wizard: Phase 1 Settings

Wdvanced Settings
Phase 1 Setting

Secure Gateway: Any

My Address (interface): wanl hd

Megotiation Mode: Main hd

Encryption Algorithm: DES hd

Authentication Algorithm: MD5 hd

Key Group: DH1 2

SA Life Time: 86400 {180 - 3000000 seconds)

Authentication Method
@ Pre-Shared Key 1]

0) Certificate default =

¢ Secure Gateway: Any displays in this field because it is not configurable in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

* My Address (interface): Select an interface from the drop-down list box to use on your Zyxel Device.
¢ Negotiation Mode: This displays Main or Aggressive:

* Main encrypfts the Zyxel Device's and remote IPSec router’s identities but takes more time to
establish the IKE SA.

* Aggressive is faster but does not encrypt the identities.

The Zyxel Device and the remote IPSec router must use the same negotiation mode. Multiple SAs
connecting through a secure gateway must have the same negotiation mode.

* Encryption Algorithm: 3DES and AES use encryption. The longer the key, the higher the security (this
may affect throughput). Both sender and receiver must know the same secret key, which can be
used fo encrypt and decrypt the message or to generate and verify a message authentication code.
The DES encrypftion algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES that uses a 168-
bit key. As aresult, 3DES is more secure than DES. It also requires more processing power, resulting in
increased latency and decreased throughput. AES128 uses a 128-bit key and is faster than 3DES.
AES192 uses a 192-bit key and AES256 uses a 256-bit key.

* Authentication Algorithm: MD5 (Message Digest 5) and SHA (Secure Hash Algorithm) are hash
algorithms used to authenticate packet data. MD5 gives minimal security. SHA1 gives higher security
and SHA256 gives the highest security. The stronger the algorithm, the slower it is.

¢ Key Group: DH5 is more secure than DH1 or DH2 (although it may affect throughput). DH1 (default)
refers to Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman Group 2 a 1024
bit (1Kb) random number. DH5 refers to Diffie-Hellman Group 5 a 1536 bit random number.

¢ SA Life Time: Set how often the Zyxel Device renegotiates the IKE SA. A short SA life time increases
security, but renegotiation temporarily disconnects the VPN tunnel.

* Authentication Method: Select Pre-Shared Key to use a password or Certificate to use one of the Zyxel
Device's certificates.

5.6.7 VPN Settings for Configuration Provisioning Advanced Wizard - Phase

2

Phase 2 in an IKE uses the SA that was established in phase 1 to negotiate SAs for IPSec.

ZyWALL USG Series User's Guide

190



Chapter 5 Quick Setup Wizards

Figure 159 VPN for Configuration Provisioning Advanced Wizard: Phase 2 Settings

Advanced Settings

Phase 2 Setting
Active Protocol: EsP
Encapsulation: Tunnel hd
Encryption Algorithm: DES hd
Authentication Algorithm: SHAL hd
SA Life Time: 36400 (180 - 3000000 seconds)
Perfect Forward Secrecy (PFS): Mone b

Policy Setting
Local Policy (IP/Mask) 0.0.0.0 | |255.255.255.0
Remote Policy (IP/Mask): Any

Active Protocol: ESP is compatible with NAT. AH is not available in this wizard.
Encapsulation: Tunnel is compatible with NAT, Transport is not.

Encryption Algorithm: 3DES and AES use encrypftion. The longer the AES key, the higher the security
(this may affect throughput). Null uses no encryption.

Authentication Algorithm: MD5 (Message Digest 5) and SHA (Secure Hash Algorithm) are hash
algorithms used to authenticate packet data. MD5 gives minimal security. SHA1 gives higher security
and SHA256 gives the highest security. The stronger the algorithm, the slower it is.

SA Life Time: Set how often the Zyxel Device renegotiates the IKE SA. A short SA life fime increases
security, but renegotiation temporarily disconnects the VPN tunnel.

Perfect Forward Secrecy (PFS): Disabling PFS allows faster IPSec setup, but is less secure. Select DHI,
DH2 or DH5 to enable PFS. DH5 is more secure than DH1 or DH2 (although it may affect throughput).
DH1 refers to Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman Group 2 a
1024 bit (1Kb) random number. DHS refers to Diffie-Hellman Group 5 a 1536 bit random number (more
secure, yet slower).

Local Policy (IP/Mask): Type the IP address of a computer on your network. You can also specify a
subnet. This must match the remote IP address configured on the remote IPSec device.

Remote Policy (IP/Mask): Any displays in this field because it is not configurable in this wizard.

Nailed-Up: This displays for the site-to-site and remote access client role scenarios. Select this to have
the Zyxel Device automatically renegotiate the IPSec SA when the SA life time expires.

5.6.8 VPN Settings for Configuration Provisioning Advanced Wizard -

Summary

This is a read-only summary of the VPN tunnel settings.
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Figure 160 VPN for Configuration Provisioning Advanced Wizard: Summary

X
Advanced Settings S A ;-<'<.
Summary
Rule Name: WIZ_VPN_PROVISIONING
Secure Gateway: Any
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 0.0.0.0 / 255.255.255.0
Remote Policy (IP/Mask): Any
Phase 1
MNegotiation Mode: main
Encryption &lgorithm: des
Authentication Algorithm: mds
Key Group: DH1
Phase 2
Active Protocol: esp
Encapsulation: tunnel
Encryption &lgorithm: des
Authentication Algorithm: sha

Configuration for Secure Gateway

#% Edit this shell script according to -
## the comments before using it in the remote gateway.
| ## Check the peer-ip interface.
| ## Check the local-ip interface.
| #£2 Edit the WIZ_VPN_PROVISIONING_LOCAL address-object.

## Then remove the following line.

## PLEASE REMOVE THIS LINE

configure terminal

isakmp pelicy WIZ_VPN_PROVISIONING

## If this device's wanl IP is dynamic,
| ## consider using DDNS and changing
| #% the peer-ip listed here to a domain name.
| peer-ip 172.23.30.1

## Use the correct interface name in the

## next command line and remove the "=" =

Click "Save” button to write the VPN configuration to ZyWALL. o

[ <Back |[  sawe

Summary

¢ Rule Name: Identifies the VPN connection (and the VPN gateway).

¢ Secure Gateway: Any displays in this field because it is not configurable in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

* Pre-Shared Key: VPN tunnel password.

* Local Policy: IP address and subnet mask of the computers on the network behind your Zyxel Device
that can use the tunnel.

¢ Remote Policy: Any displays in this field because it is not configurable in this wizard.

Phase 1

* Negotiation Mode: This displays Main or Aggressive:

* Main encrypts the Zyxel Device's and remote IPSec router’s identities but fakes more fime to
establish the IKE SA.

e Aggressive is faster but does not encrypt the identities.

The Zyxel Device and the remote IPSec router must use the same negotiation mode. Multiple SAs
connecting through a secure gateway must have the same negofiation mode.
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* Encryption Algorithm: This displays the encryption method used. The longer the key, the higher the
security, the lower the throughput (possibly).

¢ DES uses a 56-bit key.

e 3DES uses a 168-bit key.

e AES128 uses a 128-bit key.
e AES192 uses a 192-bit key.
e AES256 uses a 256-bit key.

* Authentication Algorithm: This displays the authentication algorithm used. The stronger the algorithm,
the slower it is.

* MD5 gives minimal security.
* SHAL1 gives higher security.
* SHA256 gives the highest security.

¢ Key Group: This displays the Diffie-Hellman (DH) key group used. DH5 is more secure than DH1 or DH2
(although it may affect throughput).

e DH1 uses a 768 bit random number.
e DH2 uses a 1024 bit (1Kb) random number.

e DH5 uses a 1536 bit random number.

Phase 2

* Active Protocol: This displays ESP (compatible with NAT) or AH.
e Encapsulation: This displays Tunnel (compatible with NAT) or Transport.

* Encryption Algorithm: This displays the encryptfion method used. The longer the key, the higher the
security, the lower the throughput (possibly).

e DES uses a 56-bit key.

e 3DES uses a 168-bit key.

e AES128 uses a 128-bit key.
e AES192 uses a 192-bit key.
e AES256 uses a 256-bit key.
* Null uses no encryption.

¢ Authentication Algorithm: This displays the authentication algorithm used. The stronger the algorithm,
the slower it is.

* MD5 gives minimal security.
* SHA1 gives higher security.
¢ SHA256 gives the highest security.

The Configuration for Secure Gateway displays the configuration that the Zyxel Device IPSec VPN Client
will get from the Zyxel Device.

Click Save to save the VPN rule.

5.6.9 VPN Settings for Configuration Provisioning Advanced Wizard - Finish

Now the rule is configured on the Zyxel Device. The Phase 1 rule settings appear in the Configuration >
VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear in the Configuration >
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VPN > IPSec VPN > VPN Connection screen. Enter the IP address of the Zyxel Device in the Zyxel Device
IPSec VPN Client to get all these VPN settings automatically from the Zyxel Device.

Figure 161 VPN for Configuration Provisioning Advanced Wizard: Finish

)
Advanced Settings . S o _<?
Summary
Rule Name: WIZ_VPN_PROVISIONING
Secure Gateway: Any
Pre-Shared Key: 12345678

Local Policy (IP/Mask): 0.0.0.0 / 255.255.255.0

Remote Policy (IP/Mask): Any
Phase 1

MNegotiation Mode: main

Encryption &lgorithm: des

Authentication Algorithm: mds

Key Group: DH1
Phase 2

Active Protocol: =31

Encapsulation: tunnel

Encryption &lgorithm: des

Authentication Algorithm: sha

Configuration for Secure Gateway

#% Edit this shell script according to -
## the comments before using it in the remote gateway.
| ## Check the peer-ip interface.
| ## Check the local-ip interface.
| ## Edit the WIZ_VPN_PROVISIONING_LOCAL address-object.

## Then remove the following line.
## PLEASE REMOVE THIS LINE
configure terminal
isakmp pelicy WIZ_VPN_PROVISIONING
## If this device's wanl IP is dynamic,
| ## consider using DDNS and changing
| #% the peer-ip listed here to a domain name.
| peer-ip 172.23.30.1
## Use the correct interface name in the
## next command line and remove the "=" =

Click "Save” button to write the VPN configuration to ZyWALL. o

[ < Back ][ Save

Click Close to exit the wizard.

5.7 VPN Settings for L2TP VPN Settings Wizard

Use VPN Settings for L2TP VPN Settings to set up an L2TP VPN rule. Click Configuration > Quick Setup >
VPN Setup and select VPN Settings for L2TP VPN Settings to see the following screen.
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1

a8

Figure 162 VPN Settings for L2TP VPN Settings Wizard: L2TP VPN Settings

1 VPN setup Wizard

VPN Setup Wizard
Wizard Type * VPN Seftings * Wizard Completed
1 = ~-

Welcome

@ VPN Settings
- Wizard Type
- VPN Seftings
- Wizard Completed
() VPN Settings for Configuration Provisioning
- Wizard Type

- VPN Seftings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings
- VPN Settings

- General Settings
- Wizard Completed

Upeon completion of the Wizard Setup
i. VPN Tunnel and VPN Gateway are automatically configured/generated
ii. Pelicy Route iz automatically configured/generated

Next =
Click Next fo continue the wizard.
5.7.1 L2TP VPN Settings
Figure 163 VPN Settings for L2TP VPN Settings Wizard: L2TP VPN Settings
7 VPN Setup Wizard (%
VPN Setup Wizard O
VPN Seftings » General Settings * Wizard Completed
1 2 5
L2TP VPN Settings
Phaze 1 Selting
My Address (inferface): v
Avuthentication Method
Pre-Shared Key: m@
<Back Nexi =
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* Rule Name: Type the name used to identify this L2ZTP VPN connection (and L2TP VPN gateway). You
may use 1-31 alphanumeric characters, underscores (_), or dashes (), but the first character cannot
be a number. This value is case-sensitive.

* My Address (interface): Select one of the interfaces from the pull down menu to apply the L2TP VPN
rule.

¢ Pre-Shared Key: Type the password. Both ends of the VPN tunnel must use the same password. Use up
to 128 case-sensitive ASCII characters or up to 128 pairs of hexadecimal (*0-9", *A-F") characters.
Proceed a hexadecimal key with "0x". You will receive a PYLD_MALFORMED (payload malformed)
packet if the same pre-shared key is not used on both ends.

Click Next to continue the wizard.

5.7.2 L2TP VPN Settings

Figure 164 VPN Settings for L2TP VPN Settings Wizard: L2TP VPN Settings
7 VPN Setup Wizard ®

@

VPN Setup Wizard

VPN Settings » General Settings > Wizard Completed
1 2 3
L2TP VPN Settings

1P Address Pool: RANGE x 8

Starting IP Address: 0.0.0.0

End IP Address: 0.0.0.0

First DMS Server (Optional):

Second DNS Server (Optional):

Allow L2TP traffic Through WAN

[ < Back ” Next = ]

¢ |P Address Pool: Select Range or Subnet from the pull down menu. This IP address pool is used to
assign to the L2TP VPN clients.

 Starting IP Address: Enter the starfing IP address in the field.

e End IP Address: Enter the ending IP address in the field.

* Network: Enter the IPv4 IP address in this field if you selected SUBNET.
* Netmask: Enter the associated subnet mask of the subnet in this field.

* First DNS Server (Optional): Enter the first DNS server IP address in the field. Leave the filed as 0.0.0.0 if
you do not want to configure DNS servers. If you do not configure a DNS server you must know the IP
address of a machine in order to access it.

* Second DNS Server (Optional): Enter the second DNS server IP address in the field. Leave the filed as
0.0.0.0 if you do not want to configure DNS servers. If you do not configure a DNS server you must
know the IP address of a machine in order to access it.

¢ Allow L2TP traffic Through WAN: Select this check box to allow fraffic from L2TP clients to go to the
Internet.
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Click Next to contfinue the wizard.

Note: DNS (Domain Name System) is for mapping a domain name fo its corresponding IP
address and vice versa. The DNS server is extremely important because without if, you
must know the IP address of a computer before you can access it. The Zyxel Device
uses a system DNS server (in the order you specify here) to resolve domain names for
VPN, DDNS and the time server.

5.7.3 VPN Settings for L2TP VPN Setting Wizard — Summary

This is a read-only summary of the L2TP VPN settings.

Figure 165 VPN Settings for L2TP VPN Settings Advanced Settings Wizard: Summary

'} VPN setup Wizard

VPN Setup Wizard &

3

Wizard Type * VPN Settings > Wizard Completed
1 3
2

Express Settings

Summary

Rule Name: WIZ_L2TP_VPN

Secure Gateway: Any

Pre-Shared Key: 12345678

My Address (interface): wanl

IP Address Pocl: RANGCE, 0.0.0.0-0.0.0.0

Click "Save" button to write the VPN configuration to ZyWALL.

< Back Save

¢ Rule Name: Identifies the L2TP VPN connection (and the L2TP VPN gateway).

e Secure Gatewa “Any” displays in this field because it is not configurable in this wizard. It allows
incoming connections from the L2TP VPN Client.

* Pre-Shared Key: L2TP VPN tunnel password.

* My Address (Interface): This displays the interface to use on your Zyxel Device for the L2TP tunnel.

IP Address Pool: This displays the IP address pool used to assign to the L2TP VPN clients.

Click Save to complete the L2TP VPN Setting and the following screen will show.
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5.7.4 VPN Settings for L2TP VPN Setting Wizard Completed

Figure 166 VPN Settings for L2TP VPN Settings Wizard: Finish

'i‘y VPN Setup Wizard

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
- 2
3

L2TP VPN Settings

Congratulafions. The VPN Access wizard is completed

Summary
Rule Name: WIZ_L2TP_VPN
My Address (interface): wanl
Pre-Shared Key: 12345678
IP Address Pool: RANGE. 0.0.0.0-0.0.0.0

Now if you are doing first time installation of this device. you may click this portal.myzyxel.com link and to register this device
and activate frial service of advanced security features.(You need to have internet access fo register)

Close

Now the rule is configured on the Zyxel Device. The L2TP VPN rule settings appear in the Configuration >
VPN > L2TP VPN screen and also in the Configuration > VPN > IPSec VPN > VPN Connection and VPN
Gateway screen.

ZyWALL USG Series User's Guide

198



CHAPTER 6
Dashboard

6.1 Overview

Use the Dashboard screens to check status information about the Zyxel Device.

6.1.1 What You Can Do in this Chapter

Use the main Dashboard screen to see the Zyxel Device's general device information, system status,
system resource usage, licensed service status, and interface status. You can also display other status
screens for more information.

Use the Dashboard screens to view the following.

* Device Information Screen on page 201

* System Status Screen on page 202

* Extension Slot Screen on page 206

* Interface Status Summary Screen on page 207

» Secured Service Status Screen on page 208

» Content Filter Statistics Screen on page 209

* Top 5 Viruses Screen on page 209

¢ Top 5 Intrusions Screen on page 210

* Top 5 IPv4/IPvé Security Policy Rules that Blocked Traffic Screen on page 210
* The Latest Alert Logs Screen on page 211

6.2 Main Dashboard Screen

The Dashboard screen displays when you log into the Zyxel Device or click Dashboard in the navigation
panel. The dashboard displays general device information, system status, system resource usage,
licensed service status, and interface status in widgets that you can re-arrange to suit your needs. You
can also collapse, refresh, and close individual widgets.

Click on the icon fo go to the OneSecurity website where there is guidance on configuration
walkthroughs, troubleshoofing, and other information.
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Figure 167 Zyxel Device Dashboard
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The following table describes the labels in this screen.

Table 28 Dashboard

LABEL DESCRIPTION

Widget Settings Use this link to open or close widgets by selecting/clearing the associated checkbox.

(A)

Up Arrow (B) Click this to collapse a widget. It then becomes a down arrow. Click it again to enlarge the

widget again.

Refresh Time
Setting (C)

Set the interval for refreshing the information displayed in the widget.

Refresh Now (D)

Click this to update the widget's information immediately.

Close Widget (E)

Click this to close the widget. Use Widget Settings to re-open it.

Virtual Device

Rear Panel Click this to view details about the Zyxel Device's rear panel. Hover your cursor over a
connected interface or slot to display status details.
Front Panel Click this to view details about the status of the Zyxel Device's front panel LEDs and

connections. See Section 3.1.1 on page 74 for LED descriptions. An unconnected interface or
slot appears grayed out.

The following front and rear panel labels display when you hover your cursor over a connected
interface or slot.
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Table 28 Dashboard (continued)

LABEL DESCRIPTION

Name This field displays the name of each interface.

Status This field displays the current status of each interface or device installed in a slot. The possible
values depend on what type of interface it is.
Inactive - The Ethernet interface is disabled.
Down - The Ethernet interface does not have any physical ports associated with it or the
Ethernet interface is enabled but not connected.
Speed / Duplex - The Ethernet inferface is enabled and connected. This field displays the port
speed and duplex setting (Full or Half).
The status for a WLAN card is none.
For cellular (mobile broadband) interfaces, see Section 10.6 on page 359 for the status that
can appear.
For the auxiliary interface:
Inactive - The auxiliary interface is disabled.
Connected - The auxiliary interface is enabled and connected.
Disconnected - The auxiliary interface is not connected.

HA Status This field displays the status of the interface in the virtual router.
Active - This interface is the master interface in the virfual router.
Stand-By - This interface is a backup interface in the virtual router.
Fault - This VRRP group is not functioning in the virtual router right now. For example, this might
happen if the interface is down.
n/a - Device HA is not active on the interface.

Zone This field displays the zone to which the interface is currently assigned.

IP Address/ This field displays the current IP address and subnet mask assigned to the interface. If the

Mask interface is a member of an active virtual router, this field displays the IP address it is currently
using. This is either the static IP address of the interface (if it is the master) or the management
IP address (if it is a backup).

6.2.1 Device Information Screen

The Device Information screen displays Zyxel Device's system and model name, serial number, MAC
address and firmware version shown in the below screen.

Figure 168 Dashboard > Device Information (Example)

‘5" Device Information

Model Name:

Serial Number:

Firmware Yersion:

MAC Address Range:

BO:B2:DC:87-ASFE ~ BO:B2:DC:59:As04

W4 3IMAAPH C)B2 f 2015-03-28 05:02:.34
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This table describes the fields in the above screen.

Table 29 Dashboard > Device Information

LABEL DESCRIPTION

Device Information This identifies a device installed in one of the Zyxel Device's extension slots, the
Security Extension Module slot, or USB ports. For an installed SEM (Security Extension
Module) card, this field displays what kind of SEM card is installed.

SEM-VPN - The VPN accelerator. The SEM-VPN provides 500 Mbps VPN throughput,
2,000 IPSec VPN tunnels, and 750 SSL VPN users.

SEM-DUAL - accelerator for both VPN and UTM. The SEM-DUAL provides the benefits
of the SEM-VPN and increases the maximum anti-virus and IDP traffic throughput
from 100 Mbps to 400 Mbps.

System Name This field displays the name used to identify the Zyxel Device on any network. Click
the link and open the Host Name screen where you can edit and make changes to
the system and domain name.

Model Name This field displays the model name of this Zyxel Device.

Serial Number This field displays the serial number of this Zyxel Device. The serial number is used for
device tracking and control.

MAC Address Range This field displays the MAC addresses used by the Zyxel Device. Each physical port
has one MAC address. The first MAC address is assigned fo physical port 1, the
second MAC address is assigned to physical port 2, and so on.

Firmware Version This field displays the version number and date of the firmware the Zyxel Device is
currently running. Click the link to open the Firmware Package screen where you
can upload firmware.

6.2.2 System Status Screen

Figure 169 Dashboard > System Status (Example)

57 System Status b b
System Uptime: 7 days, 20:43:14
Cument Date/Time: 2018-04-97 § 13:57:39 UTC+08:00
WP Status: a
531 WPN Siotus: of2s @ v
DHCP Takle: 10
Current Login User admin [23:34:47 } 23:59:59|
Numiber of Login Users: 1
Boot Status: QK
This table describes the fields in the above screen.
Table 30 Dashboard > System Status
LABEL DESCRIPTION
System Uptime This field displays how long the Zyxel Device has been running since it last restarted
or was turned on.
Current Date/Time This field displays the current date and time in the Zyxel Device. The format is yyyy-

mm-dd hh:mm:ss. Click on the link to see the Date/Time screen where you can make
edits and changes to the date, time and time zone information.

VPN Status Click on the link to look at the VPN tunnels that are currently established. See Section
6.2.3 on page 203. Click on the VPN icon to go fo the Zyxel VPN Client product page
af the Zyxel website.

SSL VPN Status The first number is the actual number of VPN tunnels up and the second number is
the maximum number of SSL VPN tunnels allowed.
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Table 30 Dashboard > System Status

LABEL

DESCRIPTION

DHCP Table

Click this to look at the IP addresses currently assigned to the Zyxel Device's DHCP
clients and the IP addresses reserved for specific MAC addresses. See Section 6.2.3
on page 203.

Current Login User

This field displays the user name used fo log in to the current session, the amount of
reauthentication time remaining, and the amount of lease time remaining.

Number of Login Users

This field displays the number of users currently logged in to the Zyxel Device. Click
the icon to pop-open a list of the users who are currently logged in to the Zyxel
Device.

Boot Status

This field displays details about the Zyxel Device's startup state.
OK - The Zyxel Device started up successfully.
Firmware update OK - A firmware update was successful.

Problematic configuration after firmware update - The application of the
configuration failed after a firmware upgrade.

System default configuration - The Zyxel Device successfully applied the system
default configuration. This occurs when the Zyxel Device starts for the first time or you
intentionally reset the Zyxel Device to the system default seftings.

Fallback to lastgood configuration - The Zyxel Device was unable to apply the
startup-config.conf configuration file and fell back to the lastgood.conf
configuration file.

Fallback to system default configuration - The Zyxel Device was unable to apply the
lastgood.conf configuration file and fell back to the system default configuration file
(system-default.conf).

Booting in progress - The Zyxel Device is still applying the system configuration.

6.2.3 DHCP Table Screen

Click on the DHCP Table link to look at the IP addresses currently assigned to DHCP clients and the IP
addresses reserved for specific MAC addresses. The following screen will show.

Figure 170 Dashboard > System Status > DHCP Table

DHCF Table
Refrash Inferval:
Interface
an
z lan
3 an
4 lan
5 an
] lan
7 an
& lan
7 an
0 lan
Page

5 minufes

w

IF Address

192.148.1.
192.168.1
192.148.1.
192.168.1.
192.148.1.

33

40

192.148.1.81

192.148.1.
192.168.1.
192.148.1.
192.168.1.

X
Refrash Now
Host Name MAC Address Expiraticn T...  Description Res...
nwasl23-ni"  bl:b2dciéefeSe 2018-04-28 .. &}
android-c...  e8:7%:c4:0d:15:48 2018-04-28 ... &}
androi 00es s Lo ] 2018-04-28 .. &}
androig-8f... f8:32:24:346:9e:53 2018-04-28 ... &}
mz-taki-4s 20180425 .. |
TWHNBITOZ. .. 2018-04-27 .. &}
RedmiNot... 20180425 ... ]
iRhoneX" 2018-04-29 ... =
andraid-7... 20180425 .. |
iPhons’ 2aZed248:fal 2018-04-29 . &}
Show |50  |a | items Displaying 1- 10 of 10
Cancel
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This table describes the fields in the above screen.

Table 31 Dashboard > System Status > DHCP Table

LABEL DESCRIPTION

# This field is a sequential value, and it is not associated with a specific entry.

Interface This field identifies the interface that assigned an IP address to a DHCP client.

IP Address This field displays the IP address currently assigned to a DHCP client or reserved for a
specific MAC address. Click the column’s heading cell to sort the table entries by IP
address. Click the heading cell again to reverse the sort order.

Host Name This field displays the name used to identify this device on the network (the

computer name). The Zyxel Device learns these from the DHCP client requests.
“None" shows here for a static DHCP entry.

MAC Address

This field displays the MAC address to which the IP address is currently assigned or for
which the IP address is reserved. Click the column’s heading cell fo sort the table
entries by MAC address. Click the heading cell again to reverse the sort order.

Description For a static DHCP entry, the host name or the description you configured shows
here. This field is blank for dynamic DHCP enfries.
Reserve If this field is selected, this entry is a static DHCP entry. The IP address is reserved for

the MAC address.

If this field is clear, this entry is a dynamic DHCP entry. The IP address is assigned to a
DHCP client.

To create a static DHCP entry using an existing dynamic DHCP entry, select this field,
and then click Apply.

To remove a static DHCP entry, clear this field, and then click Apply.

Refresh Inferval

Select how often you want this window fo be updated automatically.

Refresh Now

Click this to update the information in the window right away.

6.2.4 Number of Login Users Screen

Click the Number of Login Users link to see the following screen.

Figure 171 Dashboard > System Status > Number of Login Users

Number of Login Users

# User ID = Reauth/Lease Time

admin unlimited / 00:30:00

Session Timegut ~ Remaining Time  Remaining Quota (T /U /... Type IP Address  User Info Force Logout

unlimited n/a -f-/- hitp/hitps  192.168.1... admin{admin) &L gout

This table describes the fields in the above screen.

Table 32 Dashboard> System Status > Number of Login Users

LABEL DESCRIPTION
# This field is a sequential value and is not associated with any entry.
User ID This field displays the user name of each user who is currently logged in to the Zyxel

Device.

Reauth/Lease Time

This field displays the amount of reauthentication time remaining and the amount of
lease time remaining for each user.

Session Timeout

This field displays the fotal account of time the account (authenticated by an
external server) can use to log into the UAG or access the Internet through the Zyxel
Device.

This shows unlimited for an administrator account.
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Table 32 Dashboard> System Status > Number of Login Users

LABEL

DESCRIPTION

This field displays how much longer the account can use to log into the Zyxel Device
or access the Internet through the Zyxel Device. This shows N/A for an administrator
account.

Remaining Quota (T /U /D)

This field displays the remaining amount of data that can be transmitted or received
by each account. You can see the amount of either data in both directions (Total)
or upstream data (Upload) and downstream data (Download).

This shows -/-/- for an administrator account.

Type This field displays the way the user logged in to the Zyxel Device.
IP address This field displays the IP address of the computer used to log in to the Zyxel Device.
User Info This field displays the types of user accounts the Zyxel Device uses. If the user type is

ext-user (external user), this field will show its external-group information when you
move your mouse over it.

If the external user matches two external-group objects, both external-group object
names will be shown.

Force Logout

Click this icon to end a user’s session.

6.2.5 System Resources Screen

Hover your mouse over an item and click the arrow on the right fo see more details on that resource.

Figure 172 Dashboard > System Resources

C"_) System Resources
CFPU Usage

Memory Usage

Flash Usage

L | O

USE Storoge Usage

_u_ |

0/0MB |

Active Sessions

126/150000 |

This table describes the fields in the above screen.

Table 33 Dashboard > System Resources

LABEL

DESCRIPTON

CPU Usage

This field displays what percentage of the Zyxel Device's processing capability is
currently being used. Hover your cursor over this field to display the Show CPU Usage
icon that takes you to a chart of the Zyxel Device's recent CPU usage.

Memory Usage

This field displays what percentage of the Zyxel Device's RAM is currently being used.
Hover your cursor over this field to display the Show Memory Usage icon that takes
you fo a chart of the Zyxel Device's recent memory usage.

Flash Usage

This field displays what percentage of the Zyxel Device's onboard flash memory is
currently being used.
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Table 33 Dashboard > System Resources

LABEL

DESCRIPTON

USB Storage Usage

This field shows how much storage in the USB device connected to the Zyxel Device
isin use.

Active Sessions

This field shows how many sessions, established and non-established, that pass
through/from/to/within the ZyWALL. Hover your cursor over this field to display icons.
Click the Detail icon to go to the Session Monitor screen to see details about the
active sessions. Click the Show Active Sessions icon to display a chart of Zyxel
Device's recent session usage.

6.2.6 Extension Slot Screen

Figure 173 Dashboard > Extension Slot

[ Exiension Slot
= Extension Skof
USB 1
2 U3B 2

[l X%
Device Stafus
nones none
nons none

This table describes the fields in the above screen.

Table 34 Dashboard > Extension Slot

LABEL

DESCRIPTION

#

This is the index number of the enfry.

Extension Slot

This field displays the name of each extension slot.

Device

This field displays the name of the device connected to the extension slot (or none if
no device is detected). For an installed SEM (Security Extension Module) card, this
field displays what kind of SEM card is installed.

SEM-VPN - VPN accelerator. The SEM-VPN provides 500 Mbps VPN throughput, 2,000
IPSec VPN tunnels, and 750 SSL VPN users.

SEM-DUAL - accelerator for both VPN and UTM. The SEM-DUAL provides the benefits
of the SEM-VPN and increases the maximum anti-virus and IDP traffic throughput
from 100 Mbps to 400 Mbps.

USB Flash Drive - Indicates a connected USB storage device and the drive's storage
capacity.

Status

The status for an installed 3G USB dongle is none. For cellular (mobile broadband)
inferfaces, see Section 7.11 on page 232 for the status that can appear. For an
installed SEM (Security Extension Module) card, this field displays one of the
following:

Active - The SEM card is working properly.

Ready to activate - The SEM was inserted while the Zyxel Device was operating.
Restart the Zyxel Device to use the SEM.

Driver load failed - An error occurred during the Zyxel Device's attempt to activate
the SEM card. Make sure the SEM is installed properly and the thumbscrews are
fightened. If this status still displays, contact your vendor.

For a USB storage device, this field displays one of the following:

Ready - A USB storage device connected to the Zyxel Device is ready for the Zyxel
Device to use.

Unused - The Zyxel Device is unable to mount a USB storage device connected to
the Zyxel Device.
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6.2.7 Interface Status Summary Screen

Interfaces per Zyxel Device model vary.

Figure 174 Dashboard > Interface Status Summary

@ Interface Status Summary
Name Status
wan T00MYFUll
wan2 Drown
op Crown
an Up
lan2 Drowwn
eserved Down
dmz DCronwn

~H@lElX

Ha Status lone IP Addr/MNetmask IP Assignment = Action

nla WAN 10.214.80.47 } 255.255.255.0 DHCP client |Renew

nia WAN 0.0.0.0 / 0.0.0.0 DHCP clisnt P

nfa OFT 0.0.00 f 0000 Stafic nfa

nla LANT 192.148.1.1 / 255.255.255.0 Static nia

nfa LAM2 192.168.2.1 [ 255.255.255.0 Statfic nfa

nia nia 0.0.0.0/0.0.0.0 Static nia

nfa DMEZ 192.168.3.1 / 255.255.255.0 Stafic nfa

This table describes the fields in the above screen.

Table 35 Dashboard > Interface Status Summary

LABEL DESCRIPTION
Name This field displays the name of each inferface.
Status This field displays the current status of each interface. The possible values depend on

what type of inferface it is.
For Ethernet interfaces:
Inactive - The Ethernet interface is disabled.

Down - The Ethernet interface does not have any physical ports associated with it or
the Ethernet interface is enabled but not connected.

Speed / Duplex - The Ethernet interface is enabled and connected. This field displays
the port speed and duplex setting (Full or Half).

For cellular (mobile broadband) interfaces, see Section 7.11 on page 232 for the
status that can appear.

For the auxiliary interface:

Inactive - The auxiliary interface is disabled.

Connected - The auxiliary interface is enabled and connected.
Disconnected - The auxiliary interface is not connected.

For PPP interfaces:

Connected - The PPP interface is connected.

Disconnected - The PPP inferface is not connected.

If the PPP interface is disabled, it does not appear in the list.
For WLAN interfaces:

Up - The WLAN interface is enabled.

Down - The WLAN interface is disabled.
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Table 35 Dashboard > Interface Status Summary

LABEL

DESCRIPTION

HA Status

This field displays the status of the interface in the virtual router.
Active - This interface is the master interface in the virtual router.
Stand-By - This interface is a backup interface in the virtual router.

Fault - This VRRP group is not functioning in the virtual router right now. For example,
this might happen if the interface is down.

n/a - Device HA is not active on the interface.

Zone

This field displays the zone to which the interface is currently assigned.

IP Addr/Netmask

This field displays the current IP address and subnet mask assigned to the interface. If
the IP address is 0.0.0.0/0.0.0.0, the interface is disabled or did not receive an IP
address and subnet mask via DHCP.

If this inferface is a member of an active virtual router, this field displays the IP
address it is currently using. This is either the static IP address of the interface (if it is
the master) or the management IP address (if it is a backup).

IP Assignment

This field displays the interface’s IP assignment. It will show DHCP or Static.

Action

Use this field to get or to update the IP address for the interface.
Click Renew to send a new DHCP request to a DHCP server.

Click the Connecticon to have the Zyxel Device try to connect a PPPoE/PPTP
interface. If the interface cannot use one of these ways to get or to update its IP
address, this field displays n/a.

Click the Disconnect icon to stop a PPPOE/PPTP connection.

6.2.8 Secured Service Status Screen

This part shows what Unified Threat Management (UTM) services are available and enabled.

Figure 175 Dashboard > Secured Service Status

% Secured Service Status

1 i
Name Version Remaining Days
IDP Signature v3.2.4098 250 Rensw
Anfi-Virus v20.15978 250 Eensw
Anfi-Spam 250 Eens
Conient Flter 2.0 250 Eens
SecuReporter 358 Fensw
ADP

Security Policy Contro

This table describes the fields in the above screen.

Table 36 Dashboard > Secured Service Status

LABEL DESCRIPTION
# This field is a sequential value, and it is not associated with a specific status.
Status This field displays the status of the Zyxel Device's secure services. It will show four
types of status, Activated or Not Activated or Disabled or Enabled.
Name This field displays the name of the service, for example Anti-Spam.
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Table 36 Dashboard > Secured Service Status

LABEL

DESCRIPTION

Version

This field displays the version number of the services.

Remaining Days

This field displays the number of days remaining before the license expires.

Click Activate to connect with the myZyxel server and activate the license.

6.2.9 Content Filter Statistics Screen

Configure Configuration > UTM Profile > Content Filter and then view results here.

Figure 176 Dashboard > Content Filter Statistics

= Conient Filter Stafistics

Web Request Statisfics

Blocked:
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This table describes the fields in the above screen.

Table 37 Dashboard > Content Filter Statistics

LABEL

DESCRIPTION

Web Request Statistics

Total Web Pages

This is the number of web pages the Zyxel Device has checked to see whether they

Inspected belong to the categories you selected in the content filter screen.

Blocked This is the number of web pages that the Zyxel Device blocked access.

Warned This is the number of web pages for which the Zyxel Device has displayed a warning
message fo the access requesters.

Passed This is the number of web pages that the Zyxel Device allowed access.

Category Hit Summary

Security Threat

This is the number of requested web pages that belong to the Security Threat
categories you have selected in the content filter screen.

Managed Web pages

This is the number of requested web pages that belong to the managed categories
you have selected in the content filter screen.

6.2.10 Top 5 Viruses Screen

Figure 177 Dashboard > Top 5 Viruses

4 Top 5 Viruses

# Wirus Name

Hits
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This table describes the fields in the above screen.

Table 38 Dashboard > Top 5 Viruses

LABEL DESCRIPTION
# This is the entry’s rank in the list of the most commonly detected viruses.
Virus Name This is the name of a detected virus.
Hits This is how many fimes the Zyxel Device has detected the event described in the
entry.

6.2.11 Top 5 Intrusions Screen

Figure 178 Dashboard > Top 5 Infrusions

Top 5 Intrusions all@HeX

# Signature ID Signature Name Type Severity Hits

This table describes the fields in the above screen.

Table 39 Dashboard> Top 5 Infrusions

LABEL DESCRIPTION
# This is the entry’s rank in the list of the most commonly triggered signature policies.
Signature ID This is the identification number of the signature.
Signature Name This is the name of the signature.
Type This is the type of the signature, for example Schedule.
Severity This is the level of threat that the intrusions may pose.
Hits This is how many fimes the Zyxel Device has detected the event described in the
entry.

6.2.12 Top 5 IPv4/IPv6 Security Policy Rules that Blocked Traffic Screen

Figure 179 Dashboard > Top 5 IPv4/IPvé Security Policy Rules that Blocked Traffic

&\ Top 5 1Pv4 Secure Policy Rules that Blocked Traffic ol @ldix

# From To Description Hits

A\ Top 5 IPv6 Secure Policy Rules that Blocked Traffic ik JIEA S

# From To Description Hits

This table describes the fields in the above screen.

Table 40 Dashboard > IPv4/IPvé Security Policy Rules that Blocked Traffic

LABEL DESCRIPTION

# This is the entry’s rank in the list of the most commonly friggered security policies.
From This shows the zone packets came from that the triggered security policy.

To This shows the zone packets went to that the friggered security policy.
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Table 40 Dashboard > IPv4/IPvé Security Policy Rules that Blocked Traffic

LABEL DESCRIPTION
Description This field displays the descriptive name (if any) of the friggered security policy.
Hits This field displays how many times the security policy was triggered.

6.2.13 The Latest Alert Logs Screen

Figure 180 Dashboard > The Latest Alert Logs

[} The Latest Aleri Logs

= Time

Pricrity

~j@lielx

Source Destinafion

Category Message

This table describes the fields in the above screen.

Table 41 Dashboard> The Latest Alert Logs
LABEL DESCRIPTION
# This is the entry’s rank in the list of alert logs.
Time This field displays the date and time the log was created.
Priority This field displays the severity of the log.
Category This field displays the type of log generated.
Message This field displays the actual log message.
Source This field displays the source address (if any) in the packet that generated the log.
Destination This field displays the destination address (if any) in the packet that generated the
log.
Source Interface This field displays the incoming interface of the packet that generated the log.

6.3 VPN Screen

VPN models have a VPN tab. If no VPN tunnels are configured, a link to the Configuration > VPN < IPSec

VPN screen appears.

Figure 181 Dashboard > VPN Status

VPN
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This screen gives information such as:

ZyWALL USG Series User's Guide

211




Chapter 6 Dashboard

¢ The actual number of connections and the maximum number of tunnel connections for each VPN
type (IPSec/L2TP/SSL)

¢ The Incoming and Outgoing traffic amount in bps for each VPN type (IPSec/L2TP/SSL)

¢ The number of connected tunnels for each type of tunnel: Site to Site/Dynamic/ L2TP / SSL
* The Top 5 Logged in VPN Users per country

e The Top 5 Logged in VPN Users per Service Type

* The Top 5 Logged in VPN Users that are online

* Tunnel Health by Top 5 DPD (Dead Peer Detection) failures

¢ The top 5 connectivity Failures

* Graphical funnel stafistics.

Click the Refresh icon to update the information in the window right away.
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CHAPTER 7/
Monitor

7.1 Overview

Use the Monitor screens to check status and statistics information.

7.1.1 What You Can Do in this Chapter

Use the Monitor screens for the following.

Use the System Status > Port Statistics screen (see Section 7.2.1 on page 217) to look at packet
statistics for each physical port.

Use the System Status > Port Statistics > Graph View screen (see Section 7.2.1 on page 217) to look at
a line graph of packet statistics for each physical port.

Use the System Status > Interface Status screen (Section 7.3 on page 218) to see all of the Zyxel
Device's interfaces and their packet statistics.

Use the System Status > Traffic Statistics screen (see Section 7.4 on page 222) to start or stop data
collection and view statistics.

Use the System Status > Session Monitor screen (see Secfion 7.5 on page 225) to view sessions by user
or service.

Use the System Status > IGMP Statistics screen (see Section 7.6 on page 227) to view multicasting
details.

Use the System Status > DDNS Status screen (see Section 7.7 on page 228) to view the status of the
Zyxel Device's DDNS domain names.

Use the System Status > IP/MAC Binding screen (Section 7.8 on page 228) to view a list of devices that
have received an IP address from Zyxel Device interfaces with IP/MAC binding enabled.

Use the System Status > Login Users screen (Section 7.9 on page 229) to look at a list of the users
currently logged into the Zyxel Device.

Use the System Status > Dynamic Guest screen (see Section 7.10 on page 230) to look at a list of the
automatically created users allowed to access the Zyxel Device's services.

Use the System Status > Cellular Status screen (Section 7.11 on page 232) to check your mobile
broadband connection status.

Use the System Status > UPnP Port Status screen (see Section 7.12 on page 235) o look at a list of the
NAT port mapping rules that UPnP creates on the Zyxel Device.

Use the System Status > USB Storage screen (Secfion 7.13 on page 236) to view information about a
connected USB storage device.

Use the System Status > Ethernet Neighbor screen (Section 7.14 on page 237) to view and manage
the Zyxel Device’s neighboring devices through Layer Link Discovery Protocol (LLDP).

Use the System Status > FQDN Object screen (Section 7.15 on page 238) to display fully qualified
domain name (FQDN) object cache lists used in DNS queries.

Use the Wireless > AP Information > AP List screen (Section 7.16 on page 240) to display which APs are
currently connected to the Zyxel Device.
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Use the Wireless > AP Information > Radio List screen (Section 7.17 on page 250) to display stafistics
about the wireless radio tfransmitters in each of the APs connected to the Zyxel Device.

Use the Wireless > AP Information > Top N APs screen (Section 7.18 on page 253) to view managed
APs with the most wireless traffic usage and most associated wireless stations.

Use the Wireless > AP Information > Single AP screen (Section 7.19 on page 255) to view APs wireless
fraffic usage and associated wireless stations for a managed AP.

Use the Wireless > ZyMesh screen (Section 7.20 on page 256) to display statistics about the ZyMesh
wireless connections between the managed APs.

Use the Wireless > SSID Info screen (Section 7.21 on page 257) to display the number of wireless clients
that are currently connected to an SSID and the SSID’s security mode.

Use the Wireless > Station Info > Station List screen (Section 7.23 on page 259) to view information on
connected wireless stations.

Use the Wireless > Station Info > Top N Stations screen (Section 7.23 on page 259) to view wireless
stations with the most wireless fraffic usage.

Use the Wireless > Station Info > Single Station screen (Section 7.24 on page 260) to view wireless traffic
usage for an associated wireless station.

Use the Wireless > Detected Device screen (Section 7.23 on page 259) to view information about
suspected rogue APs.

Use the Printer Status screen (see Section 7.26 on page 262) to view information about the connected
statement printers.

Use the SecuDeployer screen (see Section 7.27 on page 263) to view Zyxel Device SecuDeployer
client(s) managed by the Zyxel Device SecuDeployer server. A Zyxel Device SecuDeployer server
provisions local interfaces and IPSec tunnels to Zyxel Device SecuDeployer clients.

Use the VPN Monitor > IPSec screen (Section 7.27 on page 263) to display and manage active IPSec
SAs.

Use the VPN Monitor > SSL screen (see Section 7.28 on page 264) to list the users currently logged info
the VPN SSL client portal. You can also log out individual users and delete related session information.

Use the VPN Monitor > L2TP over IPSec screen (see Section 7.29 on page 265) to display and manage
the Zyxel Device's connected L2TP VPN sessions.

Use the UTM Statistics > App Patrol screen (see Section 7.30 on page 266) to start or stop data
collection and view virus statistics

Use the UTM Statistics > Content Filter screen (Section 7.31 on page 267) to start or stop data
collection and view content filter statistics.

Use the UTM Statistics > IDP screen (Section 7.32 on page 268) to start or stop data collection and view
IDP stafistics.

Use the UTM Statistics > Anti-Virus screen (see Section 7.33 on page 270) to start or stop data
collection and view virus statistics.

Use the UTM Statistics > Anti-Spam > Summary screen (Section 7.34 on page 272) to start or stop data
collection and view spam statistics.

Use the UTM Statistics > Anti-Spam > Status screen (Section 7.34.2 on page 274) to see how many mail
sessions the Zyxel Device is currently checking and DNSBL statistics.

Use the UTM Statistics > SSL Inspection screen (Section 7.35 on page 276) to see a report on SSL
Inspection and a certificate cache list.

Use the UTM Statistics > Certificate Cache List screen (Section 7.35.1 on page 277) to display traffic to
destination servers using certificates.

Use the Log > View Log screen (see Section 7.36.1 on page 278) to view the Zyxel Device's current log
messages. You can change the way the log is displayed, you can e-mail the log, and you can also
clear the log in this screen.
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* Use the Log > View AP Log screen (see Section 7.36.2 on page 280) to view the Zyxel Device's current
wireless AP log messages.

¢ Use the Log > Dynamic Users Log screen (see Section 7.36.3 on page 282) to view the Zyxel Device's
dynamic guest account log messages.

7.2 Port Statistics Screen

Use this screen to look at packet statistics for each Gigabit Ethernet port. To access this screen, click
Monitor > System Status > Port Statistics.

Figure 182 Monitor > System Status > Port Statistics
Port Statistics

General Settings

Poll Interval: 5 (1-60 seconds)[ Set Interval ] [ Stop ]

Statistics Table

# El_lrt s Status TxPkiz RexPhiz Collizions Tx Biz Rx Bl Up Time

1 1 Down 0 0 0 0 0 00:00:00
2 2 100M/Full 43408 851210 0 57 1758 45:07:52
3 3 Down 0 0 0 0 0 00:00:00
4 4 Down 0 0 0 ] 0 00:00:00
5 5 Down 0 0 0 0 0 00:00:00
Page Il_ of 1 Show |50 |w items Displaying 1-50f 5
System Up Time: 1days, 22:03:21

The following table describes the labels in this screen.

Table 42 Monitor > System Status > Port Statistics

LABEL DESCRIPTION

Poll Interval Enter how often you want this window to be updated automatically, and click Set Interval.

Set Interval Click this to set the Poll Interval the screen uses.

Stop Click this to stop the window from updating automatically. You can start it again by setting the
Poll Interval and clicking Set Interval.

Switchto Graphic | Click this to display the port statistics as a line graph.

View

# This field is a sequential value, and it is not associated with a specific port.

Port This field displays the physical port number.

Status This field displays the current status of the physical port.
Down - The physical port is not connected.
Speed / Duplex - The physical port is connected. This field displays the port speed and duplex
setfting (Full or Half).

TxPkts This field displays the number of packets fransmitted from the Zyxel Device on the physical port
since it was last connected.

RxPkts This field displays the number of packets received by the Zyxel Device on the physical port
since it was last connected.

Collisions This field displays the number of collisions on the physical port since it was last connected.
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Table 42 Monitor > System Status > Port Stafistics (continued)

LABEL DESCRIPTION

Tx B/s This field displays the transmission speed, in bytes per second, on the physical port in the one-
second inferval before the screen updated.

Rx B/s This field displays the reception speed, in bytes per second, on the physical port in the one-
second interval before the screen updated.

Up Time This field displays how long the physical port has been connected.

System Up Time This field displays how long the Zyxel Device has been running since it last restarted or was
furned on.

7.2.1 The Port Statistics Graph Screen

Use this screen to look at a line graph of packet statistics for each physical port. To access this screen,
click Port Statistics in the Status screen and then the Switch to Graphic View Button.

Figure 183 Monitor > System Status > Port Statistics > Switch fo Graphic View

General Settings

Refresh Interval: 5 minutes & Refresh Now

Port Usage

Port Selection: P1 St Switch To Grid View

1 bps —Tx —Rx Last Update: 2011-08-10 14:35:40

0.9
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0.7

0.6

0.5

0.4

0.3

0.2

0.1

The following table describes the labels in this screen.

Table 43 Monitor > System Status > Port Statfistics > Switch to Graphic View

LABEL DESCRIPTION

Refresh Interval Enter how often you want this window to be automatically updated.

Refresh Now Click this to update the information in the window right away.

Port Selection Select the number of the physical port for which you want to display graphics.
Switch to Grid Click this to display the port statistics as a table.

View

bps The y-axis represents the speed of transmission or reception.

fime The x-axis shows the fime period over which the transmission or reception occurred
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Table 43 Monitor > System Status > Port Stafistics > Switch fo Graphic View (continued)

LABEL DESCRIPTION

> This line represents traffic fransmitted from the Zyxel Device on the physical port since it was last
connected.

RX This line represents the traffic received by the Zyxel Device on the physical port since it was last

connected.

Last Update

This field displays the date and time the information in the window was last updated.

7.3 Interface Status Screen

This screen lists all of the Zyxel Device's interfaces and gives packet statistics for them. Click Monitor >
System Status > Interface Status fo access this screen.

Figure 184 Monitor > System Status > Interface Status

Interface Status
Name
= wanl

wanl ppp

= wan2

wan2 ppp

Tunnel Interface Status

Name Status

IPv6 Interface Status

Name
= wanl

wanl ppp
= wan2

wan2 ppp

Interface Statistics

Refresh

Name

H wanl

H wan2
lan1
lan2

dmz

Port/Binding Status Zone 1P Addr/Netmask  IP Assignment Services Action
Pl 100M/Full WAN 172.21.60.34 /.. DHCP client n/a [Renew
P1 Inactive WAN 0.0.0.0 / 0.0.0.0  Dynamic n/a n/a
P2 Down WAN 0.0.0.0 / 0.0.0.0  DHCP client n/a |Renew
P2 Inactive WAN 0.0.0.0 / 0.0.0.0  Dynamic n/a n/a
P3, P4, P35, P6 Down LAN1 192.168.1.1/ .. Static DHCP server nfa
n/a Down LANZ 192.168.2.1/ .. Static DHCP server n/a
nia Down DMZ 192.168.3.1/ .. Static DHCP server nia
Zone 1P Address My Address Remote Gateway Address Mode

Port Status Zone IP Address Services Action

PL Inactive WAN n n/zn/a n'a

PL Inactive WAN :: n/znfa nfa

P2 Down WAN 5 n/zn/a n'a

P2 Inactive WAN n n/znfa n'a

P3, P4..  Down LANT i n/zn/z n/a

nla Down LANZ n n/zn/a n'a

n/a Down DMZ :: n/znfa nfa
Status TxPkts RxPkts Tx B/s Rx Bfs
100M/Full 1066861 1092915 0 538
Down 2 0 0 ]
Down 11 8 0 0
Down 1 0 0 ]
Down 1 0 0 0
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Each field is described in the following table.

Table 44 Monitor > System Status > Interface Status

LABEL

DESCRIPTION

Interface Status

If an Ethernet interface does not have any physical ports associated with it, its entry is displayed in light gray text.

Name

This field displays the name of each interface. If there is an Expand icon (plus-sign) next to the
name, click this to look at the status of virtual interfaces on top of this interface.

Port/Binding

This field displays the physical port number.

Status

This field displays the current status of each interface. The possible values depend on what
type of interface it is.

For Ethernet interfaces:

¢ Inactive - The Ethernet interface is disabled.

¢ Down - The Ethernet interface does not have any physical ports associated with it or the
Ethernet interface is enabled but not connected.

* Speed / Duplex - The Ethernet interface is enabled and connected. This field displays the
port speed and duplex setting (Full or Half).

For cellular (mobile broadband) interfaces, see Section 7.13 on page 236 the Web Help for the
status that can appear.

For the auxiliary interface:

¢ Inactive - The auxiliary interface is disabled.
e Connected - The auxiliary interface is enabled and connected.
¢ Disconnected - The auxiliary interface is not connected.

For virtual interfaces, this field always displays Up. If the virtual interface is disabled, it does not
appear in the list.

For VLAN and bridge interfaces, this field always displays Up. If the VLAN or bridge interface is
disabled, it does not appear in the list.

For PPP interfaces:

e Connected - The PPP interface is connected.
¢ Disconnected - The PPP interface is not connected.

If the PPP interface is disabled, it does not appear in the list.
For WLAN interfaces:

e Up-The WLAN interface is enabled.
¢ Down - The WLAN interface is disabled.

HA Status

This field displays the status of the interface in the virtual router.

e Active - This interface is the master interface in the virtual router.
e Stand-By - This interface is a backup interface in the virtual router.

e Fault - This VRRP group is not functioning in the virtual router right now. For example, this
might happen if the interface is down.

e n/a-Device HA is not active on the interface.

Zone

This field displays the zone to which the inferface is assigned.

IP Addr/Netmask

This field displays the current IP address and subnet mask assigned to the interface. If the IP
address and subnet mask are 0.0.0.0, the interface is disabled or did not receive an IP address
and subnet mask via DHCP.

If this interface is a member of an active virtual router, this field displays the IP address it is
currently using. This is either the static IP address of the interface (if it is the master) or the
management IP address (if it is a backup).
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Table 44 Monitor > System Status > Interface Status (continued)

LABEL

DESCRIPTION

IP Assignment

This field displays how the interface gets its IP address.

Static - This inferface has a static IP address.
DHCP Client - This interface gets its IP address from a DHCP server.

Services This field lists which services the interface provides to the network. Examples include DHCP
relay, DHCP server, DDNS, RIP, and OSPF. This field displays n/a if the interface does not provide
any services to the network.

Action Use this field fo get or to update the IP address for the interface. Click Renew to send a new

DHCP request to a DHCP server. Click Connect to fry fo connect a PPPoE/PPTP interface. If the

inferface cannot use one of these ways to get or to update its IP address, this field displays n/a.

Tunnel Interface Status

This displays the de

tails of the Zyxel Device’s configured tunnel interfaces.

Name This field displays the name of the interface.

Status The activate (light bulb) icon is lit when the entry is active and dimmed when the entry is
inactive.

Zone This field displays the zone to which the interface is assigned.

IP Address This is the IP address of the interface. If the interface is active (and connected), the Zyxel
Device tunnels local traffic sent to this IP address to the Remote Gateway Address.

My Address This is the interface or IP address uses to identify itself to the remote gateway. The Zyxel Device
uses this as the source for the packets it tunnels to the remote gateway.

Remote This is the IP address or domain name of the remote gateway to which this interface tunnels

Gateway fraffic.

Address

Mode This field displays the tunnel mode that you are using.

IPvé Interface Status

If an Ethernet interf

ace does not have any physical ports associated with it, its entry is displayed in light gray text.

Name This field displays the name of each interface. If there is an Expand icon (plus-sign) next to the
name, click this fo look at the status of virtual interfaces on top of this interface.
Port This field displays the physical port number.
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Table 44 Monitor > System Status > Interface Status (continued)

LABEL DESCRIPTION

Status This field displays the current status of each interface. The possible values depend on what
type of interface it is.

For Ethernet interfaces:

* Inactive - The Ethernet interface is disabled.

* Down - The Ethernet interface does not have any physical ports associated with it or the
Ethernet interface is enabled but not connected.

* Speed / Duplex - The Ethernet interface is enabled and connected. This field displays the
port speed and duplex setting (Full or Half).

For cellular (mobile broadband) interfaces, see Section 7.13 on page 236 the Web Help for the

status that can appear.

For the auxiliary interface:

¢ Inactive - The auxiliary interface is disabled.

e Connected - The auxiliary interface is enabled and connected.

¢ Disconnected - The auxiliary interface is not connected.

For virtual interfaces, this field always displays Up. If the virtual interface is disabled, it does not

appearin the list.

For VLAN and bridge interfaces, this field always displays Up. If the VLAN or bridge interface is

disabled, it does not appear in the list.

For PPP interfaces:

e Connected - The PPP interface is connected.

* Disconnected - The PPP interface is not connected.

If the PPP interface is disabled, it does not appear in the list.

For WLAN interfaces:

¢ Up-The WLAN interface is enabled.

* Down - The WLAN interface is disabled.

Zone This field displays the zone to which the interface is assigned.

IP Address This field displays the current IPvé address assigned fo the interface. If the IPvé address is ::, the
inferface is disabled or did not receive an IPvé address via DHCP.

If this interface is a member of an active virtual router, this field displays the IPvé address it is
currently using. This is either the static IPvé address of the interface (if it is the master) or the
management IPvé address (if it is a backup).

Services This field lists which services the interface provides to the network. Examples include DHCP
relay, DHCP server, DDNS, RIP, and OSPF. This field displays n/a if the interface does not provide
any services to the network.

Action Use this field fo get or to update the IP address for the interface. Click Renew to send a new

DHCP request to a DHCP server. Click Connect o fry fo connect a PPPoOE/PPTP interface. If the

interface cannot use one of these ways to get or to update its IP address, this field displays n/a.

Interface Statistics

This table provides

packet statistics for each interface.

Refresh Click this button to update the information in the screen.

Expand/Close Click this button to show or hide statistics for all the virtual interfaces on top of the Ethernet
interfaces.

Name This field displays the name of each interface. If there is a Expand icon (plus-sign) next fo the

name, click this to look at the statistics for virtual interfaces on top of this interface.
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Table 44 Monitor > System Status > Interface Status (continued)
LABEL DESCRIPTION

Status This field displays the current status of the interface.

¢ Down - The interface is not connected.

* Speed / Duplex - The interface is connected. This field displays the port speed and duplex
setting (Full or Half).

This field displays Connected and the accumulated connection time (hh:mm:ss) when the PPP
interface is connected.

TxPkts This field displays the number of packets transmitted from the Zyxel Device on the interface
since it was last connected.

RxPkts This field displays the number of packets received by the Zyxel Device on the interface since it
was last connected.

Tx B/s This field displays the transmission speed, in bytes per second, on the interface in the one-
second interval before the screen updated.

Rx B/s This field displays the reception speed, in bytes per second, on the interface in the one-second
interval before the screen updated.

7.4 The Traffic Statistics Screen

Click Monitor > System Status > Traffic Statistics to display the Traffic Statistics screen. This screen provides
basic information about the following for example:

* Most-visited Web sites and the number of times each one was visited. This count may not be accurate
in some cases because the Zyxel Device counts HTTP GET packets. Please see Table 45 on page 223
for more information.

* Most-used protocols or service ports and the amount of fraffic on each one

¢ LAN IP with heaviest traffic and how much traffic has been sent to and from each one

You use the Traffic Statistics screen fo tell the Zyxel Device when to start and when to stop collecting
information for these reports. You cannot schedule data collection; you have to start and stop it
manually in the Traffic Statistics screen.
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Figure 185 Monitor > System Status > Traffic Statistics

Data Collection
[¥] collect statistics since 2013-12-18 Wed 09:29:38 to 2013-12-18 Wed 09:29:46
Apply Reset
Statistics
Interface: wianl v
Sort By: Hast IP Address/User X ¥ Refresh Flush Data
# Direction IP Address/User Amount
1 Rx From 17288824 I 205.209(MBytes)
2 Rx From 172 SXK97 N 175 .552(MBytes)
3 TxTo 17288897 [ ] 62927(MBytes)
4 Rx From 211 241250 I 9.308(MBytes)
5 Rx From 172288161 | 6.980(MBytes)
6 TxTa 172 2X& 24 | 5.715(MBytes)
7 Rx From 23 208Q%0 101 | 554.904(KBytes)
8 Rx From 17228845 | 544 891(KBytes)

There is a limit on the number of records shown in the report. Please see Table 46 on page 224 for more
information. The following table describes the labels in this screen.

Table 45 Monitor > System Status > Traffic Statistics

LABEL

DESCRIPTION

Data Collection

Collect Statistics

Select this to have the Zyxel Device collect data for the report. If the Zyxel Device has already
been collecting data, the collection period displays to the right. The progress is not tracked
here real-time, but you can click the Refresh button to update it.

Apply

Click Apply to save your changes back fo the Zyxel Device.

Reset

Click Reset to refurn the screen to ifs last-saved settings.

Statistics

Interface

Select the interface from which to collect information. You can collect information from
Ethernet, VLAN, bridge and PPPoE/PPTP interfaces.

Sort By

Select the type of report to display. Choices are:

e Host IP Address/User - displays the IP addresses or users with the most traffic and how much
fraffic has been sent to and from each one.

e Service/Port - displays the most-used protocols or service ports and the amount of traffic for
each one.

* Web Site Hits - displays the most-visited Web sites and how many times each one has been
visited.

e Country - displays the countries with the most traffic and the amount of traffic for each
one.

Each type of report has different information in the report (below).

Refresh

Click this button to update the report display.

Flush Data

Click this button to discard all of the screen’s statistics and update the report display.

These fields are available when the Traffic Type is Host IP Address/User.

This field is the rank of each record. The IP addresses and users are sorted by the amount of
fraffic.

Direction

This field indicates whether the IP address or user is sending or receiving traffic.

* Ingress- traffic is coming from the IP address or user to the Zyxel Device.
* Egress - traffic is going from the Zyxel Device to the IP address or user.
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Table 45 Monitor > System Status > Traffic Statistics (continued)

LABEL DESCRIPTION

IP Address/ This field displays the IP address or user in this record.

User

Amount This field displays how much traffic was sent or received from the indicated IP address or user. If
the Direction is Ingress, a red bar is displayed; if the Direction is Egress, a blue bar is displayed.
The unit of measure is bytes, Kbytes, Mbytes or Gbytes, depending on the amount of traffic for
the particular IP address or user. The count starts over at zero if the number of bytes passes the
byte count limit. See Table 46 on page 224.
These fields are available when the Traffic Type is Service/Port.

# This field is the rank of each record. The protocols and service ports are sorted by the amount

of traffic.

Service/Port

This field displays the service and port in this record. The maximum number of services and
service ports in this report is indicated in Table 46 on page 224.

Protocol This field indicates what protocol the service was using.

Direction This field indicates whether the indicated protocol or service port is sending or receiving traffic.
* Ingress - fraffic is coming into the Zyxel Devicethrough the interface
e Egress - traffic is going out from the Zyxel Device through the interface

Amount This field displays how much traffic was sent or received from the indicated service / port. If the
Direction is Ingress, a red bar is displayed; if the Direction is Egress, a blue bar is displayed. The
unit of measure is bytes, Kbytes, Mbytes, Gbytes, or Tbytes, depending on the amount of fraffic
for the particular protocol or service port. The count starts over at zero if the number of bytes
passes the byte count limit. See Table 46 on page 224.

These fields are available when the Traffic Type is Web Site Hits.

# This field is the rank of each record. The domain names are sorted by the number of hits.

Web Site This field displays the domain names most often visited. The Zyxel Device counts each page
viewed on a Web site as another hit. The maximum number of domain names in this report is
indicated in Table 46 on page 224.

Hits This field displays how many hits the Web site received. The Zyxel Device counts hits by
counting HTTP GET packets. Many Web sites have HTTP GET references to other Web sites, and
the Zyxel Device counts these as hits too. The count starts over at zero if the number of hits
passes the hit count limit. See Table 46 on page 224.

These fields are available when the Traffic Type is Country.

# This field is the rank of each record. The counfry name is sorted by the amount of traffic.

Country This field displays the name of the country.

Name

Country This field displays the country code.

Amount This field displays how much traffic was sent or received from the indicated country. If the

Direction is Ingress, a red bar is displayed; if the Direction is Egress, a blue bar is displayed. The
unit of measure is bytes, Kbytes, Mbytes, Gbytes, or Toytes, depending on the amount of traffic
for the particular protocol or service port. The count starts over at zero if the number of bytes
passes the byte count limit. See Table 46 on page 224.

e Ingress - fraffic is coming into the Zyxel Device from the country.
e Egress - fraffic is going from the Zyxel Device to the country.

The following table displays the maximum number of records shown in the report, the byte count limit,
and the hit count limit.

Table 46 Maximum Values for Reports

LABEL

DESCRIPTION

Maximum Number of Records 20
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Table 46 Maximum Values for Reports (continued)

LABEL

DESCRIPTION

Byte Count Limit

264 pytes; this is just less than 17 million terabytes.

Hit Count Limit

264 hits; this is over 1.8 x 1017 hits.

7.5 The Session Monitor Screen

The Session Monitor screen displays all established sessions that pass through the Zyxel Device for
debugging or statistical analysis. It is not possible to manage sessions in this screen. The following
information is displayed.

¢ User who started the session

* Protocol or service port used

e Source address

¢ Destination address

* Number of bytes received (so far)

¢ Number of bytes fransmitted (so far)

* Duration (so far)

You can look at all established sessions that passed through the Zyxel Device by user, service, source IP
address, or destination IP address. You can also filter the information by user, protocol / service or service
group, source address, and/or destination address and view it by user.

Click Monitor >

System Status > Session Monitor to display the following screen.

Figure 186 Monitor > System Status > Session Monitor

Session
View:
User:
Source Address:

Source Country:

Search

all sessions 2% Refresh
Service: any o
Destination Address:

any urf Destinafion Couniry: any 25

Senvice Source Source C... | Destination | Destination Cou...  Rx Tx Duration

of 0 Show |50 w. | items No data to display
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The following table describes the labels in this screen.

Table 47 Monitor > System Status > Session Monitor

LABEL DESCRIPTION
View Select how you want the established sessions that passed through the Zyxel Device to be
displayed. Choices are:
e sessions by users - display all active sessions grouped by user
* sessions by services - display all active sessions grouped by service or protocol
* sessions by source IP - display all active sessions grouped by source IP address
* session by source region - display all active sessions grouped by where the fraffic is coming
from by country
* sessions by destination IP - display all active sessions grouped by destination IP address
* sessions by destination region - display all active sessions grouped by where the traffic is
going fo by country
e all sessions - filter the active sessions by the User, Service, Source Address, and Destination
Address, and display each session individually (sorted by user).
Refresh Click this button to update the information on the screen. The screen also refreshes
automatically when you open and close the screen.
The User, Service, Source Address, Destination Address, Source Country and Destination
Country fields display if you view all sessions. Select your desired filter criteria and click the
Refresh button to filter the list of sessions.

User This field displays when View is setf to all sessions. Type the user whose sessions you want fo view.
It is not possible to type part of the user name or use wildcards in this field; you must enter the
whole user name.

Service This field displays when View is set to all sessions. Select the service or service group whose
sessions you want to view. The Zyxel Device identifies the service by comparing the protocol
and destination port of each packet to the protocol and port of each services that is defined.

Source This field displays when View is setf to all sessions. Type the source IP address whose sessions you

Address want to view. You cannot include the source port.

Source This field displays when View is sef to all sessions. Select the country where the traffic is coming

Country from.

Destination This field displays when View is set to all sessions. Type the destination IP address whose sessions

Address you want to view. You cannot include the destination port.

Destination This field displays when View is set to all sessions. Select the country where the fraffic is going to.

Country

Search Click this to display all sessions in the table below according to the criteria you defined above.

Clear Administrators can use these buttons to forcibly terminate selected TCP/UDP connections.
Select one or multiple connections and then click Clear; click Clear All to terminate all

Clear Al connections displayed. Cleared sessions display in the Log > View Log screen.

# This field is the rank of each record. The names are sorted by the name of user in active session.
You can use the pull down menu on the right to choose sorting method.

User This field displays the user in each active session.

If you are looking at the sessions by users (or all sessions) report, click + or - o display or hide
details about a user’s sessions.

Service This field displays the protocol used in each active session.

If you are looking at the sessions by services report, click + or - to display or hide details about
a protocol’s sessions.

Source This field displays the source IP address and port in each active session.
If you are looking at the sessions by source IP report, click + or - to display or hide details about
a source IP address’s sessions.

Source This field displays the source country in each active session.

Country
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Table 47 Monitor > System Status > Session Monitor (continued)

LABEL DESCRIPTION

Destination This field displays the destination IP address and port in each active session.

If you are looking at the sessions by destination IP report, click + or - to display or hide details
about a destination IP address’s sessions.

Destination This field displays the destination country in each active session.

Country

Rx This field displays the amount of information received by the source in the active session.
Tx This field displays the amount of information transmitted by the source in the active session.
Duration This field displays the length of the active session in seconds.

7.6 IGMP Statistics

The Internet Group Management Protocol (IGMP) Statistics is used by Zyxel Device IP hosts to inform
adjacent router about multicast group memberships. It can also be used for one-to-many networking
applications such as online streaming video and gaming, distribution of company newsletters, updating
address book of mobile computer users in the field allowing more efficient use of resources when
supporting these types of applications. Click Monitor > System Status > IGMP Statistics to open the
following screen.

Figure 187 Monitor > System Status > IGMP Statistics

IGMP Statistics

# «~ Group Source IP Incoming Interface  Packet Count Bytes Outgoing Interface

Page of 1 Show |50 | items Mo data to display

The following table describes the labels in this screen.

Table 48 Monitor > System Status> IGMP Statistics

LABEL DESCRIPTION

# This field is a sequential value, and it is not associated with a specific | GMP Stafistics.
Group This field displays the group of devices in the IGMP.

Source IP This field displays the host source IP information of the IGMP.

Incoming Interface This field displays the incoming interface that's connected on the IGMP.

Packet Count This field displays the packet size of the data being transferred.

Bytes This field displays the size of the data being transferred in Byes.

Outgoing Interface This field displays the outgoing interface that's connected on the IGMP.
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7.7 The DDNS Status Screen

The DDNS Status screen shows the status of the Zyxel Device's DDNS domain names. Click Monitor >
System Status > DDNS Status to open the following screen.

Figure 188 Monitor > System Status > DDNS Statfus

DDNS Status

DDNS Status

z Profile Name Dorrtain Mame Effective IP Last update Last Update Time

Page of 0 Show (50 i ifems Mo data fo display

The following table describes the labels in this screen.

Table 49 Monitor > System Status > DDNS Status

LABEL DESCRIPTION

Update Click this to have the Zyxel Device update the profile to the DDNS server. The Zyxel
Device attempfs to resolve the IP address for the domain name.

# This field is a sequential value, and it is not associated with a specific DDNS server.

Profile Name This field displays the descriptive profile name for this entry.

Domain Name This field displays each domain name the Zyxel Device can route.

Effective IP This is the (resolved) IP address of the domain name.

Last Update Status This shows whether the last attempt to resolve the IP address for the domain name was

successful or not. Updating means the Zyxel Device is currently attempfting to resolve the
IP address for the domain name.

Last Update Time This shows when the last atfempt to resolve the IP address for the domain name
occurred (in year-month-day hour:minute:second format).

7.8 IP/MAC Binding

Click Monitor > System Status > IP/MAC Binding tfo open the IP/MAC Binding screen. This screen lists the
devices that have received an IP address from Zyxel Device interfaces with IP/MAC binding enabled
and have ever established a session with the Zyxel Device. Devices that have never established a
session with the Zyxel Device do not display in the list.

Figure 189 Monitor > System Status > IP/MAC Binding

Monitor Table

Interface: none -

# 1P Address Host Name MAC Address Last Accoss Dascripban
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The following table describes the labels in this screen.

Table 50 Monitor > System Status > IP/MAC Binding

LABEL DESCRIPTION

Interface Select a Zyxel Device interface that has IP/MAC binding enabled to show to which
devices it has assigned an IP address.

# This field is a sequential value, and it is not associated with a specific IP/MAC binding
entry.

IP Address This is the IP address that the Zyxel Device assigned to a device.

Host Name This field displays the name used to identify this device on the network (the computer
name). The Zyxel Device learns these from the DHCP client requests.

MAC Address This field displays the MAC address to which the IP address is currently assigned.

Last Access This is when the device last established a session with the Zyxel Device through this
intferface.

Description This field displays the description of the IP/MAC binding.

7.9 The Login Users Screen

Use this screen to look at a list of the users currently logged into the Zyxel Device. To access this screen,

click Monitor > System Status > Login Users.

Figure 190 Monitor > System Status > Login Users
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The following table describes the labels in this screen.

Table 51 Monitor > System Status > Login Users

LABEL

DESCRIPTION

Force Logout

Select a user ID and click this icon to end a user’s session.

#

This field is a sequential value and is not associated with any entry.

User ID

This field displays the user name of each user who is currently logged in to the Zyxel
Device.

Reauth/Lease Time

This field displays the amount of reauthentication time remaining and the amount of
lease time remaining for each user.

Session Timeout

This field displays the total account of time the account (authenticated by an external
server) can use to log info the Zyxel Device or access the Internet through the Zyxel
Device.

This shows unlimited for an administrator account.

Remaining time

This field displays how much longer the account can use fo log into the Zyxel Device or
access the Internet through the Zyxel Device.

This shows N/A for an administrator account.
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Table 51 Monitor > System Status > Login Users (confinued)

LABEL DESCRIPTION
Remaining Quota (T/ | This field displays the remaining amount of data that can be tfransmitted or received by
u/o) each account. You can see the amount of either data in both directions (Total) or
upstream data (Upload) and downstream data (Download).
This shows -/-/- for an administrator account.
Type This field displays the way the user logged in to the Zyxel Device.
IP Address This field displays the IP address of the computer used to log in to the Zyxel Device.
Counfry The Internet Assigned Numbers Authority (IANA) has reserved the following blocks of
Private IP addresses specifically for private networks:
e 10.0.0.0-10.255.255.255
e 172.16.0.0-172.31.255.255
e 192.168.0.0-192.168.255.255
e 224.0.0.0-239.255.255.255
MAC This field displays the MAC address of the computer used to log in to the Zyxel Device.
User Info This field displays the types of user accounts the Zyxel Device uses. If the user type is ext-

user (external user), this field will show its external-group information when you move your
mouse over it.

If the external user matches two external-group objects, both external-group object
names will be shown.

Acct. Status

For a captive portal login, this field displays the accounting status of the account used to
log into the Zyxel Device.

Accounting-on means accounting is being performed for the user login.
Accounting-off means accounting has stopped for this user login.

A “-" displays if accounting is not enabled for this login.

RADIUS Profile Name

This field displays the name of the RADIUS profile used to authenticate the login through
the captive portal. N/A displays for logins that do not use the captive portal and RADIUS
server authentication.

Refresh

Click this button to update the information in the screen.

7.10 The Dynamic Guest Screen

Dynamic guest accounts can be automatically generated for guest users by using a connected
statement printer or the web configurator with the guest-manager account (see Chapter 21 on page
549 for more information). A dynamic guest account has a dynamically-created user name and
password. Guest users can log in with the dynamic guest accounts when connecting to an SSID for a
specified time unit. Use this screen to look at a list of dynamic guest user accounts on the Zyxel Device's
local database. To access this screen, click Monitor > System Status > Dynamic Guest.

Figure 191 Monitor > System Status > Dynamic Guest
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The following table describes the labels in this screen.

Table 52 Monitor > System Status > Dynamic Guest

LABEL DESCRIPTION
Remove Select an entry and click this button to remove it from the list.
Note: If you delete a valid user account which is in use, the Zyxel Device
ends the user session.
Refresh Click this button to update the information in the screen.
# This is the index number of the dynamic guest account in the list.
Status This field displays whether an account expires or not.
Username This field displays the user name of the account.

Create Time

This field displays when the account was created.

Remaining Time

This field displays the amount of Internet access time remaining for each account.

Time Period

This field displays the total account of time the account can use to access the
Internet through the Zyxel Device.

Expiration Time

This field displays the date and time the account becomes invalid.

Note: Once the time allocated to a dynamic account is used up or a
dynamic account remains un-used after the expiratfion fime, the
account is deleted from the account list.

Quota (T/U/D)

This field displays how much data in both directions (Total) or upstream data
(Upload) and downstream data (Download) can be transmitted through the WAN
interface before the account expires.

Remaining Quota (T/U/D)

This field displays the remaining amount of data that can be transmitted or received
by each account. You can see the amount of either data in both directions (Total)
or upstream data (Upload) and downstream data (Download).

Bandwidth (U/D)

This field displays the maximum upstream (Upload) and downstream (Download)
bandwidth allowed for the user account in kilobits per second.

Charge

This field displays the total cost of the account.

Payment Info

This field displays the method of payment for each account.

Real Name This field displays the user’'s name of the account.

Email This field displays the email address of the account.

Phone Num This field displays the mobile phone number for the account.
User Role This field displays the role of the account.

The following table describes the icons in this screen.

Table 53 Monitor > System Status > Dynamic Guest Icons

LABEL DESCRIPTION
a This guest account is un-used.
ﬂun
m This guest account is in use and online.
ay
& This guest account has been used but is offline now.
;3 This guest account expired.
& This guest account has been deleted.
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7.11 Cellular Status Screen

This screen displays your mobile broadband connection status. Click Monitor > System Status > Cellular
Status to display this screen.

Figure 192 Monitor > System Status > Cellular Status

Cellular Status
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The following table describes the labels in this screen.

Table 54 Monitor > System Status > Cellular Status

LABEL DESCRIPTION

Refresh Click this button to update the information in the screen.

More Information Click this to display more information on your mobile broadband, such as the signal
strength, IMEA/ESN and IMSI. This is only available when the mobile broadband device
aftached and activated on your Zyxel Device. Refer to Section 7.11.1 on page 234.

# This field is a sequential value, and it is not associated with any interface.

Extension Slof This field displays where the entry’s cellular card is located.

Connected Device This field displays the model name of the cellular card.
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Table 54 Monitor > System Status > Cellular Status (continued)

LABEL

DESCRIPTION

Status

¢ No device - no mobile broadband device is connected to the Zyxel Device.

¢ No Service - no mobile broadband network is available in the area; you cannot
connect to the Internet.

* Limited Service - returned by the service provider in cases where the SIM card is
expired, the user failed to pay for the service and so on; you cannot connect to
the Internet.

¢ Device detected - displays when you connect a mobile broadband device.
¢ Device error - a mobile broadband device is connected but there is an error.
* Probe device fail - the Zyxel Device's test of the mobile broadband device failed.

¢ Probe device ok - the Zyxel Device's test of the mobile broadband device
succeeded.

* Init device fail - the Zyxel Device was not able to initialize the mobile broadband
device.

¢ Init device ok - the Zyxel Device initialized the mobile broadband card.

* Check lock fail - the Zyxel Device's check of whether or not the mobile
broadband device is locked failed.

¢ Device locked - the mobile broadband device is locked.

e SIM error - there is a SIM card error on the mobile broadband device.

¢ SIM locked-PUK - the PUK is locked on the mobile broadband device's SIM card.
¢ SIM locked-PIN - the PIN is locked on the mobile broadlband device's SIM card.

* Unlock PUK fail - Your atftempt to unlock a WCDMA mobile broadband device's
PUK failed because you entered an incorrect PUK.

¢ Unlock PIN fail - Your attempt to unlock a WCDMA mobile broadband device's
PIN failed because you entered an incorrect PIN.

* Unlock device fail - Your attempt to unlock a CDMA2000 mobile broadband
device failed because you entered an incorrect device code.

¢ Device unlocked - You entered the correct device code and unlocked a
CDMA2000 mobile broadband device.

* Get dev-info fail - The Zyxel Device cannot get cellular device information.

¢ Get dev-info ok - The Zyxel Device succeeded in retrieving mobile broadband
device information.

* Searching network - The mobile broadband device is searching for a network.
* Getsignal fail - The mobile broadband device cannot get a signal from a network.
* Network found - The mobile broadband device found a network.

¢ Apply config - The Zyxel Device is applying your configuration to the mobile
broadband device.

* Inactive - The mobile broadband interface is disabled.
¢ Active - The mobile broadband interface is enabled.

* Incorrect device - The connected mobile broadband device is not compatible
with the Zyxel Device.

* Correct device - The Zyxel Device detected a compatible mobile broadband
device.

* Set band fail - Applying your band selection was not successful.

¢ Set band ok - The Zyxel Device successfully applied your band selection.
* Set profile fail - Applying your ISP settings was not successful.

* Set profile ok - The Zyxel Device successfully applied your ISP settings.

e PPP fail - The Zyxel Device failed to create a PPP connection for the cellular
interface.

* Need auth-password - You need to enter the password for the mobile broadband
card in the cellular edit screen.

* Device ready - The Zyxel Device successfully applied all of your configuration and
you can use the mobile broadband connection.

Service Provider

This displays the name of your network service provider. This shows Limited Service if
the service provider has stopped service to the mobile broadband card. For example
if the bill has not been paid or the account has expired.
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Table 54 Monitor > System Status > Cellular Status (continued)

LABEL

DESCRIPTION

Cellular System

This field displays what type of cellular network the mobile broadband connection is
using. The network type varies depending on the mobile broadband card you inserted
and could be UMTS, UMTS/HSDPA, GPRS or EDGE when you insert a GSM mobile
broadband card, or 1xRTT, EVDO Rev.0 or EVDO Rev.A when you insert a CDMA
mobile broadband card.

Signal Quality

This displays the strength of the signal. The signal strength mainly depends on the
antenna output power and the distance between your Zyxel Device and the service
provider's base station.

7.11.1 More Information

This screen displays more information on your mobile broadiband, such as the signal strength, IMEA/ESN
and IMSI that helps identify your mobile broadband device and SIM card. Click Monitor > System Status
> Cellular Status > More Information to display this screen.

Note: This screen is only available when the mobile broadband device is attached to and
activated on the Zyxel Device.

Figure 193 Monitor > System Status > Cellular Status > More Information
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The following table describes the labels in this screen.

Table 55 Monitor > System Status > Cellular Status > More Information

LABEL

DESCRIPTION

Extension Slot

This field displays where the entry’s cellular card is located.

Service Provider

This displays the name of your network service provider. This shows Limited Service if the
service provider has stopped service to the mobile broadband card. For example if the
bill has not been paid or the account has expired.

Cellular System

This field displays what type of cellular network the mobile broadband connection is
using. The network type varies depending on the mobile broadband card you inserted
and could be UMTS, UMTS/HSDPA, GPRS or EDGE when you insert a GSM mobile
broadband card, or 1xRTT, EVDO Rev.0 or EVDO Rev.A when you insert a CDMA mobile
broadband card.
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Table 55 Monitor > System Status > Cellular Status > More Information (continued)

LABEL DESCRIPTION
Signal Strength This is the Signal Quality measured in dBm.
Signal Quality This displays the strength of the signal. The signal strength mainly depends on the

antenna output power and the distance between your Zyxel Device and the service
provider's base station.

Device Manufacturer This shows the name of the company that produced the mobile broadband device.

Device Model This field displays the model name of the cellular card.
Device Firmware This shows the software version of the mobile broadband device.
Device IMEI/ESN IMEI (International Mobile Equipment Identity) is a 15-digit code in decimal format that

identifies the mobile broadband device.

ESN (Electronic Serial Number) is an 8-digit code in hexadecimal format that identifies
the mobile broadband device.

SIM Card IMSI IMSI (Intfernational Mobile Subscriber Identity) is a 15-digit code that identifies the SIM
card.

7.12 The UPNP Port Status Screen

Use this screen to look at the NAT port mapping rules that UPnP creates on the Zyxel Device. To access
this screen, click Monitor > System Status > UPnP Port Status.

Figure 194 Monitor > System Status > UPnP Port Status
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The following table describes the labels in this screen.

Table 56 Monitor > System Status > UPnP Port Status

LABEL DESCRIPTION

Remove Select an entry and click this button to remove it from the list.

# This is the index number of the UPnP-created NAT mapping rule enfry.

Remote Host This field displays the source IP address (on the WAN) of inbound IP packets. Since this is often

a wild-card, the field may be blank.

When the field is blank, the Zyxel Device forwards all traffic sent fo the External Port on the
WAN interface to the Internal Client on the Internal Port.

When this field displays an external IP address, the NAT rule has the Zyxel Device forward
inbound packets to the Internal Client from that IP address only.
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Table 56 Monitor > System Status > UPnP Port Status (continued)

LABEL

DESCRIPTION

External Port

This field displays the port number that the Zyxel Device “listens” non the WAN port) for
connection requests destined for the NAT rule’s Internal Port and Internal Client. The Zyxel
Device forwards incoming packets (from the WAN) with this port number to the Internal Client
on the Internal Port (on the LAN). If the field displays “0", the Zyxel Device ignores the Internal
Port value and forwards requests on all external port numbers (that are otherwise unmapped)
to the Internal Client.

Protocol

This field displays the protocol of the NAT mapping rule (TCP or UDP).

Internal Port

This field displays the port number on the Internal Client to which the Zyxel Device should
forward incoming connection requests.

Internal Client

This field displays the DNS host name or IP address of a client on the LAN. Multiple NAT clients
can use a single port simultaneously if the internal client field is set to 255.255.255.255 for UDP
mappings.

Internal Client Type

This field displays the type of the client application on the LAN.

Description This field displays a text explanation of the NAT mapping rule.
Delete All Click this to remove all mapping rules from the NAT table.
Refresh Click this button to update the information in the screen.

7.13 USB Storage Screen

This screen displays information about a connected USB storage device. Click Monitor > System Status >
USB Storage to display this screen.

Figure 195 Monitor > System Status > USB Storage
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The following table describes the labels in this screen.

Table 57 Monitor > System Status > USB Storage

LABEL DESCRIPTION

Device description This is a basic description of the type of USB device.

Usage This field displays how much of the USB storage device's capacity is currently being
used out of ifs fotal capacity and what percentage that makes.

Filesystem This field displays what file system the USB storage device is formatted with. This field
displays Unknown if the file system of the USB storage device is not supported by the
Zyxel Device, such as NTFS.

Speed This field displays the connection speed the USB storage device supports.
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Table 57 Monitor > System Status > USB Storage (continued)

LABEL DESCRIPTION

Status Ready - you can have the Zyxel Device use the USB storage device.

Click Remove Now to stop the Zyxel Device from using the USB storage device so you
can remove it.

Unused - the connected USB storage device was manually unmounted by using the
Remove Now button or for some reason the Zyxel Device cannot mount it.

Click Use It to have the Zyxel Device mount a connected USB storage device. This
button is grayed out if the file system is not supported (unknown) by the Zyxel Device.

none - no USB storage device is connected.

Detail This field displays any other information the Zyxel Device retrieves from the USB storage
device.

* Deactivated - the use of a USB storage device is disabled (turned off) on the Zyxel
Device.

* OutofSpace - the available disk space is less than the disk space full threshold.
* Mounting - the Zyxel Device is mounting the USB storage device.

* Removing - the Zyxel Device is unmounting the USB storage device.

* none - the USB device is operating normally or not connected.

7.14 Ethernet Neighbor Screen

The Ethernet Neighbor screen allows you to view the Zyxel Device’s neighboring devices in one place.

It uses Smart Connect, that is Link Layer Discovery Protocol (LLDP) for discovering and configuring LLDP-
aware devices in the same broadcast domain as the Zyxel Device that you're logged into using the
web configurator.

LLDP is a layer-2 protocol that allows a network device fo advertise its identity and capabilities on the
local network. It also allows the device to maintain and store information from adjacent devices which
are directly connected to the network device. This helps you discover network changes and perform
necessary network reconfiguration and management.

Note: Enable Smart Connect in the System > ZON screen.

See also System > ZON for more information on the Zyxel One Network (ZON) utility that uses the Zyxel
Discovery Protocol (ZDP) for discovering and configuring ZDP-aware Zyxel devices in the same network
as the computer on which the ZON utility is installed.

Click Monitor > System Status > Ethernet Neighbor to see the following screen

Figure 196 Monitor > System Status > Ethernet Neighbor
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The following table describes the fields in the previous screen.

Table 58 Monitor > System Status > Ethernet Neighbor

LABEL DESCRIPTION
Local Port (Description) This field displays the port of the Zyxel Device, on which the neighboring device is
discovered.

For Zyxel Devices that support Port Role, if ports 3 to 5 are grouped together and there
is a connection to P5 only, the Zyxel Device will display P3 as the interface port
number (even though there is no connection to that port).

Model Name This field displays the model name of the discovered device.

System Name This field displays the system name of the discovered device.

Firmware Version This field displays the firmware version of the discovered device.

Port (Description) This field displays the first internal port on the discovered device. Internal is an

interface type displayed in the Network > Interface > Ethernet > Edit screen. For
example, if P1 and P2 are WAN, P3 to P5 are LAN, and Pé is DMZ, then Zyxel Device will
display P3 as the first internal interface port number.

For Zyxel Devices that support Port Role, if ports 3 to 5 are grouped together and there
is a connection to P5 only, the Zyxel Device will display P3 as the first infernal interface
port number (even though there is no connection to that port).

IP Address This field displays the IP address of the discovered device.
MAC Address This field displays the MAC address of the discovered device.
Refresh Click this button to update the information in the screen.

7.15 FQDN Object Screen

Click Monitor > System Status > FQDN Object to open the FQDN Object screen. View FQDN-to-IP address
mappings cached in this screen. An FQDN is resolved to its IP address using the DNS server configured on
the Zyxel Device. If the Zyxel Device receives a DNS query for an FQDN and the Zyxel Device has an
FQDN cache entry, the Zyxel Device can map the IP address in a DNS response without having to query
a DNS name server. The Zyxel Device updates FQDN-to-IP address mappings when the TTL (Time To Live)
setting expires.

You can configure FQDN objects in Configuration > Object > Address/Geo IP > Address or Configuration
> Object > Address/Geo IP > Address Group.

FQDN can be used in Security Policy, Policy Route, BWM and Web Authentication profiles as source and
destination criteria. FQDN with a wildcard (for example, *.zyxel.com) can be used in these profiles as
destination criteria only.

Suppose you want to block certain users from going to a website with a dynamically updated IP address
using DDNS. Create an FQDN object for the website in Object > Address, and then create a Security
Policy in Security Policy > Policy Control > Add. Use the FQDN object to identify the website as a
destination, and configure specific users to block. When a user tries to connect to the forbidden
website, the Zyxel Device first checks the IP address - website mapping in response to the DNS query
and then finds the FQDN object match. The Security Policy that has this FQDN object match can then
block the configured users from accessing the website.

ZyWALL USG Series User's Guide

238



Chapter 7 Monitor

Figure 197 Monitor > System Status > FQDN Object
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The following table describes the fields in the previous screen.

Table 59 Monitor > System Status > FQDN Object

LABEL

DESCRIPTION

FQDN Object Cache List

You must first configure IPv4 FQDN objects in Configuration > Object > Address/Geo IP in the IPv4 Address

Configuration field.

FQDN Object Select a previously created object from the drop-down list box to display related
FQDN object caches used in DNS queries.

# This is the index number of the FQDN entry.

Name This field displays the name of the selected FQDN object used in DNS queries.

FQDN This field displays a host’s fully qualified domain name.

IP Address This field displays the mapping of the FQDN to an IP address. This is the IP address of a
host.

TTL This field displays the number of seconds the Zyxel Device holds IP address - FQDN

object mapping in its cache. The mapping is updated when the TTL (Time To Live)
setting expires.

IPv6 FQDN Object Cache List

You must first configure IPvé FQDN objects in Configuration > Object > Address/Geo IP in the IPv6 Address

Configuration field.

FQDN Object Select an object from the drop-down list box to display related IPvé FQDN object
caches used in DNS queries.

# This is the index number of the IPvé FQDN entry.

Name This field displays the name of the selected IPvé6 FQDN object used in DNS queries.

FQDN This field displays a host’s fully qualified domain name.

IP Address This field displays the mapping of the FQDN to an IPvé address. This is the IPvé address

of a host.
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Table 59 Monitor > System Status > FQDN Object

LABEL DESCRIPTION

TTL This field displays the number of seconds the Zyxel Device holds IP address - FQDN
object mapping in its cache. The mapping is updated when the TTL (Time To Live)
setting expires.

Refresh Click this button to update the information in the screen.

7.16 AP Information: AP List

The AP Information menu contains AP List, Radio List, Top N APs and Single AP screens. Click Monitor >
Wireless > AP Information to display the AP List screen.

Figure 198 Monitor > Wireless > AP Information > AP List
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The following table describes the labels in this screen.

Table 60 Monitor > Wireless > AP Information > AP List

LABEL DESCRIPTION

Filter Click Show Advanced Settings to reveal Filter fields where you can display managed
APs by status, keyword or those managed by the Nebula portal.

AP List Select the type of APs you want to display.

Select All fo show all kinds of APs that are currently or used to be connected to the
Zyxel Device.

Select NebulaFlexPRO to show the APs that can work in Nebula cloud management
mode.
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Table 60 Monitor > Wireless > AP Information > AP List

LABEL DESCRIPTION
Status Select the status of APs you want to display.
You can display APs managed by the Zyxel Device according to the following:
* Online All: APs that are online now + APs with configuration conflict + APs with
non-supported features + APs that are now updating firmware
* Online: APs that are online now
* Conflict: APs with configurations in conflict with theZyxel Device
* Non Support: APs with features not supported by the Zyxel Device
* Updating: APs that are have updated firmware and rebooted
e Offline All: Offline + Offline for Firmware Update
» Offline: The CAPWAP server did not receive keep-alive packets from these APsin
the last 2 minutes (Offline All - Offline for Firmware Update)
e Offline for Firmware Update: APs that were rebooted before updating firmware
¢ Un-Mgmt: APs that are not managed by the Zyxel Device
Keyword Enter a keyword to display the APs that include it in their AP information, such as
model number, firmware version, MAC address and so on. This field is case-sensitive.
Search Click this to update the list of APs based on the search criteria.
Your search criteria is retained when navigatfing between screens.
Reset Click this to return the search criteria to the factory defaults and display all currently

or previously connected APs without a filter.

Enable Column Freeze

Select this to lock the index columns in place while scrolling to the right.

Edit Selected Rule

Select an AP and click this fo change the selected AP’s group, radio, VLAN and port
settings.

Add to Mgnt

Select an AP and click this to add the selected AP to the managed AP list.

Reboot Device

Select an AP and click this button to force it fo restart.

Remove Rule

Select an AP and click this button to remove the AP from the manged AP list.

Note: If on the Configuration > Wireless > Controller screen you set the
Registration Type to Always Accepft, then as soon as you remove an
AP from this list it reconnects.

DCS Now

Select one or multiple APs and click this button to use DCS (Dynamic Channel
Selection) to allow the AP to automatically find a less-used channel in an
environment where there are many APs and there may be interference.

Nofe: You should have enabled DCS in the applied AP radio profile before
the APs can use DCS.

Note: DCS is not supported on the radio which is working in repeater AP
mode.

More Information

Click this icon to see AP Information and Station count.

Radio Info

Select an online AP and click this button to go to the Monitor > Wireless > AP
Information > Radio List screen to view detailed information about the AP’s radios.

Query Confroller Log

Select an AP and click this button fo go to the Monitor > Log > View AP Log screen to
view the selected AP’s current log messages.

Nebula

Select an AP and click this to open a screen where you can set whether the AP’s IP
address and VLAN settings will be changed when it goes info Nebula cloud
management mode.

Note: The AP wiill be set to Nebula cloud management mode and
removed from the managed AP list right after you click OK.

Upgrade FW

Select an APs and click this button to update the APs’ firmware version.
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Table 60 Monitor > Wireless > AP Information > AP List

LABEL

DESCRIPTION

Suppression On

Select an AP and click this button to enable the AP's LED suppression mode. All the
LEDs of the AP will turn off after the AP is ready. This button is not available if the
selected AP doesn’t support suppression mode.

Suppression Off

Select an AP and click this button to disable the AP’s LED suppression mode. The AP
LEDs stay lit after the AP is ready. This button is not available if the selected AP
doesn’t support suppression mode.

Locator On Select an AP and click this button to run the locator feature. The AP's Locator LED
will start to blink for 10 minutes by default. It will show the actual location of the AP
between several devices on the network.

# This field is a sequential value, and it is not associated with a specific AP.

Status This field displays the on-line or off-line status of the AP, move the cursor to the AP
icon and a status pop up message will appear.

Description This field displays the AP’s description, which you can configure by selecting the AP’s
entry and clicking the Edit button.

CPU Usage This field displays what percentage of the AP’s processing capability is currently
being used.

IP Address This field displays the IP address of the AP.

MAC Address

This field displays the MAC address of the AP.

Station 2.4G/5G

This field displays the station count information.

Recent On-line Time

This field displays the latest date and time that the AP was logged on.

Power

This field displays the AP’s power stafus.

Full - the AP receives power using a power adapter and/or through a PoE switch/
injector using IEEE 802.3at PoE plus. The PoE device that supports IEEE 802.3af POE
Plus can supply power of up to 30W per Ethernet port.

Limited - the AP receives power through a PoE switch/injector using IEEE 802.3af PoE
even when it is also connected to a power source using a power adaptor. The PoE
device that supports IEEE 802.3af POE can supply power of up to 15.4W per Ethernet
port.

When the AP is in limited power mode, the AP throughput decreases and has just
one transmitting radio chain.

It always shows Full if the AP does not support power detection.

Type

This indicates whether the AP is on the managed AP list (Mgmt) or not (Un-Mgmtf).

This displays Limited when the AP is configured by conflicted or unsupported
setting(s).

Model

This field displays the AP’s hardware model information. It displays N/A (not
applicable) only when the AP disconnects from the Zyxel Device and the
information is unavailable as a result.

R1 Mode/ Profile/ ZyMesh
Profile

This field displays the operating mode (AP, MON, rootap, or repeater), AP radio
profile name and ZyMesh profile name for Radiol. It displays- for the ZyMesh profile
for a radio not using a ZyMesh profile.

R2 Mode/ Profile/ ZyMesh
Profile

This field displays the operating mode (AP, MON, rootap, or repeater), AP radio
profile name and ZyMesh profile name for Radio?2. It displays- for the ZyMesh profile
for a radio not using a ZyMesh profile.

Version

This field displays the AP’s current firmware version.

Group

This displays the name of the AP group fo which the AP belongs.

Mgnt. VLAN ID (AC/AP)

This displays the Access Conftroller (the Zyxel Device) and runtime management
VLAN ID sefting for the AP. VLAN Conflict displays if the AP’s management VLAN ID
does not match the Mgmnt. VLAN ID(AC). This field displays n/a if the Zyxel Device
cannot get VLAN information from the AP.

ZyWALL USG Series User's Guide

242




Chapter 7 Monitor

Table 60 Monitor > Wireless > AP Information > AP List

LABEL DESCRIPTION
Last Off-line Time This field displays the date and time that the AP was last logged out.
LED Status This field displays the AP LED status.

N/A displays if the AP does not support LED suppression mode and/or have a locator
LED to show the actual location of the AP.

A gray LED icon signifies that the AP LED suppression mode is enabled. All the LEDs of
the AP will turn off after the AP is ready.

A green LED icon signifies that the AP LED suppression mode is disabled and the AP
LEDs stay lit after the AP is ready.

A sun icon signifies that the AP’s locator LED is blinking.

A circle signifies that the AP’s locator LED is extinguished.

Ethernet Uplink

This field displays the AP's uplink port speed and duplex mode (Full or Half).

Bluetooth

This field displays the AP’s Bluetooth Low Energy (BLE) capability. Bluetooth Low
Energy, which is also known as Bluetooth Smart, fransmits less data over a shorter
distance and consumes less power than classic Bluetooth. APs communicate with
other BLE enabled devices using advertisements.

N/A displays if the AP does not support BLE.

Unavailable displays if the AP supports Bluetooth, but there is no BLE USB dongle
connected to the USB port of the AP. Some APs, such as the WAC5302D-S, need to
have a supported BLE USB dongle attached to act as a beacon to broadcast
packets.

Available displays if the AP supports Bluetooth, detects a BLE device and advertising
is inactive.

Advertising displays if the AP supports Bluetooth, detects a BLE device and
advertising is activated, which means the BLE device can broadcasts packets to
every device around it.

Location

This field displays the AP’s location you configured.

Roaming Group

This field displays the name of roaming group to which the AP belongs.

Load Balancing Group

This field displays the AP’s load balance status when load balancing is enabled on
the Zyxel Device. Otherwise, it shows nothing when load balancing is disabled or the
radio is in monitor mode.

S/N

This field displays the serial number of the AP.

System Name

This field displays the system name to identify the AP on a network.

The following table describes the icons in this screen.

Table 61 Monitor > Wireless > AP Information > AP List lcons

LABEL DESCRIPTION

éé This AP is not on the management list.

l This AP is on the management list and online.

m This AP is in the process of having its frmware updated.
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Table 61  Monitor > Wireless > AP Information > AP List Icons (continued)

LABEL DESCRIPTION

1 This AP is on the management list but offline.

prveren

= This indicates one of the following cases:

* This AP has a runtime management VLAN ID setting that conflicts with the VLAN ID setting on the
Access Controller (the Zyxel Device).

* Asetting the Zyxel Device assigns to this AP does not match the AP’s capability.

7.16.1 AP List: More Information

Use this screen to look at station statistics for the connected AP. To access this screen, select an entry
and click the More Information button in the AP List screen. Use this screen to look at configuration
information, port status and station statistics for the connected AP. To access this screen, select an entry
and click the More Information button in the AP List screen.

Figure 199 Monitor > Wireless > AP Information > AP List > More Information
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The following table describes the labels in this screen.

Table 62 Monitor > Wireless > AP Information > AP List > More Information

LABEL DESCRIPTION

Configuration This displays whether or not any of the AP’s configuration is in conflict with the Zyxel Device's
Status settings for the AP.

Conflict If any of the AP’s configuration conflicts with the ZyWALL's settings for the AP, this field displays

which configuration conflicts. It displays n/a if none of the AP’s configuration conflicts with
the ZyWALL's settings for the AP.

Non Support

If any of the AP’s configuration conflicts with the Zyxel Device's settings for the AP, this field
displays which configuration conflicts. It displays n/a if none of the AP’s configuration
conflicts with the Zyxel Device's settings for the AP.

Port Status

Port This shows the name of the physical Ethernet port on the Zyxel Device.

Status This field displays the current status of each physical port on the AP.
Down - The port is not connected.
Speed / Duplex - The port is connected. This field displays the port speed and duplex setting
(Full or Half).

PVID This shows the port's PVID.
A PVID (Port VLAN ID) is a tag that adds to incoming untagged frames received on a port so
that the frames are forwarded to the VLAN group that the tag defines.

Up Time This field displays how long the physical port has been connected.

TX Bcast This field displays the number of broadcast packets transmitted on the port.

RX Bcast This field displays the number of broadcast packets received on the port.

VLAN
Configuration

Name This shows the name of the VLAN.

Status This displays whether or not the VLAN is activated.

VID This shows the VLAN ID number.

Member This field displays the Ethernet port(s) that is a member of this VLAN.

Ethernet

Neighbor

Local Port This field displays the port of the Zyxel Device, on which the neighboring device is discovered.

(Description)

For Zyxel Devices that support Port Role, if ports 3 to 5 are grouped together and there is a
connection to P5 only, the Zyxel Device will display P3 as the interface port number (even
though there is no connection to that port).

Model Name

This field displays the model name of the discovered device.

System Name

This field displays the system name of the discovered device.

Firmware This field displays the firmware version of the discovered device.

Version

Port This field displays the first infernal port on the discovered device. Internal is an interface type

(Description) displayed on the Network > Interface > Ethernet > Edit screen. For example, if P1 and P2 are
WAN, P3 to P5 are LAN, and Pé is DMZ, then Zyxel Device will display P3 as the first internal
interface port number.
For Zyxel Devices that support Port Role, if ports 3 to 5 are grouped together and there is a
connection to P5 only, the Zyxel Device will display P3 as the first infernal interface port
number (even though there is no connection to that port).

IP Address This field displays the IP address of the discovered device.

MAC Address

This field displays the MAC address of the discovered device.
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Table 62 Monitor > Wireless > AP Information > AP List > More Information (continued)

LABEL

DESCRIPTION

Station Count

The y-axis represents the number of connected stations.

The x-axis shows the time over which a station was connected.

Last Update

This field displays the date and time the information in the window was last updated.

OK

Click OK to save your changes back to the Zyxel Device.

Cancel

Click Cancel to exit this screen without saving your changes.
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7.16.2 AP List: Config AP

Select an AP and click the Config AP button in the Monitor > Wireless > AP Information > AP List table to
display this screen.

Figure 200 Monitor > Wireless > AP Information > AP List > Config AP
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Each field is described in the following table.

Table 63 Monitor > Wireless > AP Information > AP List > Config AP

LABEL DESCRIPTION
Create new Object | Use this menu to create a new Radio Profile object to associate with this AP.
MAC This displays the MAC address of the selected AP.
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Table 63 Monitor > Wireless > AP Information > AP List > Config AP (continued)

LABEL DESCRIPTION

Model This field displays the AP's hardware model information. It displays N/A (not applicable) only
when the AP disconnects from the Zyxel Device and the information is unavailable as a
result.

S/N This displays the serial number of the selected AP.

Description Enter a description for this AP. You can use up to 31 characters, spaces and underscores
allowed.

Group Sefting Select an AP group to which you want this AP to belong.

System Name

Enter a name to identify the AP on a network. This is usually the AP’s fully qualified domain
name.

Location

Specify the name of the place where the AP is located.

Roaming Group

Specify the name of the roaming group to which the AP belongs. You can use up o 31
alphanumeric and @# characters. Dashes and underscores are also allowed. The name
should start with a letter or digit.

The 802.11k neighbor list a client requests from the AP is generated according to the
roaming group and RCPI (Received Channel Power Indicator) value of its neighbor APs.

When a client wants to roam from the current AP to another, other APs in the same roaming
group or not in a roaming group will be candidates for roaming. Neighbor APs in a different
roaming group will be excluded from the 802.11k neighbor lists even when the neighbor AP
has the best signal strength.

If the AP’s roaming group is not configured, any neighbor APs can be candidates for
roaming.

Load Balancing
Group 1/2

Load balancing is only applied to APs within the same group. If a load balancing group is
not assigned to an AP, it will belong to a default group.

Each AP can belong to up to two groups.

Radio 1/2 Setting

Override Group
Radio Sefting

Select this option to overwrite the AP radio settings with the settings you configure here.

Radio 1/2 OP Mode

Select the operating mode for radio 1 or radio 2.

AP Mode means the AP can receive connections from wireless clients and pass their data
fraffic through to the Zyxel Device to be managed (or subsequently passed on to an
upstream gateway for managing).

MON Mode means the AP monitors the broadcast area for other APs, then passes their
information on to the Zyxel Device where it can be determined if those APs are friendly or
rogue. If an AP is set to this mode it cannot receive connections from wireless clients.

Radio 1/2 Profile

Select a profile from the list. If no profile exists, you can create a new one through the
Create new Object menu.

Override Group
Output Power
Setting

Select this option to overwrite the AP output power setting with the setting you configure
here.

Output Power

Set the output power of the AP.

Override Group SSID
Setting

Select this option to overwrite the AP SSID profile setting with the setting you configure here.

This section allows you to associate an SSID profile with the radio.

Edit Select an SSID and click this button o reassign it. The selected SSID becomes editable
immediately upon clicking.

# This is the index number of the SSID profile. You can associate up to eight SSID profiles with
an AP radio.

SSID Profile Indicates which SSID profile is associated with this radio profile.
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Table 63 Monitor > Wireless > AP Information > AP List > Config AP (continued)

LABEL

DESCRIPTION

IP Setting

Force Overwrite IP
Setting

Select this fo change the AP’s IP address setting to match the configuration in this screen.

Get Automatically

Select this to have the AP act as a DHCP client and automatically get the IP address,
subnet mask, and gateway address from a DHCP server.

Used Fixed IP Select this if you want to specify the IP address, subnet mask, gateway and DNS server
Address address manually.
IP Address Enter the IP address for the AP.

Subnet Mask

Enter the subnet mask of the AP in dot decimal notation. The subnet mask indicates what
part of the IP address is the same for all devices in the network.

Gateway

Enter the IP address of the gateway. The AP sends packets to the gateway when it does not
know how to route the packet to its destination. The gateway should be on the same
network as the AP.

DNS Server IP
Address

Enter the IP address of the DNS server.

VLAN Settings

Force Overwrite
VLAN Config

Select this to have the Zyxel Device change the AP's management VLAN to match the
configuration in this screen.

Management VALN
ID

Enter a VLAN ID for this AP.

As Native VLAN

Select this option to freat this VLAN ID as a VLAN created on the Zyxel Device and not one
assigned to it from outside the network.

Storm Control Setting

Traffic storm confrol limits the number of broadcast and/or multicast packets the Zyxel
Device receives on the ports. When the maximum number of allowable broadcast and/or
multicast packets is reached, the subsequent packets are discarded.

Select Broadcast Storm Control to enable broadcast storm control on the Zyxel Device.
Enabling this will drop ingress broadcast traffic in the physical Ethernet port if it exceeds the
maximum fraffic rate.

Select Multicast Storm Control to enable mulficast storm control on the Zyxel Device.
Enabling this will drop ingress multicast traffic in the physical Ethernet port if it exceeds the
maximum fraffic rate.

Rogue AP Detection
Setting

This feature allows the Zyxel Device to monitor the WiFi signals for other wireless APs. A rogue
AP is a wireless access point operating in a network’s coverage area that is not under the
control of the network administrator, and which can potentially open up holes in a
network’s security.

Select this check box to detect Rogue APs in the network.

Antenna Setting

Select Wall if you mount the Zyxel Device to a wall. Select Ceiling if the Zyxel Device is
mounted on a ceiling. You can switch from Wall to Ceiling if there are still wireless dead
zones, and vice versa.

LED Suppression
Mode Configuration

If the Suppression On check box is checked, the LEDs of yourZyxel Device will turn off after
it's ready.

If the check box is unchecked, the LEDs will stay lit after theZyxel Device is ready.
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Table 63 Monitor > Wireless > AP Information > AP List > Config AP (continued)

LABEL

DESCRIPTION

Power Setting

Select this check box if you are using a PoE injector that does not support POE negotiation.
Otherwise, the Zyxel Device cannot draw full power from the power sourcing equipment.
Enable this power mode to improve the Zyxel Device's performance in this situation.

Note: Ensure that the power sourcing equipment can supply enough power to
the AP to avoid abnormal system reboots.

Note: Only enable this if you are using a passive PoE injector that is not IEEE
802.3at/bt compliant but can still provide full power.

Locator LED
Configuration

Click Turn On button to activate the locator. The Locator function will show the actual
location of the Zyxel Device between several devices in the network.

Otherwise, click Turn Off to disable the locator feature.

Automatically
Extinguish After

Enter a time interval between 1 and 60 minutes to stop the locator LED from blinking.
Default is 10 minutes.

Reset AP Click Apply Factory Default to reset all of the AP settings to the factory defaults.
Configuration

oK Click OK to save your changes back to the Zyxel Device.

Cancel Click Cancel to close the window with changes unsaved.

7.17 AP Information: Radio List

Use this screen to view the summary of the basic information of the radios. Click Monitor > Wireless > AP
Information > Radio List o display the Radio List screen.

Figure 201 Monitor > Wireless > AP Information > Radio List
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The following table describes the labels in this screen.

Table 64 Monitor > Wireless > AP information > Radio List

LABEL DESCRIPTION

More Information Click this icon to see the traffic statistics, station count, SSID, Security Mode and

VLAN ID information on the AP.

# This field is a sequential value, and it is not associated with a specific radio.

This indicates the AP’s load balance status (UnderLoad or OverLoad) when load
balancing is enabled on the AP. Otherwise, it shows - when load balancing is
disabled or the radio is in monitor mode.

Loading

AP Description Enter a description for this AP. You can use up to 31 characters, spaces and

underscores allowed.

This field displays the WLAN frequency band using the IEEE 802.11 a/b/g/n standard
of 2.4 or 5 GHz.

Frequency Band

ZyWALL USG Series User's Guide

250



Chapter 7 Monitor

Table 64 Monitor > Wireless > AP information > Radio List

LABEL DESCRIPTION

Channel ID This field displays the WLAN channels using the IEEE 802.11 protocols.

Tx Power This shows the radio’s output power (in dBm).

Station This field displays the station count information.

Rx This field displays the total number of bytes received by the radio.

Tx This field displays the fotal number of bytes fransmitted by the radio.
Model This field displays the AP’s hardware model information. It displays N/A (not

applicable) only when the AP disconnects from the Zyxel Device and the
information is unavailable as a result.

MAC Address

This field displays the MAC address of the AP.

Radio

This field displays the Radio number. For example 1.

OP Mode

This field displays the operating mode of the AP. It displays n/a for the profile for a
radio not using an AP profile.

AP Mode means the AP can receive connections from wireless clients and pass their
data traffic through to the Zyxel Device to be managed (or subsequently passed on
to an upstream gateway for managing).

AP / ZyMesh Profile

This indicates the AP radio and ZyMesh profile names to which the radio belongs.

Antenna

This indicates the antenna orientation for the radio (Wall or Ceiling).

This shows N/A if the AP does not allow you to adjust coverage depending on the
orientation of the antenna for each radio using the web configurator or a physical
switch.
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7.17.1 Radio List: More Information

This screen allows you to view detailed information about a selected radio’s SSID(s), wireless traffic and
wireless clients for the preceding 24 hours. To access this window, select an entry and click the More
Information bufton in the Radio List screen.

Figure 202 Monitor > Wireless > AP Information > Radio List > More Information
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7.18

The following table describes the labels in this screen.

Table 65 Monitor > Wireless > AP Information > Radio List > More Information

LABEL DESCRIPTION
MBSSID Detail This list shows information about the SSID(s) that is associated with the radio over the
preceding 24 hours.
# This is the items sequential number in the list. It has no bearing on the actual data in
this list.
SSID Name This displays an SSID associated with this radio. There can be up to eight maximum.
BSSID This displays the MAC address associated with the SSID.

Security Mode

This displays the security mode in which the SSID is operating.

Forwarding Mode

This field indicates the forwarding mode (Local Bridge or Tunnel) associated with the
SSID profile.

VLAN

This displays the VLAN ID associated with the SSID.

Traffic Statistics

This graph displays the overall traffic information about the radio over the preceding
24 hours.

y-axis This axis represents the amount of data moved across this radio in megabytes per
second.
X-QIXi$ This axis represents the amount of fime over which the data moved across this radio.

Station Count

This graph displays information about all the wireless clients that have connected to
the radio over the preceding 24 hours.

y-axis

The y-axis represents the number of connected wireless clients.

X-QIXis

The x-axis shows the fime over which a wireless client was connected.

Last Update

This field displays the date and time the information in the window was last updated.

OK

Click this to close this window.

Cancel

Click this to close this window.

AP Information: Top N APs

Use this screen to view the top five or top ten wireless traffic usage and associated wireless stations for
the preceding 24 hours. Click Monitor > Wireless > AP Information > Top N APs to display the Top N APs

screen.
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Figure 203 Monitor > Wireless > AP Information > Top N APs
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The following table describes the labels in this screen.

Table 66 Monitor > Wireless > AP Information > Top N APs

LABEL DESCRIPTION

View Select this to view the top five or top ten wireless traffic usage and associated
wireless statfions for the preceding 24 hours.

Usage by If you view the data usage by Usage, select the frequency band and the measure
unit in GB or MB fo display the graph.
If you view the date usage by Station Number, select the measure unitin GB or MB to
display the graph.

Date This field displays the date of your Zyxel Device.

Each time you reload this page, the Zyxel Device synchronizes the date with the
fimer server.

Traffic Usage

This graph displays the overall fraffic information about the top five or top ten
wireless fraffic for the preceding 24 hours.

y-axis

The y-axis represents the amount of traffic in megabytes/gigabytes.

X-QIXis

The x-axis represents the time over which wireless traffic flows transmitting from/to
the AP.

Station Count

This graph displays information about all the wireless stations that have connected
to the AP for the preceding 24 hours.

y-axis The y-axis represents the number of connected wireless stations.
X-QIXis The x-axis represents the time over which a wireless client was connected.
Refresh Click Refresh to update this screen.
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7.19 AP Information: Single AP

Use this screen to view wireless traffic usage and wireless stations for a managed AP. Click Monitor >
Wireless > AP Information > Single AP to display the Single AP screen.

Figure 204 Monitor > Wireless > AP Information > Single AP

AP List I Rodio List I Top N Aps ] Single AP

AP Summary
AR LocolAP %

Traffic Uscge

i Total Usage : 0.3MB

m B Downiood
=% B Upload
0.3 -
02
01 I.
L e o S o e T T T T T T T T T T T T
010203040506 07050910 111213 1415161718 192021222324
Stafion Count
2
-
c
g 1 B LocaokAP
) ll
0T T T T T T T T T T T T

01020304050607 0580910 111213141516 17 181920212223 24

Reset

The following table describes the labels in this screen.

Table 67 Monitor > Wireless > AP Information > Single AP

LABEL DESCRIPTION
AP Selection Select a managed AP from the drop-down list box to view ifs wireless fraffic usage
and wireless stations.
Usage by Select the measure unit in GB or MB to display the graph.
Date This field displays the date of your Zyxel Device.
Each time you reload this page, the Zyxel Device synchronizes the date with the
fimer server.
Traffic Usage This graph displays the overall traffic information about the AP you specified for the
preceding 24 hours.
y-axis The y-axis represents the amount of traffic in megabytes/gigabytes.
X-QXis The x-axis represents the time over which wireless traffic flows tfransmitting from/to
the AP.

Station Count

This graph displays information about all the wireless stations that have connected
to the AP for the preceding 24 hours.

y-axis The y-axis represents the number of connected wireless stations.
X-axXis The x-axis represents the time over which a wireless client was connected.
Reset Click Reset to update this screen.
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7.20 ZyMesh

Use this screen to view the ZyMesh traffic statistics between the managed APs. Click Monitor > Wireless
> ZyMesh to display this screen.

Figure 205 Monitor > Wireless > ZyMesh
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The following table describes the labels in this screen.

Table 68 Monitor > Wireless > ZyMesh

LABEL DESCRIPTION

# This field displays the index number of the managed AP (in repeater mode) in this list.

Description This field displays the descriptive name of the managed AP (in repeater mode).

IP Address This field displays the IP address of the managed AP (in repeater mode).

Channel ID This field displays the number of the channel used by the managed AP (in repeater
mode).

Hop This is the hop count of the managed AP. For example, *1” means the managed AP
is connected to aroot AP directly. “2" means there is another repeater AP between
the managed AP and the root AP.

Uplink AP Info This shows the role and descriptive name of the managed AP to which this
managed AP is connected wirelessly.

SSID Name This indicates the name of the wireless network (SSID) the managed AP uses to

associated with another managed AP.

Signal Strength

Before the slash, this shows the signal strength the uplink AP (a root AP or a repeater)
receives from this managed AP (in repeater mode).

After the slash, this shows the signal strength this managed AP (in repeater mode)
receives from the uplink AP.

Link Up Time

This field displays the fime the managed AP first associated with the root AP or
repeater.

MAC Address

This field displays the MAC address of the managed AP (in repeater mode).

Transmit Power

This is the upstream and downstream far end actual aggregate transmit power (in
dBm).

Upstream is how much power the port is using to fransmit to the service provider.
Downstream is how much port the service provider is using fo transmit to the port.

Root AP This field displays the descriptive name of the root AP to which the managed AP is
connected wirelessly.

Rx Rate This field displays the maximum reception rate of the root AP or repeater to which
the managed AP is connected.

Tx Rate This field displays the maximum fransmission rate of the root AP or repeater to which

the managed AP is connected.
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7.21 SSID Info

Use this screen to view the number of wireless clients currently connected to an SSID and the security
type used by the SSID. Click Monitor > Wireless > SSID Info to display this screen.

Figure 206 Monitor > Wireless > SSID Info
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The following table describes the labels in this screen.

Table 69 Monitor > Wireless > SSID Info

LABEL DESCRIPTION
# This is the SSID’s index number in this list.
SSID This indicates the name of the wireless network to which the client is connected. A

single AP can have multiple SSIDs or networks.

2.4GHz This shows the number of wireless clients which are currently connected to the SSID
using the 2.4 GHz frequency band, Click the number to go to the Station Info >
Station List screen. See Section 7.23 on page 259.

5GHz This shows the number of wireless clients which are currently connected to the SSID
using the 5 GHz frequency band, Click the number to go to the Station Info > Station
List screen. See Section 7.23 on page 259.

SSID Profile Name This indicates the name of the SSID profile in which the SSID is defined,

Security Mode This indicates which secure encryption methods is being used by the SSID.

7.22 Station Info: Station List

The Station Info menu contains Station List, Top N Stations and Single Station screens. This screen displays
information about connected wireless stations. Click Monitor > Wireless > Station Info > Station List fo
display this screen.
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Figure 207 Monitor > Wireless > Station Info > Station List
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The following table describes the labels in this screen.

Table 70 Monitor > Wireless > Station Info > Station List

LABEL DESCRIPTION

Hide/Show Advanced Click this button to display a greater or lesser number of configuration fields.
Settings

Show Filter/ Hide Filer Click this button to show or hide the filter seftings.

Filter

IP Address Enter the IP address of the station you want to display. This field is case-sensitive.
Associated AP Select the AP(s) with which the stations you want to display associate.

SSID Name Select the SSID(s) to which the stations you want to display are connected.

MAC Address

Enter the MAC address of the station you want to display. This field is case-sensitive.

Security Mode

Select the security mode(s) used by the stations you want fo display.

Account Enter the user account name of the station you want to display. This field is case-
sensitive.

Login Type Select the login method(s) used by the stations you want to display.

Band Select the frequency band used by the stations you want to display.

Search Click this to update the list of stations based on the search criteria.
Your search criteria is retained when navigatfing between screens.

Reset Click this to return the search criteria to the factory defaults and display all

connected stations without a filter.

Enable Column Freeze

Select this to lock the index columns in place while scrolling to the right.

Station List

# This field is a sequential value, and it is not associated with a specific station.
MAC Address This field displays the MAC address of the station.

SSID Name This field displays the SSID names of the station.

Associated AP This field displays the APs that are associated with the station.

IP Address This field displays the IP address of the station.
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Table 70 Monitor > Wireless > Station Info > Station List

LABEL DESCRIPTION

Channel This field displays the number of the channel used by the statfion to connect to the
network.

Rx Rate This field displays the receive data rate of the station.

Tx Rate This field displays the tfransmit data rate of the stafion.

Signal Strength This field displays the signal strength of the station.

Association Time This field displays the time duration the station was online and offline.

Enterprise This field displays the RADIUS server of the stafion.

Captive Portal This displays whether the station logged into the network via the captive portal login
page.

MAC Auth This displays whether the station logged into the network via MAC authentication.

Band This field displays the frequency band which is currently being used by the station.

Capability This displays the supported standard currently being used by the station or the
standards supported by the station.

802.11 Features This displays whether the station supports IEEE802.11r, IEEE 802.11k, IEEE 802.11v or
none of the above (N/A).

Security Mode This field displays the security mode the statfion is using.

Download This field displays the number of bytes received by the station.

Upload This field displays the number of bytes fransmitted from the station.

7.23 Station Info: Top N Stations

Use this screen to view the top five or top ten traffic statistics of the wireless stations. Click Monitor >
Wireless > Station Info > Top N Stations to display this screen.

Figure 208 Monitor > Wireless > Station Info > Top N Stations

Stafion Summary

View: Top 5 by Usage A
Dote:
Trc:ffi;;1,=scge = Total Usage : 0.1MB
B Totol_Usage
08 1 CO:2ADOEEDERS
i 07 Bl BO:EB:57:CD:C4:33
= ':'5:‘ W FO:79:E8:03:D2:0F

0.3 S : '
e v
0.1 B C404:83:3F2F61

‘JC'r|'r1'||.||'|1r||.-||r|'|

0102030405&307080910 1112131415161716 192021222324

Refresh

ZyWALL USG Series User's Guide

259



Chapter 7 Monitor

The following table describes the labels in this screen.

Table 71  Monitor > Wireless > Station Info > Top N Stations

LABEL DESCRIPTION

View Select this to view the top five or top ten traffic statistics of the wireless stations.
Usage by Select the measure unit in GB or MB to display the graph.

Date This field displays the date of your Zyxel Device.

Each time you reload this page, the Zyxel Device synchronizes the date with the
timer server.

Traffic Usage

This graph displays the overall traffic information about the stations for the preceding
24 hours.

y-Qaxis This axis represents the amount of data moved across stations in megabytes per
second.
Refresh Click Refresh to update this screen.

7.24 Station Info: Single Station

Use this screen to view traffic statistics of the wireless station you specified. Click Monitor > Wireless >
Station Info > Single Station fo display this screen.

Figure 209 Monitor > Wireless > Station Info > Single Statfion
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The following table describes the labels in this screen.

Table 72 Monitor > Wireless > Station Info > Single Station

LABEL

DESCRIPTION

Station Selection

Select this to view the traffic statistics of the wireless station.

Usage by

Select the measure unit in GB or MB to display the graph.

Date

This field displays the date of your Zyxel Device.

Each time you reload this page, the Zyxel Device synchronizes the date with the
fimer server.
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Table 72 Monitor > Wireless > Station Info > Single Station

LABEL

DESCRIPTION

Traffic Usage

This graph displays the overall fraffic information about the station over the
preceding 24 hours.

y-Qaxis This axis represents the amount of data moved across this station in megabytes per
second.
Refresh Click Refresh to update this screen.

7.25 Detected Device

Use this screen to view information about wireless devices detected by the AP. Click Monitor > Wireless >
Detected Device to access this screen.

Note: At least one radio of the APs connected to the Zyxel Device must be set to monitor
mode (in the Configuration > Wireless > AP Management screen) in order to detect
other wireless devices in its vicinity.

Figure 210 Monitor > Wireless > Detected Device

Discovered AFPs
Rogus AP :

Friencly AF :

Detected Device

Page of

Detected Device

#] Suspected rogus AP - a
] Un-Classified AP : 0 Cetect now
Classified by MAC Addrass 331D Name Chanriet ID
3
Show |50 |w | tems No data to display
Refresh

The following table describes the labels in this screen.

Table 73 Monitor > Wireless > Detected Device

LABEL

DESCRIPTION

Discovered APs

Rogue AP

This shows how many devices are detected as rogue APs.

Suspected rogue AP

This shows how many devices are detected as possible rogue APs.

Friendly AP

This shows how many devices are detected as friendly APs.

Un-Classified AP

This shows how many devices are detected, but have not been classified as either
Rogue or Friendly by the Zyxel Device.

Detect now

Click this button for the Zyxel Device to scan for APs in the network.
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Table 73 Monitor > Wireless > Detected Device

LABEL DESCRIPTION

Mark as Rogue AP Click this button to mark the selected AP as a rogue AP. A rogue AP can be
contained in the Configuration > Wireless > MON Mode screen.

Mark as Friendly AP Click this button to mark the selected AP as a friendly AP. For more on managing
friendly APs, see the Configuration > Wireless > MON Mode screen.

# This is the station’s index number in this list.

Role This indicates the detected device's role (such as friendly or rogue).

Classified by This indicates the detected device's classification rule.

MAC Address This indicates the detected device's MAC address.

SSID Name This indicates the detected device's SSID.

Channel ID This indicates the detected device's channel ID.

802.11 Mode This indicates the 802.11 mode (a/b/g/n) transmitted by the detected device.

Security This indicates the encryption method (if any) used by the detected device.

Seen by This indicates which AP detects the device.
If an AP in monitor mode detected this AP, this column will show “N/A".
If an AP using Rogue AP Detection detected this device, it will show the name of the
AP and the signal strength from the detected device. If the wireless device is
detected by more than one AP, only the top 5 APs with the highest signal strength
will be shown.

Group This indicates which group the detected device belongs.

Description This displays the detected device's description. For more on managing friendly and
rogue APs, see the Configuration > Wireless > MON Mode screen.

Last Seen This indicates the last time the device was detected by the Zyxel Device.

Refresh Click this to refresh the items displayed on this page.

7.26 The Printer Status Screen

This screen displays information about the connected statement printer, such as SP350E. Click Monitor >
Printer Status to display this screen.

Figure 211 Monitor > Printer Status

Printer Status

Printer List

&

IPv4 Address

Update Time

Page of 0

Status Description Nickname Firmware Versi... MAC

No data fo display

The following table describes the labels in this screen.

Table 74 Monitor > Printer Status

LABEL DESCRIPTION

# This is the index number of the printer in the list.

IPv4 Address This field displays the IP address of the printer that you configured in the
Configuration > Hotspot > Printer Manager > General: Add screen.
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Table 74 Monitor > Printer Status

LABEL DESCRIPTION

Update Time This field displays the date and time the Zyxel Device last synchronized with the
printer.
This shows n/a when the printer status is sync fail.

Status This field displays whether the Zyxel Device can connect to the printer and update
the printer information.

Description This field displays the descriptive name of the printer that you configured in the
Configuration > Hotspot > Printer Manager > General: Add screen.

Nickname This field displays the nickname of the printer that you configured in the
Configuration > Hotspot > Printer Manager > General: Edit screen.

Firmware Version This field displays the model number and firmware version of the printer.
This shows n/a when the printer status is sync fail.

MAC This field displays the MAC address of the printer.

7.27 The IPSec Screen

You can use the IPSec Monitor screen to display and to manage active IPSec SAs. To access this screen,
click Monitor > VPN Monitor > IPSec. The following screen appears. Click a column’s heading cell to sort
the table entries by that column’s criteria. Click the heading cell again to reverse the sort order.

Figure 212 Monitor > VPN Monitor > IPSec

Cument IFSec Security Associations
Name:

Policy:

= Serial Nu... | Sysiem ...

Page of 0
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Show |50 |3 items Mo data to display

Search

Each field is described in the following table.

Table 75 Monitor > VPN Monitor > IPSec

LABEL DESCRIPTION

Name Type the name of a IPSec SA here and click Search to find it (if it is associated). You
can use a keyword or regular expression. Use up to 30 alphanumeric and _+-
()1$*A:2 | {}{]<>/ characters. See Section on page 264 for more details.

Policy Type the IP address(es) or names of the local and remote policies for an IPSec SA
and click Search to find it. You can use a keyword or regular expression. Use up to 30
alphanumeric and _+-.()!1$*A:2 | {}[]<>/ characters. See Section on page 264 for
more details.

Search Click this button to search for an IPSec SA that matches the information you
specified above.

Disconnect Select an IPSec SA and click this button to disconnect it.

Connection Check Select an IPSec SA and click this button to check the connection.
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Table 75 Monitor > VPN Monitor > IPSec (confinued)

LABEL DESCRIPTION

# This field is a sequential value, and it is not associated with a specific SA.

Serial Number This field displays the serial number of this ZyXEL device.

System Name This field displays the name used to identify this ZyXEL device

Name This field displays the name of the IPSec SA.

Policy This field displays the content of the local and remote policies for this IPSec SA. The IP
addresses, not the address objects, are displayed.

IKE Name This field displays the Internet Key Exchange (IKE) name.

Cookies This field displays the cookies information that initiates the IKE.

My Address This field displays the IP address of local computer.

Secure Gateway This field displays the secure gateway information.

Up Time This field displays how many seconds the IPSec SA has been active. This field displays

N/A if the IPSec SA uses manual keys.

Timeout This field displays how many seconds remain in the SA life time, before the Zyxel
Device automatically disconnects the IPSec SA. This field displays N/A if the IPSec SA
uses manual keys.

Inbound (Bytes) This field displays the amount of fraffic that has gone through the IPSec SA from the
remote IPSec router to the Zyxel Device since the IPSec SA was established.

Outbound (Bytes) This field displays the amount of traffic that has gone through the IPSec SA from the
Zyxel Device to the remote IPSec router since the IPSec SA was established.

Regular Expressions in Searching IPSec SAs

A question mark (2) lets a single character in the VPN connection or policy name vary