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Cisco Firepower Management Center and SecureX Integration Guide

This guide provides instructions to integrate Firepower Management Center (FMC) with SecureX.

Is This Guide for You?

This guide is intended for existing Firepower users who are new to the SecureX platform. Use this guide only
if you plan to perform a direct integration between the FMC-managed Firepower Threat Defense (FTD)
devices (version 6.6.1) and the SecureX platform.

For more information about other integration scenarios, see the Cisco Firepower and SecureX Integration
Guide at
https:/www.cisco.com/c/en/us/td/docs/security/firepower/integrations/SecureX/firepower-and-securex-integration-guide.html.

About Firepower Management Center and SecureX

SecureX is a simplified platform experience, connecting Cisco's integrated security portfolio with your existing
infrastructure. It helps you unify visibility, enable automation, and strengthen security across your network,
endpoints, cloud, and applications.

SecureX is included with your Cisco security product purchase, and you can view data from all of your FTD
devices in SecureX.

For more information about SecureX, see https://www.cisco.com/c/en/us/products/security/securex/index.html.

About Direct Integration between Firepower Management Center and SecureX

How Does It Work

You can configure your FMC to allow managed FTD devices to send supported events directly to the Security
Services Exchange (SSE) in the Cisco cloud. Using SSE, you can automatically or manually promote events
to appear as incidents in SecureX.

You can also view system status, such as whether your devices are running current software versions.
The direct integration supports the following event types:

* Intrusion events
* Security Intelligence connection events

* File and malware events

The following diagram shows how the direct integration works.
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. Key Components of This Integration
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SecureX queries SSE for sightings related to the IP address being investigated and provides the
SOC analyst with the additional context. The events are automatically or manually promoted to
incidents that appear in SecureX.

Key Components of This Integration

Component

Description

SecureX

A simplified platform experience, connecting Cisco's integrated security
portfolio with your existing infrastructure. It helps you unify visibility, enable
automation, and strengthen security across your network, endpoints, cloud,
and applications.

Security Services Exchange
(SSE)

A secure intermediary cloud service that handles cloud-to-cloud and
premise-to-cloud identification, authentication, and data storage for use in
Cisco cloud security products.

SecureX Sign-On

A secure login page to access all your Cisco Security products, with one set
of credentials, from any device.
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Component

Description

Cisco Success Network
(CSN)

A user-enabled cloud service that establishes a secured connection with the
Security Service Exchange (SSE) cloud to stream Firepower usage information
and statistics.

Cisco SecureX threat response

A cloud platform that helps you detect, investigate, analyze, and respond to
threats using data aggregated from multiple products and sources.

Prerequisite Type

Requirement

Firepower Device

FTD devices managed by FMC

Firepower Version

6.6.1 (both the FMC and its managed devices)

Licensing

Register your FMC with the Cisco Smart Software Manager.

In the FMC web interface, click System ({1') > Smart Licenses, and verify
that:

* The Usage Authorization status is Authorized.

* The Product Registration status is Registered.

For instructions to register your FMC with the Cisco Smart Software Manager,
see https://www.cisco.com/c/en/us/td/docs/security/firepower/660/
configuration/guide/fpme-config-guide-v66/licensing_the firepower
system.html.

Keep in mind that:

+ This integration is not supported under a Firepower evaluation license.

* Your environment cannot be using a Cisco Smart Software Manager
On-Prem server (formerly known as Smart Software Satellite Server)
or be deployed in an air-gapped environment.
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. Prerequisites

Prerequisite Type

Requirement

Account

* You must have administrator privileges for the Cisco Smart Account
from which your Firepower products are licensed.

To determine your Smart Account user role:

1. Go to https://software.cisco.com.
2. Click Manage Smart Account.

3. Select a Smart Account in the top-right area (above the Help link)
of the page.

4. Click the Userstab.

5. Search for your User ID.

* Your Firepower account must have one of the following user roles:
* Admin
* Access Admin
* Network Admin
* Security Approver

To determine your Firepower user role, click System ('m') > Usersin
the FMC web interface.

Connectivity

The FMC and managed devices must be able to connect outbound on port
443 to the Cisco cloud at the following addresses:

* North America cloud:
* api-sse.cisco.com
* https://eventing-ingest.sse.itd.cisco.com

* https://mx01.sse.itd.cisco.com

* EU cloud:

* api.eu.sse.itd.cisco.com
* https://eventing-ingest.eu.sse.itd.cisco.com

* https://mx01.eu.sse.itd.cisco.com

* Asia (APJC) cloud:
* api.apj.sse.itd.cisco.com
» mx01.apj.sse.itd.cisco.com

* eventing-ingest.apj.sse.itd.cisco.com
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Prerequisite Type Requirement
For the SecureX tiles that To view SecureX tiles that show the system information such as whether your
display the device status devices are running optimal versions, enable Cisco Success Network (CSN)

in the FMC web interface.

To verify or enable this setting, click System ('ﬁ') > Smart Licensesin the
FMC web interface. For more information, search the FMC online help for
"Cisco Success Network."

It takes up to 24 hours for the device status tiles to update after you enable
CSN.

Integrate Firepower Management Center with SecureX

Perform the following tasks to integrate the FMC and managed FTD devices with SecureX.

Firepower @ Configure FMC
Management to send events
Center to SSE
S
SecureX (2/‘ Create a new
Sign-On ~ SecureX
Sign-On
account
SecureX @Create anew @Connect your @Confirm @Configure
~ Organization ~ Firepower ~ Firepower ~ Firepower
—>» devices devicesare ~—» module and
connected tiles
Security @ Link Smart/ @ Configure
Services Virtual Cloud
Exchange Accounts » Services
Workspace Steps
.-”i ™ Firepower Management | Configure the Firepower Management Center to Send Events
N Center to Security Services Exchange, on page 6.
5 SecureX Sign-On Set Up a New SecureX Sign-On Account , on page 7: Create
a new SecureX Sign-On account.
;"‘é"\..l SecureX Set Up a New SecureX Sign-On Account , on page 7: Create
=S a new organization.
.-f';\-. SecureX Activate the SecureX Sign-On Account, on page 13: Connect
N your Firepower devices.
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Workspace Steps
é\ Security Services Activate the SecureX Sign-On Account, on page 13: Link
N/ Exchange Smart/Virtual Accounts.
:,.'--é--\__l Security Services Activate the SecureX Sign-On Account, on page 13:
= Exchange Configure Cloud Services.
7 SecureX Activate the SecureX Sign-On Account, on page 13: Confirm
Firepower devices are connected.
8 SecureX Configure Firepower Module and Tiles in SecureX, on page

Configure the Firepower Management Center to Send Events to Security Services Exchange

Configure your FMC to have the managed FTD devices send events directly to SSE.

Before you begin

In FMC, do the following:

* Click System ('ﬁ') > Configuration, and assign your FMC a unique name so it is clearly identified in
the Devices list in the cloud.

* Add your FTD devices to the FMC, assign licenses to them, and ensure that the system is working
correctly. (That is, you have created the necessary policies, and events are being generated and display
as expected in the FMC web interface under the Analysis tab.)

Procedure

Step 1 In the FMC web interface, click System ('ﬁ') > Integration.
Step 2 In the Cisco Cloud Region widget, from the Region drop-down list, choose a regional cloud, and click Save.

Cisco Cloud Region

Region

us-east-1 (US Region)

This setting determines where events are sent to, if configured
to send to the cloud, as well as data generated by the Cisco
Success Network and Cisco Support Diagnostics tools.

Before choosing a regional cloud, consider these important points:

* When possible, use the regional cloud nearest to your Firepower deployment.
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* Data in different clouds cannot be aggregated or merged.

« If you need to aggregate data from multiple regions, devices in all regions must send data to the same
regional cloud.

* You can create an account on each regional cloud. Data on each cloud will be separate.

Note If the FMC is already registered to the selected regional cloud, the Save button will be inactive.

The region that you select in this step is also used for the Cisco Support Diagnostics and Cisco
Support Network features, if applicable and enabled. For more information about these features,
see the online help for your Firepower product.

Step 3 In the Cisco Cloud Event Configuration widget, configure the FMC to send events to SSE.

Cisco Cloud Event Configuration " @)

o

(:) Send high priority Connection Events to the cloud
@) Send File and Malware Events to the cloud

@) Send Intrusion Events to the cloud

Click here to view your Cisco Cloud configuration.
Click here to view your events in Cisco Threat Response.

6

a. Click the Cisco Cloud Event Configuration slider (®0) to enable the configuration.
b. Enable or disable the types of events to send to SSE.
c. Click Save.

Note If you enable connection events, only the Security Intelligence connection events are sent to the
Cisco cloud.

Set Up a New SecureX Sign-On Account

With the SecureX Sign-On account, you can easily access all your Cisco Security products, with one set of
credentials, from any device.

Create a new SecureX Sign-On account to integrate the FMC with SecureX.

Before you begin

* Verify whether you or your organization already has an account on the regional cloud you plan to use.
If yes, use the existing account and skip the new account creation process.

* Verify whether you or your organization already has an account on Cisco SecureX threat response. If
yes, use the existing (Cisco Security Account or Threat Grid) account to log in to SecureX and skip the
new account creation process.
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. Set Up a New SecureX Sign-On Account

For more information, see the Cisco Firepower and SecureX Integration Guide at
https:/Awww.cisco.com/c/en/us/td/docs/security/firepower/integrations/SecureX/firepower-and-securex-integration-guide.html.

* [f anyone else in your organization already has an account for a regional cloud, have the administrator
of that account add an account for you. For more information, see the Cisco SecureX Getting Sarted
Guide at https://www.cisco.com/c/en/us/support/security/securex/
products-installation-and-configuration-guides-list.html.

Procedure

Step 1 SecureX Sign-On: Sign up for a new SecureX Sign-On account.

a) Qo to https://sign-on.security.cisco.com.
b) Click Create a SecureX Sign-On.

vtfean]n, y
CISCO >\

SecureX Username

Sign in with Cisco.com ‘

OR

‘ == Sign in with Microsoft ‘
Remember me

Need help signing in?

‘el Create a SecureX Sign-On

System Status

¢) Complete the form, and click Register.
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lllllllll V.
CISCO >\

Create Account

droberts @example.com

Dave
Roberts

Macmillan Toys

Register
d) Find the Activate Account email, and click Activate Account.

Step 2 SecureX Sign-On: Set up multi-factor authentication (MFA) by configuring Duo Security.
a) Inthe Set up multi-factor authentication screen, click Configure.
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. Set Up a New SecureX Sign-On Account
e ’
CIsco >\

Set up multifactor
authentication

Your account requires multifactor authentication to
add an additional layer of security when signing in to
your account

Setup required

Duo Security
Use Push Notification, SMS, or Voice call

to authenticate.

b) Click Start setup, and follow the prompts to choose a device and verify the pairing of that device with
your account.

For instructions, see Duo Guide to MFA and Device Enrollment. If you already have the Duo app on your
device, you will receive an activation code for this account. Duo supports multiple accounts on one device.

Note For additional security, we recommend that you register at least two different devices. Click
+Add another device and follow the prompts to register another device. For instructions, see
Duo Guide to MFA and Device Management.

¢) At the end of the wizard click, Continueto Login.
d) Sign in to SecureX Sign-On with the two-factor authentication.
e) Once your device is paired with your account, click Finish.

Optionally, existing users of Google Authenticator for MFA can add it here as a backup factor by clicking
Setup Google Authenticator and following the prompts.

Step 3 SecureX Sign-On: Configure account recovery options for your SecureX Sign-On Account.

a) (Optional) Add a phone number for resetting your password or unlocking your account using SMS.
b) Choose a security image.
¢) Click Create My Account.

Note If the current session times out before you configure the account recovery options, SecureX Sign-On
will prompt you to configure these during the next login.

Step 4 SecureX: Create a new organization in SecureX.

a) Choose your region to launch SecureX.
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alvale o, oy : -
ciseo S >{ Application Portal o 1

Do you like our new Application Portal? Yes, it's great! I Not really I8

Nm , Choose your region and launch into SecureX
asco SECURE X
W A ¥

adest, most integrated security platform SecureX (ARJC) SecureX (EU) Secure (US)

X as your dashboard and take advantage of

v @ Global

CDO Docs Cloudlock Meraki Umbrella

CDO Docs Cisco Cloudlock Cisco Meraki Cisco Umbrella

b) If prompted, authenticate using the SecureX Sign-On account.
¢) Complete the form, and click Create Organization.
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. Set Up a New SecureX Sign-On Account

atran]us
CIsSCO

SecureX
Create Your Organization

Please complete the form. Reguired fields are marked with *

Organization Mame *

| Macmillan Toys 1] |

Country *
| United States v|

City
| San Jose |

Street 1
| 300 East Tasman Dr. |

Street 2
| |

Postal Code
| 95134 |

Department
| cIso |

Create Organization

Support: tac@cisco.com | 1-B00-553-2447 or 1-408-526-7209

Step 5 SecureX: Verify the new account details on SecureX.
a) Click on your name at the top-right corner of the Account Activation page.

‘sco’ SECUREX ome rovers « ——(@)

A Dave Roberts
droberts@axample.com

Admin

Account Activation '
A& Macmillan Toys ———————( :)

To start using SecureX, please configure your first product to activate your account.
# Theme

If you are an AMP for Endpoints or Threat Grid customer, please ask that account administrator @
to invite you to their organization to get started.

A~ System Status
@ All Systems Operational

Configure integration modules such Connect a Device such as SMA

as Umbrella or AMP for Endpoints Email/Web, Firepower, Email Security G LogOut
Appliance, WSA or Stealthwatch
Enterprise
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b) Click the name of your organization.
¢) Verify your account details.

ol SECURE ¥

Dave Roberts

Administration

Your Account
Your Account f o : i 4 P o ok

‘Your account is managed by SecureX Sign-On. To modify your account information (email, password, etc), go to https://me.security.cisco.com/
Date / Time Format
Devices Name: Dave Roberts
API Clients .
Email: droberts@example.com

Users
Organization: Macmillan Toys
Organization Id: 91c¢339cd-3d1d-4¢64-8660-adeef864cd9a

Role: Admin

admin, integration, profile:read, sse, telemetry:write, ui-settings:read, vault/config/metadata:read,
vault/configs:read

Last Login: 2021-03-23 05:10:17 UTC

©2021 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and certain other countries.

Activate the SecureX Sign-On Account

To start using SecureX, you must activate your SecureX Sign-On account by connecting at least one of your
Firepower devices with SecureX.

Before you begin

* To link licensing accounts, you must have administrator-level Smart Account or Virtual Account privileges

for all of the licensing accounts (from which your Firepower products are licensed) and for the account
you use to access SecureX.

* If you have linked accounts already for use with Cisco SecureX threat response, you do not need to link
them again for SecureX and vice versa.

* You will need your Cisco.com credentials to complete this procedure.

Procedure

Step 1 SecureX Sign-On: Access SecureX.

a) Go to https://sign-on.security.cisco.com/.

b) Sign in using your SecureX Sign-On account.
¢) If prompted, authenticate using Duo Security.
d) Choose your region to launch SecureX.
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ciseo. SecureXX Application Portal

alaln,
€isco

SECURE X

Use SecureX as your dashboard and take advantage of
the broadest, most integrated security platform.

v @ Global

CDO Docs

Cloudlock

Meraki

CDO Docs Cisco Cloudlock Cisco Meraki Cisco Umbrella

Do you like our new Application Portal? Yes, it's great! l‘

Not really I

Choose your region and launch into SecureX

"’X

SecureX (APJC)

*x t;x

SecureX (EU} SecureX (US)

Umbrella

Step 2 SecureX: Initiate the SecureX account activation process.

a) On the Account Activation page, click Connect.

SECURE »¢

Account Activation

To start using SecureX, please configure your first product to activate your account.

If you are an AMP for Endpoints or Threat Grid customer, please ask that account administrator

to invite you to their organization to get started.

Configure integration modules such
as Umbrella or AMP for Endpoints

Connect a Device such as SMA
Email/Web, Firepower, Email Security
Appliance, WSA or Stealthwatch
Enterprise

10f 2

b) On the Connect Device page, click Link Account.
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Step 3

Activate the SecureX Sign-On Account .

ol SECURE ¢

cisco

Connect Device

Which of these would you like to connect?

Register Device

If you have on-prem appliances, (ie. SMA,
CSSP) register them by:

1. Following the Registration guide.
2. Return to this page.
3. Click Confirm Devices Are Connected

Register Device

Link Accounts

If you have devices registered via Cisco Smart
Licensing or Cisco Defense Orchestrator, you
can connect them by:

1. Following the Link guide.
2. Return to this page.
3. Click Confirm Devices Are Connected

button below.

After connecting a device, return to this page to confirm the device is working by clicking the

Confirm Device is Connected

20f 2

SSE opens in a new tab of your web browser.

Note Do not close the SecureX tab.

Security Services Exchange: To integrate products registered under different licensing Smart Accounts (or
Virtual Accounts) into a single view in the cloud, you must link those licensing accounts to the account that

you use to access SecureX.
a) Sign in to SSE using your SecureX Sign-On account.

b) In the top-right corner, click the Tools (%) button, and choose Link Smart/Virtual Accounts.
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. Activate the SecureX Sign-On Account

clsco Security Services Exchange Devices  Cloud Services  Events
Devices for Macmillan Toys
Y (@, Device Name / ID ‘
0 Rows Selected
% # Name -~ Type Versio... Status Description

No Devices Configured

Page Size: |25 Total Entries: 0

countries.

Cisco Universal Cloud Agreement | Data Privacy Statement

9 % A
1 Al

Link Smart/Virtual Accounts

Unlink Smart/Virtual Accounts

Link CDO Account

Downloads

Actions

<

+o0b

<> >

® 2021 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and certain other

¢) Click Link more accounts.

Link Smart/Virtual Accounts @ X

Accounts Linked to Macmillan Toys

You haven't linked any accounts yet. Click the ‘Link more accounts' button to
get started.

Close Link more accounts

d) If prompted, sign in using your Cisco.com credentials.
e) Select the accounts to integrate with this cloud account.

Link Smart/Virtual Accounts @ X

Select accounts to be linked to Macmillan Toys

A\ Anaccount can only be merged once.

Smart/Virtual Accounts

> Denver (denver example.com)

hd Helsinki (helsinki.example.com)

Firewall VA

Cancel

Link Smart/Virtual Accounts |

f) Click Link Smart/Virtual Accounts.
g) Click OK to continue.

h) Verify that your FMC and its managed devices appear under the Devices tab.
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cIsco Security Services Exchange Devices  Cloud Services ~ Events  Audit Log @ ¢ A DpaveRoberts v
——
Devices for Macmillan Toys
Y Q

0 Rows Selected + o0
12 # Name ~ Type Version Status Description Actions
> 1 Cisco Firep...  6.6.1 @ Registered (FMC managed) 7/ u
> 2 firepower Cisco Firep...  6.6.1 © Registered firepower Ve |

Page Size: 25 Total Entries: 2 1< < > >l
© 2021 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and certain ather countries

sco Universal Cloud Agreement | Data Priva

tatement

.

If you do not see your devices in this list, see Troubleshooting a Direct Integration, on page 23.

i) Verify that events appear under the Eventstab.

Iéllls.élt;l Security Services Exchange Devices  Cloud Services  Events Q@ % A Dave Roberts v
Event Stream for Macmillan Toys
Y Q v | I8 03/22/2021, 16:51 - 03/23/2021, 16:51 x

0 Rows Selected

mon

Talos Disposition  Incident
No
Promoting
No
No
No
No
No

No

Page Size:| 25 ~ Total Entries: 2,393

Destination IP

69.

50.

.100

.46

01

Event Time

2021-03-23 16:48:41 U...

2021-03-23 16:45:57 U...

2021-03-23 16:45:52 U...

2021-03-23 16:45:47 U...

2021-03-23 16:44:40 U...

2021-03-23 16:44:40 U...

2021-03-23 16:42:43 U...

2021-03-23 16:42:40 1]

Ingest Time

2021-03-23 16:48:42 U...

2021-03-23 16:46:02 U...

2021-03-23 16:45:57 U...

2021-03-23 16:45:47 U...

2021-03-23 16:44:41 U...

2021-03-23 16:44:41 U...

2021-03-23 16:42:46 U...

2021-03-23 16:42:41 1]

Message

MALWARE-C...
MALWARE-C...
MALWARE-C...
MALWARE-C...
MALWARE-C...
SMTP_COM...

INDICATOR-...

MAI WARF-C.

< <|llz 3

Proto Actions

tcp
tcp
tcp
tcp
tcp
tcp
udp

ten

o ®
o

L-4

0
® @ & ® 0

9

4.5 >l

© 2021 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and certain other countries.
Cisco Universal Cloud Agreement | Data Privacy Statement

If you do not see expected events in this list, see Troubleshooting a Direct Integration, on page 23.

Step 4
a) Click the Cloud Services tab.

Security Services Exchange: Configure the Cloud Services settings in SSE.

b) Verify that the Cisco SecureX threat response and Eventing services are enabled.
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isca Security Services Exchange

Cloud Services for Macmillan Toys

Cisco SecureX threat response

Devices Cloud Services Events Audit Log

Cisco SecureX threat response enablement allows you to utilize supported devices in the course of a

cybersecurity investigation. It also allows this platform to send high fidelity security events and observations

to Threat Response.

Eventing

Eventing allows you to collect and view events in the cloud.

0 % A Dave Roberts

@) ¥

© 2021 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. andfor its affiliates in the U.S. and certain other

b

countries.

Cisco Universal Cloud Agreement | Data Privacy Statement

¢) To promote malware and Security Intelligence events as incidents in SecureX, click #* under the Eventing
panel, select the required event types under the Auto-Promote Eventstab, and click Save.

Settings @

General Filter Intrusion Events

~ By Event Type

Auto-Promote Events

Malware Events

All Security Intelligence Events
DNS
IP Reputation

URL

> By Custom IP Address (Intrusion Events Only)

X

Step 5 SecureX: Complete the SecureX account activation process.

a) Switch back to the SecureX tab (Connect Device page), and click Confirm Deviceis Connected.
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dfealn SECURE ¢ Dave Roberts v

Cisco

Which of these would you like to connect?

Register Device Link Accounts
If you have on-prem appliances, (ie. SMA, If you have devices registered via Cisco Smart
CSSP) register them by: Licensing or Cisco Defense Orchestrator, you

an connect them by:
1. Following the Registration guide. SEN Q0 e

2. Return to this page. 1. Following the Link guide.
3. Click Confirm Devices Are Connected 2. Return to this page.
3. Click Confirm Devices Are Connected

After connecting a device, return to this page to confirm the device is working by clicking the

button below.
Confirm Device is Connected

20f 2

b) Click Start using SecureX.
¢) Goto Administration > Devices, and verify that your FMC and its managed devices appear on this page.

N /
'cllls::lcl, SECURE »¢ Dashboard  Integration Modules  Orchestration  Administration B @ DaveRoberts v
—
Administration Devices
Your Account
Date / Time Format
Devices Name Type Version Description D IP Address
API Clients
firepower Cisco Firepower Management Center 6.6.1 firepower -
Users for VMWare a38f-7aBad5888c40
Cisco Firepower Threat Defense for 6.6.1 (FMC -
VMWare managed) 934b-26fb3ddf8fa1
firepower Cisco Firepower Management Center 6.6.1 firepower 1
for VMware 37c7f7880ea
25 |perpage 1-30f3 [{ < | 1 |11 > 3|
BE X RO+

If you do not see your devices in this list, see Troubleshooting a Direct Integration, on page 23.
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. Configure Firepower Module and Tiles in SecureX

Configure Firepower Module and Tiles in SecureX

Cisco SecureX offers integration modules for Cisco security products and third-party solutions. You must
configure a Firepower module so the data and response actions are available in SecureX.

The SecureX tiles present metrics and data from your Firepower products to provide visibility across your
security environment and accelerate threat response. After adding a Firepower integration module in SecureX,
you can add the Firepower tiles to your dashboard.

Before you begin

To view SecureX tiles that show the system information such as whether your devices are running optimal
versions, enable Cisco Success Network (CSN) on your FMC.

To verify or enable this setting, click System ('ﬁ') > Smart Licensesin the FMC web interface. For more
information, search the FMC online help for "Cisco Success Network."

It takes up to 24 hours for device status tiles to update after you enable CSN.

Procedure

Step 1 SecureX Sign-On: Access SecureX.
a) Go to https://sign-on.security.cisco.com/.
b) Sign in using your SecureX Sign-On account.
¢) If prompted, authenticate using Duo Security.
d) Choose your region to launch SecureX.

alnaln ’ N ) )
cISCo > Application Portal Pt

Do you like our new Application Portal? Yes, it's great! Not really I

Choose your region and launch into SecureX

& alaln >,

cisco

W A L 2

CDO Docs Cloudlock Umbrella

€DO Docs Gisco Cloudioc Cisco Meral Cisco Umbrella

Step 2 SecureX: Add a new Firepower integration module.

a) Click the Integration Modules tab.
b) Click Add New Integration Module.
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-lc|lls-é|°|- S E C U R E >( Dashboard Integration Modules Orchestration Administration

Integration Modules

SecureX uses integration modules to integrate with other Cisco security products and third-party solutions. Click here to view all the available integration modules.

Your Configurations

¢) Navigate to the Firepower integration module, and click + New Module.

s
::llls'éloll S E C U R E >\ Dashboard Integration Modules Orchestration Administration B @ DaveRoberts ~
———

[#ii=8 Cisco Threat Intelligence API ==l Email Security Appliance Firepower
The Cisco Threat Intelligence API (CTIA) is a REST The Cisco Email Security Appliance (ESA) provides Firepower provides complete and unified
API designed to facilitate the rapid storage and advanced threat protection capabilities to detect, management over firewalls, application control,
retrieval of cyber threat intelligence data structed in block, and remediate threats faster, prevent data loss, intrusion prevention, URL filtering, and advanced
the Cisco Threat Intelligence Model (CTIM) and secure important information in transit with end.. malware protection.

+ New Module Learn More + New Module Learn More  Free Trial + New Module Learn More  Free Trial

Orbital Orbital (deprecated) SMA Email

Cisco Orbital is a service that uses Osquery to Cisco Orbital is a new advanced capability in Cisco

Cisco Content Security Management Appliance

d) Enter a name for the Firepower integration module, and click Save.

'élllsléloll S E C U R E >< Dashboard Integration Modules Orchestration Administration

My Integration Modules Awvailable Integration Modules

Add New Firepower Integration Module

Integration Module Name Quick Start

[ Firepower I

When configuring Firepower integration, you must first

Cancel | configure your Firepower devices to send events to Security
Services Exchange (SSE) and provide SecureX access to the
events, See the Firepower and SecureX Integration Guide for
instructions.

A health check is performed to determine if the module was configured successfully. After this process
is complete, a message is displayed indicating that either there are no issues with the configuration or that
errors are found.
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52' This integration module has no issues

The newly added module is displayed on the My I ntegration M odules page (under the | ntegration
M odules tab).

Step 3 SecureX: Add the Firepower tiles.
a) Click the Dashboard tab.
b) Click Add Tiles.
¢) To create a new dashboard, click Create Dashboard.

Customize Dashboards

My Dashboards
No Dashboards
Shared Dashboards

No Dashboards

| ~ Create Dashboard | w Delete ) Refresh Tiles

Alternatively, you can use an existing dashboard.

d) Enter a name for the dashboard, select the required Firepower tiles, and click Save.
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Customize Dashboards

Dashboard Name*

My Dashboards
| MyDashboard

£ MyDashboard

T e I Share this dashboard with my organization m

No Dashboards

Available Tiles

~ [ Firepower (3 selected Remove All

Event Summary
Summary of Firepower events sent to SSE.

Incident Promotion Reason
Summary of Firepower incidents.

Talos IP Reputation
Summary of Talos IP reputation.

Intrusion Top Attackers
List of top attackers for intrusion events in your organization

Intrusion Top Targets
List of top targets for intrusion events in your erganization

Intrusion Top Signatures
List of top signatures for intrusion events in your organization

Device Inventory
Inventory of firepower devices

m Security Update Status

~+ Create Dashboard W Delete C Refresh Tiles

After the tiles are added, you can resize and move them around to the desired position on the SecureX
dashboard.

What to do next
If you are an Admin user in SecureX,

* Invite users to join your organization via SecureX.

* Share the Firepower dashboard with other users within your organization.

For instructions, see the SecureX online help.

Troubleshooting a Direct Integration

Problems Accessing the Cloud

* If you activate your cloud account immediately before attempting to configure this integration and you
encounter problems implementing this integration, try waiting an hour or two and then log in to your
cloud account.
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» Make sure you are accessing the correct URL for the regional cloud that is associated with your account.

Device Interface Shows the Integration as Enabled, but the Device Does Not Appear on the Devices Page in
the Cloud

* The device may be licensed using a Smart Account or virtual account that is not linked to your cloud
account. Do one of the following:

« In SSE, link the account from which the device was licensed.
« License the device from a linked account:

Disable the integration on the FMC, unregister the current license from the device, relicense the
device from a linked account, then re-enable the integration in FMC.

» Make sure you are looking at the same regional cloud that you selected in your Firepower settings. If
you didn't select a region when you started sending events to the cloud, try the North America cloud first.

Device Managed by FMC Is Not Listed Correctly on the SSE Devices Page

Device name is sent from FMC to SSE only at initial registration to SSE and is not updated on SSE if the
device name changes in FMC.

On the Devices Page in SSE, Previously Registered Devices Unexpectedly Show as Unregistered

If these devices are FTD devices that are managed by FDM, and you enabled integration with CDO after you
registered your devices with SSE for integration with SecureX, and you have not yet merged your accounts,
complete the procedure Merge Your CDO and SecureX Accounts in the Cisco Firepower and SecureX
Integration Guide (https://www.cisco.com/c/en/us/td/docs/security/firepower/integrations/SecureX/
firepower-and-securex-integration-guide.html).

Expected Events Are Missing from the SSE Events List

» Make sure you are looking at the correct regional cloud and account.

* Make sure that your devices can reach the cloud and that you have allowed traffic through your firewall
to all required addresses.

* Click the Refresh button on the Events page to refresh the list.
* Verify that the expected events appear in Firepower.

* Check your configurations for automatic deletion (filtering out events) in the Eventing settings on the
Cloud Servicespage in SSE.

* For additional troubleshooting tips, see the online help in SSE.

Some Events Are Missing

» If you send connection events, only Security Intelligence connection events are used; all other connection
events are ignored.

* If you are using custom Security Intelligence objects in FMC, including global block or allow lists and
Cisco Threat Intelligence Director (TID), you must configure SSE to auto-promote events that are
processed using those objects. See information in the SSE online help about promoting events to incidents.
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