afran]n
CISCO.

]
g
=
=
=
=
.
(-
B
(+
=
it
]

Cisco Firepower2100 R 2 — 7y T HA K

#ER - 201949 H 25 H
BIREH 20212 A 1 H

LRAVRTLRBRSH

T107-6227 HUREBHE X ARIKI-T-1 [ v RE D v« X T —
http://www.cisco.com/jp
BREWADEE v 2aavz s ver2—
0120-092-255 (7 U —=a—/L #E&: - PHSET2)
TEaEZAHRER - SFH 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/






Iflr1 =
5 2

RBIEARL—T A VI RTLETR—
Sy HEBOITAAEE

N R 2T Ty T4 —01F, 2004 XL —FT 4 VTV AT LOWNTNNEFEITTEE
Ty ARV —TFT WU T VAT AT LWL, 32—V BBINCTEFET, ZOETIT, A —
TAVT VAT LEZF—T ¥ OFPUKIZ OV TR L £ 7,

e AR —FT 4T AT A (1 °X—=)

v Xx—Vx (2—Y)

o — ~ » & —
AXRL—TF AT RT A
=R xT 7T N7+ —ATIE, ASA F 721X Firepower Threat Defense (FTD) A <L —
TAT VAT NEHHTEET,
« ASA : ASA L, ERDEERAT = TN T 7 AT U4 —LEBLRVPN a2 FL—
&‘G‘é‘o

FTD D& FE /R MEREN VB2 WA E 721X FTD TILE 726 T& 720y ASA B ORERE S
VIR EA IR, ASA DFEFNE L TWEd, A3 TiX, ASANDS FTD ~OBITY —/b
ERELCOET, 20V —liE, ASA OFEHERE L, %I FID ~FHA A —I{b1 5
BAIZ. ASA 725 FTD ~DZEHHESEH £37,

« FTD : FTD /& Firepower NGFW & & FE T, mERAT— M7V 7747 U4+ —/L VPN
arykty br—%, BLOKRERIPS ZHAGDOETRER T 74 7 U+ — T, OF
V. FTD X ASA OREREZ e KIRICIER L, SRkt~ 7 4 7 7+ —/v & IPS #EEEA
e ST ET,

FTD (213 ASA O EEZRFERED KER/FITIMZ T, I 7 A4 7 o —/L & IPS HERENN B
MENTWDZD, ASA LV FTD 2 A+ 52 & 2B L E4,

ASA L FTD I CTHA A —1{b9 512id. [Cisco ASA ¥ & U8 Firepower Threat Defense £ A —
ATTA R] #2BLTZ30,

Cisco Firepower2100 22— +7 v 7454 K ||}


http://www.cisco.com/go/asa-ftd-reimage
http://www.cisco.com/go/asa-ftd-reimage

B#ELARL—T 4 VI VRTLERR—SxERDOHFDAE |
. IAR—T¥

Xr—Ty

FTD B XN ASA I3EH O~ —Y v 2 HR— L ET,

FTD T — %

RIFIDIRA~— ¥

K& b Bl

Firepower Device Manager (FDM) FDM i, Web X—AD Y U TNt T NRA A3 —V ¥ TT, V7t
SNTWDH72H, —HBO FTD #AEIE FDM TIEER TE £ A, 2EHOT N
AADHEEZFEHRL, v~ VFTNAATF =Ty 2B E LW E, FDM %
RS2 DI L TWET,

GE) FDM & CDO OiFTCFNA ZADOB/EERHETXA7-%, FDM &
CDO A LTCRILT A AEEHTEET, FMC lZflio~ % —
X EHEEBENRDH Y FH AL

FDM % i fl 9~ 5 BiIZFDM % £ § L 7= Firepower Threat Defense D &R (67
N=) ZZRL TSN,

Cisco Defense Orchestrator (CDO) CDOIZ., YU TIN5 RR—ZADVIVFFNAL AR —T % TF, v
TIUULEIN TN DT, —EO FTD #fEiE CDO TIdfEH TE 8 A, v
FNRERT 7 AR T R GRS A L FF L A R2— T ¥ BNLEER
e, CDO ZfEAT 2025 L CWEJ (FDM & [AER) . F£72. CDO X7
T RR=ZAThHDH7D, MEDOY—/3TCDO #F(TTHLEIH £H
lvs CDOIFASAZR EDMDEF 2 VT 4 T4 ALEHA L7260, $3TD
X2V T 4T, ACH—DO~v X =V 2 TEET,

67 IETIZ, CDOIZre—% v Frurya=r 72t L+, Znick
D, 7730FFT7 4 A%~ R0 =T 85T 57217 T, T35 AXHEH
IZ CDO IZ&GESINE T,

(GE) FDM & CDO Difi 5 TTNA ADRELEMHTX 57, FDM &
CDO #fEH L TR LT A A& FH T £, FMC (Zho~Fx—
Dy L EHMENRH D 8 AL

CDO Yu v va=r7%M0itd 521X, CDO %M L7 Firepower Threat
Defense DJER] (25 X—) SR T EIW,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



| BEBARL—F ATV RTLERR—S X ERDIFEAE

asavz—vr

TR—Tx

A A

Firepower Management Center (FMC)

FMC 13387772 Web _R— 2D~ LFFNA A< 3 —T % T, JEDOHF—N
N=RU =T B EEAANS=AL P EORET A AL LTEBLET,
YNTFTNAARF =T Y ZLEL L FTD O N TORREN LR 513,
FMCZ T 2R3 H Y £§, FMCIE, FT7 74 v 7 LA FOFEI)7R
Gt E=2 ) bR LET,

GE)  FMCIIFTD #&EZHTA L, FMC % /31 /XA L C FTD % E#H%ET

52 LIETERNWZD, D~ —V v L OBEBMEITH D £H A,
FMC Z#FH 9 2 AiIZFMC %1 H L 7= Firepower Threat Defense D &Bf (95~ —
V) ESRLTLIESN,

VE—F T T70FDO8y N7 v 7Tk, TORICEGEDOAX Y RTrr K
X2 AV NEMEATEZEEHELEL F7,

FTD REST API

FTD REST API i[9 % &, FID OE#XE* HEL T EJ, ZD API
X, 7734 ATFDM & CDO Ol i OFEEEMRNTE H72H, FDM BL W
CDO & AR ®H Y £9, FMC 2 L CTFID & L TV a5 A1E, 2
D APl I CT& £ A,

FTDRESTAPLIZOWTIX, ZDOHA RTIZEDY EIFTWhEREA, FEMIZOND
Tix. [FTDRESTAPI A K] 2L T 7Z &V,

Wl

FMC REST API

FMCREST APl {142 &, FMCRY > —DOREX HEYL L T, EFHEx5
DOFTDICHEATEET, 2D APLIE, FID Z H#EH L EH A,

ZDOHA RTIE. FMCRESTAPLIZOWTIEEH LEF A, SEMICHOWTIE,
[FMCREST API 71 K] &L T &0,

ASA Y R—T

R2:ASAT R —

Ir—TF

i

Adaptive Security Device Manager
(ASDM)

ASDM [T Java R—ZADF L FNRAL A2 —T % ThH Y . ASA DT T DOHHE
et UET, CLIEV b GUI ZMEHT 5 Z & A afd, BELMLE7R ASA
DEDOBEEIE, ASDM O AN L TUVWET, ASDM (7314 ZADRIE L1
HT&57-®, ASDM TCLI, CDO, 721X CSM #4562 b TEE
7

ASDM ZfE 3 HANZASDM 2l L72 ASA T 7' 7 A 7 AE— R TOJEH

(139 X—) 2L TLEE, 7T v 74 —ALF— KT ASA 2
THEAIE. 2L TL7Z &V, ASDM & Firepower Chassis Manager % fiff
HL7ZASA 77 v N7 4 —LF— K TORERH (161 *—)

Cisco Firepower2100 22— +7 v 7454 K ||}


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmc_remote_branch/deploy-the-ftd-at-a-remote-branch-with-fmc.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmc_remote_branch/deploy-the-ftd-at-a-remote-branch-with-fmc.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html

B oasa<xz—vx

BHEGARL—T A VI VRTLERR—SvERDTEAE |

TR—Tx

B

CLI

GUILL Y b CLIZEAT 2 Z &2 F0EA1E, ASACLIZEA LT ZEW,

CLLIZOWTiX, ZOHA FTHEHEY FIFThERA, ZHEHICOWTIE,. TASA
WRTA R #2B LT EEN,

Cisco Defense Orchestrator (CDO)

CDO X, Y TI NIl T RR—ADVIVFTNA AT E—T XTI, v
TMMEENTWAH T2, ¥ ASA #EEEIX CDO Tl TE A, v
TNREBRT ) AR 2 AT D VT TN, A R — T v DT
e, CDOZMEHT2DICE L CWET, /2, CDOIXY 77U RRX—ATh
L7, ME DY —/ 3T CDO & FEITT HMEIXH Y £ A, CDO X FTD 72
EOMDEX2 VT 4 T NAAZALERT L0, TXTOEX2YT 47
AAIH—~DOv 3=V v 2 HTEET, CDOEIT A ADFEE MR TE
5728, CLIS° ASDM bl c& £,

CDO IZ2oW ik, ZDOHA RTIEHERY EFTCnERHA, CDO 3 2 H]
12, CDO DR — AL —TF BB LT EN,

Cisco Security Manager (CSM)

CSMIZ, MEH DY — "= R =7 ECTEIWET 2 e~V TF T3 A~ 31—
X TY, ZEOASAEEHT HLERD LA, CSM AT 2010 L
TWET, CSMIZT A ZADFREZE MR TE 5725, CLIX ASDM bl T
xF9, CSMIZFID OEHAZ YR — L TWEHA,

CSM IZOW T, ZOHA FTIEHERY EFTnERA, FERIC VT,
FCSM =B A R] 2L T &0,

ASA REST API

ASARESTAPI #fifid2 &, ASADOFEXBILTEE T, 7272 L., APIIZ
1T T R_RTD ASA BEEERHFH SN TE LT, IEShs 2L bH Y 8 A,

ASARESTAPLIZDOWTCIX, ZDOHA FTIEHEY EFCnWERA, FEMIZON
TiL. TASARESTAPI A A K] #&HL T E&E W,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://docs.defenseorchestrator.com
https://www.cisco.com/c/en/us/support/security/security-manager/products-user-guide-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/api/qsg-asa-api.html

=9=
=% =R

CD0OBLUVA—2yFTJAEDIZ VI %
{$1 /A L 7= Firepower Threat Defense 0 [

CDEORREE

n—XvyFFura=7 (LTP) I%. # L\ Firepower Threat Defense (FTD) T /3A A D

Cisco Defense Orchestrator (CDO) ~DEA#Efif 2 ffi#Z{b L, BEMLLET, LTPIZL Y, #HL
U\ Firepower 7 /3 A ADEANHFLINET, Ry NI =7 FHEEFN, HHITEET S A A
ZEEL, 734 A% CDO 7 77U RR—=ADT N, A7 X =TV FIZIEML, FID 7 /34 AN
Cisco Cloud IZIEF TR SN TT A A EEHTEL L1875 H T,

ZOETIE, n—FyF v ya=7%H L T, Firepower 7 /31 X % CDO |23 A i
FTLTEZOWTHHLET, CDO VL, —BMOH LR Y L —DFEAFEER T L7720 GEE
WABSNERETEX 2 VT AR = DFRERHIIT D7 T 7 FR=ADSLVFT /A
ARF—=T X TY, CDOE, Ex =2V T 4R =L DRBEEEREL TEIET 57200y —
NERMETHZET, X2 VT 4R U—%f#Eb LET, CDO X, A7 T2 FERY

V—EIAL, RET U L— FEER LT, T ZATRY —0—HMEE (RS 5 ik
iRt L E 7,

GE) ZoOEEEZFIFAT 521X, Firepower /N— 3 1 6.7 IR KB TT,
N
GE) ZdKRF= A MTIL, Firepower2100 ~— K7 = 7IZFTD A A — U RHERIIZA VA F—/L &

NTWnWAZ E&ERHEE L TWET, Firepower 1100 N— K7 =7 TiX, FID Y7 b =7 %72
IXASA Y 7 h U = 7 %#F4TCE LT, FID & ASA DI TUIY B2 247 9 BRICIE, T35 AD
A A =LA MEZ/2 0 9, [Cisco ASA 33 L O Firepower Threat Defense 514 A — AL
A Fl ZZRLTIES0,

Cisco Firepower2100 22— +7 v 7454 K ||}


http://www.cisco.com/go/asa-ftd-reimage
http://www.cisco.com/go/asa-ftd-reimage

CD0 B LUR—42 yFFOET 3= #{#EM L 1= Firepower Threat Defense O FER |
B zorv—zoroFE

\}

(GX)  Firepower 2100 {Z, Firepower eXtensible Operating System (FXOS) &9 L L 225 AL —
T AT VAT NEFAT L ET, Firepower 2100 (& FXOS Firepower Chassis Manager % 748 —
FLTWEHA, BBRENZCLIOBN T TNy a—T 4 T OHBTYHR—=FERTWE
T, FEMIZ DWW TIE,  [FXOS troubleshooting guide] &ML TL7ZEWY,

\}

GE)  TSANU—UERT— kA b+ : Firepower 2100 3 U — R I3E A GRBITE ST RE T, R
MICNET D Z b d Y FHA, 2L, 2—F 4R EOBRETIE, EARBIEREZEHTX
FT, ZOGA, REMEERFCSNMP Off HIRFIZ, & BLE DME GRS H 2 #E T 2550
HYET,

e RY—x FOFIE (62—)

o Tt T ARA ZOZITEY (8 X—)

« CDO EELE « At (9 2—Y)

o THl TS ZADFKE (16 X—)

« CDO EHFE  BAMERFLTETT D (19 3—)

2N NEYY LN N
IVRKRY—ITV RFROFE
IOETEH, n—XyFruvva=r UHREEEH LT, LGOS 7 /v F@ FTD
1010 734 2% U E— hOZMIZERT 5 HIEIZOWTHIALET,

1. T, 2 anbEEER SN2, FID6.7+Y 7 7 =7 THA A —JfL & 7= FID
6.7+ T34 A% ITEYD £97,

2. FEEOBHEN, TNAA AV TNESEHHL TT /31 A% CDOZEAYER L F9,
3. THONEEN, FID 2 — 7V TER L CEBREZ A T LET,
4, AIOEEEN. CDO #fEH L TFID DB AR IR ELZT LET,

n—XyFrueva=r 7 EFEHL Ty Y — I CDO 2 H L7 FTD # B3 5121, &
DERAT HHZRLTLTEEN,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

CD0 B LUR—4 vy FFOET 3=>2% %M L - Firepower Threat Defense (D FE R

v '1'\
Branch Office | ‘_

! ) Provide serial

B

e %
(2 )cable the \.3 JPower on the

zvrv—zvrnFE [

Tasks number to ~ firewall ~ firewall and
central admin  —p —p» monitor LEDs
(Branch Office for Cloud
employee) connection
N * N N N
Cisco Defense | (4 )LogintoCDO (5 )Onboard the ( 8 JRegisterthe (9 ) Manage the
Orchestrator N ~ firewall to ~ firewall with 7 firewall in
—» GCDO u_sing the Sm_art —» CDO
(CDO Admin) the serial Licensing
number Server
| A
N .
e \6 ) (Optional)
Commerce Obtain feature
Workspace licenses
(CDO Admin)
S 7 ) Generate a
i ~ license token
Manager
(CDO Admin)
( -I\ BT aROr 4 TNRAANFZAEN L Du—F v TFTneya=r 7Y R—FLT
NS - = o s N " N e
- s WoHZ i —3 AR H z S
(DR \‘Z) k%ﬁ@ ﬁ”;% (? ~ /j \\ m%@fIT P E i~ 32—
R —ERX Ta X —=nET N, AT £7,
(oAt DZ X TNRAAREK PO —F v F T Va =T e R—F LT
S - =5 QU LR — N
Ry MU EERL, VU TAESERELET,
3 Cisco Defense Cisco Secure Sign-On # i L7- CDO ~Ou 7 A > (13 X—) ,
Orchestrator
(CDO E#LH)
4 Cisco Defense n—HyFruela=r ) TESEMEH LT NA AD
Orchestrator WAYEE (14 2—)
(CDO E#H)
(5) Xt 27 FAL ADR (162—) ,
h S
A NEEER)

Cisco Firepower2100 22— +7 v 7454 K ||}



CD0 B LUR—42 yFFOET 3= #{#EM L 1= Firepower Threat Defense O FER |
B =t 7 zoz4my

() XKtto s 22 7A4xm BIRBA (17 ~—2) B = — RET /3 2 ICH

[SEg S
(ZAEDREEE) B MoER L ET,
Cisco 7 7 17 \A@@ﬁjh%ﬁﬁa}d LE4,
8 Cisco Defense CDO % L= /34 ZDEH (24 ~—)
Orchestrator

(CDO EEH)

:.f’é'\-: Smart Software FTA L ADOHFE (192—)  F 73T, TR RAE AV —
| Manager M AT IR LET, HDHWE, Bl EHEE 90 H

(CDO &#¥) O T A A2 FEHLET,

10 Cisco Commerce SAELAOEE (19_—) 4 S a0T, F4AEBVA F—
Workspace 7o EERLET,
(CDO & #5)

Xt TINAADZITERY

BEDOITEHMANSLFID 2Z T R-o7-56. T A0 Y TIILEESZEELL T, CDOEHE
EETHMNERHY 7, SAFHFIrEAOaIa=r—ra VHBIOMEZRLET, 58
TITAEERFATERKYIAA, THE Z LICEKEOEZRMLET,

Evh ZoeTAEMEETS L, KAOWEBNCDO tu—F vy F 7 ya =7 E2ERALT
Firepower 7 /31 R &8 AVE( & 2 HiEZ MR CE £77,

FINAANZHASOO—E2yFTOAES a5 EHR—FLTL
%) — & %EEEI&\T %)

TNA A% T v ZIZRET DRI, FREEER Y 7 AZFEETHHIIC, B—F vy TFTrbE Vs
=7 %M LT Firepower 73 AZETEX D5 Z L 2MER L £ T,

\}

GE)  ZoOFMEIE, FID N— 3 6.7 L% 1T L TW 28T LU Firepower 7 /31 A& L TV
LT L EAHREE LTVET,

IR B
ey —vlkvy—varBE—xr FEBMLET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K


https://youtu.be/URarNF3Ei60

| coos&Un—%yFFOEY 3 =24 %R L1 Firepower Threat Defense O &R
coogEE - it ]

« r—TNEHERTDEL ERIET A AOERE A ST HEC, Firepower 73 A L
N lr—=DA X M) BB LET,

SITHM T, 73 RCHE L TY £ — P TEET 572010, 73 A0V Y TAEZH
WEIZI2 Y £,

¥ —TDLAT TN, arR—F b, BEOLED IZOWTHHEL TBL LEND
nE9,

FIE

RATY T fER Y 7 ZAOREID (PID) R L ET, 7354 ZAOMFICHEH Lz & v A — 58I,
Firepower ¥ 7 N U =7 OHifaf/S— 3 > (6.7 LARE) T HWEHLO 27 > 7 —03 0T
£

PID (%, Firepower 2100 > U —X® PID O (SF-F2K-TD6.7-K9) LRI U THHMLENH Y *
j—o

ATFYT2 TRAADV Y T LEREZTEHELET, TA%Z@/)T»%ﬁi BliEAR v 7 2T S H
TWET, £/, TS AFHDOFIEH L TIZHDHIAT v I —IZ bt SN TWET,
Z%v73?ﬂ41®y97w§%%H%W%MMNDOXyb7~7ﬁﬁﬁuiﬁbiﬁc
GE) Ry hNU—U®HEIL, o= o F7rabVa o TERHITL, T ATHEHE L
TUVE—FCRETIHEDIZT AL ZADO U T AHBSHPLEZRY 97,

RDBERY

ITHP/ALLD CDOEELE Ldtig 2 > T, HAEFOZ A LT A4 L ERELET, ROFIA
X, Fy MU —IEBRENT SN X% CDO \TEAAE L2 TT /3 A% 75— 7 L TERFIC
Bt 95 2 LT

CDO EIEFE : A+t

U — FIFEOFEEE N Y TIOVE SR E ARFLIZIEE L721%,. CDO &2 2 FTD % CDO
B A L E T,

CDO~DOY A >

CDOIZ, Cisco Secure Sign-On 27 A 7 7 47 4 7/ X —L L CfHEH L, Duo Security %
L EFERAE (MFA) (2 L £, CDOICIZIMFA RMETY, MFAIZ, =2—H T A F T 4
74%%@#5&@@?#;)74%%MLi¢ MFA O—FffToh 5 " HFFETIL, CDO

a7 A 52— OIDEHRT LI, 20D R—% 2 MELIZTEZEN/HLETT,

Cisco Firepower2100 22— +7 v 7454 K ||}



CD0 B LUR—42 yFFOET 3= #{#EM L 1= Firepower Threat Defense O FER |
. #1 L L) Cisco Secure Sign-On 7 177 > FDYERK

BAIDEF T2 —PH L XA T — FT, 2%FHDOEFHIX Duo Security 22 H A 27 v > R THERK
ENDHTHALRAT—F (OTP) T,

Cisco Secure Sign-On 7 L7 > ¥ ¥ )L & ENE. L7= 5, Cisco Secure Sign-On % v 3 = 7R — KD
CDO (zma 7' A »CT& £7, Cisco Secure Sign-On % v > =/ R— Kinn | AR — F &R T 51t
DY Aaflfica 7403528 TEET,

» Cisco Secure Sign-On 7 7 77 T\ ZBRH DAL, Cisco Secure Sign-On %/ L 72 CDO
~prrA Yy (1335=) [Z#EHET,

« Cisco Secure Sign-On 7 1 7 7 R 3720 GA1E, T L Cisco Secure Sign-On 7 1 7 7 kD
fERL (42 =) AT IEE L,

# L U\ Cisco Secure Sign-On 7 h o > FDYERK
BOIOYA A T —r 7a—34BEEOTatv 2T, 4 BEETXTCEETTHALERH Y
F7,
188 BRI

« DUO Security @4 > X k—JL : Duo Security 7 7'V & — 2 > ZHERERICA VA h—b
TAHZEEZBEHIOLET, DioDA v A M—LIZOWTTEMLH 58541%. [DuoGuide
to Two Factor Authentication : Enrollment Guidel]] Z &M L T 72 &y,

cBEZDRE : EAANT AL ZEFEHLTCT o Z A LRZT— REARLES, OTP I
MNR—=Z2THDD, TRAAZADI O TN TIAEALERBLTNDZ ENEET
To TARZADZ By 7 BNIELWRZNZRESN TS Z L2t LET,

e Firefox F 7713 Chrome O F/ N N—V a U 2FH L E1,

FIE

ATvF1 #H LU CiscoSecureSign-On 7Ho Y YA 2T7 v T LET,
a) https:/sign-on.security.cisco.com {27 7 A LE 7,
b) [YA A (Signln) |EEHD FEHIZHD [A T 7 (Signup) 15227V v 7 LET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K


https://guide.duo.com/enrollment
https://guide.duo.com/enrollment
https://sign-on.security.cisco.com

| coos&Un—%yFFOEY 3 =24 %R L1 Firepower Threat Defense O &R
#1 L L\ Cisco Secure Sign-On 7 17 > FDERK .

1:Cisco SSO~DHY A VT v

i
CIsCo

Sign In

Username

Password

Remember me

c) [THwr FOER (Create Account) | XA 7T D7 4 —/L RIZATL, ek (Register) |
27 )y 7 LET,

2:7HA2> FDYERK (Create Account)

NMIT
CISCO

Create Account

Evbk CDO~Du T A ANMFEHTHTEDBTFA—NLT FLAEZ AN L, &2 RTH
W EBMLES,

Cisco Firepower2100 22— +7 v 7454 K ||}



CD0 L UA—4 v FTFAE D 3 =24 %M L 1= Firepower Threat Defense 0 &R |

. #1 L L) Cisco Secure Sign-On 7 177 > FDYERK

ATy T2

ATvT3

ATv74

d) [B&k (Register) (227 Vv 7 35&, BELIET RLRIZHERA —ADBEEFESNET, &
FA—NVERE, [TAHT 2 FOARME (Activate Account) &2 U > 7 LET,

Duo #{#H L'ngﬁwnﬂiié‘t' vy b7y TLET,

a) [ZEFEEFEOFRE (Set up multi-factor authentication) ] i T, [fXE (Configure) ] % 7
Uy 7 LET,

b) [ty b7 v OB (Startsetup) 1227 Vw27 L, 7R 7 M- TT /3 A% R L
T, ZDTHRARET AT MOXT Y o 7 HffEB LET,
FEAIZ DOV CiE,  [Duo Guide to Two Factor Authentication : Enrollment Guide] % Z [ L T
XTEEV, TNAALAZDuT7 7V r—va BT TICA VA M=V ENRTWDAEAIX, 2
DTATY NOT 7T 4 _X—vara— RREEINET, Duo L1 BOT /A A THEE
DT I NetR—FLET,

o) VAP —ROFEHZT, [RIA U %%KiATT 5 (Continue to Login) %27V v 27 LET,
d) TEFFEFEAEH L T Cisco Secure Sign-On (21 74 > L ¥ 7,
(EE) BMOA—toT45—2&ELTGoogedr—trT45—2%%RELET,

a) Googled—t T 4 r—4LXT VU TFTLHENANTNA AR L, [~ (Next) ]
Vv LET,

b) By b7y T U4 —RKOT a7 M-S T, GoogleA—k> T 4 r—F%Ey hT v
FLET,

Cisco SecureSign-On Z7HA I bDTHD U E) AN DA T a U ERELET,

a) [RRAT—REEh=HA (forgot password) | DB & [AI% 28R L £,

b) %m%ﬁﬁbfTﬁﬁ/%%)k/b?ét@@%f@ RER AR L E T,

) EXa VT 4 A A—TVEBEBIRLET,

d) [vAT7Hv> bOVERK (Create My Account) %7 U v/ LET,
Z#UC, Cisco Security Sign-On % v ¥ 2 78— RIZCDO 7 7'V r—3 3 VDX A )VHRFER S
NEJT, o7 7V r—va XA NEFRINDIGERHY £,
Evhk Xy TaR—RETHANERT 7 LTHENEZTZY, T E2ERLTHA L

I N—TLIZ0, X TOLRTEER LY TEET,

X 3: Cisco SS0 5 v & 1 7R—
ol am - -
Cisco
Work +

CDO CDO (EU) CDO (APJC) CDO Docs SWC
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https://guide.duo.com/enrollment
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Cisco Secure Sign-On Z{fEFH L =CD0~D O T A > .

Cisco Secure Sign-On Z{EA L= CDO~DB T A >
CDOIcu 7 A4 LTCFID %4> AR—KL, BEHLET,

18 BRI
Cisco Defense Orchestrator (CDO) (%, Cisco Secure Sign-On %7 A 7 7 4 7 4 T 0/ A X —
ELTHEMAL, Z2EERGE (MFA) (2 Duo Security ZfH L £,

+CDO IZu 7' A 95121k, F£ Cisco Secure Sign-On T7 # 7> b Z{ER L. Duo % {#H
LCMFA R ET HHENH Y £, H L\ Cisco Secure Sign-On 7 41 7 7k DAERL (
10 X—2) ZZRLTIEENY,

* Firefox % 7-1% Chrome D/ N\— a V&R L £ 9,

FIE

ATw7T1 Web 77 U T, https://sign-on.security.cisco.com/% B & £ 7,

ATv T2 [2—H4 (Username) ]| & [7SATU— K (Password) ]I AL E9,

ATFwF3 v A4 (Login) 1227V v 27 LET,

AT w74 Duo Security Z il L THIORAEE R ZZ T, a7/ A V&R LET, VAT AL -T
07 A VR EFL. Cisco Secure Sign-On % v ¥ 2R — RNFRRINET,

AT 75 Cisco Secure Sign-on % v ¥ = /R — R Cili)72 CDO ¥ A V%27 U » 7 LET, CDO ¥ A V%7
U w74 % & https://defenseorchestrator.com [ZB#E) L, CDO (EU) # A V&7 Uy 745
https://defenseorchestrator.eu (ZBE L £3, £7-, CDO (APJC) #AN& /7 Vv 745
https://www.apj.cdo.cisco.com (ZFEE) L £ 7,

X 4: Cisco SS0 5y & 21 KR— K
il . -
Cisco
Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC

RTFYT6 WHOA—LrT 4 r—2EHELTWDIEAE, A~k T4 r—20ua%s) v LT
[Duo Security] 7> [Google Authenticator] Z %R L ¥ 4,

cWEFEDTF U T TIta—Y L a— FRH IR, FOTF L MIa sl A LET,

T T DT F v Moa—Y L a— KRB HEAIE. #io CDO 7 v & EIRT
%i‘é‘o
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CD0 B LUR—42 yFFOET 3= #{#EM L 1= Firepower Threat Defense O FER |

B o 5o770E0a- 0 P LBSERRALET A ROBALS

BEFOT T2 MZa—H L a— FRRWEEIE, CDO OFFM AR T 2, 2T T
ATNT Y P EBRTEET,

O—2yFITOEDI =T ELYTILESZFERLETNA ADE

A%l

LTP %] L C CDO IZ Firepower 7 /3 A A ZEAE T 521X, ZOFIHEEZET L, 4 ¥ —
Fy MIERTED Ry NT—ZIZT A AEER LT, T AOEREA L ET,

1a s BRI

n—ZyFFueya =7 (LTP) 1%, TIHHIHERFOET LU Firepower 2100 3 U — A D7/
AARAZHEBIC o E Y g =0 VL TRETE DL IICT H#ETT, ZNICXD . CDO ~
DT A ZDEAEFIAE D FHIZ AT DL BAREITR D 7,

GE)

&M

AT T2

ATvT3

ATvT4

LTP 23 2121%, 74 R — 32 6.7 LIENRA VA F— AL ENTVERBERD Y
To SOFEEHEALT, VY7 hr=T =Y a (64, 65, BLU66) TRITEINT
W5 FID 73 A AT 25813, 7y 77 L= RTREL, DT AL ATY 7 b
VT OFBHA A NNV EITTIELERNH Y £,

FIE

T —=var 4 RYT[TFAAL ALY —E A (Devices&Services) |27 U v 7 L, Hfn
DT FZARE L H 7 ) v 7 LTT A A% [EA%EfF (Onboard) | LE 7,
[FTD] H— K& 27 Vv 7 LET,

G¥)  FIDT A REEAKEfFL L9 &35 &, CDO TiX, Firepower Threat Defense =2 N
=PIt AEKE (BEULA) (CHZBLCHRET L kO bnET, Zh
X7 RTLERIRYVDOT 77 4 €7 4 T, ZOZEMICHET D L, LD FTD
q A\ T CDO 73‘%@#7%1 VT INBRRIREINDZ EEH Y £ A, EULA EHIC
FRREENE LG AIE T e 7 IR RS, BERETL2LERH Y £7,

[FTD7 /3 A 2D A#Efifi  (Onboard FTD Device) | i C, [¥V 7 &S O (Use Serial
Number) |27 U v 27 LET,

[t (Connection) ] FEIK T, OB WA AT L TS0,
a) DT A ANE(ET % Secure Device Connector (SDC) % 3&IR L F 9,

T 74 hDSDC NFERENFTH, HFOO[LE (Change) (V7% 7Y v 7 LTE
HCTExFET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



| coos&Un—%yFFOEY 3 =24 %R L1 Firepower Threat Defense O &R
n—4vFFOEvazorev T ABREEALET A1 208 AEE [

b) [T/ AD LY T FES (Device Serial Number) ] : AT 57 /54 2D ) T L%
TERIZITPCAERTEZATILET,
¢) [T/3 A4 (Device Name) ]: 7 /34 ADA4FIERE L ET,
ATFvFE [Next]ZZ7 Vw7 LET,
ATvT6 [RAT—FDYU+tv b (Password Reset) | fHIL T, ROFEHRAEZ AN LT &,
a) [T 7A4/NFRAT— RREHE (DefaultPasswordNot Changed) | : ¥ LT /31 ZADT 7
VR NRAT— REBERFTLHITE, ZOF T v a Vv ERIRLET,
« FNRAL ZADF LV AT — R& [HLVWISA T —F (New Password) | & [/SA U —F
DR (Confirm Password) JIZ A LE,
cHTLWRRAY — FAHE SRR SN DB AR L TWD 2L a8 LET,

G¥) TNRAADT T H )V hRAT— KPR FTTIIAERTINTWABEE, 207 4 —/)L KR
AT LN ER S E T,

b) [FT 74/ bNAT— REHF 7 (Default Password Changed) ] : FDM & 7213 Firepower
eXtensible Operating System (FXOS) =Y —/LCF 7 # /L hSA T — K&+ TIZEET LT
WETNA RAZH L TOIHR, ZOFT v a v EBRLET,
ATFvFT1 [Next]#7VUv27 LET,
ATY T8 [A¥—FTA kA (SmartLicense) ] fHIK T, ME/R AT a rONWTNERINLET,
s [Av— T A4 ADM#EA (Apply SmartLicense) ]: 7 /3 AZEZAY—F T/ R

DA IN T R2WERIE, 2047 a &8 IRLEJ, Cisco Smart Software Manager
EHEMALTR =2 U EERLT, 2O7 44— A RZabt—7248RH 7,

o [TA RZT A A KA (Device Already Licensed) ]: 7 /3 ANRTTIZT7 A &Y
AEE SN TWAEEIT., 20X a v 2@IRLET,
GE) T I7FNVEIRRAU—RIKRTTIIEEINTWDAEAIR., 207 VA R4 08 H)
PNCEIRESNET, 72720, REIIUSRLCHIOA T a V2RI TE £9,

* [90 HFEIDFEAR = A 2> ADfEH  (Use 90-day Evaluation License) | : 90 H ] OFHMZ A &
CALEHALET,

AT T [Next] %7V w7 LET,

AT TN [T A7 VT 3Tk A (Subscription Licenses) ] fEIE T, ROEIEZFEITLET,
AT — R TABUARBEHINTWDELEIT, RERBMTA B AZEHZLT, R
~ (Next) |7V v 7 LET,

BT A 2 AREICT o TODEEIL, RAVPN 74 v U AZ RS MOTRTOT A

TR EMPATEET, BERT A AEEINL, IR~ (Next) 1227V v 7 LTHAT
LET,

CHEARTA B ADHTHATT D L b TEET,
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CD0 B LUR—42 yFFOET 3= #{#EM L 1= Firepower Threat Defense O FER |
B =t 7120z

G¥) [A¥— b7 A& A (SmartLicense) | DFNET [T /A AT A & AfLH 37
(Device Already Licensed) ] Zi#IR L TWAHHEIT, Z 2 THNORIREITH Z &
IXCTEETA, [BEFEOYT 270 7 a v OfF: (Keep Existing Subscription) ] 233
REN, [7-UL (Labels) | OFIEICHEE T,

ATvIN (AT arv) [7-UL (Labels) |fEIEC, HEGLTCT VAL EASNTEET,
ATV T2 [THAALH—EAZA~DKHE) (Go to Devices and Services) | %7 U v 7 LET,

RDEZRY

TNA A R O L@ 2 Y £, SALOEHE D FTD (27— 7 /b & 456t L CHEIR
EAACLES, WOPIETEAMEF 7o AZE T L, T3 A2RE/EET L2 LT,

Xt TNNARDEE

CDO EHLF 7 FTD % CDO |ZE A (i L7-1%, SMTA v F—T = A A A v F—XF v MZ
TIRBATEDLLIC, TAA R —T N8 L CEREA VT AZHLERHY I, =
T, CDO EFELH I EAMEH T u A% T TEET,

TN ADECHE

ZO My 7 TlE, CDOEHENY E— N TEHEHTE 5 X 9T Firepower2100 % % v kU —7
BT D HIEICHOW TR L £,

 3#1:C Firepower 7 7 A 7 U 4 — /L EZZ TS TRy NU— 27 28T 5 2 L HENDOS
BlE. 20T A ETEITES Y,

BT A T, Firepower 7 /3 AL | TS, ADAT —H A% 3§ 7 /3 A LD LED ¥ —
AR ODOWTIA L TWET, LB U T, ITEM & —FIC LED 2 A 7717 TF N
A ADAT —H A EMRTEET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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s zoBEEA [

5 Firepower 2100 0 7 — 7' )L E#%

(Alternative) Management 1/1

DHCP from mgmt nw —i

WAN Modem

CDO

management Ethernet 1/1

r outside, DHCP from outside nw

® S R —=
R . ‘.|||| Nl 4‘.; _J|=|| ||||_J|;.
[RIEla]a] =
— | ppPEPPEEEPEEREEEE ,—[—r'—1

nEE nE® ﬁ\ﬂﬂﬁ nm

el Al mmm pEE [E

— == = r‘.-\,lllll
EEER =]

b S W %

inside, 192.168.1.1 ¢ Inside

Other Data Networks

n—FyFIRETa =T A =Ry b UL M) TOCDO~O#HEfiEZ AR — P LT
WET, HDHVNE, Managementl/1 A VX —T =2 Af ATR—F v FFubva=r T EFEHT
HTEBTEET,

FIE

ATYT1 A=V Xy P INAH =Tz ADBTA RT3y hU—27 (WAN) T LIZK Y b
U— 7 —T NV EERE L ET, WANET LT, LS A v F—%y b~DFEHTH Y |
Firepower 7 /3 A)nHA 2=y h~D/L— MIH 720 £,

GE)

HDHWE, T35 AP Management 1/1 4 % —7 = A A5 WAN IRy R U —7
=T NERBRHRTHIELTEET, O A —T oA AEFHTIHATH, A
VH =y hDN— IBRMETT, CLITIPT RLRAEZFETHRE LGS, B8
A =T A X FIPv6 AR —FLET, [ ((LE) CLITOEHER Y NU—75
EDEH (36 —) | 2R LTLEE, BHA VX —T =1 A TIPV6 &ff
HT 21213, IPv4 7 RLURABRFFEZITEE L T ZS W, IPve M ERET 5 121E

T aT WALy I PLETT, INA—F Ry NINA LV E—T oA AL, m—H v
FruvrYa=rIHOIPvd DB EYR— K LET,

ATFvT2 Ny hU—2 %A —V Ry b 1218 LET,

ATy T3 NE|

IEUT, YDA E—T oA ATy T — 27 B LE T,

_\\ “’(7\0) /J_ﬂx]\

FBRAAL vFIT, > — OB HEDEREY =2 — /L1 DEIZ %Diﬁo:niyz%AAmﬁ
BEHEETD NIV AL v FTT, BIRAAL v TFINAL L DAEIZH DAL, 3.3V D
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B 7« xommEEA

ABNAEIRTL = FDIINE
T, AL VTFDRA L OMNBEICH HEEIT

B

1R BRI

CD0 L UA—4 v FTFAE D 3 =24 %M L 1= Firepower Threat Defense 0 &R |

BIRE Y 2 — b EEE .
Y. 2VOEEBFENSA IR,

R2VOEEBRIIA IR0 F
VAT ADEE L F

TA AT L TEEEOEmWE N 2MGT 2 Z LN EETT (K 23, BEEEEREE
(UPS) ZfEM) . WMDY vy FE U ZITORWTENN EDNLD & BERRTZ 7 AV

AT LAOHEE AT & Z 9 A EE

MRS £797,

Ny 7 750 RTCIEFEIZSH DO T v AR5

ITENTWT, Bhnkbhbdé, VAT AR T L—RAT LY vy NE T LUTEERA,
F|i§
AT REEET7TIVa Y g
ATy T |EFRI— RE2T 3, 2L, EFR=
ey MTERLET,
ATV T2 TFAA ZADOEMEIZH D EIRAAL v F %M
LET,
AT T 3| T A ADOFIHIZEH D PWRLED % i SYS LED
LT, FHAIETLTWAEAIT, 7
/\/]’Xd)'ﬂ:ﬂ{ﬁz):]\o"(‘l,\iﬁ‘ Elelelallalcliililiililale
esmsamsrassss
SRV S
? == =
PWR LED
ATV T 8| F AL ZAOFHNCEHH AT —HF A LED |BENH 55515, AT —% A LED
PR LET, T ADRIEFICEE L | 4L o/l Jﬂ“i*‘@&ﬁ(ﬁ?bi‘a‘o /)]
TWbE, AT —X ALED M7 | A1, IT EFICHER LT 72 &0,
IFR A LET,
ATy TS| HiHDOAT—H XA LED MR L1, |BENSH H%5EE1T. AT —% A LED 2

5734 A7 Cisco Cloud (285685 &
AT —H A LED gl o< b &R
WL ET,

AL L REEICEB L, TN AR
Cisco Cloud (ZBI3E L 72 o722 & 1272
VET, ZOHEIE. *y NU—T—
TNNA =V Ry NN AH—T =LA
AL WANET AlCEfH SN TNDH Z &
R LET, Ry NU—I =T %
L%, 100 EERBLTHLT A
A A3 Cisco Cloud |ZHIZE L 72 WA

L IT HPZERE LT 230,
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coo g BAERERTTS

RDBERY

ITHSH L #A& 2 > T, MAWFO XA LTA LTI T 4 €T 4 MR LET, KD
CDOEFHEL L HhICala=r—ya VEtBZEATILENDHY £9°,

c ZDHAT HSET T DH L. CDOEHE X Firepower 7 /34 A% U £ — h Db ER L OVE
BTXALH R0 ET, “HTETTT,

CDO E¥EE . EAERBZTTI S

U T NESEMH LT CDO T /3 AEE AT 5 & 7 /34 AL Cisco Cloud @ CDO
T v MCBEEM T SN E T, OB N FTID & 7 — 7V T L CEREZ 4 1215
L. EDOT A AL Cisco Cloud IZHEe SN E T, £, 7F 2 MTT TIZBERMT 5T
5728, CDOIZL 5 TT /A ADORENBEICFE S vE T,

INT, CDOEZHERALTT A RAEZREBLIOEHTEET, 723 T, iHMig A&
AEBHLTWAEGAEIL, WEETZTA B AZEIG L, 73 AZT7A v A2 5325 FlA%
SETTCEET,

= A

TG4t ADETE
FID 1. FA L ADBABLIONT AL A F— L O—E B EARRICTHY AT A~v— |k
VI RNT 2T FABL U EERLET,

Uy — U hR BT H & License Authority 12 > T ¥ — 1 & License Authority [ D815 12 fF
HAEN2 IDFERAERBITSNET, o, @URKRET VY My y—URFED Y THR
\i—g—o

ERIFA B ATAEBMICEENE T, Av— I A BV AT, £EWAL TWRWERE O
FEREZfE T £, Cisco Smart Software Manager (Z&$kT 5 &, T<IZT7A4 B ADOfH%
s CE LT, /o, BTIA B RZMAT LI LB TEET, Zhick > T, #rEDEH
BLOMEHNFREICZRY | BEFEOREBICLDEILER R RV ET, ROTA B A EMRL
TLEZEW,

cBE X2V T7 4 A7 YUY = AL Cisco Firepower DAL IPS
CRLIIT b ENTEFR Y U= I OEER~ LY =T B (AMP)
sURL:URL 74 NVZ YT

* RA VPN : AnyConnect Plus, AnyConnect Apex, & 7% AnyConnect VPN B,

VAT AEDTA BV TOFHMIOWTIE, [FDM a7 4 7 Lb—ay A4 K] 258
LTL &,

15 H B HIIC
» Cisco Smart Software Manager (<~ A X — 7T 7 hEFHE T,
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://software.cisco.com/#module/SmartLicensing

CD0 L UA—4 v FTFAE D 3 =24 %M L 1= Firepower Threat Defense 0 &R |
B st ozozx

EETATY NEBRLTRVWERIE, 2OV 2227 )y LTHLWT AU b
v 7 v 7L TLE &V, Smart Software Manager Tl #fkO~A & — 7o b &
Ec& £,

s (a7 IAT AT I T EER L CAMEESND) HEAHFHAT I, ZHHO
VAaAZAvw— KV T NI 2T TA BT T TR 5 (3DES/AES)
FTABAEFHTEALENRDY 7,

sCDOWZTNA R F U AR—RTHETIETFHMOT A o A% FH L EJ, Smart Software
Manager [Z 8§k 3 2BMD 7 A & AL, CDOIZA AR — R L THEET 2 RN EER
TAVLENRDHY £7°,

FIE

ATy Tl BENDORAY—F TA® VT ThHT U M, BRERITA BV AREGEENLTWD Z L &
RBLTLEEL,

TABAZ, VAIEREFRERIIENS T A, ZREBA LRI, Av~—FY 7 hU =T
TARD T TAT MY 7 SRTWET, 2L, BETIA v AZBNT 55
D& 555 1%. Cisco Commerce Workspace T [t & Y U 22— 9 O (Find Products and
Solutions) |FREE 7 4 —/V REFEHLET, WOTA B APID ZRBELET,

K6:54 Y ABER

Find Products and Solutions

L-FPR2ZK-ASASC-10=

Search by Product Family | Search for Solutions

GE)  PID BNHEOMNLRWEEIE, HEXZTFECTPID ZEMTE £,

s B, VT =T BEOURL 74 & AOMAE DY
* L-FPR2110T-TMC=
« L-FPR2120T-TMC=
« L-FPR2130T-TMC=
* L-FPR2140T-TMC=
ERROPID OWFNNZEIIEMT D &0 ROV DO PIDIZH IS LM ~—AD
VTRV T a v BBRTEET,
« L-FPR2110T-TMC-1Y
* L-FPR2110T-TMC-3Y
* L-FPR2110T-TMC-5Y

[l CiscoFirepower2100 2 4 — 7 v FH 4 K


https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

| coos&Un—%yFFOEY 3 =24 %R L1 Firepower Threat Defense O &R
sttvzoiz |

* L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y
* L-FPR2130T-TMC-3Y
* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y
* L-FPR2140T-TMC-5Y

*RA VPN : [Cisco AnyConnect Ordering Guide] ZZ M L T 72 &\,

AT w72 Smart Software Manager T, Z DT A AZBIT AT I hOXBERN—7 U HERL
Tav—LE7,

a) [ 1Y (nventory) %27 V27 LET,
Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [&f% (General) | # 7 C, [#HH b—2 > (NewToken) %27 V7 LET,
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B&k h—72 » &/ER (CreateRegistration Token) | %A 7 0 7Ry 7 AT, UL TFORTEME
AJTLTH S [ b—2 »%&{ERK (Create Token) 1 %7 U v 7 LET,
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http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing

CD0 £&UO—4% v FFOEY 3 =>4 %R L1 Firepower Threat Defense DEE |

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the vaiue between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

« [EBA (Description) ]
s IR (Expire After) ] : #E5EEIL 30 H T,

Create Token Cancel

[ZD b= TGRS TR Tl A PR RE 27T 9% (Allow export-controlled
functionality on the products registered with this token) | : @ ERFS{LFFAI STV S

ORI 2 T IAT AT I T EGNCLET,
k=27 3 A R McBEmEnEd,

d)
7 AERE,

7: b= DOFRTE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date Description Export-Controlled

M]MaZJIhYTITZGOflOSOOYjKZL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed

K8:+t—HDaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

b= v OEMZHDRANT A2 %27 Y 27 LT[h—2 > (Token) | XA T BT Ry
f—27oID%7YyFR—RIZabt™—T&x5X 952 LET, FTD OBEN

VB L EICHOFIETHERAT A0, 2O M7 2L TRBEET,

Created By Actions

Actions ~
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ATvT3

ATv74

ATy TH

&l

ssevzngz |

CDOT, [T/3 AL P —E R (Devices&Services) |27 Vw7 L, 74 A%&f5T5

FTD 7 /34 A& @R L £,

[T/ ZDT 73 (Device Actions) ] XA T, [FA L ZADEP (Manage Licenses) ]
7V v L, BEimOERICHE S T Smart Software Manager 70 HAK SNz A~— N7 14 &Y

A ANTTLET,

[T/34 AD% 4% (Register Device) 1 &7 U v 27 LEd, T4 A L[R2 & BFRiEN
(F>Z4 2 (Online) | IZEDLY ET,

[FA4 B ADEH (Manage License) | X—VIZRED 9, T3 ABEFIIRO A vE—
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

A=K FABUVANFID T NA ACEFICHEA IND & T3 ADRAT — & AT [Hifii
0. 143727 A A (Connected, Sufficient License) ] & F/rENF£d, LEISLT, £
ENOF T a4t A0 [GRME/EZ (Enable/Disable) | AF7 A X2 ha—L%& 7

Vw7 LET,
Manage Licenses fogh-650-115-1543-181 x
[ eched Last Sync: May 26, 020 4:24:08 PM

Redresh Licerses
Mext Sync: May 26, 2020 4:34:05 PM e

Base License

G Threat

STATUS: ' | SWATUS: ENABLED
This kcomse aliows youa by pirfom iningiion
detec i Bhd prevention b he control You
et e Thin Bcans 50 apply intrusion
PolCies i BECEss nabes. You BSOSt Rares
thiy Bcpnsa f0 apply Mo polciay thal contrel
s, Darsesd ooy P Tyl
Inchades: intrusion Palicy

EMABLED ALWAYS

They perpefual kopmae b inchuded wih the
PurCRass O The SySbem. You must ki this

T b Confng and yae th drace It
corers, il IeatuTes ot Covened by subsoription
R

Inchades; Basa Freal Capabities,
Appheation Visiiliey and Contral

URL License
.”, STATUS: ENABLED

Thes boorse lgws win b Coninsd weh Mooess
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« [5%01t (Enable) ] : Cisco Smart Software Manager 7 47 7 > NI T A & Az &k L, il
SNTHERENENC RV FET, FA BV AL THIEISNARY o—%FEL., BT
%\ij—o

o [#55h{k, (Disable) ] : Cisco Smart Software Manager 7 51 7 > b DT A & 2 R & B Gk L.
HAE S VT ARBE DN IEZNIC 72 0 9, FTLWARY O —DOEEDRE S, TOMREE T2
RNY T —DRES TEEEA,

*RAVPN Z A B 2AE [ LTeGEE. T2 4202 47 ([Plus]. [Apex].
[VPN B£H (VPN Only) ]. F720% [Plus & Apex (Plusand Apex) ] Z3®IR L £,

MEEEZANCTDHE, THUV MTIA BV ADNRWERITZ [T B ADME, 20754
7 AL (License Issue, Out of Compliance) |~3— % BT L7252 ISR OIEHEIL A » = — M
TRINFET,

Device Summary

Smart License

LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM
OUT OF COMPLIANCE Next sync: 10 Jul 2 LN
There is no available license for the device. Licensed features con

GO TO LICENSE MANAGER Need help?

tinue to work. However, you must either purchase or free up additional licenses to be in compliance

ATYT1 [TA4 B ADOFEH (Refresh Licenses) | Zi®R L, 71 & AfF# % Cisco Smart Software
Manager & [FI#I L £,

CDO ZERALI=T/N\A ADEHE

FNRA A% CDO A HR—RLE#%IT. CDO AL TF A 2 2EHETXxEd, CDO T
FTD # & T 21213, WOFIEEZEITLET,

1. https://sign-on.security.cisco.com {Z7 7 A L7,

2. $r L\ Cisco Secure Sign-On 7 71 7 > b DR (42 X—) THER L7z2—HF & LT/
A LET,

3. ARIREEL AT ~D Y 72OV TIE,  [Managing FTD with Cisco Defense Orchestrator]
EHBL TSN,

RDEE

T, FIDTNA AZHEL, CDOIWCA VY R—FLELE, 2KV, FID T34 A~
DY TNIRERA B —T oA AL T RT 7 EAREMSNET, CDO ZfEHLTY
TZhNU =T ET T 7 L—RL, @AHMEEZREL, FID 735 ADT /A AFREE L > B
T—7 ) = ZADHFKEEITVET,
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TR A% A R — R T LRI, T35 A TEHEAR A SFL TV % e —4 /L Firepower Device
Manager (FDM) ZfEH L CHIMIT AT AREZTE T T HLENH Y £,

CDOE, —BMHOHDHARY v —DEELZFEBT H-DICEHEICTHM SN BRE TCEX 2V 7 ¢
AU —OEHRERFCTDEI T RR—ZADOZILVTF TN, A2 —T % T4, CDO L. &
Fa2 T RY VL ORBREREL, TROEBETHHOY -V ERHETHZ LT,
X2V T 4R —ZEEILLET, CDOIE, 7 Vx7 FERD —ZHEFL, RET
YT L— bEER LT, T A TRY —D— B2 EdEd 2 ket UE4,
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NTWnWAZ EERHELE L TWET, Firepower 2100 N— R =7 TiX, FID V7 rv =7 £7=
IXASA Y 7 hy = 7 %#F4TCEE T, FID & ASA DI TUI Y B2 24T 9 BRICIE, T/35 AD
A A =LA MEZ/2 0 9, [Cisco ASA 33 L O Firepower Threat Defense 514 A — AL
A Fl ZZRLTIES0,

GE)

Firepower 2100 (X, Firepower eXtensible Operating System (FXOS) &9 ML 72541 —
T4 T VAT NEFEFT L E T, Firepower 2100 (% FXOS Firepower Chassis Manager % 75—
FLTWERTA, BOENZCLIORNR N T TNy a—T 4 T OEKTYHR— IR TWE

T, ROV T, [FXOS troubleshooting guidel] Z &M L TL 72 &0,
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«CDO ~Dua 7 A (41 ~—)
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* CDO TOT /A ADFEIE (54 _—)
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«FTD BLUFXOSCLI ~D7 7 & A (64 ~<—2)
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v
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Settings at the
CLl
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Firepower O JLoginto FDOM (6 )Complete the (9 ) Register with
Device initial the registra-
Manager —» configuration tion key
|
/4= v 2 fa
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—» registration the Smart —
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2
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(3)| AR E FA ADERBEA (35 4—2)
4 |FTDCLI (LH) CLITOEIER Y hU— s REDLEE (36 ~—) ,
e Firepower Device |FDM ~®D o 7' A > (39 =—3)

“Z/| Manager

i-"’é'\-: Firepower Device | @JHIzRE D5 T (40 ~=—) |

'| Manager

\| Cisco Defense
'| Orchestrator

Cisco Secure Sign-On Zfffl L7= CDO ~D 1 7' A > (45 X—) |

»| Cisco Defense
| Orchestrator

Bikd—Eidn /A CEREHEA L TT AL 2E L R—FLE
T (CDO ~DOF /A ADF U= (462—2) ) .

\| Firepower Device
‘| Manager

B —F AL TREELET (CDO~DT A ZDF AR — R (
46 X—) ) , vl A UEREMEHA L TAH VAR — T B354,
FDM |(Zr 7 A T ALETIHY $HA,
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(ER) BRETA B AZRELET (/4B 20KRE (59—
V) ) .

Smart Software
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T4 A= UV EERLET (T4 ZADORE
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N
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FDM THIMIRREAZTE T LTA & —Fy MEGiAL L, ANy NTV—I R v —%
BELTED, T/ A% CDOICA VY AR—RTEET, T34 A% CDOIZA Y HR—RLIED,
MEZJS U TCFDM 25| & i TCEE£d, ¥ —ARAL 7 —ZATCDODT 7 AT/ K
EEREEZITANDIDE I DEBIRTE ET,
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Secure Device Connector (SDC)

CDO & CDO W& B % 7 /34 A DM OiIF 1L+ T, SDC Zififh L £, CDO & CDO V¥
BT 57 23 EEEE L EEA,

SDC X, ROFETI T 0 REIIRy FU—ZIZBITE £,

« 7 7 7 R® Secure Device Connector : CDO H7— FF— AN, 72 hOFERKKFIZ T~ T
DT F v M7 T RX—20 SDC % B L 7,

o« 7L I AD Secure Device Connector : A7 LI ZADSDC I, %2y hT—ZITA VA
M=V ENDIRIET T T7A T ATT, B A NERX—ADLF R —T 4 7 T
LDYHAEIX, AT VIAOSDCEFEMTHAZ LaBEIHOLET, RPVIZZ T T FOSDC
EERAT 2583, 777 KO SDC 5 CDO EHICHEHTHA v H—T = A 2D
HTTPS 7 7 B A ZFF AT AMERH Y £3, KRRy MU — 7 B TIL, FTD M6
AVB—=T 2 A ATHTTIPS 7 7 B AZHIIT HMERH Y F9, 2L, EXx=
VT 4 URZINEAETHARENEDNSH Y VPN T4 T 2 O TITHE A v X —T = A A
EEATAZEHTE RV ET,

FrTVUVIADSDC A VA N— AT LH720OD) IR0, Ty NT—T~DT 78 A%
THOVERHDHZ T ROSDCOIPT KLA (LT vy X V_—=ADA LV R—T 4 7D
BE) e EOFEMIZ OV T, [Security Device Connector (SDC) [ #ZMB L T &V,

CDOF vAR—T 1 v TDARK
WRDOTIETT WA A d o R— FTEET,

o BERFT— (M)  ZoFEZ. FAALAABDHCP ZfFHLTIP 7 RLAZEET 55
BICHHCHER S E T, TOIPT FLAREEINTH, T35 AL CDO 2 S iz
FFEITRY FT,

e A UNER (=P LHIIRT—R) LIPT RL R TS REHEOD2—F LB LD
NAT— REFHIP 7 KL AEZILFQDN 2 L CFID # 4 > R— R T&xE94, 2D
FIETEH, WA v F—T7 oA AR SN A T VI ADSDC #EHT56Z L 528
BMoLET,

o (6.7L%) U T NES FDM A L CTT N\, AZFHARET DMLERRNE—H
FruEYa=rTIZonTiE, 2T, Foun—4yFruneya =7l 58%E
ZRL TSV, TTIZFDM TF A ZORE XML TV DEAIE, v 7S
AL TAUAR—FT52LHTEETN, TOHECOWTIIZIOHA FTIEREBL
FH A, FEIZ OV TIE,  [Onboard an FTD using the Device's Serial Number] % £ L C
<TEEW,

2y RI)—VBEET 74 FEREDHESR
Management 1/1 A % —7 = A AETZIIHNERA »F—7 = A A5 FDM % L T FTD O]

W T e £Y, FMER (Management) o X —T = A AL, FT T 4 v DiEHE
T, MAOR Yy N — I REERORBIIA LV H—T = A ATT,
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939 KSDC Ry FT—0 ., BHEX—FKR—T127
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W27 B2, BELIRWEAERSH £7,

PERA B —T =2 A A —TI)VET LA E 1213 DSL F MIEEERT 52581, FTD 73
WAty hT—=2HOTXCONL—TFT 4 T ENAT 2#F(7T5L910, €T 25270 v VE—
RICT 52 2B LET, AEA L F—7 = A AN ISP ICHf: Tx % L 912 PPPoE %%
ETHUENRD LSS, FOREL FDM Oty v 7 v 7O%TITH) Z R TEET,

GE)

TNV ENOEHIP T RLRAEMEATE 2WEE (R Yy NU—ZIZDHCP — 103 E& F
NTWRWGEAEZRY) | arv Y —)biR— MIEER LT, CLITHty 7 v 7 (EEIPT R
VA, F— b oz, BIXOZOMOIEARR Yy NT—IREDHRERE) #FIT7TxET,

WERIP 7 KL A2 EETHMENSH L5580E,. FDM Tl Y b7 v 7 &5 T LIZH%ICE R
TEFET, 2L 20F, ROLIRRBITENT, NEIP 7 RL ZOLEENNEITR D540
%Di'@‘o

HNBA L BF =T A AN EIRT T AV bRy N T =T THH192.168.1.0 % T —7
DI 7 FL2AOEIGEZRAR L84, DHCP U —ANEH L, SMBA v F—T = A AN
IP7 RLAZERSGLEEA, ZORMBEIL, FIDBRFELURyY hU—27 EIZ250DA % —
T oA ABFFOZ LN TER2WEDIZRELET, ZOHA. WEIP 7 RLANRH LW
Xy NU—7 FICHEHET DL ICEETLHLERH Y 7,

*FID 2BEfFONE R v NU—Z BT 285613, NEIP 7 RVABBEGFOX v U —
7 FICFET DL O ICEFTTHMLERNH Y £1,
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- Management Computer
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Ethernet 1/2
192.168.1.1
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G¥)

6.5 LLRT D54, Management 1/1 D7 7 4/ N IP 7 R L A% 192.168.45.45 T9,

AUTULIRSDCHRY bIT—Y, O A ViEBRA VHR—T 1425

KON, WXy N — 2 RS- F LI A0 SDC 2 L-v 7 A A5HA
R—=T 4 VT OREOHRENL Ky PU =7 BEERLET, nJ A @A R—7 1>
7T T RO SDC 2l T& £97%, FDM TEIMNDOFREN MBI D20, B L AN
BENHY FET, ZoFlT. I et 7L I AD SDC D—Ar—RAZRm L TWE
T T T4 v OEBENFATENRNA T a L OEH LRy T — 2712 SDC ZIBINT 58
BlE, SDCIZA ¥ —Fy bAO/RANRKEIZR D £3 (RIZIFR S TW D)

A B —T 2 A —T NET A E 21 DSL T AMCESEERT D51, FTD 23
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LD 7 FLAOESGEAAE DA, DHCP U —ANKK L, SNEA X —7 = A AN
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Fv NI —7 FIFET DL ICETTHLERDH D £,
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CDO

outside
Ethernet 11

i © (-
S Management

Management 1/1
(Optional)
Management Computer
inside
Ethernet 1/2
192.168.1.1

Management Computer
(DHCP)

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



| cDo %R L 7= Firepower Threat Defense 0 & B
FI+IEEE .

\}

GE) 6.5 LLaiO34 . Management 1/1 OF 7 4L b IP 7 R L A% 192.168.45.45 T,

T4 I MERRE
WIHIER FE 1% O Firepower 7 /3 ADFEEITIFRO b ONFENE T,
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(Eﬁ)alfwﬁﬁz/hv JREDEE 36-3—) | #BRLTLIEEN,

#%T, oA B —T A 2L FDM BT 7 v 2 52HRETEEY, [FDM =27 (X
L—yay A R 252 LTL7EE0,

ATFY T2 7 arDF 7 L3I A Secure Device Connector (SDC) Z#NESR v MU — 7 |[ZHHe LE
KR
ATw T3 NEFR Yy T —2 % Ethernet 1/1 A > #—7 =4 A (UL [WANJ ) IZHi L £,

T 74V F T, IP7 KL AXIPvADHCPZ{HEH L CTHUS L £ 323, W ERICERT R L
AERETEET,

ATFYTE YDA L E—T oA RO Ry NT— 7 iR LE T,

TNA XADEREA

BIRAL v FIE, VY —VOBFHOBREY 2— NV IOEIZHY £F, ZIUIV AT A~DE
BEGIET D R AL v FTT, BRAAL v TFBRAZ UL DNEIZHDGETT, 33V O
AR N BRIy FOBRNEBRT Y 2— b HAME SN, RVOEERIIA 71220 F
T AL v TBAFUOMNEBEIZHDHEENL. 12V OEEENRL AZRY, VAT LANEELE
7

1R8O HHEIIZ

T AT L TEEEO®mWE N ZMHGT 2 Z LA EETY (K& 23, BEEEREE
(UPS) ZfEM) . MDY vy FE T ZITDRWTENNR EDNLD & BERRT 7 A1
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CDO %% /A L 7= Firepower Threat Defense O /ER |
(F8) CUTOEERY hT—VERENER

AT LORGEFN SR ITHREEN DY £, Ny 77T 0 FTEFICEROT e A3 %
fTENTWT, BOBNEDONDE, VAT LETL—AT NIy y MU TEEREA,

FIE

ATy I BRA—RNET A 28R L, B s MO LET
RT9T2 THALZAOWEIZH DERAA v F M LET,

ATv T3 FRAL ADOHHEICH S PWRLED 2B LE T, BAICHEIT L TWAEEAIE. T30 ZDER
MA>TUVWET,
SYS LED

(wllululalalaldlulululalal
s,
&
= = = e B
i

i
PWR LED

ATy T4 T ZAOHTEIZH D SYSLED ZHER L4, FEICST L TWAEAIE, EIRE A2
WAL TWET,

GE) EBHAA v TFE2F T OMBEICEDTHNINS, VAT AR L—AT )Ly y NI T U %
FITTED LS shutdown 2~ REFHLET, KT T2FTITHED PPN IHE
NHVET, JL—AT N ¥y y NETUNRETTDHE, a0V — MZET<lesEks
7Y s e reTTEFRINET, BIHE/SRAOF VR —4% B —a  LED 23 SAT L,
VAT LDEREEFTICTIHEFE N TE NS ZEERLET, ZRT, A vF %
FT7OMNBEICBETE S LD/ £ Lz, Bif/Sk/L0 PWR LED 2SB#H I fLk
L. {HITLET, PWRLED B5ERICA 72725 £ TEIREZ KN /2NTLTEE 0,

IS D shutdown 2= > ROBEHOFEMIZ DWW TCIL, [FXOS=ov 74 7 L—v g
HA R 25 L T30,

(FE) CUTOEEXRY FT—UREDNDEER

TNV EDIPT RLREFEHTE WS (e 21X, 7MW REBRFORy NU—7(C
BT 284) . 3y Y —/LR— M LT, CLITHEy v 7 v 7 (EHEIPT KL A,
F=brTxA, BIORZOMDOIEARAR Yy N =V REDIRERE) 2FITT&£4, BHA v
B—T 2 A ADHEFRETEET, WHA L F—T oA ARINA LV F—T = A AFHETE
FHA, TNHIFETGUI ZEA L CRETE £,
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| cDo %R L 7= Firepower Threat Defense 0 & B

A\

B cucogEry r7—s8EnzE

G¥)

ATy T

ATy T2

ATvT3

REZ7 VT (22X AA—TVEFERTHZLIZLY) LanwnED, CLIty Ty
TAI )T M0 LIETEETA, EEL, SRHORET T, %015 CLIT
configurenetwork ==~ > RZfEH L TERTE£d, FIDOa~v» R 77 LU AZB LT
<TEEWY,

FIE

FTD =22 Y — LR — MCEHE L3, sEAIC OV TiE, FTD B X OVFXOS CLI ~D 7T 7 & A
(64 ~—v) ZZMLTITESVY,

admin =2 —H#F &5 7 3L f AT — RO Admin123 2L Cae /1 LET,

FXOSCLIICHERE L E T, flbTr A Lize&, NmRAUV—FELEFETLLIRDENET,
ZONRNZT—RiZ, SSHD FTD 2 7' A b S E T,

() ARV R TIEESNTHNT, NRAT—=FRDNRLRVGEIE, 75 2% F
A A=V LTRAT—=RET 74V MUy hTAMLERHY F3, A A—
LD FNEIZ >\ TiL,  [FXOS troubleshooting guide] &ML T 72 &0,

1

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kkxk*

Confirm new password: *****x*x

Your password was updated successfully.

[...1]

firepower#

FTD CLI lZ#568 L £9,
connect ftd
51

firepower# connect ftd
>

FIDIZHIHTua /A 45 E, = Ra—WT7 4 v 28KE (EULA) ICRIET D L O IR
OHNET, TDH%, CLIt Yy hT v 7 A7 VP "IRFEREINET,
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CDO %% /A L 7= Firepower Threat Defense O /ER |
B =® cucogmxy ro—svgEozE

T 7 AV MEETZIFZLAENI AT LTZER T v aNICERESNE T, BEICAN LI+ 0 F
FHATLHEEIL, Enter 2 L £97,

RDOHTA RT7A 2R LTIIZEN,

[BHA U H—T 2 A ADIPVAT T AN N — U =A% AJJLET (Enterthe IPv4 default
gateway for the management interface) |: F#E)IP 7 N L A Z 5% E L2 HE 13,
ldata-interfaces| £721X7 — hV = A V—FDIP T FLAOWTNNEATILET,
data-interfaces ZiX €T 5 &, TU MU U REBR NI T 4 v I BNy 7 T L— BT
EESN, T—FA L F—T oA APKT LET, TOXREIF, A1 F—Fy MNZT k&
ATELEBOEHLR Y FT =T BRWEEITELHLET, BHA =T = ANDF
BENDHET 74w 7ITF, A1V F—Xy %77t2%bg&¢574?/2§ﬁ&7~
A R—=ZADEHFHNEENE T, data-interfaces Z T 2546, BEHX v NU— 7 [CHEE
Bt L CWOALIZE LA % — 7 = ATFDM (F721%SSH) #5| &k AT E923%,
FFEDR Y NU—7 E£3ARA oV E— NMEHOLEIX, configurenetwork static-routes
vy R LTV — 2B 2 0ER BV ET, T—F A F—T A ATD
FDM & BIX, ZOREDHEEZZIT RN L] Eabf<téwommpéﬁm¢é%
B VAT ALIEDHCP IZ Lo Tk a6/ — b = A /A L £, DHCP 2357 — b
VoA R LRV, 74—y 7 A Yy K LT data-interfaces 5 L &
R

[(Ry T — 7 RPN EE SN HE XS LEIC /2 Y £7° (If your networking
information has changed, you will need to reconnect) ] : SSH T7 7 4/ h®D IP 7 K L R |THE
BLTNDDIZ, Ay b7 v 7 TEDIP T RLAZETT L L, HantiishE
ﬁoﬁbmekvzkszwaﬁEﬁLf<téwo://%wﬁﬁ ES- 2 kit
TEEA

[TNA A — D TEE L E7 ) (Manage the device locally?) ]: CDO %7213 FDM %
T 2IE IV (yes) ] ZANLET, [z (no) JEInzD E. T/ ADEH
(ZIZFMC 295 Z &1/ 0 97,

&1

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.2207]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



| cDo %R L 7= Firepower Threat Defense 0 & B
m~ons 1> [

For HTTP Proxy configuration, run 'configure network http-proxy'
Manage the device locally? (yes/no) [yes]: yes

>

ATV T4 HLWEEHIP T FLATFEDMIZEZ A > LTLEEW,

RDEZRY

CLIZMALCEH Ay NU—7 OFREEZEFTH5EIE,. EULAEEL, IPT7T RL R LY
AU —REEBELET, TN THHRECIIZE T T WWHREDTET @02—) 25M1) ,

FDM ~OO45 A >

FDMiZua 74 LCFID #RELEJ, T/ X% CDO IZA VA — T B5HIZ, FDM & >
N o7 U4 F—FREERALTIHMEy T 72T LET,
1R BHIIZ

e Firefox F 7-1% Chrome DExFH N X— a »ZHEH L E9,

FIE

AT Tl 77 7RO URL #A S LET,

« NES (A —H %> b 1/2) : https://192.168.1.1,

« (6.6LLF%) &P . https://management_ip, EHLA ¥ —7 = A AIDHCPZ 74 7> KT
BB, IPT FLUAZDHCP — NI K> TRV £4, CLI®y b7 v 7 CTHEHIP
T RVAEER LESAIE, £O7 FLAEATILET,

« (6.5 LLET) 4&HL : https://192.168.45.45, CLIt v +7 v 7 CTHEBIP 7 FL A& ZEH L=
BAIE, FOT FLAEZ AN LET,

ATFw T2 2—F4 admin, T 74V k RAT— K AdmMin123 AL Te A v LET,

RDERY
*FDMty N7 v 7O 4 B —REFITLET, YIHREDRET @Qo~—) 28K LTL
72 &N,
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CDO %% /A L 7= Firepower Threat Defense O /ER |
B oszzoxT

N EDET

TR EZ T TTHITE. JONICEDMICcu /A o Lz xilty v T v 7 U4 P— F&H A
LET, By FT o7 U4 F—FRDOETH, W OPOIARY O —R N8R E I -
LTWDT /S ARLETT,

« /M6 (Ethernetl/1) 3 X OWEA % —7 = A A (Ethernetl/2) ,
cNEA v B —T 2 A ALHNFA L B —T 2 ZADEXF2Y T 4/ —2
s WESIBHNERA~ADT R TDONT 7 4 v TV HEHT DT 7 AL—)L,

s D BAMEA~DTXTD T 7 4 v I EIBA v B =T = A AD P T KL ADEAFD
N— b ~EH S DA X —T =14 A NAT L—/L,

« NERA o Z—7 = A ATIFATIAL TS DHCP H—3,

N

GE) ({EE) CLI TOEHL Y NT—IREDEFE (75 2—) OFIEEFATLEZHEIX. Zh
HDH AT DO—E, BARKBIIIEHE RATU - ROEE, BLXUOSEA v H—T =4 A LEH
AV H—=T 2 ADFRENT TIZHET LTWDITTTT,

FIE

AFYvT1 =2 Ra—Y S4B A8NELZFEATREL, BHERSATV—RFEEETLLHITRDS
ET,

BATT DI, ZNODOFIEZE T T DLERDH Y 7,

ATVT2 N A > H—T 2 A ABLOEHA VX —T 2 AR L TROF T > a Y EREL, KR~
(Next) 127V vZ7 LET,

GE) [k~ (Next) 1227 Vw7358, WENT A AZBHEINET, /¥ —T=A
ADLENL [4858) & 720, Toutside zone] X = VT 4V —IZBMENET,
MEMEMNIELWZ L 2R L £,

a) [FMERA X —7 = A A (Outside Interface) |: ZiUE, ¥— bV A L—XIZ¥ERHT D7
DOT =8 R—=FTT, T ZAOPMGRERHIHI DI A o H—T7 = 4 ZAERINT 5 Z
LIXTEERA, BWDOT —F AL B —T 2 A ANT T4V NOINEA B —T = AT
7

[IPv4D%E (Configure IPv4) ]: #MEA > H—7 = A AHD IPvd 7 KL A7, DHCP %
R0, FRFTFEHTAXYT A7 IPT RLVA, 7 xy b~RA7, BIOF—h
T BANTEET, [F7 (Off) ZRIRL T, IPv4T RLAZEELRNE W) EIR
EbHET, By N7 v U4 P —REHEHLTPPPOEARET HZ LIXTTEEHA,
A HE—T A ZANDSLET L, F—TNETF L, E70RISP ~D ORI S T
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ATvT3

ATy T4

ATy TH

co~ons(> |

BY, ISPAPPPOE Z A L TIP 7 FL A& L TV AE 1%, PPPoE NMEIZ /R 58
ROV ET, U4 — ROETHIZPPPoE ZXETE £,

[IPv6 D E (Configure IPV6) | : ANEhA v X —7 = A AHD IPv6 7 R L AT7, DHCP %
T A, FTRIEFEFTRAET A v IIPT RLA, L7497 A, BLOY— 1=
A ANNTEET, (47 (Off) |ZBIRL T, IPv6 7 RLAZHE LRV E W) 2R
%@i‘é‘o

b) [BEA 42 —T x4 A (Management Interface) |

[DNSH#—,% (DNS Servers) | : ¥ AT LADEFT KL A D DNS Y—,3, 4 Bififi 71 1
DLLEO DNS = "D7 RL2&E AT LET, 7 74/ hE OpenDNS /37 V 27 DNS
= NTF, T4 =V REREL., 774/ MIE LWL, [OpenDNSZ LA (Use
OpenDNS) 127 U w7 §5&, 74— /L RIZHEYRIP T RLARY B— RENET,

[Z7 AT V4= A R4 (FirewallHostname) ]: AT LADET RLADKA NAT
7,

VAT LR ERRE L, R~ (Next) 227 Vv 7 LET,

a) [ZA LY —r (TimeZone) |: AT LADH A L/ — EFRINLET,

b) [NTP# A LH#—,3 (NTP Time Server) ] : 7 7 4/ D NTP h— & HT 570 EHL
TWHNTPY—_DT FLRAZFETANTL20EERLET, Ny 77 v THICERD
P—REBINTEET,

B &R 90 H M OFEAMmEM 2 BA4A (Start 90 day evaluation period without registration) | % i3
RUET,

(G¥)  Smart Software Manager 7 7 7 > h LFEFIRER T A B AN B HLGETH, 90 HH
DFMTA o ADOFEHEZRIN L3, FIDZ CDOWCA R — R L7ZHZIZFID DT
A AERETEET, ZORBRICLY ., TA4 8 AOBEMEER & RGN ARE|C
ANL/I= i

Firepower Threat Defense 7 /3 A ZWEAT 5H &, BEJICHEAT A B ARV TEET, T
RTOBEMTA L ATAT v 3 T,

87 (Finish) 1 %2V v 7 LET,

RDZRY

A UAR—=TFT 4 T T RAERMT DL, CDO ~Du T A v (4] =) IZHEHRFE
j—O

cDO~DOS 4 Y

CDOIZ. Cisco Secure Sign-On =7 A 7> 7 47 4 7/ 3A X —L LA L, Duo Security %
ZBIHERAE (MFA) (2 LE9, CDOIZIEIMFARLETY, MFAIL, =2—¥T7 AT 7 ¢
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CDO %% /A L 7= Firepower Threat Defense O /ER |
. #1 L L) Cisco Secure Sign-On 7 177 > FDYERK

TAERETHODOEX 2T 0 ERELET, MFA O—FiCTH 5 “HEHRFEIETIL,. CDO
a7 A T 52— DIDZHWRTHI2DIZ, 22003 RN—% N EITEZRNDLETT,

BYIOBER I —V 4 /AT — KT, 2% HDHEFEIL Duo Security /DA 7 <> R TAERK
ENDHUHA LRAT— K (OTP) T,

Cisco Secure Sign-On 7 L7 > 3 x )L AT L7= 5, Cisco Secure Sign-On & > ¥ = 7R — Kb
CDO IZmr 7' A > T&E£7, Cisco Secure Sign-On % v > 2R — Kb BAR—F I TS
DAaBca S/ T HZ b TEET,

« Cisco Secure Sign-On 7 4 7 > b & BFH DA 1%, Cisco Secure Sign-On Z{# /] L 72 CDO
~pouZAy (13_=2) [ZERET,

« Cisco Secure Sign-On 7 1 7 7 M 37254 1%, T L\ Cisco Secure Sign-On 7 7 7 7 kD
TER% (42 =) ITHEA TS ZE 0N,

#r L L\ Cisco Secure Sign-On 7 1™ > b DYERL

BOIOY A o F U —r7a— 34 BEOTat AT, 4BETRTCEETTALERHY
F9,
1R BHHEIIZ

« DUO Security DA > X k=)L : Duo Security 7 7"V 7r—3 3 U B EGRICA VA b—/b
TAHZEEBEHOLET, DloDA v A M—LIZOWTZTEMLH 528541%. [DuoGuide
to Two Factor Authentication : Enrollment Guidel]] ZZ& L T 72 &y,

cEZIDREIE : ENRANT AL REFEH LT U Z A L2 T — REARR LET, OTPILH:
BNR—ZAThHHED, TRAAD7 0y IR TAEZALERALTNSZ ENEET
T, TAAADT 0y I PIE LWL ESINTWD Z 2R LET,

* Firefox ¥ 7-1% Chrome OiHi/N\— 3 U &AL £9,

FIE

ATv 1 #FHLL CiscoSecureSign-On 7hHO U YA oT7 v TLET,
a) https:/sign-on.security.cisco.com {27 7 A LE T,
b) [A A (Signln) JHEIEHD FERIZH D [HA 7 >~ 7 (Signup) %7 V27 LET,
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| cDo %R L 7= Firepower Threat Defense 0 & B
#1 L L\ Cisco Secure Sign-On 7 17 > FDERK .

11: Cisco SSO~DH A V7 v F

i
CIsCo

Sign In

Username

Password

Remember me

¢) [7# 7 FDOIERK (Create Account) | XA T 7 D7 —/L RIZAJIL, [BEk (Register) |
#2277V v 7 LET,

12: 7h o> bDYERK (Create Account)

NMIT
CISCO

Create Account

Evbk CDO~Du T A ANMFEHTHTEDBTFA—NLT FLAEZ AN L, &2 RTH
W EBMLES,
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CDO %% /A L 7= Firepower Threat Defense O /ER |

. #1 L L) Cisco Secure Sign-On 7 177 > FDYERK

ATy T2

ATvT3

ATv74

d) [B&k (Register) (227 Vv 7 35&, BELIET RLRIZHERA —ADBEEFESNET, &
FA—NVERE, [TAHT 2 FOARME (Activate Account) &2 U > 7 LET,

Duo #{#H L'ngiwnl—l:’ét' vy b7y TLET,

a) [ZEFEEFEOFRE (Set up multi-factor authentication) ] i T, [fXE (Configure) ] % 7
Uy 7 LET,

b) [y b7 v 7 DB (Startsetup) 1227 V27 L, a7 MIESTT A AR L
T, ZDTHRARET AT MOXT Y o 7 HffEB LET,
FEAIZ DOV CiE,  [Duo Guide to Two Factor Authentication : Enrollment Guide] % Z [ L T
SIEEW, TAALRCDuw 7 PV r—a VN T TICA VA P—ILENTWAEAIE. &
DTATY NOT 7T 4 _X—vara— RREEINET, Duo L1 BOT /A A THEE
DT I NetR—FLET,

o) VAP —ROFEHZT, [RIA U %%KiATT 5 (Continue to Login) %27V v 27 LET,
d) TEFFEFEAEH L T Cisco Secure Sign-On (21 74 > L ¥ 7,
(EE) BMOA—toT45—2&ELTGoogedr—trT45—2%%RELET,

a) Googled—t T 4 r—4LXT VU TFTLHENANTNA AR L, [~ (Next) ]
Vv LET,

b) By b7y T U4 —RKOT a7 M-S T, GoogleA—k> T 4 r—F%Ey hT v
FLET,

Cisco SecureSign-On Z7HA I bDTHD U E) AN DA T a U ERELET,

a) [RRAT—REEh=HA (forgot password) | DB & [AI% 28R L £,

b) %m%ﬁ%bfTﬁﬁ/%%)k/b?ét@@%f@ RER AR L E T,

) EXa VT 4 A A—TVEBEBIRLET,

d) [vAT7Hv> bOVERK (Create My Account) %7 U v/ LET,
Z#UC, Cisco Security Sign-On % v ¥ 2 78— RIZCDO 7 7'V r—3 3 VDX A )VHRFER S
NEJT, o7 7V r—va XA NEFRINDIGERHY £,
Evhk Xy TaR—RETHANERT 7 LTHENEZTZY, T E2ERLTHA L

I N—TLIZ0, X TOLRTEER LY TEET,

13: Cisco SSO 5~y 3 1 iR—
Wil Gl + -
Cisco
Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC
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| cDo %R L 7= Firepower Threat Defense 0 & B
Cisco Secure Sign-On Z{fEFH L =CD0~D O T A > .

Cisco Secure Sign-On #{EH L =CDO~DO T 1 >~

CDO e/ A LTCFID &4 R —RKL, BEHLET,

15D B HEIIC
Cisco Defense Orchestrator (CDO) (. Cisco Secure Sign-On 27 A 72T 4 T 4 T H/NA X —
ELTHEHL, Z2EEEFE (MFA) (2 Duo Security 2 L £,

+CDO (2 7' A 95121k, F£7 Cisco Secure Sign-On T7 4 7> hZ{E L. Duo Z{#H
L CMFA 2R ETHMENH Y £, H LU Cisco Secure Sign-On 7 # 7 > h DIERL  (
=) 2ZRLTIZEN,

« Firefox ¥ 7213 Chrome O HiN\—a &AL E7,

FIE

AT 971 Web 7Z 7T, https://sign-on.security.cisco.com/% B & £ 9,
ATy T2 [—H¥4 (Username) | & [/SATU— K (Password) JIZASLET,
ATy T3 [mr A (Login) 1227 VU7 LET,

AT 74 Duo Security ] L CHIOFRIEERZZITIMY ., n /A V2R LET, VAT AILEST
0 7' A VS HERR S 4L, Cisco Secure Sign-On & v 3 2R — RPRFRINET,

AT w75 Cisco Secure Sign-on % ¥ = /R — R Tiit)l7e CDO ¥ A V&2 U v 7 LEF, CDOX A )N%&
U v 74 % & https://defenseorchestrator.com ([Z# &) L, CDO (EU) #A Va2 Vv 7 45HE&
https://defenseorchestrator.eu ICBE) L £3, £72, CDO (APIC) #A a2l Vv 7 §5E&
https://www.apj.cdo.cisco.com (ZF8) L £ 7,

14: Cisco $S0 5~y ¥ 1 R— K
bl o -
Cisco
Work +

CDO CDO (EU) CDO (APJC) CDO Docs SWC

RTYT6 MO —rT 4 r—FEHELTWDLEAIE, A—kr T4 r—4%0udzs ) v 7 LT
[Duo Security] 7> [Google Authenticator] % 8&4R L £,

cHEEDOTF U M TClIca—HF L a— b or28EA1E. o7 - hMou A4 LET,

e T TICHEEDOT v Moa—Y L a— RNbHEAIEL. #5550 CDO 7 &2 EIRT
xF9,
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CDO %% /A L 7= Firepower Threat Defense O /ER |
B coo~o7 120 k- R

BEFOT T2 MZa—H L a— FRRWEEIE, CDO OFFM AR T 2, 2T T
ATNT Y P EBRTEET,

CDO ~DT/INA ADA VHR—F

CDO DAV HR—=FT 4 T T4V —FEHFRALTCT A At R—FNLET,

EHRX—ZFERALEZFDOA VR—F (L)

Bk —%FEH LU CFIDT A A2 AR — RT5Z L &HERELE£3, DHCP 2 L CTFTD
WZIP 7 RLARE D S THEATWHEHEE, [MENOHETT RLANRETINTY, FID X
CDO [ZHfi SNT-FFI22 0 4, &6, FTID2OAXT U v 7 IP 7 KL A& FFONE 173
< TARALAPHER Yy T —=ZIZT 7B ATEHRY, ZOHFETCDOICA Y R— RTE
3

\}

(GE)  SecureX F7-1% Cisco Threat Response (CTR) 74 7 v &I FEHDEAE, 7 /351 A% SecureX
[ZBERT 5121, CDO 7 7 k& SecureX/CTR 7 AV > MEFATHMLER DY 3, 7
B IR ESNDET, T8 ADA X h % SecureX TH/R L7V, M0 SecureX HEHE
ZRHALED T Z LI TEEH A, SecureX TCDO E Y 2 — LV EVERT DREIC, THD
MNfadT o6l LM< BEIDLET, T ME SecureX R—F AN bftE TEET,
FEIZOWTIX, [T FOKEE] #ZRLTIZEN,

ZFEX—ZEFEAHLEFIDOA AR—F (/N\—2 32 6.6+)
BEEX—ZfEH LU TCFID T3, 22 F AR — R+ 5121%, ROFIEEZEITLET,

188 BRI

c TOFEEFERH LT, T35 A% KE, EU, £721X APV —Va A R—RT&F
j_o

« Firepower Device Manager (FDM) ([Z X5 TTF A AREH I TV DIRLERH Y £3, 7
NAATHEL T L RETOEEN 2N LB LT,

« TNA AT HHOFHEZ A B AEMEHT 2 A~— T A BV AZEHT 22 LN
TX £, Cisco Smart Software Manager 2>5, 7 /3 AZA VA M=V ENTNDHTA &
VU ADRGE R T D METH Y TR A,

*FID 7 NA ATDNS BELLEESINTWEZ MR LET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K


https://cisco.com/go/merge-accounts

| cDo %R L 7= Firepower Threat Defense 0 & B

ATy T

ATvF2
ATvT3
ATvT4

ATvTh

BRE—EHEALEFDOF R—F (i—Uaves [}

eFTD T34 A TH A LY —EANELLEEINTWDHZ 2R LET, FID 731
ZWZIELWHST E AR EREN TS Z L 2R LET, £ 9 TRWEAITA L R—
VAB/ArS N AU

FIE

CDODFESF—a U4 RUT[T/NA ALY —ERX (Devices & Services) | &7 VU v 7

L. DT T ARE () 7V w7 LCT N, A% [4 7R —FK (Onboard) 1L E7,
[FTD] h— K%&27 Vv 7 LET,

Bk — % (Use RegistrationKey) | %7V v 7 LET,

[F /34 24 (Device Name) ] fHID 7 4 —/ FITlEZ A LET,

X 15: /514 X4 (Device Name)

Follow the steps below Cancel

= =
Use Serial Number

Use this methed for low-touch
prowisioning or for onboarding

&

Use Credentials
Onboard a device using its IP address,

Use Registration Key
Onboard a device using a registration
key generated from CDO and applied

FTD Device configured dcwcc;using thair serial on the deviee using Firepowier Device or host namc.aaszs‘;';sun‘ame and
Firepower Threat Defense 6.4+ e 103;‘”;\“1{1[‘2: 0 S Manager. BESSmO:
Device Name Select Secure Device Connector @ Important: If you already have a SecureX or Cisco Threat
Response (CTR) account, you will need to merge your
= SDC-2 CDO account and SecureX/CTR account in order for your
devices to be registered with SecureX. Your accounts can
catame be merged through the SecureX portal. See Merge Your
[ I 2 CDO and SecureX Accounts ' for instructions.
Until your accounts are merged, you will not be able to
see your device’s events in SecureX or benefit from other
m SecureX features.

a) Z DT /A ANiE(ET D Secure Device Connector IR L £, 7 7 4/ kD SDC 783
IRENFETN, SDCA4EZ Vv 7§52 ETSDCHEERTEET,

b) [T /351 A (DeviceName) |7 4 —/V RIZT A AL E AN LET, T/ ADKA MM E
I3 Z DMOEBDOAFNIT 5 Z LR TEET,

c) [k~ (Next) 1&27 U7 LET,

[7—# X—ZOHH (Database Updates) ] fHIT, [BF¥ = U7 ¢ B & AIRFICFEAT L, &M
FH 2 A3 5 (Immediately security updates, and enable recurring updates) | %4> £ 7134
ZIZLT, [k~ Next) 227U w27 LET,

ZOXATvaiE, Exa VT4 EHEe IS T—92% &Lbic, wEHRHOFRT2 K
CEMOEHE2TF =y 7 TD5LICT A A2 ABMICA T Y a—L LES, FHllic>0T
%, [Update FTD Security Databases] & [Schedule a Security Database Update] # &M L C< 72
é 1/ \0
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https://docs.defenseorchestrator.com/Configuration_Guides/Devices_and_Services/Update_FTD_Security_Databases
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CDO %% /A L 7= Firepower Threat Defense O /ER |

B = zEmALEmMoFoR—F (S—T 3266

ATvT6

GE)

TOF T arEEHICLTE, UENCFDM 2 H L CTRE LAY Y 2 —AFH
OFEFIITHEL T A,

CDO |2 & » T [B8kF—D1ER (Create Registration Key) | fEIkIZ &R —0N R S E T,

G¥)

F—NERENTZE TT AL ANERICA VR —F 4 VT ENDHNCA VR —F 4

BENOBEHTLE, A AR—T 4 VI HEIICRDZENTEERA, 12770
CDOIZLH» T[T/ AP —E R (Device & Services) | X—IZFEDT /A ADT
V—RARNVEMERSNE T, T ADT L —ARNZEZRINL T, ZDOT /A A
DF—%FRNLET,

ATv 71 [SHW(&WO]742V(E!)%79y7bf§ﬁ%~%ﬂﬁwb\Ww\mwO]%ﬁ
Vw27 LET,

ATvT8

G

BEEF—Da bt —2AF vy 7 LT[R (Next) 1227V v T5L, T 2D
V—ARNE T N EZET LEBRTT AN, AERETEET, 20473 Uil
BONZT A AZERR LT BERERT D6, £y Aaxy hU—27 R— k) —
WAL~ =Sy U =7 IMEDERE (POV) T3 2 A A b= 2581
BB ET,

ZOEFRT, T AOERCIRREIL [ e ey a = 7fiEFR (Unprovisioned) | (272
W %9, [Firepower Defense Manager ~D 7' 12 'Y 5 = 7 OfEfR (Unprovisioned to

Firepower Defense Manager) | D FIZRRINHBERF—%2 a2 — L TH Y HR—T 1~
77 RAEETLET,

CDOWZAVR—RTEHTFNNAZADFDMIZa /A LET,

a)

b)

¢)

d)

[T AT Li%E (System Settings) ] T, [Z 7 7 K% —E A (Cloud Services) 1% 7 U v 7
LET,

FNRA AT TILV AT RAY— s T TICBEELTEBY ., 7T 7 IR~
THHIENIOR—VIZRREINTVWDIHEX, FHA=2—%227 V7 LT, [Z7
7 R — B R DOXERMERR  (Unregister Cloud Services) | Zi®RLFJ, X—TY%2 U p—FK
LT, REBEFEOA TV a v EzFRLET,

[%4% % A 7 (Enrollment Type) ]fEIK T, [E¥= U7 ¢/CDO7 # 7> k (Security/CDO
Account) 127 Vw7 LET,

6.6 TlX, ZOXTX[EX=2VT 47w b (Security Account) ] & 72> TWET,

(6.7 LAF%) [Cisco Defense Orchestrator?» 5 7 > b ~® H#E% 4k (Auto-enroll with Tenancy
from Cisco Defense Orchestrator) ] #7412 TL7Ze\) TS ZE W,

U TNESEER L BEPREOZEMICOWTIZ, EDM Oy 7 4 X o b—32 g
HA RESZRL TSI,

[U—Y =3 (Region) | 74—/ KT, TF v &N Y4 THHL TV 5 Cisco Cloud &
U—ya U EBRLET,

« defenseorchestrator.com (22 7' 4 >3 5 8A0%, [US] 238K L £,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K


https://cisco.com/go/ftd-config
https://cisco.com/go/ftd-config

| cDo %R L 7= Firepower Threat Defense 0 & B

ATvT9

ATy 710

ATFvIN

BRI —EEALEFADOAVR—K (A—Caveszries [

« defenseorchestrator.eu |22 7' 3 2 A1%, [EUl 2@ L £,
- apj.cdo.cisco.com (22 7 A T DAL, [AP)] @R L £,

f) Bk % — (Registration Key) ] 7 4 —/V FiZ, CDO CTAK LIz B &k —2 050 1T F
TO

g) (6.7 L) [Y— B A% gk (Service Enrollment) ]7E3 T, [Cisco Defense Orchestrator 45
#2935 (Enable Cisco Defense Orchestrator) | &4 21 LE 7,

6.6 TiX, CDO ZHNZTDHNCY 70 RBEEZTTHOLENHY £3 (FIES (
49 N—) EHBM)

h) (6.7 LAF%) Cisco Success Network (2B T 21 M AR L £ 3, ZMLARWGEIE, [Cisco
Success Network(Z %¥4$#% (Enroll Cisco Success Network) ] &4 712 L £,

6.6 Tl. Cisco Success Network ZHZNZTDHINCY T 7 RBEAEZ T THLENHD £
—a—o

i) P&k (Register) 1 &7 U w27 L, [V A2DRIEHREZZITAILD (Accept the Cisco
Disclosure) ] %7 U w27 L£9, FDM » CDO |28 &E R EEFE L,

j) (6.6) [7 77 R¥—E R (Cloud Services) | X—TZHH L ET, 7341 A Cisco
Cloud [ZIEH 28 Gk S 7= 6, [Cisco Defense Orchestrator] % A /L C [£%) (Enable) ] %
7V w7 LET,

6.7 LI TIE, BERHEZ CDO 284+ 5 2 LN Tx 4,

CDOIZEY £7, [A~¥— ;T A A (SmartLicense) |fEK T, A~—hrF A A%FID
FOXA AZHEA L, [k~ (Next) 1227V v27 LET,

FERICOWTIE, T4 B ADRRE (595—Y) | 2L T ZEW, [AF v 7 (Skip) ]
Z7 Vw7 LT, 90 HIEIOFHI T A 2o A TOA LV R—F 4 7 %47 LET,

[52T (Done) ]%EIK T, [T /34 A~B#) (Gotodevices) |7 VU v/ LTAHVER—RKEhiz

TNA A RRLET,

[T /34 ALHP—E R (Devices& Services) | T, T3 ADAT —H AN [TREYa =T &

Ty (Unprovisioned) |75 [#R5EH (Locating) ]. [FIHAH (Syncing) . [RIHAE A
(Synced) 11272 > TCWVWAHZ L aMERLET,

EREX—FEALE-FIDDAER—F (/N\—2 3264 F1-146.5)

Bk —ZFEH L TFID T3, 2 &4 v R— R4 5121%, ROFIEAFETLET,

4a & SRS

e (N=T =365 ZoHEE KE, EU, B8EXWAPI (apj.cdo.cisco.com) U — = T
PAR—FINTVET,

(IN—=T =3 64) ZDOHEX, KEY — 3 > (defenseorchestrator.com) TOD AR — k
ShFET, BEU Y — = (defenseorchestratoreu) DH, /S—T 3 64 Tix, =—W
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CDO %% /A L 7= Firepower Threat Defense O /ER |
B = 2EALEMDOA U R—F (8= 364 E11265)

S, NAT—R, BEOIP 7 RUAZMH L7 FID 731 A% 4 2R — RO H3ATRE
T BEkFX—IIEHTE ERA,

» Firepower Device Manager (FDM) (2 X > TTF A ANEFH SN TWALERHY £9, 7
NAATHEL TO DR OLEEN RN L 2R LE T,

*90 HIFOFHI 7 A B AZMEHT DR IICT A RAEZRET HLENHY £7, FTD A
TTILAY— b TA B AZES LTV AHGEIX, FID OXEZMRRT 2 LERH Y £
7, FDM @O [T/3f X (Device) |>>[AY¥— k542X (SmartLicense) | X— T,
WHD Fay X T A= o= [T ADBERER (Unregister Device) ] iR L
ES RN

*FTD /8% ATDNS NIELL BRESINTWNWAHZ 2R LET,

cFID T NA ATHA LY —EANELLFEINTWNDEZ L 2R LET, FID 731
ZWIELWAST EREANRERENTWEZ 2R LET, £ 9 TRWERITA LV R—
T4 TR LET,

FIE

ATYT1 CDODFEF—>ary 4 RUT[T/NA ALY —E A (Devices & Services) | %7 U v 7

L. DT TARE () 7V LTCTNA A% [A AR — K (Onboard) |LET,
AFvF2 [FID|h—FK&27V 7 LET,
AT T3 [BEF—ZMH (Use RegistrationKey) 1 %27 VU v 27 LET,
ATy T4 [TNA A% (Device Name) |fEIKD 7 ¢ —/L RIZEEZ AL LET,

16: 7/34 X4 (Device Name)

Follow the steps below Cancel

= fam —
Use Serlal Namber Use Registration Key .
Use this methed for low-touch Use Credentials
¥ 4 Onboard a device using a registration
provisioning or for onboarding Onboard a device using its IP address,

= & S L key generated from CDO and applied

FTD Device configured davices using thalr sars on the device using Firepower Device q

Firepower Threat Defense 6.4+ hentiuak Manager. password.
b (FTD 6.7+, 1000 and 2100 series only) 9

or host name, and a usemame and

Device Name Select Secure Device Connector @ Important: If you already have a SecureX or Cisco Threat
Response (CTR) account, you will need to merge your

CDO account and SecureX/CTR account in order for your
devices to be registered with SecureX. Your accounts can

= 5DC-2

Devicainame be merged through the SecureX portal. See Merge Your
I i CDO and SecureX Accounts (£ for instructions.
Until your accounts are merged, you will not be able to
[ .‘ie."-'-‘»f";'(& see your device's events in SecureX or benefit from other
[ SecureX features.

a) DT 3o ANNE{ET 5 Secure Device Connector Z3ER L £3, 7 7 4 /b b D SDC 3%
AREINFETN, SDCA4EZ Vv /7352 LTSDCZEHETEET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K




| cDo %R L 7= Firepower Threat Defense 0 & B

ATvT5

ATvT6

ATy T17

ATvT8

BRI —EEALEFADOAVR—K (A—Caveszries [

b) [7/31 A (DeviceName) |7 4 —/V RIZT A 242 AN LET, T/ ADKRA MM E
T2 OMDEREDLRNCT 5 2 ENTEET
¢) [k~ (Next) 127 U7 L%,

[7—#_X—ZOHEH (Database Updates) ] T, [BF = U T ¢ B2 AIRFZFEIT L, EM
FHT A2 3 5 (Immediately security updates, and enable recurring updates) | % 4 > F 72134
LT, [k~ (Next) |27V 7 LET,

IOFTvasE, EX a2 VT o EBH AT ISR A= 5L & BT, A A RER OFRT2 R
WCBMOEF AT =y 7T DL T A AEZHBWICAr Y a—L LET, FEMICONT
1Z. [Update FTD Security Databases] & [Schedule a Security Database Update] &L TL 72
é 1/ \O

GE) IOF T arEEHIcL TS, UENCFDM 2 H L TRE LAY Y 2 —AFH
OFEFIITHEL EH A,

CDO 2 & » T [BEkF—D1ERL (Create Registration Key) ] fEIIZ & GRF — 0 ER S E T,

(6=3)) F—PEREINTZHRTT AN, ARBERIIA VR —T 4 T EINDIFNCA R —FT
JHEENSBENTHE, AR —F 4 VI EEICRD Z N TEEE A, ZE L,
CDO 2L > T[T/3f AL P —E R (Device & Services) | X—NZEDT A ADT
L—ZRNEMERENET, TAALADT L —ARAEEZEIRL T, TOF /A A
DX—ZRRLET,

[zEL-mww]74zy(Eg>%7Uyﬂbfﬁﬁ%~%zﬁ~b\mw\mwo]%ﬂ

Vw27 LET,

() BHX—0abt—2AXy 7L TR~ (Next) |27 Vw7 35L T4 2D
V—ARNE Ty N EFET LICETT AN, ZAEREETEET, 2047 a 3,
BANCT NA AZAER L T BT D50, £idvAaRry hU—7 /83— k) —
WAAL =Sy U =7 IMEDEIE (POV) T30 XA A b= 555
BB ET,

ZOBET, T ADOEERIREEIX [T vy a = J#EE (Unprovisioned) | (272
» $£9, [Firepower Defense Manager ~D 7' 1 B g = 7 OfEkk (Unprovisioned to
Firepower Defense Manager) | D FICRRIND BT —2 a— L TAHVR—T 1
JIaAEET LET,

CDO IZA Y AR—RKFTHT A ZADFDM IZn 7 A LET,

a) [V AT LFKE (SystemSettings) | T, [Z 77 F¥—E & (CloudServices) %27 Vv 27 L
£

b) [Cisco Defense Orchestrator] 27 /L —7"C, [4®H 5 (GetStarted) 1227 U v 27 LET,

c) [V—> =z (Region) | 74—/ RT, T FRFEY L THHN TS CiscoCloud D Y —
Valre@RLET,

« defenseorchestrator.com (Z & 7 A >3 556 1%, [US] Z3INL £,

- defenseorchestrator.eu (2= 7 A 3 55513, [EUl ZE@RLET (N—Ta6.5) .
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CDO %% /A L 7= Firepower Threat Defense O /ER |

B /o7 cvnePrRLREERLEFD DAL R—F

ATvT9

ATv710

ATvINn

« apj.cdo.cisco.comiZ i 7' A »F 551X, [APJ] Z @R L E3 (N—Y 3 6.5) .

d) [B#kFx— (RegistrationKey) ] 7 1 —/L FIZ, CDO THR L7 EkF — 2050 1T £ 7,
e) [BFk (Register) 1 &7 U v 27 L, [ AaDREREZITAINLD (Accept the Cisco
Disclosure) ] %727 U v 27 L¥9, FDM 73 CDO |28 ERER 2185 LET,

CDOIZEY £F, [A~¥— 74 A (SmartLicense) ]fHIk T, A~— b7 A& A%FTD
TAA ZZHA L, [R~ (Next) 1&227 Y v 7 LET,

ROV TIE, [T ADRKE (593—2) | 2B LT &, [AF 7 (Skip) ]
7 U7 LT, 90 BEIOFMET A o A TOF v R—F 4 T 2T LET,

[5¢ T (Done) ]fEIKT. [T/34 A~B#) (Gotodevices) |#7 VY v 7 LTAHVR—K&hi=

TNA A RRLET,

[T /34 ALH—E R (Devices& Services) | T, T/3 ADAT —HZ AN [FREY 3 =T &

LTV 72vy (Unprovisioned) ] 7205 [#8%&H (Locating) . [[A#AH (Syncing) ]. [FEAF A
(Synced) 11272 >TCNDZ L aHERLET,

QLTI ILEIPTRFLRZERLEFIDDA Y AR—FK

074 NER (=YL AT—FR) LIPT RLAE7ZIXFQDN 2 L CFTD &2 4 > R —
F4 T TEET, EL. TS ABRENIP 7 R L AEFEES, A7 1L 3 2D SDC %
MEL LW, B —ZEH LT A, ZDF v R— REBEID LE T, Bk —2 L
72 FTD OA v AR— K (#ESE) (46 —) ZZ2RLTLIEEN,

1R BRI

c ZOFIEFMHERA LT, T8 A& KE, EU, £/ APJ U —2 g AV R—RKT& %
@—O

« Firepower Device Manager (FDM) (2K 5> CTTF A AREHE I TV DIMLERHY £, 7
SNAATHHEL TOLRBETOER BN & 2B L £ T,

« T/ AT 90 RIOFHE T A o R T 2N A~Y— I A B AR5 2 &M
TX £, Cisco Smart Software Manager 2>, 7 /31 AZA VA M—LENTNDHTA &
U ADRGERERT D METH Y TR A,

NI A 2 B —T = A AT Si- A 7 L I 2D Secure Device Connector (SDC) % &
T2z LES, b, SMFA =T =24 X&2/ L T2 77 FD SDC
T AEA1T. AMETO HTTPS 77 A Z# 7] (FDM @ [ AT LERE (System
Settings) 1> [EE7 Y X (Management Access) |) THMERH Y T3, EX=V
T4 EOFENLBEID TEX EH A, SDC OFEMIZ DUV TIE, Cisco Defense Orchestrator
& Firepower Threat Defense DDA (28 X—3) ML T E IV,

cFHIIP 7 F L 2 & H LT CDO O&H/SDC OIREITHEHTH A v X —T = A A ZHRIE
T %7, EFYDNS (DDNS) ZfEH L T—HMDdH 5 FQDN Z#ff L £9, FDM TDDNS
ERETH EITTEERA,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



| cDo %R L 7= Firepower Threat Defense 0 & B
sLFvLeLEPT ELREBERALEFD oFvi—k

FIE

ATYF1 CDODF S~ a7 4 RUT[T/A, ALH—E R (Devices & Services) | %7 U v 7

L. BBDOTS T ARE () 7 Vw7 LTT A A% [4 A —F (Onboard) J]LFET,
RATY T2 [FIDIA—R%&E27 Vv 7 LET,
ATY T3 [0 A AEMAEMH (Use Credentials) 1227V v 7 LE7,
RATY T8 [T/34 24 (Device Name) ] fHIkD 7 ¢ —/L RIZEZ AT LET,

17: 7/54 A4 (Device Name)

= =
Use Serial Number
Use this method for low-touch
provisicning or for onboarding
FTD Device configured devices using their serial
number.
(FTD 6.7+, 1000 and 2100 series only)

=
Use Registration Key
Onboard a device using a registration
key generated from CDO and applied
on the device using Firepower Device
Manager.

Use Credentials
Onboard a device using its IP address,
or host name, and a username and

Firepower Threat Defense 6.4+ password.

Device Details Select Secure Device Connector
= cisco-security-docs-SDC
Device Name
FTD1

Location

‘ 10.88.6.67 ‘

a) DT 3o ANE{ET D Secure Device Connector 23R L £3, 7 7 4 /L D SDC i85
RENETN, SDCHEV Vv /7 $T5ZLTSDCEEETEET,

b) [T /31 A (DeviceName) |7 4 —/V RIZT A AL E AT LET, T34 ADKA MM E
TIXEOMDEEDAANIT 2 Z LN TEET,

¢) [m4— 3 (Location) JIZIP7 KL A, &R R4, £721ZFQDN # AN LE7,

T 74NN R—MI43 T, T3, ADHREEKMT L LI AR — NEFEERTXF
—é‘o

d) [k~ (Next) 1&27 U7 LET,

ATV TS [T —H_X—AOHEH (Database Updates) | FHIK T, [BFX =2 V7 ¢ EHAURHIFITL, EH
W ZHZT % (Immediately security updates, and enable recurring updates) | % 4> F 7= 134
ZIZL T, [~ (Next) 1227V v 7 LET,

ZOFTvaE, ExX 2 VT4 BHETSICN Y =95 L &b, fmiEH IR OFHT2 R
CBMOEHHE2TF =y 7T LT A AZABICA T V2 — L LES, FFllcoNT
%, [Update FTD Security Databases] & [Schedule a Security Database Update] # & L C< 72
S,
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CDO %% /A L 7= Firepower Threat Defense O /ER |
B coocoFirzomE

GE) TOF T arEEHICLTE, UENCFDM 2 H L CTRE LAY Y 2 —AFH
DOEFIITEBELEH A,

ATV T6 [m7A E# (Credentials) JfEIK T, = —H# 4% ladmin) & AL, PIHERERICHE L7
NAT—REANDLET, WIZ, [k~ (Next) 15227 Vw7 LET,
CDO a7 A ML, TNA ACBFETE L EAMERLET, T L, [RmTAU1E
# (Credentials) ] #EIkIC [#&iH (Connected) | & RSN, (A A—T 4 T Fxzv
(Onboarding Checks) ] fEf8(Z 52T (Done) | &FrSNEd,

RT9F1 [58T (Done) |HEIKT, [T /31 A~BHE) (Gotodevices) %7 Vv LTAHVHR—RKIhiz
TNA A RKRLET,

CDO THOT/\A RDETE

ROFNATIZ, BIEROBREDOMELZHH L E T, SFIRCOWTEHEMREREERRT DI
I, N=YO~VTRE L (?) 7Y v 7 LTS,

FIE

ATFYF1 CDOR—Z/NiZuaZ AL, CDO A=a—7nb [T/34 A &P —E R (Devices & Services) ]
BRINL, VAR —RLET A AZ@RIRLET,

AFwvT2 [EE (Management) | >[4 42— x4 R (Interfaces) | Z RN L, RETIHIWHA & —
T oA A& ET,

RAFwT3 BETIEALE—T A AOWET A2y @) 22V v I L, A2 H—T = A AIC [
4 (Logical Name) | &, BN U T [ (Description) 1 & AJILET,
PTA =T 2 A AERETDIHEERE, A ¥ —7 oA AFTLARIDBLETT,

GE)  AFzZEETLHL, TOERTHWARTZEN L TWL T XTOEHT (Ex=V 7«
V= syslog = " AT V=7~ DHCP V— "DEHEEZETe) (ZHBEMIIR IR S
NWES., L, @, RN —CREICARDRNA V=T = AT TE
WD, BANZHWARTEZERN L TV DT X TORELZHIBR L2V E . ZD4THTNZHI
PrRC&E ¥ A,

ATy T4 [#AT7 (Type) 1ZHEL, IPT RLALZOMOBREELEFRLET,

WORFITIE, Webth— 72 EDNT Y v 77 7 v ARHEREEZEET S [EEE] (DMZ)
ELTHAT 20D v X —T oA ZA&HERLET, 58T LIS [RTE (Save) 1227 Y v 7
LET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



| cDo %R L 7= Firepower Threat Defense 0 & B
coo <731 20EE |

R 18: 48— 14 ADRE

Editing Physical Interface X

Static

ATYTE  FHLWA X —T oA RAEFE LIGEIE, [BE (Management) 1>[A7 29 b (Objects) ]
PERLET,
MBI CT, HiLn[tXx=Y7 ¢ —2 (Security Zone) | Z/EREITMELE T, 1>
B—T oA ZATIERL, BEFXF 2V T4V —UICESWTRY —5 kT 570, K405 —
T oA AL =B LTOWDIRERH D ET, AV F—T oA AT DHE. V—IC
A HE—=T oA AHEL ZEITTEEYA, ZOED, LWL H—T A ZAE{ERR LT
. FRIEFREGOA L H—T 2 A AOHBWEEB LIRIZIFICY —v A7 V=7 NetwmET
HVEND Y £,
OB TIE, DMZA X —T =2 A ADT=OIZH LWDMZ Y — v ZERT B HiEE R LET,
R19: %154 J—vATSH b

Adding FTD Security Zone
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B coocoFirzomE

ATvT6

ATy T17

CDO %% /A L 7= Firepower Threat Defense O /ER |

W27 Z A4 7> FTDHCP 2 L TF A 2B IP 7 RLAZEIGT 2B 481%. [BE
(Management) ]>[2&%E (Settings) ]>[DHCPH—/\ (DHCP Server) | #®IR L THh b,
[DHCPH—/\ (DHCP Servers) | 2 v 3 v # MR L £,

TTICHEA v 2 —T7 = A ZAHITHERR STV D DHCP — "0 0 £, 7 FL R F—
NWERELED, TNEHIBRLEZDTDHZENTEET, MONEA o ¥ —T = A A& L
AT, TNHDA v 2 —T oA A EICDHCP Y — &2t v b7 v 7T 50N T — KT
T, [H &7V w7 LTENEA v Z—T oA ADP—ET KL AT =)L ERR L £9,

[DNSH#— 3 (DNS Server) | # 7 Tlid, 7 74 7 v MIMLT 2 DNS R EEHRTHZ L b
TEEJ, KIS, T RL A7 —/L 192.168.45.46 ~ 192.168.45.254 Z{# ] L < inside2 1 > % —
7 A AL® DHCP r— R ET HH 2R LET,

20: DHCP H—/\

Edit DHCP Server b4

Enable DHCP Server
&

inside2 «

192.168.45.46-192.168.45.254

Cancel m

[&I# (Management) | >[)L—F « >% (Routing) ] Z3#R L, LB (Add) 74 =2 %7
Uy 7 LCT 740 hb— hERELET,

T 7 AN b b— NMEIEE . INBA v H—T 2 A RALINIFET DT v T A MY — A FE ISP
N—RERLTOWET, T 74/ D IPv4 L— MHEED ipvd (0.0.0.000) . 57 4/ bD

IPv6 /L— MIEED ipv6 (::0/0) T, HHTHIP A=Y a T — MEERLET,

A B —T 2 ADT KL ADORGHIZ DHCP 2+ 5854, LERT 744k L—
ETTICE>TWAZ R 9,

GE) ZOXR—VTERLIEAL—NI, T—F AL E—T 2 A ZAHOHTT, FEA X —
TxA AT EBLEFYA, BHEHF— P oA X [EE (Management) ] > [E%5E
(Settings) 1> [EE 7Y X (Management Settings) | TixE L £7,

WOBNZ, IPvd DT 74V b b— bERLET, ZOHITIE, isp7— FU = AXISPZ— k
TxADIPT RVAZ#BINT DXy NT—2 7V =7 b TT (T FLRALISP 6 BT
LZRENDHYET) . ZOF TV MEAERT HIZIE, [F— bV =1 (Gateway) | Ke v
THETLYANDTEHICHD [HT LA T V=2 FOER (Create New Object) 1 %7 U v 27 L
E3 N
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| cDo %R L 7= Firepower Threat Defense 0 & B

ATvT8

oo 7/ i1 2%z [

B21: 7274 ML—F

Add Static Route X
isp-gateway
Descripion
isp-gateway
Pr
0 P IPvE
isp-gateway - outsice -
Metric
1
Destin
- ipvd
Cancel m

[ (Management) ]1>[7R1) >— (Policies) ] # &R L TRy hT—27 DX =2V T 4R Y
V—HRELET,

My 7 v TR, WY = Y = DRID N T T 4 v 7 T — 2 AN LET,
Flo WA =T 2 A REEHTLGEIC, B 0 —T oA AT oA F—T A
ANAT HAENCLET, HILWA F—T = AR LTZHETH, ALY — A7V =
7 MZBINT A5ESITFN I T 7 & 2 EIEL— AR ABEICEHE S ET,

72720, BEOWEHRA V H—T = A ARG DEEIE. WE — I NEY — ~D T 7 4w
77 —%FAT 5T 7 AHIENLN—ANBRETT, o YT 0 V= 2BENT55E
I, FNOoDS =2 EDNT T 4 v 7 EHATHL—ANRKLETT, ZHOIERIEBOEF |
20 F9,

5T, MENLE LT IREREEDL DI, FOMORY) —%2FELT, BIHV—E2D
U, NATB X7 7 A b— L2 cE 9, ROKRY v —2RETEET,

* [SSLTE 5 (SSLDecryption) ] : RA, /LT =772 EIZOWTHBb S 7o #f¢ (HTTPS
mE) ERETLIHAIE. ERAES LT OLERD Y £, FOBEEE ST HLEN
LM EHWT HITILSSLES AR U —2 AL ET, AT A%, AR A B
FELET,

[ TAT T 4T 4 (dentity) ]: 4 D2—FIZxy NT—2 T 7T 4 ©F 4 ZBEfFT
b, FREa—YE 2T TN —T DA Ry ATy NT—F T
T AEHIET AT, FHED Y =X P 7 R L RCREEMIT BTS2 —H & Ed
27DICTAT T 4T 4 R —%FEHLET,
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CDO %% /A L 7= Firepower Threat Defense O /ER |
B coocoFirzomE

[EX=2UT 4427 Y= A (Security Intelligence) ]: 77 > 7 U A NRERFEH D 1P
7 RLAFIE URL OB A - bIc Fu vy 73 510E, E%a V74 427 ) V=
ARY =M LET, BBMORERY A M &7 T v 7 U A MRS X, 7278
Ay b= RY —=TENLEBETLLENRS 2D T, Cisco TR, BF2V T4
AT VY2V ADT Ty 7 VA NBEHICETRSND L5, BEORERT RLAL
URLDEMEH 7 4 — RERELTVET, 70— R&HT2L. 7727 VR FOHE
HZBMEITHIRT D 72DICR Y — &L T 20BN H Y T A,

o [7 7 & ZH#ilfH#l (AccessControl) |: % v bV —72 ETHATHREFGOWEILT /A 3
fa—n R o—2FHLET, EX¥2VT7 4 V=2  IPT LA, 7r haji, K—
N 77Ul —vay, URL, 2—HFF2—F IV —TC L > TT L F AP TE F
T, Flo, TZ7EBAGEAL—NEZFH L TRASTZ 740 (v =T) RN —%EH
LET, ZORY—%HHLTURL 7 4 V& ) 7w EELET,

WOFITIE, 77 B AGIHARY O —TCTHNERY — & DMZ V' =V DRED T 7 4 v 7 ZFFd
LHHEERLET, ZORITIE, [BOHR% T (At End of Connection) | 23ER S 4L TV 55
A [RF¥ 7 (Logging) | ZBRODNTHONWTNOX T TH AT v a VTRESINERE A,
R22: 79X 3> bta—L KR —

New Access Rule X
R Inside_DMZ Allow =
-

Source Destination

4] 4]

inside_rone dmz-zone

ATYT9 [BX=2 VT 4T —HF_X—ADFH (Security Database Updates) ] &2 L 3 % K21} T, FTD
TFTRAADEF 2 VT 4T —FR—AEHERBLOEHTDEAT P a—VFEHRS AT ZVER L
\iﬁqo

FID 7/3A 2% CDO IZA A= F T 2586, A AR—T 47 7nk20—fMaEH LT,
[T = X—=Z2ADTREHDOEMER DOHF 2N (Enable scheduled recurring updates for databases) ]
EHFRILET, 2O TV a v, T4 NTESTT, AT H L. CDOIXT<Ict
Xa U7 A OEFHEMRALCHEAL, BMOEFHEZMHET DX OICT A X2 HEIBIZA S
Va—nLET, T, TARAARFT R — RENTRIT, ATV a—EHLOX A7 O HEE
EEFETHIELTEET,

BARY —%EH L TWAEAIEL, L—/LE VDB DF — 4 _R— 2 & EHR R T 2% E L
FT, EX2 VT4 HRT 0 — REFEHTLHAIE. TNOOEHAF Va— L EaRELE
T, ML L CTEXa )T 4R Y o~ CTHEN BHEREERAT 25813, T0F—4_—
ADEHAr D 2a—VERELET,

ATFYTN0 A==z2—D[7LEa—LER (PreviewandDeploy) |RZ %27 U v 7 LTHhD [5T <ERK
(Deploy Now) AR > %27 U w7 L, BEET NA AZEBLET,
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| cDo %R L 7= Firepower Threat Defense 0 & B
sttvzoiz |

BRI, TNDOZRBETLETT A ATHNIRY FE A,

RDEZRY

c FUR—FRICT A AZHERL, TA BV A2 ETHUNERNHYET, T4 AD
RE (59 ~—=2) ZZRLTIIZEN,

S4 1t ADETE

= =A—

TG4t ADETE
FIDIX, 94 B ADOBABIONIA B X F—LO— & A A[EICT A A2 ZAw— |
VIRNT 2T T4 EERLET,

Uy — U EBET D L, License Authority {2 5> T ¥ — 3 & License Authority [f 8 {E | fiff
HEN2 IDFERAERBITSNET, /o, @URKRET VY My y—URED HTHR
\ijqo

BEARTA B RATHBICEENE T, Av—F T4 B AT, FEHALTOHRWEEO
BEREZ fE T £, Cisco Smart Software Manager (Z&§kT 5 &, T <IZT7A4 B RO %
FAtACEET, £, BTIA B AZBATLIZLHTEET, ZHUTL - T, BEED R
BLOEEANAREICR Y | BEZFOKRBIZ LI DEERN 2SRV ET, ROTA B A EMRL
TLZEW,

cEBR . EX=2VUT 4 427 VT xR L Cisco Firepower DK AL IPS
WL IT kIR Y YT T O&EER~ VY = T B (AMP)
*URL : URL 7 4 V& U >

* RA VPN : AnyConnect Plus, AnyConnect Apex, & 7-I/% AnyConnect VPN BH,

VAT ADTA LU T OEMIIONWTIE, [FDMav 7 4 7 b—3 gy 4 Rl #5K
LTLEENY,
1R BRI

« Cisco Smart Software Manager |[Z~ A X — T h v h &b £,

FET IO N EBRLTRWEAIL, 2OV 7% 27y LTHLWT AUV b
Ty 7 v 7L TL &V, Smart Software Manager Tl #fkO~A &4 — 7o b &
ECc&x £,

o (o TIAT AT T EER L TAEMEEND) BREAFERT D ICIX. ZHHD
YARAAR— KNV T NI =T FGABLIUT T H T N TSt (3DES/AES)
FAV L ABEHTEDILENDY 7,
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://software.cisco.com/smartaccounts/setup#accountcreation-account

CDO %% /A L 7= Firepower Threat Defense O /ER |
AV ADEE

s CDOZTNA R A AR —RTHETIEFHMOT A o A% MHH LE9, Smart Software
Manager (288 21BMD T A &2 AL, CDOIZA AR — N L CHEEGT 5 B Sk
TAVLENRDHY 7,

FIE

ATVl BEVWOR—K T4 BV T TATY ML, WEBERIABUVAREENTND L 2
LT EEN,

TAB AT, VATETIFREREIENLT A ZAEEA LRI, A~— Y7 by =T
TARL T TAT MY 7 SRTWES, 2L, BETIA v AT 555
MBI HYE1E, Cisco Commerce Workspace C [ & Y U o —3 a D% (Find Products and
Solutions) [ ~7 4 —/V REHEHLET, KOT A& APID 2B LET,

HK23: 54 o ARER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE)  PID BNHEONLRWGEIE, ESCZTFECTPID ZEBMTE £,

s BB, AU =T BEOURL 74 £ ADMAEDE
* L-FPR2110T-TMC=
* L-FPR2120T-TMC=
» L-FPR2130T-TMC=
* L-FPR2140T-TMC=
EREDPID DWF N EESNTBINT D & ROWT DO PID TG 2 W~ —A D
VTR )T a v ERIRTEET,
» L-FPR2110T-TMC-1Y
« L-FPR2110T-TMC-3Y
« L-FPR2110T-TMC-5Y
* L-FPR2120T-TMC-1Y
» L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y
* L-FPR2130T-TMC-3Y
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| cDo %R L 7= Firepower Threat Defense 0 & B

ssevzngz |

* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y
* L-FPR2140T-TMC-5Y

+RA VPN : [Cisco AnyConnect Ordering Guide] ZZM L T 72 &0,

AT 72 Smart Software Manager T, Z DT /A AZBIMNT BT B> hOBGEN—27 v &2FRL
Tav—L%7,

a) [ KV (Inventory) | %7 V> Z7 LET,
Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Notification Satellites Activity

b) [&M% (General) | ¥ 7 C, [HiH F—2 > (NewToken) | %7V v 7 LET,

General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B&k h—72 > &1ER (Create Registration Token) | %A 7 0 7Ry 7 AT, L FOREME
A LTS [ h—27 »%{/ERk (Create Token) 1227 VU w27 LET,

Create Registration Token L
This dialog will generate the token required to register your product instances with your Smart Account.

\firtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel
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http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing

CDO %% /A L 7= Firepower Threat Defense O /ER |

« [EBA (Description) ]
s IR (Expire After) ] : #E5EEIL 30 H T,

[ZD b= TGRS LT B Tl A PRBERE 2 FF T 9% (Allow export-controlled
functionality on the products registered with this token) | : @R 5L FFAI S LTV S
DFETH 2L T TA T VAT T T ERNICLET,

h—27 3 A v _v MIcBEmEnE7,

d F—7rOHEMCHLIRINT A2 %7y 27 LTC[h—2 (Token) | ¥ AT TRy
JAERE, =2 1ID%7 V7 AR—RiZat—Tx5L92LFET, FID OE&HN
MER L EIZBROFIETHAT L7201, 20— v E28HELTREEET,

24: b—U VDORTE
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
M]MEZJIHYTITZGCMOSGOY]UL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 2110 1 Allowed Actions =

B25: =Y 0aE—

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press cirl + ¢ to copy selected text to clipboard.

ATw 73 CDOT, [T/ ALH—E A (Devices&Services) |27 Vv L, 748 A%ftET 5
FTD 7/3A 2 28R L £,
ATV T8 [TAADT 7 a3 (Device Actions) |31 T, [TA & ADEH (Manage Licenses) ]
7V w7 L, HEHOERICHE > T Smart Software Manager 70 S AR SN A~— T4
A ANTTLET,
AT Y TS [T AD%Ek (Register Device) |27 Vv 7 LET, T3 ALRHAT S & HEHREN
(4274 (Online) | IZ&DY F7,

[Z7A4 B ADEHE (Manage License) | X—VIZRED 9, T3 ZABEFIIROA vE—

DERRINET,
Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.
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| cDo %R L 7= Firepower Threat Defense 0 & B

ssevzngz |

ATYT6 A= IFABUVANFID T A AZEFITHEAIND &, T/, ADRAT — X AT [Hki ik
. +453727 A &> A (Connected, Sufficient License) ] E FE/RrINF T, LEIILLU T, T
ENDA T ar T4 A0 [A9Mb/HER{t (Enable/Disable) | A7 A ¥ 2> hr—L%& 7
Vw27 LET,

-

Manage Licenses

[~]

o Base License

Laest Sync: May 26, 2030 4:24:05 PM

- 650~ 115-15%4.3-181

Redresh Licenses

Mext Syne: May 28, 2020 4:34:05 PM

STATUS: EMABLED ALWAYS
They perpeiual koo i3 inchaded with the
puCRass of The FyIbem. You must hins this
e b configure and e the devics. it
corers. bl featutes ot covened by subscription
bizponay

Inchades; Basa Firreall Capatities,
Appheation Visisiliey and Contral

Malware
. STATUS: EMABLED

Thid BLenss Mioews i B Paiferms Cado
Achnced Malwan Protecton (AMP) with
AR how Firepovts gnd AP Treess Do, Yo
it hava thes Bconse 50 apply Ble policles
tha chetect snd block makware in Bes
Iranamisesd over your nafeork

Inchades: Fibe Poboy

R& VPN Only License

P STATUS: DISARLED
ArpConnect VPN Only Bcoenss includes haslc
WP Senaces SUCh BS dinice Bnd Do
appication VPN (inchuding thicd-party IKEv2
S SOCESE VPN Pesaend Sunpon), Mt
nptand; deterion, Bt cevice confext
collirlan, B Fidersl Bloimatan PIoCeasng
Fanclarch (FIPFS] complance.

Inchades: HA-VPN

@ Threat
- STATUS: ENARLED

Thin e aliows yo o paom intnaion
SEHRCION Wred Prevention and M Control. You
Mt b thin lomne B0 appy i
PORCHES I BEOEES fobid. Yiou SIS0 et Pares
thin Bcpnsa o apply Mo polcies Tat contrel
s Darsed o s Ty

Inchades: intrusion Palicy

LURL License
- 3 STATUS: ENABLED

This Beores Slows wou 1 contrel web sceess
hased o LI categorioy. aral repitatany,
risthes Whan Dy indivecual URL aban. You must
hars this Ecense 10 Sepioy scceEs nabes Bt
ier wesbs rafh baded on calegory B
RGN

Inchaies: URL Reputation

R& VPN Plus License
‘. J STATUS:

Arplonnact P Ecanss inciudes baske VPN
Sanvced il B othed non-\VPH services
Bk an the Anylonnect Matwork Accass
Wanaper S0 1 suppcat, the Cloaud Wab
Sty moduie, and the Cisco Umnbeols
Ry Pl

Inchedas: RA VTR

ENABLED

A RA VPN Anex | icernas

X

Gl - |

« [5%h{t. (Enable) ] : Cisco Smart Software Manager 7 7 WV > MI T A B A &% ek L, HIH

SNTHERENA I/ FT, T4 BV AL > THIBEISN AR v—%&EL, BT
TET

o [#E5h{k. (Disable) ] : CiscoSmart Software Manager 7 7 7 > kD T A & 2 A Z 6 Gk fiihs L .

I S AT AEBE N NI 72 0 F97, HTLWARY O —DBEDRTE L. T OMREA T %
R —DRERALTEEFA,

*RAVPN Z A B ZAEFGIZ LTGEE. T2 4205 A7 ([Plus]. [Apex].

[VPN B£H (VPN Only) ]. F720% [Plus & Apex (Plusand Apex) ] Zi®IR L £,

MREA AT HE, THTL MITA BV ARRVNERIT[TA B AOME, a7 T4
7 v AL (License Issue, Out of Compliance) |~3— % BT L7252 ISR OIEHERL A » = — M
TRINFET,
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CDO %% /A L 7= Firepower Threat Defense O /ER |

B rossumoscu~o7s ez

ATvT1

Device Summary

Smart License

LICENSE ISSUE Lt 2R T 2L
OUT OF COMPLIANCE Next sync: 10 J A
There is no available license for the device. Licensed features continue to work

GO TO LICENSE MANAGER Need help?

However, you must either purchase or free up additional licenses to be in compliance

[T A ADOEH (Refresh Licenses) | Z#INL, 74 & Aff# % Cisco Smart Software
Manager & [FIH#] L £ 7,

FID E KU XOSCLIADT7 U X

avw R4 A F—T x4 A (CLI) ZFEHA LTI AT LDy N7 v 72TV, AR
WRYVAT LD RTINS a—T 4 T EITVWET, CLI Ty v a bR U—%RETHZ
LIFTEEHAL, CLIICIE, av Y — L R — MG LTT 7 ERATEET,

NTTNY 2—FT 4 T D2, FXOSCLIIZT 7B AT 252 TEET,

GE)

&

F720X, FID T A ADEEA 2 —T = A AT SSH THEfe C&x £9, vV —tvia
VR, SSHE v a viET 740 N TFTDCLIIZZ2 W |, connect fxos =< > K& {#
LCH FXOSCLIICIFEf i CE £ A, SSHERHD A v 2 —7 =4 ZAEZANWTWHE5E, %
TT— 4 A BE—T 2 A A LOT RLRIZHERTEET, T—F A ¥ —T A A~D SSH
T RAXT 7 4V hTEGNZ o TWET, TOFNETIE, T 74/ N TFXOSCLI & 725
IV R — T 7 ERZONWTEHALET,

FIE

CLIlZn 7 A>T 51, HFHarvBa—FEar Y —)LaR— MIEH#H L E3, Firepower2100
IZIZDB9toRI45 U T r—TARMBLTWALED, T 50123 — K 28%—F ¢
"DV T NV toUSB 7 —7NVBBETY, THEHOANV—T 4 72 AT KL USB
YUTNRIANERLYTA LA =L LTSN [, 32V =R — MEIT 7 4Lk TFXO0S
CLILIZZ2 D £3, WOV U TIHEEFEHLET,

* 9600 A~ —

87 —X Ew b
YT a2l
1 AFy 7 EY L

FXOS CLIICHiE L E 7, =—HW 4 admin &, #IHit > b7 v TRHCERE LT/ SA T — R&ff
ALTCLIiceZ A4 LET (5744 Mt Admin123)
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| cDo %R L 7= Firepower Threat Defense 0 & B

ATy T2

ATvT3

FOM %/ L1731 20 EEF 7 [

1 :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

FIDCLIIZT 7 A L%,
connect ftd

1 -

firepower# connect ftd
>

B 7 A RIS, CLL TR 2~ > ROFHRZMERT 2121, hep 723?22 AN L=
T, HEREOZEIZ DUV Cix,  [Cisco Firepower Threat Defense Command Reference] % 28 L
TLTEENY,

FTD CLI ## T3 5121%, exit £72i1% logout =~ K& A LET,

ZoDa~<wr RNIZkY, FXOSCLI e > 7 MIFEY £9., FXOSCLI CEHEfER2a~> RO
TEREFERT AT, 22 ASLET,

51 -

> exit
firepower#

FIDMZERALE=T/\A1 XDERA 7

ATy T

FDM Z il L Co AT A& mlicy vy v hE T TEE7,

FIE

(6.5LL) FDM Z AL TTF A R &y v ¥ LET,
GE) 6.4 LIETO¥EAIT. FDM CLI T shutdown =< > K& A LET,
a) [T/3 A (Device) |27 U w27 L, [ATLREE (System Settings) | > [Bf2E)/ > v v

k&5 > (Reboot/Shutdown) | V> 27 %227 VU 7 LET,
b) [¥vv &Y (ShutDown) %7 Vw27 LET,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

CDO %% /A L 7= Firepower Threat Defense O /ER |
B xozx727

ATw T2 BILED L A7 —HX ALED ##lE LT, ¥ — Y OBBRDUIM SN TWDLZ L AR LET
(LED 2384T)

ATV T3 U —YOBRENPEFICOMENTS, MBEISUCERY 7 7 &2HkE, Vv — 0 bLWELH
ICEREZRONT Z ENTEET,

. — (o}
RDRATw D
CDO %A L7z FTD 73 ADRELZFHITT HIZiE, [CDO =27 4 Falb— gy HA
K] #2R LT 7EE,

CDO O HIZ B3 A IBAMEFHRIZ- DV T, Cisco Defense Orchestrator DR — A_R— A SR L
TLEEW,
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https://docs.defenseorchestrator.com/Configuration_Guides
https://docs.defenseorchestrator.com/Configuration_Guides
https://docs.defenseorchestrator.com/

4.
=% =R

FDM % {& A L 7= Firepower Threat Defense
D ERH

CHDEORRFE

Z DETIL, Firepower Device Manager (FDM) Web X—ADT A A &y T v 7 7 4 F—
R %f# i L C. Firepower Threat Defense (FTD) T /3A ZDO@Mz > b7 v 7L REEE T
LD HEZHOWTHHLET,

FDM TiL, /MR > hU—2 Tl b IR END Y 7 b U = 7 OIEAEREZ % E T
xFET, T, ZHIEEL D FDM 731 A2 G KRR v MU —7 ZHlET 2 72 D125k
NREET A A~ X =V ¥ 2T 52 LR, H—DOF A, ZAETR 507
NAREEGTety NU—7 OF=DIRFIZHRFF SN TWET,

SHOTNA AGEERLTWDEE, E1IXFID THA SN D, K0 MR E 218
M3 2841%. 11V |2 Firepower Management Center  (FMC) Zf/H L 7,

Firepower2100 > )V —AD/N— R =7 TiX, FIDY 7 FU =T £1IZASA Y 7 h U =7 &5
fTC&E£7, FID & ASA OFTHIV FEZ 24T I BRITIE, T35 ZADFHA A — LS BB/
D E£9, [Cisco ASA I X O Firepower Threat Defense 51 A — b A K| 25 L TLEE
AN

G

Firepower 2100 [, Firepower eXtensible Operating System (FXOS) &9 HffEL 72541 —
T4 T VAT NEFLT L ET, Firepower 2100 (% FXOS Firepower Chassis Manager % 748 —
FLTWERTA, BROENZCLIOARB N T TN a—T 4 T OHNTHR— IR TNE

T, FEMIZ oW TTIE,  [FXOS troubleshooting guide] ZZ&f LT 72X,
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FDM % {3 L 7= Firepower Threat Defense DB |
B -orv—zorozE

\}

GE)  TSANU—UERT— kA b+ : Firepower 2100 3 U — R I3E A GRBITE SITRE T, R
RIWCIET D Z E b A, 2L, 2—PL 2 EORE T, FAGRIERE#H
F9, ZOGE. REEERCSNMP O FIlFIZ, EHEEDNMENGESIEHREZ MR TE 28580
&)D\iﬁ—o

e RY—x U ROFIE (68 ~—3)

« Xy NT—JEELT 7 4L FREDHER (70 X—)
« TA ZADRHE (73 X—2)

o TNA ZADERKN (74 X—2)

« ({EE) CLITOEHE Yy NI —VREDEHE (75 —)
sFDM ~Dr /A (77 —)

c IR EDSET (78 ~—2)

« TA B ADHE (80 X—)

» Firepower Device Manager CO T /XA ADFHE (86 ~—)
«FID 3 L OVFXOS CLI ~D7T 7 & & (91 ~<—3)

«FDM ZMH L7-F 31 ZDERA 7 (92 =*—3)
cRDAT w7 (93 _—)

IVRFY—IVFDFIR

¥ — 3 CFDM ZfEH LT FTD Z BT 51213, WOX AT ZHZML T ZEN,
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rvrv—zorozE

s 7 ey
Pre- -\:_| _/Review the '\g__ /Cable the '\_T_D’__/.-'Power on the
Configuration network and device device
default — —
configuration
v
FTD CLI 4 ) (optional)
Change Mgmt
Network
Settings at the
CLI
(5 i a0 7 A
Firepower \3 JLoginto FDM (6 ) Complete the \.9 JRegisterthe  (10)Configure the
Device initial device with device in FDM
Manager —» configuration the Smart —»
Licensing
Server
| A
(0 . v
Cisco \Z _/ (Optional)
Commerce Obtain feature
Workspace licenses
Smart (8 )Generate a
Software license token
Manager
(1| FRiTRE v NT—J BB LT 7 4V NEEOHR (70 X—) |
Ay
()| FRIRE TR ADFME (73 4=2)
b Sps
(3| FHIRRE FRL ADEFRHEA (74 =)
\2)
4 |FTDCL (fE3) CLICOEFR v hU—/ REDER (75 <—) ,
I/g\l Firepower Device |FDM ~wu 74 > (77 ~=—3) |
~Z/| Manager
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FDM % {3 L 7= Firepower Threat Defense DB |

B < ro—vEBLTF I+ rBEORR

*y bJ—

6\ Firepower Device |#JHIZREDOZET (78 =2—) |
“—“| Manager

\Z/| Workspace LET,

(g |SmartSoftware | Ff L ADRE B04—Y) : TAEYR h—s U EERLE
~—/| Manager 7+,

9\ Firepower Device |5 4 &2 2D/ E (80 2—) : A<w—h S4BT $—N
~—| Manager TN AR LET,

(10| Firepower Device | Firepower Device Manager CO 7 /3 A ZADFE (86 ~—)
/| Manager

VEEET 74l FEETEDHER

Management 1/1 A > % —7 = A AL TIINEA ¥ —7 = A ZAH>5 FDM Zffi ] L T FTD &%
BTEEd, FHOEHA V2 —T7 =4 XF, WADR Yy MU=V REZFORBRA > 2 —
7z A ATY,

WOMIZ, #ERSND3Ry NI —JRBBERLET, IS X —T oA R —T NVET A
£7212 DSL &7 AICHEBEERG T 25EA1E. FID ANEER Y V=27 HOT_RTOL—T 1~
JENAT 2 FATTHE9I, ET 2527V PVE—RIZTHILaBRIDLET, A
H—T 2 A ANISPIZHEHGE TEX D L D ICPPPOE R ET HMENH HLATL. £ D% E% FDM
Oy N T v TOHTITH) ZENTEET,

GE)

TT7FNVEOEHIP T RLAEMEATE 2GS (FHER Yy N —ZIZDHCP — "0 E& £
NTWRWGERE) | Y — b ER—MIERL T, CLITH#ty N7 v (FEHIPT R
VA, = uxA, BEORZEOMOIEARAR Y N7 REOTRERE) 2FEITTEET,

WELIP 7 RL A BRI 0NN D5E1L, FDM THIHlE Y b7 v 7258 T LI-BICEE
TEET, ExIE, ROL I RRBICBWT, WEBIP 7 KL ADOEHENLEIZ R 550
HFEI,

AN A =T 2 A AR T T ANV R Ry N —7 TH 5 192.168.1.0 % v b T —7
EDIP T FLRAOESERADHE. DHCP U — AL L, A v F—T = A AN
IP7 RLAZEAELEEA, ZORMEIX, FIDARRURY hU—27 EIZ25DA 2 —
T2 ABFEDOL EMTERWIEDIIRELET, ZOHE, WENIP T RLANRFH LW
Fy NU—7 FICHEET AL OICEETLHLERH Y 7,

*FID ZEfFONE R v NU—ZIZBMT 28561, NEIP 7 RLVABBEGFOX v hU—
7 FICHFEETDEIICETTHXLERNHY £,
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TI+I MEE .

KOKIZ. FDM %A L7 FID TOT 7 4L FDOFRy hU—Z BB R LET (5744 F
RERMER) |
R26:#ESNDRy FT—HEE

( Outside

outside
Ethernet 1/1
DHCP from outside nw

Management 1/1
DHCP from
management nw

inside
Ethernet 1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

N

GE) 6.5 LLpid%4 . Management 1/1 OF 7 4L K IP 7 KL A% 192.168.45.45 T,

T 74 I FERE
WIHIRX B4 D Firepower 7 /34 A DFXEITITIRD b OB EEINLET,
* AR : Ethernet 1/2, IP 7 K 1-2192.168.1.1,
SR A —H %> b 1/1, IPV4DHCP 2"HD 1P 7 R LA
cRE-NEBET 7 v TE—
« EI : Management 1/1 (&)
+ (6.6 LIFE) DHCP 56D TP 7 KA

o (6.5LLFN) IP 7 R L 2 192.168.45.45
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N

(¥)  Management 1/1 A > X —7 = A AX, HB, A~—hrT7 A4k

A, BT —X_X—RAOHHIMEHENDT —F A Z—T <
A A EFBNORERIA V2 —T =2 A A TT, WA X —T = A
A, BWiA v H—T A ATHDL2EFHOWREA VH—T = A
AEHFINET, BWNEIT —H A X —T = A A TTH, syslog
RSNMP 72 & DX A TOEBRNT 7 47 (TAALAELT AN
A AM) ICBRESNET, BWiA ¥ —7 oA ATEFEHEH IR
FHA, FEMICOVWTIZ, TEDM 2y 7 4 Falb—va v A
Kl #2RLTIEE0,

« SO DNSH—/\ : OpenDNS : 208.67.222.222, 208.67.220.220, /-t v b7 v 7
WZHEE L=V —2X, DHCP 2> 5 Hi#5 L7 DNS — N3l SN E A,

« NTP : Cisco NTP #— : 0.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org,
2.sourcefire.pool.ntp.org, F7=iZt v N7 v FREICIEE L7Z—

cTIHILMIL—F

e T—ARA VA —TITAR A DHCP ) OLHE LD, Tty N7 v 7z
ELZTS— U= 1IPT FLA

B UA—T AR (6.6LLF) HHEDHCP HEEGEINET, F'—hu=A%
ZELRWGEA, T 7V ML—MINY I L —0 %N L TCT—H A H—T A
AEBEBLET, (65U Ny 7T L—r 2N LT —F A2 —T oA ZA%&F%RH

BHA LV H—T 2 AT, N7 7 —2%N LEHATHEBOA 2 —F > b
TPt =2 BHHTHHAETH, 74 B ARERCHEHOTZDIZA LV F—F v b T
JHANMETHDLZLICERBRLTLEES D, BHA VX —T oA ANLREENT-
NG T4 DERNNRy 7 T —r BB TEL I EIZER LTI EIN, LSt
DB, Xy NT—IMBEBA B —T oA ATAD NTF T ¢ v 7 OIS
NWER A,

eDHCPH—/\N: NE A v Z—T = A4 ZAB L (6.5 LIRTIDIL) EHA L X —T = A ATH
N2 9

cFDM 791X : T RTOFRA MNREHAS L X —T 24 AL NEA L Z—T = A ATHH]
INET

* NAT : NEIDBHAEA~DTRTDONTFT T 4w 7 HDA X —7 = A A PAT
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71 zous ||

TINA ADEHR

Outside
(Alternative) Management 1/1

management
DHCP from mgmt nw —i

Ethernet 11
r outside, DHCP from outside nw

LR = | | —
.__J\=,__!|-|_-|_ f\!'!"\.%\‘;" _J|=.|| ||||.J,=
nEEn =
PEEED
..... EEEEEE nnnnl_[_"_1 =1
— e mEm|

: _mmm [ 00
e pEm - -'.'”'

| [ [ [ [

(Optional) Console port J T
Ethernet 1/2
inside, 192.168.1.1

%%\\%

Management Computer :
DHCP from inside ifc: 192.168.1.x Other Data Networks

\}

GE) 6.5 LETOH4 . Management 1/1 OF 7 4 /L h IP 7 R L A% 192.168.45.45 T,

R
it

Management 1/1 & 7213 Ethernet 1/2 D\ 3 #17>C Firepower 2100 ZEEL L 9, 7 7 4/L b
T, Ethernetl/l Z4MBE LTaELET,

FIE

ATV Tl BHa L Ea—XEROWNTNIOA X —T = AR LET,

* Ethernet 1/2 : #IHIERTE D= OICE M 2 L ¥ 2 — & % Ethernet 1/2 (2B 1:45%5: 3 5 7>, Ethernet
12 %NEAy NU—Z1Z8 R LET, A —V Xy NRIZIET 74V EDIPT RLA
(192.168.1.1) BHV, 7747k (EHarYa—F%&2ET) IZIPT KL A& #2H4
BHT2DIZDHCPH — N ETENDH T2, RO ORENBETFONTH R Y h T — 7 E &
FALRVWEIICLTLEESY (F740 FEE 33—=2) 22M) ,

» Management 1/1 (/L MGMT) : Management 1/1 Z& B x v hU— 7 TR L., B
AU —EPEERR Y NU—7 EICH D, FTET 7 BEATELZ L 2R LET,
Management 1/1 X, FH A~ b7 —2 LD DHCP — 5 1P 7 RLAZEELET,

DA H— 714}72@%}%#6?/\:1 BHa Ea =200 IP T RLUAICER T
H5E91Z, FIDICEID B THNTWDHIP T RLARAZRETHLENH D £,

Management 1/1 1P 7 RV A%2T 7 4 /L MInHAEBR L, HIIP 7 L AZRET D MR
bOGEIE, BHarYa—Feary Yy —LR— M —7 VR T20ELH Y 7,
[ (fEE) CLITO®EER Yy FU—IREDEHL (15~—2) | 2R LTIV,
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B 7« xommEEA

#%C, oL F—T 2 A AL FDM BT 7 v A 2R ETEET, [FDM 27 (X2
L—yay A R 28 LTLTEE0,

ATy T2 ARy NT—27 % Bthernet 1/1 £ 2 —7 =4 A (5L [WAN] ) ([ZHkLE T,

T 74/ N T, IPT KL R ILIPvADHCPAFE L CTHUS L 928, WIHERERFCEHIT N1
AHBETEET,

ATFYT3 BODA L E—T =2 A RO FR Yy NT— 7 8 LET,

FINA ADEFERHEA

BIRAA v FIE, Vv —YOEROEBRES 22—V 1OEICHY FF., ZHIIT AT LA~DTE
WEHES 5 NIV AL v FTT, BRAA T RALZ AN DOMEIZHHGEIX. 3.3VO
AL N ERAL=y NOBNEBIFREY 2—ANnbAMEEN., RVOEERIIF 72K F
T AA v TFNE U ONBIZHDEEIT. 12V OTEBRNA AR, AT ANER L £
7

458 HHEIIZ

TNA AR L TREEOESWENZMET 2 Z ENEETT (2 21X, BEEEREE
(UPS) #fM) . BAHIDOY v v NE T U E{TDIRWTEIR KDDL, BERET7 7 ALY
AT LOEGESIEE ZTARERH Y £T, Ny 7 T 7 RTIEIFEIZZED T v ANE
ITENTWT, BhNkbnb e, VAT LB T L—ATNT vy NE T TEER A,

FIE

ATYT1 ERI—-PFET /A AT L, ER=ar MOERLET,
RTYT2 THAAZAOHEEZH 2ERAA v F a2 LET,

ATV T3 TS ADHTEIZH D PWRLED R L E£3, FEAIET L TWAEAIT., T35 ADER
MA->TWET,
SYS LED

e,
PEERAEREREREEEAERERE®
e s

E

= = = e B
= B RS

f
PWR LED

ATy T4 T ZAOHTEIZH D SYSLED ZHER L £ 9, MAICAT L TWDHEAIL, BIRKEARDZE
AL TWET,
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| FDM %8 L #= Firepower Threat Defense ) &R

B cucogEry r7—s8EnzE

GE)  BFREAA v TFE A TOMBIZEHNTHENC, AT AN L —2A T )Ly y NET U E
FITTEDH LT shutdown 2~ REMHLET, & TT5FETITE»NH5HE
BHEVET, JLb—RATN Yy N TUBRETTHE, T2 Y —/WIES <IcERA
T HLEaTTEFRRENET, AIEARLOF VRS —H B —a  LED 2SN RAT L.
VAT LADEREATICTHERNTE VWD EERLET, T, A vF %
FT7 ONEICBETE DL D270 £ Lz, Bif/ SR/ PWR LED A3 I 5Lk
L. T LEJ, PWRLED BN5E2&ICA 712725 £ TEREZ N2 NTL IZE 0,

25O shutdown =~ > ROFHOFEMICHOWTIE, [FX0Sav 747 L—v g v
HA K] #2BL T EE,

(FE) CUTOEEXRY FT—IJREDNDEE

TI7HNVEDIPT RLRAZEHTERWES (X T M RAZBFEORy NU—27(C
BT 254) . 2 Y —LFR— MIEHRELT, CLITY#Hty N7 v (EHEIPT KL A,
F=r T xA, BEOZOMOIEARR Y hU =7 REDIRERE) #FEITTEET, EHA
H—T 2 ADIEFRETEET, WA v H—T = ARHEA V F—T = A ATRETE
FHA, INHIFETGUI 2L CRETE £,

G¥)

ATvT1

REZZ7 VT (T2 2F A A—VEBERTLZLI2LY) LARWnrEY, CLIty h7 v
TAZ YT N iRTZEIETEERA, ZEL, ZNHORETTUE, %25 CLIT
configurenetwork =~ > R&EfEH L TEETEES, FIDOa~<w 2 R 77 LU 22 L T
<&,

FIE

FTD = > Y — /bR — MR LE 9, fBMic oW Tid, FTD B8 L OFXOS CLI ~D7 7 & A
91 =) BZHRLTLIEEN,

admin = —H & F 7 4L k32T — RO Adminl23 # L Tre 71 LET,

FXOSCLIICHEGE LET, fldbTur s A Li-bx, RRAUV—FE2EETLILIRODONET,
TDONRAT—RiZ, SSHOFID 2 7' A ANZ b INET,

(B AHNRAUY=FBRTTIRERSNTOT, NRAT=RFRDOPLRVERIE, T/( 22 F
AA=VLTHRRAT—=RET 74NV MUY hTHALERHY T, A A—
{EDOFNAUZSTlE,  [FXOS troubleshooting guide] #ZH L T 72X\,

51

firepower login: admin
Password: Adminl23
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B &® wcossty ro—s8EozE

ATy T2

ATvT3

Successful login attempts for user 'admin' :

[...]

Hello admin. You must change your password.

Enter new password: ***kkkk*
Confirm new password: **xkkxkk*
Your password was updated successfully.

[...1]

firepower#

FTD CLI IZ#868 L £4,
connect ftd
51

firepower# connect ftd
>

FDM % {3 L 7= Firepower Threat Defense DB |

FIDIZH®HTr A 35hHE, =2 Ra—F 7 4t 2Z/E (EULA) (ZRIET D X ok
OOENET, FO%, CLITy bT v 7 RA7 V7T IBRFRRENET,

T 7 AV MEFETIILENCA S Lis@ns B v aNicFzrSnE 3, URICAD LIZfEEZ 0 F

FHEHT %A1, Enter ZH L E 9,
WDOHA RTA BB LTLIZEN,

[EHA A =T 2 ADIPVEAT 7 H NV =T = A Z AJI L £ T (Enterthe IPv4 default
gateway for the management interface) |: T8 IP 7 N L A &% E L= HE 13,
ldata-interfaces] F721X7 =V =A L—HDIP T FLAOWTNNnE AT LET,
data-interfaces 5% €95 &, 7TV MUV REB NI 7 4 v 7By 7 7 L—fRHT
EEEN, T—HAH =T oA APRKTLET, ZORTIE, AV F—F v MNIT 7 &
ATEXLEBOEE LR Y NU—T NRWGARICELHE T, BHA X —T A ANBIE
BENDRNT 74w 7100F, A X=Xy NT IV BRAEVLBELTHITA B ABGRET —
A R—ADHEH NG TN E T, data-interfaces #EHT 254, BEH X v NU— 7 ICHEEE
Pefot L CWOAUZE LA > % —7 = ATFDM (F721%SSH) #5| ki AT 923,
RREDX Y NU—27 F£73ARA o U E— MEHEOLEIX, configurenetwork static-routes
avwy REMALTHIL— 2B 50ERHY ET, T—F A F—T = ATD
FDM ZEL, ZOREOHEBELZ T RN LICEE LT Z SV, DHCP 23 54
B VAT AIEDHCP IZ Lo Tk a6/ — b= A 2 LE9, DHCP 235 — b
VA R LW AIE. T — Ny 7 A Yy KE LT data-interfaces Z L £

‘aﬁo

Ry PU—ZIGEHRNER SN HE IS LB/ Y £9° (If your networking

information has changed, you will need to reconnect) ] : SSH T7 7 4/ h®D IP 7 K L ATz
FLTWDLDIZ, Uity b7 v 7 TEDOIP T RLAZERT 5 & B bl SivE
To BLWIPT RLRALANAT— RTHER L TS, a vy — UG L%

TEEA
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m~ons 1> [

[TNA A — NV TEE L E7 ) (Manage the device locally?) ]: CDO %7213 FDM %
FEAT2ITIE[E (yes) ] AT LET, W Z (o) JEIRZDE, T/ ADEH
(ZIZFMC 2925 Z & 1270 97,

1 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

AT T4 FHULWVEHIP Y RLATFDMIZE /A LTLEEN,

FDM~DOO4Y5 A >

FDMIcu 74 > LCFID #RELE T,

18 BRI
« Firefox, Chrome, Safari, Edge. & 7213 Internet Explorer D/ N— a &2 H L £,

FIE

AT Tl 77RO URL #A S LET,

« NES (A —H 3> b 1/2) : https://192.168.1.1,
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B ossc0xT

« (6.6 LK) &EE : https://management_ip, EPEA > ¥ —7 = A ALIDHCPZ 747 . h T
HHTH, IPT FLUAEDHCP H— N2k > THEARY £3, CLI® Y N7 v 7 TEHIP
T RUVREEE LG EIE. £OT RLAEZ AT LET,

« (6.5 LAFT) &L : https://192.168.45.45, CLIt > F7 v 7 CEHIP 7 KL AZ AR L7z

BlE, FOT RLAEZ AT LET,

ATFw T2 2—%4 admin, T 74/ AU — R Adminl23 #fEALTr A4 > LET,

RDHRY
*FDMty h7 v 74— REFITLET, MIHEEDTET (718 X—) &ML TL
f;éb\o

=JL == =
HEEREDTT

VIR EE T T T DI, RPUIFDM e /A o Lz &y v T v 7 v 4P — K&

LET, By T v 7 U4 F—=ROETH, W ODOREARRY O — il U E S AL7-HE6E

LTV T A ABLETT,

« #ME5 (Ethernetl/1) 3B X OWHEA > % —7 =1 A (Ethernetl/2) .
cHE A v F—T 2 A AN F—T 2 AD X2 VT 4 —
s WEBINBANITA~DTXTDO N T 7 4 v 7 ZEHETHT 7 A L—)L,

s NEED BN A~DTXTD N T T 4 v 7 BNA A —T = ADIP T KL ADEA D
N— F~EH A DA X —T =21 ANAT L—/1,

s NEfA v H— 7 = A ATHEITZIL TV D DHCP $—3,

\}

GE) (f£E) CLI TOEFRy hU—ZREDEFT (75 2—) OFIEEFTLEZHEIXZ. Zh
HDH AT DO, BARRNITEHE RSA T — FOET, BLUOSERA v 2 — 714x&£ﬂ

AB—=T 2 A ADHFRENT TIZET LTWDIET TY,

FIE

TUR P SRR ELFEATRE L, HHEESATV—REEETL LR L
nE7,
BATT DL, ZhOOFIEEZETTHHERH Y £T,

&M
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| FDM %8 L #= Firepower Threat Defense ) &R

agsazoxT [

ATYT2 WA v H—T 2 A ABLOEHA VX —T 2 AR L TROAF T > a U EREL, R~

ATvT3

ATy T4

(Next) 1227 VU7 LET,

GE) [k~ (Next) 127 Vw7 35E, RENT A AERINET, 0¥ —T =1
ADLENE [958 & 720, Toutside zone] X = VT 4V —IZBMENET,
REMWMNPIELWZ & 2R LET,

a) [IMNEA > Z—7 A A (Outside Interface) |: ZAuE, 7F'— hv oA N—XIZHHRidT D70
HOT—H R— L TT, T, ZAOYMHERFHBIDOINA v H—T = A AZRIRNT 5 2
LIETEFERA, BYIDOT =X A B2 —T 2 A ANT 74V NOINERA o H—T =2 A AT
R

[IPv4D%E (Configure IPv4) ]: #MiA > #—7 = A AHD IPv4 7 KL A7, DHCP %
T2, FRETTEHTAYT A7 IPT RLA, 7Ry b~RA7 BIOF—h
VA B ANNTEET, 47 (Off) [ZEIRL T, IPV4T RLAZHE LR EV D IR
KbV ET, By b7 v 7Y 4P — RZHEH L TPPPOEZGHET D Z LILTEEH A,
AU B =T 2 A ANDSLET A, 7F—TI/VET A, FTZIXISP ~OMOBEGIZHEE S 11T
BY, ISPAPPPoE ZfH L TIP 7 R AZ#A L TV DHA X, PPPoE B EIZ R D5
ARHVET, V4P — FOETHIZPPPoE #RETXET,

[IPv6 D% E (Configure IPV6) ]: #MEA v ¥ —7 = A A D IPv6 7 KL AT7, DHCP %
T 50, EREFFHTRAYT 4 v/ IPT LA, FLT7 4 w7 A BEOSF—hU=
AZANNTEET, 47 (Off) 1ZBIRL T, IPv6 7 RLAZHE LR E WD BT L
HoET,

b) [BEA 42 —T x4 R (Management Interface) |

[DNS#—/% (DNS Servers) |: A7 ADOEHT KL AHOD DNS H—/3, £ FifiERHIC 1
DLLED DNS —"D7 R 22 AT LET, 7 74/ hE OpenDNS /37 V 7 DNS
P—NTF, T4 =V REREL., 774/ MIELZWEAIEL, [OpenDNSZ £ (Use
OpenDNS) %227 Vw7 325L, 74— )L NIZHEERIPT FLARY B —RINET,

[Z7 AT V4= A R4 (FirewallHostname) ]: AT LADEHT RLADKA N4 T
hd‘o

VAT AR EBGE L, IR~ (Next) 1227V w7 LET,

a) [#A LY —2 (TimeZone) ]: VAT LDHA LV — 2 ZBINLET,

b) [NTP# A L#—,3 (NTP Time Server) ]: 7 7 4/ h®D NTP — & HT 50, AL
TWANTPH— DT RLAZFETANT 20ERIRLET, Ny 77 v 7HIZERED
P REBENTEET,

EE) VATLDAS—hFIA BV AERELET,

Firepower Threat Defense 7 /S A A& AT 5 &, BEWNICHEART Mo ARFWTEES,

RTOBMTA B AFA T a0 TT,

A= IA B ADT IO N L, VAT ARKELETHITA B A%EHAT HLE

BHYET, BUIZ90 HEOFHMG T A B A &FH L, B TA—F T4V AERETX

i‘j‘o
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FDM % {3 L 7= Firepower Threat Defense DB |
B s e xome

TNA AT SBET DX, V27 %27 Y v 7 LT Smart Software Manager D7 7 7 > |k
W7 A LET, 748 A0ORE (80 X—) ZZML T LI,

P T A 2 A BT DI, EEETT1290 H ORI 2 BA469 5 (Start90 day evaluation
period without registration) | %&£ 7,

(F) THAAAZCDOWAVR—=RTLTERDLGH. T RAEF U AR—RFT5ET
ISRl 7 A B A& M35 2 & A HELE L £9°, Smart Software Manager (25 #k 3 5
BIMDZ A & AlE, CDO A A— F L THEEET 2 AN B RAEER T 2 L2013 5
DES,

ATv 75 [#T (Finish) |27V v 7 LET,

RDEZRY

Ml T A B AR EmEERATH L TEETA, FDM 2HH L TV A EE1ET
A AEBGFEL, T4 B RAERETAZLE2BED LET, 2B2RLTLEINVTI A
AZDOFE (80 X—) |

e TNRA A% CDOICAVAR—FRT B2 TEET, TOHEAIT., A FR— FEIZT A
2B L TIA B AZEETI2HLERHY £3, CDO ~DT /A ZADF L HR—F (
46 ~—) L TLIZEW,

*FDM Z i L CT /A 2R &R ETHZ & b T& £ 7, Firepower Device Manager CD7 /3
A ZADRE (86 X—) ZZMLTIZEN,

- -~ =JL ==

G4 ADETE
FID IZ. A4 B ADEABINRT A B XA P— L O—T&EEAIREICTH I A2 Av— |
VI NI xT SA BT EFERLET,

vy — VBRI D &, License Authority |2 X > T 3% —3 & License Authority ] 0315 (2 ff
MENn2 IDFEAERRITSNET, Elo, WORERT I Y My y—2RED HTHR
e

ERIFA B AFTABNCEENET, A—F T4 ATIE, FEEALTOHRWEGO
HEHEA i Fl T & £ 9, Cisco Smart Software Manager |2 86%9 25 &, T <ICT7A4 U ADMH%
BRtACEET, Flo, BTIA BV AZWMATLZ LB TEET, ZHUTL - T, HaEDEH
BLOMEHNAREICZRY | BEEOEBICL DBIEN 2L D ET, KOTA B AZHERL
TLIEEY,

B X274 A7 VT x R L Cisco Firepower DKL IPS
W T kS y MU= T ORER~ LY = T (AMP)
*sURL : URL 7 4 V& Y v F

* RA VPN : AnyConnect Plus, AnyConnect Apex, & 7-I% AnyConnect VPN B,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



FDM % {& /i L 1= Firepower Threat Defense O &R
sttvzoiz |

VAT AEDTA BV TOFHMIOWTIE, [FDM a2y 747 b—ay A4 K] 258
LTL7ZE&EW,

1R BRI

» Cisco Smart Software Manager (2~ A X — 7T 7> hEFHE T,

EET T RN ERBRLTRVWERIF, 20V 2727y LTHLWT Aoy M
v b7 v 7L TLE &V, Smart Software Manager ClE, ##kO~A X — 7o b &
ERCTE £7,

s (a7 IAT AT I T EER L CaAMEESND) #EAHEHAT I, ZHHO
VAaAZAw— KV T NI 2T TA R T T NTIRIeH 5 (3DES/AES)
FTABVAEFHTEALENRDY 7,

FIE

ATV BEVWOR—K TA4® VT TATY NI, WEBERIABUVAREENTND I L 2k
LT EENY,

FA B AT VA IETLIBGEREEN ST AN AZEA LB, A — Y7 by =T
TARL T TAT MY 7 SRTWES, 22l BETIA v AE2BNT 5538
MBI HYEIE, Cisco Commerce Workspace C [Hifh & Y U 2 —3 a D% (Find Products and
Solutions) MR ~7 4 —/V REHEHLET, KOT AL APID 2B LET,

R27: 54 o AEER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Sclutions

GE)  PID BNHEOMLRWEEIE, HEXZTECTPID ZEMTE £,

BB, T =T | BEUURL 7 A 2 AOMAE DY
- L-FPR2110T-TMC=
» L-FPR2120T-TMC=
« L-FPR2130T-TMC=
» L-FPR2140T-TMC=
EFROPID DWF RN EELISEIMNT 5 & ROV A PIDISHIET 2 M~ — 2D
VTRV T a UEBRTEET,
« L-FPR2110T-TMC-1Y
« L-FPR2110T-TMC-3Y
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

FDM % {3 L 7= Firepower Threat Defense DB |
AV ADEE

* L-FPR2110T-TMC-5Y
* L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y
* L-FPR2130T-TMC-3Y
* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y
* L-FPR2140T-TMC-5Y

*RA VPN : [Cisco AnyConnect Ordering Guide] ZZ M L T 72X\,

AT 72 Smart Software Manager T, Z DT /A AZBINT BT o NOBERN—27 U EFRL
Tavr—LET,

a) [A>_X> kU (Inventory) 127V > LET,
Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Notification Satellites Activity

b) [&M% (General) | ¥ 7 C., [HiFh—2 > (NewToken) | %7V v 7 LET,
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B&k h—72 > &Z1ER (CreateRegistration Token) |44 7 0 /Ry 7 AT, L FOREME
AL THSE [ b—2 »%{ERL (Create Token) 1 %7 U 27 LET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing

I FDM % {& i L 7= Firepower Threat Defense O &

ssevzngz |

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the vaiue between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

« [BA (Description) ]
s (IR (Expire After) ] : #E5EEIL 30 H T,

[Z2D b= TGRS LB Tl A PR RE 25T 9% (Allow export-controlled
functionality on the products registered with this token) | : @R S{LFFAI S LTV S

ORI 2 T IAT AT I T EGNLET,
k=27 3 A v _v MicBEmEnE7,

d)
7 AERE,

X 28: k—% > DFRR

General Licenses Product Instances Event Log

Virtual Account

Description:

Default Virtual Account: No

Product Instance Registration Tokens
The registration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date Description Export-Controlled

M]MaZJIhYTITZGOflOSOOYjKZL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed

K29: k—Y vDaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

Create Token Cancel

b= OEMCHDRANT A2 %27 ) 27 LT[h—2 > (Token) | XA T RIHRY
f—27oID%7YyFR—RIZabt™—T&x5L 9512 LET, FTD OBEN

VB L EICHOFIETHERAT A0, 2O M7 28 LTRBEET,

Created By

Actions

Actions ~

Cisco Firepower 2100 R 2 — +7 v THA K .




FDM % {3 L 7= Firepower Threat Defense DB |

B st ozozx

ATv7F3 FDM C, [T/AM R (Device) | %7 Vw7 L, [AR—F 5422 XHE (Smart License
summary) ] ® [BREDERR (View Configuration) 1227 U v 27 L£,

[A<~—]F T4 A (SmartLicense) | X—TNERRINET,
ATV T8 [T AD% Gk (Register Device) | %7 UV v 7 LET,

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

6 9 9 O REGISTER DEVICE
days left.

WIZ, [A~— K T4 B AD%KE,E (Smart License Registration) | %4 7 1 77K v 7 ADIF/RIC
WoT. b= THED AT £,

Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

.2 On your assigned virtual account, under “General tab”, click on “New Token”
| to create token.

Copy the token and paste it here:

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v

(5) Cisco Success Network

Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware
of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

[l Cisco Firepower 2100 2 4 — + 7 v FH 4 K



I FDM % {& i L 7= Firepower Threat Defense O &

ssevzngz |

ATY TS [T/34 AD%4% (Register Device) | %27 U v 7 LET,

[A~— ]k FA4 A (SmartLicense) | X— VIR £7°, 731 ZAEEEHITKRD A vE—
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TN APIEFIORER S, N—VREHFIND L, ROE I ITFKRSNET,

Device Summary

Smart License

CONNECTED
SUFFICIENT LICENSE

Last sync: 10 Jul 2019 11:39 AM o
Next sync: 10 Jul 2019 11:49 AM

ATv 76 LELUT, TRENOLT v ay T4 A0 [FiMb/8eh{t (Enable/Disable) ] 22> b
a—nLx7 0y s LET,

SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: @. Intrusion Policy

URL License

ENABLE

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

Includes: URL Reputation

This License allows you to perform Cisco Advanced Malware Protection (AMP) with AMP for
Firepower and AMP Threat Grid. You must have this license to apply file policies that detect
and block malware in files transmitted over your network.

Includes: D. File Policy

RA VPN License

Type PLUS v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Firepower Device Manager does not support any of the advanced features covered by the
Apex license.

Includes: RA-VPN

* [%h1t (Enable) ] : Cisco Smart Software Manager 7 7 7 > MNMI T A & A& EL, HIH
SNTHERENAENCRVET, FA B AL o THIEENDIRY > —%2REL., BET

TET

o [k (Disable) ] : CiscoSmart Software Manager 77 7 7 > kD T A & 2 A Z B Gk fiRhr L .
A S AU RERE N ERNIZ 72 0 £, HLWRY U —DEREDRTE S, T ORELZ T %

RYT—DREAS TEEEA,

*RAVPN 7 A B AZGM LIZGAEIE, AT 48 20X A7 ([Plus]. [Apex].
[VPN B4 (VPN Only) ]. 720X [Plus & Apex (Plusand Apex) ] Zi®IR L £,

Cisco Firepower2100 22— +7 v T4 K [}



FDM % {3 L 7= Firepower Threat Defense DB |
. Firepower Device Manager T 7 /31 X DEXTE

Wl PLUS ~ DISABLE

VPN ONLY

PLUS

sle remo that
dvanced BREX the

APEX AND PLUS

e BT HE, THIY METFA B AR ITN— V% T 5 LTI RO IEUERL
Ayb—UNFREINET,

Device Summary

Smart License

LICENSE ISSUE Last sync: 10 Jul 2019 11
OUT OF COMPLIANCE Next sync: 10 Jul

There is no available license for the device. Licensed features con

GO TO LICENSE MANAGER Need help?

tinue to work. However, you must either purchase or free up additional licenses to be in compliance

AT TT HERe vy 727 RSN [ OFRS (Resync Connection) ] % 3R L C, Cisco Smart
Software Manager & 7 1 & > AfE# & A S & %9,

Go to Cloud Services
Resync connection

Unregister Device

=JL =

Firepower Device Manager CTD 7 /31 A DEXE

WOFNETIL, IBIEREOREOMELZFA L E4, SFEICOWTEMRIEREEFZRT S
X, RX=VDO~NNTHRE (?) BIY I LTLIEEN,

FIE

ATV TN MDA ¥ —T = 4 ATHEBREET DHE1E, [T /34 A (Device) |ZRIRLC[A ¥ —T =
A A (Interfaces) | DWED Y > 27 %7V v LET,

BB —T 2 A ZADMET A3y (@) %70 9/ LTE—REREL, IPT7 FLARY
DHREETEFZ LFET,

WOFITIT, Web P — "2 DT Y w77 7B ARRERGEELAICE TS [FEEHE ] (DMZ)
ELTHRTA20D0A X —T =4 AR LET, 2T LIS IR (Save) 1227 U w7
L‘i‘é—o
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I FDM % {& i L 7= Firepower Threat Defense O &

ATy T2

ATvT3

Firepower Device Manager T 7 /31 X DERFE .

30: 4058 —7 14 ADHRE

Edit Physical Interface

Interface Name Status
o @©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static ot

IP Address and Subnet Mask

192.168.6.1 ! 24

LA H—T 2 AT HEEIE. [ 7Y =27 b (Objects) [ZFIRL., BRI H[E
X = U7 ¢ —> (Security Zones) | Z#IR L 7,

MEETIIMLEIS U TH LW — AERRLE T, A X —T = ATIERL, BEFX=2V

T4 =TSN TRY V—E R T B, KA A —T oA AT =B LTSN
ERHVEST, A X —T oA AEERT HEE. VI F—T oA A% E ZEILT
XFHA, 20D, LA E—T oA ZAEER LR, TREEGEOA L X —T A A
DEMEEFR LIF-BIZITEICY — A7) NERETHLERHD 1,

OB TIL, DMZA v A —T =2 A ADT=DIZH LWDMZ Y — B ERT B EEZ R LET,
E31:txa )70 J—2AFITTzH b+

Add Security Zone

Name

dmz-zone

Description

Interfaces

+

(] dmz

W2 A4 7> FTDHCP 2l L TF /8 2B IP 7 FLAZEET5BE81E. [T/AM1 R
(Device) 1> [V AT LEE (System Settings) ] > [DHCPH—/\ (DHCP Server) | # R L
THh5, [DHCPY—/\ (DHCP Servers) | # 7 & &I L £7°,

Cisco Firepower2100 22— +7 v T4 K [}



FDM % {3 L 7= Firepower Threat Defense DB |

. Firepower Device Manager T 7 /31 X DEXTE

ATvT4

TTICHE A v 2 —T7 = A ZARITHERR SN TWD DHCP — "3 0 £33, 7 FLx F—
NERELEY ., ZNEHRLEZV TN TEEd, MONEA v 2 —7 = A &Rk L
BHEIE. TnbDA X —T7 2 A A EICDHCP Y — &2ty b7 v 7T 50N T — KT
T, [H1 &7V w7 LTENEHA v X —T 2 A ADY—NET RUATS—)LEER L ET,

[#%5Kk (Configuration) | ¥ 7 T2 74 7 > Mt Ziud WINS B L UNDNS D U A k Z a4
TAHZLELTEET, ROFITIEZ, 7 LA 77—/ 192.168.4.50 ~ 192.168.4.240 T inside2
A B —T x4 ALEODHCP 4 —RERETDHHEEZRLTVET,

32: DHCP H— /N

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

[7/34 A (Device) ] #ZIR L Th D, b—T 1> 7 (Routing) ] 7/ /N—7"T [%EDHER
(View Configuration) | (E72IL[AID AKX T 4 v 7 — hZVERK (Create First Static Route) )
IV L, T4 —REMERLET,

T 7 A b b— MEIEE, INRA B —T oA RUSINFET DT v A MY — A E ISP
N—HERLTOET, T 74/ FO IPv4 L— MIEED ipvd (0.0.0.0/0) . T 7 4/ bD

IPv6 /L — MIFEED ipve (::0/0) T, HHTDIP A= g Tl — MafEliLEd,

A B —T 2 ADT KL ADORMEZ DHCP 2+ 254, LERT 74V k L— |k
ETTICE>T0WHZERnH Y £9,

(F) ZOXR=VTEELIZNAV—NME, T2 A F =T A AHDOHTT, EFHA L HF—
Tz A AT ELEYA, [T/NM R (Device) 1> [V AT LRE (System
Settings) | > [EHA % —7 x4 X (Management Interface) | CHFL/ —h 7 = A
ERELET,

KON, IPv& DT 74 b V—FarmLET, ZOFITIE, isp7—F7=AI1XISP 7 — b
TxADIPT RLAE#ITEHY NT—2 A7V xs hTT (T RLUAIZISP 25 HfST
HVENRHY ET) . [F— bAoA (Gateway) | D FEED [H LW Ry b T —7 Z{EKT D
(Create New Network) | Ka vy 7# o VA &7 ) v 7 LTCZOAT V=7 NEERT 5
DemTEET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
88



| FDM %8 L #= Firepower Threat Defense ) &R
Firepower Device Manager T 7 /31 X DERFE .

B 33: 774 MIL—F

Add Static Route

Protocol

@ 1Pva O mve

Gateway

isp-gateway

Interface

outside

Metric

1

Networks

:.CJ any-ipvd

ATv 75 AU — (Policies) | #BINLTHy hTV—2rDEX2 VT RN —%HRLET,

FNRAA VY T v 7 74P —FRit, WY — 0By — OO T 7 4y 7 7a—%
B LET, £, AMBA v F—T = A AZHERTLHEI, B4 0 F—T A RIHKHT D
AV B =Tz A ANAT bANILET, HILWA v F—T oA AR LTEHAETH, NE
V= ATV MGENT ABEIEFNHICT 7 A HHEL— N BEEEH S E T,

72120, BEROWNEHA V¥ —T =2 A AR DEEIL. WY —V o NE —r~D T 7 4 >
77 —%dFRT 5T 7 AL — A BMETT, ot U T 40 = EBINTA5E
X, #N6DS—2EDNT T 4 v 7 BHFATHL—INMNETT, I HIIRIEROEEIC
AL/ = I

IHIC, MBENLE LT AREREG LD, FOMORY) —%2FELT, BIF—E2D
A, NATB X7 78 A L— L2 HFRETEET, RORY O —2RETXET,

« [SSL# % (SSLDecryption) ]: BA, ¥/ 7 =772 EIZOWTH S S - #f: (HTTPS
728 ERET LA, BERAE LT OLNERH Y £3, FOBRAE ST D LER
LM EHIWTT HITIESSLE SR Y —Z2 A LET, AT Lk, MAERICHR 4« B
L ET,

[TAT T 4T 4 (dentity) |: fHx D2—WZxy NT—2 T I T 4 ©F ¢ BT

L. FREa—VERIZ2—T TN —T DAL NR—y SISy NT—T T
T AZHIET HEEIE, BEDY —A P 7 R L AZEEM T STV D 2 —H & HEd
DIDIZTAT T 4T 4 R —%FEHLET,

[BEX=2 VT 4 AT Y T A (Security Intelligence) |: 77 v 7 U A MERIEHD 1P
7 RUAEZIT URL OB 212 B Ry 795100, X2 )74 AT V=
ZRY =% LET, BBMORERYA b7 T v 7 U2 MOBRERTE, 771X
Ay hr— R —TENLEZEET DMENRL 2D £7, CiscoTiE, BX=2U T o
AT VY2V ADT Ty 7 U A NBBICETSND L5, BEMORERT RLAL
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FDM % {3 L 7= Firepower Threat Defense DB |

. Firepower Device Manager T 7/\ 1 X DX E

URLDOEME T 7 + — P&t L CnEd, 70— F&il+5L, 79927 U A FDH
HZBMEITHIRT 272D Y — %2R T 20BN H Y FH A,

*[NAT] (Ry FU—27 T RLRAZEH) NPT RLAZIRONL—T ¢ 7 W[RER T R
U AT D12 DIC NAT R Y — & L £,

o [7 7 &AMl (AccessControl) ]: F > hU—7 ECHFA[T HEEHOIEICT 78 A a2
ra— AR —2FHLET, EX=2VT 40 V=2 IPT RLVR, u hat, Fm—
N, 77V —vay, URL, 2=V E7F2—F I N —FI K> TT7 4 VA TE F
T, o, 77 BRAHIEAL—NVEHEH L TRASTZ 740 (w0 =7) AU —%iEH
LEd, ZORY v —%FHALTCURL 74 VH U 7 ZFEELET,

s [{2 A (Intrusion) ]: BARY —ZHEH LT, BERMOEREZRE L £, 7 7 & A4
N—NVEFEHLTRARY —Z@EALETH, RARY —%HE L TREDR AL —
VBRI H N F 13N cx F9,

WROBEITIE, 727 B AHBERY > —THEY — & DMZ V=0 DD N7 4 v 7 A+
LHHEERLET, ZORITE, [BOHR% T (At End of Connection) | 23EER 4L TV 55
A, [BX 7 (Logging) | 2BV THOWTNOX 7 THL AT a VTR ESHEE A,

K34: 79X arrO—)LKRYo—

Add Access Rule

Order Title Action
2w Inside_DMZ B slow v

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones +  Metworks +*  Pos +  Zones *  Networks *  Pons/Protocols +
g inside_zone B dmz-zone

ATYT6 [T/34 A (Device) ] R L THh 5, [EH (Updates) ] 7 /L—7 T [EEDFE R (View
Configuration) 1% 27 Vw7 L, VAT LT —HARXR—AQEHFAT V2 — NV ERELET,

BARY —%2H L TWDHEAIE, L—/LE VDB DF — X RX— 2 Z EHR R TH 2% E L
EFT, EX2 VT4 ERT7 4 — REFEHTLIHEE. TNOOEHAT Va2 — L EHELE
T, —EHEHEL L TEX 2V T 4R Y U CHIB BB R A ERT 2581, 07T —Z—
ADEEFAT Y 2 — N EHELET,

ATy TT1 A=a—0O[EA (Deploy) | R¥ %27V v 7L, [T <HEATD (Deploy Now) ] HRH

ot
(0) 2200 LT, BENEET A ACEHLET,
EHIE, D EEIT 5 E TF A ATHMARD £ A,
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| FDM %8 L #= Firepower Threat Defense ) &R

D 5&UM0SCL~D7 2 [

RDBERY

e TNRA A& CDO AV AR—=RTAHZLENTEET, TOHE/IE. A R—=FRITT A
2EBGLTIA B RAERETH2HLERNHY £9, CDO ~DT A ADA L E—F (
46 X—) EHBLTLIEIV,

FID XU XOSCLIADT7 U X

\}

a<v R4 A F—T x4 A (CLI) ZH LTIV RAT 2Dy N7 v 72T, AR
RYATFAD NG TN a—F 4 T5T0ET, CLITyarnbRY —5HETHD
LITTEERA, CLIIKIE, v Y=L R— R NIEEHGELTT 72 TEET,

KNS TN a—TFT 4 7DEDIZ, FXOSCLIICT 7 EBATAHAZ Ly TEXET,

GE)

&M

F7703. FIDTF A, ZADEBA X —T oA AT SSH T CTxF 4, a2V —nLtvyia
VEIIRRY, SSHE v g T 7 4L FTFTIDCLLIZZR Y . connect fxos =2~ > R & {# H
LC% FXOSCLIICIFBEfE CE £ A, SSHERH DA » Z—7 =4 ZZANTW LGS, %
TT—4 A Z =Tz A A LOT RLRIZEHRTEET, 7T—HF A F—T A A~D SSH
T RAXT 7 AV N TENZ o TWET, TOFIETIE, 774/ N TFXOSCLI 725
V= A R— T I ERZOWTEHALET,

FIE

CLIiZr 7 A >3 5I12iF, BHavEa—FE2ar Y —/LAR— MR LET, Firepower2100
IZIEDB-9toRI-45 ' U 7 )V r—T Mg L T b7, BT 570123 — K R—F ¢
DY TN toUSB 7 — TR METT, THEHOAXL—TF 4 7T AT KINET: USB
SUTNARIANRELTA LA =L LTLEIN [, 2>V —LR— MIF 7 4/ kTFXO0S
CLILIZZ2 W F9, WOV U TIVEEEMHEHLET,

* 9600 R —
87 —HF v b
e NRUT 4721
1AMy 7 EY R

FXOSCLIIZ¥EE L £ 9, =—H 4 admin &, Wl v b7 v FHRIERE L2/ A U — K& ff
ILCCLIicueZ A4 > LET (F7 4/ bk Adminl23)

i

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
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FDM % {3 L 7= Firepower Threat Defense DB |

B ovzgmLEF A 20BEL S

ATy T2

ATvT3

firepower#

FIDCLLIZT 7 AL,

connect ftd

1 :

firepower# connect ftd
>

77 A %I, CLI CHEHTFTRERR 2~ > ROIEFMZ MR T 2121, hep 721X 2?2 AL E
T, M FAEOFEMIZ OV TIX,  [Cisco Firepower Threat Defense Command Referencel] &M L
TLIEEW,

FTD CLI ##4& T3 512i%, exit £7-i% logout 2~ RE AN LET,

o< RIZkY, FXOSCLI 7r > 7 MIFEY £4., FXOS CLI TEHAF R a2~ RO
AR T DI, 22 A LET,

1

> exit
firepower#

FDM ZERA L =T /N1 ADEIRA 2

ATy T

FDM 2 L Co AT AE WUy vy hE T TEET,

FIE

(65 LK) FDM 2L TCT A A& v v AT LET,
GE) 6.4 LIRTO#A1E. FDM CLI T shutdown =< > REZ AN LET,
a) [T/3% A (Device) |27 VU7 L, [VATLERE (System Settings) | > [Bi2E/ >+ v

F# > (Reboot/Shutdown) | V> 27 %27V v 7 LET,
b) [Y > h¥ DY (ShutDown) %7V v LET,

AFw T2 BFLED AT —Z ALED #BIE L T, v —YOBENIMENTWDLZ L 2R LET

(LED 23¥H4T) &

ATYT3 vy —vOBEBRENEFICOW SN0, RBEIISUTERY 7 7 2HKE, v — v bWEH

WCEREZR AT LB TEET,
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| FDM %8 L #= Firepower Threat Defense ) &R
zozx7y7 ||

. — o
RDRT YD
FTD 7 /31 ADRE%#HATT HI21E. CiscoFirepower K¥ = A > F —E TBHEWVWO Y 7 h U=
TNR—=VardD~v=aT7 VESHRL T TEE,

FDM O FIZEE9 2 #EMic >\ TlE,  [Cisco Firepower Threat Defense Configuration Guide for
Firepower Device Manager] #Z ML T 7Z2& 0,
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B,
=% =R

FMC % {# F8 L 7- Firepower Threat Defense ®
&

CDEORREE

Z OETIL, Firepower Threat Defense (FTD) D#IHIREE D FE47T J5715% I N Firepower Management
Center (FMC) ~DT /A ZDBEFFECHOWTHHALET, KPRy b U —27 O—figiy7e
WMATIE, BHOEHEANGT NA ANy NT—T BT A NMIA VA R—NVEINET, &7
NAZE, NF T4y 7 2, R B B3ROSO LT, BEEFMCICHE LE7T., FMC
L, P—EROEB, S, VIR— b NDX AT EFRITTEDL Web A VX —7 = A A% R T

EHEH oY — L EREL m— Ry U= A RELET,

B3I ABDOT A ZADBREENDF vy b T —7 TiE, FMC O X 5 Za@ttiEn%
BERET A A =X — V¥ BT MR < . — K%L D Firepower Device Manager (FDM)
ZETEET, FDM O Web X—ZADTNA Xty b7 v 7 U4 ¥ — FEHEHA LT, /B
Xy N —27 OEANR XS FEHINDG Y 7 MU =T OEREREEEZHETEET,

VE—FTTF70F0Oy T v 7 TiE, TORBEICEGEDOAX L RT7 Y R a X2 M EfH
THZ L EHERELET,

Cisco Firepower 2100 /~»— K7 =7 CliX, FID Y 7 b7 =7 £721X ASA V7 b U = T 2 F{TT
XFEJ, FTD & ASA O TUI D B2 21T 2 BRICIX, T3 ADFHA A— P EIZe D F
9, [Cisco ASA 335 & O Firepower Threat Defense 1 A — b A ] BB L T 7ZE0,

G¥)

Firepower 2100 [, Firepower eXtensible Operating System (FXOS) &9 Bl 2o A4~ —
TA T VAT LETFLT L E T, Firepower 2100 (% FXOS Firepower Chassis Manager % 78—
FLTWERA, RONIZCLIORN N T TNy a—T 4 7OHTHR—FINTWE

T, FEMIZ oW T, [FXOS troubleshooting guide] 2 LT 72X,
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http://www.cisco.com/go/asa-ftd-reimage
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

FMC %% F3 L 7= Firepower Threat Defense DER |
B scozm-

\}

GE)  TSANU—UERXT— kA b : Firepower 2100 (21 ME A GBS SIERE T, BMAGIZINE
THZELHVERA, L, 2—FLAREORETIH, BAEMNEREZFEHATEET, =
D6, BEEEREC SNMP O RIS, EFHEDMENGERIEREZERTEI2HE1H 0 F
ﬁ—o

XU D BHENIT (96 X—7)

e T RY—= 2 ROFIA (96 ~—)

e X NU— 7 REHOME (98 X—)

o TA 2D (103 <X—2)

« TAAL ZDEREA (107 ~—2)

« FTD Ml ED5E T (108 ~—2)

» Firepower Management Center ~D 1 7 A > (115 ~—)
* Firepower Management Center @ 7 A & > AWfG (115 X—)
* FMC ~® FTD OX%8k (117 =X—2)

AR EX 2V T 4R —OKE (120 X—)
«FTD 3 X OVFXOS CLI ~D7 7 & % (133 =*—%)
«FMC 2] L7274 2D ERA 7 (135 2—)

s RDAT v 7 (135 X—7)

(FZ LB

FMC O EZ R L TEITLE T, [FMC getting started guidel] SR L T 7230y,

TR Y—IVFDFIR

U —3TCTFMC Z#fEH L CFID BT 521X, ROFZ AT BB L TLZEW,
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Pre-
Configuration

FTD CLI

Firepower
Management
Center

Cisco
Commerce
Workspace

Smart
Software
Manager

‘I

4

g S
'\5/

e
\9/

7

zvrv—zvrnFE [

VA
_/Review the \ 2 )cable the 3 /Power on the
network ~ device e dewce
deployment — —
v
Complete the
initial configu-
ration
, l 45
JLog into the \ 8 JRegister the ( 9 JRegister the '10/'Con1|gurea
FMC ~ FMC with the ~ FTD with the ~ basic security
Smart —» FMC —» policy
Licensing
Server
i F 3
/Obtain feature
licenses
Generate a
license token
for the FMC
()| FRIBE Fy MU= RO (98 <—)
Ay
(o iR E FNA ADFR (103 <—)
b Sps
()| FHIRE TA ZADOBERRA (107 ~—2)
\2)
4 )|FTD CLI FTD #JIBEDTE T (108 ~—)
(5| Firepower Firepower Management Center ~D 1 27 A > (115 <—)
/| Management Center
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FMC % {3 L 7= Firepower Threat Defense D &R |
B o ro—vEmomn

(g )| Cisco Commerce | Firepower Management Center 7 A & > AMf  (115<—7) : #fiE

/| Workspace FAv L AEBALET,

(7| Smart Software Firepower Management Center D 7 A & o ZHifF (115-X—7) : FMC
/| Manager DIAEVAN—27EERLET,

( 8\ Firepower Firepower Management Center ® 7 A & > AHfSF (115 X—) : &

“—/| Management Center | — — NI4T B— N2 FMC 2845 L E 9,

9\ Firepower FMC ~® FTD OXgk (117 ~—)
“| Management Center

10| Firepower BAMRE 2 Y7 AR v —ORE (120 4—)
/| Management Center

v bJ—0 BEDMHEE

FTD i%, BHEUIA VX —T = A ANEh, £IX6.TUETIEIT —4 A v X —T =4 A5
FMC i L CEH T Ed, HHOEHA VX —T x4 AF, MADOR Yy NT—VHEE
B, v B —T 2 A AT, T—FA L EZ—T A ANEHEMC T 7 22 {8 T 5
EVFIDIIEER NI 74 v 7 BNy 7 L —RATHRLE L, T—H A X —T A A% L
TN—T 47 TEHEHICLET, 7 74/L FTlE, Managementl/1 A > % —7 = A A 3H
/2> TWT, DHCP 7 A4 7 hELTRESNTWET, a2 Y —LKR— K TOYI
Yty T TR, BEHA LA —T 2 A AELEFMC TV BAT—H A VA —T 2 AZRET
T FE9, FTD % FMC (28t L 72 21T, oA o F—T = AR ETETET,
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| FMC % {8/ L 7= Firepower Threat Defense 0 & B
zv to—sEEoER [

A\

GE) T—HALH—T A ANLDOFMC 7 7 BRI, ROFIRERH D £,

cFMCT7 7 B AZHNZTEXBHDIT. 1 OB T — X A B —T 2 ADHKRTT, ¥
T A H—T = A AL EtherChannel I3l Tx 48 A,

I DA VA —T A ATEHEHICTEEE A,

=T RV H—T oA AEERTHENV—T v K77 AT U4 —LE— RKDOATT,

A TRAFZEY T T R—FINERFA, ZOHE, BEA X —T oA AEFEHT
HLENRHY ET,

e PPPOE [ZV 7R — F &N TWEH A, ISP TPPPoE N LB AL, PPPoE VR — 12
JL—& % FID & WAN EF ADORIZEET ALERH D F 3,

A A =T 2 A AEETAILEND D DL 1 —s3L VRF DB TY,

CEEA LS =T A REANRY NERA ST 2 RERIRIHEAT B LI TEEE
Poo

*SSH ZT —4 A v H—T = A ATIET 7 4/ b THDI 2> T2, % TFEMC %
AL TSSHZANZTHMENRHY £5, £/o, BEHA X —T = A= y=A
NT—H A H—T A AELINDHT29, configure network static-routes =~ > K%
EH L CTERA 2 —T = AHOFHRNL— FEZBIMLRWRY , VE—FRy hU—7
DHEHA A —T = A AT SSHEERT 5 Z LixTEEHA,

Y

GE)  65LIEITIE., BHA L X —T oA RXTIPT FLA (192.168.45.45) DR E SN TWET,

Py FT—ZIZFID T34 AZBET 2 HECHOW T, ROy N —7BEFZSR L
TLIEEW,
BROEERRY FT—25

FMC & FTD Ol 5T, Ao v 7 ERFHETHITIIEHNLDOAL VX —Fy N T 7 A
75%%?‘(‘"’9%0

ROKIZ, FMC LB a B o —Z PEHR > U — 7 T8kt L TV 5 Firepower 2100 (220
TEZOLND Ry hU—JRBIRZRLET, BHRAY FU—20F, A48V 7 & THO
72bDA L EZ =Ty hADIRANHY FT,
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5ENOEERY KT—Y

Outside Internet

outside

management (  Management -
Management 1/1 | )

DHCP from network

FTD

inside

( Inside
Firepower Management
Management Computer
Center

6.7 LD E— EEHER
A\

GE) VE— T I0F0y b7 v 7 Tlid, ZFORBICEAEDAZ  R7 ey R¥a A2 M
THZ L RHERELET,

RO, INBA 2 —T = A 2% EF I L 72 Firepower 2100 [T ICHERRE S LD 1w b
U—RERLET, 0TI AT AL EAEH T 555 10 KETY, FID DY)
Wty b7 T EARETIIT L, FRNIHRESINTZT A R & IAEDOGFTICEE TE ET,

FTD £ 721X FMC OWFNMNIXT Y v 7 IP T R LA £7213HR A M0 T4, DHCP % fif
ILTFID TX7 Vw7 IPT RLAZZETLHEAIE, A7 aTHRA v Z—T A R
DX AFIv7 DNS (DDNS) #HECTXEF, DDNS (L, FIDDIP 7 RV ABREE Iz
LA FMC R 2Effi KA A 4 (FQDN) TFIDIZEETE K51 LEY, FID T 7
AX=FIP7 FLRAZZETD5EIE. FMCIIZANT U v 7 IPT R RAE TR R M3
ETY,
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I FMC % {$FA L 7= Firepower Threat Defense O & fd

2y ro—seRokER [

36:E— FEEDOREMR

Internet Headquarters

Management

outside (FMC Access) Computer

6.7 LI D RENEED ERA

WO, WNEA > X —7 = A AZEHIEH L7z Firepower 2100 AT IZHERE X115 % » B
U— 7 RRAEZRLET,
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37: NEBEEDORAF

Internet

outside

Firepower
= Management
= YA Center

Management
Computer

E

66 LIBTTy Oy FT—Y DEMA

6.6 LLBTCIX, FMCIZ& A v #—T7 24 A LOFID OLLEETXET, X512, FMC &
FID O 7T, IA B 7L FBHEZITOIITBEENO DA L H—F%y b T 7B RANNE
<7,

WD, Firepower 2100 78 FMC 8 X NFTD OFFHHDA X —% v hF— oA & LT
FERET D Firepower 2100 IZOWTHE X HNH 3y NU—JEAZRLES, ZOTF U A,
7ol 213 6.7 BEO R A MR HERTE ET,

ROE T, Management 1/1 Z LA Y2 AA v FEZI LTHNHOA X —T =4 AL L.
FMC LBl a s B a—X &AL v F I T 5 Z LI12 X - T, Firepower 2100 23 F A & —
T2 ALEFMC DA U H—Fy M= U= L LTHELTWET (BHA ¥ —T=A
ZNFID LMD A v Z—T = A ZLITHDE D Th D720, = OEEEGERT TSN E
) .
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K38:Tyvd 3y hT—0DERM

Internet

outside

management

Management 1/1
DHCP from network

Layer 2 .
Switch Firepower
Management
Center
Management
Gateway

g

Management
Computer

TN A DERHER

Firepower 2100 C LR U A DOWTF 0% r — 7 AR T 5121%, ROFIEEZSR L T2
AN

\}

GX)  ZoOMo hRe P BMEHATE T, EANLRIER v hU =78, -~ T Ry T
HERR DENEI L > TEATGIEN R £,

FIE

AT Tl PIOEERLR Y U —7 O — 7 LR
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== 2z Bl LR 828 CTTT228 () 33 T 1128
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Firepower

Management Computer
Management Center

GE) N—V a3 65 LEIOYEA. Management 1/1 D7 7 4/ K IP 7 R L A3 192.168.45.45
<
a) WOXIIEHR Y NU—2 I —T7 VAR LET,
* Management 1/1 £ > % —7 = A A
* Firepower Management Center

cEHaLE 2 —H

b) EH oL Ea—HEar Y —LiR— MG LET, BHA X —T7 = A A~DSSH &1
FALZRWEAIE, a2 Y — bR — bEEH L CHIHIEREDTZOIZCLIZT 7 ¥ AT D3
NHO ET,

c) WNERA ¥ —7 A A (Ethernet 12 72 &) ZWNE/L— X IZEEE L £ 9,

d) A X —7 = A A (Ethernet 1/1 72 ¥) ZHEN—Z T8 L £,

e) VDAL H—T A AMDORy NU—7 2L E7,

ATFvT2 (670K UE— MNEHEHO S —7 VB
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aEm amm
( Inside .\\I » L : II..--' - I I
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Management Computer

FMC LB B a—Z 3V E—bORLIZHY . FTD (ZIFA X —F v MRBATRETE

F7,

a) BElo VEa—HXEar Y —)LiR— MR LET, a2V —R—FE#H L TCLIIZ
TIEAL, ¥ily N7 T EITOMLERHD 9,
KHETCLIOFE Yy F7 v 72 FEITLTHhDH, FIDZ U ET— FOTHITEETE £9,
THTIE. BRICHERAT A0 3y Y —AHEEIINEL D A, 277, T 7L
Va—T 4V TICHBRGAENDH Y FT,

b) Wy hU—27 (A=W M127E) 2r—7 Lk LET,

c) AN A X —7 = A A (Ethernet 1/1 72 &) ZIMNHAL— X ITHHE L £ T,

d) BODA L EZ—T oA AMMORY NT—T R LET,

ATYT3 (6.7LMR) WEREBLREH O 7 — 7 L EEE
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b) WElxry hU—7 (A —P Ry MR 7RE) RO —T N EER LET,

* Firepower Management Center

WO a—X

c) AEbA v Z—T7 = A A (Ethernet 1/1 72 &) ZAERL— X 1THHE L £7,
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FITTED LS T shutdown 2~ REFHLET, KT T25FTITBED PP LHE
NHVET, FL—RATN %y NEUURETTLHE, 3 —LIid+<icEEs
Tl RATTEFRRINET, I AARLOF VRS —X B —2 U LED 23 5UAT L
VAT LADEREFZICTHERF N TE NS EERLET, 2T, A vF %
Z 7 ODALEICBENCEX 5 L 912720 £ Lz, Aim/ S R/L® PWR LED 23 B I A
L. T LET, PWRLED REEICA 70705 F TEREZEPRNTLIZEW,

ZB O shutdown 2~ > ROFEHOFEMICHOWTIE, [FX0S= 7 4 /7L —y g
HA R #5H LT3,

FTD 1R EDTE T

FTDCLIICEEH L TR EA EIT L ET, i, By N7y 7oy F—REFEHLEE
HIPT RLA, F—bhoxA, BIOFOMOEEARY NT—IRECIERERENEGENE
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| FMC % {8/ L 7= Firepower Threat Defense 0 & B

ATy T

ATy T2

ATvT3

ATvT4

ro pgEnxT [

T, HHOEHA VX —T7 oA AT, MEDOFR Yy MU= REEFORR A v H—T = A A
TF, 67U FMC T 7 B RICEBA L —T oA ABEHLAWESIZ. bV IicCLL %
FERHLTT =4 A =T oA AERETETET, F/2. FMCBEOHRTEEITWVET,

FIE

Y= AR— IS, FRITEHA L Z—T = A A~ SSH & LT, FTD CLI IZ#5#¢
LEd, 74/ FTDHCP 4 — NS IP T FLABREEENET, Xy NV —7RELXE
FTAEAT. UESnnkiicary Y —AR— 2T L 2HRLET,

2 Y —/LR— MIFXOSCLIICHHE L £7 . SSHE v = L FTID CLIC B4R L £ 7,

it

=)

a—#44 admin B LTS Z2 T — K Admin123 Tr /' A » L ¥,

a2/ —LAR— M TFXOSCLIIZEH LET, FIHTFX0SIca s/ Lzt &L, "AT—
REEESTLLIRKOENET, ZORXRT— KL, SSHOFTD 2 7' A bR SN ET,

GE)  MRAU—=KIKRTTICEFENTWT, NAT—= RBOMLARWESIT, T/ A2
AA=VELTRRT—=RET 74NV MYy NTHMERSY £F, FA A
fEDOFNEIZ DV TIX,  [FXOS troubleshooting guide] # &M LT 72 &0,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: **kkkxkkx
Your password was updated successfully.

[...]

firepower#

22— LiR— kT FXOS CLI IZ856¢ L7=4854 1%, FID CLIIZ8 L £,
connect ftd
B -

firepower# connect ftd
>

FIDIZHIH» T A 458, = Ra—¥F 4 28#E (EULA) (Z[FE L. SSH##k:
EHEALTWAEHEAEIT, BHERRTY—RFEELEETL L) CROLNET, TDHK%, CLIT >
N7 oA VT NNRERENET,
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FMC %% F3 L 7= Firepower Threat Defense DER |
B maoszzoxT

() REEZZIVT (L2 AA—TVEFERTLHZLIZLY) LannED, CLI
Ty Ry TP = REEYVIRTZ LI TEETA, L. ZRHDOBRETRT
I%. %75 CLI T configurenetwork =< > RZEH L CEF T %4, FIDD =~
YR T L AESZRLUTLIESN,

T 7 4V MEETIZLENZ AT Lizf@n3 7 v aNicFzrSnE 3, URICAN LIZfEE 0 F
FHEHT 2861, Enter L 9,

GE) 67V T—HA LA =T 2 A ATFMCT 7 B AZEMNILIEHETEH, BHA
H—T oA AOREMEASINET, e, T—F A X —T =24 XL T
Ny P T —U BT —T 4 VT SNDEE N T 74w 71X, T—HA L H—Tx
A ZADNS P — NTlx7p< . &A% —7 = A ADNS H— % L T FQDN % fi#
WLET,

WDHTA RTA BB TLIEEN,

* [DHCP % £ 7213 F&) T IPv4 25X & L £97°? (Configure IPv4 via DHCP or manually?) ]
D6 EHA A —T 2 A ATEHRL T —H A H—T =2 A A% FMC 7T 7 & AZffi
AT 25613, [TH) (manual) [Z2&RLET, TS X —T = ZABERATETEN
BROVEAETH, PI9AR=F T RLAREDIPT RLRAZERETHLENRHY £, =
DIPT RVRIE, T T4 v I MT—H AU H—T A ATERESI LD & T2 NAT 4LHL
SnEd, BEA X —T7 A AN DHCP IZRESNTWDHEE, BHHOT—% A
H—T oA AERETDHZLITTEEEA, I, data-interfaces THDHILERH DT
7 )V hb— RS DHCP =06 %Z 5 L7z — h CEEX SN AREMENRH S0 T
7T

EBAVA—TIAADIPVAT IAIL T — RO AZAA 6.7 FHA X —
T2 A ADRDOVIZFMC 77 B AT —H A4 X —T = A AT 28551E, 77— b
7 = A % data-interfaces ICFREL £, ZOREILZ. FMCT V7 ®BAF—F f L H—T =
AAZBLTN—T 47 TEDLLINC, "ol L—E2 N LTERNT 7 4 v 7 iR
ELET, FMCT 7 B RICEBA V2 —T oA ZZMEAT5851%, /1Ry hU—
JCHF—F T x2AIPT RLRZHRETHLEND Y T3,

Y E D= RERAEBINIGEIIBEGNAYLE  SSH T L TWDH DI, ¥t v
N7 TCEDIPT RVAZERTAH L, #ERPUINET, HTLWIPT KL A LR
AU — RTHEERLTIEIN, a vy —ERIIEEELZ T EEA,

[T/ A a—H )V CTE L 72> (Manage the device locally?) | : FMC Zf£ /4 %121
o] ZATLET, lyes) L& x5 &, IV IZ Firepower Device Manager % i FH 9%
N N/l 3¢

(7747 U4 —LE— REHELETD (Configure firewallmode?) | : #IHRETT 7 A
T4 —E— RERETHIEEBEIO LET, IR ERICZ 7 A T U+—LE—FK
EEFETHE, FTar7 4 Xalb—rvaryBDHEENET, T4 A F—T (R
FMCT7 7 2R iF, =T v R I77A4T7 U=V E—RTOLVFR—FEINDHIEITHER
LTL7ZEW,

1 -
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| FMC % {8/ L 7= Firepower Threat Defense 0 & B
ro pgEnxT [

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkkk*

Confirm new password: **kkkxkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

ATv 75 ZOFID #HFHT 5 FMC #8E LET,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the FMC.FMC % [H#:7 R L Z$5E CT&E 2 551X, DONTRESOLVE ZfEH L
*9, £/, natid bIEE L ET, NGFMH D SSL K S{LEEF ¥ RV & 2 B DT /3 A AH
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B maoszzoxT

ATvT6

FMC % {3 L 7= Firepower Threat Defense D &R |

WCHENL T BI201E, 27 TH 1 B EDT S/ X (FMC £ 7213 FID) I[ZEIERRE/R IP 7
RUZABMETY, Z0Oa~2 FTDONTRESOLVE ##5ET 521X, FID IZIXBER]
BERIP 7 FLAEZIIHR A MDD NETT,

reg_key : FTD Z %6k 3% & ZIZFMC THIRET MEEDO T U ¥ A4 ABEFT—%2EE L £
T, BERF—IL3T LT FICT D HLERH Y £, A7 CTF2iE, #2585 (A~Z, a~
z. 0~9) . BXONA T (1) BERBHY £7,
enat_id: —HOMTEERRE/ZRIP 7 LA E IR A MABRE SN TV ARWEATL,
FTD 2%4k7 5 & ZIZFMC IZHIEET HIERO—BEDOU U H A LTI ERELET,
FMC % DONTRESOLVE |23/ L= 3 & 1T 4B T4, NATID 1 37 SCFLL FIo4 4 48
N0 ET, AR CFIIE. #HETE (A~Z, a~z, 0~9) . BXOANA T (1) &
NHET, ZOIDIL, FMCIZHEFKT HMOT A AT TE A,

GE)  FHEHIZT ¥ A X —T A R FEHT 2551, BEHIZFTD & FMC Ol J7

TNATID Zf5ET HMENH Y 77,

51

> configure manager add MC.example.com 123456
Manager successfully configured.

FMC 73 NAT 7351 ADERIZH 5B 1E, WOFURT LI, —EDONATID & &b Iicx
FeX—Z2 AL, BFA MOV IZ DONTRESOLVE ##57E L £,

1 -

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

FTD 75 NAT 7 /N4 ZADOERIZH HEEE. ROFIIRT LI, —BEDONATID & & HiC
FMCIP 7 RLRAEIIHRA M E AT LET,

1 -

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

(LE)  (6.7LI%) FMC T 7 ¥ AHDT =4 A v 2 —T = A A FHELET,

configure networ k management-data-interface

FTOW%, T—HA B —T 2 A ADFERNIz Ry N T—7

MEREINET,

Gy Zoavr REHERTIHAE. ary Y — LR — T 208830 £9, FH
A H =T =4 ATSSH 2T 5 &, HErtitish, 2> Y =R — MCHEE
fed DMEBNELDHENH Y £, SSHOFEMZR M GEIC >V T, kESRL
TSN,

ExATH) LDk LT m T |

R

Zoawy ROFEMRIZONTIE, ROFFEMEZSRLTIEI0,
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| FMC % {8/ L 7= Firepower Threat Defense 0 & B
ro pgEnxT [

T A E =T A AEERMENT 56, TOERA ¥ —7 = ZAIZDHCP & ff
HATExEHA, Wty 7 v 7RHICIPT KL A& FECRE L7 > 72351%, configure
network {ipv4|ipv6} manual =~ > R ZHH L TRRETE 5L HICRD L7, HFHA
H—T 2 A A — FU A % data-interfaces|ZEE L2 > 25 AX, 22 TCZoavy
RCHRELET,

o TF—HAUH =T A ANEOFMC 7 7 R0, ROFIRRH Y £,

*FMC 7 7 B AZHINITEDDIL, | DO T —H A L H—T =2 A ADHKT
4, 7 A H—7 = A A& EtherChannel |XfFf T F£H A,

I DA VE—T oA AFEHEFICTETEE A,

=T KA U H =T 2 ARMEAT DN —T v K774 T U4 — LT KOHT
T,

cNATRASGEUF 4 IZ Y R—FEINERA, ZOBEES., A2 —T oA A %fH
AT 2D20ERHY £7,

¢ PPPOE |Z AR — F &R TWEH A, ISP TPPPoE A MLE 413, PPPoE & 7AR—
T AN —X% FTD & WAN EF ADORICIBETALENRH Y F7,

A H =T A ZAEPET DUENDH H DL 7 —L VRF DA TT,

CEHA LS =T A REARV MEA =T oA AGPRIHEN T2 2 LT TE
A,

¢ SSHIZT =X A v X2 —T = A ATIET 7 4V N THMI > TR 2D, % TFMC
ZEMLUTSSHZANCT DMERHY £, o, HHA L F—T = A F— |
Tz A NT—H A H—T =2 ATERINS728, configurenetwork static-routes
awy REMHALCERA VX —7 = A AFHOHRL— R EZBIMLARWVED, U E—
MRy NT—IMWOEEA VX —T A AT SSHEERT D Z LIXTEEHA,

«FTD % FMC (BT 5 &, FMCIEZA v H—T =2 A ARE (A A —T oA AL EIPT
RLA, =7 oA ~DOFH/L— k., DNSY—,3 DDNSH— 372 &) Z R L CHeRF
LE7, DNS — SGEDFHEMICONTIEL, WESHL T ZSV, FMC T, % T

FMCT 7 BEAA B —T o2 A ARRELZZEH TEETH, FTD 721X FMC 23 E B &
DEFESIET DX O REREZMZANL I LT IEI, FEERA B S

4. FTD \ZIZLLATO BB %2 #8557 % configurepolicy rollback =2~ > R G £ E 7,

« DDNS #— "H#H D URL Z &% &9 5 &, FTD i% Cisco Trusted Root CA /3> KL/ 59
TOEE CA OFEHELZ BEINIZBEINT 2725, FTD 1L HTTPS #£#¢0> DDNS H— 3Gk
HEMFETE £7, FTD X, DynDNS U E— k API {H£k
(https://help.dyn.com/remote-access-api/) Z 7 5§ XTDDDNS — & PR — |k LFE
R

DAY REF, [FT—=F] A ¥ =T 2 A ADNS Y —NEFELET, By b T v
27 U7 kT (F721F configure network dnsservers 2~ > K& L C) 3%E LI EH
DNS #r— 1%, HE T 7 0 v 7 I SvET, 7 —4 DNS ¥—N%, DDNS (FiE
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FMC %% F3 L 7= Firepower Threat Defense DER |
B maoszzoxT

ENTWVAEE) TR0 A —T oA AEHEIND X2 T 4B —I2fFEH
SnET,

FMC Tid, ZOFTDIZHIV Y THT Ty 74— LB ER) v —TCTF—H A ¥ —T =
A ADNS H— 333 Eénif FMCI|ZFTD ZiBINT 5 &, v — I Vi ENHERF S .
DNS 4 —RI 7T v F 7 3 —LRERY o —lZBMENEHEA, 727-L. DNSHELZ G
LFIDIZHETT Ty b7+ —LRERY ¥ — %ﬂ@éfé& ZOREIZL->Tr—h
IVREN FEXINET, FMC & FID RIS E5121%, ZOREIC—HTH LI
m@77/b7¢ LAREET VT A TIWCRETDHZ t%%@bbi#

F72, B—A/L DNS $— 3%, DNS — SR HIHIEER TRt SN 7= HE 12D FMC ©
REFSNET, & xE, BHEA U — 7m42%ﬁ%bf7ﬂ42%ﬁﬁb\%f
configurenetwork management-data-interface =~ > K2 H L CTTF—HX A v X —T = A A
ERELESE. FIDREL —HT 2L 910, DNSH— RGN b0RET T
FMC TFEITRET DHLENH Y £,

A B —T A AL, FTID % FMC 2Bk L7-tlc, BHA 2 —T = A ZAF 72130
DF—BA L BZ—T A ZADOWTHNNDICERTETEET,

ey N7y T A= R TCRELIZFQDN BN Z DA ¥ —7 = A4 AMEHENET,

e av L RDO—EL LTT A AREELERE VT TEES, ZOFTF T aAFz) Ny v
FUATHEHATEETN, Pty M7y 70l E OB LN T EEN,

— X EE A 2 A 121X, configure network management-data-inter face disable =~
Y REANLET,

1 :

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://jcrichton:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to
change the FMC access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

1

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220
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| FMC % {8/ L 7= Firepower Threat Defense 0 & B

ATy FT17

Firepower Management Center ~D 045 A > .

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to
change the FMC access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

EE) (67U BHEDOXY hTU—27 FOFMC ~DF—F A VB —T A AT VA%
IR L £,

configure networ k management-data-interface client ip_address netmask

T7HNV T, TXTORy NI =7 BFFAEET,

RDEZRY
TN A% FMC 1288 L £,

Firepower Management Center ~(D O %5 1 >

ATy I

ATy T2

FMC ZfHA LT, FID 2ZTB L OEHR L £9,

18 BRI
PR—=RFENTVDLT T UYFOFEMICOWTL, AT —Ya D) Y —2/—h
(https://www.cisco.com/go/firepower-notes) & &M L T 72 &0,

FIE

PR=—FSINTWDLT T UHFEMEH LT, RO URL Z# AN LET,
https://fmc_ip_address

=YL ENRNAT = FE AN LET,

ATFv T3 [mr A4y (Loghn) 127V v7 LET,

Firepower Management Center D 5 1 £ > A&

TRTCOITA B AL, FMCIZX > TFID ICBtii&anEd, 7> a3 T, kROMET A&
VAERBEATEET,
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FMC %% F3 L 7= Firepower Threat Defense DER |
. Firepower Management Center O 5 { + > R B8

B X2V T 4 ATV Y= AL Cisco Firepower DKL IPS
R T kSR y N = T OEER~ AT = 7 B (AMP)
*URL : URL 7 4 V& U 7

* RA VPN : AnyConnect Plus, AnyConnect Apex. ¥ 721% AnyConnect VPN B,

1R BRI
+ Cisco Smart Software Manager (.~ A X — 7 A7 NEFHE T,

FETAT R ERBRLTROVEAIEL, 20V 7270y 7 LTHLWT AUV M
v b7 v 7L TL &V, Smart Software Manager ClX, ##kO~AX— T h oo b &
ER T %7,

s (a7 I9AT AT IV EER L CAEMEEND) #EEAHFHT X, ZHEHO
VA Aw— NV T NUxT SRS T NTMAeI S (3DES/AES)
FTABAEBFEHTEALENDY 7,

FIE

ATy Tl BEVDORAY—F T4V T ThT NI, BRERTA VARG ENLTND Z L &
WLTLIZEN,

TAB AT, YA EREFRFERBEIE NSO T AL AZWA LRI, A~— Y7 =T
FARL T TAT MY 7 SNTVWET, 72720, FETTA U A%BMNT 2 %E
d H55E1E, Cisco Commerce Workspace T [Hfh & Y U 2 —3 3 O (Find Products and
Solutions) 17 4 —/V REHHALET, RKOTA L APID ZRBELET,

B43: 54 o RiE%R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE)  PID BREOMLZWEAIE, EXICTFEICPID 2 EMTXET,

B, v N7, BEOURL 74 B2 ZAOMAEDE
« L-FPR2110T-TMC=
« L-FPR2120T-TMC=
« L-FPR2130T-TMC=
« L-FPR2140T-TMC=
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https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

| FMC % {8/ L 7= Firepower Threat Defense 0 & B
FMC ~ ) FTD M & % .

FFROPID OWTF N EFEITEBIMT S & ROWT O PID 2T B _—2 D
YT 20 T g U EERTEET,

* L-FPR2110T-TMC-1Y
* L-FPR2110T-TMC-3Y
* L-FPR2110T-TMC-5Y
* L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y
* L-FPR2130T-TMC-3Y
* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y
* L-FPR2140T-TMC-5Y

« RA VPN : [Cisco AnyConnect Ordering Guide] #ZM L T &0,

AT T2 FERELTWARWEAIL, A~v—h 7427 P— NI FMC 288k L ET,

BERAIT 9 121X, Smart Software Manager THgk h— 7 VAT 22X BN H Y £, FEMIC
SNTHE, [FMC=2v 7 47 b—vay B4 Rl #2BLTLLZEN,

FMC ~ () FTD ) & &%

FTD % FMC (28 L E£7,

1R BHHIIZ
* FTD ORM DR E TRE LT ROBEREZNE L 7,
*FIDEMIP 7 FLZAEITIFAZ M., BLONATID ()

* FMC &g —

FIE

ATvF1 FMC T, [T/3 X (Devices) | >[T/34 REHE (Device Management) ] Zi4R L £,
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https://cisco.com/go/firepower-config

FMC %% F3 L 7= Firepower Threat Defense DER |
B mc~omozs

ZFYy T2 GEM (AdD) 1 Ry 7 & o2 2 Rhb, [F51 20BN (Add Device) ] &2 L, KD
INTGA—=FE AN LET,

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:
None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

o[ARA N (Host) 1: BMTSHFIDDOIPT RLAELIIHRA MMAEANLET, FID O
WIORETFEMC DIP T L AL NATID Ofi &2 EE LI=HmEE., 207 4 —/L K&4%E
DFFIZLTEBLZENRTEET,

« [#1°74 (Display Name) | 7 « —/V FiZ, FMC |[ZF/~"T 5 FTD O4iZ A LET,

o [B8%F— (Registration key) ]: FTD OO E THRE L= D LA U —%2 AN
LET,

*[FAA Y (Domain) ]: vV F RAAL VEREAHEH L TWL5EEIE, 7M1 A%V —T7 R
AL AZEY Y TET,

«[Z V=" (Group) |: ZNV—T%MEH L TCWDLEEE, T/A AT N—F\2E) B %
‘j‘o

[T A=Y hr—/LAR U — (Access Control Policy) ]: #IHAR U o —ZEIR L E7,
T IVERS L ZEDRDNS> TWNDENAT A RFLDRY =N TILHHHEE
FRNTC, [T LW Y & —D1ERL (Create new policy) | R L, [TXTDO LT 7 4 v 7

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



| FMC % {8/ L 7= Firepower Threat Defense 0 & B
mc~o Fio oz I

Z7 w7 (Blockalltraffic) | ##INLET, B TCINEELLTCRNT T4 v 7 &ZFFA[T
LT ENTEET, THENLINT~DNT 7 4 v 7 OFFF (1295—) | #5H LT

<TZEW,
New Policy
Name: ftd ac palicy|
Description:
Select Base Policy: Mone S
Default Action: © Block all traffic Intrusion Prevention MNetwork Discovery

Save | Cancel

s [A¥— K7 A& A (SmartLicensing) ]: BT 2MRRICKNERAY— T/ 2L L
T, [V =7 (Malware) | (AMP ~/Vv D =7 A LV ART ¥ a 2T 5 T EDY

A) . B (Threat) | (BABIEZBHT 2 FEDOHE) . BLO[URL] (7Y ~N—
ADURL 7 4 WE ) o T HEBESTDTEOLE) 280V TET, F: 731 2 &80
L%, [V ATL (System) [>[F4 2R (Licenses) |>[A¥—F 54/ 2R (Smart
Licenses) ]X—7>5 AnyConnect J E— h 7 7 BAVPND 7 A £ A& #HTE 7,

[~ D NATID (Unique NATID) ] : FTD ORAIDOF%E THE L7-I1%. NATID Z45E L
EJ RN

[/3%7 > R OliEDE (Transfer Packets) |: 7 /3A A5 FMC ~D /3 v MREZFFAI L E
T, ZOF T a AT L TIPS R Snort 72 EDA X2 hS b U H— SN EAE.
TNAAPREHE LTA XY MAZT—HERE Ny 8T — 2 ZFMCIZEE L ET,
ZOF Ty a v B LIEBAIE. A X MERIZTNFMCIZRE SN, 7y b F—
TR EN TR A,

ATw T3 B8k (Register) |27V v 7 L, EFICEEINTZ E2EERLET,

BERDENT D L. TAA AN 2 MTBMEnET, KELESEE, =7 —AvE—U)R
FORENET, FID BWBEITKRL25E 13, IROER ZH#ER L T IZEN,

eping : FIDCLUZT 7 AL, RODa~<> R&EHEHLTFMCIP 7 R L A~0 ping % 1T
LET,

ping system ip_address

ping B E%Th L2 WA 1T, shownetwork 2~ > REFEHA L TRy UV —7 REEHER L £
9, FIDEEIP 7 RLAEZZET§ 5I1Z1%, configurenetwork {ipv4|ipv6} manual =~ >
REMEHLEST, BEHAOT =2 A ¥ —7 x4 ZA%EE LS54, configurenetwork
management-data-interface =~ > K&l L 7,

« BEEF—. NATID., BLRFMCIP 7 RL R : [lfiFDF A ACRIUEGES—Z2FEH LT
WHZLEMERL, AL TOWDEAIINATID 2H L TWL Z & 2R LET,
configuremanager add =~ > FZf#H L T, FTD T¥&F— & NATID 3% €35 Z &N
T&EFET,
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FMC % {3 L 7= Firepower Threat Defense D &R |

B zxonexa05 0Ky v —omE

N7 TNy 2—T 4 7 DOFERINI OV TIE, https:/cisco.com/go/fme-reg-error 2 2 L TL 72 &

Wy,

EXMGEXa ) T4R)O—DERE

ZITE ROREEZMA L THEANREX 2V T AR —2RET D HECHOWTHHI L

£,

A v A —T 2 ALHNHA L H—T oA A N A o H—T = RZAXT 7 IP

T RLURZE D YT, AL X —T = A AT DHCP 2 L £,

«DHCP %— : 7 FA T FONEA X —7 = A ATDHCP — &AL E7,

T TN I—F A H =T 2 RN L CT I AN M A— N EBILET,

o NAT : ##iAf v H—T =2 A ATA L H—T A APAT AL E 7,

TR b= NENBNIA~D T T v 7 EFFALET,

HARR 2 wX 2T 0 R U—%RETDHITNE, ROX AT #FEITLET,

(FOMDFTRTOES 2—V) A F—T A ZADOFE (120 <—) ,

\ |DHCP #— o (124 ~—)

F7 40 h— hOEI (125 2—)

N INAT OFFE (126 X—)

IR BIANBA~D N T 7 ¢ v 7 OFFA] (129 X—)

N REDER (132%—)

(ZEDHDIRTHDED2—IL) A3 —T 14 ADHEFE

FIDA VX —T xA AN, TNHE2EXF2 T 4 =280 Y T, IPT RL A%
RELET, BFIX, VATATEROSD N T 7y 7 2BmIEsL912, Dl Ld2
DDAV H—T 2 A AERETHLENRHY 7, BFIT, Ty T AN —bV—FE13A
YA —Fy MCHELIAMNEA v 8 —T = 2L MO T Y hT—2 D 1 DL EOWEA v
B—T oA ZEFEHLET, 2NODA L Z—T 2 A4 AD—EIT. Web P — 72 EDARTY >
T RANARERT Y NEABRET S [FEEHLE ] (DMZ) LR55805 0 £7,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K


https://cisco.com/go/fmc-reg-error

| FMC % {8/ L 7= Firepower Threat Defense 0 & B
(ZonFRToESa—L) 1vs—7z1208% I

— RN D —TF 4 T OARBE, NEA A —T 2 A ATAET 4 v I T R AR ERH
45 LEIFZ, ISP2>5 DHCP 2/ L CHERA v X —T = A AT RLAZEIGT 52 & T9,
WOETIE, DHCPIZEAAEZ T 4 v I T RL AL NL—F v RE— RONPA v Z—T = A A
PHEAHLCT, =7 v RE—FROWNEA v H—T =2 AEERELFET,

FIE

ATYF1 [T/IAA R (Devices) 1> [T/ 1 AEE (DeviceManagement) | ##IR L, T/31 2D %7
Uy 7 LET,
AT T2 [A % —7=AA (Interfaces) | %27 V27 LET,

Overview Analysis Policies JeEMIEEE Objects = AMP  Intelligence Deploy ,, System Help v admin v

Device Management NAT | VPN¥ | QoS Platform Settings FlexConfig Certificates

10.89.5.20 [ @ cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing I==m Inline Sets DHCP
4 Search by name & Sync Device | | ) Add Interfaces -

Interface Logical Name Type Security Zones MAC Address {Active/Standby) 1P Address
Ethernetl/2 Physical G &
E Ethernet1/3.1 SubInterface B &
Ethernet1/4 diagnostic Physical & p
Ethernet1/5 Physical E] y

ATy T3 TN AT =T A ZAD BT ) v LET,
[&f% (General) | ¥ 7HRFrmINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Name: inside Enabled | Management Only

Description:

Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 |2 = L)

QK Cancel

a) 48 LFFETO [4HT (Name) | AN LET,
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FMC %% F3 L 7= Firepower Threat Defense DER |
(ZOHDITRTOED1—IL) 18 —T 1 ADHE

Lz A F—T x4 AT indde £\ S &4ETEITET,

b) [£%) (Enabled) 1 F = v /Ry s A&AIcLET,

¢) [F—F (Mode) JiZ[72L (None) JICikEL-FFICLET,

d) [EF=VUF 12— (SecurityZone) ] Kt v 727 U X R LEHFEONE X2 U T 4
V= ERINT B0, T (New) 1227 Vw7 LTHLWWEXR2 U T 0 —&BIL
=7,

7= & 21E, indde zone L W HLAFIOY —2 EBIMLET, KA X —T =4 AL, EF=
V74— BLOA, v Z—T 2 A AT N—TIZEN G TCHMERHY FT, ¥ —

TxAAZ, 1 O0F 2T 4 —ICORETIHLEEL, BEOA X —T A AT
N—TWBTHIELTEET, V= FERTIIN—TESNTEXF2 VT 4R >—
EHMALET, HEXIE WA v 2 —T7 oA ZENEY —AZEI0 4T, HMEBA 2 —
Tz AR = NCEID S TCHZERTEET, ZORA. N T T4 v I BRREND
NECBEI CEX AL ICT /A2 oy ba—L BY —2BET A LT TEETMN,

B LNEIZIFT TUIRETE T A, FEAEDRY —ldEXa T 4/ —2DH
PR—FLTWET, NATRY >—, L7 4 0Z K — BIORQoS KRV —T,

=V EIFA U E =T oA AT N—T B TEET,

e) [IPv4] %7, [IPv6] ¥ 7, F=lZWi DX 7% 7V v 7 LET,

s[IPv4]: Ry 7 X7 R NP [AXT 4 7IPEMiHT 5 (Use Static IP) | i3
WU, IPT RLAREF TRy NSRRI EAT v aRi TAHLET,

7o & xIX, 192168112472 L L AT L ET,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.168.1.1/24| Tgé:agi'?égQSS'255'255';28 or

* [IPv6] : A7 — b L A HEREDOSAIL [HEEXE (Autoconfiguration) | T = v 7 73R v
JAEF AT LET,

) [OK]%&ZYUvs LET,
ATy T4 (A (ERAT DA =T = AD %) v LET,
[&f% (General) | ¥ 7HRFRINET,
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| FMC % {8/ L 7= Firepower Threat Defense 0 & B
(ZOBOTATOEV2—L) (v8—7z1208%E [

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 5000}

K Cancel

GE) FMCT 7 EREHACZOA X —T oA AZFHFNCHEL TWAEEIT, A4 —
7 A AT T TIZAFERMTT Biv, Ak, 7 RLABESNLTWET, i
DOFEARBREIFEE LANTLEIN, BT 5L, FMCEBERA PR S E T,
COEAETH, B b T 74 v 7RI —DEX2 T 4= EHRETEET,

a) 48 LFFETO [4HT (Name) |2 AN LET,
7o z2iE, A X —7 A AT Toutside] & W9 &ARTEFTET,

b) [£%) (Enabled) | F=v /Ry 7 A&A NI LET,

¢) [E—F (Mode) J1iZ[7eL (None) JIZFRELIEEFIZLET,

d) [BEXx=VUT 1Y —r (SecurityZone) | Rr vy 7 X7 U A MMOBFEONTEX 2 T ¢
V= EBRIRT S0, i (New) 1227 Vv 7 LTHLWWEX=2Y T 0V —r%BIL
£
7= & z21%. Toutside zone] W) LRIDY — ZBIMLET,

e) [IPv4] ¥ 7., [IPv6] ¥ 7. £T-Tli DX 7% 7V v 7 LET,

* [IPv4] : [DHCPDfi ] (Use DHCP) ] Z#IRL, IROA T a v D/NT A —F ZFIE
LET,

« [DHCP #fEH L CTF 7 4 /L s /b— K ZHf% (Obtain default route using DHCP) ] :
DHCP % — 67 7 4L b b— 2B LET,

« [DHCP/V— kX U » 7 (DHCProutemetric) ]: 7 RX =AML —7 147 5 1 A
B RHEEB U T— MBI S TEF (1~255) . B LI — hOF 7 4+
LMNEDOFT RI=ZARNL—F 4T F 4 AX LRI 1 TT,
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FMC %% F3 L 7= Firepower Threat Defense DER |
B oucry—ome

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

«[IPv6] : A7 — F L ZAHERREOSE 1L [HERRE (Autoconfiguration) 1 F = > 7 A v
J AEA AN LET,
) [OK]Z27 Vw7 LET,
ATy s [{RTF (Save) 1227V w7 LET,

DHCP H—/\DxXFE
7547 NCDHCP ZEHALTFID 6 IP 7 RLAZEET A L 9127 554 1%, DHCP
P—NEHHLET,

FIE

ATY 1 [TINA R (Devices) | >[T/ 1 REHE (DeviceManagement) | #®IRL, T /N1 2D &7
Vo LET,

AT v 72 [DHCP]>[DHCPH—/\ (DHCP Server) ]| &R L £,

ATw T3 [H—/\ (Saver) |—T T, BN (Add) 1227V v 27 LT, ROA T a v Z#ELET,

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

[ H—T7 x4 R (Interface) |: KRy TH T URARNNPLA L Z—T =2 AZEIRLFE
RS

«[7 KL A7 —/L (Address Pool) ]: DHCP — "M 92 IP 7 KL ZAD g AL
ENEOMO#HPAZRE LET, IPT FUAOFAIL, BIRLIeA v F—T =2 R LY
Txy h EICFETARERHD, A VX —T A AAHFOIPT RLAEEDDHZ LT
TEEHA,
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| FMC % {8/ L 7= Firepower Threat Defense 0 & B
Fornti—roen [

 [DHCPH— "% H2hZF % (Enable DHCP Server) | : B8R L7 A % —7 = A A® DHCP
P—RERMZLET,

ATy T4 [OK] &7 Vv 7 LET,
ATv TS5 [{R1F (Save) |27 U w27 LET,

FI74I MIL— FDIEM

F T F IV R v— NMIEE ., SNERA X —T oA ADBEEARER T v S A R Y — b — 2 &t
LRLET, SMA % —7 = A AIZDHCP 2T 25813, 75 ZAR$TIZT 7 4L b
N— RNEZE L TWAHAEENR SV £3, FEITL— N2 EBNT20ERHL5GEX. ROF
IEZ 54T LET, DHCP Y — BT 7 4V bb— F&2ZE LG, [T/3M1 X (Devicss) 1>
[T/34 A& (DeviceManagement) ] >[JL—F « >4 (Routing) 1>[RE T4 v I)L—k
(Static Route) 1 ~*—® [IPv4)L— b (IPv4 Routes) | £7-1% [IPv6JL— k (IPv6 Routes) ]
T =T ICRRINET,

FIE

ATY 1 [TINA R (Devices) | >[T/3\1 REHE (DeviceManagement) | #3IRL, T /N1 2D &7
Uy 27 LET,

RTYv T2 =T« >4 (Routing) |>[RE T« w9 I)L—k (Staticroute) | Z#IR L, [/b— hZEM
(Addroute) 1Z 27V w27 LT, ROXHITHERELET,

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| = Search =2 any-ipva &
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)

Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel
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FMC %% F3 L 7= Firepower Threat Defense DER |
B wozz

[ZAT (Type) 1:BINTDHAET 47— FDHF AT U T, [IPv4] E 721X [IPv6]
FTarRE U ET Y v LET,

[ ¥ —7x AR (Interface) ]: tH/1A v ¥ —7 = 4 AZRIN L E, BEITINLA
H—T A ATT,

s fEHAIBEZ2 %~ N U —72  (Available Network) ] : IPv4 7 7 4+ /L b /b— b DA [ipv4]
ZBEINL, IPv6 7 7 4 /L b b— DA [any] ZER L, B (Add) 1227 VU2 L
TR L%y U —72 (Selected Network) ] U A MZBEII®HE T,

[F— b7 =4 (Gateway) ] E72IX[IPv67— F T =4 (IPv6Gateway) ]: ZD/L— hDX
JAMNRYy T TCHLT— bV 2 AN—FE ANELITERLES, IPT FLAEITIXR Y
ND—=V/RANAT V=l NERETEET,

e[AFY s (Metric) ]:55%% Y NT—27 ~DRy 7O EANNTLET, FIMEDH
X1 ~255T, 7%/ MEIZ1TT,
ATFv T3 [OK]Z27 V7 LET,
N—F"BARZT 4 I N— T =T VIBMENET,

Overview Analysis Policies JIEUTLEN Objects | AMP  Intelligence Deploy , System Helpv admin v

Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates

1 O . 8 9 b 20 You have unsaved changes B Save €3 cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Interfaces Inline Sets DHCP

OSPF & Add Route
OSPFv3
RIP
- (decpP
» Static Route any-ipv4 outside 10.99.10.1 false 1 S

Network Interface Gateway Tunneled Metric Tracked

¥ IPvd Routes

> [ Multicast Routing
¥ IPv6 Routes

ATY T4 [IR1E (Save) 1227V v LET,

— B 72 NAT b— L Clid, WET RV RAENHA > H—T 24 ZADIP T KL ADKR— MIE
WLET, ZTOXATONATV—NVDZ tEA LA —T A AR—KT KL RZEH (PAT)
EIENE T,

FIE

ATFYF1 [T/AL R (Devices) |>[NAT] %22 U v 27 L, [#LLVRY S— (NewPolicy) ]>[Threat Defense
NAT] %227 U v 7 LET,
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I FMC % {$FA L 7= Firepower Threat Defense O & fd

NAT D& E .

ATY T2 RV —ICARTEMT, RY —2@HT 2710 ZZ22RIR L, [R{F (Save) 1227 Vw7 L

ij—o

MNew Policy
Name: interface_PAT

Description:

Targeted Devices

Available Devices

24, Search by name or value |

| Add to Policy |

Select devices to which you want to apply this poli

elected Devices
[==1192.168.0.16

| | Cancel |

| Save

AU =N FEMCIZIBIENE T, gl&EHiE. N == V2B 2 0ERH Y £,

ATwF3 =@M (AddRule) 1227V v 7 LET,

[NAT/L—/L DB (AddNAT Rule) | ¥ AT RT ARy 7 ANRKRINET,

ATFYTE ERLV—NDOF T g ZRELET,

Add NAT Rule
NAT Rule: Auto NAT Rule hd
Type: Cynamic 7

Interface Objects it ir ] PAT Pool

Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z %R L £,

o [#A4 T (Type) 1:[# AT 7 (Dynamic) | R L 7,

ATYTS [A X —T =2 AL T V=7  (Interface

objects) ] ~—I T, [EHATHEZRA VF —T = A R

47 =7 K~ (Available Interface Objects) | fEIK2 O [FESEA v F—T =2 A AF TV =7 |
(Destination Interface Objects) | fEIKIZAMES Y — > ZBML £ 97,

Cisco Firepower2100 22— +7 v T4 K [}



FMC %% F3 L 7= Firepower Threat Defense DER |

B wozz

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd Enabi
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | o,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to
¥ Source
Add to |
Destination |
QK | | Cancel
— T NACEED °3 EA=—d
ATvT6 [£H: (Translation) | X—T T, ROA v araFELET,
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic R Enab

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
- = or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T XTDHOIPv4 ~7 7 4 v 7 (0.0.0.0/0)
DXy NT—=7F 7y MEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Cancel |

| Save

HEINAT V— W3IA 7 V=7 MEZEO—HEE LTNAT 2B 5720, VAT
LAEFZD any-ipvd 47 =7 b EFHATHIZ EIETEERA, 2. VAT AE
BOA TVl NetmETDHZIEILITEERA,

GE)
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| FMC % {8/ L 7= Firepower Threat Defense 0 & B
w0 +57 ¢ v oo

o [ D E(E T (Translated Source) | : [#E551 > % — 7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATwT1 [IR1E (Save) 1227V v 27 LCL—LZBMLET,
L=V’ Jb— b (Rules) | 7 — 7 WAERIESILE T,

Overview Analysis Policies JsISUIER Objects =~ AMP  Intelligence Deploy

% System Helpv admin v

Device Management = NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ € cancel
(6] Por
B Fiiter by Device @  AddRue |
[s \ \
# Direction Tyl ‘Source Destinati Or 1} Original 1] Original 1} Translated Translated Translated Opti
erface Objects rface Objects rees estinati Services Sources Destinations  Sarvi ices
v n
* au
%  Dynamc 3 2 al-ip ¥ e @ S8
- After

ATY T8 NAT X—TU T [RfFE (Save) |27 U v 7 LTEREEZREFELET,

Ir ~ Ir e “ =z,

HNERDSNEFAD 5 T 4 v D DEFT]
FTD % FMC IZ&$k L7z L X2, HAD [TRXTONT 7 v 7% 7 v v (Blockall traffic) ]
TR aryiha— LR —EERLESGEIE. TN REBRTDNT T 4 v 7 A
TAHEDIZRY ==V EZ BT H50ERH Y £9, IROFNETIX., NE — 2 Ba0T
S =~ <D NTT 4 T EHFAT AL AEZBEMNMLET, s =0 AEA I, Wi
Ry NI =T ~DNTT 47 BT 50— EBMLTLIEEN,
FOEEREX2 VT A REENV—NVEXETDHLEIE. [FMCar 747 b—vay A
K] #2RLTL a0,

FIE

ATv 1 [R)I— (Pdicy) 1>[F7Y2RKR — (AccessPolicy) 1> [7 U 2RKR — (Access
Policy) 1 Z#R L, FIDIZHID Y ToNTWAHT 78X avy ta— LK) —D %7 Vv
LET,

ATy T2 [Jb—ILEEM (AddRule) 1227 V27 L, RONRTA—=HEHFELET,
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FMC %% F3 L 7= Firepower Threat Defense DER |

. FMC7 2R FT—2 A VB —T A RATH DHRE

Add Rule 7 X
Mazme |inside_toc_outside & Enabled Insert |inte Mandatory ot
Action |+ Allow v 48T

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
|-h Search by name | son /iy inside_zone B seuloutside_zone ]

a et
San/t inside_zone
) .

Sua/4h Outside_zone

| Add to |
Source

Add to |
| Destination |

« [£4ET (Name) ]: ZDONA—/VICLETZAHTET (72 & 21E. insde to_outside)

ﬂ%@ﬁf~y(%mmmmw]{ﬁWT%&f~V(Mw%khmﬂ]#EW%YHV
IR L, [EETI2EM (Addto Source) 1% 27 U w7 LET,

o [56%5> — > (Destination Zones) ] : [f£HA[HE72> —> (Available Zones) ] 7B AMHBY —
VAR L, [584612BM (Add to Destination) 1% 7 YV v 27 L¥ 9,

MOREIFEDEFICL TR ET,

ATy T3 B (Add) 1227V v 7 LET,
=5 b— b (Rules) | 7 —7 /MBS VET,

Overview Analysis JIISEER Devices Objects =~ AMP  Intelligence Deploy y System Help v
Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v
You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel

ftd ac pollcy

Prefilter Policy: Default Prefilter Palicy. SSL Policy: None Identity Policy: Mone
Tz Inh Setd | [F] policy As its {1)
m Security Intelligence  HTTP Responses  Logging  Advanced
8 Fitcer by Device PR REC eIl © Acd Category | © acd rute | search Rutes
Name SourceZo.. | DestZones  SourceNe.. DestNetw.. VLANTags  Usars Applications  Source Po.. DestPorts | URLs 1SE/SGT .. Action 2

HHEHMmﬂ----------------

side_to_outside o Allow & 8
B

ction. Add Rule or Add Category

T G x|
ATy T4 [1F (Save) 1227V v LET,

FIMC7 V2R T—2 A3 —TJ T4 XATH DEFE

A B —T 2 AR EDT =R A B —T 2 A TFMC 7 7 B AZGN LI=SE1T
ZOFINEIZHENEDA o H—T 2 A TSSH #HNZTLHMERHY £4, Z 2Tk, FID
T1OUEDTF—H A 2 —T7 = A A% LT SSH #kt 2 BT 25 HiEICHOW T L £
T, SSHIIRWiEmEEA v ¥ —7 oA AKX LTHR—FINFEHA,
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| FMC % {8/ L 7= Firepower Threat Defense 0 & B

\}

MCT R F—4 1 va—Tx142cn 0%z [

G¥)

SSH IZEBHA v X —T 2 A4 A LETT 740 hTHMNZ 2> TWETHN, ZOHEHILEE SSH
TR AHBELEEA,

BHA LB —T oA AL, TN ADMDA o H— 7I/|’X& 1355 S AL TVvET, Firepower
Management CenterlZ7 /N AZRE L, BT 2720l INET, 7—F A ¥ —T =
A ADSSHIL, BEEA VX —T7 24 AD SSH ENHB LN —% VA MEHAFLET,
FOMOFEIIMEBNCHESNE T, T—H A F—T = ATIE, ZOMEEZMHEHL CTSSH
ETI7RAVANERNILES, T—H A H—Tx2AADSSH v T 7 4 v 7 X@HED
N—T 4 TREEHHA L, HERIZRESNTZAZXT 4 v 7 Jb— h=° CLI THIE I N A
T4 —RNMIMEHLEREA,

BEHA LB —T 2 A ADYHE, SSHT 78R U AR NEEET 521 [Firepower Threat Defense
Command Reference] @ configuressh-accesslist 2~ REZZM LTIV, A¥T v 7
No— R EFRET DT, configure network static-routes =~ REEM LT &, T 74
VR TIE, PIIRRERICERA LA —T A ANST T4V b — FEFRELET,

SSH 7T 5121%, SAKIP T RLAZFHFA[TLHT 7 A NL—)VIHNEHY FHAL, 2O
v a OFEIHEST, SSHT 7 BRAEZRETHINEND L7210 T,

$Hi BIFERRE/2 A  H — T = AZORERATEE T, SSHFE R FBIERA v X —T = A
B DA, VA v H—T A A~DOEEE B O RBhTE £,

TNA A TIL, BRSO DEIRE SSH B 2 3 nl T £ 97,

GE)

TRXRTOT T ITAT L ATIL, SSHEZAN L72 CLL £ 7213 ~D 1 71 3478 3 Bk L CHRAL
T 5 &, SSHHHIIK T LET,

1R BHHIIZ

* SSH WNiB=—#1%, configureuser add =~ > F&fliH LT CLI TOAFKETEET, .
T 7 4 F T AIIRRGERFIC AN AT — R &2 RGE L72Admine— ¥ 23MFE(E L £9, LDAP
F72IX RADIUS EDSNT = — L, 77 > b7 4 — ARE T IMBFRAE (External
Authentication) | ZHETH I EICEL > THRETEET,

« TN A~D SSH B #F Al T DR A M E/IEF Yy NIV =2 2 EHTDHFR Y NT—7 F
TVl NRMETT, FlEO—EE L TAT VY FE2BIMTEETN, IPT FLAD
IN—TFHWETHEOICHT V27 b I N—TF 2T 28581, V— L THERS
w~7ﬁ¢?tﬁ@¢é_a%ﬁmuiﬁ[ijzah(ommg]ﬂtﬁﬁzah
& (Object Management) | ZERL T, A7 ¥ =7 FNEFHELET,

N

GE) VAT ARRMT Dany kv hT—2 F7 Y s MIEATE E
A, b1z, any-ipvd 7213 any-ipv6 ZfEH L £9-,

Cisco Firepower2100 22— +7 v 7454 K ||}


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| B

ATy

ATy T2
ATvT3

ATy T4

5% TE O R B

ATy T

FMC % {3 L 7= Firepower Threat Defense D &R |

FIE

[T/314 X (Devices) |> [Ty b T+—LEEE (Platform Settings) ] DJEICER L, FTD R

Uy —ZERE I TmE LT,

[E% =7 > =/ (Secure Shell) ] Zi®IR L FJ,

SSH #8ft #3F [T 6 A4 v Z—7 A AL IP 7 RLAZIEELET,

ZOFREHEM LT, SSHEERAZ T ANDS A V2 —T =2 A, BEIOTNOOHEGLZTFTSN

5047 DOIPT FLAZFIRLET, xDIPT FLAERL, Xy hU—2 T KL

AEEATEET,

a) [BEM (Add) 1227V v 27 LTHLWIL—LEZBINT 50, [ (Bdit) 1227V v 27 LT

BEF O — IV E R L7,

b) N—NDTaNRT 4 ERELET,
«[IP7 KL A (IPAddress) ]: SSHESZFFAIT DR A MEZIIRy N —7 ZFRET
53y NT—0 ATVl b, ATV e ROy TF IR = a—nbRIRT S
Ay EREHEZ ) 7 LTHiILW AR Y b =247 V= PaBILET,
s [B¥= VT 1 V—2 (Security Zones) |: SSH i #fFr 4 oA v X —T = A%E
o) — EBMLES, Y—UIZRNA U F—T =4 AT, BRI EF2Y
T4 =V DIV ARNDTDT 4=V RIZA B =T x4 24 AL, B (Add) ]
Vw7 LET, BIRENTWVWEAL U H—T oA RAEZFY — VBTN RZEE
NTNWBEXITDI, ZHHDNA—LNTF L R A SNET,

) [OK]%27VUvZ7 LET,
[Save (RTFE) 127V v/ LET,

ZN T, [ER (Deploy) ]>[EB (Deployment) 1 %27 U w7 L, E Y TT /A A K
V—ZBHTE X0 E LT, BHEIIRY U—FEBRTIE AR THA,

REDEFAZ FID IZEBLET, EHEAEMTLIETIE, XA ALTEOERELT VT 4
T2 0 FH A,

FIE

A ED BB (Deploy) 127 Vv 27 LET,

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



| FMC % {8/ L 7= Firepower Threat Defense 0 & B
D 5&UM0SCL~D7 2 [

Deploy y System Help ¥

|__6 Cancel |

ATv T2 KRV —0DER (DeployPolicies) 14 A 707 HR w7 ATT A AZREIR L, B (Deploy) ]
7 Vv LET,

Deploy Policies Version:2019-03-05 03:17 PM
Device Inspect Interruption Type Group Current Version 2o

=#152.168.0.16 Mo FTD 2019-02-28 07:11 AM

ZFvT3 EBEARS L EEMRLET, BROAT —4 A2 FRT 5101, A=2—"—0 JEH
(Deploy) | R% v DEMICHBTA 2% 2 v LET,

Deploy || & || System Help v

Deployments O Health Tasks - ]

1 total 1 running 0 success O warnings O failures Show History

™ 192.168.0.16 Deployment - Collecting policies and objects. 10s

FID 5LV XOSCLI~ADT7 U X

avy R4 A F—TxA4 A (CLI) ZFEH LTI AT LDy N7 v 72TV, AL
RYAT DN T TNy 2a—F 4 T E2ITF0NET, CLIty v a v bR —2RETH
LITTEFEYAL, CLIICIE, 2 Y — L R —RFIEHLTT 7EATEET,

KNS TN a—F 4 TOFDIZ, FEXOSCLIIWCT 7 EATAZ Ly TEXET,

\)

GE)  F7Z. FIDTF A ADEHA ¥ —T = AZSSH THf CXE+, av Y —Eyia
VEFRZY, SSHE Y v a iET 740 N TFTIDCLLIZZR Y | connect fxos =< > R & {#
LC% FXOSCLIICIFEfE CE EX¥ A, SSHERH DA v #—7 = A4 ZEZANTW LGS, %
TT—H A Z =T A A LEOT LRI TEET, 7—HF A ¥ —T A A~D SSH
T RRAXT 7 4 N TEHICSoTWET, TOFIATIE, 77 4/V N TFXOSCLI & 72 %
a Y —)LIR— T 7B RIZOWTIA L ET,
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FMC % {3 L 7= Firepower Threat Defense D &R |

B rossumoscu~o7s ez

ATy

ATy T2

ATvT3

FIE

CLIiZn 7 A 3510k, EHarBa—FEary—LKR— ]\\—;j:f‘f)ul/i'?“ Firepower2100
IZIZDB-9toRI-45 U TNV r—TBFR L TWDD, BT 2720123 — K =7 4
@@yUYwmumeVWﬁmgfﬁoiﬁ%@ﬁNv~?4V7vx?Am%gﬁUm
VUTNVRIANRNELTA LA R—=LLTLZEWN [, a2 Y —ViKR— NIT 7 4L h TFXO0S
CLIIZ/2 0 £4, ROV I TAREEHEHLET,

* 9600 7R —

87 —H B b

NUT a2l

*lARYy 7 EY
FXOS CLIIZ#:ft L £, —H¥H admin &, Wt > b7 v TIRHTRE LI/ R AT — Raff
MLULTCLIIZrZ A LET (57740 & Adminl2l) .
fl -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

FIDCLIIZ T 7 &AL ET,
connect ftd

1 -

firepower# connect ftd
>

07 A R, CLI TR ATEER 2= > RO Z iR 21213, hdp £7213?2 2 AL E
T, FEREOZEIZ SV CiX,  [Cisco Firepower Threat Defense Command Reference] % 2 L
TLESN,

FTD CLI ##& 79 512i1%, exit £7=i% logout =~> K& AN LET,

Zoa<wr RNIZEY, FXOSCLI 7ur > 7 NMIEY £9, FXOSCLI CEfriE/sa~> RO
B AMRT 51T, 22 A LET,

1 :

> exit
firepower#

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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| FMC % {8/ L 7= Firepower Threat Defense 0 & B

e @A LT A1 20EE+7 |

FMC R LI=T/\A1 ADERA 7

ATy
ATvT2
ATvT3
ATv74

ATy TH
ATvT6 7

ATy 71

RDATY

FMC A L TV AT 2 Z2WMUNcy vy v D LET,

FIE

[Devices] > [Device Management] & %41 L £ 47,

BEET LT A ZAOMICHLWET A2 @) 227V vy 27 LET,

[7/34 A (Device) | #7527 V> 7 LET,

[ AT L (System) 187 a v TFNRAL ADY vy T T A2y (W) 22Yvr7 LE
j—o

Ta T IRERREINTEL, TRAADY Yy MU VEMHERLET,

BIRLED & A7 —X ALED 8 LT, VY —vOBBENUIMENTWAZ 2R LET
(LED 23¥H4T) &

T —VOBENERICUM SN D, BBIISCTERT T 7 2kE . v — i bHK
WCEREZRV AT LR TEET,

O

J

FTD O E % f5iAT779 5 I2IE, Cisco Firepower N¥ = X h— THHEWVWDO Y 7 b7 =T /8—
TarnOx=a T VESRLTIESN,

FMC O FIZBI 2 3EIc oW Cid,  [Firepower Management Center Configuration Guide] %
S LT IZEN,
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ASDM Z{#F L 7- ASA D &R

« ASDM %l L72 ASA 7 774 7 AE— K CTOREM (139 <—2)
+ ASDM & Firepower Chassis Manager # i/l L72 ASA 77 > 7+ —LFE— RTOER (
161 ~<—2)






=6~
=% =R

ASDMZ{#EFR L-ASAT7 TS5SA4A 7 RAE—
KT ER

CDEORREE

Firepower 2100 |X. Firepower eXtensible Operating System (FXOS) &\ 5 B L 25 41—
T4 T VAT LEEITLET, ASA AT Firepower 2100 1%, RDE— RTEITTE £,

T TIAT U AE—R (T7HNK)  TTIAT U AE— RTliE, ASADTRTOHRT
7O LN TEET, FXOSCLINGIE, @ER NI TN a—T 47 a~xy ROR
AT £9, FEMIZOWTIX,  [FXOS troubleshooting guide] ZZM L T 7Z& W,
Firepower Chassis Manager |74 — b SV TWEH A,

7Ty R T F—LE—KR: 7Ty hTr—hF— RTIE FXOS T, EARWLEIE T
A—=BEN—RY 2T AU B =T 2 ADREXATIMLENRDH Y 7T, TILDDRIEIT
X, 4% —7 A ADOFZM, EtherChannels DFfSL, NTP, o A —VEHRENE TN
%9, Firepower Chassis Manager Web 1 > % — 7 = A A E 72X FXOSCLI Z i H T& £,
Z D%, ASDM 721X ASACLI Z i/l L TASA ARV —TFT 4 7 VAT AlilkF =2l
T4 R —ERETEET,

ZOETIE, ASAT 7 T4 T AE— R THxy MU —7 (T Firepower 2100 % B4 2% 71AI1CD
WTCHBA L 9, 7 7 4/ b Tid. Firepower 2100 (L7 754 7 AE— R CEITSNE T,
7T N7 A —LF— ROMFEHFFIEIZOWTIL, TASDM & Firepower Chassis Manager % {3 /]
L7ZASAT' T v F 74 —LF— FTORRE (161~—) | 2ZRLTIZE, ZOETIE
LT OREBRIZOWTITRY EIFTWERADT, [ASAar 74 Fal—var 4 K] %
ZRLTLZEN,

o 7 — )L — —
« CLI %7

ZOETIE, BRI EXF 2T 4R U—DREFIEICHOWTCHHALET, LV EERE
R DHEEITRETA RESR LT EEV,
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ASDM %A L1- ASADER |
B ssazouc

\}

(GE)  Firepower 2100 N— R =7 CTiX, ASA Y7 "V =T £/IEFID V7 by =T #FITTEE
3. ASA & FID O TUID A ZAT O BRIZIZ, T3 ZADFA A —=UB BB Y £,
[Cisco ASA 35 & U Firepower Threat Defense f51 A — b A K] 2L T 7E 30,

\)

GE)  FSIANO—URERT— A b : Firepower 2100 (ZIXME A GRBME SIZARE T, REMAICILE
THZELHY EHA, 2L, 2—PL4 R EORETIE, FAGERIEREZEHTEET, 2
DA REVEERC SNMP O FHREIZ, FHEDMEARBIERE2 MR TEZ2HARH Y £
R

¢ ASA IZOWT (140 ~=—7)

e RY—x FOFIE (143 2—)

e Xy NU—JEE LT 7 40 PREDOHR (144 ~—2)
« TA 2R (147 =)

o TNNA ZADERFN (148 X—)

e (IIE) IPT7 RLADZEHE (149 ~—)

* ASDM ~D w1 74 > (150 ~<—7)

c TABLADERE (151 =)

« ASA OFGE (157 =—2)

« ASA BEUFXOS CLI ~D7 7 &2 (159 ~=—3)
cRDAT w7 (160 =—7)

ASA [CDUNT

ASAZ. 1 ODF XA ATEETAT— N INAR T 7 AT 74+ — W EEREB LV VPN 2 &
M—& —BeZ it L E 9,

KONWTNIPOTR—T X AL TASA ZEHTEET,
«ASDM (ZDHA FTHH) : TS RZEFNIEBOT N, A2 —T v,
« CLI

» Cisco Security Manager : BIOH— N EDO</LFFTINA R v 32—V ¥,

NG TN a—F 4 7 DFHIZ, FXOSCLIWCT 7 EATAZ b TEXET,

0 ~ AN
HiR— b SR OVBEEE
R ASA BEREIL. Firepower 2100 TIIH AR — F SN TWEH A,
AN —T A TBIOT Y v

[l CiscoFirepower2100 2 4 — 7 v FH 4 K
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| AsDM % & L 1= ASA DERE
asasso0-x x0T [

ILRAVE—T A A

VT ARH

«KCD %M L7277 A4 7 > F LA SSL VPN

« ASA REST API

« ASA FirePOWER & ¥ = — /L

* Botnet Traffic Filter

CRDA VAR T g
*SCTPA v AT var~v 7 (ACLZEML/IZSCTP AT — K7/ A AN Vg
VY AR—hENET)

e Diameter

* GTP/GPRS

ASA 5500-X 5% € DFE1T

ASA 5500-X #%iE % =2 °— L C, Firepower2100 (777 A4 7 AE—K) [ZREVfHTFH Z &n
TEET, 2L, REZERTHILERNHY T, £/, 77 v b7+ —AROEEDOHE
FRIZERELTLIEE N,

1 FEZaE—7 25121, ASA 5500-X T moresystem:running-config =2~ K& AL &
@—O
2. MEIINUCHREZWELET WUTEZ3H) .

3. Firepower2100 (777 A 7L AE—F) O3> Y —/LK— ML, /r—/IL 2
T4 X2l —ar®—FERBLET,

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***%xx

Repeat Password: ***%x*xx

ciscoasa# configure terminal

ciscoasa (confiqg) #

4. clear configureall =~ > RZMEH LT, BUEOREEZZ VT LET,
5. ASACLI TEH SN EZE D AT £,

ZDOHA RTIE, LBHEAEREOT 7 40 hEEEZRHEE LTWAH7D, BEFOREICHEY 17
HEE. ZOHA RO—EBOFIAL ASA IZHEH SN FEH A,
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B AsassoxzEoms

ASDM %A L1- ASADER |

ASA 5500-X % E

Firepower2100 (7 754 7V XE—F) DEE

PAK 714 A

Av—h T4 R

HEEZ I —LTHEY T 5 &, PAK 74 &2 AL
INFHA, TZHNBITIEITA B RTA VA =L E
NTHWERHA, Av— T4V 7 TlE, Av—F
TA R T YN L CT A B ARG S
MERHY T, Av—F T4 1E, ASDMET-
ILSSHT 7 BRI HELET LLTE22H) |

A ASDM 7 7 & A

ASDM IZHE CE R\, Av— bk IA4 BV 7 H—
AMNIZBELTERWIGATR, VISR ZHE LT HE
TH. VPN F 72132 Oftho sk ) 2w B LHRE D% E % Hl
BRLEJ,

SRSk 3DES) TA B AEES L-RIZ. Zh
LOMREEHERNCT LI ENTEET,
ZORBEOFERIZ, ASAIZIX, BT 7RI LToO
FHT 7 /v N TIDESHERENZENTWNWDHZ LT, i/
TR BALFSREZ NS T 5 L. ASDM B L OVHTTPS k7
T4 (A~v—hK T4V T =D E)
MW7y 7 SPET, ZO—LOFISNT, FE11 R E
DEMERA L F—T oA ARSI TWABRETT,
SSH 1T B L Z T £8 A,

A H—=T7xAAID

HLONA—Ry=71ID & —EHTLEICA o F—T A
AID AR LTLIZEWN, & xiE, ASA5525-XITiE,
Management 0/0, GigabitEthernet 0/0 ~ 0/5 238 £ T\ E
7, Firepower 1120 (21X, Management 1/1 33 X O Ethernet
1T ~18 BNEENTVET,

boot system =~ > K

ASA 5500-X TlE. K 4O boot system =< > R Z i ]
LT, T A A—VEBETEET,

Firepower 2100 (775 A4 7> A& — R) TiX 1 2D boot
system =~ > ROAZNRFFRISND 72, B0 AT D121
OLUSNDTRTOa~ s FEHIRTLI0ERH D 7,
T — A A=V EHBIT 5 7 DI BRI G AA F e
e, EEIEEOa~vy REREICEDIMNETIH Y £
A, bootsystem VU m— REFZIE, HZlcr— RSz
T= A A=TVBREICETINET,

boot system =1~ > Nix, ANBHIZT 7 v a v &FITLE
To VAT AHIFA ATV EREEL TR L, 7 — MNEFT
(FXOS 1T & » CTEH &N D disko DN 77— 3 V)
IZabt—LEd, ASAZVnr—FRT5&, HLOAA—
UhRn—RFInET,
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| AsDM % & L 1= ASA DERE
zvrv—zrozE

IVFY—IVFDFIR

T — T TASAFREBLTHRET DL, ROX A7 EZBBLTIEEN,

=N A W
Pre- '-\l,- Review the '\g__,-' Cable the '-\E,- Power on the
Configuration network and device device
default config —p —>
v
ASA CLI 4 ) (optional)
Change the IP
Address
ASDM \5 '/ Log into '-\ﬁ ' Configure '\_9__/' Configure the
ASDM feature ASA
licenses —»
l A
2
Cisco \ 6 ) obtain feature
Commerce licenses
Workspace

!

Smart 7 ) Generate a
Software license token
Manager for the chassis
(1) | FFHiRE Fv NI EEE T 7 40 FRIEOHR (144 =)
N
(o)) | FERATRE T ZADEM (147 =)
\&/
(3 | FRIRE TN ZADERFEA (148 X—2)
)
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B < ro—vEBLTF I+ rBEORR

ASDM %A L1- ASADER |

ASA CLI

(EE) IPT7 RLADOERE (149 X—)

/= |ASDM

ASDM ~Du 74 > (150 X—2) |

7~ | Cisco Commerce
(6 )
~— | Workspace

TAV U ADOEE (151 =)  HEIJA B 2A2RELET,

- Smart Software Manager | 5 4 & 2DO%E (151 =) v —vDIA VLA b—0 U EAERKLET,

ASDM

FTAB U AOEE (151 =)  HWEIA B AE2HRTELET,

ASDM

ASA DFFE (157 =) |

Iy kJ—

HEEET 74 FRTFEDIESR

RO, Firepower2100 TOT 74/ bDORy b —27 REIAZRLET (ASAT7 7747~
AE—RTT 74V FREEMHA)

A v H—T 2 A r—T VT L E 721X DSL T 7 AMIEERES T 55513, ASA BN
Wty hU—2DFT_XTOL—F 4 7L NAT #FETT 58910, FFL6%57Y v PVE—F
T2 aBEO LET, SEBA X —7 A ZADISPICHET 572 PPPoE 2R ET 5
MEIN G DAL, TOEEEZ ASDM AX — "7 v 77 4 — RNTITH ZENRTXET,

GE)

ASDM 7 7 2 AT 7 4V FONEIP 7 KL R & FH X 72040, ASACLI THESIP 7
RLAZHRECTEET, (EE) IPT RLADOAERE (149—) 2L T3, =
ZIE, RO LI RRBUTEBNT, NEIP 7 RLZADOLEERNMEICR D581 H D 77,

AN A =T 2 A AR T T ANV F Ry N — 7 THH192.168.1.0 % v kT —7
EDIP T FLRAOESGERADHE. DHCP U — AN KL, SEA v F—T = A AN
IP7 RLAZEAELEEAL, ZOMET, ASARFRILCRY hT—2 EIZ25DA % —
T2 A REFRFOZ LB TERVWEDIZEAELET, ZOGE, NPT RLARH LWL
Fy NI —7 FIFET DL OICEETHMLENRDH D £,

s ASA ZHEFONT R >~ U —J BT 2581, NEIP 7 RLVABBEGFO Ry hU—
7 FICHFEET AL I)ICEFTTHLERH D £,
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| AsDM % & L 1= ASA DERE
Firepower2100 7 754 72X E— KD T 74 J)L hEEE .

Outside

outside
Etherneti/
DHCP from outside nw

7h B M management e

Management 1/1 Management
DHCP from
management nw

(Optional)
Management
Computer

inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Firepower2100 7 754 7V X E— KD T 7+ L FERE

77 # )V h TliX, Firepower 2100 17 77 A 7 A T— R CTEI TSN E T,

“
GE)  9.13(D)LREID A= a > TiE, 7Ty N 74 —LE— KRBT 74V THY, Wa—DA T3
YCLl, 779 R 73— F— K07 v 7TV =T85585, 77y F74—AHF—FR
DHERFSILE T,

T FTA T A F— KD Firepower 2100 O LI HATRF DT 7 4L FEEIL, kD LEBY TT,
« REMDHER~D S5 T 4 w49 T HA— : Ethernet 1/1 (4M4F) . Ethernet 1/2 (PNER)
« DHCP OB IP 7 FLR, REBIP 7 KLX : 192.168.1.1
*DHCP O OEEIP 7 FLR : &E 1/1 (FH)
s WA > % —7 = A AD DHCP #—/\
* #M58 DHCP, ¥ DHCP 5L DT 74 )Lk JL— b

«ASDM 77 & % : FHR A N ENEARA MIFFT SN ET, NER A ME 192.168.1.0/24
Sy FU—ZICRESNET,

* NAT : WD BAMT~DTXTO T 7 4 v I DA % —7 = A A PAT,
« DNS #—/3 : OpenDNS $— 3o 57 O S TWET,
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ASDM %A L1- ASADER |
B rrerover2i0 7 554702 2—ROFTHLE

ks
filt

DAy 4 Xal—vgikOawy RTHEERINTHWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 management
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

[l CiscoFirepower2100 2 4 — 7 v FH 4 K



| AsDM % & L 1= ASA DERE

— »

T /\

A4 ZADECHR

-

(Alternative) Management 1/‘i

Management 1/1 & 721 Ethernet 1/2 DV 9 315> C Firepower 2100 ZEB L £3, 7 74/ b

management

DHCP from mgmt nw —i

Qutside

Ethernet 11
r outside, DHCP from outside nw

AR
il mmm
li==0 1 |

2 il |Cinae

aAAA
rrrrrnwggg el ’_[_:'_1_ nm

71 zous ||

am

l

(Optional) Console port J T

Ethernet 1/2
inside, 192.168.1.1

T, Ethernetl/l Z4MHBE LCHRELET,

FIE

AT FHa L Ea—HEZRONTANDOA VX —T oA AR L ET,

: Management /1 Z& 8y U — 7 (ZHfe L, EHE
A= PERR Y NU—7 R D, ETIET 7 BEATELZ LA HRLET,
Management 1/1 X, ¥Ry hU—2 E® DHCP — "6 1P 7 FUAZRAGLET,
DA E =T =2 A AT L5613, BHa Ea—Fn0 P T FL AR TS
DRI ASAIZEHIDETHATWDIPT FLAZIRET H2MENH Y £,

Ethernet 1/2 : FINIERED /-2, B o V2 — X % Ethernet 12 [ZEEEHFE L E 4, F
721X, Ethernet12 ZWNEixry MU —71ZHH LET, WERy hU—27 L7 47 |k
PN ASAILT 7 EBATE 510, BHa L Ea—2RNF0EHXy hU—2 EITh D
Z L HHEFR L £, Ethernet 12 (1217 74V FDIP 7 FLA (192.168.1.1) 2V, 7
FAT U EHarYa—F%Z28T) ITIP 7 FLAZ#EM4 27292 DHCP ¥—/3%
FITSINDTD, ZNDDOREPBFEONILR Yy hU—7 ORELHELRNEIITLT
< 72& (Firepower 2100 777 A 7V A &— RDT 7 4L K

» Management 1/1 (7 -~/ MGMT)

o

— |
Management Computer
DHCP from inside ifc: 192.168.1.x

Other Data Networks

R
it

(145 X—v) &%

Fr A=Y Ry FR2DOIPT RLAZTFT 74V "L EETHULEND LEA1E, B8
AV a—HEar ) —)LiR— NI —TNEERTHNELH Y T,
ADEE (149 X—) LTI Z I,

fEE) IPT KL
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ASDM %A L1- ASADER |
B = zommEA

BTHDOA L B —T oA ZAE ASABEHT 7 2 2B ETEET, [ ASA O—ERI 2 ED
BRETA K] #5R LTI,
ATy T2 ARy NT—27 % Bthernet 1/1 £ 2 —7 =4 A (5L [WAN] ) ([ZHkLE T,

Aw—RKNY T NU=T T4V T DA, ASA I3 License Authority (27 7 Z A TE 5 L
INCT DDA F—Ry N T 7 8AZMNEL LET,

ATFYT3 BODA L E—T =2 A RO FR Yy NT— 7 8 LET,

52/\4’;(0) BRI A

BIRAA v FIE, Vv —YOEROEBRES 22—V 1OEICHY FF., ZHIIT AT LA~DTE
WEHEST 5 NIV AL v FTT, BRAAL v T RALZ AL DOMEIZHHGEIX, 33 VO
AL N ERAL=y NOBNEBIFREY 2—ANnbAMEEN., RVOEERIIF 72K F
T AA v TFNE U ONBIZHDEEIT. 12V OTEBRNA AR, AT ANER L £
7

FIE

ATY 1 BRa—RET A AR L, BRI Mo L7,
ATY T2 TARALZAOFEIHDHERAL v F ML F7,

ATw T3 FRAL ADOHHEICH S PWRLED Z##EE LE T, FAICHEIT LTV BEEAIE. T3 ZADER
MDA TWET,
SYS LED

mEEEEEEE e,
PEERAEREREREEEAERERE®
e s

E

= = = e B
i

f
PWR LED

ATV T4 TAL ZAOHNEIZH D SYSLED Z R L E T, MEAICHT LTV DEAIE. BB AR
AL TWET,
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| AsDM % & L 1= ASA DERE

& P7rLzozE ||

GE)  BFREAA v TFE A TOMBIZEHNTHENC, AT AN L —2A T )Ly y NET U E
FITTEDH LT shutdown 2~ REMHLET, & TT5FETITE»NH5HE
BHEVET, JLb—RATN Yy N TUBRETTHE, T2 Y —/WIES <IcERA
T HLEaTTEFRRENET, AIEARLOF VRS —H B —a  LED 2SN RAT L.
VAT LADEREATICTHERNTE VWD EERLET, T, A vF %
FT7 ONEICBETE DL D270 £ Lz, Bif/ SR/ PWR LED A3 I 5Lk
L. T LEJ, PWRLED BN5E2&ICA 712725 £ TEREZ N2 NTL IZE 0,

25O shutdown =~ > ROFHOFEMICHOWTIE, [FX0Sav 747 L—v g v
HA K] #2BL T EE,

(FE) P7 FLADEE

\}

ASDM 7 7 B AIZT 74V FDIP 7 KL AZMHTE RV EE1E, ASA CLI THERA v &# —
Tx2AADIPT RLAZZETXET,

GE)

ATy T

ATy T2

ZOFETIE, 774N FREEETL, BIRLEZIPT FLALBRELET, Z07d, fk
F9 2 ASAREICELZMRA 25 E1E, ZOFIEEZEH LTI ZE 0,

FIE

ASA 22> Y — LR — MIEEL, Z7r— b a7 4 FXalb—rary T—RIAVET, 7
AZOWNTIE, TASABEIOFXOSCLI~D T 7 A (159—) | 25 L T EE0,
BIRLIZIPT RLVAEZBEHALTCT 74V b EEETLET,

configure factory-default [ip_address [mask]]

GE) Z D=3~ RiE, Firepower 2100 DBERE SN TWDHE—F (77747 2%
77y b7+ —2b) 27 V7 LEREA,

1 -

ciscoasa(config) # configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:
Clear all configuration
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B ssov~onsqy

ATvT3

ASDM %A L1- ASADER |

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

FTIFNN AT 4K al—arEd 7Ty a2 AEVIRELET,

write memory

ASDM ~DO 45 A >

A\

ASDM #EEI L T, ASAZRETEHLHICLET,

ASA 21X, BHT 7 B ADHEXNGIZ L TT 74/ N T3DES R FENTWET, Lo
235 T, License Authority (285t L. T <IZASDM #3452 LT E9, %KIZASA T
SSHT7 7 B AZEETHHAIL. SSHBLOUSCP #4252 &b TE 4, EERRES(L
LT HEOMOEERE (VPN 72 E) Tl HAIZ License Authority (28 &k T 2 MLENRH 5
EERSLT A B ADRFENIR o TV DLIRERH Y £7,

GE)

ATy T

TA B AZRGT AN EE ek S LA i CXx AR OR EEZRA D & (WeFH7ek 5k
HFEELTWDHEHETH) | HTTPS H:feld T DA v ¥ —T7 = A AT Ru v 7 &, BT
%iﬁho_@W~w®W%i BN EOBEHERNA V4 —7 oA ATFER SN TWD

HCY, SSHITHELZ T £ A, HTTPS i Kb e Ha1E, a2 Y — b R— M
f}LLT ASA ZHRET A, BHEHA X —T 214 A u?ﬁ%}hj‘éﬁ\ F I3 E R S
BRAICRESN TWARNA VX —T o ATHERHTHZENTEET,

1R BHHEIIZ
« ASDM % EATT B 7= D DBELEIZ DWW TIE, Cisco.com® [ASDM U U —=2 /7 — L] 2% W
LTL7Z&EW,
F|i§

7 IWIZRD URL # A LET,
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| AsDM % & L 1= ASA DERE
sttvzoiz |

* https//192.168.1.1 : N (Ethernet 1/2) A > % —7 A ADIP 7 KL A,

« https://management_ip : DHCP 72 HEI D Y THNEHA LV H—T =24 ADIP T KL A,

GE)  http// °TP 7 RV A (57 4 /L MIHTTP) Tix72< ., &7 https// ZE L TL 72
VY, ASA [, HTTP Z:R% HTTPS [ HENWIZHRE L XA,

[Cisco ASDM] Web ~<— U NE/R I ET, ASAIZGEAENRA VA =L EN TN RN DIT,
TIUFDOEF 2 )T A BEERERENDZERHY T8, D OIS ITEM L T, Web
NR=VNIT IV ERATHZENTEET,

AT T2 HHATARE/ AT 2 3 > [Install ASDM Launcher] & 7213 [Run ASDM] DWW a7 ) v 7 LE
ﬁ—o

AT T3 DI RICIESTHT v a 2RI L, ASDM %@ L £7,
[Cisco ASDM-IDM 7 > F % — (Cisco ASDM-IDM Launcher) ] BAERSI NV E T,

AT Tl 2—VLHLLERAT—RDT7 4=V REZEOFFIZLT, [OK] 227V v 7 LET,
AL ASDM ¥ 4 > RUBFRENET,

S4 1t ADETE

ASAFv AT A~— KN VYT U=T T4V UTEEMLET, BHEOA~—K VT 1
DT IARV T A E—Ry b TV EANRKE) BEHTEET, £E A7
A VEHOLGE, KT A B ATRELEZY T 74 MY —RERETEET, ZNHOL47
FTA Y TA L AFTROFEMZOWTIL,  [Cisco ASA Series Feature Licenses| % 28 L T <
EE, ZOHA RITBEEDOA~—K Y7 T A48V IC#EASNET,

Uy — U EBET D L. License Authority {2 L > T ¥ — 3 & License Authority [f 8 {E | fiff
HEN2 IDFERAENRBITSNET, /o, @URKRET DY My y—URED HTHR
%7, License Authority |28k 95 £ TldL, Rk T A B A2 M B LT HEEOREL L %

=

752 L3 TEERAN, BEFTOMORTIRELZITEXA, T B AT 5SRO
REIZRD LY T,

« Standard
cEFX2VUT 4 ITHFAXL
« /7)1 72551t (3DES/AES)

« AnyConnect : AnyConnect Plus, AnyConnect Apex, ¥ 72(% AnyConnect VPN HH],

ASA IZIX, BT 72 ADHLERBIZLTTF 7 4/ F T3DES HEEEN G ENCWVWET, L=
735 T, License Authority (Z#%#i L. T IZASDM #4252 L TxE9, %KIZASA T
SSH 7 7 ¥ A% & ETHHE1T. SSHBXOSCP 2452 L b TxET, mERK L
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B st ozozx

\}

ASDM %A L1- ASADER |

WEL T HEOMOBERE (VPN 72 E) Tlid. HAIIC License Authority (28 5 MEN B 5
BERE LT A B ARHEIN 2o TODRERD Y £,

GE)

ATy T

TA B AZRGT AN EE R S LA T AR OREEZRA DL & (We5s7eks 5k
HFELTWDHHETH) . HTTPS #1EE DA X —T = A AT Ru v &, BT
EFEHA, ZOL—LOFINEL, B R EOEHERA L2 —7 24 RAHEHREIN TS
BaCd, SSHITWELZ T £ A, HTTPS #fe N KbiLiza1t, 2> Y —/b R — MIHE
LT ASA ZHETET DM, BHEMRA X —7 oA ZTHRT D0, £213EER bR
BHICRESNLTW WA VX —T = AT HZ N TEET,

AT—=b YT T =T TRV T T AT S ASADBER N — 2 L EERT HGE
[Allow export-controlled functionality on the products registered with this token] = > 7 7R v 7 2 %
FATL T, BMAORMESALDTFRT A B AREHSND LI LET (ZHEMOT7 BT~ b
TEZEDOHEANFATSNTWLLERDH Y £7) . BARMESALT A B AL, ¥y — 2 TR
b= BT 5 & MR LR DBEROEE BBRNCAME SN DI 0B MO BB ARE
<3

18 H HHEIIC
« Cisco Smart Software Manager [Z~v A X — T hH U v MaFEbLE T,

FRET AU MEBRLTRWEARIE, 2OV 7% 27y LTHLWT AUy b
ty F7 v 7L TL7Z&EVY, Smart Software Manager Cl, #fkD~AX—Tho v b4
ERC&E £7,

s (a7 IA4T AT TV EER L CAEMEEND) #EEFERT X, ZHEHO
VAT AT— K VT NI =T FA BT T TSRS (3DES/AES)
FTABAEFHTEALENDY 7,

FIE

THHDOA<—F FABVATH T MI, BRERIABUANEGENLTWD (Wi tb
.S AU ADREGENTND) Z 2R LTI EE N,

TAB AT, VATETIFREREIENLT AL ZAEEA LRI, A~— Y7 =T
TARD T TAT MY 7 SRTWET, 72720, BETIA v A %2BNT 2 %E
M HY5E1E. Cisco Commerce Workspace C [t & YV U = —3 3 »Of%R (Find Products and
Solutions) MR 7 4 — /W REEHLET, ROTA B APID #BELET,
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https://software.cisco.com/#module/SmartLicensing
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| AsDM % & L 1= ASA DERE
sttvzoiz |

R44: 54 XEER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o fEUET A A : L-FPR2100-ASA=, 1EHET A £ A FEI TN, Av—h~ Y7 U=
T I T T MTENTALERDH Y 9,

5T HA KT AL A LFPR2K-ASASC-5=, T F A+ T4 L AILIEBNMETH
D, =—XAEDLETEEDOITA B A ZBALET,

0T H AR T AL A LFPR2ZK-ASASC-10=, =T F Z k T A & ZILEMAYT
HY, =—XHEDbETHEEDTA B AEZFEALET,

« 3 ) 725 5k (B3DES/AES) O F A 2 > A : L-FPR2K-ENC-K9=, Z D7 A & o A (X R T
Ty TOTA B ATEEIILEH D FHEALN, T X TOEDICHSDT T v b
BT A20ERHY T, 20T RAF, W T T4 M h—o—T 3 (230
XD 2T D ASA 72 PIZIINE T,

+ AnyConnect : [Cisco AnyConnect Ordering Guide] #ZM L T 7Z &V, ASA Tk, 2D
TA B ABEZEAINLRNTIIZEN,

AT w72  Smart Software Manager C, Z DT /A A& BINTHEMBT I T bOBGEE —27 o &2ERL
Tavr—LET,

a) [~V (Inventory) | %27 Vw7 LET,
Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Notification Satellites Activity

b) [&M% (General) | ¥ 7 C., [H h—2 > (NewToken) |27V v 7 LET,
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ASDM %A L1- ASADER |

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B&kbh—7 > &/ER (CreateRegistrationToken) | %A 7 0 /Ry 7 AT, L FOREME
AFTTLTHhS [ b—27 % AVER (Create Token) 1% 7 VU v 27 L%,

Create Registration Token -
This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365,.but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* [E%BA (Description) ]
s [AZhIR (Expire After) ] : #EL3EI1X 30 B T4,

[Z2D b= TGRS LT B Tl A PRBERE 2R T 9% (Allow export-controlled
functionality on the products registered with this token) |: #2774 72 757
AN LET,

M= 3 A Ry MIEmEnET,

d) b= OFRMIHIREITAar %7 )y 7 LTC[b—2 (Token) | #4707 HRy
JARBRE, b= IDE7 Vv TR—=RIZart—T&5L2CLFET, ASA DBEN
VB L ZIZHOFIETHERAT A0, 2O M7 028 LTBE £1,
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ASDM % {#FA L 7= ASA D EFRH

ATvT3

45: =0 DDORTE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date

M]MEZJIhYTITZGOdOSDDY]KEL@ 2017-Aug-16 19:41:53 (in 30 days)

R46: b—H oDaE—

Token

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

@ X

Description Export-Controlied

ASAFP 21101 Allowed

4" (Licensing) ]>[Smart Licensing] DJEIZER L £7,

ATv T4

[Register] #7 U v 7 LET,
/0 Configuration > Device Management > Licensing > Smart Licensing

ssevzngz |

Created By Aclions

Actions

>

ASDM T, [E%%E (Configuration) ]>[7T/\4 R EHE (DeviceManagement) |1 >[Z4 >

| Enable Smart license configuration

Feature Tier:

Context:

-- None -- ~

(1-38)

Enable strong-encryption protocol

Registration Status: UNREGISTERED

Renew ID Certificate

Effective Running Licenses

Renew Authorization

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

License Feature

License Value License Duration

Maximum Physical Interfaces Unlimited
Maximum VLANs 1024
Inside Hosts Unlimited
Failover Active [ Active
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2

Carrier Disabled
AnyConnect Premium Peers 10000
AnyConnect Essentials Disabled
Other VPN Peers 10000
Tatal VPN Pegars 1a00n
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ASDM %A L1- ASADER |

AFTw TS5  [IDToken] 7 4 —/b RIZ&Ek h—2 v 2 AN LET,

[ JoN ] Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Help Cancel ﬁ

MBS UC, [ Ek (Forceregistration) | F = > 7 4R v 7 A% A2 LT, License Authority
RIS LTV IR W ATREMEDS B D BRI A D ASA 84k L ¥ 3, 72 & 2 1E. Smart Software
Manager 7> 5> T ASA ZHIFR L7234 12 [F@i] 28k (Force registration) ] Z M L 7,

ATv 76 [Register] &7 Vw7 LET,

ASA X, FRIRE SNTAMNBA v % —7 = A A% H L T License Authority (2 88k L, X E
HTABUA T A VAL NORBFEEZ R L £, License Authority 1Z, DT B ¥
¥ RDNFFRTAUTIR 725 51k (BDES/AES) A B ABEMLES, TR AT —X
ANEHHEND L. ASDMIZE o TR—=UNEHINET, £/, BR/EKLZSGER LI
X, [E=4 Y >4 (Monitoring) 1>[7R/8F7« (Properties) ]>[Smart License] DJIEIZEIR
LT, 4B A RAZ—Z AR TEET,

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

ATYTT WORTA—ZEHRELET,

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) [Enable Smart license configuration] 2 A4 2 L £ 7,
b) [#AEfE (Feature Tier) | R v &0 U A b [E%E (Standard) ] 38R L £7,

EHTE 5 DITFEHERE 2T T,
¢) (EE) [Context] 7A B ADEGH, aTHFAMOEEATILET,

2arTXAMNITA L AR LTHEMTEEY, 2T F2 ORI, T VITE-
TR £,

e Firepower 2110 : 25 27 F X |
« Firepower 2120 : 25 =227 F X |

» Firepower 2130 : 30 = > 7 % A |k
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| AsDM % & L 1= ASA DERE

ATvT8

ATvT9
ATy 710
2Fv TN

ASA DERTE

asaozz i

* Firepower 2140 : 40 = > 7 % A |

7= & 2. Firepower2110 THRK25 D2 T XA b EFHAT AT, a0 TF X boKe
LT23Z AN LET, ZOMHEIZ. 7740 D2 1TBMENET,

({E%) —EAC, [R5 b e s a O E (Enable strong-encryption protocol) | %
VT BREIHY ERHA, HEZX HWYTTA M= O R—T g 2 (23.0 LD ED

%ﬁ%ﬁéA&x XZDOTA B ARKRETTR, ZOF =y 7Ry 7 A%, LERGA,

FIFHESDT I R TDZDT A & 2D RRN A2 BT 2581134 e TE £,

[Apply] #7 U v 7 LET,
Y LR—D [fR1FE (Save) | T A a2 % 27V w7 LET,
ASDM Z# T L, HBiEs#shLET,

TA R AEEET D56, FH SNICBEiE 2%~ 51213 ASDM 2 HEB 2 L83 H Y
i@ﬂo

ASDM Z i1 D B%, AR L OYERIEREDOEIC Y 4 P — REMEHTE £, v ¥—
FIZEEN TV RWEREZ FEITRETHZLHTEET,

FIE

AT v F1 [Wizards] > [Startup Wizard] DJIHIZEEIR L, [Modify existing configuration] 47> 3 > R ¥ % 7

Uy 27 LET,
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ASDM {5/ L= ASADERM |

B rsaozms

@ Launcher File View Tools m Window Help
@00 Startup Wizard...
VPM Wizlirds
High Availability and Scalability Wizard...
| Unified Communication Wizard...
ASDM Identity Certificate Wizard...
{ Packet Capture Wizard...

I

Cisco

@ X . 1 -
(’»’ Configuration @ Monltot _ard‘ ? Help ‘T\fpe topid Go

Device List
% Add [ Delete & Connect

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

T .
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

AT w72 [Startup Wizard] TiE, FlEZE->TUTERETEET,
e A F—T NIRRT — R

e AU HE—T 2 Z (NEBLIUOIMNEDOA v Z—T 2 A AIPT RLADHRERA L H—T =
A ZADHME72 E)

CARET 4T — ]
*« DHCP #—%
o ZDAh...

ATw 73 (EE) [Wizards] A ==2—b, ZOMOY 4 F— REFEITLET,
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| AsDM % & L 1= ASA DERE

ATvT4

R YR T |

ASA OFREZFATT 2121%,.  Navigating the Cisco ASA Series Documentation] TY 7 k7 =7
N= g NG LT~ =a T VA2 LT IEEN,

ASA HE KU FXOSCLI~ADT7 U X

ATy T

ATy T2

ASACLI Z{H LT, ASDM Z AT HRDOVICASAD N T TNy a—TF 4 TRREEAT
IZEMNTEET, CLIIKIE, a2 Y — LR —MNIEH LT 7 8ATEEd, B TEEDA
VHE—T 2 A ATDOASA~DSSHT 7B A%ZHETEZET, SSHT 7 BAILT 74+ /L h T
T > TWET, FEHIC OV TIL, ASA D fERMREEORTENT A REZH L T &0,

N TN a—TF 4 T D=2, ASACLIZS FXOSCLIWCT 7 BRATAH5Z b TEET,

FIE

BHa v Ea—Farzary—/ R— MIEHkE LET, Firepower 2100 (21X DB-9 to RJ-45 2V
T —TANMELTWDTZD, #iT 5720123 — K =7 #8171 to USB
=T IVRBETT, THEAOFR L —T 4 VAT MIMERUSB Y TV R A "%
VA A= LTLKEE N, ROV TARELHEHNLET,

* 9600 R —
87 —X By b
e NUT 472 L
1Ay 7 Ey b

ASACLIIZHH LEd, T 74N BFTIE, vV — L TR RCHERa—F 7 LTy
VIEH D AL

¥ M EXEC E— RIZ7 7B AL %7,

enable

egnable 2~ RERMIIAN LIz ZIZ, RRATU—REEETBH LR LNET,
B -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**xikx*

Repeat Password: ***x*xx

ciscoasa#

ASA TRE LA X —7 /N R2T7— KL, FXOS BEEBED2—Y RAU—RFTHLH YD, ASA
DOFENZ B L2 8E813. FX0S 7 = — /Lt —7 F— NIZBITLET,
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B xozx7v7

ATvT3

ATvT4

ASDM %A L1- ASADER |

BEUSNDTXTOa<wr L, BHHEEXECE— F AT £, HMEEXECE— Kb o
V74 Fal—varyET—RICADLZELTEET,

FFHE EXEC E— RA&#& T 51Ti%, disable, exit, £7ziT quit =~ FEZ AL ET,

Ja—\) a7 4Xal—varyET—RKIZT778ALET,
configureterminal

1 -

ciscoasa# configure terminal
ciscoasa (config) #

Ja—r)arZ 4 Xal—valryE—RPLASADOREEZMGETEET, Jue—UL oy
TA4F¥alb—ra B RT3 5120%, exit, quit, £72idend 2~ RE AN LET,

({E&) FXOS CLIIZ#HHE L £7,
connect fxos[admin]

cadmin : EFEZFL VDT 7 AR LEST, 20T arERELANVE, 2—F
DT 7 ZHETHALAMOERAT 7222203, BHET—-FTH-oTH, =74
Xal—varyavwly NIEATERNWI SICERELTLEE N,

2—PF I LTy VDA ERDONER A, BIED ASA = —H L4 FXOS IZHESH S
7=, B 7 A AINEH Y T8 A, ASACLIICREDIZIE, exit & AS1 2570, Ctrl+Shift+6
WL, x AN LET,

FXOS N ClE, scopesecurity/showaudit-logs=2~ > R&ZHH L Ca2—% 7277 4 ET 1 2FoR
TEET,

1 -

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

RDATw T

« ASA DOFRE %473 512i%.  Navigating the Cisco ASA Series Documentation| T 7 bk
U7 N=Ta NS L= a T A EBRLTLIEEN,

e T TN a—TFT 4 N OVWTIE, [EXOS " T 7Ny a—T 40704 R 5B L
TLTEEW,
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Irh-7:|::
5 2

ASDM & Firepower Chassis Manager % {5 FJ
L7=ASATS Y b T74+—LE—FTORE
£

Firepower 2100 /%, Firepower eXtensible Operating System (FXOS) &9 ML 7 b A1 —
T T VAT KEFEIT LU ET, ASA [T Firepower 2100 X, (RDE— R TEITTEET,

« Iy h I F—LFT—FR: STy b7 p—Lb F— FTIE, FXO0S T, EARHZREHE T
A—HEN=—RT 2T A H =T 2 ADRELITHIVLENHD EFT, ZHHDOREI
X, A% —7 =14 ZADOFZME., EtherChannels DN, NTP, A A —JEFLR NG EN
%9, Firepower Chassis Manager Web 1 > % —7 = A £ TZIXFXOSCLI Z{EH TX £,
Z D%, ASDM F721Z ASACLI ZfH L CTASA A XL —T 4 7 VAT AiZkEF 2
T4 R —ERETEET, BERFXOS DEREHA RIZoWTiE, [FXO0S ASA =
Y74 F¥alb—rariAR] ESBRLTIESY, FXOSO T TNy a—T 472

<2 RIZ2WTiX, [FXOS ASA configuration guide] Z#ZM L T 72 &0,

A\

GF) Ay —T=zAADshow 2~v> FOEL TILASA 2~ RE{f
HATEn, hida~y FICEEBRMEHER1RH Y TH A,
FXOS @~ R LT, LV s 2 —7 = A AFEH%E
FRTDHHENDHY £7, FFEMIZOWVTIE,  [FXOS troubleshooting
guide] ZZML T2V,

=A==

T TIATVAET—FR (T7H)1)  TTIAT L AE—RTiE, ASADTRTORE
EITHZEMTEET, FXOSCLINHIE, @ERN I TN a—T 47 a<w ROH
fEHCTEx ¥,

ZOETIE, ASAT' T v E 74 —LF— RTHxy MU —7|Z Firepower 2100 % &3 2 LI
DWTHMBLET, 774/ b TIiX, Firepower 2100 X7 77 4 7 AE— R CHEITINDHT-
D, TOETITE—RFE2T Ty F 74 —L2F— NIRETDHHECZHOWTHALEST, Z0FE
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B ssazouc

ASDM %A L1- ASADER |

TIZLLTFORBICHOWTIZERY EFTOWERADT, TASAZ L 7 4 Falb—ar A K]
L TLIZE N,

« 7zl
« CLI RE

SORTHE, BAMRE Y2 YT K —OREFMECOVTHRIILET. LY R
1S B BAEREN A FEBBL TS,

Firepower 2100 /~»— R 7 =7 TlX, ASA V7 NU =7 72X FID V7 b =T #FITTE £
¥ . ASA & FTD O TUID A 217 5 BT, 730 ZADFA A —=IERLHEITR Y 9,
[Cisco ASA 35 X U Firepower Threat Defense f51 A —Ab T A K] 2B L T 7Z 30,

GE)

TSANY—URERXT— kA b : Firepower 2100 (ZIXME NGBS BUERE T, FMRAYIZINE
THZEEHD ERHA, 2L, 2—PAREOFETIEL, MAFRIERAMEHTEES, 2
DYE. BREIEERS SNMP O HRFC, EEENMENGEAIEREHR T 2541 H 0
j—o

¢ ASA IZHOWVWT (162 2—7)

e T RY—x U ROFIE (165 2—)

« Xv NU—JEEET 7 40 FEREOHR (168 ~X—)

« TA ZADFHE (171 =)

o TNA ZADERFEN (172 X—)

STy N T A —LET— REAICTD (173 ~—)

o (1) FXOSBLNASAGEELIP 7 RLAFIZSF — h T oA OEE (175 2—)
+ ({£&) Firepower Chassis Manager D12 7 A > (181 ~—3)

« (&) Firepower Chassis Manager CiENIDA ¥ —7 = A4 A% HHZT 25 (182 3—)
« ASDM ~Du 7 A (185 ~3—)

e TA B ADEE (186 X—)

« ASA OFE (191 =—2)

« (BEE) T—H AL H—T =2 A ATDFX0S DEHT 7 v ADFKE (193 2—)
¢« ASA BEOFXOSCLI ~D 7 7 & A (194 ~<—2)

cRDAT w7 (197 =—7)

« 77 v b7 4 — LT — KO Firepower 2100 DJEFE (197 ~=—)

ASA [CTDUNT

ASA 1T, BIERAT— NIV T2 AT I 4—/LE VPN 2t FL—& OffESR 1 DOEE
AR DTY,
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| AsDM % & L 1= ASA DERE

asA £ xos oz [

Firepower 2100 | ASA HHOW—T7 7V r—ya v 7T 734 T ATY, ASAX, 7T v b
T4 —LET—RELBFT T IAT U AE—FR (T 7408 OWTRNTETTEET,
Firepower 2100 (%, Firepower eXtensible Operating System (FXOS) &9 JffEL 5 41—
TAVIT VAT LEETLET, 77 v b7+ —LF— FOBEAIL. FXOS T, FEARNZ2EE
INFGA=BEN=RU 2T A Z =T o2 ALFETHULENHY £T, LD EITIL,
A B2 —T x4 ADOFL, EtherChannels DL, NTP, A A —VEFHR ENEENE T,
Firepower Chassis Manager Web 1 % —7 = 4 A £ 721X FXOS CLI #fffl CZ £3, D1k,
ROF =T DTN EEHA LT, ASAANL—FT 4 VIV AT AICExF 2T 4R
—HARETEET,

*ASDM : TS RZEFEND VT NVBRBMDT NA A X =T %, ZOHA FTiE

ASDM %[l L T ASA 2+ 5 LI O W T L £7,

* CLI

» Cisco Security Manager : BIIOH— N EDO</VFFTINA A v 32—V ¥,

TTIAT U AE—RTlH, ASADTRTCOREEITI ZENTEEJ, FXOSCLI BT,
BERN I TN Y a—T 47 avy RORMEHTE £,

ASA & FX0S D EHE

\)

ASAB LU FX0OS DAL —F 4 V7 VAT KT, @HIUNA L2 —T oA A% EHELET,
DA H—T oA A1, ASA BILOFXOS I[ZEHT D700 IP 7 KL ARH Y £
—é‘o

G¥)

DA UH—T A AXASA TIIEF1/1 LT ET, FXOS TiX, MGMT, management0,
FLBRRROMOLFT TR RENET, ZOHA FTIE, —HIELRS DD, FH 11 L
LTCZDA v H—T oA ZAEBRLET,

FXOS 3 LUV ASA T T 2 BN & HHHRIZ R /e 5720, MR 7R F CiliF DAL —
TA T VAT AEERTAMNENRS Y £, FXOS OYIHIFEETIX, SSH £72137 7 v #
(https://192.168.45.45) Z{EH L CTT 7 4 /L F 192.168.45451P 7 R L AIZHHE CE £77,

ASA DY E TIL, ASDM % L T https://192.168.45.1/admin |24t C& £9°, ASDM T
X, B CHEBDOA X —T A ANEDSSHT Vv AZHETEET,

WTDFR_R—F 4 TV AT L ary ) —)LiR— b b TE 9, WIS TIZFX0S
CLIIZT Z7®ALE7, ASACLIIZi{Z connectasa =~ > REfEALTTr 78X T& 1,

ASAT—H AL H =T 2 A AMBLFXOSZEH T 5 X012+ 5HZ &, BLUSSH, HTTPS,
BIXOSNMP D& 7 7B AZRETHILELARETT, ZOMEIZY T— MEEIZKRSLHF
7,
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. ASDM %A L1- ASADER |
HR— b ENAEUEEE

HR— kSRl iEE

HR— bk L7 ASA #8E
R ASA FEREIX. Firepower 2100 TV AR — STV EH A,
cHEN—T 4 TBIOTY vy
LRAVE—T A A
VT ARH
«KCD %Ml L7277 A4 7> F LA SSL VPN
« ASA REST API
« ASA FirePOWER £ ¥ = — /L
* Botnet Traffic Filter
CIRDA LV ANRT a v

eSCTPA v AT vary~<v7 (ACLEEHLZSCTP AT — KTV A L AXRT U7
NIV AR—bFENET)

¢ Diameter

* GTP/GPRS

HYR— kI FXOS HRE
KD FXOS #HelE. Firepower 2100 TiXH A — F & TWEH A,
*FXOSRED/Ny 7T v 7 L85t
KV IZ, show configuration 2~ > REZEH LT, REDT X TELIT—HMERRTE

£
)

G¥)  showa~> RTiEY—2 Ly b USATU—FR7 ¢ —/)L K) BFR
SN2V, FLWT A RATRELZAEY 1T 5581, EE
DINAT— REEDH X HICshow HNAEETHMLENH D £
T,

« FXOS D4 AAA 385

FXOS (connect asa) 76 ASA =2 > Y —/LIZHEi T 46, 20 Y —L T 7B AHO ASA
AAA BREDEMA SN D Z EIZHEE LT &V (aaaauthentication serial console) .
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| ASDM %fEF L1- ASA DRRA
zvrv—zrozE

IVFY—IVFDFIR

Ly — T ASA ZEH L CRIET I, KOX A7 2BBLT EE,
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ASDM %A L1- ASADER |

B -orv-—zorozE

Pre-
Configuration

ASA CLI

FXOS CLI

Firepower
Chassis
Manager

ASDM

Cisco
Commerce
Workspace

Smart
Software
Manager

N

T ) Review the
network
and default
config

2)
< /Cable the

5
\.3 JPower on

device the device

—> —>

v

4 Epable
platform
mode

5 ) (optional)
Change the
Management
IP: ASA

s v
\ 6 ) (optional)
~ Change the

Management
IP: FXOS

}

@ (Optional)
Log into
Firepower
Chassis
Manager

@ (Optional)

@ (Optional)

Enable Add access
—» interfaces lists for
mgmt;
enable SNMP

v

9 Log in to
ASDM

Obtain feature

licenses

!

(11) Generate a
license token
for the chassis

| !

12 Configure 13 Configure the 14 (Optional)

feature ASA Enable FXOS
licenses —» —» remote
management
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| AsDM % & L 1= ASA DERE

zvrv—zrozE

(1) | FRIE Fv NU—JEEET 7 50 FREOHKR (168 X—) |
(2) HAiIREE FAL AORRR (171 5—2)
(3) |FiRGE TAL ADBRBEA (172 3%—)

4) |ASACL 7Ty b T hET= FEAMCT D (17340

5) |ASACLI (f:75) FXOS B L UASAEHIP 7 KL AE- 3 — o= A OEHE (1755—)

CEHLIP OZ R ASA,
() |FXOSCLI (f£7) FXOSHLUASABELIP 7 FLRET-3F — F 7= A OEH (1755—)
: ERIP OZEE : FXOS,
(7)) |Firepower Chassis (fE£7) Firepower Chassis Manager O 1 7' 4 > (181 ~X—)
"/ | Manager
g |Firepower Chassis (f£&) Firepower Chassis Manager CIBIMODA ' Z—7 = A A% [T 5 (182 <—
“_/ |Manager D) .
(g) |ASDM ASDM ~D 1 7 A v (185 <—) |
@ Cisco Commerce S AL ZADBRE (186 2—) :KERES AL 22T L,
Workspace

17) |Smart Software Manager | 71 > ADFIE (186 X—) : ¥ =Y DT LA =2 U RERLET,
12) |ASDM TABLADHRE (186 X—) HRET A B AZRELET,
13) |ASDM ASA DFRE (191 ~—)
(14) |ASDM (LE) F—4 A v ¥ —7 A ZATOFX0S DEHRT 7 ¥ ADRE (193 X—)

- FXOS VU E— NMEHAZ AN L, FXOS 23 ASA A > ¥ —7 = A A5 E PR & Blth

TEHEIICLET,
15 Firepower Chassis (EE) 75— HF A H—T A ATDFXOS DEFLT 7 ADEE (193 ~2—)

Manager

BT RUAEZHATHLHICT VA ZA NEREK LET, SNMP 2H20C LET
(HTTPS BELUSSH IZF 7 /L K THENZ 72> TWET)
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ASDM %A L1- ASADER |

B < ro—vEBLTF I+ rBEORR

v bJ—

)

DEEEET 74 )L FEETEDHER

RO, Firepower2100 TOT 7 4/ hDFy FU—27 EIAZRLET (ASAT T v 74—
LE—RTT 74V FREEMH)

A B —T 2 A A —T T T LA E721E DSL T AICESEERT D5 AT, ASA BN
WAty hT—=7DFTRTCDONL—T 47 ENAT ZEITTHL91C, EFT L5277 Y vVF—F
T B aBEIOLET, IMEA v H—T = A ADISPIZHEHET 5 7202 PPPOE 3% 1 %
VERHDEARIE. TOHREE ASDM AX— T v 7T U 4 P—FNTITH Z EMTEET,

G¥)

F 74V FDFXOS BLWASAEHIP 7 RLABFEHTX WA, ((TE) FXOS Bk
DCASAEBIP T RLAERIZFA— T2 DOEE (1753—) 2B L TLFE N,

WELIP 7 L AZEFTHILERS H5H1E. ASDM AX — T v 7o P—R&EHA LT
BETEET, mE2E, ROL D ZRRBITEBNT, WENIP T KL ADOEENNEIZ /2D
ENRHY £,

A =T 2 A AR T T ANV F Ry NU—T TH 519216810 % v kT —7
DI T7 FLZAOEGEZRSRE L84, DHCP U — AL L, SNBA v Z—T = A AN
IP7 RLAZEALEEA, ZOMET, ASARREILCXY hT—2 EIZ25DA % —
T2 A ABFEOZLENTERWEOICEALET, ZOBEA, WP T RLARHF LW
Iy b= BIZHEETHEOICERTHMLERSH Y 7,

 ASA ZHEfFONT R >~ U —J BT 2581E,. WEIP 7 RLUADBBEGFO R Y hU—
7 FICHFEETALIIIETTAHAVLERSH D £,
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| AsDM % & L 1= ASA DERE
Firepower2100 75 b 7+ —LE— FDT I+ /L FRE .

47: 2 +7—2 AD Firepower 2100

Qutside

outside
Ethernet1/1
DHCP from outside nw

A
ASA = _

= management FX0S:192.168.45.45

V4 Management 1/1  ASA: 192.168.45.1

inside
Etherneti/2
192.168.1.1

‘g ! Management Computer
DHCP from management ifc

Firepower2100 75 v f 74 —LE—FDT 7+ )L FERTE
Firepower 2100 177 v h 74— E— R TETTDLIIIRETEET, 774V MNIT T
FTAT A EF— RTT,

S

G 913 LEION—=a TR, 7T v b 74 —LET—RKRTF 74V FTHY, Me—DA T 3
YTCLllce 779 R 74— F— b7 v 77 L— N3 2556, 20— RBERSNE
hd‘o

ASA DEETE
Firepower 2100 £ ASA @ THHHWREOT 7 4V M EIL, RO LY TT,
s NEMSHNEAD S5 T 4 w4 70— : Ethernet 1/1 (4+ER) . Ethernet 1/2 (FNEE)
«DHCP OHEBIP 7 FL R, WHESIP 7 L A @ 192.168.1.1
s WA > % —7 = A AD DHCP #—/\
« M58 DHCP 65 DOFT 74 )L b JL— b
EHE EH /1 (BED) | IPT LA :192.168.45.1

*ASDM 7 7 & A WEIAR X MMZFFA S E T,
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. Firepower2100 75 v F 7+ —LE— FOT 7 4L FEE

ASDM %A L1- ASADER |

* NAT : NEIDBAEEA~DTXTDNT 7 4w VDA H—T7 = A A PAT,

*FXOSEE T 7 4 v 7 OBtk : FXOS v — %, ASAMNGA v X —T = A A L CEH

N7 4w ERMBTEET,

* DNS #—/3 : OpenDNS #— Lo 500 U ORI TWET,

DAy 4 Xal—rvgiRkOawy RTHERINTHWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address 192.168.45.1 255.255.255.0
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.45.0 255.255.255.0 management
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

ip-client outside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

FX0S D& E

Firepower 2100 0> FXOS O TR DF 7 410 R EIEZ. RO LBV TT,

cBFHE UL IP 7 N1 X 192.168.45.45

cTIAILMHF—F,YTA ASATF—H f L HZ—T AR

« Firepower ChassisManager KU SSH 7V X : HH KX v hT—7 B DH,

s TIHILEDAI—HE :admin, T 7 4L FD/XAT— K : Admin123

eDHCPHY—/\: 7T A4 T MIP T KL A%l 192.168.45.10 ~ 192.168.45.12
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| AsDM % & L 1= ASA DERE

—

ATy T

71 zous ||

e NTP #—/3: Cisco NTP #—~3 : O.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org.
2.sourcefire.pool.ntp.org

* DNS #—/3 : OpenDNS : 208.67.222.222, 208.67.220.220
cA—HRY R ULBEUA—YFy b V2: G5

TINA ZADEHR

Outside
Management 1/1
management —
FX0OS:192.168.45.45 Ethernet 1/1
r outside, DHCP from outside nw
\ el | LT ses (@) @Eo 5%
L e |-
Al lbad|bed]| mmm '_]_ - nnH r"gl;\..r'n| [ T 1 T=l=
| mmm mEE _\....,’!'”' =]
Console Port
For CLI access
to enable
Platform mode Ethernet 1/2
inside, 192.168.1.1
inside
Management Computer Other Data Networks
DHCP from management ifc
192.168.45.x

Management 1/1 £ > % — 7 = A A C Firepower 2100 Z&H L £9°, FXOS & ASA (Z[F] U&=
VEa—HEEHTEET, T 74/ MRETH. Ethernetl/l M E L TRELET,

FIE

BHL DY o2 — X % Management 1/1 (7L IMGMT] ) (CEEEHHET 57>, Management 1/1
EEHRy NT—JICHRELET,

Ry NU—2 EDTFAT 2 MR ASA £72IXFXOS ICT 7B A TE 120, HHa
VEa—EREHR Y NT—7 RIChHDH T L &R LE T, Management /121X, 7 7 /L b
DFXOSIP 7 KL A (192.168.45.45) L ASAT 74/ MIPT FL A (192.168.45.1) 75%@&
9, FXOS Cli7 747 b (BHa  Ea—X%5ET) IZIPT RLAZEMTH720

DHCPH—{E TIN50, ZNHORENEGFOERL Y N T —27 ORRE L e ut,eb\
Lol T &V (Firepower2100 77 > h 7+ —LF— KOT 7 4/ FZE (1692—)
&2 )

o
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B 7« xommEEA

—

T/\

ATy T2

ATvT3

ATvT4
ATy TH

A AD

&
ATy T2
ATvT3

ASDM %A L1- ASADER |

FXOS BINASAEHIP T RLAEZTF 74/ " OEFETAVNERH L ESIT. (TE)
FXOS BELIUASAEHIP 7 RLAE I — b oA DEFRE (175 =) 2L T
él/\o

BT, T—HA B —T A A5 FX0S BLNASA BT 7 ¥ 2 &R ETE £, FXO0S
T I RARZOWTCIE, (FEE) T—H A X —T A ATDFX0OS DEHT 7 ADERE (
1932—) LTI, ASAT 7 ZRIZOWNTIE, ASA O — i B{ED R E A
REZRL T ZEN,

oL Ea—AEar Y — R— NS LET,

TIITATVAE—RNL STy N7+ —LF— RIZEETHIZIE. ASACLIIZT 7 &EAT %
WEN B U F7, Firepower2100 (21X DB-9toRJ-45 2 U 7V 7 —T U RfHE L TN D728, #2
BT A 0IliZ—F =T 8- U T to USB 7 — 7 A NMETE, THHOA L —
T AT VAT AR USB Y U TV RIANRNELT A A =L L TLTEEN,

SRy NU—2 % EBthernet 1/1 A v 2 —7 = A A (T~ TWAN| ) IZ8 LE T,

Aw—hK VT NTx=T TA® T DOEA. ASA I License Authority (27 7 Z A T& 5 X
T DDA Z—Ry N T 7 BAZMLEE LET,

W > b 7 —2 % Ethernet 1/2 128565 L £ 97,
BODA L H—T 2 AHDOF Y b —7 B LET,

== JL

Eiﬁﬁ%l]\

FRAAL v FIT, O — VO HEDOEIRES 22— N 1OLEIZHY ET, ZHIEV AT LA~DE
BRERIETS RV AL v T TT, BRAAL VT BAZ A DONEIZHDHDHEIL, 33 VDO
ABUNRABRL= Y NOBPNEBREY 2a— AL EMEEIN. R2VOEEFRITIA 71200 F

T AA vTFDRAONBICHDHESIT. RVOEFBENA ALY, AT ANEELE
—g—o

FIE

BEI— RET AL AL, BFas vy MoESELET,
TN, ADYEMEI HERAA v T =M LET,

T3 ADHIHENZSH S PWRLED Z il L £ 77, FEAICAUT L TWE5RIE, 7731 2ADOE]R
DAS>TWET,
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| AsDM % & L 1= ASA DERE

I35y k7r—LE—FeEMTS |

SYS LED

mEEEEEEr PR m
PRERPEREEEREE®
mEEEEEEREEEEE®m

E

= = = e B
= B S

i
PWR LED

ATy T4 FA ZAOHHENCSH D SYS LED ZHER L £, FREAIZAL L TWAIEEIL., BIFEKRARZE

WAL TWET,

GE) BRAA v F 24T OMBEIZENTRIC, VAT ANTL—A TV Yy NETUE
FITTEDH LI T shutdown 2~ > REFEHLET, &TT2FTIED2 156
DHVET, JL—ATN Ty NETUNRETTLHE, a0V — VZE<icsEks
Tt EFoRINET, FIE/ ARV OF VR —F B —a  LED 2N SAT L.
VAT LADERE A TICTHERNTE WD AR LET, 2T, A vF %
I T ONEICBEITE S X D220 £ Lz, A/ <R/ PWR LED 23B#EAIZ IR
L. {BATLUEF, PWRLED BERIZA 7725 ETEIRZHENLNTIIEI N,

Z SO shutdown 2~ > ROFEHOFEMICHOWTIE, [FX0S= 7 4 /7L —y g
AR #52RLTL 730,

TSy M IA—LE—FRZERZT S

ATv T

F 7 41 hTi&. Firepower21001%X7 754 7 v AF— RTEITENET, ZOFIETIE, £—
R&E7Zy N7 r—LE— NIEETDHHIEE, WEIOSLTTY 7947 v AE— RICRET S
FBIZOWTHALET,

E—REEWTLE, BREDZ VTSN, VAT L2V — RTHMLERHY ET, T 74V
FaEEIX, U r— RERCEA I ET,

FIE

BHa v a—HEar /) —LR— MIEf LE 7, Firepower2100 (21X DB-9toRJ-45 U 7
=TIV L TS 728, BT 2720123 — R 8—7 o 8o U 7L to USB 77—
TINMETT, THHOENL—F 4 7 VAT AIHERUSB V) Tv KT A %5
AVAR=LLTLEEN, ROV Y TIEREEXMEHLET,

* 9600 R —
87 —H v b
e NUT 4721

sl Ay Ewh
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ASDM %A L1- ASADER |

B 750 ror—snx—remmcTa

ATy T2

ATvT3

ATv74

ASACLLICES LET, T 74/ FTiE, =V — N T 7 RBRAIMNERa—F 7 LTy
VIEH D FH A,

G TIv 74 —ALE—RIEETLHE, 2 Y —/LHEEIL ASA CLI TliE/2 < FXOS
CLIIZT Z7®ALEY, 2L, 77y b 74 —LF— DY —Li5 ASACLI
T 7 8ATEET, a Y — /AR — MIEH L TFX0S 8L WASACLIIZT 7 &
2425 (195 =) L TIIZEN,

Hi#E EXEC £— RIZ7 7 BA L% T,

enable

enable 2~ RERMIIAN LTIz &EIZ, RRATU—REEETBH LR ET,
B -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*xx*

Repeat Password: *****x*
ciscoasa#

RELSNDTRTOa~wy N, BHEEXECE— FTHEATE %4, BHEEXECE— b
V74Kl = a3 ET—RICADLZELTEET,

FitEE— RZ2#4& T34 5121%, disable, exit, £7cidquit =~ FEZ AN LET,

sua—)ar7 4 Xal—aryE®q—RFI77EALET,
configureterminal

1

ciscoasa# configure terminal
ciscoasa (confiqg) #

F—FET Ty P74 —LE—FICRELET,
no fxos mode appliance

write memory

reload

F—REHRELEDS, REXRGFELTT AL 22V 0 — RT3 0ERHY £, Va— RT3
I, 52 72, T— RETDEICRTENTEET,

1 -

ciscoasa(config)# no fxos mode appliance

Mode set to platform mode

WARNING: This command will take effect after the running-config is saved and the system
has been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684
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ATy TH

ATvT6

(EE) FXOS HEUASABEIP 7 FLRERES— ko4 0ZE [

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]

FEREN%, BEOET— REE R L TEREZHERLET,
show fxos mode

1 :

ciscoasa(config)# show fxos mode
Mode is currently set to platform

EE) E—FRET77IA TV AE—ROBREICRLET,
fxos mode appliance
write memory
reload

F-FERELLEDL, REERFLTTANA 22 ) n— N LU0ERHY ET, Ve—FFD
HINC, o2 LK = FE2RDEICETIENTEET,

1 -

ciscoasa (config)# fxos mode appliance

Mode set to appliance mode

WARNING: This command will take effect after the running-config is saved and the system
has been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]

(FE) IXOSBELUASAESIEIP 7 FLRZE-IEH5—F
DI DNEH

FXOS CLI /5 Firepower 2100 % —3 D FXOS FHLIP 7 KL A& AR TC& 9, T 74/ k
DT KL A12192.168.4545TF, FXOSEBEHEH N TF 74 v I DT 74NV F— b U =A ZEET
5L TEET, TN =T =2A1F0000IZBREINTEBY, NT 74 v 7%y
JTL— B TASAICEELET, ROVICEHE /I 2y NT—7 TL—XIZ T T 4>
TEN—T 4TI DA, = Uz IPT RLAZERLET, FEHEHROT 72 Y
AREFH LAY N2 IZ—HT DL IERTHLELHVET, V'~ V=AM 2T 7+
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B &5 MossLUAAEEIP7 FLRE LIRS — FY A OEE

ATy T

ATy T2

ATvT3

JED0.0.00 (ASAT—H AL H—TxAR) PWOEHRTLHE, T—F A F—T A AT
FXOSIZ7 7 BATE <720, FXOSIZT—H# A v X —T=2A ATKrT 7 4 v 7 BPtETE
RV ET ( EE) T—F A F—T = ATDOFX0S DEHT 7 ADFE (193 ~<—
V) BB

W, FXOSEH I/IIP T FLAIZASAEHE /NPT RLALF LUy hU—7 FIchv &
T, FOEH, ZOFIETIZTASA DASAIP 7 RLAEZEFET A HFELRLET,

15D B HIIC
*FXOSEHHLIP Y FLAZZER LIZ T, H LW L A% L T Firepower Chassis
Manager 35 X OV SSH #2ft & FHifE N2 T2 LR H D £,

¢ DHCP %—/N|27 7 4 /b N TIZEE 1/1 TEINZ > TN D72, FHEIPT KL AEERE
35 HIC DHCP 2T 20BN H Y 7,

FIE

aV— L R— MR LET (22— LR — NI L T FX0S 3L NASA CLLICT 2
TATBH (1953—) 28 . ERL/KDONZWE T HRHIC, 2> Y — Wil T
HIEEBEID LET,

DHCP H— A2 L £,

scope system

scope services

disable dhcp-server

commit-buffer

WEIP T RLAZEHL L% T, H LW F7A47 0 MIPT KL A%EH LT DHCP % U

T %2 EMNTEE T, Firepower Chassis Manager ¢ DHCP H— %403 L OEHIZT 2
Z &b TEET ([Platform Settings] > [DHCP]) .

51 -

firepower-2110# scope system

firepower-2110 /system # scope services
firepower-2110 /system/services # disable dhcp-server
firepower-2110 /system/services* # commit-buffer

IPv4 EFLIP 7 FL A, BLOWMEBIIGU T = by oA 2R ELET,
a) fabric-interconnecta M A I — 7 %% E L 7,
scope fabric-interconnect a

51

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect #
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b)

<)

(EE) FXOS HEUASABEIP 7 FLRERES— ko4 0ZE [

BEOEBEIP T RLAZFRLET,

show

&1

firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6
Gateway Prefix Operability

A 192.168.45.45 0.0.0.0 0.0.0.0
64 Operable

HLWEHEIP T FLA, BIOMBEISLTHLWT 740 N F— b=/ 2RELE
—g‘o

set out-of-band static ip ip_address netmask network_mask gw gateway _ip_address

BEREESNTNWDET — F T oA ZHERFFT 21203, gwF—U— RZ2AM L £9, RIS,
BEFOBEHIP 7 RV AZMRF LT EE S — MU oA ZEETHIZE, ipF—T—RE&
netmask ¥ — 7 — F&EMs L E9,

T—=b U xA % ASAT—H A F—T oA ATHRET DITIE. gw & 0.0.0.0 [ITERE L E
o ZNRT T 4V FORETT,

il -

firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.4.1 netmask
255.255.255.0

Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* #

ATV T4 IPV6EBIP T RLAE A — NI =24 BB/ ELET,

a)

b)

fabric-interconnecta M A 2 —7" WIZIPV6 HED AT —TF R TELE T,
scope fabric-interconnect a
scope ipv6-config

1 -

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé6-config #

BAEOBEHIPV6 7 RL A ZF R LET,
show ipv6-if
B -

firepower-2110 /fabric-interconnect/ipvé-config # show ipvé-if
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(FE) XOS LU ASAEEIP7 FLRAFREFS— bV A1DERE

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

HLUWEFLIPV6 7 RL AL A — b oA ZRELET,

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band static ipv6 ipv6_address
ipv6-prefix prefix_length ipv6-gw gateway address

BERESNTWD T — N = A ZMRFT 5121, ipve-gw X— UV — RZERE L £, [A
FRIZ, BEFOEHEIPT FLAZHFF L2/ — by = A 2EF T HI21E, ipv6F—T —
K& ipv6-prefix ¥—7U— RZEME L £,

T=hRUxAZASAT —Z A L H—T A RIRETHITIE, gwr S ICRELET, =
NINT 7 + v FORETT,

£

firepower-2110 /fabric-interconnect/ipvé6-config # set out-of-band static ipvé6

2001:DB8::34 ipv6-prefix 64 ipv6e-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé6-config* #

AT w75 HTTPS. SSH. BLUSNMP D7 7t A U A MFHIBELTHLWWT Z7EA U X NEBML.
HLWRy NT—27 05 OB & W REIC LE T,

a)

b)

VAT LY —EAOFAERELET,
scope system
scope services

51

firepower-2110# scope system
firepower-2110 /system # scope services

BEOT 78 A YA MeFRRLET,
show ip-block

&1

firepower-2110 /system/services # show ip-block

Permitted IP Block:

IP Address Prefix Length Protocol
192.168.45.0 24 https
192.168.45.0 24 ssh

firepower-2140 /system/services #

HLWT 78R VA NEBMLET,
IPv4 DA -
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(EE) FXOS HEUASABEIP 7 FLRERES— ko4 0ZE [

enter ip-block ip_address prefix [http | snmp | ssh]

IPv6 DA -

enter ipv6-block ipv6_address prefix [https | snmp | ssh]

IPv4 DY e, TXTOFRy U —27 2772512130000 77 1 v 7 202 AL
To IPVODIGE, TXTORY N =7 ZFFa T 51013 &7 V74 v 7 X082 AN LE

9", Firepower Chassis Manager C7 7 A U A & BT 5H5Z L b TExEF ([Platform
Settings] > [Access List]) .

i

firepower-2110 /system/services # enter ip-block 192.168.4.0 24 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.4.0 24 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.4.0 24 snmp
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipv6-block 2001:DB8:: 64 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipv6-block 2001:DB8:: 64 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipv6-block 2001:DB8:: 64 snmp
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* #

a) HWT 7R URMEHIBRLES,
IPv4 DA -
deleteip-block ip_address prefix [http | snmp | ssh]
IPv6 D
deleteipv6-block ipv6_address prefix [https | snmp | ssh]
1 -

firepower-2110 /system/services # delete ip-block 192.168.45.0 24 https
firepower-2110 /system/services* # delete ip-block 192.168.45.0 24 ssh
firepower-2110 /system/services* #

ATv 76 (LE) IPvADHCP H—ZHOEMCLET,
scope system
scope services
enable dhcp-server start_ip_addressend ip_address

Firepower Chassis Manager C DHCP % — 2 Al L OEEDICT 52 & & TE £ 7 ([Platform
Settings] > [DHCP]) .

1 -

firepower-2110# scope system
firepower-2110 /system # scope services
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(fE8) FXOS HEUASAEEIP 7 KL RE S — b T4 DEER

firepower-2110 /system/services # enable dhcp-server 192.168.4.10 192.168.4.20

ATy Tl BREERGTFELET,
commit-buffer

1 :

firepower-2110 /system/services* # commit-buffer

ATV T8 ASAT RLZ%&Z, ELWRY NU—27 FERBEHNITEELET, T 74/ FDOASAEH1/1
A2 =T x4 AP T N AT 192.168.45.1 T,

a) ALY —/Anb, ASACLLICHEHRIL T, /r— L a7 4F¥alb—3 gy B— RIT
7 ALET,

connect asa

enable

configureterminal

ASA RN—T 3 9.12(1) IETIE, A F—7 WAV —RERETLHLIRDOONET,
DRIONR—=2 3 T, T 74NV DA F—T NIRRT — RET 77 TT,

15'] .

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

Password:

The enable password is not set. Please set it now.

Enter Password: *x*x*x*x*

Repeat Password: *****xx*

ciscoasa# configure terminal

ciscoasa(config) #

b) HFHEINIPT FLAZEBELET,
interface management1/1

ip addressip_address mask
11

ciscoasa(config)# interface managementl/1
ciscoasa(config-ifc)# ip address 10.86.118.4 255.255.255.0

c) ASDMIZT Z B AHEER Ry NT—JIZEH L ET,
no http 192.168.45.0 255.255.255.0 management
http ip_address mask management

1
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({£&) Firepower Chassis Manager D 05’ 1 > .

ciscoasa(config)# no http 192.168.45.0 255.255.255.0 management
ciscoasa(config)# http 10.86.118.0 255.255.255.0 management

d) HEEZHRMFELET,

write memory

e) FXOS v Y —/VIZEDIZIE, Ctrl+a, d E ASILET,

51
WOFITIE, IPVAEBA L —T oA AL — NI R ELET,

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.168.2.112 192.168.2.1 255.255.255.0 2001:DB8::2 2001:DB8::1
64 Operable
firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.2.111 netmask
255.255.255.0 gw 192.168.2.1
Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* # commit-buffer
firepower-2110 /fabric-interconnect #

WOEITIL, IPV6FHA v A —T oA AL P — T HRELET,

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001:DB8::2 64 2001:DB8::1
firepower-2110 /fabric-interconnect/ipv6-config # set out-of-band static ipv6 2001:DB8::2
ipvé6e-prefix 64 ipve-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé6-config* # commit-buffer
firepower-2110 /fabric-interconnect/ipvé6-config #

(4 £ZE.) Firepower Chassis Manager DO % 1 >

Firepower Chassis Manager Z £/ L T, A > % —7 = A ZADH WX EtherChannel DERK 72 £
VY =V OBREEITOET,
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. (f£2) Firepower Chassis Manager TEBIDA >4 —T =4 REFHIZT S

1R BHHEIIZ

cPR—=FENDT T UVFOFMIONTE, AL TN =Y a DV V=R /) — | %&
ZRLTIZESN
(http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.html
M)

*FXOS BLOASAEHIP 7 RLAEZETTHMLERH HLEAIE. ((EE) FXOS B LW
ASAEBRIP T RLAFHIZFA— M T2 DEFE (175 3—) 2L TLFEF X,

FIE

AT v 1 Management 1/1 £ > % —7 = A RAZHHE L TWDLEH AL B2 —F T, IROURLIZT 7 A
L C Firepower Chassis Manager % L&) L &7,

https://192.168.45.45

ATFv T2 adminz T 74/ hO2—FLIZ A LET, SRAT—RORELZRDDHA v E—IRNFRE
nEJ,

(4 £E) FirepowerChassisManager C:ENID A >3 — T x
A REB/NZT S

T7ANBNTIE, BEHUL, A= Xy b1/, BEOA =Xy MR2DOE{EA X —T AR
IE, VX — U TCIEWERIC AR, ASARKE CIXmMBEIC AN 2> TWET, BIIOA &2 —
T oA AT LI, WOFNEEFHL TEDA v X —T = A ¥ — THIITL,
Z D% ASAKETHNZT H2MENH Y £9, EtherChannel (AK— N F v /L EMEEND) %
BN4Ts5Z b TEET,

GE) 72— NI —_—5HN LB TFXOSDA v B —T oA ZAZEETHEEHIT Ry T —
T 2a—VEBMELIZEIRT 5. 5V T EtherChannel ¥ 2 EHE T 57 L) | AZ N
A 2=y FOFXOS TA U F—T A ABEHL, 77747 2=y FTCRILEFEEZITVE
7,

FXOS CA v ¥ —7 A A&HIBR LIS (L xIiX, Xy hT—2 EV 22— LOHIBR,
EtherChannel O HIfR. F 721X EtherChannel ~DA X —7 = A AOFE|Y {4 T E) | V¥R
TEERITO) ZEMTEDHE I, ASABRETIHE LD~y RBMEFFESNET, RENLA
H—T A AEHIBRT D &, MBIEWVEENH S REMERH Y £9°, ASAOS OV A ¥ —
7z A AREILTFECHIBRCE T,
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| AsDM % & L 1= ASA DERE
({£&) Firepower Chassis Manager CIBIDA V2 —T A REH/HIZT S .

\}

CE) A X —TxzAADshowa~r FOELL TIXASAa~ > REFEATERW), £ida~vr
RIZ5ERREHIBFERNH D T A, FXOSa~ 2 REHHALT, L0l 4 —T (4 R
HWAERRTHILERND Y £,

* /eth-uplink/fabric# show interface

« /eth-uplink/fabric# show port-channel

* /eth-uplink/fabric/interface# show stats

* (local-mgmt)# show portmanager counters
* (local-mgmt)# show lacp

* (local-mgmt)# show portchannel

ROV TIE,  [FXOS troubleshooting guide] #Z M L T 72X\,

15 H B HIIC
» Firepower Chassis Manager ® & 74 > ({I:E) Firepower Chassis Manager ® 12 21 > (181
N—=Y) ZZRLTIEEN,

» Firepower2100 X, Link Aggregation Control Protocol (LACP) O7 7 7 4 7 %&— RE 72134
> *&— T EtherChannel Z# %A~ — F LEF, 77 4/L hTiX, LACP E— N} 177-?4 7
ICERESNTOWET, CLITE— RFEAICEFTE £, KR LRIELZED 720
B A v F R—= b 2T 7T 47 T— FICRETHZ L AHEELET,

EHLIP T RLAET 74V FMBEFET DL, ((EE) FXOSBLWASAEHIP 7 K
VAERIEF =T 2 ADOEFE (175 3—) 2R LTLIEE0,

FIE

AT w71 Firepower Chassis Manager C, [f > ¥ —7 =A A (Interfaces) ] %7 VU v 7 LE7,
[TRTOA ¥ —7 A A (AllInterfaces) ] X— TliL, EFICHIEA A b—/L &L TWH
HA B =T A APERINTR RSN, THORICENLDY XA MRERRINET,
RTFVT2 A =T 2 ABEHEITIINICT HITIE, [Enable] 27 A & (D) 7= 3[4
(Disable) | 27 A % (BFD) 22V v LET,
GE)  Management1/1 A VX —7 =4 A, ZOT—T /L TMGMT] & L TEREINET,

ATFwF3 ({£EE) EtherChannel ZEN L £,

GE) EtherChannel * > 73— 7" — ME ASA [ZF /R I E 925, EtherChannel 38 X OV — b
A =3 FIE FXOS ’C@Jf XETEET,
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ASDM %A L1- ASADER |

. (f£2) Firepower Chassis Manager TEBIDA >4 —T =4 REFHIZT S

a) AV —7xA AT —7 /O ED[Add Port Channel] %27 V v 7 LET,

b)

d)

e)

g)

Add Port Channel 7)(x
Port Channel ID: |1 Enable

Type: Data v

Admin Speed: 10gbps v

Admin Duplex: Full Duplex v

Auto Negatiation: @ Yes No

Available Interface Member ID

| y Search 3 Ethernet1/3 ]

[E3 Ethernet1/1 [Ed Ethernet1/4 ]
[ Ethernet1/2
Ethernetl1/3
Ethernetl/4
[E3 Ethernet1/s
[ Ethernet1/s
[E3 Ethernet1/7
[ Ethernet1/s
[E3 Ethernet1/g
[=3 Ethernet1/10

Tl Etharnat 111

Add Interface

0K Cancel

[Port Channel ID] 7 4 —/L RIZ, A— bk Fr XA DIDE AN LET, ARMEIX 1 ~47
<7,
R—F F¥ FVEHHNZT HI2IE, [Enable] F=v IRy 7 A&t A2 LET,

[Type] Ru vy 7 & w 2 U MIEHRLET, HHAEERHZ A 71X [Data] DA T,

[Admin Speed] K2 v X7 URAKNT, TXTDA LU N— A U H—T oA ADHEME %5
RLUET,

ZOHE (BLOEIR L 72T OMORE) I L TWARWA X —T = A ZARFRT S
& AREZREPH ChROEOEE NS A EINICEH S E T,

FTRXTDORAN— A F—T A ATDVT, [Auto Negotiation] T [Yes] F 72 1% [No] DA
TarREEI Y7 LET,

[Admin Duplex] K2 v 7 X7 JARNT, XTCOA LN~ A H—T 2 A ADT 27/
Ly AEEINLET,

[Available Interface] U A h T, BT DA ¥ —7 = A A% L, [Add Interface] & 7
Uy LET,
RUAATEHREORRKI6 DA H—T 2 ZAZBMTEET, Fv RV 7—T|TiB
MENTZHRYDOA v H—T 2 A AL -T, ELWZ AT LEHENRED F9,
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asom~nos1> [

Evh EHEOAN U F—T oA A~ JEIBNTEET, BEOMERIA L H—T A A%
BIRT DL, ClF—%2 LN HNOA v E—T oA 2% ) v LET,
—HDA L H—T 2 A RAEBRIRT HI21E, FORHBORHOA v X —T = A A%
R L, Shift ¥ —2 M LN OREDA X —T oA A% 7 ) v 7 L GRIRLE
R

hy [OK]%27YUv2s LET,

ASDM ~DO 45 A >

ATy T

ATy T2

ATvT3

ATv74

ASDM Z B L T, ASAZRETEDLHICLFET,

License Authority £7213V7 7 A b — T 2 R0IC. mER 51t (3DES/AES) % & B
PRI TE 50T, ASDM 2B CX £9, ASDM 77 ¥ AX, T 7 4 /V F O 5{b%
WHTAEHERA X — T 2 A ATOREHATELZ LITEELTIEEN, BER ST
A B ATEEHE L CHEUS 5 £ T, throughthebox 7 7 4 v 7 IIFF Al SNLEH A,

1R BHHIIZ
ASDM % FEIT 2720 DOV TIE, Cisco.com® [ASDM U U—2R /J— ] B LT
<TE&EW,

FIE

PR—=FINTNWDLT T UHFEZMEH LT, IROURLEATLET,
https://management_ip/admin
« management_ip : ASA A X —T 24 ZADIP T FL A (192.168.45.1) F721EA A k
LERELET,

[Cisco ASDM] Web ~2— U MNFR S E T, ASAIZZEHAENR A X F—/L ENTWVRNTZDIZ,
TIIFOF2 VT A BENERENDIZENHY T2, 2O 0BG TR L T, Web
R=VIZT VAT HZENTEET,

fEH FRE/2 47" = > [Install ASDM Launcher] % 7213 [Run ASDM] DWW Tk 7 U v 7 LE
b@‘o

B DFERIZHE > TA T v a VAR L, ASDM ZiEEsh L £,
[Cisco ASDM-IDM 7 > F ¥ — (Cisco ASDM-IDM Launcher) ] A& /RrENFE T,

I—PHZEZEDOFEFIZL T, ASAZRBRB L2 XICRE LA =T NV RAT—KEZ AN L,
[OK] &7 Vw7 LET,
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B st ozozx

ASDM %A L1- ASADER |

AA 2 ASDM ¥ 4 v RUBFRENFET,

S4 1t ADETE

ASAIV A A~—hK VT T T4V T EERALET, BEODA~—K Y7 b
=T T4V (AU F =Ry N T 7B ANKE) AEHTEET, £ AT
A VEBDEE, K T7A B AFRERITIV T I b YP—RERETEET, Zhbontd 7
FA L TA B AFTROEMIZOWTIL, [Cisco ASA Series Feature Licenses] # &M L T<
PEW, ZOHA Rid@EDOA~—N VY7 b7 A4y ZicEfangd,
VX — VG 5 L, License Authority (2 &> T v —3 & License Authority [ 03815 (2
SN2 IDFEAENEITINET, £/, @UREET I My ry—vnE 0 4 Toh
%7, License Authority |28 Ek 95 £ Tld, FiRR 7 A B A2 M B LT HEEORTEL L %
1792 LITTEEEAN, BEZTOMOETITIRELZZTETA, T4 BV AfTEENDH
BRIIRD B0 TT,

« Standard

cEFa YT 4 AT ER |

« 7 /) 72551t (3DES/AES)

« AnyConnect : AnyConnect Plus, AnyConnect Apex, ¥ 72(% AnyConnect VPN EH],

License Authority E 7213V 7 7 4~ — NZH T 2 AIC, SR 51k (3DES/AES) % & #
PRl CE 50T, ASDM #EB) TEX £9, ASDM 7 7 B RiX, 77 4/V F DKk
WHTHIEHRHEHA X — T 2 A ATORMEATELZ LITEE LT E SN, ®ERKSLT
A T A L CHUS 5 £ T, throughthebox b7 7 ¢ v 7 IXFFAl SNEH A,

AR—bE VT T=T TAR VLT THU Y RnD ASA DGR b — 7 U EBRT D54
[Allow export-controlled functionality on the products registered with this token] = > 7 78 v 7 A %
FATL T, BORESALDTRET A B APEH SN LI LET (THEMOT7 v b
TEZEOHEANHFATSNTWDLLERDH Y £7) . BARESALT A B AL, Ty — 2 TRE
=2 EBEMAT D & HRLRDBEROGE BB A ML SN D T2 D IBIMOBAEIIARE
<

G¥)

Firepower 4100/9300 > ¥ — 3 D H LITHZR Y | TXTD T A & AFRE % FXOS i E Tl
< ASA TEITLET,

15 H B
» Cisco Smart Software Manager (<~ A X — 7T 7> hEFHE T,
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| AsDM % & L 1= ASA DERE
sttvzoiz |

EETATY NEBRLTRVERIE, 2OV 2%227 )y LTHLWT AU b
v b7 v 7L TLE &V, Smart Software Manager ClE, #fkO~A X — 7o b &
Ec& £,

s =T IATRTITTEERLTAMESND) BEAZMEMT 5123, THAD

VAaAZAw— KV T NI =T TA RIS T TR 54 (3DES/AES)
FTABAEFHTEALERDY 77,

FIE

RTFYvT1 THEAOAY—K TARBUATHT Y M, RERIALABUVABEERTND (Dt
PEHET A B ANEENTND) T EEHERL TN,
TAB AT, VATETIFRERBEIENLT A ZAEEA LRI, A~— Y7 by =T
TARD T TAT MY 7 SRTVWES, 2L, BETIA v A2BNT 555
B H AL, Cisco Commerce Workspace C [ & Y U o —3 a D% (Find Products and
Solutions) [ ~7 4 —/V REHEHLET, KOT A& APID 2B LET,

48:51 1t R&EkR

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

« fEUET A A ¢ L-FPR2100-ASA=, fEHET A £ A FX\E TN, A~v— K~ Y7 U=
T IA® T T MTEMTAHRERDH Y £4,

53T HARNT AL A LLFPR2K-ASASC-5=, 2T F A b T4 & A LB TH
D, =—RAEDLETEEDODTA B AZBALET,

c102>TF AN T A4 LA LFPR2K-ASASC-10=, 2T XA~ T4 & AILEBIMHT
HY, =—XEDLETHEHEDOTA B AEFEALET,

« 5841720551k (3DES/AES) @ F A & A : L-FPR2K-ENC-K9=, Z D F A & AL MR T
T, TDOTA B ATEFIILELY EHAN, NI XU T DOEDIZESDT Tk
BT AMERHYET, ZOTA | AL, WY TTA =D —T 3 (230
X VED ZFEHT 5 ASA 72 SIZIISNET T,

» AnyConnect : [Cisco AnyConnect Ordering Guide] #ZMB L T 72 &V, ASA TlE, ZD
TA B RABEEADTLRNTIES N,

AT w72  Smart Software Manager C, Z DT /A A% BINT HEBET BT hOBGFE N—7 o E2FRL

Tatv—LET,
a) [A > VU (Inventory) 127V v7 LE7,
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ASDM %A L1- ASADER |

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [&f% (General) | # 7 T, [#HiHlb—2 > (NewToken) 127 V7 LET,
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B&kh—72 »&1ER (CreateRegistration Token) |4 A 7 0 /Ry 7 AT, L FOREME
AH LTS [ h—27 % {ERk (Create Token) 1227 U v 27 LET,

Create Registration Token -
This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

+ [E%BA (Description) ]
« [BE2hHIBR (Expire After) ] : HELEEIL 30 H T,

[2D b= TR ER S T B Tl A PR RE 2R T 9% (Allow export-controlled
functionality on the products registered with this token) |: #2774 72 75 7
EHREMMLET,

b= 3 R MU ICBEnET,

d) b= OFMIHIRETAar% 27 V7 LT[b—2 (Token) 1 %A 70 THRy
JARBRE, b= IDE7 Vv TR—=RIZat—CT&5 L2122 LFET, ASA DBEN
VB2 L EICHBOFIETHERAT A0, 2O M7 2L TRBEET,
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ASDM % {#FA L 7= ASA D EFRH

ATvT3

49: F—U DORTE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date

M]MEZJIhYTITZGOdOSDDY]KEL@ 2017-Aug-16 19:41:53 (in 30 days)

X50: b= >DaE—

Token

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

@ X

Description Export-Controlied

ASAFP 21101 Allowed

4" (Licensing) ]>[Smart Licensing] DJEIZER L £7,

ATv T4

[Register] #7 U v 7 LET,
/0 Configuration > Device Management > Licensing > Smart Licensing

ssevzngz |

Created By Aclions

Actions

>

ASDM T, [E%%E (Configuration) ]>[7T/\4 R EHE (DeviceManagement) |1 >[Z4 >

| Enable Smart license configuration

Feature Tier:

Context:

-- None -- ~

(1-38)

Enable strong-encryption protocol

Registration Status: UNREGISTERED

Renew ID Certificate

Effective Running Licenses

Renew Authorization

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

License Feature

License Value License Duration

Maximum Physical Interfaces Unlimited
Maximum VLANs 1024
Inside Hosts Unlimited
Failover Active [ Active
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2

Carrier Disabled
AnyConnect Premium Peers 10000
AnyConnect Essentials Disabled
Other VPN Peers 10000
Tatal VPN Pegars 1a00n
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ASDM %A L1- ASADER |

AFTw TS5  [IDToken] 7 4 —/b RIZ&Ek h—2 v 2 AN LET,

[ JoN ] Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Help Cancel ﬁ

MBS UC, [ Ek (Forceregistration) | F = > 7 4R v 7 A% A2 LT, License Authority
RIS LTV IR W ATREMEDS B D BRI A D ASA 84k L ¥ 3, 72 & 2 1E. Smart Software
Manager 7> 5> T ASA ZHIFR L7234 12 [F@i] 28k (Force registration) ] Z M L 7,

ATv 76 [Register] &7 Vw7 LET,

ASA X, FRIRE SNTAMNBA v % —7 = A A% H L T License Authority (2 88k L, X E
HTABUA T A VAL NORBFEEZ R L £, License Authority 1Z, DT B ¥
¥ RDNFFRTAUTIR 725 51k (BDES/AES) A B ABEMLES, TR AT —X
ANEHHEND L. ASDMIZE o TR—=UNEHINET, £/, BR/EKLZSGER LI
X, [E=4 Y >4 (Monitoring) 1>[7R/8F7« (Properties) ]>[Smart License] DJIEIZEIR
LT, 4B A RAZ—Z AR TEET,

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

ATYTT WORTA—ZEHRELET,

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) [Enable Smart license configuration] 2 A4 2 L £ 7,
b) [#AEfE (Feature Tier) | R v &0 U A b [E%E (Standard) ] 38R L £7,

EHTE 5 DITFEHERE 2T T,
¢) (EE) [Context] 7A B ADEGH, aTHFAMOEEATILET,

2arTXAMNITA L AR LTHEMTEEY, 2T F2 ORI, T VITE-
TR £,

e Firepower 2110 : 25 27 F X |
« Firepower 2120 : 25 =227 F X |

» Firepower 2130 : 30 = > 7 % A |k
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| AsDM % & L 1= ASA DERE

ATvT8

ATvT9
ATy 710
2Fv TN

ASA DERTE

asaozz i

* Firepower 2140 : 40 = > 7 % A |

7= & 2. Firepower2110 THRK25 D2 T XA b EFHAT AT, a0 TF X boKe
LT23Z AN LET, ZOMHEIZ. 7740 D2 1TBMENET,

({E%) —EAC, [R5 b e s a O E (Enable strong-encryption protocol) | %
VT BREIHY ERHA, HEZX HWYTTA M= O R—T g 2 (23.0 LD ED

%ﬁ%ﬁéA&x XZDOTA B ARKRETTR, ZOF =y 7Ry 7 A%, LERGA,

FIFHESDT I R TDZDT A & 2D RRN A2 BT 2581134 e TE £,

[Apply] #7 U v 7 LET,
Y LR—D [fR1FE (Save) | T A a2 % 27V w7 LET,
ASDM Z# T L, HBiEs#shLET,

TA R AEEET D56, FH SNICBEiE 2%~ 51213 ASDM 2 HEB 2 L83 H Y
i@ﬂo

ASDM Z i1 D B%, AR L OYERIEREDOEIC Y 4 P — REMEHTE £, v ¥—
FIZEEN TV RWEREZ FEITRETHZLHTEET,

FIE

AT v F1 [Wizards] > [Startup Wizard] DJIHIZEEIR L, [Modify existing configuration] 47> 3 > R ¥ % 7

Uy 27 LET,
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ASDM {5/ L= ASADERM |

B rsaozms

@ Launcher File View Tools m Window Help
@00 Startup Wizard...
VPM Wizlirds
High Availability and Scalability Wizard...
| Unified Communication Wizard...
ASDM Identity Certificate Wizard...
{ Packet Capture Wizard...

I

Cisco

@ X . 1 -
(’»’ Configuration @ Monltot _ard‘ ? Help ‘T\fpe topid Go

Device List
% Add [ Delete & Connect

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

T .
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

AT w72 [Startup Wizard] TiE, FlEZE->TUTERETEET,
e A F—T NIRRT — R

e AU HE—T 2 Z (NEBLIUOIMNEDOA v Z—T 2 A AIPT RLADHRERA L H—T =
A ZADHME72 E)

CARET 4T — ]
*« DHCP #—%
o ZDAh...

ATw 73 (EE) [Wizards] A ==2—b, ZOMOY 4 F— REFEITLET,
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| AsDM % & L 1= ASA DERE
EB) F—21v8—T 1 2TOXS EET I 20HE |

ATY T4 ASA DFFRTEEKFITT D121, [Navigating the Cisco ASA Series Documentation] TY 7 h 7 =7
N—=V g FELK’\?%JT/I/%Z%HE LTLEEN,

— aran
(F8) T—RAUE—TTARXATOXOS DEET Y

=1L =
'IZXODEXJ:E

T—H A B —T A AMND Firepower 2100 ® FXOS &3 554, SSH, HTTPS, LW

SNMP 7 7 £ A% ETXET, 0)1%% I, T A&V E— MCTEH LSS, B 11 &

RHES =Ry B U— 2 ICHERF T A8 IcZsr b £4, it BEtSh %y hUV—72 Lo

Fxos@:77?2#571&)@%4’747&&55&1% COWMEEEBEINCTDHE, vn—INT Y

T RH L TCORER I ZHEH LT 2R TEEd, 2720, ZOMEEZFHLANS

FXOS OEH 1/l WHD Y ET— T 7V ATFHFAITHZ LI TEEHA, ZOEREICIT, Ny

JTVL—v (T74V0) ERALIEZASAT —H A H—T A A~DNT 7 4 v 7 DRk
DT, FXOSEHF— b U =A% 1 DFETHRETEET,

ASA IE, FXOS 7 7 B RZHMERER — M AEH L ET, HEER— MIFLCA ¥ 72—AT

ASA MERAT B0 TFHENTHWET, ASANFEXOSIZ T 7 4 v 7 2inkd 5 & &2, IE
DS AR— MI 7 1 b3/ Z L2 FX0S R— MIZE# S E£4 (FXOS @ HTTPS AR— b

IIEELERA) , N7y FEkEIPT LA (ASAA X —7 A AIPT FLR) %, FXOS
THEATLINET RLRACERINET, #HELT RLARAELTIhERA, N T 710 v 0%
KTHE, ASAIZEEDOT =2 V—T 47 T—TNEFHLTCELWEIA ¥ —T = A
AHEPELET, BHT 7V 75— a3V ODASAT—HIPT RV AIZT 7 AT 584, FX0S
a—YLEFEH L Tl T H0ERHY £7, ASA 2 —HLAIXASAEBT 78 ADHR|C
WHINET,

ASAT—H A2 —T A ATFXOSEH N7 7 4 vV BEEFENCTH L HTEET,
ZhiE, 72E Z21E. SNMP T v NTP & DNS O — R 7 7w 2R LICHETY, 774
U R TClX, FXOS BHL b7 7 ¢ v 7 Blthi%, DNS B L ONTP % —j@fE (A~—hk Y7 b
V=T TAv T TEETHE) HO ASAINTA > H—T =2 A4 ATHEDZ /> THET,

IR HEIIZ
TN AT HRA N B— RDA,
cASABHIEM A X —T = A AERS L ET,

CASAT—H A H—T 2 A AZVPN Fo RV EFEH LT, FXOSIZHEET 782752
LlxTEERA, SSH DGR E LT, ASAIZ VPN ##i L. ASACLIICT 7 A L,
connect fxos =~ > & L CFXOSCLLIZ7 Z&A L% ¢, SSH, HTTPS., BL O
SNMPV3 IEiF BAL TE D720, T—H A VX —T7 = A A~OHEBEFEITLZETT,

*FXOS 7 — FU AN ASAT—H A v H—T A A (FT7H/L 1) | b'774/7%$ﬁ
ETDIICREESNTWDLZ L 2R LET, Y— b= 2EBLESHEEIL. (E
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ASDM %A L1- ASADER |

B ssassumoscu~o7swz

ATy T

ATy T2

ATvT3

ATvT4
ATy

ATvT6

ATy 717

B) FXOSBLOASABRIP 7 FLAELIFZF— U= DEFE (175 —2) 25
LTL7Z&EW,

FIE

ASDM T, [§%%E (Configuration) ]>[7T/\4 R & (DeviceManagement) |>[EEB7 I X
(Management Access) |>[FXOS!) £— FE# (FXOSRemoteManagement) | Zi&R L £,

FXOS U E— NMEEHEBENC L E T,
a) FTEXS—Tar v RUT, [HTTPS]. [SNMP]. F7-1% [SSH] #i&IR L £,
b) [Add]Z7 Vv 7 L, EHEFFAT 5 [Interface] Z i E L. B4 7F 7] 3 % [IP Address] &
HEL, [OK]ZZ7 Y7 LET,
Ta hav AT TEIEHOT M) AR TEE T, LTOT 740 MEEER L7
WA, [Port] Zi%E L £,
«HTTPS & 7 4 /L k A"— b : 3443
*« SNMP 5 7 # /L b &R— |k : 3061

«SSH 7 7 4/ b AR— K : 3022

FXOS N ASA A VX —7 = A ANLEMERZRKRcEA oI LET,

a) T E&— 3 v KT [FXOS Traffic Initiation] % 3&R L £,

b) [Add]Z 27 Vv 7 L, FXOSEB NI 7 4 v 7 kG THOMENHD ASAAL v F—T A
AEAIMILET, T 74N BTIE, A F—T = A AFAEDTTR>THET,

[Applyl #7 V v 7 LET,

Firepower Chassis Manager |28t L £3° (5 7 # /L b Tid. https://192.168.45.45, =—H4 :
admin, /N2 U — RIHHIOBR T A VRHZRE L= OEEH) .
[Platform Settings] %# 7% 7 U v 7 L, [SSH]. [HTTPS]. F72I%L[SNMP] ZH iz L £7,

SSH & HTTPS 135 7 + /L F THINZ 2> TWET,
[Platform Settings] % 7 C, BT 7 ¥ A ZFF w5 & 5T [Access List] i EL£T, 77+

JbV ki, SSH B L OVHTTPS i3EH 1/1192.168.45.0 % v b U —27 OB AR LE9, ASA D
[FXOS Remote Management] iX & CIEE L7727 RV AEFH AT HLENH Y £,

ASA HE KU FXOSCLI~ADT7 U X

T ZTIE, FXOS BLWASA o Y — )WZHEi T 5 Hik &, SSH Z{FH L C FXOS (23
2B DWW T L E1,
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| AsDM % & L 1= ASA DERE

vy —Lk— ML TX0S B&UASACL 272255 [

OV —I)LIR—KZEHELTIXOS 8 LU ASACLIIZ7VERT B

ATy I

it

IS

Firepower 2100 =1 >~/ — /L /R— kT FXOS CLI (Z#%§
Y UCERRE L, BERD Z e TEERT,

—FI R x5 a0 Y — I 1 DI T, FX0S 22 Y —A0vb ASA D= Y —)L
W T D356, Telnet £7213 SSH #5086 L IXHEL D | Z ORI KRBT,

LET, &IZ, FXOSCLI 25 ASA =

FIE

B oy Ya—HF%xar Yy —/LR— MIEHE L £ 9, Firepower2100 (21X DB-9toRJ-45 U 7
V=TSR LTS, BT 572013 — K 8—F7 &8 U 7L to USB 7 —
TNANRMETT, THEHOFL—F 4 7 VAT MINLERUSB LY 7L R4 & Q$
AVAR=VLTLEEN, ROV TIREEFEHRLET,

9600 7R —
8T —H B b
e NRUT 472 L
1ALy ZT EY
FXOSCLLIZEf LET, =2—HV 7 LT vy AN LET, T 740 FTliE, admin =—

YT 74N FO/RAT—RKAdMInNI2B #fEH LT A o TEET, T r/A 75
L, admin RAU— REEET L LI ITRDENFET,

ATw T2 ASAIZHERE L ET,

connect asa

1 -

firepower-21104# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

ATv T3 FXOS 2 Y —VIZREAHIZIE, Crl+a, d EASLET,

SSH Z (£ A L 7= FX0S ~ D #xfit

T 74N EDOIPT R A 192.168.45.45 i L CTEBE 1/1 @ FXOS (2 cx£4, UVE—
FMEHAERETAHHAS ( ((EEB) T—F A F—T7 A ATDFX0S ODEHT 7 & 2 DRIE
(193 2—) ) | FEEHER— b (F 74/ b TIE3022) CTT—H AL H—T A AIPT KL
ANTHERTAZE B TEET,
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ASDM %A L1- ASADER |

B sstzmm L~ oS ~oizE

ATy T

ATy T2

ATvT3

SSH Z{#fH L T ASA I3 5121k, £9°. ASA O— kIR BMEDRE N A RIZHE-> T SSH
TR AERET DMLENDY 7,

ASA CLI7>5 FXOS., BXONFOW HIMICHEGTHZ N TEET,
FXOS I3 K 8 f > SSH #f A #F 7] L £,

1R BRI

BHIP T RLAZERT 5I1C0E, (EE) FXOS BLUNASAHELIP 7 KL A £ 73/ — b
VA DEHE (175 =) #ZRL TSN,

FIE

FEHULIZER L CWAEHa L  Ea—X T, FHEIPT FLAIZSSHER LET (T 744
FTid. https:/192.168.45.45, == —H¥4 : admin, /XZU— K : Admin123) ,

FXOS Ta—H#ZEBMLI-HAIE. FEO—FL T /A TEET, VE— NEHLZRE
TH5E. ASA T — 574'/57 T2 A AIPIZAR—F 3022 (F7 /v hDOAR— k) TSSH#
'fﬁjhb\iﬂ—o

ASA CLIIZEEE L9,

connect asa

FXOS CLIIZE A 12i%, Ctlta, d EAH L FET,

i -

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

ASA |Z SSH #5574 (ASA TSSH 7 7B AZZE L) . FXOSCLI 28k LE T,

connect fxos

FX0OS ~DirZ KO bNFz T, T 74/ hO2—H4 adminB L OV A T — K : Adminl23
ZEHEALET, ASACLIWCE DL, exit & ASIT 250, F7213 Cul-Shift-6, x E AT LFET,

1 -

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FXO0S 2.2(2.32) kp2110

firepower-2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

[l CiscoFirepower2100 2 4 — 7 v FH 4 K


https://www.cisco.com/go/asa-config

| AsDM % & L 1= ASA DERE

RDATY

[..]

zozx7y7 ||

firepower-2110#

firepower-21104# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

j:j)

« ASA DFXE & FATT H1Z1E.  Navigating the Cisco ASA Series Documentation| T 7 K
VT NV g NS LY = a T ARSI TL &N,

cFXOS % —LDOFEIZHOWWTIL, [FXO0S =7 4 Fal—rar A4 R 2B T

<TZEW,
s NI TN a—T 4 IO TUL, [FXOS NI 7y a—F 407 HA K] 20 L
TLIEE N,

75y k7 4+—LTE— F® Firepower 2100 O & FE

HEER N— | HEREIE R
Payv

T 74N NE=RIRT 9B 7T IAT AT ROBEANILY, T4V NE—RBRT T I3A4T 0 AE— RICE
TTAT v AE—RIC BIhE L, DRIOYV V=TI, 77y b7+ —LF— FOLPEARE—F
ERINE L, TL7, 9.13(1) IZ7 v 77 L—RLTWaHE, E—REI77y b 74+—ALEF—FR

DEFITRD T,

HFH/AET I 2~ K fxos mode appliance, show fxos mode
EERF AT — ROk | 9-13(1) | Firepower Chassis Manager (¥ T 7' A 5, HHE/SAT— FOFEERD

TExROBHTa T b
NERENFET,

A7 MIFRENEEA, URIOT 7 4V b/ A Y — KX Adminl23 TL 7=,

Cisco Firepower2100 22— +7 v 7454 K ||}


http://www.cisco.com/go/asadocs
https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/config/asa-2100-fxos-config.html
https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
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