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L4 SSL VPN Wizard S5L ¥PN Connection Type (Step 1 of B)

The security appliance provides Secure Socket Layer (SSL) remote access connectivity from almost any Internet-enabled
location using only a Web browser and its native S5L encryption. The security appliance provides two different. bypes of
S5L WPN connection.

Flease select the bype of S50 YPR connection to configure:

[] Clientless S5L YPM Access

JESEEECER L e Y |
The security appliance allows SSL-enabled web browsers to access =l - {{11 w
HTTP or HTTPS web servers on a portal page. Browser SSLVPN  Group

based Gateway Policy

The security appliance downloads a self-instaling AnyConnect YRR
Client to the remote PC that allows Full, secure access to resources of

Z Cisco SSLVPN Group
an internal corporate network, Client Gateway Policy
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’ Provide a connection profile and the interface that SSL VPN users connect ko,
] Pt Connection Profile Mame: |CIientIess-VPN |

The inkerface users access For S5L YPN connections,

S5L WP Interface: |0utside v |

Digital Certificate

‘Wwhen users connect, the security appliance sends this digital certificate to the remate web browser to authenticate
the ASA,

Certificate: -- Mone -- v

Accessing the Connection Profile

One accesses this connection profile either by its Group Alias or Group URL, One selects the Group Alias from the
Group drop-down list at the login page. One enters the Group URL in a Web browser,

[] Connection Group Alias{URL |

Display Group Alias list at the login page

Information
@ URL ko access S5L WPM Service: https:// 192.168.1.10
URL ko access ASDM: https:// 192.168.1.10/ admin
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»

The security appliance supports authentication of users by an external AAA server or local user accounts, Specify how
the security appliance authenticates users when they login,

@ Authenticate using a AAA server group

AfG Server Group Mame: | groupl V| | Mew... |

() Authenticate using the lacal user database

User ko be Added

Username:

[ 1

Password:

Confirm Password:

[ 1

Add ==
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¥ A group policy is a collection of user-oriented attributefvalue pairs, Unless assigned to a specific group policy, all users
are members of the default group policy (DFlkGrpPolicy). Therefore, configuring the default group policy lets users inherit
attributes that you have not configured at the individual group policy or username level,

() Madify existing group policy | Begsae =g
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¥ The security appliance downloads the AnyConnect YPH Client ta remote users when they connect, The client self-installs,

uses 55L or DTLS encryption For the duration of the connection, and allows full access to resources on a corporate
network, The remote PC becomes part of the corporate network,
IF Address Pools

Create a new address pool or select an existing address pool for IPv4 and IPv6, Remote PCs are assigned

addresses from the pools when they connect,

IPv4 Address Poal: |vpn_users V| | Mew..

Address Pool Range: 209.165.200.225 - 209.165.200.254

IPv6 Address Poal: |-- Mone - v | [ Mew, .. ]

Address Pool Range:

AnyConneck YPR Client Image Location

Identify a file in flash memary as an AnyConnect YPN Client image. The security appliance expands the file and loads
it inka cache memory for downloading ko remote users,

Location: |diskD:,l’anyconnect-win-Z.S.DDl-kQ-jkrac| [ Browse. ..

Download latest AnyConnect YPY Client from Cisco.com
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‘fou have created a S5L YPM connection with Following attributes:

Selected Features: SSL ¥PN Client

Connection Marme: test

S5L WPN Interface: outside

User Authentication:  AAA (Group=groupl)

Group Policy: DftGrpPolicy

IPw4 Address Poal: ¥pN_Users

IPv6 Address Poal: None

55L WPN Client Location: diskD: /anyconnect-win-2.5.001-k9-jkracht3.pkg
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