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Chapter 1

About this Guide

This user guide describes the features supported by Aruba Central and provides detailed instructions to set up
and configure devices such as Instant APs, Aruba Switches, and Aruba SD-WAN Gateways.

Intended Audience

This guide is intended for system administrators who configure and monitor their networks using Aruba
Central.

Related Documents
In addition to this document, the Aruba Central product documentation includes the following documents:

m Aruba Central Help Center

m Aruba Central Getting Started Guide

m  Aruba Central Managed Service Provider User Guide
m Aruba Central SD Branch Solution Guide

Conventions

The following conventions are used throughout this guide to emphasize important concepts:

Table 1: Typographical Conventions

Type Style Description

Italics This style is used to emphasize important terms and to mark the titles of
books.
System items This fixed-width font depicts the following:

m Sample screen output
m System prompts

The following informational icons are used throughout this guide:

Al

Indicates helpful suggestions, pertinent information, and important things to remember.

=
[=]
-
m

>

Indicates a risk of damage to your hardware or loss of data.

CAUTION

% Indicates a risk of personal injury or death.
WARNING
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Contacting Support

Table 2: Contact Information

Main Site arubanetworks.com
Support Site support.arubanetworks.com
Airheads Social Forums and Knowledge | community.arubanetworks.com
Base
North American Telephone 1-800-943-4526 (Toll Free)
1-408-754-1200
International Telephone arubanetworks.com/support-services/contact-support/
Software Licensing Site Ims.arubanetworks.com
End-of-life Information arubanetworks.com/support-services/end-of-life/
Security Incident Response Team Site: arubanetworks.com/support-services/security-bulletins/
Email: aruba-sirt@hpe.com
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Chapter 2

What is Aruba Central?

Aruba Central offers unified network management, Al-based analytics, and |oT device security for wired,
wireless, and SD-WAN networks. All of these capabilities are combined into one easy-to-use platform, which
includes the following apps:

= Network Operations—Provides unified network management by consolidating wired, wireless, and SD-
WAN deployment and management tasks, real-time diagnostics, and live monitoring, for simple and fast
problem resolution.

m ClearPass Device Insight—Provides a single pane of glass for device visibility employing automated
device discovery, machine learning (ML) based fingerprinting and identification. For more information, see
Aruba ClearPass Device Insight Information Center.

Key Features
Aruba Central offers the following key features and benefits:

m Streamlined configuration and deployment of devices—Leverages the ZTP capability of Aruba devices to
bring up your network in no time. Aruba Central supports group configuration of devices, which allows you
to provision and manage multiple devices with similar configuration requirements with less administrative
overhead.

m Integrated wired, WAN, and wireless Infrastructure management—Offers a centralized management
interface for managing wireless, WAN, and wired networks in distributed environments, and thus help
organizations save time and improve efficiency.

m Advanced analytics and assurance—With continuous monitoring, Al-based analytics provide real-time
visibility and insight into what'’s happening in the Wi-Fi network. The insights utilize machine learning that
leverage a growing pool of network data and deep domain experience.

m Secure cloud-based platform—Offers a secure cloud platform with HTTPS connection and certificate based
authentication.

m Interface for Managed Service Providers—Offers an additional interface for MSPs to provision and manage
their respective tenant accounts. Using the MSP mode, service provider organizations can administer
network infrastructure for multiple organizations in a single interface.

m SD-Branch Management—Offers a simplified solution for managing and monitoring SD Branch devices
such as Branch Gateways, VPN Concentrators, Instant APs, and Aruba Switches. It also provides detailed
dashboards showing WAN health and pictorial depictions of the branch setup. The Aruba SD-Branch
solution extends the SD-WAN concepts to all elements in a branch setup to deliver a full-stack solution for
managing WLAN, LAN and WAN connections. The SD-Branch solution provides a common cloud-
management model that simplifies deployment, configuration, and management of all components of a
branch setup. The solution leverages the ZTP and cloud management capabilities of Aruba devices to
integrate management and infrastructure for WAN, WLAN, and LAN and provide a holistic solution from
access network to edge with end-to-end security. It also addresses all communications in distributed
deployments, from micro branches to medium or large branches. For more information, see the Aruba SD-
Branch Solution.

m Health and usage monitoring—Provides a comprehensive view of your network, device status and health,
and application usage. You can monitor, identify, and address issues by using data-driven dashboards,
alerts, reports, and troubleshooting workflows. Aruba Central also utilizes the DPI feature of the devices to
monitor, analyze and block traffic based on application categories, application type, web categories and
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website reputation. Using this data, you can prioritize business critical applications, limit the use of
inappropriate content, and enforce access policies on a per user, device or location basis.

m  Guest Access—Allows you to manage access for your visitors with a secure guest Wi-Fi experience. You can
create guest sponsor roles and social logins for your guest networks. You can also design your guest landing
page with custom logos, color, and banner text.

m Presence Analytics—Offers a value added service for Instant AP based networks to get an insight into user
presence and loyalty. The Presence Analytics dashboard allows you to view the presence of users at a
specific site and the frequency of user visits at a given location or site. Using this data, you can make
business decisions to improve customer engagement.

Supported Web Browsers

To view the Aruba Central Ul, ensure that JavaScript is enabled on the web browser.

Table 3: Browser Compatibility Matrix

Browser Versions Operating System

Google Chrome 39.0.2171.65 or later | Windows and Mac OS

Mozilla Firefox 34.0.5 or later Windows and Mac OS
Internet Explorer 10 or later Windows
Safari 7 or later Mac OS

Operational Modes and Interfaces

Aruba offers the following variants of the Aruba Central web interface:
m Standard Enterprise Mode

m  Managed Service Provider Mode

Standard Enterprise Mode

The Standard Enterprise interface is intended for users who manage their respective accounts end-to-end. In
the Standard Enterprise mode, the customers have complete access to their accounts. They can also provision
devices and subscriptions to manage their respective accounts.

The following figure illustrates a typical Standard Enterprise mode deployment.
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Figure 1 Standard Enterprise Mode

Aruba Central Standard
Enterprise Customer Portal

Managed Service Provider Mode

Aruba Central offers the MSP mode for managed service providers who need to manage multiple customer
networks. The MSP administrators can provision tenant accounts, allocate devices, assign licenses, and monitor
tenant accounts and their networks. The administrators can also drill down to a specific tenant account and
perform administration and configuration tasks. Tenants can access only their respective accounts, and only
those features and application services to which they have subscribed.

The following figure illustrates a typical MSP mode deployment.

Figure 2 Managed Service Provider Mode

Aruba Central Managed Service
Provider Customer Portal
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Supported Devices

This section provides the following information:
m Supported Instant APs

m Supported Switch Platforms

m Supported Aruba Gateways

Supported Instant APs

The following section discusses the supported Instant APs:

Supported Indoor APs

Aruba Central supports the following indoor APs:
m AP-555

m AP-535

= AP-534

m AP-515

m AP-514

m AP-505H

= AP-505

m AP-504

m AP-345

m AP-344

= AP-318

s AP-303

m AP-303P

= AP-303H

m AP-203H

m  AP-203R/AP-203RP
= |AP-304/305
= |AP-207

= |AP-334/335
m |AP-314/315
m |AP-324/325
m |AP-228

= |AP-205H

= |AP-103

m IAP-114/115
= |AP-204

= |AP-205

m IAP-214/215
m |AP-224/225
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= RAP-3WNP

= RAP-108/109
= RAP-155/155P
s |AP-134/135

= |AP-104

= |AP-105

= |AP-92/93

Supported Outdoor APs

Aruba Central supports the following outdoor APs:
s AP-577EX
m AP-577

s AP-575EX
s AP-575

s AP-574

s AP-518

s AP-387

s AP-377EX
s AP-377

= AP-375EX
s AP-375

s AP-374

= AP-367

= AP-365

m |AP-277

m |AP-274/275
s |AP-175

Supported Instant AP Firmware Versions

The current release of Aruba Central supports only the following Instant AP firmware versions:
= 8.7.0.0
= 8.6.04
= 8.6.03
s 8.6.0.2
= 85.0.9
= 8.5.0.8
s 8.5.0.7
= 8.5.0.6
= 85.0.5
s 8.4.0.6
s 83.0.12
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s 83.0.11

m 6.5.4.17

m 6.5.4.16

m 6.5.4.15

s 65.1.5-43.1.9
m 6.4.48-424.16

IAP-103, RAP-108, RAP-109, IAP-114, IAP-115, IAP-204, IAP-205, and IAP-205H Instant APs are no longer supported
from Aruba Instant 8.3.0.0 onwards.

E By default, AP-318, AP-374, AP-375, and AP-377 access points have Eth1 as the uplink port and EthO as the downlink
port. Aruba recommends that you not upgrade these access points to 8.5.0.0 or 8.5.0.1 firmware versions as the
upgrade process changes the uplink port from Eth1 to EthO port thereby making the devices unreachable.

APs Supporting Power Draw

The following APs support Power Draw:
s AP-577EX
s AP-577
s AP-575EX
s AP-575
s AP-574
= AP-518
s AP-515
s AP-514
= AP-505H
= AP-505
= AP-504
= AP-387
m AP-377
s AP-375
s AP-374
= AP-345
m AP-344
= |AP-335
= |AP-334
= AP-318
= |AP-314
= |AP-305
= |AP-304
= AP-303H

| i For more information about Aruba's End-of-life policy and the timelines for hardware and software products at the
end of their lives, see: https://www.arubanetworks.com/support-services/end-of-life/.
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Data sheets and technical specifications for the supported AP platforms are available at:
https://www.arubanetworks.com/products/networking/access-points/.

Supported Switch Platforms

To manage your Aruba switches using Aruba Central, ensure that the switch software is upgraded to 16.05.0007 or a
later version. However, if you already have switches running lower software versions in your account, you can
continue to manage these devices from Aruba Central.

The following tables list the switch platforms, corresponding software versions supported in Aruba Central, and
switch stacking details.

Table 4: Supported Aruba Switch Series, Software Versions, and Switch Stacking

Switch

Platform

Supported
Software
Versions

Recommended
Software
Versions

Switch Stacking Sup-

port

Supported Stack Type
(Frontplane (VSF) /
Backplane (BPS))

Aruba 2530 | YA/YB.16.05.0008 | YA/YB.16.10.0003 | N/A N/A
Switch or later
Series
Aruba 2540 | YC.16.03.0004 or | YC.16.10.0003 N/A N/A
Switch later
Series
Aruba 2920 | WB.16.03.0004 or | WB.16.10.0003 Yes BPS
Switch later Switch Software
Series Dependency:

WB.16.04.0008 or later
Aruba WC.16.03.0004 or | WC.16.10.0003 Yes VSF
2930F later Switch Software
Switch Dependency:
Series WC.16.07.0002
Aruba WC.16.04.0008 or | WC.16.10.0003 Yes BPS
2930M later Switch Software
Switch Dependency:
Series WC.16.06.0006
Aruba 3810 | KB.16.03.0004 or | KB.16.10.0003 Yes BPS
Switch later Switch Software
Series Dependency:

KB.16.07.0002
Aruba KB.16.04.0008 or | KB.16.10.0003 Yes VSF
5400R later Switch Software
Switch Dependency:
Series KB.16.06.0008

Provisioning and configuring of Aruba 5400R switch series and switch stacks is supported only through configuration
templates. Aruba Central does not support moving Aruba 5400R switches from the template group to a Ul group. If
an Aruba 5400R switch is pre-assigned to a Ul group, then the device is moved to an unprovisioned group after it

joins.
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Table 5: Supported Aruba Mobility Access Switch Series and Software
Versions

Mobility Access Switch Series | Supported Software Versions

m S1500-12P ArubaOS 7.3.2.6
m 5S1500-24P Aruba0S 7.4.0.3
m 52500-24P ArubaOS 7.4.0.4
m S3500-24T ArubaOSs 7.4.0.5

Aruba0S 7.4.0.6

Data sheets and technical specifications for the supported switch platforms are available at:
https://www.arubanetworks.com/products/networking/switches/

Supported Aruba Gateways

The Aruba SD-WAN Gateway portfolio includes Aruba Gateways that function as Branch Gateways and
VPN Concentrators.

The following tables list the Aruba Gateway platforms and the ArubaOS software versions supported in Aruba
Central:

Table 6: Supported Aruba Branch Gateways

Minimum Recommended
Platform Supported Software | Latest Software Version | Software
Version Version
Aruba 7210, ArubaOS 8.5.0.0-2.0.0.0 ArubaOS 8.5.0.0-2.0.0.0 ArubaOS 8.5.0.0-
7220, and 2.0.0.0
7240
Aruba 9012 ArubaOS 8.5.0.0-2.0.0.0 ArubaOS 8.5.0.0-2.0.0.0 ArubaOS 8.5.0.0-
2.0.0.0
Aruba 9004 ArubaOS 8.5.0.0-1.0.7.0 | ArubaOS 8.5.0.0-2.0.0.0 ArubaOS 8.5.0.0-
1.0.7.1
Aruba 7005 ArubaOs 8.1.0.0-1.0.0.0 ArubaOS 8.5.0.0-2.0.0.0 /1Ar0uga105 8.4.0.0-
Aruba 7008 Aruba0s 8.1.0.0-1.0.0.0 ArubaOS 8.5.0.0-2.0.0.0 ?rouga105 8.4.0.0-
Aruba 7010 ArubaOs 8.1.0.0-1.0.0.0 ArubaOS 8.5.0.0-2.0.0.0 /1Ar0uga105 8.4.0.0-
Aruba 7024 ArubaOs 8.1.0.0-1.0.0.0 ArubaOS 8.5.0.0-2.0.0.0 /1°\r0uga105 8.4.0.0-
Aruba 7030 ArubaOs 8.1.0.0-1.0.0.0 ArubaOS 8.5.0.0-2.0.0.0 /1Ar0uga105 8.4.0.0-
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Table 7: Supported Aruba VPN Concentrators

Recommended
Latest Software Version | Software
Version

Platform Minimum Supported

Software Version

Aruba 7220 ArubaOS 8.1.0.0-1.0.0.0 | ArubaOS 8.5.0.0-2.0.0.0 /1*%12‘3105 8.4.0.0-
Aruba 7240 | 41 1ha0S 8.1.0.0-1.0.0.0 | ArubaOS 8.5.0.0-2.0.0.0 q«?gios 8.4.0.0-

Aruba 7240XM ArubaOSs 8.4.0.0-

ArubaOSs 8.1.0.0-1.0.0.0 ArubaOSs 8.5.0.0-2.0.0.0

1.0.6.1
Aruba 7210 | A1 1ha0S 8.1.0.0-1.0.0.0 | ArubaOS 8.5.0.0-2.0.0.0 q«?gios 8.4.0.0-
Aruba 7280 ArubaOS 8.1.0.0-1.0.6.0 | ArubaOS 8.5.0.0-2.0.0.0 /1*%12‘3405 8.4.0.0-

Data sheets and technical specifications for the supported Gateways are available at:
https.//www.arubanetworks.com/products/networking/gateways-and-controllers/
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Chapter 3

Getting Started with Aruba Central

Thank you for choosing Aruba Central as your network management solution!

Before you get started with Aruba Central, we recommend that you review the Key capabilities of Aruba Central
and the list of Aruba devices supported in Aruba Central.

Key Terms and Concepts

Take a few minutes to familiarize yourself with the key terms and concepts used in the help topics.

Cluster Zone | Refers to an Aruba Central deployment area within a specific region. In other words, cluster zones
are regional grouping of one or more container instances on which Aruba Central is deployed.
Cluster zones allow your deployments to restrict customer data to a specific region and plan
timezone-specific maintenance windows.

Each cluster zone has separate URLs for signing up for Aruba Central, accessing Aruba Central
portal, and for allowing devices to communicate with Aruba Central.

To view the zone in Aruba Central Ul, click the User Settings menu at the bottom of the left
navigation pane.

Enterprise Refers to the Aruba Central solution deployment mode in which the customers provision, manage,
Mode and maintain their networks end-to-end for their respective organizations or businesses.
Managed Refers to the Aruba Central deployment mode in which the service providers, resellers,

Services administrators, and retailers to centrally manage and monitor multiple tenant or end-customer
Mode accounts from a single management interface.

Subscription | Refers to the license granted to a customer for using a product or service.

Evaluation Refers to the Aruba Central account created for evaluating Aruba Central solution and its services.
Account

Paid Refers to the customers who have purchased a subscription to obtain access to Aruba Central and
Subscriber its services.

Subscription | Refers to the license key. A subscription key is a 14-character alphanumeric string; for example,
Key PQREWD6ADWERAS.

Customer ID | Refers to the identity number of your Aruba Central account. To view your subscriber ID, click the
User Settings menu at the bottom of the left navigation pane in the Aruba Central Ul.

Subscriber

ID

Zero Touch Refers to one of the following:

Provisioning m Zero Touch Provisioning of Aruba Central accounts— When you purchase a subscription key

and add this subscription key in Aruba Central, Aruba Central queries the Aruba Activate
database to retrieve the devices mapped to your purchase order and add these devices to the
inventory. This process is referred to as zero touch provisioning in Aruba Central.

m Zero Touch Provisioning of Devices—Most Aruba devices support self-provisioning; that is,
when you connect a device to a provisioning network, it can automatically download
provisioning parameters from the Activate server and connect to their management entity.

Onboarding | Refers to the process of importing devices to Aruba Central's device inventory, activating
subscriptions, and making devices available for management from Aruba Central.
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Device Sync | Refers to the process of synchronizing devices from the Activate database. The device sync
operation allows Aruba Central to retrieve devices from Activate and automatically add these
devices to the device inventory in Aruba Central.

Provisioning | Refers to the process of setting up a device for deploying networks as per the configuration
requirements of your organization.

Group Refers to the device configuration container in Aruba Central. You can combine devices with
common configuration requirements into a single group and apply the same configuration to all the
devices in that group.

Site Refers to the physical locations where devices are installed. Organizing devices per sites allows you
to filter your dashboard view per site.

Label Refers to the tags used for logically grouping devices based on various parameters such as
ownership, specific areas within a site, departments, and so on.

Workflow Summary

The following illustration summarizes the steps required for getting started with Aruba Central:

| want to evaluate Aruba I want to purchase a Contact Aruba Sales Team
Central subscription to purchase a subscription

Do you
have an
Aruba
Central
account?

Sign up for Aruba
Central

Login to Aruba
Central

!

- — Contact Aruba Support Team
I am a trial user I'have a paid subscription if you have not received your

‘ kiy subscription key
Start your free trial Set up your Aruba Central
instance

End

Navigate through the following topics to know more about the onboarding and provisioning procedures:
m Creating an Aruba Central Account on page 37

m Accessing Aruba Central Portal on page 41

m Starting Your Free Trial on page 55

m  Setting up Your Aruba Central Instance on page 59
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Creating an Aruba Central Account

To start using Aruba Central, you need to register and create an Aruba Central account. Both evaluating and
paid subscribers require an account to start using Aruba Central.

Zones and Sign Up URLs

Aruba Central instances are available on multiple regional clusters. These regional clusters are referred to as
zones. When you register for an Aruba Central account, Aruba creates an account for you in the zone that is
mapped to the country you selected during registration.

If you access the Sign Up URL from the www.arubanetworks.com website, you are automatically redirected to
the sign up URL. To create an Aruba Central account in the zone that is mapped to your country, use the
following zone-specific sign up URLs.

Table 8: Sign Up URLs & Apps

Regional Cluster | Sign Up URL Available Apps
US-1 https://portal.central.arubanetworks.com/signup Network Operations
us-2 https://portal-prod2.central.arubanetworks.com/signup m Network Operations
OR m ClearPass Device
https://signup.central.arubanetworks.com/ Insight
Canada-1 https://portal-ca.central.arubanetworks.com/signup Network Operations
China-1 https://portal.central.arubanetworks.com.cn/signup Network Operations
EU-1 https://portal-eu.central.arubanetworks.com/signup m Network Operations
m ClearPass Device
Insight
APAC-1 https://portal-apac.central.arubanetworks.com/signup Network Operations
APAC-EAST1 https://portal-apaceast.central.arubanetworks.com/signup Network Operations
APAC-SOUTH1 https://portal-apacsouth.central.arubanetworks.com/signup | Network Operations

Signing up for an Aruba Central Account

To sign up for an Aruba Central account:
1. Go to http://www.arubanetworks.com/products/sme/eval/.
2. Click SIGN UP NOW. The Registration page opens.
3. Select the language.

4. Enter your email address. Based on the email address you entered, the Registration page guides you to
the subsequent steps:
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Table 9: Registration Workflow

If...

If you are a new user:

Then...

The Registration page prompts you to create a password.
To continue with the registration, enter a password in the Password and Confirm
Password fields.

ACCOUNT DETAILS

BUSINESS EMAIL ADDRESS
user001@gmail.com

(All fields are required)

PASSWORD COMFIRM PASSWORD

This field is required This field is required
UUse & or more characters with a mix of letters, numbers & symbols

If you are an existing
Aruba customer, but you
do not have an Aruba
Central account:

If your email account is
already registered with
Aruba, but you do not
have an Aruba Central
account:

The Registration page displays the following message:
Email already exists. Please enter the password below.
To continue with registration, validate your account:
1. Enter the password.
2. Click Validate Account.
NOTE: If you do not remember the password, click Forgot Password to reset the
password.

ACCOUNT DETAILS

(All fields are required)

BUSINESS EMAIL ADDRESS
kba0708+test249cl1@gmail.com

Email already exists. Please enter the password below.

PASSWORD

Validate Account

Forgot password?

If you are invited to join as
a user in an existing
Aruba Central customer
account:

The Registration page displays the following message:
An invitation email has already been sent to your email ID. Resend.
To continue with the registration:
1. Go to your email box and check if you have received the email invitation.
2. If you have not received the email invitation, go to the Registration page and
click Resend. A registration invitation will be sent your account.
3. Click the registration link. The user account is validated.
4. Complete the registration on the Sign Up page to signin to Aruba Central.

ACCOUNT DETAILS

BUSINESS EMAIL ADDRESS
user10091@gmail.com

(All fields are required)

(An invitation email has already been sent to your email ID. Resend J
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Table 9: Registration Workflow

If...

If you are a registered
user of Aruba Central and
have not verified your
email yet:

Then...

The Registration page displays the following message:
You are an existing Aruba Central user. Please verify your account. Resend
Verification email.
To continue:
1. Go to your email box and check if you have received the email invitation.
2. If you have not received the email invitation, go to the Registration page and
click Resend Verification email. A registration invitation will be sent your account.
3. Click the account activation link.
4. After the email verification is completed successfully, click Log in to access
Aruba Central.

ACCOUNT DETAILS

BUSINESS EMAIL ADDRESS i
centraluser005@gmail.com

(All fields are required)

( You are an existing Aruba Central user. Please verify your account. Resend Venfication email ]

If you are already a
registered user of Aruba
Central and have verified
your email:

The Registration page displays the following message:

User has been registered and verified. Sign in to Central.

Click Sign in to Central to skip the registration process and access the Aruba Central
portal.

ACCOUNT DETAILS

BUSINESS EMAIL ADDRESS i
centraluser005@gmail.com

(All fields are required)

(LSE’ has been registered and verified. Sign in to Central )

If your email address is in
the arubanetworks.com
or hpe.com domain:

The Single Sign-On option is enabled. You can use your respective Aruba or HP
Enterprise credentials to log in to your Aruba Central account after the registration.

ACCOUNT DETAILS

BUSINESS EMAIL ADDRESS
useri@hpe.com

(All fields are required)

{ & Single sign-on enabled J

5. To continue with registration, enter your first name, last name, company name, address, country, state,
ZIP code, and phone details.

6. Specify if you are an Aruba partner.

7. Ensure that you select an appropriate zone. The Registration page displays a list of zones in which the
Aruba Central servers are available for account creation. Based on the country you select, the Aruba Central
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server is automatically selected. If you want your account and Aruba Central data to reside on a server from
another zone, you can select an Aruba Central server from the list of available servers.

ADDRESS 4
Market Square, Outer Ring Road ADD LINE
any arnata

{Bar‘galore farnataka v }
ZIP CODE PHOME NUMBER
560103 +91 9240598432
Are you an Aruba Partner? & Yes -@' Mo
SERVER DETAILS (All fields are required)

( APAC-SOUTH1 . @

Based on the location you
specify, the Aruba Central
server is pre-selected.

8. From the Interested Apps section, select the app(s) that you want to pre-provision. You must select at
least one app to continue:

= Network Operations
m ClearPass Device Insight

INTERESTED APPS

‘C v M
ClearPass Device

Network Operations .
nsight

See Table 8 for the app(s) available in the zone in which you are signing up.

E If you are interested in evaluating the Aruba Central MSP solution, select only the Network Operations app.
NOTE

9. Select the | agree to the Terms and Conditions check box.
10. Set a preferred mode of communication for receiving notifications about Aruba products and services.

11. Optionally, to read about the the privacy statement, click the HPE Privacy Statement link. To opt out
of marketing communication, you can either click the unsubscribe link available at the bottom of the email
or click the link as shown in the following figure:
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For more information on how HPE manages, uses and protects your information please refer to
[HPE Privacy Statement] You can always withdraw or modify your consent to receive marketing
communication from HPE. This can be done by using the opt-out and preference mechanism at
the bottom of our email marketing communication or by following this|link.

12. Click Sign Up. Your new account is created in the zone you selected and an email invitation is sent to
your email address for account activation.

13. Access your email account and click the Activate Your Account link. After you verify your email, you
can log in to Aruba Central.

Accessing Aruba Central Portal

After you create an Aruba Central account, the link to Aruba Central portal will be sent to your registered email
address. You can use this link to log in to Aruba Central.

If you are accessing the login URL from the www.arubanetworks.com website, ensure that you select the zone
in which your account was created.

Login URLs

When you try to access Aruba Central portal, you are redirected to the Aruba Central URL that is mapped to
your cluster zone.

Table 10: Cluster Zone— Portal URLs

Regional Cluster | Sign Up URL

uUs-1 https://portal.central.arubanetworks.com/signup

us-2 https://portal-prod2.central.arubanetworks.com/signup
(h)tips://signup.ce ntral.arubanetworks.com/

Canada-1 https://portal-ca.central.arubanetworks.com/signup

China-1 https://portal.central.arubanetworks.com.cn/signup

EU-1 https://portal-eu.central.arubanetworks.com/signup

APAC-1 https://portal-apac.central.arubanetworks.com/signup

APAC-EAST1 https://portal-apaceast.central.arubanetworks.com/signup

APAC-SOUTH1 https://portal-apacsouth.central.arubanetworks.com/signup

Logging in to Aruba Central
To log in to Aruba Central:
1. Access the Aruba Central login URL for your zone.
2. Notice that the zone is automatically selected based on your geographical location.
3. Enter the email address and click Continue.
4. Log in using your credentials.

| i If your user credentials are stored in your organization's Identity Management server and SAML SSO authentication
P is enabled for your IdP on Aruba Central, complete the SSO authentication workflow.
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5. Enter the password.

If you have forgotten password, you can click the Forgot Password and reset your password. The Forgot Password
link resets only your Aruba Central account; hence, it is not available to SSO users.

HOTE
6. If you have forgotten your password,
7. Click Continue. The Initial Setup wizard opens.
m If you have a paid subscription, click Get Started and set up your account.
m [f you are atrial user, click Evaluate Now and start your trial.
Changing Your Password
To change your Aruba Central account:
1. Inthe Aruba Central Ul, click the user icon (u’i'f‘u) in the header pane.
2. Click Change Password.
3. Enter a new password.
4. Log in to Aruba Central using the new password.
The Change Password menu option is not available for federated users who sign in to Aruba Central using their SSO
R credentials.

Logging Out of Aruba Central

To log out of Aruba Central:

1. In the Aruba Central Ul, click the user icon (u’i'f‘u) in the header pane.
2. Click Logout.

Accessing Aruba Central Mobile Application

Aruba Central mobile application lets you manage, monitor, and optimize your Central account. You can log in
to your Aruba Central account using your credentials from the mobile application. To download the Aruba
Central application, visit the App Store on iOS devices running iOS 9.0 or later and Google Play Store on
Android devices running android 5.0 Lollipop or later.

About the Network Operations User Interface

The Network Operations app is one of the apps in Aruba Central that helps to manage, monitor, and analyze
your network.

Aruba offers the following variants of the Network Operations app user interface:

s Standard Enterprise mode— This mode is intended for customers who manage their respective accounts
end-to- end. In the Standard Enterprise mode, the customers have complete access to their accounts. They
can also provision and manage their respective accounts.

m Managed Service Provider (MSP) mode— This mode is for managed service providers who need to
manage multiple customer networks. With MSP mode enabled, the MSP administrators can provision
customer accounts, allocate devices, assign licenses, and monitor customer accounts and their networks.
The administrators can also drill down to a specific tenant account and perform administration and
configuration tasks. The tenants can access only their respective accounts, and only those features and
application services to which they have subscribed.
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Workflow to Navigate the Network Operations User Interface

Th

following image shows the navigation elements on the Network Operations app:

Figure 3 Navigation Elements of the Network Operations App
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Callout

Number

Description

Filter to select a group, device, label, site, or all devices.

Menu item under left navigation contextual menu. Menu is dependent on the filter selection.

First-level tab on dashboard.

Second-level tab on dashboard.

Summary, List, or Configuration view for dashboard.

The Network Operations app uses a filter to set the view to one of the following dashboards:

Global dashboard— When the filter is set to All Devices (for standard modes) or All Groups (for managed
service modes).

Gateway dashboard— When the filter is set to a Gateway.

Switch dashboard— When the filter is set to a Switch.

Virtual Controller dashboard— When the filter is set to a controller.
Group dashboard— When the filter is set to a group.

Label dashboard— When the filter is set to a label.

Site dashboard— When the filter is set to a site.

The menu for the left navigation pane for the dashboard changes dependent on the type of dashboard
displayed. In this sense, the left navigation pane functions as a contextual menu. Selecting any item on the left
navigation pane displays a dashboard. The dashboard can have one or all of the following views:

Summary view— Click the | | ¥ summary icon to display the summary dashboard. The summary dashboard
displays a number of charts. Use the time range filter to change the time-lines for the charts.

List view— Click the = = list icon to display the tables for the selected dashboard. For example, the
dashboard in list view under Manage > Devices> Access Points displays a list of online and offline APs.

Aruba Central
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m Configuration view— Click the @ configuration icon to enable the configuration options for a specific
dashboard. For example, the Global dashboard in configuration view under Analyze > Alerts & Events

enables you to configure alerts.

Figure 4 Navigation Workflow for Network Operations App

Open the Network Operations app.

A A
Set the filter to one of the following to set the

contextual left navigation menu: Global, Site,
Label, or Device.

Y

Select a menu item under the left navigation menu
under any of the following categories: Manage,
Analyze, Maintain, Settings.

h
Select one of the first-level tabs, and if applicable,
one of the second-level tabs from the right pane
dashboard.

l

Select a view where applicable: Summary, List, or
Configuration and continue with your task.

C= )

Related Topics:
m  About the Standard Enterprise Mode User Interface
m Launching the Network Operations App for MSP on page 50

About the Standard Enterprise Mode User Interface

This section discusses the user interface for the Standard Enterprise mode for the Network Operations app.
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Launching the Network Operations App

If the Network Operations app is the only app provisioned, the Network Operations app is displayed at
each user login. If there are a number of apps provisioned such as Network Operations, ClearPass, Device
Insight, and so on, the Account Home page is displayed at each user login. From the Account Home page,
you can manage network inventory, subscriptions, and user access.

In the event of multiple apps provisioned, complete the following procedure to launch the Network
Operations app:
1. Login to the Account Home page.
The Account Home page displays the apps and Global Settings
For more information, see Accessing Aruba Central Portal.

2. Click Launch on the Network Operations tile.
The Network Operations app is launched.

Figure 5 Launching the Network Operations App
ACCOUNT HOME

Manage your Network Inventory, Subscriptions, and User Access. Use any of the following apps to make Aruba work better for you.

APPS

_ :“'g,

Network Operations

Manage your wired, wireless, and
WAN infrastructure

ClearPass Device Insight

Discover and Profile devices
connected to the network

LAUNCH LAUNCH

GLOBAL SETTINGS

USERS AND ROLES

lanage user access

KEY MANAGEMENT DEVICE INVENTORY
Manage your subscription keys Wiew an inventory of all y

n our devices

DATA CO

e on premise d

LLECTORS AUDIT TRAIL SINGLE SIGN ON
mise data collectors View the audit trail logs Create and manage 550 prof

lanag d manage 550 profiles

STREAMING API
Manage Streaming APl and Webhook end points

Parts of the Network Operations App User Interface

After you launch the Network Operations app, the Standard Enterprise view is displayed.
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Figure 6 Parts of the Network Operations App
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Callout Number | Description
1 Filter to select a group, device, label, site, or all devices.
For more information, see Filter.
2 Dashboard based on filter selection.
For more information, see Launching the Global Dashboard.
3 Menu item under left navigation contextual menu. Menu is dependent on the filter selection.
For more information, see Manage, Analyze, and Maintain
4 First-level tab on dashboard.
5 Second-level tab on dashboard.
6 Search Bar.
For more information, see Search Bar.
7 Help icon.
For more information, see Help Icon.
8 Account Home icon
For more information, see Account Home Icon.
9 User Settings icon.
For more information, see User Icon.
10 Listicon.
For more information, see Launching the Global Dashboard.
11 Summary icon
For more information, see Launching the Global Dashboard.
12 Configuration icon.
For more information, see Launching the Global Dashboard.
Search Bar

Q

The search bar ™ enables users to look for help information.
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Help Icon

The help icon @ contains the following options:

m Get help on this page—Selecting this option changes the appearance of some of the text on the Ul to
green italics. On the Ul, when you point to the text in green italics, a dialog box displays the help
information for that text. To disable this option, click Done.

m Tutorials—Displays the Aruba Central product learning center.

m Feedback—Allows you to provide feedback on the Aruba Central. You can choose the rating from the range
of 1 to 10, where 1 being extremely unlikely and 10 being extremely likely and type your comment into the
box and click Submit to submit the feedback.

m Documentation Center—Directs you to the online help documentation.

m Airheads Community—Directs you to the Aruba support forum.

s View / Update Case—Enables you to view or edit an existing support ticket in the Aruba Support Portal at
https://asp.arubanetworks.com. You must log in to this portal.

m Open New Case—Enables you to create a new support ticket in the Aruba Support Portal at
https://asp.arubanetworks.com. You must log in to this portal.

Account Home Icon

The Account Home icon *‘& enables you to go to the Account Home page and switch to another app if you
have one subscribed. Most of the apps require service subscriptions to be enabled on the devices. Contact
your administrator or the Aruba Central Support team to obtain access to an application service.

User Icon

r"‘\
The user icon 11! enables you to view user account details such as account name, domain, customer 1D, and
zone details. It also includes the following options for managing your accounts:

m Switch Customer—Enables you to switch to another account. This is especially required during
troubleshooting scenarios.

m Change Password—Enables you to change the password of the account.

m User Settings
e Time Zone—Displays the zone, date, time, and time zone of the region.

e Language—Administrators can set a language preference. The Aruba Central web interface is available
in English, French, Spanish, German, Brazilian Portuguese, Chinese, and Japanese languages.

o Idle Timeout—Administrators can set a timeout value for inactive user sessions in the Idle Timeout
field. The value is in minutes.

e Get system maintenance notifications—Administrators can select the check box to receive system
maintenance notification on their registered email ID. Email notifications are sent before any scheduled
maintenance activity or unplanned outage.

¢ Get software update notifications—Administrators can select the check box to receive software
update notification on their registered email ID.

m Enable MSP—Enables MSP mode and switches the user interface to the MSP mode. This option changes to
Disable MSP when the MSP mode is enabled. You can select Disable MSP to switch to the Standard
Enterprise interface. The MSP mode can be disabled only if there is no tenant data. The option is grayed out
if there are any active tenant accounts.

m Terms of Service—Displays the terms and conditions for using Aruba Central services.
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m Logout—Enables you to log out of from your account.

Filter

The filter b4 enables you to select by group, individual devices, labels, and sites for performing specific
configuration and monitoring tasks. If no filter is applied, by default the filter is set to All Devices.

Time Range Filter

The time range filter \O) enables you to set a time duration for showing monitoring and reports data. This time
filter is not displayed when you view the configuration or device details. It is displayed only when you view
monitoring data. You can set the filter to any of the following time ranges:

= 3 hours

s 1 day

= 1 week

= 1 month

= 3 months

Left Navigation Pane

The left navigation pane is a contextual menu that displays a number of configuration, monitoring, and
troubleshooting options depending on the type of group, label, site or device you select from the filter.

Launching the Global Dashboard
In the Network Operations app, use the filter to select All Devices. The Global dashboard is displayed.

In the Global dashboard under the left navigation pane, you can see a number of menu items divided under
the following categories: Manage, Analyze, and Maintain. If you set the filter to other options, some of
these menu items under the parent categories are not listed as they are no longer applicable to the context.

Selecting each menu item in the left navigation pane displays a corresponding dashboard with tabs. Each tab
may support all or some of the following functions:

= Summary th—Click the summary icon to view a graphical representation of the data.

m List :=—Click the list icon to view a tabular representation of the data.

" Configuration@—CIick the configuration icon to enable configuration mode.

The next sections discuss the left navigation menu items in the Global dashboard.

Manage
The following menu items are included:

e Devices—Enables you to view a list of devices that are part of the network. In summary view, the
dashboard displays a summary of bandwidth usage, client count, top devices in use, top 5 clients in the
network, and a list of network profiles configured on the devices in the network. In configuration view,
the dashboard enables you to configure the devices that are part of your Aruba Central setup.

e Overview—Enables you to view all devices across sites on a map. This tab also provides Al insights on
each site. You can also import and view floor plans.

e Clients—Enables you to view the number of wired and wireless clients and a status of their connection
in the network.

e Guests—Provides a dashboard to view information about cloud guests. Also enables you to create a
wired or WLAN guest network based on captive portal authentication for guests, visitors, contractors,
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and any non-employee users who can use the enterprise Wi-Fi network. Administrators can also create
guest accounts and customize the captive portal page with organization-specific logo, terms, and usage
policy.

e Applications—Displays a dashboard for applications that help you monitor the Aruba Central Setup.
The Visibility dashboard displays metrics and graphs related to client traffic flow for different
applications, websites, and blocked traffic. The Unified Communications application (UCC) actively
monitors and provides visibility into Lync/Skype for Business traffic and allows you to prioritize sessions.
UCC also leverages the functions of the Service Engine on the cloud platform and provides rich visual
metrics for analytical purpose.

e Security—Displays a summary of the rogue devices and intrusion detected in the network. You can
view a list of rogue devices, WIDS events, and interferences detected in the network.

¢ Network Services—Consists of SD-WAN overlay, virtual gateways, and cloud security tabs.

Analyze
The following menu items are included:

e Alerts & Events—Displays and configures a list of alerts and events. This page also enables you to
acknowledge these alerts and events.

e Live Events—Starts live monitoring of the client. Live monitoring is supported only if the Instant AP is
running 8.4.0.0 firmware version or a later version. Live monitoring stops after 15 minutes. At any point,
you can click Stop Live to go back to the historical view.

e Audit Trail—Displays audit trail for the events pertaining to device allocation, configuration, user
addition deletion, and firmware upgrade status.

e Tools—Network check aims to identify, diagnose, and debug issues detected in an Aruba Central-
managed network. Network Check captures the troubleshooting utilities that are used to test a
network entity and collect results based on your selection. Device check aims to identify, diagnose, and
debug issues for Aruba Switches. Commands enables you to perform network health check on devices
at an advanced level using command categories. Read-only users can also perform advance checks.

Maintain
The following menu items are included:

¢ Install Manager—Enables you to manage and monitor device installations at specific physical locations
or sites. Install Manager enables third-party installation operations managers to set up installer
profiles and monitor device installations at the given sites.

e Firmware—Provides an overview of the latest supported version of firmware for the device, details of
the device, and the option to upgrade the device. Also enables you to manage firmware compliance for
all devices.

e Reports—Enables you to create, view, edit, and download various reports. You can configure the
reports to run on demand or periodically. You must have read/write privileges or you must be an Admin
user to be able to create reports.

Related Topics:
Account Home

Managed Service Provider

Launching the Network Operations App for MSP

This topic discusses the Network Operations app in MSP mode. To know more about the Account Home page, see the

- online Aruba Central documentation.
HOTE
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The MSP mode is intended for the managed service providers who manage multiple distinct tenant accounts.
The MSP mode allows MSP customers to provision and manage tenant accounts, assign devices to tenant

accounts, manage subscription keys and other functions such as configuring network profiles and viewing
alerts.

Launching the Network Operations App for MSP
Aruba Central in MSP mode consists of the Network Operations app and the Account Home page.

After you create an Aruba Central account, the link to Aruba Central portal will be sent to your registered email
address. You can use this link to log in to Aruba Central. If you are accessing the login URL from the
www.arubanetworks.com website, ensure that you select the zone in which your account was created. The
Network Operations app is displayed at each user login to Aruba Central.

From the Network Operations app, you can navigate to the Account Home page by clicking the Account Home

jcon * @&,

From the Account Home page, you can navigate to the Network Operations app by clicking the Launch button
for the Network Operations tile.

Figure 7 Launching the Network Operations App for MSP from Account Home
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Parts of the Network Operations App for MSP

After you launch the Network Operations app, the MSP view opens.
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Figure 8 Parts of the Aruba Central User Interface for MSP
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Callout
Number

Description

1 Filter to select a group or all groups.
For more information, see Filter.

2 Name of the dashboard, here it is set to Global as the filter is set to All Groups.

3 Menu item under left navigation contextual menu. Menu is dependent on the filter
selection.

4 First-level tab on dashboard. The dashboard may also have second and third-level

tabs dependent on the filter selection.

5 Dashboard for the selected menu item on left navigation pane.
For more information, see Launching the MSP Global Dashboard.

6 Help icon.
For more information, see Help Icon.

7 Account Home icon.
For more information, see Search Bar.

8 User Settings icon.
For more information, see User Icon.

9 List view.
Click the list icon to view a tabular representation of the data. Only applicable for
the global dashboard.

10 Summary view.
Click the summary icon to view a graphical representation of the data. Only
applicable for the global dashboard.

11 Configuration view.
Click the configuration icon to enable configuration mode.

Search Bar

Q

The search bar ™ enables users to search help information.
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Help Icon

The help icon @ contains the following options:

m  Get help on this page— Selecting this option changes the appearance of some of the text on the Ul to
green italics. On the Ul, when you point to the text in green italics, a dialog box displays the help
information for that text. To disable this option, click Done.

m Tutorials— Displays the Aruba Central product learning center.

m Feedback— Allows you to provide feedback on the Aruba Central. You can choose the rating from the
range of 1 to 10, where 1 being extremely unlikely and 10 being extremely likely and type your comment
into the box and click Submit to submit the feedback.

m Documentation Center— Directs you to the online help documentation.
m Airheads Community— Directs you to the Aruba support forum.

m View / Update Case— Enables you to view or edit an existing support ticket in the Aruba Support Portal at
https://asp.arubanetworks.com. You must log in to this portal.

m Open New Case— Enables you to create a new support ticket in the Aruba Support Portal at
https://asp.arubanetworks.com. You must log in to this portal.

Account Home Icon

The Account Home icon *‘& enables you to go to the Account Home page.
User Icon

r‘"\
The usericon "'l enables you to view user account details such as account name, domain, customer ID, and
zone details. It also includes the following options for managing your accounts:

s Switch Customer— Enables you to switch to another account. This is especially required during
troubleshooting scenarios.

m Change Password— Enables you to change the password of the account.

m User Settings
¢ Time Zone— Displays the zone, date, time, and time zone of the region.

e Language— Administrators can set a language preference. The Aruba Central web interface is available
in English, French, Spanish, German, Brazilian Portuguese, Chinese, and Japanese languages.

o Idle Timeout— Administrators can set a timeout value for inactive user sessions in the Idle Timeout
field. The value is in minutes.

e Get system maintenance notification— Administrators can select the check box to get system
maintenance notification.

e Get software update notifications— Administrators can select the check box to get software update
notification.

m Disable MSP— Disables MSP mode and switches the user interface to the standard enterprise mode. This
option changes to Enable MSP when the MSP mode is disabled. You can select Enable MSP to switch to the
MSP mode. The MSP mode can be disabled only if there is no tenant data. The option is grayed out if there
are any active tenant accounts.

m Terms of Service— Displays the terms and conditions for using Aruba Central services.
m Logout— Enables you to log out of from your account.
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Filter

The filter V enables you to select by a group or All Groups for performing specific configuration and
monitoring tasks. If no filter is applied, by default the filter is set to All Groups. When you set the filter to All
Groups, the Global dashboard is displayed and when you set the filter to a group, the group dashboard is
displayed.

Time Range Filter

The time range filter ) enables you to set a time duration for showing monitoring and reports data. This time
filter is not displayed when you view the configuration or device details. It is displayed only when you view
monitoring data. You can set the filter to any of the following time ranges:

m 3 hours

s 1day

= 1 week

= 1 month
m 3 months

Left Navigation Pane

The left navigation pane is a contextual menu that displays a number of configuration, monitoring, and
troubleshooting options depending on whether you select a group or All Groups from the filter.

Launching the MSP Global Dashboard

In the Network Operations app in MSP mode, use the filter to select All Groups. The Global dashboard is
displayed.

In the Global dashboard under the left navigation pane, you can see a number of menu items divided under
the following categories: Manage, Analyze, and Maintain.

Figure 9 Launching the Global Dashboard for MSP
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Selecting each menu item in the left navigation pane displays a corresponding dashboard with tabs. Each tab
may support all or some of the following functions:

= Summary 1li— Click the summary icon to view a graphical representation of the data. Only applicable for
the global dashboard.

m List :=— Click the list icon to view a tabular representation of the data. Only applicable for the global
dashboard.

" Configuration@— Click the configuration icon to enable configuration mode.

The next sections discuss the left navigation menu items in the Global dashboard.

Manage
The following are included:

e Overview— Provides a summary of hardware and subscriptions owned by the MSP and the tenant
accounts managed by the MSP. MSP administrators can perform tasks such as drilling down to a tenant
account, editing an existing tenant account, and deleting a tenant account.

e Guests— Provides a dashboard to view information about cloud guests. Also enables you to create a
wired or WLAN guest network based on captive portal authentication for guests, visitors, contractors,
and any non-employee users who can use the enterprise Wi-Fi network. Administrators can also create
guest accounts and customize the captive portal page with organization-specific logo, terms, and usage

policy.
Analyze

The following are included:

e Alerts— Displays and configures a list of alerts. This page also enables you to acknowledge these alerts.

e Audit Trail— Displays audit trail for the events pertaining to device allocation, configuration, user
addition deletion, and firmware upgrade status.

e Reports— Enables you to create, view, edit, and download various reports. You can configure the
reports to run on demand or periodically. You must have read/write privileges or you must be an Admin
user to be able to create reports.

Maintain
The following are included:

e Firmware— Provides an overview of the latest supported version of firmware for the device, details of
the device, and the option to upgrade the device. Also enables you to manage firmware compliance for
all devices.

e Portal Customization— Allows you to customize the look and feel of the user interface and the email
notifications sent to the customers and users. For example, you can use your company logo in the user
interface and company address in the email notifications sent to the customers or users.

e Organization— Enables you to create and manage groups under the Groups tab. Under the
Certificates tab, you can view and add certificates.

Launching the MSP Group Dashboard

In the Network Operations app in MSP mode, use the filter to select a group. The group dashboard is
displayed.
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Figure 10 Launching the Group Dashboard for MSP
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In the group dashboard under the left navigation pane, you can see the Device and Guest options under
Manage.

Selecting an option in the left navigation pane displays a corresponding dashboard with tabs. Each tab

supports the configuration icon @ that enables the configuration mode. The next sections discuss the left
navigation menu items in the group dashboard.

Manage
The following are included:

e Device—Enables you to configure APs and Switches for a specific group.
e Guests— Enables you to view and configure splash pages for guests.

Starting Your Free Trial

Aruba Central offers a 90-day evaluation subscription for customers who want to try the solution for managing
their networks.

The evaluation subscription allows you to use the following functions:

Table 11: Evaluation features

Application Function

Network Operations = Device management
®Manage up to 10 Instant APs and/or switches

® Manage up to two SD-WAN Gateways
Monitoring—Monitor your devices, network and client status
Guest Access—Set up guest Wi-Fi on your custom portals
Presence Analytics—Analyze consumer presence data for your stores
Troubleshooting—Run diagnostic checks and troubleshoot device issues

ClearPass Device Discover, monitor, and automatically classify new and existing devices that connect to a

Insight network.
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Figure 11 shows the steps required for getting started with your free trial.
Figure 11 Getting Started Workflow for Free Trial
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Get Started with the Free Trial

Complete the following steps to evaluate Aruba Central:
m  Step 1: Getting Started with the Initial Setup on page 56

m Step 2: Adding Devices on page 57

m Step 3: Organize Your Devices into Groups on page 57

m Step 4: Assigning Sites and Labels (Optional) on page 58

m Step 5: Configure Your Network on page 58

m  Step 6: Monitor Your Network and Devices on page 58

m Step 7: Evaluate Value Added Services (Optional) on page 58

m Step 8: Cancel or Upgrade Your Subscription (Optional)

Step 1: Getting Started with the Initial Setup

To get started with the trial:
1. Register for evaluating Aruba Central.

2. Login to Aruba Central.

= If you signed up to evaluate only the Network Operations app, the Welcome to Aruba Central page
is displayed.
m Click Evaluate Now. The Get Started With Aruba Central page guides you through the
onboarding steps.

m Click through the steps to set up your account and start using Aruba Central. If you want to exit the
wizard and complete the onboarding steps on your own, click Exit Workflow.

| a The Initial Setup wizard is displayed only when you log in to Aruba Central for the first time. The wizard is not
available for Aruba Central users in the MSP mode.

= [f you signed up to evaluate both Network Operations and ClearPass Device Insight, the Network
Operations page is displayed.
For more information, see ClearPass Device Insight Information Center.

56 | Getting Started with Aruba Central Aruba Central | User Guide


https://www.arubanetworks.com/website/techdocs/ClearPassDeviceInsight/1.0.3/content/home.htm

Step 2: Adding Devices
To manage devices from Aruba Central, trial users must manually add the devices to Aruba Central's device
inventory.

You can add up to 10 devices. The devices can be 10 Instant APs or 10 Switches, or a total of 10 Instant APs
and switches.

Use one of the following methods to add devices to Aruba Central:

Using the Initial Setup Wizard
1. In the Add Devices tab of the Initial Setup wizard, click Add Device.
2. Enter the serial number of MAC address of your devices.
You can find the serial number and MAC address of Aruba devices on the front or back of the hardware.
3. Click Done.
4. Review the devices in your inventory.

Using the Device Inventory Page

1. In the Account Home page, under Global Settings, click Device Inventory.
The Device Inventory page is displayed.
2. Click Add Devices.
The Add Devices pop-up window is displayed.
3. Enter the serial number and the MAC address of each device.
You can find the serial number and MAC address of Aruba devices on the front or back of the hardware.
4. Click Done.
5. Review the devices in your inventory.

Step 3: Organize Your Devices into Groups

A group in Aruba Central functions as a configuration container for devices added in Aruba Central.

Why Should You Use Groups?

Groups allow you to create a logical subset of devices and simplify the configuration and device management
tasks. Groups offer the following functions and benefits:

m  Combining different types of devices under a group. For example, a group can have Instant APs and
Switches. Aruba Central allows you to manage configuration of these devices in separate containers
(wireless and wired management) within the same group. Any new device that is added to a group inherits
the current configuration of the group.

m Assigning multiple devices to a single group. For example, a group can consist of multiple Instant AP Virtual
Controllers (VCs). These VCs can share common configuration settings and push the configuration updates
to slave Instant AP in their respective clusters. For example, you can apply a common security policy for the
devices deployed in a specific geographical location.

m Cloning an existing group allows you to create a base configuration for the devices and customize it as per
your network requirements.

You can also use groups for filtering your monitoring dashboard content, generating reports, and managing
software upgrades.
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A device can be part of only one group at any given time.

HOTE Groups in Aruba Central are mutually exclusive (independent) and do not follow a hierarchical model.

For more information on groups and group configuration workflows, see Groups for Device Configuration and

Management on page 88.

Assigning Devices to Groups

After you successfully complete the onboarding workflow, the Initial Setup wizard prompts you to assign
your devices to a group. You can click Assign Group and assign your devices to a group. You can also use one
of the following methods to assign your devices to groups.
To assign a device to a group, in the Account Home page, under Global Settings, click Device Inventory:
1. Select the device that you want to assign to a group.
2. Click Assign Group. The Assigh Group pop-up window opens.
3. Select the group to which you want to assign.
4. Click Assign Device(s).

To assign a device to a group from the Groups page:
1. In the Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
By default, the Groups page is displayed.
3. From the devices table on the right, select the device that you want to assign to a new group.
4. Drag and drop the device to the group to which you want to assign the device.

Step 4: Assigning Sites and Labels (Optional)

Asite in Aruba Central refers to a physical location where a set of devices are installed; for example, campus,
branch, or venue. Aruba Central allows you to use sites as a primary navigation element. For example, if your
devices are deployed in a campus, you can create a site called CampusA. You can also tag the devices within
CampusA using labels. If your campus consists of multiple buildings, the devices deployed in the campus can
be labeled as Building1 or Lobby.

For more information on sites and labels and how to assign devices to sites and labels, see Managing Sites on
page 84 and Managing Labels on page 86.

Step 5: Configure Your Network

If you have added Instant APs as part of your evaluation, you can configure an employee and guest wireless
network. If you have Switches or SD-WAN Gateways, configure wired access network or SD-WAN respectively.
Step 6: Monitor Your Network and Devices

Use monitoring dashboards to view the health of the device and network.

You can also run reports, configure alerts, and view client details.

Step 7: Evaluate Value Added Services (Optional)

Enable Presence Analytics and Guest Access services on your Instant APs and review these services.

Step 8: Cancel or Upgrade Your Subscription (Optional)

During the trial period or after you complete your trial, if you want to continue using Aruba Central for
managing your devices, contact Aruba Customer Support to upgrade your subscription.
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If you do not want to continue, contact Aruba support team to cancel your subscription or wait until the trial
expires. When the trial period expires, your devices can no longer be managed from Aruba Central.

Upgrading to a Paid Account

If you have purchased a subscription, upgrade your account by completing the following steps:
1. On the respective app, click the link that shows the number of days left for the evaluation to expire:

EVALUATION 44 DAYS LEFT

Network Operations

Manage your wired, wireless, and
WAN infrastructure

LAUNCH

The Add a New Subscription pop-up window opens.
2. Enter the new subscription key that you purchased from Aruba.
3. Click Add Subscription.

After you upgrade your account, you can add more devices and enable services, and continue using Aruba
Central.

Setting up Your Aruba Central Instance

If you have purchased a subscription key to manage your devices and networks from Aruba Central, get
started with steps described in this topic.

Figure 12 illustrates the steps required for setting up your Aruba Central instance:
Figure 12 Getting Started Workflow
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Aruba Central | User Guide

Getting Started with Aruba Central | 59




Getting Started with Aruba Central

Complete the following steps to start using Aruba Central for managing your devices and setting your
networks.

m Step 1: Getting Started on page 60

m Step 2: Adding a Subscription Key on page 60

m  Step 3: Adding Devices on page 61

m  Step 4: Assigning Subscriptions on page 63

m Step 5: Organize Your Devices into Groups on page 64

m Step 6: Assigning Sites and Labels (Optional) on page 65

m Step 7: Configuring Users on page 65

m Step 8: Configuring and Managing Networks on page 65

m  Step 9: Monitoring Your Network and Devices on page 65

m Step 10: Upgrading Software Images on Devices on page 65

m Step 11: Running Diagnostic Checks and Troubleshooting Issues on page 65

Step 1: Getting Started
To get started:

1. Sign up to create your Aruba Central account.

2. If you already have an Aruba Central account, log in to Aruba Central with your credentials. When you log
in for the first time, the Initial Setup wizard opens and guides you through the onboarding workflow.

3. Click Get Started.

4. Click through the wizard to complete the onboarding workflow. If you want to exit the wizard and
complete the onboarding steps on your own, click Exit and go to Aruba Central.

The Initial Setup wizard is displayed only when you log in to Aruba Central for the first time. The wizard is not
available for Aruba Central users in the MSP mode.

Step 2: Adding a Subscription Key

At your first login, the Initial Setup wizard prompts you add your subscription key. To continue with the
onboarding workflow, add your subscription key in the Add Subscription Key tab.

If you are not using the wizard, complete the following steps to add your subscription key.

To add a subscription key:
1. Inthe Account Home page, under Global Settings, click Key Management.
The Key Management page is displayed.
2. Enter your subscription key.

3. Click Add Subscription. The subscription key is added to Aruba Cloud Platform and the contents of the
subscription key are displayed in the Manage Keys table.

4. Review the subscription details.
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Step 3: Adding Devices

If you have a paid subscription, you can automatically import devices from the Activate database to the Aruba
Central device inventory.

( Start )

v

Set up device sync

Device sync

complete? Set up sync by adding

_ number of one device from your
device

Add the MAC address and serial
:I_ purchase order to import devices.

Yes

Device sync
successful?

Add all devices manually

A 4 A 4

Review the list and assign p
subscriptions

End

Setting up Device Sync for Automatic Device Addition

To set up device sync, use one of the following methods:
m |nthe Initial Setup Wizard

m From the Device Inventory Page

In the Initial Setup Wizard

1. Ensure that you have added a subscription key and click Next.

2.Inthe Add Devices tab, enter the serial number and MAC address of one device from your purchase
order.

Most Aruba devices have the serial number and MAC address on the front or back of the hardware.
. Click Add Device. Aruba Central imports all other devices mapped to your purchase order.
. Review the devices in your inventory.

v b~ W

. Perform the following options:

Add Devices Manually—Manually add devices by entering the MAC address and serial number of each
device.

= Add Via Mobile App—Add devices from the Aruba Central mobile app. You can download the Aruba
Central app from Apple App Store on iOS devices and Google Play Store on Android devices.

s Contact support—Contact Aruba Technical Support.
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From the Device Inventory Page

1. In the Account Home page, under Global Settings, click Device Inventory.
The Device Inventory page is displayed.

Aruba Central imports only devices associated with your Central account from Activate.

HOTE
2. Do one of the following:
= Click Sync Devices. Enter the serial number and MAC address and click Add Device.
m Click Add Devices to manually add devices by entering the MAC address and serial number of each
device.
m [f you are a paid subscriber, you can add devices using a CSV file. Click Import Via CSV and select the
CSV file. For a sample CSV file, click Download sample CSV file.
Manual addition of devices using a CSV file is restricted to 100 devices or to the number of available device
management tokens. An error message is displayed if more than 100 devices are imported using the CSV file. You
NOTE can view the status of the CSV upload in the Account Home > Audit Trail page.

3. Review the devices in your inventory.
4. Perform the following options:

s Add Devices Manually—Manually add devices by entering the MAC address and serial number of each
device.

= Add Via Mobile App—Add devices from the Aruba Central mobile app. You can download the Aruba
Central app from Apple App Store on iOS devices and Google Play Store on Android devices.

s Contact support—Contact Aruba Technical Support.

Manually Adding Devices

To add devices using MAC address and serial number, use one of the following methods:
m Inthe Initial Setup Wizard

m From the Device Inventory Page

In the Initial Setup Wizard
If you are using the Initial Setup wizard:
1. In the Add Devices tab of the Initial Setup wizard.
2. Click Add Device.
3. Enter the serial number of MAC address of your device.
4. Click Done.
5. Review the list of devices.

From the Device Inventory Page

To add devices from the Device Inventory page:
1. Inthe Account Home page, under Global Settings, click Device Inventory.
The Device Inventory page is displayed.
2. Do one of the following:

m Click Add Devices to manually add devices by entering the MAC address and serial number of each
device.
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m [f you are a paid subscriber, you can add devices using a CSV file. Click Import Via CSV and select the
CSV file. For a sample CSV file, click Download sample CSV file.

Manual addition of devices using a CSV file is restricted to 100 devices or to the number of available device
management tokens. An error message is displayed if more than 100 devices are imported using the CSV file. You
NOTE can view the status of the CSV upload in the Account Home > Audit Trail page.

3. Click Done.
4. Review the devices added to the inventory.

When you add the serial number and MAC address of one AP from a cluster or a switch stack member, Aruba

R Central imports all devices associated in the AP cluster and switch stack respectively.

For more information on adding devices, see Onboarding Devices on page 72.

Step 4: Assigning Subscriptions
Aruba Central supports the following types of subscriptions:

m Device subscription—Allows you to manage and monitor your devices from Aruba Central. The device
subscriptions can be assigned only to the devices managed by Aruba Central.

m Service subscription—Allows you to enable value added services on the APs managed from Aruba Central.
For example, if you have APs, you can assign a service subscription for Guest Access.

m  Gateway subscription—Allows you to manage and monitor SD-WAN Gateways from Aruba Central.

You can either enable automatic assignment of subscription or manually assign subscriptions to your devices.
By default, the automatic subscription assignment is disabled.

Enabling Automatic Assignment of Subscriptions
Use one of the following options to enable automatic assignment of subscriptions:
In the Initial Setup Wizard
1. Verify that you have a valid subscription key.
2. Ensure that you have successfully added your devices to the device inventory.
3. Inthe Assign Subscription tab, turn on the Auto Subscribe toggle switch.
From the Subscription Assighment Page

1. Inthe Account Home page, under Global Settings, click Subscription Assignment.
2. Under Device Subscriptions, toggle the Auto Subscribe slider to ON. All the devices in your inventory
are selected for automatic assignment of subscriptions. You can edit the list by clearing the existing
selection and re-selecting devices.
Manually Assigning Subscriptions
In the Initial Setup Wizard
1. In the Assign Subscription tab, ensure that the Auto Subscribe toggle switch is turned off.
2. Select the devices in the list for which you want to manually assign subscriptions.
3. Click Update Subscription.
From the Subscription Assighment Page

1. In the Account Home page, under Global Settings, click Subscription Assignment.
2. On the Subscription Assighment page, ensure that the Auto Subscribe toggle is turned off.
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HOTE

3. Select the devices to which you want to assign subscriptions.
4. Click Update Subscription.

For more information on subscriptions and how to assign network service and SD-WAN Gateway
subscriptions. see Managing Subscriptions on page 78.

Step 5: Organize Your Devices into Groups

A group in Aruba Central functions as a configuration container for devices added in Aruba Central.

Why Should You Use Groups?

Groups allow you to create a logical subset of devices and simplify the configuration and device management
tasks. Groups offer the following functions and benefits:

m Combining different types of devices under a group. For example, a group can have Instant APs and
Switches. Aruba Central allows you to manage configuration of these devices in separate containers
(wireless and wired management) within the same group. Any new device that is added to a group inherits
the current configuration of the group.

= Assigning multiple devices to a single group. For example, a group can consist of multiple Instant AP Virtual
Controllers (VCs). These VCs can share common configuration settings and push the configuration updates
to slave Instant AP in their respective clusters. For example, you can apply a common security policy for the
devices deployed in a specific geographical location.

m Cloning an existing group allows you to create a base configuration for the devices and customize it as per
your network requirements.

You can also use groups for filtering your monitoring dashboard content, generating reports, and managing
software upgrades.

A device can be part of only one group at any given time.

Groups in Aruba Central are mutually exclusive (independent) and do not follow a hierarchical model.

For more information on groups and group configuration workflows, see Groups for Device Configuration and
Management on page 88.

Assigning Devices to Groups

After you successfully complete the onboarding workflow, the Initial Setup wizard prompts you to assign
your devices to a group. You can click Assign Group and assign your devices to a group. You can also use one
of the following methods to assign your devices to groups.
To assign a device to a group, in the Account Home page, under Global Settings, click Device Inventory:
1. Select the device that you want to assign to a group.
2. Click Assign Group. The Assign Group pop-up window opens.
3. Select the group to which you want to assign.
4. Click Assign Device(s).

To assign a device to a group from the Groups page:
1. In the Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
By default, the Groups page is displayed.
3. From the devices table on the right, select the device that you want to assign to a new group.
4. Drag and drop the device to the group to which you want to assign the device.
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Step 6: Assigning Sites and Labels (Optional)

Asite in Aruba Central refers to a physical location where a set of devices are installed; for example, campus,
branch, or venue. Aruba Central allows you to use sites as a primary navigation element. For example, if your
devices are deployed in a campus, you could create a site called CampusA. You can also tag the devices within
CampusA using labels. If your campus consists of multiple buildings, the devices deployed in the campus can
be labeled as Building1 or Lobby.

For more information on sites and labels and how to assign devices to sites and labels, see Managing Sites on
page 84 and Managing Labels on page 86.

Step 7: Configuring Users
Add system users, assign user roles, and configure role based access control.

For more information, see Configuring System Users on page 136.

Step 8: Configuring and Managing Networks
To start configuring your network setup:

1. Connect your devices to Aruba Central.

2. Provision Instant APs, Switches, or Gateways to set up your WLAN, wired access and SD-WAN network.

Step 9: Monitoring Your Network and Devices

Use the monitoring dashboards to view the health of the device and network.

You can also run reports, configure alerts, and view client details.

Step 10: Upgrading Software Images on Devices

View software images available for the devices provisioned in your account, run a compliance check for the
recommended software version, and upgrade devices.

For more information and step-by-step instructions, see Managing Software Upgrades on page 119.

Step 11: Running Diagnostic Checks and Troubleshooting Issues

Run diagnostic checks and troubleshooting commands to analyze network connectivity and latency issues and
debug device issues if any. For more information and step-by-step instructions, see Using Troubleshooting
Tools.

Email Notifications for Software Upgrades

Aruba Central administrators would receive email notifications before any scheduled maintenance activity or
unplanned outage. By default, email notifications are enabled. The email notification contains the following
details:

m Start date and time.
m Estimated end date and time.

m Link to the What's New page where users can view the list of new features and enhancements included in
the release.

m Impact of the outage.
Users can no longer check the status of Aruba Central using the following URLSs:
m  US—http://status.central.arubanetworks.com

m Canada—http://ca-status.central.arubanetworks.com
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m  APAC—http://apac-status.central.arubanetworks.com

m  APAC East—http://apaceast-status.central.arubanetworks.com

m Europe—http://eu-status.central.arubanetworks.com

Enabling Email Notifications

By default, email notifications are enabled. However, if email notifications are disabled and you wish to enable
system maintenance or software update email notifications, complete the following steps:

1. In the Aruba Central Ul, click the user icon (.”}'T".) in the header pane.
2. Click User Settings.

3. Inthe User Settings pop-up window, do the following:

a. Select the Get system maintenance notifications check box to receive system maintenance
notification on the registered email ID. Email notifications are sent before any scheduled maintenance
activity or unplanned outage.

b. Select the Get software update notifications check box to receive software update notification on
the registered email ID.

4. Click Save.

Figure 13 Email Notifications

USER SETTINGS

My Zone: us-2

Time Zone: Mar 10, 2020, 11:57:59 (+05:30)
Language: English v

dle Timeout: 30 min
Get system maintenance not fications: \/

Get software update notifications: \/

Search Bar

The search tool in the Network Operations app enables users to search for clients, devices, and
infrastructure connected to the network. The tool also retrieves relevant documentation to help users
efficiently operate their networks. From the search results, users can navigate to:

m Various pages in the Network Operations app such as configuration pages, client or device monitoring
dashboards, or troubleshooting pages.

m Help page in the Aruba Central Help Center.

The search engine uses Natural Language Processing (NLP) to analyze queries and return relevant results. For
example, the query, Where do | configure a captive portal? navigates the user to the Guest Access page
where the user can accomplish this task.
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Figure 14 Search Bar
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Search Query Examples
This section describes few search query examples and shows how search results are displayed.
Example 1

In the following example, the search term, 20:4c, returns clients or devices containing 20:4cin the
MAC address. Hover over the result to view more details about the client or device. Click on the specific search
result to navigate to the corresponding client details or device details page.

olz=] x

We found the following results:

Clients
MAC: 20:4c:03:43:e9:a0 MAC: 20:4c03:1a:01:6d MAC: 20:4c:03:26:5e:2c
* 20:4c:03:43:e9:a0 O 20:4c:03:1a2:01:6d O 20:4c:03:26:5e:2¢
20:4c:03:43:e8:20 o MAC: 20:4c:03:0a:be:d0 MAC: 20:4c:03:26:8d:¢
F O 20:4c:03:0a:be:d0 O 20:4c:03:26:8d:bc
CONNECTED 0.0.0.0
AL, 20t US 20 5800 MAC: 20:4¢03:26:88:b4 MAC: 20:4c:03:26:Bd:c4
O 20:4c:03:26:88:ac O 20:4c:03:26:88:b4 O 20:4c:03:26:8d:cd
Access Points
MAC: 20:4c:03:18:d4:b0
O AP3-20:4c:03:18:d4:b0
Gateways
MAC: 20:4c03:0a:be:d0 MAC: 20:4c:03:40:0a.d0 MAC: 20:4c:03:81:eb:Ba
O Aruba7008_0A_BE_DO * kkdesk-A9004_40_0... * Aruba2004_81_EB_SA
MAC: 20:4c:03:30:009c VIAC: 20:4c:03:39:81fc MAC. 20:4c:03:39:76:b4
5 this helpful? |b Q'
Example 2

In the following example, the search query, Do my APs have any performance issues?, returns relevant
results for the query. From the list of results, click View to navigate to the Al Insights page or click Read to
navigate to the Al Insights documentation.

Ol Do my APs have any performance issues? | X

We found the following results:

Al Insights

Please click 'View' to view further information about Global Insights. VIEW ~

-formance issues such
hts information is READ 4
d at the glob...

sive reboots, airtime utilization, memory

Network Health

A ts The number of Al Insight reports available for the site. The reports are organized by degree- High, Medium and
ding on the number of events in the network. High Moise The number of with a high RF noise. Uplink Status READ &
the Tunnel Status Displays the Explore Aruba Central Overview, the following pages are available: Summary Netwo...

Advanced Device Troubleshooting

form advanced troubleshooting on APs, the minimum software version required on Instant AP
n advanced troubl ting on Mobility witches, the minimum version support is 7.4
s To troubleshoot switches at an advanced level: 1. In the Commands tab, select the device type a

Was this helpful? |b Q'

4.3.1-4.2.03. To
Troubleshooting READ &
vitch. 2.From t...

Following are few additional sample search queries:
m Troubleshoot client aa:bb:cc:dd:ee:ff. Enter the MAC address of the client.
m Do we have any authentication issues?
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m How is the performance of my site?

m Show gateway aa:bb:cc:dd:ee.ff session table. Enter the MAC address of the device.
= Help me set up route orchestration.

»  How does tunnel orchestration work?

m Configure or modify user roles.

Providing Feedback

Users can also provide feedback after the search results are displayed. Depending on how satisfied you are
with the search results, click the thumbs-up or thumbs-down button. After you click one of these buttons, a
text box appears in which you can enter comments.

Figure 15 Feedback

Q 20:4c X

We found the following results:

Clients
MAC: 20:4c:03:43:e9:a0 MAC: 20:4¢:03:15:01:6d MAC: 20:4c:0 2C
20:4c:03:43:e9:a0 O 20:4c:03:1a:01:6d O 20:4c:03:26:5e:2¢
MAC: 20:4c:03:43:26:8 MAC: 20:4c:03:0a-be:d0 MAC: 20:4c:03:26:8d:bc
O 20:4c:03:43:e6:e8 O 20:4c:03:0a:be:d0 O 20:4c:03:26:8d:bc

Access Points

MAC: 20:4c:03:18:d4:b0

O AP3-20:4c:03:18:d4:b0

Gateways
MAC: 20:4c:03:0z:be:d0 MAC: 20:4c:03:40:0a:d0 MAC: 20:4c:03:81:eb:Ba
O Aruba7008 0A BE DO kkdesk-A2004_40 0... Aruba2004 81 EB_8A

MAC: 20:4c:03:39:81:fc MAC: 20:4c:03:39.76:b4
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Chapter 4

Account Home

Aruba Central is a cloud-native network operations and assurance solution for wired, wireless, and SD-WAN
networks. Aruba Central unifies traditional management with Al-based network and user insights, and loT
device profiling in a single interface for simplified and secure management and control.

Apps
From the Account Home page, you can manage network inventory, subscriptions, and user access. You can
provision or launch the following apps:

= Network Operations
m ClearPass Device Insight

The application(s) displayed in the Apps section of the page are dependent on the app(s) that you selected
while signing up for Aruba Central.

For more information, see Creating an Aruba Central Account on page 37.

To provision an app, click Get Started. After the app is provisioned, click Launch to navigate to the
corresponding application Ul.

If the app provisioning fails, you can retry or contact Aruba Technical Support.

Figure 16 AllApps

APPS

S
Network Operations ClearPass Device Insight
Manage your wired, wireless, and Discover and Profile devices
WAN infrastructure connected to the network

GET STARTED LAUNCH

Network Operations

Network Operations is a unified network operations, assurance and security platform that simplifies the
deployment, management, and service assurance of wireless, wired and SD-WAN environments. Network
Operations provides a cloud-based network management platform for managing your wireless, WAN, and
wired networks with Aruba APs, Gateways, and Switches. Along with device and network management
functions, the app also offers value-added services such as customized guest access, client presence, and
service assurance analytics.

For more information, see Aruba Central Help Center.
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ClearPass Device Insight

ClearPass Device Insight enables network and security administrators to discover, monitor, and
automatically classify new and existing devices that connect to a network. You can identify devices that include
loT devices, medical devices, printers, smart devices, laptops, VolP phones, computers, gaming consoles,
routers, servers, and switches.

For more information, see Aruba ClearPass Device Insight Information Center.

Global Settings

In Aruba Central, most of the general administration tasks are grouped under Global Settings. The following
table lists all the options and relevant app(s) to which the option is applicable:

Table 12: Options & Apps

Option App(s)

User and Roles m Network Operations
m ClearPass Device Insight

Key Management m Network Operations
m ClearPass Device Insight

Device Inventory Network Operations

Subscription Network Operations
Assignment

Data Collectors Data Collectors option appears only if the ClearPass Device Insight app is provisioned.
Audit Trail Network Operations

Single Sign On Network Operations

API| Gateway API| Gateway option appears only if the Network Operations app is provisioned and if the

API Gateway license is enabled.

Webhooks Network Operations

Managing Your Device Inventory

The devices purchased by the customers are automatically added the device inventory in their respective Aruba
Central accounts. If the device you purchased does not show up in the inventory, you can manually add it.

Aruba Central allows you to add up to 32 devices manually by entering the valid MAC and serial number
combination for each device.

HOTE

Users having roles with Modify permission can add devices. Users having roles with View Only permission can only
view the Device Inventory module.
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Viewing Devices
The devices provisioned in your account are listed in the Global Settings > Device Inventory page.

The following table describes the contents of the Device Inventory page.

Table 13: Device Details

Parameter | Description

Serial Serial number of the device.

Number

MAC MAC address of the device.

Address

Type Type of the device, for example Instant AP, switch, or gateway.

IP Address IP address of the device.

Name Name of the device.

Model Hardware model of the device.

Part Part number of the device.

Number

Group Name of the group to which the device is assigned. This column is displayed only for the Aruba
Central Standard Enterprise mode users.

Subscription | Status of the subscription assignment

Adding Devices to Inventory

For information on adding devices, see Onboarding Devices.

Onboarding Devices
Aruba Central supports the following options for adding devices.

m If you are an evaluating user, you must manually add the serial number and MAC address of the devices
that you want to manage from Aruba Central. For more information, see Adding Devices (Evaluation
Account) on page 73.

m |f you are a paid subscriber, Aruba Central retrieves devices associated with your purchase order from
Activate. Set up a sync to import devices from the Activate database, see Adding Devices (Paid Subscription)

on page 73.
This section includes the following topics:

m Adding Devices (Evaluation Account)

m  Adding Devices (Paid Subscription)

m  Manually Adding Devices
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Adding Devices (Evaluation Account)

Use one of the following methods to add devices to Aruba Central:

Using the Initial Setup Wizard
1. In the Add Devices tab of the Initial Setup wizard, click Add Device.
2. Enter the serial number of MAC address of your devices.

You can find the serial number and MAC address of Aruba devices on the front or back of the hardware.
3. Click Done.

4. Review the devices in your inventory.

Using the Device Inventory Page
1. In the Account Home page, under Global Settings, click Device Inventory.
The Device Inventory page is displayed.
2. Click Add Devices.
The Add Devices pop-up window is displayed.
3. Enter the serial number and the MAC address of each device.

You can find the serial number and MAC address of Aruba devices on the front or back of the hardware.
4. Click Done.

5. Review the devices in your inventory.

Adding Devices (Paid Subscription)

If your devices are not added to your inventory, set up a device sync by adding one device from your purchase
order.

To set up device sync, use one of the following methods:
m |nthe Initial Setup Wizard

m From the Device Inventory Page

In the Initial Setup Wizard

1. Ensure that you have added a subscription key and click Next.

2.Inthe Add Devices tab, enter the serial number and MAC address of one device from your purchase
order.

Most Aruba devices have the serial number and MAC address on the front or back of the hardware.
. Click Add Device. Aruba Central imports all other devices mapped to your purchase order.
. Review the devices in your inventory.

u b~ W

. Perform the following options:

Add Devices Manually—Manually add devices by entering the MAC address and serial number of each
device.

= Add Via Mobile App—Add devices from the Aruba Central mobile app. You can download the Aruba
Central app from Apple App Store on iOS devices and Google Play Store on Android devices.

= Contact support—Contact Aruba Technical Support.

From the Device Inventory Page

1. Inthe Account Home page, under Global Settings, click Device Inventory.
The Device Inventory page is displayed.

| Account Home Aruba Central | User Guide



Aruba Central imports only devices associated with your Central account from Activate.

NOTE
2. Do one of the following:
m Click Sync Devices. Enter the serial number and MAC address and click Add Device.
m Click Add Devices to manually add devices by entering the MAC address and serial number of each
device.
m [f you are a paid subscriber, you can add devices using a CSV file. Click Import Via CSV and select the
CSV file. For a sample CSV file, click Download sample CSV file.
Manual addition of devices using a CSV file is restricted to 100 devices or to the number of available device
management tokens. An error message is displayed if more than 100 devices are imported using the CSV file. You
NOTE can view the status of the CSV upload in the Account Home > Audit Trail page.
3. Review the devices in your inventory.
4. Perform the following options:
s Add Devices Manually—Manually add devices by entering the MAC address and serial number of each
device.
= Add Via Mobile App—Add devices from the Aruba Central mobile app. You can download the Aruba
Central app from Apple App Store on iOS devices and Google Play Store on Android devices.
s Contact support—Contact Aruba Technical Support.
Manually Adding Devices
Aruba Central allows you to set up only manual sync of devices from Activate database using one of the
following methods:
m Adding Devices Using MAC address and Serial Number on page 74
m  Adding Devices Using Activate Account on page 75
m  Adding Devices Using Cloud Activation Key on page 75
You can only set up only a manual sync for Aruba Central-managed folders such as the default, licensed, and non-
NoTo licensed folders.

Adding Devices Using MAC address and Serial Number
You can find the serial number and MAC address of Aruba devices on the front or back of the hardware.

To add devices using MAC address and serial number, use one of the following methods:
m |nthe Initial Setup Wizard

m From the Device Inventory Page

In the Initial Setup Wizard
If you are using the Initial Setup wizard:
1. In the Add Devices tab of the Initial Setup wizard.
2. Click Add Device.
3. Enter the serial number of MAC address of your device.
4. Click Done.
5. Review the list of devices.

Aruba Central | User Guide Account Home

| 74



From the Device Inventory Page

To add devices from the Device Inventory page:
1. In the Account Home page, under Global Settings, click Device Inventory.
The Device Inventory page is displayed.
2. Do one of the following:

s Click Add Devices to manually add devices by entering the MAC address and serial number of each
device.

m [If you are a paid subscriber, you can add devices using a CSV file. Click Import Via CSV and select the
CSV file. For a sample CSV file, click Download sample CSV file.

management tokens. An error message is displayed if more than 100 devices are imported using the CSV file. You
NOTE can view the status of the CSV upload in the Account Home > Audit Trail page.

G Manual addition of devices using a CSV file is restricted to 100 devices or to the number of available device

3. Click Done.
4. Review the devices added to the inventory.

When you add the serial number and MAC address of one AP from a cluster or a switch stack member, Aruba

R Central imports all devices associated in the AP cluster and switch stack respectively.

Adding Devices Using Activate Account

Use this device addition method only when you want to migrate your inventory from Aruba AirWave or a standalone
AP deployment to the Aruba Central management framework.

Use this option with caution as it imports all devices from your Activate account to the Aruba Central device

inventory.
HOTE

You can use this option only once. After the devices are added, Aruba Central does not allow you to modify or re-
import the devices using your Aruba Activate credentials.

To add devices from your Activate account:
1. In the Account Home page, under Global Settings, click Device Inventory.
The Device Inventory page is displayed.
2. Click Advanced and select Using Activate.
3. Enter the username and password of your Activate account.
4. Click Add.
5. Review the devices added to the inventory.

Adding Devices Using Cloud Activation Key

When you import devices using the Cloud Activation Key, all your devices from the same purchase order are added

NoT to your Aruba Central inventory.
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Before adding devices using cloud activation key, ensure that you have noted the cloud activation key and
MAC address of the devices to add.

Locating Cloud Activation Key and MAC Address

To know the cloud activation key:
m For APs:
1. Login to the WebUI or CLI.
m If using the WebUI, go to the Maintenance > About.
m If using the CLI, execute the show about command.
2. Note the cloud activation key and MAC address.
m For Aruba Switches:
1. Log in to the switch CLI.
2. Execute the show system | in Base and show system | in Serial commands.
3. Note the cloud activation key and MAC address in the command output.
m  For Mobility Access Switches
1. Log in to the Mobility Access Switch Ul or CLI.
m If using the Ul, go to the Maintenance > About.
m [f using the CLI, execute the show inventory | include HW and show version commands.

2. Note the cloud activation key and MAC address. The activation key is enabled only if the switch has
access to the Internet.

Adding Devices Using Cloud Activation Key
1. Inthe Account Home page, under Global Settings, click Device Inventory.
The Device Inventory page is displayed.
2. Click Advanced and select With Cloud Activation Key. The Cloud Activation Key pop-up window
opens.
3. Enter the cloud activation key and MAC address of the device.

4. Click Add.

If a device belongs to another customer account or is used by another service, Aruba Central displays it as a blocked
device. As Aruba Central does not support managing and monitoring blocked devices, you may have to release the
blocked devices before proceeding with the next steps.

Key Management

A subscription key is a 14-character alphanumeric string; for example, PQREWD6ADWERAS. Subscription keys
allow your devices to be managed by Aruba Central. To use Aruba Central for managing, profiling, analyzing,
and monitoring your devices, you must ensure that you have a valid subscription key. You must either have an
evaluation subscription key or a paid subscription key. The evaluation subscription key is valid for 91 days.

Evaluation Subscription Key

The evaluation subscription key is enabled for trial users by default. It allows you to add up to a total of 10
devices. The evaluation subscription also allows you to enable services such as Presence Analytics and Guest

Access on your devices.

The Account Home > Global Settings > Key Management page displays the subscription expiration date.
You will receive subscription expiry notifications through email on the 30th, 15th and 1 day before the

Account Home | 76



subscription expiry and on day 1 after the subscription expires. The number of days left for subscription expiry
is also displayed in the respective app under the Apps section of the Account Home page.

Upgrading to a Paid Account

If you have purchased a subscription, upgrade your account by completing the following steps:
1. On the respective app, click the link that shows the number of days left for the evaluation to expire:

©

Network Operations

Manage your wired, wireless, and
WAN infrastructure

LAUNCH

The Add a New Subscription pop-up window opens.
2. Enter the new subscription key that you purchased from Aruba.
3. Click Add Subscription.

After you upgrade your account, you can add more devices and enable services, and continue using Aruba
Central.

Paid Subscription Key

If you have a purchased a subscription key, you must ensure that your subscription key is added to Aruba
Cloud Platform. If you are logging in for the first time, Aruba Cloud Platform prompts you to add your
subscription key to activate your account. Ensure that you add the subscription key before onboarding devices
to Aruba Cloud Platform.

The Account Home > Global Settings > Key Management page displays the subscription expiration date.
You will receive subscription expiry notifications through email on the 90th, 60th, 30th, 15th, and 1 day before
expiry and two notifications per day on the day 1 and day 2 after the subscription expiry.

When you upgrade or renew your subscription, or purchase another subscription key, you must add the key
details in the Account Home > Global Settings > Key Management page to avail the benefits of the new
subscription.

Adding a Subscription Key
To add a subscription key:
1. In the Account Home page, under Global Settings, click Key Management.
The Key Management page is displayed.
2. Enter your subscription key.
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3. Click Add Subscription. The subscription key is added to Aruba Cloud Platform and the contents of the
subscription key are displayed in the Manage Keys table.

4. Review the subscription details.

Viewing Subscription Key Details

To view subscription key details, in the Account Home page, under Global Settings, click Key
Management.

The following table describes the contents of the Manage Keys table:

Table 14: Subscription Key Details

Description

Keys

Subscription key number.

Type

Type of the subscription. Aruba Central supports the following types of subscriptions:
m Device subscriptions—The device subscription allows you to avail services such as device

onboarding, configuration, management, monitoring, and reports. The device subscriptions can

be assigned only to the devices managed by Aruba Central.

m Service subscriptions—Aruba Central supports application services that you can run on the
devices provisioned in your setup. For example, if you have Instant APs with 6.4.4.4-4.2.3.0 or
later, you can assign a service subscription for Presence Analytics.

m Gateway Subscriptions—Aruba Central supports a separate set of subscriptions for
configuring and managing SD-WAN gateways. The Gateway subscriptions are marked as
Foundation-<device>; for example, Foundation-70XX.

m Virtual Gateways—Aruba Central supports a separate set of subscriptions for configuring and

managing Virtual Gateways. The Virtual Gateway subscriptions are prefixed with a VGW-
<bandwidth>; for example, VGW-500MB.

Expiration
Date

Expiration date for the subscription key.

Quantity

Number of license tokens available for a subscription. Each Aruba Central subscription holds a
specific number of tokens. For example, when a subscription is assigned to a device, Aruba Central
binds the device with a token from the existing pool of subscriptions.

Status

Status of the subscription key. For example, if you are a trial user, Aruba Central displays the status of

subscription key as Eval.

Apps

Name of the application.

Managing Subscriptions

Aruba Central supports the following types of subscriptions:

m Device subscription—Allows you to manage and monitor your devices from Aruba Central. The device
subscriptions can be assigned only to the devices managed by Aruba Central.

m Service subscription—Allows you to enable value added services on the APs managed from Aruba Central.
For example, if you have APs, you can assign a service subscription for Guest Access.

m  Gateway subscription—Allows you to manage and monitor SD-WAN Gateways from Aruba Central.
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The following figure illustrates the supported subscription types and the assignment criteria:

+ Required for managing devices from Aruba Central
—— b+ Assigned toInstant APs and Switches
e Automatically assigned to devices if Auto Subscribe is enabled

Device
Subscriptions

* Enables value added services on InstantAPs (Presence Analytics,
Metwork Services Guest Access, and Unified Communications)
Subscriptions + Requires manual assignment
¢+ Motapplicable for Aruba Switches and Gateways

« Allows you to manage Aruba Gateways from Aruba Central
¢« Theavailable subscription types are:
Gateway o Foundation or Advance for all Gateways
Subscriptions o Foundation-Base Capacity or Advance-Base Capacity for
Aruba 7005, Aruba 7008, and Aruba 9004 series Gateways
e Requires manual assignment

Assigning Subscriptions

Read through the following sections to understand the subscription assighment procedures:
m  Assigning Device Subscriptions on page 79

m Assigning Subscriptions on page 79

m  Assigning Gateway Subscriptions on page 81

Assigning Device Subscriptions

You can either enable automatic assighment of subscriptions or manually assign subscriptions for the devices
added in Aruba Central.

Enabling Automatic Assignment of Subscriptions

To enable automatic assignment of subscriptions, use one of the following methods:

In the Initial Setup Wizard

1. Verify that you have valid subscription key.
2. Ensure that you have successfully added your devices to the device inventory.
3. In the Assign Subscription tab, turn on the Auto Subscribe toggle switch.

From the Subscription Assignment Page

1. In the Account Home page, under Global Settings, click Subscription Assignment.
The Subscription Management page is displayed.

2. Under Device Subscriptions, toggle the Auto Subscribe slider to ON. All the devices in your inventory
are selected for automatic assignment of subscriptions. You can edit the list by clearing the existing
selection and re-selecting devices.

When a subscription assigned to a device expires or is canceled, Aruba Central checks for the available
subscription tokens in your account and assigns the longest available subscription token to the device. If
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your account does not have an adequate number of subscriptions, you may have to manually assign
subscriptions to as many devices as possible. To view the subscription utilization details and the number
of subscriptions available in your account, go to the Account Home > Global Settings > Key

Management page.

To manually assign subscriptions, turn off the Auto Subscribe toggle.

Manually Assigning Subscriptions
To manually assign subscriptions to devices or override the current assignment:
1. In the Account Home page, under Global Settings, click Subscription Assignment.
The Subscription Management page is displayed.
2. Ensure that the Auto Subscribe toggle is turned off.
3. Select the devices to which you want to assign subscriptions.
4. Click Update Subscription.

Assigning Network Service Subscriptions
To assign a network service subscription, complete the following steps:
1. In the Account Home page, under Global Settings, click Subscription Assignment.
The Subscription Management page is displayed.
2. Select the service subscription that you want to enable on a device. The available services are:
m Cloud Guest
m Presence Analytics
s UCC

Clarity network service is deprecated. Wi-Fi Connectivity dashboard has replaced Clarity. The Wi-Fi Connectivity
dashboard displays global connectivity details and insights. You do not require a separate service subscription to
view the Wi-Fi Connectivity dashboard.

NOTE Although you can assign or unassign Clarity service subscription, Clarity does not monitor deployments or detect

network performance issues.

3. Under Network Service Subscriptions, select the AP from the table on the right.
4. Drag and drop the device to the network service selected in the table on the left.

Important Note for MSP Users

Ensure that the device is assigned to a tenant before assigning a service subscription to it. When a device or
network service subscription is assigned to a device that is not mapped to any specific tenant, the following
error is displayed: Please assign this device to a tenant before subscribing it. Tenant assignment

can be performed in the Device Inventory page.
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Assigning Gateway Subscriptions

For Aruba Gateways to function as Aruba Gateways, you must onboard them to the Aruba Central's device
inventory and ensure that a valid subscription is assigned to each Gateway. A valid subscription allows the
Gateway to be managed by Aruba Central.

Gateway Subscriptions
Aruba Central supports the following types of subscriptions for Gateways:
m Foundation—This subscription can be assigned to all Gateways irrespective of the hardware model.

s Foundation-Base capacity —This subscription can be assigned to Aruba 7005, Aruba 7008, and Aruba
9004 Gateways. Gateway devices with the Foundation-Base capacity subscription can support up to 75
client devices per branch.

When the client capacity reaches the threshold:
e Aruba Central triggers the Gateway base license capacity limit exceeded alert.

o If the notification options for the Gateway base license capacity limit exceeded alert is configured,
Aruba Central sends an email notification with a list of Aruba Gateways that exceed the client capacity
threshold. You can also configure alerts to trigger an incident using Webhook.

m Advance—This subscription is available for all Aruba Gateways. It allows users to avail advanced features
and services such as SaaS Express.

m Advance-Base Capacity—This subscription is available for Aruba 7005, Aruba 7008, and Aruba 9004
Gateways.

Assigning Subscriptions to Gateways
To assign subscription to a Gateway, complete the following steps:
1. In the Account Home page, under Global Settings, click Subscription Assignment.
The Subscription Management page is displayed.
2. Under Gateway Subscriptions, select the device to which you want to assign a subscription.
3. Expand the drop-down in the Assignment column for the selected device.
4. Select the subscription; for example, Foundation.
5. To assign subscription to multiple devices:
a. Select the devices in the table.
b. Click Batch Assignment.
¢. Select the subscription to assign.

When a subscription assigned to a Gateway expires, Aruba Central automatically assigns a valid subscription
from the same subscription category.

Virtual Gateway Subscriptions

Aruba Virtual Gateway is a virtual instance of headend gateway for SD-WAN. Aruba Central supports licenses
based on the bandwidth capacity for Virtual Gateways.

All license assignments are undertaken by the Virtual Gateway orchestration app.

Aruba Central supports VGW licenses that cater to a variety of requirements. The options include one, three, or
five year periods and the bandwidth options are 500 MBps, 2 GBps, and 4 Gbps capacity licenses.

The base SKUs available are: VGW-500M, VGW-2G, and VGW-4G. The availability of SKUs is also dependent on
the installation consuming the license.
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The account maintains a pool of VGW licenses, upon license expiry or if the license pool has no licenses left (all
consumed) the license is unassigned from the account.

When deployed without valid or paid licenses, four evaluation (90 day) licenses of each base SKU is allocated to
every customer account.

License consumption can be tracked in the Key Management or Subscription Assignment pages.

The list of licenses available against consumed licenses are also displayed during the deployment of a Virtual
Gateway.

When the client capacity reaches the threshold:

m Aruba Central triggers the Gateway base license capacity limit exceeded alert.

m [f the notification options for the Gateway base license capacity limit exceeded alert is configured,
Aruba Central sends an email notification with a list Aruba Virtual Gateways that exceed the client capacity
threshold. You can also configure alerts to trigger an incident using Webhook.

For a paid license email notifications are sent out in 30 day intervals starting on the 90t day before expiration and
the last notification a day before the expiry of the license.

For an evaluation license email notifications are sent out on the 30" day before expiration and a day before the

R expiry of the license.

Evaluation licenses are auto-generated (four licenses of each SKU for 90 days) when the user deploys the first Virtual
Gateway on Aruba Central.

When a subscription assigned to a Virtual Gateway expires, Aruba Central automatically assigns a valid
subscription from the same subscription category. For more information on available SKUs, contact
your Aruba Sales Specialist.

Removing Subscriptions from Devices

To remove the subscriptions from the devices, complete the following actions:

Removing a Device Subscription from a Device

1. In the Account Home page, under Global Settings, click Subscription Assignment. Ensure that the
Auto Subscribe toggle is turned off. The devices that have the subscriptions assigned are selected and
highlighted in green.

2. Clear the Subscribed check box for the device from which you want to unassign the subscription and
click Update Subscription. The Confirm Action pop-up window with the Do you want to modify the
subscription for selected devices message opens.

3. Click Yes to confirm. The subscription is unassigned and the Subscribed status for the device is marked
as No in the devices table.

Removing a Network Service Subscription from a Device
To remove network service subscription from a device:
1. In the Account Home page, under Global Settings, click Subscription Assignment.
2. Under Network Service Subscriptions, select a subscription from the table on the left.
3. From the table on the right, select the devices from which you want to unassign the subscription.
4. Click Batch Remove Subscriptions. The subscription is unassigned from the selected devices.
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Understanding Device Subscription Expiration Dates

In Aruba Central, each device expires individually. If you have multiple devices and if the expiration date varies,
the device(s) are unsubscribed from Aruba Central according to the expiration date of the device(s). For
example, if you have 100 devices and if 60 devices are expiring on March 31, 2020, and 40 devices are expiring
on April 30, 2020, 60 devices are unsubscribed first, followed by 40 devices. As the subscription expiration date
approaches, users receive expiry notifications. For more information about subscription expiry notifications,
see Acknowledging Subscription Expiry Notifications.

Acknowledging Subscription Expiry Notifications

In the Account Home page, under Global Settings, click Key Management. The Key Management page
displays the expiration date for each subscription.

As the subscription expiration date approaches, users receive expiry notifications. The users with evaluation
subscription receive subscription expiry notifications on the 30th, 15th and 1 day before the subscription
expiry and on day 1 after the subscription expires.

The users with paid subscriptions receive subscription expiry notifications on the 90th, 60th, 30th, 15th, and 1
day before expiry and two notifications per day on the day 1 and day 2 after the subscription expiry.
Acknowledging Notifications through Email

If the user has multiple subscriptions, a consolidated email with the expiry notifications for all subscriptions is
sent to the user. Users can acknowledge these notifications by clicking the Acknowledge All link in the email
notification.

now to renew or purchase subsc riptionsl:l

2019 Aruba Metworks, Inc. Al ights reserved. Privac Boy. 3333 Scott
OENE

Acknowledging Notifications in the Ul

If a subscription has already expired or is about to expire within 24 hours, a subscription expiry notification
message is displayed in a pop-up window when the user logs in to Aruba Central.

To prevent Aruba Central from generating expiry notifications, click Acknowledge.

Renewing Subscriptions

To renew your subscription, contact your Aruba Central sales specialist.
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Managing Sites

The Sites page allows you to create sites, view the list of sites configured in your setup, and assign devices to
sites. The Sites page includes the following functions:

Table 15: Sites Page

Name Contents of the Table

Convert | Allows you to convert existing labels to sites. To convert labels, download the CSV file with the list of
Labels labels configured in your setup, add the site information, and upload the CSV file. For more information,
to Sites see Creating a Site on page 84.
Sites Displays a list of sites configured. It provides the following information:
table m Site Name—Name of the site.
m Address—Physical address of the site.
m Device Count—Number of devices assigned to a site.
The table also includes the following sorting options to reset the table view on the right:
m All Devices—Displays all the devices provisioned in Aruba Central.
m Unassigned—Displays the list of devices that are not assigned to any site.
You can also use the filter and sort icons on the Sites and Address columns to filter and sort sites
respectively.
New Allows you to create a new site.
Site
Bulk Allows you to add sites in bulk from a CSV file.
upload
Devices Displays a list of devices provisioned. It provides the following information:
table m Name—Name of the device
m Group—Group to which the device is assigned.
m Type—Type of the device.

Creating a Site

To create a site, complete the following steps:
1. Inthe Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
3. Click the Sites and Labels tab.
4. Set the toggle switch to Site(s).
5. To add a new site, click (+) New Site. The Create New Site pop-up window opens.
6. In the Create New Site pop-up window, enter the following details:

a. Site Name—Name of the site. The site name can be a maximum of 32 single byte characters. Special
characters are allowed.

b. Street Address—Address of the site.
¢. City—City in which the site is located.

d. Country—Country in which the site is located.

e. State/Province—State or province in which the site is located.
f. ZIP/Postal Code—(Optional) ZIP or postal code of the site.
7. Click Add. The new site is added to the Sites table.
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Adding Multiple Sites in Bulk

To import site information from a CSV file in bulk, complete the following steps:
. In the Network Operations app, filter All Devices.

. Under Maintain, click Organization.

. Click the Sites and Labels tab.

. Set the toggle switch to Site(s).

. Click (+) Bulk upload. The Bulk Upload pop-up opens.

. Download a sample file.

N o o N -

. Fill the site information and save the CSV file in your local directory.

The CSV file for bulk upload of sites must include the mandatory information such as the name, address, city, state,
and country details.

NOTE

8. In the Aruba Central U, click Browse and add the file from your local directory.
9. Click Upload. The sites from the CSV file are added to the site table.

Assigning a Device to a Site

To assign devices to a site, complete the following steps:
1. In the Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
3. Click the Sites and Labels tab.
4. Set the toggle switch to Site(s).
5. Select Unassigned. The list of devices that are not assigned to any site is displayed.
6. Select device(s) from the list of devices.
7. Drag and drop the devices to the site on the left. A pop-up window opens and prompts you to confirm
the site assignment.
8. Click Yes.

Converting Existing Labels to Sites

To convert existing labels to sites, complete the following steps:
1. In the Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
3. Click the Sites and Labels tab.
4. Set the toggle switch to Site(s).
5. Click Convert Labels to Sites. The Confirm Conversion pop-up window opens.
6. To download a CSV file with the list of labels configured in your setup, click Download a File. A CSV file
with a list of all the labels in your setup is downloaded to your local directory.
7. Enter address, city, state, country, and ZIP code details for the labels that you want to convert to sites.

In the CSV file, you must enter the following details: address, city, state, and country.

NOTE

8. Save the CSV file.
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9. On the Confirm Conversion pop-up window, click Browse and select the CSV file with the list of labels
to convert.

10. Click Upload.
11. Click Convert. The labels are converted to sites.

Points to Note

m [f the conversion process fails for some labels, Aruba Central generates and opens an Excel file showing a list
of labels that could not be converted to sites. Verify the reason for the errors, update the CSV file, and re-
upload the file.

m Aruba Central does not allow conversion of sites to labels. If the existing labels are converted to sites, you
cannot revert these sites to labels.

m  When the existing labels are converted to sites, Aruba Central retains only the historical data for these
labels. Aruba Central displays the historical data for these labels only in reports and on the monitoring
dashboard.

Editing a Site
To modify site details, complete the following steps:
1. In the Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
3. Click the Sites and Labels tab.
4. Set the toggle switch to Site(s).
5. Select the site to edit and click the edit icon.
6. Modify the site information and click Update.

Deleting a Site
To delete a site, complete the following steps:
1. Inthe Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
3. Click the Sites and Labels tab.
4. Set the toggle switch to Site(s).
5. Select the site to delete and click the delete icon.
6. Confirm deletion.

The Labels page allows you to create labels, view a list of labels, and assign devices to labels. The page includes
two tables. The table on the left lists the labels, whereas the table on the right lists the devices. These tables
provide the following information:
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Table 16: Labels

Name Contents of the Table

Labels

Displays a list of labels configured. The table provides the following information:
m Name of the label
m Number of devices assigned to a label
The table also includes the following sorting options to reset the table view on the right:
m All Devices—Displays all the devices provisioned in Aruba Central.
m Unassigned—Displays the list of devices that are not assigned to any label.

Devices

Displays a list of devices provisioned. The table provides the following information about the devices:
m Name—Name of the device

Group—Group to which the device is assigned

Type—Type of the device

Labels—Number of labels assigned to a device

Creating a Label

To create a label, complete the following steps:

1. In the Network Operations app, filter All Devices.

2. Under Maintain, click Organization.

3. Click the Sites and Labels tab.

4. Set the toggle switch to Labels.

5. To add a new label, click (+) Add Label. The Create New Label pop-up window opens.

6. Enter a name for the label. The label name can be a maximum of 32 single byte characters. Special
characters are allowed.

7. Click Add. The new label is added to the All Labels table.

Assigning a Label to a Device

To assign a label to a device, complete the following steps:

1. In the Network Operations app, filter All Devices.

o U1 A WN

. Under Maintain, click Organization.

. Click the Sites and Labels tab.

. Set the toggle switch to Labels.

. Locate the label to which you want to assign a device.

. In the table that lists the labels, you can perform one of the following actions:
Click All Devices to view all devices.

Click Unassigned to view all the devices that are not assigned to any labels.

. Select Unassigned. The list of devices that are not assigned to any label is displayed.

n
7
8. Select device(s) from the list of devices.
9

. Drag and drop the selected device(s) to a specific label. A pop-up window asking you to confirm the label
assignment opens.

10. Click Yes.

Aruba Central allows you to assign up to five label tags per device.

HNOTE
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Detaching a Device from a Label
To remove a label assigned to a device, complete the following steps:
1. In the Network Operations app, filter All Devices.
. Under Maintain, click Organization.
. Click the Sites and Labels tab.
. Set the toggle switch to Labels.
. Select the device from the table on the right.
. Click the delete icon.
. To detach labels from the multiple devices at once, select the devices, and click Batch Remove Labels.

00 N o U1 A W N

. Confirm deletion.

Editing a Label

To edit a label, complete the following steps:
1. In the Network Operations app, filter All Devices.
. Under Maintain, click Organization.
. Click the Sites and Labels tab.
. Set the toggle switch to Labels.
. Select the label to edit.
. Click the edit icon.
. Edit the label and click Update.

N oo N

Deleting a Label

To delete one or several labels, complete the following steps:
1. In the Network Operations app, filter All Devices.

. Under Maintain, click Organization.

. Click the Sites and Labels tab.

. Set the toggle switch to Labels.

. Select the label to delete.

. Click the delete icon.

N oo N

. Confirm deletion.

Aruba Central simplifies the configuration workflow for managed devices by allowing administrators to
combine a set of devices into groups. A group in Aruba Central is the primary configuration element that
functions as a container for device management, monitoring, and maintenance. Groups enable administrators
to manage devices efficiently by using either a Ul-based configuration workflow or CLI-based configuration
template.

Groups provide the following functions and benefits:

m Ability to provision multiple devices in a single group. For example, a group can consist of multiple Instant
AP Virtual Controllers (VCs). These VCs can share common configuration settings and push the
configuration updates to slave Instant APs in their respective Instant AP clusters. For example, you can
apply a common security policy for the devices deployed in a specific geographical location.
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m Ability to provision different types of devices in a group. For example, a group can consist of Instant APs,
Gateways, and Switches.

m Ability to create a configuration base and add devices as necessary. When you assign a new device to a
group, it inherits the configuration that is currently applied to the group.

m Ability to create a clone of an existing group. If you want to build a new group based on an existing group,
you can create a clone of the group and customize it as per your network requirements.

A device can be part of only one group at any given time.

Groups in Aruba Central are mutually exclusive (independent) and do not follow a hierarchical model.

The following figure illustrates a generic group deployment scenario in Aruba Central:

Figure 17 Group Deployment
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Group Operations

The following list shows the most common tasks performed at a group level:

m Configuration— Add, modify, or delete configuration parameters for devices in a group

m User Management—Control user access to device groups and group operations based the type of user role
m Device Status and Health Monitoring—View device health and performance for devices in a specific group.
m  Report Generation—Run reports per group.

m Alerts and Notifications—View and configure notification settings per group.

m Firmware Upgrades—Enforce firmware compliance across all devices in a group.

Group Configuration Modes

Aruba Central allows network administrators to manage device configuration using either Ul workflows or
configuration templates:

m Ul-based configuration method—For device groups that use Ul-based workflows, Aruba Central provides a
set of Ul menu options. You can use these Ul menu options to configure devices in a group. You can also
secure the Ul-based device groups with a password and thus restrict user access.

m Template-based configuration method—For device groups that use a template-based workflow, Aruba
Central allows you to manage devices using configuration templates. A device configuration template
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includes a set of CLI commands and variable definitions that can be applied to all other devices deployed in
agroup.

If your site or store has different types of devices, such as the Instant APs, Switches, and Gateways, and you
want to manage these devices using different configuration methods, that is, either using the Ul or template-
based workflows, you can create a single group and define a configuration method to use for each type of
device. This allows you to use a single group for both Ul and template based configuration and eliminates the
need for creating separate groups for each configuration method.

For example, you can create a group with the name Group1 and within this group, you can enable template-
based configuration method for switches and Ul-based configuration method for Instant APs and Gateways.
Aruba Central identifies both these groups under a single name ( Group1). If a device type in the group is
marked for template-based configuration method, the group name is prefixed with TG prefix is added (TG
Group1. You can use Group1 as the group ID for workflows such as user management, monitoring, reports,
and audit trail.

When you add Instant APs, Gateways, and switches to a group, Aruba Central groups these devices based on
the configuration method you chose for the device type, and displays relevant workflows when you try to
access the respective configuration menu.

For information on how to create a group, see Managing Groups on page 91.

Default Groups and Unprovisioned Devices

The default group is a system-defined group to which Aruba Central assigns all new devices with factory
default configuration. When a new device with factory default configuration connects to Aruba Central, it is
automatically added to the default group.

If a device has customized configuration and connects to Aruba Central, Aruba Central marks the device as
Unprovisioned. If you want to preserve the device configuration, you can create a new group and assign this
device to the newly created group. If you want to overwrite the configuration, you can move the
unprovisioned device to an existing group.

HNOTE

The unprovisioned state does not apply to Aruba Switches as only the factory-default switches can join Aruba
Central..

Best Practices and Recommendations

Use the following best practices and recommendations for deploying devices in groups:

m Determine the configuration method (Ul or template-based) to use based on your deployment,
configuration, and device management requirements.

m [f there are multiple sites with similar characteristics—for example, with the same device management and
configuration requirements—assign the devices deployed in these sites to a single group.

m Apply device-level or cluster-level configuration changes if necessary.
m Use groups cloning feature if you need to create a group with an existing group configuration settings.
m [f the user access to a particular site must be restricted, create separate groups for each site.

Working with Groups

See the following topics for detailed information and step-by-step instructions on how to manage groups and
provision devices assigned to a group:

m  Managing Groups

m Provisioning Devices Using Ul-based Workflows

m  Provisioning Devices Using Configuration Templates
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Managing Groups

The Groups page allows you to create, edit, or delete a group, view the list of groups provisioned in Aruba
Central, and assign devices to groups.

This section describes the following topics:
m  Managing Groups on page 91

m  Assigning Devices to Groups on page 92

m  Creating a New Group by Importing Configuration from a Device on page 93

m Viewing Groups and Associated Devices on page 92

m  Cloning a Group on page 93

m  Moving Devices between Groups on page 93

m  Configuring Device Groups on page 93

m Deleting a Group on page 94

Creating a Group

Aruba Central allows you to manage configuration for different types of devices, such as Aruba Instant APs,
Gateways, and switches in your inventory. These devices can be configured using either Ul workflows or
configuration templates. You can define your preferred configuration method when creating a group.

Aruba Central allows you to create a single group with different configuration methods defined for each device
type. For example, you can create a group with the name Group1 and within this group, you can enable
template-based configuration method for switches and Ul-based configuration method for Instant APs and
Gateways. Aruba Central identifies both these groups under a single name ( Group1). If a device type in the
group is marked for template-based configuration method, the group name is prefixed with TG, (TG Group1.
You can use Group1 as the group ID for workflows such as user management, monitoring, reports, and audit
trail.

After you assign devices to group and when you access configuration containers, Aruba Central automatically
displays relevant configuration options based on the configuration method you defined for the device group.
To create a group:
1. In the Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
By default, the Groups page is displayed.
3. Click (+) New Group. The Create New Group pop-up window opens.

4. Enter a name for the group. The group name can be a maximum of 32 single byte ASCII characters if you
use the Ul to create the names. However, if you are using an NB API, the character limit increases to 128. A
group name supports all special characters excluding the “>" character. System-defined group names such

as “default”, “unprovisioned”, and “global” are not allowed in group names.

By default, Aruba Central enables template-based configuration method for switches and Ul-workflow-based

R configuration method for Instant AP and Gateway.

5. To enable template-based configuration method for all device categories:

For Instant APs or Gateways, select the IAP and Gateway check box.

For Switches, ensure that Switch check box is selected. The Switch check box is enabled by default.

(@)

. To enable Ul-based configuration method on all device categories:
a. For Instant APs and Gateways, ensure that the IAP and Gateway checkbox is cleared.
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b. For switches, clear the Switch checkbox.
7. Assign a password. This password enables administrative access to the device interface.
8. Click Add Group.

You can also create a group that uses different provisioning methods for switch, and IAP and Gateway device
categories. For example, you can create a group with template-based provisioning method for switches and Ul-based
provisioning method for Instant APs and Gateways.

Assigning Devices to Groups
To assign a device to a group, in the Account Home page, under Global Settings, click Device Inventory:
1. Select the device that you want to assign to a group.
2. Click Assign Group. The Assign Group pop-up window opens.
3. Select the group to which you want to assign.
4. Click Assign Device(s).

To assign a device to a group from the Groups page:
1. In the Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
By default, the Groups page is displayed.
3. From the devices table on the right, select the device that you want to assign to a new group.
4. Drag and drop the device to the group to which you want to assign the device.

Viewing Groups and Associated Devices

To view the groups dashboard, complete the following steps:
1. In the Network Operations app, filter All Devices.
2. Under Maintain, click Organization.

By default, the Groups page is displayed. The groups table on the left side of the page displays the
following information:

= Group Name—Name of the group.

m Devices—Number of devices assigned to a group.

= All Connected Devices—Total number of devices provisioned in Aruba Central. The devices table on
right side of the page shows all the devices provisioned in Aruba Central.

m» Unassigned Devices—Total number of devices that are yet to be assigned. The devices table on the
right shows the devices are not assigned any group.

L

HOTE

The devices table is not available for MSP users as the devices are primarily assigned to tenant accounts. However,
MSP administrators can drill down to a tenant account and view devices mapped to a group.

3. To view the devices assigned to a group, select the group from the table on the left. The devices table
displays the following information:

=  Name—Name of the device.

m Location—Physical location of the device.

m»  Type—Type of the device such as Instant AP or Switch.
m Serial—Serial number of the device.

= MAC Address—MAC address of the device.
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Creating a New Group by Importing Configuration from a Device

To import configuration from an existing device to a new group, complete the following steps:

4. In the Network Operations app, filter All Devices.
5. Under Maintain, click Organization.
By default, the Groups page is displayed.
6. Select the device from which you want to import the configuration.
7. Click Import Configuration to New Group. The Import Configuration pop-up window opens.
8. Enter a name for the group.
9. Configure a password for the group.
10. Click Import Configuration.

Cloning a Group

To clone a group, complete the following steps:

1. In the Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
By default, the Groups page is displayed.

3. To create a clone of an existing group, select the group from the groups table and click Clone Selected
Group.

4. Enter a name for the cloned group.
5. Click Add Group.

When you clone a group, Aruba Central also copies the configuration templates applied to the devices in the
group.

Moving Devices between Groups

To move a device from one group to another group:

1. In the Network Operations app, filter All Devices.
2. Under Maintain, click Organization.

By default, the Groups page is displayed.
3. From the devices table on the right, select the device that you want to move.
4. Drag and drop the device to the group to which you want to assign the device.
5. Click Yes when the system prompts you to confirm device movement.

MSP mode does not support moving devices across different groups.

Configuring Device Groups

For information on provisioning devices in groups, see the following topics:

Provisioning Devices Using Ul-based Workflows on page 94

Provisioning Devices Using Configuration Templates on page 98

Configuring Groups in MSP Mode

For information on using groups in the MSP mode and instructions on how to assign devices to MSP tenants,
see the Aruba Central Managed Service Provider User Guide.

| Account Home Aruba Central | User Guide


https://help.central.arubanetworks.com/latest/documentation/online_help/content/pdfs/aruba_central_msp_user_guide.pdf

Deleting a Group

When you delete a group, Aruba Central removes all configuration, templates, and variable definitions associated

R with the group. Before deleting a group, ensure that there are no devices attached to the group.

To delete a group:
1. In the Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
By default, the Groups page is displayed.
3. From the list of groups, select the group that you want to delete.
4. Click the delete icon.
5. Confirm deletion.

Moving an IAP Between Groups

To move an IAP from one group to another group:
1. Inthe Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
By default, the Groups page is displayed.
3. From the groups table on the left, select the group from which you want to move the IAP.
4. From the devices table on the right, select the IAP that you want to move.
5. Drag and drop the IAP to the group that you want to assign the AP to.
6. Click Yes when the system prompts you to confirm device movement.

E MSP mode does not support moving devices across different groups.
NOTE

Important Points to Note
m The lAP inherits the configuration of the group to which it is moved. However, only the system
configuration is inherited and the Per AP Settings on the IAP are retained.

m [f the IAP did not inherit the configuration of the new group, go to the Configuration Audit page of the
IAP to check the configuration difference. For more information, see Viewing Configuration Status.

m [f firmware compliance is enabled on the new group and if the firmware version enforced by the group is
different from the IAP firmware version, the firmware is upgraded and the IAP reboots.

Provisioning Devices Using Ul-based Workflows

This section describes the important points to consider when assigning devices to Ul groups:
m  Provisioning Instant APs using Ul-based Configuration Method on page 94

m  Provisioning Switches Using Ul-based Configuration Method on page 96

m  Provisioning Aruba Gateways Using Ul-based Configuration Method on page 96

Provisioning Instant APs using Ul-based Configuration Method
An Instant AP device group may consist of any of the following:
m Instant AP Cluster—Consists of a master Instant AP and slave Instant APs in the same VLAN.
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m VC—Avirtual controller. VC provides an interface for entire cluster. The slave Instant APs and master Instant
APs function together to provide a virtual interface.

m Master Instant AP and Slave Instant AP—In typical Instant AP deployment scenario, the first Instant AP that
comes up is elected as the master Instant AP. All other Instant APs joining the cluster function as the slave
Instant APs. When a master Instant AP is configured, the slave Instant APs download the configuration
changes. The master Instant AP may change as necessary from one device to another without impacting
network performance.

Aruba Central allows configuration operations at the following levels for a device group with Instant APs.

m Per group configuration—Aruba Central allows you to maintain unique configuration settings for each
group. However, these settings are applied to all devices within that group. For example, all VCs within a
group can have common SSID settings.

m Per VC Configuration—Any changes that need to applied at the Instant AP cluster level can be configured
on a VCwithin a group. For example, VCs within a group can have different VLAN configuration for the
SSIDs.

m Per Device Configuration—Although devices are assigned to a group, the users can maintain device -
specific configuration such as radio, power, or uplink settings for an individual AP within a group.

When the APs that are not pre-provisioned to any group join Aruba Central, they are assigned to groups based
on their current configuration.

Table 17: Instant AP Provisioning

APs with Default Configuration APs with Non-Default Configuration
If an Instant AP with factory default configuration joins Aruba If an Instant AP with non-default or custom
Central, it is automatically assigned to the default group or an configuration joins Aruba Central, itis
existing group with similar configuration settings. automatically assigned to an unprovisioned
group.

The administrators can perform any of the following actions:

m Manually assign them to an existing group. The administrators can perform any of the

m Create a new group. following actions:

m Create a new group for the device and
preserve device configuration.

m Move the device to an existing group and
override the device configuration.

HOTE

Ensure that the master Instant AP and slave Instant APs are assigned to the same group. You must convert the slave
Instant AP to a standalone AP in order to move the slave Instant AP to another group independently.

In the following illustration, Instant APs from three different geographical locations are grouped under
California, Texas, and New York states. Each state has unique SSIDs and can support devices from multiple
locations in a state. As shown in Figure 18, the California group has devices from different locations and has
the same SSID, while devices in the other states/groups have different SSIDs.

When a device with the factory default configuration connects to Aruba Central, it is automatically assigned to
the default group. If the device has custom configuration, it is marked as unprovisioned. If you want to
preserve the custom configuration, create a new group for the device. If you want to overwrite the custom
configuration, you can assign the device to an existing group.
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Figure 18 Instant AP provisioning
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For more information on how to configure Instant APs using Ul-based configuration workflows, see Deploying
a Wireless Network Using Instant APs on page 287.

To view local overrides and configuration errors, select a template group and navigate to Devices > Access
Points > Settings > Configuration Audit page.

Provisioning Switches Using Ul-based Configuration Method

Aruba Central allows switches to join Ul groups only if the switches are running factory default configuration.
Aruba Central assigns switches with factory default configuration to the default group.

Provisioning and configuring of Aruba 5400R switch series and switch stacks is supported only through configuration
templates. Aruba Central does not support moving Aruba 5400R switches from the template group to a Ul group. If
an Aruba 5400R switch is pre-assigned to a Ul group, then the device is moved to an unprovisioned group after it
joins Aruba Central.

The administrators can either move the switch to an existing group or create a new group.

Aruba Central allows the following configuration operations at the following levels for switches in a Ul group:

m Per group configuration— Aruba Central allows you to maintain unique configuration settings for each
group. However, these settings are applied to all devices within that group. For example, all switches within
a group can have common VLAN settings.

m Per Device Configuration—Although the Switches inherit group configuration, the users can maintain
device-specific configuration, for example, ports or DHCP pools.

For more information on how to configure switches using Ul-based configuration workflows, see Configuring
or Viewing Switch Properties in Ul Groups on page 437.

To view local overrides and configuration errors, select a template group and navigate to Devices > Switches
> Settings > Configuration Audit page.

Provisioning Aruba Gateways Using Ul-based Configuration Method
For SD-Branch deployments with Aruba Gateways, the following recommendations apply:
m Combine Branch Gateways of identical characteristics and configuration requirements under a single group.
m Create groups according to your branch requirements.
e You can create separate groups for the small, medium, and large sized branches.
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e You can also create separate groups for the branch sites in different geographical locations; for example,
East Coast and West Coast branch sites. If these groups have similar characteristics with minor
differences, you can create the first group and then clone it.

e You can use either a single group for all their devices or deploy devices in multiple groups. For example,
you can deploy 7008 controllers and Aruba 2930F Switch Series with 24 ports in a single group for every
branch.

e You can also deploy 7005 controller and Aruba 2930F Switch Series with 24 ports in one group and
provision 7008 controller with Aruba 2930F Switch Series with 48 ports in another group.
Important Points to Note
m The groups in Aruba Central are not device-specific, however, Aruba recommends that you use the following
guidelines for provisioning SD-WAN Gateways.

e Assign Branch Gateways and VPN Concentrators to separate groups. Because the configuration
requirements for Branch Gateways and VPN Concentrators are different, the Branch Gateways and
VPN Concentrators must be assigned to different groups.

e Ensure that the configuration group for SD-WAN Gateways consists of the same type of devices. For
example, Branch Gateways assigned to a group must have the same number of ports.

m Before assigning SD-WAN Gateways to groups, you must set the device persona or role as Branch Gateway
or VPN Concentrator.

Example

The following figures shows a few sample group deployment scenarios for Aruba Branch Gateways and
VPN Concentrators:

Figure 19 Branch Gateway Groups
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Figure 20 VPN Concentrator Groups
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For more information on how to configure Aruba using Ul-based configuration workflows, see the SD-Branch
Configuration section in Aruba Central Help Center.

To view local overrides and configuration errors, select a template group and navigate to Devices > Gateways
> Settings > Configuration Audit page.

Provisioning Devices Using Configuration Templates

Aruba Central allows you to provision devices using Ul-based or template-based configuration method. If you
have groups with template-based configuration enabled, you can create a template with a common set of CLI
scripts, configuration commands, and variables. Using templates, you can apply CLI-based configuration
parameters to multiple devices in a group.

If the template-based configuration method is enabled for a group, the Ul configuration wizards for the
devices in that group are disabled.

Creating a Group with Template-Based Configuration Method

To create a template group, complete the following steps:
1. Inthe Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
By default, the Groups page is displayed.

w

. Click (+) New Group.
The Create New Group pop-up window opens.
4. Enter the name of the group.
5. Select the device type for which you want to create a template group:

IAP and Gateway
Switch
. Enter the password.

N Oom

. Click Save.

If the group is set as a template group, a configuration template is required for managing device configuration.

HOTE
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Provisioning Devices Using Configuration Templates and Variable Definitions

For information on configuration template, see the following topics:
m  Configuring APs Using Templates on page 413

m Using Configuration Templates for Switch Management on page 435

m  Managing Variable Files on page 99

Editing a Template

To edit or delete a template, select the template row and click the edit or delete icon, respectively.

Managing Variable Files

Aruba Central allows you to configure multiple devices in bulk using templates. However, in some cases, the
configuration parameters may vary per device. To address this, Aruba Central identifies some customizable CLI
parameters as variables and allows you to modify the definitions for these variables as per your requirements.

You can download a sample file with variables for a template group or for the devices deployed in a template
group, update the variable definitions, upload the file with the customized definitions, and apply these
configuration changes in bulk.

Important Points to Note
m Variables are associated to a device and not attached to a group. If you move a device between groups,
variables persist with the device.

m Variables are displayed as part of the group to which the device belongs. After you upload the variables for
a device, the association would stay in the system even if the device is moved to a Ul group or template

group.
m [f the deviceis part of a Ul group, variables are unused and not displayed in the Ul. Aruba Central ignores
the variables.

m [f the device is moved to a template group, variables are displayed in the Ul and used for configuration
purposes.

Downloading a Sample Variables File

The sample variables file includes a set of sample variables that the users can customize. You can download the
sample variables file in the JSON or CSV format.

To download a sample variables file;

1. In the Network Operations app, use the filter to select a group or device in which the template-based
configuration mode is enabled.

2. Under Manage, click Devices > Switches.

3. Click the £§3 icon.

4. Click Variables.

5. Select one of the following formats to download the sample variables file:

JSON—shows the file JSON format.

CSV—Shows the variables in different columns.

6. Click Download Sample Variables File. The sample variables file is saved to your local directory.
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Modifying a Variable File

The CSV file includes the following columns for which the variable definitions are mandatory:

m _sys_serial—Serial number of the device.

m _sys_lan_mac—MAC address of the device.

s  modified—Indicates the modification status of the device. The value for this column is set to N in the
sample variables file. When you edit a variable definition, set the modified column to Y to allow Aruba
Central to parse the modified definition.

Predefined Variables for Aruba Switches

The system defined variables in the sample variables files are indicated with _sys prefix.

Table 18 lists the predefined variables for switches.

Table 18: Predefined Variables Example

Variable Name

_sys_gateway

Description

Populates gateway IP
address.

Variable Value

10.22.159.1

_sys_hostname

Maintains unique host
name.

HP-2920-48G-POEP

_sys_ip_address

Indicates the IP address of
the device.

10.22.159.201

_sys_module_command

Populates module lines

module 1 type j9729a

_sys_netmask

Netmask of the device.

255.255.255.0

_sys_oobm_command

Represents Out of Band
Management (OOBM)
block.

oobm
ip address dhcp-bootp
exit

_sys_snmpv3_engineid

Populates engine ID.

00:00:00:0b:00:00:5¢:b9:01:22:4c:00

_sys_stack_command

Represents stack block

stacking

member 1 type "J9729A" mac-address 5cb901-
224c00

exit

_sys_template_header

Represents the first two
lines of the configuration
file. Ensure that this
variable is the first line in
the template.

;J9729A Configuration Editor; Created on
release #WB.16.03.0003+

; Ver
#0f:3f.f3.b8.ee.34.79.3c.29.eb.9f.fc.f3.ff.37.ef:91

_sys_use_dhcp Indicates DHCP status 0
(true or false) of VLAN 1
_sys_vlan_1_untag_command Indicates untagged ports 1-28,A1-A2
of VLAN 1
_sys_vlan_1_tag_command Indicates tagged ports of 28-48

VLAN 1
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The _sys_template_header_and _sys_snmpv3 engineid are mandatory variables that must have the values
populated, irrespective of their use in the template. If there is no value set for these variables, Aruba Central re-
NOTE imports the values for these mandatory variables when it processes the running configuration of the device.

Predefined Variables for APs

For APs, the sample variables file includes the _sys_allowed_ap variable for which you can specify avalue to
allow new APs to join the Instant AP cluster.

Conditions

The following conditions apply to the variable files:

m The variable names must be on the left side of condition and its value must be defined on the right side. For
example, %if var=100% is supported and %if 100=var% is not supported.

m The < or <= or> or>= operators should have only numeric integer value on the right side. The variables
used in these 4 operations are compared as integer after flooring. For example, if any float value is set as
%if dpi_value > 2.8%, it is converted as %if dpi_value > 2 for comparison.

m The variable names should not include white space, and the & and % special characters. The variable names
must match regular expression [a-zA-Z0-9_]. If the variables values with % are defined, ensure that the
variable is surrounded by space. For example, wian ssid-profile %ssid_name%.

m Thefirst character of the variable name must be an alphabet. Numeric values are not accepted.

m Thevalues defined for the variable must not include spaces. If quotes are required, they must be included
as part of the variable value. For example, if the intended variable name is wian ssid-profile "emp ssid"”, then
the recommended format for the syntax is "wlan ssid-profile %ssid_name%" and variable as “ssid_name”:
"\"emp ssid\"".

m [f the configuration text has the percentage sign % in it—for example, "url "/portal/scope.cust-
5001098/Splash%20Profile%201/capture"—Aruba Central treats it as a variable when you save the
template. To allow the use of percentage % as an escape character, use \" in the variable definition as
shown in the following example:

Template text

wlan external-captive-portal "Splash Profile 1 #guest# "

server nawl.cloudguest.central.arubanetworks.com

port 443

url %url$%

Variable

"url": "\"/portal/scope.cust-5001098/Splash%20Profile%201/capture\""

m Aruba Central supports adding multiple lines of variables in Instant AP configuration templates. If you want
to add multiple lines of variables, you must add the HAs MULTILINE VARIABLE directive at the beginning of
the template.

Example

#define HAS MULTILINE VARIABLE 1
%1if allowed aps%

%allowed aps%

sendif%

Variable

“allowed aps”: “allowed-ap 24:de:c6:cb:76:4e\n allowed-ap ac:a3:le:c5:db:d8\n allowed-ap
84:d4:7e:cd:8f:2c"

For Instant APs, you can configure a variable file with a set of values defined for a master AP in the network. When

R the variable file is uploaded, the configuration changes are applied to all Instant AP devices in the cluster.
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Examples

The following example shows the contents of a variable file in the JSON format for Instant APs:
{

"CK0036968": {

" sys serial": "CK0036968",

"ssid": "s1",

" sys lan mac": "ac:a3:le:c5:db:7a",

"vc_name": "test config CK0036968",

"org": "Uber org test",

"vc dns_ip":"22.22.22.22",

"zonename": "Uber 1",

"uplinkvlan": "O0",

"swarmmode": "cluster",

"md5 checksum": "ed8a67a3d1be58261640ca53f8fd3bb8",
"hostname": "Uber 1"

b
"CJ0219729": {
" sys serial": "CJ0219729",

"ssid": "sl",

" sys lan mac": "ac:a3:le:cb:04:92",

"vc name": "test config CK0036968",

"org": "Uber org test",

"vc dns_ip":"22.22.22.22",

"zonename": "Uber 1",

"uplinkvlan": "0",

"swarmmode": "cluster",

"md5 checksum": "ed8a67a3dlbe58261640ca53f8fd3bb8",
"hostname": "Uber 2"

by
"CK0112486": {
" sys serial": "CK0112486",

"ssid": "s1",

" sys lan mac": "ac:a3:le:c8:29:76",

"vc name": "test config CK0036968",

"org": "Uber org test",

"vc_dns_ip":"22.22.22.22",

"zonename": "Uber 1",

"uplinkvlan": "0",

"swarmmode": "cluster",

"md5 checksum": "ed8a67a3dlbe58261640ca53£8£fd3bb8",
"hostname": "Uber 3"

b
"CT0779001": {
" sys serial": "CT0779001",

"ssid": "s1",

" sys lan mac": "84:d4:7e:c5:c6:b0",

"vc name": "test config CK0036968",

"org": "Uber org test",

"vc dns_ip":"22.22.22.22",

"zonename": "Uber 1",

"uplinkvlan": "0",

"swarmmode": "cluster",

"md5 checksum": "ed8a67a3dlbe58261640ca53f8fd3bb8",
"hostname": "Uber 4"

b
"CM0640401": {
" sys serial": "CM0640401",

"SSid": "Sl",
" sys lan mac": "84:d4:7e:c4:8f:2c",
"vc name": "test config CK0036968",
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"org": "Uber org test",
"vc_dns_ip":"22.22.22.22",

"zonename": "Uber 1",

"uplinkvlan": "0",

"swarmmode": "cluster",

"md5 checksum": "ed8a67a3dlbe58261640ca53£8£fd3bb8",
"hostname": "Uber 6"

b
"CK0037015": {
" sys serial": "CK0037015",

"ssid": "s1",

" sys lan mac": "ac:a3:le:cb5:db:d8",

"vc name": "test config CK0036968",

"org": "Uber org test",

"vc dns_ip":"22.22.22.22",

"zonename": "Uber 1",

"uplinkvlan": "0",

"swarmmode": "cluster",

"md5 checksum": "ed8a67a3dlbe58261640ca53f8fd3bb8",
"hostname": "Uber 7"

b
"CK0324517": {
" sys serial": "CK0324517",

"ssid": "sl",

" sys lan mac": "f0:5c:19:c0:71:24",

"vc name": "test config CK0036968",

"org": "Uber org test",

"vc dns ip":"22.22.22.22",

"zonename": "Uber 1",

"uplinkvlan": "0",

"swarmmode": "cluster",

"md5 checksum": "ed8a67a3dlbe58261640ca53£8fd3bb8",
"hostname": "Uber 8"

}
}

Figure 21 shows a sample variables file in the CSV format:

Figure 21 Variables File in the CSV Format
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Uploading a Variable File

To upload a variable file, complete the following steps:

1. Ensure that the _sys_serial and _sys_lan_mac variables are defined with the serial number and MAC
address of the devices, respectively.

2. Inthe Network Operations app, use the filter to select a group or device in which the template-based
configuration mode is enabled.

3. Under Manage, click Devices > Switches.

4. Click the @ icon.

5. Click Variables.

6. Click Upload Variables File and select the variable file to upload.

7. Click Open. The content of the variable file is displayed in the Variables table.
8. To search for a variable, specify a search term and click Search icon.
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9. To download variable file with device-specific definitions, click the download icon in the Variables table.

Modifying Variables

To modify variables without downloading a variable file, modifying the variable file, and uploading the
customized variable file:

1. In the Network Operations app, use the filter to select a group or device.
2. Under Manage, click Devices > Switches.

. Click the @ icon.

. Click Variables.

. Select a device and variable.

. Modify the value and click Add to Modifications.
7. Click Save.

o U MW

Alternatively, to modify a single variable without downloading a variable file, modifying the variable file, and
uploading the customized variable file:

1. In the Network Operations app, use the filter to select a group or device.
2. Under Manage, click Device > Switches.

3. Click the @ icon.

4. Hover over a desired variable and click Edit.
5. Modify the value and click Save.
6. Click Save.

Backing Up and Restoring Configuration Templates

Aruba Central allows you to create a backup of configuration templates and variables that you can restore in
the event of a failure or loss of data. The Configuration Backup and Restore feature is available in the
Configuration Audit page for devices deployed using template-based configuration method.

The Configuration Backup and Restore feature enables administrators to perform the following functions:

m Back up templates and variable files applied to the devices managed using the template-based
configuration method.

m Restore an earlier known working combination of the configuration template and device variables in the
event of afailure.

Important Points to Note

m The backup and restoration options are available for devices deployed using the template-based
configuration method.

»  When the backup or restore for a group is in progress, you cannot make configuration changes to that
group.

m The restore operation restores the variables only for the devices that are currently provisioned or pre-
provisioned to the group.

m The restore operation is terminated if the firmware version running on any one device in the group does not
match the firmware version in the backed up file that is being restored. For example, if the configuration file
was backed up when a switch was running 16.03.0003 and was later upgraded to 16.04.0003, the restore
operation fails for the group.

m Therestore operation deletes any templates applied to the group before the restore. It also deletes and
replaces device variables with the backed up version that is being restored.
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m The details pertaining to the actions carried out during the backup and restore operations are logged in the

Audit Trail page.

Creating a Configuration Backup

To back up configuration templates and variables applied to devices:

1. Inthe Network Operations app, use the filter to select a group that uses template-based configuration
method.

2. Navigate to the Configuration Audit page. See Viewing Configuration Status.

3. Under Configuration Backup and Restore, click New Configuration Backup. The Create New
Backup pop-up box opens.

4. Enter a name for Backup Name.

5. Select Do Not Delete if you do not want the backed up file to be deleted by new backup after a
threshold of 20 backups is exceeded.

You can create and maintain up to 20 backed up configuration files. If the number of backup files exceed 20, the old
backed up configuration files are overwritten. However, if the backed up files are marked as Do not Delete, Aruba
Central does not overwrite the backed up configuration files.

6. Click OK. The Confirm Backup pop-up window opens.

7. Read through the information. Select the check box to confirm that configuration changes to the group
cannot be done when the backup is in progress.

8. Click Proceed. The backup for the group configuration is created.

Viewing Contents of a Backed Up Configuration

To view the contents of a backed up configuration:

1. Click the Manage Backup option.

2. Download the backup and untar the downloaded file. The following example shows the tree structure of
a typical backup download.

<backup-name timestamp>

|— templates
—<hppctemplatel.tmpl>
—<iaptemplatel.tmpl>
I—template_meta. json
variables

—HPPC variables 1.json
—IAP variables 1.json
L —devices meta.json

——

The variables are stored per device type, that is, Instant APs and Aruba Switches. For example, for all Instant APs,
the variables are aggregated and stored together.

The aggregated file can include variables for up to 80 devices or up to 5 MB of variables data, based on whichever
condition is met first. When the number of variables or the data size exceeds this limit, new aggregate files are
created and added to the backup until all the variables in the selected group are backed up. The variable data limit
applies only to the aggregated files. Aruba Central does not impose any limit on the number of devices or the
device variables that can be backed up.

The following details are available for a backed up configuration snapshot:

Backups—provides details of the number of available and allowed backup and allows you to perform the
following actions:

e Manage group configuration backups
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e Create new configuration backups

e Modify backup delete protection

Last Backup—provides details of the status and the timestamp of the last backup.
Last Restore—provides details of the status and the timestamp of the last restore.

Restoring a Backed Up Configuration

To restore a backed up configuration snapshot:

1. Inthe Network Operations app, use the filter to select a group that uses template-based configuration
method.

2. Navigate to the Configuration Audit page. See Viewing Configuration Status.

3. Under Configuration Backup and Restore, click Restore Configuration Backup. The Restore from
Backup pop-up window opens.

4. Select the backup name that you want to restore from Backup Name drop-down list.
5. Select a required device type from the Device Type drop-down list.

Selecting a device type allows you to restore the backed up configuration by the specific device type, for
example, Aruba IAP, Aruba Switch. By default, All is selected. When the device type is set to All, configuration
restore does not follow any specific order.

6. Click OK. The Confirm Configuration Restore pop-up box opens.
7. Read the instructions. Then, select the check boxes to confirm your action for configuration restore.
8. Click Proceed. The selected backup configuration is restored.

NOTE

Aruba recommends that the administrators take a backup of the current configuration of the group before the
restore operation.

Managing Backups

To manage the backed up configuration files:

1. In the Network Operations app, use the filter to select a group that uses template-based configuration
method.

2. Navigate to the Configuration Audit page. See Viewing Configuration Status.

3. Under Configuration Backup and Restore, click Manage Backup. The Last <#> Backups pop-up
window opens.

4. View the backup details such as date and time of backup, backup name, username, and the delete
protection status for each configuration backup.

5. Click Close.

6. Click Last Backup Log to view the details of the latest backup. The Last Backup Log pop-up box
displays the following details:

e Group name
e Backup name
e Username that initiated the configuration backup

e Details on whether templates and device variables are being saved, and completion of the configuration
backup process.

7. To get the status of the last restore, click Last Restore Log. To get the error log for a restore error event,
click Last Restore Error Log.
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Backing Up and Restoring Templates and Variables Using APIs
Aruba Central supports the following NB APIs for the backup and restore feature:
m Create new configuration backup for group
[POST] /configuration/v1/groups/snapshot/{group}
m Create backups for multiple groups associated with a customer account
[POST]/configuration/v1/groups/snapshot/create_backups

NOTE

Aruba Central creates a backup of configuration template and variables only for the groups included in the API
request payload. You can use the include or exclude parameters to create backups for specific list of groups.

The following table describes the API response based on the inputs provided in the parameters:

Table 19: AP/ Functionality for Backup Creation

include_groups exclude_groups API Functionality

No groups specified No groups specified Raises an exception to either include or exclude
groups.

group names group names Raises an exception to include or exclude groups.

[ No groups specified Raises an exception to provide valid values for the

include groups parameter.

group names No groups specified Includes selected groups for the backup operation.
No groups specified ALL_GROUPS Creates a backup for all groups.
No groups specified group names Does not create backup for the excluded groups.

m Restore a backed up version of the configuration template for all devices in a group:
[POST] /configuration/v1/groups/<group_name>/snapshots/<snapshot_name>/restore
The API restores a specific version of the backup snapshot for the group specified in the API request.

m Restore a backed up version of the configuration template by device type:
The [POST]/configuration/v1/groups/{group}/snapshots/{snapshot}/restore API provides you an
option to restore the configuration by device type. By selecting a specific device type, you can control the
order in which the configuration is restored by device type. This minimizes the impact of the configuration
restore activity on the network.

Viewing Configuration Status

Aruba Central provides an audit dashboard for reviewing configuration changes for the devices provisioned in
Ul and template groups. The Configuration Audit menu option is available for APs, switches, and gateways.

Accessing the Configuration Audit Page

To access the Configuration Audit page:

m  ForInstant APs:
a. Inthe Network Operations app, use the filter to select a group or device.
b. Click Devices.
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c. Click the @3 icon.
d. Click Show Advanced.
e. Click Configuration Audit.
m For Aruba switches:
a. Inthe Network Operations app, use the filter to select a group or device.
b. Click Devices.
c. Click Switches.

d. Click the @3 icon.
e. Click Configuration Audit.
m For Aruba Gateways:
a. In the Network Operations app, use thefilter to select a group or device.
b. Click Devices.
c. Click Gateways.

d. Click the @3 icon.
e. Click Show Advanced.
f. Click Configuration Audit.

Applying Configuration Changes
Aruba Central now supports a two-staged configuration commit workflow for Instant AP and switches.

The Auto Commit State section in the Configuration Audit page allows administrators to switch their
preference for committing configuration changes to devices.
»  When Auto Commit State is set to ON, the configuration changes are applied instantly to the device.

»  When Auto Commit State is set to OFF, the administrators can build a candidate configuration, save it on
cloud, review it, and then push the configuration changes to the managed devices for activation.

HNOTE

When a device is moved from one group to another, Aruba Central resets the Auto Commit State for the device.
The device inherits the Auto Commit State settings of the group to which the device is moved.

Auto Commit Workflow

To enable Aruba Central to push configuration changes instantly, complete the following steps:
1. In the Network Operations app, use the filter to select a group or device.
2. Navigate to the Configuration Audit page.
3. Ensure that the Auto Commit State is set to On.

4. Based on configuration mode set for the device, use either the Ul workflows or a configuration template
to complete the configuration workflow and save the changes. Aruba Central automatically pushes the
configuration changes to the devices.

5. View the failed or pending changes if any.

Manual Commit Workflow
To build configuration and review it before applying the changes to devices:

1. In the Network Operations app, use the filter to select a group or device.
2. Navigate to the Configuration Audit page.
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3. Ensure that the Auto Commit State is set to Off.

4. Based on configuration mode set for the device, use either the Ul workflows or a configuration template
to complete the configuration workflow and save the changes. When you try to save the changes, Aruba
Central displays the following message:

5. Click Failed/PendingChanges.

6. Click Failed Push and review the configuration.

7. Click Close.

8. If you want to push the configuration to devices, click Commit Now.

Aruba Central does not support the two-staged configuration commit workflow only for Aruba Gateways.

The tenant accounts in the MSP deployments do not inherit the Auto Commit State configured at the MSP level. The
tenant account users can enable or disable Auto Commit state for the devices in their respective accounts.

Viewing Configuration Overrides and Errors

The Configuration Audit page allows you to view the configuration push errors, template synchronization
errors, configuration sync, and device level configuration overrides. Some of notable status indicators available
on page include:

m Failed/Pending Changes

e Failed Changes—The devices managed by Aruba Central receive the configuration changes from Aruba
Central. Occasionally, a managed device may fail to receive a configuration change from Aruba Central.
The Failed changes tile allows you to view a list of the configruation push errors.

e Pending Changes—With the Auto Commit feature is disabled, Aruba Central allows you to build your
configuration changes, save it, and review it before committing the configuration changes. The
Failed/Pending Changes tile displays the configuration that is not yet pushed to the devices.

m Local Overrides—In Aruba Central, devices are assigned to groups that serve as the primary configuration
elements. Occasionally, based on the network provisioning requirements, the administrators may need to
modify the configuration of a specific device in a group. As these modifications override the configuration
settings that the device has inherited from the group, Aruba Central marks these changes as local overrides.

m Configuration Conflicts—For all connected devices in Aruba Central, when a new feature is introduced
and applied to the device, one of two subsequent scenarios might ensue. The new feature might not cause
any conflict with the existing configuration and no further action is required from the administrator.
However, if the new feature causes a conflict with the existing configuration in the device, the feature is
disabled automatically and no further configuration is pushed for that device. The Configuration Audit
page displays a configuration conflict error. For each device under conflict, click the Manage
Configuration Conflict link. In the subsequent Configuration Conflict page, enable the checkbox
against each conflict and type REMOVE to remove the conflict. After you resolve all conflicts, you are able to
push group configuration to the device.

m Template Errors—Devices deployed in the template group are provisioned using configuration templates.
If there are errors in the templates or variable definitions, the configuration push to devices fails. Aruba
Central records such failed instances as template errors and displays these errors on the Configuration
Audit page.

m  Move Failures—Aruba Central supports moving a device from one group to another. If the move
operation fails, Aruba Central logs such instances as Move Failures.
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Viewing Configuration Status for Devices at the Group Level (Template Configuration

Mode)

On selecting a template group from the filter bar, the Configuration Audit page displays the options listed in

Table 20:

Table 20: Configuration Audit Status for a Template Group

Data Pane
Content

Description

Template
Errors

Displays the number of template errors for the selected template group.

Devices deployed in the template group are provisioned using configuration templates. If there
are errors in the templates or variable definitions, the configuration push to the devices fails.
Aruba Central records such failed instances as template errors and displays these errors on the
Configuration Audit page

To view a complete list of errors, click View Template Errors. The Template Errors pop-up
window allows you to view and resolve the template errors issues if any.

Failed/Pending
Changes

Displays the number configuration sync errors for the selected template group. To view and
resolve the configuration sync errors, click the Failed Config Difference link.

Configuration

Allows you to create a backup of templates and variables applied to the devices in the template

Backup and group. For more information, see Backing Up and Restoring Configuration Templates.
Restore
All Devices The All Devices table provides the following device information for the selected group:

m Name—The name of the device.

m Type—The type of the device.

m Auto Commit—Enabled or disabled status of the Auto Commit feature.

m Config Sync—Indicator showing configuration sync errors.

m Template Errors—Indicator showing configuration template errors for the devices
deployed in template groups.

Viewing Configuration Status for a Device (Template Configuration Mode)

On selecting a device that is provisioned in a template group, the Configuration Audit page displays the
options listed in Table 20:

Table 21: Configuration Audit Status for Devices in Template Groups

Data Pane
Content

Description

Template Displays the template that is currently applied on the selected device.

Applied

Template Displays the number of template errors for the selected device. To view a complete list of errors,
Errors click View Template Errors.

Failed Displays configuration sync errors for the selected device. To view and resolve the configuration
Changes sync errors, click the Failed/Pending Config Changes link.

Config Allows you to view the difference between the current configuration and the configuration that is
Comparison yet to be pushed to the device (pending configuration).

Tool To view the current and pending configuration changes side by side, click View.
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Viewing Configuration Status for Devices at the Group Level (Ul-based Configuration
Mode)

On selecting a Ul group, the Configuration Audit page displays the options listed in Table 20.

Table 22: Configuration Audit Status for a Ul Group

Description

Failed Displays the number of devices with configuration sync errors for the selected Ul group.
Changes To view and resolve the configuration sync errors, click the Failed Config Difference link.

Local Displays the number of devices with local overrides. To view a complete list of overrides, click the
Overrides | Manage Local Overrides link. The Local Overrides pop-up window opens.

m To preserve the overrides, click Close.

m To remove the overrides, select the group name with local override, click Remove and click OK.

All The All Devices table provides the following device information for the selected group:

Devices MAC Address—MAC address of the device.

Name—The name of the device.

IP Address—IP address of the device.

Site—Name of the site to which the device is assigned.

Type—The type of the device.

Config Sync/ Config Status—Indicator showing configuration sync errors.
m Local Override—Indicator showing configuration overrides for the devices deployed in Ul
groups.

NOTE: The MAC Address, IP Address, Config Status, Site, and Type columns are available only for

groups in which Aruba Gateways are provisioned (Manage > Device > Gateways, click the settings

icon. The gateway configuration page is displayed. Navigate to Config Audit).

Viewing Configuration Status for a Device (Ul-based Configuration Mode)

On selecting a device assigned to a Ul group, the Configuration Audit page displays the options listed in Table
20.

Table 23: Configuration Audit Status for a Device Assigned to a Ul Group

Data Pane
Content

Description

Failed Changes Displays the number of devices with configuration sync errors for the selected device.
To view and resolve the configuration sync errors, click the Failed Config Difference link.

Local Overrides Displays the number of local overrides. To view a complete list of overrides, click the Manage
Local Overrides link.
The Local Overrides pop-up window opens.

m To preserve the overrides, click Close.

m Toremove the overrides, click Remove, and click OK.

Backing up and Restoring Configuration Templates

Aruba Central allows you to back up configuration templates assigned to the devices deployed in a template
group. The Configuration Audit pages for Instant AP, Switch, and Gateway configuration containers allow
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you to create and manage backed up files and restore these files when required. For more information, see
Backing Up and Restoring Configuration Templates.

Connecting Devices to Aruba Central

Aruba devices support automatic provisioning, also known as ZTP. In other words, Aruba devices can download
provisioning parameters from Aruba Activate and connect to their management entity once they are powered
on and connected to the network.

Although most of the communication between devices on the remote site and Aruba Central server in the

cloud is carried out through HTTPS (TCP 443), you may want to open the following ports for devices to
communicate over network firewall.

This section includes the following topics:

Domain names for Aruba Central Portal Access on page 112

Domain Names for Device Communication with Aruba Central on page 113

Domain Names for Device Communication with Aruba Activate on page 113

Cloud Guest Server Domains for Guest Access Service on page 114

Domain Names for OpenFlow on page 114

Other Domain Names on page 115

Domain names for Aruba Central Portal Access

Table 24: Domain Names and URLs for Aruba Central Portal Access

Region Domain Name Protocol
US-1 portal.central.arubanetworks.com HTTPS

TCP port 443
us-2 portal-prod2.central.arubanetworks.com HTTPS

TCP port 443
EU-1 portal-eu.central.arubanetworks.com HTTPS

TCP port 443
Canada-1 portal-ca.central.arubanetworks.com HTTPS

TCP port 443
China-1 portal.central.arubanetworks.com.cn HTTPS

TCP port 443
APAC-1 portal-apac.central.arubanetworks.com HTTPS

TCP port 443
APAC-EAST1 portal-apaceast.central.arubanetworks.com HTTPS

TCP port 443

APAC-SOUTH1

portal-apacsouth.central.arubanetworks.com

HTTPS
TCP port 443
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Domain Names for Device Communication with Aruba Central

Table 25: Domain Names for Device Communication with Aruba Central

Aruba Central URL

URL for Device

Connectivity

FQDNs for SD-WAN
Orchestrator Service

us-1 app.central.arubanetworks.co appl.central.arubanetworks.co | HTTPS app1-
m m TcP h2.central.arubanetworks.
port
443 com
us-2 app- device- HTTPS device-prod2-
prod2.central.arubanetworks.c | prod2.central.arubanetworks.c | TCP h2.central.arubanetworks.
om om port com
443
EU-1 app2- device- HTTPS device-eu-
eu.central.arubanetworks.com | eu.central.arubanetworks.com | TCP h2.central.arubanetworks.
port com
443
Canad | app- device- HTTPS device-ca-
a-1 ca.central.arubanetworks.com | ca.central.arubanetworks.com | TCP h2.central.arubanetworks.
port com
443
China- | app.central.arubanetworks.co device.central.arubanetworks. HTTPS device-
1 m.cn com.cn TCP h2.central.arubanetworks.
port com.cn
443
APAC- | app2- app1- HTTPS app1-ap-
1 ap.central.arubanetworks.com | ap.central.arubanetworks.com | TCP h2.central.arubanetworks.
port com
443
APAC- | app- device- HTTPS | device-apaceast-
EAST1 | apaceast.central.arubanetwor | apaceast.central.arubanetwor | TCP h2.central.arubanetworks.
ks.com ks.com port com
443
APAC- | app- device- HTTPS device-apacsouth-
SOUT | apacsouth.central.arubanetwo | apacsouth.central.arubanetwo | TCP h2.central.arubanetworks.
H1 rks.com rks.com port com
443

Domain Names for Device Communication with Aruba Activate

Table 26: Domain Names for Device
Communication with Aruba Activate

Domain Name Protocol
device.arubanetworks.com | HTTPS
TCP port 443

113 | Account Home Aruba Central | User Guide



Cloud Guest Server Domains for Guest Access Service

Table 27: Domain Names for Cloud Guest Server Access

Region Domain Name Protocol
uUsS-1 nael.cloudguest.central.arubanetworks.com TCP port 2083
TCP port 443
nae1l-elb.cloudguest.central.arubanetworks.com TCP port 443
us-2 naw2.cloudguest.central.arubanetworks.com TCP port 2083
TCP port 443
naw2-elb.cloudguest.central.arubanetworks.com TCP port 443
EU-1 euw.cloudguest.central.arubanetworks.com TCP port 2083
TCP port 443
euw1-elb.cloudguest.central.arubanetworks.com TCP port 443
Canada-1 ca.cloudguest.central.arubanetworks.com TCP port 2083
TCP port 443
ca-elb.cloudguest.central.arubanetworks.com TCP port 443
APAC-1 ap1.cloudguest.central.arubanetworks.com TCP port 2083
TCP port 443
ap1-elb.cloudguest.central.arubanetworks.com TCP port 443
APAC-EAST1 apaceast.cloudguest.central.arubanetworks.com TCP port 2083
TCP port 443
apaceast-elb.cloudguest.central.arubanetworks.com TCP port 443
APAC-SOUTH1 | apacsouth.cloudguest.central.arubanetworks.com TCP port 2083
TCP port 443
apacsouth-elb.cloudguest.central.arubanetworks.com | TCP port 443

Domain Names for OpenFlow

Table 28: Domain Names for OpenfFlow

Region Domain Name

uUsS-1 https://app2-ofc.central.arubanetworks.com
us-2 https://ofc-prod2.central.arubanetworks.com
EU-1 https://app2-eu-ofc.central.arubanetworks.com
Canada-1 https://ofc-ca.central.arubanetworks.com
China-1 https://ofc.central.arubanetworks.com.cn
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Region Domain Name

APAC-1 https://app2-ap-ofc.central.arubanetworks.com

APAC-EAST1 https://ofc-apaceast.central.arubanetworks.com

APAC-SOUTH1 | https://ofc-apacsouth.central.arubanetworks.com

Other Domain Names

Table 29: Other Domain Names

Domain Name Protocol | Description
sso.arubanetworks.com TCP port | Allows users to access their accounts on the internal server.
443

internal.central.arubanetworks.com TCP port | Allows users to access the Aruba Central Internal portal.
internal2.central.arubanetworks.com | 443

pool.ntp.org UDP port | Allows users to update the internal clock and configure time
123 zone when a factory default device comes up.

By default, the Aruba devices contact pool.ntp.org and use
NTP to synchronize their system clocks.

activate.arubanetworks.com TCP port Allows users to configure provisioning rules in Activate.
443

pgm.arubanetworks.com ICMP or Allows users to check the health of WAN uplinks configured on
UDP port | Branch Gateways.
4500

images.arubanetworks.com TCP port | Allows users to access the server that hosts software images
80 available for upgrading devices.

http://h30326.www3.hpe.com TCP port | Allows users to access the Aruba switch software images. To
80 view the URL for software updates, use the show activate

software-update command.

d2vxf1j0rhr3p0.cloudfront.net TCP port Allows users to access the CloudFront server for locating
80 Instant AP software images.

rcs-m.central.arubanetworks.com TCP port | Allows users to access a device console through SSH.

(For all other regions) 443

central-eu-

rcs.central.arubanetworks.com (For
Europe region)

cloud.arubanetworks.com TCP port | Allows users to open the Aruba Central evaluation sign-up
80 page.

aruba.brightcloud.com TCP port | Enables devices to access the Webroot Brightcloud server for
443 application, application categories, and website content

classification.
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NOTE

HNOTE

HOTE

Domain Name Protocol | Description

bcap15-dualstack.brightcloud.com TCP port | Allows Aruba devices to look up the Webroot Brightcloud
443 server for Website categories.

api-dualstack.bcti.brightcloud.com TCP port | Allows Aruba devices to access the IP Reputation and IP
443 Geolocation service on the Webroot Brightcloud server.

database-dualstack.brightcloud.com | TCP port | Allows Aruba devices to download the website classification
443 database from the Webroot Brightcloud server.

When configuring ACLs to allow traffic over a network firewall, use the domain names instead of the IP addresses.

For Branch Gateways to set up IPsec tunnel with the VPN concentrators, the UDP 4500 port must be open.

Connecting Instant APs to Aruba Central
To bring up Instant APs in Aruba Central:
1. Connect the Instant AP to a provisioning network.
2. Ensure that Instant AP is operational and is connected to the Internet.
3. Ensure that the Instant AP has a valid DNS server address either through DHCP or static IP configuration.
4. Ensure that NTP server is running and Instant AP system clock is configured.

Connecting Aruba Switches to Aruba Central

Note the following points about automatic provisioning of switches:

Pre-configured switches can now join Aruba Central. You can also import configuration from these switches to
generate a template. For more information, see Creating a Configuration Template.

If the switches ship with a version lower than the minimum supported firmware version, a factory reset may be
required, so that the switch can initiate a connection to Aruba Central. For information, on the minimum firmware
versions supported on the switches, see Supported Switch Platforms on page 32.

During Zero Touch Provisioning, the Aruba switches can join Aruba Central only if they are running the factory
default configuration, and have a valid IP address and DNS settings from a DHCP server.

The provisioning of the Aruba Mobility Access Switch fails when the provisioning process is interrupted during the
initial booting and if the switch has a static IP address with no DNS server configured.

Connecting SD-WAN Gateways to Aruba Central

The Aruba Gateways have the ability to automatically provision themselves and connect to Aruba Central once
they are powered on. The Gateways also support multiple active uplinks for ZTP (also referred to as automatic
provisioning). The supported ZTP ports for different hardware platforms are listed in the following table. All
these ZTP ports are assigned to VLAN 4094.
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Table 30: ArubaOS Hardware Platforms and Supported ZTP

Ports
Aruba 7005 Gateway ALL ports except 0/0/1
Aruba 7008 Gateway ALL ports except 0/0/1
Aruba 7010 Gateway ALL ports except 0/0/1
Aruba 7030 Gateway ALL ports except 0/0/1
Aruba 7024 Gateway ALL ports except 0/0/1
Aruba 7210 Gateway ALL ports except 0/0/1
Aruba 7220 Gateway ALL ports except 0/0/1
Aruba 7240 Gateway ALL ports except 0/0/1
Aruba 7280 Gateway ALL ports except 0/0/1
Aruba 9004 Gateway ALL ports except 0/0/1
Aruba 9012 Gateway ALL ports except 0/0/1

To know the minimum software version required for the Gateways, see Supported Aruba Gateways.

To automatically provision the Gateways:
1. Connect your Gateway to the provisioning network.

2. Wait for the device to obtain an IP address through DHCP. Gateways support multiple uplink ports. The
first port to receive the DHCP IP connects to the Activate server and completes the provisioning procedure:

m [f the device has factory default configuration, it receives an IP address through DHCP, connects to
Aruba Activate, and downloads the provisioning parameters. When a devices identifies Aruba Central as
its management entity, it automatically connects to Aruba Central.

3. Observe the LED indicators. Table 2 describes the LED behavior.

Table 31: LED Indicators

LED Indicator LCD Text | Description

Solid Amber Getting Indicates that the uplink connection is UP, but DHCP IP is yet to be retrieved.
DHCP IP

Blinking Amber Activate Indicates that the device was able to reach the DHCP server and the
Wait connection to the Activate server is yet to be established.

Solid Green Activate Indicates that the device was able to retrieve provisioning parameters from
OK the Activate server.

Alternating Solid Activate Indicates that the device was not able to retrieve provisioning parameters.

Green and Amber Error

After successfully connecting to Aruba Central, the Gateways download the configuration from Aruba Central
and reload.
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HNOTE

The Gateways also include service ports that the technicians can use for manually provisioning devices in the event
of ZTP failure. For more information on ports available for Aruba 7000 Series Mobility Controllers and Aruba 7200
Series Mobility Controllers, see ArubaQS User Guide.

Certificates

By default, Aruba Central includes a self-signed certificate that is available on the Certificates page. The
default certificate is not signed by a root certificate authority (CA). For devices to validate and authorize Aruba
Central, administrators must upload a valid certificate signed by a root CA.

Aruba devices use digital certificates for authenticating a client's access to user-centric network services. Most
devices such as controllers and Instant APs include a server certificate by default for captive portal server
authentication. However, Aruba recommends that you replace the default certificate with a custom certificate
issued for your site or domain by a trusted CA. Certificates can be stored locally on the devices and used for
validating device or user identity during authentication.

Aruba Central-managed devices such as Instant AP and switches support the following root CA certificates:

Instant APs Switches
m AddTrust = Comodo
m GeoTrust m GeoTrust
m VeriSign
m Go Daddy

Uploading Certificates
To upload certificates, complete the following steps:
1. In the Network Operations app, filter All Devices.
2. Under Maintain, click Organization.
3. Select the Certificates tab.
The Certificates page opens.
4. Click the plus icon to add the certificate to the certificate store.
5. Inthe Add Certificate dialog box, do the following:
a. Inthe Name text box, specify the certificate name.
b. Select the type of certificate. You can select any one of the following certificates:
m CA —Digital certificates issued by the CA.
m Server—Server certificates required for communication between devices and authentication servers.

m CRL—Certificate Revocation List that contains the serial numbers of certificates that have been
revoked. This certificate is required for performing a certificate revocation check.

m  OCSP Responder Cert—OCSP responder certificates.

m  OCSP Signer Cert—OCSP Response Signing Certificate.

OCSP certificates are required for OCSP server authentication.

¢. From the Format drop-down list, select a certificate format; for example, PEM, DER, and PKCS12.
d. In the Passphrase text box, enter a passphrase.

e. Inthe Retype Passphrase text box, retype the passphrase for confirmation.

L]

NOTE
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The Passphrase and Retype Passphrase text boxes are displayed only when you select Server Certificate from the
Type drop-down list.
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f. In the Certificate File field, click Browse and select the certificate files.
g. Click Add. The certificate is added to the Certificate Store.

Managing Certificates on Instant APs Configured Using Templates

Aruba Central supports uploading multiple certificates to Instant APs configured using templates. You can
manage certificates either from the Aruba Central Ul or through the APl Gateway. For more information about
APIs, see APl Documentation.
To push certificates to Instant APs configured using templates:

1. Upload certificate(s) through one of the following methods:

m  Ul—See Uploading Certificates on page 118.

m  APlI—Use the [POST] /configuration/v1/certificates API.

2. Get the certificate name and MD5 checksum through one of the following methods:

= Ul—Inthe Network Operations app, filter All Devices. Under Maintain, click Organization and
select the Certificates tab. The Certificate Store table displays these details.

= APlI—Use the [GET] /configuration/v1/certificates API.

3. Inthe template, anywhere before the per-ap settings block, depending on your requirement, add one
or more of the following commands:

ca-cert-checksum <ca cert checksum/ca_ cert name>

cp-cert-checksum <captive portal cert checksum/captive portal cert name>
radsec-ca-checksum <radsed ca checksum/radsed ca name>
radsec-cert-checksum <radsed cert checksum/radsed cert name>
server-cert-checksum <server cert checksum/server cert name>

HNOTE

You can either use the certificate name or the checksum value in the command. Or, you can set it as a variable and
enter the variable value for the Instant AP. Aruba recommends using the certificate name.

Example 1

ca-cert-checksum my default cert

Example 2
ca-cert-checksum %ca cert name$
variable:
{
"ca cert name": "my default cert"

}

Managing Software Upgrades

The Firmware page provides an overview of the latest supported version of firmware for the device, details of
the device, and the option to upgrade the device.

This section includes the following topics:
m Viewing Firmware Details

m Upgrading a Device

m Setting Firmware Compliance

Viewing Firmware Details

To view the firmware details for devices provisioned in Aruba Central:
1. In the Network Operations app, use the filter to select a group or a device.
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2. Under Maintain, click Firmware. The Firmware dashboard displays the following information:
Table 32: firmware Maintenance

Data Pane
Item

Description

Search Allows you to define a filter criterion for searching devices based on the host name, MAC address,
Filter location, firmware version, and the current upgrade status of the device.

Filter by Filters the device list based on any of the following firmware upgrade status:
Upgrade Show All

Status New Firmware Available

Scheduled

In progress

Failed

Firmware up to date

Upgrading

Scheduling in progress

Downloading Firmware

Upgrade successful, ready for reboot
Upgrade successful and rebooting AP
Upgrade in process

Firmware upgrade failed. Please try again
Rebooting

Live upgrade initiating

Live upgrade initiated

Show All is selected by default.

Access Displays the following information:

Points m Name—Name of the AP.

m APs—Number of APs associated to VC.

m Firmware Version—The current firmware version running on the device.

m Recommended Version—The version to which the device is recommended for the upgrade.
m Upgrade Status—Status of the devices associated with the tenant account. This column
displays either Newer firmware available or Firmware up to date.

m Compliance Status—Status of the firmware compliance setting. The value displayed in this
columnis either Set, Not Set, Set<date and time>, or Compliance scheduled on. The
Compliance scheduled on displays the date and time that is set in the Firmware Compliance
Setting page.

Switch-MAS | Displays the following details about Aruba switches managed through Aruba Central:

m Name—Host name of the switch.

MAC Address—MAC address of the switch.

Model—Hardware model of the switch.

Firmware Version—The current firmware version running on the switch.

Recommended Version—The version to which the device is recommended for the upgrade.
Switch- m Upgrade Status—Status of the devices associated with the tenant account. This column
Aruba displays either Newer firmware available or Firmware up to date.

m Compliance Status—Status of the firmware compliance setting. The value displayed in this
columnis either Set, Not Set, Set<date and time>, or Compliance scheduled on. The
Compliance scheduled on displays the date and time that is set in the Firmware Compliance
Setting page.

Continue Allows you to continue with firmware upgrade.
Manage Allows to set firmware compliance for devices within a group. Click Manage Firmware Compliance
Firmware to view a list of supported firmware versions for each device in a group.

Compliance | To ensure firmware version compliance, complete the following steps in the Manage Firmware
Compliance page:
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Table 32: Firmware Maintenance

Data Pane
Item

Description

m Groups—Select the group for which the compliance must be set. Select the specific group to
set compliance at group level.
m Firmware Version
m Upgrade Type—Select the upgrade type, standard or sequential.
m Auto Reboot—Select this check box to reboot Aruba Central automatically after the build is
downloaded on the device. On reboot, the new build is installed on the device.
m Select one of the following radio buttons to specify if the compliance must be carried out
immediately or at a later date and time.

® Now— To set the compliance to be carried out immediately

®Later — To set at the later date and time
m Save and Upgrade—Click this button to save the firmware compliance with the above
settings.

Upgrade All | Allows you to simultaneously upgrade firmware for multiple devices.

Cancel Cancels a scheduled upgrade.
Upgrade
Cancel All Cancels a scheduled upgrade for all devices.

HNOTE

HNOTE

HOTE

Upgrading a Device

To check for a new version on the image server in the cloud, complete the following steps:

1. In the Network Operations app, use the filter to select a group or a device.

2. Under Maintain, click Firmware.

3. To upgrade firmware for devices in a specific group, select a group from the group selection filter.
4. Select one or several devices to upgrade.

5. Click Continue. The Upgrade <Device> Firmware pop-up window opens.

6. Select a firmware version. You can either select a recommended version or manually choose a specific
firmware version.

To obtain custom build details, contact Aruba Central Technical Support.

7. Select Auto Reboot if you want Aruba Central to automatically reboot after device upgrade.

The Auto Reboot option is available for Mobility Access Switches, Aruba Switches, and Branch Gateways.

8. Specify if the upgrade must be carried out immediately or at a later date and time.

9. Click Upgrade. The device downloads the image from the server, saves it to flash, and reboots.
Depending on the progress and success of the upgrade, one of the following messages is displayed:

=  Upgrading—While image upgrade is in progress.
m Upgrade failed—When the upgrade fails.
10. If the upgrade fails, retry upgrading your device.

After upgrading a switch, click Reboot.

| Account Home Aruba Central | User Guide



Setting Firmware Compliance

Aruba Central allows you to run a firmware compliance check and force firmware upgrade for devices in a
group. To force a specific firmware version for all AP devices or Switches in a group, complete the following
steps:

1. In the Network Operations app, use the filter to select a group or a device.

2. Under Maintain, click Firmware.

3. Verify the firmware upgrade status for the device.

4. Click Manage Firmware Compliance at the top right. The Manage Firmware Compliance window
opens.

5. Select the groups, firmware version, upgrade type, and the time for upgrade.

6. Select Auto Reboot if you want Aruba Central to automatically reboot the device after a successful
device upgrade.

The Auto Reboot option is available for Mobility Access Switches, Aruba Switches, and Branch Gateways.

HOTE
7. Select one of the following as required:
= Select Now to set the compliance to be carried out immediately.
m Select Later Date to set the compliance at the later date and time.
8. Click Save and Upgrade. Aruba Central initiates a firmware upgrade operation only for the devices that
support the selected firmware version. If any of selected devices do not support the firmware version
selected for the upgrade, a list of unsupported devices is displayed.
Using Troubleshooting Tools
In the Network Operations app, use the filter to select a group or a device and then, select Tools menu
option under Analyze. The Tools menu allows network administrators and users with troubleshooting
permission to perform troubleshooting or diagnostics tests on devices and networks managed by Aruba
Central. Users with admin role and custom roles that allow edit access to the troubleshooting module can
troubleshoot network and device issues. For more information on user roles, see Configuring User Roles on
page 139.
The Tools menu option is not visible to users who do not have troubleshooting permission.
NOTE Aruba Central does not support performing diagnostic checks on offline devices.

The Tools page is divided into the following tabs:

m  Network Check—Allows you to run diagnostic checks on networks and troubleshoot client connectivity
issues. You must have admin privileges or read-write privileges to perform network checks.

m Device Check—Allows you to run diagnostic checks and troubleshoot switches. You must have admin
privileges or read-write privileges to perform device checks.

m  Commands—Allows you to perform network health check on devices at an advanced level using command
categories. Read-only users can also perform advance checks.

You can also perform live troubleshooting by clicking Open Live Events at the top right corner of the Tools
page. For information, see Live Events on page 246.

This section includes the following topics:
m  Troubleshooting Network Issues on page 123
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m Troubleshooting Device Issues on page 128

m  Advanced Device Troubleshooting on page 130

Troubleshooting Network Issues

Network check aims to identify, diagnose, and debug issues detected in an Aruba Central-managed network.
The Network Check tab on the Tools page captures the troubleshooting utilities that are used to test a

network entity and collect results based on your selection.

To perform a diagnostic check on the Aruba Central-managed network, complete the following steps:

1. In the Network Operations app, use the filter to select a group, device, label or site.

2. Under Analyze, click Tools. The Tools page opens.

3. Click the Network Check tab.
4. Select a device. You can run diagnostic checks on the following types of devices managed by Aruba

Central:

m  Access Points

m  Switches

s Gateways
Table 33 lists the tests available for each device type:

Table 33: Tests and Devices

Test Access Point | Switch Gateway
Ping Test Available Available | Available
Traceroute | Available Available | Available
HTTP Test Available NA NA
HTTPS Test | Available NA NA

TCP Test Available NA NA

Speed Test | Available NA NA

Devices which are already running commands shall not execute newly added commands.

This section includes the following topics:

m Troubleshooting AP Connectivity Issues

m Troubleshooting Switch Connectivity Issues

m  Troubleshooting Gateway Connectivity Issues
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Troubleshooting AP Connectivity Issues

The following tests are available to diagnose issues pertaining to WLAN network connections:

Ping Test

Sends ICMP echo packets to the hostname or IP addresses of the selected devices to check for latency issues.

To perform a ping test on APs:

1.

In the Network Operations app, use the filter to select a group, device, label or site.

2. Under Analyze > Tools, click Network Check.

3. From the Device Type drop-down list, select Access Point.
4.
5
6

From the Test drop-down list, select Ping Test.

. From the Sources drop-down list, select source(s). You can select multiple APs.
. From the Destination Type drop-down list, select one of the following:

Hostname/IP Address—Enter the hostname or IP address.
Client—Select a client.

7. Enter the count in the range as mentioned in the field. The count should be a number between 1 to 300.

. Click Run. The output is displayed in the Device Output section.

Traceroute

Tracks the packets routed from a network host.

To perform a traceroute test on APs:

1.
. Under Analyze > Tools, click Network Check.

N o o M WON

In the Network Operations app, use the filter to select a group, device, label or site.

. From the Device Type drop-down list, select Access Point.

. From the Test drop-down list, select Traceroute.

. From the Sources drop-down list, select source(s). You can select multiple APs.
. Enter the hostname or IP address.

. Click Run. The output is displayed in the Device Output section.

HTTP Test

Sends packets to the HTTP URL and tries to establish a connection and exchange data. If the HTTP website
returns a response, the issue could be isolated to the client device.

To perform an HTTP test on APs:

1.

2.
3.
4.
5.
6.

In the Network Operations app, use the filter to select a group, device, label or site.

Under Analyze > Tools, click Network Check.

From the Device Type drop-down list, select Access Point.

From the Test drop-down list, select HTTP Test.

From the Sources drop-down list, select source(s). You can select multiple APs.

Enter the HTTP URL for which you want to perform the HTTP test, in the URL field, For example,

http://hostname or http://ipaddress.
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7. Enter the timeout value in seconds. The value should be between 1 to 10 seconds. The default timeout
valueis 1 second.

8. Click Run. The test output is displayed in the Device Output section.

Important Points to Note

m HTTP test is supported only from version 8.3.0.0 or above.
m The test supports only IPv4 address or domain name in the URL field.

HTTPS Test

Sends packets to the HTTPS URL and tries to establish a connection and exchange data. If the HTTPS website
returns a response, the issue could be isolated to the client device. HTTPS is a performance test to identify the
time taken to load a web page.

To perform an HTTPS URL test on APs:

1. In the Network Operations app, use the filter to select a group, device, label or site.
2. Under Analyze > Tools, click Network Check.

3. From the Device Type drop-down list, select Access Point.

4. From the Test drop-down list, select HTTPS Test.

5. From the Sources drop-down list, select source(s). You can select multiple APs.

6.

Enter the HTTPS URL for which you want to perform the HTTPS test, in the URL field, For example,
https://URL or https://IPv4.

7. Enter the timeout value in seconds. The value should be between 1 to 10 seconds. The default timeout
valueis 1 second.

8. Click Run. The test output is displayed in the Device Output section.

Important Points to Note

m HTTPS test is supported only from version 8.4.0.0 or above.
m The test supports only IPv4 address or domain name in the URL field.

TCP Test

Sends packets to the host, for example, FTP server, and tries to establish a connection and exchange data. If
the FTP server returns a response, the issue could be isolated to the client device.

To perform a TCP test on APs:
1. In the Network Operations app, use the filter to select a group, device, label or site.
. Under Analyze > Tools, click Network Check.
. From the Device Type drop-down list, select Access Point.
. From the Test drop-down list, select TCP Test.
. From the Sources drop-down list, select source(s). You can select multiple APs.
. Enter avalid IPv4 address in the Host field. Hostname is not supported.
. Enter the port number., in the Port field. The port number should be between 1 to 65535.

. Enter the timeout value in seconds, in the Timeout field. The value should be between 1 to 10 seconds.
The default timeout value is 5 seconds.

oo N o ol A WN

9. Click Run. The output is displayed in the Device Output section.
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Important Point to Note

m TCP test is supported only from version 8.3.0.0 or above.

Speed Test

Performs a speed test to measure network speed and bandwidth. The speed test diagnostic tool is available
only for Instant AP. To perform a speed test, you must provide the iPerf server address, protocol type, and
speed test options such as bandwidth.
To execute a speed test on APs:
1. In the Network Operations app, use the filter to select a group, device, label or site.
. Under Analyze > Tools, click Network Check.
. From the Device Type drop-down list, select Access Point.
. From the Test drop-down list, select Speed Test.
. From the Sources drop-down list, select source(s). You can select multiple APs.
. Inthe Host field, enter a valid hostname.
. From the Protocol drop-down list, select the protocol. The available options are TCP or UDP.
. In the Options field, enter the option. For example, bandwidth.
. Click Run. The test output is displayed in the Device Output section.

O 00 N OO0 U1 M W N

While performing troubleshooting on APs, a maximum of 20 APs are listed in the drop-down list. If there are more
than 20 APs, use the Search option to search for an AP on which you would like to perform diagnostic checks.

HOTE
Troubleshooting Switch Connectivity Issues
The following tests are available to diagnose issues pertaining to wired network connections:
Ping Test
Sends ICMP echo packets to the IP address of the selected switch to check for latency issues.
To perform a ping test on switches:
1. In the Network Operations app, use the filter to select a group, device, label or site.
2. Under Analyze > Tools, click Network Check.
3. From the Device Type drop-down list, select Switch.
4. From the Test drop-down list, select Ping Test.
5. From the Sources drop-down list, select source(s). You can select multiple switches.
You can select Aruba Switch or Mobility Access Switch from the Sources drop-down list.
HOTE

6. From the Destination Type drop-down list, select one of the following;
Hostname/IP Address—Enter the hostname or IP address.

Client—Select a client.

~

. In the Repetitions field, enter the repetition value. The value should be between 1 to 10000.
. Inthe Data Size field, enter the data size. The value should be between 0 to 65471.

(0]
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Mobility Access Switches do not support repetition and data size.

HOTE

9. Click Run. The test output is displayed in the Device Output section.

Traceroute
Tracks the packets routed from a network host.

To perform a traceroute test on switches:
1. Inthe Network Operations app, use the filter to select a group, device, label or site.
. Under Analyze > Tools, click Network Check.
. From the Device Type drop-down list, select Switch.
. From the Test drop-down list, select Traceroute.
. From the Sources drop-down list, select source(s). You can select multiple switches.
. Enter the hostname or IP address.

N o o N

. Click Run. The output is displayed in the Device Output section.

Troubleshooting Gateway Connectivity Issues

The following tests are available to diagnose issues pertaining to WAN or SD-WAN network connections:

Ping Test
Sends ICMP echo packets to the IP addresses of the selected devices to check for latency issues.

To perform a ping test on Gateways:

—_

. In the Network Operations app, use the filter to select a group, device, label or site.
2. Under Analyze > Tools, click Network Check.

3. From the Device Type drop-down list, select Gateway.

4. From the Test drop-down list, select Ping Test.

5. From the Sources drop-down list, select source(s). You can select multiple Gateways.
6. From the Destination Type drop-down list, select one of the following;

s Hostname/IP Address—Enter the hostname or IP address.

Client—Select a client.

VPNC—Select the VPN Concentrator.

7. Inthe Packet Size field, enter the packet size to capture and store the data packet to analyze network
issues at a later stage. The range is from 10 to 2000 Bytes.

8. In the Count field, enter the count. The value should be between 1 to 100.
9. Click Run. The output is displayed in the Device Output section.

Traceroute
Tracks the packets routed from a network host.

To perform a traceroute test on Gateways:
1. Inthe Network Operations app, use the filter to select a group, device, label or site.
2. Under Analyze > Tools, click Network Check.
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HNOTE

3. From the Device Type drop-down list, select Gateway.

4. From the Test drop-down list, select Traceroute.

5. From the Sources drop-down list, select source(s). You can select multiple Gateways.
6. Enter the hostname or IP address.

7. Click Run. The output is displayed in the Device Output section.

Viewing the Device Output

After you execute troubleshooting commands on the devices, Aruba Central displays the output in the Device
Output section of the Tools page.

The output pane displays a list of devices on which the troubleshooting commands were executed, the test
type, initial timestamp, source, and target. It also shows the status of the tests as, in progress, complete, and
the buffer time. If there are multiple devices, select the device for which you want to view the output.

Output history of device with buffer space issues shall be automatically cleared.

You can perform the following tasks from the Device Output section:

m Click Clear to clear the output. You can clear the output for a single device or for all devices. The Clear
option is disabled for read-only users.

m Click the Search icon to search for text in the output.

m Click the Email icon and click Send to send the output as an email. You can also add email recipients in the
CCfield.

m Click the Export to export the command output as a zip file.
m Click the maximize icon to maximize the device output pane.

For more information on the output displayed for the CLI commands, see the following documents:

m Aruba Instant CLI Reference Guide for Instant AP CLI command output

m  HPE ArubaOS-Switch Management and Configuration Guide for Aruba Switch CLI command output
m  ArubaOS 7.4.x CLI Reference Guide for Mobility Access Switches CLI command output

m  ArubaOS CLI Reference Guide for SD-WAN Gateway CLI command output

Device check aims to identify, diagnose, and debug issues on your device. The Device Check tab in the Tools
page can be used to perform troubleshooting check for Aruba Switches only. When a troubleshooting
operation is initiated, Aruba Central establishes a session with the Switch selected for the troubleshooting
operation and displays the output in the Device Output section.
To perform a device check on a switch, complete the following steps:

1. In the Network Operations app, use the filter to select a group, device, label or site.

2. Under Analyze, click Tools. The Tools page opens.

3. Click the Device Check tab.

By default, the Device Type is set to Switch if a switch is configured in the data path, else a warning is displayed.

Multiple device selection is not allowed at this level.
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Devices which are already running commands shall not execute newly added commands.

4. From the Switch drop-down list, select the switch.
5. Select one of the following tests to perform diagnostic checks on the selected switch:

s Cable Test—Enables testing of the electrical connections in the switch cable. It checks whether the
cabling is conformed to the cabling plans and is of expected quantity. It is useful for production and
maintenance.

Cable Test is supported only from version 16.05.000 or above.

= Interface Bounce—Restarts the port interface and forces a client to re-initiate a DHCP request. This
option is available only for Aruba Switches.

m PoE Bounce—Restarts the PoE port and the device that is either connected to the PoE port or powered
by it. This option is available only for Aruba Switches.

If you select Cable Test, PoE Bounce, or Interface Bounce, you must enter the port number or the port number
range as mentioned in the example text.

If you navigate to the Tools page from the Clients page, under Device Check the client context is already set and
the port number is auto filled based on the client selected.

s Chassis Locate—Activates the Switch locator LED. The locator LED indicates the physical location
where an Aruba Switch is currently installed.

Important Point to Note
e Interface Bounce, PoE Bounce, and Chassis Locate are supported above version 16.04.000.
6. Click Run. The output is displayed in the Device Output section.

Viewing the Device Output

After you execute troubleshooting commands on the devices, Aruba Central displays the output in the Device
Output section of the Tools page.

The output pane displays a list of devices on which the troubleshooting commands were executed, the test
type, initial timestamp, source, and argument. It also shows the status of the tests as, in progress, complete,
and the buffer time.

Output history of device with buffer space issues shall be automatically cleared.

You can perform the following tasks from the Device Output section:

m Click Clear to clear the output. You can clear the output for a single device or for all devices. The Clear
option is disabled for read-only users.

m Click the Search icon to search for text in the output.

m Click the Email icon and click Send to send the output as an email. You can also add email recipients in the
CC field.

m Click the Export to export the command output as a zip file.

m (Click the maximize icon to maximize the device output pane.

Unlike the other tests, for Cable Test, the output is displayed in a tabular format, and you cannot download,
email, or export the output.
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For more information on the output displayed for the CLI commands, see the following documents:

m Aruba Instant CLI Reference Guide for Instant AP CLI command output

m  HPE ArubaOS-Switch Management and Configuration Guide for Aruba Switch CLI command output
m ArubaOS 7.4.x CLI Reference Guide for Mobility Access Switches CLI command output

m  ArubaOS CLI Reference Guide for SD-WAN Gateway CLI command output

Advanced device check aims to identify, diagnose, and debug issues on your device at an advanced level using
commands. The Commands tab on the Tools page lists commands specific to a particular device to test the
device entity and collect results based on your selection. When a troubleshooting operation is initiated, Aruba
Central establishes a session with the devices selected for the troubleshooting operation and displays the
output in the Device Output section.
To perform advanced troubleshooting on devices, complete the following steps:

1. Inthe Network Operations app, use the filter to select a group, device, label or site.

2. Under Analyze, click Tools. The Tools page opens.

3. Click the Commands tab.

4. Select a device. Network administrators can perform advanced troubleshooting on the following types of
devices managed by Aruba Central:

m  Access Points
m  Switches

m  Gateways

Devices which are already running shall not execute newly added commands.

HOTE

Troubleshooting Access Points

To troubleshoot APs at an advanced level:
1. In the Network Operations app, use the filter to select a group, device, label or site.
. Under Analyze > Tools, click Commands.
. In the Commands tab, select the device type as Access Point.

2
3
4. From the Available Devices drop-down list, select the AP. You can select multiple APs.
5. Select any command category and the Commands pane displays the associated commands.
6. Click Add> to add the selected commands to the Selected Commands pane.

7

. (Optional) Enter the client MAC or IP address of the selected command and click Apply. If you do not
want to apply any filter, click Apply without entering any value in the client MAC or IP address field.

8. (Optional) Select command(s) and click <Remove to remove selected command(s) or click <Remove All
to clear the Selected Commands pane.

9. (Optional) To set a frequency for automatically executing the troubleshooting commands:
a. Click the Repeat check box.

b. Specify an interval for executing the troubleshooting commands. You can also specify how frequently
the commands must be executed during a given interval.

c. Click Reset to modify the values in all the fields, and Cancel All for canceling all the repeats. Click the
stop icon to stop a particular repeat.

10. Click Run. The output is displayed in the Device Output section.
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NOTE

To perform advanced troubleshooting on APs, the minimum software version required on Instant APs is 6.4.3.1-
4.2.0.3.

To perform advanced troubleshooting on Mobility Access Switches, the minimum version support is 7.4.0.6.

Troubleshooting Switches

To troubleshoot switches at an advanced level:

1. Inthe Network Operations app, use the filter to select a group, device, label or site.
. Under Analyze > Tools, click Commands.
. In the Commands tab, select the device type as Switch.

2
3
4. From the Available Devices drop-down list, select the switch. You can select multiple switches.
5. Select any command category and the Commands pane displays the associated commands.

6. Click Add> to add the selected commands to the Selected Commands pane.

7

. (Optional) Enter the client MAC or IP address of the selected command and click Apply. If you do not
want to apply any filter, click Apply without entering any value in the client MAC or IP address field.

8. (Optional) Select command(s) and click <Remove to remove selected command(s) or click <Remove All
to clear the Selected Commands pane.

9. (Optional) To set a frequency for automatically executing the troubleshooting commands:
a. Click the Repeat check box.

b. Specify an interval for executing the troubleshooting commands. You can also specify how frequently
the commands must be executed during a given interval.

c. Click Reset to modify the values in all the fields, and Cancel All for canceling all the repeats. Click the
stop icon to stop a particular repeat.

10. Click Run. The output is displayed in the Device Output section.

Troubleshooting Gateways

To troubleshoot Gateways at an advanced level:

1. In the Network Operations app, use the filter to select a group, device, label or site.
. Under Analyze > Tools, click Commands.
. In the Commands tab, select the device type as Gateway.

2
3
4. From the Available Devices drop-down list, select the Gateway. You can select multiple Gateways.
5. Select any command category and the Commands pane displays the associated commands.

6. Click Add> to add the selected commands to the Selected Commands pane.

7

. (Optional) Select command(s) and click <Remove to remove selected command(s) or click <Remove All
to clear the Selected Commands pane.

8. (Optional) To set a frequency for automatically executing the troubleshooting commands:
a. Click the Repeat check box.

b. Specify an interval for executing the troubleshooting commands. You can also specify how frequently
the commands must be executed during a given interval.

c. Click Reset to modify the values in all the fields, and Cancel All for canceling all the repeats. Click the
stop icon to stop a particular repeat.

9. Click Run. The output is displayed in the Device Output section.

| Account Home Aruba Central | User Guide



HNOTE

Filtering Commands

In order to streamline the debug process and avoid huge data generation while troubleshooting, few
commands enable Client MAC address, IP Address, and Port filtration. There are two types of filtration
available:

Mandatory filters— Commands marked with '*'

1. Based on your device perform the task till step 4.

2. Select the command marked with '*' and click Add.

The Additional Filters dialog box appears.

3. Enter the parameters such as, Client MAC address, IP address, port number, port list, or policy name as
required.

The parameters are generated based on the commands selected.

4. Click Apply.

In case of mandatory filter commands, if you do no enter the filtering parameters in the additional filters dialog box,
the command does not get added to the selected command pane and you cannot perform the troubleshooting.

5. (Optional) Click Edit All to reset the filtration parameters for all the commands added in the selected
command pane.

Optional filters— Commands marked with '+'

1. Based on your device perform the task till step 4.
2. Select the command marked with '*" and click Add.
The Additional Filters dialog box appears.

3. Enter the parameters such as, Client MAC address, IP address, port number, port list, or policy name as
required.

The parameters are generated based on the commands selected.
4. Click Apply.

In case of optional filter commands, if you do no enter the filtering parameters in the additional filters dialog box, the

command still gets added to the selected command pane and you can perform your troubleshooting.

5. (Optional) Click Edit All to reset the filtration parameters for all the commands added in the selected
command pane.

Viewing the Device Output

After you execute troubleshooting commands on the devices, Aruba Central displays the output in the Device
Output section of the Tools page.

If there are multiple devices, select the device for which you want to view the output. It shows the status of the
tests as, in progress, complete, and the buffer time.

Output history of device with buffer space issues shall be automatically cleared.

You can perform the following tasks from the Device Output section:

Click Clear to clear the output. You can clear the output for a single device or for all devices. The Clear
option is disabled for read-only users.

Click the Search icon to search for text in the output.
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m Click the Email icon and click Send to send the output as an email. You can also add email recipients in the
CCfield.

m Click the Export to export the command output as a zip file.
m Click the maximize icon to maximize the device output pane.

For more information on the output displayed for the CLI commands, see the following documents:

m Aruba Instant CLI Reference Guide for Instant AP CLI command output

m  HPE ArubaOS-Switch Management and Configuration Guide for Aruba Switch CLI command output
m ArubaOS 7.4.x CLI Reference Guide for Mobility Access Switches CLI command output

m  ArubaOS CLI Reference Guide for SD-WAN Gateway CLI command output

Viewing Audit Trails in the Account Home Page

The Audit Trail page in Account Home shows the logs for all the device management, configuration, and user
management events triggered in Aruba Central and ClearPass Device Insight. You can search or filter the audit
trail records based on any of the following columns:

m  Occurred on (Custom Range)
= Username

m |P Address

Category

Description

Target
m  Source (Only in the MSP mode)

To view audit trail logs:
1. Inthe Account Home page, under Global Settings, click Audit Trail.
The Audit Trail page opens.
2. From the Select App drop-down list, select one of the following:
m All Apps—Displays audit trail logs for all apps.
=  Network Operations—Displays audit trail logs for the Network Operations app.
= ClearPass Device Insight—Displays audit trail logs for the ClearPass Device Insight app.

The following table describes the fields displayed in the Audit Trail table:

Table 34: Audit Trail Details

Parameter | Description

Occurred Time stamp of the events for which the audit trails are shown.
On

IP Address IP address of the client device.

Username Username of the admin user who applied the changes.

Target Group or device to which the changes were applied.
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NOTE

Table 34: Audit Trail Details

Parameter | Description

Source Tenant account in which the changes occurred.
NOTE: This column is applicable only in the MSP mode.

Category Type of modification and the affected device management category.

Description | A short description of the changes such as subscription assignment, firmware upgrade, and

configuration updates. Click * to view the complete details of the event. For example, if an event
was not successful, click the ellipsis to view the reason for the failure.

Viewing Audit Trails in the Standard Enterprise Mode

The Audit Trail page in the Standard Enterprise Portal shows the total number logs generated for all device
management, configuration, and user management events triggered in Aruba Central. You can search or filter
the audit trail records based on any of the following columns:

m  Occurred on (Custom Range)
= Username

m |P Address

Category

m Description
m Target
To view the Audit Trail logs perform the following steps:
1. In the Network Operations app, use the filter to select a group or a device.
2. Under Analyze, click Audit Trail. The Audit Trail table is displayed with the following details:

Occurred On— Timestamp of the audit log. Use the sort option to sort the audit logs by date and time.
Use the filter option to select a specific time range to display the audit logs.

IP Address—IP address of the client device.

Username—Username of the admin user who applied the changes.

Target—The group or device to which the changes were applied.

Category—Type of modification and the affected device management category. See Classification of Audit
Trails.

m Description—A short description of the changes such as subscription assignment, firmware upgrade, and

configuration updates. Click ! to view the complete details of the event. For example, if an event was not
successful, clicking the ellipsis displays the reason for the failure.

To customize the Audit Trail table, click the eclipses @ icon to select the required columns, or click Reset to
default to set the table to the default columns.

Classification of Audit Trails

The audit trail is classified according to the type of modification and the affected device management category.
The category can be one of the following:

m Alert Configuration

m APl Gateway

m  Configuration
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m Device Management

m Federated User Activity
m  Firmware Management
=  Gateway Management
m  Groups

s Guest

m Install Manager

m Label Management

= MSP

s RBAC

= Reboot

= SAML Profile

m Sites Management

m Subscription Management
m  Templates

m Tools

m  User Activity

= User Management

= Variables

The device monitoring dashboards allow you to remove an offline device. However, you will not be able to
remove a device completely from Aruba Central database, because the device entry remains in the Device
Inventory page. The devices appearing in the Device Inventory page shows the hardware devices that
belong to your account or purchase order.

For information on removing an offline device, see the following topics:

m Deleting an Offline AP
m Deleting an Offline Switch

m Deleting an Offline Gateway

Removing a Device from the Device Inventory Page

You cannot remove a device completely from Aruba Central, but you can unsubscribe the device. After you
unsubscribe, the device status changes to Unsubscribed in the Device Inventory page. If you have more
than one Aruba Central account and if another Aruba Central user adds this unsubscribed device to another
Aruba Central account, the device entry is removed from the Device Inventory page in your Aruba Central
account.

Aruba Central users are broadly categorized as follows:

m  Network Administrators—Network administrators manage, configure, and monitor devices in their
respective network or organization using the Aruba Central Standard Enterprise interface.

m Service Provider Administrators—Service Provider administrators are referred to as the MSP administrators
who create, manage, and monitor accounts for multiple organizations (tenants). For MSP accounts, the
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Network Operations app provides a separate interface called the MSP View, using which MSP administrators
can provision and manage their respective tenant accounts. Tenant account users' access is limited to their
respective account or network setup. For more information on creating tenant accounts, see the Aruba
Central MSP User Guide.

Within each Aruba Central account, the admin users of the respective accounts can configure and manage the
following types of users:

m System users—Users who authenticate to the Aruba SSO server (public cloud deployments) or LocalDB
servers (private cloud deployments). System users can access both the Ul and APl interface with their Aruba
Central login credentials. Access for the system users is determined by the role to which they are mapped.
For more information on configuring system users, see Configuring System Users on page 136.

m External users—Users who log in to Aruba Central using an external authentication source. External user
accounts are maintained by IT administrators of the respective organizations. External users are also
referred to as federated users. To provide a secure and seamless sign-on experience for external users,
Aruba Central supports a federation configuration module based on the SAML SSO framework. For more
information on configuring the SAML SSO framework for federated users, see the Aruba Central SAML SSO
Solution Guide.

The following table lists the tasks that you can perform from the Users and Roles page:

Table 35: Users and Roles—Tasks

Task For more information...

Create, modify, or delete users Configuring System Users on page 136
Create, modify, or delete user roles Configuring User Roles on page 139
Resend email invitation to users Resend Email Invite on page 137

Enable Two-Factor Authentication (2FA) | Two-Factor Authentication on page 142

Enable support access to debug issues | Support Access on page 144

Configuring System Users

In the Account Home page, the Users & Roles option under Global Settings allows you to create, modify,
and delete users.

NOTE

This section describes the procedure for configuring users in an enterprise account. For information on how to
configure system users in the MSP mode, see the Aruba Central Managed Service Provider User Guide.

Adding a System User

To add a user, complete the following steps:
1. In the Account Home page, under Global Settings, click Users & Roles.
The Users and Roles page is displayed.
2. Click Add User.
The New User window is displayed.
3. Configure the following parameters:
= Username—Email ID of the user. Enter a valid email address.
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Description—Description of the user role. You can enter up to a maximum of 32 characters including
alphabets, numbers, and special characters in the text field.

Language—Select a language. The Aruba Central web interface is available in English, French, Spanish,
German, Brazilian Portuguese, Chinese, and Japanese languages.

Account Home—Select a user role for the Account Home page. If there are common modules
between Account Home and other app(s), the Account Home user role has higher precedence. For

example, the Devices and Subscription module in the Network Operations app.

If an application is not provisioned, that application is not listed in the New User pop-up window.

HOTE

=  Network Operations—Select a user role for the Network Operations application.

m If you assign the user role guestoperator, readonly, or readwrite, from the Select Groups drop-

down list, select group(s). By default, the admin user role has access to all groups.

m ClearPass Device Insight—Select a user role for the ClearPass Device Insight application.

For more information on user roles, see Configuring User Roles.

4. Click Save. An email invite is sent to the user with a registration link. Users can use this link to access

Aruba Central.

The registration link in the email invite is valid for 15 days. The link expiry date is also mentioned in the registration

email notification:
Click to register your account.

R If the link does not work, please copy and paste the following URL in the address bar of your browser:

The above link expires on Dec 23 2019

NEW USER X

USERNAME
rbac-test@bing.com

DESCRIPTION (OPTIONAL)

LANGUAGE

English v
Account Home: admin v

SELECT GROUPS '
Network Operations: guestoperator v * topo-sim-group

X BOCSIM-GATEWAYS
m

Resend Email Invite

If any user has not received the email invite, complete the following steps to resend the invite;
1. Click Actions and slide the Resend Invitation To Users toggle button to the right.
2. Enter the email ID and click Resend Invite.
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Viewing User Details

In the Account Home page, under Global Settings, click Users & Roles. The Users tab is displayed. The List
of Users table displays the following information:

s  Email ID of the user.

m Type of user. The user can be system user or external user.

m Description of the user.

m Role assigned for the Network Operations app.

m Role assigned for the ClearPass Device Insight app. This option is displayed only if the ClearPass Device
Insight app is provisioned and if you have subscribed to the app.

m Role assigned for the Account Home page.
m Allowed groups for the user.

m Last active time of the user. If the last active time cell is blank, the user has not logged in after the product
upgrade.

Editing a User
To edit a user account, complete the following steps:
1. In the Account Home page, under Global Settings, click Users & Roles.
The Users tab opens.
2. Inthe List of Users table, select the user and click the edit icon.
3. Inthe Edit User <"Username"> window, modify description, role, or allowed groups.
4. Click Save.

Deleting a User
To delete a user account:
1. In the Account Home page, under Global Settings, click Users & Roles.
The Users tab opens.
2. Inthe List of Users table, select the user and click the delete icon.
3. Confirm user deletion in the Confirm Action dialog box.

Viewing Audit Trail Logs for Users

Audit logs are generated when a new user is created and an existing user is modified or deleted from the Aruba
Central account. It also records the login and logout activities of users.
To view audit logs for Aruba Central users:
1. In the Account Home page, under Global Settings, click Audit Trail.
The Audit Trail page is displayed.

2. To view audit logs for user addition, modification, or deletion, click the filter in the Classification column,
and select User Management.

3. To filter audit logs about user activity, click the filter in the Classification column, and select User
Activity.
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Configuring User Roles

Arole refers to a logical entity used for determining user access to devices and application services in Aruba
Central. Users are always tagged to roles that govern the level of user access to the Aruba Central applications

and services.

Access control for federated users is determined by the attributes set in the IDP.

Aruba Central supports a set of predefined roles with different privileges and access permissions. You can also
configure custom roles.

Predefined User Roles

The Users & Roles page allows you to configure the following types of users with system-defined roles:

Table 36: Predefined User Roles

Application | User Role Privilege
Account admin Administrator for the Account Home page. If there are common modules
Home between Account Home and other app(s), the Account Home user role has
higher precedence and the user is granted permission if the operation is initiated
from the Account Home page.
readwrite Can view and modify settings in the Account Home page and all Global
Settings pages.
readonly Canview the Account Home page and all Global Settings pages.
Network admin Administrator for the Network Operations application. Has access to Account
Operations Home > Global Settings. This is applicable only if the Account Home role is not
set or is not conflicting.
deny-access Cannot view the Network Operations application.
guestoperator | Has guest operator access for the Network Operations application. User does
not have access to Account Home > Global Settings.
readonly Has read-only access to Account Home > Global Settings and the Network
Operations application.
readwrite Has read-write access to Account Home > Global Settings and the Network
Operations application.
Has access to view and modify data using the Aruba Central Ul or APIs. However,
the user cannot execute APIs to:
m Enable or disable MSP mode.
m Perform operations in the following pages:
® Account Home > Users & Roles
® Network Operations application > Organization > Labels and Sites
ClearPass admin Administrator for the ClearPass Device Insight application.
Device
Insight deny-access Cannot view the ClearPass Device Insight application.
readonly Can launch and view all the pages in the ClearPass Device Insight application.

| Account Home
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Custom Roles

Along with the predefined user roles, Aruba Central also allows you to create custom roles with specific security
requirements and access control. However, only users with the administrator role and privileges can create,
modify, clone, or delete a custom role in Aruba Central.

With custom roles, you can configure access control at the application level and specify access rights to view or
modify specific application services or modules. For example, you can create a custom role that allows access
to a specific applications like Guest Management or Network Management and assign it to a user.

MSP tenant account users cannot add, edit, or delete roles.

Adding a Custom Role

The following are the permissions that you can associate with a custom role:
m User roles with Modify permission can perform add, edit, or delete actions within the specific module.
m Userroles with View Only permission can only view the specific module.
m Userroles with Block permission cannot view that particular module.
To add a custom role, complete the following steps:
1. In the Account Home page, under Global Settings, click Users & Roles.
2. Click the Roles tab.
3. Click Add Role. The New Role window is displayed.
4. Specify aname for the role.
5. From the drop-down list, select one of the following:

Account Home—To manage access to devices and subscriptions in Aruba Central.

= Network Operations—To set permissions at the module level in the Network Operations
application.

m ClearPass Device Insight—To set permissions at the module level in the ClearPass Device Insight

application. This option is displayed only if the ClearPass Device Insight app is provisioned and if you
have subscribed to the app.

6. For Network Management and MSP modules, you can set access rights at the module level.

To set view or edit permissions or block the users from accessing a specific module, complete the
following steps:

a. Click Customize.
b. Select one of the following options for each module as required:
View Only
= Modify
= Block
7. Click Save.
8. Assign the role to a user account as required.
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Module Permissions

Aruba Central allows you to define user roles with view or modify permissions. You can also block user access
to some modules. For example, if the Guest Management module is blocked for a specific user role, the
corresponding pages are not displayed in the Ul.

Aruba Central supports setting permissions for the following modules:

Table 37: Permissions

Application

Account Home

Module

Devices and
Subscription

Description

Aruba recommends users to add devices and assign keys and
subscriptions to devices in the Account Home page.

Network Operations

MSP

Allows users with administrator role and privileges to define
user access to MSP modules such as Customer Management
and Portal Customization. The MSP tenant account user does
not have access to the MSP application. Even if a tenant
account user is assigned a custom role having MSP application
privileges:

m Tenant account user does have access to the MSP

application.

m MSP will not appear in the Account Home > Global

Settings > Users & Roles > Roles > Allowed Applications

list.

Group
Management

Allows users to create, view, modify, and delete groups and
assign devices to groups.

Devices and
Subscription

Users cannot edit or set permissions for this module. Modify
and Block options are disabled. By default, the View Only
permission is set.

Network Allows users to configure, troubleshoot, and monitor Aruba

Management Central-managed networks.

Guest Allows users to configure cloud guest splash page profiles.

Management

AirGroup Allows users to define or block user access to the AirGroup
pages.

Presence Allows users to access the Presence Analytics app and analyze

Analytics user presence data.

VisualRF Allows user to access VisualRF and RF heatmaps.

Unified Allows users to access the Unified Communications pages.

Communications

Install Manager

Allows users to manage installer profiles and site installations.

Reports Allows users to view and create reports.
Other Allows users to access other applications modules such as
Applications notifications and Virtual Gateway deployment service.

| Account Home
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Application Module Description

ClearPass Device Insight Classified Allows users to view or modify system and user-classified
NOTE: This option is devices devices.
displayed only if the
ClearPass Device Insight Generic devices Allows users to view or modify devices which are not classified
app is provisioned and if by system or user.
you have subscribed to the
app. User classified Allows users to view or modify user-classified devices.
devices
Discovery Allows users to view, create, modify, or delete discovery
settings settings.
Application Allows users to view or modify application level user settings
settings
Reports Allows users to view create and view reports
Othe.r . Allows users to define or block access to other applications.
Applications

Viewing User Role Details
To view the details of a user role, complete the following steps:
1. In the Account Home page, under Global Settings, click Users & Roles.
2. Click the Roles tab. The Roles tab displays the following information:
= Role Name—Name of the user role.
= Allowed Applications—The application(s) to which the user account is subscribed to.
m Assigned Users—Number of users assigned to a role.

Editing a User Role
To edit a user role, complete the following steps:
1. Inthe Account Home page, under Global Settings, click Users & Roles.
2. Click the Roles tab.
3. Inthe List of Roles table, select the role and click the edit icon.
4. In the Edit Role <"Rolename"> window, modify the permissions set for module(s).
5. Click Save.

Deleting a User Role
To delete a user role, ensure that the role is not associated to any user and complete the following steps:
1. In the Account Home page, under Global Settings, click Users & Roles.
2. Click the Roles tab.
3. Inthe List of Roles table, select the role and click the delete icon.
4. Confirm role deletion in the Confirm Action dialog box.

Two-Factor Authentication

Aruba Central now supports two-factor authentication for both computers and mobile phones to offer a
second layer of security to your login, in addition to password. When two-factor authentication is enabled on a
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user account, the users can sign in to their Aruba Central account either through the mobile app or the web
application, only after providing their password and the six-digit verification code displayed on their trusted
devices.

When two-factor authentication is enabled at the customer account level, all the users belonging to the
customer account are required to complete the authentication procedure when logging in to Aruba Central. If a
user account is associated with multiple customer accounts and if two-factor authentication is enabled on one
of these accounts, the user must complete the two-factor authentication during the login procedure.

If two-factor authentication is enabled on your accounts, you must install the Google Authenticator app on
your devices such as mobile phones to access the Aruba Central application. When the users attempt to log in
to Aruba Central with their credentials, the Google Authenticator app provides a six-digit verification code to
complete the login procedure.

Installing the Google Authenticator App
For two-factor authentication, ensure that the Google Authenticator app is installed on your mobile device.

During the registration process, the Aruba Central application shares a secret key with the mobile device of the
user over a secure channel when the user logs in to Aruba Central. The key is stored in the Google
Authenticator app and used for future logins to the application. This prevents unauthorized access to a user
account as this authentication procedure involves two-levels for secure transaction.

When you register your mobile device successfully, the Google Authenticator app generates a six-digit token
for the second level authentication. The token is generated every thirty seconds.

Enabling Two-factor Authentication for User Accounts

To enable two-factor authentication, complete the following steps:
1. Inthe Account Home page, under Global Settings, click Users & Roles.
The Users and Roles page is displayed.

2. From the Actions menu, slide the Two-Factor Authentication (2FA) toggle button to the right. The
two-factor authentication is enabled for all the users associated with the account.

Two-factor Authentication for Aruba Central Web Application

When two-factor authentication is enabled for a customer account, the users associated with that customer
account are prompted for two-factor authentication when they log in to Aruba Central.
To complete two-factor authentication, perform the following actions:

1. Access the Aruba Central website.

2. Log in with your credentials. If two-factor authentication is enforced on your account, the two-factor
authentication page opens.

3. Install the Google Authenticator app on your mobile device if not already installed.
4. Click Next.

5. If this is your first login since two-factor authentication is enforced on your account, open Google
Authenticator on your mobile device.

6. Scan the QR Code. If you are unable to scan the QR code, perform the following actions:
a. Click the Problem in Reading QR Code link. The secret key is displayed.
b. Enter this secret key in the Google Authenticator app.

¢. Ensure that the Time-Based parameter is set. Aruba Central is added to the list of supported clients
and a six-digit token is generated.

7. Click Next.
8. Enter the six-digit token.
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9. Select the Remember 2FA for 30 Days check box if you want the authentication to expire only after 30
days.
10. Click Finish.

Two-factor Authentication for the Aruba Central Mobile App
Two-factor authentication must first be enabled for your account. If two-factor authentication is not enabled,
you log in to the application directly after a successful SSO authentication.
To log in to Aruba Central app on your mobile device, perform the following actions:
1. Open the Aruba Central app on your mobile device.
2. Enter your username and password and click Log in. If the registration process is pending, an error
message is displayed:

Please register for two-factor authentication in our web app to ensure secured authentication.
3. Enter the token. On successful authentication, the Aruba Central app opens.

Registering a New Mobile Device
If you have changed your mobile device, you need to install Google Authenticator app on your new device and
register again using a web browser on your Desktop for two-factor authentication.
To register your new mobile device, complete the following steps:
1. Login to Aruba Central web application. The two-factor authentication page is displayed.
2. Click the Changed Your Mobile Device? link.

3. To register your new device and receive a reset email with instructions, click Send 2FA Reset Email. A
reset email with instructions will be sent to your registered email address.

4. Follow the instructions in the email and complete the registration.

Support Access

Aruba technical support may ask you to enable Support Access to debug issues. After you enable Support
Access, the Aruba support team can access your Aruba Central account remotely. Only users with
administrator role can enable Support Access.

Enabling Support Access
To enable Support Access, complete the following steps:
1. Inthe Account Home page, under Global Settings, click Users & Roles.
The Users and Roles page is displayed.
2. From the Actions menu, slide the Support Access toggle button to the right.

3. Set password expiry by selecting the number of days and click Get Password. A new password is
generated.

4. Copy the password and share it with the Aruba technical support representative.

Disabling Support Access
After the remote support session is complete, do the following to disable Support Access:
1. In the Account Home page, under Global Settings, click Users & Roles.
The Users and Roles page is displayed.
2. From the Actions menu, slide the Support Access toggle button to the left.
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Chapter 5

Monitoring Your Network

This chapter describes the various options available for viewing the device, client, and network details:

m  Overview on page 215

m  Network Health Dashboard on page 214

m  All Clients on page 233

m Application Visibility on page 251

m VisualRF on page 254

m  Topology on page 262

m Alerts & Events on page 265

m Reportson page 275

Overview
In the Network Operations app, perform the following steps to access the overall network summary page:

1. Set the filter to All Devices.
The Global dashboard is displayed.
2. Under Manage > Overview, the network summary page displays the following tabs:

= Summary—Displays details such as the bandwidth usage in the network, client counts, and cluster-
specific details. For more information, see Summary .

= Network Health— Displays vital information of the network sorted by site. For more information,
Network Health Dashboard.

=  WAN-—Displays information on WAN Health.

» Al Insights——Displays information on AP performance issues such as excessive channel changes,
excessive reboots, airtime utilization, and memory utilization at AP. For more information, see Al

Insights.
= VisualRF—Displays a page for viewing campuses, buildings, and floors within a network. For more
information, see Viewing Network Information.

= WiFi Connectivity—Displays connection details of all the clients connected to an AP. For more
information, see Wi-Fi Connectivity.

APs

The APs monitoring dashboard provides all the metrics about the health, status, and clients information
associated with the AP provisioned and managed through Aruba Central.

To view the Instant AP dashboard perform the following steps:
1. Inthe Network Operations app, use the filter bar to select a group.
2. Under Manage. Click Devices > Access Points to view the AP monitoring dashboard.

3. The Access Points dashboard includes the following contents:
m Usage—Displays the overall usage metrics for the APs provisioned in your Aruba Central account.
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e Usage—Displays the incoming and outgoing data traffic to and from the device.
e Clients Count—Displays the number of clients connected to an AP over a specific time period.

e Bandwidth Usage Per Network—Displays the incoming and outgoing traffic for all APs per SSID
over a specific duration.

e Client Count Per Network—Displays the number of clients connected to an AP as per SSID over a
specified time period.

4. Click the == list icon to display the AP list page.

Navigation and Granularity

To view more details about a specific AP, click the following contents:

=  Access Points—Displays the total number of APs.

m  Up—Displays the total number of APs that are up.

s  Down—Displays the total number of APs that are down.
s Radios—Displays the total number of active radios.

Clicking each of the above component displays the list of APs in respective operational states in the AP list
table. Clicking a specific AP in the table displays the corresponding AP details page.

Access Points Table

The APs table for the Access Points, Up and Down categories displays a list of APs with the following
information:

Device Name—Name of the AP.

Clients—Clients connected to the AP.

Alerts—Opens alerts related to APs.

Channel—Channels assigned under Radio 1 and Radio 2.

Power—The transmit power of Radio 1 and Radio 2 measured in decibels.

Utilization—The percentage of time (normalized to 255) that the channels of Radio 1 and Radio 2 are
sensed to be busy. The AP uses either the physical or the virtual carrier sense mechanism to sense a busy
channel. This percentage not only depends on the data bits transferred but also with the transmission
overhead that makes use of the channel.

Noise Floor—The noise at the radio receivers of Radio 1 and Radio 2. Along with the thermal noise, Noise
Floor may be affected by certain types of interference sources, though not all interference types result in
increased noise floor. Noise Floor value may vary depending on the noise introduced by components used
in the computer or client device.

IP Address—IP address of the AP.

Model—The model number of the AP.

Serial—The serial number of the device.

Mode—The radio mode such as access or monitor.

MAC—MAC address of the AP.

Virtual Controller—Name of the Virtual Controller.

Gateway Cluster—Name of the Gateway Cluster associated with the AP.
Config Status—The configuration changes associated with the AP.
Group—Group to which the device belongs.

Labels—Labels associated with the AP.

Site—The site to which the device belongs.
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m Firmware Version—The firmware version running on the AP.

m  Uptime—Time since when the device is operational. The Uptime column is not applicable for offline
devices and remains blank for all the devices in the List of Offline APs page.

m Last Seen—The last active time and date of the device. The Last Seen column is not applicable for online
devices and remains blank for all the devices in the List of Online APs page.

m Public IP—IP address that is logged by servers when the device is connected through internet connection.

m Search box—The Search filter allows you to specify a criteria for searching devices. Aruba Central supports
single column search. It filters the search results and sorts the list of devices based on the search string
specified from a single column.

The Search filter is provided only for the Device Name, IP Address, Model, Serial, Mode, MAC, Virtual Controller,
Group, Labels, and Site columns.

To expand or collapse the column view, click the column settings icon next to the last column of the table. By default,
the AP list table displays the Device Name, Clients, Alerts, Channel, Power, IP Address, and Model columns. You
can customize the view of AP list table with additional columns such as the Utilization, Noise Floor , Serial, MAC,
Virtual Controller, Gateway Cluster, Config Status, Group, Labels, Site, Firmware Version, Uptime, Last Seen,

and Public IP. These additional columns can be selected by clicking the Q icon provided at the right corner of the
table that displays the AP list. Click the Reset button provided in the drop-down list to reset the AP list with default
columns only.

To delete a specific AP in the List of Offline APs page of the Monitoring & Reports > Network Overview > APs
tab, click the AP listed in the AP list table. A confirmation message appears. Click the Delete button to delete the AP.

To download the .csv file of the AP list table, click the ° icon provided at the right corner of the table and
select the Download CSV option. If the table contains unicode value, you must use a UTF-8 enabled software
to view the contents. To view the file in Microsoft Excel 2007 spreadsheet software, perform the following
steps to view table with unicode values:
1. Open the Microsoft Excel 2007 software.
. Click on the Data menu bar option.
. Click on the From Text icon.
. Browse to the location of the file that you want to import.
. Select the file name and click Import.
. The Text Import wizard is displayed.
. Select the file type. For .csv format, select the Delimited option.

. Select the 65001: Unicode (UTF-8) option from the drop-down list that is displayed next to the File
origin.

0o N ot N

9. Click Next. The Text ImportWizard-Step 1 of 3 page is displayed.

10. Place a check mark next to the delimiter such as the comma or full stop that was used in the file you
wish to import into Microsoft Excel 2007.

11. The Data Preview window displays the data based on the selected delimiter.

12. Click Next. The Text Import Wizard-Step 3 of 3 page is displayed. Select the appropriate data format
for each column that you want to import.

Importing one or more columns is optional.

13. Click Finish to import the data into Microsoft Excel 2007.
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When you click the Radios component in the AP list page, a table with the following columns are displayed:

m  Access Point—Name of the AP.

m Radio MAC Address—The MAC address of the AP connected to the radio.

m Band—Displays the channel change based on both 2.4 GHz and 5 GHz radios.
s Bandwidth—The bandwidth of data transferred through the radios.

m Channel—Channels assigned under Radio 1 and Radio 2.

m Utilization—The percentage of time (normalized to 255) that the channels of Radio 1 and Radio 2 are
sensed to be busy. The AP uses either the physical or the virtual carrier sense mechanism to sense a busy
channel. This percentage not only depends on the data bits transferred but also with the transmission
overhead that makes use of the channel.

m  Power(dBm)—The transmit power of Radio 1 and Radio 2 measured in decibels.
m  Noise(dBm)—The noise at the radio receivers of Radio 1 and Radio 2. Along with the thermal noise,

AP Details Page View

To view more details related to a specific AP, click the specific AP displayed in the AP list table under the
following categories:

s Access Points—Displays the total number of APs.

m  Up—Displays the total number of APs that are up.

= Down—Displays the total number of APs that are down.

m Radios—Displays the total number of active radios.

Filters

To set your dashboard view to show only the data pertaining to a group, label, site, or device, use the filter bar.
By default, Aruba Central displays data for all devices in your Aruba Central account.

To set your dashboard view to show data for specific duration, use the filtering options in Time Range filter.
By default, the data is displayed for a time range of 3 hours. To view the graphs for a different time range, click
Time Range filter and select a time range of your choice. You can choose to view data for a time period of 3
hours, 1 day, 1 week, 1 month, and 3 months.

AP Details Panel

The AP details page includes a header panel that provides the following information on the AP:

m Access Points—Displays the MAC address of the AP along with a message describing the operational
status of the device for the time range selected in the Temporal Filter.

s Device Health—Displays the health status of the device that is measured based on the CPU and memory
utilization of the device. For example, Good or Bad.

m Radio 1—Displays the health of Radio 1 indicated as Good or Bad. The health of the radios are scored
based on the Noise Floor and RF Utilization values.

m Radio 2—Displays the health of Radio 2 indicated as Good or Bad. The health of the radios are scored
based on the Noise Floor and RF Utilization values.

m Virtual Controller—Displays the name of the Virtual Controller to which the AP is connected, if the AP
details page belongs to a slave device. Clicking the Virtual Controller name displays the AP details page
corresponding to the Virtual Controller. If the AP details page belongs to a master AP, then the Virtual
Controller field displays Self.

The AP details page includes tabs that displays information specific to the AP.
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The AP details page that is opened on Mozilla Firefox web browser displays blank sections in all the tabs when the
time range is changed in the Temporal Filter or when the page undergoes auto-refresh. To populate data in the tabs,
you must switch between the tabs of the AP details page or navigate back to the AP list view to revoke the AP details

page.

Open Tools

The Open Tools button allows you access the troubleshooting utility to troubleshoot Access Point issues. For
more information on troubleshooting Access Points, see Advanced Device Troubleshooting.

Tabs in AP Details Page
To view information on the options displayed on the AP details page, click through the following:

n  Overview

m Al Insights

m Usage
m RF

m Spectrum
= Tunnels

m Location
= Events

= Actions
m Golive

Left Pane in AP Details Page

In the device context, the left pane of the AP details page displays device specific details in the following
modules under Manage, Analyze, and Maintain:
m  Overview—Displays the AP details page.

m Device—Displays all the tabs specific to device configurations. For more details, see Deploying a Wireless
Network Using Instant APs.

m Clients—Displays all the details of clients connected to the device. This tab also displays firewall session
details of clients connected to the device.

m Alerts & Events—Displays all the alerts and events associated with the device. For more details, see Access
Point Alerts.

» Audit Trail—Displays all the trails and logs associated with the device. For more details, see Viewing Audit
Trails.

m  Tools—Displays the tools required to troubleshoot network issues. For more details, see Using
Troubleshooting Tools.

» Firmware—Displays firmware specific details for the device. For more details, see Managing Software
Upgrades.
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APs—Overview Tab

The Overview tab displays the AP device details, network information, radio details including the topology of
clients connected to each radio, and the health status of the AP in the network. The Overview tab includes the
following details:

Device

The Device section displays the following general information such as the state of the AP:
m AP Model—The AP hardware model.

s Country Code—Country code in which the AP operates.

m  MAC—MAC address of the AP.

m Serial Number—Serial number of the AP.

m  Uptime—Time since when the AP is operational.

m Last Reboot Reason—The reason for the latest rebooting of AP.

m Firmware Version—The firmware version running on the AP. If the device is running an older firmware
version, this field prompts the user to upgrade to the latest firmware version along with the link to the
Maintenance > Firmware page.

m Configuration Status—The time when the device configuration was modified lately.

m Power Negotiation—The power in watts (W) negotiated on the ethernet port of the device in a wired
network.

m  Group—The group to which the AP belongs.

m Labels—Labels associated with the AP. You can also add a new label to the AP by clicking the edit icon. To
view all the labels associated with a device, hover your mouse over the Labels column.

m Blink LEDs—To enable the blinking of LEDs on the AP to identify the location. The default blinking time is
set to 5 minutes and it automatically stops after that. To stop the blink manually, click Stop Blinking.

m Site—The site to which the AP device belongs.

Network

The Network section displays information of the network and interfaces to which the AP is connected. Along
with the network profile name, the following fields are displayed in the Network section:

m Speed/Duplex—The speed of the network measured in Mbps. This field also indicates whether the
network has a full-duplex or half-duplex communication.

s VLANs—Number of VLAN connections associated with the network.

m  Current Uplink—Current uplink connection on the AP.

m IP Address—IP address of the AP.

m Public IP Address—IP address logged by servers when the AP device is connected through internet
connection.

m  DNS Name Servers—The server that has a directory of domain names and their associated IP addresses.
m IPv4 Default Gateway—A 32 bit value which is used to uniquely identify the device on a public network.
m NTP Server—The information on NTP Server.

Radios

The Radios section displays information related to Radio 1 and Radio 2 for 2.4 GHz and 5 GHz bands, and
displays the following fields:

m Mode—The type of mode for Radio 1 and Radio 2.

| Monitoring Your Network Aruba Central | User Guide



m Status—The status of the AP connected to the radio.

m Radio MAC Address—The MAC address of the AP connected to the radio.
m Channel—The channels assigned under Radio 1 and Radio 2.

m  Power—The transmit power of Radio 1 and Radio 2 measured in decibels.
m Type—The type of wireless LAN used for Radio 1 and Radio 2.

m Clients—The number of clients connected to the AP.

m  Wireless Networks—The number of SSIDs configured in the network.

Data Path

The Data Path section displays the topology of clients connected to each of the radios of the AP, which in turn
is connected to switches or gateways through VLAN.

Health Status

The Health Status trend graph indicates the health status of the device in the network for the time specified
in the Time Range Filter. You can view information such as the Health Status, Noise Floor, CPU, memory, and
channel utilization values when you move your mouse pointer to a specific area in the graph.

APs—AlI Insights

The Al Insights tab in the AP context displays information on AP performance issues such as excessive
channel changes, excessive reboots, airtime utilization, and memory utilization.
To launch the Al Insights dashboard for APs, complete the following steps:

1. Inthe Network Operations app, use the filter to select an AP.

2. Under Manage, click Devices > Access Points.

3. Click a specific online AP in the table.

The Access Point Details page is displayed.

4. Click the Al Insights tab to view a list of Al Insights that are observed in the AP. Al Insights are displayed
for a selected time period based on the time selected in Time Range Filter. Select one of the following
time range from the Time Range Filter to view insight data:

m 3 hours—Displays 3 bar graphs with exact hourly data

m 1 day—Displays 24 bars with exact hourly data

m 1 week—Displays 7 bars with past 7 days' daily data

» 1 month—Displays 30 bars with past 30 days' daily data
The graphs represent severity in different colors:

m Red—High

= Yellow—Medium

= Gray—Low

Each insight further includes categories of information present in form of tabs like, reason, band, channel, SNR
and so on. These tabs can be clicked and displays the detailed information found in that section of the Insight.

The Al Insights page displays the performance issues based on the following criteria:
m Excessive AP Channel Changes

m Clients with Low SNR Uplink Connections

m AP with High Memory Utilization
m AP with High 2.4 GHz Airtime Utilization
m AP with High 5 GHz Airtime Utilization

Aruba Central | User Guide Monitoring Your Network |



m Frequent AP Transmit Power Changes

m AP with Missing Telemetry

m AP with High CPU Utilization

m Excessive AP Reboots

m  MAC Authentication Failures

m 4-way Handshake (EAPOL Key) Failures
m 802.1x Authentication Failures

m High DHCP Failures

Excessive AP Channel Changes

The Excessive AP Channel Changes insight displays information about AP radios on the network that
changed channels excessively:

m Reason—Reason for which the AP might have changed the channels on the network. It might be due to
different reasons such as interference, noise threshold, channel quality threshold, or empty channel for
both the frequency bands (2.4 GHz and 5 GHz).

m Clients—MAC Address of the clients and the corresponding number of channel changes per client.

m Channel—Number of channel changes per channel for that AP during the selected time period. It shows a
comparison of the channel change between the peer network and AP.

m  Band—Channel change based on both 2.4 GHz and 5 GHz represented in pie chart format.

Clients with Low SNR Uplink Connections

The Clients with Low SNR Uplink Connections insight displays information about APs that have a low-
quality signal-strength connection:

m Clients—List of connected clients experiencing low signal quality (minutes).

m Band—Devices experiencing a low signal-quality link using 2.4 GHz or 5 GHz radio bands.

m  Good vs Bad—Amount of time (minutes) with Low SNR (Bad) and High SNR (Good) for all the clients. The
data is represented in the form of a pie chart.

m Tx Power—Percentage of Tx Power distribution (dBm) in both the 2.4 GHz and 5 GHz band during the
time it is transmitting signal to the client.

m  SNR—Average of all the connected clients' Signal-to-Noise Ratio overtime in both 2.4 GHz and 5 GHz band.

AP with High Memory Utilization

The AP with High Memory Utilization insight displays information about APs that have higher memory
utilization:

»  Memory—Average memory utilization for each AP.

AP with High 2.4 GHz Airtime Utilization

The AP with High 2.4 GHz Airtime Utilization insight displays the number of AP radios whose Wi-Fi channel
utilization deviated from the normal utilization range, as compared to other APs broadcasting in the same
location, RF band, and time of day. When the AP Airtime Utilization Insight details page opens, it shows the
total number of impacted AP radios for a specific period of time as selected in the Time Range Filter.

m Root Causes—Lists possible causes for this failure type, recommendations for resolving this issue (if
available), and the percentage of individual failures attributed to each cause.

m Channel—Chart of AP radio channels that experienced excessive AP airtime utilization. It displays the
channels impacted by this issue over the selected time period, sorted by airtime utilization score, which is
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calculated from the severity of the utilization level and the duration of time that the channel was
overutilized.

m  Hour of Day—Hours of the day the network was most impacted by excessive AP airtime utilization.
m Clients—List of clients connected to 2.4 GHz AP radio.

m Tx Power—Percentage of Tx Power distribution (dBm) in both the 2.4 GHz and 5 GHz band during the
time it is transmitting signal to the client.

m  SNR—Average Signal-to-Noise Ratio of the AP in different percentiles (25th, 50th, 75th, 90th, 99th) in 2.4
GHz band.

AP with High 5 GHz Airtime Utilization

The AP with High 5 GHz Airtime Utilization insight displays the numbers of AP radios whose Wi-Fi channel
utilization deviated from the normal utilization range, as compared to other APs broadcasting in the same
location, RF band, and specific period of time as selected in the Time Range Filter.

m Root Causes—Lists possible causes for this failure type, recommendations for resolving this issue (if
available), and the percentage of individual failures attributed to each cause.

m Channel—Chart of AP radio channels that experienced excessive AP airtime utilization. It displays the
channels impacted by this issue over the selected time period, sorted by airtime utilization score, which is
calculated from the severity of the utilization level and the duration of time that the channel was over
utilized.

»  Hour of Day—Hours of the day the network was most impacted by excessive AP airtime utilization. The
charts on this tab show the airtime utilization score for each hour of the day, which is calculated from the
severity of the utilization level and the duration of time that the channel was over utilized.

m  Clients—List of clients connected to 5 GHz AP radio.
m  Tx Power—Strength of the signal that the AP produces during the time it is transmitting signal to the client.

m  SNR—Average Signal-to-Noise Ratio of the AP in different percentiles (25th, 50th, 75th, 90th, 99th) in 5
GHz band.

Frequent AP Transmit Power Changes

The Frequent AP Transmit Power Changes insight displays AP radios that frequently changed transmit
power:

m Power Distribution—Percentage of Tx power distribution (dBm) that each AP is spending over 2.4 GHz
and 5 GHz bands.

»  Band—Number of power changes in both the frequency bands by the AP (2.4 GHz or 5 GHz).

AP with Missing Telemetry

The AP with Missing Telemetry insight displays information about AP radios that has missing telemetry
feed:

m State—The number of telemetry reports received by AP during the selected temporal filter duration.

AP with High CPU Utilization

The AP with High CPU Utilization insight displays information about AP with unusually high CPU utilization
levels:

m CPU—CPU utilization of the AP.
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Excessive AP Reboots

The Excessive AP Reboots insight displays the information about the APs that have been rebooted the
maximum times and also the corresponding reason of the frequent reboots.

=  Reboots—Number of reboots over time.

MAC Authentication Failures

The MAC Authentication Failures insight displays information about the frequent MAC authentication
failures encountered during AP and client connectivity:

m SSID—List of SSIDs used by clients impacted by the issue, as well as the number of failures on that SSID.
s BSSID—Number of BSSIDs used by devices that frequently failed to complete MAC authentication.

m Reason—List of reasons that may explain why devices frequently failed MAC authentication and the
number of errors that could be attributed to each cause.

m Clients—Number of clients that frequently failed to complete MAC authentication.

4-way Handshake (EAPOL Key) Failures

The 4-way Handshake (EAPOL Key) Failures insight displays information about the frequent 4-way
handshake failures encountered during AP and client connectivity:

m SSID—List of SSIDs used by clients impacted by the issue, as well as the number of failures on that SSID.

s  BSSID—Number of BSSIDs used by devices that frequently failed to complete 4-way handshake
authentication.

m Reason—List of reasons that may explain why devices frequently failed4-way handshake authentication,
and the number of errors that could be attributed to each cause.

m Clients—Number of clients that frequently failed to complete 4-way handshake authentication.

802.1x Authentication Failures

The 802.1x Authentication Failures insight displays information about the frequent 802.1x authentication
failures encountered by the AP:

m SSID—List of SSIDs used by clients impacted by the issue, as well as the number of failures on that SSID.
m  BSSID—Number of BSSIDs used by devices that frequently failed to complete 802.1x authentication.

m Reason—List of reasons that may explain why devices frequently failed 802.1x authentication, and the
number of errors that could be attributed to each cause.

m Clients—Number of clients that frequently failed to complete 802.1x authentication.
=  Server—Number of servers that frequently failed to complete 802.1x authentication.

High DHCP Failures

The High DHCP Failures insight displays the information about the frequent DHCP failures encountered by
the AP.

m SSID—List of SSIDs used by clients impacted by the issue, as well as the number of failures on that SSID.
s BSSID—Number of BSSIDs used by devices that frequently failed to complete DHCP authentication.

m Reason—List of reasons that may explain why devices frequently failed DHCP authentication, and the
number of errors that could be attributed to each cause.

m Clients—Number of clients that frequently failed to complete DHCP authentication.

For more information, see Al Insights.
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HNOTE

APs—Usage Tab
The Usage tab displays the size of data transmitted through the AP. This tab includes the following details:
Throughput

The Throughput graph indicates the size of data sent to and received by the device in bits per second for the
wired or wireless networks. For example, Eth 0 or Eth 1 wired network profiles and specific SSIDs of wireless
networks. You can also view data for all the wireless SSIDs by selecting All SSIDS from the drop-down list. You
can view the overall data usage measured in bytes in the Overall Usage field.

Clients

The Clients graph indicates the number of clients connected to the device for a selected time range in the Time
Range Filter. You can select a specific SSID or all SSIDs, EthO, or Eth 1 from the drop-down list provided in the
Clients section.

You can also view the data for a specific time by moving the mouse on the graphs.

APs—Spectrum Tab

When the radios of Instant APs are set to spectrum scan mode, the Instant AP functions as a dedicated full-
spectrum RF monitor, scanning all channels to detect interference from neighboring Instant APs or non-WiFi
devices such as microwaves and cordless phones. To enable the spectrum scan feature on a specific radio of an
AP, see Access Points Configuration .

When the spectrum scan feature is enabled, the Instant AP does not provide services to clients.

HOTE

The spectrum scan feature is available only on Instant AP devices running Aruba Instant 8.5.0.1 firmware version and
later. For more information on spectrum scanners, see Spectrum Scan Feature.

The Spectrum tab displays the following details for all Wifi and non-Wifi devices associated to each radio in the
following pages:

m Channel Utilization and Quality
= Non-Wifi Interferers List
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Channel Utilization and Quality

By default, the Spectrum tab displays a page with device list with channel utilization and quality details graph
corresponding to Radio 1 and Radio 2 radios of the AP. Click the 2.4 GHz and 5 GHz tabs on the Channel
Utilization and Quality label to view the channel utilization and quality details graphs for the respective
radios.

Channel Utilization

The Channel Utilization graph indicates the percentage of channel utilization for the Available,
Interference, and Wifi Utilization categories associated to 2.4 GHz and 5 GHz radios. You can view the
following channel metrics when you hover the mouse over the Channel Utilization bar graph:

Table 38: Channel Utilization Metrics

Metrics Description

Channel The channel number of 2.4 GHz or 5 GHz radio.

Available The percentage of the channel currently available for use.

Interference | The percentage of the channel currently being used by non-Wi-Fi and Wi-Fi
interferers.

Microwave The percentage of the channel currently being used by microwaves. Common
residential microwave ovens with a single magnetron are classified as a Microwave.
These types of microwave ovens may be used in cafeterias, break rooms,
dormitories, and similar environments. Some industrial, healthcare, or
manufacturing environments may also have other equipment that functions like a
microwave and may also be classified as a Microwave device.

Bluetooth The percentage of the channel currently being used by bluetooth devices. Any device
that uses the Bluetooth protocol to communicate in the 2.4 GHz band is classified as
a Bluetooth device. Bluetooth uses a frequency hopping protocol.

Cordless The percentage of the channel currently being used by cordless phones.
Phone
Wi-Fi The percentage of the channel currently being used by Wi-Fi devices.
Utilization

Quality

The Quality graph indicates the channel quality corresponding to each of the WiFi and non-WiFi devices
connected to the radios. You can view the following channel metrics when you hover the mouse over the
Quality bar graph:

Table 39: Channel Quality Metrics

Metrics Description

Channel The channel number of 2.4 GHz or 5 GHz radio.

Quality Current relative quality of the channel.

Known APs Number of valid Instant APs identified on the radio channel.

Unknown Number of invalid or rogue Instant APs identified on the radio channel.
APs
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Metrics Description

Max AP Signal strength of the Instant AP that has the maximum signal strength on a
Signal channel in dBm.

Max Signal strength of the non-Wi-Fi device that has the highest signal strength in
Interference | dBm.

Max AP The network SSID with maximum APs.

SSID

Max AP The network SSID with maximum APs.

BSSID

Non-WiFi Interferers List

Clicking the icon displays a page with a list of non-WiFi interferers detected by the spectrum scanner. The page
displays a table with following details of non-WiFi interferers:

Table 40: Non-WiFi Interferers Table

Metrics Description

Type Device type. This parameter can be any of the following:
m Audio FF (fixed frequency)

Bluetooth

Cordless base FH (frequency hopper)
Cordless phone FF (fixed frequency)
Cordless network FH (frequency hopper)
Generic FF (fixed frequency)

Generic FH (frequency hopper)

Generic interferer

Microwave

Microwave inverter

Video

Xbox

ID ID number assigned to the device by the spectrum monitor. Spectrum monitors
assign a unique spectrum ID per device type.

Central Center frequency of the signal sent from the device.
Frequency

Bandwidth | Channel bandwidth used by the device in KHz.

Affected Radio channels affected by the wireless device.

Channels

Signal Strength of the signal sent from the device measured in dBm.
Strength

Duty Cycle | The device duty cycle. This value represents the percent of time the device
broadcasts a signal.

First Seen Time at which the device was first detected.

Last Seen Time at which the device’s status was updated.
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The data displayed in the Spectrum tab is refreshed every 15 seconds. Aruba Central displays the last recorded data
for 30 minutes if the device turns offline.

NOTE
Spectrum Scan Feature
Wireless networks operate in environments with electrical and RF devices that can interfere with network
communications. Microwave ovens, cordless phones, and even adjacent Wi-Fi networks are all potential
sources of continuous or intermittent interference.
The spectrum monitor (SM) software modules on Instant APs can examine the RF environment in which the Wi-
Fi network is operating, identify interference, and classify its sources. An analysis of the results can then be
used to quickly isolate issues associated with packet transmission, channel quality, and traffic congestion
caused by contention with other devices operating in the same band or channel. SMs are Instant AP radios that
gather spectrum data but do not service clients. Each SM scans and analyzes the spectrum band used by the
SM's radio (2.4 GHz or 5 GHz).
The recorded spectrum is not reported to the virtual controller. A spectrum alert is sent to the virtual controller
when a non-Wi-Fi interference device is detected.
In Aruba Central, the spectrum scan feature is available only on Instant AP devices running Aruba Instant firmware
version 8.5.0.1 and later.
HOTE
APs—Clients Tab
The Clients tab displays details of all the clients connected to a specific AP.
1. In the Network Operations app, click Devices > Access Points.
2. Click the list icon to view the list of APs.
3. Click on a specific AP to view the AP details page.
4. Click the Clients tab on the left navigation to view the clients details corresponding to a specific AP.
The following tabs in Client page provide additional details about the client:
m  Summary - This page displays a table that lists the clients connected to the AP. You can filter the clients
based on the selection from the Status drop-down list.
m Sessions - This page displays details related to the firewall sessions maintained by the AP, and can be
viewed only when you click on a specific client.
For more information, refer to Wireless Client Overview.
HOTE

APs—RF Tab
The RF tab displays the following details corresponding to Radio 1 and Radio 2 radios of the AP:

Channel Utilization

The Channel Utilization graph indicates the percentage of channel utilization for the selected time range
from the Time Range Filter.

Noise Floor
The Noise Floor graph indicates the noise floor detected in the network to which the device belongs.
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Frames

The Frames line graph indicates the trend of frames transmitted through the network. The frames can be one
of the following types: Drops, Errors, and Retries. The graph indicates the status of data frames that were
dropped, or encountered errors, or retried to be transferred, in a wireless network.

Channel Quality

The Channel Quality graph indicates the quality of channel in percentage.

You can also view the data for a specific time of the day by moving the mouse over the Channel Utilization, Noise
Floor, Frames, and Channel Quality graphs.

HOTE
RF Neighbors
The RF Neighbors table displays details on all the RF neighbors connected to the AP. The table includes the
following mandatory columns:
m  RF Neighbor—The MAC address of the neighboring devices that belong to the same RF group as the AP.
m ESSID—The ESSID of the neighboring device.
m Channel—The channels assigned under Radio 1 and Radio 2.
m Signal—The signal-to-noise ratio in decibels.
m Type—The type of RF neighbor in the network. For example, Neighbor, Interferer, or SuspectRogue.
APs—Tunnels Tab
The Tunnels tab provides two information on the following two sections:
VPNC
The VPNC tab provides information on VPN connections associated with the Virtual Controller along with
information on the tunnels and the data usage through each of the tunnels. The VPN tab displays the following
details:
Tunnels
The Tunnels table displays information on tunnels with the following columns:
» Tunnel—The type of the tunnels used in the VPN. For example, Primary, Secondary, or Backup.
m Status—The status of the tunnel.
m Source—The source address of the tunnel.
m Destination—The destination address of the tunnel.
Throughput Usage Per VPN
The Throughput Usage Per VPN graph indicates the successful data usage per VPN in Mbps for the primary
or backup tunnel selected from the drop-down list. The Throughput Usage Per VPN displays a linear graph
of sent and received data in the virtual private network.
Packet Loss
The Packet Loss graph indicates the percentage based on the number of packets lost during the data
transmission in the VPN.
The Tunnels tab is displayed in the AP details page corresponding to Virtual Controllers only. This tab is not displayed for
R AP details page corresponding to slave or individual APs.

Aruba Central | User Guide Monitoring Your Network | 159



Gateway

The Gateway tab provides information on the gateways to which the AP is connected. The tab displays the
following details:

Tunnels Summary

The Tunnels Summary section displays information on tunnels with the following details:
m Total—Total tunnels established.

m  Up—Number of tunnels currently active.

m  Down—Number of tunnels currently inactive.

The Gateway tab includes a table with the following tunnel details:

m Gateway—The name of the Gateway.

m [P Address—The IP address of the Gateway device.

= Tunnel Status—The status of the tunnel.

s Tunnel Uptime—The duration of the tunnel in active mode.

s Last Key Received Time—The time at which the Gateway key was received in order to establish a
connection.

APs—Location Tab

The Location tab displays a sitemap or the floor plan showing the current location of the Instant AP device.
The sitemap is derived from the Visual RF application, if Visual RF service is enabled for the Aruba Central
account.

You can also edit the location of the Instant AP device by clicking the edit icon provided next to the adress in
the Location tab.

APs—Alerts & Events Tab

The Alerts & Events tab in the left navigation pane displays the total number of alerts, audit logs, and events
generated for the AP. For more information, see Access Point Alerts

APs—Actions

The Actions tab displays the following list of actions that can be performed on the AP device. The Actions tab
displays the following tasks that can be performed on the AP:

m Reboot AP—To reboot the AP. Clicking this option displays a confirmation message stating that all clients
connected to the device will be disconnected. Click Yes to reboot the AP.

m  Reboot Swarm—To reboot the AP cluster. Clicking this option displays the APs in the swarm will reboot
and all clients connected to those will be disconnected confirmation message. Click Yes to reboot
the swarm.

m Tech. Support—To enable the administrators to generate a tech support dump required for
troubleshooting the device. Clicking the Tech.Support option displays the Maintenance > Tools page of
Aruba Central.

m Console—To open the remote console for a CLI session through SSH. The default user ID is admin, but you
can edit and customize the user ID. This custom user ID must be mapped to the device. Remote console
access is supported only on VCs.

HOTE

If the Copy and Paste function from the keyboard shortcut keys (CTRL+C and CTRL+V) do not work in your
web browser, use the Copy and Paste functions available under the menu options in the web browser.
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NOTE

HOTE

NOTE

Live Instant AP Monitoring

Aruba Central supports live monitoring of AP details page corresponding to Instant APs that support Aruba
Instant 8.4.0.0 firmware version and above. Aruba Central allows you to monitor live data that are updated in
every 5 seconds, in the AP details page.

Enabling and Disabling Live Monitoring
To view the AP details page in a live-mode, perform the following steps:
1. In the Network Operations app, use the filter bar to select All Devices.
2. Under Manage, click Devices > Access Points. The AP dashboard is displayed.

3. Click the == list icon to display the AP list page.
4. The AP list page is displayed.

The Live Monitoring feature is not applicable for offline Instant APs.

5. Click the Instant AP entry in the Access Points table that supports Aruba Instant 8.4.0.0 firmware
version and above. The AP details page is displayed.

6. Click the Go Live button at the right corner of the page to view live data.

The Go Live button remains grayed-out for all the AP details that are not associated with Instant AP devices running
Aruba Instant 8.4.0.0 firmware version and above.

Aruba Central allows you to monitor live data for 15 minutes. After this time frame, Aruba Central reverts to the AP
details page in a non-live mode to display the monitoring details for the time selected in the Time Range Filter. For
more information on AP details page in a non-live mode, see APs.

7. Click the Stop Live button manually to switch to the non-live mode.

AP Details in Go Live Mode
Clicking the Go Live button displays a page with the following two tabs:

Table 41: AP Details in Go Live Mode

Card Description

Overview | Displays live data related to the radios of the Instant AP such as the radio mode, channels or bands of
the radios, and the transmission power for each of the radios in the Mode, Channel/Band, and TX
Power fields, respectively. This tab displays constant data until there are any changes to the state of
radios such as the power value, channel value, and so on.

RF Displays live graphs based on noise floor, frames, channel quality of the neighboring RF devices for 15
minutes or till the Stop Live button is clicked. This tab displays graphs in the Noise Floor, Frames, and
Channel Quality cards for both 5 GHz and 2.4 GHz radios.

Aruba Central allows you to monitor live data for 15 minutes. After this time frame, Aruba Central begins to
display the monitoring details for the time selected in the Time Range Filter. For more information on AP
Details page in a non-live mode, see APs.

In Go Live mode, AP Details page updates and displays data for every 5 seconds.

Aruba Central | User Guide Monitoring Your Network | 161



The time range selected in the Time Range Filter becomes non-applicable when the Go Live button is enabled.

You can monitor one or more AP Details pages simultaneously on different tabs.

Renaming an AP
You can change the name of an AP provisioned in Aruba Central. The AP can be online or offline. When you
rename an AP or a VC, the AP or VC does not reboot, and the client traffic is not affected. The new name must
be a character string of up to 32 ASCII or non-ASCII characters, including spaces.
To rename an AP, complete the following steps:

1. In the Network Operations app, use the filter to select a group or Virtual Controller.

2. Under Manage, click Devices > Access Points.

3. Click the 2\813 Configuration icon to display the AP configuration dashboard.

4. Click the Access Points tab.

The Access Points page is displayed.

5. Hover the mouse over the AP or VC that you want to rename from the Access Points table.
6. Click the corresponding edit icon in the row.

The edit pane for modifying the AP parameters is displayed.

7. Under Basic Info, modify the AP or VC name in the Name field.

8. Click Save Settings.

HNOTE

NOTE

HNOTE

The AP name is updated on the AP immediately. It might take up to 1 minute for the new AP name to get reflected in
Central.

Renaming an AP depends on various privileges and access permissions that are assigned to each user to make
configuration changes. For more information on various types of users and their respective roles, see Users and
Roles.

Deleting an Offline AP

To delete an offline AP
1. In the Network Operations app, use the filter to select a group that has APs.
2. Under Manage, click Devices > Access Points to view the AP dashboard.
3. Inthe list view, click Down to view the list of offline APs in the Access Points table.
4. In the Access Points table, hover over the offline AP that you want to delete.

Clicking on the Device Name column displays the corresponding AP details page.

5. Click the corresponding delete icon in the row.
6. Click Yes in the resultant dialog box.

Monitoring Switches and Switch Stacks

The switch monitoring details are displayed on the switch dashboard and the switch details page. The switch
dashboard and the switch details page are accessed from the Network Operations app.
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The switch dashboard displays details about the health and status of switches and switch stacks. The switch
details are provisioned and managed through Aruba Central. The switch dashboard displays the details in a
chart and list view.

To view the switch list and chart details:

1. Inthe Network Operations app, use the filter to select a group that has switches.
2. Under Manage, click Device(s) > Switches to view the switch dashboard.

3. Click the = list icon to view the list of switches and their properties. The list view displays the following
tabs:

m Switches—Lists the details of both online and offline switches.
m  Up—Lists the details of switches that are currently up and connected to Aruba Central.
»  Down—Lists the details of switches that are currently down or not connected to Aruba Central.

The online switches are displayed with a green dot and offline switches are displayed with a red dot.

HOTE

These tabs display the following details in a table:
e Device Name—Name of the switch or switch stack. For a switch stack, a stack icon is displayed next
to the device name.
e Clients—Number of clients connected.
e Alerts—Number of alerts from the switch or switch stack.
¢ Model—Model number of the switch. For a switch stack, the term Stack is displayed.
e Config Status—configuration status of the switch or switch stack.
e Last Seen—Date and time when the switch or switch stack was last connected.
e Usage—Data usage on the switches.
e IP Address—IP address of the switch or switch stack.
e MAC—MAC address of the switch or switch stack.
e Firmware Version—Firmware version of the switch or switch stack.
e Group—Name of the group to which the switch is assigned.
e Labels—Name of the label associated with the switch or switch stack.
e Site—Site in which the switch or switch stack is provisioned.
e Uptime—Duration for which the switch is operational.
e Serial/Stack ID—Serial number of the switch or switch stack.
e Uplink Ports—Uplink ports configured on the switch or switch stack.
e Port Utilization—Utilization percentage of the port.

4. To download the switch details as a .csv file, click the ° icon and click Download CSV. If the table
contains unicode value, you must use a UTF-8 enabled software to view the contents. To view the file, open
the file in a Microsoft Excel spreadsheet software.

5. Click the | | ¥ summary icon for a graphical view of the switch operations. The following information is
displayed:

e Usage—Indicates aggregate client data traffic detected on the switches.
e Clients—Indicates the number of clients connected to the switch.

6. To set the charts to show data for specific duration, use the options in the time range filter. By default,
the data is displayed for a duration of 3 hours. To view the graphs for different durations, click the time
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filter icon and select a time range of your choice. You can view data for 3 hours, 1 day, 1 week, 1 month, or 3
months.

Switch Details
To view the switch monitoring details:

1. Inthe Network Operations app, use the filter to select a group that has switches.
2. Under Manage, click Device(s) > Switches to view the switch dashboard.

- —

3. Click the == list icon to view the list of switches and their properties.

4. In the Device Name column, click the name of the switch to view the details.
The Switch Details page is displayed with the following information:

m Header panel provides the following details:

e Operational status of the switch—Displays a message describing the number of days since the
last downtime of the switch.For example, No downtime in the last 3 days.

e Device Health—Displays the health status of the switch as Good or Bad, which is measured based
on the CPU and memory utilization of the switch. Hover over the status displayed to see the
percentage of CPU and memory utilization.

m  Switches—Overview Tab
m Switches—Ports Tab

m  Switches—PoE Tab

m  Switches—VLANs Tab

= Switches—Routing Tab

m  Switches—Hardware Tab

m  Switches—Connected Tab

m  Switches—Actions

Switches—Overview Tab

The Overview tab provides a summary of the switch device details, network details, ports, hardware, uplink
graph, usage graph, and details about the stack members.

Switch

The Switch section displays the following details:

»  Model—Hardware model of the switch.

m Location—Current location of the switch.

m Contact—E-mail address of the contact person.

s Commander—Name of the commander switch.

m Serial—Serial number of the switch.

m  Uptime—Time duration for which the switches are operational.
m configuration—configuration status of the switch.

m Firmware Version—Firmware version of the switch. If an updated version is available, the version number
is displayed and you can click the link to navigate to the firmware management page and upgrade the
firmware.

=  J-Number—Part number of the switch.
m MAC Address—MAC address of the switch
m Last Reboot—Timestamp of when the switch was last rebooted.

| Monitoring Your Network Aruba Central | User Guide



m Last Stats Received—Timestamp of when the last statistics were received.
»  Firmware Status—Displays whether a new firmware version is available.
m Last Updated—Timestamp of when the switch firmware was last changed.

Figure 22 Switch Overview

SWITCH
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Network

The Network section displays the following details:

m IP Address—IP address of the switch.

s Primary VLAN—Default VLAN ID of the switch.

m Stack/Standalone— Indicates whether the switch is part of a stack or if it is a standalone switch.
m Stack Members—Total number of members in the stack.

m Stack Topology—Topology of the stack.

m Stack ID—Stack ID used to identify the stack.

Figure 23 Network Details
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Ports

The Ports section displays the following details:
m Status—Number of portsin Up and Down state, and number of alerts.
m Power Over Ethernet (PoE)—Number of PoE ports enabled and disabled, and number of alerts.
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Figure 24 Port Summary
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Hardware

The Hardware section displays the following details;

m  Power Supply—Total number of power supplies and number of power supplies in Up state.

s CPU—CPU utilization status.

=  Memory—Memory utilization status.

s Temperature—Temperature status. Hover your mouse over the status to view the temperature data.

Figure 25 Hardware Details
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Uplink
The Uplink section displays the uplink rate (bps) trend chart for the duration specified in the Temporal
sFilter. Hover your mouse over the trend chart to view the uplink rate at a particular time.
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Figure 26 Uplink Trend Chart
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Usage

The Usage section displays the trend chart for client data traffic detected on the switch. Hover your mouse
over the trend chart to view data transmitted and received at a particular time.

Figure 27 Usage Graph
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Stack Members

The Stack Members table displays the following details:
m  Name of the stack member. Click on the name to navigate to the corresponding switch details page.
=  MemberID.

m  Model number.

»  MAC address.

m Serial number.

m Role of the stack member—Commander or Standby.
m Status.

m Priority.

Figure 28 Stack Members Table

STACK MEMBERS
NAME | MEMBER 1D MODEL MAC ADDRESS SERIAL ROLE STATUS PRIORITY
€2-2820-1-CMDR-1 | 1 HP2920-24G-PoE+ Swi. 14:58:0:99:75:40 SGASFLXYVT Commander Down

€2-2920-1-5TBY-2 2 HP2920-24G-PoE= Swi... 14:58:d0:95:96:80 SGABFLXYV] Standby Down
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Switches—Ports Tab
The Ports tab displays the summary of ports, switch faceplate, and ports table.

To view a visual representation of the Ports tab, click here.

Port Status

The Port Status section displays the total number of ports for the following:
s Up—Portsin up state

= Down—Portsin down state

m Alert—Alerts generated

m  Uplink—Uplink ports

Faceplate

If the switch is a standalone switch, the faceplate of the switch is displayed. For a switch stack, faceplate of all
the switches part of the stack is displayed. From the faceplate, click on the port to drill down and view port-
level information. On the switch faceplate, hover your mouse over the port to view the following details: port
number, port name, type, speed, and trunk group.

Ports

The Ports table displays the following details:

s Port—Port number. Use the column filter to search for a particular port and use the sort option to sort the
ports in ascending or descending order.

= Name—Name of the switch.

m Status—Status of the switch. Use the column filter to filter by status.

m  Type—Type of switch port. Use the column filter to filter by type.

s MTU (Bytes)—MTU size of the switch.

s Port Speed (Mbps)—Port speed of the switch.

m  Trunk Group—If the port is part of a trunk group, the name of the trunk group is displayed.
m Mode—Operational mode of the port.

m  Admin—Admin status of the switch.

m MAC Address-MAC address of the switch.

Viewing Port-Level Information

Use one of the following options to navigate to the port and view port-level information:
» In the switch faceplate, click on the port number.

m Inthe Ports table, click the port number.

The port-level information page consists of the following sections:
m Status—The Status section displays the following details:

e Operational status

e Admin status

e Type of port

e Description

e MAC address
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e Name

e Untagged VLAN
e Trunk group

e Data received

e Datatransmitted

m Port Usage—The Port Usage section provides a graphical representation of data received and transmitted
by the port. Each line in the graph is a sum of the received and sent traffic for a given uplink port.Hover
over the graph to view data for a particular time of the day.

» Frame Counters—The Frame Counters section provides a graphical representation of the interface
frame counters. From the drop-down list, select one of the following options: Unicast, Broadcast,
Multicast, Discards, or Error.

Switches—PoE Tab

The PoE tab displays details such as PoE status summary, PoE ports, and PoE consumption.

The PoE tab displays monitoring data only if the switch firmware version is 16.08.0001 or later.

PoE Status

The PoE Status section displays the following details:

m Available—Power available for consumption for the switch or stack.
m Used—Power used by various devices.

= Remaining—Power remaining to be utilized in the stack or device.

m PoE Denied Ports—Number of ports for which power is denied.

Faceplate

If the switch is a standalone switch, the faceplate of the switch is displayed. For a switch stack, faceplate of all
the switches part of the stack is displayed. From the faceplate, click on the port to drill down and view port-
level information. On the switch faceplate, hover your mouse over the PoE port to view the following details:
port number, port name, type, class, and priority.

From the Context drop-down list, select the context:

s POE-STATUS—Displays the sate of each port. The state can be: Uplink, Drawing, Enabled, Disabled, or Alert.
m  POE-CLASS—Power class of the PoE port. The class can be: 0, 1, 2, 3, 4, or 5.

m  POE PRIORITY—POE priority configured on the port. The priority can be: Critical, High, or Low.

For a visual representation of how to set the context on the faceplate, click here.

Ports PoE

The Ports PoE table displays the following details:

s Port—Port number.

m PoE—PoE state: Enabled or Disabled.

m Class—Power class of the PoE port.

m Priority—PoE priority: Critical, High, or Low.

m Status—Current power status of the PoE port: Searching, Delivering, Disabled, or Fault.
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m Pre-STD Detect—Displays whether PoE for pre-802.3af-standard powered devices is enabled on the
switch: On or Off.

m Alloc Actual—Power actually being used on the port.
m  Alloc Configured—The maximum amount of power allocated for the port.
m PLC Type—Physical layer classification type.

PoE Consumption

The PoE Consumption section displays a trend chart for the PoE power drawn from the Switch in watts. Hover
your mouse over the trend chart to view the PoE power drawn at a particular time. For a stack, select the switch
from the drop-down list to view the PoE consumption for the specific device.

For a visual representation of how to view PoE consumption for a switch stack, click here.

Viewing PoE Port-Level Information

Use one of the following options to navigate to the PoE port and view port-level information:
» Inthe switch faceplate, click on the port number.

m Inthe Ports PoE table, click the port number.

For a visual representation of how to navigate to the PoE port level, click here.

The port-level information page consists of the following tabs:

= Summary
m Slot Info & PoE configuration

m LLDP Information

Summary
The Summary tab consists of the following sections:

m  Summary—Displays the following details:
e PSE Reserved Power—Power reserved for the port in the Power Sourcing Equipment (PSE).

e PSE Voltage—Total voltage, in volts (V), currently being delivered to the powered device connected to
the port

e PD Power Draw—Power drawn by the powered device.
¢ PD Amperage Draw—Amperage drawn by the powered device.

e Over Current Count—Number of times a powered device connected to the port attempted to draw
more power than was allocated to the port.

e MPS Absent Count—Number of times the powered device has no longer requested power from the
port MPS is Maintenance Power Signature.

o Power Denied Count—Number of power requests from the port that were denied because sufficient
power was unavailable.

e Short Count—Number of times the switch provided insufficient current to the powered device
connected to the port.

m PoE Consumption—Displays the trend chart for POE consumption and power available for the duration
specified in the Temporal Filter.
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Slot Info & PoE configuration
The Slot Info & PoE configuration tab consists of the following sections:

m PoE Slot Information—Displays the following details:
e Slot—Slot where the port is located.
e Operation Status—Displays PoE power is available for the slot: On, Off, or Faulty.
e Maximum Power—Maximum PoE wattage available to provision active PoE ports in the slot.
e Power In Use—PoE power currently being used by the slot.

e Usage Threshold—Configured percentage of available POE power provisioning the switch must exceed
to generate a usage notice.

m PoE configuration—Displays the following details:
e PoE Power—Displays whether PoE power is enabled on the port.

e Pre-Std Detect—Displays whether PoE for pre-802.3af-standard powered devices is enabled on the
switch: On or Off,

e PoE Port Status—Current power status of the PoE port: Searching, Delivering, Disabled, or Fault.
e Power Priority—Power priority configured on ports enabled for PoE: Low, High, or Critical.
e PLC Class Type—Physical layer classification type.
e DLC Class Type—Data link layer classification type.
e Configured Type—If configured, shows the user-specified identifier for the port. If not configured, this
field is empty.
e PoE Value configuration—PoE power value configured for the port.
LLDP Information
The LLDP Information tab displays the following details:
m PSE Allocated Power—Power allocated for the port in the PSE.
m PD Requested Power—Power requested by the powered device.

Switches—VLANSs Tab

The VLANSs tab consists of the following sections:
= VLANstable
m Faceplate of the switch or switch stack

VLANSs

The VLANSs table displays the following details:

»  Name—Displays the name of the VLAN. Click the sort icon to sort the VLAN names in the column.
ID—Displays the VLAN ID associated with the VLAN.

Status—Displays the status of the VLAN as Up or Down.

Type—Displays the following types of VLANSs:
e Regular VLAN—A regular VLAN is a single broadcast domain.

e Private-Primary—The regular VLAN which partitions one broadcast domain into multiple smaller
broadcast sub-domains.

e Private-isolated—Secondary VLAN that carries unidirectional traffic upstream from the hosts toward
the promiscuous ports.
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e Private-Community—Secondary VLAN that forwards traffic between ports which belong to the same
community and to the promiscuous ports.

Primary VLAN—Displays the primary VLAN details.

Promiscuous—Displays the promiscuous port value. A promiscuous port is a switch port that is connected
to an uplink router, firewall, or other common gateway device, and can communicate with all ports within a
private VLAN, including the ports in the isolated and community VLANs. By default, every primary VLAN
port acts as a promiscuous port.

ISL—Displays the Inter-switch Link port value (range). ISL port is also called PVLAN member port. ISL port is
required in multi-switch PVLAN configurations to span the switches. The ISL port will automatically become
a member of all VLANs within the PVLAN and it carries traffic from the primary VLAN and all secondary
VLANS.

Tagged Ports—Displays the ports that have marked the VLAN as tagged.
Untagged Ports—Displays the ports that have marked the VLAN as untagged.

IP address—Displays the IP address of the VLAN.

Voice—Displays whether the Voice is enabled or disabled for the VLAN.
IGMP—Displays whether the IGMP is enabled or disabled for the VLAN.
Jumbo—Displays whether the Jumbo packets are enabled or disabled for the VLAN.

Faceplate

From the VLANS table, select a VLAN to view the tagged and untagged ports, promiscuous port, ISL port and
the VLAN types in the faceplate.

The following is an illustration of the VLANs tab:

PORTS PoE Vihyis ROUTING HARDWARE CONNECTED
VLANs

Y NAME v] Y STAT.. ¥ TAGGED PORTS UNTAGGED PORTS IP ADDRESS Y VOICE ¥ Y IGMP ¥

DEFAULT_VLAN 1 Up 1-24 DISABLED

PORTS FOR DEFAULT _VLAN

Note: TAGGED ports are decorated with the % symbal. Other parts of the VLAN are UNTAGGED.

1 3 5 7 9 11 13 15 17 19 21 23
SWITCH
2920

Switches—Routing Tab

The Routing tab is displayed for the switches that run the firmware version 16.09 or later.

NOTE
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The Routing tab displays the following details:

= An overview of the routing information including:

e Total—Displays the total number of routes on the switch.

e Static—Displays the total number of static routes on the switch.

e Connected—Displays the total number of connected routes on the switch.
m The routing details in the Routing table.

Routing

The Routing table displays the following details:

s Destination—Displays the network address of the destination route.

m  Gateway—Displays the IP address of the gateway.

m VLAN—Displays the VLAN ID of the route destination.

m Type—Displays the following types of routes:
e Static—The routes that are manually added to the routing table in the switch.
e Connected—The routes that are directly connected to the interface.

m Sub Type—Displays the subtype of the route as Internal or External.

m  Metric—Displays the measure used to calculate the best path to reach the destination. A value of 1
indicates the best path, 15 indicates the worst path, and 16 indicates that the destination is unreachable on
the route.

m Distance—Displays the administrative distance of the route. The administrative distance helps routers
determine the best route when there are multiple routes to the destination.

The routing information is displayed from the Aruba 3810 Series and Aruba 5400R switches in the network. The

R details displayed on the Routing tab are refreshed every five minutes.

Switches—Hardware Tab

The Hardware tab displays information related to power supplies, fans, utilization and temperature.

Hardware
The Hardware table displays the overall hardware summary:
m ID—Identity of the hardware.
=  Name—Name of the device.
= Power Supplies

e Total—Total number of power supplies.

e Up—Number of power supplies in Up state.

¢ Down—Number of power supplies in Down state.
= Fans

e Total—Total number of fans.

e Up—Number of fansin Up state.

e Down—Number of fans in Down state.
= Utilization

e CPU—Current CPU utilization percentage.

¢ Memory—Current memory utilization percentage.
= Temperature
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e Current—Current temperature.
e Min—Minimum temperature.
e Max—Maximum temperature.

Power Supplies

The Power Supplies table displays the following details:
»  Name—Name of the power supply.

m Status—Current status of the power supply.

Fans

The Fans table displays the following details:
= Name —Name of the fan.

m Status—Current status of the fan.

CPU

The CPU section displays the current CPU utilization percentage and trend chart for the duration specified in
the Temporal Filter. Hover your mouse over the trend chart to view the CPU utilization at a particular time.

Memory

The Memory section displays the current memory utilization percentage and trend chart for the duration
specified in the Temporal Filter. Hover your mouse over the trend chart to view the memory utilization at a
particular time.

Temperature

The Temperature section displays the current, minimum, and maximum temperature and trend chart for the
duration specified in the Temporal Filter. Hover your mouse over the trend chart to view the temperature at
a particular time.

Switches—Connected Tab
The Connected tab displays the following details:

=  Anoverview of client devices and neighbour devices:

e Client Devices—Displays the total number of client devices on the switch.

e Neighbour Devices—Displays the total number of neighbour devices on the switch.
» The details of the client devices in the Client Devices table.
m The details of the neighbour devices in the Neighbour Devices table.

The following sections provide more information about the details displayed in the tables.

Client Devices

The Client Devices table displays the following details:

s  Name—Displays the name of the client device.

m Status—Displays the status of the client as Connected, Disconnecetd, Failed_to_disconnect or Blacklisted.
m Port—Displays the port number of the switch the client device is connected to.

m MAC Address—Displays the MAC address of the client device.

m [P Address—Displays the IP address of the client device.

m VLAN ID—Displays the VLAN ID of the client device.
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= VLAN Name—Displays the VLAN name of the client device.

m VLAN Type—Displays the following VLAN types of the client device:
e Normal—The subnetwork which can group devices on separate physical LANs.
e Primary—The standard VLAN that is partitioned to create a private VLAN.

e [solated—Secondary VLAN that carries unidirectional traffic upstream from the hosts toward the
promiscuous ports.

¢ Community— Secondary VLAN that forwards traffic between ports which belong to the same
community and to the promiscuous ports.

m Primary VLAN ID—Displays the primary VLAN ID of the client device.

= Primary VLAN Name—Displays the primary VLAN name of the client device.

m Authentication—Displays the authentication type of the client device.

m Usage—Displays the total data usage by the client device for the selected time period.

| | The wired client will show up in the Client Devices table only if the client is connected to an Aruba 2540 Series,

NoTa Aruba 2920 Series, Aruba 2930F Series, Aruba 2930M Series, Aruba 3810 Series, or Aruba 5400R Series switch.

Neighbour Devices

The Neighbour Devices table displays the following details:

m MAC Address—Displays the MAC address of the neighboring device.

s Hostname—Displays the hostname of the neighboring device.

m |IP Address—Displays the IP address of the neighboring device.

m Description—Displays the description of the neighboring device.

m Local Port—Displays the local port number of the neighboring device.

= Remote Port—Displays the remote port number of the neighboring device.
m Capabilities—Displays the capabilities of the neighboring device.

m VLAN ID(s)—Displays the VLAN IDs of the neighboring device.

Switches—Actions

The Actions tab displays the various options available for remote administration of the switch. The following
options are available:

= Reboot—Reboots the switch

m Tech Support—Allows the administrators to generate a tech support dump for troubleshooting the device.

m Console—Opens the remote console for a CLI session through SSH. The default user ID is admin, but you
can edit and customize the user ID. This custom user ID must be mapped to the device.

| | If the Copy and Paste function from the keyboard shortcut keys (CTRL+C and CTRL+V) do not work in your web

NoT e browser, use the Copy and Paste functions available under the menu options in the web browser.

Deleting an Offline Switch

To delete an offline switch:
1. In the Network Operations app, use the filter to select a group that has switches.
2. Under Manage, click Devices > Switches.

—

3. Click the = = list icon to view the list of switches.
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4. Select the offline switch that you want to delete by clicking any column on the row except the Device
Name column.

Clicking device name in the Device Name column opens the corresponding switch details page.

5. In the pop-up window, click Actions > Delete.
6. Click Yes in the Confirm Action dialog box.

Assigning Uplink Ports

To assign uplink port(s):
1. In the Network Operations app, use the filter to select a group that has switches.
2. Under Manage, click Device(s)>Switches.

—

3. Click the = = list icon for list view of the switches.

4. Select the switch for which you want to assign uplink port(s) by clicking any column on the row except the
Device Name column.

Clicking on the Device Name column opens the corresponding switch details page.

5. In the pop-up window, click Uplinks.

For offline switches, click Actions > Uplinks in the pop-up window.

6. In the Assign Uplink Ports/Trunks dialog box, click the Assigned Uplink Ports/Trunks drop-down
list.

7. Select the port(s), and click Assign.

Gateways

The Gateways monitoring dashboard provides rich metrics about the health and status of the SD-WAN
devices provisioned and managed through Aruba Central.

Page Views

1. To view the Gateways dashboard, in the Network Operations app, use the filter to select a Branch
Gateway group.

2. Under Manage, click Overview>Gateways. Then, click the | | ¥ charticon.

The Gateways dashboard includes the following contents:

m Usage—Displays the overall usage metrics for the Gateways provisioned in your Aruba Central account.
e Usage—Displays the incoming and outgoing data traffic in the WAN network.

¢ WAN Compression—Displays the data packet compression statistics for the WAN network. You can
view the compressed, uncompressed, and saved bandwidth. By default, traffic between the Branch
Gateway and VPN Concentrator is subject to compression.
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e WAN Tag Provider Distribution—Displays the number of online and offline uplinks per
WAN provider.

e WAN Type Provider Distribution—Displays the number of online and offline uplinks per WAN circuit
type.
e WAN Transport Health—Displays the Mean Opinion Score (MOS) score trends for each uplink for the

selected time range. The uplink health trend is plotted using health indicators such as Good, Fair, and
Poor.

m  Model Distribution—Displays the total percentage of Gateways distributed per hardware platform.
m Firmware Distribution—Displays the total percentage of Gateways distributed by software versions.

You can select the time range (3 hours, 1 day, 1 week, 1 month or 3 months) from the Time Range filter.

HOTE

Gateway Details Page
To view the details of a specific Gateway perform the following steps:

1. Inthe Network Operations app, use the filter to select a Branch Gateway .
2. Under Manage, click Overview > Summary. The Gateway Details page is displayed.

The dashboard provides detailed information about the Gateway operational status. Live monitoring provides
real time status about the following details.

The default view of Gateways table shows only a few columns. To view the hidden columns, click the settings icon at

NoTa the right side of the table. To reset the columns, click Reset Columns.

The header pane of the Gateways dashboard displays the following information:
= Overview

o Name—Name of the Gateway. This column also includes a search filter to allow users to search for a
Gateway.

e Serial Number— Displays the serial number of the Gateway.

¢ Model—Hardware model of the Gateway.

¢ MAC—MAC address of the Gateway.

e System IP Address—IP address of the Gateway.

e Firmware Version—The current firmware revision of the Gateway.

e Group—Group to which the Gateway is assigned.

e Labels—Name of the label. Clicking the label name opens the per label details.
e Site—Name of the site in which the Gateway is deployed.

o POE Draw/Max—Displays the POE power drawn against the maximum allowed.
¢ Redundancy Peer—Displays the status of the redundnacy peer.

e 4G/LTE Modem Type—Displays the 4G modem type.

e 4G/LTE Modem Status—Displays the 4G modem status

o NTP Server—Displays the NTP server details

¢ Config Sync Status—Displays the configuration synchronization status.

e Last Reboot Reason—Displays the reason for the last reboot.

e Uptime—Displays the uptime of each Gateway.

e Serial—Serial number of the Gateway.
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m  WAN-—Displays the total number of WAN interfaces that are currently operational or down. On clicking a

port, the dashboard displays WAN interface details.

s LAN—Displays the total number of LAN interfaces that are currently operational or down. On clicking a

port, the dashboard displays LAN and VLAN interface details.

m Tunnels—Displays the total number of VPN tunnels that are currently active or down. On clicking a port

tunnel, the dashboard displays VPN tunnel details.

m  Routing—Displays details pertaining to the routing protocols such as BGP, OSPF, RIPv2 and Overlay.

m Path Steering—Displays the total number of path steering policies that are compliant with the

performance criteria (SLAs) defined for each type of traffic.

m Sessions—Displays detailed information about the running sessions.

Figure 29 Summary page featuring the live monitoring status bar
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Actions Drop-down List

The Actions drop-down list contains the following options:
m Reboot Gateway—Reboots the gateway.

= Open Remote Console—Opens the remote console for a CLI session through SSH. The default user ID is
admin, but you can edit and customize the user ID. This custom user ID must be mapped to the device.

m Clear IPSec SA—Clears the IPSec Security Associations (SA).
m  Clear ISAKMP SA—Clears the ISAKMP SA.

Tabs

The Gateway monitoring dashboard includes the following tab views:
= Overview

= WAN

= LAN

= Tunnels

= Routing

m Path Steering
m  Sessions
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Gateways—Overview Tab

After you onboard and configure the gateways, you can view the branch health, monitor the WAN uplink, and
view gateway performance from the Gateways page.

1. In the Network Operations app, use the filter to select a Branch Gateway .
2. Under Manage, click Overview > Summary. The Gateway Details page is displayed.

The Gateways page displays the following details for the gateways that are deployed in the WAN network.

The Overviewdashboard provides gateway device details, WAN availability and performance information, and
the list of top applications. The Overview tab displays the following details:

Device Info

Figure 30 Device Info
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Displays the gateway device details. From the drop-down list, select Overview to view the following details:
m  Name—Name of the gateway.

m Serial Number—Serial number of the gateway.

m MAC Address—MAC address of the gateway.

= Last Reboot Reason—Reason for the last reboot.

m  Group Name—Name of the group to which the gateway belongs.

» POE (DRAW/MAX)—The amount of power that the devices connected to the Branch Gateway consume
and the maximum PoE power capacity. For example, if the value displayed is 6/120, the devices draw 6
watts and the maximum PoE power allocated is 120 watts.

m System IP address—IP address of the gateway.

m Config Sync Status—Status of the configuration sync.
»  Model—Hardware model of the gateway.

m Site—Site name of the gateway location.

m Redundancy Peer—Displays the redundant gateway. Click the link to view the redundant gateway details.
See the Setting up Redundant Gateways for High Availability section in the Aruba Central Help Center.

m Location—Physical location of the gateway.
m Labels—Labels attached to the gateway.
m Current Firmware Version—Firmware version running on the gateway.

The dashboard also displays additional overview information about WAN and VPN:

WAN Availability

Provides a graphical representation of the Branch Gateway's WAN uplink availability. The graph displays each
WAN uplink availability for the selected time range. Availability is determined by default gateway, monitored IP,
and data VPN Concentrator reachability.
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Figure 31 WAN Availability
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VPN Hub Availability

Provides a graphical representation of the Branch Gateway's tunnel availability. Availability is determined by

the probe settings configured using the Health Check option.
Figure 32 VPN Hub Availability
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Aggregate WAN Usage

Displays the Branch Gateway's aggregate inbound and outbound traffic usage by WAN interface. Select one of

the following options from the drop-down list:

Figure 33 Aggregate WAN Usage—All Traffic
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AGGREGATE WAN USAGE

Mar 15,2015, 15:40

Mar 15, 2019, 17:10 Mar 15,2019, 18:40

Received (Avg): 264.05 KB
Sent (Avg): 302.16 KB

Figure 34 Aggregate WAN Usage—Internet

AGGREGATE WAN USAGE ‘ All Traffic

| TotaL12.8amB

(Avg): 163.53 KB
B) 20164 KB

Figure 35 Aggregate WAN Usage—VPN

AGGREGATE WAN USAGE \ All Traffic | Internet VPN TOTAL: 7.07 MB

! Sent (Avg): 100.53 KB

Received (Avg): 100.53 KB

Aggregate WAN Compression

Displays the aggregate WAN compression details across all uplinks. The average bandwidth savings is displayed
as a percentage. The compressed and uncompressed bandwidth is displayed as vertical grouped bar graphs.
For more information about the process to enable data compression, see the Configuring Uplink Interfaces

section in the Aruba Central Help Center.
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Figure 36 Aggregate WAN Compression

AGGREGATE WAN COMPRESSION

Health Status

Displays the health of the gateway in terms of CPU and memory usage.

Figure 37 Health Status

HEALTH STATUS

Gateway—WAN Tab

If the gateway is provisioned as a Branch Gateway, the WAN tab displays the following details:

= Port Status—Displays the WAN port status. Click a WAN port for more details.

Figure 38 Port Status

PORT STATUS

In the Port Status table, click a port number to display the Packets and Errors details.

m The following graphs are displayed for the Packets interface:

e Unicast—The number of unicast packets per second.

e Multicast—The number of multicast packets per second.
e Broadcast—The number of broadcast packets per second.
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Figure 39 Packet details of a port

PORT DETAILS OF GEQO/0/0 b4
UNICAST
Feb 20, 2019, 08:10
Feb 0 J0T%, U526 Feb 20, 2019, 09:56
Unicast In Unicast Out
MULTICAST
Feb 20, 2019, 06:56 Feb 20, 2019, 08:26 Feb 20, 2019, 09:56
Multicast In Multicast Out
BROADCAST
Feb 20, 2019, 06:56 Feb 20, 2019, 08:26 Feb 20, 2019, 09:56
Broadcast | Broadcast Out

m The following graphs are displayed for the Errors interface:
e CRC Errors—The number of cyclic redundancy errors logged.
e Error Frames—The number of error frames logged.
e Collisions—The number of collisions encountered.
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Figure 40 Error details of a port

PORT DETAILS OF GEO/0/0
CRC ERRORS
0.75
0.25
2'3:"9, 09:10
Feb 20, 2019, 06:56 Feb 20, 2019, 08200 reD U, 2019, 09:56
ERROR FRAMES
0.75
0.25
b 20, 201 6 Feb 20, 2019, 08:26 Feb 20, 2019, 09:56
COLLISIONS
0.753
025
Feb 20, 2019, 06:56 Feb 20, 2019, 08:26 Feb 20, 2019, 09:56

= WAN Interfaces Summary—The table lists the WAN interfaces and provides the total number of WAN
interfaces. Displays the summary of WAN uplinks. The following details are displayed for the port:

G Click the Settings icon to reset or set the default columns that are displayed.

HNOTE

o Total WAN Interfaces—Total number of WAN interfaces available.

e Port— Port number.

e Provider Tag/Type—Service provider uplink tag or type.

e Type—WAN interface type.

e VLAN ID—VLAN identification number.
e Oper. State—Operational status.

e Loss—Loss percentage.

e Latency—The latency in microseconds.
e Private IP—Private IP address.
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e Speed—Indicated the type of connection, for example Auto, Full duplex or Half duplex.

Figure 41 WAN interfaces summary

WAN INTERFACES SUMMARY | TOTAL WAN INTERFACES: 1

PORT PROVIDER TAG/T. TYPE VLAN ID OPER. STATE Loss LATENCY PRIVATE IP SPEED (-]

GEO/0/0 Uplink4094_inet/Internet physica! 4004 P 49 9216866198 Ghps/Fu

In the WAN Interfaces Summary table, click a port number to display the Packets and Errors details.
m The following graphs are displayed for the Packets interface:

e Unicast—The number of unicast packets per second.

e Multicast—The number of multicast packets per second.

e Broadcast—The number of broadcast packets per second.

Figure 42 Packet details of an interface

PORT DETAILS OF GE0O/0/0 X

UNICAST

MULTICAST

BROADCAST

m The following graphs are displayed for the Errors interface:
e CRC Errors—The number of cyclic redundancy errors logged.
e Error Frames—The number of error frames logged.
e Collisions—The number of collisions encountered.
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Figure 43 Error details of an interface

PORT DETAILS OF GEO0/0/0 X
CRC ERRORS

ERROR FRAMES

COLLISIONS

m  WAN Interface Details—In the WAN Interfaces Summary table, select a Provider Tag/Type to view
the WAN interface details.

The following details are displayed for the WAN interface:

e Status—Operational status.

e Provider Tag/Type—Service provider uplink tag or type.

e |P Address—Private IP address.

e Public IP Address—Public IP address.

e Default Gateway—Default gateway.

e Avg. MOS—Indicates the transport health based on active monitoring probes. The field displays the
average MOS score of all VPN probes.

Figure 44 WAN interface details

WAN INTERFACES DETAILS | UPLINK4094 INET/INTERNET ¥

STATUS PROVIDER TAG/TYPE P ADDRESS PUBLIC IP ADDRESS DEFAULT GATEWAY AVG.MOS
up UPLINK4094 _INET/INTERNET 192.168.66.196 0.0.0.0 192.168.66.254 44
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m Availability—Provides a graphical representation of the selected WAN interface's availability based on
reachability. The graph shows the selected WAN port's ability to reach its default gateway, monitored IP,
and VPN Concentrator.

Figure 45 Availability of the interfaces

AVAILABILITY

s Throughput—Provides a graphical representation of the selected WAN interface's throughput. The graph
displays the WAN interface's transmit and receive performance in Kbps.

Figure 46 Throughput details

THROUGHPUT

1 (Avg) 6.54 Kbps
2): 7.58 Kbps

Mar 14,2019, 14:04 Mar 14,2019, 1534

m  WAN Usage—Provides a snapshot of the WAN usage and is available for All Traffic, Internet, and VPN
specific information. The graphs also display information that is sent and recieved.

Figure 47 WAN Usage—All Traffic

WAN USAGE Al Traffic Internet [ VPN | ToTaLs.2mB

Received (Avg): 72.97 KB
Sent (Avg): 74.92 KB

WAN USAGE | Al Traffic

VPN TOTAL 3.16 MB

Figure 49 WAN Usage—VPN

WAN USAGE | All Traffic | Internet VPN TOTAL: 2.24 MB

m  WAN Compression—Provides informat on on the percentage of optimized and non optimized packets
and the average percentage of bandwidth saved.
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Figure 50 WAN Compression information

WAN COMPRESSION

m Performance—The Performance section displays the following details based on the interface that is
selected:

e Latency—The latency in milliseconds.

e Packet Loss—Displays the packet loss in percentage.
e Jitter—Displays the jitter in milliseconds.

e MOS Score—Displays the MOS score.

Figure 51 Performance details

PERFORMANCE | VPNC 2.1.1.12 ¥

Avgoms
LATENCY Min: 0 ms

Avg- 0%
PACKET LOSS Min: 0%
WMax: 0%

Avgoms
JITTER Min: 0 ms

Avg 421
MOS SCORE
Max 4.4

Mar 14,2019, 12:47 Mar 14,2019, 1417 Mar 14, 2019, 15:47

Live monitoring is enabled for sections that display the interface status, such as:

s The Port Status
m Operation state in the WAN Interfaces Summary
m Status of the WAN Interfaces Details and Availability graphs

Gateways—LAN Tab

m Port Status—Provides a graphical representation of the Branch gateway's LAN link availability. Also
provides a quick view of the LAN port status. Click a LAN port to view the port detail graphs based on
Packets or Errors.

Figure 52 LAN port status

PORT STATUS

XX
LN

The following figure shows the Packet details displayed for the port:

e Unicast—The number of unicast packets per second.
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e Multicast—The number of multicast packets per second.
e Broadcast—The number of broadcast packets per second.

Figure 53 Port Details—Packets

PORT DETAILS OF GEO/0/15
NF-\ A_ccess h
1500 Bytes 2001
Packets
UNICAST
4, al 9, 19:24
Uni n Ui
MULTICAST
4, Mar 9, 4
Multicast In Muiticast Out
BROADCAST
4 4 ar
Broad: n

The following figure shows the Error details displayed for the port:

e CRC Errors—The number of cyclic redundancy errors logged.
e Error Frames—The number of error frames logged.
e Collisions—The number of collisions encountered.
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Figure 54 Port Details—Errors

PORT DETAILS OF GEO/0/7

NA Access
1500 Bytes 10
CRC ERRORS

Feb 27, 2019, 22:58 Feb 28, 2019, 00:28

ERROR FRAMES

Feb 27,2019, 22:58 Feb 28, 2019, 00:28

COLLISIONS

Feb 28, 2019, 01:58

Feb 28,2019, 01:58

Feb 27, 2019, 22:58 Feb 28 2019, 00:28

Feb 28, 2019, 01:58

m LAN Interfaces Summary—The table lists the LAN interfaces and provides the total number of LAN
interfaces. Displays the summary of LAN interfaces. The following details are displayed for the port:

e Port—Port number.

o Admin State—Administrative state of the LAN interface.
e Oper. State—Operational state of the LAN interface.

e Speed—Speed.
e VLANs—Range of VLANS.
¢ MTU—MTU value.

Figure 55 LAN Interfaces Summary

LAN INTERFACES SUMMARY | TOTAL LAN INTERFACES: 8
PORT ADMIN STATE OPER. STATE
GE0/0/0 Enabled D
GEO/0/1 Enablec D
GE0/072 Enabled D
GE0/0/3 Enabled Down
GEO0/0/4 Enabled D
GE0/0/5 Enablec D
GE0/0/6 Enabled D
GEO0/0/7 Enabled Up

SPEED

1 Gbps/Full

Click a LAN port to view the port detail graphs based on Packets or Errors.
The following Packet details are displayed for the port:
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e Unicast—The number of unicast packets per second.
e Multicast—The number of multicast packets per second.
e Broadcast—The number of broadcast packets per second.

Figure 56 Port Details—Packets

PORT DETAILS OF GEO/0/15
NA A_ccess -
1500 Bytes 2001
Paces
UNICAST
far 142019, 17:54 4
Unicast In Unicast Out
MULTICAST
Multicast In Multicast Out
BROADCAST
Broad n

The following Error details are displayed for the port:
e CRC Errors—The number of cyclic redundancy errors logged.
e Error Frames—The number of error frames logged.
e Collisions—The number of collisions encountered.
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Figure 57 Port Details—Errors

PORT DETAILS OF GEO/0/7 b4
NA Access
1500 Bytes 10
CRC ERRORS
Feb 27,2019, 22:58 Feb 28, 2019, 00:28 Feb 28, 2019, 01:58
ERROR FRAMES
Feb 27, 2018, 22:58 Feb 28, 2019, 00:28 Feb 28, 2019, 01:58
COLLISIONS
Feb 27,2019, 22:58 Feb 28, 2019, 00:28 Feb 28,2019, 01:58

s VLAN Interfaces Summary—The table lists the VLAN interfaces and provides the total number of VLAN
interfaces. Displays the summary of VLAN interfaces. The following details are displayed:

e VLAN ID—VLAN ID number.

e IP Address—IP address.

¢ Admin State—Administrative state of the VLAN interface.
e Oper. State—Operational state of the VLAN interface.

e Addressing Mode—Type of addressing mode.

e Description—Description of the VLAN.

Figure 58 VLAN Interfaces Summary

VLAN INTERFACES SUMMARY | TOTAL VLAN INTERFACES: 4

VLAN ID IP ADDRESS ADMIN STATE OPER. STATE ADDRESSING MODE DESCRIPTION
1 Disabled Down

7712 Disabled

D
Down
D

4094 103364.12 Disabled Dynamic

s DHCP Pools—The table lists the DHCP pools and total number of DHCP pools. Displays the summary of
DHCP pools. The following details are displayed:

e VLAN ID—VLAN ID number.
e Pool Name—Name of the DHCP pools.
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e Subnet—IP address of the client subnet.
e Pool size—Size of the pool.

e Lease time—Lease time of the pool.

e Free—Number of addresses available.

Figure 59 DHCP Pools

DHCP POOLS | TOTAL DHCP POOLS: 1

VLAN ID POOL NAME SUBNET POOL SIZE LEASE TIME FREE

400 vian_400 17230100124 253 12 hours

m Active Leases—The table lists the active leases and the total number of active leases. Displays the
summary of active leases. The following details are displayed:

e Pool Name—Name of the DHCP pools

e IP Address—IP address of the client subnet.

e MAC Address—MAC address of the client.

e Start Date—Start date and time of the lease.

e End Date—End date and time of the lease.

e Remaining—Remaining time for the lease to expire.

Figure 60 Active Leases

ACTIVE LEASES | TOTAL ACTIVE LEASES. 0

POOL NAME 1P ADDRESS MAC ADDRESS START DATE END DATE REMAINING

No data to display right now

Live monitoring is available for the following:

= Port Status
m Operational state of the LAN interface in LAN Interfaces Summary table.

Gateways—Tunnels Tab

To access the Tunnels section follow these steps:

1. On the Gateways page, click List of Online Gateways. The list of gateways connected in Aruba Central
are displayed.

2. Click the gateway link for which you want to see the details. A dashboard showing the details of the
selected gateway opens.

3. Click the Tunnels tab to view details about the Tunnels status and health.
The Tunnels tab displays the following details:
s Tunnels Summary
= Tunnels Details
The following details are displayed in the Tunnels Summary table:
e Total—Total number of VPN tunnels.
e Up—Number of VPN tunnels in UP state.
e Down—Number of VPN tunnels in DOWN state.
e Peers—Total number of VPN peers.
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Figure 61 Tunnels Summary

TUNNELS SUMMARY

TOTAL upP DOWN
12 3 9

PEERS

The following details are displayed in the Tunnels Details table:

Tunnel—Tunnel number.

Status—Status of the tunnel.

Source—Source |IP address of the tunnel.
Destination—Destination IP address of the tunnel.
Loss—Percentage of packet loss.

Latency—The latency in microseconds.

Availability—Availability graph of the tunnel. Displays the percentage of time the tunnel was in UP

state.

Figure 62 Tunnels Details

TUNNEL

@ data-vpnc-00:1a:1e:04:4b:d...  Down

@ data-vpnc-00:1a:te:04:dbid.. | D

@ data-vpnc-00:1a:1e:04:4b:d...  Down
E

© data-vpnc-00:1a:1€:04:4d:4.

vpnc-00:1arie:0dcc6...  Up

vpnc-02:1artend:72:c.. | Down

vpnc-02:1arierld:72c..  Down

P
P
P
P

vpnc-02:1artentd:72c.. | Down

TUNNELS DETAILS

STATUS SOURCE DESTINATION Loss LATENCY

AVAILABILITY

m  Tunnel Info—Select a tunnel to view the following details:

Status—Status of the tunnel.
VLAN ID—VLAN ID.
WAN IP—WAN [P address.

Last Change Reason—Reason for the last status change of the tunnel.

Uplink Port—Uplink port details.

Uptime—Amount of time the tunnel has been active since it was last reset.

Peer IP—Peer IP address.
Availability—Availability of the tunnel.

Throughput—Displays the inbound and outbound traffic rates for the selected tunnel.

Latency—Latency in microseconds.
Packet Loss—Percentage of packet loss.
Jitter—jitter in microseconds.

MOS Score—MOS value.
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Figure 63 Tunnel details-information

TUNNELS DETAILS

SOURCE  DESTINATION

Tunn
© 551 7010:1_uplink vian1001
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AVAILABILITY - oo

THROUGHPUT
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2 Ma 44

© bz 1.7010:2 uplink vian1002

Live monitoring is enabled for sections that display the status, such as:

s TheTunnels Summary
m Status of the Tunnels Details

Gateways—Routing Tab

To access the Routing section follow these steps:
1. Inthe Network Operations app, use the filter to select a Branch Gateway.
2. Under Manage, click Overview. The Gateway Summary page is displayed.
3. Click the Routing tab to access the following route details for the gateway:
= BGP
= OSPF
= Overlay
= RIP
= Route Table

BGP
The BGP tab displays the following details for the gateway:

BGP Summary

e Router ID—Displays the Router ID.

e AS Number—Displays the private Autonomous System (AS) number.

¢ Neighbors—Displays the number of neighboring connections.

¢ Routes Learned—Displays the number of routes that have been learned.
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Figure 64 BGP—Summary

BGP SUMMARY F R ID:172.100.0.1 4000001
NEIGHBORS ROUTES LEARNEC
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BGP Details
Displays the information categorized by Neighbors and Routes.

= Neighbors
e Total Neighbors—Displays the total number of neighbors.
e Last Refreshed—Indicates when the last refresh was completed.
¢ Neighbor—Displays the available neighbors.
e ASN—Displays the private Autonomous System (AS) number.
e State—Displays the current state.
o Type—Neighbor type.
e Last State Change—Displays the last state change.
e Down Count—Displays the number of neighbors that are down.
¢ Up Count—Displays the number of neighbors that are up.
¢ Hold Time—Displays the time spent on hold.
e Keep Alive Interval—Displays the time set for the Keep Alive Interval.
e Router ID—Displays the Router ID.
e Neighbor Version—Displays the firmware version of the connected neighbors.
e IP Precedence Value—Displays the IP precedence.
o Datagrams (Max = 1400Bytes)—Displays existing datagrams.
e Route Refresh—Displays the latest route refresh.
e Graceful Restart Capability—Displays whether graceful restart is supported.
¢ BGP Addtl-Paths Computation—Displays the additional paths computation.
e Recv Paths—Displays the receive path information.
e Send Paths—Displays the send path information.
e Source Address—Displays the source information.
¢ Nexthop—Displays information about the next hop.
e Link Address—Displays the link address.
e CFfg Hold Time— Displays the minimum acceptable hold time.
o CFfg Keep Alive Time— Displays the configuration keep alive time.
e IS Route Reflector—Displays the net hop path.
e IS Router Server—Displays the IS Router Server details.
o BGP Advertise-Best_External—Displays the backup external route.
o Up Time—Displays the time that the connection has been up.
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Figure 65 BGP—Neijghbors Details

BGP DETAILS | NEIGHBORS ¥ | TOTAL NEIGHBORS:2 | LAST REFRESHED:8:46:19 PM £
NEIGHBOR AN STATE LAST STATE CHANGE DOWN COUNT RECV PATHS SEND PATHS
@ uu 2000001 Established 20 Fen 2015,06:5405

BGP NEIGHBOR | 5555

STATE: Established DOWN COUNT: @
LAST STATE CHANGE: 20 Feb 2019, 06:54:05 UP COUNT: ©
TYPE: eBGP HOLD TIME: 60/90
ASN: 2000001 KEEPALIVE INTERVAL:  21/30 DATAGRAMS (MAX

received

CAPABILITIES PATHS
PUTATION: Disabled SENT: 0
BGP ADVERTISE-BEST-EXTERNAL: Disabled RECEIVED: 0

@ su 100001 die

BGP NEIGHBOR | 0000

DOWN COUNT: 0 NEIGHBOR R

LAST S UP COUNT: 0 NEIGHBOR
HOLD TIME: /- 1P PRECEDEN
ASN: 100001 KEEPALIVE INTERVAL: -/~ DATAGRAMS (MAX = 14

NEIGHBOR CAPABILITIES
ROUTE REFRESH: Disabled
GRACEFUL RESTART CAPABILITY: Disabled

CAPABILITIES PATHS
PUTATION: Disabled SENT: 0
BESTEXTERNAL: Disabled RECEIVED: O

= Routes
e Total Routes—Displays the total number of routes.
e Last Refreshed—Indicates when the last refresh was completed.
¢ Network—Connected network.
¢ Neighbor—Displays the available neighbors.
¢ Nexthop—Displays information about the next hop.

e Metric—Distance for static routes. For a given route destination, there can be multiple next hops. A
route metric enables the gateway to prefer one route over another or load-balance when the metric is

the same.
e Local Pref—Displays the outbound external path.
e AS Path—Displays the private Autonomous System path.
e State—Displays the connection state of the connection.
e Route Source—Displays the specific route the packet should take.
e Origin—Displays the origin attribute value.
e Advertised to Upd-Grp—Displays the Advertised Update-Group status.
e Router ID—Displays the router ID.
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Figure 66 BGP—Routes Details
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The RIP tab displays the following details for the gateway:

RIP Summary

m Enabled—Implies that RIPv2 is enabled on the gateway device.

m Version—Displays the RIP version, RIPv1 or RIPv2. Currently, Arubasupports only RIPv2.

» Interfaces—Displays the number of interfaces that participates in the routing process.

m Neighbors—Displays the number of neighboring connections.

m Routes—Displays the number of routes advertised.

s ECMP—Displays the number of ECMPs available.

» Infinity—The hop count (16) assigned to unreachable devices (typically, any route that requires more than

15 hops).

m Timers—RIP uses timers to regulate its performance:

e Update timer displays the interval between periodic routing updates. By default this is set to 30

seconds.

¢ Invalid timer displays the time in seconds after which the route is marked invalid but is still available in
the table. By default this is set to 180 seconds.

e Flush timer displays the time duration after which the route is flushed out or removed from the table.
By default this is set to 120 seconds.

Figure 67 RIP—Summary

RIP SUMMARY

VERSION INTERFAQES NEIGHBORS
2 1 & 3

ROUTES

ECMP
16

30s  3m | 2m

UPDATE | INVALID | FLUSH

RIP Details

Displays the information categorized by Interfaces, Neighbors, and Routes.

= Interfaces

¢ Name—Displays the name of the interface.

e Address—Displays the IP Address of the interface.
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e Cost—Displays the cost associated.
e State—Displays the state of the connection (Up pr Down).
e Neighbors—Displays the number of neighbors.

¢ Authentication—Displays the status of this option that is used for enabling RIP authentication mode
for MD5.

¢ Next Update—Time in seconds for the next update
Click on an interface listed in the table to view the following details:

¢ RIP Interface—Displays the name of the interface.

e Address—Displays the IP Address of the interface.

¢ Mask—Displays the subnet mask.

e State—Displays the state of the connection (Up or Down).

e Port—Displays the port number of the interface.

e Version—Displays the RIP protocol version.

e Mode—Displays the interface configuration mode.

e Metric—Displays the number of hop counts.

e Passive—Indicates whether the interface is operating in passive mode.
e Split Horizon—Indicates whether Split Horizon is implemented.

e Poison Reverse—Indicates whether Poison Reverse is implemented.

e Authentication—Displays the status of this option that is used for enabling RIP authentication mode
for MD5.

e Update Timer—Displays the interval between periodic routing updates, by default this is set to 30
seconds.

¢ Invalid Timer—Displays the time in seconds after which the route is marked invalid but is still available
in the table.

e Flush Timer—Displays the time duration after which the route is flushed out or removed from the
table.

Figure 68 R/IP—Interfaces Details

RIP DETAILS | INTERFACES ¥ | TOTALINTERFACES: 1 | LAST REFRESHED: 10:51:43 AM C'
Y NAME Y ADDRESS ¥ cost ¥ STATEY ¥ NEIGHBORS NEXT UPDATE AUTHENTICATION
RIP INTERFACE LAN 4004
DETAILS
ADDRESS MASK STATE PORT VERSION MODE
10.5.132.98 255.255.252.0 up 520 2 Multicast
METRIC PASSIVE SPLIT HORIZON POISON REVERSE AUTHENTICATION UPDATE TIMER
1 false true true None 30s
NVALID TIMER FLUSH TIMER
3m zm
= Neighbors

e Address—Displays the IP address of the neighbor.
¢ Interface—Displays the name of the interface.
e Metric—Displays the number of hop counts.
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e Routes— Displays the number of routes learned. Click the number for details of the routes learned.

e Last Seen— Displays the last seen time duration in nD nH nM nS format.

Figure 69 RIP—Neighbors Details

RIP DETAILS | NEIGHBORS ¥ TOTAL NEIGHBORS: 3 | LAST REFRESHED: 10:53:10 AM (O

Y ADDRESS LAST SEEN

¥ INTERFACE ¥ METRIC ¥ ROUTES
105132142 2n 4094 1 1
5.132.47 2n 4094 1 2

513297 an 4094 1 2

= Routes
e Route—Displays the route.
e Next Hop—Displays information about the next hop.
e Metric— Displays the number of hop counts.
e Tag—Displays the tag number associated with the route attribute that is set.

e Expires—Displays the time in nD nH nM nS format after which the route expires.

Figure 70 RIP—Routes Details
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OSPF
The OSPF tab displays the following details for the gateway:

OSPF Summary
e Status—Status is either Enabled or Disabled.
e Router ID—The routers identification details.
e Areas—Area type as specified in the OSPF parameters.
¢ Interfaces—Displays the current interface.
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¢ Neighbors—Displays the number of neighbors available.
e Active LSA—Displays the Active Link-State Advertisements.
e Retransmit LSA—Displays the Retransmitted Link-State Advertisements.

Figure 71 OSPF—Summary

OSPF SUMMARY | ENABLED | ROUTER ID1.1.1.2
R

1 1 3 264 [}

OSPF DETAILS | NEIGHBORS ¥ | TOTAL NEIGHBORS3 | LAST REFRESHED9:17:18 PM ()
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(]

OSPF Details

Displays the information categorized by Neighbors, Interfaces, Areas, and Link State Databases.

= Neighbors
e Total Neighbors—The total number of neighbors.
e Last Refreshed—Indicates when the last refresh was completed.
e Neighbor—Details of the neighbors.
e Address—IP address of the neighbor.
¢ Interface—Displays the current interface for the neighbor.
e Priority—Displays the priority of each neighbor.
e State—Displays the state of the connection.
e Area—Displays the area of the neighbor.
e Options—Available neighbor options.

e Dead Timer—Displays the required time to wait before the neighbor connection is dead.

¢ Retransmit Timer—Displays the time between OSPF and LSA retransmissions.

Figure 72 OSPF—Neighbor details
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m Interfaces
e Total Interfaces—The total number of interfaces.
e Last Refreshed—Indicates when the last refresh was completed.
¢ Name—Name of the interface.
e Area—Displays the logical collection of devices that share the same area.
e Address—IP address of the interface.
e Mask—IP mask of the interface.
e State—Displays the state of the connection.
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e Type—Displays the type of connection.

e Cost—Displays the cost associated with the OSPF traffic on the tunnel interface.

e Neighbor Count —Displays the number of neighbors.

e ID—Displays theinterface ID.

e Address—Displays the IP address of the interface.

e Priority—Displays the priority of the interface to determine the default router.

e Hello Timer—Displays the time interval between the hello packets to be sent on the interface.

¢ Dead Timer—Displays the time interval after which a router is declared dead if hello packets are not
received.

e Retransmit Timer —Displays the retransmit interval time for link state advertisements.
¢ Authentication—Displays the status of this option that is used for enabling OSPF authentication mode
for MD5.
Click on an interface listed in the table to view the following details:

e Type—Displays the type of connection.

e Area—Displays the logical collection of devices that share the same area.

e Address—IP address of the interface.

o Mask—IP mask of the interface.

e Cost—Displays the cost associated with the OSPF traffic on the tunnel interface.
e State—Displays the state of the connection.

e Priority—Displays the priority of the interface to determine the default router.
e Neighbor Count—Displays the number of neighbors.

e Dead Timer—Displays the time interval after which a router is declared dead if hello packets are not
received.

e Hello Timer—Displays the time interval between the hello packets to be sent on the interface.

¢ Retransmit Timer—Displays the retransmit interval time for link state advertisements.

¢ Authentication—Displays the status of this option that is used for enabling OSPF authentication mode
for MD5.

Figure 73 OSPF— Interfaces details
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= Areas

Click the Settings icon to reset or set the default columns that are displayed.

HOTE

e Total Areas—The total number of areas.
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e Last Refreshed—Indicates when the last refresh was completed.

e Area—Displays the logical collection of devices that share the same area.
e Type—Displays the type of connection.

¢ Interface count—Displays the interface count.

e SPF Count—Displays the Shortest Path First count.

e Default Count—Displays the default count.

e Enable Summary—Displays if summary collection is enabled.

Figure 74 OSPF— Areas details

AREA

OSPF SUMMARY | ENABLED | ROUTER ID:1.1.1.2
AREAS

T 1 3 264

OSPF DETAILS | AREAS ¥ | TOTALAREAS1 | LAST REFRESHED'9:23:26 PM £

TYPE INTERFACE COUNT SPF COUNT DEFAULT COST ENABLE SUMMARY

INTERFACES NEIGHBORS ACTIVELSA RETRANSMIT LSA
0

Link State Databases

Click the Settings icon to reset or set the default columns that are displayed.

e Total Link State Database—The total number of Link State Databases.

e Last Refreshed—Indicates when the last refresh was completed.

e Link ID—Displays the router ID of the originating router.

e Advertising Router—Displays the routes that is advertising the link-state.
e Area—Displays the logical collection of devices that share the same area.

e LSA Type—Displays the aggregatiopn type.

e Age—Displays the age of the OSPF LSA.

e State—Displays the state of the connection.

e Seq No.—Displays the 32-bit OSPF Sequence number.

¢ Checksum—Displays the 16-bit checksum for the OSPF packet.

Figure 75 OSPF—Link State Databases details
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LSA types—There are various LSA types available and they are listed here:
e Router—The Router page displays the following details:

e Flags

e LinkID
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e Link Data
e Link Type
e Metric
¢ Network—The Network page displays the following details:
e Mask
e Attached router
¢ Network Summary—The Network Summary page displays the following details:
e Address
e Mask
e Metric
e ASBR Summary—The ASBR Summary page displays the following details:
e ASBR
e Metric
e External—The External page displays the following details:
e Mask
e Metric
o Type
e Route Tag
e Forwarding Address

Overlay
The Overlay tab displays the following details for the gateway:

Click the Settings icon to reset or set the default columns that are displayed.

NOTE Click the filter icon on each column header row to filter the displayed information

= Overlay Summary
e Status—Status is either Enabled or Disabled.
e Site—Displays the site location.
e Control Connections—Displays the number of active control connections.
¢ Interfaces—Displays the number of active interfaces.
e Routes Advertised—Displays the number of routes that are advertised.
¢ Routes Learned—Displays the number of routes that are learned.
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Figure 76 Overlay—Summary
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m Overlay Details—Displays the information categorized by Control Connections, Interfaces, Routes

Advertised, and Routes Learned.
= Control Connections

Click the Settings icon to reset or set the default columns that are displayed.

Click the filter icon on each column header row to filter the displayed information

e Total Control Connections—Displays the total number of control connections.

Last Refreshed—Indicates when the last refresh was completed.
Control Plane Peers—Displays the Control Pane Peers.
State—Displays the state of the connection.

Last State Change—Indicates the Last State Change.

Down Count—Displays the Down Count.

Routes Advertised—Displays the advertised routes.

Routes Learned—Displays the number of routes that are learned.

Figure 77 Overlay Details —Control Connections
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= Interfaces

Click the Settings icon to reset or set the default columns that are displayed.

Click the filter icon on each column header row to filter the displayed information

e Total Interfaces—Displays the total number of interfaces.

e Last Refreshed—Indicates when the last refresh was completed.

¢ Interfaces—Displays the number of active interfaces.

e State—Displays the state of the interface.

e Tunnel Destination—Displays the destination address.

e Uptime—Amount of time the tunnel has been active since it was last reset.
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¢ Routes Learned—Displays the number of routes that are learned.

Figure 78 Overlay Details —Interfaces
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= Routes Advertised

Click the Settings icon to reset or set the default columns that are displayed.

Click the filter icon on each column header row to filter the displayed information.

e Route—Displays the route name.

¢ Nexthop—Displays information about the next hop.
¢ Interface—Displays the number of active interfaces.
e Flags—Lists the number of active flags.

e Origin—Origin of the route.

e Cost—Cost associated with the route.

Figure 79 Overlay Details—Routes Advertised
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= Routes Learned

e Total Routes Learned—Displays the total number of routes that are learned.

e Last Refreshed—Indicates when the last refresh was completed.
e Route—Theroute IP address aand subnet.
e Age (Last Updated)—Last updated date.

e Origin—Orging of the connection, for example, Connected or Overlay.

e Flags—Lists the number of active flags.
¢ Nexthop—Displays information about the next hop.
¢ Interface—Displays the number of active interfaces.

Figure 80 Overlay Details—Routes Learned
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Route Table

Click the Settings icon to reset or set the default columns that are displayed.

Click the filter icon on each column header row to filter the displayed information

The Route Table tab displays the following route details for the gateway:

= Route Summary

Capacity—Number of routes supported.

Connected—Number of connected routes.

Default—Number of default routes.
Static—Number of static routes.
Dynamic—Number of dynamic routes.
Overlay—Number of overlay connections.

Figure 81 Routes Summary
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= Routes

Last Refreshed
Route—The route IP address and subnet.

Nexthop—Displays information about the next hop.

Protocol—Routing protocol. Possible values are CONNECTED, STATIC, IKE, OVERLAY, BGP, or OSPF.

Type—The type of connection.

Metric—Distance for static routes. For a given route destination, there can be multiple next hops. A
route metric enables the gateway to prefer one route over another or load-balance when the metric is

the same.

Flags—Route flags that indicate the flags for the selected routes.

Figure 82 Routes details
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Gateways—Path Steering Tab

In the Path Steering tab, you can view traffic path steering details for the Dynamic Path Steering policies
configured on the Branch Gateway. The tab also displays the number of policies that are compliant along with

the total number of policies configured on the Branch Gateway.

From the list of Dynamic Path Steering polices, select the policy for which you want to view the path steering
details.

The Path Steering section displays the following information:

s Path Steering Summary

State—Displays whether the path steering feature is enabled.

Policy Compliance—Displays the compliance status of all the configured policies.
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Figure 83 Path Steering Summary
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m Path Steering Details section displays the following information:

Policy Name—The name of the Dynamic Path Steering policy

Bandwidth— The threshold percentage set for bandwidth utilization

Latency—The threshold value set for a round-trip ping time in milliseconds
Jitter—The threshold value set for jitters in packet transmission in milliseconds
Packet Loss—The percentage of packet loss allowed for the traffic type

Path Preference—The path preference in the primary, secondary, and tertiary order
Status—The compliance status of the uplinks

Overall Compliance—Overall compliance (%) of the policy

Figure 84 Path Steering Details
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Click a policy to view the Compliance Summary that consists of the Status and Session information.

m Status—Provides a graphical representation of the configured uplink statuses. The following details are
displayed:

Overall status
The status of each of the uplinks configured for the Dynamic Path Steering policy on that gateway

Hover over the status bar to view the compliance status details of all the configured uplinks. You can view the
compliance status of the uplinks and the probe IPs. If the probe IPs are non-compliant, it displays the reason
for non-compliance such as latency, jitter, or packet loss. The following list contains the various colors and the
corresponding compliance status:

Green—An uplink is Compliant when all of the associated probe IPs meet the set SLAs and threshold
settings.

Orange—An uplink is Partially Compliant when you have multiple probe IPs and not all of them are
compliant.

Red—An uplink is Non-Compliant when all of the probe IPs are non-compliant.

Yellow—This is the Hold Period when an uplink changes it's status from Non-compliant to Compliant
(usually the first 3 minutes of the transition phase).

Grey—Uplink status is Unknown when the Dynamic Path Steering feature does not send any
compliance information to the cloud.

m Sessions—Provides a graphical representation of the total number of sessions. The following details are
displayed:

Overview

The sessions count on each of the uplinks configured for the Dynamic Path Steering policy on that
gateway
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Figure 85 Path Steering Details—Compliance Summary
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m Event Logs—When an uplink becomes non-compliant, an event is recorded, when the same uplink
becomes compliant adhering to the set SLAs, another event is recorded. The Event Logs table provides
information about all such events. It displays the timestamp and a detailed event statement that contains
the policy name, the uplink name, the probe IP, and the reason for non-compliance, if it is a non-compliance

event.

Figure 86 Eventlogs
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Live monitoring is enabled for sections that display status, such as:

m The path Steering Summary
m Real time state of the Event Logs

Application Visibility

The Visibility dashboard displays charts showing client traffic trends to application, application categories,
website categories, and websites of a specific security reputation score. To view the traffic classification based
on application, application category, and website category, you must enable Application Visibility service on

Branch Gateways.

To view application usage metrics for Aruba Gateways:

1. Inthe Network Operations app, use the filter to select a Gateway group or a Gateway.

2. Under Manage, click Applications > Visibility.
The Visibility dashboard is displayed.

Click the Table @ and the Summary | | ¥ icons on the Application and Websites sections to toggle between the

dashboard views.
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The Applications section displays the following:

m Application / Categories—Displays the top N application categories based on total bandwidth usage.
Apart from the top N, the rest of the application categories are grouped under the Unclassified category.

e Applications—Displays top N applications based on total bandwidth usage. Apart from the top N, the
rest of the applications are grouped under the Unclassified category. Click the + next to the service
name to expand the view and display additional information.

e Categories—Displays the top N web categories based on total bandwidth usage. Apart from the top N,
the rest of the web categories are grouped under the Unclassified category.

e Usage—Displays the bandwidth usage of each application.

e Sent—Displays the amount of data sent.

e Received—Displays the amount of data received.

Figure 87 Applications
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The Websites tab displays the following tables:
= Reputation and Usage—Displays the reputation and usage percentage.
m Category and Usage—Displays the WebCC category and the usage percentage.

Figure 88 Websites
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Gateways—Sessions Tab

The Sessions tab displays the following information:

= Session Summary—Displays a summary of all the running sessions.

m Sessions—Displays filtered session information.

The following details are displayed in the Session Summary pane;
e Current entries—Displays the number of current and active entries.
e Max entries—Displays the total entries made with the time period.
e High watermark—Displays the highest number of active entries.
e Allocation failures—Displays the number of failed allocations.
e Denied entries—Displays the number of entries that were denied.
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The Sessions pane displays information filtered by the IP Address entered in the text box.

Click the Settings icon & to reset or set the default columns that are displayed.

NOTE ;
Click the Filter icon and enter the keyword or ip address to filter the information.

The Session table displays information about:

To view additional information of individual sessions click the drop down ~

Application—Displays the list of applications.

Source IP—Displays the source IP address.
Destination IP—Displays the destination IP address.
Protocol—Displays the communication protocol used.
Source port —Displays the source port number.

Dest port —Displays the destination port number used by the application.

Action—Displays the application specific action.

Flags—Displays the applied flags. Hover over the information icon to see the Legend for the flag

description.
Packets—Displays the number of packets.

Bytes—Displays the amount of data (in bytes and mega bytes) consumed by the application.

State—Displays the connection state of the application. The state can either be Active, Inactive, or

Denied.

Start Time—Displays the start time.

Receive Time—Displays the receive time.

WEBCC Category—Displays the WEBCC category.

WEBCC Reputation—Displays the WEBCC reputation.
WEBCC Score—Displays the WEBCC score.

Application Category—Displays the application category.

specific information. The following information is displayed:

= Details

User role—Displays the user role name.

User policy rule (ACE)—Displays the user policy rule.
Start time—Displays the session start time.

Receive time—Displays the session receive time.

WebCC category—Displays the WebCC categorization.
WebCC reputation—Displays the site reputation.
Application category—Displays the application category.

= Nexthop

Uplink interface—Displays the uplink interface details.
Uplink VLAN—Displays the uplink VLAN details.
Tunnel—Displays the tunnel details.

= Matching PBR

Policy Name (RACL)—Displays the policy name.
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e Policy Rule (RACE)—Displays the policy rule.
= Dynamic Path Selection (DPS)
e Policy name—Displays the policy name.
e Path preference—Displays the path interface details.
e Compliance—Displays the compliance details.
e Matching Policy Rule—Displays the matching policy rule.

E Matching PBR and Dynamic Path Selection (DPS) tables require SD-WAN version 2.0.0.1 or higher.
HOTE

Figure 89 Session summary and session information
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Figure 90 Session Details
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Deleting an Offline Gateway

To delete an offline Gateway:
1. Inthe Network Operations app, use the filter to select a Branch Gateway group.
2. Under Manage, click Devices > Gateways.
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3. From the Gateways table, select the Gateway that you want to delete. To select a Gateway, click on any
column except Device Name.

HOTE

Clicking on a device name in the Device Name column opens the Gateway
dashboard.

4. Click Delete.
5. Confirm deletion.

Overview

With Aruba Central , you can quickly identify and act on an interfering devices that can be later considered for
investigation, restrictive action, or both. Once the interfering devices are discovered, Aruba Central sends alerts
to your network administrators about the possible threat and provides essential information needed to locate
and manage the threat.

Viewing Intrusion Details Page

To view the intrusion detail page in order to find information on interfering devices, complete the following
steps:

1. Inthe Network Operations app, use the filter to select a group, device, site, or a label.

2. Under Manage, click Security. The Intrusion Detection tab is selected by default.

Intrusion Detection System Events Configuration

The type and severity of Intrusion Detections raised by an AP is configurable and affects the data that is seen in
Security. For more information on configuring IDS for APs, see the Configuring IDS Parameters on APs on page
343.

Monitoring WIDS Events

The Manage> Security tab provides a summary of the total number of wireless attacks detected for a given
duration.

Intrusion Detection
By default, the Intrusion Detection tab is selected and displays the list of WIDS events.
The WIDS Events table displays the following information:

m Infrastructure attacks—Displays the number of infrastructure attacks detected in the network.
m Client attacks—Displays the number of client attacks detected in the network.
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Table 42: WIDS Events

Fields Description

Event Type | The type of the intrusion or attack detected. Click the drop-down arrow at the column heading to
filter the event types based on your requirement.

Category Category of the intrusion or attack, infrastructure or client attack. Click the drop-down arrow at the
column heading to filter the category that you want to display.

Level The level of the intrusion or attack detected. Click the drop-down arrow at the column heading to
filter the attack level.

Time Time of the intrusion or attack.
Station MAC address of the station under attack or BSSID of the AP under attack.
MAC

Detecting The MAC address of the device that detected the intrusion or attack.
AP

Radio Band | Radio band on which the intrusion was detected. There are two radio band signals available, 2.4 GHZ
and 5 GHZ. Click the drop-down arrow at the column heading to filter the radio band where the
intrusion was detected.

Description | Details of the attack or the intrusion.

Note the following important points:

m Clicking @ icon enables you to customize the Events table columns or set it to the default view.
m To view the details of each event that is generated, click the arrow against each row in the table.

m Intrusions are displayed for a selected time period based on the time selected in Time Range Filter.
Security displays data for a maximum time period of 1 week because the volume of data that is collected is
huge.

Generating Alerts for Security Events
Aruba Central supports configuring alerts for IDS events. To generate alerts, complete the following steps:

1. In the Network Operations app, use the filter to select a group or a device.

2. Under Analyze, click Alerts & Events and the click the settings icon to display the alert configuration
dashboard.

3. Select Access Point tab to display the AP dashboard. Aruba Central supports three alert types for
identifying interfering devices:

e Rogue AP Detected

e Infrastructure Attacks Detected

e Client Attack Detected

4. Select an alert and click + to enable the alert with default settings. To configure alert parameters, click on
the alert tile (anywhere within the rectangular box) and do the following;

a. Severity—Set the severity. The available options are Critical, Major, Minor, and Warning,.

For a few alerts, you can configure threshold value for one or more alert severities. To set the threshold value, select

NOTE
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the alert and in the exceeds text box, enter the value. The alert is triggered when one of the threshold values exceed
the duration.

b. Device Filter Options—(Optional) You can restrict the scope of an alert by setting one or more of
the following parameters:

m  Group—Select a group to limit the alert to a specific group.
m Label—Select a label to limit the alert to a specific label.
Sites—Select a site to limit the alert to a specific site.

c. Notification Options

Email—Select the Email check box and enter an email address to receive notifications when an alert
is generated. You can enter multiple email addresses, separate each value with a comma.
Webhook—Select the Webhook check box and select the Webhook from the drop-down list. For
more information, see \Webhooks on page 487.

d. Click Save.

For more information on how to configure Alerts, see Configuring Alerts on page 267.

Generating Reports for Security Events
Aruba Central supports generating reports for IDS events. To generate reports, complete the following steps:

1. In the Network Operations app, use the filter to select a group or a device.

2. Under Analyze, click Reports.

3. In the Reports page, click Create Report. . For more information on how to create Reports, see Reports
onpage2/5

Network Health Dashboard

The Network Health dashboard displays information of the network sorted by site. This dashboard displays
information on network devices and WAN connectivity of individual sites.

To launch the Network Health dashboard, complete the following procedure:
1. In the Network Operations app, use the filter to select All Devices.
2. Under Manage, click Overview > Network Health to launch the Network Health dashboard.
The Network Health dashboard has two views, you can toggle between them by clicking on the view icons.

1ls Summary— This view displays the vital network information of individual sites on cards mapped by

geographical location. Sites are marked with location pins- red pin for a site with potential issues and green
pin for a site with no issues. To view the information card of a site, click on the location pin of a site.

:= List— This view displays the global network report in a list sorted according to individual sites. Clicking

on the site name will take you to the Site Health dashboard page. The data columns listed in the page can
be managed by clicking on the hamburger icon (=) on the right of the column header. The report can be
filtered by clicking on the filter labels below the column name. Selecting a filter label filters the results based
on the field values of the column is ascending or descending order, sites with zero issues will not be

displayed. The order of the results displayed can be toggled by clicking the l’- or l-= icon beside the filter.
The Network Health dashboard displays the information listed in the table below.
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Table 43: Network Health Dashboard.

Header Description

Site Name | The name of the site. Clicking on the site name will take you to the Site Health dashboard page (Site
> Overview > Site Health tab). To search for a site by name, click on the Site Name label and enter
the name of the site.

Al Insights | The number of Al Insight reports available for the site. The reports are organized by degree- High,
Medium, and Low depending on the number of events in the network.

Number of Devices

Status The number of devices that are in Up or Down state in a site. Hover your mouse over a field with one
or more down devices in the column to view the following details. :

= WLAN Devices Down
m Wired Devices Down
m Branch Devices Down

High The number of devices with high memory utilization in the site. Hover the mouse over a field in the

Memory column to view the following details:

Usage m WLAN High Memory

m Wired High Memory

m Branch High Memory
High CPU The number of devices with high CPU usage in the site. Hover the mouse over a field in the column to
Usage view the following details:

= WLAN CPU High

m Wired CPU High

m Branch CPU High

High The number of APs with a higher channel utilization in the 5 GHz and 2.4 GHz radio bands.

Channel

Utilization

High The number of APs with high RF noise in the 5 GHz and 2.4 GHz bands.

Noise

WAN

Uplink Displays the uplink connectivity status of devices in the site. The data is classified into two columns:

Status devices with no issues and devices with no uplink connectivity.

Tunnel Displays the connectivity status of tunnels in the site. The data is classified into two columns: tunnels

Status with no issues and tunnels with no connectivity.

Overview

In the Network Operations app, perform the following steps to access the overall network summary page:

1. Set the filter to All Devices.
The Global dashboard is displayed.
2. Under Manage > Overview, the network summary page displays the following tabs:

= Summary—Displays details such as the bandwidth usage in the network, client counts, and cluster-
specific details. For more information, see Summary .

= Network Health— Displays vital information of the network sorted by site. For more information,
Network Health Dashboard.
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s WAN-—Displays information on WAN Health.
= Al Insights——Displays information on AP performance issues such as excessive channel changes,
excessive reboots, airtime utilization, and memory utilization at AP. For more information, see Al

Insights.
» VisualRF—Displays a page for viewing campuses, buildings, and floors within a network. For more
information, see Viewing Network Information.

= WiFi Connectivity—Displays connection details of all the clients connected to an AP. For more
information, see Wi-Fi Connectivity.

Summary

The Summary tab displays details such as the bandwidth usage, client count, top APs by usage, top 5 clients,
top AP clusters by usage, top AP clusters by clients, and WLAN network details of the selected group. By
default, the graphs are plotted for a time range of 3 hours. To view the graphs for a different time range, click
the Time Range Filter link.

Table 44: Summary pane

Data Pane
Item

Description

Time Range | Allows you to select a time range for the graphs displayed on the Overview pane. You can choose to

Filter view graphs for a time period of 3 hours, 1 day, 1 week, 1 month and 3 months.

Bandwidth Displays the aggregate incoming and outgoing data traffic of all clients in the selected group.

Usage

Graph

Clients Displays the total number of clients connected to an AP over a specific duration.

count

Top APs By Displays the list of top APs that utilize the maximum bandwidth in the network. Bandwidth usage

Usage includes the sum total of data transmitted and received on the radio interfaces and wired clients
connected to the AP.

Top 5 Displays the top five clients connected to the currently available SSIDs that utilize the maximum

Clients bandwidth in the network.
The Top 5 Clients table displays data only for the clients that are connected to the network for a
total duration of two or more hours.

Top Displays the list of top AP clusters that utilize the maximum bandwidth in the network.

IAP Clusters

By Usage

Top Displays the list of top AP clusters connected to the client that utilize the maximum bandwidth in the

IAP Clusters | network.

by Clients

WLANSs Displays the list of SSIDs configured. The WLANS table displays the SSID details such the name,
type, security settings, and the clients connected on the network. To expand or collapse the column
view, click the column settings icon next to the last column in the table.
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Site Health Dashboard

The Site Health dashboard displays details of wired and wireless devices deployed on the site. This page
includes information on client connectivity statistics, change logs, health of devices, and RF health of the site.

To launch the Site Health dashboard, complete the following procedure:

1. In the Network Operations app, use the filter bar to select a site.
2. Under Manage, click Overview > Site Health to launch the Site Health dashboard.

Alternatively, the Site Health dashboard can be accessed by selecting a site from the Network Health
dashboard page. The Site Health dashboard displays the information listed in the table below:

Table 45: Site Health Dashboard

Name Name of the site.

Location Location of the site.

APs Number of APs deployed on the site.

Switches Number of switches deployed on the site.

Gateways Number of gateways deployed on the site.

Summary A graphical representation of the number of clients (wired and wireless) and their bandwidth usage
Statistics for the selected time range.

Change Log | A visual representation of change logs for configuration, firmware, and reboot changes in the

selected time range. Select a column in the graph and click on the Config Log, Firmware Log and
Reboot Log button to view detailed information logs on the corresponding events in the site.

System Health Indicators

Down
Devices

This graph shows the count of devices with DOWN status. The graph displays the following
information:

m Total number of devices

m Number of unique devices that were DOWN

= Minimum and maximum device downtime.
To view more details, select a time range in the graph and click on See Devices. A pop-up window
displays the details of devices with DOWN status and their Up and Down time in percentage. You
can also add other metrics such as CPU, Memory, 5 GHz and 2.4 GHz Channel Utilization, and 5 GHz
and 2.4 GHz Noise Floor by clicking on the Add Metric button. A particular device can be filtered
from the list by clicking on the filter icon (Y)and entering the name of the device.

High
CPU & High
Memory

This graph shows the total count or percentage of devices with high CPU utilization and high
memory utilization.
m High CPU Utilization—This graph displays the total number of devices, number of unique
devices with high CPU utilization, and minimum and maximum number of devices with high CPU
utilization. You can also view the total count or percentage of maximum and minimum number of
devices with high CPU utilization for a specific time when you hover your mouse over the graph.
m High Memory Utilization—This graph displays the total number of devices, number of
unique devices, the minimum and maximum number of devices with high memory utilization.
You can also view the total count or percentage of maximum and minimum number of devices
with high memory utilization for specific time when you hover your mouse over the graph.
m Threshold Setting Widget—You can also choose to view the graph details based one of the
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Table 45: Site Health Dashboard

following criteria by clicking the ( ﬁ) icon and selecting any of the following options:
m >70% CPU utilization

= >80% CPU utilization
m >90% CPU utilization
m >70% memory utilization
= >80% memory utilization

= >90% memory utilization

To view more details, select a time range in the graph and click on See Devices. A pop-up window
displays the details of devices with high CPU utilization and memory utilization with their individual
minimum and maximum values. You can add other metrics such as 5 GHz and 2.4 GHz Channel
Utilization, 5 GHz and 2.4 GHz Noise Floor, and Device Down time for the devices by clicking on the
Add Metric button. A particular device can be filtered from the list by clicking on the filter icon ()
and entering the name of the device.

RF Health Indicators

5 GHz This graph displays the total count or percentage of devices with high channel utilization and high
Utilization noise floor levels for 5 GHz band.
and Noise m Device Details—The graph displays total number of devices, number of unique devices with

high 5 GHz channel utilization and high noise floor levels, and the minimum and maximum
number of devices with high channel utilization. You can also view the total count of maximum
and minimum number of devices with high 5 GHz channel utilization and noise for a specific time
when you hover your mouse over the graph.

m Threshold setting—You can also choose to view the graph details based one of the following

criteria by clicking the ( o ) icon and selecting any of the following options:
m >60% 5 GHz Utilization
m >70% 5 GHz Utilization
m >80% 5 GHz Utilization
m >-75dBm5 GHz Noise
s >-80dBm5 GHz Noise

m >-85dBm5 GHz Noise

To view more details, select a time range in the graph and click on See Devices. A pop-up window
displays the details of devices with high CPU utilization and memory utilization with their individual
minimum and maximum CPU utilization values. You can add other metrics such as CPU, Memory,
2.4 GHz Channel Utilization, 2.4 GHz Noise Floor, and Device Down time for the devices by clicking
on the Add Metric button. A particular device can be filtered from the list by clicking on the filter
icon (Y) and entering the name of the device.

2.4 GHz This graph displays the total count or percentage of devices with a higher channel utilization and
Utilization high noise floor levels for 2.4 GHz channel.
and Noise m Device Details—The graph displays the total number of devices, number of unique devices

with high 2.4 GHz channel utilization and noise floor levels, minimum and maximum number of
devices with high channel utilization and noise levels. You can also view the total count of
maximum and minimum number of devices with high 2.4 GHz Utilization and Noise for a specific
time when you hover your mouse over the graph.

m Threshold Setting widget —You can also choose to view the graph details based one of the

following criteria by clicking the ( Q) icon and selecting any of the following options:
>60% 2.4 GHz Utilization
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Table 45: Site Health Dashboard

>70% 2.4 GHz Utilization
>80% 2.4 GHz Utilization
>-75 dBm 2.4 GHz Noise
>-80 dBm 2.4 GHz Noise

>-85 dBm 2.4 GHz Noise

To view more details, select a time range in the graph and click on See Devices. A pop-up window
displays the details of devices with 2.4 GHz channel utilization and 2.4 GHz noise floor with their
individual minimum and maximum values. You can add other metrics such as CPU, Memory, 5 GHz
Channel Utilization, 5 GHz Noise Floor, and Device Down time for the devices by clicking on the Add
Metric button. A particular device can be filtered from the list by clicking on the filter icon (Y') and
entering the name of the device.

NOTE: The threshold setting widget ( Q) is visible only when you bring the mouse pointer closer to its position
slightly above the right-hand side of each graph.

Wi-Fi Connectivity

The Wi-Fi Connectivity page displays an overall view of the connection details for all clients that are
connected to or tried to connect to each connection phase. The connection phases include Association,
Authentication, DHCP, and DNS.

The connectivity details can also be viewed at a group or a site level. By default, the graphs on the Wi-Fi
Connectivity page is plotted for a time range of 3 hours. To view the graphs for a different time range, click
the Time Range Filter link. You can choose to view graphs for a time period of 3 hours, 1 day, 1 week, and, 1
month.

This section includes the following topics:
s Connectivity Summary Bar

m  Connection Experience

= Al Insights
m  Connection Problems

m  Connection Events

Connectivity Summary Bar

The connectivity summary bar displays the details of all clients in percentage. It displays the percentage success
rate of each stage for the users to know the network performance.
Figure 91 Connectivity Summary Bar
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The following table describes the information displayed in each section:

Aruba Central | User Guide Monitoring Your Network | 219



NOTE

Table 46: Connectivity Summary Bar

Field Description

All Displays the aggregated success percentage of Association, Authentication, and DHCP for all
clients connected to the network.

Association Displays the percentage of successful attempts made by a client to connect to the network.

Authentication | Displays the percentage of successful attempts of client authentication.

DHCP Displays the percentage of successful attempts of DHCP requests and responses when
onboarding a client.

DNS Displays the percentage of successful attempts in the detected DNS resolutions, when a client is
connected to the network.

Connection Experience

The Connection Experience tile displays the overall success percentage, total number of attempts, number
of successful attempts, total delays, and the total failures for each of the stages based on the selected time
range filter. To view the connection experience for each individual stage, select the stage type from the
Connectivity Summary bar, the Connection Experience gets charted for the selected stage.

Figure 92 Connection Experience tile
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Al Insights

The Al Insights tile provides a list of Al Insights generated for a selected time range. To view the details, click
on a selected Al Insight. The page gets redirected to the Al Insights under the Al Insights page. Click each of
the listed Al Insight for a detailed analysis based on the impact on the network. For more information on

Al Insights, see Al Insights.

Al-Insights is not implemented for Association and DNS. Al Insights is not implemented at a Group level also. The
page displays No Al Insights observed.

For a visual representation of viewing an Al Insight, click here.
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Connection Problems

The Connection Problems tile displays the details of Failures and Delays graphically for each of the
categories from the drop-down list. Each graph displays the top five MAC addresses or SSID based on the
selected category. Each category in the Connection Problems drop-down lists changes based on the selected
stage in the Connectivity Summary bar. Selecting the required category from the drop-down displays the
failures and delays in a pie chart with percentage, and a bar graph with the number of failures and delays.
Hover the cursor over each graph to view the number of failures or delays for each stage.

Figure 93 Connection Problems Tile
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The following table describes the information displayed in each connection category based on the selected
stage:
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Table 47: Connection Problems Rolls-ups

Data Pane
Content

Description

All

Displays the details of the failures and delays that occurred during a client connection. The chart
displays the failure details of Association, Authentication, and DHCP for each client. The
Connection Problems drop-down list includes the following categories:

By Stage

By Clients

By Access Points

By Band

By SSID

Association

Charts the details of the failures and delays that occurred during a client association. The
Connection Problems drop-down list includes the following categories:

By Clients

By Access Points

By Band

By SSID

By Reason

Authentication

Charts the details of the failures and delays that occurred during a client authentication. The
Connection Problems drop-down list includes the following categories:

By Type

By Clients

By Access Points

By Band

By SSID

By Server

DHCP

Charts the details of the failures and delays that occurred during the attempts of DHCP requests
and responses by a client. The Connection Problems drop-down list includes the following
categories:

m By Clients

m By Access Points

= By Reason

DNS

Charts the details of the failures and delays that occurred during the attempts in detected DNS
resolutions when a client is connected to the network. The Connection Problems drop-down list
includes the following categories:

m By Access Points

= By Reason

m By Server

Connection Events

Connection Events table details out the list of delays and failures for each client based on the client MAC

addresses. Click the = = icon to view the connection events table. Click the Connection Events drop down to
filter the events By Clients or By Access Points. The Connection Events table displays the following

information:
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Table 48: Connection Events

Data Pane Content | Description

MAC Address Displays the MAC address of the client.
Delays Displays the delays that occurred during the event.
Failures Displays the failure details that occurred during the event.

Al Insights

The Al Insights dashboard displays a report of network events that could possibly affect the quality of the
overall network performance. These are anomalies observed at the access point, connectivity, and client level
observed in the network for the selected time range. Each insight report provides specific details on the
occurrences of these events for easy debugging.

To launch the Al Insights dashboard, complete the following steps:

1. In the Network Operations app, use the filter to select All Devices.

2. Under Manage, click Overview > Al Insights to launch the Al Insights page.
All Al Insights observed for the network are listed in the Al Insight dashboard in the All Devices context.
Alternatively, Al Insights reports for a specific site, access point, or a client can be viewed by selecting the

appropriate context. A summary of Al Insights generated for a site is displayed in the Network Health
dashboard.

NOTE

HOTE

Al Insights are displayed for the time range selected. Select the time range from the Time Range Filter (D) to filter
reports.

Al Insights Categories
Al Insights are categorized in high, medium, and low priorities depending on the number of occurrences.
@ Red—High priority

Yellow—Medium priority

Gray—Low priority
Al Insights listed in the dashboard are sorted from high priority to low priority. The description indicates the
network event and the number of occurrences of that event for the selected context and time period defined.
Clicking on the description displays a graph displaying number of events over time and tables with other

specific information. Hover the pointer over graphs to view specific count of events and click on a tab to view
the corresponding table information.

Tables displayed within each Al Insights report vary on the scope selected.
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@ AP with High Memory Utilization
Access Points are experiencing higher than normal memory utilization

802.1x Authentication Failures
Users connecting to WiFi using 802.1x authentication are experiencing higher than normal failures

4-Way Handshake (EAPOL Key) Failures

Users connecting to WiFi using PSK authentication are experiencing higher than normal failures

AP with Missing Telemetry
Access Points telemetry data is not reaching Aruba Central

Clients with Excessive 2.4 GHz Dwell Time
Dual band capable devices are spending a significant amount of time on the 2.4 GHz band

Excessive AP Channel Changes
Access Point radios are changing channels excessively

High DHCP Failures

Client DHCP failures are greater than normal client DHCP failures v

Frequent AP Transmit Power Changes
Access Point radios are changing power levels more than normal

Excessive AP Reboots
Access Points are rebooting more than normal

The Al Insights dashboard displays reports on the following network events. The list describes the insights
followed by the information tables available for the insight:

802.1X Authentication Failures
4-way Handshake (EAPOL Key) Failures
AP with Missing Telemetry

AP Transmit Power Recommendation

AP with High 2.4 GHz Airtime Utilization
AP with High 5 GHz Airtime Utilization

AP with High Memory Utilization

Clients with Excessive 2.4 GHz Dwell Time

Excessive AP Channel Changes

Excessive AP Reboots

Frequent AP Transmit Power Changes

Clients with Low SNR Uplink Connections
AP with High CPU Utilization

High DHCP Failures

MAC Authentication Failures

802.1X Authentication Failures

The 802.1X Authentication Failures insight displays excessive 802.1X authentication failures observed in
the network. The graph displays the number of 802.1X authentication failures observed across time:

SSID—Graph of the percent of 802.1X authentication failures sorted by SSIDs.

Reason—Graph of the percent of 802.1X authentication failures sorted by reason for failure.
Clients—Information of clients that failed 802.1X authentication.

Access Points—Number of 802.1X authentication failures observed at an AP and its details.

AP Model—Displays a graph of the percent of 802.1X authentication failures sorted by AP models.
FW Version—Graph of the percent of 802.1X authentication failures sorted by AP firmware version.
Server—Graph of the percent of 802.1X authentication failures sorted by authentication servers.
Sites—Number of 802.1X authentication failures observed in a site.
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4-way Handshake (EAPOL Key) Failures

The 4-way Handshake (EAPOL Key) Failures insight reports on excessive 4-way handshake failures
observed in the network. The graph displays the number of 4-way handshake (EAPOL Key) failures observed
across time.

m SSID—Graph of the percent of 4-way handshake (EAPOL Key) failures sorted by SSIDs.

m Reason—Graph of the percent of 4-way handshake (EAPOL Key) failures sorted by reason for failure.
m Clients—Information of clients that failed 4-way handshake authentication.

m  Access Points—Number of 4-way handshake (EAPOL Key) failures observed at an AP and its details.
m AP Model—Graph of the percent of 4-way handshake (EAPOL Key) failures sorted by AP models.

m FW Version—Graph of the percent of 4-way handshake (EAPOL Key) failures sorted by AP firmware
version.

m Sites—Number of 4-way handshake (EAPOL Key) failures observed in a site.

AP with Missing Telemetry

The APs Missing Telemetry insight displays AP radios that missed sending telemetry data to Aruba Central.
The graph displays the number of 2.4 GHz and 5 GHz radios that failed to send telemetry data across time.

m Access Points—Information on missing telemetry reports sorted by APs.

m Sites—Information on missing telemetry reports reported at APs in a site.

AP Transmit Power Recommendation

The AP Transmit Power Recommendation insight provides recommendation for transmit power setting to
optimize the network. The recommendations are arrived upon based on the analytics of Frequent
AP Transmit Power Changes insight.

m Recommendation—Current setting and the recommended setting for the 2.4 GHz and 5 GHz radio band.
m  Band—Graph of the percent of minutes the transmit power varied in the 2.4 GHz and 5 GHz bands.

m SSID—Graph of the percent of minutes the transmit power varied in the 2.4 GHz and 5 GHz band sorted by
SSIDs.

AP with High 2.4 GHz Airtime Utilization

The AP High 2.4 GHz Airtime Utilization insight displays the number of AP radios whose Wi-Fi channel
utilization deviated from the normal utilization range, as compared to other APs broadcasting in the same
location, RF band, and time of day.

m Root Cause—Lists the possible causes for this failure type and recommended actions for resolving this
issue.

m Channel—Chart of AP radio channels that experienced excessive AP airtime utilization. It displays the
channels impacted by this issue over the selected time period, sorted by airtime utilization score, which is
calculated from the severity of the utilization level and the duration of time that the channel was over
utilized.

m Hours of the Day—Graph of which hours of the day the network was most impacted by excessive AP
airtime utilization.

m  Tx Power—Graph of Tx Power distribution (dBm) for both the 2.4 GHz and 5 GHz band during the time it
is transmitting signal to the client.

m  SNR—Graph of the average Signal-to-Noise Ratio of the AP in different percentiles (25th, 50th, 75th, 90th,
99th) in 2.4 GHz band and 5 GHz band.

= Access Points—High 2.4 GHz Airtime utilization information for individual APs.
m Sites—High 2.4 GHz Airtime utilization information classified by site.
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AP with High 5 GHz Airtime Utilization

The AP High 5 GHz Airtime Utilization insight displays the numbers of AP radios whose Wi-Fi channel
utilization deviated from the normal utilization range, as compared to other APs broadcasting in the same
location, RF band, and specific period of time as selected in the Time Range Filter.

Root Cause—Lists possible causes for this failure type and recommendations for resolving this issue.

Channel—Chart of AP radio channels that experienced excessive AP airtime utilization. It displays the
channels impacted by this issue over the selected time period, sorted by airtime utilization score, which is
calculated from the severity of the utilization level and the duration of time that the channel was over
utilized.

Hours of the Day—Hours of the day the network was most impacted by excessive AP airtime utilization.
The charts show the airtime utilization score for each hour of the day, which is calculated from the severity
of the utilization level and the duration of time that the channel was over utilized.

Clients—List of clients connected to 5 GHz AP radio.
Tx Power—Strength of the signal that the AP produces during the time it is transmitting signal to the client.

SNR—Average Signal-to-Noise Ratio of the AP in different percentiles (25th, 50th, 75th, 90th, 99th) in 5
GHz band.

Access Points—High 5 GHz Airtime utilization information for individual APs.
Sites—High 5 GHz Airtime utilization information classified by site.

AP with High Memory Utilization

The APs with High Memory insight displays information about APs that have higher memory utilization.

Access Points—Average memory utilization for each AP.

FW Version—Pictorial graph of APs with high memory utilization classified by AP software versions.
AP Model—Pictorial graph of APs with high memory utilization classified by AP models.

Sites—APs with high memory information classified by site.

Clients with Excessive 2.4 GHz Dwell Time

The Clients with Excessive 2.4 GHz Dwell Time insight reports on dual band capable clients that spent
more time in the 2.4 GHz band instead of the 5 GHz bands. The graph displays the percentage of clients over
dwelling in the 2.4 GHz band across time.

Access Points—Number of clients dwelling in the 2.4 GHz band observed at an AP.

Clients—Client information and the time spent in the radio bands.

Device Type—Graph of the percent of clients dwelling in the 2.4 GHz band sorted by client device type.
Sites—Number of clients and APs impacted in a site.

Excessive AP Channel Changes

The Excessive Channel Changes insight displays information about AP radios on the network that changed
channels excessively.

Reason—Reason for which the AP might have changed the channels on the network. It might be due to
different reasons such as interference, noise threshold, channel quality threshold, or empty channel for
both the frequency bands (2.4 GHz and 5 GHz).

Clients—MAC Address, name, and the corresponding number of channel changes for each client.

Channel—Number of channel changes per channel for that AP during the selected time period. It shows a
comparison of the channel change between the peer network and AP.

Band—Channel change based on both 2.4 GHz and 5 GHz represented in pie chart format.
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m Access Points—Channel change information for individual APs.

m AP Model—Pictorial graph of the channel changes classified by AP models.

m FW version—Pictorial graph of channel changes classified by AP software versions.
m Sites—Excessive channel change information classified by site.

Excessive AP Reboots

The Excessive AP Reboots insight displays the information about APs that have been rebooted the
maximum times and also the corresponding reason of the frequent reboot. The graph shows the number of
AP reboots observed across time.

m Access Points—Number of reboots observed at an AP.

m  Reboots—Number of reboots over time.

m FW Version—Graph of AP reboots observed in a particular firmware version.
m AP Model—Graph of AP reboots observed in a particular firmware version.

m Sites—Number of reboots observed at APs in a site.

Frequent AP Transmit Power Changes

The Frequent AP Transmit Power Changes insight reports on AP radios that frequently changed
transmission power levels. The graph displays the number of AP Transmit power change events observed
across time.

m  Access Points—Count of power transmit changes observed at an AP.

= Power Changes Over Time—Graphs of power transmit changes observed across time for 2.4 GHz and 5
GHz radio.

m Power Distribution—Graph of percentage of time spent across power levels for the time period in the 2.4
GHz and 5 GHz band.

»  Band—Graph of the percent of number of changes observed in the 2.4 GHz and 5 GHz bands.

m Variance—Graph of the percentage of variance in transmission power across number of APs in that power
variance for the 2.4 GHz and 5 GHz band.

m Sites—Count of power changes observed at a site.

Clients with Low SNR Uplink Connections

The Low SNR Links insight report shows information about access points that have a low-quality signal-
strength connection.

m Access Points— Displays the list of APs experiencing low signal quality (minutes).

m Clients— Displays the list of connected clients experiencing low signal quality (minutes).

m Band— Displays if devices experiencing a low signal-quality link were using 2.4 GHz or 5 GHz radio bands.

m  Good vs Bad— Displays the amount of time (minutes) with Low SNR (Bad) and High SNR (Good) for all the
clients. The data is represented in the form of a pie chart.

m  Tx Power— Displays the percentage of Tx Power distribution (dBm) in both the 2.4 GHz and 5 GHz band
during the time it is transmitting signal to the client.

m Client Type— Displays the device type experiencing low signal quality.
m Sites— Displays the list of APs and Clients experiencing low signal quality at a particular site.

AP with High CPU Utilization

The APs with High CPU insight shows information about AP with unusually high CPU utilization levels.
= Access Points—Average memory utilization for each AP.
m FW Version—Pictorial graph of APs with high memory utilization classified by AP software versions.
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m AP Model—Pictorial graph of APs with high memory utilization classified by AP models.
= Sites—APs with high memory information classified by site.

High DHCP Failures

The High DHCP Failures insight reports on excessive client to AP DHCP failures observed in the network. The
graph displays the number of DHCP failures observed across time.

m SSID—Graph of the percent of DHCP failures sorted by SSIDs.

m Reason—Graph of the percent of DHCP failures sorted by reason for failure.

m Clients—Information of clients that failed DHCP handshake.

m Access Points—Number of failures observed at an AP and its details.

m AP Model—Graph of the percent of DHCP failures sorted by AP models.

m FW Version—Graph of the percent of DHCP failures sorted by AP firmware version.

m Sites—Number of DHCP failures and APs impacted in a site.

MAC Authentication Failures

The MAC Authentication Failures insight reports on excessive MAC authentication failures observed in the
network. The graph displays the number of MAC authentication failures observed across time.

m SSID—Graph of the percent of MAC authentication failures sorted by SSIDs.

m Reason—Graph of the percent of MAC authentication failures sorted by reason for failure.

m Clients—Information of clients that failed MAC authentication.

= Access Points—Number of MAC authentication failures observed at an AP and its details.

m AP Model—Graph of the percent of MAC authentication failures sorted by AP models.

m FW Version—Graph of the percent of MAC authentication failures sorted by AP firmware version.

m Sites—Number of MAC authentication failures observed in a site.

The Al Insights dashboard in the site context displays a report of network events that could possibly affect
the quality of the overall network performance for a particular site. These are anomalies observed at the access
point, connectivity, and client level in the site for the selected time range. Each Insight report provides specific
details on the occurrences of these events for easy debugging.
To launch the Al Insights dashboard for site, complete the following steps:

1. Inthe Network Operations app, use the filter to select a site.

2. Under Manage, click Overview > Al Insights to launch the Al Insights page.

Al Insights observed in the site are listed in the Al Insights dashboard in this context. It displays the data for
that particular site selected by the user.

Al Insights reports are displayed for the time range selected. The user can select the time range from the Time

. ; o)
R— Range Filter (*Y) .

Each insight further includes categories of information present in form of tabs like, reason, band, channel, SNR,
and so on. These tabs can be clicked and displays the detailed information found in that section of the Insight.
The Al Insights page displays the performance issues based on the following criteria:

m  802.1X Authentication Failures

m 4-way Handshake (EAPOL Key) Failures
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m AP with Missing Telemetry

m AP with High 2.4 GHz Airtime Utilization
m AP with High 5 GHz Airtime Ultilization

= AP with High Memory Utilization

m Clients with Excessive 2.4 GHz Dwell Time

m Excessive AP Channel Changes

m  Excessive AP Reboots

m Frequent AP Transmit Power Changes

m Clients with Low SNR Uplink Connections
m AP with High CPU Utilization

m High DHCP Failures

m  MAC Authentication Failures

802.1X Authentication Failures

The 802.1X Authentication Failures insight displays excessive 802.1X authentication failures observed in
the network. The graph displays the number of 802.1X authentication failures observed across time:

m SSID—Graph of the percent of 802.1X authentication failures sorted by SSIDs.

m Reason—Graph of the percent of 802.1X authentication failures sorted by reason for failure.

m Clients—Information of clients that failed 802.1X authentication.

m  Access Points—Number of 802.1X authentication failures observed at an AP and its details.

m AP Model—Displays a graph of the percent of 802.1X authentication failures sorted by AP models.

m FW Version—Graph of the percent of 802.1X authentication failures sorted by AP firmware version.

m  Server—Graph of the percent of 802.1X authentication failures sorted by authentication servers.

4-way Handshake (EAPOL Key) Failures

The 4-way Handshake (EAPOL Key) Failures insight reports on excessive 4-way handshake failures
observed in the network. The graph displays the number of 4-way Handshake (EAPOL Key) failures observed
across time.

m SSID—Graph of the percent of 4-way handshake (EAPOL Key) failures sorted by SSIDs.

m Reason—Graph of the percent of 4-way handshake (EAPOL Key) failures sorted by reason for failure.
m Clients—Information of clients that failed 4-way handshake authentication.

m Access Points—Number of 4-way handshake (EAPOL Key) failures observed at an AP and its details.
m AP Model—Graph of the percent of 4-way handshake (EAPOL Key) failures sorted by AP models.

m FW Version—Graph of the percent of 4-way handshake (EAPOL Key) failures sorted by AP firmware

version.
AP with Missing Telemetry

The APs Missing Telemetry insight displays AP radios that missed sending telemetry data to Aruba Central.
The graph displays the number of 2.4 GHz and 5 GHz radios that failed to send telemetry data across time.

m  Access Points—Information on missing telemetry reports sorted by APs.
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AP with High 2.4 GHz Airtime Utilization

The AP High 2.4 GHz Airtime Utilization insight displays the number of AP radios whose Wi-Fi channel
utilization deviated from the normal utilization range, as compared to other APs broadcasting in the same
location, RF band, and time of day.

Root Cause—Lists the possible causes for this failure type and recommended actions for resolving this
issue.

Channel—Chart of AP radio channels that experienced excessive AP airtime utilization. It displays the
channels impacted by this issue over the selected time period, sorted by airtime utilization score, which is
calculated from the severity of the utilization level and the duration of time that the channel was over
utilized.

Hours of the Day—Graph of which hours of the day the network was most impacted by excessive AP
airtime utilization.

Tx Power—Graph of Tx Power distribution (dBm) for both the 2.4 GHz and 5 GHz band during the time it
is transmitting signal to the client.

SNR—Graph of the average Signal-to-Noise Ratio of the AP in different percentiles (25th, 50th, 75th, 90th,
99th)in 2.4 GHz band and 5 GHz band.

Access Points—High 2.4 GHz Airtime utilization information for individual APs.

AP with High 5 GHz Airtime Utilization

The AP High 5 GHz Airtime Utilization insight displays the numbers of AP radios whose Wi-Fi channel
utilization deviated from the normal utilization range, as compared to other APs broadcasting in the same
location, RF band, and specific period of time as selected in the Time Range Filter.

Root Cause—Lists possible causes for this failure type and recommendations for resolving this issue.

Channel—Chart of AP radio channels that experienced excessive AP airtime utilization. It displays the
channels impacted by this issue over the selected time period, sorted by airtime utilization score, which is
calculated from the severity of the utilization level and the duration of time that the channel was over
utilized.

Hours of the Day—Hours of the day the network was most impacted by excessive AP airtime utilization.
The charts show the airtime utilization score for each hour of the day, which is calculated from the severity
of the utilization level and the duration of time that the channel was over utilized.

Clients—List of clients connected to 5 GHz AP radio.

Tx Power—Strength of the signal that the AP produces during the time it is transmitting signal to the client.

SNR—Average Signal-to-Noise Ratio of the AP in different percentiles (25th, 50th, 75th, 90th, 99th) in 5
GHz band.

Access Points—High 5 GHz Airtime utilization information for individual APs.

AP with High Memory Utilization

The APs with High Memory insight displays information about APs that have higher memory utilization.

Access Points—Average memory utilization for each AP.
FW Version—Pictorial graph of APs with high memory utilization classified by AP software versions.
AP Model—Pictorial graph of APs with high memory utilization classified by AP models.
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Clients with Excessive 2.4 GHz Dwell Time

The Clients with Excessive 2.4 GHz Dwell Time insight reports on dual band capable clients that spent
more time in the 2.4 GHz band instead of the 5 GHz bands. The graph displays the percentage of clients over
dwelling in the 2.4 GHz band across time.

m Access Points—Number of clients dwelling in the 2.4 GHz band observed at an AP.
m Clients—Client information and the time spent in the radio bands.
m Device Type—Graph of the percent of clients dwelling in the 2.4 GHz band sorted by client device type.

Excessive AP Channel Changes
The Excessive Channel Changes insight displays information about AP radios on the network that changed
channels excessively.

m Reason—Reason for which the AP might have changed the channels on the network. It might be due to
different reasons such as interference, noise threshold, channel quality threshold, or empty channel for
both the frequency bands (2.4 GHz and 5 GHz).

m Clients—MAC Address, name, and the corresponding number of channel changes for each client.

m Channel—Number of channel changes per channel for that AP during the selected time period. It shows a
comparison of the channel change between the peer network and AP.

»  Band—Channel change based on both 2.4 GHz and 5 GHz represented in pie chart format.
m Access Points—Channel change information for individual APs.

m AP Model—Pictorial graph of the channel changes classified by AP models.

m FW version—Pictorial graph of channel changes classified by AP software versions.

Excessive AP Reboots

The Excessive AP Reboots insight displays the information about APs that have been rebooted the
maximum times and also the corresponding reason of the frequent reboot. The graph shows the number of
AP reboots observed across time.

=  Access Points—Number of reboots observed at an AP.

m Reboots—Number of reboots over time.

m FW Version—Graph of AP reboots observed in a particular firmware version.
m AP Model—Graph of AP reboots observed in a particular firmware version.

Frequent AP Transmit Power Changes

The Frequent AP Transmit Power Changes insight reports on AP radios that frequently changed
transmission power levels. The graph displays the number of AP Transmit power change events observed
across time.

m  Access Points—Count of power transmit changes observed at an AP.

m Power Changes Over Time—Graphs of power transmit changes observed across time for 2.4 GHzand 5
GHz radio.

m Power Distribution—Graph of percentage of time spent across power levels for the time period in the 2.4
GHz and 5 GHz band.

»  Band—Graph of the percent of number of changes observed in the 2.4 GHz and 5 GHz bands.

m Variance—Graph of the percentage of variance in transmission power across number of APs in that power
variance for the 2.4 GHz and 5 GHz band.
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Clients with Low SNR Uplink Connections

The Low SNR Links insight report shows information about access points that have a low-quality signal-
strength connection.

m Access Points— Displays the list of APs experiencing low signal quality (minutes).
m Clients— Displays the list of connected clients experiencing low signal quality (minutes).
m Band— Displays if devices experiencing a low signal-quality link were using 2.4 GHz or 5 GHz radio bands.

m  Good vs Bad— Displays the amount of time (minutes) with Low SNR (Bad) and High SNR (Good) for all the
clients. The data is represented in the form of a pie chart.

m  Tx Power— Displays the percentage of Tx Power distribution (dBm) in both the 2.4 GHz and 5 GHz band
during the time it is transmitting signal to the client.

m Client Type— Displays the device type experiencing low signal quality.

AP with High CPU Utilization

The APs with High CPU insight shows information about AP with unusually high CPU utilization levels.
m  Access Points—Average memory utilization for each AP.

m FW Version—Pictorial graph of APs with high memory utilization classified by AP software versions.
m AP Model—Pictorial graph of APs with high memory utilization classified by AP models.

High DHCP Failures

The High DHCP Failures insight reports on excessive client to AP DHCP failures observed in the network. The
graph displays the number of DHCP failures observed across time.

m SSID—Graph of the percent of DHCP failures sorted by SSIDs.

m Reason—Graph of the percent of DHCP failures sorted by reason for failure.

m Clients—Information of clients that failed DHCP handshake.

= Access Points—Number of failures observed at an AP and its details.

m AP Model—Graph of the percent of DHCP failures sorted by AP models.

m FW Version—Graph of the percent of DHCP failures sorted by AP firmware version.

MAC Authentication Failures

The MAC Authentication Failures insight reports on excessive MAC authentication failures observed in the
network. The graph displays the number of MAC authentication failures observed across time.

m SSID—Graph of the percent of MAC authentication failures sorted by SSIDs.

m Reason—Graph of the percent of MAC authentication failures sorted by reason for failure.

= Clients—Information of clients that failed MAC authentication.

= Access Points—Number of MAC authentication failures observed at an AP and its details.

m AP Model—Graph of the percent of MAC authentication failures sorted by AP models.

m FW Version—Graph of the percent of MAC authentication failures sorted by AP firmware version.

For more information about Al Insights at a global context, see Al Insights Categories.
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The Clients page provides a list view of all the clients connected to the network. You can filter clients based on
the network the clients are connected to. The page displays key client information and also allows you to view a
specific client detail page.

By default, the Clients page displays a unified list of all clients for the selected group. The list of clients is
populated for a time range of 3 hours. To view the list of clients for a different time range, click the Time
Range Filter and select the required time period. Total data usage for the selected time period is displayed
above the client summary bar.

To filter clients based on the device to which the clients are connected, select the device type from the Clients
drop-down list:

m All—Displays a list of all the clients connected to the network.

m  AP—Displays a list of clients connected to the Instant AP.

m Switch—Displays a list of clients connected to the switch.

m  Gateway—Displays a list of clients connected to the Aruba Gateway.

HOTE

The wired client will show up in the All Clients page only if the client is connected to an Aruba 2540 Series, Aruba
2920 Series, Aruba 2930F Series, Aruba 2930M Series, Aruba 3810 Series, or Aruba 5400R Series switch.

To filter clients based on the network to which the clients are connected, click the network type from the Client
Summary bar:

m  Wireless—Displays a list of clients connected to the wireless network.
m  Wired—Displays a list of clients connected to the wired network.
The Clients table lists the details of each client. By default, the table displays the following columns: Client

Name, Status, IP Address, Connected To, VLAN, Connected To, Link, AP Role, Gateway Role, and
Health. Click the ellipsis icon to perform additional operations:

m  Download CSV—Downloads the client details in the .csv file format.

m Select All—Selects all columns.

m Reset Columns—Resets the table view to the default columns.

If a filter icon appears next to the column header, click it and enter the filter criteria or select a filter criteria. For

example, in the Client Name column, enter the name of the client and in the Status column, select from one
of the predefined filter criteria: Connected, Offline, or Failed.
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Table 49: All Client Details

Applicability

Description

Client Name m All Username, hostname, or MAC address of the client. Click the client name to
m AP view the Summary page.
m Switch
m Gateway
Status m All Client connection status. Use the filter option to view the following:
m AP m Connected clients
m Switch m Offline clients
m Failed clients.
Hover the cursor over the status column to view a pop-up summary based on
the connection status. The status summary is populated based on the status
type. Each status type and the summary is described below:
Connected:
m Client name—Name of the client.
m IP address—Client IP address
m Connected Since—Date and time at which the client was connected.
m Health Score—Device health.
Offline:
m Client name—Name of the client.
m IP address—Client IP address
m Connected Since—Date and time at which the client was connected.
m Last Seen Time—Date and time the client was last connected.
Failed
m Client name—Name of the client.
= Authentication—Authentication type of the client.
m Last Seen Time—Date and time the client was last connected.
m Failure Stage—Status of the client that failed to connect.
m Failure Reason—Reason for the client failure.
IP Address = All IP address of the client.
m AP
m Switch
VLAN = All VLAN of the device to which the client is connected.
m AP
m Switch
m Gateway
Connected To = All AP name, Switch name, or Gateway name. This is the first layer 2 hop for the
client. If the device does not have a name, the MAC address is displayed.
Link = All Displays the SSID for wireless clients and the port number for wired clients.
AP Role m All Role assigned by the Instant AP.
m AP
Gateway Role = All Role assigned by the Aruba Gateway.
m Gateway
Health = All Client health. The value can be one of the following:
m AP m Poor—0-25
m Gateway m Fair—26-50

m Good—51-100
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Table 49: All Client Details

Applicability | Description

Failure Stage = All Failure status of the client that failed to connect. The failure reasons could be:
m AP m Association error
m MAC authentication error
m 802.1X authentication error
m Key exchange error
m DHCP error
m Captive Portal error
Group Name = All Group name of the device managed by Aruba Central.
m AP
m Switch
m Gateway
Site Name m All Name of the site in which the devices managed by Aruba Centralare installed.
m AP
m Switch
m Gateway
MAC Address = All MAC address of the client.
m AP
m Switch
m Gateway
Hostname = All Host name of the client.
m AP
m Gateway
User Name = All Username of the client.
m AP
m Switch
m Gateway
Key = All Security mode used by the client.
Management m AP
Authentication = All Authentication type.
m AP
IPV6 Address = All IPv6 address of the client.
m AP
Capabilities = All Client capabilities.
m AP
Usage = All Total data usage for the selected time period.
m AP
m Switch
m Gateway
(o} = All Operating system of the client.
m AP
m Gateway
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Table 49: All Client Details

Applicability | Description

Last Seen m All Date and time when the client was last seen.
Time m AP
m Switch
m Gateway
Connected m All Date and time since when the client was connected.
Since m AP
m Switch
m Gateway
AP Name m All Name of the Instant AP.
m AP
AP Mac m All MAC address of the Instant AP.
Address m AP
Channel/Band m All Last connected channel and band.
m AP
Switch Name m All Name of the switch.
m Switch
Port m All Port number of the switch.
m Switch
m Gateway
Gateway = All Name of the Aruba Gateway.
Name m Gateway

Client Overview

The Clients page displays the details of clients connected to the devices in Aruba Central and their connectivity
status. The overview page displays the total number of clients, bandwidth usage, and the application usage by
the clients connected to the wired and wireless networks. The following table describes the information
displayed in each section:

Table 50: Client Overview Page

Data Pane
Content

Description

Time Range | By default, the graphs on the Clients page are plotted for a time range of 3 hours. To view the
Filter graphs for a different time range, click the Time Range Filter link. You can choose to view graphs
for a time period of 3 hours, 1 day, 1 week, 1 month and 3 months.

However, the Distribution data (Client OS) under the Distribution tab does not honor the time
range you selected in the time range filter.

Total Displays the total number of clients.

Wireless Displays the total number of clients connected to wireless network.
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Data Pane

Description
Content
Wired Displays the total number of clients connected to the wired network.
Usage Displays the Bandwidth Usage of the incoming and outgoing throughput traffic for all the clients

during a specific time range. The graph will not show any data for the clients that are connected to
the network for less than two hours.

Distribution | Displays the type of client device connected to the wireless network.

Top N Displays a list of clients connected to the currently available SSIDs that utilize the maximum
bandwidth in the network.

The Top Clients by Usage table displays data only for the clients that are connected to the network
for a total duration of two or more hours.

Wireless Client Overview

The overview page displays the client summary details and client sessions details for the selected wireless
client. The section includes the following topics:

m Viewing Clients Connected to Wireless Networks

m  Wireless Client Summary

m  Wireless Client Sessions

m  Applications
m Live Events

m Events

Viewing Clients Connected to Wireless Networks
To view the details of a client connected to the wireless network:
1. In the Network Operations app, use the filter bar to select a group or a device.
2. Under Manage, click Clients. The clients overview page is displayed.
3. Click the list icon to view the client table.
4. By default, the Clients table displays a unified list of clients for the selected group.

5. Click the client name to view the client details page. If there are many clients connected to the network,
click Wireless to filter the clients connected to the wireless network.

6. Enter the client name in the Client Name column and then click the client name. The Client Summary
page is displayed.
7. Additionally, click Sessions to view the client sessions details.

Wireless Client Summary

The wireless client summary page displays the client summary bar and the wireless client details.

Wireless Client Summary

The client summary bar displays the client connection, device health, and transmission rate along with name of
the device the client is connected to. The Summary bar displays the following information:
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Table 51: Client Summary Bar

Field Description

Connection Connection status of the client. Connection status is updated immediately on state change.
status
Device Signal strength of the client device. The signal strength value is displayed in percentage:
Health m 0-25—Poor
m 26-50—Fair
m 50-100—Good
SNR SNR for the client as measured by the AP. The SNR value is displayed in decibels:
m 0-20—Poor
m 21-35—Fair
m >35—Good
TX Rate Data transmission rate.
RX Rate Data reception rate.

Connected Name of the AP that broadcasts the SSID to which the client is connected. Click the name of the AP
To to view the device details page.

Wireless Client Details

The wireless Client Details page displays the client overview details, connectivity summary, location, UCC, and
AirGroup information for the selected client. The client details page includes the following topics:

m Overview

= Al Insights

s Connectivity
m Location

s UCC
= AirGroup
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Overview

The Overview tab displays information about the type of data path that the client uses, the network and
connectivity details, and basic client details such as IP address of the client, type of encryption etc. The
following table describes the information displayed in each section:

Table 52: Overview Tab

Section Description

Data Path

Displays the data path of the client in the network. Click the AP icon to view the AP details page.
The data path can be one of the following:

Client > SSID > AP

Client > SSID > AP > Switch

Client > SSID > AP > Switch > Gateway

Client > SSID > AP > Gateway

Client

Displays the following information:

m Username—User name of the client.
Hostname—Hostname of the client.
Client Type—Type of the client device.
IP Address—IP address of the client.
MAC Address—MAC address of the client.
Manufacturer—Manufacturer of the client device.
Encryption—Type of client encryption.
Connected Since—Date and time since when the client is connected.
Device OS—Operating system running on the client device.

Network

Displays the following information:
m VLAN—Displays the VLAN ID on which the client is connected to the AP.
m VLAN Derivation—Displays the VLAN derivation method used for assigning an IP address to
the client. Aruba devices can assign a static or dynamically derived IP address from a DHCP pool
to the clients.
m AP Role—Displays the role assigned to the client by the AP.
m AP Derivation—Displays the role derivation method used for assigning a role to a client. For
example, clients that authenticate successfully can be assigned a default role as per the AAA
profile.
m Gateway Role—Displays the role assigned to the client by the Gateway.
m Auth Server—Server that last authenticated the client device. The field displays the IP address
of the server that performed either 802.1X or MAC authentication for the client device. If the
client connects to the network through 802.1X and MAC authentication, Aruba Central displays
only the IP address of the server that performed 802.1X authentication.
m DHCP Server—DHCP server that last assigned IP address to the client.

Connection

Displays the following information:

Channel—Radio channel assigned to the client.

Band—Radio band on which the client is connected.

Client Capabilities—Capabilities of the client device.

Client Max Speed—Wireless link data transfer speed.

LEDs on AP—Enables or disables the LED indication on the corresponding AP to which the
client is connected.

Al Insights

The Al Insight tab displays information about client performance and connectivity issues such as, excessive
2.4 GHz dwell and low SNR links. Al Insights are displayed for a selected time period based on the time selected
in Time Range Filter. The user can select 3 hours, 1 week, 1 day, or 1 month to view the insight data. Each Al
Insight type displays the Al Insight label, Al Insight graph, and Al Insight chart. Further, the Insights include
categories of information present in form of tabs like, reason, band, channel, SNR and so on. These tabs are
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clickable and display the detailed information found in that section of the Insight. For more information on
Al Insights, see Al Insights.

Al Insight Label

Each Al insight label includes the type of insight, the severity of each insight, the percentage of the failures, and
a short description of the insight. Click the insight to view the graphical representation of the details. The labels
represent severity in different colors:

= Red—High

s Yellow—Medium

= Grey—Low

Al Insight Graph

Each Al insight graph is displayed based on the severity of the insight for that hour or the day. The graph is
displayed based on the selected Time Range Filter. The chart can be viewed for a time range of:
m 3 hours—Displays the graph for a time range of 3 hours.

m 1 day—Displays the graph for a time range of 24 hours with hourly data.

m 1 week—Displays the graph for the last 7 days.

= 1 month—Displays the graph for the last 30 days.

= 3 months—Displays the graph for the last 3 months.

The graphs represent severity in different colors:

m Red—High

= Yellow—Medium

= Grey—Low

Al Insight Chart

Each Al insight displays a roll-up for each type based on the details such as SSID, BSSID, Reason, or Server.
These roll-ups provide details of each reason and the total number of failures.

NOTE

3 months Time Range Filter is not supported. If the user selects 3 months in the Time Range Filter, it displays 1 month
time series.

The Client Al Insights tab displays the performance issues based on the following criteria:
Pre-Shared Key (PSK) Authentication Failures

The Pre-Shared Key (PSK) Authentication Failures insight shows information about the number of users
that frequently failed to connect to a wireless network due to WPA issues. Each insight further displays details
of:

m SSID—Lists the SSIDs used by the client that are impacted by the issue and the total number of failures for
that SSID.

s BSSID—Lists the number of BSSIDs used by the client that frequently failed to complete MAC
authentication.

m Reason—List of reasons that may explain why client frequently failed MAC authentication and the number
of errors that could be attributed to each cause.

802.1X Authentication Failures

The 802.1X Authentication Failures insight shows information about the number of users and devices per
day that frequently failed to complete 802.1X authentication. Each insight further displays details of:
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m SSID—Lists the SSIDs used by the client that are impacted by the issue and the total number of failures for
that SSID.

s BSSID—Lists the number of BSSIDs used by the client that frequently failed to complete MAC
authentication.

m Reason—List of reasons that may explain why client frequently failed MAC authentication and the number
of errors that could be attributed to each cause.

m Server—List the servers that frequently failed the 802.1X authentication.
MAC Authentication Failures

The MAC Authentication Failures insight shows information about the number of users failing to get
authenticated due to multiple reasons. Each insight further displays details of:

m SSID—Lists the SSIDs used by the client that are impacted by the issue and the total number of failures for
that SSID.

m  BSSID—List the number of BSSIDs used by the client that frequently failed to complete MAC
authentication.

m Reason—List of reasons that may explain why client frequently failed MAC authentication and the number
of errors that could be attributed to each cause.
High DHCP Failures

The High DHCP Failure insight shows information about the number of DHCP failures. Each insight further
displays details of:

m SSID—Lists the SSIDs used by the client that are impacted by the issue and the total number of failures for
that SSID.

m BSSID—Lists the number of BSSIDs used by the client that frequently failed to complete MAC
authentication.

m Reason—List of reasons that may explain why client frequently failed MAC authentication and the number
of errors that could be attributed to each cause.
Clients with Excessive 2.4 GHz Dwell Time

The Clients with Excessive 2.4 GHz Dwell Time insight shows information about the number of dual-band
(2.4 GHz and 5 GHz) devices that spend a significant amount of time in the 2.4 GHz band. 5 GHz channels are
often preferable, as they typically offer faster Wi-Fi connections and lower levels of interference than 2.4 GHz
channels. Each insight further displays details of:

m Band—Lists if devices experiencing a low signal-quality link were using 2.4 GHz or 5 GHz radio bands. The
graph on this tab shows the proportion of time (minutes) and usage of the client.

m Tx Power—Lists the percentage of Tx Power distribution (dBm) in both the 2.4 GHz and 5 GHz band.

m  SNR—Lists the percentage of SNR (dB) in both 2.4 GHz and 5 GHz band.

Clients with Low SNR Uplink Connections

The Clients with Low SNR Uplink Connections insight shows information about client devices that have a
low-quality signal-strength connection to their access point. Each insight further displays details of:

m SNR—Lists four views, Signal-to-Noise Ratio, Data Rate, Upload and Download overtime for the selected
temporal filter.

m Band—Lists if devices experiencing a low signal-quality link were using 2.4 GHz or 5 GHz radio bands. The
graph on this tab shows the proportion of time and usage of the client.

m  Good vs Bad—Lists the amount of time (minutes) with Low SNR (Bad) and High SNR (Good). The data is
represented in the form of a pie chart.

m By AP—Lists the total time (High and Low SNR) that the client connected to all the APs in the network.
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Connectivity

The Connectivity tab displays information about the overall throughput usage, roaming events, and latency.
The following table describes the information displayed in each section:

Table 53: Connectivity Tab

Section Description

Throughput | Displays the incoming and outgoing throughput traffic for the client during a specific time range. By
default, the graph on the Throughput pane is plotted for a time range of 3 hours. To view the graph
for a different time range, click the Time Range Filter link. You can choose to view the graph for a
time period of 3 hours, 1 day, 1 week, 1 month, or 3 months.

Roaming Displays the details of a roaming event and the latency of the client. When a wireless client roams
Events & between two APs, the destination AP creates an event. By default, the Roaming Events & Latency
Latency table displays data for the last 3 hours. To view the table for a different time range, click the Time

Range Filter link. You can choose to view the data for a time period of 3 hours, 1 day, 1 week, 1

month, or 3 months. The Roaming Events & Latency displays two views, grid view and trend view.

The grid view displays the following information:

Date/Time—Displays the time of occurrence of the client roaming/ association events.

SSID—The SSID to which the client is connected.

Latency(ms)—Roaming Latency in milliseconds between source and destination AP.

To BSSID—The BSSID of the destination AP.

Source AP—AP to which the client was connected.

Destination AP—AP to which the client is connected.

Roaming Type—The type of roam.

Band—Radio band on which the client is connected.

RSSI(dBm)—Received Signal Strength Indicator (RSSI) on the client, estimated measure of
power level that the client is receiving from the AP.

The trend view displays a chart that shows the percentage of high latency roaming events, total

roaming events, and the number of high latency roaming events at a particular instance based on

the value selected in the Time Range Filter. Clicking the chart icon brings you back to the grid view.

Location

The Location tab displays the current physical location of the client device on the floor map.

ucc

The UCC tab displays the detailed call records for the client if any. To view this data, ensure that the Unified
Communication application service is enabled on the APs. The following table describes the information
displayed in each session:

Table 54: UCC Tab

Section Description

Calls Displays the total number of calls. The call quality is displayed as:
= Good

m Fair

m Poor

= Unknown

Client Health | Displays the health of the client.

Session Type | Displays the type of the call or session. For example, audio, or video, or desktop sharing.

Quality Displays the quality of the call.
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AirGroup

The AirGroup displays the details of the servers a client is connected to. The following table describes the
information displayed in each session:

Table 55: AirGroup Tab

Section Description

Hostname Displays the host name.

MAC Address | Displays the MAC address of the server the client is connected to.

IP Address Displays the IP address.

Role Displays the user role assigned to the client.
Service Displays the type of service.

VLAN Displays the connected VLAN details.

Connected To | Displays the network the client is connected to.

Wireless Client Sessions

The client sessions page consists of the firewall session details for the client connected to an AP or a Branch
Gateway. The Sessions page displays information filtered by the IP address of the client. The Sessions
Summary pane displays the device the client is connected to, total number of sessions, and the time stamp of
when the page was last refreshed.

The Sessions table lists the details of each session. By default, the table displays the following columns:
Application, Source IP, Destination IP, Source Port, Destination Port, Action, Flags, Packets, Bytes,
and State. Click the ellipsis icon to perform additional operations:

m  Autofit columns—Adjusts the column width of the table to fit the page evenly.
m Reset to default—Resets the table view to the default columns.

If afilter icon appears next to the column header, click it and enter the filter criteria or select a filter criteria. The
following table describes the information displayed in each session:

Table 56: Sessions Tab

Section Description

Application Displays the list of applications.

Source IP Displays the source IP address.
Destination IP Displays the destination IP address.
Protocol Displays the communication protocol used.
Source Port Displays the source port number.

Dest Port Displays the destination port number.
Action Displays the application specific action.
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Table 56: Sessions Tab

Section Description

Flags Displays the active flags

Packets Displays the number of packets.

Bytes Displays the total number of bytes.

State Displays the connection state of the application. The state can either be Denied, Active, or
Inactive.

Start Time Displays the start time.

Receive Time Displays the receive time.

WebCC Category Displays the WebCC category.

WebCC Reputation | Displays the WebCC reputation.

WebCC Score Displays the WebCC score.
Application Displays the application category.
Category

Client Sessions is supported only if the Instant AP is running Aruba Instant 8.6.0.0 firmware version or later versions.

For details on the AP client sessions refer, APs—Clients Tab. For details on the Branch Gateway client sessions
refer, Gateways—Sessions Tab.

Applications

The Applications page provides you the client details for passive motoring of the client connected to a
wireless network. The Visibility dashboard provides a summary of client traffic and their data usage to and
from applications, and websites. You can also analyze the client traffic flow using the graphs displayed in the
Visibility dashboard. The tab consists of a list view and a graph view. The Visibility dashboard displays
metrics and graphs related to client traffic flow in the following sections:

= Applications
= Websites

For more information about enabling Application Visibility, list of supported Instant APs, and the data
displayed on the Applications and Websites sections, see Application Visibility on page 251.

Live Events

Aruba Central allows you to troubleshoot issues related to a client or a site in real time for detailed analysis. You
can live troubleshoot clients connected to a wireless network. For more information on live troubleshooting a
client, see Live Events.

E Live troubleshooting can be performed for wireless clients only.

NOTE
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Events

The Events page displays the details of events generated by the AP and client association. By default, the table
displays the following columns: Occurred On, Event Type, and Description. Click the ellipsis icon to perform
additional operations:

m Autofit columns—Adjusts the column width of the table to fit the page evenly.
m Reset to default—Resets the table view to the default columns.

If a filter icon appears next to the column header, click it and enter the filter criteria or select a filter criteria. The
following table describes the information displayed in each event:

Table 57: Events Tab

Section Description

Occurred On | Displays the time at which the event occurred.

Event Type Displays the type of the event.

Description Displays the detailed description of the event.

Device MAC Displays the MAC address of the device.

BSSID Displays the BSSID.

To download events into a CSV format, click the download button. Aruba Central generates the CSV report of
all the events for the selected client.

You can also filter the events based on the type of events, click the Click here for Advance Filtering. Select
the type of events from the list and click Filter. The events under the selected categories get listed in the
Events table. For more information on Events, see Alerts & Events

Tools

The Tools page is automatically filtered based on the client you select. This enables network administrators to
perform checks on the client and debug client connectivity issues. For more information on Tools, see Using
Troubleshooting Tools.

Live Client Monitoring

Click Go Live to start live monitoring of the client. Live monitoring is supported only if the Instant AP is
running 8.4.0.0 firmware version. Live monitoring stops after 15 minutes. At any point, you can click Stop
Live to go back to the historical view.

Five seconds after you start live monitoring, the following data starts getting populated:

m Usage graph—The Instant AP sends bandwidth usage data every five seconds and the usage graph is live
for 15 minutes.

m For the following fields, data is refreshed every five seconds and the average for the last 60 seconds is
displayed:

Device Health

e SNR

TX Rate
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Disconnecting a Wireless Client from an AP

To disconnect a wireless client from an online AP:
1. In the Network Operations app, use the filter bar to select a group or a device.
2. Under Manage, click Clients. The clients overview page is displayed.
3. Click the list icon to view the client table.
4. By default, the Clients table displays a unified list of clients for the selected group.

5. Click the name of the wireless client to open the corresponding Client Details page. If there are many
clients connected to the network, click Wireless to filter the clients connected to the wireless network,
enter the client name in the Client Name column, and click the client name.

6. From the Actions drop-down list, click Disconnect from AP. The clients gets disconnected from the AP.

The Actions drop-down is disabled if the AP is offline.

Aruba Central allows you to troubleshoot issues related to a client or a site in real time for detailed analysis.
Live troubleshooting is supported only if the Instant AP is running 8.4.0.0 firmware version or a later version.

The live troubleshooting can only be performed at a site level or for a specific wireless client.

Live troubleshooting can be performed on a wired client only when the Instant AP is running Aruba Instant 8.5.0.0
firmware version or later versions.

Troubleshooting a Client
Aruba Central allows you to troubleshoot issues related to a client or a site in real time for detailed analysis.

To troubleshoot a client at a site level, perform the following steps:
1. Inthe Network Operations app, use the filter bar to select a site.
2. Under Analyze, click Live Events. The Live Events page is displayed.
3. Enter the MAC address of the client and click Start Troubleshooting.

To troubleshoot a wireless client, perform the following steps:
1. In the Network Operations app, use the filter bar to select a group, a label, a site or a device.
2. Under Manage, click Clients. The clients overview page is displayed.
3. Click the list icon to view the client table.
4. By default, the Clients table displays a unified list of clients for the selected group.

5. Click the client name to view the client details page. If there are many clients connected to the network,
click Wireless to filter the clients connected to the wireless network and enter the client name in the Client
Name column and then click the client name. The Client Summary page is displayed.

6. Under Analyze, click Live Events. The Live Events page is displayed.
7. The client live troubleshooting starts automatically for the selected client.

The status of the troubleshooting is displayed every minute. The troubleshooting session runs for a duration
of 15 minutes. You can stop live troubleshooting at any point by clicking Stop Troubleshooting to go back to
the historical view.

After the live troubleshooting session ends, the details of the events are displayed in the live events table.
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Live Events Details
The following details are captured and displayed in the live events table:

m  Occurred On—Displays the timestamp of the event. Use the filter option to filter the events by date and
time.

= AP Name—Displays the name of the AP the client is connected to. Use the filter option to select a specific
AP.

m Category—Displays the category of the event. Use the filter option to filter the events by category.

m Description—Displays a description of the event. Use the filter option to filter the events based on
description.

Wired Client Overview

The overview page displays the client summary details and client sessions details for the selected wired client.
The section includes the following topics:

m Viewing Clients Connected to Wired Networks

m  Wired Client Summary

m  Wired Client Sessions

Viewing Clients Connected to Wired Networks

To view the details of a client connected to the wired network:
1. In the Network Operations app, use the filter bar to select a group or a device.
2. Under Manage, click Clients. The clients overview page is displayed.
3. Click the list icon to view the clients table.
4. By default, the Clients table displays a unified list of clients for the selected group.

5. Click the name of the wired client to open the corresponding Client Details page. If there are many
clients connected to the network, click Wired to filter the clients connected to the wired network.

6. Enter the client name in the Client Name column, and click the client name. The client Summary page is
displayed.
7. Additionally, click Sessions page to view client sessions details.

Wired Client Summary

The wired client summary page displays the client summary bar and the wired client details.

Wired Client Summary
The wired client summary page displays the client summary bar and the client details. The Summary bar
displays the following information:

Table 58: Client Summary Bar

Field Description

Connection Connection status of the client. Connection status is updated immediately on state change.
status

Connected To | Name of the Gateway to which the client is connected. Click the name of the Gateway to view the
device details page.
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Wired Client Details

The wired Client Details page displays the client overview details, connectivity summary, UCC, and AirGroup
information for the selected client. The client details page includes the following topics:

n  Overview

s Connectivity
s UCC

= AirGroup
Overview

The Overview tab consists of three sections. The following table describes the information displayed in each
section:

Table 59: Overview Tab

Section | Description

Data Displays the data path of the client in the network. Click the device icon to view the corresponding
Path device details page. The data path can be one of the following:

m Client > Wired Profile > AP

Client > Wired Profile > AP > Switch

Client > Wired Profile > AP > Switch > Gateway

Client > Wired Profile > AP > Gateway

Client > Switch

Client > Switch > Gateway

Client > Gateway

Client Displays the following information:

Info m Username—User name of the client.

Hostname—Hostname of the client.

Client Type—Type of the client device.

IP Address—IP address of the client.

MAC Address—MAC address of the client.
Manufacturer—Manufacturer of the client device.

Connected Since—Date and time since when the client is connected.
Device OS—Operating system running on the client device.

Network | Displays the following information:

Info m VLAN—VLAN ID on which the client is connected to the AP.
m Gateway Role—Gateway role associated to the client.

m Port—Gateway port to which the client is connected.

Connectivity

The Connectivity tab displays information about the incoming and outgoing throughput traffic for the client
during a specific time range. By default, the graph on the Throughput pane is plotted for a time range of 3
hours. To view the graph for a different time range, click the Time Range Filter link. You can choose to view
the graph for a time period of 3 hours, 1 day, 1 week, 1 month, or 3 months.

ucc

The UCC tab displays the detailed call records for the client if any. To view this data, ensure that the Unified
Communication application service is enabled on the Gateway. The following table describes the information
displayed in each session:
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Table 60: UCC Tab

Section Description

Calls Displays the total number of calls. The call quality is displayed as:
m Good

Fair

Poor

Unknown

Client Health | Displays the health of the client.

Session Type | Displays the type of the call or session. For example, audio, or video, or desktop sharing.

Quality Displays the quality of the call.

AirGroup

The AirGroup displays the details of the servers a client is connected to. The following table describes the
information displayed in each session:

Table 61: AirGroup Tab

Section Description

Hostname Displays the host name.

MAC Address | Displays the MAC address of the server to which the client is connected.

IP Address Displays the IP address.

Role Displays the user role assigned to the client.
Service Displays the type of service.

VLAN Displays the connected VLAN details.

Connected To | Displays the network to which the client is connected.

Wired Client Sessions

The client sessions page consists of the firewall session details for the client connected to a Branch Gateway.
The Sessions page displays information filtered by the IP address of the client. The Sessions Summary pane
displays the device the client is connected to, total number of sessions, and the time stamp of when the page
was last refreshed.

The Sessions table lists the details of each session. By default, the table displays the following columns:
Application, Source IP, Destination IP, Source Port, Destination Port, Action, Flags, Packets, Bytes,
and State. Click the ellipsis icon to perform additional operations:

m Autofit columns—Adjusts the column width of the table to fit the page evenly.
m Reset to default—Resets the table view to the default columns.

If afilter icon appears next to the column header, click it and enter the filter criteria or select a filter criteria. The
following table describes the information displayed in each session:
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Table 62: Sessions Tab

Section Description

Application Displays the list of applications.

Source IP Displays the source IP address.

Destination IP Displays the destination IP address.

Protocol Displays the communication protocol used.

Source Port Displays the source port number.

Dest Port Displays the destination port number.

Action Displays the application specific action.

Flags Displays the active flags

Packets Displays the number of packets.

Bytes Displays the total number of bytes.

State Displays the connection state of the application. The state can either be Denied, Active, or
Inactive.

Start Time Displays the start time.

Receive Time Displays the receive time.

WebCC Category Displays the WebCC category.

WebCC Reputation | Displays the WebCC reputation.

WebCC Score Displays the WebCC score.

Application Displays the application category.

Category

E Client Sessions is supported only if the Instant AP is running Aruba Instant 8.6.0.0 firmware version or later versions.

For details on the Branch Gateway client sessions refer, Gateways—Sessions Tab.

Applications

The Applications page provides you the client details for passive motoring of the client connected to a wired
network. The Visibility dashboard provides a summary of client traffic and their data usage to and from
applications, and websites. You can also analyze the client traffic flow using the graphs displayed in the
Visibility dashboard. The tab consists of a list view and a graph view. The Visibility dashboard displays
metrics and graphs related to client traffic flow in the following sections:

= Applications
= Websites
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For more information about enabling Application Visibility, list of supported Instant APs, and the data
displayed on the Applications and Websites sections, see Application Visibility on page 251.

Events

The Events page displays the details of events generated by the AP and client association. By default, the table
displays the following columns: Occurred On, Event Type, and Description. Click the ellipsis icon to perform
additional operations:

m  Autofit columns—Adjusts the column width of the table to fit the page evenly.
m Reset to default—Resets the table view to the default columns.

If a filter icon appears next to the column header, click it and enter the filter criteria or select a filter criteria. The
following table describes the information displayed in each event:

Table 63: Events Tab

Section Description

Occurred On | Displays the time at which the event occurred.

Event Type Displays the type of the event.

Description Displays the detailed description of the event.

Device MAC Displays the MAC address of the device.

BSSID Displays the BSSID.

To download events into a CSV format, click the download button. Aruba Central generates the CSV report of
all the events for the selected client.

You can also filter the events based on the type of events, click the Click here for Advance Filtering. Select
the type of events from the list and click Filter. The events under the selected categories get listed in the
Events table. For more information on Events, see Alerts & Events

Tools

The Tools page is automatically filtered based on the client you select. This enables network administrators to
perform checks on the client and debug client connectivity issues. For more information on Tools, see Using
Troubleshooting Tools.

Application Visibility

The Manage > Applications tab provides detailed information on data usage by the clients connected to APs
and Branch Gateways in the network. Clicking the Applications tab displays a Visibility dashboard that
provides a summary of client traffic and their data usage to and from applications, and websites. You can also
analyze the client traffic flow using the graphs displayed in the Visibility dashboard.

Application Visibility is supported for Instant APs running 6.4.3.1-4.2.0.0 or later release version.

NOTE

Aruba Central supports Application Visibility monitoring, DPI configuration, and web filtering for IAP-103, RAP-
108/109, IAP-114/115, RAP-155, IAP-224/225, |IAP-274/275, |1AP-228, IAP-277, IAP-205, IAP-214, and IAP-324/325, IAP-
304/305. IAP-207, IAP-334,IAP-314/315, IAP-344/345, IAP-504/505, IAP-535/534 and IAP-555.

Aruba Central | User Guide Monitoring Your Network | 251



The Instant AP-104/105, Instant AP-134/135, RAP3WNP, and Instant AP-175 devices support only web policy
enforcement.

Visibility Dashboard

The Visibility dashboard displays metrics and graphs related to client traffic flow in the following sections:
= Applications

= Websites

» Blocked Traffic

To view the client traffic details, ensure that the DPI access rules are enabled on the Instant AP device.

The Blocked Traffic section is only displayed in All Devices level in the Network Operations > Global >

MOTE Applications page.

Applications

The Applications section includes a table view and a graph view related to the client traffic flow to and from
various applications.

Table View in Application Section

The Applications section displays a table with details on the client traffic flow to and from various
applications. The table in the Applications section displays the following columns:

= Application—Name of the application.

m Category—The category to which the application belongs. The application can belong to any of the
categories, for example, Unclassified, Standard, Social Networking, Streaming, Web, Cloud File
Storage, Instant Messaging and so on.

m Usage—The usage size by the respective application.
m Sent—The size of data sent from the application.
m Received—The size of data received by the application.

Graph View in Applications Section

Click the graph icon in the Applications section to display bar graphs indicating the traffic flow in the following
two tabs:

m Applications—The stacked bar graph in this tab displays details of the client traffic flowing to or from the
top five classified applications listed in the Applications table. The legend beside the bar graphs displays
the list of applications to which the traffic flow is detected. By hovering the mouse on the bar graph, you
can view the size of data flowing to and from the application same as displayed in legend section,

m Categories—The stacked bar graph in this tab displays details of the client traffic flowing to or from the top
five classified application categories listed in the Applications table. By hovering the mouse on the bar
graph, you can view the size of data flowing to and from the application categories same as displayed in
legend section.

These graphs are displayed for a specific time frame (3 Hours, 1 Day, 1 Week, 1 Month, 3 Months). By default,
the graphs display real-time client traffic data or usage trend in the last three hours.
Websites

The Websites section includes a table view and a bar graph view related to the client traffic flow and their data
usage by various websites.
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Table View in Websites Section

The Websites section displays tables with the following details:

m Reputation—The reputation of the application categories, for example, Trustworthy, incomplete,
Moderate Risk, Low Risk, High Risk and so on. The reputations are set based on the risk levels exhibited
by the application categories.

m Usage—The percentage of data usage by application categories based on their reputation.

m Category—The category of the client traffic that sends and receives data, for example, Unclassified,
Social Networking, Streaming, Web, Cloud File Storage, Instant Messaging and so on.

m Usage—The size and percentage of data usage by the corresponding categories.

Graph View in Websites Section

Clicking the graph icon corresponding to the Websites section displays bar graphs for the following two tabs:

m Reputation—The stacked bar graph in the Reputation tab displays details of client traffic flow for the top
five reputations listed in the Websites table.

m Web Categories—The stacked bar graph in the Web Categories tab displays details of client traffic flow
for the top five web categories listed in the Websites table. You can view the size of data flowing to and
from each of the web categories by hovering the mouse on the bar graph. The legend beside the bar graphs
displays the list of websites based on its reputation, to which the traffic flow is detected.

These graphs are displayed for a specific time frame (3 Hours, 1 Day, 1 Week, 1 Month, 3 Months). By default,
the graphs display real-time client traffic data or usage trend in the last three hours.

The Applications (Apps) and Web Categories charts are also displayed in the Applications pages for the Group,
Site, All device, APs, and Gateways levels.

Application Visibility data is updated every Oth minute of every hour. The data population on the Applications >
Visibility dashboard may be delayed by an hour when compared to the Application Visibility data displayed in the
Applications pages for the Group, Site, All device, APs, and Gateways levels

Blocked Traffic

Based on the group selection from the Blocked Traffic drop-down list, the Blocked Traffic section of the
Application > Visibility dashboard allows you to view the following information:

m Blocked devices of the selected group as CSV file.
m  The number of user sessions that are blocked. This information is displayed under Blocked Sessions.

The blocked traffic details are shown only for the APs on which the Application Visibility or DPI ACLs are enabled.

Downloading Blocked Session Details

To download the blocked session details in the CSV format, complete the following steps:
1. In the Network Operations app, use the filter bar to select All Devices.
2. Under Manage, click Applications. The visibility dashboard is displayed.

3. To download the blocked sessions report, select the device group from the Select Group drop-down. If
the device group is already selected from the Groups drop-down on the filter bar, the page displays the
group name and the number of sessions blocked for the clients connected to devices in that group.

4. Click Download CSV. Aruba Central generates the CSV report with data from the last 7 days.

The CSV file shows up to 50000 blocked sessions for a single Instant AP cluster.
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VisualRF allows you to plan sites, create and manage floor plans, and provision APs. You can use VisualRF Plan
to do basic planning procedures, such as, creating a floor plan and provisioning APs.

VisualRF provides a real-time picture of the radio environment of your wireless network and the ability to plan
the wireless coverage of new sites. For a better understanding of your wireless network, you must know the
location of your devices and users, and the RF environment of your network. The VisualRF puts this
information at your fingertips through integrated mapping and location data.

VisualRF uses sophisticated RF fingerprinting to accurately display coverage patterns and calculate the location
of every wireless device in range. VisualRF does not require dedicated RF sensors or a costly additional location
appliance, because it gathers all the necessary information from your existing devices.

VisualRF is supported only on Instant APs running 6.5.2.0 or later.

In VisualRF, do not use the internet browser for back and front navigation. Instead, use the breadcrumbs.

VisualRF offers the following features:
m Floor plan import and creation.

m Pictorial navigation that allows you to view the floor plans associated with Instant APs, associated clients,
buildings, and floors.

m Accurate calculation of the location of all associated client devices (laptops and Phones) using RF data from
your devices.

m Atreeview that allows you to navigate to a specific campus.

m  Amap view that shows the location of devices and heatmaps that depict the strength of RF coverage in
each location.

»  Unique URLs when you drill down to a site, campus, or building map, in the following formats: /vrf,
/vrf/site/<id>, /vrf/campus/<id>, and /vrf/building/<id>

VisualRF Dashboard

To view the VisualRF dashboard:
1. Inthe Network Operations app, use the filter to select All Devices.
2. Under Manage, click Overview > Visual RF. The VisualRF dashboard is displayed.
The VisualRF dashboard allows you to set your view to one of the following options:
m  Network—Click the network icon, to navigate to a specific site.

= Map—The map view displays the location of the sites. Clicking on a specific site leads you to a campus,
buildings, floor plans, and devices.

e You can also search for a specific site in the search box.
e To move or drag a site to different location on the map, click the lock icon.

m List—The list view provides a complete list of sites, links to the corresponding buildings and floor plans,
size of the floor, gridsize, the number of APs on the floor, and the number of clients connected to APs on
the floor.
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Viewing Network Information

The Network link displays a page for viewing campuses, buildings, and floors within a network. You can click
the Map link to view the site map. Click the List link to view the list of sites.
To view more information, perform the following actions:

m To view the details of a network within a campus, select a campus, and click on a building within the selected
campus.

m To view the floor plan, select a floor. The floor plan displays the APs and associated clients on that floor.
m To view information about the devices, select an AP or client.

Customizing the Floor Plan View

To customize your floor plan view, click the View tab on the right sliding panel. The View tab displays the list of
campuses and the devices.

m Toincrease the icon size of campus, click the arrow next to Campuses.
m Click APs to view the details of the Instant AP and the RF environment.
m Click Clients to view the client details.

Viewing Campus, Sites, Buildings, and Floors

The VisualRF navigation menu on the right pane consists of the Properties, View, and Edit tabs. The following
table describes the menu options available for network locations such as campus, building, and floor.

Table 64: VisualRF—Network Menu Options

Networks Property

View Tab Edit Tab

Tab

Displays the total
number of APs, options:

buildings, clients, and = Campuses

floors ® Displays the
complete list of
campus sites within
your network. Click
the links to view and other details.

details of the campus ® Auto match planned devices—Automatically
sites. matches the devices that are planned for

® Enables or disables deployment and reloads the page.

Displays the following menu | Displays the following menu options:
m Select All—Selects all campus sites. You can
perform the following actions when the campus sites
are selected:
® Remove—Removes the selected sites.
@ Bill of Materials—Enables showing or hiding

heatmap, speed, sensor coverage, wired range

the campus icons on
the map.
® Allows you to

decrease or increase

campus icon size on
the map.
m Labels—Shows or
hides the labels
assigned to campus
sites.

m Undo—Cancels the previous action.

m New Floorplan—Allows you to create a new floor
plan

m Set Background—Allows you set a background
image. You can upload a custom image or seta
specific location from the world map as a
background.

m New Campus—Allows you create a new campus.
m Auto-arrange Campuses—Arranges campus
icons on the map.
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Table 65: VisualRF—Campus Menu Options

Campus Property

Tab

Displays the name of
campus and the total
number of APs in the
campus site.

View Tab

Displays the following menu
options:

m Buildings
® Displays the
complete list of
buildings within the
campus. Click the
links to view the
details of the
buildings in the
campus site.
® Enables or disables
the building icons on
the map.
® Allows you to
decrease or increase
the building icon size
on the map
m Labels—Shows or
hides the labels
assigned to buildings.

Edit Tab

Displays the following menu options:

m Select All—Selects all buildings. You can perform
the following actions when buildings are selected:
® Remove—Removes the selected buildings.
®Navigate—Navigates to the building.
o Bill of Materials—Enables showing or hiding
heatmap, speed, sensor coverage, wired range
and other details.
® Auto match planned devices—Automatically
matches the devices that are planned for
deployment and reloads the page.
m Export Floor Plans—Exports the floor plan of a
specific floor.
m Undo—Cancels the previous action
m New Floorplan—Allows you to create a new floor
plan.
m Set Background—Allows you set a background
image. You can upload a custom image or seta
specific location from the world map as a
background.
m New Building—Allows you to create a new
building.
m Auto-arrange Buildings—Arranges building cons
on the map.

Table 66: VisualRF—Building Menu Options
Building Property

Tab

Displays the name and
location details of the
building, and the total
number of floors and
APs in the building.

View Tab

Displays the complete list
of floors in the building.
Click the links to view the
floor plan of the floors in
the building.

Edit Tab

Displays the following menu options:
m Select All—Selects all floors. You can perform the
following actions when floors are selected:

® Remove—Removes the selected buildings.

® Navigate—Navigates to the building.

@ Bill of Materials—Enables showing or hiding
heatmap, speed, sensor coverage, wired range and
other details.

® Auto match planned devices—Automatically
matches the devices that are planned for
deployment and reloads the page.

® Duplicate—Creates a duplicate of the selected
floor.

m Export Floor Plans—Exports the floor plan of a
specific floor.

m Undo—Cancels the previous action.

m New Floorplan—Allows you to create a new floor
plan.
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Table 67: VisualRF—Floor Menu Options

Property Tab

Displays the floor details,
total number of APs on
the floor, and clients..
The Advanced option
allows you to set the
values to indicate if the
environment is related to
an office space, cubicles,
offices, or concrete.

View Tab

Displays the following menu
options:

m Devices—Displays

APs, and Clients devices

detected on the floor.

m AP Overlay—Shows

the heatmap for the

current and adjacent

floors.

= Floor Plan

Features—Displays the

following details:
o Grid Lines—Allows
you to change the
grid size and color.
® Labels—Shows or
hides the labels
tagged to the devices
on the floor.
@ Origin—To ensure
that multi-floor
heatmaps display
properly, ensure that
your floor plans are
vertically aligned.
VisualRF uses the
origination point for
this alignment. By
default, the origin
appears in the upper
left corner of the floor
plan. You can drag
and drop the origin
point to the correct
position.
® Regions—Displays
the regions defined
within a floor plan.
For example, you can
define two small
regions of high
density clients within
a larger floor plan
with lower client
density.
o Walls—Displays
walls drawn on the
floor.

Edit Tab

Displays the following menu options:
m Drawing—Allows you to draw a region or wall for
the floor.
m Devices—Allows you to add and delete the
already deployed or planned devices.
m Actions—Displays the following options:
® Select All—Selects all floors.
® Export Floor Plans—Exports the floor plan of
a specific floor.
® Undo—Cancels the previous action.
® New Floorplan—Allows you to create a new
floor plan.
® Auto Match Planned Devices—Automatically
matches the devices that are planned for
deployment and reloads the page.
® Refresh—Refreshes the page.

Viewing AP Overlay Information

The AP Heatmap overlay displays information for adjacent floors to determine how the bleed through from
adjacent floors affects the viewed floor. Besides the current floor, you can view all floors, or data from APs
located on the floor above or below.

The AP Overlay > Heatmap option allows you to view details of signal cutoff, and for each radio band and
floors. The Heatmap option also allows you to change the overlay display to grid.
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Viewing Client Devices

VisualRF displays only associated client devices. To view the client devices on a floor plan, navigate to the floor
plan and click the Devices > Clients in the View tab. Clicking on Clients shows or hides the client icons on the
floor plan. The client device presence is marked with symbol of a mobile phone. The floor plan also shows the
Instant AP to which the client device is associated.

Planning and Provisioning Devices

VisualRF provides the capability to plan campuses, buildings, floors, and location for device provisioning before
the actual deployment. Using VisualRF, you can create a floor plan and add devices to the floor plan.

The planning and provisioning workflow includes the following procedures:

Creating a Campus

To create a new campus, perform the following actions:

—_

. In the Network Operations app, use the filter to select All Devices.
2. Under Manage, click Overview > Visual RF. The VisualRF dashboard is displayed.
3. Click Floor Plans > Network view.
4. Click the Network slide out pane on the right and then click the Edit link.
5. Click New Campus.
6. Enter the name of the campus and click Save. The new campus icon appears on the campus background.
7.To set a background image for the campus, complete the following steps:
a. Click Set Background.
m To set a custom background, select the Custom Image option and upload the image file.

m To set the background to a specific geographical map, click the World Map option and select the
country map from the drop-down list.

b. Click Save.

¢. Drag the new campus icon to the appropriate location on the map background, or right-click the
background.

Or

d. Click Auto Arrange Campuses to arrange the campus in alphabetical order across the background.

Creating a Building

To create a building, complete the following steps:
1. Inthe Network Operations app, use the filter to select All Devices.
2. Under Manage, click Overview > Visual RF. The VisualRF dashboard is displayed.
3. Click Floor Plans > Network view.
4. Select the campus under which you want to create a building. The Campus slide out pane is displayed.
5. Click the Edit tab.
6. Click New Building. Enter the following information:
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Table 68: New Building Configuration Parameters

Field Description

Name Name of the building located in an existing campus.
Address Building or Campus address.
Latitude Latitude of the building.

Longitude Longitude of the building.

Ceiling The normal distance between floors in the building (in feet). This value can be overridden as each
Height floor is created, but this is the default value for every new floor added to the system.

Attenuation | Enter the attenuation loss (in dBm) between floors. This value can be overridden as each floor is
created, but this is the default value for every new floor added to the system.

7. Click Save. You can add multiple buildings if required.
8. To automatically arrange buildings, click Auto-arrange Buildings.

Creating a Floor Plan

VisualRF allows you to add, modify, and import a floor plan background image file. When importing RF plans
ensure that the devices from the device catalog are included.
To create a new floor plan, complete the following steps:

1. In the Network Operations app, use the filter to select All Devices.

2. Under Manage, click Overview > Visual RF. The VisualRF dashboard is displayed.

3. Click Floor Plans > Network view.

4. Click the Edit tab in the Network slide out panel.

5. Click New Floorplan. The New Floorplan pop-up window is displayed.

6. Click Choose File and locate a floor plan image file from your local file system. You can import the floor
plan image file in the bmp, jpg, jpeg, gif, and png format.

7. Select the campus and building from the Campus and Building drop-down lists, respectively.
8. Assign a floor name and a floor number in the Floor name and Floor number text boxes, respectively.
9. Click Save.
10. You can define new floor by clicking the Define New Floor option on the top right corner.
11. The Define New Floor includes the following option:
a. Scale— Shows the dimensions of the floor.
b. Region—Allows you to define floorplan boundary and planning region.
¢. CAD Layer—Allows you to import walls from the CAD file.
d. Access Points—Allows you to add the AP's to the floor plan.
12. Click Next button after you set the Scale, Region, and CAD layer for the floor.

13. To add a planned AP, under Access Points > Planned APs, select the device type from the Type
dropdown menu.

14. In the Count field, enter the number of devices to add to the new floor.

15. Click and drag the Deployment Type slider bar to adjust data rates for a high density or low density
environment.

16. Optionally, click the Advance link to configure the advance deloyment options.
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a. Service Level: Select Speed or Signal to plan coverage by adjusting the data rate requirements
(speed) or AP signal strength settings. Click Calculate AP Count to recalculate the suggested number of
APs based on these settings.

b. Client Density: In the Max Clients field, set the anticipated number of clients that will be stationed
in the floor. In the Clients Per AP field, enter the maximum number of clients supported by each radio.
Click Calculate AP Count to recalculate the suggested number of APs based on these settings.

17. Click Add APs to Floorplan to add the planned APs to the floor.
18. Click Finish.
19. To remove the planned device from the floorplan, right-click on that device and click Remove.

Importing a Floor Plan
To import a floor plan exported from VisualRF Plan, AirWave, or Aruba Central, complete the following steps:
1. Inthe Network Operations app, use the filter to select All Devices.
2. Under Manage, click Overview > Visual RF. The VisualRF dashboard is displayed.
3. Click the Import menu option.
4. Click Choose File and select the floor plan zip file to import.
5. Click Upload. When an import is complete, the Ul displays a notification to alert the user.

Modifying Floor Plan Properties
To edit the properties of an existing floor plan, complete the following steps:
1. Inthe Network Operations app, use the filter to select All Devices.
2. Under Manage, click Overview > Visual RF. The VisualRF dashboard is displayed.
3. Click Floor Plans > Network view.
4. Click List. The list of sites is displayed.
5. Click the floor number or floor name link. The <Floor Name> slide out pane is displayed.
6. Click Properties to modify the following properties.

Table 69: Floor Plan Properties
Setting Default | Description

Floor Name Floor A descriptive name for the floor. It inherits the floor number as a name if
[Number] | nothing is entered.

Floor 0.0 The floor number. You can enter negative numbers for basements.
Number NOTE: Each floor plan within a building must have a unique floor number.
Width N/A These fields display the current width of the floor plan. To change these

settings, click the Measure icon and measure a portion of the floor.

Height N/A These fields display the current height of the floor plan. To change these
settings, click the Measure icon and measure a portion of the floor.

Gridsize 5x5 feet | Size of the grid. Decreasing the grid size will enable the location to place
clients in a small grid which will increase accuracy.

Advanced

Environment | N/A Environment indicator. The values on the slider range from 1-4 to indicate
if the environment is related to an open space, cubicles, offices, or
concrete.
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7. Click Save.

Adding Devices to the Floor Plan
You can add the planned devices (for example, APs) or the already deployed devices to floor plan.

To add the already deployed devices to the floor plan, complete the following steps:
1. Inthe Network Operations app, use the filter to select All Devices.
. Under Manage, click Overview > Visual RF. The VisualRF dashboard is displayed.
. Click Floor Plans > Network view.
. Click List. The list of sites is displayed.
. Click the floor number or name link. The <Floor Name> slide out pane is displayed.
. Click Edit.
. Click the Add Deployed Devices. A list of devices is displayed.
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. Expand the group containing the APs which need to be provisioned on this floor plan. Note that by
default, devices that have already been added to VisualRF are hidden. To show them, clear the Hide APs
that are already added check box at the bottom of the list.

9. Click and drag an AP (or a Group or Folder of APs) to its proper location on the floor.
10. To remove a device from the floor plan, right-click that device and then click Remove.

To add planned devices when creating a new floor plan, complete the following steps:
1. Inthe Network Operations app, use the filter to select All Devices.
2. Under Manage, click Overview > Visual RF. The VisualRF dashboard is displayed.
3. Click Floor Plans > Network view.
4. Click List. The list of sites is displayed.
5. Click the floor number or name link. The <Floor Name> slide out pane is displayed.
6. Click Edit.
7. Click Add Planned Devices and select a device type (model) from the list of available devices.
8. Click and drag the device to the desired location on the floor.
9. To Auto-match the planned devices, click Auto-Match Planned Devices from the Action tab.
10. To remove a planned device from the floor plan, right-click on that device and then click Remove.

Printing a Bill of Materials Report

To generate a Bill of Materials (BOM) Report from within VisualRF, complete the following steps:
1. Inthe Network Operations app, use the filter to select All Devices.
2. Under Manage, click Overview > Visual RF. The VisualRF dashboard is displayed.
3. Click Floor Plans > Network.

4. Right-click a campus icon, a building icon, or a building floor and select Bill of Materials. A report pop-up
window opens.

5. Select options such as heatmap, speed, sensor coverage, wired range, summary, and include kit, serial
number, notes.

6. Select OK.

VisualRF APIs
Aruba Central supports the following APIs for retrieving client location and floor plan information:

m  GET /visualrf_api/v1/campus—Retrieves a list of all campus sites.
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m  GET /visualrf_api/v1/campus/{campus_id}—Retrieves information about a specific campus and its
buildings.

m  GET /visualrf_api/v1/building/{building_id}—Retrieves information about specific building and its
floors.

m  GET /visualrf_api/v1/floor/{floor_id}—Retrieves details about a specific floor.

m  GET /visualrf_api/v1/floor/{floor_id}/image—Retrieves background image from a specific floor plan.

m  GET /visualrf_api/v1/floor/{floor_id}/access_point_location—Retrieves information about the location
of the APs on a specific floor plan.

m  GET /visualrf_api/v1/access_point_location/{macaddr}—Retrieves location details of a specific AP.

m  GET /visualrf api/v1/client_location/{macaddr}—Retrieves location details of a specific client.

m  GET /visualrf_api/v1/floor/{floor_id}/client_location—Retrieves information about the location of
clients on a specific floor.

For more information on APIs, see Aruba Central APIs and refer to API documentation at https://app1-
apigw.central.arubanetworks.com/swagger/central.

The Topology map in Aruba Central provides a graphical representation of the site including the network
layout, details of the devices deployed and the health of the WAN uplinks and tunnels. The minimum required
ArubaOS version for Topology is ArubaOS version 8.1.0.0-1.0.1.1.

Before You Begin

To view the topology map ensure that LLDP is enabled. On switches, LLDP is enabled by default. On Branch
Gateways, if the port type is LAN, LLDP is enabled by default.

The topology map filters devices based on sites. To view the topology map, ensure that you have assigned the
devices to sites. For more information, see Assigning Devices to Sites.

For more information, see the following sections in the Aruba Central Help Center:
m  Configuring Ports for LAN Interfaces
m Configuring Other Parameters for Port

Viewing the Topology Map

To access the topology map:
1. Inthe Network Operations app, use the filter to select a site for which you want to view the topology
map.
2. Under Manage, click Overview > Topology.

The topology map provides a pictorial view of the devices deployed in the branch site, uplink health, and tunnel

status. A task pane on the right provides a summary of the devices, uplinks, and tunnel details. The red and
green indicators show the current status and health of the WAN uplinks and tunnels.

m Toview the name, type, and hardware model of the device, hover over the device.

m To view details of the uplink interfaces, click the lines on the map.

m To know the tunnel mapping, hover over the tunnel or the uplink, and the uplink path is highlighted.
m To change the zoom level, click the zoom icons.

m |n case of High Availability, the redundant gateway tunnel details are also displayed in the Details tab
under HA Tunnels when you select the uplink or the tunnel.
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HNOTE

Grouping VPN Concentrators

If the tunnels in the overlay are orchestrated, the VPN Concentrators are grouped according to their hub
groups. You can also see the group preference order marked as primary, secondary or tertiary. For more
information, see Configuring the SD-WAN Overlay Network. However, if the tunnels are configured manually,
the VPN Concentrators are grouped according to their sites. If the VPN Concentrators are not associated with
any site, they are grouped based on their hub groups. For manual tunnels, the Data Center group preference is
not displayed.

If you have a combination of gateways in a single site, with one gateway configured as a manual tunnel and the
other gateway configured as an orchestrated tunnel, both the tunnels are treated as manual and the VPN
Concentrators are grouped based on their sites. If there are no associated sites, they are grouped according to
their hub groups.

Various combinations of configurations in a single site are not recommended.

Example of a Topology Map:
An example of a Site Topology where the VPN Concentrators are grouped based on their hub groups.

Figure 94 Site Topology
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HNOTE

Active tunnels are green in color and inactive tunnels are red in color. If there are multiple tunnels connecting to a
VPN Concentrator, and even if one of those tunnels is down, the tunnel mapping is displayed in red dotted lines.

Details and Filter Pane

The Details and Filter pane consists of the following tabs:

m Details—Provides a detailed summary of the devices, uplink interfaces, and tunnels. It also highlights the
status of the device and uplinks.

m Filter—Allows you to apply afilter criteria to display devices on the map. The following options are
available:

o Switch—Filters out switches.
o |AP—Filters out Instant Access Points.
e VPNC—Filters out VPNCs and Virtual gateways.
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e Security Cloud—Filters out Zscaler and Palo Alto Prisma Access™ Cloud Service.

For example, if you set the filter to VPNC, only the VPNC details are displayed. Similarly, you can set the filter
to show or hide the devices that are linked on uplink ports.

The Details tab displays the following information:

Table 70: Contents of the Details Tab

Type Description

Device details

Branch Displays the following details:

Gateway m Name—Hostname of the Branch Gateway.

Serial—Serial number of the Branch Gateway.

IP—IP address of the Branch Gateway.

MAC—MAC address of the device.

Type—Type of device deployment. For Branch Gateways, the type shows up as Gateway.
Model—Hardware model of the device.

Status—Operational status of the device.

Health—Operational health of the device.

Switch Displays the following details:

m Name—Hostname of the switch.
Serial—Serial number of the switch.
IP—IP address of the switch.

MAC—MAC address of the switch.
Type—Type of the device.
Model—Hardware model of the switch.
Status—Operational status of the switch.
Health—Operational health of the switch.

Switch Displays the following details:

Stack m Name—Hostname of the switch.

IP—IP address of the switch.

MAC—MAC address of the switch.

Type—Type of the device.

Stack Role—Role of the switch in the stack.

Model—Hardware model of the switch.

Status—Operational status of the switch stack.

Health—Operational health of the switch stack.

Stack Members—Lists the members of the stack, the role (member or commander), and state.

Instant Displays the following details:

AP m Name—Hostname of the Instant AP.

Serial—Serial number of the Instant AP.

IP—IP address of the Instant AP.

MAC—MAC address of the Instant AP.

Type—Type of the device.

Model—Hardware model of the Instant AP.

Status—Up and down arrows indicating the operational status of the Instant AP.
Health—Operational health of the Instant AP.

Tunnel, Uplink, and Edge details

Tunnel Displays the following information about tunnels configured on the Branch Gateway:

m Map Name—Tunnel interface.

Peer MAC—MAC address of the peer device with which the tunnel was established.
Local MAC—MAC address of the Branch Gateway.

Source IP—Source IP address from where the traffic originates.
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Type Description

Destination IP—IP address to which the traffic is sent.

Established Time—Timestamp showing when the tunnel was established.
VLAN—VLAN ID of the tunnel.

Source Serial—Source Serial of the tunnel.

Uplink Displays the following information about uplinks configured on the Branch Gateway:
m Uplink Type—Type of the uplink.

VLAN—VLAN ID of the uplink.

Link Status—Uplink status.

Description—Description of the uplink.

WAN Status—WAN status.

IP Address—IP address of the WAN interface.

Public IP—Public IP address.

Device MAC—MAC address of the device.

Serial—Serial number of the device.

Port Number—Port number of the device.

Tunnels—List of tunnels mapped to the uplink. A green bullet icon indicates that the tunnel is up
and a red bullet icon indicates that the tunnel is down.

Edge Displays the following information about the link:
m Interface numbers—The devices' interface numbers.
m Interface—Interface number of the individual device.
@ Serial—Serial number of the individual device.
® Device Name—The name of the individual device.
® Port Number—The Port number of the individual device.
NOTE: In case of Branch Office Controller (BOC) to Switch link, if a peer Branch Gateway link is
configured for redundancy, link details are displayed for the peer Branch Gateway to switch link as well.

Alerts & Events

The Alerts & Events pane displays all types of alerts and events generated for events pertaining to device
provisioning, configuration, and user management.

Viewing the Alerts Summary

To view a summary of alerts and events and acknowledge alerts, complete the following steps:
1. Inthe Network Operations app, use the filter to select a group, device, site, or label.

2. Under Analyze, click Alerts & Events to view the alert and events dashboard. The Alerts & Events
dashboard offers a graphical view, list view, and a configuration view.

3. Optionally, click the summary | I ¥ icon to view the graphs displaying alerts and events. Select each tab,
All, Access Point, Switch, or Gateway to view the graphs pertaining to each device type. To view the list

of alerts, click the list + = icon.
By default, the Alerts tab is selected and the Open Alerts table is displayed. The table displays all the
generated alerts. The Alerts bar categorizes the alerts as Critical, Major, Minor, and Warning.

4. Optionally, click Acknowledge All to acknowledge all the alerts at once.
Important Points:
m  Once an alert is acknowledged, the alert is moved to the Acknowledged tab.
m  All Acknowledged Alerts can be viewed when the Show Acknowledged Alerts button is ON.

m |f the user does not acknowledge an alert, the alert is suppressed for 5 minutes. The alert notification
is then sent to the user every 5 minutes in case the issue still persists.
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m [f the user acknowledges an alert, the alert is suppressed until the issue is resolved. After resolving the
issue, if it re-occurs the alert is sent again.

5. Optionally, enable the Show Acknowledged Alerts button to display the list of acknowledged alerts.

The following table describes the information displayed in each column of the Alerts table:

Table 71: Alerts pane

Data Pane | Description

Content
Occurred Displays the timestamp of the alert. Use the sort option to
On sort the events by date and time. Use the filter option to select

a specific time range to display the alerts.

Category Displays the category of the alert. Use the filter option to filter
the alert by category.

Label Displays the label name of the alert.

Site Displays the site name of the alert.

Group Displays the group name of the alert.

Severity Displays the severity level of the alert. The severity can be

Critical, Major, Minor, or Warning.

Description | Displays a description of the alert. Use the search option in
filter bar to filter the alert based on description.

To customize the Alerts & Events table, click the eclipses @ icon to select the required columns, or click
Reset to default to set the table to the default columns.

Viewing the Events Summary

To view a summary of events, complete the following steps:
1. Inthe Network Operations app, use the filter to select a group, device, site, or label.

2. Under Analyze, click Alerts & Events. The Alert & Events page is displayed. The Alerts & Events
dashboard offers a graphical view, list view, and a configuration view.

3. Inthe Alerts & Events summary bar, click Events. By default the list view is selected and a consolidated
list of events is displayed in the events table.

4. Optionally, click the summary | I ¥ icon to view the graphs displaying alerts and events. Select each tab,
All, Access Point, Switch, or Gateways to view the graphs pertaining to each device type.

Advanced Event Filtering

Aruba Central allows you to filter the events based on the event types. To filter events based on event types,
complete the following steps:

1. Inthe Events page, click Click here for advanced filtering to filter the events based on event types.

2. Select the event type and click Filter. You can select multiple event types from the advanced filtering
option.
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3. The events table displays the list of events generated in each event type. The filter summary bar displays

the total number of events in the selected category and the type(s) of events.

4. Optionally, to clear advanced filtering option, from the events summary bar, click Clear All. The
advanced filtering gets cleared.

The following table describes the information displayed in each column of the Events table:

Table 72: Events pane

Data Pane Description

Content

Occurred On | Displays the timestamp of the event. Use the sort option to
sort the events by date and time. Use the filter option to select
a specific time range to display the events.

Device Type Displays the type of the device, Access Point, Gateway, Switch.
Use the filter option to filter events by device types.

Device Displays the host name of the device where the eventis

Hostname generated.

Device MAC Displays the MAC address of the device.

Client MAC Displays the MAC address of the device to which the client is
connected.

BSSID Displays the BSSID of the device.

Event Type Displays the type of the event.

Description Displays the description of the event. Use the column filter to
filter an event based on the description.

To customize the Alerts & Events table, click the eclipses @ icon to select the required columns, or click
Reset to default to set the table to the default columns.

Aruba Central allows you to download the global list of events to your local browser. Click

events list in a CSV format.

Configuring Alerts

To configure alerts, complete the following steps:

1. Inthe Network Operations app, use the filter to select All Devices.

L,

to download the

2. Under Analyze, click Alerts & Events. The Alerts & Events page is displayed.

3. Inthe Alerts & Events page, click the configuration @ icon. The Alert Severities & Notifications is

displayed.

4. Use the tabs to navigate between the alert categories. Select an alert and click + to enable the alert with
default settings. To configure alert parameters, click on the alert tile and do the following:

a. Severity—Set the severity. The available options are Critical, Major, Minor, and Warning. By default,
the following alerts are enabled and the severity is Major:

m Virtual Controller Disconnected
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HNOTE

HOTE

m Rogue AP Detected

m  New User Account Added
m Switch Detected

m Switch Disconnected

For a few alerts, you can configure threshold value for one or more alert severities. Enter a value in the exceeds text
box to set a threshold value for the alerts. The alert is triggered when one of the threshold values exceed the
duration.

b. Duration—Enter the duration in minutes.

c. Device Filter Options—(Optional) You can restrict the scope of an alert by setting one or more of
the following parameters:

m  Group—Select a group to limit the alert to a specific group.
m Label—Select a label to limit the alert to a specific label.

m Device—Select a device to limit the alert to a specific device.
m Sites—Select a site to limit the alert to a specific site.

d. Notification Options

»  Email—Select the Email check box and enter an email address to receive notifications when an alert
is generated. You can enter multiple email addresses, separate each value with a comma.

m  Webhook—Select the Webhook check box and select the Webhook from the drop-down list. For
more information, see \Webhooks on page 487.

e. Click Save.

f. Add Rule—(Optional) For a few alerts, the Add Rule option appears. For such alerts, you can add
additional rule(s). The rule summaries appear at the top of the page.

You can use the Search box, to search for alerts using keywords.

User Alerts

Aruba Central allows you to configure and enable the following user management alerts:

m New User Account Added—Generates an alert when a new user account is added. This alert is enabled by
default and the alert severity is Major.

m User Account Deleted—Generates an alert when a user account is deleted.
m User Account Edited—Generates an alert when a user account is edited.

Switch Alerts

Aruba Central allows you to configure and enable the following switch alerts:
= New Switch Connected—Generates an alert when a new switch is connected.

m Switch Disconnected—Generates an alert when a switch is disconnected. This alert is enabled by default
and the alert severity is Major. In the Duration field, enter the duration after which the alert must be
generated. The default value is 10 minutes.

m Switch Mismatch Config—Generates an alert when there is a mismatch in switch configuration.

m Switch Hardware Failure—Generates an alert when the switch hardware fails. The following are the
typical hardware failures for Aruba and MAS switches:

Aruba switches

e Fan failure.
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e Power supply failure.
e Redundant power supply failure.
e High temperature.

¢ Management module failures—Management module failed self-test or lost communication with
management module.

e Slot failure—Lost communications detected, slot self-test failure or unsupported module, or chassis hot
swap failure.

e Fabric power failure.

e Internal power supply: Fan failure.

e Internal power supply failure.

e Internal power supply main PoE power failure.

e Internal power supply: Main inlet exceeds/within total fault count.

e Bad driver—Too many undersized/giant packets.

e Bad transceiver—Excessive jabbering.

e Bad cable—Excessive CRC/alignment errors.

e Too long cable—Excessive late collisions.

e Over bandwidth—High collision or drop rate.

e Broadcast storm—Excessive broadcasts.

e Duplex mismatch HDx—Duplex mismatch. Reconfigure to Full Duplex.
e Duplex mismatch FDx—Duplex mismatch. Reconfigure port to Auto.
e Link flap—Rapid detection of link faults and recoveries.

MAS switches

e Fan failure.

e High temperature.

= Switch CPU Utilization—Generates an alert when the switch CPU utilization exceeds the threshold value.
In the Duration field, enter the duration after which the alert must be generated. You can add additional
rule(s) for this alert.

m Switch Memory Utilization—Generates an alert when the switch memory utilization exceeds the
threshold value. In the Duration field, enter the duration after which the alert must be generated. You can
add additional rule(s) for this alert.

m Switch Port Tx Rate—In the Transform Function drop-down, select either absolute or percentage.
Select absolute to generate an alert if the data transmission rate of the port (in terms of Mbps) exceeds the
threshold value. Select percentage to generate an alert if the data transmission rate of the port (in terms
of utilization as a percentage of total bandwidth available) exceeds the threshold value. In the Interface
field, enter the interface name. You can add additional rule(s) for this alert.

s Switch Port Rx Rate—In the Transform Function drop-down, select either absolute or percentage.
Select absolute to generate an alert if the data reception rate of the port (in terms of Mbps) exceeds the
threshold value. Select percentage to generate an alert if the data reception rate of the port (in terms of
utilization as a percentage of total bandwidth available) exceeds the threshold value. In the Interface field,
enter the interface name. You can add additional rule(s) for this alert.

s Switch Port Input Errors—Generates an alert when the percentage of input errors on the port exceeds
the threshold value. In the Interface field, enter the interface name. You can add additional rule(s) for this
alert.
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Switch Port Output Errors—Generates an alert when the percentage of output errors on the port
exceeds the threshold value. In the Interface field, enter the interface name. You can add additional rule(s)
for this alert.

Switch Port Duplex Mode—Generates an alert when the port is operating in half-duplex mode. In the
Interface field, enter the interface name.

Switch PoE Utilization—Generates an alert when the PoE utilization for a port exceeds the critical and
major threshold value. This alert is enabled by default and the alert severity is Critical. You can add
additional rule(s) for this alert.

Gateway Alerts

You can configure the following alerts for the SD-WAN and Gateway appliance-related events:

SLA DPS Compliance Violations—Generates an alert when the WAN policy does not meet the compliance
criteria.

New Gateway Connected—Generates an alert when a new Branch Gateway is connected.
Gateway Disconnected—Generates an alert when a Branch Gateway is disconnected.
Blocked Session Detected—Generates an alert when a blocked session is detected.

Gateway CPU Utilization—Generates an alert when the Branch Gateway CPU utilization exceeds the
threshold value. You can add additional rule(s) for this alert.

Gateway Memory Utilization—Generates an alert when the Branch Gateway memory utilization
exceeds the threshold value. You can add additional rule(s) for this alert.

Gateway Emergency Mode—Generates an alert when a gateway enters the emergency mode, where all
the uplinks are down and the backup uplink is activated.

OSPF Session Error—Generates an alert when an OSPF session fails.
BGP Session Error—Generates an alert when a BGP session fails.

Gateway Base License Capacity Limit Exceeded—Generates an alert when a Gateway with
Foundation-Base Capacity subscription exceed the client capacity threshold.

WAN Health-Check Failure—Generates an alert when WAN health check fails.

WAN VPN-Peer Unreachable—Generates an alert when the WAN VPN peer is unreachable.
VPN Peer Failover—Generates an alert when the VPN peer fails over.

WAN Uplink Status Change—Generates an alert when the WAN uplink status changes.

WAN Uplink Autonegotiation State Change—Generates an alert when the WAN uplink automatic
negotiation status changes.

WAN Uplink Input Errors—Generates an alert when the WAN uplink input errors exceed the threshold
value. In the Interface field, enter the interface name. You can add additional rule(s) for this alert.

WAN Uplink Output Errors—Generates an alert when the WAN uplink output errors exceed the
threshold value. In the Interface field, enter the interface name. You can add additional rule(s) for this
alert.

WAN Uplink PHY Errors—Generates an alert when the WAN uplink PHY errors exceed the threshold
value. In the Interface field, enter the interface name. You can add additional rule(s) for this alert.

DHCP Pool Consumption Alert—Generates an alert when the DHCP pool consumption exceeds the
threshold value. In the Subnet field, enter the subnet address to filter the alert based on subnet.

IPSec Establishment Failure—Generates an alert when the IPsec tunnel fails to establish.
IPSec SA Down—Generates an alert when the [Psec SA is down.

All IPSec SAs Down—Generates an alert when all the IPsec SAs are down.

CFG-SET Advertisement Failure—Generates an alert when the CFG-SET advertisement fails.
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Uplink Flapping—Generates an alert when the uplink state changes frequently. In the Interface field,
enter the interface name. You can add additional rule(s) for this alert.

Tunnel Flapping—Generates an alert when the tunnel state changes frequently. In the Interface field,
enter the interface name. You can add additional rule(s) for this alert.

Uplink Speed Flapping—Generates an alert when the uplink speed changes. In the Interface field, enter
the interface name. You can add additional rule(s) for this alert.

EST Enroliment Failure—Generates an alert when the Virtual Gateway fails to enroll with the EST server.

VGW VM Down—Generates an alert when an Aruba Virtual Gateway deployed as a Virtual Machine is
down.

Gateway Cluster VLAN Mismatch—Generates an alert when one or more gateway(s) in a cluster have a
mismatch in the VLAN.

Gateway Joining Cluster—Generates an alert when a gateway joins the cluster.
Gateway Leaving Cluster—Generates an alert when a gateway leaves the cluster.
Gateway Cluster Leader Change—Generates an alert when there is cluster leader change.

Gateway Cluster Client Capacity—Generates an alert when the cluster client capacity exceeds the
configured threshold.

Gateway Firmware Upgrade Failed—Generates an alert when there is a firmware upgrade failure.

Access Point Alerts

Aruba Central allows you to configure and enable the following IAP alerts:

New Virtual Controller Detected—Generates an alert when a new virtual controller is detected.

Virtual Controller Disconnected—Generates an alert when a virtual controller is disconnected. This alert
is enabled by default and the alert severity is automatically set to Major. To customize the alert trigger,
enter a duration in minutes, in the Duration field. By default, the trigger to generate the alert is set to 10
minutes.

New AP Detected—Generates an alert when a new Instant AP is detected.

AP Disconnected—Generates an alert when an Instant AP is disconnected. This alert is enabled by default
and the alert severity is automatically set to Major. To customize the alert trigger, enter a duration in
minutes, in the Duration field. By default, the trigger to generate the alert is set to 15 minutes.

Rogue AP Detected—Generates an alert when a rogue Instant AP is detected. This alert is enabled by
default and the alert severity is Major.

Infrastructure Attack Detected—Generates an alert when an infrastructure attack is detected.
Client Attack Detected—Generates an alert when a client attack is detected.

Uplink Changed—Generates an alert when an uplink has changed.

Modem Unplugged—Generates an alert when the modem is unplugged.

Modem Plugged—Generates an alert when the modem is plugged.

AP CPU Utilization—Generates an alert when the Instant AP CPU utilization exceeds the threshold value.
In the Duration field, enter the duration after which the alert must be generated. You can add additional
rule(s) for this alert.

AP Memory Utilization—Generates an alert when the Instant AP memory utilization exceeds the
threshold value. In the Duration field, enter the duration after which the alert must be generated. You can
add additional rule(s) for this alert.

Insufficient Power Supplied—Generates an alert when the IAP is supplied with lesser power than the
required power.
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Radio Channel Utilization—Generates an alert when the Instant AP radio channel utilization exceeds the
threshold value. In the Duration field, enter the duration after which the alert must be generated. From
the Band drop-down, select the spectrum band: 2.4 GHz or 5 GHz. You can add additional rule(s) for this
alert.

Radio Noise Floor—Generates an alert when the Noise Floor (dBm) exceeds the threshold value. In the
Duration field, enter the duration after which the alert must be generated. From the Band drop-down,
select the spectrum band: 2.4 GHz or 5 GHz. You can add additional rule(s) for this alert.

Connected Clients per VC—Generates an alert when the number of connected clients to the VC exceeds
the threshold value. In the Duration field, enter the duration after which the alert must be generated. You
can add additional rule(s) for this alert.

Connected Clients per AP— Generates an alert when the number of connected clients to the AP exceeds
the threshold value. You can enter the threshold value after which the alerts must be generated. The
recommended value is 15 minutes and above. You can add additional rule(s) for this alert.

Connectivity Alerts

Aruba Central allows you to configure and enable the following connectivity alerts:

DNS Delay Detected—Generates an alert when DNS delay is detected. The Duration field displays the
duration after which the alert is generated. The default value is 30 minutes. You can add additional rule(s)
for this alert.

DNS Failure Detected—Generates an alert when DNS failure is detected. The Duration field displays the
duration after which the alert is generated. The default value is 30 minutes. You can add additional rule(s)
for this alert.

DHCP Delay Detected—Generates an alert when DHCP delay is detected. The Duration field displays the
duration after which the alert is generated. The default value is 30 minutes. You can add additional rule(s)
for this alert.

DHCP Failure Detected—Generates an alert when DHCP failure is detected. The Duration field displays
the duration after which the alert is generated. The default value is 30 minutes. You can add additional rule
(s) for this alert.

Authentication Delay Detected—Generates an alert when authentication delay is detected. The
Duration field displays the duration after which the alert is generated. The default value is 30 minutes. You
can add additional rule(s) for this alert.

Authentication Failure Detected—Generates an alert when authentication failure is detected. The
Duration field displays the duration after which the alert is generated. The default value is 30 minutes. You
can add additional rule(s) for this alert.

Association Delay Detected—Generates an alert when client association delay is detected. The Duration
field displays the duration after which the alert is generated. The default value is 30 minutes. You can add
additional rule(s) for this alert.

Association Failure Detected—Generates an alert when client association failure is detected. The
Duration field displays the duration after which the alert is generated. The default value is 30 minutes. You
can add additional rule(s) for this alert.

WAN Health Alerts

Aruba Central allows you to configure and enable the following WAN Health alerts:

Application Unreachable—Generates an alert when the application is not reachable.
High Latency Detected—Generates an alert when high latency is detected.

Low Download Rate Detected—Generates an alert when the download rate over the WAN network is
detected to be low.
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s Low Upload Bandwidth Detected—Generates an alert when the upload bandwidth over the WAN
network is detected to be low.

= Low Download Bandwidth Detected—Generates an alert when the download bandwidth over the WAN
network is detected to be low.

= High Download Packet Loss Detected—Generates an alert when there is a high download packet loss
over the WAN network.

s High Download Jitter Detected—Generates an alert when there is a high download jitter detected.

m High Connection Time Detected—Generates an alert when the connection time to the WAN network is
high.

m Health Check Failed—Generates an alert when the health check fails.

= High Upload Packet Loss Detected—Generates an alert when there is a high upload packet loss
detected.

m High Upload Jitter Detected—Generates an alert when there is a high upload jitter detected.

Audit Alerts

Aruba Central allows administrators to enable alerts for configuration changes at group level. The Config
Change Detected alert is under Audit tab. Configuration change alerts are intended for administrators
handling large distributed network. Alerts are triggered under the following scenarios:

m Create New Template
m Update Existing Template
m Variable Upload

e Device Level: Sends an alert with additional parameters such as serial number and MAC address of the
device.

e Group Level: Sends an alert with respective group name.
e Configuration restore

m Configuration change at Device Level

m Configuration change at Group Level

The alert content includes the following information:

= Group Name

m Device Type

m UserlD

m Config Change

m Device Serial number and MAC Address

The following table describes the behavior of the alert and alert content depending on the user action,
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Table 73: Config Alert Behavior

Device
User Action Group Name Device Type User ID Serial/
MAC
Created a template | Template group IAP/ Switch. Gateway | User ID No Content NO
name
Updated existing Template group IAP/ Switch/ Gateway | User ID Changed NO
template name content is
displayed
Uploaded variable Group name to which | AP/ Switch/ Gateway | User ID No Content YES
at device level the device belongs
Uploaded variable Template group IAP/ Switch/ Gateway | User ID No Content NO
at group level name
Made configuration | Group name to which | AP/ Switch/ Gateway | User ID Changed YES
at the device level . content is
the device belongs di
isplayed
Made configuration | Ul group name IAP/ Switch/ Gateway | User ID Changed NO
change at the group content is
level displayed

Site Alerts

Aruba Central allows you to configure and enable this alert for aggregated device disconnections. The
Aggregated Device Disconnections alert is under Site tab. It is intended to reduce the number of alerts
that are generated for customers that prefer to have a single notification or a handful of notifications for mass
outages where several devices may go down simultaneously in a given site.

For example, if site alerts are configured with Severity as Major, Duration being 10 minutes, and Site as site1,
a single alert saying “Aggregated Device Disconnects” is raised on the user interface for every set of device
belonging to “site1” that goes down within 10 minutes of the first DOWN event limited to 100 devices per
alert. Any device that is not a part of “site1” is treated as not being aggregated.

The alert content includes the following information for each device;
= Hostname

m Device Serial Number

s MAC Address

m |P Address

Unlike other alerts types, site alerts will not be auto closed.

Viewing Enabled Alerts

To view alerts that you have enabled, complete the following steps:
1. In the Network Operations app, use the filter bar to select a group, device, site, or label.
2. Under Analyze, click Alerts & Events. The Alerts & Events page is displayed.
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3. Inthe Alerts & Events page, click the configuration @icon. The Alert Severities & Notifications is
displayed.

4. Inthe Alert Severities & Notifications page, click Enabled. Use the tabs to navigate between the alert
categories. The alerts enabled for each category are displayed in the respective tabs.

The Aruba Central dashboard enables you to create various types of reports. You can create recurrent reports
or configure the reports to run on demand. To create a report, you must have read/write privileges or Admin
rights.

The Reports page has the following sections:

m Create—Creates a report that can run instantly, on scheduled time, or recurrent reports.

m  Manage—Edits or deletes the scheduled reports.

m Browse—Lists all the archived reports.

For a visual representation of viewing an Al Insight, click here.

HOTE

This section includes the following topics:
m  Report Categories

m Creating a Report

m Editing a Report
m Viewing a Report

= Downloading a Report

m Deleting a Report

Report Categories

Aruba Central allows you to create various types of reports based on your network requirements. The report
types supported by Aruba Central are:

m Clients

= Infrastructure

= Security Compliance
= Applications

The following table lists the different types of reports under each report category:
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Table 74: Clients Reports

Section Description

Client Displays the client details summarized by all aggregation fields. The report includes the following
Inventory | details:

m Client count by SSID

Client count by role

Client count by connection mode

client count by connection type

Client count by OS

Client count by vendors

Client Displays the details of client sessions aggregated by OS / Connection Mode / SSID / Role / MAC
Session Vendor. The report includes the following details:

m Clients

Sessions

Traffic

Session Data by OS / Connection Mode / SSID / Role / MAC Vendor
Clients by OS / Connection Mode / SSID / Role / MAC Vendor

Time Spent by OS / Connection Mode / SSID / Role / MAC Vendor
Data Usage by OS / Connection Mode / SSID / Role / MAC Vendor
Client Device OS / Connection Mode / SSID / Role / MAC Vendor
Top 10 clients by usage filtered based on SSID

Client Displays the client usage and count details. The report includes the following details:
Usage m Client Usage

Top 10 clients by usage filtered based on SSID

Client Count

Top 10 applications by usage

Top 10 web categories by usage

Top 10 app categories

Web reputation

Guest Displays the guests, and guest session details for all the SSIDs for a specific time period.
NOTE: Guest report does not support location based filtering for any selected device group or site
label to ensure end user privacy protection.
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Table 75: Infrastructure Reports

Section Description

Capacity Displays the throughput and client density information for devices provisioned in Aruba
Planning Central. The report includes the following details:

m Subscription Utilization: Total Subscription, Used subscriptions, and Available
subscriptions

Top 25 APs by usage

m Top 25 switches by usage

m Top 25 APs by peak client

m Top-25 APs by average client

Configuration Displays the configuration and audit logs for all the device management, configurations, and
& Audit user management events triggered in Aruba Central. The report includes the following
details:

m Configuration Audit Status
m Aruba Switches Configuration Audit Status
m Virtual Controllers Configuration Audit Status

Infra Inventory Displays the inventory and subscription information for the devices that are online during a
specific duration. The report includes the following details:
m Subscription Utilization: Total Subscription, Used subscriptions, and Available
subscriptions

m Subscription Keys
m Number of APs
m Number of Switches
m Number of Gateways
m Firmware Version Summary (IAP)
m Firmware Version Summary (Switch)
m Firmware Version Summary (Gateway)
m Devices by Site
m Model and Firmware version (IAP)
m Model and Firmware version (Switch)
m Model and Firmware version (Gateway)
m AP interfaces summary
Network Displays the following parameters:

m Top 20 Sites By Availability

Bottom 20 Sites By Availability

Top 20 Sites By WLAN Usage

Bottom 20 Sites By WLAN Usage
Number of APs

AP Model

Top Ten Clients By Usage filtered based on SSID
Device Types (Current)

Top Ten APs By Usage

Total Usage By SSID

Wireless Clients by SSID

Peak and Average Wireless Data Usage
Number of Switches

Switch Model

Top Ten Switches by Usage

Top Ten Ports by Usage

Wired Peak and Average Uplink Stats
Number of Gateways

Gateway Model
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Table 75: Infrastructure Reports

Section Description

New Infra Displays the inventory and subscription information to the devices that are newly added in
Inventory Aruba Central. The report includes the following details:

m Subscription Utilization: Total Subscription, Used subscriptions, and Available
subscriptions

Subscription Keys

APs Added by Model

APs Added by Group

Switches Added by Model

Switches Added by Group

Total APs

Total Switches

Resource Displays the details of infrastructure devices that exceeded the configured thresholds on a
Utilization daily, weekly, and monthly basis. The report includes the following details:

m Resource Utilization Threshold

CPU/Memory Compliance

Sites with Non-Compliant Devices

Non-Compliance by Device Type

Non-Compliant Access Points

Non-Compliant Switches

RAPIDS Displays the details of all rogue or interfering devices in Aruba Central.

RF Health Displays the following RF usage statistics for the AP radios.
m Problem Radios (5 GHz / 2.4 GHz)
Most Noise (5 GHz / 2.4 GHz)
Most Errors (5 GHz / 2.4 GHz)
Most Utilized by Channel Usage (5 GHz / 2.4 GHz)
Least Utilized by Channel Usage (5 GHz / 2.4 GHz)
Most Channel Changes (5 GHz / 2.4 GHz)
Most Transmission Power Changes (5 GHz / 2.4 GHz)
m Radio with Least Goodput (5 GHz / 2.4 GHz)
NOTE: For APs that support 5 GHz dual band in synchronization with Aruba Instant 8.3.0.0, the
Device column in the RF Health Report shows the radio number of the operating radio along
with the model number of the device.

WAN Availability | Displays WAN overlay and underlay availability information.
The Underlay report contains the following details:
m Branch Gateway
®Site
®Serial Number
® Host name
o MAC
= Uplink
®Name
®Type
®VLAN
m %Uptime
m Uptime
= Downtime
The Overlay report contains the following details:
m Branch Gateway
®Site
®Serial Number
® Host name
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Table 75: Infrastructure Reports

Section Description

® MAC
= Uplink
®VLAN
Tunnel
®Name
oS|P
eDIP
%Uptime
Uptime
m Downtime

WAN Inventory Displays a list of Branch Gateways onboarded. The report is segregated by ArubaOS software

version and contains the following information:
m Software Version

Site Name

Serial Number

Host name

MAC

IP Address

Model

Status

Street Address

WAN Compliance | Displays the worst performing or best performing links according to the SLA compliance
violations. The report contains the following details:
m Policy Name
m Branch Gateway
®Site
® Serial Number
® Host Name
o MAC
= Uplink
®Name
®Type
m Value
® Compliance
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Table 75: Infrastructure Reports

Section Description

WAN Transport
Health

Displays the top N links with probed values. The report contains the following details:
m Report Name
Report Type
Date Run
Periodicity
Title
Probe Destination IP
Branch Gateway
e Site
®Serial Number
® Host name
o MAC
m Uplink
®Name
® Uplink
m Value
®Either Loss (%

WAN Utilization

Displays WAN bandwidth utilization information for Underlay, Overlay, and Uplinks. The report
contains the following details:
m Branch Gateway
®Site
®Serial Number
® Host name
o MAC
m Uplink
®Name
® Type
®VLAN
m Usage
® Average Bandwidth (Mbps)
@ SLA Bandwidth (Mbps)
® %Utilization

WAN Web
Content
Classification

Displays the details of Reputation, Categories, and Destination Countries. The report can
categorize information by:
Transport Type— Internet or VPN.
Top N Count—Top N count of events, the number should be be between 1-250.
Classify On—Classify the report on geo location, web category, or web reputation.
Report type— Choose either a complete summary report or blocked urls report.
Report Period—Choose the time period for the report from:
® Last day
® Last seven days
® Last 30 days
® Custom Range
m Recurrence—Set the recurrence for the report generation.
The reports contain the following Device Details:
m Site—Location of the Gateway or VPNC.
m Serial #—Serial number of the device.
m Hostname—The hostname.
m MAC—Device MAC address.
The report also contains the top 5 Web Reputation, Web Category, Destination, and total
usage details. If required, a user can generate a report for web traffic going over a VPN.
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Table 76: Security Compliance Reports

Section Description

PCI Compliance Displays the PCI Compliance result as Fail or Pass.

Security Compliance | Displays the security compliance results. The report includes the following details:
Rogue APs

Total Rogue APs Detected

Wireless Intrusions

Total Wireless Intrusions

Table 77: Applications Reports

Section | Description

AppRF Displays application usage report for a specific device group. The report displays the following widgets:
m Top 10 applications accessed by the clients

m Top 10 web categories accessed by the clients

m Top 10 applications for device types

m Others

ucc Displays the security compliance results. The report includes the following details:
Rogue APs

Total Rogue APs Detected

Wireless Intrusions

Total Wireless Intrusions

Creating a Report

You can generate reports for devices associated with a group, multi-group, label, or site level. You can also set a
periodicity for running the reports.

Although your page view is set to a specific group, site, or label, you can create reports for a different group, site, or
label. However, if your page view is set to an Instant AP cluster or Switch, you can schedule report generation only for
NOTE that Instant AP cluster or Switch.

To create a report:
1. Inthe Network Operations app, under Analyse, click Reports. The reports overview page is displayed.
2. Click Create. The Reports page is displayed.
3. Select one of the categories from the page display and click on the type of report you wish to create.
4. Under Context, select one of the following options:
a. Groups
b. Sites
c. Labels
5. To generate reports for the devices attached to a group, select Groups and then select a device group.
6. To generate reports for devices attached to a label, click Labels and then select a label.
7. To generate reports for devices deployed on a specific site, click Sites and select a site.

For Client Session report, the Show Detailed Report option is available only for a selected site. Selecting this option restricts
the Report Period to Last Day and Custom Range only. Selecting custom range enables you to select a one day time range
from the particular day till the last seven days only.
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8. To set the threshold values for a Resource Utilization report, select the AP, Switch, and Gateway
thresholds under the Threshold window.

9. Click Next.
10. Under Report Period, select one of the following options:
a. Last day
b. Last 7 days
c. Last 30 days
d. Custom Range
11. Click Next.
12. Select one of the recurrent options:
a. One time (now)
b. One time (Later)
c. Every day
d. Every week
e. Every month

13. Under Report Information, add a report title, and an optional email address to receive the report as
email.

14. Select PDF and/or CSV, to specify the format of the report to receive the email.

15. Click Generate. The report gets generated is displayed under the Generated Reports tab. The report
gets emailed as an attachment to the email address provided. If not, you can download the PDF and/or CSV
from the Generated Reports table.

16. If you selected One Time as the option in step 12, the report will display under Archived Reports. If
the report is scheduled for a later time, the details will display under Scheduled Reports.

Editing a Report
To edit a report:
1. From the Network Operations app, under Analyze, click Reports. The reports overview page is
displayed.
2. Click Manage.
3. Under Scheduled Reports, select a report and then click the edit icon. The Create Report page is
displayed.
4. Click Next. The Context page is displayed.
5. Under Context, select one of the following options:
a. Groups
b. Sites
C. Labels
6. To generate reports for the devices attached to a group, select Groups and then select a device group.
7. To generate reports for devices attached to a label, click Labels and then select a label.
8. To generate reports for devices deployed on a specific site, click Sites and select a site.
9. Click Next.
10. Under Report Period, select one of the following options:
a. Last day
b. Last 7 days
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c. Last 30 days
d. Custom Range
11. Click Next.
12. Select one of the recurrent options:
a. One time (now)
b. One time (Later)
c. Every day
d. Every week
e. Every month
13. Select the Run Time for generating the report at a specific time.

14. Under Report Information, add a report title, and an optional email address to receive the report as
email.

15. Select PDF and/or CSV, to specify the format of the report to receive the email.

16. Click Generate. The report gets generated is displayed under the Generated Reports tab. The report
gets emailed as an attachment to the email address provided. If not, you can download the PDF and/or CSV
from the Generated Reports table.

17. 1f you selected One Time as the option in step 12, the report will display under Archived Reports. If
the report is scheduled for a later time, the details will display under Scheduled Reports.

Viewing a Report
To view a report:

1. From the Network Operations app, under Analyze, click Reports. The reports overview page is
displayed.

2. Click Browse. The Report table is displayed. Existing reports are listed under Generated Reports page.
3. Under Generated Reports, click the report name. The report details are displayed.

Downloading a Report
To download a report:
1. From the Network Operations app, under Analyze, click Reports. The reports overview page is
displayed.
2. Click Browse. The Report table is displayed. Existing reports are listed under Generated Reports page.

3. Under Generated Reports, hover the cursor over the report name. The PDF, CSV, Email, and Delete
icons are displayed.

4. Click PDF or CSV to download the report. The report gets downloaded to the local system.
5. Optionally, click the email icon to generate an email attachment of the report.

You can also download the report from the report details page. Click PDF, CSV, or email icon to select the
format.

Deleting a Report
To delete a report, perform the following steps:

1. From the Network Operations app, under Analyze, click Reports. The reports overview page is
displayed.
2. Click Browse. The Report table is displayed. Existing reports are listed under Generated Reports page.
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3. Under Generated Reports, hover the cursor over the report name. The PDF, CSV, Email, and Delete
icons are displayed.

4. Click the delete icon. The selected report gets deleted.

Deleting Multiple Reports

To delete multiple reports, perform the following steps:
1. From the Network Operations app, under Analyze, click Reports. The reports overview page is
displayed.
2. Click Browse. The Report table is displayed. Existing reports are listed under Generated Reports page.

3. Under Generated Reports, select multiple reports by clicking each row. A pop-up displays the number
of selected rows.

NOTE

HNOTE

Clicking the Report Name displays the corresponding report details page. To select multiple reports, click any
column apart from the Report Name and select the required reports.

4. Click the delete icon within the pop-up. The Delete Report window appears.
5. Click Yes to delete the selected reports. The selected reports get deleted.

Viewing Audit Trails in the Standard Enterprise Mode

The Audit Trail page in the Standard Enterprise Portal shows the total number logs generated for all device
management, configuration, and user management events triggered in Aruba Central. You can search or filter
the audit trail records based on any of the following columns:

m  Occurred on (Custom Range)
= Username

m [P Address

Category

Description

m Target

To view the Audit Trail logs perform the following steps:

1. Inthe Network Operations app, use the filter to select a group or a device.

2. Under Analyze, click Audit Trail. The Audit Trail table is displayed with the following details:

Occurred On— Timestamp of the audit log. Use the sort option to sort the audit logs by date and time.
Use the filter option to select a specific time range to display the audit logs.

m IP Address—IP address of the client device.
m Username—Username of the admin user who applied the changes.

Target—The group or device to which the changes were applied.

Category—Type of modification and the affected device management category. See Classification of Audit
Trails.

Description—A short description of the changes such as subscription assignment, firmware upgrade, and

configuration updates. Click ¥ to view the complete details of the event. For example, if an event was not
successful, clicking the ellipsis displays the reason for the failure.

To customize the Audit Trail table, click the eclipses @ icon to select the required columns, or click Reset to
default to set the table to the default columns.
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Classification of Audit Trails
The audit trail is classified according to the type of modification and the affected device management category.
The category can be one of the following:
m Alert Configuration

= AP| Gateway

m Configuration

m Device Management

m Federated User Activity

= Firmware Management

= Gateway Management

m  Groups

m  Guest

m Install Manager

m Label Management

m MSP

= RBAC

= Reboot

= SAML Profile

m Sites Management

m Subscription Management

m Templates

= Tools

m  User Activity

m  User Management

m Variables
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Chapter 6

Instant APs

Instant APs offer an enterprise-grade networking solution with a simple setup. The WLAN solution with Instant
APs supports simplified deployment, configuration, and management of Wi-Fi networks.

Instant APs run the Aruba Instant software that virtualizes Aruba Mobility Controller capabilities on 802.11 APs
and offers a feature-rich enterprise-grade Wi-Fi solution. Instant APs are often deployed as a cluster. An Instant
AP cluster includes a master AP and set of other APs that act as slave APs.

In an Instant deployment scenario, only the first AP or the master AP that is connected to a provisioning
network is configured. All other Instant APs in the same VLAN join the master AP inherit the configuration
changes. The Instant AP clusters are configured through a common interface called Virtual Controller. A Virtual
Controller represents the combined intelligence of the Instant APs in a cluster.

Supported Deployment Modes

Aruba Instant APs can be deployed in the following modes in Aruba Central:

m Cluster mode—In this mode, several Instant APs form a cluster when connected to a provisioning network
and an master Instant AP is elected. In the cluster mode, new Instant AP onboarded to Aruba Central can
join an existing Instant AP cluster.

m Standalone mode—In this mode, individual Instant APs are provisioned in groups and managed from Aruba
Central.

Configuration and Management

Network administrators can manage Instant APs through the Aruba Instant Ul, Aruba Central, or AirWave
management system.

For information on how to configure Instant APs using the Aruba Instant Ul, see the Aruba Instant User Guide.

For more information on how to deploy, provision, manage, and monitor Instant APs from Aruba Central, see
the following topics:

m Supported Instant APs on page 29

m  Provisioning Instant APs on page 287

m  Configuring Device Parameters on page 290

m  Configuring Network Profiles on Instant APs on page 300

m  Configuring Time-Based Services for Wireless Network Profiles on page 336

m  Configuring ARM and RF Parameters on Instant APs on page 338

m  Configuring IDS Parameters on APs on page 343

m Configuring Authentication and Security Profiles on Instant APs on page 347

m Configuring Instant APs for VPN Services on page 378

m  Configuring DHCP Pools and Client IP Assignment Modes on Instant APs on page 384

m  Configuring Services on page 391

m  Configuring Uplink Interfaces on Instant APs on page 400

m Configuring Enterprise Domains on page 406

m  Configuring Syslog and TFTP Servers for Logging Events on page 409

m Resetting an AP on page 411
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NOTE

Mapping Instant AP Certificates on page 412

m  Configuring APs Using Templates on page 413

Managing Variable Files on page 99

Provisioning Instant APs

The following figure illustrates the procedure for bringing up Instant APs and configuring a basic WLAN setup.
To view a detailed description of the tasks, click the task link in the flowchart.

When you click a task in the flowchart, the linked topic opens in a pop-up window. After you browse through the topic,
click outside the pop-up window to return to this page.

Figure 95 Getting Started—Instant APs

Central

Do you have a

account?

Sign up for Central account

1. Onboard

A 4

2. Configure .

3. Monitor

4. Maintain

| Add Instant APs to

Set country code

— Monitor APs

Upgrade firmware

inventory
Create groups and || Configure system | Monitor WLAN - ’ . ;
assign APs parameters network View audit trails
Assign - Create a WLAN Monitor WLAN L Troubleshoot
subscriptions SsID | clients device issues

Create sites and
assign APs

Create a guest 55ID

—  Configure alerts

|| Create labels and

assign APs

Verify configuration
status

—1 View reports

End

Deploying a Wireless Network Using Instant APs
This section describes how to configure WLAN SSIDs, radio profiles, DHCP profiles, VPN routes, security and

firewall settings, uplink interfaces, logging servers on Instant APs.

For more information on Instant AP configuration, see the following topics:

Configuring Device Parameters on page 290

Configuring Network Profiles on Instant APs on page 300

Configuring Time-Based Services for Wireless Network Profiles on page 336

287 | Instant APs
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m  Configuring ARM and RF Parameters on Instant APs on page 338

m  Configuring IDS Parameters on APs on page 343

m  Configuring Authentication and Security Profiles on Instant APs on page 347

m  Configuring Instant APs for VPN Services on page 378

m  Configuring DHCP Pools and Client IP Assignment Modes on Instant APs on page 384

m  Configuring Services on page 391

m  Configuring Uplink Interfaces on Instant APs on page 400

m Configuring Enterprise Domains on page 406

m  Configuring Syslog and TFTP Servers for Logging Events on page 409

m Resetting an AP on page 411

m  Mapping Instant AP Certificates on page 412

Setting Country Code

The initial Wi-Fi setup of an Instant AP requires you to specify the country code for the country in which the
Instant AP operates. This configuration sets the regulatory domain for the radio frequencies that the Instant
AP uses. The available 20 MHz, 40 MHz, or 80 MHz channels are dependent on the specified country code.

Country Code Configuration in Aruba Central from Ul

If you provision a new Instant AP without the country code, Aruba Central exhibits the following behavior:

Table 78: Instant AP Provisioned To Aruba Central

Country Code
Configured in Behavior
Group

Country Code Configured

at Instant AP

No Yes The country code of the group is pushed to the newly
added Instant AP.

No No Aruba Central displays the Country Code not set.
Config not updated message in the Audit Trail. A
notification is also displayed at the bottom of the main
window to set the country code of the new Instant AP.
To set the country code, perform the following actions:
1. Click Set Country Code Now link on the
notifications pane. The Set Country Code pop up is
displayed.
2. Select the device and click the edit icon.
3. Specify a country code from the Country Code
drop-down list.
4. Click Save.

If an Instant AP already has a country code, and then joins the Central using ZTP configuration, the country code of
the Instant AP is retained. In this case, Central would not push the group’s country code.

Setting Country Code at Group Level

To set the country code of the Instant AP at the group level, complete the following procedure:
1. In the Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.
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. Click the €§3configuration icon to display the AP configuration dashboard.

. Click Show Advanced.

. Click System. The System details for the selected group or the device are displayed.

. Click General. The page to set the configurations for the group is displayed.

. Select the country code for Instant AP from the Set Country code for group drop-down list.
. Click Save Settings.

O 00 N O U1 M W

. Reboot Instant AP for changes to take effect.

By default, the value corresponding to the Set Country code for group field is empty. This indicates that any
Instant AP with different country codes can be a part of the group.

Once the Set Country code for group field is set, the field cannot revert to the default value. When the country code
of the group is changed, the country code of the already connected Instant AP also will be updated accordingly.

= =
[ =] [ =]
— -
m m

Setting Country Code at Device Level

To set the country code of the Instant AP at the device level, perform the following steps:
1.11nthe Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

. Click the @3 configuration icon to display the AP configuration dashboard.
. Click Show Advanced.
. Click System. The System details for the selected group or the device are displayed.

. Click the edit icon.
. Select the new country code from the Country Code drop-down list.
. Click OK.

3
4
5
6. Click General. The page to set the configuration for the device is displayed.
7
8
9
10. Reboot Instant AP for changes to take effect.

modified at the device level from the drop-down list. The country code of the Instant AP will always be the most
NOTE recently set country code at the group level or device level.

G By default, the value corresponding to the Country code is the country code set at the group level which can be then

Country Code Configuration at Group Level from API

Aruba Central provides an option to set and get the country code at group level through the APIs in API
Gateway.

To set or get the country code at group level through API:

1. In the Account Home, go to APl Gateway.

2. Click the Authorized Apps & Tokens tab and generate a token key.

3. Download and copy the generated token.

4. Click the link displayed in the APIs tab of the APl Gateway. The Central Network Management APIs
page is displayed.

5. On the left navigation pane, select Configuration from the URL drop-down list.

6. Paste the token key in the Token field and press enter.

7. Click NB Ul Group Configuration. The following options are displayed:
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e Set country code at group level ([PUT)/ configuration/v1/country) — This APl allows to set
country code for multiple groups at once. Aruba Central currently allows country codes of up to 50
Instant AP device groups to be configured simultaneously. To set the country codes of multiple groups,
enter the group names and country code as inputs corresponding to the groups and country labels
respectively in the script { "groups": [ "string" ], "country": "string" } within the set_ group_config_
country_ code text box.

e Get country code set for group ([GET]/configuration/v1/{group}/country) — This API allows to
retrieve the country code set for a specific Instant AP group. To get the country code information of the
Instant AP group, enter the name of the group for which the country code is being queried
corresponding to the country label in the script { "country™: "string"} within the group text box.

The APIs for setting and retrieving country code information are not available for the Instant AP devices deployed in
template groups.

HNOTE

The following are the response messages displayed in the Set country code at group level and Get
country code set for group sections:

Table 79: Response Messages

Set country code at group level Get country code set for group

m 201 - Successful operation m 400 - Bad Request

m 400 - Bad Request m 401 - Unauthorized access authentication

m 401 - Unauthorized access, authentication required required

m 403 - Forbidden, do not have write access for group m 403 - Forbidden, do not have read access for

m 413 - Request-size limit exceeded group

m 417 - Request-size limit exceeded m 413 - Request-size limit exceeded

m 429 - API Rate limit exceeded m 417 - Request-size limit exceeded

m 500 - Internal Server Error m 429 - AP| Rate limit exceeded

= 503 - Service unavailable, configuration update in = 500 - Internal Server Error

progress m 503 - Service unavailable, configuration update
in progress

For further details on API help, refer to https://app1-apigw.central.arubanetworks.com/swagger/central.

Configuring Device Parameters

To configure device parameters for an Instant AP, complete the following steps:
1. Inthe Network Operations app, use the filter bar to select a group.
2. Under Manage, click Devices > Access Points.

3. Click the @configuration icon to display the AP configuration dashboard.

4. To edit an AP, click the edit icon for that AP. The edit pane for modifying the Instant AP parameters is
displayed.

5. Configure the parameters described below:
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Table 80: Access Points Configuration

ul Parameters | Description

Basic Info Name Configures a name for the Instant AP. You can specify a character
string of up to 32 ASCIl or non-ASCll characters.

AP Zone Configures the Instant AP zone. For Instant APs running firmware
versions 6.5.4.7 or later, and 8.3.0.0 or later, you can configure
multiple AP zones by adding zone names as comma separated
values.

Aruba recommends that you do not configure zones in both SSID
and in the Per AP settings of an Instant AP. If the same zones are
configured in SSID and Per AP settings, APs may broadcast the
SSIDs, but if the SSIDs and Per AP settings have different zones
configured, it may lead to a configuration error. For more
information on AP zones, see Aruba Instant User Guide.

RF Zone Allows you to create an RF zone for the AP. With RF zone, you can
configure different power transmission settings for APs in different
zones or sections of a deployment site. For example, you can
configure power transmission settings to make Wi-Fi available only
for the devices in specific areas of a store.

You can also configure separate RF zones for the 2.4 GHz and 5 GHz
radio bands for the Instant APs in a cluster. For more information,
see Configuring Radio Parameters on page 342.

Aruba recommends that you configure RF zone for either individual
AP or for the cluster. Any discrepancy in the RF zone names may
lead to configuration errors.

Swarm Mode | Allows to set one of the following operation modes:
Cluster—Allows Instant AP join an Instant AP cluster.
Standalone—Allows Instant AP to function in the standalone mode.
After changing the AP operation mode, ensure that you reboot the

AP.
Preferred Provisions the Instant AP as a master Instant AP. By default, the
Master Preferred Master toggle button remains disabled.

IP Address Allows IP to get an IP address from the DHCP server. By default, the

for Access Instant APs obtain IP address from a DHCP server.

Point The users can also assign a static IP address to the Instant AP. To
specify a static IP address for the Instant AP, complete the following
steps:

Enter the new IP address for the Instant AP in the IP Address text
box.

Enter the subnet mask of the network in the Netmask text box.
Enter the IP address of the default gateway in the Default Gateway
text box.

Enter the IP address of the DNS server in the DNS Server text box.
Enter the domain name in the Domain Name text box.

Radio Mode Select any of the following options:

Access—In the Access mode, the Instant AP serves clients, while also

monitoring for rogue Instant APs in the background.
m Monitor—In the Monitor mode, the Instant AP acts as a
dedicated monitor, scanning all channels for rogue Instant APs
and clients.
m Spectrum Monitor—In the Spectrum Monitor mode, the
Instant AP functions as a dedicated full-spectrum RF monitor,
scanning all channels to detect interference, whether from the
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Ul

Parameters

Description

neighboring Instant APs or from non-Wi-Fi devices such as
microwaves and cordless phones.
NOTE: In the Monitor and Spectrum Monitor modes, the Instant
APs do not provide access services to clients.
NOTE: In the dual 5 GHz band, the Mode remains as Access and is
non-editable. This dual 5 GHz band is only supported on AP-344 and
AP-345 that run on Instant AP 8.3.0.0. For more information, see the
Configuring Dual 5 GHz Radio Bands on an Instant AP section. To get
accurate monitoring details and statistics, it is highly recommended
to reboot the Instant APs once the Instant APs are toggled from the
2.4/5 GHz mode to dual 5 GHz radio mode or vice-versa.

You can configure a radio profile on an Instant AP either manually or
by using the Adaptive radio management assigned

(ARM) feature.

ARM is enabled on Aruba Central by default. It automatically assigns
appropriate channel and power settings for the Instant APs.

You can also Administrator Assigned and select the number of
channels in the Channel drop-down list. In the Transmit Power
field, enter the signal strength measured in dBm.

External
Antenna

Antenna
Gain

If the Instant AP has external antenna connectors, you need to
configure the transmit power of the system. You can also measure
or calculate additional attenuation between the device and the
antenna before configuring the antenna gain. For more information,
see the Configuring External Antenna section.

Antenna
Polarization

Type

The wireless bridge's integrated antenna sends a radio signal that is
polarized in a particular direction. The antenna’s receive sensitivity is
also higher for radio signals that have the same polarization. To
maximize the performance of the wireless link, both antennas must
be set to the same polarization direction. To maximize the
performance of the wireless link, both antennas must be set to the
same polarization direction.

Installation
Type

Installation
Type

Configure the Installation Type of the Instant AP you have selected.
The Installation Type drop-down consists of the following options:

= Indoor

= Outdoor
You can either select the Indoor option to change the installation to
Indoor mode or select the Outdoor option to change the installation
to the Outdoor mode.
The options in the Installation Type drop-down are listed based on
the Instant AP model.
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Ul Parameters | Description
Mesh Mesh enable | Enable this option to allow mesh access points to form mesh
network. The mesh feature ensures reliability and redundancy by
allowing the network to continue operating even when an Instant AP
is non-functional or if the device fails to connect to the network. For
more information, see the Aruba Mesh Network and Mesh Instant
AP section.
Clusterless Enter the name of mesh access points that do not belong to any
mesh name cluster. The Clusterless mesh name field is disabled when the
Mesh enable option is enabled.
Clusterless Enter the key of the mesh access points that do not belong to any
mesh key cluster. The Clusterless mesh key field is disabled when the Mesh
enable option is enabled.
Retype Re-enter the clusterless mesh key. The Retype is disabled when the
Mesh enable option is enabled.
Uplink Uplink The uplink traffic on Instant AP is carried out through a management
Management | VLAN. However, you can configure a non-native VLAN as an uplink
VLAN management VLAN. After an Instant AP is provisioned with the uplink
management VLAN, all management traffic sent from the Instant AP
is tagged to the management VLAN.
To configure a non-native uplink VLAN, click Uplink and specify the
VLAN in Uplink Management VLAN.
EthO If you want to convert the EthO uplink port to a downlink port, enable
Bridging EthO0 Bridging. Enable this option to support wired bridging on the
Ethernet O port of an Instant AP.
USB Port Enable the USB port if you do not want to use the cellular uplink or
3G/4G modem in your current network setup.
PEAP User Create the PEAP user credentials for certificate based
authentication. Provide the user name and password in the
Username and Password field for creating the PEAP user.

6. Click Save Settings.
7. Reboot the Instant AP.

Configuring External Antenna

If your Instant AP has external antenna connectors, you need to configure the transmit power of the system.
The configuration must ensure that the system’s EIRP is in compliance with the limit specified by the regulatory
authority of the country in which the Instant AP is deployed. You can also measure or calculate additional
attenuation between the device and antenna before configuring the antenna gain. To know if your Instant AP
device supports external antenna connectors, see the Installation Guide that is shipped along with the Instant
AP device.

EIRP and Antenna Gain

The following formula can be used to calculate the EIRP limit related RF power based on selected antennas
(antenna gain) and feeder (Coaxial Cable loss):

EIRP = Tx RF Power (dBm)+GA (dB) - FL (dB)

The following table describes this formula:
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Table 81: Formula Variable Definitions

Formula Element | Description

EIRP Limit specific for each country of deployment
Tx RF Power RF power measured at RF connector of the unit
GA Antenna gain

FL Feeder loss

Configuring Antenna Gain
To configure antenna gain for Instant APs with external connectors, complete the following procedure:

1. In the Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

. Click the Eggconfiguration icon to display the AP configuration dashboard.
. Click Access Points. The Access Points page is displayed.

. Click the edit icon corresponding to an AP.

. Under Basic Info, select the access point to configure and then click Edit.

N o o W

. Select Radio and select External Antenna to configure the antenna gain value. This option is available
only if the selected AP supports external antennas.

8. Enter the antenna gain values in dBm for the 2.4 GHz and 5 GHz bands.
9. Click Save Settings.

Adding an Instant AP
To add an Instant AP to Aruba Central, assign an IP address and a subscription.

After an Instant AP is connected to the network and if the Auto Join Mode feature is enabled, the Instant AP
inherits the configuration from the virtual controller and is listed in the Access Points tab.

Deleting an Instant AP from the Network
To delete an Instant AP from the network:

1. Inthe Network Operations app, use the filter bar to select a group.
2. Under Manage. click Devices > Access Points to view the AP monitoring dashboard.

. Click the == list icon to display the AP list page.

. Click Access Points.

. Hover over the mouse on the AP name from the table.
. Click the delete icon.

. Click the Delete icon.

. Click OK to confirm deletion.

0o N o L1 MW

Configuring System Parameters for an AP

To configure system parameters for an AP cluster, complete the following procedure:
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1. Inthe Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

3. Click the E\EJB configuration icon to display the AP configuration dashboard.
4. Click Show Advanced.

5. Click System. The System details for the selected group or the device are displayed.
6. Click General and configure the following parameters:

Table 82: System parameters

Data Pane Item | Description

Virtual Controller | This parameter configuration is only applicable for APs that operate in a cluster deployment
environment.

To configure the virtual controller name and IP address, click edit icon and update the name
and IP address. The IP address serves as a static IP address for the multi-AP network. When
configured, this IP address is automatically provisioned on a shadow interface on the AP that
takes the role of a virtual controller. The AP sends three ARP messages with the static IP
address and its MAC address to update the network ARP cache.

Name—Name of the virtual controller.

IP address—IPv4 address configured for the virtual controller. The IPv4 address uses the
0.0.0.0 notation.

IPv6 address—IPv6 address configured for the virtual controller. You can configure IPv6
address for the virtual controller only if the Allow IPv6 Management feature is enabled.

IPv6 is the latest version of IP that is suitable for large-scale IP networks. IPv6 supports a 128-
bit address to allow 2128, or approximately 3.4x1038 addresses while IPv4 supports only 232
addresses.

The IP address of the IPv6 host is always represented as eight groups of four hexadecimal
digits separated by colons. For example 20071:0db8:0a0b:12f0:0000:0000:0000:0001.
However, the IPv6 notation can be abbreviated to compress one or more groups of zeroes or
to compress leading or trailing zeroes; for example 2007:db8:a0b:12f0::0:0:1.

Set Country code | To configure a country code for the AP at the group level, select the country code from the Set
for group Country code for group drop-down list. By default, no country code is configured for the AP
device groups.

When a country code is configured for the group, it takes precedence over the country code
setting configured t the device level.

Timezone To configure a time zone, select a time zone from the Timezone drop-down list.
If the selected timezone supports DST, the Ul displays the "The selected country observes
Daylight Savings Time" message.

Preferred Band Assign a preferred band by selecting an appropriate option from the Preferred Band drop-
down list.
Reboot the AP after modifying the radio profile for changes to take effect.

NTP Server To facilitate communication between various elements in a network, time synchronization
between the elements and across the network is critical. Time synchronization allows you to:
Trace and track security gaps, network usage, and troubleshoot network issues.

Validate certificates.

Map an event on one network element to a corresponding event on another.

Maintain accurate time for billing services and similar.

NTP helps obtain the precise time from a server and regulate the local time in each network
element. Connectivity to a valid NTP server is required to synchronize the AP clock to set the
correct time. If NTP server is not configured in the AP network, an AP reboot may lead to
variation in time data.
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Table 82: System parameters

Data Pane Item | Description

By default, the AP tries to connect to pool.ntp.org to synchronize time. The NTP server can
also be provisioned through the DHCP option 42. If the NTP server is configured, it takes
precedence over the DHCP option 42 provisioned value. The NTP server provisioned through
the DHCP option 42 is used if no server is configured. The default server pool.ntp.org is used
if no NTP server is configured or provisioned through DHCP option 42.

To configure an NTP server, enter the IP address or the URL of the NTP server and reboot the
AP to apply the configuration changes.

Virtual Controller | This parameter configuration is only applicable for APs that operate in a cluster deployment

Netmask environment.

Virtual Controller | The IP configured for the virtual controller can be in the same subnet as AP or canbe ina
Gateway different subnet. Ensure that you configure the virtual controller VLAN, gateway, and subnet
Virtual Controller | mask details only if the virtual controller IP is in a different subnet.

VLAN Ensure that virtual controller VLAN is not the same as native VLAN of the AP.

DHCP Option 82 The Option 82 is not applicable for Cloud APs.
XML
Option 82 can be customized to cater to the requirements of any ISP using the master AP. To
facilitate customization using a XML definition, multiple parameters for Circuit ID and Remote
ID options of DHCP Option 82 are introduced.

The XML file is used as the input and is validated against an XSD file in the master AP. The
format in the XML file is parsed and stored in the DHCP relay which is used to insert Option 82
related values in the DHCP request packets sent from the client to the server.

From the drop-down list, select one of the following XML files:

default_dhcpopt82_1.xml

default_dhcpopt82_2.xml

For information related to the Option 82 drop-down list, see Option 82 on page 388.

Dynamic CPU APs perform various functions such as wired and wireless client connectivity and traffic flows,
Utilization wireless security, network management, and location tracking. If an AP is overloaded,
prioritize the platform resources across different functions. Typically, the APs manage
resources automatically in real time. However, under special circumstances, if dynamic
resource management needs to be enforced or disabled altogether, the dynamic CPU
management feature settings can be modified.

To configure dynamic CPU management, select any of the following options from Dynamic
CPU Utilization.

Automatic—When selected, the CPU management is enabled or disabled automatically
during run-time. This decision is based on real time load calculations taking into account all
different functions that the CPU needs to perform. This is the default and recommended
option.

Always Disabled in all APs—When selected, this setting disables CPU management on all
APs, typically for small networks. This setting protects user experience.

Always Enabled in all APs—When selected, the client and network management functions
are protected. This setting helps in large networks with high client density.

Auto Join Mode When enabled, APs can automatically discover the virtual controller and join the network. The
Auto Join Mode feature is enabled by default.

APs allowed for When Auto Join is enabled, the APs are automatically discovered and are allowed to join the
Auto-Join Mode cluster.

When the Auto Join feature is disabled on the AP, the list of allowed APs on Aruba Central may
not be synchronized or up-to-date. In such cases, you can manually add a list of APs that can
join the AP cluster in the Aruba Central Ul.

To manually add the list of allowed AP devices, complete the following steps:

From the group selector, select the desired AP.

Under System, click the Manage APs link next to APs allowed for Auto-Join Mode field.
Add the MAC address of AP that you want to allow.
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Table 82: System parameters

Data Pane Item | Description

Click Save Settings.

Allow IPv6 Enables IPv6 address configuration for the virtual controller.

Management You can configure an IPv6 address for a virtual controller IP only when Allow IPv6
Management feature is enabled.

Uplink switch Allows you to specify a VLAN ID, to prevent the AP from sending tagged frames for clients

native VLAN connected on the SSID that uses the same VLAN as the native VLAN of the switch.

By default, the AP considers the native VLAN of the upstream switch, to which it is connected,
as the VLAN ID 1.

Terminal Access

When enabled, the users can access the AP CLI through SSH.

Console Access

When enabled, the users can access AP through the console port.

WebUI Access

If an AP is connected to Aruba Central, you can use this option to disable AP Web Ul access
and any communication via HTTPS or SSH. If you enable this option, you can manage the AP
only from Aruba Central.

Telnet Server

When enabled, the users can start a Telnet session with the AP CLI.

LED Display

Enables or disables the LED display for all APs in a cluster.
The LED display is always enabled during the AP reboot.

Extended SSID

Extended SSID is enabled by default in the factory default settings of APs. This disables mesh
in the factory default settings.

For AP devices that support Aruba Instant 8.4.0.0 firmware versions and above, you can
configure up to 14 SSIDs. By enabling Extended SSID, you can create up to 16 networks.

Deny Inter-user
Bridging

If you have security and traffic management policies defined in upstream devices, you can
disable bridging traffic between two clients connected to the same AP on the same VLAN.
When inter-user bridging is denied, the clients can connect to the Internet but cannot
communicate with each other, and the bridging traffic between the clients is sent to the
upstream device to make the forwarding decision.

To disable inter-user bridging, move the slider to the right.

Deny Local
Routing

If you have security and traffic management policies defined in upstream devices, you can
disable routing traffic between two clients connected to the same AP on different VLANSs.
When local routing is disabled, the clients can connect to the Internet but cannot communicate
with each other, and the routing traffic between the clients is sent to the upstream device to
make the forwarding decision.

To disable local routing, move the slider to the right.

Dynamic
RADIUS Proxy

If your network has separate RADIUS authentication servers (local and centralized

servers) for user authentication, you may want to enable Dynamic RADIUS proxy to route
traffic to a specific RADIUS server. When Dynamic RADIUS proxy is enabled, the IP address
of the virtual controller is used for communication with external RADIUS servers.

To enable Dynamic RADIUS Proxy, you must configure an IP address for the Virtual
Controller and set it as a NAS client in the RADIUS server profile.

Dynamic TACACS
Proxy

If you want to route traffic to different TACACS servers, enable Dynamic TACACS Proxy.
When enabled, the AP cluster uses the IP address of the Virtual Controller for communication
with external TACACS servers.

If an IP address is not configured for the Virtual Controller, the IP address of the bridge
interface is used for communication between the AP and TACACS servers. However, if a VPN
tunnel exists between the Instant AP and TACACS server, the IP address of the tunnel
interface is used.
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Table 82: System parameters

Data Pane Item | Description

Cluster Security This parameter is required to be set only for APs that operate in a cluster deployment
environment.

Enables or disables the cluster security feature. When enabled, the control plane
communication between the AP cluster nodes is secured. The Disallow Non-DTLS Slaves
toggle appears. Enable this toggle to allow slave APs to join a DTLS enabled cluster.

For secure communication between the cluster nodes, the Internet connection must be
available, or atleast a local NTP server must be configured.

After enabling or disabling cluster security, ensure that the configuration is synchronized
across all devices in the cluster, and then reboot the cluster.

The Disallow Non-DTLS Slaves toggle is only supported in AP devices supporting Aruba
Instant 8.4.0.0 firmware versions and above.

Low Assurance Enable this option to allow low assurance devices that use non-TPM chip, in the network.

PKI To enable the cluster security feature, set the Low Assurance PKI toggle to Enable. For more
information on Low Assurance PKI, refer to Cluster Security section in Aruba Instant User Guide.
The Low Assurance PKI toggle is supported in AP devices running Aruba Instant 6.5.3.0
firmware versions and later..

Mobility Access Enables LLDP protocol for Mobility Access Switch integration. With this protocol, APs can
Switch instruct the Switch to turn off ports where rogue access points are connected, as well as take
Integration actions such as increasing PoE priority and automatically configuring VLANs on ports where
APs are connected.

URL Visibility Enables URL data logging for client HTTP and HTTPS sessions and allows APs to extract URL
information and periodically log them on ALE for DPI and application analytics.

7. Click Save Settings.

Configuring VLAN Name and VLAN ID

Aruba Central allows you to map VLAN name to a VLAN ID for the ease of identifying the existing VLANSs.

To map a VLAN Name to a VLAN ID, complete the following steps:
1. In the Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

. Click the @3 configuration icon to display the AP configuration dashboard.

. Click Show Advanced.

. Click System. The System details for the selected group are displayed.

. Click the Named VLAN Mapping section.

. Click the + icon in the Named VLAN Mapping section. The VLAN Name to VLAN ID Mapping page is
displayed.

8. Enter the VLAN Name and VLAN ID that is required to be mapped.

9. Click OK. The VLAN Name to VLAN ID Mapping table in the Named VLAN Mapping section lists all
the mapped VLAN.

N oo o W

You can find the Named VLAN Mapping feature applied in the following fields of corresponding Ul pages of
Aruba Central:

m  The VLANID field in the VLAN tab when Custom for Instant AP Assigned and Static for External DHCP
server assigned is selected during WLAN SSID creation. For more information, see Configuring Wireless
Network Profiles on Instant APs.
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The VLANID field in the Ports > Add SSID > VLAN tab when Custom for Instant AP Assigned and Static
for External DHCP server assigned is selected during wired port profile creation.

The Access Rule page of the Ports > Access tab and the WLANSs > Access tab when you add rules for

selected roles. Select VLAN Assignment as the rule type in the Access Rule page to find the mapped
VLAN name in the VLAN ID field.

You can also map VLAN ID to a VLAN name when you customize the Client VLAN Assignment
configuration in VLANSs tab during network profile creation. For more information, see VLAN Assignment.

HOTE

Points to remember

m  The maximum number of Named VLAN ID mappings allowed in Aruba Central is 32.

» VLAN mapping cannot be performed if the VLAN name does not exist.

m  The VLAN mapping record is deleted from the VLAN Name to VLAN ID Mapping table when the VLAN

name is deleted.

= You can only map asingle VLAN id to a VLAN name.

= The VLAN name field is not case-sensitive.

Configuring Dual 5 GHz Radio Bands on an Instant AP

Aruba Central provides an option to retrieve the radio numbers of Instant AP through the APIs. It also provides

an option to filter AP details using radio numbers in the Monitoring dashboard.

For regular Instant APs with non-dual band, Central automatically assigns radio 1 to 2.4 GHz band and radio 0 to 5
NoT e GHz band respectively.

To get the radio numbers through API:

1. In the Account Home page, click APl Gateway.

2. Click APIs tab.

3. Click the link displayed in the APIs tab of the APl Gateway. The Central Network Management APIs
page is displayed.

4. On the left navigation pane, select Monitoring from the URL drop-down list.

5. Click API Reference > AP. The following APIs allow you to retrieve the radio number for the total
number of clients connected:
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Table 83: APIs to Get Radio Number in APs

API Description
[GET)/monitoring/v1/aps/ Allows you to filter data of neighbouring clients for a specific radio
{serial}/neighbouring_clients number in a given time period.

When there is no radio number entered in the radio_number field, the
API filters the data of neighbouring clients for both radio 0 and radio 1. It
is mandatory to provide the serial number of the AP to get the data of
neighbouring clients for a specific radio number.

[GET)/monitoring/v1/aps/rf_ Retrieves information on RF summary such as channel utilization and
summary noise floor in positive, errors, drops for a given time period.

This APl can also be used to filter RF health statistics for a specific radio
number in a given time period.

When there is no radio number entered in the radio_number field, the
API filters the RF health statistics for both radio 0 and radio 1. Itis
mandatory to provide the serial number of the AP to get the RF health
statistics for a specific radio number.

[GET)/monitoring/v1/aps/bandwith_ | This API can also be used to filter out bandwidth usage data for a specific
usage radio number in a given time period.

When there is no radio number entered in the radio_number field, the
API filters the bandwidth usage for both radio 0 and radio 1. It is
mandatory to provide the serial number of the AP to get the bandwidth
usage for a specific radio number.

6. On the left navigation pane, click APl Reference > Client.
7. The following APIs allow you to retrieve the radio number for the total number of clients connected:

Table 84: APIs to Get Radio Number in Connected Clients
API Description

[GET)/monitoring/v1/clients/count | This APl is used to filter out the data for connected clients for a specific
radio number of AP in a given time period.

When there is no radio number entered in the radio_number field, the API
filters the clients count for both radio 0 and radio 1. It is mandatory to
provide the serial number of the AP to get the total count of clients for a
specific radio number.

For further details on API help, refer to https://app1-apigw.central.arubanetworks.com/swagger/central.

Configuring Network Profiles on Instant APs

This section describes the following procedures:
m  Configuring Wireless Network Profiles on Instant APs on page 300

m  Configuring Wireless Networks on Guest Users on Instant APs on page 313

m  Configuring Wired Port Profiles on Instant APs on page 328
m Editing a WLAN Profile on page 332
m Deleting a Network Profile on page 333

Configuring Wireless Network Profiles on Instant APs

You can configure up to 14 SSIDs. By enabling Extended SSID in the System > General tab, you can create
up to 16 networks.
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If more than 16 SSIDs are assigned to a zone and the extended zone option is disabled, an error message is
displayed.

HOTE

Creating a Wireless Network Profile

To configure WLAN settings, complete the following steps:
1. Inthe Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

3. Click the E\EJB configuration icon to display the AP configuration dashboard.

4. Inthe WLANS tab, to create a new SSID profile, click + Add SSID. The Create a New Network pane is
displayed.

5. In General tab, enter a name that is used to identify the network in the Name (SSID) text box.

6. Under Advanced Settings, configure the parameters as mentioned in the Advanced WLAN
Configuration Parameters table.

Table 85: Advanced WLAN Configuration Parameters

Parameter Description

Broadcast/Multicast

Broadcast Select any of the following values:

Filtering m All—The Instant AP drops all broadcast and multicast frames except DHCP and ARP,
IGMP group queries, and IPv6 neighbor discovery protocols.

m ARP—The Instant AP drops broadcast and multicast frames except DHCP and ARP,
IGMP group queries, and IPv6 neighbor discovery protocols. Additionally, it converts ARP
requests to unicast and sends frames directly to the associated clients. By default, the
Instant AP is configured to ARP mode.

m Unicast ARP Only—This option enables Instant AP to convert ARP requests to unicast
frames thereby sending them to the associated clients.

m Disabled—The Instant AP forwards all the broadcast and multicast traffic is forwarded
to the wireless interfaces.

DTIM Interval The DTIM Interval indicates the DTIM period in beacons, which can be configured for every
WLAN SSID profile. The DTIM interval determines how often the Instant AP delivers the
buffered broadcast and multicast frames to the associated clients in the power save mode.
Range is 1 to 10 beacons.

The default value is 1, which means the client checks for buffered data on the Instant AP at
every beacon. You can also configure a higher DTIM value for power saving.

Multicast Select the check box if you want the Instant AP to select the optimal rate for sending broadcast
Transmission and multicast frames based on the lowest of unicast rates across all associated clients. When
Optimization this option is enabled, multicast traffic can be sent up to a rate of 24 Mbps.

The default rate for sending frames for 2.4 GHz is 1 Mbps and that for 5 GHz is 6 Mbps. This
option is disabled by default.

Dynamic Select the check box to allow Instant AP to convert multicast streams into unicast streams over
Multicast the wireless link. Enabling DMO enhances the quality and reliability of streaming video, while
Optimization preserving the bandwidth available to the non-video clients.

NOTE: When you enable DMO on multicast SSID profiles, ensure that the DMO feature is
enabled on all SSIDs configured in the same VLAN.
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Parameter Description

Dynamic Specify a value to set a threshold for DMO channel utilization. With DMO, the Instant AP
Multicast converts multicast streams into unicast streams as long as the channel utilization does not
Optimization exceed this threshold. The default value is 90% and the maximum threshold value is 100%.
Channel When the threshold is reached or exceeds the maximum value, the Instant AP sends multicast
Utilization traffic over the wireless link.

Threshold NOTE: This option will be enabled only when Dynamic Multicast Optimization is enabled.

Transmit Rates (Legacy Only)

2.4 GHz If the 2.4 GHz band is configured on the Instant AP, specify the minimum and maximum
transmission rates. The default value for minimum transmission rate is 1 Mbps and maximum
transmission rate is 54 Mbps.

5 GHz If the 5 GHz band is configured on the Instant AP, specify the minimum and maximum
transmission rates. The default value for minimum transmission rate is 6 Mbps and maximum
transmission rate is 54 Mbps.

Zone

Zone Specify the zone for the SSID. If a zone is configured in the SSID, only the Instant AP in that
zone broadcasts this SSID. If there are no Instant APs in the zone, SSID is broadcast.

If the Instant AP cluster has devices running Aruba Instant firmware versions 6.5.4.7 or later,
and 8.3.0.0 or later, you can configure multiple AP zones by adding zone names as comma
separated values.

NOTE: Aruba recommends that you do not configure zones in both SSID and in the device
specific settings of an Instant AP. If the same zones are configured in SSID and Per AP settings,
APs may broadcast the SSIDs, but if the SSIDs and Per AP settings have different zones
configured, it may lead to a configuration error. For more information on AP zones, see Aruba
Instant User Guide.

Bandwidth Control

Airtime Select this to specify an aggregate amount of airtime that all clients in this network can use for
sending and receiving data. Specify the airtime percentage.

Each Radio Select this to specify an aggregate amount of throughput that each radio is allowed to provide
for the connected clients. The value ranges from 1 through 65535.

Downstream Enter the downstream rates within a range of 1 to 65,535 Kbps for the SSID users. If the
assignment is specific for each user, select the Per User check box.

NOTE: The bandwidth limit set in this method is implemented at the device level and not
cluster level.

Upstream Enter the upstream rates within a range of 1 to 65,535 Kbps for the SSID users. If the
assignment is specific for each user, select the Per user check box.

NOTE: The bandwidth limit set in this method is implemented at the device level and not
cluster level.

Enable 11n When this option is selected, there is no disabling of High-Throughput (HT) on 802.11n devices
for the 5 GHz radio band. If HT is enabled for the 5 GHz radio profile on an Instant AP, it is
automatically enabled for all SSIDs configured on an Instant AP. By default, HT is enabled on
all SSIDs.

NOTE: If you want the 802.11ac Instant APs to function as 802.11n Instant APs, clear this check
box to disable VHT on these devices.

Enable 11ac When this option is selected, VHT is enabled on the 802.11ac devices for the 5 GHz radio band.
If VHT is enabled for the 5 GHz radio profile on an Instant AP, it is automatically enabled for all
SSIDs configured on an Instant AP. By default, VHT is enabled on all SSIDs.
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NOTE: If you want the 802.11ac Instant APs to function as 802.11n Instant APs, clear this check
box to disable VHT on these devices.

Enable 11ax

When this option is selected, VHT is enabled on the 802.11ax devices. If VHT is enabled for a
radio profile on an Instant AP, it is automatically enabled for all SSIDs configured on an Instant
AP. By default, VHT is enabled on all SSIDs.

WiFi Multimedia

Background Wifi
Multimedia
Share

Allocates bandwidth for background traffic such as file downloads or print jobs. Specify the
appropriate DSCP mapping values within a range of 0-63 for the background traffic in the
corresponding DSCP mapping text box. Enter up to 8 values with no white space and no
duplicate single DHCP mapping value.

Best Effort Wifi

Allocates bandwidth or best effort traffic such as traffic from legacy devices or traffic from

Voice Protocol
(SVP)

Multimedia applications or devices that do not support QoS. Specify the appropriate DSCP mapping values
Share within a range of 0-63 for the best effort traffic in the corresponding DSCP mapping text box.
Video Wifi Allocates bandwidth for video traffic generated from video streaming. Specify the appropriate
Multimedia DSCP mapping values within a range of 0-63 for the video traffic in the corresponding DSCP
Share mapping text box.
Voice Wifi Allocates bandwidth for voice traffic generated from the incoming and outgoing voice
Multimedia communication. Specify the appropriate DSCP mapping values within a range of 0-63 for the
Share voice traffic in the corresponding DSCP mapping text box.
NOTE: In a non-WMM or hybrid environment, where some clients are not WMM-capable, you
can allocate higher values for Best Effort Wifi Multimedia share and Voice Wifi
Multimedia Share to allocate a higher bandwidth to clients transmitting best effort and voice
traffic.
Traffic Select this check box to set if you want the TSPEC for the wireless network. The term TSPEC is
Specification used in wireless networks supporting the IEEE 802.11e Quality of Service standard. It defines a
(TSPEC) series of parameters, characteristics and Quality of Service expectations of a traffic flow.
TSPEC Enter the bandwidth for the TSPEC.
Bandwidth
Spectralink Select this check box to opt for SVP protocol.

WiFi Multimedia
Power Save (U-
APSD)

Select this check box to enable WiFi Multimedia Power Save (U-APSD). The U-APSD is a power
saving mechanism that is an optional part of the IEEE amendment 802.11e, QoS.

Miscellaneous

Band

Select a value to specify the band at which the network transmits radio signals in the Band
drop-down list. You can set the band to 2.4 GHz, 5 GHz, or All. The All option is selected by
default.

Content Filtering

Select this check box to route all DNS requests for the non-corporate domains to OpenDNS on
this network.

Primary Usage

Based on the type of network profile, select one of the following options:
m Mixed Traffic—Select this option to create an employee or guest network profile. The
employee network is used by the employees in an organization and it supports
passphrase-based or 802.1X-based authentication methods. Employees can access the
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protected data of an enterprise through the employee network after successful
authentication. The guest network is created for guests, visitors, contractors, and any non-
employee users who use the enterprise Wi-Fi network. The VC assigns the IP address for
the guest clients. Captive portal or passphrase-based authentication methods can be set
for this wireless network. Typically, a guest network is an unencrypted network. However,
you can specify the encryption settings when configuring a guest network.
m Voice Only—Select this option to configure a network profile for devices that provide
only voice services such as handsets or applications that require voice traffic prioritization.
NOTE: When a client is associated with the voice network, all data traffic is marked and placed
into the high priority queue in QoS.

Inactivity
Timeout

Specify an interval for session timeout. If a client session is inactive for the specified duration,
the session expires and the users are required to log in again. You can specify a value within
the range of 60-3600 seconds. The default value is 1000 seconds.

Deauth Inactive
Clients

Select this option to allow the Instant AP to send a de-authentication frame to the inactive
client and the clear client entry.

Hide SSID

Select this check box if you do not want the SSID to be visible to users.

Disable Network

Select this check box if you want to disable the SSID. When selected, the SSID is disabled, but is
not removed from the network. By default, all SSIDs are enabled.

Can Be Used
Without Uplink

Select this check box if you do not want the SSID profile to use the uplink.

Max Clients Specify the maximum number of clients that can be configured for each BSSID on a WLAN.
Threshold You can specify a value within the range of 0- 255. The default value is 64.
ESSID Specify the identifier that serves as an identification and address for the device to connect to a

wireless router which can then access the internet. If the ESSID value defined is not the same
as the profile name, the SSID can be searched based on the ESSID value and not by its profile
name.

Out of service
(005S)

Configures the SSID state when a connection link of the AP is down. To configure out of service
for an SSID, the link condition of the AP and the SSID state must be configured. The SSID can
be enabled or disabled automatically when the following conditions are met:

m VPN down - Connection to the VPN network is down.

m Uplink down - The uplink connection of the AP is down.

= Internet down - The connection to the Internet is down.

m Primary uplink down - The primary uplink connection of the AP is down.
The SSID status changes according to the configuration when the link condition is met. For
example, when Internet down, Disabled is set for Out of Service, the SSID is disabled when
the Internet connection is down and is changed back to enabled when the Internet connection
is restored.
NOTE: When Internet Down condition is set in the SSID, the AP checks for uplink by pinging
the IP defined in the Failover Internet IP. To configure the Failover Internet IP, see Switching
Uplinks based on the Internet Availability.

0O0S time Configure a hold time interval in seconds within a range of 30-300 seconds, after which the

(global) out-of-service operation is triggered. For example, if the VPN is down and the configured hold
time is 45 seconds, the effect of this out-of-service state impacts the SSID availability after 45
seconds.

Local Probe Specify a threshold value to limit the number of incoming probe requests. When a client sends

Request a broadcast probe request frame to search for all available SSIDs, this option controls system

Threshold response for this network profile and ignores probe requests if required. You can specify a

RSS! value within range of 0-100 dB.
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Min RSSI for Enter the minimum RSSI threshold for authentication requests.
auth request

Deny Inter User Disables bridging traffic between two clients connected to the same SSID on the same VLAN.
Bridging When this option is enabled, the clients can connect to the Internet, but cannot communicate
with each other, and the bridging traffic between the clients is sent to the upstream device to
make the forwarding decision.

Deny Intra VLAN | Disables intra VLAN traffic to enable the client isolation and disable all peer-to-peer

Traffic communication. Client isolation disables inter-client communication by allowing only client to
gateway traffic from clients to flow in the network. All other traffic from the client that is not
destined to the gateway or configured servers will not be forwarded by the Instant AP. This
feature enhances the security of the network and protects it from vulnerabilities. For more
information, see Client Isolation.

Management Set this option to Enable to provide high network security by maintaining data confidentiality
Frame of management frames. The Management Frame Protection (MFP) establishes encryption
Protection keys between the client and Instant AP using 802.11i framework. For more information, see

Management Frames Protection.

Time Range Profiles

Time Range Click + New Time Range Profile to create a new time range profile. For more information,
Profiles see Configuring Time-Based Services for Wireless Network Profiles on page 336.

Configuring VLAN Settings for Wireless Network

To configure VLAN settings for an SSID, complete the following steps:
1. Inthe VLAN tab, select any of the following options for Client IP Assignment:
m Instant AP assigned—When selected, the client obtains the IP address from the VC.

m External DHCP server assigned—When selected, the client obtains the IP address from the
network.

2. Based on the type of client IP assignment mode selected, you can configure the VLAN assignment for
clients as described in the following table:
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Instant AP
assigned

Table 86: VLAN Assignment

Parameter | Description

On selecting this option, the client obtains the IP address from the Virtual Controller. The Virtual
Controller creates a private subnet and VLAN on the Instant AP for the wireless clients. The network
address translation for all client traffic that goes out of this interface is carried out at the source.
This setup eliminates the need for complex VLAN and IP address management for a multi-site
wireless network. For more information on DHCP scopes and server configuration, see Configuring
DHCP Pools and Client IP Assignment Modes on Instant APs on page 384.
If this option is selected, specify any of the following options:
m Internal VLAN—BY default, the client VLAN is assigned to the native VLAN on the network.
The DHCP server automatically assigns the IP address from VLAN 3333 to the client.
m Custom—Allows you to customize the client VLAN assignment to a specific VLAN, or a range
of VLANs. When this option is selected, enter the scope of VLAN that is allowed in the VLAN ID
text box. Click the Show Named VLANSs section to view all the named VLANs mapped to VLAN
ID. Click the + Add Named VLAN icon and enter the VLAN Name and VLAN ID that is required to
be mapped. Clicking OK populates the named VLAN in the VLAN Name to VLAN ID Mapping
table.
NOTE: You can also map VLAN ID to VLAN Names in the System tab of AP configuration page. For
more information, see Configuring VLAN Name and VLAN ID.

External
DHCP
server
assigned

If this option is selected, specify any of the following options:
m Static —Allows you to specify a VLAN id of single VLAN, or a comma separated list of VLANS,
or a range of VLANSs for all clients on this network, in the VLAN ID text box. You can also select
the VLAN name that is mapped to the VLAN id from the scroll-down list provided next to the
VLAN ID text box. If a large number of clients need to be in the same subnet, you can select this
option to configure VLAN pooling. VLAN pooling allows random assignment of VLANs from a pool
of VLANSs to each client connecting to the SSID.
m Dynamic—Assigns the VLANs dynamically from a DHCP server. You can also create a new
VLAN assignment rules by clicking the + sign. The New VLAN Assignment Rule page is
displayed to enter details such as attribute, operator, string and VLAN ID. For more information,
see Configuring VLAN Assignment Rule.
m Native Vlan—Assigns the client VLAN to the native VLAN.

3. Click Next to configure security settings.

Configuring Security Settings for Wireless Network

To configure security settings for mixed traffic or voice network, complete the following steps:

1. In the Security tab, specify any one of the following options in the Security Level:

m Enterprise—On selecting the security level, the authentication options applicable to the network are
displayed.

m Personal—On selecting Personal security level, the authentication options applicable to the
personalized network are displayed.

= Captive Portal—On selecting Captive Portal security level, the authentication options applicable to
the captive portal is displayed. For more information on captive portal, see Configuring Access Points
Ports Networks on Guest Users on Instant APs.

m  Open—On selecting Open security level, the authentication options applicable to an open network
are displayed.

The default security setting for a network profile is Personal.

NOTE

2. Based on the security level specified, configure the following basic parameters:
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Table 87: Basic WLAN security settings

Data Pane N
Description
Item
Key For Enterprise security level, select any of the following options from Key Management:
Management WPA-2 Enterprise—Select this option to use WPA-2 security. The WPA-2 Enterprise requires
user authentication and requires the use of a Radius server for authentication.
Both (WPA-2 & WPA)—Select this option to use both WPA-2 and WPA security.
WPA Enterprise—Select this option to use both WPA Enterprise.
Dynamic WEP with 802.1X—If you do not want to use a session key from the RADIUS Server to
derive pairwise unicast keys, set Session Key for LEAP to Enabled. This is required for old
printers that use dynamic WEP through LEAP authentication. The Session Key for LEAP feature
is Disabled by default.
WPA-3 Enterprise(GCM 256)—Select this option to use WPA-3 security employing GCM
encryption operation mode limited to encrypting 256 bits of plain text.
WPA-3 Enterprise(CCM 128)—Select this option to use WPA-3 security employing CCM
encryption operation mode limited to encrypting 128 bits of plain text.
When WPA-2 Enterprise and Both (WPA2-WPA) encryption types are selected and if 802.1x
authentication method is configured, OKC is enabled by default. If OKC is enabled, a cached PMK
is used when the client roams to a new AP. This allows faster roaming of clients without the need
for a complete 802.1x authentication. OKC roaming can be configured only for the Enterprise
security level.
For Personal security level, select an encryption key from Key Management. For WPA-2
Personal, WPA Personal, Both (WPA-2&WPA), and WPA-3 Personal keys, specify the following
parameters:
Passphrase Format: Select a passphrase format. The options available are 8-63 alphanumeric
characters and 64 hexadecimal characters.
Enter a passphrase in Passphrase and reconfirm.
For Static WEP, specify the following parameters:
Select an appropriate value for WEP key size from the WEP Key Size. You can specify 64-bit or
128-bit.
Select an appropriate value for Tx key from Tx Key.
Enter an appropriate WEP Key and reconfirm.
For MPSK-AES, configure the authentication server.
For Captive Portal security level, select an encryption key from Key Management. For WPA-2
Personal, WPA Personal, Both (WPA-2&WPA), and WPA-3 keys, specify the following
parameters:
Passphrase Format: Select a passphrase format. The options are available are 8-63
alphanumeric characters and 64 hexadecimal characters.
m Enter a passphrase in Passphrase and reconfirm.
For Static WEP, specify the following parameters:
m Select an appropriate value for WEP key size from the WEP Key Size. You can specify 64-
bit or 128-bit.
m Select an appropriate value for Tx key from Tx Key.
m Enter an appropriate WEP Key and reconfirm.
For information on configuring captive portal, see Configuring Wireless Networks on Guest
Users on Instant APs on page 313.
For Open security level, the Key Management includes Open, and Enhanced Open options.
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Data Pane
Item

EAP Offload

Description

This option is applicable to Enterprise security levels only. To terminate the EAP portion of
802.1X authentication on the Instant AP instead of the RADIUS server, set EAP Offload to
Enabled. Enabling EAP Offload can reduce network traffic to the external RADIUS server by
terminating the authorization protocol on the Instant AP. By default, for 802.1X authorization, the
client conducts an EAP exchange with the RADIUS server, and the Instant AP acts as a relay for
this exchange. When EAP Offload is enabled, the Instant AP by itself acts as an authentication
server and terminates the outer layers of the EAP protocol, only relaying the innermost layer to
the external RADIUS server. It can also reduce the number of exchange packets between the
Instant AP and the authentication server.

Instant supports the configuration of primary and backup authentication servers in an EAP
termination-enabled SSID.

If you are using LDAP for authentication, ensure that Instant AP termination is configured to
support EAP.

Authentication
Server

Configure the following parameters:

MAC Authentication—Set the MAC Authentication option to Enabled to enable MAC address
based authentication for Personal, Captive Portal, and Open security levels.

Primary Server—Set a primary authentication server. The Primary Server option appears only
for Enterprise security level, internal and external captive portal types. Select one of the
following options from the drop-down list:

Internal Server—To use an internal server, select Internal Server and add the clients that are
required to authenticate with the internal RADIUS Server. Click Users to add the users.

To add a new server, click +. For information on configuring external servers, see Configuring
External Authentication Servers for APs on page 356.

Aruba Central allows you to configure an external RADIUS server, TACACS or LDAP server, and
External Captive Portal for user authentication.

Secondary Server—To add another server for authentication, configure another authentication
server.

Authentication Survivability—If an external server is configured for authentication, you can
enable authentication survivability. Specify a value in hours for Cache Timeout to set the
duration after which the authenticated credentials in the cache expires. When the cache expires,
the clients are required to authenticate again. You can specify a value within range of 1 to 99
hours. By default, authentication survivability is disabled.

Load Balancing—Set this to Enabled if you are using two RADIUS authentication servers, to
balance the load across these servers. For more information on the dynamic load balancing
mechanism, see Dynamic Load Balancing between Authentication Servers on page 356.

Users

Click Users to add the users. The registered users of Employee type will be able to access the
users of Enterprise network. To add a new user, click + Add User and enter the new user in the
Add User page. The Primary Server option appears only for Enterprise security level, internal
and external captive portal types.

3. Based on the security level specified, specify the following parameters in the Advanced Settings

section:
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Table 88: Advanced WLAN security settings

Data pane
item

Use Session
Key for LEAP

Select this option to use the session key for Lightweight Extensible Authentication Protocol. This
option is available only for Enterprise level.

Description

Opportunistic

Select the Opportunistic key caching (OKC) options that helps reduce the time needed for

Authentication
for Enterprise
Networks

Key Caching authentication. When OKC is used, multiple APs can share Pairwise Master Keys (PMKs) among

(OKCQ) themselves, and the station can roam to a new access points that has not visited before and
reuse a PMK that was established with the current AP. OKC allows the station to roam quickly to
an access point it has never authenticated to, without having to perform pre-authentication. OKC
is available specifically on WPA2 SSIDs only.

MAC To enable MAC address based authentication for Personal and Open security levels, set MAC

Authentication to Enabled. For Enterprise security level, the following options are available:

m Perform MAC Authentication Before 802.1X — Select this to use 802.1X authentication
only when the MAC authentication is successful.
m MAC Authentication Fail-Thru — On selecting this, the 802.1X authentication is
attempted when the MAC authentication fails.

If MAC authentication is enabled, configure the following parameters:
m Delimiter Character—Specify a character (for example, colon or dash) as a delimiter for
the MAC address string. When configured, the Instant AP uses the delimiter in the MAC
authentication request. For example, if you specify the colon as a delimiter, MAC addresses
in the xx:xxx:xx:xx:xx:xx format are used. If the delimiter is not specified, the MAC address in
the xxxxxxxxxxx format is used. This option is available only when MAC authentication is
enabled.
m Uppercase Support—Set to Enabled to allow the Instant AP to use uppercase letters in
MAC address string for MAC authentication. This option is available only if MAC
authentication is enabled.

Reauth
Interval

Specify a value for Reauth Interval. When set to a value greater than zero, APs periodically re-

authenticate all associated and authenticated clients.

If the re-authentication interval is configured:
m On an SSID performing L2 authentication (MAC or 802.1X authentication): When re-
authentication fails, the clients are disconnected. If the SSID is performing only MAC
authentication and has a pre-authentication role assigned to the client, the client will get a
post-authentication role only after a successful re-authentication. If re-authentication fails,
the client retains the pre-authentication role.
m On an SSID performing both L2 and L3 authentication (MAC with captive portal
authentication): When re-authentication succeeds, the client retains the role that is already
assigned. If re-authentication fails, a pre-authentication role is assigned to the client.
m On an SSID performing only L3 authentication (captive portal authentication): When re-
authentication succeeds, a pre-authentication role is assigned to the client thatis in a post-
authentication role. Due to this, the clients are required to go through captive portal to regain
access.

Blacklisting

By default, this option is disabled. To enable blacklisting of the clients with a specific number of
authentication failures, select Blacklisting and specify a value for Max Authentication
Failures. The users who fail to authenticate the number of times specified in Max
Authentication Failures field are dynamically blacklisted. By default, the Blacklisting option is
disabled.

Enforce DHCP

Enforces WLAN SSID on Instant AP clients. When DHCP is enforced:
m Alayer-2 user entry is created when a client associates with an Instant AP.
m The client DHCP state and IP address are tracked.
m When the client obtains an IP address from DHCP, the DHCP state changes to complete.
m |f the DHCP state is complete, a layer-3 user entry is created.
m When a client roams between the Instant APs, the DHCP state and the client IP address is
synchronized with the new Instant AP.
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Data pane
item

WPA3
Transition

Description

Enable this option to allow transition from WPA3 to WPA2 and vice versa. The WPA3 Transition
appears only when WPA3 is selected in the Key Management for Personal, Captive Portal,
and Open level.

Legacy
Support

Enable this option to allow backward compatibility of encryption modes in networks. The Legacy
Support appears only when WPA3 is selected in the Key Management for Personal, Captive
Portal, and Open level.

Accounting

To enable accounting, select the Accounting option. On enabling this option, the APs post
accounting information to the RADIUS server at the specified Accounting Interval. Select one of
the following options from the drop-down list:
m Disabled-To disable the accounting option.
m Use authentication server—To select authentication servers and the accounting time
interval in minutes.
m Use separate servers—To select specific accounting and mention the accounting interval
time in minutes.

Use IP for
Calling Station

Enable this option to configure client IP address as calling station ID. When this option is enabled,
the following options are displayed:
m Called Station ID Type—Select any of the following options for configuring called station
ID:
® Access Point Group—Uses the VC ID as the called station ID.
® Access Point Name—Uses the host name of the Instant AP as the called station ID.
®VLAN ID—Uses the VLAN ID of as the called station ID.
®IP Address—Uses the IP address of the Instant AP as the called station ID.
® MAC address—Uses the MAC address of the Instant AP as the called station ID.
m Called Station Include SSID—Appends the SSID name to the called station ID.
NOTE: The Called Station ID Type detail can be configured even if the Use IP for Calling
Station ID is set to Disable.
m Called Station ID Delimiter—Sets delimiter at the end of the called station ID.
m Max Authentication Failures—Sets a value for the maximum allowed authentication
failures.
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HOTE

Data pane
item

Description

Delimiter Specify a character (for example, colon or dash) as a delimiter for the MAC address string. When

Character configured, the Instant AP uses the delimiter in the MAC authentication request. For example, if
you specify the colon as a delimiter, MAC addresses in the xx:xx:xx:xx:xx:xx format are used. If
the delimiter is not specified, the MAC address in the xxxxxxxxxxxx format is used. This option is
available only when MAC authentication is enabled.

Uppercase Select this option to allow the Instant AP to use uppercase letters in MAC address string for MAC

Support authentication. This option is available only if MAC authentication is enabled.

Fast Roaming

Enable the following fast roaming features as per your requirement:
m 802.11r—Select 802.11r option to enable 802.11r roaming. Selecting this enables fast BSS
transition. The fast BSS transition mechanism minimizes the delay when a client transitions
from one BSS to another within the same cluster. The 802.11r option is not available for
Enterprise level. Once you enable the 802.11r, the following text box is displayed:
® MDID— In the MDID text box, enter the mobility domain identifier to configure a
mobility domain identifier. In a network of standalone Instant APs within the same
management VLAN, 802.11r roaming does not work. This is because the mobility domain
identifiers do not match across Instant APs. They are auto-generated based on a virtual
controller key. You can set a mobility domain identifier for 802.11r SSIDs. For standalone
Instant APs in the same management VLAN, 802.11r roaming works only when the
mobility domain identifier is configured with the same value.
m 802.11k—Select 802.11k to enable 802.11k roaming. The 802.11k protocol enables Instant
APs and clients to dynamically measure the available radio resources. When 802.11k is
enabled, Instant APs and clients send neighbor reports, beacon reports, and link
measurement reports to each other.
m 802.11v— Select 802.11v to enable 802.11v based BSS transition. The 802.11v standard
defines mechanisms for wireless network management enhancements and BSS transition
management. It allows the client devices to exchange information about the network
topology and RF environment. The BSS transition management mechanism enables an AP to
request a voice client to transition to a specific AP, or suggest a set of preferred APs to a
voice client, due to network load balancing or BSS termination. It also helps the voice client
identify the best AP to transition to as they roam.

4. Click Next to configure access rules.

Configuring ACLs for User Access to a Wireless Network

You can configure up to 64 access rules for a wireless network profile. To configure access rules for a network,
complete the following steps:

1. Enable the Downloadable User option to allow downloading of pre-existing user roles. The CPPM
Settings table with Name, CPPM Username and Actions columns related to the radius servers are
displayed. For more information on Downloadable User Roles feature, see Configuring Network Port Profile
AssignmentDownloadable User Roles.

The Downloadable User Role feature is optional.

The Downloadable User Roles feature is available only for networks that include APs that run a minimum of Aruba
Instant 8.4.0.0 firmware version with a minimum of ClearPass server version 6.7.8.

At least one radius server must be configured to apply the Downloadable User Roles feature. For more information
on configuring radius server, see Authentication Servers for Instant APs

2. Click the action corresponding to the server. The Edit Server page is displayed.
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Viewing Wireless SSIDs Summary Table

The Network Summary page now displays all the settings configured in the General, Security, VLANSs, and
Access tabs. Click Finish to complete the network profile creation and save the settings.

Management Frames Protection

Aruba Central supports the Management Frame Protection ( MFP) feature in networks that include Aruba
Instant APs 8.5.0.0 firmware version and later. This feature protects networks against forged management
frames spoofed from other devices that might otherwise disrupt a valid user session.

The MFP increases the security by providing data confidentiality of management frames. MFP uses 802.11i
framework that establishes encryption keys between the client and Instant AP.

Enabling Management Frames Protection Feature for Wireless Networks in Aruba Central
To enable the MFP feature, complete the following procedure:

1. In the Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

. Click the @3 configuration icon to display the AP configuration dashboard.

. Inthe WLANS page, click + Add SSID. The Create a New Network pane is displayed.
. Inthe General tab, click Advanced Settings,

. Expand Miscellaneous.

. Set the Management Frames Protection toggle to Enable.

. Click Next to go to the VLANS settings.
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HNOTE

The MFP configuration is a per-SSID configuration. The MFP feature can be enabled only on WPA2-PSK and WPA2-
enterprise SSIDs. The 802.11r fast roaming option will not take effect when the MFP is enabled.

Client Isolation

Aruba Central supports the Client Isolation feature isolates clients from one another and disables all peer-to-
peer communication within the network. Client isolation disables inter-client communication by allowing only
client to gateway traffic from clients to flow in the network. All other traffic from the client that is not destined
to the gateway or configured servers will not be forwarded by the Instant AP.

This feature enhances the security of the network and protects it from vulnerabilities. Client Isolation can only
be configured through the CLI. When Client Isolation is configured, the Instant AP learns the IP, Subnet Mask,
MAC, and other essential information of the gateway and the DNS server. A subnet table of trusted
destinations is then populated with this information. Wired servers used in the network should be manually
configured into this subnet table to serve clients. The destination MAC of data packets sent by the client is
validated against this subnet table and only the data packets destined to the trusted addresses in the subnet
table are forwarded by the Instant AP. All other data packets are dropped.

HNOTE

Client Isolation feature is supported only in IPv4 networks. This feature does not support AirGroup functionalities and
affects Chromecast and Airplay services.

Enabling Client Isolation Feature for Wireless Networks in Aruba Central
To enable the Client Isolation feature, complete the following procedure:

1. In the Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.
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3. Click the €§3 configuration icon to display the AP configuration dashboard.

4. Inthe WLANS tab, click + Add SSID. The Create a New Network pane is displayed.
5. Click Advanced Settings and expand Miscellaneous,

6. Set the Deny Intra VLAN Traffic toggle to Enable.

7. Click Next.

Configuring Wireless Networks on Guest Users on Instant APs

Instant APs support the captive portal authentication method in which a webpage is presented to the guest
users, when they try to access the Internet in hotels, conference centers, or Wi-Fi hotspots. The webpage also
prompts the guest users to authenticate or accept the usage policy and terms. Captive portals are used at Wi-Fi
hotspots and can be used to control wired access as well.

The captive portal solution for an Instant AP cluster consists of the following:

m The captive portal web login page hosted by an internal or external server.

m The RADIUS authentication or user authentication against internal database of the AP.

m The SSID broadcast by the Instant AP.

The Instant AP administrators can create a wired or WLAN guest network based on captive portal
authentication for guests, visitors, contractors, and any non-employee users who can use the enterprise Wi-Fi
network. Administrators can also create guest accounts and customize the captive portal page with
organization-specific logo, terms, and usage policy. With captive portal authentication and guest profiles, the
devices associating with the guest SSID are assigned an initial role and are assigned IP addresses. When a guest

user tries to access a URL through HTTP or HTTPS, the captive portal webpage prompts the user to
authenticate with a user name and password.

Splash Page Profiles

Instant APs support the following types of splash page profiles:

m Internal Captive portal— Select this splash page to use an internal server for hosting the captive portal
service. Internal captive portal supports the following types of authentication:

¢ Internal Authenticated— When Internal Authenticated is enabled, a guest user who is pre-
provisioned in the user database has to provide the authentication details.

¢ Internal Acknowledged—When Internal Acknowledged is enabled, a guest user has to accept the
terms and conditions to access the Internet.

= External Captive portal—Select this splash page to use an external portal on the cloud or on a server
outside the enterprise network for authentication.

m Cloud Guest—Select this splash page to use the cloud guest profile configured through the Guest
Management tab.

Selecting None disables the captive portal authentication.
For information on how to create splash page profiles, see the following sections:

m Creating a Wireless Network Profile for Guest Users on page 314

m  Configuring an Internal Captive Portal Splash Page Profile on page 314

m  Configuring an External Captive Portal Splash Page Profile on page 316

m  Configuring a Cloud Guest Splash Page Profile on page 318

m Disabling Captive Portal Authentication on page 319
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Creating a Wireless Network Profile for Guest Users

To create an SSID for guest access, complete the following procedure:
1. Inthe Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

3. Click the @3 configuration icon to display the AP configuration dashboard.

4. Inthe WLANSs tab, to create a new SSID profile, click the + icon. The Create a New Network pane
isdisplayed.

5. Under Basic Settings, enter a name that is used to identify the network in the Name (SSID) box.

6. If configuring a wireless guest profile, set the required WLAN configuration parameters described in Table.
85.

7. Click Next to configure VLAN settings. The VLAN details are displayed.
8. Select any of the following options for Client IP Assignment:

Table 89: VLAN Assignment

Parameter Description

Instant AP assigned On selecting this option, the client obtains the IP address from the Virtual
Controller. The Virtual Controller creates a private subnet and VLAN on the
Instant AP for the wireless clients. The network address translation for all
client traffic that goes out of this interface is carried out at the source. This
setup eliminates the need for complex VLAN and IP address management for
a multi-site wireless network. For more information on DHCP scopes and
server configuration, see Configuring DHCP Pools and Client IP Assignment
Modes on Instant APs on page 384.
If this option is selected, specify any of the following options:
m Default—Assigns IP address to the client in the same subnet as the
Instant APs. By default, the client VLAN is assigned to the native VLAN on
the wired network.
m Custom —Allows you to customize the client VLAN assignment to a
specific VLAN, or a range of VLANs. When this option is selected, enter the
scope of VLAN that is allowed.

External DHCP server assigned If this option is selected, specify any of the following options:

m Static —Allows you to specify a VLAN id of single VLAN, or a comma
separated list of VLANS, or a range of VLANSs for all clients on this
network. If a large number of clients need to be in the same subnet, you
can select this option to configure VLAN pooling. VLAN pooling allows
random assignment of VLANs from a pool of VLANSs to each client
connecting to the SSID.

m Dynamic—Assigns the VLANs dynamically from a DHCP server. You
can also create a new VLAN assignment rules by clicking the + sign. The
New VLAN Assignment Rule page is displayed to enter details such as
attribute, operator, string and VLAN ID.

m Native Vlan—Assigns the client VLAN is assigned to the native VLAN.

Configuring an Internal Captive Portal Splash Page Profile

To configure internal captive portal profile, complete the following steps:
1. Open the guest SSID to edit and configure the following parameters in the WLANSs > Security page.
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Table 90: Internal Captive Portal Configuration Parameters

Parameter Description

Captive Portal Type Select any of the following:

m Internal - Authenticated—When Internal Authenticated is enabled, the
guest users are required to authenticate in the captive portal page to access the
Internet. The guest users who are required to authenticate must already be
added to the user database.

= Internal - Acknowledged—When Internal Acknowledged is enabled, the
guest users are required to accept the terms and conditions to access the
Internet.

m External—When External is enabled, the guest users are required to enter
the proxy server details such as IP address and captive portal proxy server port
details. Also enter the details in Walled Garden, and Advanced section.

m Cloud Guest—When Cloud Guest is enabled, the guest users are required to
select the Guest Captive Portal Profile.

m None—Select this option if you do not want to set any splash page.

Captive Portal Location Select Acknowledged or Authenticated from the drop-down list.

Splash Page Properties Under Splash Page Properties when Customize Captive Portal is clicked, use the
editor to specify text and colors for the initial page that is displayed to the users
connecting to the network. The initial page asks for user credentials or email,
depending on the splash page type (Internal - Authenticated or Internal -
Acknowledged) for which you are customizing the splash page design. Perform the
following steps to customize the splash page design.

m Top Banner Title—Enter a title for the banner. To preview the page with the

new banner title, click Preview Splash Page.

m Header fill color—Specify a background color for the header.

m Welcome Text—To change the welcome text, click the first square box in the

splash page, enter the required text in the Welcome Textbox, and click OK.

Ensure that the welcome text does not exceed 127 characters.

m Policy Text—To change the policy text, click the second square in the splash

page, enter the required text in the Policy Text box, and click OK. Ensure that the

policy text does not exceed 255 characters.

m Page Fill Color—To change the color of the splash page, click the Splash page

rectangle and select the required color from the color palette.

m Redirect URL—To redirect users to another URL, specify a URL in Redirect

URL.

m Logo Image—To upload a custom logo, click Upload, browse the image file,

and click upload image. Ensure that the image file size does not exceed 16 KB.

To delete an image, click Delete.

m To preview the captive portal page, click Preview splash page.

m Captive-portal proxy server IP and Port—If you want to configure a captive

portal proxy server or global proxy server to match your browser configuration,

enter the IP address and port number in the Captive-portal proxy server IP and

Captive Portal Proxy Server Port fields.

Encryption By default, this field is disabled. Select Enabled and configure the following
encryption parameters:

m Key Management—Specify an encryption and authentication key

m Passphrase format—Specify a passphrase format.

m Passphrase—Enter a passphrase and retype to confirm.

Authentication Configure the following parameters:

m MAC Authentication—To enable MAC address based authentication for

Personal and Open security levels, set MAC Authentication to Enabled.

m Primary Server—Sets a primary authentication server.
®To use aninternal server, select Internal Server and add the clients that
are required to authenticate with the internal RADIUS Server. Click Users to
add the users.
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Table 90: Internal Captive Portal Configuration Parameters

Parameter Description

®To add a new server, click +. For information on configuring external

servers, see Configuring External Authentication Servers for APs on page 356.

m Secondary Server—To add another server for authentication, configure
another authentication server.

m Load Balancing—Set this to Enabled if you are using two RADIUS
authentication servers, to balance the load across these servers. For more
information on the dynamic load balancing mechanism, see Configuring DHCP

Server for Assigning IP Addresses to Instant AP Clients on page 390.

Advanced Settings >
Captive Portal Proxy
Server IP

Specify the Captive Portal Proxy Server IP.

Advanced Settings >
Captive Portal Proxy
Server Port

Specify the Captive Portal Proxy Server Port.

Advanced Settings >
Reauth Interval

Specify a value for Reauth Interval. When set to a value greater than zero, APs
periodically re-authenticate all associated and authenticated clients.

Advanced Settings >
Accounting

Select an accounting mode for posting accounting information at the specified
Accounting interval. When the accounting mode is set to Authentication, the

accounting starts only after client authentication is successful and stops when the
client logs out of the network. If the accounting mode is set to Association, the
accounting starts when the client associates to the network successfully and stops
when the client disconnects. This is applicable for WLAN SSIDs only.

Advanced Settings >
Blacklisting

If you are configuring a wireless network profile, select Enabled to enable
blacklisting of the clients with a specific number of authentication failures. This is
applicable for WLAN SSIDs only.

Advanced Settings >
Disable If Uplink Type Is

To exclude uplink, select an uplink type.

2. Click Save Settings.

Configuring an External Captive Portal Splash Page Profile

You can configure external captive portal profiles and associate these profiles to a user role or SSID. You can
create a set of captive portal profiles in the Security > External Captive Portal data pane and associate
these profiles with an SSID or a wired profile. You can also create a new captive portal profile under the
Security tab of the WLAN wizard or a Wired Network pane. You can configure up to eight external captive
portal profiles.

When the captive portal profile is associated to an SSID, it is used before user authentication. If the profile is
associated to arole, it is used only after the user authentication. When a captive portal profile is applied to an
SSID or wired profile, the users connecting to the SSID or wired network are assigned a role with the captive
portal rule. The guest user role allows only DNS and DHCP traffic between the client and network, and directs
all HTTP or HTTPS requests to the captive portal unless explicitly permitted.

To configure an external captive portal profile, complete the following steps:
1. Open the guest SSID to edit and configure the following parameters in the Security page.
2. Select the Splash Page type as External.
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3. If required, configure a captive portal proxy server or a global proxy server to match your browser
configuration by specifying the IP address and port number in the Captive Portal Proxy Server IP and
Captive Portal Proxy Server Port fields.

4. Select a captive portal profile. To add a new profile, click + and configure the following parameters:

Table 91: External Captive Portal Profile Configuration Parameters

Data Pane Item Description

Name Enter a name for the profile.

Type Select any one of the following types of authentication:

m Radius Authentication—Select this option to enable user authentication against a
RADIUS server.

= Authentication Text—Select this option to specify an authentication text. The
specified text will be returned by the external server after a successful user
authentication.

IP or Hostname Enter the IP address or the host name of the external splash page server.

URL Enter the URL of the external captive portal server.

Port Enter the port number that is used for communicating with the external captive portal
server.

Use HTTPS Select this to enforce clients to use HTTPS to communicate with the captive portal server.

This option is available only if RADIUS Authentication is selected.

Captive Portal This field allows you to configure Internet access for the guest users when the external
Failure captive portal server is not available. Select Deny Internet to prevent guest users from
using the network, or Allow Internet to access the network.

Select the check box to enable the server offload feature. The server offload feature

Server Offload ensures that the non-browser client applications are not unnecessarily redirected to the
external captive portal server, thereby reducing the load on the external captive portal
server.

Prevent Frame Select this check box to prevent the overlay of frames. When enabled, the frames display

Overlay only those pages that are in the same domain as the main page.

Automatic URL On enabling this for the external captive portal authentication, the URLs that are allowed for

Whitelisting the unauthenticated users to access are automatically whitelisted.

Auth Text If the External Authentication splash page is selected, specify the authentication text that

is returned by the external server after successful authentication. This option is available
only if Authentication Text is selected.

Redirect URL Specify a redirect URL if you want to redirect the users to another URL.

5. Click Save.
6. On the external captive portal splash page configuration page, specify encryption settings if required.

~

. Specify the following authentication parameters under Advanced Settings:

= MAC Authentication—To enable MAC address based authentication for Personal and Open security
levels, set MAC Authentication to Enabled.

= Primary Server—Sets a primary authentication server.

e Touse aninternal server, select Internal server and add the clients that are required to authenticate
with the internal RADIUS Server. Click Users to add the users.
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e To add a new server, click +. For information on configuring external servers, see Configuring External

Authentication Servers for APs on page 356.

= Secondary Server—To add another server for authentication, configure another authentication server.

= Load Balancing—Set this to Enabled if you are using two RADIUS authentication servers, to balance
the load across these servers.

8. If required, under Walled Garden, create a list of domains that are blacklisted and also a white list of
websites that the users connected to this splash page profile can access.

9. To exclude uplink, select an uplink type.
10. If MAC authentication is enabled, you can configure the following parameters:

= Delimiter Character—Specify a character (for example, colon or dash) as a delimiter for the MAC
address string. When configured, the Instant AP uses the delimiter in the MAC authentication request.
For example, if you specify the colon as a delimiter, MAC addresses in the xx:xx:xx:xx:xx:xx format are
used. If the delimiter is not specified, the MAC address in the xxxxxxxxxxxx format is used. This option is
available only when MAC authentication is enabled.

= Uppercase Support—Set to Enabled to allow the Instant AP to use uppercase letters in MAC address
string for MAC authentication. This option is available only if MAC authentication is enabled.

11. Configure the Reauth Interval. Specify a value for Reauth Interval. When set to a value greater than
zero, Instant APs periodically re-authenticate all associated and authenticated clients.

12. If required, enable blacklisting. Set a threshold for blacklisting clients based on the number of failed
authentication attempts.

13. Click Save Settings.

Configuring a Cloud Guest Splash Page Profile

For information on how to create a cloud guest network profile, see Configuring a Guest Access Splash Page
Profile

Associating a Cloud Guest Splash Page Profile to a Guest SSID

To use the Cloud Guest Splash page profile for the guest SSID, ensure that the Cloud Guest Splash Page profile
is configured through the Guest Access app.

To associate a Cloud Guest splash page profile to a guest SSID, complete the following steps:
1. Open the guest SSID to edit and click Security:
a. Select Cloud Guest from the Splash Page Type list.
b. Select the splash page profile name from the Guest Captive Portal Profile list and click Next.
¢. To enable encryption, set Encryption to Enabled and configure the encryption parameters.

d. To exclude uplink, select 3G/4G, Wi-Fi, or Ethernet option from Disable If Uplink Type Is
accordion.

e. Click Next.
2. Click Save Settings.

Configuring ACLs for Guest User Access

To configure access rules for a guest network, complete the following steps:
1. Open the guest SSID that you want to edit.
2. Under Access, select any of the following types of access control:
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m Unrestricted — Select this to set unrestricted access to the network.

= Network Based — Select Network Based to set common rules for all users in a network. By default,
Allow any to all destinations access rule is enabled. This rule allows traffic to all destinations. To
define an access rule:

a. Click (+) icon and select appropriate options for Rule Type, Service, Action,

Destination, and Options fields.
b. Click Save.

= Role Based — Select Role Based to enable access based on user roles.
For role-based access control:
1. Create a user role:

a. Click New in Role pane.
b. Enter a name for the new role and click OK.

2. Create access rules for a specific user role:

a. Click (+) icon and select appropriate options for RuleType, Service, Action,
Destination, and Options fields.

b. Click Save.
3. Create a role assignment rule.
a. Under Role Assignment Rule, click New. The New Role Assignment Rule paneis
displayed.
b. Select appropriate options in Attribute, Operator, String, and Role fields.
c. Click Save.

3. Click Save Settings.

Disabling Captive Portal Authentication
To disable captive portal authentication, perform the following steps:

1. Select the guest network profile for which you want to disable captive portal authentication.
2. Under Security, select None for Splash Page Type.
3. Click Save Settings.

Configuring Access Points Ports Networks on Guest Users on Instant APs

Instant APs support the captive portal authentication method in which a webpage is presented to the guest
users, when they try to access the Internet in hotels, conference centres, or Wi-Fi hotspots. The webpage also
prompts the guest users to authenticate or accept the usage policy and terms. Captive portals are used at Wi-Fi
hotspots and can be used to control wired access as well.

The captive portal solution for an Instant AP cluster consists of the following:

m The captive portal web login page hosted by an internal or external server.
m The RADIUS authentication or user authentication against internal database of the AP.
m The SSID broadcast by the Instant AP.

The Instant AP administrators can create a wired or WLAN guest network based on captive portal
authentication for guests, visitors, contractors, and any non-employee users who can use the enterprise Wi-Fi
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network. Administrators can also create guest accounts and customize the captive portal page with
organization-specific logo, terms, and usage policy. With captive portal authentication and guest profiles, the
devices associating with the guest SSID are assigned an initial role and are assigned IP addresses. When a guest
user tries to access a URL through HTTP or HTTPS, the captive portal webpage prompts the user to
authenticate with a user name and password.

Splash Page Profiles

Instant APs support the following types of splash page profiles:

m Internal Captive portal— Select this splash page to use an internal server for hosting the captive portal
service. Internal captive portal supports the following types of authentication:

¢ Internal Authenticated— When Internal Authenticated is enabled, a guest user who is pre-
provisioned in the user database has to provide the authentication details.

¢ Internal Acknowledged—When Internal Acknowledged is enabled, a guest user has to accept the
terms and conditions to access the Internet.

= External Captive portal—Select this splash page to use an external portal on the cloud or on a server
outside the enterprise network for authentication.

m Cloud Guest—Select this splash page to use the cloud guest profile configured through the Guest
Management tab.

Selecting None disables the captive portal authentication.
For information on how to create splash page profiles, see the following sections:

m  Configuring Access Points Ports Networks on Guest Users on Instant APs on page 319

m Configuring an Internal Captive Portal Splash Page Profile on page 321

m  Configuring an External Captive Portal Splash Page Profile on page 323

m  Configuring a Cloud Guest Splash Page Profile on page 325

m Disabling Captive Portal Authentication on page 326

Creating a Wired Network Profile for Guest Users

To create an SSID for guest access, complete the following procedure:
1. Inthe Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

3. Click the @3 configuration icon to display the AP configuration dashboard.

4. Click Show Advanced.

5. Click Ports.

6. To create a new SSID profile, click Add Port Profile. The Create a New Network pane is displayed.

7. Under the basic settings, enter a name that is used to identify the network in the Port Profile Name
box.

8. Click Next to configure VLAN settings. The VLAN details are displayed.
9. Select any of the following options for Client IP Assignment:
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Table 92: VIAN Assignment

Parameter Description

Instant AP assigned On selecting this option, the client obtains the IP address from the Virtual
Controller. The Virtual Controller creates a private subnet and VLAN on the
Instant AP for the wireless clients. The network address translation for all
client traffic that goes out of this interface is carried out at the source. This
setup eliminates the need for complex VLAN and IP address management for
a multi-site wireless network. For more information on DHCP scopes and
server configuration, see Configuring DHCP Pools and Client IP Assignment
Modes on Instant APs on page 384.
If this option is selected, specify any of the following options:
m Default—Assigns IP address to the client in the same subnet as the
Instant APs. By default, the client VLAN is assigned to the native VLAN on
the wired network.
m Custom —Allows you to customize the client VLAN assignment to a
specific VLAN, or a range of VLANs. When this option is selected, enter the
scope of VLAN that is allowed.

External DHCP server assigned If this option is selected, specify any of the following options:

m Static —Allows you to specify a VLAN id of single VLAN, or a comma
separated list of VLANS, or a range of VLANSs for all clients on this
network. If a large number of clients need to be in the same subnet, you
can select this option to configure VLAN pooling. VLAN pooling allows
random assignment of VLANs from a pool of VLANSs to each client
connecting to the SSID.

m Dynamic—Assigns the VLANs dynamically from a DHCP server. You
can also create a new VLAN assignment rules by clicking the + sign. The
New VLAN Assignment Rule page is displayed to enter details such as
attribute, operator, string and VLAN ID.

m Native Vlan—Assigns the client VLAN is assigned to the native VLAN.

Configuring an Internal Captive Portal Splash Page Profile

To configure internal captive portal profile, complete the following steps:
1. Open the guest SSID to edit and configure the following parameters in the Ports > Security page.
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Table 93: Internal Captive Portal Configuration Parameters

Parameter Description

Captive Portal Type Select any of the following:

m Internal - Authenticated—When Internal Authenticated is enabled, the
guest users are required to authenticate in the captive portal page to access the
Internet. The guest users who are required to authenticate must already be
added to the user database.

= Internal - Acknowledged—When Internal Acknowledged is enabled, the
guest users are required to accept the terms and conditions to access the
Internet.

m External—When External is enabled, the guest users are required to enter
the proxy server details such as IP address and captive portal proxy server port
details. Also enter the details in Walled Garden, and Advanced section.

m Cloud Guest—When Cloud Guest is enabled, the guest users are required to
select the Guest Captive Portal Profile.

m None—Select this option if you do not want to set any splash page.

Captive Portal Location Select Acknowledged or Authenticated from the drop-down list.

Splash Page Properties Under Splash Page Properties when Customize Captive Portal is clicked, use the
editor to specify text and colors for the initial page that is displayed to the users
connecting to the network. The initial page asks for user credentials or email,
depending on the splash page type (Internal - Authenticated or Internal -
Acknowledged) for which you are customizing the splash page design. Perform the
following steps to customize the splash page design.

m Top Banner Title—Enter a title for the banner. To preview the page with the

new banner title, click Preview Splash Page.

m Header fill color—Specify a background color for the header.

m Welcome Text—To change the welcome text, click the first square box in the

splash page, enter the required text in the Welcome Textbox, and click OK.

Ensure that the welcome text does not exceed 127 characters.

m Policy Text—To change the policy text, click the second square in the splash

page, enter the required text in the Policy Text box, and click OK. Ensure that the

policy text does not exceed 255 characters.

m Page Fill Color—To change the color of the splash page, click the Splash page

rectangle and select the required color from the color palette.

m Redirect URL—To redirect users to another URL, specify a URL in Redirect

URL.

m Logo Image—To upload a custom logo, click Upload, browse the image file,

and click upload image. Ensure that the image file size does not exceed 16 KB.

To delete an image, click Delete.

m To preview the captive portal page, click Preview splash page.

m Captive-portal proxy server IP and Port—If you want to configure a captive

portal proxy server or global proxy server to match your browser configuration,

enter the IP address and port number in the Captive-portal proxy server IP and

Captive Portal Proxy Server Port fields.

Encryption By default, this field is disabled. Select Enabled and configure the following
encryption parameters:

m Key Management—Specify an encryption and authentication key

m Passphrase format—Specify a passphrase format.

m Passphrase—Enter a passphrase and retype to confirm.

Authentication Configure the following parameters:

m MAC Authentication—To enable MAC address based authentication for

Personal and Open security levels, set MAC Authentication to Enabled.

m Primary Server—Sets a primary authentication server.
®To use aninternal server, select Internal server and add the clients that
are required to authenticate with the internal RADIUS Server. Click Users to
add the users.
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Table 93: Internal Captive Portal Configuration Parameters

Parameter Description

®To add a new server, click +. For information on configuring external

servers, see Configuring External Authentication Servers for APs on page 356.
m Secondary Server—To add another server for authentication, configure
another authentication server.
m Load Balancing—Set this to Enabled if you are using two RADIUS
authentication servers, to balance the load across these servers. For more
information on the dynamic load balancing mechanism, see Configuring DHCP
Server for Assigning IP Addresses to Instant AP Clients on page 390.

Users Create and manage users in the captive portal network. Only registered users of
type Guest Employee will be able to access this network.

Advanced Settings > MAC | To enable MAC address based authentication for Personal and Open security levels,

Authentication set MAC Authentication to Enabled.

Advanced Settings > Specify a value for Reauth Interval. When set to a value greater than zero, APs
Reauth Interval periodically re-authenticate all associated and authenticated clients.

Advanced Settings > If you are configuring a wireless network profile, select Enabled to enable
Blacklisting blacklisting of the clients with a specific number of authentication failures. This is

applicable for WLAN SSIDs only.

Advanced Settings > To exclude uplink, select an uplink type.
Disable If Uplink Type Is

2. Click Save Settings.

Configuring an External Captive Portal Splash Page Profile

You can configure external captive portal profiles and associate these profiles to a user role or SSID. You can
create a set of captive portal profiles in the Security > External Captive Portal data pane and associate
these profiles with an SSID or a wired profile. You can also create a new captive portal profile under the
Security tab of the WLAN wizard or a Wired Network pane. You can configure up to eight external captive
portal profiles.

When the captive portal profile is associated to an SSID, it is used before user authentication. If the profile is
associated to arole, it is used only after the user authentication. When a captive portal profile is applied to an
SSID or wired profile, the users connecting to the SSID or wired network are assigned a role with the captive
portal rule. The guest user role allows only DNS and DHCP traffic between the client and network, and directs
all HTTP or HTTPS requests to the captive portal unless explicitly permitted.

To configure an external captive portal profile, complete the following steps:
1. Open the guest SSID to edit and configure the following parameters in the Security page.
2. Select the Splash Page type as External.

3. If required, configure a captive portal proxy server or a global proxy server to match your browser
configuration by specifying the IP address and port number in the Captive Portal Proxy Server IP and
Captive Portal Proxy Server Port fields.

4. Select a captive portal profile. To add a new profile, click + and configure the following parameters:
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Table 94: External Captive Portal Profile Configuration Parameters

Data Pane Item Description

Name Enter a name for the profile.

Type Select any one of the following types of authentication:

m Radius Authentication—Select this option to enable user authentication against a
RADIUS server.

= Authentication Text—Select this option to specify an authentication text. The
specified text will be returned by the external server after a successful user
authentication.

IP or Hostname Enter the IP address or the host name of the external splash page server.

URL Enter the URL of the external captive portal server.

Port Enter the port number that is used for communicating with the external captive portal
server.

Use HTTPS Select this to enforce clients to use HTTPS to communicate with the captive portal server.

This option is available only if RADIUS Authentication is selected.

Captive Portal This field allows you to configure Internet access for the guest users when the external
Failure captive portal server is not available. Select Deny Internet to prevent guest users from
using the network, or Allow Internet to access the network.

Server Offload Select the check box to enable the server offload feature. The server offload feature
ensures that the non-browser client applications are not unnecessarily redirected to the
external captive portal server, thereby reducing the load on the external captive portal

server.
Prevent Frame Select this check box to prevent the overlay of frames. When enabled, the frames display
Overlay only those pages that are in the same domain as the main page.
Automatic URL On enabling this for the external captive portal authentication, the URLs that are allowed for
Whitelisting the unauthenticated users to access are automatically whitelisted.
Auth Text If the External Authentication splash page is selected, specify the authentication text that

is returned by the external server after successful authentication. This option is available
only if Authentication Text is selected.

Redirect URL Specify a redirect URL if you want to redirect the users to another URL.

5. Click Save.
6. On the external captive portal splash page configuration page, specify encryption settings if required.

~

. Specify the following authentication parameters in Advanced Settings:

= MAC Authentication—To enable MAC address based authentication for Personal and Open security
levels, set MAC Authentication to Enabled.

= Primary Server—Sets a primary authentication server.

e Touse aninternal server, select Internal server and add the clients that are required to authenticate
with the internal RADIUS Server. Click Users to add the users.

e To add a new server, click +. For information on configuring external servers, see Configuring External
Authentication Servers for APs on page 356.

= Secondary Server—To add another server for authentication, configure another authentication server.

= Load Balancing—Set this to Enabled if you are using two RADIUS authentication servers, to balance
the load across these servers.
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8. If required, under Walled Garden, create a list of domains that are blacklisted and also a white list of
websites that the users connected to this splash page profile can access.

9. To exclude uplink, select an uplink type.
10. If MAC authentication is enabled, you can configure the following parameters:

= Delimiter Character—Specify a character (for example, colon or dash) as a delimiter for the MAC
address string. When configured, the Instant AP uses the delimiter in the MAC authentication request.
For example, if you specify the colon as a delimiter, MAC addresses in the xx:xx:xx:xx:xx:xx format are
used. If the delimiter is not specified, the MAC address in the xxxxxxxxxxxx format is used. This option is
available only when MAC authentication is enabled.

= Uppercase Support—Set to Enabled to allow the Instant AP to use uppercase letters in MAC address
string for MAC authentication. This option is available only if MAC authentication is enabled.

11. Configure the Reauth Interval. Specify a value for Reauth Interval. When set to a value greater than
zero, Instant APs periodically re-authenticate all associated and authenticated clients.

12. If required, enable blacklisting. Set a threshold for blacklisting clients based on the number of failed
authentication attempts.

13. Click Save Settings.

Configuring a Cloud Guest Splash Page Profile

For information on how to create a cloud guest network profile, see Configuring a Guest Access Splash Page
Profile

Associating a Cloud Guest Splash Page Profile to a Guest SSID

To use the Cloud Guest Splash page profile for the guest SSID, ensure that the Cloud Guest Splash Page profile
is configured through the Guest Access app.
To associate a Cloud Guest splash page profile to a guest SSID, complete the following steps:
1. Open the guest SSID to edit and click Security:
a. Select Cloud Guest from the Splash Page Type list.
b. Select the splash page profile name from the Guest Captive Portal Profile list and click Next.
¢. To enable encryption, set Encryption to Enabled and configure the encryption parameters.

d. To exclude uplink, select 3G/4G, Wi-Fi, or Ethernet option from Disable If Uplink Type Is
accordion.

e. Click Next.
2. Click Save Settings.

Configuring ACLs for Guest User Access

To configure access rules for a guest network, complete the following steps:
1. Open the guest SSID that you want to edit.
2. Under Access, select any of the following types of access control:
= Unrestricted — Select this to set unrestricted access to the network.

= Network Based — Select Network Based to set common rules for all users in a network. By default,
Allow any to all destinations access rule is enabled. This rule allows traffic to all destinations. To
define an access rule:
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a. Click (+) icon and select appropriate options for Rule Type, Service, Action,
Destination, and Options fields.

b. Click Save.

= Role Based — Select Role Based to enable access based on user roles.
For role-based access control:
1. Create a user role:

a. Click New in Role pane.
b. Enter a name for the new role and click OK.

2. Create access rules for a specific user role:

a. Click (+) icon and select appropriate options for RuleType, Service, Action,
Destination, and Options fields.

b. Click Save.
3. Create a role assignment rule.

a. Under Role Assignment Rule, click New. The New Role Assignment Rule paneis
displayed.

b. Select appropriate options in Attribute, Operator, String, and Role fields.

c. Click Save.

3. Click Save Settings.

Disabling Captive Portal Authentication
To disable captive portal authentication, perform the following steps:

1. Select the guest network profile for which you want to disable captive portal authentication.
2. Under Security, select None for Splash Page Type.
3. Click Save Settings.

Configuring Network Port Profile AssighmentDownloadable User Roles

Aruba Central allows you to download pre-existing user roles when you create network profiles.

The Downloadable User Roles feature is available only for networks that include APs that run a minimum of Aruba

NoT Instant 8.4.0.0 firmware version with a minimum of ClearPass server version 6.7.8.

Aruba Instant and ClearPass Policy Manager include support for centralized policy definition and distribution.

When ClearPass Policy Manager successfully authenticates a user, the user is assigned a role by ClearPass Policy
Manager. If the role is not defined on the Instant AP, the role attributes can also be downloaded automatically.

In order to provide highly granular per-user level access, user roles can be created when a user has been
successfully authenticated. During the configuration of a policy enforcement profile in ClearPass Policy
Manager, the administrator can define a role that should be assigned to the user after successful

authentication. In RADIUS authentication, when ClearPass Policy Manager successfully authenticates a user,

the user is assigned a role by ClearPass Policy Manager.

If the role is not defined on the Instant AP, the role attributes can also be downloaded automatically. This

feature supports roles obtained by the following authentication methods:
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m 802.1X (WLAN and wired users)
= MAC authentication
m Captive Portal

ClearPass Policy Manager Certificate Validation for Downloadable User Roles (DUR)

When a ClearPass Policy Manager server is configured as the domain for RADIUS authentication for
downloading user roles, in order to validate the ClearPass Policy Manager customized CA, Instant APs are
required to publish the root CA for the HTTPS server to the well-known URI (http://<clearpass-
fqdn>/.wellknown/ aruba/clearpass/https-root.pem). The Instant AP must ensure that an FQDN is
defined in the above URI for the RADIUS server and then attempt to fetch the trust anchor by using the
RADIUS FQDN. Upon configuring the domain of the ClearPass Policy Manager server for RADIUS
authentication along with a username and password, the Instant AP tries to retrieve the CA from the above
well-known URI and store it in flash memory. However, if there is more than one ClearPass Policy Manager
server configured for authentication, the CA must be uploaded manually.

Enabling Downloadable User Roles Feature for Wireless Networks in Aruba Central
To enable the Downloadable User Roles feature, complete the following procedure:

1. In the Network Operations app, use the filter to select a group or a device.

2. Under Manage, click Devices > Access Points.

3. Click the i@gconfiguration icon to display the AP configuration dashboard.

4. To create a new SSID profile, click the + icon. The Create a New Network pane is displayed.
5. Configure the WLAN settings and VLAN settings.

6. In the Security tab, select the radius server in Primary Server field.

At least one radius server must be configured to apply the Downloadable User Roles feature. For more information
on configuring radius server, see Authentication Servers for Instant APs

HNOTE

7. Click Next, the Access tab is displayed.

8. Enable the Downloadable User option to allow downloading of pre-existing user roles. The CPPM
Settings table with Name, CPPM Username and Actions columns related to the radius servers are
displayed.

The Downloadable User Roles feature is available only for networks that include APs that run a minimum of Aruba
Instant 8.4.0.0 firmware version with a minimum of ClearPass server version 6.7.8.

NOTE At least one radius server must be configured to apply the Downloadable User Roles feature. For more information
on configuring radius server, see Authentication Servers for Instant APs

9. Click the action corresponding to the radius server listed in the CPPM Settings table. The Edit Server
page is displayed.

The Edit Server page displays the name of the radius server name. The Name field is non-editable.

HOTE

10. Enter the following details:

m CPPM Username—Enter the ClearPass Policy Manager admin username.
s Password—Enter the password.

m Retype—Retype the password.
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11. Click OK.

Enabling Downloadable User Roles Feature for Wired Networks in Aruba Central
To enable the Downloadable User Roles feature, perform the following steps:

1. In the Network Operations app, use the filter to select a group or a device.

2. Under Manage, click Devices > Access Points.

3. Click the @3 configuration icon to display the AP configuration dashboard.

4. To create a new SSID profile, click the + icon. The Create a New Network pane opens to create a
wireless network.

5. Configure the WLAN settings and VLAN settings.
6. In the Security tab, select the radius server in Primary Server field.

At least one radius server must be configured to apply the Downloadable User Roles feature. For more information
on configuring radius server, see Authentication Servers for Instant APs

NOTE
7. Click Next, the Access tab is displayed.
8. Enable the Downloadable User option to allow downloading of pre-existing user roles. The CPPM
Settings table with Name, CPPM Username, and Actions columns related to the radius servers are
displayed.
The Downloadable User Roles feature is available only for networks that include APs that run a minimum of Aruba
Instant 8.4.0.0 firmware version with a minimum of ClearPass server version 6.7.8.
NOTE At least one radius server must be configured to apply the Downloadable User Roles feature. For more information
on configuring radius server, see Authentication Servers for Instant APs
9. Click the action corresponding to the radius server listed in the CPPM Settings table. The Edit Server
page with the radius server name is displayed.
The Edit Server page displays the radius server name. The Name field is non-editable.
HOTE

10. Enter the following details:

» CPPM Username—Enter the ClearPass Policy Manager admin username.
m Password—Enter the password.

s Retype—Retype the password.

11. Click OK.

Configuring Wired Port Profiles on Instant APs

If the wired clients must be supported on the Instant APs, configure wired port profiles and assign these
profiles to the access point ports of an Instant AP.

The access point ports of an Instant AP allow third-party devices such as VolP phones or printers (which
support only wired port connections) to connect to the wireless network. You can also configure an ACL for
additional security on the Ethernet downlink.
To configure wired port settings, complete the following procedure:

1. In the Network Operations app, use the filter to select a group or a device.

2. Under Manage, click Devices > Access Points.
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3. Click the @ configuration icon to display the AP configuration dashboard.

4. Click Show Advanced.

5. Click Ports. The Wired Port Profiles page is displayed.

6. To create a new wired port profile, click the + Add Port Profiles. The Create a New Network pane is
displayed.

Complete the configuration for each of the tabs in the Create a New Network page as described in the below
sections:

Configuring General Network Profile Settings

To configure general network profile settings, complete the following steps in the General tab:
1. Enter a name that is used to identify the network in the Port Profile Name box.
2. Under Advanced Settings section, configure the following parameters:

a. Speed/Duplex—Ensure that appropriate values are selected for Speed/Duplex. Contact your
network administrator if you need to assign speed and duplex parameters.

b. POE—Set PoE to Enabled to enable Power over Ethernet.
¢. Admin Status—The Admin Status indicates if the port is up or down.

d. Content Filtering—To ensure that all DNS requests to non-corporate domains on this wired port
network are sent to OpenDNS, select Enabled for Content Filtering.

e. Uplink—Select Enabled to configure uplink on this wired port profile. If Uplink is set to Enabled and
this network profile is assigned to a specific port, the port is enabled as an Uplink port.

f. Spanning Tree—Set the Spanning Tree to Enabled to enable STP on the wired port profile. STP
ensures that there are no loops in any bridged Ethernet network and operates on all downlink ports,
regardless of forwarding mode. STP does not operate on uplink ports and is supported only on Instant
APs with three or more ports. By default, STP is disabled on wired port profiles.

g. Inactivity Timeout—Enter the time duration after which an inactive user needs to be disabled from
the network. The user must undergo the authentication process to re-join the network.

h. 802.3az—Select Enabled to support 802.3az Energy Efficient Ethernet (EEE) standard on the device.
This option allows the device to consume less power during periods of low data activity. This setting can
be enabled for provisioned APs or AP groups through the wired port network. If this feature is enabled
foran AP group, APs in the group that do not support 802.3.az ignore this setting. This option is
available for Instant APs that support a minimum of Aruba Instant 8.4.0.0 firmware version.

3. Click Next. The VLANS pane is displayed.

Configuring VLAN Settings
To configure VLAN-specific settings, complete the following steps in the VLAN tab:
1. On the VLANSs pane, configure VLANSs for the wired port network:
a. Mode—Specify any of the following modes:

Access—Select this mode to allow the port to carry a single VLAN specified as the native VLAN.

Trunk—Select this mode to allow the port to carry packets for multiple VLANs specified as allowed
VLANS.

b. Specify any of the following values for Client IP Assignment:

Instant AP Assigned—Select this option to allow the Virtual Controller to assign IP addresses to the
wired clients. When the Virtual Controller assignment is used, the source IP address is translated for
all client traffic that goes through this interface. The Virtual Controller can also assign a guest VLAN to
awired client. In the Client VLAN Assighment section, select Default when the client VLAN must be
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assigned to the native VLAN on the network. Select Custom to customize the client VLAN assignment
to a specific VLAN, or a range of VLANSs. Click the Show Named VLANS section to view all the named
VLANs mapped to VLAN ID. Click the + Add Named VLAN icon and enter the VLAN Name and VLAN
ID that is required to be mapped. Clicking OK populates the named VLAN in the VLAN Name to VLAN
ID Mapping table.

m External DHCP server Assigned—Select this option to allow the clients to receive an IP address
from the network to which the Virtual Controller is connected. On selecting this option, the New
button to create a VLAN is displayed. Create a new VLAN if required.

c. If the Trunk mode is selected:

m Specify the Allowed VLAN, enter a list of comma separated digits or ranges, for example 1, 2,5, or 1-
4, or all. The Allowed VLAN refers to the VLANSs carried by the port in Access mode.

m [fthe Client IP Assignment is set to Network Assigned, specify a value for Native VLAN. AVLAN
that does not have a VLAN ID tag in the frames is referred to as Native VLAN. You can specify a value
within the range of 1-4093.

d. If the Access mode is selected, perform one of the following options:

If the Client IP Assignment is set to Virtual Controller Assigned, proceed to step 6.

If the Client IP Assignment is set to Network Assigned, specify a value for Access VLAN to
indicate the VLAN carried by the port in the Access mode.

2. Click Next. The Security pane details are displayed.

Configuring Security Settings
To configure security-specific settings, complete the following steps in the Security tab:
1. On the Security pane, select the following security options as per your requirement:

= 802.1X Authentication—Select Enabled to enable 802.1X authentication. Configure the basic
parameters such as the authentication server, and MAC Authentication Fail-Through. Select any of the
following options for authentication server:

e New—On selecting this option, an external RADIUS server must be configured to authenticate the
users. For information on configuring an external server, see Configuring External Authentication
Servers for APs on page 356.

¢ Internal Server— If an internal server is selected, add the clients that are required to authenticate
with the internal RADIUS server. Click the Users link to add the users.

e Load Balancing— Set this to Enabled if you are using two RADIUS authentication servers, so that
the load across the two RADIUS servers is balanced. For more information on the dynamic load
balancing mechanism, see Dynamic Load Balancing between Authentication Servers on page 356.

=  MAC Authentication—To enable MAC authentication, select Enabled. The MAC authentication is
disabled by default.

= Captive Portal—Select Enabled captive portal authentication. For more information on configuring
security on captive portal, see Configuring Access Points Ports Networks on Guest Users on Instant APs.

m  Open—Select Enabled to set security for open network.
2. Enable the Port Type Trusted option to connect uplink and downlink to a trusted port only.
3. Inthe Primary Server field, perform one of the following steps:

Internal Server—To use an internal server, select Internal Server and add the clients that are required
to authenticate with the internal RADIUS Server. Click Users to add the users. To add a new server, click
+. For information on configuring external servers, see Configuring External Servers for Authentication
on page 1.
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= Secondary Server—To add another server for authentication, configure another authentication
server.

e Load Balancing—Select Enabled if you are using two RADIUS authentication servers, to balance the
load across these servers. For more information on the dynamic load balancing mechanism, see
Dynamic Load Balancing between Authentication Servers on page 356.

4. MAC Authentication Fail-Thru—Select Enabled to attempt 802.1X authentication is attempted when
the MAC authentication fails.

5. Under the Advance Settings section, configure the following options:

= Use IP for Calling Station ID—Select Enabled to configure client IP address as calling station ID.
= Called Station ID Type— Select one of the following options:

e Access Point Group—Uses the VCID as the called station ID.

e Access Point Name—Uses the host name of the Instant AP as the called station ID.

e VLAN ID—Uses the VLAN ID of as the called station ID.

e IP Address—Uses the IP address of the Instant AP as the called station ID.

e MAC address—Uses the MAC address of the Instant AP as the called station ID.

The Called Station ID Type detail can be configured even if the Use IP for Calling Station ID is set to Disable.

HOTE

m Reauth Interval—Specify the interval at which all associated and authenticated clients must be
reauthenticated.

6. Click Next. The Access pane is displayed.

Configuring Access Settings

To configure access-specific settings, complete the following steps in the Access tab:

1. Enable the Downloadable User option to allow downloading of pre-existing user roles. The CPPM
Settings table with Name, CPPM Username and Actions columns related to the radius servers are
displayed.

The Downloadable User Role feature is optional.

The Downloadable User Roles feature is available only for networks that include APs that run a minimum of Aruba
G Instant 8.4.0.0 firmware version with a minimum of ClearPass server version 6.7.8.

NOTE
At least one radius server must be configured to apply the Downloadable User Roles feature. For more information
on configuring radius server, see Authentication Servers for Instant APs
2. Click the action corresponding to the server. The Edit Server page is displayed.
The Edit Server page displays the radius server name. The Name field is non-editable.
NOTE

3. Enter the CPPM username along with the CPPM authentication credentials for the radius server.
4. Click Ok.
5. Under Access Rules, configure the following access rule parameters:

a. Select any of the following types of access control:

m Role-based— Allows the users to obtain access based on the roles assigned to them.

m  Unrestricted— Allows the users to obtain unrestricted access on the port.
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m  Network-based— Allows the users to be authenticated based on access rules specified for a
network.

b. If the Role-based access control is selected:

= Under Role, select an existing role for which you want to apply the access rules, or click New and add
the required role. To add a new access rule, click Add Rule under Access Rules For Selected Roles.

The default role with the same name as the network is automatically defined for each network. The default roles

cannot be modified or deleted.
HOTE

m Configure role assignment rules. To add a new role assignment rule, click New under Role
Assignment Rules. Under New Role Assignment Rule:
a. Select an attribute.
b. Specify an operator condition.
c. Select arole.
d. Click Save.

6. Click Finish to create the wired port profile successfully.

Configuring Network Port Profile Assignment

To map the wired ports profile to ethernet ports, perform the following:
1. In the Network Operations app, use the filter bar to select a group or a device.
2. If you select a group, perform the following steps:
e. Under Manage, click Devices > Access Points.

f. Click the settings @ icon to display the AP configuration page.
. If you select the device, click Device under Manage.
. Click Show Advanced.

. Click Ports. The Wired Port Profiles page is displayed.

o U MW

. Inthe Port Profiles Assignments section, assign wired port profiles to Ethernet ports:
g. Select a profile from the Ethernet 0/0 drop down list.
h. Select the profile from the Ethernet 0/1 drop down list.

i. If the Instant AP supports Ethernet 2, Ethernet 3 and Ethernet 4 ports, assign profiles to these ports by
selecting a profile from the Ethernet 0/2, Ethernet 0/3, and Ethernet 0/4 drop-down list respectively.
7. Click Save Settings.

Viewing Wired Port Profile Summary Table

The Network Summary page now displays all the settings configured in the General, Security, VLANSs, and

Access tabs to create the wired port profiles. Click Finish to complete the network profile creation and save
the settings.

Editing a WLAN Profile
To edit a network profile, complete the following procedure:
1. In the Network Operations app, use the filter to select a group or a device.

2. Under Manage, click Devices > Access Points.

3. Click the @ configuration icon to display the AP configuration dashboard.
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4. In the Wireless SSIDs table of WLANS page, select the network that you want to edit.
5. Click the Edit icon under the Actions column. The network details are displayed.

6. Modify the profile.

7. Click Save Settings.

Editing a Access Points Ports Profile
To edit a network profile, complete the following procedure:

1. Inthe Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

3. Click the @3 configuration icon to display the AP configuration dashboard.
4. Click Show Advanced.

When you click the Show Advanced option, the Devices > Access Points tab displays the WLANS, Ports, Access
Points, Radios, Security, VPN, Services, System, Configuration Audit tabs.

HNOTE

5. Click Ports. The Wired Port Profiles page is displayed.

6. Select the network that you want to edit.

7. Click the Edit icon under the Actions column. The network details are displayed.
8. Modify the profile.

9. Click Save Settings.

When you click the Hide Advanced option, the Devices > Access Points tab displays only the WLANS, Access

R Points, and Radio tabs as the default configuration tabs.

Deleting a Network Profile
To delete a network profile, complete the following procedure:

1. In the Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

. Click the €§3 configuration icon to display the AP configuration dashboard.
. Click WLANSs to display the wireless networks.

. Select the network that you want to delete.

. To delete a wired network, click Show Advanced in Device.

. Click the Delete icon.

00 N OO U1 MW

. Click OK to confirm deletion.

Aruba Mesh Network and Mesh Instant AP

Mesh Network Overview

The mesh solution effectively expands and configures network coverage for outdoor and indoor enterprises in
a wireless environment. The mesh network automatically reconfigures broken or blocked paths when traffic
traverses across mesh Instant AP. This feature provides increased reliability by allowing the network to
continue operating even when an Instant AP is non-functional or if the device fails to connect to the network.
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A mesh network requires at least one valid wired or 3G uplink connection.

NOTE The mesh network must be provisioned by plugging into the wired network for the first time.
Mesh Instant APs
The Instant APs that are configured for mesh can either operate as mesh portals or as mesh points based on
the uplink type.
Instant AP as Mesh Portal
Any provisioned Instant AP that has a valid wired or 3G uplink connection functions as a mesh portal. A mesh
portal acts as a gateway between the wireless mesh network and the enterprise wired LAN. The mesh roles are
automatically assigned based on the Instant AP configuration. The mesh portal can also act as a virtual
controller.
The mesh portal reboots after 5 minutes when it loses its uplink connectivity to a wired network.
HOTE
Instant AP as Mesh Point
The Instant AP without an ethernet link functions as a mesh point. The mesh point establishes an all-wireless
path to the mesh portal and provides traditional WLAN services such as client connectivity, IDS capabilities,
user role association, and QoS for LAN-to-mesh communication to the clients, and performs mesh backhaul or
network connectivity. The mesh points authenticate to the mesh portal and establish a secured link using AES
encryption.
A mesh point also supports LAN bridging by connecting any wired device to the downlink port of the mesh point. In
the case of single ethernet port platforms such as Instant AP-105, you can convert the EthO uplink port to a downlink
port by enabling EthO Bridging.
MOTE Redundancy is observed in a mesh network when two Instant APs have valid uplink connections, and most mesh
points try to mesh directly with one of the two portals.
There can be a maximum of eight mesh points per mesh portal in a mesh network. When mesh Instant APs
boot up, they detect the environment to locate and associate with their nearest neighbor. The mesh Instant
APs determine the best path to the mesh portal ensuring a reliable network connectivity.
In a dual-radio Instant AP, the 2.4 GHz radio is always used for client traffic, and the 5 GHz radio is always used for
R both mesh-backhaul and client traffic.

Automatic Mesh Role Assignment

Aruba Central supports enhanced role detection during Instant AP boot-up and Instant AP running time. When
a mesh point discovers that the Ethernet 0 port link is up, it sends loop detection packets to check the
availability of Ethernet O link. If the Ethernet O link is available, the mesh point reboots as a mesh portal. Else,
the mesh point does not reboot.

Mesh Role Detection during System Boot-Up

If the ethernet link is down during Instant AP boot-up, the Instant AP acts as a mesh point. If the ethernet link
is up, the Instant AP continues to detect if the network is reachable in the following scenarios:

m |n astatic IP address scenario, the Instant AP acts as a mesh portal if it successfully pings the gateway.
Otherwise, it acts as a mesh point.
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In case of DHCP, the Instant AP acts as a mesh portal when it obtains the IP address successfully. Otherwise,
it acts as a mesh point.

In case of IPv6, Instant APs do not support the static IP address but only support DHCP for detection of
network reachability.

HOTE

If the Instant AP has a 3G or 4G USB modem plugged, it always acts as a mesh portal. If the Instant AP is set to
Ethernet O bridging, it always acts as a mesh point.

Mesh Role Detection during System Running Time

The mesh point uses the Loop Protection for Secure Jack Port feature to detect the loop when the ethernet is
up. If the loop is detected, the Instant AP reboots. Otherwise, the Instant AP does not reboot and the mesh
role continues to act as a mesh point.

Setting up Instant Mesh Network

To provision Instant APs as mesh Instant APs:

Connect the Instant APs to a wired switch.

Ensure that the virtual controller key is synchronized and the country code is configured.
Ensure that a valid SSID is configured on the Instant AP.

If the Instant AP has a factory default SSID (Instant SSID), delete the SSID.

If an ESSID is enabled on the virtual controller, disable it and reboot the Instant AP cluster.

Disconnect the Instant APs that you want to deploy as mesh points from the switch, and place the Instant
APs at a remote location. The Instant APs come up without any wired uplink connection and function as
mesh points. The Instant APs with valid uplink connections function as mesh portals.

Configuring Wired Bridging on Ethernet 0 for Mesh Point

Aruba Central supports wired bridging on the Ethernet 0 port of an Instant AP. You can configure wired
bridging, if the Instant AP is configured to function as a mesh point.

Perform the following steps to configure support for wired bridging on the Ethernet 0 port of an Instant AP
from Aruba Central Ul:

1. Inthe Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

3. Click the E‘é?' configuration icon to display the AP configuration dashboard.
4. Click Access Points. The Access Points page is displayed.

5. To edit an Instant AP, click the edit icon corresponding to the AP. The edit pane to modify the Instant AP
parameters is displayed.

6. Expand the Uplink section.

7. To configure a non-native uplink VLAN, specify the number of VLANs in the Uplink Management VLAN
text box.

8. Enable the Eth0 Bridging toggle button.
9. Click OK.
10. Reboot the Instant AP.
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Mesh Cluster Function

Aruba Central introduces the mesh cluster function for easy deployments of Instant APs. You can configure the
ID, password, and also provision Instant APs to a specific mesh cluster.

In a cluster-based scenario, you can configure unlimited mesh profiles in a network. When an Instant AP boots
up, it attempts to find a mesh cluster configuration. The Instant AP fetches a pre-existing mesh cluster
configuration, if any. Otherwise, it uses the default mesh configuration in which the SSID, password, and
cluster name are generated by the virtual controller key.

Instant APs that belong to the same mesh network can establish mesh links with each other. The Instant APs can
establish a mesh link in a standalone scenario also. However, the network role election does not take place in a
standalone environment. Users can set the same mesh cluster configuration to establish mesh links with other
networks. For more information on mesh cluster configuration, refer to the Mesh Instant AP Configuration chapter of
Aruba Instant User Guide.

Configuring Time-Based Services for Wireless Network Profiles

Aruba Central allows you to configure the availability of a WLAN SSID at a particular time of the day. You can
now create a time range profile and assign it to a WLAN SSID, so that you can enable or disable access to the
SSID and thus control user access to the network during a specific time period.

Instant APs support the configuration of both absolute and periodic time range profiles. You can configure an
absolute time range profile to execute during a specific time frame, or create a periodic profile to execute at
regular intervals based on the periodicity specified in the configuration.

Before You Begin

Before you configure time-based services, ensure that the NTP server connection is active.

Creating a Time Range Profile

To create a time range profile, complete the following procedure:

—_

. In the Network Operations app, use the filter to select a group or a device.

N

. Under Manage, click Devices > Access Points.

3. Click the 2\813 configuration icon to display the AP configuration dashboard.
4. Click Show Advanced.

5. Click System. The System page is displayed.

6. Click Time-Based Services.

7

. Click + under the time range profiles in the Time-Based Profiles table. The New profile window for
creating a time range profile is displayed. Configure the parameters that are listed in the following table;
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Table 95: Time Range Profile Configuration Parameters

Parameter Description

Name Specify a name for the time range profile.

Type Select the type of time range profile:

m Periodic—Allows you configure a specific periodicity and recurrence pattern for
a time range profile.

m Absolute—Allows you to configure an absolute day and time range.

Repeat Specify the frequency for the periodic time range profile:
m Daily—Enables daily recurrence.

m Weekly—Allows you define a specific time range with specific start and end
days in a week.

Day Range Absolute Time Range

For an absolute time range profile, this field allows you to specify the start day and end

day, both in mm/dd/yyyy format. You can also use the calendar to specify the start and
end days.

Periodic Time Range
For a periodic time range profile, the following Day Range options are available:
m For daily recurrence—If the Repeat option is set to Daily, this field allows you to
select the following time ranges:
® Monday—Sunday (All Days)
® Monday—Friday (Weekdays)
® Saturday—Sunday (Weekend)

For example, if you set the Repeat option to Daily and then select
Monday -Friday (Weekday) for Day Range, and Start Time as 1 and
End time as 2, the applied time range will be Monday to Friday from 1 am

to 2 am; that is, on Monday at 3 am, the profile will not be applied or
disabled.

m For weekly occurrence—If the Repeat option is set to Weekly, this field allows you
to select the start and end days of a week and time range.

For example, if you set Start day as Monday and End day as Friday, and
Start time as 1 and End time as 2, the applied time range profile is
Monday 1 am to Friday 2 am every week; that is, on Monday at 3 am, the
profile will be applied or enabled.

Start Time Select the start time for the time range profile from the Hours and Minutes drop-

down lists, respectively.

End Time Select the end time for the time range profile from the Hours and Minutes drop-down

lists, respectively.

Visualization Graph for The Visualization graph (approximated to the hour) provides a visual display of the
Time selected time range (Day range, Start Time, and End Time) for periodic profiles.

Associating a Time Range Profile to an SSID
To apply a time range profile to an SSID, complete the following steps:

1. Click the edit icon next to the SSID for which you want to apply the time range profile. You can also add a
time range profile when configuring an SSID.

2. Click Time Range Profiles.

3. Select a time range profile from the list and select a value from the Status drop-down list.
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= When a time range profile is enabled on SSID, the SSID is made available to the users for the configured
time range. For example, if the specified time range is 12:00 to 13:00, the SSID becomes available only
between 12 PM to 1 PM on a given day.

m [f atimerange is disabled, the SSID becomes unavailable for the configured time range. For example, if
configured time-range is 14:00 to 17:00, the SSID is made unavailable from 2 PM to 5 PM on a given
day.

4. Click Save.

Associating a Time Range Profile to ACL

Aruba Central allows you to configure time-based services for specific ACL. To apply a time range profile to an
access rule, complete the following procedure:

5. In the Network Operations app, use the filter to select a group or a device.
6. Under Manage, click Devices > Access Points.

7. Click the @3 configuration icon to display the AP configuration dashboard.
8. Click Show Advanced.
9. Click Security. The Security page for the selected group or device is displayed.

10. In the Roles section, click the edit icon listed for access rules under Access Rules For Selected Roles
to which you want to apply the time range profile.

11. The Access Rule page is displayed.

12. In the Options section, select the Time Range check box and select the time range profile from the
drop-down list.

= When a time range profile is associated with an ACL, the configured time range is applied on all the WLAN
SSID with the specific ACL.

m [f atimerange is disabled or if the time range profile is deleted for an ACL, all WLAN SSID with the specific
ACL will be able to access the network without any time constraint.

13. Click Save.

For more information on time range configuration, see the Aruba Instant User Guide.

Configuring ARM and RF Parameters on Instant APs

This section provides the following information:

m  ARM Overview on page 338

m  Configuring ARM Features on page 339

m  Configuring Radio Parameters on page 342

ARM Overview

ARM is a radio frequency management technology that optimizes WLAN performance even in the networks
with highest traffic by dynamically and intelligently choosing the best 802.11 channel and transmitting power
for each Instant AP in its current RF environment. ARM works with all standard clients, across all operating
systems, while remaining in compliance with the IEEE 802.11 standards. It does not require any proprietary
client software to achieve its performance goals. ARM ensures low-latency roaming, consistently high
performance, and maximum client compatibility in a multi-channel environment. By ensuring the fair
distribution of available Wi-Fi bandwidth to mobile devices, ARM ensures that data, voice, and video
applications have sufficient network resources at all times. ARM allows mixed 802.11a, b, g, n, and ac client
types to inter operate at the highest performance levels.
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HNOTE

When ARM is enabled, an Instant AP dynamically scans all 802.11 channels within its 802.11 regulatory domain
at regular intervals and sends reports on WLAN coverage, interference, and intrusion detection to the Virtual
Controller. ARM computes coverage and interference metrics for each valid channel, chooses the best
performing channel, and transmit power settings for each Instant AP RF environment. Each Instant AP gathers
other metrics on its ARM-assigned channel to provide a snapshot of the current RF health state.

Instant APs support the following ARM features:

m Channel or Power Assighment—Assigns channel and power settings for all the Instant APs in the network
according to changes in the RF environment.

m Voice Aware Scanning—Improves voice quality by preventing an Instant AP from scanning for other
channels in the RF spectrum during a voice call and by allowing an Instant AP to resume scanning when
there are no active voice calls.

m Load Aware Scanning—Dynamically adjusts the scanning behavior to maintain uninterrupted data transfer
on resource intensive systems when the network traffic exceeds a predefined threshold.

m Bandsteering—Assigns the dual-band capable clients to the 5 GHz band on dual-band Instant APs thereby
reducing co-channel interference and increasing the available bandwidth for dual-band clients.

m Client Match—Continually monitors the RF neighborhood of the client to support the ongoing band
steering and load balancing of channels, and enhanced Instant AP reassignment for roaming mobile clients.

When Client Match is enabled on 802.11n capable Instant APs, the Client Match feature overrides any settings
configured for the legacy band steering, station hand-off assist or load balancing features. The 802.11ac capable
Instant APs do not support the legacy band steering, station hand off or load balancing settings, so these Instant APs
must be managed using Client Match.

m Airtime Fairness—Provides equal access to all clients on the wireless medium, regardless of client type,
capability, or operating system to deliver uniform performance to all clients.

For more information on ARM features supported by the APs, see the Aruba Instant User Guide.

Configuring ARM Features

To configure ARM features such as band steering, and airtime fairness mode and Client Match, complete the
following procedure:

1. In the Network Operations app, use the filter to select a group or a device.

2. Under Manage, click Devices > Access Points.

3. Click the Configuration Elé?' icon to display the AP configuration dashboard.
4. Click the Radios tab.

5. Under RF > Adaptive Radio Management (ARM), the Client Control section displays the following
components:

= Band Steering Mode

= Airtime Fairness Mode

s ClientMatch

= ClientMatch Calculating Interval

= ClientMatch Neighbor Matching

= ClientMatch Threshold
Spectrum Load Balancing Mode

(e))

. For Band Steering Mode, configure the following parameters:
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Table 96: Band Steering Mode Configuration Parameters

Description

Prefer Enables band steering in the 5 GHz mode. On selecting this, the Instant AP steers the client to the 5 GHz
5 GHz band (if the clientis 5 GHz capable), but allows the client connection on the 2.4 GHz band if the client
persistently attempts for 2.4 GHz association.

Force 5 | Enforces 5 GHz band steering mode on the Instant APs.
GHz

Balance | Allows the Instant AP to balance the clients across the two radios to best utilize the available 2.4 GHz
Bands bandwidth. This feature takes into account the fact that the 5 GHz band has more channels than the 2.4
GHz band, and that the 5 GHz channels operate in 40 MHz, while the 2.5 GHz band operates in 20 MHz.

Disable | Allows the clients to select the band to use.

7. For Airtime Fairness Mode, specify any of the following values:
Table 97: Airtime Fairness Mode Configuration Parameters

Data Pane
Item

Description

Default Access Allows access based on client requests. When Air Time Fairness is set to Default Access
option, per user and per SSID bandwidth limits are not enforced.

Fair Access Allocates air time evenly across all the clients.

Preferred Access | Sets a preference where 802.11n clients are assigned more air time than 802.11a/11g. The
802.11a/11g clients get more airtime than 802.11b. The ratio is 16:4:1.

8. For Client Match, configure the following parameters:

Table 98: Additional ARM Configuration Parameters

Data Pane Item Description

Client Match Enables the Client Match feature on APs. When enabled, client count
is balanced among all the channels in the same band. When Client
Match is enabled, ensure that the Scanning option is enabled. For
more information, see AP Control Configuration Parameters.

NOTE: When the Client Match is disabled, channels can be changed
even when the clients are active on a BSSID. The Client Match option
is disabled by default.

ClientMatch Configures a value for the calculating interval of Client Match. The
Calculating interval is specified in seconds and the default value is 3 seconds. You
Interval can specify a value within the range of 10-600.

ClientMatch Configures the calculating interval of Client Match. This number takes
Neighbor into account the least similarity percentage to be considered as in the
Matching% same virtual RF neighborhood of Client Match. You can specify a

percentage value within the range of 20-100. The default value is 60%.
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Data Pane Item Description

ClientMatch Configures a Client Match threshold value. This number takes
Threshold acceptance client count difference among all the channels of Client
Match. When the client load on an AP reaches or exceeds the
threshold in comparison, Client Match is enabled on that AP. You can
specify a value within range of 1-20. The default value is 5.

CM Key Client match uses the wired layer 2 protocol to synchronize
information exchanged between Instant APs. Users have an option to
configure the client match keys. Instant APs verify if the frames that
they broadcast contain a common client match key. Instant APs that
receive these frames verify if the sender belongs to same network or
if the sender and receiver both have the same client match key.

Spectrum Load Enables the Spectrum Load Balancing mode to determine the
Balancing Mode balancing strategy for Client Match. The following options are
available:
m Channel
m Radio

m Channel + Radio

9. Click Access Point Control, and configure the following parameters:

Table 99: AP Control Configuration Parameters

Description

Customize | Allows you to select a custom list of valid 20 MHz and 40 MHz channels for 2.4 GHz and 5 GHz bands.
Valid By default, the AP uses valid channels as defined by the Country Code (regulatory domain). On
Channels selecting Customize Valid Channels, a list of valid channels for both 2.4.GHz and 5 GHz are
displayed. The valid channel customization feature is disabled by default.

The valid channels automatically show in the Static Channel Assignment data pane.

Min Allows you to configure a minimum transmission power within a range of 3 to 33 dBmin 3 dBm
Transmit increments. If the minimum transmission EIRP setting configured on an AP is not supported by the AP
Power model, this value is reduced to the highest supported power setting. The default value for minimum

transmit power is 18 dBm.

Max Allows you to configure the maximum transmission power within a range of 3to 33 dBmin 3 dBm
Transmit increments. If the maximum transmission EIRP configured on an AP is not supported by the local
Power regulatory requirements or AP model, the value is reduced to the highest supported power settings.
Client Allows ARM to control channel assignments for the Instant APs with active clients. When the Client
Aware Match mode is set to Disabled, an Instant AP may change to a more optimal channel, which disrupts

current client traffic. The Client Aware option is Enabled by default.
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Description

Scanning Allows the Instant AP to dynamically scan all 802.11 channels within its 802.11 regulatory domain at
regular intervals. This scanning report includes WLAN coverage, interference, and intrusion detection
data.

NOTE: For Client Match configuration, ensure that scanning is enabled.

Wide Allows the administrators to configure 40 MHz channels in the 2.4 GHz and 5.0 GHz bands. 40 MHz

Channel channels are two 20 MHz adjacent channels that are bonded together. The 40 MHz channel

Bands effectively doubles the frequency bandwidth available for data transmission. For high performance,
you can select 5 GHz. If the AP density is low, enable in the 2.4 GHz band.

80 MHz Enables or disables the use of 80 MHz channels on APs. This feature allows ARM to assign 80 MHz

Support channels on APs with 5 GHz radios, which support a very high throughput. This setting is enabled by
default.

NOTE: Only the APs that support 802.11ac can be configured with 80 MHz channels.

10. Click Save Settings.

Configuring Radio Parameters

To configure RF parameters for the 2.4 GHz and 5 GHz radio bands on an Instant AP, complete the following

procedure:

1. In the Network Operations app, use the filter to select a group or a device.

2. Under Manage, click Devices > Access Points.

3. Click the Configuration €§3 icon to display the AP configuration dashboard.
4. Click Radios and then expand the Radio accordion in the RF dashboard.

5. Under 2.4 GHz, 5 GHz, or both, configure the following parameters by clicking the + sign.

Table 100: Radio Configuration Parameters

Data Pane —
Description

Item

Zone Allows you to configure a zone per radio band for Instant APs in a cluster. You can also configure
an RF zone per Instant AP.
NOTE: Aruba recommends that you configure RF zone for either individual AP or for the cluster.
Any discrepancy in the RF zone names may lead to configuration errors.

Legacy Only When set to ON, the Instant AP runs the radio in the non-802.11n mode. This option is set to OFF
by default.

802.11d / When set to ON, the radios advertise their 802.11d (Country Information) and 802.11h (Transmit

802.11h Power Control) capabilities. This option is set to OFF by default.

Beacon Configures the beacon period for the Instant AP in milliseconds. This indicates how often the

Interval 802.11 beacon management frames are transmitted by the AP. You can specify a value within
the range of 60-500. The default value is 100 milliseconds.

Interference Configures the immunity level to improve performance in high-interference environments. The

Immunity default immunity level is 2.

Level m Level 0 — No ANI adaptation.

Aruba Central | User Guide

Instant APs | 342



Table 100: Radio Configuration Parameters

Data Pane
Item

Description

m Level 1 — Noise immunity only. This level enables power-based packet detection by
controlling the amount of power increase that makes a radio aware that it has received a
packet.

m Level 2 — Noise and spur immunity. This level also controls the detection of OFDM
packets, and is the default setting for the Noise Immunity feature.

m Level 3 — Level 2 settings and weak OFDM immunity. This level minimizes false detects
on the radio due to interference, but may also reduce radio sensitivity. This level is
recommended for environments with a high-level of interference related to 2.4 GHz
appliances such as cordless phones.

m Level 4 — Level 3 settings, and FIR immunity. At this level, the AP adjusts its sensitivity to
in-band power, which can improve performance in environments with high and constant
levels of noise interference.

m Level 5 — The AP completely disables PHY error reporting, improving performance by
eliminating the time the Instant AP spends on PHY processing.

NOTE: Increasing the immunity level makes the AP lose a small amount of range.

Channel Configures the number of channel switching announcements to be sent before switching to a
Switch new channel. This allows the associated clients to recover gracefully from a channel change.
Announcement

Count

Background When set to ON, the APs in the access mode continue with their normal access service to
Spectrum clients, while performing additional function of monitoring RF interference (from both
Monitoring neighboring APs and non Wi-Fi sources such as, microwaves and cordless phones) on the

channel they are currently serving the clients.

Customize Configures a minimum (Min Power) and maximum (Max Power) power range value for the 2.4
ARM Power GHz and 5 GHz band frequencies. The default value is 3 dBm. Unlike the configuration in the
Range ARM profile, the transmit power of all radios in the Radio profile do not share the same

configuration.

Enable 11ac When set to ON, VHT is enabled on the 802.11ac devices for the 5 GHz radio band. If VHT is
enabled for the 5 GHz radio profile on an Instant AP, it is automatically enabled for all SSIDs
configured on an Instant AP. By default, VHT is enabled on all SSIDs.

NOTE: If you want the 802.11ac Instant APs to function as 802.11n Instant APs, clear this check
box to disable VHT on these devices.

Smart antenna | Setto Enabled to combine an antenna array with a digital signal-processing capability to
transmit and receive in an adaptive, spatially sensitive manner.

ARM/WIDS When ARM/WIDS Override is off, the Instant AP will always process frames for WIDS. WIDS is
Override an application that detects the attacks on a wireless network or wireless system. purposes even
when itis heavily loaded with client traffic. When ARM/WIDS Override is on, the Instant AP will
stop processing frames for WIDS.

6. Click Save Settings.

Configuring IDS Parameters on APs

Aruba Central supports the IDS feature that monitors the network for the presence of unauthorized APs and
clients. It also logs information about the unauthorized APs and clients, and generates reports based on the
logged information.
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Rogue APs

The IDS feature in the Aruba Central network enables you to detect rogue APs, interfering APs, and other
devices that can potentially disrupt network operations. A rogue AP is an unauthorized AP plugged into the
wired side of the network. An interfering AP is an AP seen in the RF environment, but it is not connected to the
wired network. While the interfering AP can potentially cause RF interference, it is not considered a direct
security threat, because it is not connected to the wired network. However, an interfering AP may be
reclassified as a rogue AP.

The built-in IDS scans for APs that are not controlled by the VC. These are listed and classified as either
Interfering or Rogue, depending on whether they are on a foreign network or your network.

Configuring Wireless Intrusion Detection and Protection Policies
To configure a Wireless Intrusion Detection and Protection policy:

1. In the Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

3. Click the @ configuration icon to display the AP configuration page.

4. Click Show Advanced.

5. Click Security. The Security details for the selected group or the device are displayed.

6. Click the Wireless IDS/IPS accordion.

The following three sections are displayed:

= Detection

= Protection

= Firewall Settings

You can configure the following options in the above mentioned sections:

= Infrastructure Detection Policies—Specifies the policy for detecting wireless attacks on APs.
= Client Detection Policies—Specifies the policy for detecting wireless attacks on clients.

= Infrastructure Protection Policies—Specifies the policy for protecting APs from wireless attacks.
m Client Protection Policies—Specifies the policy for protecting clients from wireless attacks.

m Firewall Policies—Specifies the policies to set a firewall for a secured network access.

= Containment Methods—Prevents unauthorized stations from connecting to your Aruba Central
network.

Each of these options contains several default levels that enable different sets of policies. An administrator
can customize enable or disable these options accordingly.

Detection

The detection levels can be configured using the Detection section. The following levels of detection can be
configured in the WIP Detection page:D

= Off

= Low

= Medium
= High

The following table describes the detection policies enabled in the Infrastructure Detection Custom settings
field.
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Table 101: Infrastructure Detection Policies

Detection level | Detection policy

off Rogue Classification
Low m Detect AP Spoofing
m Detect Windows Bridge
m IDS Signature — Deauthentication Broadcast
m IDS Signature — Deassociation Broadcast
Medium m Detect ad hoc networks using VALID SSID
m Detect Malformed Frame — Large Duration
High Detect AP Impersonation

Detect ad hoc Networks

Detect Valid SSID Misuse

Detect Wireless Bridge

Detect 802.11 40 MHz intolerance settings

Detect Active 802.11n Greenfield Mode

Detect AP Flood Attack

Detect Client Flood Attack

Detect Bad WEP

Detect CTS Rate Anomaly

Detect RTS Rate Anomaly

Detect Invalid Address Combination

Detect Malformed Frame — HT IE

Detect Malformed Frame — Association
equest

Detect Malformed Frame — Auth.

Detect Overflow IE

Detect Overflow EAPOL Key

Detect Beacon Wrong Channel

Detect devices with invalid MAC OUI
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The following table describes the detection policies enabled in the Client Detection Custom settings field.

Table 102: Client Detection Policies

Detection
level

Detection policy

Off All detection policies are disabled.

Low Detect Valid Station Misassociation

Detect Disconnect Station Attack
Detect Omerta Attack

Detect FATA-Jack Attack

Detect Block ACK DOS

Detect Hotspotter Attack

Detect unencrypted Valid Client
Detect Power Save DOS Attack

Medium

Detect EAP Rate Anomaly
Detect Rate Anomaly
Detect Chop Chop Attack
Detect TKIP Replay Attack

High

| Instant APs

Aruba Central | User Guide




Detection
level

Detection policy

m IDS Signature — Air Jack
m IDS Signature — ASLEAP

Protection

The following levels of detection can be configured in the WIP Protection page:

] Off

s Low

= High

The following table describes the protection policies that are enabled in the Infrastructure Protection Custom
settings field.

Table 103: Infrastructure Protection Policies

Protection level | Protection policy

Ooff All protection policies are disabled

Low m Protect SSID — Valid SSID list is auto derived from AP
configuration
m Rogue Containment

High m Protect from Adhoc Networks
m Protect AP Impersonation

The following table describes the detection policies that are enabled in the Client Protection Custom settings
field.

Table 104: Client Protection Policies

Protection level | Protection policy

off All protection policies are disabled
Low Protect Valid Station
High Protect Windows Bridge

Containment Methods

You can enable wired and wireless containment measures to prevent unauthorized stations from connecting to
your Aruba Central network.

Aruba Central supports the following types of containment mechanisms:

m  Wired containment — When enabled, APs generate ARP packets on the wired network to contain wireless
attacks.

Wireless containment — When enabled, the system attempts to disconnect all clients that are connected or
attempting to connect to the identified AP.

o None — Disables all the containment mechanisms.
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e Deauthenticate only — With deauthentication containment, the AP or client is contained by disrupting
the client association on the wireless interface.

e Tarpit containment — With tarpit containment, the AP is contained by luring clients that are attempting
to associate with it to a tarpit. The tarpit can be on the same channel or a different channel as the AP
being contained.

The FCC and some third parties have alleged that under certain circumstances, the use of containment
functionality violates 47 U.S.C. 8333. Before using any containment functionality, ensure that your
intended use is allowed under the applicable rules, regulations, and policies. Aruba is not liable for any
claims, sanctions, or other direct, indirect, special, consequential or incidental damages related to your
use of containment functionality.

Firewall Settings

To configure firewall settings by specifying the policies for a secured network access, see Configuring Firewall
Parameters for Wireless Network Protection.

Configuring Authentication and Security Profiles on Instant APs
This section describes the authentication and security parameters to configure on an Instant AP provisioned in:

m  Supported Authentication Methods on page 347

m Authentication Servers for Instant APs on page 354

m  Configuring External Authentication Servers for APs on page 356

m  Configuring Users Accounts for the Instant AP Management Interface on page 359
m  Configuring Guest and Employee User Profiles on Instant APs on page 360

m  Configuring Roles and Policies on Instant APs for User Access Control on page 361

m  Enabling ALG Protocols on Instant APs on page 377

m Blacklisting Instant AP Clients on page 377

Supported Authentication Methods

Authentication is a process of identifying a user through a valid username and password. Clients can also be
authenticated based on their MAC addresses.

The authentication methods supported by the Instant APs managed through Aruba Central are described in
the following sections.

802.1X Authentication

802.1X is a method for authenticating the identity of a user before providing network access to the user. The
Aruba Central network supports internal RADIUS server and external RADIUS server for 802.1X authentication.
For authentication purpose, the wireless client can associate to a NAS or RADIUS client such as a wireless
Instant AP. The wireless client can pass data traffic only after successful 802.1X authentication.

»

NOTE

The NAS acts as a gateway to guard access to a protected resource. A client connecting to the wireless network first
connects to the NAS.

Configuring 802.1X Authentication for a Network Profile
To configure 802.1X authentication for a wireless network profile, complete the following steps:

1. Inthe Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.
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3. Click the @ configuration icon to display the AP configuration dashboard.

4. Inthe WLANS, from the Wireless SSIDs table, select a network profile for which you want to enable
802.1X authentication, and click Edit.

5. In Edit <profile-name>, ensure that all required WLAN and VLAN attributes are defined, and then click
the Security tab.

6. Under Security, for the Enterprise security level, select the preferred option from Key Management.

7. To terminate the EAP portion of 802.1X authentication on the Instant AP instead of the RADIUS server,
set Termination to Enabled.

For 802.1X authorization, by default, the client conducts an EAP exchange with the RADIUS server, and the
AP acts as a relay for this exchange. When Termination is enabled, the Instant AP itself acts as an
authentication server, terminates the outer layers of the EAP protocol, and only relays the innermost layer
to the external RADIUS server.

8. Specify the type of authentication server to use.
9. Click Save Settings.

MAC Authentication

MAC authentication is used for authenticating devices based on their physical MAC addresses. MAC
authentication requires that the MAC address of a machine matches a manually defined list of addresses. This
authentication method is not recommended for scalable networks and the networks that require stringent
security settings.

MAC authentication can be used alone or it can be combined with other forms of authentication such as WEP
authentication.

Configuring MAC Authentication for a Network Profile
To configure MAC authentication for a wireless profile, complete the following steps:

1. In the Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

3. Click the @ configuration icon to display the AP configuration dashboard.

4. Inthe WLANS tab, select a network profile for which you want to enable MAC authentication and click
Edit.

5. In the Edit <profile-name>, ensure that all required WLAN and VLAN attributes are defined, and then
click the Security tab.

6. In Security, for MAC Authentication, select Enabled for Personal or Open security level.
7. Specify the type of authentication server to use.
8. Click Save Settings.

MAC Authentication with 802.1X Authentication

The administrators can enable MAC authentication for 802.1X authentication. MAC authentication shares all
the authentication server configurations with 802.1X authentication. If a wireless or wired client connects to
the network, MAC authentication is performed first. If MAC authentication fails, 802.1X authentication does
not trigger. If MAC authentication is successful, 802.1X authentication is attempted. If 802.1X authentication
is successful, the client is assigned an 802.1X authentication role. If 802.1X authentication fails, the client is
assigned a deny-all role or mac-auth-only role.

You can also configure the following authentication parameters for MAC+802.1X authentication:

m  MAC authentication only role—Allows you to create a mac-auth-only role to allow role-based access rules
when MAC authentication is enabled for 802.1X authentication. The mac-auth-only role is assigned to a
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client when the MAC authentication is successful and 802.1X authentication fails. If 802.1X authentication
is successful, the mac-auth-only role is overwritten by the final role. The mac-auth-only role is primarily
used for wired clients.

m L2 authentication fall-through—Allows you to enable the I12-authentication-fallthrough mode. When
this option is enabled, the 802.1X authentication is allowed even if the MAC authentication fails. If this
option is disabled, 802.1X authentication is not allowed. The 12-authentication-fallthrough mode is
disabled by default.

Configuring MAC Authentication with 802.1X Authentication

To configure MAC authentication with 802.1X authentication for wireless network profile, configure the
following parameters:

1. Inthe Network Operations app, use the filter to select a group or a device.

2. Under Manage, click Devices > Access Points.

3. Click the @3 configuration icon to display the AP configuration dashboard.

4.Inthe WLANS tab, select a network profile for which you want to enable MAC and 802.1X
authentication and click Edit.

5. Click Security.

6. Select Perform MAC Authentication Before 802.1X to use 802.1X authentication only when the MAC
authentication is successful.

7. Select MAC Authentication Fail Through to use 802.1X authentication even when the MAC
authentication fails.

8. Click Save Settings.
Captive Portal Authentication

Captive portal authentication is used for authenticating guest users. For more information, see Configuring
Wireless Networks on Guest Users on Instant APs on page 313.

MAC Authentication with Captive Portal Authentication

The following conditions apply to a network profile with MAC authentication and Captive Portal authentication
enabled:

m [f the captive portal splash page type is Internal-Authenticated or External-RADIUS Server, MAC
authentication reuses the server configurations.

m [f the captive portal splash page type is Internal-Acknowledged or External-Authentication Text and
MAC authentication is enabled, a server configuration page is displayed.

m [f the captive portal splash page type is none, MAC authentication is disabled.

The MAC authentication with captive portal authentication supports the mac-auth-only role.

Configuring MAC Authentication with Captive Portal Authentication

To configure the MAC authentication with captive portal authentication for a network profile, complete the
following steps:

1. Select an existing wireless profile for which you want to enable MAC with captive portal authentication.
2. Under Access, specify the following parameters for a network with Role Based rules:

a. Select Enforce Machine Authentication when MAC authentication is enabled for captive portal. If
the MAC authentication fails, the captive portal authentication role is assigned to the client.
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b. For wireless network profile, select Enforce MAC Auth Only Role when MAC authentication is
enabled for captive portal. After successful MAC authentication, the MAC auth only role is assigned to
the client.

3. Click Next and then click Save Settings.
802.1X Authentication with Captive Portal Authentication

This authentication method allows you to configure different captive portal settings for clients on the same
SSID. For example, you can configure an 802.1X SSID and create a role for captive portal access, so that some
of the clients using the SSID derive the captive portal role. You can configure rules to indicate access to external
or internal Captive portal, or none.

For more information on configuring captive portal roles for an SSID with 802.1X authentication, see
Configuring Wireless Networks on Guest Users on Instant APs on page 313.

WISPr Authentication

WISPr authentication allows a smart client to authenticate on the network when they roam between wireless
Internet service providers, even if the wireless hotspot uses an ISP with whom the client may not have an
account.

If a hotspot is configured to use WISPr authentication in a specific ISP and a client attempts to access the
Internet at that hotspot, the WISPr AAA server configured for the ISP authenticates the client directly and
allows the client to access the network. If the client only has an account with a partner ISP, the WISPr AAA
server forwards the client’s credentials to the partner ISP's WISPr AAA server for authentication. When the
client is authenticated on the partner ISP, it is also authenticated on your hotspot’s own ISP as per their service
agreements. The Instant AP assigns the default WISPr user role to the client when your ISP sends an
authentication message to the Instant AP.

Instant APs support the following smart clients:

e Pass
e Boingo
These smart clients enable client authentication and roaming between hotspots by embedding iPass Generic

Interface Specification (GIS) redirect, authentication, and logoff messages within HTML messages that are sent
to the Instant AP.

Configuring WISPr Authentication
To configure WISPr authentication, complete the following steps:

1. Inthe Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

3. Click the @3 configuration icon to display the AP configuration dashboard.

4. Click Show Advanced.

5. Click System. The System details for the selected group or the device are displayed.
6. Under WISPr, configure the following parameters:

= ISO Country Code—The ISO Country Code for the WISPr Location ID.

= E.164 Area Code—The E.164 Area Code for the WISPr Location ID.

m Operator Name—The operator name of the hotspot.

s E.164 Country Code—The E.164 Country Code for the WISPr Location ID.

m SSID/Zone—The SSID/Zone for the WISPr Location ID.

s Location Name—Name of the hotspot location. If no name is defined, the name of the Instant AP, to
which the user is associated, is used.
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7. Click Save Settings.

The WISPr RADIUS attributes and configuration parameters are specific to the RADIUS server used by your ISP
for the WISPr authentication. Contact your ISP to determine these values. You can find a list of ISO and ITU
country and area codes at the ISO and ITU websites (www.iso.org and http://www.itu.int).

A Boingo smart client uses a NAS identifier in the format <CarrierID>_<VenuelD> for location
identification. To support Boingo clients, ensure that you configure the NAS identifier parameter in the
RADIUS server profile for the WISPr server.

Walled Garden

On the Internet, a walled garden typically controls access to web content and services. The Walled garden
access is required when an external captive portal is used. For example, a hotel environment where the

unauthenticated users are allowed to navigate to a designated login page (for example, a hotel website) and all
its contents.

The users who do not sign up for the Internet service can view the allowed websites (typically hotel property
websites). The website names must be DNS-based and support the option to define wildcards. When a user
attempts to navigate to other websites that are not in the whitelist of the walled garden profile, the user is
redirected to the login page. Instant AP supports Walled Garden only for the HTTP requests. For example, if
you add yahoo.com in Walled Garden whitelist and the client sends an HTTPS request (https://yahoo.com), the
requested page is not displayed and the users are redirected to the captive portal login page.

In addition, a blacklisted walled garden profile can also be configured to explicitly block the unauthenticated
users from accessing some websites.

Configuring Walled Garden Access

To configure walled garden access, complete the following steps:

—_

. Inthe Network Operations app, use the filter to select a group or a device.
. Under Manage, click Devices > Access Points.

N

3. Click the £§3 configuration icon to display the AP configuration dashboard.

4. Click Show Advanced.

5. Click Security. The Security details for the selected group or the device are displayed.

6. Click Walled Garden.

7. To allow access to a specific set of websites, create a whitelist, click + and add the domain names. This

allows access to a domain while the user remains unauthenticated. Specify a POSIX regular expression
(regex(7)). For example:

m yahoo.com matches various domains such as news.yahoo.com, travel.yahoo.com and
finance.yahoo.com

= www.apple.com/library/test is a subset of www.apple.com site corresponding to path /library/test/*

m favicon.ico allows access to /favicon.ico from all domains.

8. To deny users access to a domain, click + under Blacklist, and enter the domain name in the window. This

prevents the unauthenticated users from viewing specific websites. When a URL specified in the blacklist is

accessed by an unauthenticated user, Instant AP sends an HTTP 403 response to the client with an error
message.

9. Click Save.
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Support for Multiple PSK in WLAN SSID

Aruba Central allows you to configure multiple PSK (MPSK) in WLAN network profiles that include APs running a
minimum of Aruba Instant 8.4.0.0 firmware version and later. MPSK enhances the WPA2 PSK mode by
allowing device-specific or group-specific passphrases, which are generated by ClearPass Policy Manager and
sent to the Instant AP.

WPA2 PSK-based deployments generally consist of a single passphrase configured as part of the WLAN SSID
profile. This single passphrase is applicable for all clients that associate with the SSID. Starting from Aruba
Instant 8.4.0.0, multiple PSKs in conjunction with ClearPass Policy Manager are supported for WPA and WPA2
PSK-based deployments. Every client connected to the WLAN SSID can have its own unique PSK.

A MPSK passphrase requires MAC authentication against a ClearPass Policy Manager server. The MPSK
passphrase works only with wpa2-psk-aes encryption and not with any other PSK-based encryption. The
Aruba-MPSK-Passphrase radius VSA is added and the ClearPass Policy Manager server populates this VSA with
the encrypted passphrase for the device.

The workflow is as follows:

1. A user registers the device on a ClearPass Policy Manager guest-registration or device-registration
webpage and receives a device-specific or group-specific passphrase.

2. The device associates with the SSID using wpa2-psk-aes encryption and uses MPSK passphrase.

3. The Instant AP performs MAC authentication of the client against the ClearPass Policy Manager server.
On successful MAC authentication, the ClearPass Policy Manager returns Access-Accept with the VSA
containing the encrypted passphrase.

4. The Instant AP generates a PSK from the passphrase and performs 4-way key exchange.

5. If the device uses the correct per-device or per-group passphrase, authentication succeeds. If the
ClearPass Policy Manager server returns Access-Reject or the client uses incorrect passphrase,
authentication fails.

6. The Instant AP stores the MPSK passphrase in its local cache for client roaming. The cache is shared
between all the Instant APs within a single cluster. The cache can also be shared with standalone Instant APs
in a different cluster provided the APs belong to the same multicast VLAN. Each Instant AP first searches the
local cache for the MPSK information. If the local cache has the corresponding MPSK passphrase, the
Instant AP skips the MAC authentication procedure, and provides access to the client.

When multiple PSK is enabled on the wireless SSID profile, make sure that MAC authentication is not configured for
RADIUS authentication. Multiple PSK and MAC authentication are mutually exclusive and follows a special procedure
which does not require enabling MAC authentication in the WLAN SSID manually. Also, ensure that the RADIUS
server configured for the wireless SSID profile is not an internal server.

Points to Remember

The following configurations are mutually exclusive with MPSK for the WLAN SSID profile and does not require
to be configured manually:

m  MPSK and MAC authentication
m  MPSK and Blacklisting
m  MPSK and internal RADIUS server

Configuring Multiple PSK for Wireless Networks

1. In the Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.
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3. Click the @ configuration icon to display the AP configuration page.
1. Go to WLANS > Add SSID.

2. To modify an existing profile, go to WLANS to select a wireless SSID from the list of networks that is
required to be edited.

3. Click the Security tab.

4. Select Personal from the Security Level. The authentication options applicable to the Enterprise
network are displayed.

5. From the Key Management drop-down list, select the MPSK-AES option.

6. From the Primary Server drop-down list, select a server. The radius server selected from the list is the
CPPM server.

7. Click Next to complete the encryption configuration.

WPA3 Encryption

Aruba Central supports WPA3 encryption for security profiles in SSID creation for networks that include APs
running Aruba Instant 8.4.0.0 firmware version and above. The WPA3 security provides robust protection with
unique encryption per user session thereby ensuring a highly secured connection even on a public Wi-Fi
hotspot.

The following are the WPA3 encryptions based on the Enterprise, Personal, or Open network types:
m  WPA-3 Personal when the security level is Personal.
= Enhanced Open when the security level is Open.

When you select WPA3 as the encryption option in the Key Management, the WPA3 Transition option is
displayed in the Advanced Settings section. Enable this option to allow transition from WPA3 to WPA2 and
vice versa.

WPA3-Enterprise

WPA3-Enterprise enforces top secret security standards for an enterprise Wi-Fi in comparison to secret security
standards. Top secret security standards includes:

m Deriving at least 384-bit PMK/MSK using Suite B compatible EAP-TLS.

m Securing pairwise data between STA and authenticator using AES-GCM-256.

m Securing group addressed data between STA and authenticator using AES-GCM-256.
m Securing group addressed management frames using BIP-GMAC-256.

HOTE

Aruba Instant supports WPA3-Enterprise only in non-termination 802.1X and tunnel-forward modes. WPA3-
Enterprise compatible 802.1x authentication occurs between STA and CPPM.

WPA3-Enterprise advertises or negotiates the following capabilities in beacons, probes response, or 802.11
association:

m  AKM Suite Selector as 00-0F-AC:12

m Pairwise Cipher Suite Selector as 00-0F-AC:9

m  Group data cipher suite selector as 00-0F-AC:9

m  Group management cipher suite (MFP) selector as 00-0F-AC:12

If WPA3-Enterprise is enabled, STA is successfully associated only if it uses one of the four suite selectors for

AKM selection, pairwise data protection, group data protection, and group management protection. If a STA
mismatches any one of the four suite selectors, the STA association fails.
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Configuring WPA3 for Enterprise Security for Wireless Network

1. 1In the Network Operations app, use the filter to select a group or a device.
2. Under Manage, click Devices > Access Points.

3. Click the €§3 configuration icon to display the AP configuration page.
1. Go to WLANS > +Add SSID.

2. To modify an existing profile, go to WLANS to select a wireless SSID from the list of networks that is
required to be edited.

3. Click the Security tab.

4. Select Enterprise from the Security Level. The authentication options applicable to the Enterprise
netw