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The following information is for FCC compliance of Class A devices: This equipment has been tested and
found to comply with the limits for a Class A digital device, pursuant to part 15 of the FCC rules. These limits
are designed to provide reasonable protection against harmful interference when the equipment is operated
in a commercial environment. This equipment generates, uses, and can radiate radio-frequency energy and,
if not installed and used in accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause harmful interference, in
which case users will be required to correct the interference at their own expense.

The following information is for FCC compliance of Class B devices: This equipment has been tested and
found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC rules. These limits
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CHAPTER 1

Getting Started

This section describes how to get started on the device and contains the following topics:

* RV160X Product Features, on page 1
* Getting Started, on page 5

* Launch Setup Wizard, on page 7

* User Interface, on page 7

RV160X Product Features

Thank you for purchasing the Cisco RV160/RV160W VPN routers. The Cisco RV160 and RV160W VPN
routers are high-performance models that combine business-class features with security, reliability and overall
value. Both models are perfect for the small business or small home office network.

* Features and Benefits
* RV160 VPN Router provides wired connectivity
* RV160W is a wireless VPN Router: 2x2 11ac wireless
* Flexible SFP/RJ45 combination WAN Ports
* Native 4-port Switch
* High-performance Gigabit Ethernet ports, enabling large file transfers and multiple users

* [P Security, PPTP and Open VPN Server for secure connectivity for remote employees and multiple
office sites

« Strong security: Proven stateful packet inspection (SPI) firewall and hardware encryption
* Easy to set up and use with wizard-based configuration
* New User Interface design for easier configuration and device management

* Updated, new hardware enclosure design

Product Specifications

Description Specification

Ethernet WAN RJ45 SFP Gigabit Combination Port

RV160x Administration Guide .



. RV160X Product Features

Getting Started |

REVIEW DRAFT - CISCO CONFIDENTIAL

Description Specification

Ethernet LAN 4 RJ45 Gigabit Ethernet
Console Port 1 RJ45

Switch Power On/Off

Cabling Type CATS5 or better

LED’s Power, VPN, WAN, LAN
Operating System Linux

LAN

VLAN 16

Port Security Yes, 802.1X

IPv6 Dual Stack, 6rd,6in4

WAN Dynamic Host Configuration Protocol (DHCP) client,
static IP, Point-to-Point Protocol over Ethernet
(PPPoE), PPTP, L2TP, transparent bridge

WLAN 2x2 Wireless 11ac

Security

Firewall Stateful Packet Inspection (SPI) Firewall

Port-Forwarding and Triggering

Denial of Service prevention (DoS)

Access Control

IP access control lists

Secure Management

HTTPS, username/password complexity

User Privileges

Two levels of access: Admin and Guest

Networ k
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Description

Specification

Network Protocols

* Dynamic Host Configuration Protocol (DHCP)
server

* Point-to-Point Protocol over Ethernet (PPPoE)
* Point-to-Point Tunneling Protocol (PPTP)

* Layer 2 Tunneling Protocol (L2TP)

* DNS proxy

* DHCP relay agent

* IGMP Proxy and multicast forwarding

* Rapid Spanning Tree Protocol (RSTP)

* Dynamic Domain Name System (TZO, DynDNS,
3322.0rg, NOIP)

* Network Address Translation (NAT), Port
Address Translation (PAT)

* One-to-One NAT
* Port management
* Port mirroring

* Software configurable DMZ to any LAN IP
address

* Session Initiation Protocol (SIP) Application
Layer Gateways (ALG)

Routing Protocols

* Static routing, IGMP proxy
* Dynamic routing

* RIP vI and v2

* RIP for [Pv6 (RIPng)

* Inter-VLAN routing

Network Address Translation (NAT Protocol

Port Address Translation (PAT), Network Address
Port Translation (NAPT)

Port forwarding, One-to-one NAT, VPN NAT
Transversal, Session Initiation (SIP), Application
Level Gateway (ALG), FTP ALG

VPN

Gateway-to-Gateway [Psec VPN

10 IPsec Tunnels

Client-to-Gateway IPsec VPN

10 IPsec Tunnels
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Description Specification

IPsec VPN IKEv2, GRE, Hub and Spoke supported
PPTP VPN 10 PPTP VPN Tunnels

Open VPN Support for the Open VPN Server
Encryption 3DES, AES with 128, 192 and 256 bit keys

Encryption

VPN Pass-Through

IPsec/PPTP/Layer 2 Tunneling Protocol (L2TP)
pass-through

Quality of Service

QoS

+ 802.1p port-based priority on LAN port,
application-based priority on WAN port

* 3 queues

« Differentiated Services Code Point support
(DSCP)

* Class of Service (CoS)

» Bandwidth Management for service prioritization

Jumbo Frame Support

Supports Jumbo Frame on Gigabit ports-at least
1536B

Performance

NAT Throughput 600 Mbps
Concurrent Sessions 15,000
IPsec VPN Throughput 50 Mbps

Configuration

Web-based User Interface

Browser-based configuration (HTTP/HTTPS)

Management Web-based User Interface, SNMP v3, Bonjour,
Universal Plugand Play (UPnP)
FindIT Support for Monitoring and Management
Event Logging Local, Syslog, email alerts

Network Diagnostics

Ping, Traceroute, DNS Lookup

Upgradeability

Firmware upgradeable via browser Ul,
imported/exported file, USB, Cisco FindIT

System Time

NTP, Daylight Savings, Manual Entry

Environmental

Power

RV160: 12VDC/1.5A
RV160W: 12VDC/2A
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Description

Specification

Operating Temperature

0° to 40°C (32° to 104°F)

Storage Temperature

-20° to 70°C (-4° to 158°F)

Operating Humidity 10% to 85% noncondensing
Storage Humidity 5% to 90% noncondensing
Certifications Safety:

* UL 60950-1

* CAN/CSA-C22.2 No. 60950-1
* [EC 60950-1
* EN 60950-1

Radio approvals:
« FCC Part 15.247, 15.407

* RSS-210 (Canada)
* EN 300.328, EN 301.893 (Europe)
* AS/NZS 4268.2003 (Australia and New Zealand)

EMI and susceptibility (Class B):
* FCC Part 15.107 and 15.109

* ICES-003 (Canada)
* EN 301.489-1 and -17 (Europe)

A

Warning  Suitable for installation in information Technology Rooms in accordance with Article 645 of the national

Electric Code and NFPA 75.

Getting Started

Your device comes with default settings that are optimized for many small businesses. However, your network
demands or Internet Service Provider (ISP) might require you to modify a few of these settings. You can do
so using the web interface, that is using Internet Explorer, Firefox or Safari (for Mac) on a PC.

N

Note For wall mounted devices, please use two screws sized 3.5*16 to mount the device.

To launch the web interface, follow these steps:
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Step 2
Step 3

Step 4

Step 5

Step 6

Step 7
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Connect a PC to a numbered LAN port on the device. If the PC is configured to become a Dynamic Host Configuration
Protocol (DHCP) client, an IP address in the 192.168.1.x range is assigned to the PC. DHCP automates the process of
assigning IP addresses, subnet masks, default gateways and other settings to computers. Computers must be set to
participate in the DHCP process to obtain an address. This is done by selecting to obtain an IP address automatically in
the properties of TCP/IP on the computer.

Start a web browser.

In the address bar, enter the default IP address of the device, 192.168.1.1. The browser might issue a warning that the
website is untrusted. Continue to the website.

When the sign-in page appears, enter the default username cisco and the default password cisco (lowercase).Bothe the
username and password is case sensitive.

Click Login. The Getting Started page appears. Follow the on-screen instructions to quickly configure your network
device.

Note If you have trouble connecting to the Internet or the web-based interface:

* Verify that your web browser is not set to Work Offline.

* Check the local area network connection settings for your Ethernet adapter. The PC should obtain an IP
address through DHCP. Alternatively, the PC can have a static IP address in the 192.168.1.x range with
the default gateway set to 192.168.1.1 (the default IP address of the device).

* Verify that you entered the correct settings in the Wizard to set up your Internet connection.

* Reset the modem and the device by powering off both devices. Next, power on the modem and let it sit
idle for about 2 minutes. Then power on the device. You should now receive a WAN IP address.

* If you have a DSL modem, ask your ISP to put the DSL modem into bridge mode.

Also, you can use a wireless PC to configure the RV160W and RV260W router models. When the router boots up from
the factory default settings, a temporary SSID is enabled. You can connect to this SSID to configure the router.

On a PC, search the Service Set Identifier (SSID) and configure as listed below. Then, the wireless connection is up and
the PC obtains the address in the range 192.168.1.x.

* CiscoSB-Setup
* Security: WPA2-PSK
* Pre-shared Key: ciscol23

e Channel: Auto

Access the Launch Setup Wizard page by completing steps 2 to 5. Once on the page, follow the instructions that appear
online. After submitting the configuration in the setup wizard, the temporary service set identifier (SSID) will be deleted
and the new configuration will be applied.

Note The temporary SSID (CiscoSB-Setup) is only used for the initial setup wizard. It should not be used to forward
traffic. To find your SSID, open your computer's Wi-Fi settings and look at the available Wi-Fi networks within
your range.
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Launch Setup Wizard

From the Launch Setup Wizard page, follow the instructions that guide you through the process for configuring

the device.

To open this page, select Launch Setup Wizard in the navigation pane and follow the on-screen instructions
to proceed. Refer to your ISP for the information required to set up your Internet connection.

Launch Setup Wizard

Initial Router Setup

Link to the I nitial Router Setup.

VPN Setup Wizard

Link to the VPN Status Wizard.

Initial Configuration

Change Administrator
Passwor d

Link to the User Accounts page where you can change the administrator
password and set up a guest account.

Configure WAN Settings

Link to the WAN Settings page where you can modify the WAN parameters.

Configure LAN Settings

Link to the LAN tab where you can configure you LAN network.

Quick Access

Upgrade Router
Firmware

Link to the File Management page where you can update the device firmware.

Configure Remote
Management Access

Link to the Firewall >Basic Settings page where you can turn the Firewall
features on or off and enable remote management.

Backup Device
Configuration

Link to the Config M anagement page where you can save, backup, or download
the router’s configuration.

Device Status

System Summary

Link to the System Summary page that displays port status, wireless status, the
IPv4 and IPv6 configuration, VPN status, log settings status and the firewall
status on the device.

VPN Status

Link to the VPN Status page that displays the status of the VPNs configured
on this device.

Port Statistics

Link to the Port Traffic page which displays the device’s port status and port
traffic and wireless traffic.

Traffic Statistics

Link to the TCP/IP Services page which displays the device’s port listen status
and the established connection status.

View System Log

Link to the View L ogs page where you can view, export, or clear the logs or
change the log filters.

User Interface

The user interface is designed to make it easy to set up and manage the device.
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The header toolbar icons are described in the table below.

Table 1: Header Toolbar Options

Icon Description
Toggle button — Located on the top left of the header — This toggle button helps
to expand or collapse the navigation pane.

—— L anguage Selection — This drop-down list allows you to select the language for
the user interface.

9 Help — The online-help documentation for the router.

About — The firmware version information for the router.

C ' L ogout — Click to log out of the router.

Icon Legend

This table displays the most common icons found throughout the router's graphical interface and their meanings.

Add — Click to add an entry.

Edit — Click to edit an entry.

&+

Delete — Click to delete an entry.

Refresh — Click to refresh the data.

Reset counters— Click to reset the counters.

Clone - Click to clone the settings.

e O QQ
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Export — Click to export the configurations.

Import — Click to import the configurations.

Save Click to save the configurations.

Connected - Click to connect.

08 ke [»

|, Disconnected - Click to disconnect.
|\>

Popup Windows

A\

Some links and buttons launch popup windows that display more information or related configuration pages.
If the web browser displays a warning message about the popup window, allow the blocked content.

RV160x Administration Guide .
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CHAPTER 2

Status and Statistics

This section describes the device's status and statistics and contains the following topics:
* System Summary, on page 11
» TCP/IP Services, on page 13
* Port Traffic, on page 14
* WAN QoS Statistics, on page 15
* Switch QoS Statistics, on page 16
* Connected Devices, on page 16
* Routing Table, on page 17
* DHCP Bindings, on page 17
* VPN Status, on page 18
* View Logs, on page 20
* Captive Portal Status, on page 20

System Summary

The System Summary provides a snapshot of the settings on your device. It displays your device’s firmware,
serial number, port traffic, routing status, VPN server settings, and mobile networks. To view this System
Summary, click Status and Statistics> System Summary.

System Information

» Serial Number — The serial number of the device.

 System Up Time— The active length of time in yy-mm-dd, hours, and minutes that the device has been
up.

* Current Time — The current date and time that is set on the device.
* PID VID — The product ID and hardware version.

* LAN MAC — The LAN MAC address.

* WAN MAC — The WAN MAC address.

RV160x Administration Guide .
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Firmware Information

 Firmware Version — The firmware version number installed on the router.
» Firmware M D5 Checksum — A value used for file validation.

* Locale— Defined location.

 Language Version — Language version.

» Language M D5 Checksum — A value used for language file validation.

Port Status
* Port 1D — Defined name and number of the port.
* Interface — Type of interface used for the connection.
» Status— Status of connection

*» Speed — Connection speed.

IPv4 and IPv6

Internet Protocol version 4 (IPv4) and Internet Protocol version 6 (IPv6) are numerical IP addresses necessary
for Internet-enabled devices to communicate. Without IP addresses, computers would not be able to
communicate and send data to each other. It's essential to the infrastructure of the web.

This section diplays the following:
* |P Address— IP address assigned to the WAN or USB interface.

* Default Gateway — Default gateway for the interface.

* DNS—IP address of the DNS server. A DNS server is a computer server that contains a database of
public IP addresses and their associated hostnames.

» Dynamic DNS — Dynamic domain name system (DNS) is a method of automatically updating a name
server in the DNS, often in real time, with the active DDNS configuration of its configured hostnames,
addresses or other information. This displays the IP address of the DDNS for the interface and if it is
Disabled or Enabled.

« Disconnect — Click to disconnect the connection.

* Renew — Click to renew the IP address.

\}

Note * Connect or Disconnect buttons are applicable when the WAN connection type is PPTP, L2TP, and
PPPoE.

* WAN gets connected only if you reconnect or change the WAN configuration after disconnecting the
existing WAN connection.

* Renew is available when the WAN is set to obtain an IP via DHCP.

. RV160x Administration Guide
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Wireless Status
This section displays the status of the Wireless.

* Radio 1 (2.4G), Radio 2 (5G), and Enabled — Bands displaying the MAC address, mode, channel, and
operation bandwidth and their details.

VPN Status
This section displays the status of the VPN tunnels.
» Type— Type of VPN tunnel.
* Active—If VPN is Enabled (active) or Disabled.
« Configured — VPN tunnel’s status whether it is configured or not.
» Max Supported — The maximum number of tunnels supported on the device.

» Connected — Number of connected/active tunnels.

Firewall Setting Status
This section displays the status of the firewall.

- Stateful Packet I nspection (SPI) —Status of the SPI filter service is enabled (on) or disabled (off).
Legitimate packets are only allowed through the firewall. It is also called a dynamic packet filtering.

* Denial of Service (DoS) — Status of the DosS filter service is enabled (on) or disabled (off). A DoS attack
is an attempt to make a machine or network resource unavailable to its intended users.

* Block WAN Request — Makes it difficult for outside users to work their way into your network by hiding
the network ports from Internet devices and preventing the network from being pinged or detected by
other Internet users.

» Remote M anagement — Indicates that a remote connection for managing the device is allowed or denied.

» Access Rule — Number of access rules that have been set.

Log Setting Status

Logs allow you to track router activity, process failures, firewall events, connects and disconnects of WAN
devices, DDNS (Dynamic DNS) updates, VPN connection statuses, and many other events taking place in
your router. Logs are a very useful tool in troubleshooting and monitoring your router’s health at any given
time.

* Syslog Server — Status of system logs.

» Email L og — Status of logs sent over e-mail.

TCP/IP Services

The TCP/IP Services page displays the statistics of the protocol, port, and IP address. To view the TCP/IP
Services, click Status and Statistics> TCP/IP Services.

RV160x Administration Guide .
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Port Listen Status
This section displays the status of which ports are open to receiving data (listening).

* Protocol — Type of protocol used for communication.
* Listen IP Address— The listening IP address displays the interface it is listening on.

* Listen Port — The listening port serves as an endpoint in an operating system for many types of
communication.

Established Connection Status
This section displays status on which ports have an established connection.

* Protocol — Type of protocol used for communication.

* Local IP Address— IP address of the local interface.

* Local Port — Listening ports for the different services.
* Foreign Address— IP address of the device connected.
« Foreign Port — Port of the device connected.

« Status— Connection status of the session.

Port Traffic

The Port Traffic page displays the statistics and status of the interfaces of the device. To view the device’s
Port Traffic page, click Status and Statistics >Port Traffic.

Port Traffic
* Port ID — Port ID.

* Port Label — Name of the port.

* Link Status— Status of the interface (Up or Down).

* RX Packets— Number of packets received on the port.

* RX Bytes— Number of packets received, measured in bytes.
» TX Packets— Number of packets sent on the port.

» TX Bytes— Number of packets sent and measured in bytes.

« Packet Error — Details about the error packets.

Wireless Traffic
« SSID Name — Details of the SSID name.

» Radio Name — Radio name (2.4 or 5 GHz).

« Status— Status of the port (example: port enabled, disabled, connected or inactive).

. RV160x Administration Guide
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* Number of Associated Clients— The number of associated clients on wireless.
* RX Packets— Number of RX packets.

* RX Bytes— Number of RX bytes.

» TX Packets— Number of TX packets.

» TX Bytes— Number of TX bytes.

» Multicast Packets— Number of multicast packets.

» Packet Error — Number of packet errors.

« Packet Dropped — Number of packets dropped.

« Collisions— Number of collisions.

Click the Refresh button to refresh the data or click Reset to reset the counters.

Port Status

* Port 1D — Defined name and number of the port.

« Link Status-— Status of the interface (connected or not connected).

» Port Activity — Status of the port (example: port enabled or disabled or connected).
* Speed Status— The speed (in Mbps) of the device after auto negotiation.

* Duplex Status— Duplex mode: Half or Full.

» Auto Negotiation — Status of the auto negotiation parameter. When (On), it detects the duplex mode. If
the connection requires a crossover, it automatically chooses the MDI or MDIX configuration that matches
the other end of the link.

WAN QoS Statistics

The WAN QoS Statics page displays the statistics of the outbound and inbound WAN QoS. To view the
device’s WAN QoS Statics page, click Statusand Statistics > WAN QoS Statistics.

* Interface — Select to view the WAN or USB interface.
+ Policy Name — Name of the policy.
* Description — Description of the WAN QoS statistics.

* Reset Counters— Click to reset the counters.

Outbhound QoS Statistics

» Queue — Number of outbound queues.
« Traffic Class— Name of traffic class assigned to queue.

« Packets Sent — Number of outbound packets of the traffic class sent.
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« Packets Dropped — Number of outbound packets dropped.

Inbound QoS Statistics

* Queue — Prioirty inbound queues.
» Traffic Class— Name of traffic class assigned to queue.
« Packets Passed — Number of traffic class inbound packets that have passed.

« Packets Dropped — Number of inbound packets dropped.

Switch QoS Statistics

The Switch QoS Statistics displays the statistics for the rate at which packets are forwarded out of a queue
and for the rate at which committed, conformed, or exceeded packets are dropped. To view the Switch QoS
Statistics page, click Status and Statistics > Switch QoS Statistics.

* Reset Counters— To reset all the table statistics.

LAN
* Queue — Number of outbound queues.
* Port — Port number.

« Packets Sent — Number of outbound packets of the traffic class sent.

Connected Devices

The Connected Devices page lists all the connected devices on the router. To view this Connected Devices
page, click Statusand Statistics > Connected Devices.

IPv4
» Hostname — Name of the connected device.
* |Pv4 Address— Connected device’s IP address.
* MAC Address— MAC address of the connected device.
» Type— The type of IP address of the connected device.
* Interface — The interface the device is connected to.

* SSID — The name of the wireless network.

IPv6

* Hosthame — Name of the connected device.
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* |Pv6 Address— The IPv6 address of the connected device.
* MAC Address— MAC address of the connected device.

» Type— The type of IP address of the connected device.

* Interface — The interface the device is connected to.

* SSID — The name of the wireless network.

Routing Table

Routing is the process of moving packets across a network from one host to another. The Routing Status of
this process is displayed in the route table. The route table contains information about the topology of the
network immediately around it. To view the device’s routing status for IPv4 and IPv6, click Status and
Statistics> Route Table.

IPv4 and IPv6 Routes

* Destination — IP Address and subnet mask of the remote network.
* Next Hop — IP address of the gateway through which we can reach the remote network.

* Hop Count — Number of intermediate devices (like routers) through which data must pass between the
source and the destination.

* | nter face — Name of the interface to which the route is attached to.

* Sour ce — Source of the route.

DHCP Bindings

The DHCP Bindings page displays the IP and MAC address, Lease Expire Time and Type of Binding (static
or dynamic). To view the device’s DHCP Bindings, click Statusand Statistics > DHCP Bindings. Select a
hostname from the list and click Add to Static DHCP to add the binding to the binding table. Click the refresh
icon to refresh the data in the binding table.

In the DHCP Binding Table, the following is displayed:

* Hosthame — Name of host.

* |Pv4/IPv6 Address— Assigned IP address for IPv4 or IPv6.

* MAC Address— The MAC address of the client's assigned IP address.
* Lease Expires— Lease time for the client's system.

* Type — Connection status (Static or Dynamic).

* Action — Action status of the DHCP bindings. You can delete the DHVP binding.
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VPN Status

The VPN Status displays the tunnel status of the Site-to-Site, Client-to-Site, OpenVPN, and PPTP. To view
the device’s VPN status, click Status and Statistics > VPN Status.

Site-to-Site Tunnel Status
* Tunnel(s) Used — VPN tunnels in use.

* Tunnel(s) Available — Available VPN tunnels.
* Tunnel(s) Enabled — VPN tunnels enabled.
» Tunnel(s) Defined — Defined VPN tunnels.

In the Connection Table, you can add, edit, delete, or refresh a GRE tunnel.

Column Display Section
The Column Display Section lists the following:

* No: — Number of the connection.

* Name — Name of the connection.

» Enable— Whether the connection is enabled.

« Status— Status of the connection.

* Phase 2 Enc/Auth/Grp - Summary of the Phase 2 settings selected.
» Tx Bytes - Bytes transmitted through the tunnel.

* Rx Bytes - Bytes received through the tunnel.

* Tx packets - Packets transmitted through the tunnel.

* Rx packets - Packets transmitted through the tunnel.

* Local Group - The local subnet that is allowed through the tunnel.

GRE Tunnel Status
The Connection Table displays the following:

* Interface Name — Name of the interface.

* |P Address— IP address of the GRE tunnel.

» Source — The source of the GRE tunnel.

» Destination — Destination of the GRE tunnel.
» Enable — Enable the GRE tunnel.

 Status— Status of the GRE tunnel.
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Client-to-Site VPN Status

In this mode, the client from Internet connects to the server to access the corporate network/LAN behind the
server. For a secure connection, you can implement a client-to-site VPN. You can view all the Client-to-Tunnel
connections, add, edit, or delete the connections in the Connection Table.

The Connection Table displays the following:

* Group/Tunnel Name - Name of the VPN tunnel. This is for reference purposes only and does not match
the name used at the other end of the tunnel.

» Connections — Status of the connection.

* Phase2 Enc/Auth/Grp — Phase 2 encryption type (NULL/DES/3DES/AES-128/AES-192/AES-256),
authentication method (NULL/MD5/SHAT), and DH group number (1/2/5).

* Local Group — IP address and subnet mask of the local group.

» Action —Action status.

OpenVPN Status

OpenVPN is an open software application that implements VPN techniques for creating secure point-to-point
or site-to-site connections in routed or bridged configurations and remote access facilities. Here, you can view
the status of the OpenVPN.

The Connection Table shows the status of the OpenVPN. You can also add edit or delete connections.
* Session | D — Session identification.
» User — Name of user.
* Client IP (Actual) — Actual client IP address.
* Client IP (VPN) — Client VPN IP address.
» TX Bytes— Number of transmitted TX bytes.
* RX Bytes— Number of transmitted RX bytes.
» Connect Time — Amount of time connected.

» Action —Action status.

PPTP Tunnel Status

Point-to-Point Tunneling Protocol has the capability to encrypt data with 128-bit. It is used to ensure that
messages sent from one VPN node to another are secure.

¢ Tunnel(s) Used — PPTP Tunnels used for the VPN connection.

* Tunnel(s) Available — Available tunnels for the PPTP connection.

The Connection Table displays the status of the established tunnels. You can also connect or disconnect the
connections.

* Session I D — Session ID of the proposed or current connection.

» User Name — Name of the connected user.
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« Remote Address— IP address of the remote connection.
* PPTP IP Address— IP address of the PPTP.
» Connect Time — Time of the tunneling time.

» Action — Connect or disconnect the tunnel.

View Logs

The View Logs page displays all of the device’s logs. To view the Logs, they must first be enabled Log, on
page 33. You can filter these logs based on category, severity, or keyword. You can also refresh, clear, and
export these logs to a PC or USB. To view the device’s logs, follow these steps:

Step 1 Click Statusand Statistics > View L ogs.
Step 2 Under Logs Filtered By, select the appropriate option.

Category Click any of the following to view logs:
* All — Displays all the logs.

« Category — Displays the selected category logs.

Severity Select one of the options displayed to view the logs based on the severity.

Keyword Enter a keyword to display the logs based on the keyword.

Step 3 Click Show L ogs.

Note To configure log settings, see Log, on page 33.

Step 4 Click any of the following options:
* Refresh — Click to refresh logs.
* Clear Logs— Click to clear logs.
* Export Logsto PC — Click to export logs to PC.

» Export Logsto USB — Click to export logs on to a USB storage device.

Captive Portal Status

The captive portal feature requires wireless users to accept the terms and conditions prior to joining a public
internet access network. Captive portals are typically used by business centers, airports, hotel lobbies, coffee
shops, and other venues that offer free Wi-Fi hot spots for Internet users.
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To view the Captive Portal Status, select Status and Statistics > Captive Portal Status. Then select the
SSID from the drop-down list and the Captive Portal User Connected Status is displayed for the selected
SSID.

» User Name- Name of the connected user.

* SSID— Name of the network.

* |P Address- IP address of the connected device.

* MAC Address- MAC address of the connected device.

* Auth— If device is authenticated.

» Tx Bytes— Number of packets transmitted and measured in bytes.
* Rx Bytes- Number of packets received measured in bytes.

» Time L eft— Time duration of connected device.

You can click Refresh to refresh the data.
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CHAPTER 3

Administration

This section describes the device's administration features and contains the following topics:

* File Management, on page 23

* Reboot, on page 24

* Diagnostic, on page 25

* Certificate, on page 25

* Configuration Management, on page 27

File Management

The File Management provides a snapshot of your device. To view the File Management info, follow these
steps:

Step 1 Click Administration> File Management to see the following information:
System Information
+ Device M odédl — Model number of the device.
* PID VID - PID and VID number of the router.
* Current Firmware Version — Current firmware version.
« Latest Firmware Version — Latest firmware version.

» Firmware Last Updated — Last date when the firmware was updated.

Language File

* Current Version — Current version of the language file on the device.

Manual Upgrade
In the Manual Upgrade section, you can upload and upgrade to a newer firmware image or language file.

Caution During a firmware upgrade, do not try to go online, turn off the device, shut down the PC, or interrupt the
process in any way, until the operation is complete. This process takes about a minute, including the reboot
process. Interrupting the upgrade process at specific points when the flash memory is being written to, may
corrupt it, and render the router unusable.
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Step 2 If you choose to upgrade from the USB drive, the router searches the USB flash drive for a firmware image file whose
name has one or more of the following: PID, MAC address, and Serial Number. If there are multiple firmware files in
the USB flash drive, the router checks the one with the most specific name, i.e. priority from high to low.

Manual Upgrade

To update the router with a newer version of the firmware.

Step 1 Select Administration > File Management.
Step 2 In the Manual Upgrade section, select the file type.
Step 3 In the Upgrade From section, select an option (Cisco.com, PC, or USB).

a) Ifyou select Cisco.com, click Upgrade to upgrade the firmware or Download to USB to save the firmware image
file.

b) If you select PC or USB, click Browse to locate the firmware file on your PC and click Upgrade.
Step 4 Check Reset all configuration/setting to factory defaultsto reset all the configuration and apply factory defaults.
Step 5 Click Upgradeto upload the selected image to the device.

Firmware Auto Fallback Mechanism

A fallback mechanism is available to allow the router to overcome failures when performing a direct filesystem
lookup on the root filesystem or when the firmware simply cannot be installed for practical reasons on the
root filesystem. The router includes two firmware images in the flash, to provide an Auto Fallback Mechanism,
so that the device can automatically switch to the secondary firmware, when the active firmware is corrupted,
or cannot bootup successfully after five trials.

The Auto Fallback Mechanism operates as follows:

Step 1 The device will boot up with the active firmware.

Step 2 If the firmware is corrupted, it will switch to the secondary firmware automatically after the active firmware has failed
to boot up after 5 times.

Step 3 If the router gets stuck does not reboot automatically, turn the power off then power on, and wait for 30 seconds, then
turn the power off, for 5 times to switch to the secondary or inactive firmware.

Step 4 After the router boots up with the secondary or inactive firmware, please check the router to see if anything is wrong
with the active firmware.

Step 5 Reload the new firmware again if necessary.

Rebhoot

The Reboot allows users to restart the device with active or inactive images.
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To access the Reboot page, follow these steps:
Step 1 Click Administration >Reboot.
Step 2 In the Active Image after reboot section, select an option (Active Image X.X.xX.xx ) from the drop-down list.

Step 3 Select from the following reboot options.

* Reboot the device.
* Return to factory default settings after reboot.

* Return to factory default settings including certificates after reboot.

Step 4 Click Reboot to reboot device.

Diagnostic
Your device provides several diagnostic tools to help you with troubleshooting network issues. Use the
following diagnostic tools to monitor the overall health of your network.

You can use the Ping or Trace utility to test the connectivity between a router and another device on the
network. To Ping or Trace an IP address, follow these steps:

Step 1 Select Administration > Diagnostic.
Step 2 In the IP Address/Domain Name field, enter the IP address or domain name.

Step 3 Click Ping to display the ping results. This tells you if the device is accessible. Or click Traceroute to display the hops
you pass through to the destination.

Step 4 To perform a DNS lookup, enter the IP address or domain name in the Perform a DNS Lookup and click L ookup.

Step 5 You can export the technical support report by selecting from one of the following options:

* Export to PC — to export the technical support report to a PC.
» Export to USB — to export the technical support report to a USB.

* Email to ... — to email the report to an email address.

Certificate

Certificates are important in the communication process. A trusted Certificate Authority (CA), ensures that
the certificate holder is really who they claim to be. Without a trusted signed certificate, data may be encrypted,
however, the party you are communicating with may not be the one whom you think.

A list of certificates with the certificate details are displayed on this page. You can export a Self signed, local,
and CSR certificate.

If a device certificate is imported, it replaces its corresponding CSR certificate.
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In the Certificate Table, the certificates that are associated with the router are displayed. You can you delete,
export, view the details, or import a certificate that is listed in the Certificate Table. You can also select another
certificate and " Select as Primary Certificate".

Import Certificate

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

To import a certificate, follow these steps:

Click Import Certificate.
Select the type of certificate to import from the drop-down list:

» CA Certificate
 Local Device Certificate

* PKCS#12 Encoded File.

Enter a certificate name. (For PKCS#12, you must enter a password).

In the Upload Certificate file section, check Import from PC and click Browseto upload and import the certificate from
a specific location.

Check Import From USB and click Refresh to upload and import the certificate from a USB key.
Click Upload.

Generate CSR/Certificate

Step 1
Step 2

Step 3

To generate a CSR/certificate, follow these steps:

Click Generate CSR/Certificate.

Select the type of certificate to generate from one of the following options in the drop-down list.

a) Self-Signed Certificate— Select this certificate and provide relevant details. You must provide the valid duration in
days.

b) CA Certificate— Select this certificate type and provide relevant details to get it signed by self.

c) Certificate Signing Request — Select this certificate type and provide the relevant details.

d) Certificate Signed by CA Certificate — Select this certificate type and provide relevant details to get the certificate
signed by CA.

Enter the following information:

Certificate Name Enter a name for certificate. Certificate name should not contain spaces or special
characters.

Subject Alternative Name | Enter a name and select one of the following: | P Address, FQDN, or Email.
(optional)

Country Name Select a country from the drop-down list.

State or Province Name Enter a State or Province.

. RV160x Administration Guide



| Administration

Step 4

Built-In 3rd-Party CA Certificates .

REVIEW DRAFT - CISCO CONFIDENTIAL

Locality Name Enter a locality name.

Organization Name Enter the name of the organization.

Organization Unit Name | Enter the name of the organization unit.

Common Name Enter a common name.

Email Address Enter the email address.

Key Encryption Length Select the Key Encryption Length from the drop-down menu. It should be 512, 1024 or
2048.

Valid Duration Enter the number of days (Range 1-10950, Default: 360).

Click Gener ate.

Built-In 3rd-Party CA Certificates

Step 1
Step 2
Step 3
Step 4

On the 3rd party certificates table, you can check the certificate details, export, or delete a certificate. To
display the built-in 3rd arty CA certificate, follow these steps:

Click Show Built-In-3rd Party CA Certificates.
Select a certificate from the table and click Export.
Click Detailsto view the certificate details.

Click Delete to delete the certificate.

Note Should you wish to delete a 3rd Party CA certificate, make sure that you export and save a copy before deleting
in case you may want to recover te certificate in the future.

There is an Option " Select as Primary certificate". This option allows you to select a different primary certificate
than the Default.

Configuration Management

Configuration Management page provides details on the router’s current file configurations.
» Last changetime— Displays the Running, Startup, Mirror, Backup configuration date and time changed.

 Copy/Save Configuration — Allows you to save or download the current running, startup or mirror
configuration to a PC. You have the possibility to save the running to startup or backup, or backup the
startup config. You can also Upload a configuration from your PC or USB which is unstable and does
not retain the settings between reboots.

* Source — Select the source file name from the drop-down list.
* Destination — Select the destination file name from the drop-down list.

+ Disable Save | con Blinking — Click to disable the icon blinking.
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» Apply - Apply the selected changes.

Copy/Save Configuration

All configurations that the router is currently using, are in the Running Configuration file, which is volatile
and is not retained between reboots. To retain the configuration between the device reboots, copy the Running
Configuration file to the Startup Configuration file after you have completed all your changes.

To copy the Running Configuration file, follow these steps:

Step 1 In the Copy/Save Configuration section, select the Source from the drop-down list.
Step 2 In Destination section, select the destination that the configuration file will be copied to from the drop-down list.
Step 3 Click Apply.
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System Configuration

This section describes the device's system configuration and contains the following topics:

* Initial Router Setup, on page 29
* System, on page 32

* Time, on page 32

* Log, on page 33

* Email, on page 35

 User Accounts, on page 35

* User Groups, on page 38

* [P Address Groups, on page 39
* SNMP, on page 39

* Discovery-Bonjour, on page 40
* LLDP, on page 41

» Automatic Updates, on page 41
* Schedules, on page 42

* Service Management, on page 42
* PnP (Plug and Play), on page 43

Initial Router Setup

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

You can check the connection and configure the basic router settings on the Initial Setup Wizard page. From
the Run Setup Wizard page, you can follow the instructions that guide you through the process for configuring
the device.

Click System Configuration > I nitial Router Setup to access the Router Setup Wizard. Mark "Don't show on startup"
to prevent the Wizard from appearing on the startup.

Click Next to go to Check Connection page. If your router has detected a connection, the connection details are displayed
on this page.

Click Next.

The Configure Router — Select Connection Type pop-up appears. Select your internet connection type (Dynamic
IP, DHCP, Static | P, PPPoE, PPTP, or L2TP) and click Next.

If you select Dynamic | P, you will move to Date and Time settings. If you select DHCP (Recommended), click Next.
If you select Static P Address, click Next and configure these settings.
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Static IP Address A static IP address is a number that is assigned to a computer by an Internet service
provider (ISP). The static IP is its permanent address on the Internet. Enter the static
IP address.

Subnet Mask A mask used to determine what subnet an IP address belongs to. Enter the subnet mask.

Gateway |P A router interface connected to the local network that sends packets out of the local

network. Enter the gateway IP.

PPTP Server IP/[FQDN The IP address or Fully Qualified Domain Name (FQDN) of the PPTP Server.

DNS A DNS server is a computer used to resolve hostnames to IP addresses. Enter the IP
address of the DNS.

Secondary DNS (Optional) | Enter the IP address of the secondary DNS.

Step 7 If you select PPPOE, click Next and configure these settings.
Account Name Enter the account name.
Password Enter the password.
Confirm Password Confirm the password.

Step 8 If you select PPTP or L2TP, click Next and configure these settings.
Account Name Enter the account name.
Password Enter the password.
Confirm Password Confirm the password.
Static IP Address Enter the static IP address.
Subnet Mask Enter the subnet mask.
Gateway IP Enter the gateway IP.

PPTP Server |P/FQDN The IP address or Fully Qualified Domain Name (FQDN) of the PPTP Server.

DNS Enter the DNS.
Step 9 Select the router’s time zone from the Time Zone drop-down list.
Step 10 Select one of the following:

» Enable Network Time Protocol Synchronization to set the date and time automatically.

* Set the date and time manually to set the date and time manually or import them from your computer.

Step 11 Click Next.
Step 12 In the Choose a MAC address section, select one of the following options:

¢ Use Default Address (Recommended).
* Use this computer’s address.

« Use this address — Enter a MAC address.
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Step 13 Click Next.
Step 14 Review your summary settings and click Next.

Step 15 The administrative router password protects your router from unauthorized access. For security reasons, you should
change the router password from its default setting.In the Enable Security — Set Router Password section, complete the
following:

Username Complexity The Minimum username length rule is enforced by default.
Check to disable the Username Complexity.

Username Enter a username in the field. The Username is
case-sensitive. * It accepts 1-32 characters but the
Minimum Username Length rule is enforced when the
Username Complexity is enabled.

* Valid characters are alphanumeric and special characters
except spaces.

Passwor d Complexity The Password Complexity rule is enforced by default.
Check to disable the Password Complexity.

New Password Enter a password.

Confirm Password Confirm your password.

Password Strength Meter Displays the strength of the password.

a. Ifthe number of character classes is less than 3, the
password strength meter displays red.

b. Ifthe number of character classes is greater than 3 and
password length <14, the password strength meter
displays red.

C. Ifthe number of character classes is greater than 3 and
14 <=password length <22, the password strength
meter displays yellow.

d. Ifthe number of character classes is greater than 3 and
password length >22, the password strength meter
displays green.

Step 16 Click Next, and in the Network Name field, enter a name for the network.

Step 17 Click Next, and in the Enable Security — Secure your Wireless Network, select the type of network security from the
following options:

* Best Security (WPA2 Personal — AES)

* Recommended for new wireless computers and devices Older wireless devices may not support this option.
Enter a security key with 8-63 characters or 64 hexadecimal digits, or use the randomly generated security
key.

* No Security (Not Recommended)

* No additional security settings needed on the device This mode means that any data transferred to and from
the device isn’t encrypted.
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Step 18 Click Save security settings to save the security settings.
Step 19 Click Print security settingsto print a copy of the router's security settings.
Step 20 Click Save.

System

Assign a host name and a domain name to identify your device to ensure that it is easily identified y other
devices.

Step 1 Click System Configuration > System.
Step 2 In the Host Name field, enter a name to identify the device uniquely on your network. For example, Router001.

Step 3 In the Domain Name field, enter a domain in which your device is located. For example, example.com. If you do not
know the name of your organization's domain, contact your network administrator.

Step 4 Click Apply to apply your changes.

Time

Setting the time is critical for a network device so that every system log and error message is timestamped
for accurate tracking and synchronizing the data transfer with other network devices.

You can configure the time zone, adjust for daylight savings time if necessary, and select the Network Time
Protocol (NTP) server to synchronize the date and time.

To configure the time and NTP server settings, follow these steps:

Step 1 Click System Configuration > Time. Next, displayed is the Current Date and Time, which is: the date and time that is
currently set on the device.

Step 2 Set Time Zone — Select your time zone from the drop-down menu, relative to Coordinated Universal Time (UTC).

Step 3 Set Date and Time — Select Auto or Manual.

a) For Manual — Enter the date and time.
b) For Auto

Step 4 In the NTP Server section — Check Default or User Defined and enter a qualified NTP server name in the NTP Server
1 to 4 fields. If you choose Default, the device will turn to the known publicly available NTP servers, set as default in
the RV.

Step 5 Set Daylight Savings Time — Check to enable daylight savings time. You can choose the Daylight Saving Mode — By
Date and specify the start / end date and time during which the daylight savings will be activated, then choose the offset.
Or, select Recurring and enter the start dates (From) and end dates (To). You can also specify the Daylight Saving Offset
in minutes.

Step 6 Click Apply.
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Log .
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One of the basic settings of a network device is its system log (Syslog), which is used to log the device data.
You can define the instances that should generate a log. Whenever such defined instance occurs, a log is
generated with the time and event and sent to a syslog server or sent in an email. Syslog can then be used to
analyze and troubleshoot a network and to increase the network security.

Configure Log Settings

To configure the log settings, follow these steps:

Click System Configuration > L og.
Under Log Setting, in the Log section, check Enable.
In the L og Buffer field, enter the number of KB (Range 1 KB to 4096 KB, Default is 1024 KB).

Severity- select the appropriate log severity level from the drop down list. They are listed from the highest to the lowest.
Default log severity is Notification.

Emergency Level 0, which means that the system is unusable.

Alert Level 1, which indicates that immediate action is needed.

Critical Level 2, which indicates that the system is in critical condition.

Error Level 3, which indicates that there is an error in the device, such as a single port being
off-line.

Warning Level 4, which indicates that a warning message is logged when the device is functioning
properly, but an operational problem has occurred.

Notification Level 5, which indicates a normal but significant condition. A notification log is logged
when the device is functioning properly, but a system notice has occurred.

Information Level 6, which indicates a condition that is not a condition error, but requires special
handling.

Debugging Level 7, which indicates that the debugging messages contain information normally of

use only when debugging a program.

Category - check All or any of the required event categories that you want logged on the device.

Kernel Logs involving kernel code.

System Logs involving the system.

Firewall Logs involving the firewall rules, attacks, and content filtering.

Networ k Logs involving the network.

VPN Logs involving the VPN.

OpenVPN OpenVPN-related logs including instances like VPN tunnel establishment failure, VPN
gateway failure, and so on.

Web Filtering Logs involving web filtering.
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Users Logs involving the device's users.
Wireless Logs related to the wireless network
RV160W

PnP Logs related to PnP.

In Saveto USB Automatically, check Enable to save the logs to a connected USB drive.

Email Server

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7

Step 8

The email server can be configured to your email account. The email server logs are periodically sent to
specific email address, so that the administrator is always up to date on the network. The router supports
SMTP mail account configuration such as email addresses, password, message digest; optional parameters,
SMTP server port number, SSL, TLS.

In the Email Syslogs sect