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MacwTabupyemoe nporpammHoe obecrneyeHve Ana ynpasreHus
BMaeo u HabnrogeHus

PyHKUUMN nsgenus

« CucTtema ynpaBneHust HabntogeHVEM YPOBHS
npeanpuaTuii 06 beaUHAET HECKONbKO CUCTEM
OLLEHKM Yrpo3 B O4HOM NPOCTOM B
NCNONb30BaHWUN UHTepAece Ans aHanmaa,
N3yYeHUs MHLUOEHTOB U pearnpoBaHns Ha HUX.

. VlHTyVITVIBHO NOHATHbIE CpeCcTBa ynpaBiieHUA
npegHasHa4veHbl 414 HOBbIX U
HeI'IDO(*)eCCVIOHaJ'IbeIX nonb3oBaTenen, B TO
BPEMA KaK KrnaBuLLn 6bICTpOFO Bbl30Ba Ha
KrnaBuartype no3BosidrT cneyunanncrtam no ©e30MacHOCTU Nerko n 6bICTpO nepemMeLarbcad no
BMOEO M NPOYHUM OaHHbIM.

o [Noppepxka bopmaros MUPEG, MPEG-4, H.264 n H.265
o BcTpoeHHas hyHKLMOHANbHOCTL CTEHKM MOHUTOPOB; Ha JTt060M MOHUTOP, NMOAKITHOYEHHbIN K

cucrteme, MOXXHO nepegaBatb noboe B1oeo BPY4HYO U C MNOMOLLbHO BblCOKOMNMPOU3BOOAUTEITbHOIO
M NMPOCTOro B UCMNOJSb30BaHN MHCTPYMEHTa CLueHapues AnA o6pa60Tq|/||<a npaswurn.

» Bnarogaps He3aBrcKMMON MacLITabMpyeMoCTy 1 pe3ePBMPOBAHMIO KaXK40r0 CUCTEMHOIO
KomnoHeHTa cuctemMa VideoXpert Enterprise Bcerga ncnonb3yeTcd Ha HY>KHOM Y POBHE MOLLHOCTU U
obragaeT 0TKas3oyCTOMYMBOCTbHO.

o CambIn 6bICTPbIN BbI30B BUAEO 1 camas KoMdopTHas paboTta ¢ BUaeo cpeam TekyLLmx
aHanNorMyHbIX NpeanoXeHnNn.

» [Mo3BonsieT BOCNONb30BaTLCA KpacKBbIM 1 BbICTPOAENCTBYOLLMM CPe4CTBOM HaBUraLum ¢
yCTpaHeHeM UCKaxeHu Npu ncnorb3osaHum kamep Pelco Optera® n Evo®.

« [logoepxka cpeacTsa Ans cBA3W ¢ kamepon Pelco Anst MrHOBEHHOMO OTCREXUBaHNUS C PyHKLUSMU
PTZ onsa naHopamHbix BuaoB Optera

« bBecnpenatcTeeHHbIN nepexon ¢ VideoXpert Professional.
o Ob6ecneumBaeT cnocobbl nepexoaa Ans cuctem Endura® um Digital Sentry®

o [lopoepxuBatoTcs cpeqbl, B KOTOPbIX UCMOMb3YETCH aHTUBMPYCHOE NporpaMMHoe obecneveHne u
MEXCETEBOW 3KpaH

o VIMnopT nonb3oBaTenen 1 ponu ¢ cyLlecTaytoLLmx cepeepoB LDAP ans cHwkeHus
agMUHMCTPaTMBHbBIX 3aTpaT 1 NogaepXKKa e4nHOro BXofa B CUCTeMy

» Ha 6ase Microsoft® Windows® a5t npocTol yCTaHOBKM M 06 CIy>KMBaHMS

« [Mposepka cocTosHust VMS u kamepsbl ¢ nomoLlbio SNMP (VxSNMP goctyneH 6ecnnatHo,
3arpy’kaeTcs OTAENMbHO)

« [NpenycmoTpeHa yHKL st Cy>Obl MOHUTOPa cobbITUI, 0becnevmBaroLLLas Onpoc CUrHanusawum
OT YCTPOWCTB 1 BbINOMNHsAOLWAsA 3a4aHHble AeNCTBUS, €Clv NPOUCXOAUT U3MEHEHWe cTaTyca
curHanusauum (cnyx6a monnTopa cobbiTuin VideoXpert gocTynHa 6ecnnartHo, 3arpyxaeTtcst
OTAENbHO)
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o B03MOXHOCTb Noaknto4aTh NOTOKM BUAEO K CTOPOHHUM KITMEHTAM C HacTpavBaeMbIMU KOHEYHBIMU
Toukamun RTSP, obecneunBatoLLMM NOAKNHOYEHNE KITUEHTCKMUX NMPUITOXEHUA K MOTOKaM CUCTEMB
VideoXpert c nomowubto cnyx6bl VxConnect (VxConnect 3arpyxaetcs oTaernbsHO).

o Beb-knueHT VxPortal nossonsieT npocmatpreaTh U 3KCMOPTUPOBaTL BUAEO 63 yCTaHOBKM Kakoro-
nméo NO

o VxToolbox cogepXut npocTon nHTepdenc ans Bcex KoHurypaumn, ot 4obaBrneHnsi HoBow
Kamepbl B CUCTEMY A0 yrNpaBfeHUsi MULEH3NIMMN, HACTPOWKN CUCTEMbI Y CO30aHNST PE3EPBHbBIX
Konun

° OTKprTaH pacmpaemasn apxXnTekTypa 0b6benHAET 0OblYHbIE U CTOPOHHME MHCbOpMaLI,MOHHbIe
CUCTEeMbI B LLEHTParn3oBaHHY 1 MHTEPaKTUBHYH NOJ1b30BATESIbCKYO cpeny AN BblMONTHEHUA
BCEX BO3MOXHbIX OENCTBUA — OT KOHTPOJ1A A0CTYyNa A0 pacno3HaBaHUA aBTOMOOUNbHBLIX
HOMEPHbIX 3HAKOB..

. OpraHM3y|7|Te pa60Ty KamMep 1 apyrmx yCTpOVICTB Mo CBOEMY XXeJlaHUK0, UCMOJb3yA CTaHOapTHOE
apeBoByaHOE nNpencTaBiieHne narok yCTpOIZCTB vwnu Tern/ HaGOpr TEroB. EGCI'IpeI'IFITCTBeHHO
nepeKmoanlTer MexXay obonmmn BapunaHTaMu npencTtaBiieHna ond 6bICTpOFO Nnoncka yCTpOI7ICTB.

o DYHKL WA aBTOMATMYECKOro 3arnosiHeHNs NpobernoB Npy XpaHeHUN AaHHbIX Ha YCTaHOBIIEHHOM B
Kamepy HocuTene onpegernsieT BO3HMKHOBEHMWE B JTOKarbHOM kamepe npobena npuv 3anucu u
aBTOMaTUYECKM 3arpy>kaeT BUAEO 1 ayauno (B Criyvae ero Hanuuusi), YToobl ero 3anosnHnTb

« [lopoepxka kamep 1 yCTPONCTB, ucnonb3aytoLmx npotokon ONVIF
o [Nopaepxka DNS-umeH xocToB ans kamep, coeMmectumbix ¢ ONVIF, 1 kamep Pelco
« [Moppepxka nnatdopmbl ynpasreHus puckamm u ctaHgapta FIPS 140-3

« Vcnonb3ynte BeicokonponssoautenbHbl knveHT VxOpsCenter onsi B3aumogencTBrs ¢ CUCTEMON
Hab o 4EeHVS UK BbIMOMHAWTE AUCTaHLMOHHYHO NMPOBEPKY Ha NF0OOM KOMMBbIOTEPE C NMOMOLL b0
OOCTYIMHOrO KNneHTa, paboTatoLLiero B Opayaepe.

o [JononHUTenbHbIV MHCTPYMEHT kapTorpadudeckoro MO reoMHdopMaLMOHHON CUCTEMDI
obecneyvrBaeT ObICTPOE B3aUMOLEVWCTBUE C KapTamu Mypa, KapTaMy OO bEKTOB 1 Pa3finyHbLIMU
YPOBHSIMM B MpeAenax kapT, NpeoCcTaBnss MTHOBEHHbIV AOCTYM K KAXA0M KaMepe Ha KapTe,
nHcpopmauum o curHanax u T. 4.

o JJOCTYMHO VCKMIOYUTENBHO B BUAE MPOrpaMMHOro peLLleHuUst A1 USMEepPEHst MPOM3BOANTENbHOCTU
1N ya06HOM MUTPaLL MK C UCTIONb30BaHMEM VMEIOLLLETrOcs y 3aKasuyvka o6opydoBaHus

o TpeBOXHbIe CUrHarbl ABVXEHNS B pearibHOM BpeMeHN 1 aHanutukm kamep Pelco (nakeTsl Pelco
Basic, Enhanced n Advanced Analytics) otobpaxaloTcs B Buae HarnoxeHusi Ha kamepax B
peanbHOM BpeMeHM, Npu BOCNpon3BeaeHnn 1 npun akcnopte. B 6a3ax 3anncaHHoro Bugeo
NoAAEePKMBAETCH NMOUCK MO TUMY U BaKHOCTUN TPEBOXHbLIX CUTHArOoB.

° I'Iop,p,epmwsaemn NakeT pacLl I/IpeHHOl71 aHalnnTUKn Ha oCcHoBe FJ'Iy6OKOFO 06yquv|;|

O630p

VideoXpert — 310 cuctema ynpaBsneHusi BUA4eo, NnpeaHa3HaveHHasa ons BugeoHabnogeHnst 3a obbektamm
ntoboro pasmepa. HesaBncrMMOo OT TOro, CKOMNbKO Bbl ncnone3dyete kamep, 100 nnm 10 000, cuctema
VideoXpert aBnsercsa yaadHbIM Bbl6OpoM Ans 0TobpaxeHus, 3anicy BUAEO 1 ynpaBreHnst
Bugeopecypcamu. VideoXpert Enterprise — 3To He NPOCTO cMCTEMa yNpaBIieHns BUAEO0. DTO peLleHne
KOpPNopaTUBHOrO YPOBHS AN YNpaBreHus BUAEO U AaHHbIMKI, NpegHa3HadeHHoe Ans 06 beanHeHus
BXOOHbIX AaHHbIX, NOCTYNaLLMX U3 pa3HblX CUCTEM, 1 peanuvaaLm CornacoBaHHOro NOHUMaHNs
COBbITUI, NPOUCXOASALLMX B BalLien cpeae, B pearibHOM BPEMEHN.
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Mpoaykums VideoXpert Enterprise gocTynHa B Buae nporpamMmmHbIX AUCTPUOYTUBOB, KOTOPbIE MOXHO
yCTaHOBUTb Ha CBOeM 060pyA0BaHMK, BKITOYAs UMEIOLLIYIOCS annapaTypy Ang ynpasneHus Bugeo. 3710
MO3BOMNSET U3MEHUTD LierneBoe HasdHavyeHne 060pyA0BaHMSA 1 NepeBECTU MMEIOLLMECS CUCTEMbI B
VideoXpert Enterprise.

[na gocTwkeHns pesepBupoBaHns U MacLLTabrpyemMocTu B e4MHON cpee npeaycMoTpeHa BO3MOXHOCTb
06beanHeHus cepeepoB VideoXpert B knacTepsbl, BCreaCcTBME Yero CUCTEMa MOXET pa3BmMBaTbCS Mo Mepe
yBenuyeHus BalLiMx NnotTpebHocTen B BuaeoHabntogeHnt. C poctoM Ymcna kamep, nonb3oBatenemn unu
3an1ChbiBatoLLMX YCTPONCTB MOXKHO 400aBMSATb CEpPBEPBI 1 YCTPONCTBA AN XPaHEHNS AaHHbIX, YTOObI
cucTeMa nogaepxusana gOMNonHUTENbHbIE pecypcbl U paboTana B COOTBETCTBUM C BaLLMMU
oxumpaHuamn. Cuctema VideoXpert Enterprise MoXeT gaxe Ucnonb3oBaTbCs A5 arpermpoBaHus 4pyrnx
cuctem VideoXpert ¢ 06beanHeHnem Heckornbknx cuctem VideoXpert B equHbi HTepdenc. MNMytem
arperauum agMUHUCTPATOPbI MOryT CO34aBaTh U NOAAEPKMBATE HECKONbKO CKOOPAUHMPOBAHHBLIX CUCTEM
ynpaBneHusi BUAEeo, KOTopble UCNOMb3YTCA ANA HabnoaeHWs 3a pa3nuyHbiMy 00 bekTamu.

CucTtema VideoXpert npegHasHaveHa 4ns MCnonb30BaHUA ¢ ornepaumnoHHom cuctemon Windows 1
OTNMYaEeTCs NPOCTOTON YyCTAHOBKM U NIErKOCTLIO HACTPOWMKK, a ee MHTepdheic fomkeH ObiTb XOPOLLO
3HakoM BonbLUIMHCTBY nonb3oBaTtenen. Cuctema NogaepXnBaeT O4HOAAPECHbIN 1 MHOrOaLPeCHbLIN
peXuM rnepegayu, B pesyrbTare Yero ee MoXHO ferko aganTupoBaTh B COOTBETCTBUM C TEKYLLEN
TOnonorunen cetn. YNpoLLeHHble MHTEPdENChI MO3BOMAT NOMb30BaTENAM CPABHUTENBHO FIErkO BHEAPUTL
1 ncnonb3oBath 3Ty cuctemy. C nomolubio VxToolbox MoXXHO HacTpanBaTb cMCTEMY, YNpaBnsATb 6a3on
OaHHbIX YCTPONCTB, HaCTpamBaTh YHETHbIE 3anvcy 1 NpaBa norib3oBaTerien, a Takke Ha3HavyaTb Kamepbl
01151 3anuchiBatoLLMX YCTPOUCTB. Micnonb3ys nporpammHoe obecneverne VxOpsCenter, onepaTopbl
norny4varoT AOCTYN K BbICOKOKAa4eCTBEHHOMY BUAEO 1 MOLLHbIM CpefcTBaM A1s NPOBEAEHNS
nccrneaoBaHui.

[nsa obecneyeHns onepawlioHHOrO ynpaBreHust U KoHTpons cuctemy VideoXpert MOXHO MHTErpypoBaTh C
OpyrvMmn cuctemamm obecneveHusi 6esonacHocTv 1 ynpaeneHus 3gaHusimu. Cuctema VideoXpert
OCHOBaHa Ha OTKpbITbIX CTaH4apTax M BKIOYAET NOMHbINA MHTepdenc Ans NpUKNagHoro
nporpammupoBaHust (API), nakeTbl 4ns paspaboTku nporpaMmmMmHoro odecneyeHus (SDK), a Takke ycnyru
TEXHUYECKOW NOAAEPXKKM, YTO NO3BONSET NPOM3BOAUTENSIM APY X CUCTEM paspabaTbiBaTb UHTEPXENCHI
C 1cnonb3oBaHeM yHKLMOHanNbHbIX Bo3MoxHocTeln cuctembl VideoXpert. Cuctema VideoXpert Takke
nopaepxmBaeT |P-kamepbl CTOPOHHMX Npou3BoauTenei, 6narogaps Yemy npy HaCTPOVIKE CUCTEMBI
nonb30BaTeNAM JOCTYMNEH LMPOKUI BbIOOP 13 COTEH KaMep, BbiNyCckaeMblX KoMMaHuer Pelco n gpyrumm
NpPOV3BOAUTENSIMMN.

Cuctema VideoXpert cocTOUT M3 YETbIpEX OCHOBHbIX MPOrpaMMHbIX KOMNOHEHTOB: sigpa (Core),
meavawntosda (Media Gateway), onepatusHoro LeHTpa (VxOpsCenter) n cepepa Ans XxpaHeHWs JaHHbIX.
KomnoHeHT Core oTBeYaeT 3a BbIMOMHEHME OMnepaLuii LIeHTPan30BaHHOro YNpaBreHus, nogaepxaHme
6a3bl JaHHbIX CUCTEMbI, aAMVHUCTPYPOBaHME NpaB U MOSTHOMOYUIA NMOMb30BaTENEeN, MapLL py TU3aLuo
TpadhvKa 1 LLeHTpanv3oBaHHOE BbIMOMHEHWE ApyrvX onepaumin. KoMnoHeHT meanaluno3a obpadbaTteiBaeT
BCe 3anpockl BUOEO M OTBEYAET 3a NpefocTaBeHre Nob30BaTeNsaM C pasnyyHbIMN YPOBHAMM CETEBOIO
gocTtyna, Bkntoyasi JIBC, WAN v faxe COTOBYHO CBSI3b, BUAEO COOTBETCTBYIOLLErO TUMA A8 AanbHEeNLLEen
pabotbl. KnueHt VxOpsCenter npenctaBnsieT codomn KOHCOMb onepaTopa, NPegoCcTaBAsALLY O
WHTYUTUBHO MOHSATHBINA U BMECTE C TEM BblCOKOMPOU3BOAMUTENbHbIN MHTEPAENC, C MOMOLLIbH KOTOPOro
Monb30BaTeNn MOryT NOMY4YUTb JOCTYN K 3an1caHHOMY B CUCTEME BUAEO M U3yuunTtb ero. Cepsep Anis
XpaHeHust AaHHbIX (VXS) 3anucbiBaeT BUAEO 1 NepeaaeT ero nofib3oBatensm.

Core

VideoXpert Core — LieHTparnbHbI KOMMNOHEHT cucTemMbl VideoXpert, oH oTBevaeT 3a BegeHue 6asbl
OaHHbIX KaMep 1 3anucbiBaloLLUX YCTPONCTB. LieHTpanbHbI KOMIOHEHT paboTaeT C peLleHnem
VxToolbox, ¢ MOMOLLIbI0 KOTOPO MOXKHO HacTpauBaThb CUCTEMY M ynpaBnsaTh en. C nomoLbio VxToolbox
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MOXHO af|MMHUCTPMPOBAaTh Y4ETHbIE 3an1CI U pa3peLleHns Norb3oBaTernen, a Takke onpeaensTb
dYHKLUM CUCTEMBI M YCTPOMCTBA, AOCTYMHbIE Nonb3oBaTensam. [ns 6bICTporo ynopsgoumnsaHus kamep u
YCTPONCTB B CUCTEME MOXHO CO3[aBaTb M Ha3HayaTb «TErmy». Takke B CUCTEME MOXKHO HAaCTPOUTb
COBbLITUSA 1 NOPSAOK pearnpoBaHns Ha HKX.

MeauaLlno3oB

Mepwvalunio3 oTBeyaeT 3a MapLUpyT13aL Mo BuaeoTpaduka 1 nepeaady BuaeoaaHHbIX Nonb3oBaTensm rno
nx 3anpocam. OyHKLUM MegmaLLno3a:

« Hanpasnset B1Maeo Ha pabovyto CTaHLMIO B Cpeie MHOrOadpecHom nepeaaqm
o [ocTyn K B1OEO B cpeae 0fHOaapecHom nepeaaqm

o [lepekoanpyet Buageo ans knmeHtoB VxOpsCenter ¢ HU3KOM NPOoMnyCKHOM CMOCOOHOCTLIO CETEBbIX
NoAKNHYEHUN

Kak v cepeepbl Core, MeguaLLniossl MOXHO f06aensATs B cpeny VideoXpert no MogynbHOMY NpUHLAMY.
ModkHo [,06GaBNATE MeaUaLLto3bl B CUCTEMY MOXET BbIMOMHATLCS MO MEPE YBEMUYEHNS Harpy 3Ku.

VxPortal

VxPortal — BbICOKONPOM3BOAUTENBHOE KITMEHTCKOE BEO-NPUNOXKEHNE, KOTOPOE MOXKET UCMONb30BaTbLCS
AN NPSIMbIX TPaHCSLNIA, BOCNPOU3BEAEHUS 1 MaHOPaMMPOBaHUs / HAaKITOHa / U3MeHeHUst MacluTaba
(PTZ). OHo Takke MOXET aKTUBUPOBATb pesie, pacno3HaBaTb COObITUSI, BbIMOMHATE KOMMIEHCaL Mo
ONTUYEeCKoro nckaxeHus kamep Optera, cozgaBaTb 3aKkfagky, peaakTMpoBaTb UMEHa 1 HoMepa Kamep, a
Takxke 3anyckatb YNPOLLEHHbIN 3KcnopT. B npunoxeHun VxPortal ncnonb3yoTcsa cTaHgapTHbIe BED-
nopTbl, Onarogaps Yemy ynpoLlaeTcs NpefocTaBeHne yaaneHHoro 4ocTyna K Ballern cucteme
VideoXpert nocpegcteom cpopmaros MJPEG 1 H.264.

VxOpsCenter, pabounx ctaHLUU U pacLUMPEHHbIX AeKoAepoB

VxOpsCenter npegcraensiet cobor cosgaHHoe ans OC Windows npunoxeHue, obecnevmnsaroLlee
ONTUMarbHy0 Cpefy, B KOTOPOW NMonb30BaTENM MOTyT NPOCMAaTPUBaTL Kak NpsiMble TPaHCAALMK, Tak 1
3anvcaHHoe Buaeo. bnarogapsi nogaepxkke pabo4mx ctaHumi VX 1 paclLmMpeHHbIX AEKOOEpOoB B
VxOpsCenter peanuayeTcsi NOAKMOYEHNE L0 8 MOHUTOPOB, Ha KaXK40M U3 KOTOPbIX MOXHO OTODpaxkaTb
00 25 BMOeornoTokoB ogHoBpeMeHHO.. DyHKLnoHanbHocTb VXOpsCenter Takke no3BonseT
rnornb3oBaTerisiM HacTpaMBaTb U Bbi3blBaTb MOSHbIE pabo4yne NPOCTPaHCTBA, C MOMOLLbI KOTOPbIX
onepaTopbl MOryT ObICTPO BOMTU B CUCTEMY U NMPUCTYNUTL K paboTe.

B npunoXxexHun npeayCcMoTpeHbl MEXaHU3Mbl OJ1A COPTUPOBKM KamMep No Teram 1 Apyrmm KpUutepusam, 4To
obneryaeT noMck He0OXOAMMON Norb3oBaTENSIM Kamepbl. Ons yﬂ,O6CTBa NpoCMOTpa nosib3oBaTesn
MOryT MrHOBEHHO NnepeKkni4aTtbCA Mexay npaMbiMn TpaHCAULNAMN BUOEO U paHee 3anncaHHbIM BUAEO.
I'IpM Hannm4nm oCTaTO4HbIX NpaB NMoJfib3oBaTesiv Takxke MOoryT npeaoCTaBliATb obLwmin OOCTyn K pa6oq|/|M
NpocTpaHCcTBaM U axKe OAHOBPEMEHHO UCMOJ1b30BaTb OOHU U TE XKe BKITaaKu, 4TO obecneymBaeT
COBMECTHYHO pa60Ty 0na cCoTpyaHMKOB CJ'Iy)K6bI ©Ge3onacHocTW.

B NPUINoOXeHnn VxOpsCenter TaKXXe MMeEeTCA peXM nccriegoBsaHusA, € nNOMOLLIbLIO KOTOPOro norb3oBaresnmn
MOryT cOo3fjaBaTb CMCKN BOCNpousseneHnd N3 HEeCKOJTbKNX BuOeo3anncen, OXBaTblBatoLLNX BaXKHbIE A5
nccrnenoBaHns CLEHbI. Y Norb3oBaTenen eCTb BO3MOXHOCTb 9KCMnopTnpoBaTb 1 LIJI/I(prBaTb mMarepuanbl
NCCreaoBaHni, a Takke COXpPaHATb Baeo3anucun, OTHoCALLMECH K UccriegoBaHnio, BHE CUCTEMHDbIX
CeTeBblX PeCcypcoB XpaHEeHUA BUAEO C LEeNblo d)VIKCI/IpOBaHVIFI AoKa3aTesibCTB U 6bICTp0FO 0OCTyna K
OaHHbIM.
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Mpunoxenne VxOpsCenter nogaepxveaet
MCMNONb30BaHUE NOAKMYaEMbIX MOgYNEN,
NpenoCTaBnsoLWMX onepaTopam
OOMOMHUTENbHYH0 YHKLNOHANBHOCTL B
3aBUCMMOCTM OT criey MUK KOHKPETHOM
C/CTeMbl BUOEOHabMoaeHS.
Mogkntovaembli Mmogysb VideoXpert Plates
MCNoNb3yeTcs ANS CHUTbIBaHNSA
aBTOMODOUMBbHBIX HOMEPHbIX 3HAKOB B LLeNnsx
OTCIeXuBaHNs NpubbIBaoLLNX 1
OTMPaBNSOLLMXCS TPAHCMOPTHBIX CPEACTB. s

Pl g 4

DA ey e ey

Moaynb kapTorpadupoBanus VideoXpert

MO3BOSISIET OrepaTopamM pacnonaratb U HAXOAUTb Kamepbl Ha KapTax. C MOMOLLbIO MOAY st
KapTorpadmpoBaHns onepaTopbl MOryT B Jl0O0M MOMEHT HaMTU HY>XHYO KaMepy 1 MPOCMOTPETb
nepegasaemMoe 37O kamepon nsobpaxeHne. bnarogapsi nogaepxke ynpaeneHns 4OCTyNoM B Mogyne
kapTorpadupoBaHus VideoXpert nonb3oBaren MOryT npocMaTpuBaTh COCTOSHUE ABEPEN 30aHNN U
YyNpaBnsATb ABEPHbIMU 3aMKaMM.

Cucrema xpaHeHus

Cuctema xpaHenus gaHHbix VideoXpert Storage (VXS) — 370 BbICOKONPON3BOAMTENBbHOE MPOrpaMmmMHoe
npunoxeHue. 3a c4eT UCNOMNb30BaHKA ApaiBePoB kamep cucTema VXS obecnednBaeT NogaepxKy psaa
Moernen kamep Npov3BOACTBa NPaKTUYECKM BCex narotoutenen kamep. Cuctema VXS nogaoepxmsaeT
KOHUrypauum «Tenmnoro» Unm «ropsivero» BBoAa pesepsa B Criyyae otkasa, brarogaps 4emy MoXeT
ObITb HACTPOEHA Ha PEXMM BbICOKOWM JOCTYMHOCTW, KOTOPbIN rAapaHTUPYET, YTO AaHHbIE B NMobbIX
ycnoBusix OyayT coxpaHeHbl 1 AOCTYMNHbl. s Hanbonee 3 dekTMBHOro CNONb30BaHUS MEKOLLLErocs
OMCKOBOro NpocTpaHcTBa B cucteme VXS npegycMOTpeH MexaHn3M rmbKoro ninaHnpoBaHus,
MO3BOMNSOLLMIA yBENUYMBaThL 0611acTb XpaHeHNs OaHHbIX B cucTeme 6e3 yxyaLeHns kayecTsa BUAEO,
KOTopoe ABnsieTcs Ans Bac Hanboree NpropuUTeTHbIM.

Cuctema VideoXpert Storage obnagaeT BCTPOEHHON nogaepkon |P-kamep CTOPOHHMX Npou3BoauTenei
¢ nomowbio ONVIF S, G, Q, u T 1 nakeToB ApariBepoB, MO3TOMY MOXHO NOAKITHOYaTL Kamepbl K
VideoXpert 6e3 ncrnonb3oBaHys 4OPOrOoCTOSLLMX MPOMEXY TOYHBIX UHTEPXENCOB.

[na HaCTPONKM CUCTEMbI XPaHEHWS JaHHbIX MOXHO 1cnornb3oBatb VxToolbox. Mpu aTom yaobHo
HacTpavBaTb pacnMcaHue 3an1Mcu 1 HasHavyaTb Kamepbl 45151 CEpBEPOB XpaHeHUs AaHHbIX. Cuctema
XpaHeHUs1 AaHHbIX NOALAEPXKUBAET 3aNMCh NPY OOHAPYKEHWUN OBUXEHNS, 3aNMCb NO CUrHany Tpesoru, a
Takxke yBenuyeHne 4acToTbl 3anucK B pexmMe Tpesoru/asmkeHusi. Takum obpas3oM, Bbl BCErga CMOXeTe
3anMcaTb BaXHble COObITUA C BbICOKMM KavyecTBOM. MOXHO 3a4aBaTh pasnuyHyo NpoaorKUTENbHOCTb
XpaHeHUs1 AN KaXkaon kaMmepbl Unu rpynnsl kamep. CucteMa xpaHeHusi AaHHbIX Takke NogaepkmBaeT
pe3epBrpoBaHNE 3anncu NyTeM Ha3Ha4YeHNs Kamep HECKOMNbKMM 3anvChbiBatoLLIMM YCTPOUNCTBAM, MO3TOMY
cuctema VideoXpert MOXeT NpoAorKaTth 3an1ch Aaxe B Crlydae OTKMIOYEHWS 04HOro U3 CepBepoB A4
XpaHeHUs1 AaHHbIX.

Tononorus cucrtembl Npu ucnonb3oBaHusa aprerauum VideoXpert

Cuctemy VideoXpert Enterprise ¢ arperawmeit MOXHO pacLUMpATb Ha N0OOM ypoBHe cpeabl obecneyeHns
BesonacHocTN. Ha HayanbHOM aTane cucTema MOXET COCTOSATb U3 OAHOIO cepBepa, Ha KoTopoMm byayT
paboTaTtb komnoHeHT Core 1 MO megualntosa. B Balle cucteme MoryT UCMONb30BaThCSA
cneymanunsmpoBaHHble knveHTbl VXOpsCenter Anst n(pocMoTpa NpsiMblX TPAHCIAL WA 1 BUOE03anMcemn unm
VxPortal onga nonHoueHHoOro npumeHeHus 6 pay3sepHor TexHonorunm HTMLS 1 He MeHee HacbILLLEHHO
paboTbl 6e3 HeobxoaumocTy B knuneHTckoMm MO. No mepe pocTa noTpebHOCTEN B HaBNO4EHUN MOXHO
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nnbo nobaBnsTe CepBepbl B €QUHYI0 cpeny A5t MOOYNbHOro paclunpeHns, nmbo arpermposatb
Heckonbko cuctem VideoXpert Enterprise ansa coopMmmpoBaHusi eGUHOM TOYKM AoCTyna A
pacnpefeneHHbIX CeTen ynpasneHusi BUAEO.

VideoXpert”

OPS CENTER CLIENT

VideoXpert”
VxPortal

- REMOTE CLIENT
i VxPortal
Y —

CUSTOMER
FACILITIES

! REMOTE i
i OBSERVER H

LOCAL
ADMINISTRATORS

CORE/ T —
MEDIA GATEWAY
©

< L STORAGE
- @ < SERVER %
e ‘\\
@ . 3ROPARTY
SYSTEM .~

. OPERATORS
VidEOXpEI‘tm " CUSTOMER FACILITIES

PacwupeHHble cpeacTBa ynpaBreHUs Ans onepaTtopos

[MoMMmo cTaHgapTHOM KnasuaTypbl 1 MblLK, paboymne CTaHUMM NOAEPXKMBAOT KNaBmaTypbl U MbILLK C
pacLumpeHHon yHKLMOHaNbLHOCTbIO, a Takke ycTporicTBo KBD5000. KnasunaTypa ¢ pacLumpeHHon

Y HKLMOHANBHOCTLIO CO4EPXKUT MPOrpamMMmUpyemble KrnaBuLLKv, AN KOTOPbIX orepaTopbl MOryT 3agaTb
onpeaerneHHble CodeTaHns ¢ Lenbto 6bICTPOro nepexoaa k u3bpaHHbIM BKriagkam 1 pabodmm
npocTpaHcTBaM. [ns MbiLN C pacLUMPEHHON Y HKLMOHaNbHOCTLIO unn yctponctea KBD5000 MoxHO
Ha3Ha4uTb Ntobble PyHKL MM ynpasneHusi, 4oCTyMNHble B npunoxeHun VxOpsCenter.
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VideoXpert™ VideoXpert™ VideoXpert”

VideoXpert™ VideoXpert™ VideoXpert™

KBD5000 Jog/Shuttle,
Keypad, and Joystick

Enhanced Keyboard

TexHu4eckune XapakTepucTtukun

MuHumanbHble Tpe6oBaHus K cucteme’

Tonbko CMG

AnemeHT mnnu Core Meguaiunio3

VxStorage

Enhanced 3D
Mouse

VxOpsCenter

Mpoueccop Intel® Xeon® E3-1275v3 64-paspsgHbiv LM
Intel Corei5c
B/ E€OadanTePOM
Intel HD Graphics
nnu 6onee MOLLHbIN
Mamatb 326 DDR3ECC |8Ib6DDR3 326 DDR3ECC |86 DDR32
OnepauumonHas | Microsoft Windows Server 2012 nnu 6onee nosgHemn Bepcmw3 Windows 7 ¢
cuctema nakeTom

obHoBrneHus 1 (SP1)
(64-paspsagHas) unu
Oonee no3gHen

BEPCUM

MuHumaneHbin (480 b 120TB 200TB 120TB

obbem

XpaHunuLa

Bepcus IP IPv4 nIPv6

Bupgeocuctema |Intel HD Graphics P4700 unv 6onee WnTepdeiic VGA*  |Intel HD Graphics
MOLLIHas P4700 nnn 6onee

MOLLHas
NHTepdeiic Gigabit Ethernet (1000Base-T)
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1 TecTupoBaHMe UCKMIOYNTENBHO NPOrPaMMHbIX CUCTEM BbINOMHEHO 6€3 yCTaHOBMNEHHOrO aHTVUBMPYCHOTO
Mno.

2 MuHMManbHbIi 06bem namsaTn ans pabounx ctaHuuin VXOpsCenter ¢ ycTaHOBNEHHBIM NPUNOXKEHUEM
VxToolbox coctaBnset 16 I'G.

3 HecmoTpst Ha noaaepxky cepeepHbix OC, VxOpsCenter He noaaepxusaetca B OC Windows Server.

4 Mogenu VXS noaaepxuearoT yaaneHHyto HacTPOIKy yepes Beb-uHTepdeiic.

MpourpbiBaTtens VideoXpert Player

VxPlayer pacLundpoBbIBaET, NPOBEPSET U BOCMPOM3BOAUT 3aLLMLLEHHbIE JaHHbIe 3KCnopTa 13
VideoXpert. [MpourpbiBaTesib MOXHO 3arpy3ntb HenocpeacTBeHHo 13 VideoXpert BMmecTe ¢
3KCMOPTUPOBaHHbLIM Buaeodannom nmbo Ha Beb-carite Pelco.com. B npeacTaBneHHbIX HKe pasgenax
npyBEeLEHbI MYHMMAarbHble TPeboBaHUs k cucteme Ana MawwmH 6e3 VideoXpert, Ha KOTOpbIX 3anmycKaeTcs
VxPlayer.

VxPlayer MmoxeT npeobpa3oBbiBaTh 3KCMOPTMPYEMOE BUAEO B yA00HbIN 414 Nonb3oBartenen opmar,
Bkroyasd MP4 n AVI
TpeboBaHusa kK 060pyaoBaHUIO

« [ByxbsigepHbivi npoueccop Core i5 2,67 My,

« O3Y4Tlb

o He meHee 200 'b cBOGOAHOrO MECTa Ha >XeCTKOM AUCKE

o [padhmuecknii npoueccop ¢ nogaepkkon OpenGL Bepcum 3.0 nnm 6onee no3gHen

« Pa3speluenue akpaHa He meHee 1024 x 768

o CerteBori agantep Ethernet 100/1000 M6ut/c

» 3ByKOBOM aganTtep

TpeboBaHusa k MO

o Windows 10 NpodeccroHanbHas 64-paspsagHast
o .NET Bepcum 4.6.1 vnn 6onee no3gHen

o OpenGL Bepcun 3.0 unu 6onee no3gHen

o Direct3D Bepcum 9 unmn 6onee nosgHen

Be3onacHocTb
B VideoXpert npenycMoTpeHbl ykaszaHHbI€ Hbke dyHKLMM 6e30MacHOCTL.
o KnueHtckas ayTeHTUdMKaLNS
« [Maponu xpaHaTcs ¢ 3awmuTon W poBaHuem
« HactpanBaembie ponu n npasa
o OT4YeTbl 0 JeNCcTBUAX Nosib3oBaTenen
o LndgposaHue Ha ocHoBe npotokona TLS yepe3s HTTPS
o [Moppepxka paboTkbl ¢ aHTMBUPYCHBIM MO
o Bo0O3MOXHOCTb LWNhpoBaHUSA 9KCNOPTOB
o CUHXPOHM3UPOBaHHbIE CUCTEMHbIE Yachl C Ucnonb3oBaHnem NTP
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Mopaepxka WndpoBaHns BUAEO U AaHHbIX No anroputMam AES-128-256 ¢ NOMOLLIbI0 CTOPOHHETO
nporpaMMHoro obecneyeHuns Ans WugpoBaHmsa GUCKOB

BkrnitouyaeT mogynu LundpoBaHus, NpoBEPEHHbIE Ha cooTBeTCTBME cTanaapTy FIPS 140-3
PykoBoacTeo no HacTpoike FISMA/NIST: 3To pyKOBOACTBO MOMOXET OpraHM3au sV B
OOKYMEHTMPOBaHUM CUCTEMbI C MOMOLLbHO Mpouecca ynpaeneHuns puckamm puck (RMF) 6narogaps
yKa3aHHOW HbKe MHopMaLL UK.

— [Mopsigok kaTeropusawnm cucTeMbl

— [MpuMeHMOCTb TeX UM UHBIX CPEaCTB ynpaBrneHns 6e3onacHocTbio Ha ocHoBe NIST

— TMopsipok peanusaumm cuctemon VX cpeacTs ynpasneHust 6esonacHocTbio Ha ocHoBe NIST

TecTmpoBaHue cobntogeHns HopmaTueHbiX Tpebosanun FISMA/NIST: cuctema VideoXpert
yCTaHaBnNmBaeTcH Ha cuctemy npeactasutens FISMA ¢ cobntogeHnem COOTBETCTBYHOLLIMX
YkaszaHui no 6e3onacHom TexHudeckon peanusaumm (STIG) YnpasneHnus no sawute
MHOPMaLMOHHBLIX cuctem MuHuctepcTea 060poHbl CLUA (DISA) 1 TecTupyeTcs Ha npegMeT
dyHKLMOoHanbHOCTU. K npyuMeHnMbIM ykasaHnam STIG oTHocATeS:

— Microsoft Windows 10 gns VxOpsCenter n VxToolbox

— Microsoft Windows Server 2016 ans VideoXpert Core 1 megunawuntosa

— Microsoft .Net Framework 4

— Microsoft Internet Explorer 11

— Microsoft Windows Firewall n Advanced Security

— Postgres Database 9.x onsa VX Core n Megualuntosa, a takke anst VxStorage

CootBeTcTBUE TpeboBaHuaM SB327 (M mexayHapoaHbIM BepcusiM 3TUx TpebosaHuin) 3a cHeT
NPUHY OUTENBbHOM CMEHbI MapOorisi MO YMOMYaHWIO NOCI e HavyanbHON HAaCTPOMKMU.

NMopaepxuBaeMblie A3bIKK

UHTepdencol VxToolbox, VxPortal n VxOpsCenter 4OCTYNHbI Ha CNeayoLwmx S3blkax:

Apabckui
Moptyranbckuii (Bpasunus)
Bonrapckui

XopBaTckuit

YeLckuin

HemeLknn

®paHuy3ckui

BeHrepckuii

VTanbsHckumn

Kopevickuii

Monbckuii

PyMblIHCKMI

Pycckun

Kutanckmn (ynpoLLeHHbIN)
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o WcnaHckui (JlatuHckas Amepuka)
o Typeukun

JNluueH3nm Ha nporpammHoe oGecneyeHue

Vicnonb3ynTte NpMBeAEHHY0 HWXKe Tabnuuy Ans co3gaHvs HoMepa MOAENy CBOEro KoMmnrekTa
nporpaMmmMHoro obecneyeHus VideoXpert Enterprise. Homep mogenu coctonT U3 HazBaHus HEOOXOAMMOrO
AncTpubyTrBa 1 Mogenwv / IporpaMMHOro NPOAYKTa, KOTOopble crieqyeT yCTaHOBUTb. Hanpumep, nvueHsus
Ha Enterprise Core o6o3HayeHa kak «E1-COR-SWy. UTo6bl Bocnonb3oBaTbCcs OyHKLMAMU CUCTEMBI
XpaHeHust AaHHbIX VideoXpert Storage v arperauyen, TpebYOTCS NULLEH3UM Ha Kamepy; Kaxaasi kamepa,
ncnonbayrowas VxStorage nnu pyHKLMKM arperaumm, UCNonb3yeT OHY NULEH3NIO.

2s|  Mpumeyvanwue. [na MO VxOpsCenter nuueH3us He TpebyeTcs. MO MOXHO yCTaHOBUTbL Ha Mo6oM
pabouei cTaHu MW, yA0BNeTBOpsioLLEN TpeOOBaHUAM K CUCTEME.

[na kaxpon kamepsbl/kogepa B cucteme VideoXpert Tpebyetcs nuueHsns Ha kaHan. [ns obHoBneHust
nporpammHoro obecnevenus VideoXpert Takke TpebyeTcst AENCTBYOLLMIA NaH OGHOBEHNS
nporpammMHoro obecnevenus (SUP).

M3-3a CNOXXHOCTM CTPYKTYPbl CETU U CUCTEMbBI, UICNONb3YeMbIX Npu 6onee macLuTabHbIX
pacnpegenenusx, ansa cuctemol VideoXpert Enterprise ¢ arperayuven Tpebyercsa nubo npoxoxgeHue
0oBy4eHus ¢ nocrenyoLlen ceptudurkalmen, Nbo ycTaHoBKa CUCTEMbI Cuamm cneumanucTtos Pelco no
npocpeccroHanbHOMy 06CnyXmMBaHU. OTO HeobA3aTENBHO A5 CUCTEM KOPNOpaTMBHOIO Krnacca,
NPOM3BOANTENb HACTOATENBHO PEKOMEHAYET, YTOObI YCTaHOBLLMKM U aAMUHUCTPATOPbI CUCTEM MPOLLIIN
cepTudukaumio Pelco.

Mopenb OnucaHue

E1-COR-SW JnueHans Ha nporpammMHoe obecrneyeHre KoMmnoHeHTa Core
E1-MGW-SW JlnueHsns Ha nporpaMmmMHoe obecnevyeHre Meguallno3a

E1-VXS-SW JlnueHansa Ha nporpammHoe obecneyeHne VxStorage

E1-1C JnueHsus Ha 1 kamepy ans VideoXpert Enterprise + nnaH o6HoBReHus

nporpammMHoro obecnevenns (SUP) Ha oguH rog,

E1-1C-SUP1 PacLumpeHue TekyLuen nuueHanmn Ha kaHan (SUP); npegocTaBnsaeT npaeo Ha
0BHOBIEHMS B TEYEHME ofHOro rofa. Tpebyetcs 1 Ha kaHan.

E1-1C-SUP3 PacLuupeHuve TekyLLen nuueHsun Ha kaHan (SUP); npegocTtaBnsieT npaso Ha
0BHOBMEHMS B TEYEHME Tpex NneT. TpebyeTcs 1 Ha kaHan.

U1-AGG-1C JononnutenbHasa nuueHsns Ha oaHy kamepy ans VideoXpert Enterprise B uensx
arpermpoBaHus B apyryto cuctemy VideoXpert Enterprise. PekomeHgyetcs
MCNONb30BaHUE NPoecCnoHanbHbIX YCnyr.

E1-NSM-1UP ObecneveHre BO3MOXKXHOCTY UCMOSb30BaHUsi cuctemor VxEnterprise yctponcTtaa
Endura NSM5200/NSM5300 B kauecTBe yCTPONCTBA XPaHEHNSI C KONMYECTBOM
kaHanos go 100.

E1-NSM-1UP-50 Obecne4veHre BO3MOXXHOCTU NCnonb3oBaHusi cuctemon VxEnterprise yctporncTea
Endura NSM5200/NSM5300 B kKayecTBe yCTPONCTBA XPAaHEHWUS C KONTMYECTBOM
kaHanos o 50.
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Mopenb OnucaHue

E1-NSM-1UP-25 Ob6ecneyeHre BO3MOXHOCTM UCMONb3oBaHUA cuctemon VXEnterprise yctporictsa
Endura NSM5200/NSM5300 B kKayecTBe yCTPONCTBA XPaHEHWS C KONTUYECTBOM
KaHanoB Ao 25.

VX-ASCII Cnyx6a ASCII

VX-EVENT-MON [Cnyx6a MOHUTOpPUHra cobbITW 49 CETEBLIX YCTPONCTB BBOAA-BbIBOAA
VX-SNMP MonwutopuHr SNMP
VX-CONNECT VxConnect ons petpaHcnauymmn RTSP

o VX-A4-SDD: gekoagep ¢ MHOrornosnb30BaTeNbCKUM 0TOD paxkeHnem u kabenamm nutadus ans CLUA,
EBponbl n Bennkob putanum

o VX-A4-DEC: pacwupenHbin gekogep (D10U) ¢ kabenamu nutaHmna ons CLUA, EBpornbl 1
BenvkobputaHum

o 3DX-600-3DMOUSE: TpexmepHasi MblLLb 1 AXOUCTUK C pacLLUMPEHHON Y HKLMOHANbHOCTbIO
o Y-U0023-G910KBD: knaBuaTypa C pacLLuMpeHHON yHKLNOHANBbHOCTBIO

o A1-KBD-3D-KIT2 koMnnekT krnaBmaTypbl U TPEXMEPHOWN MbILLW C paCLLUVPEHHOMN
DY HKLMOHANBHOCTbLIO

« KBD5000: knaBuatypa ¢ yCTPOMCTBOM NOKaAPOBOM 1 YCKOPEHHON NepeMOoTKY, andaBnTHO-
LG pOBON NaHENbLO U OXKOUCTUKOM

o PMCL622: MOHMTOP CO CBETOAMOAHOW NOLCBETKOM C paspewlenHvem FullHD, 22"

o« PMCL624: moHuTOp CO cBETOAMOLHON NOACBETKOM C paspelueHnem FullHD, 24"

o PMCL632: MOHMTOpP CO CBETOAMOAHOW NOACBETKOM C pa3pelwlerHmem FullHD, 32"

o PMCL643K: MOHMTOP CO CBETOAMOAHON NofcBeTKom ¢ paspellenvem 4K UltraHD, 43"

o« PMCLG649K: moHMTOp CO cBeToamoaHoON nogcBeTkom ¢ paspelueHnem 4K UltraHD, 49"

o PMCL655K: MOHMTOpP CO CBETOAMOAHON NofcBeTKoM ¢ paspellenvem 4K UltraHD, 55"

o PMCL665K: moHMTOp CO cBETOAMOAHON NofceeTkom ¢ paspellenvem 4K UltraHD, 65"

o VXP-KIT4ATB: xxecTkuii auck 4 Tb 1 kpenneHue Tonbko Ans cepepos Eco 2 nnn Flex 2

o VXP-KIT-8TB: xxecTkuii auck 8 Tb 1 kpenneHue TonNbKo 415 cepBepoB Power 2 BTOporo
MOKOMEeHnst

o HDDKIT-12TB: xxecTkuii auck 12 Tb v kpennexune
o HDDKIT-12TB-SAS: xecTkun guck SAS 12 Tb v kpennexve
o HDDKIT-16TB-SAS: xectkmn guck SAS 16 Tb u kpennexve
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