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C чего всё начинается?





Что такое ASIC?
“An Application Specific Integrated Circuit is an integrated 

circuit customized for a particular use, rather than intended 
for general purpose use…”

ASIC (аббревиатура от англ. application-specific integrated circuit, «интегральная 

схема специального назначения») — интегральная схема, 

специализированная для решения конкретной задачи.

https://ru.wikipedia.org/wiki/%D0%90%D0%B1%D0%B1%D1%80%D0%B5%D0%B2%D0%B8%D0%B0%D1%82%D1%83%D1%80%D0%B0
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D0%B3%D1%80%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%81%D1%85%D0%B5%D0%BC%D0%B0




В чем сикрет производителей чипов? 

ASIC Продукты Решения Преимущества



ASIC в коммутаторах



Cisco-developed silicon

Преимущества интеграции возможностей 
железа и гибкости  программного 

обеспечения

Catalyst 3550
Circa 2003

60M transistors
47,226 lines of code

Catalyst 3750
Circa 2008

210M transistors
86,220 lines of code

Catalyst 3850
Circa 2013

1300M transistors
(Latest version:  3 BILLLION transistors)

1,490,000 lines of code

ASIC – от создания до внедрения

Следущее поколение устройств

New!

7.46B transistors!
2,160,000 lines of code



Что даёт собственная разработка чипов?

1. Простота реализации инноваций
2. Возможность реализации очень специфических функций
3. Простота разработки софта при понимании деталей железа
4. Всепроникающая безопасность
5. Масштабруемость
6. Защита инвестиций за счёт программируемости

in



Latest version –

7.46 BILLION 
transistors



UADP
Unparalleled Functionality



UADP 1.0

First Generation
of UADP ASIC

Catalyst 3850 
Copper

Catalyst 3650 Catalyst SFP 
Fiber

1G/10G
Ethernet

240G
Stacking Capacity

6MB 
Packet Buffer

128 Bit
Encryption

24K
Netflow Records

56G 
Bandwidth

First Ever Flexible, Programmable ASIC



Catalyst 3850 
Multigigabit Catalyst 3850 

SFP+

Catalyst 3650
Multigigabit

1G/10G/40G
Ethernet

240G
Stacking Capacity

6MB x2
Packet Buffer

256 Bit
MACSEC 

Encryption 

24K x2
Netflow Records

160GE
Bandwidth

Catalyst 3650 
Mini

Dual Core
Running @ 500MHz

1588
IEEE

Enhanced Performance, Capabilities & Security

UADP 1.1

First Generation
of UADP ASIC with 

Enhancements



GRE
CAPWAP

MPLS
VXLAN

…



2013 20172015

Programmable Pipelines have Proven Investment Protection with UADP



Ключевые возможности  Cisco коммутаторов

Отказоустойчивость

Досекундная сходимость стека

Полный набор услуг питания по витой 

паре (PoE)

Защита инвестиций за счёт 

програмируемости ASIC-ов и IOS-XE

Бескомпромисная безопасность

TrustSec & Identity Services Engine (ISE)

Бесшовность коммутации проводной и 

беспроводной сети

$



ASIC в маршрутизаторах



QFP
в маршрутизаторах



Over 2600 features

QFP
is the foundation for
modern Enterprise

Routing Aggregation
and Policy

infrastructures 

QFP
Развитие платформ и функционала



Новые платформы в 
семье ASR1000



Cisco ASR1000 Series Routers
от 2.5 Gbps до 200Gbps

•

•

•

•

•

•

•

•

•

•

•

•

•

•

Fixed Chassis Modular ChassisIOS-XE

Now

Now

Now!

Now!



ASR 1001-HX  60G Fixed

System Management

 RJ45 GE Ethernet

 2x USB Ports

 8x 1GE Ports

 MACSec enabled

 4x 10GE / 4x 1GE or 10GE Ports  

 Enabled by license

 Configurable to 1 or 10GE 

 MACSec enabled

Power Supplies

 2x AC or DC

Memory

 2x DIMM slots 
(8GB each)

Crypto module

 Field upgradeable
(8 or 20Gbps)

6x Fans

System Management

 Console

 AUX

Multi-Core Network Processor

 62 Cores

 4 Packet Threads / Core

 248 simultaneous threads

Control plane

 CPU: Quad Core @ 2.5 GHz

 Memory: 8GB DDR3
default memory,
upgradeable to 16GB

Pay as you go

 60 Gbps system performance

 16 Built-in 10GE/1GE ports enabled via 
software license

Application level service performance

 30M+ Packets Per Second

 Up to 16G Crypto IMIX w/ Suite B for diverse 
VPN security solutions

 2M Firewall and traditional NAT Sessions

Available Now



Multi-Core Network Processor

 124 Cores

 4 Packet Threads / Core

 496 simultaneous threads

Miscellaneous

 RJ45 & mini-USB console

 SSD

 Secure Boot

ASR 1002-HX    100G Fixed

Network Interface Module

 1 double wide NIM slot or

 2 single wide NIM slots

 NIM - Compatibility with 
ISR4400 and ASR1001-X

EPA - Ethernet Port Adapter

 1x EPA slotBuilt in I/O

 8x Gigabit Ethernet interfaces in base

 8x TenGigabit Ethernet interfaces 
enabled by license

 Multipoint MACSEC for linerate
encryption (1G & 10G)

Pay as you go

 100 Gbps system performance

 Port on demand performance 
(based on I/O licenses)

Application level service performance

 58M Packets Per Second

 Diverse VPN security solutions, up to 25G 
IMIX

 13M Firewall and traditional NAT Sessions

Control plane

 CPU: Quad Core @ 2.5 GHz

 Memory: 16GB DDR3
default memory,
upgradeable to 32GB

System management

 Cisco Prime

 Glue Networks

Crypto module

 Field upgradeable

Available Now



ASR 1006-X and 1009-X Chassis

Power Shelf

ASR 1009-X

ASR 1006-X
ASR 1006-X

(Modular Redundant )

ASR 1009-X

(Modular Redundant)

Timeline Available Now Available Now

Height 6RU 9RU

RP Slots 2 2

ESP Slots 2 (regular) 2 (super)

SIP/MIP Slots (I/O Slots) 2 (SIP40/MIP100) 3 (SIP40/MIP100)

SPA Slots 8 12

EPA Slots 4 6

NIM Slots N/A N/A

Built-In GE N/A N/A

Slot Bandwidth 100G(Future 200G) 100G(Future 200G)

Forwarding Bandwidth 

(based on current QFP)
40 to 100G 40 to 200G

Forwarding Bandwidth 

(with Next-Gen QFP)
Up to 200G (Future) Up to 400G (Future)

Maximum 

Output Power

1100W power modules

N+1, Max 6

1100W power modules 

N+1, Max 6

For Your
Reference



Next Gen Forwarding ASIC - Procyon

Каждый Procyon может предоставить 100Gbps без 
деградации производительности.

 Позиционирование:

 IWAN, WAN Aggregation, Internet Edge, DCI, cloud, next-NGN. 

Сервисы:
 AVC and related solutions

 IPSec and MACSec

 NAT/FW

 AppNav

 High-density GE/10GE/40GE/100GE

 Несколько Procyon в одном шасси = 100G/200G/400G

Procyon

Current



IOS Software





Elements / Features

VPN BGP QoS Others

en

conf t

Interface en0 

Ip address

Script CLI
BGP

Cfg

State

QoS
Cfg

State

VPN
Cfg

State

Data-Model A

BGP QOSVPN

Data-Model B

BGP QOSVPN

Platform BPlatform A

Manual Configuration
State & Config stored 

per Feature

Inconsistent Data Models

Physical and Virtual Infrastructure

Platform

Automation Systems

OSS/BSS SDN Controllers
Configuration 

Management Tools

Programmatic Interfaces

RESTConf, NETConf, OpenFlow

Network

DevOps

IOS-XE16
Programmability (NETConf and YANG)











Switches Wireless Routers

Unified Software Stack (IOS-XE 16)

APIC-EMPrime Infra. WebUI

M a n a g e a b i l i t y

P l a t f o r m  A S I C s / C P U

O p e r a t i n g  S y s t e m
CLI, SNMP, RESTConf, NETConf

IoX

One OS Across Enterprise Platforms

Unified Software Stack – IOS-XE 16.x

IOS	XE	Denali	16.1.1

Hosted	AppsIOSd

Features
Components

LXC*

LXC*

Crimson	
DB

Common	
Infrastructure	/	HA

Management	
Interface

Module	Drivers

Kernel

WCM

Wireshark



Traditional Networking

Proprietary, Unstructured
(MIBs, CLI)

Standards-Based, Structured
(IETF YANG, OpenConfig)

Data Models

Slow, Error-Prone, Query-based 
(SNMP)

Fast, Reliable, Flexible, Streaming
(NetConf - XML, RestConf – JSON, gRPC)

Data Representation &  Export

Raw, L1-L3 Oriented Locally Enriched, Application Oriented

Data

Application 
Response 
Times

Traffic 
Prioritization

URL 
Stats

Policy & Security 
Analytics

Endpoint 
Profiles

The Power of Open IOS-XE
Redefining Intelligence at the Edge



CLI/SNMP

M
D

T

App1 App2 App3

Yang Models 
(Open, Native)

,,   Model Driven API

XML JSON GPB

netconf Restconf gRPC

YDK
App4

Network Functions, Analytics 
and Telemetry Applications

Open Programmability
(Python scripts, Puppet/Chef, 

Ansible)

Customer Specific 
Edge Applications

Cloud Connect 
Applications

Open 
Config

Mgmt.  To 
Enterprise

Monitoring, 
SLA, 

Telemetry

Security, 
Connected 
Lighting, 
Proprietary 

Apps to 
connect to 

various cloud

Private 
Network
connect

Public 
Network
connect

Integrated 
Developer Toolkit

Assured App Resources
Compute, Memory, Storage

Shared Context
Network IOx Application

Container and App Lifecycle Management
IOx Fog Director

The Power of Open IOS-XE
Best of Turnkey and Open Solutions



Cisco APIC Enterprise Module 

Cisco and Third Party Applications

Network Devices –
Catalyst, ASR, ISR 

REST API

Security        QoS IWAN       Network PnP 

Masking Network Complexity, Exposing Network Intelligence
.

Cisco APIC-EM – Enterprise Controller



• Выражает бизнес-задачу

• Трансирует политики в настройки специфичные для железа

• Применяет абстракцию с помощью контроллера сети

• Автоматизирует внедрение по всей сети

• Обеспечивает соответсвие настроек изначальной задаче (sync)

Полтики по польователям и группам

Employee 
(managed asset)

Employee 
(Registered BYOD)

Employee 
(Unknown BYOD)

ENG VDI System

PERMIT

PERMIT

DENY

DENY

DENY

DENY

DENY

PERMIT

PERMIT

PERMIT

PERMIT

PERMIT

Production Servers Development Servers Internet Access

Protected Assets

So
u

rc
e

Отвязать понятия
User Identity и Topology

Простота трансляции бизнес требований 
в функции сети

- снижение TCO

C
o

n
fi

gu
ra

ti
o

n

Controller-based AutomationToday

Traditional Traditional

Policy

Traditional

Policy Policy

Policy based Configuration—

Динамическая, может быть автоматизарована
контроллером

С ростом политик уменьшаетются статические настройки

Automation
Controller-Led 

Networking Deployment

Cisco APIC-EM – эволюция в направлении Policy Model



Virtual Network 1 Virtual Network 2

Сквозные политики и сегментация сети

Identity Services

users things

Scalable 
Groups

Virtual Network 1 Virtual Network 2

End-Point 
Groups

Web DBApp

Compute

vCenter

compute storageapplications

LISP/VXLAN L2 and L3 Services

USER – USER Policy

COOP/VXLAN L2 and L3 Services

APP – APP Policy

Per Virtual Network Policy

USER – APP Policy

IWAN

Core

APIC-EM

APIC-EM



IOS-XE Patchability



Software Patches: SMU

In-service bug-fixes

Less downtime with 

reduced reboots

IOS-XE16
IOS-XE Now enables Emergency Point Fixes through Patching

OSPF OSPF

System Upgrade

In Place Upgrade

Config Preserved

asr1k.iso OSPFasr1k.iso

Feature Upgrade*

Upgrade Single Feature

Installed like SMU

BGP 6.0 OSPFBGP 6.1

Not available for all features*

What is Patching

• Emergency Point Fix positioned for 

Expedited delivery

• Addresses a Network problem that 

brings Business to a Standstill

Benefits of Patching

• Reduce time to resolution in your 

network.

• Simplify Network Operations for 

defect resolution and code 

qualification.



Installing a SMU

switch#install add file flash:cat9k-universalk9.2017-03-

17_21.53_zhangyu.301.CSCuo76464.SSA.smu.bin

install_add: START Sun Mar 26 01:13:29 UTC 2017

SUCCESS: Finished copying package(s) to the selected switch(es)

SUCCESS: install_add /flash/cat9k-universalk9.2017-03-

17_21.53_zhangyu.301.CSCuo76464.SSA.smu.bin Sun Mar 26 01:13:31 UTC 2017

Adding a SMU file

Activating SMU     switch#install activate file flash:cat9k-universalk9.2017-03-

17_21.53_zhangyu.301.CSCuo76464.SSA.smu.bin

install_activate: START Sun Mar 26 01:14:12 UTC 2017

2 install_activate: Activating SMU...

This operation requires a reload of the system. Do you want to proceed? [y/n]y

2 install_activate: Reloading the box to complete activation of the SMU...

switch#install commit 

install_commit: START Sun Mar 26 01:24:41 UTC 2017

SUCCESS: install_commit Sun Mar 26 01:24:43 UTC 2017

Any failures/reloads between activate and commit result in a rollback

Committing it



Наш РоЕ самый РоЕ

РоЕ-зд



UPoE devices connected to switch 

stay powered on even on switch 

reboot!

UPoE devices continue to get last negotiated power

Endpoints like Lights, needs resilient power 

Retain upto 60W per port

Port Configuration
Switch(config-if)#power inline port poe-ha

Switch reboot!

Perpetual UPOE



Switches on power to 
the Endpoint the 
moment AC power is 
plugged in 

Remembers the last 
power drawn from a 
particular PSE port

Restores power to the 
endpoint in less than 
30 sec even before the 
switch is booted up. 

Fast UPOE

Fast UPOE

Port Configuration
Switch(config-if)#power inline port poe-ha



Future proofing you campus networks

100

60

30

15
Watts IP Phone IP Camera          Access Point

Video Phone          PTZ Camera          Access Point

IoT Digital Lighting  Thin Client

POS

System

Digital

Signage

IoT Access

Point

Lights

More Power More Bandwidth

Faster wireless standard needs larger 

backhaul pipe

Cisco Catalyst offers UPoE (and support for upcoming powering standard like .3bt) &

Offers all 48 ports with mGig capabilities to support future data hungry  devices 



MACsec update



MACsec Frames

VLAN Tag in Clear enables transport over L2VPNs

MACsec ClearTag (VLAN)

Authenticated

Encrypted

Eth 802.1AE802.1Q ETYPE PAYLOAD ICV CRC

Authenticated

Authenticated
Encrypted

Eth 802.1AE 802.1Q ETYPE PAYLOAD ICV CRC

14 8-16 4 2 8-16 4

Original MACsec

CoS VLAN IDCFI
TPID

0x8100

2B 3b 1b 12b

47

“WAN MACsec”



MACsec Product Support

Host Access Campus WAN Data Center

AnyConnect Cat 2K- X models Cat 6800

Sup-2T/6900 LCs

ISR-4000 

NIM-2GE-CU-SFP

Nexus 9300-FX

Cat 3850 & 

Cat 3650

Catalyst 4500-X ASR-1001-X

ASR-1001-HX

X7600 FX 

Linecards

Cat 3750 &

Cat 3560-C

Catalyst 4500-E 

(Sup-7E)

ASR-1002-HX Nexus 7000 M1

Linecards

Cat 4500-X Cat 3850 & 

Cat 3650

ASR1000 10x10

& 18x1 Gig EPAs

Nexus 7000 M2

Linecards

Cat 4500-E 

(Sup-7E)

Nexus 7000 M3

Linecards

Cat 9400

Cat 9300



Мелочь, а приятно



Simple Management: Web UI



Что нас ждёт? 
(вместо roadmap)



































Функциональные возможности ПО1

Cisco ONE™

Foundation

Cisco ONE упрощает приобретение

Беспроводная | Коммутация | Маршрутизация

Физическая | Виртуальная

Платформа2

Традиционная

Подписка

Корпоративная

модель

Модель покупки3

Advanced 

Application

Advanced 

Security


