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Y10 Takoe ASIC?

“An Application Specific Integrated Circuit is an integrated
circuit customized for a particular use, rather than intended
for general purpose use...”

ASIC (a66pesnarypa ot anrr. application-specific integrated circuit, «MHTerpansHas
cxema crneumanesHoro HasHadeHusy) — UHTEIPAllbHaA CXeEMa,
cneunannmn3npoBaHHad asjd peleHnd KOHerTHOI7I 3adayn.
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https://ru.wikipedia.org/wiki/%D0%90%D0%B1%D0%B1%D1%80%D0%B5%D0%B2%D0%B8%D0%B0%D1%82%D1%83%D1%80%D0%B0
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D0%B3%D1%80%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%81%D1%85%D0%B5%D0%BC%D0%B0




B 4yem cukpeT npons3BoanuTenen YmrnoB?

ASIC [MpoaykThl PeweHusd [MpenmyLlecTBa

]
CIsco



ASIC B KOMMYyTaTOpax
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ASIC —or co3faHnsa 00 BHeApPEeHUs

65am  45nm

Cnepyuiee NOKoJIEHUE YCTPOICTB

7.46B transistors!
2,160,000 lines of code

jjz\R;lﬁ.::;ii ERREERE

Catalyst 3850
Circa 2013
1300M transistors
(Latest version: 3 BILLLION transistors)
1,490,000 lines of code

, T Catalyst 3750
S Circa 2008

. 210M transistors
86,220 lines of code

Cisco-developed silicon

MpenmyLLecTBa MHTErpaLMmnM BO3MOMXKHOCTEMN
}enesa n rubKocT NPorpammMmHoOro
obecneyeHuna

Catalyst 3550
Circa 2003
60M transistors
lI|"'|"47,226 lines of code
cisco




UTto paeT cobcTBeHHas pa3paboTka 4mnoB?

in

ACTIGN

MpocroTa peannsaumm UHHOBaAL UM

BO3MOXHOCTb peannsaumnm ouyeHb cneumndpuyeckmx GyHKUmm
MpocToTa pa3paboTku copTa Nnpu NOHMMaAHUKM AeTanei Kenesa
BcenpoHuKalowan 6esonacHocTb

MacwTtabpyemocTtb

3awWwmTa MHBECTULMIA 33 CYET NPOrPaMMUPYEMOCTHU
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e i Advanced
mm“% , On-Chi 0

Highly
Programmable

4.
s -

Feature Rich
- Pecrformance | — .- Lookup

7 . . Latest version — . .
T Recirculation | R Pipeline

transistors

+»  UNIFIED ACCESS DATA PLANE (UADP)



UADP

Unparalleled Functionality

Microcode
Programmable
Pipeline
with Flexparser

[Stack Master |
240G
"'l Stacking Interface

r integrated into ASIC
' Stack Member ]

On Chip Micro Engines
Fragmentation /

Reassembly,
Encryption / Decryption

I
Ccisco

High-Performance

Recirculation Path

(< 1usec Recirculation
Latency egress to ingress)

Integrated On Chip
NetFlow

Lookup Table
~-—

Up to 512 bits wide

1l

e Tb of On-Chip
On-Chip Bandwidth



- g

1G/10G 128 Bit 24K
Ethernet Encryption Netflow Records
,0"’9 T11
() 20)3
240G 6MB 56G
Stacking Capacity Packet Buffer Bandwidth

UADP 1.0

First Generation
of UADP ASIC

Catalyst 3850 Catalyst 3650 ’ Cata!yst SFP
Copper Fiber

First Ever Flexible, Programmable ASIC

]
Cisco
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- (-3
256 Bit 24K x2

MACSEC Netflow Records
Encryption

Dual Core 1G/10G/40G
Running @ 500MHz Ethernet

(@ H) -nq.
o5 4 W H
- "
1588 240G 6MB x2 160GE
Stacking Capacity Packet Buffer Bandwidth

IEEE

UADP 1.1

===

of UADP ASIC with
Catalyst 3850 S mmmm—mmmm
Enhancements Multgigabit —— Catalyst 3650 Catalyet 3650
aays Mini Multizicabi
SFP+ ultigigabit

Enhanced Performance, Capabilities & Security

]
Cisco



Catalyst 3650 Catalyst 3850 Catalyst 4500

|
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More to come

GRE
CAPWAP
MPLS

VXLAN
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KntoyeBble BO3MOXKHOCTU CiSCO KOMMYTaTOpPOB

BecLIoBHOCTL KOMMYTaLMK NPOBOLHOWU U
becnpoBogHOM CETH

OTKa30yCTOMYMBOCTb
[locekyHOHasi CXoOMMOCTb CTeka

BeckomnpomMucHasa 6e3onacHoCcTb

TrustSec & ldentity Services Engine (ISE)

[MonHbIn HAbop ycrnyr NUTaHUs MO BUTOW
nape (PoE)

3alwmrta NHBECTULIUIN 3a CYET
nporpamupyemocTtu ASIC-oB n I0S-XE
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ASIC B MmapLupyTmnsartopax
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QFP

B MapLUpyTU3aTopax

QUANTUM
FLOW

PROCESSOR
Lt (QFP)

Q High Performance
Q Programmable

. Feature Rich

Q Price/Performance
Q Longevity/Flexibility




0957 2429 2537 2600

QFP 14101_}701":’]202105 | 2362 | 2470 | 2561 |
Passutne nnatdopm n GpyHKLMOHANA 67|I I I I I I I I I I I
NN W W w
(S <) B = I =]
& & & 8 8 2
QFp-]' Number of Features Per |0S XE Release

cke Processr QFP-2

Over 2600 features

QFP
is the foundation for
modern Enterprise

ASR 1001. 1002 ASR 1002-X More to come Routing Aggr_egation
1002-F, ESP-5, ESP-10 ESP-100, ESP-200 and Policy

ESP-20, ESP-40, infrastructures
1.,1ASR-9000 SIP

CIsco



HoBble nnatgopmbl B
cembe ASR1000
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Cisco ASR1000 Series Routers

oT 2.5 Gbps go 200Gbps

COMPACT, INSTANT ON
‘ BUSINESS-CRITICAL RESILIENCY
POWERFUL ROUTER SS C S c SERVICE DELIVERY
* Line-rate performance 2.5G to 200G « Fully separated control and forwarding + Scalable on-chip service enablement
* Investment protection with modular planes through software licensing
engines, |0S CLI, high-density modules + Hardware and software redundancy « Industry leading VPN/Crypto/MACsec
« Hardware assists for ACL, QoS, etc. . solutions

Flexible power supply redundancy

* Supports up to 36x10G Ports per System . |,_service software upgrades o OpdtiZlal llilser/app experience with AVC, PfR,
and AppNav

* Supports up to 12x100G Ports per System . |nter and Intra-chassis redundancy

» Software consumption model with CiscoONE

Fixed Chassis & I0S-XE ' Modular Chassis

Now
Now : ------- T
1 ASR1002-HX |
ASR1001-X ASR1001-HX : 1
T z EE | :

2.5t0 20

\\\\> Gbps

]
ClSCO e

44 to 60 44 t0 100

Gbps

10 to 40 10 to 100 40 to 100 40 to 200 40 to 200
Gbps Gbps Gbps Gbps Gbps

[m—————

—— -




ASR 1001-HX 60G Fixed

Available Now

6x Fans

Power Supplies Memory Crypto module
Pay as you go = 2x AC or DC = 2x DIMM slots = Field upgradeable
* 60 Gbps system performance (8GB each) (8 or 20Gbps)

= 16 Built-in 10GE/1GE ports enabled via
software license

UI \ ol 7
Application level service performance » IH M. = A
= 30M+ Packets Per Second it ' AR ‘

= Up to 16G Crypto IMIX w/ Suite B for diverse
VPN security solutions

= 2M Firewall and traditional NAT Sessions

Multi-Core Network Processor
= 62 Cores

= 4 Packet Threads / Core \ 4 SRR
= 248 simultaneous threads ;  mmmmEsEs ——

Control plane
= CPU: Quad Core @ 2.5 GHz

= Memory: 8GB DDR3 4x 10GE / 4x 1GE or 10GE Ports

default memory, System Management System Management + 8x 1GE Ports * Enabled by license
upgradeable to 16GB = Console « RJ45 GE Ethernet . MACSec enabled = Configurable to 1 or 10GE
= AUX = MACSec enabled
alualn = 2x USB Ports

CIsco



ASR 1002-HX

Pay as you go
= 100 Ghps system performance

= Port on demand performance
(based on I/O licenses)

Control plane
= CPU: Quad Core @ 2.5 GHz

= Memory: 16GB DDR3
default memory,
upgradeable to 32GB

System management
= Cisco Prime
= Glue Networks

= Secure Boot

Application level service performance
= 58M Packets Per Second

= Diverse VPN security solutions, up to 25G
IMIX

= 13M Firewall and traditional NAT Sessions

]
CIsco

1OOG leed Available Now

Multi-Core Network Processor
= 124 Cores

= 4 Packet Threads / Core

= 496 simultaneous threads

Network Interface Module

Miscellaneous = 1 double wide NIM slot or
= RJ45 & mini-USB console = 2 single wide NIM slots
= SSD = NIM - Compatibility with

ISR4400 and ASR1001-X

EPA - Ethernet Port Adapter

Builtin I/O = 1Xx EPA slot
= 8x Gigabit Ethernet interfaces in base
= 8x TenGigabit Ethernet interfaces
enabled by license Crypto module

= Multipoint MACSEC for linerate = Field upgradeable
encryption (1G & 10G)



ASR 1006-X and 1009-X Chassis

Timeline

Height

RP Slots

ESP Slots

SIP/MIP Slots (I/O Slots)
SPA Slots

EPA Slots

NIM Slots

Built-In GE

Slot Bandwidth

Forwarding Bandwidth
(based on current QFP)

Forwarding Bandwidth
(with Next-Gen QFP)

Maximum
Output Power

ASR 1006-X
(Modular Redundant )

Available Now
6RU
2
2 (regular)
2 (SIP40/MIP100)
8
4
N/A
N/A
100G (Future 200G)

40 to 100G

Up to 200G (Future)

1100W power modules
N+1, Max 6

ASR 1009-X
(Modular Redundant)

Available Now
9RU
2
2 (super)
3 (SIP40/MIP100)
12
6
N/A
N/A
100G (Future 200G)

40 to 200G

Up to 400G (Future)

1100W power modules
N+1, Max 6

\ For Your
Reference

ASR 1006-X

Power Shelf

ASR 1009-X




Next Gen Forwarding ASIC - Procyon

Kaxabin Procyon moxet npegoctasutb 100Gbps 6e3
aerpagaumm npon3soanTenbHOCTN.

[Mo3nymoHupoBaHue:

IWAN, WAN Aggregation, Internet Edge, DCI, cloud, next-NGN.
CepBucChil:

AVC and related solutions

IPSec and MACSec

NAT/FW

AppNav

High-density GE/10GE/40GE/100GE

Heckonbko Procyon B ogHom waccu = 100G/200G/400G

(A4 LR AN
CIsco



|OS Software

vl
CIsco © 2017 Cisco and/or its affiliates. All rights reserved.




Modularity Started
Through Hosted
Applications Like
Wireshark and
WCM...




IOS-XE16

Programmability (NETConf and YANG)

_ _ State & Config stored
Manual Configuration

{
-

. per Feature
en ﬂ
- sor s
\paddrgscript CLI -

s _{ cig Automation Systems

State

Cfg

VRN State

Network

. e ——
Inconsistent Data Models

Programmatic Interfaces
Platform A 5 Platform B 9

UEj RESTConf, NETConf, OpenFlow
Data-Model A / \ Data-Model B

T o e

VPN BGP Q0S VPN BGP Q0s Physical and Virtual Infrastructure

]
CIsco



/| | ¥ Hosted
A App

|OS Sub Systems
(like OSPF, BGP)
broken out from
the "blob" to
further enhance
|OS Resiliency...



Catalyst with .
IOS-XE Catalyst with

Open IOS-XE

Open IOS XE moves Operational State and
Configuration State into a local DB (Crimson)



Catalyst with .
IOS-XE Catalyst with

Open IOS-XE

A Process failure in IOSd will ~ An 10Sd Process (or Subsystem)
impact both the operational failure WILL NOT impact the
and configuration state operational or configuration state



Open 1I0S XE Data Models
Google

We Use Google
[ | [State|State] |State| Openconfig Models
e — [N Where We Can...

YANG
Models%

NIIIE
CISCO

.~ 67% of IETF Config
crlmson Models Are Driven By

Cisco...



Unified Software Stack — 10S-XE 16.x

Manageability

"‘.
I_.I .

Prime Infra. WebUI

A\ y

IOSKEDenali@6.1.1
_ CLI, SNMP, RESTConf, NETConf
Operating System B S | :

10Sd Hosted@pps |
Unified Software Stack (10S-XE 16) | |

’Platform ASICs/CPU

e —— /‘1:'\ Commonk
m Infrastructure@@A

Features '
i Components [

Managementl

Switches Wireless Routers Interface

ModuleDrivers

One OS Across Enterprise Platforms Kernel




The Power of Open 10S-XE
Redefining Intelligence at the Edge
Traditional Networking

Proprietary, Unstructured
(MIBs, CLI)

Standards-Based, Structured

(IETF YANG, OpenConfig)

ort

Fast, Reliable, Flexible, Streaming
(NetConf - XML, RestConf —JSON, gRPC)

Slow, Error-Prone, Query-based
(SNMP)

Data

Raw, L1-L3 Oriented Locally Enriched, APpIication Oriented

;Z:;D 250559459 1€€4878 o 1€ ( \
GE1/1 1€15€83022 1230873 o 1€
%i;: b 22353 o 3 licati i licy & . dooi
SO (nsus o d Application  Traffic URL Policy & Security Endpoint
e e o i i Response Prioritization Stats  Analytics Profiles
;‘::70 250447237€ 2€45877 8243 1€770 .

dlaln ara S Shmtags Tazes aea i Times

Cisco i it inaanas Jan o ©2017 Cisco and/or its affiliates. All rights reserved 34
GE1/€ 539935348 B81€0008 8139 4€1

GE1/7 23563612641 15531317 7 336



The Power of Open I0S-XE

Best of Turnkey and Open Solutions

e pup[:llaEbE ANSIBLE

l;.: P Private Public Appl App2 App3 App4
Cloud Connect @ ccj\npnp;cttoto m—— Network Network
Applications various cloud - connect connect I I I
Customer Specific (SZZ?:\r:cYced ' > @ Model Driven API
Edge Applications Lighting, -

Proprietary

XML JSON GPB
Network Functions, Analytic
and Telemetry Applications netconf Restconf  gRPC

O
Open Programmability . COTE.Z f | @ Yang Models
» Mgmt. To _ CHEF Puppet ANSIEILE (Open, Native)

(Python scripts, Puppet/Chef,
Ansible) Enterprise

]
CIsCco



Cisco APIC-EM - Enterprise Controller

Security QoS IWAN  Network PnP
Cisco and Third Party Applications

Network Devices —
Catalyst, ASR, ISR

Masking Network Complexity, Exposing Network Intelligence



Cisco APIC-EM - 3Bontouua B8 HanpasneHuu Policy Model 0

BbiparkaeT 6u3Hec-3agavy

Automation

TpaHcUpveT NONUTUKU B HACTPOMKU cneunmdunydHble ana Kenesa
P Py P = d) A Controller-Led

MpumeHAeT abCcTPaKLMIO C MOMOLLbIO KOHTPOEPaA CETU

ABTOMATU3UPYET BHEAPEHUe No BCel cetu

Networking Deployment

ObecneuMBaeT COOTBETCBUE HACTPOEK M3HAYaIbHOM 3aaa4e (sync)

OTBA3aTb NOHATUA
User Identity n Topology

MpocToTa TpaHcAsauMm 6usHec TpeboBaHUM

B YHKL UMK ceTU
- CHMXKeHue TCO

MonTuKM Nno nonbosaTenam u rpynnam

Policy based Configuration—
[OuHamunyeckan, MoXKeT bblTb aBTOMaTM3apoBaHa
KOHTpoO/ANepoMm
C pOCTOM NONUTUK YMEHbLUIAETIOTCA CTaTMUYECKMe HACTPOIKK

Today Controller-based Automation

Traditional Traditional Traditional

Configuration




CKBO3HbIe MONMUTUKN U CerMeHTaLnsa CeTU

/cl\\
Bt =
“ =g
users things
00—
Identity Services APlC'EM

Scalable
core Y
y

\_‘!'A -

Virtual Network 1 V|rtuaI Network 2

LISP/VXLAN L2 and L3 Services

alal USER - USER Policy
cisco

applications compute storage

Q

Compute

APIC-EM
8 o
IWAN End-Point
Core Groups

N ;\: g

V|rtugll Network 1 Virtual Network 2

Per Virtual Network Policy
USER — APP Policy

COOP/VXLAN L2 and L3 Services
APP — APP Policy
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IOS-XE16

|OS-XE Now enables Emergency Point Fixes through Patching

Software Patches: SMU What is Patching

(> In-service bug-fixes

©

« Emergency Point Fix positioned for
Expedited delivery

» Addresses a Network problem that
brings Business to a Standstill

Less downtime with
reduced reboots

System Upgrade
© In Place Upgrade
P> Config Preserved

Benefits of Patching

* Reduce time to resolution in your
network.

» Simplify Network Operations for
defect resolution and code
gualification.

Feature Upgrade*
© Upgrade Single Feature

© Installed like SMU

vl Not available for all features*
cisco



Installing a SMU st ™ ltetle =2l

Add|ng a SMU file switch#install add file flash:cat9k-universalk9.2017-03-

= 17_21.53_zhangyu.301.CSCuo76464.SSA.smu.bin

install add: START Sun Mar 26 01:13:29 UTC 2017

SUCCESS: Finished copying package(s) to the selected switch (es)

SUCCESS: install add /flash/cat9k-universalk9.2017-03-

17 21.53 zhangyu.301.CSCu076464.SSA.smu.bin Sun Mar 26 01:13:31 UTC 2017

ACUVatmg SMU switch#install activate file flash:cat9k-universalk9.2017-03-

17_21.53_zhangyu.301.CSCuo76464.SSA.smu.bin
install activate: START Sun Mar 26 01:14:12 UTC 2017
2 install activate: Activating SMU...

This operation requires a reload of the system. Do you want to proceed? [y/nly
2 install activate: Reloading the box to complete activation of the SMU...

Committing it

switch#install commit

install commit: START Sun Mar 26 01:24:41 UTC 2017
SUCCESS: install commit Sun Mar 26 01:24:43 UTC 2017

Any failures/reloads between activate and commit result in a rollback

]
CIsco




Haw PoE cambin PoE

PoE-30

T
CIsCco © 2017 Cisco and/or its affiliates. All rights reserved
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Perpetual UPOE

UPOE devices connected to switch
stay powered on even on switch
reboot!

Switch reboot!

UPOE devices continue to get last negotiated power

Endpoints like Lights, needs resilient power

Retain upto 60W per port

Port Configuration
Switch(config-ify#power inline port poe-ha

vl
CIsco



Fast UPOE

Fast UPOE

Port Configuration
Switch(config-if)y#power inline port poe-ha

]
CIsCco

Remembers the last
power drawn from a
particular PSE port

Switches on power to
the Endpoint the
moment AC power is
plugged in

Restores power to the
endpoint in less than
30 sec even before the
switch is booted up.



Future proofing you campus networks

More Power More Bandwidth

| i
‘z'. "
1) N

loT Digital Lighting Thin Client @ @ @
Gl 0 ?
POS ™™ Digital loT Access $§Lights

Faster wireless standard needs larger
backhaul pipe

System Signage Point

Cisco Catalyst offers UPoE (and support for upcoming powering standard like .3bt) &
Offers all 48 ports with mGig capabilities to support future data hungry devices



MACsec update

vl
CIsco © 2017 Cisco and/or its affiliates. All rights reserved.




MACsec Frames

| Authenticated 1 |
I Encrypted 1
L
Original MACsec 802.1AE "802.1Q "ETYPE ~ PAYLOAD SVETCRC
14 8-16 4 2 8-16 4
. l
Authenticated ( Authenticated | \
f""'\ v Encrypted 1
MACsec ClearTag (VLAN) Eth™7802.1Q" 802.1AE "ETYPE ™ PAYLOAD '

“WAN MACsec”

PN

CoS " CHI VEAN'ID

0x3100
2B 3b 1b 12b

VLAN Tag in Clear enables transport over L2VPNs

v
CIsco
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MACsec Product Support

Cat 9300

Host Access Campus WAN Data Center
AnyConnect | Cat 2K- X models | Cat 6800 ISR-4000 Nexus 9300-FX
Sup-2T/6900 LCs NIM-2GE-CU-SFP
Cat 3850 & Catalyst 4500-X ASR-1001-X X7600 FX
Cat 3650 ASR-1001-HX Linecards
Cat 3750 & Catalyst 4500-E ASR-1002-HX Nexus 7000 M1
Cat 3560-C (Sup-7E) Linecards
Cat 4500-X Cat 3850 & ASR1000 10x10 | Nexus 7000 M2
Cat 3650 & 18x1 Gig EPAs | Linecards
Cat 4500-E Nexus 7000 M3
(Sup-7E) Linecards
Cat 9400

]
CIsco
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iImple Management: Web Ul

B .l Cisco WS-C2960L-48PS-LL 00 o

cl 15.2(5)E

(@) MONITORING

lshl  Switch View
DASHBOARD
PORTS 01 03 05 07 09 11 13 15 17 19 21 23 25 27 20 31 33 36 37 39 41 43 45 47
@D Uplink Ports O Hostname: S
CLIENTS [am) =) MAC: 00:00:
02 04 06 08 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48
CONFIGURATION
GENERAL SETTING:
lsil CPU & Memory Utilization
HELP
oo Uiaaion
CPU(%) vs DeviceTime MemoryUsed (%) vs DeviceTime
9% 80%
Time CPU (%) 8% Memory Details Size (KB) 70%
7% 60%
; o o
Five Sec 8 g .,f’ Processor Pool 433041848 50%
o Total 40%
Interrupt 0 4% 30%
One Minute 8 3% Processor Pook: 53982020 20%
2% Used 10%
Five Minute 8 1% % e
Processor Pool
0% + o Froe 409078928 18:35
’ /0 Pool Total 33554432 Processor Pool %
m CPU% = 1/O Pool %
1/0 Pool Used 23534088
I/O Pool Free 10020344
B System Messages - Critical Events & System Information

]
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Designed by the company that designs the Ferrari

CCCCC



Mechanical

Design

Verification
Test




and we_ evenjgohaighers
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on the Richter Scale

SHAKEN
s



Software
Engineering




DevTest
Engineering




Testing

ASIC | Functional | System




A, Q Q T At

Hours Of
Testing
Per Day

Over Last & Nonths




Bl * 2| Test Cages
11! . To Hold
| Test

. Equipment




= > . " Meters Of mGig
Cabling Used
In Testing



\”) \\f“) | JQQ Q\\_/ \/

POE Power
Test Capacity

enough to drive a
Chevy Volt 50 Miles !

T
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Cisco ONE ynpouiaeTt npmnobpeteHmne

o PyHKUMOHaNbHbLIE BO3MOXHOCTH 10 e Mogenb NoKynku

Advanced
Security

TpaguumoHHas

Advanced
Application

Cisco ONE™

[Nognucka
Foundation A

e [MnaTtdopma
KopnopartnsHas
dunsnyeckasn | BuptyanoHas

MoAernb

BecnposogHas | KommyTauusa | MapwpyTtusauus

]
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