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HOTE

This guide describes the ArubaOS 8.x commands. The commands in this guide are listed alphabetically.
The following information is provided for each command:

» Command Syntax—The complete syntax of the command.

m Description—A brief description of the command, including usage guidelines, prerequisites, prohibitions,
and related commands.

= Example—An example of how to execute the command.

»  Command History—The version of ArubaOS 8.x in which the command was first introduced, including
the modification history.

» Command Information—This table describes any licensing requirements, command modes and
platforms for which this command is applicable. For more information about available licenses, refer to
the Aruba Mobility Conductor Licensing Guide.

This section describes how to connect to the Mobility Conductor or Managed Device to use the CLI.

Serial Port Connection

The serial port is located on the front panel of the managed device. Connect a terminal or PC or workstation
running a terminal emulation program to the serial port on the managed device to use the CLI. Configure
your terminal or terminal emulation program to use the following communication settings.

Baud Rate Data Bits Stop Bits Flow Control

9600 8 None 1 None

The Aruba 7200 Series controller supports baud rates between 9600 and 115200.

Telnet or SSH Connection

Telnet or SSH access requires that you configure an IP address and a default gateway on Mobility
Conductor/Managed Device and connect the Mobility Conductor/Managed Device to your network. This is
typically performed when you run the initial setup on the Mobility Conductor/Managed Device, as described
in the ArubaOS 8.x Quick Start Guide. In certain deployments, you can also configure a loopback address for
the Mobility Conductor/Managed Device; see interface loopback on page 601 for more information.

Configuration changes on Mobility Conductor

Some commands can only be issued when connected to Mobility Conductor. If you make a configuration
change on Mobility Conductor, all connected managed devices using that configuration will subsequently
update their settings as well.
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When you connect to the Mobility Conductor using the CLI, the system displays the login prompt. Log in
using the admin user account and the password you entered during the initial setup on the Mobility
Conductor. For example:

login as: admin
admin@192.0.2.1's password:
Last login: Sat Jun 25 01:17:11 2016 from 192.0.2.77

When you are logged in, the enable mode CLI prompt displays. For example:

(host) [mynode] #

All show commands and certain management functions are available in the enable (also called “privileged”)
mode.

Configuration commands are available in config mode. Move from enable mode to config mode by entering
configure terminal at the # prompt:

(host) [mynode]# configure terminal
Enter Configuration commands, one per line. End with CNTL/Z

When you are in basic config mode, (config) appears before the # prompt:

(host) [mynode] (config) #

There are several other sub-command modes that allow users to configure individual interfaces, sub-interfaces,
G loopback addresses, GRE tunnels and cellular profiles. For details on the prompts and the available commands for
NOTE each of these modes, see Command Modes on page 7.

Command Help

You can use the question mark (?) to view various types of command help.

When typed at the beginning of a line, the question mark lists all the commands available in your current
mode or sub-mode. A brief explanation follows each command. For example:

(host) [mynode] #aaa ?

authentication Authentication

inservice Bring authentication server into service
ipv6 Internet Protocol Version 6

query-user Query User

test-server Test authentication server

user User commands

When typed at the end of a possible command or abbreviation, the question mark lists the commands that
match (if any). For example:

(host) [mynode] #c?
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ccm-debug Centralized Configuration Module debug information

cd Change current config node

change-config-node Change current config node

clear Clear configuration

clock Append clock to cli output

cluster-debug Cluster Debug

configure Configuration Commands

copy Copy Files

copy-provisioning-par.. Copy a provisioning-ap-list entry to provisioning-params
crypto Configure IPsec, IKE, and CA

If more than one item is shown, type more of the keyword characters to distinguish your choice. However, if
only one itemis listed, the keyword or abbreviation is valid and you can press tab or the spacebar to
advance to the next keyword.

When typed in place of a parameter, the question mark lists the available options. For example:

(host) [mynode] #write ?

erase Erase and start from scratch
memory Write to memory

terminal Write to terminal

<cr>

The <cr> indicates that the command can be entered without additional parameters. Any other parameters
are optional.

Command Completion

To make command input easier, you can usually abbreviate each key word in the command. You need type
only enough of each keyword to distinguish it from similar commands. For example:

(host) [mynode] #configure terminal

could also be entered as:

(host) [mynode] #con t

Three characters (con) represent the shortest abbreviation allowed for configure. Typing only ¢ or co
would not work because there are other commands (like copy) which also begin with those letters. The
configure command is the only one that begins with con.

As you type, you can press the spacebar or tab to move to the next keyword. The system then attempts to
expand the abbreviation for you. If there is only one command keyword that matches the abbreviation, it is
filled in for you automatically. If the abbreviation is too vague (too few characters), the cursor does not
advance and you must type more characters or use the help feature to list the matching commands.

Deleting Configuration Settings

Use the no command to delete or negate previously-entered configurations or parameters.

= To view a list of no commands, type no at the enable or config prompt followed by the question mark.
For example:
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(host) [mynode] (config) # no?

m To delete a configuration, use the no form of a configuration command. For example, the following
command removes a configured user role;

(host) [mynode] (config) # no user-role <name>

m To negate a specific configured parameter, use the no parameter within the command. For example, the
following commands delete the DSCP priority map for a priority map configuration:

(host) [mynode] (config) # priority-map <name>
(host) [mynode] (config-priority-map) # no dscp priority high

The ArubaOS CLI offers different levels of user access by differentiating between different command
modes.

When you first log in to the CLI, you start your session in User mode, which provides only limited access for
basic operational testing. You must enter an additional password to access Enable mode, which allows you
to issue show commands run certain management functions. Configuration commands can only be issued
in Configuration mode. You can access Config mode by entering configure terminal at the command
prompt. You can exit your current command mode and return to a lower-level command mode at any time
by entering exit at the command prompt.

The following sections describes how to access each command mode, the command prompt for each mode,
and links to its available commands:

m Enable Mode on page 7

m Config Mode on page 8

On logging onto the Mobility Conductor, the user mode is presented.
The command prompt for a CLI session in enable mode is a pound (#) symbol:

(host) [mynode]#

To view a list of commands available in enable mode, access the CLI in enable mode and enter a question
mark (?):

(host) [mynode]#?

Some top-level commands have different sets of sub-commands available in Enable or Config mode. To
view a list of available sub-commands in Enable mode, access the CLI in Enable mode, enter the top level
command, then enter a question mark (?). For example, the following example shows which aaa commands
are available in Enable mode:
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(host) [mynode]#aaa ?

authentication Authentication

inservice Bring authentication server into service
ipv6 Internet Protocol Version 6

query-user Query User

test-server Test authentication server

user User commands

To move from enable mode to config mode, enter the command config terminal. Users in config mode
may return to enable mode at any time by entering the command exit.

When you are in config mode, (config) appears before the # prompt:

(host) [mynode] (config) #

Some top-level commands have different sets of sub-commands available in the Enable or Config mode. To
view a list of available sub-commands in the Config mode, access the CLI in the Config mode, enter the top
level command, then enter a question mark (?). For example, the following example shows which aaa
commands are available in the Config mode:

(host) [mynode] (config) #aaa ?

alias-group Configure an Alias Group

auth-survivability Configure Auth Surivability

auth-trace Set parameters for debug tracing in AUTH (light weight
tracing)

authentication Authentication

authentication-server Authentication Servers

bandwidth-contract Configure bandwidth contract (256 Kbps - 2 Gbps)
derivation-rules Configure rules to derive user role or vlan
dns-query-interval Set DNS query interval

log Enable debugging on per-user basis

password-policy Password policy for locally configured management users
profile Configure an AAA Profile

radius-attributes Configure RADIUS attribute

rfc-3576-server Configure an RFC 3576 Server

server-group Configure a Server Group

tacacs—accounting Configure accounting

timers Configure authentication timers

user User commands

xml-api External XML API server

Configuration Sub-modes

Some Config mode commands can enter you into a sub-mode with a limited number of available commands
specific to that mode. When you are in a configuration sub-mode, the (config) that appears before the
command prompt will change to indicate your current mode; e.g (config-submode).

You can exit a sub-command mode and return to the basic configuration mode at any time by entering the
exit command.
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Mobility Conductor has the running configuration images. The running-config holds the current controller
configuration, including all pending changes which have yet to be saved. To view the running-config, use the
following command:

(host) [mynode]# show running-config

When you make configuration changes via the CLI, those changes affect the current running configuration
only. If the changes are not saved, they will be lost after the Mobility Conductor reboots. To save your
configuration changes so they are retained after the Mobility Conductor reboots, use the following
command in the enable or config mode:

(host) " [mynodel# write memory
Saving Configuration...

Saved Configuration

The running configuration can also be saved to a file or sent to a TFTP server for backup or transfer to
another system.

The A indicator appears between the (host) and [node] portions of the command prompt if the
configuration contains unsaved changes. ArubaOS includes the following command prompts:

m (host)~ [mynode] - This indicates unsaved configuration.
m (host) * [mynode] - This indicates available crash information.
m (host) [mynode] - Thisindicates a saved configuration.

Commands That Reset the Mobility Conductor or AP

If you use the CLI to modify a currently provisioned and running radio profile, those changes take place
immediately; you do not reboot the Mobility Conductor or the AP for the changes to affect the current
running configuration. Certain commands, however, automatically force the Mobility Conductor or AP to
reboot. You may want to consider current network loads and conditions before issuing these commands, as
they may cause a momentary disruption in service as the unit resets. Note also that changing the Ims-ip
parameter in an AP system profile associated with an AP group will cause all APs in that AP group to reboot.

Table 1: Reset Commands

Commands that Reset an AP Commands that Reset a Mobility

Conductor

= ap-regroup = reload

m ap-rename

= apboot

m provision-ap

m ap wired-ap-profile {default | <profile-name>} forward-mode
{bridge | split-tunnel | tunnel}

m wlan virtual-ap <profile-name> {aaa-profile <profile-name>
| forward-mode {tunnel | bridge | split-tunnel | decrypt-tunnel}
| ssid-profile <profile-name>|vlan <vlan>...}

m ap system-profile <profile-name> {bootstrap-threshold
<number> |Ims-ip <ipaddr> |}

| Command Modes ArubaOSs 8.x | Reference Guide



Commands that Reset a Mobility
Conductor

Commands that Reset an AP

m wlan ssid-profile <profile-name> {battery-boost| deny-
bcast|essid| opmode | strict-svp | wepkey1 <key> | wepkey2
<key> | wepkey3 <key> | wepkey4 <key> | weptxkey <index>
[wmm | wmm-be-dscp <best-effort>| wmm-bk-dscp
<background> | wmm-ts-min-inact-int <milliseconds> | wmme-vi-
dscp <video>| wmm-vo-dscp <voice>| wpa-hexkey <psk> | wpa-
passphrase <string>}

m wlan dotllk <profile-name> {bcn-measurement-mode | dot11k-
enable | force-dissasoc

Typographic Conventions

The following conventions are used throughout this manual to emphasize important concepts:

Table 2: Text Conventions

Type Style Description

Italics This style is used to emphasize important terms and
to mark the titles of books.

Boldface This style is used to emphasize command names and
parameter options when mentioned in the text.

Commands This fixed-width font depicts command syntax and
examples of commands and command output.

<angle brackets> In the command syntax, text within angle brackets
represents items that you should replace with
information appropriate to your specific situation. For
example:

ping <ipaddr>

In this example, you would type “ping” at the system
prompt exactly as shown, followed by the IP address
of the system to which ICMP echo packets are to be
sent. Do not type the angle brackets.

[square brackets] In the command syntax, items enclosed in brackets
are optional. Do not type the brackets.

{Item A|Item B} In the command examples, single items within curled
braces and separated by a vertical bar represent the
available choices. Enter only one choice. Do not type
the braces or bars.

{ap-name <ap-name>} | {ipaddr <ip-addr>} | Two items within curled braces indicate that both
parameters must be entered together. If two or more
sets of curled braces are separated by a vertical bar,
like in the example to the left, enter only one choice
Do not type the braces or bars.

Command Line Editing
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The system records your most recently entered commands. You can review the history of your actions, or
reissue a recent command easily, without having to retypeit.

To view items in the command history, use the up arrow key to move back through the list and the down
arrow key to move forward. To reissue a specific command, press Enter when the command appears in the
command history. You can even use the command line editing feature to make changes to the command
prior to entering it. The command line editing feature allows you to make corrections or changes to a
command without retyping. Table 3 lists the editing controls. To use key shortcuts, press and hold the Ctrl
button while you press a letter key.

Table 3: Line Editing Keys

Key Effect Description

Ctrl A Home Move the cursor to the beginning of the
line.

Ctrl B or the left arrow Back Move the cursor one character left.

CtrID Delete Right Delete the character to the right of the
cursor.

CtrlE End Move the cursor to the end of the line.

Ctrl F or the right arrow Forward Move the cursor one character right.

CtrIK Delete Right Delete all characters to the right of the
cursor.

Ctrl N or the down arrow Next Display the next command in the
command history.

Ctrl P or up arrow Previous Display the previous command in the
command history.

Ctrl T Transpose Swap the character to the left of the cursor
with the character to the right of the
cursor.

Ctrlu Clear Clear the line.

Ctrlw Delete Word Delete the characters from the cursor up
to and including the first space
encountered.

CtrI X Delete Left Delete all characters to the left of the
cursor.

Specifying Addresses and Identifiers in Commands

This section describes addresses and other identifiers that you can reference in CLI commands.

| Command Modes
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Table 4: Addresses and Identifiers

Address or Identifier Description

IP address For any command that requires an IP address to specify a network
entity, use IPv4 network address format in the conventional dotted
decimal notation (for example, 10.4.1.258).

Netmask address For subnet addresses, specify a netmask in dotted decimal
notation (for example, 255.255.255.0).

MAC address For any command that requires a device's hardware address, use
the hexadecimal format (for example, 00:05:4e:50:14:aa).

SSID A unique character string (sometimes referred to as a network
name), consisting of not more than 32 characters. The SSID is
case-sensitive (for example, WLAN-01).

BSSID This entry is the unique hard-wireless MAC address of the AP. A
unique BSSID applies to each frequency— 802.11a and 802.11g—
used from the AP. Use the same format as that of a MAC address.

ESSID The unique logical name of a wireless network. If the ESSID
includes spaces, you must enclose the name in quotation marks.

Fast Ethernet or Gigabit Ethernetinterface | Any command that references a Fast Ethernet or Gigabit Ethernet
interface requires that you specify the corresponding port on the
managed device in the format <slot>/<module>/<port>:

Use the show port status command to obtain the interface
information currently available from a managed device.

Terminology Change

As part of advancing HPE's commitment to racial justice, we are taking a much-needed step in overhauling
HPE engineering terminology to reflect our belief system of diversity and inclusion. Some legacy products
and publications may continue to include terminology that seemingly evokes bias against specific groups of
people. Such content is not representative of our HPE culture and moving forward, Aruba will replace racially
insensitive terms and instead use the following new language:

Usage Old Language New Language
Campus Access Points + Controllers Master-Slave Conductor-Member
Instant Access Points Master-Slave Conductor-Member
Switch Stack Master-Slave Conductor-Member
Wireless LAN Controller Mobility Master Mobility Conductor
Firewall Configuration Blacklist, Whitelist Denylist, Allowlist
Types of Hackers Black Hat, White Hat Unethical, Ethical

Contacting Support
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Table 5: Contact Information

Main Site arubanetworks.com
Support Site https://asp.arubanetworks.com/
Airheads Social Forums and Knowledge | community.arubanetworks.com
Base
North American Telephone 1-800-943-4526 (Toll Free)
1-408-754-1200
International Telephone arubanetworks.com/support-services/contact-support/
Software Licensing Site Ims.arubanetworks.com
End-of-life Information arubanetworks.com/support-services/end-of-life/
Security Incident Response Team Site: arubanetworks.com/support-services/security-bulletins/
Email: aruba-sirt@hpe.com
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aaa alias-group

aaa alias-group <ag-name>
clone <group>

no ...
set vlan condition essid|location equals <operand> set-value <set-value-string>

Description

This command configures a AAA alias with set of VLAN derivation rules that could speed up user rule
derivation processing for deployments with a very large number of UDRs.

Parameter Description

<ag-name> Name of the alias group.
clone <group> Copy data from another alias group.
set vlan condition Specify rules to derive role and VLAN.
essid|location equals <operand>
set-value <set-value-string>

Command History

Release Modification

ArubaOS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.

ArubaOS 8.x | Reference Guide



aaa authentication captive-portal <profile>
apple-cna-bypass
ap-mac-in-redirection-url
auth-protocol mschapv2|pap|chap
black-list/deny-1list <black-list>/<deny-list>
clone <source-profile>
default-guest-role <role>
default-role <role>
enable-welcome-page
guest-logon
ip-addr-in-redirection <ipaddr>
login-page <url>
logon-wait {cpu-threshold <percent>}|{maximum-delay <seconds>}|{minimum-delay <seconds>}
logout-popup-window
max-authentication-failures <number>
no ...
protocol-http
proxy <ipaddr> port <port>
redirect-pause <seconds>
redirect-url <url>
server—-group <group-name>
show-acceptable-use-policy
show-£fqgdn
single-session
switchip-in-redirection-url
url-hash-key <key>
user-idle-timeout
user-logon
user-vlan-in-redirection-url
welcome-page <url>
white-list/allow-list <white-list>/<allow-list>

This command configures the Captive Portal authentication profile in the base operating system or with the
PEFNG license installed. When you configure the profile in the base operating system, the name of the
profile must be entered for the initial role in the AAA profile. Also, when you configure the profile in the base
operating system, you cannot define the default-role.

Starting from ArubaOS 8.7.0.0, captive portal authentication is supported for VAPs in the bridge forwarding
mode. Only the following parameters of the aaa authentication captive-portal command will be
supported in the bridge forwarding mode:

ap-mac-in-redirection-url
m  ip-addr-in-redirection-url
= login-page

m  switchip-in-redirection-url
m  url-hash-key

n user-vlan-in-redirection-url

aaa authentication captive-portal ArubaOS 8.x | Reference Guide
p p



Parameter Description

<profile> Name that identifies an instance of the profile. The name must be
1-63 characters.
default
apple-cna-bypass Enable this knob to bypass Apple CNA on iOS devices such as iPad,

iPhone, and iPod. You need to perform Captive Portal
authentication from browser.

authentication-protocol This parameter specifies the type of authentication required by
chap |mschapv?2 | pap this profile, PAP is the default authentication type.

mschapv2, pap, chap

pap

ap-mac-in-redirection-url This parameter adds the AP's MAC address in the redirection URL.
disabled

black-list/deny-list Name of an existing blacklist/denylist on an IPv4 or IPv6 network

destination. The blacklist/denylist contains websites
(unauthenticated) that a guest cannot access.

Specify a netdestination host or subnet to add that netdestination
to the captive portal blacklist/denylist.

If you have not yet defined a netdestination, use the netdestination
command to define a destination host or subnet before you add it
to the blacklist/denylist.

clone Name of an existing Captive Portal profile from which parameter
values are copied.

default-guest-role Role assigned to guest.
guest
default-role <role> Role assigned to the Captive Portal user when that user logs in.

When both user and guest logons are enabled, the default role
applies to the user logon; users logging in using the guest
interface are assigned the guestrole.

guest

enable-welcome- Displays the configured welcome page before the user is

page redirected to their original URL. If this option is disabled,
redirection to the web URL happens immediately after the user
logs in.
enabled

guest-logon Enables Captive Portal logon without authentication.
disabled

ipaddr-in-redirection-url Sends the interface IP address of the managed device in the

redirection URL when external captive portal servers are used. An

external captive portal server can determine the managed device

from which a request originated by parsing the switchip variable in
the URL.

login-page <url> URL of the page that appears for the user logon. This can be set to
any URL.
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Parameter Description

logon-wait Configure parameters for the logon wait interval.

1-100
60

cpu-threshold <percent> CPU utilization percentage above which the logon wait interval is
applied when presenting the user with the logon page.
1-100
60

maximum-delay <seconds> Maximum time, in seconds, the user will have to wait for the logon

page to pop up if the CPU load is high. This works in conjunction
with the Logon wait CPU utilization threshold parameter.

1-10
10

minimum-delay <seconds> Minimum time, in seconds, the user will have to wait for the logon
page to pop up if the CPU load is high. This works in conjunction
with the Logon wait CPU utilization threshold parameter.

1-10
5
logout-popup- Enables a pop-up window with the Logout link that allows the user
window to log out. If this option is disabled, the user remains logged in until
the user timeout period has elapsed or the station reloads.
enabled
max-authentication-failures Maximum number of authentication failures before the user is
<number> blacklisted/denylisted.
0-10
0
no Negates any configured parameter.
protocol-http Use HTTP protocol on redirection to the Captive Portal page. If you
use this option, modify the captive portal policy to allow HTTP
traffic.
disabled
proxy Update IP address of the proxy host.
redirect-pause <secs> Time, in seconds, that the system remains in the initial welcome

page before redirecting the user to the final web URL. If set to 0,
the welcome page displays until the user clicks on the indicated
link.

1-60
10

redirect-url <url> URL to which an authenticated user will be directed. This
parameter must be an absolute URL that begins with either http://
or https://.
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Parameter Description

server—-group <group-name>

Name of the group of servers used to authenticate Captive Portal
users.

show-fgdn

Allows the user to see and select the FQDN on the login page. The
FQDNs shown are specified when configuring individual servers
for the server group used with captive portal authentication.

disabled

single-session

Allows only one active user session at a time.

disabled

show-acceptable-use-policy

Show the acceptable use policy page before the login page.
disabled

switchip-in-redirection-url

Sends the IP address of the managed device in the redirection URL
when external captive portal servers are used. An external captive
portal server can determine the managed device from which a
request originated by parsing the switchip variable in the URL.

disabled

url-hash-key <key>

Issue this command to hash the redirection URL using the
specified key.

disabled

user-idle-timeout

The user idle timeout for this profile. Specify the idle timeout value
for the clientin seconds. Valid range is 30-43200 in multiples of 30
seconds. Enabling this option overrides the global settings
configured in the AAA timers. If this is disabled, the global settings
are used.

disabled

user-logon

Enables Captive Portal with authentication of user credentials.
enabled

user-vlan-in-redirection-url

Add the user VLAN in the redirection URL.
disabled

welcome-page <url>

URL of the page that appears after logon and before redirection to
the web URL. This can be set to any URL.

white-list/allow-1list

Name of an existing whitelist/allowlist on an IPv4 or IPv6 network
destination. The whitelist/allowlist contains authenticated websites
that a guest can access. If you have not yet defined a
netdestination, use the netdestination command to define a
destination host or subnet before you add it to the
whitelist/allowlist.

Example

The following example configures a Captive Portal authentication profile that authenticates users against
the internal database. Users who are successfully authenticated are assigned the auth-guest role.

To create the auth-guest user role shown in this example, the PEFNG license must be installed in the Mobility

Conductor.
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(host) " [md] (config) #aaa authentication captive-portal guestnet

(host) ~[md] (Captive Portal Authentication Profile "guestnet") #default-role auth-
guest

(host) " [md] (Captive Portal Authentication Profile "guestnet") #user-logon

(host) ~[md] (Captive Portal Authentication Profile "guestnet") #no guest-logon
(host) ~[md] (Captive Portal Authentication Profile "guestnet") #server-group
internal

Command History

Release Modification

Aruba0s 8.9.0.0 The following changes were introduced:
m All instances of blacklist have been replaced with denylist.
m All instances of whitelist have been replaced with allowlist.

ArubaOs 8.7.0.0 Captive portal authentication was supported for VAPs in the bridge
forwarding mode.

Aruba0s 8.4.0.0 The ap-mac-in-redirection-url parameter was added.

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system, except | Config mode on managed
for noted parameters. devices.
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aaa authentication dot1x

aaa authentication dotlx {<profile>|countermeasures}
ca-cert <certificate>
cert-cn-lookup
clear
clone <profile>
delete-keycache
eap-frag-mtu <ipmtu>
eapol-logoff
enforce-suite-b-128
enforce-suite-b-192
framed-mtu <mtu>
heldstate-bypass-counter <number>
ignore-eap-id-match
ignore-eapolstart-afterauthentication
key-cache clear
machine-authentication blacklist-on-failure / denylist-on-failure|{cache-timeout
<hours>} |enable]
{machine-default-role <role>}|{user-default-role <role>}
max—-authentication-failures <number>
max-requests <number>
multicast-keyrotation
no ...
opp-key-caching
reauth-max <number>
reauth-server-termination-action
reauthentication
reload-cert
server {server-retry <number>|server-retry-period <seconds>}
server-cert <certificate>
termination {eap-type <type>}|enable|enable-token-caching]|{inner-eap-type (eap- gtcleap-
mschapv?2) } | {token-caching-period <hours>}
timer {idrequest period <seconds>}|{keycache-tmout <kc-tmout>}|{mkey-rotation-period
<seconds>}|{quie€—period <seconds>} | {reauth-period <seconds>}|{ukey-rotation-period
<seconds>} | {wpa- groupkey-delay <seconds>} | {wpa-key-period <milliseconds>} |wpa2-key-
delay <milliseconds>
tls—-guest-access
tls—guest-role <role>
unicast-keyrotation
use-session-key
use-static-key
validate-pmkid
wep-key-retries <number>
wep-key-size {40128}
wpa-fast-handover
wpa—-key-retries <number>
xSec-mtu <mtu>

Description
This command configures the 802.1X authentication profile and allows you to enable and configure
machine authentication and 802.1X termination on the managed device (also called AAA FastConnect).

In the AAA profile, specify the 802.1X authentication profile, the default role for authenticated users, and
the server group for the authentication.
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Parameter Description

<profile> Name that identifies an instance of the profile. The
name must be 1-63 characters.
default

clear Clear the Cached PMK, Role and VLAN entries. This
command is available in enable mode only.

countermeasures Scans for message integrity code failures in traffic

received from clients. If there are more than 2
message integrity code failures within 60 seconds,
the AP is shut down for 60 seconds. This option is
intended to slow down an attacker who is making a
large number of forgery attempts in a short time.

disabled

ca-cert <certificate>

CA certificate for client authentication. The CA
certificate needs to be loaded in the Mobility
Conductor.

ca-cert-name

Name of the CA certificate.

cert-cn-lookup

If you use client certificates for user authentication,
enable this option to verify that the CN of the
certificate exists in the server. This parameter is
disabled by default.

delete-keycache

Delete the key cache entry when the user entry is
deleted.

disabled

eap-frag-mtu <ipmtu>

Enables EAP-TLS fragmentation for the configured
IPMTU.

If configured, the EAP-TLS fragmentation is applied to
all authentication servers. If the IP MTU is different
for each authentication servers, configure the
minimum IP MTU.

eapol-logoff

Enables handling of EAPOL-LOGOFF messages.
disabled

enforce-suite-b-128

Configure Suite-B 128 bit or more security level
authentication enforcement.

disabled

enforce-suite-b-192

Configure Suite-B 192 bit or more security level
authentication enforcement

disabled

framed-mtu <MTU>

Sets the framed MTU attribute sent to the
authentication server.

500-1500
1100

| aaa authentication dot1x
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Parameter Description

heldstate-bypass- This parameter is applicable when 802.1X
counter <number> authentication is terminated on the Mobility
Conductor, also known as AAA FastConnect. Number
of consecutive authentication failures which, when
reached, causes the Mobility Conductor to not
respond to authentication requests from a client
while the Mobility Conductor is in a held state after
the authentication failure. Until this number is
reached, the Mobility Conductor responds to
authentication requests from the client even while
the Mobility Conductor is in its held state.

0-3
0
ignore-eap-id- Ignore EAP ID during negotiation.
tch .
mare disabled
ignore-eapol Ignores EAPOL-START messages after
start-afterauthentication authentication.
disabled
key-cache clear Clears the Cached PMK, Role and VLAN.
machine-authentication This parameter is applicable in Windows

environments only. These parameters set machine
authentication.
This parameter requires the PEFNG license.

blacklist-on-failure / denylist-on-failure | Blocks the clientif machine authentication fails.

disabled

cache-timeout <hours> The timeout, in hours, for machine authentication.
1-1000
24

enable Select this option to enforce machine authentication

before user authentication. If selected, either the
machine-default-role or the user-default-role is
assigned to the user, depending on which
authentication is successful.

disabled
machine-default-role Default role assigned to the user after completing
<role> only machine authentication.

guest
user-default-role Default role assigned to the user after 802.1X
<role> authentication.

guest
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Parameter Description

max-authentication- Number of times a user can try to login with wrong
failures <number> credentials after which the user is blocked as a
security threat. Set to 0 to disable denylisting,
otherwise enter a non-zero integer to block the user
after the specified number of failures.

0-5
0
max-requests <number> Maximum number of times ID requests are sent to
the client.
1-10
5
multicast-key Enables multicast key rotation
tati .
roraton disabled
no Negates any configured parameter.
opp-key-caching Enables a cached PMK derived with a clientand an

associated AP to be used when the client roams to a
new AP. This allows clients faster roaming without a
full 802.1X authentication.

Make sure that the wireless client (the 802.1X
supplicant) supports this feature. If the client does
not support this feature, the client will attempt to
renegotiate the key whenever it roams to a new AP.
As a result, the key cached on the managed device
can be out of sync with the key used by the client.

enabled
reauth-max <number> Maximum number of reauthentication attempts.
1-10
3
reauth-server- Specifies the termination-action attribute from the
termination-action server.
reauthentication Select this option to force the client to do a 802.1X

reauthentication after the expiration of the default
timer for reauthentication. (The default value of the
timer is 24 hours.) If the user fails to reauthenticate
with valid credentials, the state of the user is cleared.
If derivation rules are used to classify 802.1X-
authenticated users, then the reauthentication timer
per role overrides this setting.

disabled

reload-cert Reload certificate for 802.1X termination. This
command is available in enable mode only.

server Sets options for sending authentication requests to
the authentication server group.
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Parameter Description

server-retry <number> Maximum number of authentication requests that
are sent to server group.

0-5
3

server-retry-period <seconds> Server group retry interval, in seconds.
2-65535

5

server-cert <certificate> Server certificate used by the managed device to
authenticate itself to the client.

termination Sets options for terminating 802.1X authentication on
the managed device.

eap-type <type> The EAP method, either EAP-PEAP or EAP-TLS.
eap-peap, eap-tls
eap-peap

enable Enables 802.1X termination on the managed device.
disabled

enable-token If you select EAP-GTC as the inner EAP method, you

-caching can enable the Mobility Conductor to cache the

username and password of each authenticated user.
The Mobility Conductor continues to reauthenticate
users with the remote authentication server,
however, if the authentication server is not available,
the Mobility Conductor will inspect its cached
credentials to reauthenticate users.

disabled
inner-eap-type When EAP-PEAP is the EAP method, one of the
eap-gtc|eap-mschapv?2 following inner EAP types is used:

EAP-GTC: Described in RFC 2284, this EAP method
permits the transfer of unencrypted usernames and
passwords from client to server. The main uses for
EAP-GTC are one-time token cards such as SecurelD
and the use of LDAP or RADIUS as the user
authentication server. You can also enable caching of
user credentials on the Mobility Conductor as a
backup to an external authentication server.
EAP-MSCHAPV2: Described in RFC 2759, this EAP
method is widely supported by Microsoft clients.

eap-gtc, eap-
mschapv2
eap-mschapv2

token-caching-period If you select EAP-GTC as the inner EAP method, you
<hours> can specify the timeout period, in hours, for the
cached information.
24
timer Sets timer options for 802.1X authentication:
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Parameter Description

idrequest- Interval, in seconds, between identity request retries.
period <seconds> 1-65535

5

keycache-tmout Set the per BSSID PMKSA cache interval. Cache is
deleted within 2 hours of the interval.

1-2000
8

mkey-rotation-period Interval, in seconds, between multicast key rotation.
<seconds> 60-864000

1800

quiet-period <seconds> Interval, in seconds, following failed authentication.
1-65535
30

reauth-period <seconds> Interval, in seconds, between reauthentication
attempts, or specify server to use the server-
provided reauthentication period.

60-864000
86400
ukey-rotation-period Interval, in seconds, between unicast key rotation.
< ds>
seconds 60-86400
900
wpa-groupkey Interval, in milliseconds, between unicast and
-delay <milliseconds> multicast key exchanges.
0-2000
0
wpa-key-period Interval, in milliseconds, between each WPA key
<milliseconds> exchange.
10-5000
1000
wpa2-key-delay Set the delay between EAP-Success and unicast key
<milliseconds> exchange.
1-2000
0
tls-guest-access Enables guest access for EAP-TLS users with valid
certificates.
disabled
tls-guest-role <role> User role assigned to EAP-TLS guest.

This parameter requires the PEFNG license.

guest
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Parameter Description

unicast-keyrotation Enables unicast key rotation.
disabled

use-session-key Use RADIUS session key as the unicast WEP key.
disabled

use-static-key Use static key as the unicast or multicast WEP key.
disabled

validate-pmkid This parameter instructs the Mobility Conductor to

check the PMK ID sent by the client. When this option
is enabled, the client must send a PMK ID in the
associate or reassociate frame to indicate that it
supports OKC or PMK caching; otherwise, full 802.1X
authentication takes place. (This feature is optional,
since most clients that support OKC and PMK caching
do not send the PMKID in their association request.)

disabled

wep-key-retries <number> Number of times WPA or WPA2 key messages are
retried.
1-3
2

wep-key-size Dynamic WEP key size, either 40 or 128 bits.
128

wpa-fast-handover Enables WPA-fast-handover. This is only applicable
for phones that support WPA and fast handover.
disabled

wpa-key-retries Set the number of times WPA or WPA2 Key

Messages are retried. The supported range is 1-10
retries, and the default value is 3.

xSec-mtu <mtu> Sets the size of the MTU for xSec.
1024-1500
1300
Examples

The following example enables authentication of the user’s client device before user authentication. If
machine authentication fails but user authentication succeeds, the user is assigned the restricted guest role:

(host) ~[md] (config) #aaa authentication dotlx dotlx

(host) ~[md] (802.1X Authentication Profile "dotlx") machine-authentication enable
(host) ~[md] (802.1X Authentication Profile "dotlx") machine-authentication machine-
default-role computer

(host) " [md] (802.1X Authentication Profile "dotlx") machine-authentication user-
default-role guest
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The following example configures an 802.1X profile that terminates authentication on the managed device,
where the user authentication is performed with the internal database of the managed device orto a
“backend” non-802.1X server:

(host) ~[md] (config) #aaa authentication dotlx dotlx
(host) ~[md] (802.1X Authentication Profile "dotlx") #termination enable

Command History

Release Modification

ArubaOSs 8.9.0.0 All instances of blacklist have been replaced with denylist.
Aruba0s 8.4.0.0 The eap-frag-mtu parameter was added.
Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. The Config mode on Mobility
voice-aware parameter Conductor.

requires the PEFNG license.
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aaa authentication mac

aaa authentication mac <profile>
case upper|lower
clone <profile>
delimiter {colon|dash|none}
max—-authentication-failures <number>
no ...
reauthentication
timer reauth period {<ra-period>|server}

Description

This command configures the MAC authentication profile, which configures authentication of devices based
on their physical MAC address. MAC-based authentication is often used to authenticate and allow network
access through certain devices while denying access to all other devices. Users may be required to
authenticate themselves using other methods, depending on the network privileges.

Parameter Description

<profile> Name that identifies an instance of the profile. The name must be
1-63 characters.

case The case (upper or lower) used in the MAC string sent in the
authentication request. If there is no delimiter configured, the
MAC address in lower case is sent in the format XXXxXXXXxXxXxxXx,
while the MAC address in upper case is sent in the format
XXXXXXXXKXXXX.

upper, lower

lower

clone <profile> Name of an existing MAC profile from which parameter values are
copied.

delimiter Delimiter (colon, dash, none, oui-nic) used in the MAC string.

colon, dash, none, oui-nic

none
max-authentication-failures Number of times a client can fail to authenticate before it is
<number> blocked. A value of 0 disables blacklisting/denylisting.
0-10
0
no Negates any configured parameter.
reauthentication Use this parameter to enable or disable reauthentication.
disabled
timer reauth period <ra-period> specifies the period between reauthentication
<ra-period>|server attempts in seconds. The server parameter specifies the server-
provided reauthentication interval.
60-864000
86400
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Example

The following example configures a MAC authentication profile to block client devices that fail to
authenticate.

(host) ~[md] (config) #aaa authentication mac mac-denylist
(host) ~[md] (MAC Authentication Profile "mac-denylist") #max-authentication-
failures 3

Command History

Release Modification

Aruba0s 8.9.0.0 All instances of blacklist have been replaced with denylist.

ArubaOS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication mgmt

aaa authentication mgmt
default-role {ap-provisioning|guest-provisioning|location-api-mgmt |nbapi-mgmt|network-
operations|no-access|read-only|root|standard}
enable
mchapv?2
no
server—-group <group>

Description

This command configures authentication for administrative users. If you enable authentication with this
command, users configured with the mgmt-user command must be authenticated using the specified
server-group.

You can configure the management authentication profile in the base operating system or with the PEFNG
license installed.

Syntax
default-role Select a predefined management role to assign to authenticated
administrative users:
ap-provisioning AP provisioning role.
guest-provisioning Guest provisioning role.
location-api-mgmt Location API management role.
nbapi-mgmt NBAPI management role.
network-operations Network operator role.
read-only Read-only role.
root Default role or superuser role.
standard Standard role
enable Enables authentication for administrative users.
disabled
mchapv2 Enable MSCHAPV2.
disabled
no Negates any configured parameter.
server-group <group> Name of the group of servers used to authenticate administrative
users.
Example
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The following example configures a management authentication profile that authenticates users against the
internal database of the Mobility Conductor. Users who are successfully authenticated are assigned the
read-only role.

(host) [mynode] (config) aaa authentication mgmt
default-role read-only
server—-group internal

Command History

Release Modification

Aruba0s 8.2.0.0 The standard parameter was added.

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication-server internal

aaa authentication-server internal use-local-switch

Description

This command specifies that the internal database on a managed device must be used for authenticating
clients.

By default, the internal database in the Mobility Conductor is used for authentication. This command directs
authentication to the internal database on the local managed device where you run the command.

Command History

Modification

ArubaOSs 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor executed on the
managed device node.
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aaa auth-survivability

aaa auth-survivability
cache-lifetime
enable
server-cert

Description

This command configures authentication survivability on a managed device.

Parameter Description

cache-lifetime <hrs> This parameter specifies the lifetime in hours for the cached
access credential in the local Survival Server. When the specified
cache-lifetime expires, the cached access credential is deleted
from the managed device.

1-72
1

enable This parameter controls whether to use the Survival Server when
no other servers in the server group are in-service.

This parameter also controls whether to store the user access
credential in the Survival Server when it is authenticated by an
external RADIUS or LDAP server in the server group.
Authentication Survivability is enabled or disabled on each
managed device. Authentication survivability will not activate if the
Authentication Server Dead Time is configured as 0

Disabled

server-cert This parameter allows you to view the name of the server
certificate used by the local Survival Server. The local Survival
Server is provided with a default server certificate from AOS. The
customer server certificate must be imported into the managed
device first, and then you can assign the server certificate to the
local Survival Server.

NOTE: In the deployment environment, it is recommended that
you switch to a customer server certificate.

Command History

Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information
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Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication-server Idap

aaa authentication-server ldap <server>

admin-dn <name>

admin-passwd <string>

allow-cleartext
authport <port>
base-dn <name>
clone <server>
enable

filter <filter>
host <ipaddr>

key-attribute <string>
max-connection <number>

no

timeout <seconds>

Description

preferred-conn-type ldap-s|start-tls|clear-text

This command configures an LDAP server. You configure a server before you can add it to one or more
server groups. You create a server group for a specific type of authentication (see aaa server-group on page

102).

E A maximum of 128 LDAP servers can be configured on the Mobility Conductor.

Parameter Description

NOTE

<server>

Name that identifies the server.

admin-dn <name>

DN for the admin user who has read or search privileges across
all of the entries in the LDAP database (the user does not need
write privileges but should be able to search the database and
read attributes of other users in the database).

admin-passwd <string>

Password for the admin user.

allow-cleartext

Allows clear-text (unencrypted) communication with the LDAP
server.

Disabled

authport <port>

Port number used for authentication. Port 636 will be attempted
for LDAP over SSL-LDAP, while port 389 will be attempted for SSL
over LDAP, Start TLS operation and clear text.

1-65535
389

base-dn <name>

DN name of the node which contains the entire user database to
use.

chase-referrals

Chase referrals anonymously.

| aaa authentication-server Idap
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Parameter Description

clone <server> Name of an existing LDAP server configuration from which
parameter values are copied.

enable Enables the LDAP server.
filter <filter> Filter that should be applied to search of the user in the LDAP
database.

(objectclass=%*).

host <ip-addr> IP address of the LDAP server, in dotted-decimal format.

key-attribute <string> Attribute that should be used as a key in search for the LDAP
server. For PAP, the value is sSAMAccountName. For EAP-TLS
termination the value is userPrincipalName.

sAMAccountName

max-connection Maximum number of simultaneous non-admin connections to an
LDAP server.

no Negates any configured parameter.

preferred-conn-type Preferred connection type. The default order of connection type is:
1.ldap-s

2. start-tls

3. clear-text

The Mobility Conductor will first try to contact the LDAP server
using the preferred connection type, and will only attempt to use a
lower-priority connection type if the first attempt is not successful.
You enable the allow-cleartext option before you select clear-
text as the preferred connection type. If you set clear-text as the
preferred connection type but do not allow clear-text, the Mobility
Conductor will only use Idap-s or start-tls to contact the LDAP
server.

Idap-s, start-tls, clear-text
ldap-s

timeout <seconds> Timeout period of a LDAP request, in seconds.
1-30
20

Example

The following command configures and enables an LDAP server:

(host) ~[md] (config) #aaa authentication-server ldap ldapl

(host) ~[md] (LDAP Server "ldapl") #host 10.1.1.243

(host) ~[md] (LDAP Server "ldapl") #base-dn cn=Users,dc=1m,dc=corp,dc=com

(host) ~[md] (LDAP Server "ldapl") #admin-dn cn=corp,cn=Users,dc=1m,dc=corp,dc=com
(host) ~[md] (LDAP Server "ldapl") #admin-passwd abclO

(host) ~[md] (LDAP Server "ldapl") #key-attribute sAMAccountName

(host) ~[md] (LDAP Server "ldapl") #filter (objectclass=*)

(host) ~[md] (LDAP Server "ldapl") #enable
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Command History

Release Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication-server radius

aaa authentication-server radius <rad server name>
acct-modifier <profile name>
acctport <port>
authport <port>
auth-modifier <profile name>
called-station-id type
{ap-group | ap-macaddr | ap-name | ipaddr | macaddr | vlan-id}
[delimiter {colon | dash | none}] [include-ssid {enable |disable}]
clone <server>
cppm username <username> password <password>
enable
enable-ipv6
enable-radsec
host <ipaddr>|<FQDN>
key <psk>
mac-delimiter [colon | dash | none | oui-nic]
mac-lowercase
nas-identifier <string>
nas-ip <ipaddr>
nas-ip6 <ipvé-adrress>
no
radsec-client-cert-name <name>
radsec-port <radsec-port>
radsec-trusted-cacert—-name <radsec-trusted-ca>
radsec-trusted-servercert-name <name>
retransmit <number>
service-type-framed-user
source-interface vlan <vlan> ip6addr <ipvéaddr>
timeout <seconds>
use-ip-for-calling-station
use-mdb

Description

This command configures a RADIUS server. You can configure a server before you can add it to one or more
server groups. You can create a server group for a specific type of authentication (see aaa server-group on

page 102).
Parameter Description
<rad_server name> Name that identifies the server.
acct-modifier <profile name> Attributes modifier for accounting-request.
acctport <port> Accounting port on the server.
1-65535
1813
authport <port> Authentication port on the server.
1-65535
1812
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Parameter Description

auth-modifier

Attributes modifier for access-request.

called-station-id type
{ap—-group | ap-macaddr | ap-name
ipaddr | macaddr | vlan-id}

Configure this parameter to be sent with the RADIUS attribute
Called Station ID for authentication and accounting requests.

The called-station-id parameter can be configured to include AP
group, AP MAC address, AP name, Mobility Conductor IP, Mobility
Conductor MAC address, or user vlan.

The default value is Mobility Conductor MAC address.

macaddr

clone <server>

Name of an existing RADIUS server configuration from which
parameter values are copied.

cppm username <username>
password <password>

Configure the ClearPass Policy Manager username and password.
The Mobility Conductor authenticating to ClearPass Policy
Manager is enhanced to use configurable username and
password instead of support password. The support password is
vulnerable to attacks as the server certificate presented by
ClearPass Policy Manager server is not validated.

enable

Enables the RADIUS server.

enable-ipv6

Enables the RADIUS server in IPv6 mode.

enable-radsec

Enables RadSec for RADIUS data transport over TCP and TLS.

host Identify the RADIUS server either by its IP address or FQDN.
<ipaddr> IPv4 or IPv6 address of the RADIUS server.
<FQDN> FQDN of the RADIUS server. The maximum supported length is 63
characters.
key <psk> Shared secret between the Mobility Conductor and the

authentication server. The maximum length is 128 characters.

mac-delimiter

[colon | dash | none | oui-nic]

Send MAC address with user-defined delimiter.
none

mac-lowercase

Send MAC addresses as lowercase.

nas-identifier <string>

NAS identifier to use in RADIUS packets.

nas-ip <ip-addr>

The NAS IP address to be sent in RADIUS packets from that server.
If you define a local NAS IP setting using this command and also
define a global NAS IP using the command ip radius nas-ip <ip-
addr>, the global NAS IP address takes precedence.

nas-ip6 <ipvé6-address>

NAS IPv6 address to send in RADIUS packets.

You can configure a global NAS IPv6 address that the Mobility
Conductor uses for communications with all RADIUS servers. If you
do not configure a server-specific NAS IPv6, the global NAS IPv6 is
used. To set the global NAS IPv6, enter the ipv6 radius nas-ip6
<ipv6-address> command.

no

Negates any configured parameter.

| aaa authentication-server radius
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Parameter Description

radsec-client-cert
<radsec-client-cert>

Configures a RadSec client certificate on the RADIUS server to
identify and authenticate clients.

radsec-port <radsec-port>

Designates a RadSec port for RADIUS data transport.
1-65535
2083

radsec-trusted-cacert—-name
<radsec-trusted-ca>

Designates a CA to sign RadSec certificates.

radsec-trusted-servercert-name
<radsec-trusted-ca>

Designates a trusted RadSec server certificate.

retransmit <number>

Maximum number of retries sent to the server by the Mobility
Conductor before the server is marked as down.

0-3
3

service-type-framed-user

Send the service-type as FRAMED-USER instead of LOGIN-USER.
This option is disabled by default.

disabled

source-interface vlan <vlan>
ipbaddr <ipvoaddr>

This option associates a VLAN interface with the RADIUS server to
allow the server-specific source interface to override the global
configuration.
m [If you associate a Source Interface (by entering a VLAN
number) with a configured server, then the source IP address
of the packet will be that interface’s IP address.
m [f you do not associate the Source Interface with a
configured server (leave the field blank), then the IP address of
the global Source Interface will be used.
m If you want to configure an IPv6 address for the Source
Interface, specify the IPv6 address for the ip6addr parameter.

timeout <seconds>

Maximum time, in seconds, that the Mobility Conductor waits
before timing out the request and resending it.

1-30
5

use-ip-for-calling-station

Use an IP address instead of a MAC address for calling station IDs.
This option is disabled by default.

disabled
use-md5 Use MD5 hash of cleartext password.
disabled
Example

The following command configures and enables a RADIUS server:

(host) [md] (config) #aaa authentication-server radius radius
(host) [md] (RADIUS Server "radius") #host 10.1.1.244
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(host) [md] (RADIUS Server "radius") #key gwERtyuIOp
(host) [md] (RADIUS Server "radius") #enable

Command History

Release Modification

ArubaOs 8.1.0.0

The following parameters were added:
m acct-modifier
= auth-modifier

Aruba0S 8.0.0.0

Command introduced.

Command Information

Platforms

All platforms

License Command Mode
Base operating system. Config mode on Mobility
Conductor.

| aaa authentication-server radius
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aaa authentication-server tacacs

aaa authentication-server tacacs <server>
clone <source>
enable
host <host>
key <psk>
no ...
retransmit <number>
session-authorization
source-interface
tcp-port <port>
timeout <seconds>

Description

This command configures a TACACS+ server. You can configure a server before you can add it to one or
more server groups. You can create a server group for a specific type of authentication (see aaa server-
group on page 102).

A maximum of 128 TACACS servers can be configured on the Mobility Conductor.

Parameter Description

<server> Name that identifies the server.

clone <source> Name of an existing TACACS server configuration from which
parameter values are copied.

enable Enables the TACACS server.

host <host> IPv4 or IPv6 address of the TACACS server.

key Shared secret to authenticate communication between the
TACACS client and server.

no Negates any configured parameter.

retransmit <number> Maximum number of times a request is retried.
0-3
3

session-authorization Enables TACACS+ authorization. Session-authorization turns on
the optional authorization session for admin users.
disabled

source-interface Select source address of outgoing TACACS requests to the server.

vlan <vlan id> Select VLAN of outgoing TACACS requests to the server.

1-4094

tcp-port <port> TCP port used by the server.
1-65535
49
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Parameter

Description

timeout <timeout>

Timeout period of a TACACS request, in seconds.
1-30

20

Example

The following command configures, enables a TACACS+ server and enables session authorization:

(host) " [md
(host) " [md
(host) " [md
(host) ~[md
(host) " [md
(host) " [md

(config)
(TACACS
(TACACS
(TACACS
(TACACS
(TACACS

#aaa authentication-server tacacs tacacsl

Server
Server
Server
Server
Server

Command History

Release Modification

Aruba0S 8.2.0.0

"tacacsl")clone default

"tacacsl")host 10.1.1.245
"tacacsl") key qwERtyuIOp
"tacacsl")enable
"tacacsl")session-authorization

The source-interface parameter was added.

Aruba0S 8.0.0.0

Command introduced.

Command Information

Platforms

All platforms

License Command Mode
Base operating system Config mode on Mobility
Conductor

| aaa authentication-server tacacs
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aaa authentication-server windows

aaa authentication-server windows <windows server name>
clone <source>
domain <domain>
enable
host <ipaddr>
no

Description

This command configures a windows server for stateful-NTLM authentication. You must define a Windows
server before you can add it to one or more server groups. You create a server group for a specific type of
authentication (see aaa server-group on page 102). Windows servers are used for stateful-NTLM
authentication.

Parameter Description

<windows server name> Name of the windows server. You will use this name when you add
the windows server to a server group.

clone <source> Name of a Windows Server from which you want to make a copy.
domain <domain> The Windows domain for the authentication server.
enable Enables the Windows server.
host <ipaddr> IP address of the Windows server.
no Delete command.
Example

The following command configures and enables a windows server:

(host) ~[md] (config) #aaa authentication-server windows IAS 1
(host) 7 [md] (Windows Server "IAS 1") #host 10.1.1.245
(host) ~[md] (Windows Server "IAS 1") #enable

Command History

Release Modification

ArubaOSs 8.0.0.0 Command introduced.

Command Information
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Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication stateful-dot1x

aaa authentication stateful-dotlx
default-role <role>
enable
no ...
server—-group <group>
timeout <seconds>

Description

This command configures 802.1X authentication for clients on non-Aruba APs. This command configures
802.1X authentication for clients on non-Aruba APs. The Mobility Conductor maintains user session state
information for these clients.

Parameter Description

default-role <role> Role assigned to the 802.1X user upon login. The PEFNG license
must be installed.

guest

enable Enables 802.1X authentication for clients on non-Aruba APs. Use
no enable to disable stateful 8021.X authentication.
enabled

no Negates any configured parameter.

server-group <group> Name of the group of RADIUS servers used to authenticate the

802.1X users.

timeout <seconds> Timeout period, in seconds.
1-20
10
Example

The following command assigns the employee user role to clients who successfully authenticate with the
server group corp-rad:

(host) " [md] (config) aaa authentication stateful-dotlx
default-role employee
server—-group corp-rad

Command History

Release Modification

ArubaOS 8.0.0.0 Command introduced.
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Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication stateful-dot1x clear

aaa authentication stateful-dotlx clear

Description

This command clears automatically-created control path entries for 802.1X users on non-Aruba APs.

Run this command after changing the configuration of a RADIUS server in the server group configured with
the aaa authentication stateful-dot1x command. This causes entries for the users to be created in the
control path with the updated configuration information.

Command History

Modification

ArubaOSs 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor in the managed
device node.
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aaa authentication stateful-kerberos

aaa authentication stateful-kerberos <profile-name>
clone
default-role <role>
no
server—-group <server-group>
timeout <timeout>

Description

This command configures stateful Kerberos authentication.

Parameter Description

clone <source> Create a copy of an existing stateful Kerberos profile
default-role Select an existing role to assign to authenticated users.
guest
no Negates any configured parameter.
server—-group <server-group> Narneofaservergroup
default
timeout <timeout> Amount of time, in seconds, before the request times out.
1-20 seconds
10 seconds

Example

(host) ~[md] (config) #aaa authentication stateful-kerberos default

(host) "~ [md] (Stateful Kerberos Authentication Profile "default") #default-role
guest

(host) " [md] (Stateful Kerberos Authentication Profile "default") #timeout 10
(host) ~[md] (Stateful Kerberos Authentication Profile "default") #server-group
internal

Command History

Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information
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Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication stateful-ntim

aaa authentication stateful-ntlm <profile-name>
clone
default-role <role>
enable
no
server-group <server—-group>
timeout <timeout>

Description

NTLM is a suite of Microsoft authentication and session security protocols. You can use a stateful NTLM
authentication profile to configure a managed device to monitor the NTLM authentication messages
between clients and an authentication server. The managed device can then use the information in the SMB
headers to determine the username and IP address of the client, the server IP address and the current
authentication status client. If the client successfully authenticates via an NTLM authentication server, the
managed device can recognize that the client has been authenticated and assign that client a specified user
role. When the user logs off or shuts down the client machine, the user will remain in the authenticated role
until the user's authentication is aged out.

The stateful NTLM Authentication profile requires that you specify a server group which includes the servers
performing NTLM authentication, and a default role to be assigned to authenticated users. For details on
defining a windows server used for NTLM authentication, see aaa authentication-server windows.

Parameter Description

clone Create a copy of an existing stateful NTLM profile
default-role Select an existing role to assign to authenticated users.
guest
enable Enables stateful ntim authentication profile for clients. Use no
enable to disable stateful ntim authentication.
enabled
no Negates any configured parameter.
server-group <server—-group> Nanueofaservergroup
default
timeout <timeout> Amount of time, in seconds, before the request times out.

1-20 seconds
10 seconds

Example

The following example configures a stateful NTLM authentication profile that authenticates clients via the
server group “Windows1.” Users who are successfully authenticated are assigned the “guest2” role.
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(host) ~[md] (config) #aaa authentication stateful-ntlm ntlml
(host) ~[md] (Stateful NTLM Authentication Profile "ntlml") #default-role guest2
(host) ~[md] (Stateful NTLM Authentication Profile "ntlml") #server—-group Windowsl

Command History

Release Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa auth-trace

aaa auth-trace
loglevel

Description

This command sets parameters for debug tracing in AUTH (light weight tracing).

Parameter Description

loglevel Specify the loglevel of syslogs that will be included in the trace.
alert Trace all logs equal or higher than LOG_ALERT.
critical Trace all logs equal or higher than LOG_CRIT.
debug Trace all logs equal or higher than LOG_DEBUG.
emergency Trace all logs equal or higher than LOG_EMERG.
error Trace all logs equal or higher than LOG_ERR.
info Trace all logs equal or higher than LOG_INFO.
notice Trace all logs equal or higher than LOG_NOTICE.
warn Trace all logs equal or higher than LOG_WARN.

Command History

Version Description

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor in the managed
device node.
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aaa authentication via auth-profile

aaa authentication via auth-profile <profile>
auth-protocol {mschapv2|pap}
cert-cn-lookup
client-cert-enable
clone <source>
default-role <default-role>
desc <description>
max-authentication-failures <max-authentication-failures>
no
pan-integration
radius-accounting <server group name>
rfc-3576-server <rfc-server>
server—-group <server-group>

Description
This command configures the VIA authentication profile and associates user roles to the authentication
profile.
Parameter Description
auth-protocol {mschapv2|pap} Authentication protocol support for VIA authentication;
MSCHAPv2 or PAP
PAP
cert-cn-lookup Check certificate CN against AAA server.
Enabled
client-cert-enable If selected, this option enables client certificate-based
authentication for VPN profile download.
Disabled
clone <source> Name of an existing profile from which configuration values
are copied.
default-role <default-role> Name of the default VIA authentication profile.
desc <description> Description of this profile for reference.
max-authentication-failures Number of times VIA will prompt user to login due to incorrect
<max-authentication-failures> credentials. After the maximum authentication attempts
failures VIA will exit.
0
pan-integration Requires IP mapping at Palo Alto Network.
radius-accounting <server group name> | Server group for RADIUS accounting
rfc-3576-server <rfc-server> Configures the RFC 3576 server.
server-group <server-group> Server group against which the user is authenticated.

ArubaOSs 8.x | Reference Guide



Example

(host) [md] (config) #aaa authentication via auth-profile default

(host) [md] (VIA Authentication Profile "default") #auth-protocol mschapv2

(host) [md] (VIA Authentication Profile "default") #default-role example-via-role
(host) [md] (VIA Authentication Profile "default") #desc "Default VIA Authentication
Profile"

(host) [md] (VIA Authentication Profile "default") #server—-group "via-server—-group"

Command History

Release Modification

ArubaOS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication via connection-profile

aaa authentication via connection-profile <profile>
admin-logoff-script
admin-logon-script
allow-user-disconnect
allow-whitelist-traffic / allow-allowlist-traffic
auth-profile
auth domain suffix
auto-launch-supplicant
auto-login
auto-upgrade
banner-message-reappear-timeout <mins>
block-dest-traffic
block-destination-traffic-selector
certificate-criteria
client-logging
client-netmask
client-wlan-profile <client-wlan-profile> position <position>
clone <source>
controllers-load-balance
csec-gateway-url <URL>
csec-http-ports <comma separated port numbers>
dn-profile
dns-suffix-list <dns-suffix-list>
domain-pre-connect
DPC-generate-profile
enable-csec
enable-fips
enable-supplicant
ext-download-url <ext-download-url>
ike-policy <ike-policy>
ikev2-policy
ikev2-proto
ikev2auth
ipsec-cryptomap map <map> number <number>
ipsecv2-cryptomap
12-forwarding
lockdown-all-settings
max-reconnect-attempts <max-reconnect-attempts>
max-timeout <value>
minimized
no
ocsp-responder
save-passwords
server
split-tunneling
suiteb-crypto
support-email
tos-dscp {0-63}
tunnel
user-idle-timeout
validate-server-cert
whitelist/allowlist
windows-credentials

Description
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This command configures the VIA connection profile. AVIA connection profile contains settings required by
VIAto establish a secure connection to the managed device. You can configure multiple VIA connection
profiles. AVIA connection profile is always associated to a user role and all users belonging to that role will
use the configured settings. If you do not assign a VIA connection profile to a user role, the default

connection profile is used.

Parameter Description

admin-logoff-script

Enables VIA logoff script.
Disabled

admin-logon-script

Enables VIA logon script.
Disabled

allow-user-disconnect

Enable or disable users to disconnect their VIA
sessions.

Enabled

allow-whitelist-traffic / allow-allowlist-traffic

If enabled, this feature will block network
access until the VIA VPN connection is
established.

Disabled

auth-profile <auth-profile>

This is the list of VIA authentication profiles that
will be displayed to users in the VIA client.

auth domain suffix

Enables a domain suffix on VIA Authentication,
so client credentials are sent as
domainname\username instead of just
username.

auto-launch-supplicant

Allows you to connect automatically to a
configured WLAN network.

Disabled

auto-login

Enable or disable VIA client to auto login and
establish a secure connection to the managed
device.

Enabled

auto-upgrade

Enable or disable VIA client to automatically
upgrade when an updated version of the client
is available on the managed device.

Enabled

banner-message-reappear-timeout

Timeout value, in minutes, after which the user
session will end and the VIA Login banner
message reappears.

1440

block-destination-traffic-selector-ON

Turn ON feature to block Destination Traffic .

block-dest-traffic-address

Destination Traffic selector.

| aaa authentication via connection-profile
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Parameter Description

certificate-criteria

Allows admin users to filter the certificates that
can be used to establish the IPsec connection
when a user certificate or EAP-TLS is used as
the authentication method. Use the following
certificate attributes or OIDs to set the
certificate criteria:

s commonName (OID 2.5.4.3)
organizationalUnitName (OID 2.5.4.11)
organizationName (OID 2.5.4.10)
subjectAltName (OID 2.5.29.17)
certificatelssuer (OID 2.5.29.29)
userPrincipalName (OID

1.3.6.1.4.1.311.20.2.3)

m emailAddress (OID 1.2.840.113549.1.9.1)

m friendlyName (OID

1.2.840.113549.1.9.20)

The maximum length is 256 characters. Each
attribute or OID must be separated by a
semicolon. If an attribute or OID contains any
spaces, the entire string must be enclosed in
quotation marks.

client-logging

Enable or disable VIA client to auto login and
establish a secure connection to the managed
device.

Enabled

client-netmask <client-netmask>

The network mask that has to be set on the
client after the VPN connection is established.

255.255.255.255

client-wlan-profile
<client-wlan-profile>

A list of VIA client WLAN profiles that needs to
be pushed to the client machines that use
Windows Zero Config to configure or manage
their wireless networks.

clone <source>

Create a copy of connection profile from an
another VIA connection profile.

controllers-load-balance

Enable this option to allow the VIA client to
failover to the next available selected randomly
from the list as configured in the VIA Servers
option. If disabled, VIA will failover to the nextin
the sequence of ordered list of VIA servers.

Disabled

csec-gateway-url

Specify the content security service providers
URL here. You must provide a FQDN.

csec-http-ports

Specify the ports (separated by comma) that
will be monitored by the content security
service provider. Do not add space before or
after the comma.

dn-profile
CN | ORG | OU | Country

Configure VIA dn profile.
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Parameter Description

dns-suffix-list <dns-suffix-list> The DNS suffix list (comma separated) that has
be set on the client once the VPN connection is
established.
None

domain-preconnect Enable this option to allow users with lost or

expired passwords to establish a VIA
connection to corporate network. This option
authenticates the user’s device and establishes
a VIA connection that allows users to reset
credentials and continue with corporate access.

Enabled

dpc-generate-profile Optionally enable generating common profile in
DPC is enabled.

enable-csec Use this option to enable the content security
service.

enable-fips Enable the VIA FIPS module so VIA checks for
FIPS compliance during startup.
Disabled

enable-supplicant If enabled, VIA starts in bSec mode using L2
suite-b cryptography. This option is disabled by
default.
Disabled

ext-download-url <ext-download-url> End users will use this URL to download VIA on

their computers.

ike-policy <ike-policy> List of IKE policies that the VIA Client has to use
to connect to the managed device.

ikev2-policy List of IKE V2 policies that the VIA Client has to
use to connect to the managed device.

ikev2-proto Enable this to use IKEv2 protocol to establish
VIA sessions.
Disabled

ikev2auth Use this option to set the IKEv2 authentication

method. By default user certificate is used for
authentication. The other supported methods
are EAP-MSCHAPv2, EAP-TLS. The EAP
authentication is done on an external RADIUS
server.

User Certificates

ipsec-cryptomap List of IPsec crypto maps that the VIA client uses
to connect to the managed device. These IPsec
Crypto Maps are configured in the CLI using the
crypto-local ipsec-map <ipsec-map-
name> command.
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Parameter Description

ipsecv2-cryptomap

List of IPsec V2 crypto maps that the VIA client
uses to connect to the managed device.

12-forwarding

Enable this option to forward Layer-2
GRE tunnel.

lockdown-all-settings

Allows you to lock down all user-configured
settings.

Disabled

max-reconnect-attempts
<max-reconnect-attempts>

The maximum number of re-connection
attempts by the VIA client due to authentication
failures.

3

max-timeout value <value>

The maximum time (minutes) allowed before
the VIA session is disconnected.

1440

minimized

Use this option to keep the VIA clienton a
Microsoft Windows operating system
minimized to system tray.

ocsp-responder

OSCP Cert Verification.

enable

Enable or disable OCSP Cert verification.

fallback

Action taken when OCSP Cert verification result
is unknown.

save-passwords

Enable or disable users to save passwords
enteredin VIA.

Enabled

server

Configure VIA servers.

addr <addr>

This is the public IPv4 or IPv6 address or the
DNS hostname of the managed device
connected to VIA. Users connect to remote
server using this IP address or the host name.

<internal-ip <internal-ip>

This is the IPv4 address of any of the VLAN
interface IPv4 addresses that belongs to this
managed device.

desc <description>

This is a human-readable description of the
managed device.

split-tunneling

Enable or disable split tunneling.
m If enabled, all traffic to the VIA tunneled
networks will go through the managed
device and the rest s just bridged directly
on the client.
m [f disabled, all traffic will flow through the
managed device.

Off
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Parameter Description

suiteb-crypto Use this option to enable Suite-B cryptography.
See RFC 4869 for more information about Suite-
B cryptography.

Disabled

support-email The support e-mail address to which VIA users
will send client logs.

None

tos-dscp {0-63} Use this to mark IPsec packets with higher
QoS/DSCP than Best Effort. The range is 0-63.

0

tunnel address <address> A list of network destination (IP address and
netmask) that the VIA client will tunnel through
the managed device. All other network
destinations will be reachable directly by the

VIA client. Enter tunneled IP address and its
netmask <netmask> netmask.

address <address>

user-idle-timeout The user idle timeout for this profile. Specify the
idle timeout value for the client in seconds.
Valid range is 30-15300 in multiples of 30
seconds. Enabling this option overrides the
global settings configured in the AAA timers. If
this is disabled, the global settings are used.

Disabled

validate-server-cert Enable or disable VIA from validating the server
certificate presented by the managed device.
Enabled

whitelist addr /allowlist addr Specify a hostname or IP address and network

mask to define a whitelist/allowlist of users
allowed to access the network if the allow-
whitelist-traffic / allow-allowlist-traffic option is
enabled. The maximum number of entries
allowed is 16.

addr <addr> Host name of IP address of a client

netmask <netmask> Netmask, in dotted decimal format

description <description> (Optional) description of the client
windows-credentials Enable or disable the use of the Windows

credentials to login to VIA. If enabled, the SSO
feature can be utilized by remote users to
connect to internal resources.

Enabled

Example

The following example shows a simple VIA connection profile:
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(host) [md]
(host) [md]
10.11.12.13 desc "VIA Primary" position 0

config) #aaa authentication via connection-profile "via"
VIA Connection Profile "via") #server addr 202.100.10.100 internal-ip

(

(
(host) [md] (VIA Connection Profile "via") #auth-profile "default" position 0
(host) [md] (VIA Connection Profile "via") #tunnel address 10.0.0.0 netmask
255.255.255.0
(host) [md] (VIA Connection Profile "via") #split-tunneling
(host) [md] (VIA Connection Profile "via") #windows-credentials
(host) [md] (VIA Connection Profile "via") #client-netmask 255.0.0.0
(host) [md] (VIA Connection Profile "via") #dns-suffix-list mycorp.com
(host) [md] (VIA Connection Profile "via") #dns-suffix-list example.com
(host) [md] (VIA Connection Profile "via") #support-email via-support@example.com
(

host) [md] (VIA Connection Profile "via") #certificate-criteria
certificateIssuer="HPE Root CA"; 2.5.4.10=SmartCard;
emailAddress=support@example.com

The following CLI commands configure the tos-dscp parameter:

(host) [mynode] (config) #aaa authentication via connection-profile <profile-name>
(host) [mynode] (VIA Connection Profile "<profile-name>") #tos-dscp <0-63>

The following CLI commands configure IPv6 address of the managed device:

(host) [mynode] (config) #aaa authentication via connection-profile test

(host) [mynode] (VIA Connection Profile "test") #server addr 2001:1:2:2020::1
internal-ip 10.11.12.13 desc "VIA Primary" position 0

Command History

Release Modification

Aruba0s 8.9.0.0 The following terminologies are updated:
m Allinstances of blacklist have been replaced with denylist.
m Allinstances of whitelist have been replaced with allowlist.
ArubaOSs 8.7.0.0 The addr sub-parameter was modified to include IPv6 address.
Aruba0s 8.4.0.0 The 12-forwarding parameter was added.
ArubaOSs 8.3.0.0 The tos-dscp parameter was added.
ArubaOSs 8.1.0.0 The certificate-criteria parameter was added.
ArubaOSs 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication via global-config

aaa authentication via global-config
no
ssl-fallback-enable

Description

The global config option allows you to enable SSL fallback mode. If the SSL fallback mode is enabled, the VIA
client will use SSL to create a secure connection.

Parameter Description

no

Disable SSL fallback option.

ssl-fallback-enable

Use this option to enable an SSL fallback connection.

Example

(host) [md] (config) #aaa authentication via global-config

Command History

Release

Modification

Aruba0S 8.0.0.0

Command introduced.

Command Information

Platforms

License

Command Mode

All platforms

Base operating system.

Config mode on Mobility
Conductor in the managed
device node.

| aaa authentication via global-config
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aaa authentication via web-auth

aaa authentication via web-auth default
auth-profile <auth-profile> position <position>
clone <source>
no

Description

AVIAweb authentication profile contains an ordered list of VIA authentication profiles. The web
authentication profile is used by end users to login to the VIA download page (https://<server-IP-
address>/via) for downloading the VIA client. Only one VIA web authentication profile is available. If more
than one VIA authentication profile is configured, users can view this list and select one during the client

login.
Parameter Description
auth-profile <auth-profile> The name of the VIA authentication profile
position <position> The position of the profile to specify the order of selection.
clone <source> Duplicate an existing authenticOation profile.
Example

(host) [md] (config) #aaa authentication via web-auth default
(host) [md] (VIA Web Authentication "default") #auth-profile default position 0

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication vpn

aaa authentication vpn <profile-name>
cert-cn-lookup
clone <source>
default-role <guest>
export-route
max-authentication-failures <number>
no ...
pan-integration
radius-accounting
server—group <group>
user-idle-timeout

Description

This command configures VPN authentication settings.

Parameter Description

<profile-name> There are three VPN profiles: default, default-rap or default-
cap.

This allows users to use different AAA servers for VPN, Remote
AP and Campus AP clients.

The default and default-rap profiles are configurable. The
default-cap profile is not configurable and is predefined with
the default settings.

cert-cn-lookup If you use client certificates for user authentication, enable this
option to verify that the CN of the certificate exists in the server.
This parameter is enabled by default in the default-cap and
default-rap VPN profiles, and disabled by default on all other
VPN profiles.

clone <source> Copies data from another VPN authentication profile. Source is
the profile name from which the data is copied.

default-role <role> Role assigned to the VPN user upon login. This parameter
requires PEF for VPN Users license.
guest

export-route Exports a VPN IP address as a route to the external world.
enabled

max-authentication-failures <number> | Maximum number of authentication failures before the user is
blacklisted/denylisted. The supported range is 1-10 failures. A
value of 0 disables blacklisting/denylisting. This parameter
requires the RFProtect license.

0
no Negates any configured parameter.
pan-integration Require IP mapping at Palo Alto Networks firewalls.
disabled
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Parameter Description

radius-accounting Configure server group for RADIUS accounting

server-group <group> Name of the group of servers used to authenticate VPN users.
internal

user-idle-timeout The user idle timeout for this profile. Specify the idle timeout

value for the client in seconds. Valid range is 30-15300 in
multiples of 30 seconds. Enabling this option overrides the
global settings configured in the AAA timers. If this is disabled,
the global settings are used.

This command configures VPN authentication settings for VPN, Remote AP and Campus AP clients. Use the
vpdn group command to configure L2TP or IPsec or a PPTP VPN connection.

The following command configures VPN authentication settings for the default-rap profile;

(host) ~[md] (config) #aaa authentication vpn default-rap

(host) " [md] (VPN Authentication Profile "default-rap")default-role guest

(host) ~[md] (VPN Authentication Profile "default-rap")clone default

(host) " [md] (VPN Authentication Profile "default-rap")max-authentication-failures 0
(host) ~[md] (VPN Authentication Profile "default-rap")server-group vpn-server-group

The following message appears when a user tries to configure the non-configurable default-cap profile:

(host) " [md] (config) #aaa authentication vpn default-cap
Predefined VPN Authentication Profile "default-cap" is not editable

The following example describes the steps to use the CLI to configure a VPN for Cisco Smart Card Clients
using certificate authentication and IKEv1, where the client is authenticated against user entries added to
the internal database:

(host) ~[md] (config) #aaa authentication vpn default

server—-group internal

(host) " [md] (config) #no crypto-local isakmp xauth

(host) ~[md] (config) #vpdn group 1l2tp

enable

client dns 101.1.1.245

(host) " [md] (config) #ip local pool sc-clients 10.1.1.1 10.1.1.250
(host) ~[md] (config) #crypto-local isakmp server-certificate MyServerCert
(host) ~[md] (config) #crypto-local isakmp ca-certificate TrustedCA
(host) ~[md] (config) #crypto isakmp policy 1

authentication rsa-sig

The following command configures client entries in the internal database:
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(host) [mynode] #local-userdb add username <name> password <password>

The following example configures a VPN for XAuth IKEv1 clients in config mode using a username and
password:

(host) ~[md] (config) #aaa authentication vpn default

server—-group internal

crypto-local isakmp xauth

(host) ~[md] (config) #vpdn group 1l2tp

enable

client dns 101.1.1.245

(host) ~[md] (config) #ip local pool pw-clients 10.1.1.1 10.1.1.250

(host) ~[md] (config) #crypto isakmp key 0987654 address 0.0.0.0 netmask 0.0.00
(host) ~[md] (config) #crypto isakmp policy 1

authentication pre-share

Enter the following command to configure client entries in the internal database:

(host) [mynode] #local-userdb add username <name> password <password>

Command History

Release Modification

Aruba0s 8.9.0.0 All instances of blacklist have been replaced with denylist.

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system, except | Config mode on Mobility
for noted parameters. Conductor.

The default-role parameter
requires PEF for VPN Users
license.
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aaa authentication wired

aaa authentication wired
blacklist-time / denylist-time <timer>
no ...
profile <aaa-profile>

Description

This command configures authentication for a client device that is directly connected to a port on the
managed device. It also references an AAA profile that is configured for MAC or 802.1X authentication. The
port on the managed device to which the device is connected must be configured as untrusted.

Parameter Description

blacklist-time / denylist-time <timer> | Sets the time to block the user. Range: 1-65535 seconds.
Default: 3600 seconds.

no Negates any configured parameter.

profile <aaa-profile> Name of the AAA profile that applies to wired authentication.
This profile must be configured for a Layer-2 authentication,
either 802.1X or MAC.

Example

The following commands configure an AAA profile for 802.1X authentication and a wired profile that
references the AAA profile:

(host) " [md] (config) aaa profile sec-wired
dotlx-default-role employee

dotlx-server—-group sec—-svrs

(host) " [md] (config) aaa authentication wired
profile sec-wired

Related Commands

Description

vlan Assign an AAA profile to an individual VLAN to enable role-based
access for wired clients connected to an untrusted VLAN or port on
the managed device.

Command History

Release Modification

ArubaOSs 8.9.0.0 All instances of blacklist have been replaced with denylist.
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Release Modification

Aruba0s 8.2.0.0

The blacklist-time parameter was added.

Aruba0S 8.0.0.0

Command introduced.

Command Information

Platforms

All platforms

License Command Mode
Base operating system. Config mode on Mobility
Conductor.
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aaa authentication wispr
agent string
clone <source>
default-role <role>
logon-wait {cpu-threshold <cpu-threshold>}|{maximum-delay <maximum-delay>}|{minimum-delay
<minimum-delay>}
no ...
max-authentication-failures
server—-group <server-group>
wispr-location-id-ac <wispr-location-id-ac>
wispr-location-id-cc <wispr-location-id-cc>
wispr-location-id-isocc <wispr-location-id-isocc>
wispr-location-id-network <wispr-location-id-network>
wispr-location-name-location <wispr-location-name-location>
wispr-location-name-operator—-name <wispr-location-name-operator>

This command configures WISPr authentication with the WISPr RADIUS server of an ISP.

WISPr authentication allows a smart client to remain authenticated on the network when they roam
between WISPs, even if the wireless hotspot uses an ISP for which the client may not have an account.

If you are hotstpot operator using WISPr authentication, and a client that has an account with your ISP
attempts to access the Internet at your hotspot, then your ISP's WISPr AAA server authenticates that client
directly, and allows the client access on the network. If, however, the client only has an account with a
partner ISP, then your ISP's WISPr AAA server will forward that client’s credentials to the partner ISP's WISPr
AAA server for authentication. Once the client has been authenticated on the partner ISP, it will be
authenticated on your hotspot's own ISP, as per their service agreements. Once your ISP sends an
authentication message to the managed device, the managed device assigns the default WISPr user role to
that client.

ArubaOS supports the following smart clients, which enable client authentication and roaming between
hotspots by embedding iPass Generic Interface Specification redirect, proxy, authentication and logoff
messages within HTML messages to the managed device.

®ass

Bongo

Wustive

WeRoam

WT&T

A WISPr authentication profile includes parameters to define RADIUS attributes, the default role for
authenticated WISPr users, maximum numbers of authenticated failures and logon wait times. The WISPr-
Location-ID sent from the managed device to the WISPr RADIUS server will be the concatenation of the ISO
Country Code, E.164 Country Code, E.164 Area Code and SSID or Zone parameters configured in this
profile.

The parameters to define WISPr RADIUS attributes are specific to the RADIUS server your ISP uses for WISPr
authentication; contact your ISP to determine these values. You can find a list of ISO and ITU country and
area codes at the ISO and ITU websites www.iso.org and www.itu.int.

A Boingo smart client uses a NAS identifier in the format <CarrierlD>_<Venuel D> for location identification.
To support Boingo clients, you must also configure the NAS identifier parameter in the RADIUS server
profile for the WISPr server
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Parameter Description

agent string

User Agent String to be registered for use in WISPR Profile. Max
User Agent String len: 32 characters.Max number of User Agent
string: 32.

clone <source>

Copy data from another WISPr Authentication Profile.

default-role

Default role assigned to users that complete WISPr authentication.

logon-wait

Configure the CPU utilization threshold that will trigger logon wait
maximum and minimum times.

CPU-threshold <cpu-threshold>

Percentage of CPU utilization at which the maximum and
minimum login wait times are enforced. Range: 1-100%. Default:
60%.

max-authentication-failures

Maximum auth failures before user is blacklisted/denylisted.
Range: 0-10. Default: 0.

maximum-delay <maximum-delay>

If the CPU utilization of a managed device has surpassed the CPU-
threshold value, the maximum-delay parameter defines the
minimum number of seconds a user will have to wait to retry a
login attempt. Range: 1-10 seconds. Default: 10 seconds.

minimum-delay <minimum-delay>

If the CPU utilization of a managed device has surpassed the CPU-
threshold value, the minimum-delay parameter defines the
minimum number of seconds a user will have to wait to retry a
login attempt. Range: 1-10 seconds. Default: 5 seconds.

wispr-location-id-ac
<wispr-location-id-ac>

The E.164 Area Code in the WISPr Location ID.

wispr—-location-id-cc
<wispr-location-id-cc>

The 1-3 digit E.164 Country Code in the WISPr Location ID.

wispr-location-id-isocc
<wispr-location-id-isocc>

The ISO Country Code in the WISPr Location ID.

wispr-location-id-network
<wispr-location-id-network>

The SSID or network name in the WISPr Location ID.

wispr-location-name-location
<wispr-location-name-location>

A name identifying the hotspot location. If no name is defined, the
default ap-name is used.

wispr-location-name-operator-name
<wispr-location-name-operator>

A name identifying the hotspot operator.

Example

The following commands configure an WISPr authentication profile:

(host) " [md]
default-role authuser
max-authentication-failures 5
server—-group wisprl
wispr-location-id-ac 408
wispr-location-id-cc 1

(config) aaa authentication wispr

| aaa authentication wispr
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wispr-location-id-isocc us

wispr-location-id-network <wispr-location-id-network>
wispr-location-name-location <wispr-location-name-location>
wispr-location-name-operator-name <wispr-location-name-location>

Command History

Release Modification

ArubaOSs 8.9.0.0 Allinstances of blacklist have been replaced with denylist.

ArubaOS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa bandwidth-contract <name> {kbits <kbits>}|{mbits <mbits>}|{percentage <percentage>}

This command configures a bandwidth contract. You can apply a configured bandwidth contract to a user
role or to a VLAN. When you apply a bandwidth contract to a user role (see user-role on page 3738), you
specify whether the contract applies to upstream traffic (from the client to the managed device) or
downstream traffic (from the managed device to the client). You can also specify whether the contract
applies to all users in a specified user role or per-user in a user role.

When you apply a bandwidth contract to a VLAN (see interface vlan on page 624), the contract limits
multicast traffic and does not affect other data. This is useful because an AP can only send multicast traffic
at the rate of the slowest associated client. Thus excessive multicast traffic will fill the buffers of the AP,
causing frame loss and poor voice quality. Generally, every system should have a bandwidth contract of 1
Mbps or even 700 Kbps and it should be applied to all VLANs with which users are associated, especially
those VLANSs that pass through the upstream router. The exception are VLANSs that are used for high speed
multicasts, where the SSID is configured without low data rates.

Parameter Description

<name> Name that identifies this bandwidth contract.

kbits <kbwm> Limit the traffic rate for this bandwidth contract to a specified
number of Kbps.

256-2000000

mbits <mbwm> Limit the traffic rate for this bandwidth contract to a specified
number of Mbps.
1-2000

percentage <pbwm> Specify bandwidth as percentage of link capacity.
1-100

The following commands configure a set of bandwidth contracts, then apply those contracts to all upstream
and downstream traffic except for the echo, icmp, iperf, icmp6, and synflood applications, and the web,
streaming, peer-to-peer, unified-communication, and tunneling application categories.

(host) ~[md] (config) #aaa bandwidth-contract up-256k-1 kbits 256
(host) " [md] (config) #aaa bandwidth-contract up-512k-1 kbits 512
(host) ~[md] (config) #aaa bandwidth-contract up-lm-1 mbits 1
(host) ~[md] (config) #aaa bandwidth-contract up-5m-1 mbits 5
(host) "[md] (config) #aaa bandwidth-contract up-10m-1 mbits 10
(host) " [md] (config) #aaa bandwidth-contract up-20m-1 mbits 20
(host) ~[md] (config) #aaa bandwidth-contract up-50m-1 mbits 50
(host) ~[md] (config) #aaa bandwidth-contract up-100m-1 mbits 100
(host) "[md] (config) #aaa bandwidth-contract up-500m-1 mbits 500
(host) " [md] (config) #aaa bandwidth-contract up-1000m-1 mbits 1000
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host) " [md] (config) #aaa bandwidth-contract dw-256k-1 kbits 256
host) " [md] (config) #aaa bandwidth-contract dw-512k-1 kbits 512
host) "[md] (config) #aaa bandwidth-contract dw-1lm-1 mbits 1
host) " [md] (config) #aaa bandwidth-contract dw-5m-1 mbits 5
host) " [md] (config) #aaa bandwidth-contract dw-10m-1 mbits 10

( ) )
( ) )
( ) )
( ) )
( ) )
(host) ~[md] (config) #aaa bandwidth-contract dw-20m-1 mbits 20
( ) )
( ) )
( ) )
( ) )
( ) )

host) "[md] (config) #aaa bandwidth-contract dw-50m-1 mbits 50
host) " [md] (config) #aaa bandwidth-contract dw-100m-1 mbits 100
host) " [md] (config) #aaa bandwidth-contract dw-500m-1 mbits 500
host) " [md] (config) #aaa bandwidth-contract dw-1000m-1 mbits 1000
host) ~[md] (config) #interface gigabitethernet 0/0/1

Related Commands

Command Description

interface gigabitethernet Use this command to apply a bandwidth contract to downstream
or upstream traffic on a specified interface.

show aaa bandwidth-contracts Use this command to view contracts to limit traffic for a user or
VLAN.

Command History

Modification

ArubaOS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa dns-query-interval

aaa dns-query-interval <minutes>

Description

Configure how often the managed device should generate a DNS request to cache the IP address for a
RADIUS server identified via its FQDN.

If you define a RADIUS server using the FQDN of the server rather than its IP address, the managed device
will periodically generate a DNS request and cache the IP address returned in the DNS response. Issue this
command to configure the frequency of these requests.

Parameter Description

<minutes> Specify, in minutes, the interval between DNS requests sent from
the managed device to the DNS server.

1-1440 minutes
15 minutes

Example

This command configures a DNS query interval of 30 minutes.

(host) ~[md] (config)# aaa dns-query-interval 30

Related Commands

Command Description

show aaa dns-query-interval This command is used to view the current DNS query interval.

Command History

Release Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa derivation-rules

aaa derivation-rules user <name>
no ...
set {role|vlan} condition <rule-type> <attribute> <value> set-value {<role>|<vlan>}
[description <rule description>] [position <number>]

Description

This command configures rules which assigns a AAA profile, user role or VLAN to a client based upon the
client’s association with an AP.

A user role cannot be assigned by an AAA derivation rule unless the managed device has a PEFNG license.

Parameter Description

<name> Name that identifies this set of UDRs.

no Negates a configured rule.

set {role|vlan} Specify whether the action of the rule is to set the role or the
VLAN.

condition Condition that should be checked to derive role or VLAN.

<rule-type> For a rule that sets an AAA profile, use the user-vlan rule type.

For a role or VLAN UDR, select one of the following rules:

m bssid: BSSID of access point.

m dhcp-option: Use DHCP signature matching to assign a role

or VLAN.

m dhcp-option-77: Enable DHCP packet processing.

m encryption-type: Encryption method used by station.

m essid: ESSID of access point.

m location: user location (AP name).

m macaddr: MAC address of user.
If you use the dhcp-option rule type, best practices are to enable
the enforce-dhcp option in the AAA profile referenced by Virtual
AP profile of the AP group.

<attribute><value> Specify one of the following conditions:

m contains: Check if attribute contains the string in the <value>
parameter.

m ends-with: Check if attribute ends with the string in the
<value> parameter.

m equals: Check if attribute equals the string in the <value>
parameter.

m not-equals: Check if attribute is not equal to the string in the
<value> parameter.

m starts-with: Check if attribute starts with the string in the
<value> parameter.

set-value <role>|<vlan> Specify the user role or VLAN ID to be assigned to the client if the
above condition is met.

description Describes the UDR. This parameter is optional and has a 128
character maximum.

position Position of this rule relative to other rules that are configured.
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The user role can be derived from attributes from the client’s association with an AP. UDRs are executed
before the client is authenticated.

You configure the user role to be derived by specifying condition rules; when a condition is met, the
specified user role is assigned to the client. You can specify more than one condition rule; the order of rules
is important as the first matching condition is applied. You can also add a description of the rule.

The table below describes the conditions for which you can specify a user role or VLAN.

Rule Type

bssid: Assign client
to a role or VLAN
based upon the
BSSID of AP to which
client is associating.

Condition

One of the following:
contains

ends with
equals

does not equal
starts with

Value

MAC address (XX:XX:XX:XX:XX:XX)

dhcp-option:
Assign clientto a
role or VLAN based
upon the DHCP
signature ID.

One of the following:
m equals
m starts with

DHCP signature ID. This string is
not case sensitive.

dhcp-option-77:
Assign clientto a
role or VLAN based
upon the user class
identifier returned
by DHCP server.

equals

string

encryption-type:
Assign clientto a
role or VLAN based
upon the encryption
type used by the
client.

One of the following:
m equals
m does not equal

m Open (no encryption)
m WPA or WPA2 AES

m WPA-TKIP (static or
dynamic)

m Dynamic WEP

clientto a role or
VLAN based upon
the AP name to
which the client is
associated.

= WPA or WPA2 AES PSK
m Static WEP
m xSec
essid: Assign client One of the following: string
to a role or VLAN m contains
based upon the = ends with
ESSID to which the n equa|s
client is associated. = does not equal
m starts with
m value of (does not take string; attribute value is
used as role)
location: Assign One of the following: string

m equals
m does not equal

macaddr: MAC
address of the
client.

One of the following:
m contains
m ends with
m equals

MAC address (XX:XX:XX:XX:XX:XX)
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ArubaOS 8.x | Reference Guide



Rule Type Condition

m does not equal
m starts with

The device identification feature allows you to assign a user role or VLAN to a specific device type by
identifying a DHCP option and signature for that device. If you create a user rule with the DHCP-Option rule
type, the first two characters in the Value field must represent the hexadecimal value of the DHCP option
that this rule should match, while the rest of the characters in the Value field indicate the DHCP signature
the rule should match. To create a rule that matches DHCP option 12 (host name), the first two characters
of the in the Value field must be the hexadecimal value of 12, which is OC. To create a rule that matches
DHCP option 55, the first two characters in the Value field must be the hexadecimal value of 55, which is
37.

The following table describes some of the DHCP options that are useful for assigning a user role or VLAN.

DHCP Option Description E;l)‘(ii‘(ljaegmal
12 Host name 0C
55 Parameter Request List 37
60 Vendor Class Identifier 3C
81 Client FQDN 51

To identify DHCP strings used by an individual device, access the CLI in config mode and issue the following
command to include DHCP option values for DHCP-DISCOVER and DHCP-REQUEST frames in the log file of
the managed device:

logging level debugging network process dhcpd

Now, connect the device you want to identify to the network, and issue the CLI command show log
network. The sample below is an example of the output that may be generated by this command.

Be aware that each device type may not have a unique DHCP fingerprint signature. For example, devices
from different manufacturers may use vendor class identifiers that begin with similar strings. If you create a
DHCP-Option rule that uses the starts-with condition instead of the equals condition, the rule may assign a
role or VLAN to more than one device type.

(host) ~[md] (config) #show log network all | include DISCOVER

Feb 26 02:50:34 :202534: <DBUG> |dhcpdwrap| |dhcp| Datapath wvlanl: DISCOVER
00:19:d2:01:0b:84 Options 74:01 3d:010019d2010b84 0c:736861626172657368612d39393730
3c:4d53465420352e30 37:010£03062c2e2f1£f21£92b

Feb 26 02:50:42 :202534: <DBUG> |dhcpdwrap| |dhcp| Datapath vlanl: DISCOVER
00:19:d2:01:0b:84 Options 74:01 3d:010019d2010b84 0c:736861626172657368612d39393730
3c:4d53465420352e30 37:010£f03062c2e2f1£f21£92b

Feb 26 02:50:42 :202534: <DBUG> |dhcpdwrap| |dhcp| Datapath vlanl: DISCOVER
00:19:d2:01:0b:84 Options 74:01 3d:010019d2010b84 0c:736861626172657368612d39393730
3c:4d53465420352e30 37:010f03062c2e2f1f21£f92b

Feb 26 02:53:03 :202534: <DBUG> |dhcpdwrap| |dhcp| Datapath vlanlO: DISCOVER
00:26:c6:52:6b:7c Options 74:01 3d:010026c6526b7c 0c:41525542412d46416¢c73653232
3c:4d53465420352e30 37:010£f03062c2e2f1£f21£92b 2b:dc00
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(host) ~[md] (config) #show log network all| include REQUEST

Feb 26 02:53:04 :202536: <DBUG> |dhcpdwrap| |dhcp| Datapath vlanlO: REQUEST
00:26:c6:52:6b:7c reqIP=10.10.10.254 Options 3d:010026c6526b7c 36:0a0a0a02
0c:41525542412d46416c73653232
51:00000041525542412d46416c736532322e73757279612e636f6d 3c:4d53465420352e30
37:010£03062c2e2f1£21£92b 2b:dc0100

Feb 26 02:53:04 :202536: <DBUG> |dhcpdwrap| |dhcp| Datapath vlanlO: REQUEST
00:26:c6:52:6b:7c reqIP=10.10.10.254 Options 3d:010026c6526b7c 36:0a0a0a02
0c:41525542412d46416c73653232
51:00000041525542412d46416c736532322e73757279612e636f6d 3c:4d53465420352e30
37:010£03062c2e2f1£21£92b 2b:dc0100

Feb 26 02:56:02 :202536: <DBUG> |dhcpdwrap| |dhcp| Datapath wvlanlO: REQUEST
00:26:c6:52:6b:7c reqIP=10.10.10.254 Options 3d:010026c6526b7c
0c:41525542412d46416c73653232
51:00000041525542412d46416c736532322e73757279612e636f6d 3c:4d53465420352e30
37:010£03062¢c2e2f1£f21£f92b 2b:dc0100

Examples

The following command sets the client’s user role to “guest” if the client associates to the “Guest” ESSID. The
rule description indicates that is was created for special customers.

(host) " [md] (config) aaa derivation-rules user derivel
set role condition essid equals Guest set-value guest description
createdforspecialcustomers

The example rule shown below sets a user role for clients whose host name (DHCP option 12) has a value of
6C6170746F70, which is the hexadecimal equivalent of the ASCII string “laptop”. The first two digits in the
Value field are the hexadecimal value of 12 (which is 0C), followed by the specific signature to be matched.

(host) " [md] (config) aaa derivation-rules user device-role
set role condition dhcp-option equals 0C6C6170746F70 set-value laptop role

Command History

Modification

ArubaOS 8.0.0.0 Command introduced.

Command Information

Platform License Command Mode

All platforms Base operating system. The Config mode on Mobility
PEFNG license must be Conductor.
installed for a user role to be
assigned.

| aaa derivation-rules ArubaOS 8.x | Reference Guide



aaa inservice

aaa inservice <server-group> <server>

Description

This command designates an out of service authentication server to be in service.

By default, Mobility Conductor marks an unresponsive authentication server as “out of service” for a period
of 10 minutes (you can set a different time limit with the aaa timers dead-time command). The aaa
inservice command is useful when you become aware that an “out of service” authentication server is
again available before the dead-time period has elapsed. You can use the aaa test-server command to test
the availability and response of a configured authentication server.

Parameter Description

<server-group> Server group to which this server is assigned.
<server> Name of the configured authentication server.
Example

The following command sets an authentication server to be in service:

aaa inservice corp-rad radl

Command History

Release Modification

ArubaOSs 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.Mobility Conductor
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aaa ipv6 user add

aaa 1ipv6 user add <ipv6addr>
authentication-method {dotlx|stateful-dotlx}

mac <macaddr>

name <username>
profile <aaa-profile>

role <role>

Description

This command should only be used for troubleshooting issues with a specific IPv6 client. This command
manually assigns a user role or other values to a specified IPv6 client. For example, you can create a role
debugging that includes a policy to mirror session packets to a specified destination for further

examination, then use this command to assign the debugging role to a specific client. Use the aaa ipv6
user delete command to remove the client or device from the role.

Issuing this command does not affect ongoing sessions that the client may already have. For example, if a
client is in the “employee” role when you assign them to the “debugging” role, the client continues any
sessions allowed with the “employee” role. Use the aaa ipv6 user clear-sessions command to clear
ongoing sessions.

Parameter Description

<ipvb6addr>

IPv6 address of the user to be added.

authentication-method

Authentication method for the client.

dotlx

802.1X authentication.

stateful-dotlx Stateful 802.1X authentication.

mac <macaddr>

MAC address of the client.

name <username>

Name of the client.

profile <aaa-profile>

AAA profile for the client.

role <role>

User role for the client.

Example

The following commands create a role that logs HTTPS traffic, then assign the role to a specific IPv6 client:

(host)

ipv6-web-debug

[\md]

(
(
(
(
(

config) #ip access-list session ipvé6-log-https
config-submode) #any any svc-https permit log
config) #user-role ipvo-web-debug
config-submode) #session-acl ipvé6-log-https

config) #aaa ipv6 user add 2002:d81f:f9f0:1000:€409:9331:1d27:ef44 role

Command History

| aaaipvé user add
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Modification

ArubaOS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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aaa ipvb6 user clear-sessions

aaa 1pv6 user clear-sessions <ipaddr>

Description

This command clears any ongoing sessions that the client already had before being assigned a role with the
aaa ipv6 user add command.

Parameter Description
<ipvoaddr> IPv6 address of the client.
Example

The following command clears ongoing sessions for an IPv6 client:

(host) [/md] (config) #aaa user clear-sessions

2002:d81f:f9f0:1000:e409:9331:1d27:ef44

Command History

Release Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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aaa ipv6 user delete

aaa ipv6 user delete {<ipv6addr>|all|mac <macaddr>|name <username>|role <role>}

Description

This command allows you to manually delete clients, users, or roles. For example, if you used to the aaa
ipv6 user add command to assign a user role to an IPv6 client, you can use this command to remove the
role assignment.

Parameter Description

<ipvéaddr> IPv6 address of the client to be deleted.

all Deletes all connected IPv6 clients.

mac <macaddr> MAC address of the IPv6 client to be deleted.

name <username> Name of the IPv6 client to be deleted.

role <role> Role of the IPv6 client to be deleted.
Example

The following command a role:

(host) [/md] (config) #aaa ipv6 user delete role web-debug

Command History

Release Modification

ArubaOSs 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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aaa ipvé6 user logout

aaa 1ipv6 user logout <ipvéaddr>

Description

This command logs out an authenticated IPv6 client. The client must reauthenticate.

Parameter Description
<ipvéaddr> IPv6 address of the client to be logged out.
Example

The following command logs out an IPv6 client:

(host) [/md] (config) #aaa user logout 2002:d81f:f9f0:1000:e409:9331:1d27:ef44

Command History

Release Description

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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aaa log

[no] aaa log

Description

Enable per-user log files for AAA events.

By default, logging is always enabled. Issue the no aaa log command to disable per-user logging and re-
enable it again using the command aaa log.

Example

The example below enables per-user AAA log files.

(host) ~[md] (config) #aaa log

Command History

Release Modification

ArubaOS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa profile

aaa profile <profile>
ageout-bridge-user

authentication-dotlx <dotlx-profile>

authentication-mac <mac-profile>
clone <profile>
devtype-classification
dotlx-default-role <role>
dotlx-server-group <group>
download-role

enforce-dhcp

initial-role <role>
12-auth-fail-through
mac-default-role <role>
mac-server—-group <group>

max-ip ipvé4 wireless <max ipv4 users>

multiple-server-accounting

no ...

open ssid radius accounting
pan-integration
radius—accounting <group>
radius-acct-session-id-in-access
radius-interim-accounting
radius-roam-accounting
reauth-wired-user-vlan-change
rfc-3576-server <ipaddr>
user-derivation-rules <profile>
user-idle-timeout
username-from-dhcp-optl2
wired-to-wireless-roam
xml-api-server <ipaddr>

Description

This command configures the authentication for a WLAN.

Parameter Description

<profile>

Name that identifies this instance of the profile. The name
must be 1-63 characters.

default

ageout-bridge-user

Enables ageout mechanism for wireless clients in bridge
mode.

authentication-dotlx <dotlx-profile>

Name of the 802.1X authentication profile associated with the
WLAN.

authentication-mac <mac-profile>

Name of the MAC authentication profile associated with the
WLAN.

clone <profile>

Name of an existing AAA profile configuration from which
parameter values are copied.

| aaa profile
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Parameter Description

devtype-classification The device identification feature can automatically identify
different client device types and operating systems by parsing
the User-Agent strings in a client's HTTP packets. When the
devtype-classification parameter is enabled, the output of the
show user and show user-table commands shows each
client's device type, if that client device can be identified.

enabled

dotlx-default-role <role> Configured role assigned to the client after 802.1X
authentication. If derivation rules are present, the role
assigned to the client through these rules take precedence
over the default role. This parameter requires the PEFNG

license.
guest
dotlx-server-group <group> Name of the server group used for 802.1X authentication.
download-role Enables role download from ClearPass Policy Manager if not
defined.
2
enforce-dhcp When you enable this option, clients must complete a DHCP

exchange to obtain an IP address. disabled

initial-role <role> Role for unauthenticated users.
logon

12-auth-fail-through To select different authentication method if one fails.
disabled

mac-default-role <role> Configured role assigned to the user when the device is MAC

authenticated. If derivation rules are present, the role assigned
to the client through these rules take precedence over the
default role. This parameter requires the PEFNG license.

guest

mac-server—-group group Name of the server group used for MAC authentication.

max-ip ipv4 wireless <max ipv4 users> | Control the number of IPv4 addresses that can be associated
to single wireless user. Increasing the max-ip limit may prevent
the system from scaling to maximum users on all Mobility
Conductor or managed devices.

Range: 1-32

2

multiple-server-accounting If enabled, the Mobility Conductor sends RADIUS accounting to
all servers in RADIUS accounting server group.

disabled

no Negates any configured parameter.
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Parameter Description

open ssid radius accounting Initiates RADIUS accounting as soon as the user associates to
an Open SSID without any authentication. Do not enable this
parameter for wired users. If enabled, the Mobility Conductor
sends RADIUS accounting packets for unauthenticated wired

users.
disabled
pan-integration The profile requires mapping at a Palo Alto Networks (PAN)
firewall.
disabled
radius-accounting <group> Name of the server group used for RADIUS accounting.
radius-acct-session-id-in-access Use this to include Acct-Session-Id in RADIUS Access-Request.
radius-interim-accounting By default, the RADIUS accounting feature sends only start and

stop messages to the RADIUS accounting server. Issue the
interim-radius-accounting command to allow the managed
device to send Interim-Update messages with current user
statistics to the server at regular intervals.

disabled

rfc-3576-server <ip-addr> IPv4 or IPv6 address of a RADIUS server that can send user
disconnect, session timeout and CoA messages, as described
in RFC 3576, Dynamic Authorization Extensions to RADIUS. This
parameter requires the PEFNG license.

radius-roam-accounting Enable the managed device to send Interim-Update messages
(without user statistics) to the server, when a client roams to a
different AP.

reauth-wired-user-vlan-change When a wired user moves across VLANS, a trigger is created to
reauthenticate this user.
Enabled

user-derivation-rules <profile> User attribute profile from which the user role or VLAN is
derived.

user-idle-timeout The user idle timeout for this profile. Specify the idle timeout

value for the client in seconds. A value of 0, deletes the user
immediately after disassociation from the wireless network.
Valid range is 30-15300 in multiples of 30 seconds. Enabling
this option overrides the global settings configured in the AAA
timers. If this is disabled, the global settings are used.

disabled
username-from-dhcp-opt12 Enter a username from dhcp option 12 for non-802.1X users.
wired-to-wireless-roam Keeps user authenticated when roaming from the wired side of
the network.
enabled
xml-api-server <ip-addr> IP address of a configured XML API server. This parameter

requires the PEFNG license.
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The AAA profile defines the user role for unauthenticated users, the default user role for MAC or 802.1X
authentication, and UDRs. The AAA profile contains the authentication profile and authentication server
group.

There are predefined AAA profiles available, default-dot1x, default-mac-auth, and default-open. These
profiles have the parameter values shown in the following table.

Parameter default-dot1x default-mac-auth default-open
authentication-dotlx default N/A N/A
authentication-mac N/A default N/A
dotlx-default-role authenticated guest guest
dotlx-server—-group N/A N/A N/A
initial-role logon logon logon
mac-default-role guest authenticated guest
mac-server-group default default default
radius—-accounting N/A N/A N/A
rfc-3576-server N/A N/A N/A
user-derivation-rules N/A N/A N/A
wired-to-wireless roam enabled enabled enabled

Changing the max-ip ipv4 wireless parameter from the default value is recommended for special
deployments. If your WLAN has multiple device IP associated to single MAC address, you can increase the
this value from the default value of 2.

The default value is 2 IPv4 users per wireless user. Total number of IPv4 users created can be a maximum of
two times the license. If you configure 32 max-ip IPv4 users, total number of IPv4 users is 32 times the
license. This can prevent the managed device from scaling to the maximum limit of IP users. Total number
of IPv4 users should be scaled down to offset this issue.

Increasing the value of the max-ip ipv4 wireless parameter may increase the look-up time due to an
increase in the creation and deletion of IPv4 users on the managed device. In a deployment where there is
Captive Portal and 802.1X authentication implemented, increasing the number of IPv4 users can further
deplete performance.

Example

The following command configures an AAA profile that assigns the employee role to clients after they are
authenticated using the 802.1X server group radiusnet.

(host) ~[md] (config) #aaa profile corpnet
(host) " [md] (AAA Profile "corpnet")dotlx-default-role employee
(host) ~[md] (AAA Profile "corpnet")dotlx-server-group radiusnet

Command History
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Release Modification

Aruba0s 8.7.0.0 The ageout-bridge-user parameter was introduced.

Aruba0s 8.5.0.0 The rfc-3576-server <ipaddr> parameter was updated to also
support IPv6 address of the server.

ArubaOSs 8.3.0.0 The reauth-wired-user-vlan-change parameter was added.

Aruba0s 8.1.0.0 The radius-roam-accounting parameter was added.

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system, except | Config mode on Mobility
for noted parameters. Conductor.
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aaa password-policy mgmt
enable
no
password-lock-out
password-lock-out-time
password-max-character-repeat.
password-min-digit
password-min-length
password-min-lowercase-characters
password-min-special-character
password-min-special-character
password-min-uppercase-characters
password-not-username

Defines a policy for creating management user passwords. By default, the password for a management user
has no requirements other than a minimum length of 6 alphanumeric or special characters. You do not need
to configure a different management user password policy unless your company enforces a best practices
password policy for management users with root access to network equipment.

Parameter Description

enable Enable the password management policy.

password-lock-out The number of failed attempts within a 3 minute window that
causes the user to be locked out for the period of time specified by
the password-lock-out-time parameter.

Range: 0-10 attempts. By default, the password lockout feature is
disabled, and the default value of this parameter is 0 attempts.

password-lock-out-time The number of minutes a user who has exceeded the maximum
number of failed password attempts is locked out of the network.
After this period has passed, the lockout is cleared without
administrator intervention.
When a management user gets locked out, that event is logged in
the managed device log file. The management user lockout
warning message can have any one of the following warning IDs.
m 125060 = Password policy locked out a management user
created via the mgmt-user command in the serial console CLI.
m 125061 = Password policy locked out a management user
created via the WebUI or the mgmt-user command in the
Telnet or SSH CLI.
m 133109 = Password policy locked out a management user
created via the local-userdb command in the CLI.

Range: 1-1440
3

password-max-character-repeat The maximum number of consecutive repeating characters
allowed in a management user password.

Range: 0-10 characters. By default, there is no limitation on the
numbers of character that can repeat within a password, and the
parameter has a default value of 0 characters.
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Parameter Description

password-min-digit The minimum number of numeric digits required in a
management user password.

Range: 0-10 digits. By default, there is no requirement for
numerical digits in a password, and the parameter has a default
value of 0.

password-min-length The minimum number of characters required for a management
user password
Range: 6-64 characters. Default: 6.

password-min-lowercase-characters The minimum number of lowercase characters requiredin a
management user password.

Range: 0-10 characters. By default, there is no requirement for
lowercase letters in a password, and the parameter has a default

value of 0.

password-min-special-characters The minimum number of special characters (!, @, #, $, %, *, &, *, <,
>{}4[L1:.,comma,|,+ ~ " )inpassword. Range: 0-10 special
characters.

Default: 0 (minimum number of special character required is
disabled by default, The following (")', '(*;, -, space, =, /, ?) are dis-
allowed).

password-min-special-character The minimum number of special characters requiredina
management user password.

Range: 0-10 characters. By default, there is no requirement for
special characters in a password, and the parameter has a default
value of 0. See Usage Guidelines below for a list of allowed and
disallowed special characters

password-min-uppercase-characters The minimum number of uppercase characters requiredin a
management user password.

Range: 0-10 characters. By default, there is no requirement for
uppercase letters in a password, and the parameter has a default
value of 0.

password-not-username Password cannot be the current username or the username
spelled backwards of the management user.

Example

The following command sets a management password policy that requires the password to have a
minimum of nine characters, including one numerical digit and one special character:

(host) " [md] (config) aaa password-policy mgmt
enable

password-min-digit 1

password-min-length 9
password-min-special-characters 1

Related Commands
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Description

show aaa password-policy mgmt

This command displays the current management password policy.

Command History

Release

Modification

ArubaOS 8.0.0.0

Command introduced.

Command Information

Platforms

All platforms

License Command Mode
Base operating system. Config mode on Mobility
Conductor.
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aaa query-user <auth-server> <user-name> <mac-address>

Troubleshoot an authentication failure by verifying that the user exists in the authentication server
database. If the Admin-DN binds successfully but the wireless user fails to authenticate, issue this command
to troubleshoot whether the problem is with the wireless network, the managed device, or the
authentication server. The aaa query-user <auth_server> <username> <mac-address> command to
make the managed device sends a search query to find the user. If that search fails in spite of the user being
in the server database, it is most probable that the base DN where the search was started was not correct.
In such case, it is advisable to make the base DN at the root of the authentication server tree.

Parameter Description

<auth-server> Name of a configured authentication server.
<user-name> Name of a user whose authentication record you want to view.
<mac-address> MAC address of the client.

The example below shows part of the output for an LDAP record for the username JDOE.

(host) [mynode] #aaa query-user eng JDOE

(host) [mynode] #objectClass: top

(host) [mynode] #objectClass: person

(host) [mynode] #objectClass: organizationalPerson
(host) [mynode] #objectClass: user

(host) [mynode] #cn: John Doe

(host) [mynode] #sn: Doe

(host) [mynode] #userCertificate:

0\202\005\2240\202\004 |\240\003\002\001\002\002\012H\011\333K
(host) [mynode] #userCertificate:

0\202\005\2240\202\004 |\240\003\002\001\002\002\012]1\350\346F
(host) [mynode] #userCertificate:
0\202\005\2240\202\004|\240\003\002\001\002\002\012\023\001\017\240
(host) [mynode] #userCertificate:
0\202\005\2240\202\0041\240\003\002\001\002\002\012\031\224/\030
(host) [mynode] #userCertificate:
0\202\005~0\202\004£\240\003\002\001\002\002\012\031\223\246\022
(host) [mynode] #userCertificate:
0\202\005\2240\202\004|\240\003\002\001\002\002\012\037\177\374\305
(host) [mynode] #givenName: JDE

(host) [mynode] #distinguishedName: CN=John Doe,CN=Users,DC=eng,DC=net
(host) [mynode] #instanceType: 4

(host) [mynode] #whenCreated: 20060516232817.0%2

(host) [mynode] #whenChanged: 20081216223053.0Z

(host) [mynode] #displayName: John Doe

(host) [mynode] #uSNCreated: 24599

(host) [mynode] #memberOf: CN=Cert Admins,CN=Users, DC=eng, DC=net
(host) [mynode] #memberOf: CN=ATAC,CN=Users,DC=eng, DC=net
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(host) [mynode] #uSNChanged: 377560
(host) [mynode] #department: eng
(host) [mynode] #name: John Doe

Command History

Modification

ArubaOSs 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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aaa radius-attributes

aaa radius-attributes add <attribute> <attribute-id> {date|integer|ipaddr|string} [vendor
<name> <vendor-id>]

Description

This command configures RADIUS attributes to statically configure values to be included in RADIUS Access-
Requests and Accounting-Requests. Add RADIUS attributes for use in SDRs. Use the show aaa radius-
attributes command to display a list of the current RADIUS attributes recognized by the Mobility
Conductor. To add a RADIUS attribute to the list, use the aaa radius-attributes command.

Parameter Description

add <attribute> <attribute-id> Adds the specified attribute name (alphanumeric string),
associated attribute ID (integer), and type (date, integer, IP
address, or string).

date Adds a date attribute.

integer Adds an integer attribute.

ipaddr Adds an IP address attribute.

string Adds a string attribute.

vendor (Optional) Display attributes for a specific vendor name and
vendor ID.

Example

The following command adds the VSA Aruba-User-Role:

(host) ~[md] (config) aaa radius-attributes add Aruba-User-Role 1 string vendor
Arubas 14823

Command History

Release Modification

ArubaOS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa radius modifier

aaa radius modifier <rad modifier name>
clone <source>
exclude <name>
include <name> {[static <static val>] | [dynamic <ap-groupl>|<ap-macaddrl>|<ap-
namel>|<essid1>|<user—vlan1>|<w§th>|<ap—qroup2>|<ap—macaddr2>|<ap—name2>\<essid2>|<user—
vlan2>]<delimiter>}
no. .

Description

This command configures the RADIUS modifier profile to customize the attributes that are included,
excluded and modified in the RADIUS request before it is sent to the authentication server.

Use the show aaa radius modifier command to display a list of RADIUS modifier profiles . To create a
RADIUS modifier profile with customized attributes, use the aaa radius-attributes command.

Parameter Description

<rad modifier name> The specified RADIUS modifier profile name
clone <source> Copy data from another Radius Modifier Profile
exclude <name> Attribute to be excluded in RADIUS request
include <name> Attribute/Value to be included in RADIUS request
static <static val> Static data. (1-128 bytes string in length)
dynamic First dynamic field. Use the following parameters:

m ap-group1: Use AP group as the first dynamic field.

= ap-macaddri1: Use AP mac address as the first dynamic field.

= ap-name1: Use AP name as the first dynamic field.

m essid1: Use essid as the first dynamic field.

m user-vlan1: Use the current VLAN-ID of user as the first
dynamic field.

with (Optional) Connect to the second dynamic field. Use the following
parameters:

= ap-group2: Use AP group as the second dynamic field.

» ap-macaddr2: Use AP mac address as the second dynamic
field.

= ap-name2: Use AP name as the second dynamic field.

m essid2: Use essid as the second dynamic field.

m user-vlan2: Use the current VLAN-ID of user as the second
dynamic field.

delimiter Delimiter (at, colon, dash, dollar, hash, none, percent, semicolon,
slash, space) used in the string.

no Delete Command.

Example
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Example for Included attribute

(host) [md] (config) #aaa radius-attributes add BW-Area-Code 18 integer vendor Boingo
22472

(host) [md] (Radius Modifier Profile "radmodifierl") # include BW-Area-Code static
"212"

(host) [md] (Radius Modifier Profile "radmodifierl"™) # no include BW-Area-Code

Example for excluded attribute

(host) [md] (config) #aaa radius-attributes add BW-Area-Code 18 integer vendor Boingo
22472

(host) [md] (Radius Modifier Profile "radmodifierl") # exclude BW-Area-Code

(host) [md] (Radius Modifier Profile "radmodifierl") # no exclude BW-Area-Code

Example for modified attribute
Default attributes to carry to radius server can be modified with include option.

(host) [md] (Radius Modifier Profile "radmodifierl") # include "Aruba-location-id"
static "Shim-office"

Command History

Version Modification

ArubaOs 8.2.0.0 The exclude and include parameters were added.

Aruba0S 8.1.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa rfc-3576-server <ipaddr>
clone <source>
enable-radsec
event-timestamp-requi. .
key <psk>
no ...
replay-protection
window-duration

This command configures a RADIUS server that can send user disconnect, session timeout, and CoA
messages, as described in RFC 3576, Dynamic Authorization Extensions to RADIUS.

The disconnect, session timeout and change-of-authorization messages sent from the server to managed
device contains information to identify the user for which the message is sent. Starting from ArubaOS
8.5.0.0, the managed device also accepts disconnect, session timeout, and CoA message requests from IPv6
address based DAC, and identifies user sessions based on the user's IPv6 address. Managed Device
supports the following attributes for identifying the users who authenticate with an RFC 3576 server:

= user-name: name of the user to be authenticated

» framed-ip-address: user IPv4 address

s framed-ipv6-address: user IPv6 address

m calling-station-id: phone number of a station that originated a call
m accounting-session-id: unique accounting ID for the user session.

If the authentication server sends both supported and unsupported attributes to managed device, the
unknown or unsupported attributes will be ignored. If no matching user is found managed device will send a
503: Session Not Found error message back to the RFC 3576 server.

Parameter Description

<ipaddr> IPv4 or IPv6 address of the server.

clone <source> Name of an existing RFC 3576 server configuration from which
parameter values are copied.

enable-radsec Enable RADSEC for the server.

event-timestamp-required To enable discard of DAC request, if Event-Timestamp is not
present in DAC request. This option will only come into the effect,
if replay-protection is enabled.

key <psk> Shared secret to authenticate communication between the
RADIUS client and server.

no Negates any configured parameter.
replay-protection Enable replay protection for DAC requests.
window-duration Number in seconds. Default value is 300. This parameter is used:

- To check stale DAC requests.
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Parameter Description

- To specify the minimum time-span in seconds between two
valid r