ANANIS LTI USG20-VPN/USG20W-VPN

Default Login Details

IP Address: https://192.168.1.1
User Name: admin

Password: 1234

Hardware front Panels

USG20-VPN
IV v XdEL! SEP AN LAM/DAT
|| PR 5¥5 L 1 m
Pl 2] E P4 P5 P
USG20-VPN 0 = = = = — p— = =
W Frnnl RESET 10/100/1000 usa
DR
USG20W-VPN
& ‘ IE :i L %
(AR '
_ /J("—E".fi:} SEP WM LAN/DIME
|| || s s J 2 rﬂ ] =] Fé
D — —_ —_ —_ —_ —_ — _ —_
USG20W-VPN
I [y RESET 10/100/1000 —
0 OO 0 YA
Default Physical Port
PORT /INTERFACE P1 P2 P3 P4 P5 P6 P7 P8
* USG40 wani lanl lani lani opt
o USG40W wani lan1l lani lani opt
* USG20-VPN sfp wan lani lani lan1 lan1
+  USG20W-VPN sfp wan lan1 lani lan1 lan1
+«  USG6O wanl wan2 lan1 lani lani lani
«  USGBOW wan1l wan2 lan1 lani lani lan1

There are compatible 1G modules

e SFP-1000T

e SFP-SX-D

e SFP-LX-10-D
SFP-BX1310-10-D
SFP-BX1490-10-D
SFP-LHX1310-40-D
SFP-ZX-80-D




s Login iassan ZyWALL USG Series
1. @ausianadn LAN visa LAN1 1e991nsnl uaiilaniin Web Browser ugauinlilf

https://192.168.1.1 axisnguii Login
O O I o ] e

|

3. Turn on Java Runtime Environment (JRE) in your web browser.

2. ld Username uaz Password iilu admin uaz 1234 muansu (A1 Default) aniiinm Login as
dsanguiin Installation Setup Wizard lne/l#iiden Go to Dashboard iiiaidinguiinisssrnaes

gunsnd

Installation Setup Wizard

Internet Access » Internet Access Succeed > Device Registration
1 2 H

Welcome

The later steps will guide you to setup the Internet connection.

- Connect to Internet
- Device Registration

Click "Next' to start the wizard; or 'Go to Dashboard' if you want to skip.

Tnamiimanaesginsniaziansunuiuyfianiu 3 dou As
1. Lm‘umg‘nﬁ'n ﬂiznﬂuvl,ﬂfvﬁqmw Dashboard, Monitor, Configuration L&z Maintenance

2. WHNANIUAN AZUAMANUENITBEesgLnsnliandin ndtaesan uznsdensienesgnenl



3. wauwAsasia tsznaullfan 1u Logout, Console 1178 Help tNBUARIIEAZIBE ATBIUNLHINNT

~ ek imin | Logout P Hep Z About & SteMap [@ObjectRefersnce (ol Gonsole
ZyXEL zywaiLuseso e

'- ] DASHBOARD
o WA 101001000 LANDMZ 10710011000
(=) 2 Pt 3 m oM B ®
s
B reser
Panel
LTUITITOTU TN
L] |
4| Device Information =@ x|} | Secured Service Status (@)%
System Name: 2uwals0-50 & Staws Name Version Expiration
Model Name: ZyWALL USG 50 1 @notlioenses  AMVInS v0.000 0
5100231031690
Serial Numbers 2 @)wotLionses 0P Sionsture v0.000 0
MAC AddressRange:  40:4A0374DLTF ~ 40:4A:03:74D 184
3 Ant-Spam 0
Firmware Version. 3.00(BDS.2) [ 1.13  2012-05-03 20:02:26 @it Licsnssa "
4 @otiicsnssa  GontentFiter 0
4 System Status NE0E B
syt / 5 (@osabled ADP
System Uptime: 01:05:40
6 Firewal
Current Date/Time: 2012-07-09 / 08:01:42 GMT+00:00 @ enavies
0
VPN Status: 7 Content Filter Statistics B0 ES
SSL VPN Status: 02
DHCP Table: 2 Web Request Statistics
Current Login User: admin {uniimited  00:29:59) Total Web Pages Inspected: o
. 2
Mumber of Login Users: 2 Socked: N
Boot Status: System default configuration
Warned 0
« n »

MM9AIAINTITaNARRUIRRSIER
- llflunuiay Configuration dan Quick Setup azilsnngniasiven 2 gluuy Aa WAN Interface uay

VPN Setup 1#iiaan WAN Interface *Ineisinating wanl vinnefa sfp interface

CONFIGURATION

T¥ Quick Setup

[l Licensing 1 Quick Setup |

G 1=tvork |

Auth. Policy

Firewall
==
VPN
WAMN Interface VPN Setup
-J:"-F'F' Fatrol WAN Quick Setting walks you For creating secure
. through the steps of getting communications between nodes,
BWM your device connected online. VPM Quick Setting provides a

simplified process to do that.

- @8 Interface wanl 338 wan2 Weldansedwmasiin lnauiniense Modem/Router Anasn P1

Aa wanl 138 wasn P2 Aa wan2



WAN Interface

Choose Ethernet > Enter WAN Settings » WAN Configuration Summary
2 3
1

Ethernet

Ethernet Selection:

o>

naRsANaTansieguneiaNs@ensals 3 3Uuuy Ae Ethernet, PPPOE uaz PPTP

T Quick Setup x|

WAN Interface

Choose Ethemnst > Enter WAN Settings » WAN Configuration Summary
1 3
2

WAN Interface Setup

WAN Type Selection:
Ethernet
PPPROE
PRTR

4 ] » <]

o>

1. \Tausauuy Ethernet

PRIANAENNTTaNFABLLL Ethernet wdaanunsamamn 195y IP Address 8mlusd® (Auto) vie BT

A1vaAn IP Address (Static) &

i Quick Setup [x]

WAN Interface a

Choose Ethemnet > Enter WAN Settings > WAN Configuration Summary
1 3
2

Interface
WAN Interface: wanl
Zone: WAN

1P Address Assignment: -

Auto
Static

ot



- winaansnmensialidniaaliiu 1P Aggll

WAN Interface

'WAN Interface Setup

Encapsulation:
WAN Interface:
Zone:

1P Address Assignment:

Choose Ethemet » Enter WAN Settings » WAN Configuration Summary
1 2

3

Congratulations. The Internet Access wizard is completed.

Ethernet

wanl

WAN

Auto

1P Address:
1P Subnet Mask:

Gateway IP Address:

192.168.100.34

255.255.255.0

192.168.100.1

First DNS Server:

\FansauLl PPPOE

wAsAINAenNIsTaNsewUL PPPoE axdsngutianis

ﬂdl Vo e v a
nsan username waz password 7 FFuanngliiing

"}/ uick Setup

2 )[x]

| »

m

AN TRNFADDULADSLIN IALNINNT

WAN Interface

i

ISP Parameters
Encapsulation:
Service Name:
Authentication Type:
User Name :
Password:

Retype to Confirm:
|¥ Mailed-Up

Idle timecut:

WAN Interface Setup
WAN Interface:
Zone:

TP Address:

Choose Ethernet > Enter WAN Settings » WAN Configuration Summary

3

3 &}
3
3
B

(Optional)

Chap/PaFP

abc@truehisp

!

Seconds

H
o
=]
%‘

=
2

=

uto

m

- mnvnadesstelidndaazlaiu IP Adress angliianig Asgyl



1 Quick Setup x|
WAN Interface —
Choose Ethernet = Enter WAN Settings > WAN Configuration Summary
1 2 3
Congratulations. The Internet Access wizard is completed.

WAN Interface Setup

Encapsulation: PPPoE L

Service Name:; [
/User Mame : abc@truehisp \

Mailed-Up: fes

Idle timeout: 100

WAN Interface: wanl_ppp

Zone: WAN

IP Address Assignment: Auto —
\IP Address: 110.169.184.111 /

Gateway IF Address:

n19m3A1 Trunk 152 Load Balancing
Ty Network >> Interface >> Trunk iivavi1n13nnuug Interface sinae Widluasn@naes

WAN_TRUNK Taennsiaen Edit wisennnis Add dinlullv

Show Advanced Settings

Configuration
Enable Link Sticking [
Timeout: 300 (30-600 seconds) [

| Disconnect Connections Before Faling Back n

Default WAN Trunk

Default Trunk Selection
(7) SYSTEM_DEFAULT_WAN_TRUNK

@ User Configured Trunk WAN_Trunk »

User Configuration

Q@ dd [JrEdit i Remove [ Object Reference

# Name Algorithm
1 WAN_Trunk I
Page 1 of1 #| | Show |50 | |items Displaying 1-1of 1

Slevianns Edit vive Add snudaazanunaniviua Algorithm lidnfesnnal¥iflu Load Balance giiy
1o anunsoidenld 3 wuu Ae Weighted Round Robin, Least Load First via Spillover uazaunsanivua i
indeamsli Interface latinseduu WAN_TRUNK fifing

usinz Interface idenTuunlfiflu Active uaz Passive Tviun Active A Interface tuaziinauag dau

Passive 1uAe Interface siazinanuili Backup Interface



() Add Trunk EES

Name: WAN_Trunk

Load Balanding Algorithm: Z|

Load Balandng Index{es): Weighted Round Robin
Least Load First
Spillover

() Add ZZEdit Tl Remove gMMove

# Member Mode Ingress Bandwidth Egress Bandwidth
2 "wan2_ppp " Active 1048576 kbps 1048576 kbps
Page 1 ofi| » | | Show |50 |w |items Mo data to display

OK ] [ Cancel

n19m3A1 Policy Route
n13nmua Policy Route 1iaa3191dun e Packet Nazidansodumasiin liliwy Network >>
Routing >> Policy Route

|| Edit Policy Route

7] Show Advanced Settings | 7] Create new Object »

Configuration
[¥] Enable
Description: internet (Optional)
Criteria
User: any b
Incoming: Interface w
Please select one member: lan1 v
Source Address: LAN1_SUBNET v
Destination Address: any 2
DSCP Code: any o
Schedule: none v
Service: any w
Next-Hop
Type: Trunk w
Trunk: WAN_Trunk v
[] Auto-Disable

m

[ Ok J [ Cancel

angUsaetnarinuuadiiedl Packet anwesn Interface lan 1 713 IP 1l LAN_SUBNET azlilila7 fi

A1u (Destination Address —any) léldaanfiwasn WAN_TRUNK iflufiu




n15A3A1 Port Role
\unnerinuuanisuiinfinisinauaeaneiasing Geaingd P3, P4 azuiviilu LANL tne PS uas P6

NN LAN2 waz DMZ ansansu

P3 P4 PS5 P&

I e

P LAN/DME

lani {LAM1) i@ i@ [ @
lan2 {LAMNZ)
dmz (DMZ)

guest

*USG310, USG1100 uaz USG1900 liisasiu Port Role

NNTHIAN Dynamic DNS

11l Network >> DDNS i#iasinn1sa319 Profile Tnanis Add usn Taela Account 989 Dynamic

%

DNS aslil aantiuaslda Domain iaan Interface Nfiaenisiendia Domain lulynl?

() Add Profile Q3

General Settings o~

[#] Enable DDNS Profile |

Profile Mame: ZyDDNS

DDMS Type: MNo-IP R
DDNS Account

Username: ZyDDMNS

Password: oy

Retype to Confirm: ssssee

m

DDNS Settings
Domain MName: ZyDDMS. no-ip.com
Primary Binding Address
Interface: wanl_ppp St
IP Address: Interface ~

Backup Binding Address

Interface: wan2_ppp St

IP Address: Interface N

[ OK _H Cancel J



n15A3A1 NAT
Ty Network >> NAT iivasiarn1s Forward Port vi3a Map IP #ine7] Tneina Add Tunniiveyinnig

Anvua Policy

DAdd [fEdt I o 3
# Status  Name Mapping Type Interface Original IP Mapped IP Protocol Original Port Mapped Port
1 @ web_server Virtual Server awanl_ppp 202.150.7.69 192.168.1.5 any 80 80
Page 1 of 1 Show 50 |w items Displaying 1 - 10f 1
- Edit NAT TIX
|.7|Create new Object »
-
General Settings
[¥] Enable Rule
Rule Name: web_server
Port Mapping Type
Classification: @ Virtual Server ) L:1NAT () Many 1:1NAT
Mapping Rule
Incoming Interface: wanl_ppp w
Criginal IP: User Defined w
User-Defined Criginal IP: 202, 150.7.69 (IP Address)
Mapped IF: User Defined v
User-Defined Mapped IP: 192.168.1.5 {IP Address)
Port Mapping Type: Port v
Protocol Type: any w
Criginal Port: a0
Mapped Part: &0
(a4 ] [ Cancel

1. Port Forwarding

Incoming Interface \ilu Interface 7 Packet a1 waznuua Original IP 1y any anifuasinuun IP

b4

aaqirrasngluluindia Mapped IP saudannuiua Port 1faanns Forward Winunfas

2. Mapped IP

azpfaiuLULLInUEiNduaIn13AMuA Original IP winlidnazinniayn Public IP iniu Private IP

1n



ns6aA IP/MAC Binding
Ty Network >> IP/MAC Binding aianisen MAC Address 1841Aga3 Client winfiu IP
Address &1 MAC Address i IP Address limngariu Aazluaunsalannls wiazainisaninizandulaliusgog

IP Address Manvinnsinuuaaslidnlaifiesinnisyniu MAC Address Tuwadia Exempt List

IP/MAC Binding Summary

[HEdit @ Activate (@ Inactivate

# Status Interface = Number of Binding
1 @ dmz o
2 @ lan1 2
3 @ lan2 o
4 @ wan o
5 @ wan2 0
4 4 |Page 1 of1| b | | Show|50 |w |items Displaying 1- 50f 5

() Add Static DHCP Rule

Interface Name: lan1(192.165. 1. 1/255,255,255.0)
IP Address: 192,168,197
MAC Address: 00:11: 2500000

Description: (Optional)

I

IP/MAC Binding Exempt List
©Add SZEdit Jf Remove
% MName Start IP End IP
1 " admin " 192.168.1.50 "192.168.159

4 4 |Page 1 |of1| b ». Show|50 |w |items Mo data to display



n15m3aA1 Web Authentication

Ty Network >> Web Authentication wasulauneaasnisssysanuaesiiliam naazlinng

#1989a7n Auth. Method 1451931

CONFIGURATION Web Authentication | 550
General Settings

[] Enable Web Authentication

®

Download the external web portal example.

Exceptional Services

Qndd I
# Services +
1 DNS
{ page[1 |of1| b bl |Show 50 |vitems Displaying 1- 1of 1

Web Authentication Policy Summary

Dadd | @ N
Status | Priority  Source Destination Schedule Authentication Description
Default any any none unnecessary nia b
{ Page [t |oft| b bl |Show 50 |vitems Displaying 1- 1of 1

nA Add iiaiiin Policy n3ssAnszysianu Inamnviumann Source Address
(.3 Auth. Policy Add 2%
[i5] Create new Object

General Settings

Enable Paolicy
Description: (Optionaly

User Authentication Policy

Source Address: LAN1_SUBNET v | INTERFACE SUBNET, 192.168.1.0/24
Destination Address: any v
Schedule: naone —
Authentication: required aa

] Single Sign-on
Force User Authentication [

oK ] [ Cancel




n19m3A1 Policy Control
T1lLy Security Policy >> Policy Control ‘lu Next Generation USG axinnssauiaridus Firewall Rule

(2
o

WAz NMIAIANEGANTT UTM Windaeriulnegtuuininisssen Policy control azutiailu 2 dqu Aasl

prepral Saihegy
¥ Enazle Policy Control
1Pl Coiilliy sl
Ao Axymmetncal Rosde
wll A | | H
Pric.. | Shalus Fram T= P Boasri Pl Dorslinal . Sanaow (1321 Botvdule gciean i LTI Pl
G L owpe | suen oty (Dot ay "y oy oy nenw wsow J| 517 1) i
2 g wian_ape = WLAN any (Excludin . any Fo an any Wi aow 3
3 5] wan_2_any  =WLAN any (Exchsdin..  any @y any any none alow
4 g lan2_2 iy wLAfE2 ety (Exciuci ., ey L L ety nona Ao
] L+ amz_ 2 wan  sDWr S AN E a any any nong alow
B ol wand T wmp s VWRH  LAM any alBEN10 0. aHITPE Wy nond allow
T @ Emee lany  aPSec VPN wwiEneSn E "y oy nend aberw
B 8] sshepn 2 any =SB VN aoy(Excledn. y Iy any nona alow
] ol TUMMEL ez . «TUNNMEL By (ExcheSn . iy g oy Yy neng allow
L] e LA o _Dé . =LAMY AL ay Eg Eal t nong Al
L ol lan2_2_rgwall =LANZ Tyl sy s E ) wy nond alow
i3 Q wish 3 mwall = WLAN TyhokiL L, s s s oy none e
172 L*] M2 opeall s DT AL LR ) = Dfaisl_an w1y nong alow
14 #] wan_Z_mywall =W ZyWALL iy g aDefusi_ Al . any neng allow
L] "] s 2 _Dywall s IPGeC NPT IWGALL EE] E oy 1y nong Ed -

Policy Control azflunnsinuua@nsnisdinfielawsine 2esusiaslow visausiazipses lnadAuaes

. = ¥ d’/ 3 o % PR =<K v £
Policy NasetusntiuazinemaindeusnlyFes autediegaiing

n1s69A1 UTM Profiles
USG20-VPN waz USG20W-VPN axil UTM Profiles 2 Wardwuiisasiy Aa Content filter uag Anti-

Spam
Content Filter Profile
11l UTM Profile >> Content Filter giluuu Profile innuunlit User avsnsnlderuizeldainnsm

%911 Website 1ng Website 1§ azutiaaaniiluaesdan Aa Category Service anunsaiaeniduadelEiaedn
f2an1s Block Website 7fitiannluizesla fing @ndaufe Custom Service Inefiasnnuniasdnaz Block

Website lavisaazlii Website 1al4aul4



Category Service Custom Service

General Settings

License Status: Licensed
License Type: Standard
Name: CF_Profile01
Description: Demo Profile (Optionaly
Enable Content Filter Category Service
Action for Unsafe Web Pages: Warn
Action for Managed Web Pages: Block
Action for Unrated Web Pages: Warn
Action When Category Server Is Unavailable: Warn

A miugtuuures Category Service anunsomagaumnaanylidnaglungulmm N

Category

[7] Health & Medicine

[] streaming Media & Downloads
[] Nudity

[7] Pornography/Sexually Explicit
[7] Restaurants & Dining

[ Social Networking

[ Travel

[7] Web-based Email

[ Cults

[ Hacking

[] Information Security

[7] Private IP Addresses

[7] Tasteless

[7] lllegal Drugs

[] News

[7] Personal Sites

[7] Real Estate

[7] Search Engines/Portals
[ Sports

[T Violence

[7] General

[7] Fashion & Beauty
[ llegal Software
[] Instant Messaging
[7] School Cheating

[] Child Abuse Images

Test Web Site Category

URL to test:

If you think the category is incorrect, click this link to submit a request to review it.

Anti-Spam Profile

[¥] Log
[¥] Log
[¥] Log
[¥] Log

o

[7] Job Search

[7] Non-profits & NGOs
[7] Politics

[] Religion

[ Shopping

[] Translators

[} Weapons

[7] Leisure & Recreation
[7] Greeting Cards

[ Image Sharing

[7] Peerto Peer

[7] Sex Education

da Test Web Site

[ ok ][ cancel

Ty UTM Profile >> Anti-Spam ievinnisssAnisnsaasy e-mail sine] Tnensaaauls 2

lsTmAaa Aa SMTP, POP3 @nxnsansaagaylfiviaann Black List & White List 915 DNS Black List (DNSBL)

I Black List & White List diufiasinnisinuuaies laanuunléifu Subject, IP Address, E-mail Address,

Mail Header 491 DNSBL aziflun1smsaadauain Server N1euan



o T T o I

CONFIGURATION
'“ Quick Setup
+ DUNS General Settings
+ NAT Action taken when mail session threshold is reached
+ HTTP Redirect
mE @ Forward Session
+ ALG
. UPnP ) Drop Session
+ IP/M. Binding
-+ DNS Inbound LB Profile Management
- \iﬂleb Authentication @Add . n )
Security Policy
- Policy Control Pri.. Name Description Scan Options Ref.
+ ADP 1 AS_Profiled1 Demo Profile WL, BL, IP Reputation, Mail Content, Virus Qutbre. 1
+ Session Control | Page of1| » bl | Show 50 |~ items Displaying 1 -1 of 1
VPN
« BWM )
UTM Profile License
+ App Patrol License Status: Licensed
+ Content Filter
. IDP License Type: Standard
Expiration Date: 2015-4-2
SL Inspection
HA

Object
System
Log & Report Apply Reset

Fendaan1Aniannsaing UTM Profile wiaizaubaaudn a1unsnmin Profile sine unndnanistu Policy

Control & ﬁLm;} Security Policy >> Policy Control

| Edit Policy2

{/=iCreate new Object »

User:
Schedule:
Action:

Log matched traffic:

UTM Profile

S

Application Patral: App_Profiledt by profile

g

Content Filter: CF_Profile01 by profile

&)

DF: IDP_Profile01 by profile

Anti-virus: AV_Profiled1 by profile

EE

Anti-Spam: AS_Profilen1 by profie

S

55L Inspection: s5L_Profileot by profile

e [ conel ]

n1snaA1 ADP

11l Security Policy >> ADP tial4411 ADP eaza&naiunisinauaas IDP ieausd1azaunsn
U lfnFaguda azily Signature nAiiuwLudanan Port Scan, Flood ine7] azlianunsndwinn Signature

1% asinarin IDP fiaziilu Signature luial

CONFIGURATION General | profile
T Quick Setup
Profile Management
© Add L
#  Name - Deseription Base Profile Reference
1 ADP_PROFILE all 1

(| page[l Joft Show| 50  items Displaying 1 - 1of 1




n19m3A1 VPN
1. uwuy IPSec
n19m4AN IPSec VPN

(2
o

Ty VPN >> IPSec VPN iitasinnisinuiun Policy 924 VPN nsssAnsinee] dinsnuduneusisil
- Uy VPN >> IPSec VPN >> VPN Gateway Waninn1sinuum Policy N1 connect 19311 WAN
Avua WAN 24191 Anvua WAN andlauils vise aznnuusiilu Dynamic Address ivaviniflugilu

Remote Access (Server Role)inuun Pre-Shared Key uaz Phasel Algorithm 1#iuilauiisisaasds

Configuration
Oadd [FEd W @ g =
# Status Name My Address Secure Gateway VPN Connection
1 @ Default_L2TP_VPH_GW awani 0.0.0.0,0.0.0.0 Default_L2TP_VPN_Connection
Page 1 of1l Show 50 | items Displaying 1- 10f 1
. Edit VPN Gateway VPN_Gateway 71X

[T7] Show Advanced Settings

General Settings

[¥] Enable
VPN Gateway Name: VPN_Gateway

Gateway Settings

My Address
@ Interface wanl_ppp ¥  Dynamic — 171,97,139, 182/255,255, 255,255

m

(™) Domain Name [ IP

Peer Gateway Address
() Static Address Primary

Secondary

[] Fall back to Primary Peer Gateway when possible

Fall Back Check Interval: (60-86400 seconds)

(@ Dynamic Address

Authentication

@) Pre-shared Key 12345673

() Certificate v i

[ OK ]L Cancel J

- lufiiy VPN >> IPSec VPN >> VPN Connection Liavinn1sinuua Policy N3 connect a3 LAN %19
anaila Tne@en VPN Gateway 7la143193uniiladnagil sondennuun Algorithm 224 Phase 2 14

AESINSHRNAN

Global Setting

]7] Use Policy Route to control dynamic IPSec rules
D Ignore "Don't Fragment” setting in IP header G

Configuration
@add [Aedt I @ 4 L) @ =
# Status Name VPN Gateway Encapsulation Algorithm Policy
I = Defauli_L2TP_VPN_Connection  Default_LZTP_VPN_GW TRANSPORT 3DES/SHA1 3DES/MDS DES/SH... Jany

Page 1 of1 Show S0 |w items Displaying 1 - 1of 1



Aet1aN19ReANTEndne HQ wae BR Tneligiluniy Remote Access (Server Role) uay Romote

Access (Client Role)

- Remote Access (Server Role)

./ Edit VPN Connection VPN_Connection

[EE Show Advanced Settings [i5)Create new Objectw

General Settings

|¥| Enable
Connection Name: HQ_Server
VPH Gateway
Application Scenario
() Site-to-site
(71 Site-to-site with Dynamic Peer
@ Remote Access (Server Role)

() Remote Access (Client Role)

VPN Gateway: VPN_Gateway
Policy
Laocal policy: LAN1_SUBNET

Phase 2 Setting
54 Life Time: 86400
Related Settings

Zone: IPSeC_WPN

Connectivity Check
[ Enable Cannectivity Ched:  [FJ

Chedk Method:

- Remote Access (Client Role)

\.J) Add VPN Connection

[ Show Advanced Settings [i=]Create new Object

General Settings
|¥ Enable
Connection Name: BR_Client
VPN Gateway
Application Scenario
() Site-to-site
() Site-to-site with Dynamic Peer
(7) Remote Access (Server Role)

@ Remote Access (Client Role)

WPN Gateway: IKE_Gateway
Policy

Local policy: LAMZ_SUBNET

Remote policy: LAN1_SUBMNET
Phase 2 Setting

SA Life Time: 85400
Related Settings

Zone: IPSec_VPN
Connectivity Check

[C] Enable Connectivity Check [

m

w wanl_ppp 0.0.0.00.0.0.0

w  INTERFACE SUBNET, 152,168, 1.0/24

(180 - 3000000 Seconds) | 4

L

m

v wan2 peer.dns.com 0.0.0.0

 INTERFACE SUBNET, 192.168.2,0/24

» INTERFACE SUBMET, 192.168.1.0/24

(180 - 3000000 Seconds)

~x a8




- @9wn VPN Tunnel @ewsielidiaazdsngdydneninsgeusedsgy

a

Global Setting

[#] Use Palicy Route to control dynamic IPSec rules
|:| Ignore Don't Fragment™ setting in IP header E

Configuration
@Add [ Edit Activate
# Status VPN Gateway Encapsulation Algorithm Policy
1 W Default_L2ZTP_WPN_Connection  Default_L2TP_WPN_GW TRANSPORT 3DES/SHA1 3DES/MDS DES/SH... fany
2 HO_Server VPN_Gateway TUNNEL DES/SHA1 aLAN1_SUBNET/
Page 1 ofl Show |50 | w |items Displaying 1-2of 2

2. wuu SSL
1l Object >> User/Group >> User >> Add %519 User tiva#iaz 1491 SSL VPN

e [ e | s | s

CONFIGURATION
'I¥ Quidk Setup
- uration
& Licensing
E Wireless Q Add |
1 Network = UserName User Type Description Reference
* Web Authentication ) )
_ 1 admin admin Administration account 0
[ Security Policy
B v 2 ldapusers ext-user External LDAP Users 0
+ TPSec VPN 3 radius-users ext-user External RADIUS Users 0
+ SSLVPN 4 ad-users ext-user External AD Users 0
- L2TPVPRN 5 uvausers dynamic-guest User Agreement Users 0
BAM
B UTM Profile Page |1 | of1 show |50 |~ | items Displaying 1-5of 5
Device HA
E Object
Zone
User/Group
AP Profile
MON Profile
Application
Address/Geo TP
Service
) Add A User 2 l%
User Configuration
User Mame : test
User Type: user >
Password: sase
Retype: uu|
Description: Local User

Authentication Timeout Settings

Lease Time:

Reauthentication Time:

@ Use Default Settings

@) Use Manual Settings
1440 minutes

1440 minutes

1flaiy Object >> Address/GeolP >> Address >> Add a5 19ngal IP Pool flazla11 SSL VPN



comcumarion =gy |

'T¥ Quick Setup
_ ddress Configuration
= Licensing
= wireless @add [ ] =
i 2 Name = Type P4 Addrass Rsfersnce
Web Authentication
1 DMZ_SUBNET INTERFACE SUBNET dmz-192.166.3.0/24 0
Security Policy
- 2 IPstod-Relay HosT 192.88.99.1 0
- IPSecVEN 3 LANI_SUBNET INTERFACE SUBNET lan1-192.168.10.0/24 2
+ SELVPN 4 LAN2_SUBNET INTERFACE SUBNET lan2-152.168.30.0/24 0
 L2TPVPN 5 LAN_USGB Subnet SUBNET 192.168.20.0{24 2
BAM
_ 6 RFCI9181 SUBNET 100.0.0/8 1
UTM Profile
Bevice HA. 7 RFC18182 SUBNET 172.16.00/12 1
S Object &  RFC19183 SUBNET 192.168.0.0/16 1
* Zone Page |1 | of1 Show [50 || items Displaying 1 - 8of 8

~ User/Group
+ AP Profile

* MON Profile
* Application

i v

gnFeeng 11 n1vun SSL_IP_Pool mail

. Add Address Rule ?|x

e

Mame: SSL IP_POOL

Address Type: RANGE W

Starting IP Address: 2222

End IP Address: 2.2.2.10
-

0K Cancel

#5149 Access Policy Tmﬂiﬂﬁmy} VPN>> SSL VPN >> Access Privilege >> Add

CONFIGURATION Access Privilege Global Setting
T¥ Quick Setup
- =, Configuration g Download
T =] Troubleshootin [s Y
3 Licensing cess Policy Summary ¥ Walkhrough e 9 N @ Ve
Wireless
3 Network Niar
Web Authentication 1f\you want to use SSL VPN, please make sure user can access HTTPS service.
3 Security Policy = -
S vPN © Add | g N 2
+ IPSec VPN #  Status Name User/Group Access Policy Summary
M SSLVPN Page of 0 Show |50 |v | items No data to display

TP VPN

BWM
) UTM Profile

Device HA
5 Object
System
Log & Report

¥
o

Flaitn SSL VPN wa 321 User tiaayn1aliildaiu SSL VPN



(-3 Add Access Policy

=] Create new Object

Configuration

Enable Policy

Name: SSL VPN

Zone: [SSL_VPN = B

Description: MNew Create (Optional)

User/Group

Selectable User/Group Objects |selected User/Group Objects

=== 0Object=== === Object ===
admin test
-+
|dap-users
radius-users
ad-users
ua-users

SSL Application List (Optional)

Selectable Application Objects Selected Application Objects

Ok Cancel

571)An SSL Pool uaz fwun Network list iiaayaynmlii SSL VPN inds

() Add Access Policy
(=] Creats new Object =

Network Extension (Optional)

Enable Metwork Extensicn (Full Tunnel Mode)
[T Force all client traffic to enter SSLVPN tunnel  [E)

NetBIOS broadcast over S5L VPN Tunnel

Assign IP Posl: [z5L 1P PoOL [«| @ rancEzz22222.10

DNS Server 1: ZyWALL W

ZyWALL (192.168.200.1)

DMS Server 2: | none |

NVINS Server 1: none B3

NINS Server 2: none 23

Netwark List

Selectable Address Objects Selected Address Objects
DMZ_SUBMET LAM1_SUBNET

IPstod-Relay

LANZ_SUBMET

LAN_USGE Subnet

RFC1918 1

RFC1918 2

REC1918 3 h

akK Cancel



ATIAAALNIFIAININ Access Policy Summary

'CONFIGURATION

CeSeees |

¥ Quick Setup

=, Configuration
Access Policy Summary Walkthrough

Note:
IF you want to use SSLVPN, please make sure user can access HTTPS senvice.

Qnd [FEit W Q 0 N =
# | Status Name User/Group
1@ SSL_VPN test

{ | Page [1 [ of1| b i show[50 | items

T3 Troubleshootng i S:x“g;dm

a VPN

Access Policy Summary

ZYXEL

SERVER
USERNAME

PASSWORD

Remember username

> 9zyAn Server %78 wan ip address 184g1n50i USG

» lden Usern

nN15A9AT BWM

ame uaz password Lia1n1s connect

Displaying 1- 1 of 1

\unnsdnassuuusisinislianuaesiliusiazau Insaisnsnszynissnisliann Service object #

o &
LERNEIEN
(&) Add Policy
{liS] Create new Object ~
Configuration

Enable
Description:
BWM Type:

Criteria
User:
Schedule:
Incoming Interface:
Qutgoing Interface:
Source:
Diestination:
DSCP Code:
Service Type:

Service Object:

| | (Optional)

() Shared Per user

st IVI
nore il
[any d
any il
any M
any il
any M
@ service Object

any M

() Per-Source-IP

QK

2x]

Cancel


ftp://ftp.zyxel.com/SecuExtender/software/

Control

Bandwidth Shaping

Guaranteed Bandwidth

N15NUUA Zone

Inbou

nd: 512 kbps (0 : disabled)

[ Maximize Bandwidth Usage

Qutbound: 256 kbps {0 : disabled)

[] Maximize Bandwidth Usage

Priority: 4
Maximum: i)
Priority: 4
Maximum: o

Ty Object >> Zone ilunsfinvualauneg Widy Interface sina7 Geaziinalunnsssenlu Policy

System Default

WAN

N Do AW N

TUNNEL

Page of 1

SSL_VPN
IPSec_VPN

Show 50

nN19m3IA1 User/Group

v items

Member
lan1
lan2
dmz

wan1 wan2 wan1_ppp,wan2_ppp

Referen...

B . T S S Y

Displaying 1 - 7 of 7

11l Object >> User/Group 1ivavinn1s Add User 158111n19598ngu User $au09n19nnuiu

Policy N7 Logon aa4 User wazn1g Force Authentication

1.

User

iy User anunsona Add 1iveninnns Add User 15iage User azil 5 wuu Aa admin, limited-admin,

User, guest, uaz ext-User agl admin azl@v5 lun13femAnianan limited-admin ﬁam%um%mqm

aa

. . ! 1! Ar % 1 dl A [ o o dl o a ; v 1
configuration sine7] waildN@nsuiily douiaeaziiiu User 15U Logon ivennuundysldanusinge

[ User Group Setting

Configuration

@ rd Fest Wremoe T

# -
1

L I ]

User Name
admin
Idap-users
radius-users
ad-users

userll

Page 1 of1 Show | 50

W items

User Type

admin

ext-user
ext-user
ext-user

user

Description
Administration account
External LDAP Users
External RADIUS Users
External AD Users.

Local User

Displaying 1-50f 5

b4

W17 Add TuNILEAwANIMUA Username Password waafiaanilszinnaued User HFaan13 g9

ili Re-Authentication time azunngANNIEVNALATANMUALEY User azfiaaninnis Logon luianass

dauiiili Lease Time azafnariu Anarufidnazaunsosanataanlllfinglufiaesinnng Logon lua



- Add A User ? 1%

User Configuration

User Name : somchai

User Type: user w

Password: oy

Retype: [TIL]

Description: Local User

Authentication Timeout Settings @ Use Default Settings () Use Manual Settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes

[ OK ] [ Cancel

2. Group
aziflunn9du User nilag Winnegdunguineaiuiearliidelunisiovua Policy Ainerjzes User Msiaenis

U

WidAnEaurnis M fu anstl nsaun1ednaaa User Ranunsanaznnuuaidnldasilu Group 1§ nsaw
4 a p

o A A @ a =
nAUAINAR User ‘V]Lﬂuﬂll']“ﬁﬂ"ﬂ’ﬂq GrOUp u'ﬂ%

) Add Group ? %

Configuration

Name: account

Description: (Optional)

Member List

Available Member
=== Object === === Object ===
ad-users somchai =
ldap-users
radius-users
user0l E‘

[ OK ] [ Cancel

3. Setting
d” I~ e’; 1 1 o d”

wyHazilun1969AIN1? Logon 284 User 5ina7] il

- Miscellaneous setting 1un1six Lease Time 8mlusiR fumeInén User laidnnslfanuunuiuniiag
711N17 Logout aanans Lulf

- User Logon Setting fnuund1uaw User 7 Logon inanlénsaseyiu vindeusniflunistinuus User
Admin 8nviadiaiilunisinviun User 8w

- User Lockout Setting nnuuaauauAan User azwenany Logon 81 Logon RARNNAUAWANIUA

azlnedanlilininnis Logon Wiuauaunainivus



n15AIA1 AP Profile
Tudaue AP Profile avsznevldfasassdaundns) Ae

1. Radio Profile iflu Profile fiianissansing *1 189 AP Mode 111 e1uAnuT 2.4GHz vite 5GHz uat
desdtyryrsitaend (Channel ID) sausia SSID Profile Aaztinun14euifu Radio Profile @< 1 Radio

Profile @1u130n1vunldildan1 SSID 1Hi 8 SSIDs (Multi SSID) Tuaniaenii

Radio ssID
Radio Summary
@ Add o | | " =]
#  Status Profile Name = Frequency Band Schedule
1 g default 246G none
2 g default2 5G none
Page 1 | of1| b F| | Show [50 |[v| items Displaying 1-2 of 2

b4

2. SSID Profile \lu Profile i1Adw5uiiuAn SSID Nfasnaiiaiinld1Elu Radio Profile uazds
aNNT0NUUAAN Security 289 Wireless TaaFanlfanuann Security Profile uaz MAC filter Profile

29NAIN1903TY VLAN ID waz QoS Wirfu SSID 1 ) lidian

|7 Edit SSID Profile default

([S\Create new Object v

Profile Name: default
SsID: ZyXEL
Security Profile: default
MAC Filtering Profile: disable
Qos: WM
VLAN D: 1
Hidden S5ID

Enable Intra-BSS Traffic blocking

Fandaann l@n1nnsa314 Radio Profile @3ai3au%aeiédn 411813010 Radio Profile siussn1Eanuiu AP #1

fiaanis Aty Wireless >> AP Management



ZyXEL vusc20w-veN

CONFIGURATION Mgnt. AP List

T¥ Quick Setup
Radio Setting
Licensing

Wireless OF Mode AP Mode @ MON Mode
Ml AP Management Radio Profile: default v
+ DCS

£e utput Powsr: 30 dBm (0~30) [
MNetwork
Web Authentication =4 Edit
Security Policy #  SSID Profile
+ Policy Control 1 default
+ ADP ,

. 2 SSID1

*+ Session Control -
VPN 3 SSID2
BWM 4 disable
UTM Profile 5 disable
* Content Filter 5 disable
* Anti-Spam

_ 7 disable
Object
P 8 disable

Lone
+ User/Group
* AP Profile

mMnlaseasianisasAatnailaldany Wireless Ias’ld AP Profile lunisamnis

I
i Change, Ren% /‘l/‘%
L 2 ¥ o




n1snaA1 Address

'
A 1

Ty Object >> Address vinnnsrinviun IP Address sinee) ilugiaiisiaenis et i lssen Policy
Tuidieausiall aaunsnsunane Address Object infasiuilunguiienauun Policy it usdas

Object Na319TUNN TR UA 1P TRuanaLUL 1 Host, Range, Subnet, Interface IP, Interface subnet, uaz

Interface gateway

Address Address Group

IPv4 Address Configuration
@i (A=t W =
# Name = Type IPvd Address
1 DMZ_SUBNET INTERFACE SUBNET dmz-192.168.3.0/24
2 IPSto4-Relay HOST 192.88.59.1
3 LAN1_SUBNET INTERFACE SUBNET lan1-192.168.1.0/24
4 LANZ_SUBNET INTERFACE SUBNET lan2-192 168.2.0/24
5 WIZ_LAN_SUBNET INTERFACE SUBNET wan1-0.0.0.0/32
6 WIZ_VPN_LOCAL SUBNET 0.0.0.0/24
7 WIZ_VPN_REMOTE SUBNET 0.0.0.0/24
8 engineer_department SUBNET 192.168.21.0/24
Page 1  of1 Show |50 | |items Displaying 1- 8 of 8

.2 Add Address Rule 2%
-
Mame: engineer_department I
Address Type: SUBNET 25 E
Network: 192.168.21.0
Netmask: 255.255.255.0| -

[ OK. ] [ Cancel }

N19AIAN Service
Ty Object >> Service insfinvun Port 224 Service {wTasineinaaziiilu Default Port
Amuanuedauegudagaily Port umsgiu f1il Application auiildaufaunmm Add iisdinlU18 sauds

aunsnsanvang Service WungulAimuneaiu

) Add Service Rule ?X
-
Mame: remote I
IF Protocol: TCP it c
Starting Port: 3389 (1..65535)
Ending Port: 3389 {1..65535) .

[ oK J [ Cancel J



n19619A1 Schedule
Ty Object >> Schedule Mnnsiuuanizaenazin iy Policy fine amnsaimunls

uldanuiesaiunes (One Time) sisadnliidin1svineaudn (Recurring)

One Time
@Add [ Edit i Remove Object Reference
# Mame Start Day/Time Stop Day/Time
1 today 2012-07-08 12:00 2012-07-09 16:00
Page 1 ofl . | show S0 |w items Displaying 1- 1of 1
Recurring
@ Add [JEdit W Remove Object Reference
# Name: Start Time Stop Time
1 waorking_hour 08:30 17:30
Page 1 of1 Show S0 | v items Displaying 1 - 1of 1

n15A9A1 Auth. Method
11l Object >> Auth. Meth Wannuundnazldiginsnililnsasen Username Password aniila

naulddnazifli Local, AD, LDAP, Radius
. Edit Authentication Method default 2%

General Settings

Mame: default

@ Add ZEdit [ Remove gMMove
# Method List

1 local

2 rgruup ad

-
3 group radius

[ Ok ][ Cancel J

NSAIAILIRT/IUN
11ty System >> Date/Time @190/ lFviauuUAIA097891 Sync il Time Server

Current Time and Date
Current Time: 11:39:09 GMT +00:00

Current Date: 2012-07-09

Time and Date Setup
) Manual
New Time (Rh:mm:ss): 1| [
New Date (yyyy-mm-dd):

@ Get from Time Server
o Server e T

*Optional. There is a pre-defined NTP tme server list.

Time Zone Setup

Time Zone: {GMT +07:00) Bangkok, Jakarta, Hanoi v
[ Enable Daylight Savings
Start Date: v v v
End Date: v v v

Offset: 1 Hours



199 lWA config

v
o

Ty Maintenance >> File Manager iiiainnnstiuiin W Configuration sinee) nnaisndnisufle

A AnPufilaazgniuiinaslnad “startup-config.conf” tnadnludh waunsatiuinlWatidulng Backup 284

a o

weslilnanisaand startup-config lifuunudin arntdunm Copy uiatLasuianuiednis na OK faz
dsngTe s tuiinliaumnanussiin fhsiesnis Download ivlilupenfiameifinani Wansiesnis aniu
na Download a2 Upload &annlumauiiamesi Browse luilnanisnsiaanis aniuing Upload Wafazly

1a1nnlumi319 faanisliinaiunnes Aranin Wdiu wdnaana Run Waiunaznianuunilnd Config 1hin
g

Configuration Files

EIRename [ Remove [ Download [[*Copy [ Apply

# File Name Size Last Modified
1 lastgood.conf 14228 2012-07-0% 06:57:00
2 startup-config.conf 18483 2012-07-0% 11:37:39
3 system-default.conf 13482 2012-04-27 08:52:43
Page 1 of 1 Show |50 | |items Displaying 1-4of 4

Upload Configuration File

To upload a configuration file, browse to the location of the file {.conf) and then dick Upload.

N9mIA1 Log
Tlunuinyudn Monitor >> Log aziintiiuans Log annuzaesginand daunissisen Log ifluuntimy

wan Configuration >> Log settings aziflunissisainaliiginsnias Log aanlinauenling e-mail uaz

SysLog Server
RO R
Log Settings
4 Edit \} Activate (gl Inactivate

# Status Name: Log Format Summary

1 W System Log Internal E-mail Server 1
Mail Server:
Mail Subject:
Send From:
Send Log to:
Send Alert to:
Schedule: Send log when full.

2 W System Log Internal E-mail Server 2
Mail Server:
Mail Subject:
Send From:
Send Log to:
Send Alert to:
Schedule: Send log when full.

3 W USB Storage Internal USBE Status: none

4 Q Remote Server 1 VRPTISyslog Server Address: 192.168.1.34
Log Facilty: Local 7

5 ™ Remote Server 2 VRPTISyslog Server Address:
Log Facilty: Local 1

6 7] Remote Server 3 VRPTISyslog Server Address:
Log Facilty: Local 1

7 W Remote Server 4 VRPT/Syslog Server Address:
Log Facilty: Local 1

Page 1  of1 Show 50 ¥ items Displaying 1-7of 7

n195aA1 e-mail Log 19inm Modify 13 1 System Log ilawdinldugafininismeinazaqlun e-mail 1n

¥

udafaenislitdsindialating arunsndeldld 2 Mail Server daudiflu SysLog Server 13 Modify fiviadia

¥

Remote Server e ldiniindariugda Annuus IP 149 Server Nifaan1sds Log luiiu udaidensiadien

Vv
ABNNIT



N15AIANIS LU 3G
danginan Aircard fun1e USB Port uwialdilwy configuration > Network > interface >

Cellular > Add waavian13lapn APN uaz Dial String 294g{lii1i3n1s

Show Advanced Settings

| »

General Settings

Enable Interface

Interface Properties

Interface Name: cellular3 L
Zone: none 2 :
Extension Slot: USE 1
Connected Device: none
Description: {Optional) —
Connectivity
Mailed-Up
Idle timeout: o seconds
ISP Settings
Profile Selection: 7) Device Custom

Profile 1 2

o I
I

I | »

<

st
T

e

soam

Excelent

Huswes

eso
11.126.07.0400
aseT103e33LL

520189304882829

httos://192.168.1.1/ext-is/web-oaqes/index/index htmi

AINRRALADNULNTaNsS Monitor > Interface status

@ Interface Status Summary =X
Hame Status Zone F addrNatmask P Assignment  &ction
= wani IDOWFul  WAN 0.0.0.0/0.0.0.0 Static na
wanl_p... Conanecled WA 124.121.1808 / 285 255.25... Dynamc ‘

a1 up LAN1 152.166.1.1 /2552552550 Stabc nia

an2 Down LaNz 162.168.2.1 /2552552550 Stabic nia

dmz Down Dz 19218831 /255 2582880  Sinbc nia
| cotsiart Connected  nia 10155135163 / 255.255.2. . Dynamic ™ |

au30maaday Aircard N7asiu (3G Card Support )67 www.zyxel.co.th uadanuansiouati

#89N17FTIAEDL


http://www.zyxel.co.th/

APPENDIX

n1g Upgrade Firmware
1. &1 Web GUI
VL‘]J?]ILN‘L;} Maintenance >> File Manager >> Firmware Package \a8n system space ﬁ@&‘ﬁﬁﬂﬂﬁ‘ upload
Lﬁmmﬂ@ﬂﬂiﬂi@ﬂﬁumiﬁqmu Dual firmware anntiufi Browse nd#aanis (.bin) udafina Upload saail

g1/n3nd Reboot auia3adu

Firmware Status
+ Packet Flow Explore
T — #+ Status  Model Version Released Date
1 Sland.. USGEOW V4 10(AAKZ.0) 2014-05-08 16:54.32
2 Runni.. USGE0W V4 10(AAKZ 1) 2014-09-04 02:00:13
Page of 1 Show |50 | items Displaying L - 2 of 2
Upload File
To upload image file in system space: 1 ¥
To upload firmware, browse to the location of the file (*.bin) and then click Upload.

2. WUFTP

- (iautih Command Prompt u&audinliss Directory W4 Firmware ag aansivatinaazagi c:\

- RaniAnds ftp <ZyWALL IP Address> annsiaenema ftp 192.168.1.1

W0
Username Password uiagqiiuf Login inun1entic Web GUI

|
—9
D

. RaniAndd put <Aelnd> ras ansegnaiiy put 300BDS2CO.bin ras

.
@8 Command Prompt - ftp 192.168.1.1 =

Microsoft Windows [Uersion 6.1.760811
Copyright <c) 2809 Microsoft Corporation. All rights reserved.

C:sUserssToshibarcd~

C:~>ftp 192.168.1.1

Connected to 192.168.1.1.

228 FIP Server (ZyWALL USG 58> [:=:ffff-192.168.1.11
User (1922_168.1 . 1:<none>>: admin

331 Password required for admin

Password:

Hazh mark printing On ftp: (2848 hytes-shash mark) .
ftp> put JVABDS2CH._bin ras

- Wewiaudoaztingieraudsgy seaugingn reboot 1434



&8 Command Prompt - ftp 192.168.1.1 =™

—firmware verifying...
b—firmware updating...
6—Please Wait ahout 5 minutest?

6—Do not poweroff or reset.

b—system will reboot automatically after finished updating.
b Transfer complete.

p; L5629485 hytes sent in 4.65%5econds 11963.33Kbytes/sec.

o

*$auuztin* seudnagnandionis Reboot agfiinutla Power 15 Reset 1luduann lifsaan Reboot 1a3adu ax

1F1an1l9zu10s 5 Wi lunng Reboot

N9 ldeusaun Vantage Report
T1/7wy Configuration >> Log Setting taninnssiaenliiginsniinnisds Log lilela SysLog Server
138LATR97189 Vantage Report 15159 71 Vantage Report %1nn1s Register wazvinn1s Add Device fdan13n

5u Log annginsndl

ZyXEL
VRPT 4.0 Enter User Name/Password (default: root/root) and dick to login.
User Name:
Password:
Forget Password?
\ Logn Reset
|
4

' v '
A a o

WeRnsallsunsa Vantage Report Bavfeauda 1iFenldeui http://localhost:8080/vrpt Az
dsnguiinddzy Username uaz Password aziili root a1ntitasinnng Register MLy system setting >>
Registration Ingl Account M l1iuaziilu Account 289 myzyxel.com a1ntiufi Add Device tneipanTaniuy

dl 1 % v [ A |Adl d‘ b % o o/ s 1 %
root Niagneinuiiaga azsngasnn Aeldtenissiesnis i MAC Address siausnaesginsniunlalnes 15

a1nuih Status aesgiinend viselsignsnl uduaen Type Minseriujunld



qavinelif Logs >> Log Viewer 711113 Search 1ieg9nil Log snvisalyl iiadl Log wudaliisedndn

svzniiafiazinandsnganluindiedu seld

— % ot
gy WSGHD

4.0.05.61.00 |

[ Safware Varan
Haiwats Data H114-09-15
Feaw Dk Space ]
Max TvM Mamory Sea 404 ME
Tatal IvH Mamary Sow 47 ME
Uiad TWM Mamony S 2wl
Feast ]V Memary Soe 154 ME

Stk Full Varsan
T cha g 4

1T RAE RGO RO D ES CA SOEDRDESTS

Ataunt an myfaslcoms
et ation Lol ALY

Maix S praceTinl it 100

LaCircias Al inl Diacias 1

Maraged Dewoas 148

i Capeymight: {ic] T014 IydEL Communications.
Coyrgnt Carparation

Total Log Mumbssr a3

Total Mumbser of Todsy DEZ

Maw Loy Humber of Sinple Device D53 | USGED
Aeerage Soeed of Racewer « 1 kqisecond
Ahen Lo Dava 0 i I

n19 Register ainsniuas License

[ 'Widpet Sefting

Dieice WAL FA
Hagal Harme: FA
Femegre Warmon: MA

Hio canfgurtion.

Do Mame; A Desce MAL; A
Syba= Mame: A Hagial Hyrme: A
Bywemls Time: WA Frmmare Vemion:  MJA

tin canfiguration.

VLﬂﬁLmé Licensing >> Registration ne link portal.myzyxel.com LW@L%@Q Web myZyXEL.com lu

= L
nsasnziauginnl

CONFIGURATION

General Settings

[} mote:

Ty

/

If you want to register myzyxel.com, please go to portal. myzyxel com,



nn19asAT Account LW@L"’}]’@?:UU“}J@Q myZyXEL.com

Language: English |v

"ZyXEL,

Sign In

A You needto sign in or sign up before continuing.

Email

Password

[”] Remember Me

Submit

Nm.a.u_mm ForgotMyPassword | Resend Confirmation

Privacy Statement
1.00_88.12 Copyright © 2013 ZyXEL Communications Corp. Al rights reserved

= . [ P [
e login WinszuulfGases

Tiinnsasmzibeuginanifiy Device Registration tnansandiaya MAC Address fiausn uaz Serial

Number va9saginsal

(E=ULIEREY English ﬂ Help | Support | Account | Sign Out

Device Registration

* MAC Address ‘ |
i.e. 20:1310:00:00:A0

* serial Humber | |

Name ‘ |

Enter a name for this device (optional).

Reseller ‘ |

Enter the name of the reseller or VAT number that sold you this device

Language: [EFTRIES Helo | Support | Account | SignOut

Service Registration

License Key ‘




¥1n13 Activate License Service 783g1/nsniiiuy Device Management Adiaadudusaunisaameidanlinu

License Service

Device - 10:7B:EF:D2:25:2A

Management
Name USGEIW
nagement
Model UsSGEOW
Serial Number 5142011240155
Customer ZyXEL-Thailand ZyXEL-Thailand
Reseller

Registration Time  2014-07-28 09:02:24 UTC

Last Status 2014-11-11
19:26:23+00:00
12412243168
410(AAKZ.1)
Linked Services
Name Remaining Amount Total Amount Trial Status
Content Filter _Trial 30 days 30 days Trial Activate
Kaspersky Anti-Virus_Trial 30 days 30 days Trial Activate
IDP_Trial 30 days 30 days Trial Activate
Anti-Spam_Trial 30 days 30 days Trial Activate
PKG_Update 1 piece 1 piece Standard Activated

o o

nauNNfFagUnnl USG iNeansadavd Status 794 License d1gnsiasvizald My Licensing >>

. o

Registration >> Service wndaligniesliininnisna Service License Refresh

al

e e L

License Status

# Service Status Registration Type Expiration Date Count
1 IDP/AppPatrol Signature Service Licensed Standard 2015-11-30 MIA
2 Anti-Virus Signature Service Licensed Standard 2015-11-30 MIA
3 Anti-Spam Service Licensed Standard 2015-11-30 MIA
4 Content Filter Senice Licensed Standard 2015-11-30 MIA
5 S5L VPN Senvice Default 25
i} Managed AP Service Default Standard 2
4 4 |Page |1 |ofi| W Kl | Show|50 |a|items Displaying 1-6 of 6

License Refresh
Service License Refresh

[l Mote:

Update device license information from myZyXEL com server. If you want to adtivate license, please go to portslmzycel.com



n15 Update Signature
1y Licensing >> Signature update {anmuadaanatnsiesnisfiazliigunsalinnis Download
Signature 1yl 11 viseazli Download Tuiumiaefililaanan Update Now

Signature Information

Current Version: 2.0.1.069
Signature Mumber: 534077
Released Date: 2014-10-27 10:03:31

Signature Update

Synchronize the Anti-Virus Signature Package to the latest version with online update server. (myZyXEL.com activation required)

Update Now

Auto Update

) Hourly
@ Daily 0 |> {Hour)
© Weekly Sunday v (Day) |0 ¥ (Hour)

#anunsaanduTuan User’s Guide aifuldinl@n http://www.zyxel.co.th
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