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MepeyeHb ysa3BMMOCTE

Ne OnacHocTb VineHTndrkaTop YA3BMMbIA MPOAYKT BekTop ataku  ocneacTsns Aata Hannne
n/n BbIABEHNS  OOHOBNEHNS
1 Bblcokast CVE-2023-20187 Cisco 10S XE CeTteBoW DoS 2023-09-29 v
2 Bblcokast CVE-2023-20226 Cisco 10S XE CeTteBoW DoS 2023-09-29 v
3 Bblcokast CVE-2023-20231 Cisco 10S XE CeTteBoW ACE 2023-09-29 v
4 | Kputnueckaa — CVE-2023-20252 Cisco SD-WAN vManage CeTeBoW SB 2023-09-29 v
5 Bblcokas CVE-2023-20034 Cisco SD-WAN vManage CeTteBon SB 2023-09-29 N4
6 Bblcokas CVE-2023-20223 Cisco DNA Center CeTteBon RLF 2023-09-29 N4
7 Bbicokas CVE-2023-5207 GitLab Enterprise Edition CeTeBoM SB 2023-10-02 N4
8 Bbicokas CVE-2023-4379 GitLab Enterprise Edition CeTeBoM SB 2023-10-02 v
9 | Buicokas  CVE-2023-44218  SonicWall NetExtender for Windows CMCeeﬁ:a” SB 2023-09-30 v
10 Bblcokas CVE-2023-44217 SonicWall NetExtender for Windows JTokanbHbI PE 2023-09-30 v
CVE-2023-
11 Bbicokas 44488,CVE-2023- Microsoft Edge CeTeBoi ACE 2023-09-29 v
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KpaTtkoe onvcaHue: Otkas B oocnyxumsaHum 8 Cisco 10S XE
NoeHtudmkaTop ys3smumocTm: CVE-2023-20187
NoeHTndrkaTop nporpammHon owmnbkun: CWE-20 HekoppekTHas npoBepka BXOAHbBIX AaHHbIX

Yazsumbln npoaykT: Cisco I0S XE: 17.12.1
ASR1000-ESP40: Bce Bepcnmn
ASRTO000-ESP100: BCe Bepcun
ASR1000-ESP200: BCce Bepcnu
ASR1001-X: BCe Bepcun
ASR1001-HX: Bce Bepcun
ASR1002-X: BCe Bepcun
ASR1002-HX: Bce Bepcun

Kateropus ysa3BMMOro npogykra: TenekoMMyHVKaLoHHoe 060pyaoBaHme
Cnocob akcrnnyataumm: OTnpaska cneLyanbHO COOPMUPOBAHHBIX AAHHbIX.
MocneacTBmaA SKCryaTaumm: 0Tkas B 00C/TyXNBaHUM

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMU NpoTUB Poccniickon Peaepaumm pekoMeHayeM yCTaHaBAMBaTb OOHOBAEHWUS MPOrpaMMHOr0 obecneyeHms
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 8.6 AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/AH
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3oBatenem: OTcyTcTByeT

[Jata BbigBneHuna / [lata ooHoBnenus: 2023-09-29 / 2023-09-29
CCbINKM Ha NCTOYHKK:

e http://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-mlire-H93FswRz




KpaTtkoe onvcaHue: Otkas B obcnyxmsanHum 8 Cisco 10S XE
NaoeHTudmkaTop yassumocTn: CVE-2023-20226
NoeHTndurkaTop nporpammHon owmnbkun: CWE-20 HekoppekTHas npoBepka BXOAHbBIX AaHHbIX

Yazsumbln npogykT: Cisco I0S XE: 17.9.1 - sdwan-17.9.2
4200 Series Integrated Services Routers: Bce Bepcum
4300 Series Integrated Services Routers: Bce Bepcum
Catalyst 8000V Edge Software: Bce Bepcun
Catalyst 8200 Series Edge Platforms: Bce Bepcun
Catalyst 8300 Series Edge Platforms: Bce Bepcun
Catalyst 8500L Series Edge Platforms: Bce Bepcun
Catalyst IR8300 Rugged Series Router: Bce Bepcuu
ISRT100 Series Routers: Bce Bepcin

KaTeropus ysa3BMMOro npogykra: TenekoMMyHVKaLoHHoe 06opyaoBaHme
Cnocob akcrnnyataumm: OTnpaska cneuyanbHO COOPMUPOBAHHbBIX AaHHbBIX.
MocneacTeBma SkCryaTaumm: 0Tkas B 00C/TyXNBaHUM

PekoMeHZaLmu No yCcTpaHeHWto: JaHHas ya3BUMOCTb YCTPaHAETCH 0dULMaNbHbIM MaTyemM BeHAOPA. B CBA3M CO CIOXMBLUECA 06CTaHOBKOW
N BBEAEHHbBIMW CaHKLUMAMK NPoTnB Poccuiickon Pesepalii pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA MPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.6 AV:N/AC:L/PR:N/UIN/S:C/C:N/I:N/AH
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[laTa BbisBneHus / [lata obHoBneHws: 2023-09-29 / 2023-09-29
CCbINKM Ha NCTOYHKK:

e http://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-appgoe-utd-dos-p80O57p5Sy




KpaTkoe ornucaHue: BuinosHeHve nporssoibHOro koga B Cisco 10S XE
NoeHtndurkaTop ys3sumocTm: CVE-2023-20231

NoeHTudurkaTop nporpaMmHon owwmnbkm: CWE-78 HekoppekTHas HelTpannsaums cnelyanbHbiX 31eMEHTOB, NCMOIb3yeMblX B CUCTEMHBIX
KOMaHzax (BHeapeHve komaHz OC)

Yassumbln npoaykT: Cisco IOS XE: 16.12.4-17.10.1b
Catalyst 9300 Series Switches: Bce Bepcuu
Catalyst 9400 Series Switches: Bce Bepcum
Catalyst 9500 Series Switches: Bce Bepcum
Catalyst 9800-CL Wireless Controllers for Cloud: Bce Bepcun
Catalyst 9800 Embedded Wireless Controller: Bce Bepcun
Embedded Wireless Controller on Catalyst 9100X Series Access Points: Bce Bepcum

Kateropus ysa3BMMOro npogykra: TenekoMMyHVKaLoHHoe 060pyaoBaHme
Cnocob akcrnnyataumm: OTnpaska cneuyanbHO COOPMUPOBAHHbBIX AaHHbBIX.
MocneacTBma SKCnyaTaLmn: BelMoHeH e MPOM3BOJIbHOMO KOAa

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
W BBEAEHHbBIMW CaHKUMAMU NpoTUB Poccniickor Peaepaumm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWUS MPOrpPaMMHOr0 0becreyeHms
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3oBatenem: OTcyTcTByeT

[Jata BbiaBneHuna / [lata ooHoBnenus: 2023-09-29 / 2023-09-29
CCbINKM Ha NCTOYHKK:

e http://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webui-cmdij-FzZAeXAy




KpaTtkoe onucaHue: Obxog 6esonacHoctu B Cisco SD-WAN vManage
NoeHTudmrkaTop ys3smumocTn: CVE-2023-20252

NaeHTndmkaTop NporpaMmHoi ownbkun: CWE-287 HekoppekTHasa ayTeHTUMKaLNS
Yassumbln npoaykT: Cisco SD-WAN vManage: 20.9 - 20.11

Kateropus ysa3BMMOro npogykra: TenekoMmyHMKaLoHHoe 060pyoBaHme

Cnocob akcrnyataumm: He onpeaeneHo

MocneacTsma skCrnayaTaumm: 06xoz 6e3onacHoCTu

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKLUMAMK NPOoTnB Poccuiickon Pesepallim pekoMeHayeM yCTaHaBNBaTb OOHOBNEHWA NPOrPaMMHOr0o 0becrneyeHns
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoigBneHus / lata o6HoBneHus: 2023-09-29 / 2023-09-29
CCbINKM Ha UCTOYHKK:

e http://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-vman-sc-LRLfu2z
e https://bdu.fstec.ru/vul/2023-06158




KpaTkoe onmcaHuve: Obxoa 6esonacHoctn B Cisco SD-WAN vManage

NaoeHTudwkaTop yassumoctn: CVE-2023-20034

NaeHTndmkaTop NporpaMmHor ownekun: CWE-284 HekoppekTHoe ynpaBaeHmne 4OCTyNoM
Yassumbln npoaykT: Cisco SD-WAN vManage: 20.3 - 20.7

KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHWKaLMOHHOe 000pyA0BaHe

Cnocob akcnnyatauun: He onpeseneHo

MocneacTBmA 3KCryaTaumm: 06xoz 6e30nacHOCTY

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKLUMAMK NpoTnB Poccuiickon Pesepalln pekoMeHayeM yCTaHaBNVBaTb OOHOBIEHVA MPOrPaMMHOro 0becrneyeHns
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UL:N/S:U/C:H/IEN/ANN
BekTop ataku: Cetesou

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbigBneHuna / [lata o6HoBneHus: 2023-09-29 / 2023-09-29
CCbIIKM Ha UCTOYHMK:

e http://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-vman-sc-LRLfu2z




KpaTtkoe onvcaHue: YteHne nokaneHbix parnos B Cisco DNA Center

NaoeHTudmkaTop yassumoctn: CVE-2023-20223

NaeHTndmkaTop NporpaMmHor ownekun: CWE-284 HekoppekTHoe ynpaBaeHmne 4OCTyNoM
Yassumbln npoaykT: Cisco DNA Center: 2.3.3-2.3.6

KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHWKaLMOHHOe 000pyA0BaHe

Cnocob akcnnyatauun: He onpeseneHo

MocneacTBmA SKCTyaTaumn: YTeHe NoKanbHbIX Ganios

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKLUMAMK NPOTnB Poccuiickon Pesepalli peKOMeHAyeM yCTaHaBNBaTb OOHOBEHA NPOrPaMMHOro obecrneyeHus
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.6 AV:N/AC:L/PR:N/UIL:N/S:U/C:H/IL/ALL
BekTop ataku: Cetesou

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbigBneHuna / [lata o6HoBneHus: 2023-09-29 / 2023-09-29
CCbIIKM Ha UCTOYHMK:

e http://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dnac-ins-acc-con-nHAVDRBZ




KpaTkoe onmcaHuve: Obxoa besonacHocTn B GitLab Enterprise Edition

NaoeHTudwkaTop yassumoctn: CVE-2023-5207

NaeHTndmkaTop NporpaMmHor ownekun: CWE-284 HekoppekTHoe ynpaBaeHmne 4OCTyNoM
Yassumbln npogykT: GitLab Enterprise Edition: 16.0.0 - 16.4.0

KaTeropwus ys13BMMOro npoaykTa: YHBepcabHble KOMMOHEHTLI 1 B1banoTekm

Cnocob akcnnyatauun: He onpeseneHo

MocneacTBmA 3KCryaTaumm: 06xoz 6e30nacHOCTY

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKLUMAMK NpoTnB Poccuiickon Pesepalln pekoMeHayeM yCTaHaBNVBaTb OOHOBIEHVA MPOrPaMMHOro 0becrneyeHns
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.2 AV:N/AC:H/PR:L/UIL:N/S:C/C:H/I:H/AN
BekTop ataku: Cetesou

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbigBneHuna / [lata o6HoBneHus: 2023-10-02 / 2023-10-02
CCbIIKM Ha UCTOYHMK:

e http://about.gitlab.com/releases/2023/09/28/security-release-gitlab-16-4-1-released/
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KpaTkoe onmcaHuve: Obxoa besonacHocTn B GitLab Enterprise Edition

NaoeHTudwkaTop yassumoctn: CVE-2023-4379

NaeHTndmkaTop NporpaMmHor ownekun: CWE-284 HekoppekTHoe ynpaBaeHmne 4OCTyNoM
Yassumbln npogykT: GitLab Enterprise Edition: 15.3.0 - 16.4.0

KaTeropwus ys13BMMOro npoaykTa: YHBepcabHble KOMMOHEHTLI 1 B1banoTekm

Cnocob akcnnyatauun: He onpeseneHo

MocneacTBmA 3KCryaTaumm: 06xoz 6e30nacHOCTY

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKLUMAMK NPOTnB Poccuiickon ®efepaLimm pekoMeHayeM yCTaHaBNBaTb OOHOBMEHA NPOrPaMMHOro obecreyeHus
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

Ouenka CVSSv3: 8.1 AV:N/AC.L/PR:H/ULR/S:C/C:H/IH/AN
BekTop ataku: Cetesou

B3anmogencTeme ¢ nonb3osartenieM: TpebyeTcd

[JlaTa BbigBneHuna / [lata oéHoBneHus: 2023-10-02 / 2023-10-02
CCbINKM Ha NCTOYHUK:

e http://about.gitlab.com/releases/2023/09/28/security-release-gitlab-16-4-1-released/
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KpaTkoe onucaHve: Obxoa besonacHocTn B SonicWall NetExtender for Windows
NaoeHTudmnkaTop yassumocTn: CVE-2023-44218

NaeHTndmkaTop NporpaMMHoi ownbkun: CWE-287 HekoppekTHasa ayTeHTUMKaLNS
Ya3BuMbIM NpoaykT: SonicWall NetExtender for Windows: 10.2.0.300 - 10.2.336
KaTteropwus ysi3BuMoro npogykra: [priknagHoe nporpamMHoe obecrneyeHune
Cnocob akcnnyatauun: He onpeseneHo

MocneacTBmA 3KCryaTaumm: 06xoz 6e30nacHOCTY

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NpoTnB Poccuiickon PegepaLimn pekOMeHAyeM yCTaHaBNBaTb OOHOBEHA NPOrPaMMHOro obecrneyeHus
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

Ouenka CVSSv3: 8.8 AV A/ACL/PR:N/UEN/S:U/C:H/IEH/AH
BekTop ataku: CmexHad ceTb
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbigBneHuns / lata o6HoBneHus: 2023-09-30 / 2023-09-30
CCbIIKM Ha UCTOYHWK:
e http://psirt.global.sonicwall.com/vuln-detail/SNWLID-2023-0014
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KpaTkoe onmcaHve: MosbilweHne npusunerui B SonicWall NetExtender for Windows
NaoeHTudwnkaTop yassumocTn: CVE-2023-44217

aeHTndmkaTop NporpaMmHor ownbkun: CWE-269 HekoppekTHoe ynpaBaeHme npuBuneruaMu
Ya3BuMbIM NpoaykT: SonicWall NetExtender for Windows: 10.2.0.300 - 10.2.336

KaTteropwus ysi3BuMoro npogykra: [priknagHoe nporpamMHoe obecrneyeHume

Cnocob akcnnyatauun: He onpeseneHo

MocneacTBmA SKCNAyaTaLyK: NOBLILLEHWE NMPUBUIET N

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKLUMAMK NPOTNB Poccmninckon ®esepalimm pekoMeHayeM yCTaHaBNBaTb OOHOBEHA NPOrPaMMHOro obecrneyeHus
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

Ouerka CVSSV3: 7.9 AV.L/ACL/PR:L/ULR/S:C/C:H/I:H/AN
BekTop ataku: /IokanbHbIiA
B3anmogencTeme ¢ nonb3osartenieM: TpebyeTcd
[JlaTa BbigBneHuna / [lata o6HoBneHus: 2023-09-30 / 2023-09-30
CCbIIKM Ha UCTOYHWK:
e http://psirt.global.sonicwall.com/vuln-detail/SNWLID-2023-0013
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KpaTkoe onmcaHve: BeinonHeHve npon3soaeHOro koga B Microsoft Edge

NaoeHTudwnkaTop yassumocTn: CVE-2023-44488,CVE-2023-5217

NaoeHTndmkaTop NporpammHoi owmnbkn: CWE-122 MNepenonHeHue bydepa B AMHAMNYECKON NaMATH
Ya3BuMbIM NpoaykT: Microsoft Edge: 79.0.309.71 - 117.0.2045.43

KaTteropus ysa3sumoro npogykra: OnepaumoHHble cucteMsl Microsoft 1 nx KOMnoHeHTb!

Cnocob skcnayataumm: OTKpbITVE MONb30BaTeNeM CreLranbHO CO34aHHOMo BPeAOHOCHOro darina.
MocneacTBUA 3KCNIyaTaumm: BeINOAHEHME NPOV3BONBHOMO KOAA

PekoMeHZaLmu No ycTpaHeH to: JaHHas ya3BUMOCTb YCTPaHAeTCs 0duULIManbHbIM MaTyemM BEHAOPA. B CBA3M CO CnoXmBLUECH 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBAEHVA NPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

Ouenka CVSSv3: 8.8 AV:N/AC:L/PR:N/ULR/S:U/C:H/IH/AH
BekTop ataku: Cetesou

B3anmogencTeme ¢ nonb3osartenieM: TpebyeTcd

[JlaTa BbigBneHuna / [lata o6HoBneHus: 2023-09-29 / 2023-09-29
CCbINKM Ha NCTOYHUK:

e http://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2023-5217




