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Executive Summary

Executive Summary

Cisco Validated Designs consist of systems and solutions that are designed, tested, and documented to facilitate and
improve customer deployments. These designs incorporate a wide range of technologies and products into a portfolio of
solutions that have been developed to address the business needs of our customers.

This document details the design in the FlashStack Virtual Server Infrastructure Design Guide for VMware vSphere 6.5 U1,
which describes a validated converged infrastructure jointly developed by Cisco and Pure Storage. This solution covers the
deployment of a predesigned, best-practice data center architecture with VMware vSphere built on the Cisco Unified
Computing System (UCS), the Cisco Nexus® gooo family of switches, Cisco MDS gooo family of Fibre Channel switches, and
Pure Storage FlashArray//X all flash storage configured for Fibre Channel based storage access.

When deployed, the architecture presents a robust infrastructure viable for a wide range of application workloads
implemented as a virtual server infrastructure.



Solution Overview

Solution Overview

Introduction

In the current industry there is a trend for pre-engineered solutions which standardize the data center infrastructure,
offering the business operational efficiencies, agility and scale to address cloud, bimodal IT and their business. Their
challenge is complexity, diverse application support, efficiency and risk; all these are met by FlashStack with:

e Reduced complexity and automatable infrastructure and easily deployed resources

e Robust components capable of supporting high performance and high bandwidth virtualized applications

e Efficiency through optimization of network bandwidth and in-line storage compression with de-duplication
e Riskreduction at each level of the design with resiliency built into each touch point throughout

Cisco and Pure Storage have partnered to deliver this Cisco Validated Design, which uses best of breed storage, server and
network components to serve as the foundation for virtualized workloads, enabling efficient architectural designs that can
be quickly and confidently deployed.

In this document we will describe a reference architecture detailing a Virtual Server Infrastructure composed of Cisco Nexus
switches, Cisco UCS Compute, Cisco MDS Multilayer Fabric Switches and a Pure Storage FlashArray//X delivering a VMware
vSphere 6.5 U1 hypervisor environment.

Audience

The audience for this document includes, but is not limited to; sales engineers, field consultants, professional services, IT
managers, partner engineers, and customers who want to take advantage of an infrastructure built to deliver IT efficiency
and enable IT innovation.

Purpose of this Document

This document details a step-by-step configuration and implementation guide for FlashStack, centered around the Cisco
UCS 6332-16UP Fabric Interconnect and the Pure Storage FlashArray//X70. These components are supported by the 100G
capable Cisco Nexus 93180YC-EX switch and the Cisco MDS 9148S Multilayer fabric switch to deliver a Virtual Server
infrastructure on Cisco UCS B20oo Mg Blade Servers running VMware vSphere 6.5 Ua.

The design that will be implemented is discussed in the FlashStack Virtual Server Infrastructure Design Guide for VMware
vSphere 6.5 U1 found at:

http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/ucs flashstack vsi vm6g Ms_designs.html

Solution Summary

The FlashStack Virtual Server Infrastructure is a validated reference architecture, collaborated on by Cisco and Pure
Storage, built to serve enterprise datacenters. The solution is built to deliver a VMware vSphere based environment,
leveraging the Cisco Unified Computing System (UCS), Cisco Nexus switches, Cisco MDS Multilayer Fabric switches, and
Pure Storage FlashArray.

The architecture brings together a simple, wire once solution that is SAN booted from fibre channel and highly resilient at
each layer of the design. This creates an infrastructure that is ideal for a variety of virtual application deployments that can
reliably scale when growth is needed.

Figure 1 shows the base physical architecture used in FlashStack Virtual Server Infrastructure.


http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/ucs_flashstack_vsi_vm65_M5_designs.html
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Figure 1 FlashStack with Cisco UCS 6332-16UP and Pure Storage FlashArray//X70
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The reference hardware configuration includes:

Two Cisco Nexus 93180YC-EX Switches

Two Cisco UCS 6332-16UP Fabric Interconnects

Cisco UCS 5108 Chassis with two Cisco UCS 2304 Fabric Extenders
Cisco UCS B20o M5 Blade Servers

Two Cisco MDS 9148S Multilayer Fabric Switches

A Pure Storage FlashArray//X70
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16Gb Fibre Channel=——
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The virtual environment this supports is within VMware vSphere 6.5 U1, and includes virtual management and automation

components from Cisco and Pure Storage built into the solution, or as optional add-ons.

This document will provide a low-level example of steps to deploy this base architecture that may need some adjustments
depending on the customer environment. These steps include physical cabling, network, storage, compute, and virtual
device configurations.
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Deployment Guidelines
_________________________________________________________________________________________________________________________________|

Software Revisions

Table 1 lists the software versions for hardware and virtual components used in this solution. Each of these versions have
been used have been certified within interoperability matrixes supported by Cisco, Pure Storage, and VMware. For more
current supported version information, consult the following sources:

e  Cisco UCS Hardware and Software Interoperability Tool:
http://www.cisco.com/web/techdoc/ucs/interoperability/matrix/matrix.html

e Pure Storage Interoperability(note, this interoperability list will require a support login form Pure):
https://support.purestorage.com/FlashArray/Getting Started/Compatibility Matrix

e VMware Compatibility Guide: http://www.vmware.com/resources/compatibility/search.php

Additionally, it is also strongly suggested to align FlashStack deployments with the recommended releases for Cisco
MDS gooo Series Switches and Cisco Nexus gooo switches used in the architecture:

e MDS: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mdsqooo/sw/b _MDS NX-
0OS Recommended Releases.html

e Nexus:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexusqgooo/sw/recommended_release/b _Minimum_an
d_Recommended Cisco NX-OS Releases for Cisco Nexus gooo_Series Switches.html

If versions are selected that differ from the validated versions below, it is highly recommended to read the release notes of
the selected version to be aware of any changes to features or commands that may have occurred.

Table1 Software Revisions

Layer Device Image Comments

Compute Cisco UCS Fabric Interconnects 3.2(ad) Includes the Cisco UCS IOM 2304
6300 Series, UCS B-200 Mg and Cisco UCS VIC 1340 Cisco

source

Network Cisco Nexus gooo NX-0OS 7.0(3)I5(2)

Storage Cisco MDS 9148S 6.2(21)
Pure Storage FlashArray//X70 4.10.5

Software Cisco UCS Manager 3.2(ad) Cisco source
VMware vSphere ESXi Cisco 6.5 U1 VMware Source
Custom ISO
VMware vSphere fnic driver for 1.6.0.34 Included in 6.5 U1 Cisco Custom
ESXi ISO
VMware vSphere nenic driver for 1.0.6.0 Included in 6.5 U1 Cisco Custom
ESXi ISO



http://www.cisco.com/web/techdoc/ucs/interoperability/matrix/matrix.html
https://support.purestorage.com/FlashArray/Getting_Started/Compatibility_Matrix
http://www.vmware.com/resources/compatibility/search.php
tel:9000
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://software.cisco.com/download/release.html?mdfid=283612660&flowid=22121&softwareid=283655658&release=3.2(1d)
https://software.cisco.com/download/release.html?mdfid=283612660&flowid=22121&softwareid=283655658&release=3.2(1d)
https://software.cisco.com/download/release.html?mdfid=283612660&flowid=22121&softwareid=283655658&release=3.2(1d)
https://my.vmware.com/group/vmware/details?downloadGroup=OEM-ESXI65U1-CISCO&productId=614
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Layer Device Image Comments
VMware vCenter 6.5 U1
Pure Storage vSphere Web Client 3.0 The 2.5.1 version is provided with
Plugin Purity 4.10.5, but will default to

provisioning of VMFS-5 datastores
within the plugin. To enable the
option of VMFS-6 through the
plugin, a support request can be
made with Pure to enable access
to the 3.0 plugin.

Cisco UCSM plugin for the Sphere 2.0.3
Web Client

Configuration Guidelines

This document details the step-by-step configuration of a fully redundant and highly available Virtual Server Infrastructure
built on Cisco and Pure Storage components. References are made to which component is being configured with each step,
either o1 or 02 or A and B. For example, controller-1 and controller-2 are used to identify the two controllers within the Pure
Storage FlashArray//X that are provisioned with this document, and Cisco Nexus A or Cisco Nexus B identifies the pair of
Cisco Nexus switches that are configured. The Cisco UCS fabric interconnects are similarly configured. Additionally, this
document details the steps for provisioning multiple Cisco UCS hosts, and these examples are identified as: VM-Host-FC-
01, VM-Host-FC-02 to represent infrastructure and production hosts deployed to the fabric interconnects in this document.
Finally, to indicate that you should include information pertinent to your environment in a given step, <<text>> appears as
part of the command structure. Refer to the following example during a configuration step for both Nexus switches:

b19-93180-1&2 (config)# ntp server <<var oob ntp>> use-vrf management

This document is intended to enable you to fully configure the customer environment. In this process, various steps require
you to insert customer-specific naming conventions, IP addresses, and VLAN schemes, as well as to record appropriate
MAC addresses. Table 2 describes the VLANs necessary for deployment as outlined in this guide, and Table 3 lists the
virtual machines (VMs) necessary for deployment as outlined in this guide.

Table2 Necessary VLANs

VLAN VLAN Purpose ID Used in Customer Deployed Value

Name Validating
this
Document

Native VLAN to which untagged frames are 2

assigned

Out of VLAN for out-of-band management 15

Band interfaces

Mgmt

In-Band VLAN for in-band management interfaces 115

Mgmt

vMotion VLAN for VMware vMotion 200

VM-App1 VLAN for Production VM Interfaces 201
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VLAN VLAN Purpose ID Used in Customer Deployed Value
Name Validating
this
Document
VM-App2 VLAN for Production VM Interfaces 202
VM-App2 VLAN for Production VM Interfaces 203

Table3 Infrastructure Virtual Machines

Virtual Machine Description VM Name Used in Validating This Customer Deployed Value
Document

Active Directory Pure-AD

vCenter Server Pure-VC

Table 4  Configuration Variables

Variable Variable Description Customer Deployed Value

<<var_nexus_A_hostname>> Nexus switch A hostname (Example:
b19-93180-1)

<<var_nexus_A_mgmt_ip>> Out-of-band management IP for Nexus
switch A (Example: 192.168.164.13)

<<var_oob_mgmt_mask>> Out-of-band management network
netmask (Example: 255.255.255.0)

<<var_oob_gateway>> Out-of-band management network
gateway (Example: 192.168.164.254)

<<var_oob_ntp>> Out-of-band management network NTP
server (Example: 192.168.164.254)

<<var_nexus_B_hostname>> Nexus switch B hostname (Example:
b19-93180-2)

<<var_nexus_B_mgmt_ip>> Out-of-band management IP for Nexus
switch B (Example: 192.168.164.14)

<<var_nexus_A_ib_ip>> In-band management network interface
for Nexus switch A (Example:
10.1.164.13)

<<var_nexus_B_ib_ip>> In-band management network interface
for Nexus switch B (Example:
10.1.164.14)

<<var_flasharray_hostname>> Array hostname set during setup
(Example: flashstack-1)
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Variable

Variable Description

Customer Deployed Value

<<var_flasharray_vip>>

Virtual IP that will answer for the active
management controller (Example:
192.168.164.40

<<var_contoller-1_mgmt_ip>>

Out-of-band management IP for
FlashArray controller-1 (Example:
192.168.164.41)

<<var_ contoller-
1_mgmt_mask>>

Out-of-band management network
netmask (Example: 255.255.255.0)

<<var_ contoller-
1_mgmt_gateway>>

Out-of-band management network
default gateway (Example:
192.168.164.254)

<<var_ contoller-2_mgmt_ip>>

Out-of-band management IP for
FlashArray controller-2 (Example:
192.168.164.42)

<<var_ contoller-
2_mgmt_mask>>

Out-of-band management network
netmask (Example: 255.255.255.0)

<<var_ contoller-
2_mgmt_gateway>>

Out-of-band management network
default gateway (Example:
192.168.164.1)

<<var_password>>

Administrative password (Example:
FI@shSt4x)

<<var_dns_domain_name>>

DNS domain name (Example:
flashstack.cisco.com)

<<var_nameserver_ip>>

DNS server IP(s) (Example: 10.1.164.9)

<<var_smtp_ip>>

Email Relay Server IP Address or FQDN
(Example: smtp.flashstack.cisco.com)

<<var_smtp_domain_name>>

Email Domain Name (Example:
flashstack.cisco.com)

<<var_timezone>>

FlashStack time zone (Example:
America/New_York)

<<var_oob_mgmt_vlan_id>>

Out-of-band management network
VLAN ID (Example: 15)

<<var_ib_mgmt_vlan_id>>

In-band management network VLAN ID
(Example: 115)

<<var_ib_mgmt_vlan_netmask_|
ength>>

Length of IB-MGMT-VLAN Netmask
(Example: [24)

<<var_ib_gateway_ip>>

In-band management network VLAN ID
(Example: 10.1.164.254)
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Variable

Variable Description

Customer Deployed Value

<<var_vmotion_vlan_id>>

In-band management network VLAN ID
(Example: 200)

<<var_vmotion_vlan_netmask_le

ngth>>

Length of IB-MGMT-VLAN Netmask
(Example: [24)

<<var_native_vlan_id>>

Native network VLAN ID (Example: 2)

<<var_app_vlan_id>>

Example Application network VLAN ID
(Example: 201)

<<var_snmp_contact>>

Administrator e-mail address (Example:
admin@flashstack.cisco.com)

<<var_snmp_location>>

Cluster location string (Example: RTPg-
B19)

<<var_mds_A_mgmt_ip>>

Cisco MDS Management IP address
(Example: 192.168.164.15)

<<var_mds_A_hostname>>

Cisco MDS hostname (Example: mds-
9148s-a)

<<var_mds_B_mgmt_ip>>

Cisco MDS Management IP address
(Example: 192.168.164.15)

<<var_mds_B_hostname>>

Cisco MDS hostname (Example: mds-
9148s-b)

<<var_vsan_a_id>>

VSAN used for the A Fabric between the
FlashArray/MDS/FI (Example: 101)

<<var_vsan_b_id>>

VSAN used for the A Fabric between the
FlashArray/MDS/FI (Example: 102)

<<var_ucs_clustername>>

Cisco UCS Manager cluster host name
(Example: ucs-6332)

<<var_ucsa_mgmt_ip>>

Cisco UCS fabric interconnect (FI) A out-
of-band management IP address
(Example: 192.168.164.51)

<<var_ucs_mgmt_vip>>

Cisco UCS fabric interconnect (FI) Cluster
out-of-band management IP address
(Example: 192.168.164.50)

<<var_ucsb_mgmt_ip>>

Cisco UCS FI B out-of-band
management IP address (Example:
192.168.164.52)

<<var_vm_host_fc_o1_ip>>

VMware ESXi host 01 in-band
management IP (Example: 10.1.164.21)

<<var_vm_host_fc_o2_ip>>

VMware ESXi host 02 in-band
management IP (Example: 10.1.164.22)
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Variable

Variable Description

Customer Deployed Value

<<var_vm_host_fc_vmotion_o1_i
p>>

VMware ESXi host o1 vMotion IP
(Example: 10.1.15.21)

<<var_vm_host_fc_vmotion_o1_i
p>>

VMware ESXi host 02 in-band
management IP (Example: 10.1.15.22)

<<var_vmotion_subnet_mask>>

vMotion subnet mask (Example:
255.255.255.0)

<<var_vcenter_server_ip>>

IP address of the vCenter Server
(Example: 10.1.164.100)

FlashStack Cabling

This section details a cabling example for a FlashStack environment. To make connectivity clear in this example, the tables
include both the local and remote port locations.

This document assumes that out-of-band management ports are plugged into an existing management infrastructure at
the deployment site. The upstream network from the Nexus 93180YC-EX switches is out of scope of this document, with
only the assumption that these switches will connect to the upstream switch or switches with a vPC.

Figure 2 shows the cabling configuration used in this FlashStack design.
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Figure 2 FlashStack Cabling in the Validated Topology
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Table 5 through Table 12 provide the connectivity information for the components in the figure above.

Table5  Cisco Nexus 93180YC-EX-A Cabling Information
Local Device Local Connection Remote Device Remote
Port Port
Cisco Nexus 93180YC-EX A Ethi/a 10GbE Cisco Nexus 93180YC-EX B Ethi/a
Ethi/2 10GbE Cisco Nexus 93180YC-EX B Ethi/2
Etha/51 40GbE Cisco UCS 6332-16UP FI A Eth 1/33
Ethi/52 40GbE Cisco UCS 6332-16UP FI B Eth 1/33
Eth1/53 40GDbE or Upstream Network Switch Any
100GbE
Eth1/54 40GbE or Upstream Network Switch Any
100GbE
MGMTo GbE GbE management switch Any
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Table 6 Cisco Nexus 93180YC-EX-B Cabling Information

Local Device Local Connection Remote Device Remote
Port Port
Cisco Nexus 93180YC-EX B Ethi/a 10GbE Cisco Nexus 93180YC-EX A Ethi/a
Ethi/2 10GbE Cisco Nexus 93180YC-EX A Ethi/2
Ethi/51 40GbE Cisco UCS 6332-16UP FI A Eth 1/34
Ethi/52 40GbE Cisco UCS 6332-16UP FI B Eth 1/34
Ethi/53 40GbE or Upstream Network Switch Any
100GbE
Ethi/54 40GbE or Upstream Network Switch Any
100GbE
MGMTo GbE GbE management switch Any

# The ports Eth1/49-1/54 of the 93180YC-EX switches are ALE (Application Leaf Engine) uplink ports and do not sup-
port auto-negotiation. Devices connecting to these ports may need to have speed forced to 40GbE in interfaces on
both sides. For the connections shown above going to the 6332-16UP Fls, BiDi (QSFP-40G-SR-BD) transceivers
were used between the 93180YC-EX switches and the Fabric Interconnects to establish the 40Gb connection.

Table7 Cisco UCS 6332-16UP FI A Cabling Information

Local Device Local Connection Remote Device Remote
Port Port

Cisco UCS 6332-16UP FI A FC1/2 16Gb FC MDS 9148S A FCa/sg
FC1/2 16Gb FC MDS 9148S A FC1/6
FC1/3 16Gb FC MDS 9148S A FCa/7
FC1/4 16Gb FC MDS 9148S A FC1/8
Ethi/17 40GbE Cisco UCS Chassis 1 2304 FEX A IOM 1/1
Eth1/18 40GbE Cisco UCS Chassis 1 2304 FEX A IOM 1/2
Eth1/33 40GbE Cisco Nexus 93180YC-EX A Ethi/51
Eth1/34 40GbE Cisco Nexus 93180YC-EX B Ethi/51
MGMTo GbE GbE management switch Any
L1 GbE Cisco UCS 6332-16UP FI B L1
L2 GbE Cisco UCS 6332-16UP FIB L2

Table8 Cisco UCS 6332-16UP FI B Cabling Information

Local Device Local Connection Remote Device Remote
Port Port

Cisco UCS 6332-16UP FI B FC1 16Gb FC MDS 91485 B FC1/5
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Local Device Local Connection Remote Device Remote
Port Port
FC1/2 16Gb FC MDS 91485 B FCa/6
FC1/3 16Gb FC MDS 9148S B FCaf7
FC1/4 16Gb FC MDS 9148S B FC1/8
Ethi/17 40GbE Cisco UCS Chassis 1 2304 FEX B IOM 1/1
Eth1/18 40GbE Cisco UCS Chassis 1 2304 FEX B IOM 1/2
Eth1/33 40GbE Cisco Nexus 93180YC-EX A Ethi/s52
Eth1/34 40GbE Cisco Nexus 93180YC-EX B Ethi/52
MGMTo GbE GbE management switch Any
L1 GbE Cisco UCS 6332-16UP FIB L1
L2 GbE Cisco UCS 6332-16UP FI B L2

Tableg Cisco MDS 9148S A Cabling Information

Local Device Local Connection Remote Device Remote
Port Port

Cisco MDS 9148S A FC1/a1 16Gb FC FlashArray//X70 Controller 1 FCo
FC1/2 16Gb FC FlashArray//X70 Controller 2 FCo
FC1a/3 16Gb FC FlashArray//X70 Controller 1 FC2
FCa/s4 16Gb FC FlashArray//X70 Controller 2 FC2
FCa/s 16Gb FC Cisco UCS 6332-16UP FI A FC1/1
FC1a/6 16Gb FC Cisco UCS 6332-16UP FI A FC1/2
FCa/f7 16Gb FC Cisco UCS 6332-16UP FI A FC1/3
FC1/8 16Gb FC Cisco UCS 6332-16UP FI A FCa/s4
MGMTo GbE GbE management switch Any

Table 10 Cisco MDS 9148S B Cabling Information

Local Device Local Connection Remote Device Remote
Port Port

Cisco MDS 91485 B FCa1/a 16Gb FC FlashArray//X70 Controller 1 FCa
FC1/2 16Gb FC FlashArray//X70 Controller 2 FCa
FC1/3 16Gb FC FlashArray//X70 Controller 1 FC3
FC1/4 16Gb FC FlashArray//X70 Controller 2 FC3
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Local Device Local Connection Remote Device Remote
Port Port
FCa/s 16Gb FC Cisco UCS 6332-16UP FIB FCi/1
FC1/6 16Gb FC Cisco UCS 6332-16UP FI B FCa/2
FCa/f7 16Gb FC Cisco UCS 6332-16UP FI B FC1/3
FC1a/8 16Gb FC Cisco UCS 6332-16UP FIB FC1/4
MGMTo GbE GbE management switch Any

Table 11 Pure Storage FlashArray//X70 Controller 1 Cabling Information

Local Device Local Connection Remote Device Remote
Port Port

FlashArray//X70 Controller 1 FCo 16Gb FC Cisco MDS 91485 A FCa/1
FCa 16Gb FC Cisco MDS 9148S B FC1/1
FC2 16Gb FC Cisco MDS 9148S A FC1/3
FC3 16Gb FC Cisco MDS 9148S B FC1/3
Etho GbE GbE management switch Any

Table12 Pure Storage FlashArray//X70 Controller 2 Cabling Information

Local Device Local Connection Remote Device Remote
Port Port

FlashArray//X70 Controller 2 FCo 16Gb FC Cisco MDS 9148S A FC1/2
FCa 16Gb FC Cisco MDS 9148S B FC1a/2
FC2 16Gb FC Cisco MDS 9148S A FC1/4
FC3 16Gb FC Cisco MDS 9148S B FC1a/s4
Etho GbE GbE management switch Any
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Network Switch Configuration

This section provides detailed instructions for the configuration of the Cisco Nexus 93180YC-EX switches used in this
FlashStack solution. Some changes may be appropriate for a customer’s environment, but care should be taken when
stepping outside of these instructions as it may lead to an improper configuration.

Figure 3 Cisco Nexus Configuration Workflow
P

Nexus 93180YC-EX Switch Configuration

!

Install NX-OS |
standalone image |

!

{ Basic System Configuration Dialog J

( \—[ Enable Features and Settings ]

—[ Other Global Settings }

General
Configuration Create VLANs }

Interface Port Descriptions

vPC domain configuration

Port Channel

Setup Configure vPC Peer-Link

—— J S

—[ Configure Port Interfaces and vPCs

Physical Connectivity

Physical cabling should be completed by following the diagram and table references in the previous section referenced as
FlashStack Cabling.

FlashStack Nexus Switch Configuration

The following procedures describe how to configure the Cisco Nexus switches for use in a base FlashStack environment.
This procedure assumes the use of Nexus 93180YC-EX switches running 7.0(3)I5(2). Configuration on a differing model of
Nexus 9ooo0 series switch should be comparable, but may differ slightly with model and changes in NX-OS release. The
Cisco Nexus 93180YC-EX switch and NX-OS release were used in validation of this FlashStack solution, so the steps
provided will reflect this model and release.
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# The following procedure includes setup of NTP distribution on the In-Band Management VLAN. The interface-vlan
feature and ntp commands are used to set this up. This procedure also assumes the default VRF will be used to
route the In-Band Management VLAN.

Setting the NX-OS image on the Switch

The Cisco Nexus 93180YC-EX switch ships with the Application Centric Infrastructure (ACl) and will need to be reinstalled
with NX-OS standalone release specified in this document. The NX-OS standalone software can be downloaded from
software.cisco.com. With the image downloaded, it can be transferred to the switches via a USB or SCP from the loader
prompt.

For an SCP transfer, the image will need to be accessible from a host reachable by the management interface connected to
the switch. Login as admin and configure an available IP for the switch if it is not already on the network. Copy the image
over from the server it has been placed on and reload the switch.

( ) #

(none) # ifconfig eth0 inet <<var_nexus_A mgmt_ip>> netmask <<var_oob_mgmt_mask>>
(none) # scp localadmin@192.168.164.155:/tmp/nxos.7.0.3.15.2.bin /bootflash
(none) # reload

This command will reload the chassis, Proceed (y/n)? [n]: y

none

During the reload, press Ctrl-C to interrupt the boot process and enter the loader prompt. From the loader prompt, boot
the image copied over.

loader >
loader > boot nxos.7.0.3.I5.2.bin

Booting nxos.7.0.3.I5.2.bin
Trying diskboot

Cisco Nexus Basic System Configuration Dialog

Set up the initial configuration for the Cisco Nexus A switch on <<var_nexus_A_hostname>>, by walking through the
following dialogue steps:

Abort Auto Provisioning and continue with normal setup ?(yes/no) [n]: y
---- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]: <Enter>

Enter the password for "admin": *****xx*xx*
Confirm the password for "admin': ******xx*

---- Basic System Configuration Dialog VDC: 1 ----
This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.
Please register Cisco Nexus9000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus9000 devices must be registered to receive

entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]: <Enter>

Configure read-only SNMP community string (yes/no) [n]: <Enter>
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Configure read-write SNMP community string (yes/no) [n]: <Enter>
Enter the switch name : <<var_nexus_A hostname>>
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]: <Enter>
MgmtO IPv4 address : <<var_nexus_A mgmt_ip>>
MgmtO IPv4 netmask : <<var_oob_mgmt mask>>
Configure the default gateway? (yes/no) [y]: <Enter>
IPv4 address of the default gateway : <<var_oob_gateway>>
Configure advanced IP options? (yes/no) [n]: <Enter>
Enable the telnet service? (yes/no) [n]: <Enter>
Enable the ssh service? (yes/no) [y]: <Enter>
Type of ssh key you would like to generate (dsa/rsa) [rsal]: <Enter>
Number of rsa key bits <1024-2048> [1024]: <Enter>
Configure the ntp server? (yes/no) [n]: y
NTP server IPv4 address : <<var_oob_ntp>>
Configure default interface layer (L3/L2) [L2]: <Enter>
Configure default switchport interface state (shut/noshut) [noshut]: shut
Configure CoPP system profile (strict/moderate/lenient/dense) [strict]: <Enter>

The following configuration will be applied:
password strength-check
switchname b19-93180-1
vrf context management
ip route 0.0.0.0/0 192.168.164.254
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
ntp server 192.168.164.254
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 192.168.164.13 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]: <Enter>
Use this configuration and save it? (yes/no) [y]: <Enter>

Login and set the image if there is an older image present within bootflash.

User Access Verification

b19-93180-1 login: admin

p19-93180-1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
b19-93180-1 (config)# boot nxos bootflash:nxos.7.0.3.I5.2.bin
Performing image verification and compatibility check, please wait....
p19-93180-1 (config)# copy run start

(#4444 444444444 HHSHHS 4444 H4H4444] 1008

Copy complete.
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Set up the initial configuration for the Cisco Nexus B switch on <<var_nexus_B_hostname>>, by running through the same
steps followed in the above configuration, making the appropriate substitutions for <<var_nexus_B_hostname>> and
<<var_nexus_B_mgmt_ip>>.

Cisco Nexus Switch Configuration

Enable Features and Settings
To enable IP switching features, run the following commands on each Cisco Nexus:
b19-93180-1&2

b19-93180-1&2
b19-93180-1&2

(config) # feature lacp
(config) # feature vpc
(config)# feature interface-vlan

'& The feature interface-vlan is an optional requirement if configuring an In-Band VLAN interface to redistribute NTP.
Layer-3 routing is possible with Nexus switches after setting this feature, but is not covered in this architecture.

Additionally, configure spanning tree and save the running configuration to start-up:

b19-93180-1&2
b19-93180-1&2
b19-93180-1&2

(config) # spanning-tree port type network default
(config) # spanning-tree port type edge bpduguard default
(config) # spanning-tree port type edge bpdufilter default

Set Global Configurations
Run the following commands on both switches to set global configurations:

b19-93180-1&2 (config)#

( port-channel load-balance src-dst l4port
b19-93180-1&2 (config)#

(

(

ip route 0.0.0.0/0 <<var_ib-mgmt-vlan_gateway>>
ntp server <<var_oob_ntp>> use-vrf management
ntp master 3

p19-93180-1&2 (config)#
b19-93180-1&2 (config)#

Create VLANSs

Run the following commands on both switches to create VLANSs:

b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2

config)# vlan
config-vlan) #
config-vlan) #
config-vlan) #
config-vlan) #
config-vlan) #
config-vlan) #

<<var_ib-mgmt_vlan_ id>>

name IB-MGMT-VLAN

vlan <<var_native_vlan_id>>
name Native-VLAN

vlan <<var_vmotion_vlan_id>>
name vMotion-VLAN

(
(
(
(
(
(
( vlan <<var_application_vlan_id>>
( name VM-Appl-VLAN

p19-93180-1&2 (config-vlan) #

Continue adding VLANS as appropriate to the customer’s environment.

Add Individual Port Descriptions for Troubleshooting

To add individual port descriptions for troubleshooting activity and verification for switch A, enter the following commands
from the global configuration mode:

p19-93180-1(config)# interface Vlanllb

p19-93180-1(config-if)# description In-Band NTP Redistribution Interface VLAN 115
p19-93180-1(config-if)# interface port-channel 11

b19-93180-1(config-if)# description vPC peer-1link

p19-93180-1(config-if)# interface port-channel 151

p19-93180-1(config-if)# description vPC UCS 6332-16UP-1 FI
p19-93180-1(config-if)# interface port-channel 152

p19-93180-1(config-if)# description vPC UCS 6332-16UP-2 FI
p19-93180-1(config-if)# interface port-channel 153
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p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #

description vPC Upstream Network Switch
interface port-channel 154

description vPC Upstream Network Switch
interface Ethernetl/1

description vPC peer-link connection to
interface Ethernetl/2

description vPC peer-link connection to
interface Ethernetl/51
description vPC 151 connection
interface Ethernetl/52
description vPC 152 connection
interface Ethernetl/53
description vPC 153 connection
interface Ethernetl/54
description vPC 154 connection

A

B

b19-93180-2 Ethernetl/1

b19-93180-2 Ethernetl/2

to UCS 6332-16UP-1 FI Ethernetl/33
to UCS 6332-16UP-2 FI Ethernetl/33
to Upstream Network Switch A

to Upstream Network Switch B

‘& In these steps, the interface commands for the VLAN interface and Port-Channel interfaces, will create these inter-
faces if they do not already exist.

To add individual port descriptions for troubleshooting activity and verification for switch B, enter the following commands
from the global configuration mode:

p19-93180-2 (c

p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
p19-93180-2 (config-if) #
b19-93180-2 (config-if) #

onfig)# interface Vlanll5

description In-Band NTP Redistribution Interface VLAN 115

interface port-channel 11
description vPC peer-link
interface port-channel 151
description vPC UCS 6332-16UP-1 FI
interface port-channel 152

description vPC UCS 6332-16UP-2 FI
interface port-channel 153

description vPC Upstream Network Switch
interface port-channel 154

description vPC Upstream Network Switch
interface Ethernetl/1

description vPC peer-link connection to
interface Ethernetl/2

description vPC peer-link connection to
interface Ethernetl/51
description vPC 151 connection
interface Ethernetl/52
description vPC 152 connection
interface Ethernetl/53
description vPC 153 connection
interface Ethernetl/54
description vPC 154 connection

Add NTP Distribution Interfaces

A

B

b19-93180-1 Ethernetl/1

b19-93180-1 Ethernetl/2

to UCS 6332-16UP-1 FI Ethernetl/34
to UCS 6332-16UP-2 FI Ethernetl/34
to Upstream Network Switch A

to Upstream Network Switch B

Optional VLAN interfaces are created on each Nexus switch to redistribute NTP to In-Band networks from their Out of Band
network source. For 93180YC-EX A this will be:

p19-93180-1 (config) #
p19-93180-1 (config) #
p19-93180-1 (confiqg) #
b19-93180-1 (config) # ip
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #
p19-93180-1 (config-if) #

For 93180YC-EX B this will be:

ntp source <<var_nexus_A ib ip>>
ntp master 3
interface Vlanll5

route 0.0.0.0/0 <<var_ib gateway ip>>
shutdown
ip redirects

ipv6 redirects

b19-93180-2 (config) # ntp source <<var_nexus B ib ip>>
p19-93180-2 (config) # ntp master 3
p19-93180-2 (config)# interface Vlanllh
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b19-93180-1 (config) # ip
p19-93180-2 (config-if) #

( route 0.0.0.0/0 <<var_ib gateway ip>>
(

p19-93180-2 (config-if) #
(
(

shutdown

ip redirects

address <<var_nexus_A ib ip>>/<<var_ib-mgmt_vlan_ netmask_ length>>
ipv6 redirects

p19-93180-2 (config-if) #
b19-93180-2 (config-if) #

Create the vPC Domain

The vPC domain will be assigned a unique number from 1-1000 and will handle the vPC settings specified within the
switches. To set the vPC domain configuration on 93180YC-EX A, run the following commands:

b19-93180-1(config)# vpc domain
p19-93180-1 (config-vpc-domain) #
p19-93180-1 (config-vpc-domain) #
b19-93180-1 (config-vpc—-domain) #
<<var_nexus_A mgmt_ip>>

10

peer-switch

role priority 10

peer-keepalive destination <<var_nexus_B_mgmt_ip>> source
19-93180-1 cgnfig—vpc—domain)#

( delay restore 150
p19-93180-1 (config-vpc-domain) #

(

(

peer—-gateway
auto-recovery
ip arp synchronize

p19-93180-1 (config-vpc-domain) #
b19-93180-1 (config-vpc-domain) #

On the 93180YC-EX B switch run these slightly differing commands, noting that role priority and peer-keepalive commands
will differ from what was previously set:

p19-93180-2 (config) # vpc domain

( 10
b19-93180-2 (config-vpc-domain) #

(

(

peer-switch
role priority 20
peer-keepalive destination <<var_nexus A mgmt_ ip>> source

b19-93180-2 (config-vpc-domain) #
p19-93180-2 (config-vpc-domain) #
<<var_nexus_B_mgmt_ ip>>

b19-93180-2 (config-vpc-domain) #

( delay restore 150
b19-93180-2 (config-vpc-domain) #

(

(

peer-gateway
auto-recovery
ip arp synchronize

p19-93180-2 (config-vpc-domain) #
p19-93180-2 (config-vpc-domain) #

Configure Port Channel Member Interfaces

On each switch, configure the Port Channel member interfaces that will be part of the vPC Peer Link and configure the vPC
Peer Link:

b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2

config)# int eth 1/1-2

config-if-range)# channel-group 11 mode active
config-if-range)# no shut

config-if-range)# int port-channel 11

b19-93180-1&2
b19-93180-1&2
b19-93180-1&2

config-if)#
config-if)#
config-if)#

(
(
(
(
(
(
(
(config-1if) #

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan 115,200-203
vpc peer-link

Configure Virtual Port Channels

On each switch, configure the Port Channel member interfaces and the vPC Port Channels to the Cisco UCS Fabric
Interconnect and the upstream network switches:

Nexus Connection vPC to UCS Fabric A

b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2

(config-if) #
(config-if)#
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #

int ethernet 1/51

channel-group 151 mode active

no shut

int port-channel 151

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan 115,200-203
spanning-tree port type edge trunk

mtu 9216

load-interval counter 3 60

24



b19-93180-1&2

b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2

Network Switch Configuration

(config-if) #

config-if)#
config-if)#
config-if) #
config-if)#
config-if)#

vpc 151

Nexus Connection vPC to UCS Fabric B

int ethernet 1/52

channel-group 152 mode active

no shut

int port-channel 152
switchport mode trunk

switchport trunk native wvlan 2

b19-93180-1&2
b19-93180-1&2

config-if) #
config-if)#

switchport trunk allowed vlan 115,200-203

(

(

(

(

(
(config-if) #
(

( spanning-tree port type edge trunk
(

(

(

p19-93180-1&2 (config-if)# mtu 9216
p19-93180-1&2 (config-if)# load-interval counter 3 60
p19-93180-1&2 (config-if)# vpc 152

Nexus Connection vPC to Upstream Network Switch A

b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2
b19-93180-1&2

interface Ethernetl/53
channel-group 153 mode active

no shut

int port-channel 153

switchport mode trunk

switchport trunk native wvlan 2
switchport trunk allowed vlan 115
vpc 153

(config-if)#
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #
(config-if) #

Nexus Connection vPC to Upstream Network Switch B

b19-93180-1&2
b19-93180-1&2
p19-93180-1&2 (config-if)#
p19-93180-1&2 (config-if)#

( interface Ethernetl/54
(
(
(
p19-93180-1&2 (config-if)#
(
(
(
(

channel-group 154 mode active

no shut

int port-channel 154

switchport mode trunk

switchport trunk native vlan 2
switchport trunk allowed vlan 115
int port-channel 154

vpc 154

config-if)#
config-if) #

b19-93180-1&2 (config-if)#
p19-93180-1&2 (config-if)#
p19-93180-1&2 (config-if)#
p19-93180-1&2 (config-if)#

*** Save all configuration to this point on both Nexus Switches ***

p19-93180-1&2 (config)# copy running-config startup-config

# vPC numbers have been chosen to correspond with the module and first port within a Port Channel, so in the exam-
ple, having a first member of Ethernet 1/54 results in a vPC/Port Channel number of 154. This is optional, but can
help in identifying port to Port Channel memberships.
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FlashArray Storage Configuration
- - |
FlashArray Initial Configuration

The following information should be gathered to enable the installation and configuration of the FlashArray. An official
representative of Pure Storage will help rack and configure the new installation of the FlashArray.

Table 13 FlashArray Setup Information
Global Array Settings

Array Name (Hostname for Pure Array):

Virtual IP Address for Management:

Physical IP Address for Management on Controller o (CTo):

Physical IP Address for Management on Controller 1 (CT1):

Netmask:

Gateway IP Address:

DNS Server IP Address(es):

DNS Domain Suffix: (Optional)

NTP Server IP Address or FQDN:

Email Relay Server (SMTP Gateway IP address or FQDN): (Optional)

Email Domain Name:

Alert Email Recipients Address(es): (Optional)

HTTP Proxy Server and Port (For Pure1): (Optional)

Time Zone:

When the FlashArray has completed initial configuration, it is important to configure the Cloud Assist phone-home
connection in order to provide the best pro-active support experience possible. Furthermore, this will enable the analytics
functionalities provided by Pure1.
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Help | Sign Qut
*ﬂ PURESTORAGF Welcome pureuser
DASHEOARD STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES Search Hosts and Volumes Q
System Health Support Connectivity
Remc’te ASEiSt
Array Status: Disconnected Connect
Metworking
Phone Home
Support Connectivity
Alerts Automatic Phone Home: Enabled Disable
SHMP
Manual Phone Home: Today's Logs v Send Now
Systemn Time
Directory Service Support Logs
Banner
Download Logs: 2014_08_05 |[to|2014_08_05 Download from CTO Download from CT1
ul

The Support Connectivity sub-view allows you to view and manage the Purity remote assist, phone home, and log features.

The Remote Assist section displays the remote assist status as "Connected" or "Disconnected". By default, remote assist is
disconnected. A connected remote assist status means that a remote assist session has been opened, allowing Pure
Storage Support to connect to the array. Disconnect the remote assist session to close the session.

The Phone Home section manages the phone home facility. The phone home facility provides a secure direct link between
the array and the Pure Storage Technical Support web site. The link is used to transmit log contents and alert messages to
the Pure Storage Support team so that when diagnosis or remedial action is required, complete recent history about array
performance and significant events is available.

By default, the phone home facility is enabled. If the phone home facility is enabled to send information automatically,
Purity transmits log and alert information directly to Pure Storage Support via a secure network connection. Log contents
are transmitted hourly and stored at the support web site, enabling detection of array performance and error rate trends.
Alerts are reported immediately when they occur so that timely action can be taken.

Phone home logs can also be sent to Pure Storage Technical support on demand, with options including Today's Logs,
Yesterday's Logs, or All Log History.

The Support Logs section allows you to download the Purity log contents of the specified controller to the current
administrative workstation. Purity continuously logs a variety of array activities, including performance summaries,
hardware and operating status reports, and administrative actions.

Adding an Alert Recipient

The Alerts sub-view is used to manage the list of addresses to which Purity delivers alert notifications, and the attributes of
alert message delivery. You can designate up to 19 alert recipients. The Alert Recipients section displays a list of email
addresses that are designated to receive Purity alert messages. Up to 20 alert recipients can be designated. The list includes
the built-in flasharray-alerts@purestorage.com address, which cannot be deleted.

The Relay Host section displays the hostname or IP address of an SMTP relay host, if one is configured for the array. If you
specify a relay host, Purity routes the email messages via the relay (mail forwarding) address rather than sending them
directly to the alert recipient addresses.

In the Sender Domain section, the sender domain determines how Purity logs are parsed and treated by Pure Storage
Support and Escalations. By default, the sender domain is set to the domain name please-configure.me.
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It is crucial that you set the sender domain to the correct domain name. If the array is not a Pure Storage test array, set the

sender domain to the actual customer domain name. For example, mycompany.com.

The email address that Purity uses to send alert messages includes the sender domain name and is comprised of the

following components:
<Array_Name>-<Controller_Name>@<Sender_Domain_Name>.com
To add an alert recipient, complete the following steps:

1. Select System > Configuration > Alerts.

2. Inthe Alert Recipients section, click the menu icon and select Add Alert Recipient. The Create Alert User dialog box

appears.
3. Inthe email field, enter the email address of the alert recipient.

4. Click Save.

@ PURESTORAGE

DASHBOARD STORAGE PROTECTION LULTR G
System Health Alerts
Hlert Recients
Array EMAIL
Networking flasharray-alerts@purestorage.com
Support Connectivity Relay Host
None configured
SHNMP
) Sender Domain
System Time

Directory Service please-configure me

Banner

ul

Syslog Server
S5L Certificate

SMI-S

Welcome pureuser

Help | Terms of Use

Log Out

ENABLED

Configuring the Domain Name System (DNS) Server IP Addresses

To configure the DNS server IP addresses, complete the following steps:

1. Select System > Configuration > Networking.

2. Inthe DNS section, hover over the domain name and click the pencil icon. The Edit DNS dialog box appears.

3. Complete the following fields:

a. Domain: Specify the domain suffix to be appended by the array when doing DNS lookups.

b. DNS#: Specify up to three DNS server IP addresses for Purity to use to resolve hostnames to IP addresses.
Enter one IP address in each DNS# field. Purity queries the DNS servers in the order that the IP addresses

are listed.

4. Click Save.
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Directory Service Sub-View

The Directory Service sub-view manages the integration of FlashArrays with an existing directory service. When the
Directory Service sub-view is configured and enabled, the FlashArray leverages a directory service to perform user account
and permission level searches. Configuring directory services is OPTIONAL.

Community | Help | Log Out

@ PURESTOR}C\GE Welcome pureuser

DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM M— Hosts and Volumes Q

System Health Directory Service

Configuration
_ Enabled: Enabled

Array

URE Idaps:finkins-w2k3-ad 1. jenkins-w2k3.dev. purestorage com:3269
Netwaorking
Idaps:linkins-w2k3-ad 1 jenkins-w2k3.dev. purestorage com:636
Support Connectivity

Base DN: DC=jenkins-w2k3 DC=dev,DC=purestorage, DC=com
Alerts
SNMP Bind User: Idapreader
System Time Bind Password: w
Directory Service
Group Base: OU=8AN,OU=IT OU=US
Banner
o Array Admin Group: pureadmins,CU=PureStorage
Syslog Server Storage Admin Group: pureusers,ClU=Pure
SSL Certificate Read Only Group: purereadonly OU=Pure1
Connected Arrays Check Peer: Disabled
Host Connections CA Certificate: [View]

T Edit Test

The FlashArray is delivered with a single local user, named pureuser, with array-wide (Array Admin) permissions.

To support multiple FlashArray users, integrate the array with a directory service, such as Microsoft Active Directory or
OpenLDAP.

Role-based access control is achieved by configuring groups in the directory that correspond to the following permission
groups (roles) on the array:

e Read Only Group. Read Only users have read-only privileges to run commands that convey the state of the array.
Read Only uses cannot alter the state of the array.

e Storage Admin Group. Storage Admin users have all the privileges of Read Only users, plus the ability to run
commands related to storage operations, such as administering volumes, hosts, and host groups. Storage Admin
users cannot perform operations that deal with global and system configurations.

e  Array Admin Group. Array Admin users have all the privileges of Storage Admin users, plus the ability to perform
array-wide changes. In other words, Array Admin users can perform all FlashArray operations.

When a user connects to the FlashArray with a username other than pureuser, the array confirms the user's identity from
the directory service. The response from the directory service includes the user's group, which Purity maps to a role on the
array, granting access accordingly.

To configure the directory service settings, complete the following steps:

1. Select System > Configuration > Directory Service.
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2. Configure the Directory Service fields:

a. Enabled: Select the check box to leverage the directory service to perform user account and permission level
searches.

b. URI: Enter the comma-separated list of up to 30 URIs of the directory servers. The URI must include a URL
scheme (Idap, or Idaps for LDAP over SSL), the hostname, and the domain. You can optionally specify a port.
For example, Idap://ad.company.com configures the directory service with the hostname "ad" in the domain
"company.com" while specifying the unencrypted LDAP protocol.

c. Base DN: Enter the base distinguished name (DN) of the directory service. The Base DN is built from the
domain and should consist only of domain components (DCs). For example, for
Idap://ad.storage.company.com, the Base DN would be: "DC=storage,DC=company,DC=com”

d. Bind User: Username used to bind to and query the directory. For Active Directory, enter the username - often
referred to as sSAMAccountName or User Logon Name - of the account that is used to perform directory
lookups. The username cannot contain the characters"[]:; | =+ *? <> [\, and cannot exceed 20 characters in
length. For OpenLDAP, enter the full DN of the user. For example,
"CN=John,OU=Users,DC=example,DC=com".

e. Bind Password: Enter the password for the bind user account.

f. Group Base: Enter the organizational unit (OU) to the configured groups in the directory tree. The Group Base
consists of OUs that, when combined with the base DN attribute and the configured group CNs, complete the
full Distinguished Name of each groups. The group base should specify "OU=" for each OU and multiple OUs
should be separated by commas. The order of OUs should get larger in scope from left to right. In the
following example, SANManagers contains the sub-organizational unit PureGroups:
"OU=PureGroups,0OU=SANManagers".

g. Array Admin Group: Common Name (CN) of the directory service group containing administrators with full
privileges to manage the FlashArray. Array Admin Group administrators have the same privileges as pureuser.
The name should be the Common Name of the group without the "CN=" specifier. If the configured groups are
not in the same OU, also specify the OU. For example, "pureadmins,OU=PureStorage", where pureadmins is
the common name of the directory service group.

h. Storage Admin Group: Common Name (CN) of the configured directory service group containing
administrators with storage related privileges on the FlashArray. The name should be the Common Name of
the group without the "CN=" specifier. If the configured groups are not in the same OU, also specify the OU.
For example, "pureusers,OU=PureStorage", where pureusers is the common name of the directory service

group.

i. Read Only Group: Common Name (CN) of the configured directory service group containing users with read-
only privileges on the FlashArray. The name should be the Common Name of the group without the "CN="
specifier. If the configured groups are not in the same OU, also specify the OU. For example,
"purereadonly,OU=PureStorage", where purereadonly is the common name of the directory service group.

j.  Check Peer: Select the check box to validate the authenticity of the directory servers using the CA Certificate.
If you enable Check Peer, you must provide a CA Certificate.

k. CA Certificate: Enter the certificate of the issuing certificate authority. Only one certificate can be configured
at a time, so the same certificate authority should be the issuer of all directory server certificates. The
certificate must be PEM formatted (Base64 encoded) and include the "----- BEGIN CERTIFICATE----- "and"-----
END CERTIFICATE-----" lines. The certificate cannot exceed 3000 characters in total length.

3. Click Save.
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4. Click Test to test the configuration settings. The LDAP Test Results pop-up window appears. Green squares repre-
sent successful checks. Red squares represent failed checks.

SSL Certificate Sub-View

Purity creates a self-signed certificate and private key when you start the system for the first time. The SSL Certificate sub-
view allows you to view and change certificate attributes, create a new self-signed certificate, construct certificate signing
requests, import certificates and private keys, and export certificates.

Help  Terms Log Out

o PURESTORAGE Welcome pureuser

DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM

System Health M - SSL Certificate =

Configuration
Status: self-signed

Array

Key Size: 2048
Networking

Issued To: db.example.com
Support Connectivity

Issued By: db.example.com
Alerts
SNMP Valid From: 2014-08-02 17:26:03
System Time Valid To: 2024-07-30 17:26:03
Directory Service Country: us
Banner State/Province: FL
ul " -

Locality: Mountain View

Syslog Server

Organization: Pure Storage Inc.
SSL Certificate |

Organizational Unit: Pure Storage, Inc.
Connected Arrays
Email:

Connections

Creating a self-signed certificate replaces the current certificate. When you create a self-signed certificate, include any
attribute changes, specify the validity period of the new certificate, and optionally generate a new private key.
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Create Self-Signed Certificate x

Generate new key: [ ]

Key Size: 2048 A
Country: us

State/Province: FL

Locality: Mountain View

Organization: Pure Storage Inc.

Organizational Unit: | Pure Storage, Inc.

Common Name: db.example.com
Email: Email address
Days: 3650

conc

When you create the self-signed certificate, you can generate a private key and specify a different key size. If you do not
generate a private key, the new certificate uses the existing key.

You can change the validity period of the new self-signed certificate. By default, self-signed certificates are valid for 3650
days.
CA-Signed Certificate

Certificate authorities (CA) are third party entities outside the organization that issue certificates. To obtain a CA
certificate, you must first construct a certificate signing request (CSR) on the array.

| Construct Certificate Signing Request x

Country: s
State/Province: FL

Locality: Mountain View
Qrganization: Pure Storage Inc.

Organizational Unit: | Pure Storage, Inc.
Common Name: db.example.com

Email:

Cancel Create
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The CSR represents a block of encrypted data specific to your organization. You can change the certificate attributes when
you construct the CSR; otherwise, Purity will reuse the attributes of the current certificate (self-signed or imported) to
construct the new one. Note that the certificate attribute changes will only be visible after you import the signed certificate
from the CA.

Send the CSR to a certificate authority for signing. The certificate authority returns the SSL certificate for you to import.
Verify that the signed certificate is PEM formatted (Base64 encoded), includes the "-----BEGIN CERTIFICATE-----" and "-----
END CERTIFICATE-----" lines, and does not exceed 3000 characters in total length. When you import the certificate, also
import the intermediate certificate if it is not bundled with the CA certificate.

Import Certificate *

Certificate: | Choose File | sample.crt
Intermediate Certificate (optional): Choose File | Mo file chosen
Key (optional): | Choose File | sample.key

Key Passphrase (optional):

Cancel Import Certificate

If the certificate is signed with the CSR that was constructed on the current array and you did not change the private key,
you do not need to import the key. However, if the CSR was not constructed on the current array or if the private key has
changed since you constructed the CSR, you must import the private key. If the private key is encrypted, also specify the
passphrase.
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MDS Fabric Configuration

This section provides detailed instructions for the configuration of the Cisco MDS 9148S Multilayer Fabric Switches used in
this FlashStack solution. Some changes may be appropriate for a customer’s environment, but care should be taken when
stepping outside of these instructions as it may lead to an improper configuration.

Figure 4 Cisco 9148S Multilayer Fabric Switch Configuration Workflow
p

MDS 9148S Multilayer Fabric Switch Configuration
]
Basic System Configuration Dialog J
Update NX-OS |
image !
/ { Enable Features ]
4[ Create Port Channels }
Configure MDS
Create VSANs and apply to Interfaces J
\ /—- Configure Port Channels J

Physical Connectivity

Physical cabling should be completed by following the diagram and table references in the previous section referenced as
FlashStack Cabling.

MDS Basic System Configuration Dialog

Set up the initial configuration for the Cisco MDS A switch on <<var_mds_A_hostname>>, by walking through the following
dialogue steps:

Abort Auto Provisioning and continue with normal setup ?(yes/no) [n]: y

--—- System Admin Account Setup ----

Do you want to enforce secure password standard (yes/no) [y]:

Enter the password for "admin":
Confirm the password for "admin":

---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of

the system. Setup configures only enough connectivity for management
of the system.
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Please register Cisco MDS 9000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. MDS devices must be registered to receive entitled
support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : <<var_mds_ A hostname>>
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]:
MgmtO IPv4 address : <<var_mds A mgmt ip>>
MgmtO IPv4 netmask : <<var_oob_mgmt_ mask>>
Configure the default gateway? (yes/no) [y]:
IPv4 address of the default gateway : <<var_oob_gateway>>
Configure advanced IP options? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]:
Type of ssh key you would like to generate (dsa/rsa) [rsal:
Number of rsa key bits <1024-2048> [1024]: 2048
Enable the telnet service? (yes/no) [n]:
Configure congestion/no credit drop for fc interfaces? (yes/no) [y]:
Enter the type of drop to configure congestion/no_credit drop? (con/no) [c]:

Enter milliseconds in multiples of 10 for congestion-drop for port mode F
in range (<100-500>/default), where default is 500. [d]:

Congestion-drop for port mode E must be greater than or equal to
Congestion-drop for port mode F. Hence, Congestion drop for port
mode E will be set as default.
Enable the http-server? (yes/no) [y]:
Configure clock? (yes/no) [n]:
Configure timezone? (yes/no) [n]: y
Enter timezone config [PST/MST/CST/EST] :EST
Enter Hrs offset from UTC [-23:+23] :-5
Enter Minutes offset from UTC [0-59] :0
Configure summertime? (yes/no) [n]:
Configure the ntp server? (yes/no) [n]: y
NTP server IPv4 address : 192.168.164.254

Configure default switchport interface state (shut/noshut) [shut]:

Configure default switchport trunk mode (on/off/auto) [on]:
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Configure default switchport port mode F (yes/no) [n]:
Configure default zone policy (permit/deny) [deny]:
Enable full zoneset distribution? (yes/no) [n]:
Configure default zone mode (basic/enhanced) [basic]:

The following configuration will be applied:
password strength-check
switchname mds-9148s-a
interface mgmtO
ip address 192.168.164.15 255.255.255.0
no shutdown
ip default-gateway 192.168.164.254
ssh key rsa 2048 force
feature ssh
no feature telnet
system timeout congestion-drop default mode F
system timeout congestion-drop default mode E
feature http-server
clock timezone EST -5 0
ntp server 192.168.164.254
system default switchport shutdown
system default switchport trunk mode on
no system default zone default-zone permit
no system default zone distribute full
no system default zone mode enhanced

Would you like to edit the configuration? (yes/no) [n]:

Use this configuration and save it? (yes/no) [y]:

Set up the initial configuration for the Cisco MDS B switch on <<var_mds_B_hostname>>, by running through the same
steps followed in the configuration, making the appropriate substitutions for <<var_mds_B_hostname>> and
<<var_mds_B_mgmt_ip>>.

Upgrade Cisco MDS NX-OS release 6.2(21)

This document assumes you are using Cisco NX-OS 6.2(21). To upgrade the Cisco MDS 9148S software to version 6.2(21),
refer to the Cisco MDS gooo NX-OS Software Upgrade and Downgrade Guide, Release 6.2(x).

MDS Configuration

Set MDS Features
On each MDS 9148S switch, enable these features:

mds-9148s-a&b (config) # feature npiv
mds-9148s-as&b (config) # feature fport-channel-trunk

Create Port Channels and VSANs
On MDS 9148S A create a Port Channel that will uplink to the Cisco UCS Fabric Interconnect:

mds-9148s-a (config)# interface port-channel 1
On MDS 9148S B create a Port Channel that will uplink to the Cisco UCS Fabric Interconnect:

mds-9148s-b (config)# interface port-channel 2

On MDS 9148S A create the VSAN that will be used for connectivity to the Cisco UCS Fabric Interconnect and the Pure
Storage FlashArray. Assign this VSAN to the interfaces that will connect to the Pure Storage FlashArray, as well as the
interfaces and the Port Channel they create that are connected to the Cisco UCS Fabric Interconnect:
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mds-9148s-a(config) # vsan database

mds-9148s-a (config-vsan-db) # vsan <<var_vsan_a_id>>

mds-9148s-a (config-vsan-db) # vsan <<var vsan_a_ id>> name Fabric-A
mds-9148s-a (config-vsan-db) # exit

mds-9148s-a(config)# zone smart-zoning enable vsan <<var_vsan_a_id>>
mds-9148s-a(config) # vsan database

mds-9148s-a (config-vsan-db) # vsan <<var vsan_a_ id>> interface fcl/1-4
mds-9148s-a(config-vsan-db) # vsan <<var vsan a id>> interface pol
mds-9148s-a (config-vsan-db) # exit

mds-9148s-a (config)# int fcl/1-4

mds-9148s-a (config-if) # no shut

mds-9148s-a(config-if) # exit

Repeat these commands on MDS 9148S B using the Fabric B appropriate VSAN ID:

mds-9148s-b (config) # vsan database

mds-9148s-b (config-vsan-db) # vsan <<var_vsan_b_id>>

mds-9148s-b (config-vsan-db) # vsan <<var vsan b id>> name Fabric-B
mds-9148s-b (config-vsan-db) # exit

mds-9148s-b (config)# zone smart-zoning enable vsan <<var vsan b id>>
mds-9148s-b (config) # vsan database

mds-9148s-b (config-vsan-db) # vsan <<var vsan b id>> interface fcl/1-4
mds-9148s-b (config-vsan-db) # vsan <<var vsan b id>> interface po2
mds-9148s-b (config-vsan-db) # exit

mds-9148s-b (config)# int fcl/1-4

mds-9148s-b (config-if) # no shut

mds-9148s-b (config-if) # exit

Configure the MDS 9148S A Port Channel and add the interfaces connecting into the Cisco UCS Fabric Interconnect into it:

mds-9148s-a(config)# interface port-channel 1
mds-9148s-a(config-if) # channel mode active
mds-9148s-a(config-if) # switchport rate-mode dedicated
mds-9148s-a (config-if)# interface fcl/5-8
mds-9148s-a(config-if) # port-license acquire
mds-9148s-a(config-if)# channel-group 1 force
mds-9148s-a(config-if) # no shutdown

Repeat these commands on MDS 9148S B using the Fabric B appropriate Port Channel:

mds-9148s-b (config)# interface port-channel 2
mds-9148s-b (config-if) # channel mode active
mds-9148s-b (config-if) # switchport rate-mode dedicated
mds-9148s-b (config-if) # interface fcl/5-8

mds-9148s-b (config-if) # port-license acquire
mds-9148s-b (config-if) # channel-group 2 force
mds-9148s-b (config-if) # no shutdown

*** Save all configuration to this point on both MDS Switches ***

mds-9148s-a&b (config-if)# copy running-config startup-config
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Cisco UCS Compute Configuration
_________________________________________________________________________________________________________________________________|
This section provides detailed instructions for the configuration of the Cisco UCS 6332-16UP Fabric Interconnects used in
this FlashStack solution. As with the Nexus and MDS Switches covered beforehand, some changes may be appropriate for

a customer’s environment, but care should be taken when stepping outside of these instructions as it may lead to an
improper configuration.

Figure 5 Cisco UCS Configuration Workflow
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Physical Connectivity

Physical cabling should be completed by following the diagram and table references in the previous section referenced as
FlashStack Cabling.

Cisco UCS Base Configuration

The initial configuration dialogue for the Cisco UCS 6332-16UP Fabric Interconnects will be provide the primary information
to the first fabric interconnect, with the second taking on most settings after joining the cluster.

To start on the configuration of the Fabric Interconnect A, connect to the console of the fabric interconnect and step
through the Basic System Configuration Dialogue:
---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.
Type Ctrl-C at any time to abort configuration and reboot system.

To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
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to apply configuration.

Enter the configuration method. (console/gui) ? console
Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y

Enforce strong password? (y/n) [y]: <Enter>

Enter the password for "admin": *****xxxx*

Confirm the password for "admin": ****k&xx

Is this Fabric interconnect part of a cluster(select 'no' for standalone)? (yes/no) [n]l: y
Enter the switch fabric (A/B) []: A

Enter the system name: <<var_ucs_6332_clustername>>
Physical Switch Mgmt0O IP address : <<var_ucsa_mgmt ip>>
Physical Switch MgmtO IPv4 netmask : <<var_oob_mgmt mask>>
IPv4 address of the default gateway : <<var_oob_gateway>>
Cluster IPv4 address : <<var_ucs_mgmt_ vip>>
Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address : <<var_nameserver_ntp>>
Configure the default domain name? (yes/no) [n]: y

Default domain name : <<var_dns_domain_name>>
Join centralized management environment (UCS Central)? (yes/no) [n]: <Enter>
Following configurations will be applied:

Switch Fabric=A

System Name=bb08-6332

Enforced Strong Password=yes

Physical Switch Mgmt0 IP Address=192.168.164.51

Physical Switch MgmtO IP Netmask=255.255.255.0

Default Gateway=192.168.164.254

Ipv6e value=0

DNS Server=10.1.164.9

Domain Name=earthquakes.cisco.com

Cluster Enabled=yes

Cluster IP Address=192.168.164.50

NOTE: Cluster IP will be configured only after both Fabric Interconnects are initialized.

UCSM will be functional only after peer FI is configured in clustering mode.

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
Applying configuration. Please wait.

Configuration file - 0Ok

Continue the configuration on the console of the Fabric Interconnect B:

Enter the configuration method. (console/gui) [console] ?

Installer has detected the presence of a peer Fabric interconnect. This Fabric interconnect will be

added to the cluster. Continue (y/n) ? y
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Enter the admin password of the peer Fabric interconnect:
Connecting to peer Fabric interconnect... done
Retrieving config from peer Fabric interconnect... done
Peer Fabric interconnect MgmtO IPv4 Address: 192.168.164.51
Peer Fabric interconnect Mgmt0O IPv4 Netmask: 255.255.255.0

Cluster IPv4 address : 192.168.164.50
Peer FI is IPv4 Cluster enabled. Please Provide Local Fabric Interconnect MgmtO IPv4 Address

Physical Switch MgmtO IP address : 192.168.164.52

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

Applying configuration. Please wait.

Cisco UCS Manager Setup

Log in to Cisco UCS Manager

To log in to the Cisco Unified Computing System (UCS) environment and Cisco UCS Manager (UCSM), complete the
following steps:

1. Openaweb browser and navigate to the Cisco UCS fabric interconnect cluster address.

2. Click the Launch UCS Manager link within the opening page.

3. If prompted to accept security certificates, accept as necessary.

4. When the UCS Manager login is prompted, enter admin as the user name and enter the administrative password.
5. Click Login to login to Cisco UCS Manager.

Upgrade Cisco UCS Manager Software to Version 3.2(1d)

This document assumes the use of Cisco UCS 3.2(2d). To upgrade the Cisco UCS Manager software and the Cisco UCS
Fabric Interconnect software to version 3.2(a2d), refer to Cisco UCS Manager Install and Upgrade Guides.

Anonymous Reporting

During the first connection to the Cisco UCS Manager GUI, a pop-up window will appear to allow for the configuration of
Anonymous Reporting to Cisco on use to help with future development. To create anonymous reporting, complete the
following step:

1. Inthe Anonymous Reporting window, select whether to send anonymous data to Cisco for improving future prod-
ucts, and provide the appropriate SMTP server gateway information if configuring:
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Anonymous Reporting

Cisco Systems, Inc. will be collecting feature configuration and usage statistics which will be
sentto Cisco Smart Call Home server anonymaously. This data helps us prioritize the features
and improvements that will most benefit our customers.

ITyou decide to enable this feature in future, you can do 50 from the "Anonymous Reporting”
in the Call Home setlings under the Admin tab.
View Sample Data

Do you authorize the disclosure of this information to Cisco Smart CallHome?
*ves''No

SMTP Server

Haost (IP Address or Hostname):

Port:| 25

Don't show this message again.

Co =T

ke

If there is a desire to enable or disable Anonymous Reporting at a later date, it can be found within Cisco UCS Manager
under: Admin -> Communication Management -> Call Home, which has a tab on the far right for Anonymous Reporting.

Synchronize Cisco UCS to NTP
To synchronize the Cisco UCS environment to the NTP server, complete the following steps:

1. In Cisco UCS Manager, click the Admin tab in the navigation pane.

2. Select Timezone Management, and click Timezone.
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Time Zone Management / Timezone

Time Zone Management -
+ Time Zone Management General Events
Actions Properties
Add NTP Server Time Zone -
NTP Server: America/Lima ;l
America/Los_Angeles (Pacific Time) |
T, Advancet
— America/Maceio (Alagoas, Sergipe)
Hame America/Managua

America/Manaus (E Amazonas)
America/Marigot
America/Martinique
America/Matamoros (US Central Time - Coahuila, Durango, Nuevo Leon, Tamaulipas near US border)
America/Mazatian (Mountain Time - S Baja, Nayarit, Sinaloa)
America/Menominee (Central Time - Michigan - Dickinson, Gogebic, Iron & Menomines Counties)
America/Merida (Central Time - Gampeche, Yucatan)
America/Mexico_City (Central Time - most locations)
America/Miquelon
America/Moncton (Atlantic Time - New Brunswick)
America/Monterrey (Mexican Central Time - Coahuila, Durange, Nuevo Leon, Tamaulipas away from US border)
America/Montevideo
America/Montreal (Eastern Time - Quebec - most locations)
America/Montserrat
America/Nassau
America/Nipigon (Eastern Time - Ontario & Quebec - places that did not observe DST 1967-1973)
America/Nome (Alaska Time - west Alaska)
America/Noronha (Atlantic islands)
America/North_Dakota/Center (Central Time - North Dakota - Oliver County)
America/North_Dakota/New_Salem (Central Time - North Dakota - Morton County (except Mandan area))
America/Ojinaga (US Mountain Time - Chihuahua near US border)
America/Panama
America/Pangninung (Eastern Time - Pangninung, Nunavut)
America/Paramaribo
America/Phoenix (Mountain Standard Time - Arizona) }

@ Logged in as admin@192.168.164.50 e Dt oD _f

3. Inthe Properties pane, select the appropriate time zone in the Timezone menu.
4. Click Save Changes, and then click OK.
5. Click Add NTP Server.

6. Enter <<var_oob_ntp>> and click OK.

Add NTP Server ? X

NTP Server: | 192.168.164.254

7. Click OK.
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Configure Cisco UCS Servers

Edit Chassis Discovery Policy

Setting the discovery policy simplifies the addition of B-Series Cisco UCS chassis. To modify the chassis discovery policy,
complete the following steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane and select Policies in the list on the left un-
der the drop-down.

2. Under Global Policies, set the Chassis/FEX Discovery Policy to match the number of uplink ports that are cabled
between the chassis or fabric extenders (FEXes) and the fabric interconnects.

3. Setthe Link Grouping Preference to Port Channel.

Policies v || Policies

= Policies
Part Auto-Discavery Policy (IR ioconfig Policies  Server Inheritance Policies  Server Discovery Policies ~ SELPolicy ~ Power Groups  Port Auto-Discovery Policy

Action o |2 Link v
Link Grouping Preference  : None (s Port Channel

Backplane Speed Preference © s 40G | 4x10G

4. Leave other settings alone or change if appropriate to your environment.
5. Click Save Changes.
6. Click OK.

Enable Server and Uplink Ports

To enable server and uplink ports, complete the following steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.
2. Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary) > Fixed Module.
3. Expand Ethernet Ports.

4. Selectthe ports that are connected to the chassis, right-click them, and select “*Configure as Server Port.”
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Fabric Interconnects - Fabric / Fabric | A (prima... / Fixed Module / Ethemet Ports

Ethernet Ports
v Fabric Interconnects

v Fabric Interconnect A (primary) Yo Advanced Fiter 4 Export @ Print [ Al || Unconfigured || Network [|Server |/|FCoE Uplink || Unified Uplink || Appliance Storage >
> Fans Slot Aggr. Port ID Port ID MAC I Role If Type Overall Status Admin State
v Fixed Module : o 1 00:DE:FB:07:C9:8C  Unconfigured Physical 4 Admin Down 4 Disabled =
1 [} 2 00:DE:FB:07:C9:8D  Unconfigured Physical 4 Admin Down 4 Disabled
» FCPorts
i 1 0 3 00:DE:FB:07:C9:8E  Unconfigured Physical $ Admin Down ¥ Disabled
w EA s Beneconnmct B abordat] 1 [ a 00:DE:FB:07:C9:8F  Unconfigured Physical ¥ Admin Down ¥ Disabled
1 [ 5 00:DE:FB:07:C9:90  Unconfigured Physical V Sfp Not Present ¥ Disabled
1 0 6 00:DE:FB:07:C9:91  Unconfigured Physical WV Sfp Not Present ¥ Disabled
1 0 7 00:DE:FB:07:C9:92  Unconfigured Physical V Sfp Not Present ¥ Disabled
1 0 8 00:DE:FB:07:C9:93  Unconfigured Physical V Sfp Not Present ¥ Disabled
1 0 9 00:DE:FB:07:C9:94  Unconfigured Physical W Sfp Not Present ¥ Disabled
1 o 10 00:DE:FB:07:C9:95 Unconfigured Physical V SfpNotPresent ¥ Disabled
1 0 " 00:DE:FB:07:C9:96  Unconfigured Physical V Sfp Not Present ¥ Disabled
1 0 12 00:DE:FB:07:C9:97  Unconfigured Physical V Sfp Not Present ¥ Disabled
1 o 13 00:DE:FB:07:C9:98  Unconfigured Physical V' Sfp Not Present ¥ Disabled
1 o 12 00:DE:FB:07:C9:99  Unconfigured Physical ¥ Sfp NotPresent ¥ Disabled
1 1) 15 00:DE:FB:07:C9:9A Unconfigured Physical WV Sfp Not Present ¥ Disabled
1 o 16 00:DE:FB:07:C9:9B  Unconfigured Physical V Sfp NotPresent ¥ Disabled
1 0 17 00:DE:FB:07:C9:9C  Unconfigured; Phusical e ¥ Disabled
1 o 18 00:DE:FB:07:C9:A0  Unconfigur wn ¥ Disabled
1 [} 19 00:DE:FB:07:C9:A4 Urconﬁaure f Present ¥ Disabled
1 0 20 00:DE:FB:07:C9:A8  Unconfigured| ~Configure as Uplink Port jt Present ¥ Disabled
1 0 21 00:DE:FB:07:C9:AC Ur\canﬁgurad Configure as FCoE Uplink Port bt Present L 3 Disabled
1 0 22 00:DE:FB:07:C9:B0 Unconfigured| CONfiUre as FCOE Storage Port [ o\ 3 picabied

Configure as Appliance Port
1 o 23 00:DE:FB:07:C9:B4  Unconfigured]  Present ¥ Disabled

5. Click Yes to confirm server ports and click OK.
6. Verify that the ports connected to the chassis are now configured as server ports.

7. Select ports 39 and 40 that are connected to the Cisco Nexus switches, right-click them, and select Configure as
Uplink Port.
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Fabric Interconnects . Fabric Interconnects / Fabric Interconnect A (prima... / Fixed Module / Ethemet Ports

Ethernet Ports
* Fabric Interconnects

» Fabric Interconnect A (primary) (5 Yo Advanced Fiter 4 Export /& Print | Al [ s|Unconfigured || Network | s|Server |.-|FCoE Uplink || Unified Uplink |.,|Appliance Storage »
» Fans Slot Aggr. Port ID Port ID MAC If Role If Type Overall Status Admin State
T T 7 oo - =TveT FrIySTCaT —p T EnanEd

v Fixed Module ()

Ethemnet Ports 1 ] 18 00:DE:FB:07:C9:A0  Server Physical tup t Enzbled

» FC Ports 1 o 19 00:DE:FB:07:C9:A4  Unconfigured Physical v Sfp Not Present ' Disabled
» PSUs 1 o 20 00:DE:FB:07:C9:A8  Unconfigured Physical V Sfp Not Present ¥ Disabled
* Fabric Interconnect 8 (subordinate) 1 0 2 00:DEFB.07-CS:AC  Unconfigured Physical V SfoNotPresent  * Disabled
1 o 22 00:DE:FB:07:C9:B0  Unconfigured Physical V Sfo Not Present ¥ Disabled
1 ] 23 00:DE:FB:07:C9:B4  Unconfigured Physical V Sfp Not Present ¥ Disabled
1 0 24 00:DE:FB:07:C9:B8  Unconfigured Physical ¥ Sfp NotPresent ¥ Disabled
1 o 25 00:DE:FB.07:C9:BC  Unconfigured Physical V Sfp Not Present ¥ Disabled
1 o 26 00:DE:FB:07:C9:C0  Unconfigured Physical V' Sip Not Present ¥ Disabled
1 0 27 00:DE:FB:07:C9:C4  Unconfigured Physical V Sfp NotPresent ¥ Disabled
1 o 28 00:DE:FB:07:C9:C8 Unconfigured Physical V Sfp Not Present ¥ Disabled
1 0 29 00:DE:FB:07:C9:CC  Unconfigured Physigal V' StoNot Present.. ¥ Disabled
-
1 o 30 00:DE:FB:07:C9:D0  Unconfigured Phys| - Disabled
1 ] 31 00:DE:FB:07:C9:D4  Unconfigured Physj Configure as Server Port Disabled

1 0 32 00:DE:FB:07:C9:D8  Unconfigured thsl Canfigure as Uplink Port Disabled

Configure as FCoE Uplink Port

1 o 33 00:DE:FB:07:C9:DC  Unconfigured Physi Disabled
Configure as FCoE Storage Port

1 o 34 00:DE:FB:07:C9:E0  Unconfigured Phys} Disabled
Configure as Appliance Port

1 0 35 00:DE:FB:07:C9:E4  Unconfigured Physi Disabled

1 (1] 36 00:DE:FB:07:C9:E5  Unconfigured Phys} —L Disabled

1 o 37 00:DE:FB:07:C9:E6  Unconfigured Phys| Disabled

1 o 38 00:DE:FB:07:C9:E7  Unconfigured Phys} Disabled

1 I3 39 00DEFB07.09.E8  Unconfigured Phy =} pisabled

1 0 40 00:DE:FB:07:C9:E8  Unconfigured Physical ¥ Admin Down ¥ Disabled

‘& The last 6 ports of the UCS 6332 and UCS 6332-16UP Fls will only work with optical based QSFP transceivers and
AOC cables, so they can be better utilized as uplinks to upstream resources that might be optical only.

8. Click Yes to confirm uplink ports and click OK.

9. Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate) > Fixed Module.

10. Expand Ethernet Ports.

11. Select the ports that are connected to the chassis, right-click them and select Configure as Server Port.
12. Click Yes to confirm server ports and click OK.

13. Select ports 39 and 40 that are connected to the Cisco Nexus switches, right-click them, and select Configure as
Uplink Port.

14. Click Yes to confirm the uplink ports and click OK.

Acknowledge Cisco UCS Chassis

To acknowledge all Cisco UCS chassis, complete the following steps:
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1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.
2. Expand Chassis and select each chassis that is listed.

3. Right-click each chassis and select Acknowledge Chassis.

Acknowledge Chassis X

A Are you sure you want to acknowledge Chassis 1 ?
This operation will rebuild the network connectivity between the Chassis and the Fabrics it is connected
to.
Currently there are 2 active links to Fabric A and there are 2 active links to Fabric B.

4. Click Yes and then click OK to complete acknowledging the chassis.

5. Click Yes and then click OK to complete acknowledging the chassis.

Create Pools

Create MAC Address Pools

To configure the necessary MAC address pools for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select Pools > root.

'& In this procedure, two MAC address pools are created, one for each switching fabric.
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3. Right-click MAC Pools under the root organization.

4. Select Create MAC Pool to create the MAC address pool.
5. Enter MAC_Pool_A as the name of the MAC pool.

6. Optional: Enter a description for the MAC pool.

7. Select Sequential as the option for Assignment Order.

Create MAC Poaol ? X
Define Name and Description MName L | MAC_Pool_a|
Descripban
Add MAC Addresses
Assignment Order Default (e Seguential
Next = Cancel
8. Click Next.
9. Click Add.

10. Specify a starting MAC address.

‘ﬁ For Cisco UCS deployments, the recommendation is to place 02 in the next-to-last octet of the starting MAC ad-
dress to identify all of the MAC addresses as fabric A addresses. In our example, we have carried forward the of also
embedding the extra building, floor and Cisco UCS domain number information givingus 00: 25:B5:91:1A:00
as our first MAC address.

11. Specify a size for the MAC address pool that is sufficient to support the available blade or server resources.
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Create a Block of MAC Addresses

First MAC Address 00:25.:B5:21:1A:00 Size: |32 .

To ensure uniqueness of MACs in the LAN fabric, you are strongly encouraged to use the following MAC
prefix
00:25:B500xx:%%

12. Click OK.

13. Click Finish.

14. Inthe confirmation message, click OK.

15. Right-click MAC Pools under the root organization.

16. Select Create MAC Pool to create the MAC address pool.
17. Enter MAC_Pool_B as the name of the MAC pool.

18. Optional: Enter a description for the MAC pool.
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Create MAC Pool ? X
Define Mame and Description MNarme 1 MAC_Paol_B
Descrigbon
Add MAC Addresses
Assignment Order Diefault (o Sequential
Next = Cancel
19. Click Next.
20. Click Add.

21. Specify a starting MAC address.

‘ﬁ For Cisco UCS deployments, it is recommended to place 0B in the next to last octet of the starting MAC address to
identify all the MAC addresses in this pool as fabric B addresses. Once again, we have carried forward in our exam-
ple of embedding the extra building, floor and Cisco UCS domain number information giving us
00:25:B5:91:1B:00 as our first MAC address.

22. Specify a size for the MAC address pool that is sufficient to support the available blade or server resources.
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Create a Block of MAC Addresses

First MAC Address 00:25:85:91:18:00 Size: |32 .

To ensure uniqueness of MACs in the LAN fabric, you are strongly encouraged to use the following MAC
prefic
00:25:B500xx:%%

23. Click OK.
24. Click Finish.
25. In the confirmation message, click OK.

Create UUID Suffix Pool

To configure the necessary universally unique identifier (UUID) suffix pool for the Cisco UCS environment, complete the
following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Pools > root.

3. Right-click UUID Suffix Pools.

4. Select Create UUID Suffix Pool.

5. Enter UUID_Pool as the name of the UUID suffix pool.
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Create UUID Suffix Pool

Define Mame and Deacription Narne C UL _Paal
Descripbon

Add UUID Blocks
Prafix o | () Denived other
Assignment Crder : Default (o) Seguential

Next =

6. Optional: Enter a description for the UUID suffix pool.
7. Keep the prefix at the derived option.

8. Select Sequential for the Assignment Order.

9. Click Next.

10. Click Add to add a block of UUIDs.
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Create a Block of UUID Suffixes

From : | 0000-000000000001 Size :

11. Keep the From: field at the default setting.

12. Specify a size for the UUID block that is sufficient to support the available blade or server resources.
13. Click OK.

14. Click Finish.

15. Click OK.

Create Server Pool

To configure the necessary server pool for the Cisco UCS environment, complete the following steps:

& Consider creating unique server pools to achieve the granularity that is required in your environment.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Pools > root.

3. Right-click Server Pools.

4. Select Create Server Pool.

5. EnterInfra_Pool as the name of the server pool.
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Create Server Pool T X
Name | Infra_Pool
Description :
Add Servers
Next » Cancel

6. Optional: Enter a description for the server pool.
7. Click Next.

8. Select two (or more) servers to be used for the VMware management cluster and click >> to add them to the In-
fra_Pool server pool.
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Create Server Pool ? X
Set Name and Description Servers Pooled Servers
el e
Ch Sl R U PID A s c Ch SI R u PID A = C

11 U. UuU. F. 32 No data available
1 2 u u F 32 >
1 3 u. ¥%_ F. 20
1 4 u +F 16
15 u. ¥%_ F. 20
16 u. % F. 20
1 7 U ¥ OF 12
1 8 U L 20

Model: UCSB-B200-M3 Model:

Serial Number: FCH21147T2D Senal Number:

Vendor: Cisco Systems Inc Vendor:

9. Click Finish.
10. Click OK.

Add a Block of IP Addresses for KVM Access

To create a block of IP addresses for in band server Keyboard, Video, Mouse (KVM) access in the Cisco UCS environment,
complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Pools > root > IP Pools.

3. Right-click IP Pool ext-mgmt and select Create Block of IPv4 Addresses.
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Create Block of IPv4 Addresses 7 X
Fram §2.1658.184.101 Size 12 -

Subnet Mask 235.253.255.0 Default Gateway 192.158.164.254

Primary DNS : [0.0.0.0 Secondary DNS : [0.0.0.0

4. Enterthe starting IP address of the block and the number of IP addresses required, and the subnet and gateway in-
formation.

5. Click OK to create the block of IPs.
6. Click OK.

Create a WWNN Pool

To configure the necessary WWNN pool for the Cisco UCS environment, complete the following steps on Cisco UCS
Manager:

1. Selectthe SAN tab on the left.

2. Select Pools > root.

3. Right-click WWNN Pools under the root organization.
4. Select Create WWNN Pool to create the WWNN pool.
5. Enter WWNN_Pool for the name of the WWNN pool.

6. Optional: Enter a description for the WWNN pool.

7. Select Sequential for Assignment Order.
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Create WWNN Pool 7 X
Dafine Mame and Description Namea © O WOAWNN_Pool
Description
Add WWN Blocks
Assignment Order : Default (e Sequential
MNext > Cancel

8. Click Next.
9. Click Add.

10. Modify the From field as necessary for the UCS Environment.

‘ﬁ Modifications of the WWN block, as well as the WWPN and MAC Addresses, can convey identifying information for
the Cisco UCS domain. Within the From field in our example, the 6" octet was changed from oo to o1 to represent
as identifying information for this being our first Cisco UCS domain.

‘ﬁ Also, when having multiple Cisco UCS domains sitting in adjacency, it is important that these blocks, the WWNN,
WWPN, and MAC hold differing values between each set.

11. Specify a size of the WWNN block sufficient to support the available server resources.
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Create WWN Block ? X

From ;

To ensure uniqueness of WWNs in the SAN fabric, you are strongly encouraged to use
the following WWHN prefix:

20:00:00:25: b5 a1

20:00:00:25:85:01:00:00 Size : | 32 -

12. Click OK.

13. Click Finish to create the WWNN Pool.

14. Click OK.

Create WWPN Pools

To configure the necessary WWPN pools for the Cisco UCS environment, complete the following steps:

1.

In Cisco UCS Manager, click the SAN tab in the navigation pane.

Select Pools > root.

In this procedure, two WWPN pools are created, one for each switching fabric.
Right-click WWPN Pools under the root organization.

Select Create WWPN Pool to create the WWPN pool.

Enter WWPN_Pool_A as the name of the WWPN pool.

Optional: Enter a description for the WWPN pool.

Select Sequential for Assignment Order.
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Create WWPN Pool ? X
Define Name and Description MName T WWWPN_Pool_A
Description
Add WWH Blocks
Assignment Order : Default ‘e Sequential
Mext = Cancel
9. Click Next.
10. Click Add.

11. Specify a starting WWPN.

& For the FlashStack solution, the recommendation is to place 0A in the next-to-last octet of the starting WWPN to
identify all of the WWPNs as fabric A addresses. Merging this with the pattern we used for the WWNN we see a
WWPN block starting with 20: 00:00:25:B5:01:0A:00.

12. Specify a size for the WWPN pool that is sufficient to support the available blade or server resources.

Create WWN Block 7 X

From: | 20:00:00:25:B5:01:04A:00 Size : | 32 -

To ensure unigueness of WWHNs in the SAN fabric, you are strongly encouraged to use
the following VWWN prefix:

20:00:00:25:b5:xxxxxx

ﬂ GCancel

13. Click OK.

14. Click Finish.
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15. In the confirmation message, click OK.

16. Right-click WWPN Pools under the root organization.
17. Select Create WWPN Pool to create the WWPN pool.
18. Enter WWPN_Pool_B as the name of the WWPN pool.
19. Optional: Enter a description for the WWPN pool.

20. Select Sequential for Assignment Order.

Create WWPN Pool ? X
Define Nama and Description Mame o | WWPN_Pool_B|

Description
Add WWH Blocks

Assignment Order : Dafault (e Sequential

MNext = Cancel

21. Click Next.
22. Click Add.

23. Specify a starting WWPN.

‘ﬁ For the FlashStack solution, the recommendation is to place 0B in the next-to-last octet of the starting WWPN to
identify all of the WWPNs as fabric A addresses. Merging this with the pattern we used for the WWNN we see a
WWPN block starting with 20: 00:00:25:B5:01: 0B: 00.

24. Specify a size for the WWPN address pool that is sufficient to support the available blade or server resources.
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Create WWN Block ? X

From: | 20:00:00:25

o
L]

5:07:0

m

fas] Size : | 32 -

To ensure unigueness of WWHNs in the SAN fabric, you are strongly encouraged to use
the following WWHN prefix:

20:00:00:25:b5:xx:xxxx

25. Click OK.
26. Click Finish.

27. Inthe confirmation message, click OK.

Set Packages and Policies

Create Host Firmware Package

Firmware management policies allow the administrator to select the corresponding packages for a given server
configuration. These policies often include packages for adapter, BIOS, board controller, FC adapters, host bus adapter
(HBA) option ROM, and storage controller properties.

To create a firmware management policy for a given server configuration in the Cisco UCS environment, complete the
following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Policies > root.

3. Expand Host Firmware Packages.

4. Select default.

5. Inthe Actions pane, select Modify Package Versions.

6. Selectthe version 3.2(1d)B for the Blade Package, and optionally set version 3.2(1d)C for the Rack Package.

7. Leave Excluded Components with only Local Disk selected.
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Modify Package Versions X
Blade Package : |3.2(1d)B v

Rack Package - | 3.2(1d)C v

Service Pack : |<not set> v

The images from Service Pack will take precedence over the images from Blade or Rack Package

Excluded Components:

| Adapter
BIOS
Board Controller
CimC
FC Adapters
Flex Flash Controller
GPUs
HBA Option ROM
Host NIC
Hest NIC Option ROM
+| Local Disk
PSU

SAS Expander

SAS Evnander Recular Eicrmuars

oK Apply Cancel Help

8. Click OK to modify the host firmware package and OK again to acknowledge the changes.

Create Server Pool Qualification Policy (Optional)

To create an optional server pool qualification policy for the Cisco UCS environment, complete the following steps:

L This example creates a policy for Cisco UCS B20o Mg servers for a server pool.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Server Pool Policy Qualifications.

4. Select Create Server Pool Policy Qualification.

5. Name the policy UCS-B200M5.

6. Select Create Server PID Qualifications.

7. Select UCS-B200-Mg from the PID drop-down.
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Create Server PID Qualifications

PID: [UCSB-B200-M3
UCSB-B420-M4

B230-BASE-M2
B440-BASE-M2
UCSB-EX-M4-3
N20-B6625-2

N20-B6625-1

UCSC-C3X60-SVRNB
UCSC-C3X60-M4SRB
UCSC-C3K-M4SRB
UCsSB-B420-M3
UCSB-B22-M3
UCSB-EX-M4-1
UCSB-EX-M4-2
UCSB-B480-M5

UCSC-C24-M352
UCSC-C24-M3L
UCSC-C22-M3L
UCSC-C22-M3S

8. Click OK.
9. Optionally select additional qualifications to refine server selection parameters for the server pool.
10. Click OK to create the policy then click OK for the confirmation.

Download Cisco Custom Image for ESXi 6.5 U1

The VMware Cisco Custom Image will need to be downloaded for use during installation by manual access to the UCS KVM
vMedia, or through a vMedia Policy covered in the subsection that follows these steps. To download the Cisco Custom
Image, complete the following steps:

1. Click the following link: YMware vSphere Hypervisor Cisco Custom Image (ESXi) 6.5 U1.

2. You will need a user id and password on vmware.com to download this software.

3. Download the .iso file.
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Create vMedia Policy for VMware ESXi 6.5 U1 Install Boot (optional if manually attaching ISO through KVM)

A separate HTTP web server is required to automate the availability of the ESXiimage to each Service Profile on first power
on. The creation of this web server is not covered in this document, but can be any existing web server capable of serving
files via HTTP that are accessible on the OOB network that the ESXi image can be placed upon.

Place the Cisco Custom Image VMware ESXi 6.5 U1 SO on the HTTP server and complete the following steps to create a
vMedia Policy:

1. In Cisco UCS Manager, select Servers on the left.

2. Select Policies > root.

3. Right-click vMedia Policies.

4. Select Create vMedia Policy.

5. Name the policy ESXi-6.5U1-HTTP.

6. Enter"Mounts ISO for ESXi 6.5 Ul”inthe Description field.
7. Click Add.

8. Namethe mount ESXi-6.5U1-HTTP.

9. Selectthe CDD Device Type.

10. Selectthe HTTP Protocol.

11. Enterthe IP Address of the web server.

‘& Since DNS server IPs were not entered into the KVM IP earlier, it is necessary to enter the IP of the web server in-
stead of the hostname.

12. Leave "None” selected for Image Name Variable.
13. Enter Vmware-ESXi-6.5.0-5969303-Custom-Cisco-6.5.1.1.iso as the Remote File name.

14. Enterthe web server path to the ISO file in the Remote Path field.
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Create vMedia Mount ? X
MName ;| ESXi=6.BUT=HTTP
Description
Device Type ;@) CDD HDD
Pratacaol : NFS CIFS (»)HTTP HTTPS
Hostname/IP Address - | 192.168.164.155
Image Name Vanable : [(e) None Service Profile Name
Remate File o | Vmware-ESXi-6.5.0-5969303-Custom-Cisco-6.5.1
Remaote Path : | Isoftware/ViMware/
Usemame
Password
Remap on Eject
o Cancel

15. Click OK to create the vMedia Mount.

16. Click OK then OK again to complete creating the vMedia Policy.

‘ﬁ For any new servers added to the Cisco UCS environment the vMedia service profile template can be used to
install the ESXi host. On first boot the host will boot into the ESXi installer. After ESXi is installed, the vMedia
will not be referenced as long as the boot disk is accessible.

Create Server BIOS Policy

To create a server BIOS policy for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click Servers on the left.
2. Select Policies > root.

3. Right-click BIOS Policies.

4. Select Create BIOS Policy.

5. Enter VM-Host as the BIOS policy name.
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Create BIOS Policy

Name : VM-Host

Description

Reboot on BIOS Settings Change : r

Cancel

6. Select and right-click the newly created BIOS Policy.

7. Within the Main tab of the Policy:
8. Change CDN Control to enabled.

9. Change the Quiet Boot setting to disabled.
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Palicies / root / BIOS Policies /| VM-Host

‘ Main

Advanced Boot Options Server Management Events

Actions

Delete

Show Policy Usage

Properties

Name : VM-Host
Description

Owner : Local
Reboot on BIOS Settings Change : [

Yo Advanced Filter 4 Export & Primt

BIOS Tokens

Settings

[ CDN Control

Front panel lockout

POST error pause

Enabled v]
v

prm Default
CDN Control

Platform Default

[_ Quiet Boot

Disabled ']

Resume on AC power loss

Platform Default

Save Changes Reset Values

10. Click the Advanced tab, leaving the Processor tab selected within the Advanced tab.

11. Set the following within the Processor tab:
a. DRAM Clock Throttling -> Performance
b. Frequency Floor Override -> Enabled

c. Processor C State -> Disabled
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Policies / root / BIOS Policies / VM-Host

Main ‘ Advanced | Boot Options Server Management Events
Processar Intel Directed IO RAS Memory Serial Port use PCI QPl LOM and PCle Slots Trusted Platform Graphics Configuration
T, Advanced Fiter 4 Export & Print L
BIOS Tokens Settings

Altitude Platform Defaut M =
CPU Hardware Power Management Platform Default v
CPU Performance Platform Default v
Core Multi Processing Platform Default +/

[ DRAM Clock Throttling Performance ‘]
Direct Cache Access Platform Default o
Energy Performance Tuning Platform Default v
Enhanced Intel SpeedStep Tech Platform Default f
Execute Disable Bit Platform Default v

[ Frequency Floor Overmride Enabled 'j
Intel HyperThreading Tech Platform Default A
Intel Turbo Boost Tech Platform Default !
Intel Virtualization Technology Platform Default M &
Channel Interleaving Platform Default w
Memory Interleaving Platform Default v
Rank Interleaving Platform Default v
Local X2 Apic Platform Default v
Max Variable MTRR Setting Platform Default R
P STATE Coordination Platform Default v
Package C State Limit Platform Default b

[ Processor C State Disabled 'j =

Save Changes Reset Values

12. Scroll down to the remaining Processor options and select:
a. Processor CiE -> disabled
b. Processor C3 Report -> disabled
c. Processor C7 Report -> disabled

d. Energy Performance -> performance
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Policies / root / BIOS Policies / VM-Host

Main | Advanced I Boot Options Server Management Events

Intel Directed IO RAS Memory Serial Port UsB PCI arl

LOM and PCle Slots Trusted Platform

Graphics Configuration

T Advanced Filter 4 Export  # Print

BIOS Tokens

Settings

Memory Interleaving

Platform Default

Rank Interleaving Platform Default v
Local X2 Apic Platform Default v
Max Variable MTRR Setting Platform Default f
P STATE Coordination Platform Default -
Package C State Limit Platform Default B
Processor C State Disabled v
Processor G1E Disabled s
Processor C3 Report Disabled v
Processor C6 Report Platform Default il
[ Prosessor 7 Resort Disabled -]
Processor CMCI Platform Default B
Power Technology Platform Default M
[ Energy Performance Performance ']
Adjacent Cache Line Prefeicher Platform Default v
DCU IP Prefetcher Platform Default B
DCU Streamer Prefetch Platform Default v
Hardware Prefetcher Platform Default v
Demand Scrub Platform Default M
Patrol Scrub Platform Default hd
Workload Configuration Platform Default v =

13. Click the RAS Memory tab, and select:

a. LV DDR Mode -> performance-mode
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Policies | root / BIOS Policies /| VM-Host

Main Advanced

Boot Options Server Management Events

Processor Intel Directed IO Serial Port use PCI QPl LOM and PCle Slots Trusted Platform Graphics Configuration

T, Advanced Fiker 4 Export i Print 1
BIOS Tokens Settings
DDR3 Voltage Selection Platform Default v
DRAM Refresh Rate Platform Default v
[ LV DDR Mode Performance Mode ']
Mirrering Mode Platform Default &
NUMA optimized Platform Default v
Memory RAS configuration Platform Default W
Save Changes Reset Values

14. Click Save Changes.
15. Click OK.

Update the Default Maintenance Policy

To update the default Maintenance Policy, complete the following steps:

1. InCisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Select Maintenance Policies > default.

4. Change the Reboot Policy to User Ack.

5. (Optional: Click “"On Next Boot” to delegate maintenance windows to server owners).
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Policies - Policies / root / Maintenance Policies / default
» BIOS Policiea | General | Events

SRIOV

Actions Properties

usNIC

VM-Host Name . default
= Boot Palicies Show Policy Usage Description

Boot Policy default Owner . Local

Boot Policy diag Soft Shutdown Timer : | 150 Sees v

Boot Palicy utility

Storage Config. Deployment Policy : Immediate ‘e User Ack

* Diagnostics Policies
+ Graphics Card Palicies Reboot Policy Immediate ‘s User Ack ) Timer Automatic
+ Host Firmware Packages | On Next Boot |(Apply pending changes at next reboot )

default

IPM| Access Profiles.

KVM Management Policies

4

Local Disk Config Policies
default
SAN-Boot
* Maintenance Policies
Management Firmware Packages
» Memory Policy
~ Power Control Policies
default
No-Power-Cap

» Power Sync Policies

Serub Policies

Serial over LAN Palicies

Server Pool Policies

4

Server Pool Policy Qualifications
all-chassis

UCS-B200M3

Threshold Policies

iSCSI Authentication Profiles -

4

vMedia Palicies

N Py ESK-0 5-HTTE 3] RecetVaues

6. Click Save Changes.

7. Click OK to accept the change.

Create Local Disk Configuration Policy (Optional)

A local disk configuration for the Cisco UCS environment is necessary if the servers in the environment do not have a local
disk.

‘ﬁ This policy should not be used on servers that contain local disks.

To create a local disk configuration policy, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Local Disk Config Policies.

4. Select Create Local Disk Configuration Policy.

5. Enter SAN-Boot as the local disk configuration policy name.

6. Change the mode to No Local Storage.
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7. Click OK to create the local disk configuration policy.

Create Local Disk Configuration Policy ? X

Name :  SAN-Boot

Description

Mode : |No Local Storage v
FlexFlash
FlexFlash State : |(®) Disable () Enable

If FlexFlash State i= diszbled, 5D cards will become unavailable immediately.
Please ensure SD cards are not in use before disabling the FlexFlash State.

FlexFlash RAID Reporting State : |(®) Disable Enable

8. Click OK.

Create Power Control Policy

To create a power control policy for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Power Control Policies.

4. Select Create Power Control Policy.

5. Enter No-Power-Cap as the power control policy name.

6. Change the power capping setting to No Cap.
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Create Power Control Policy 7 X
MName :  Ne-Power-Cap

Description

Fan Speed Policy : | Any v

Power Capping

If you choose cap, the server is allocated a certain amount of power based on its priority
within its power group. Prionty values range from 1 to 10, with 1 being the highest priority. If
you choose no-cap, the server is exempt from all power capping.

# Mo Cap cap

Cisco UCS Manager only enforces power capping when the servers in a power group require
more power than is cumrently available. With sufficient power, all servers run at full capacity
regardless of their priomty.

7. Click OK to create the power control policy.
8. Click OK.

Create Network Control Policy for Cisco Discovery Protocol

To create a network control policy that enables Cisco Discovery Protocol (CDP) on virtual network ports, complete the
following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click Network Control Policies.

4. Select Create Network Control Policy.

5. EnterEnable CDP as the policy name.

6. For CDP, select the Enabled option.

7. Click OK to create the network control policy.
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Create Network Control Policy ? X

cop : Disabled (s Enabled |

MAC Register Mode : |s) Only Native Vian All Host Vians |

Action on Uplink Fail : |(e) Link Down Warning

MAC Security

Forge : |(e Allow Deny |

LLDP

Transmit : |(e) Disabled Enabled |

Receive : |(») Disabled Enabled | LI

Cancel

8. Click OK.

Configure UCS LAN Connectivity

Create Uplink Port Channels

To configure the necessary port channels out of the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

‘ﬁ In this procedure, two port channels are created: one from fabric A to both Cisco Nexus switches and one from fab-
ric B to both Cisco Nexus switches.

2. Under LAN > LAN Cloud, expand the Fabric A tree.

3. Right-click Port Channels.

4. Select Create Port Channel.

5. Enteraunique ID for the port channel, (151 in our example to correspond with the upstream Nexus port channel).

6. With 151 selected, enter vPC-151-Nexus as the name of the port channel.
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Create Port Channel ?7 X

Set Port Channel Name ID o 151

Name : |VPG-151 -Nexug

Add Ports
Next > Cancel
7. Click Next.
8. Select the following ports to be added to the port channel:
— SlotID1and port 39
— SlotID 1and port 40
Create Port Channel ?
Set Port Channel Name Ports Ports in the port channel
Slot ID Aggr. Po.. Port MAC Slot ID Aggr. Po.. Port MAC
Add Ports
1 o 40 00:DE:F... Mo data available

1 0 s 00:DEF.. -

< Prev m Cancel
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9. Click >>to add the ports to the port channel.

10. Click Finish to create the port channel.

11. Click OK.

12. Inthe navigation pane, under LAN > LAN Cloud, expand the fabric B tree.

13. Right-click Port Channels.

14. Select Create Port Channel.

15. Enter a unique ID for the port channel, (152 in our example to correspond with the upstream Nexus port channel).

16. With 152 selected, enter vPC-152-Nexus as the name of the port channel.

Create Port Channel ? X

Set Port Channel Name: [[¥] : 152

Name : |vPC-152-Nexus
Add Ports

Next > Cancel

17. Click Next.
18. Select the following ports to be added to the port channel:

— SlotID 1and port 39

— SlotID 1and port 40
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Create Port Channel ? X
Set Port Channel Name Ports Ports in the port channel
Slot ID Aggr. Po.. Port MAC Slot ID Aggr. Po.. Port MAC
Add Ports
0 39 00:DE:F No data available
0 40 00:DEF... .

: prﬂ' m Canccl

19. Click >>to add the ports to the port channel.
20. Click Finish to create the port channel.

21. Click OK.

Create VLANSs

To configure the necessary virtual local area networks (VLANS) for the Cisco UCS environment, complete the following
steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

‘ﬁ In this procedure, six unique VLANSs are created. See Table 2 for a list of VLANS to be created.

2. Select LAN > LAN Cloud.

3. Right-click VLANs.

4. Select Create VLANS.

5. EnterNative-VLAN as the name of the VLAN to be used as the native VLAN.
6. Keepthe Common/Global option selected for the scope of the VLAN.

7. Enterthe native VLANID.

8. Keep the Sharing Type as None.
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Create VLANs ? X

VLAN Name/Prefix | Native-VLAN
Multicast Policy Mame : | <not set> w Create Multicast Policy

® Common/Global Fabric A Fabric B Both Fabrics Configured Differently

You are creating global VLANs that map to the same VLAN IDs in all available fabrics.
Enter the range of VLAN IDs.{e.g. " 2009-2019", "29,35,40=-45", " 23", " 23,34-45")

VLAN IDs |

Sharing Type © |8 None Primary |zolated Community

Check Overlap o Cancel

9. Click OK and then click OK again.

10. Expand the list of VLANs in the navigation pane, right-click the newly created Nat ive-VLAN and select Set as
Native VLAN.

11. Click Yes and then click OK.

12. Right-click VLANSs.

13. Select Create VLANs

14. Enter IB-Mgmt as the name of the VLAN to be used for management traffic.
15. Keep the Common/Global option selected for the scope of the VLAN.

16. Enter the In-Band management VLAN ID.

17. Keep the Sharing Type as None.
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Create VLANs ?
V0LAN Name/Prefix - IB=Mgmt
Muliicast Policy Name : | <not set> v Create Multicast Policy

® Common/Global Fabric A Fabric B Both Fabrcs Configured Differently

You are creating global VLANs that map to the same VLAN IDs in all available fabrics.
Enter the range of VLAN |IDs.{e.g. " 2008-2019", "29,35,40-45", " 23" " 23,34-45")

VLAM IDs 115|

Sharing Type : |(® Nane Primary lsolated Community

Check Overlap n Cancel

18. Click OK and then click OK again.

19. Right-click VLANSs.

20. Select Create VLANS.

21. Enter vMotion as the name of the VLAN to be used for vMotion.
22. Keep the Common/Global option selected for the scope of the VLAN.
23. Enterthe vMotion VLAN ID.

24. Keep the Sharing Type as None.
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Create VLANs ?
VLAMN Name/Prefix vMotion
Multicast Policy Nams : | <pot set> v Create Multicast Policy

e Comrmon/Global Fabric A Fabric B Both Fabrics Configured Differently

You are creating global VLANs that map to the same VLAN IDs in all available fabrics.
Enter the range of VLAN IDs.(e.g. " 2009-2019", " 29,35,40-45", " 23", " 23,34-45")

VLAM IDs: | zo0Q|

Sharing Type : (e Mone Primary Isolated Community

Check Overlap “ Cancel

25. Click OK and then click OK again.

26. Right-click VLANSs.

27. Select Create VLANS.

28. Enter VM-App- as the prefix of the VLANSs to be used for VM Traffic.
29. Keep the Common/Global option selected for the scope of the VLAN.
30. Enter the VM-Traffic VLAN ID range.

31. Keep the Sharing Type as None.
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Create VLANSs ? X
WLAMN Name/Prefix :  VM-App-
Multicast Policy Name : | <not set> v Create Multicast Policy

» Common/Global Fabric A Fabric B Both Fabrics Configured Differently

You are creating global VLANs that map to the same VLAN IDs in all available fabrics
Enter the range of VLAN IDs.[e.g. " 2009-2019", " 29,35,40-45", " 23", " 23,34-45")

VLAN IDs: | 201-203

Sharing Type : |(=) None Primary Isclated Community

Check Overlap o Cancel

32. Click OK and then click OK again.
33. Repeat as needed for any additional VLANSs created on the upstream Nexus switches.

Create vNIC Templates

To create the multiple virtual network interface card (vNIC) templates for the Cisco UCS environment, complete the
following steps:

Create Management vNICs
For the vNIC_Mgmt_A Template, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template.

5. Enter vNIC Mgmt A asthevNICtemplate name.

6. Keep Fabric A selected.

7. Optional: select the Enable Failover checkbox.
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L Selecting Failover can improve link failover time by handling it at the hardware level and can guard against any po-
tential for NIC failure not being detected by the virtual switch.

8. SelectPrimary Template forthe Redundancy Type.

9. Leave Peer Redundancy Template as <not set>

‘ﬁ Redundancy Type and specification of Redundancy Template are configuration options to later allow changes to
the Primary Template to automatically adjust onto the Secondary Template.

10. Under Target, make sure that the VM checkbox is not selected.
11. Select Updating Template as the Template Type.

12. Under VLANS, select the checkboxes for IB-Mgmt and Native-VLAN VLANs.

Create vNIC Template 7 X
Name © VNIG_Mgmt_A =
Description
Fabric ID : e Fabric A Fabric B +/| Enable

Failover

Redundancy

Redundancy Type : Mo Redundancy (e Primary Template Secondary Template

Peer Redundancy Template : | ¢pot sets v

Target
+| Adapter
VM

Warning

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type : Initial Template (s Updating Template
VLANs VLAN Groups
Advanced Filter Export Print 'I:I-
Select Name MNative VLAN
default =
o IB_Mgmt

o cance'

13. SetNative-VLAN as the native VLAN.

14. Leave vNIC Name selected for the CDN Source.
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15. Leave 1500 for the MTU.
16. Inthe MAC Pool list, select MAC Pool A.

17. Inthe Network Control Policy list, select Enable CDP.

Create vNIC Template ? X
Select MName Mative VLAN
default
o IB_Mgmit
o Mative-VLAN .
VM-App-201
VM-App-202
VM-App-203
Create VLAN
CDN Source o |(e wNIC Name User Defined
MTU : 1500
MAC Pool © | MAC_Pool_A(32/32) ¥
QoS Policy © | enotset» ¥

Metwark Control Policy : | Enable_CDP ¥ E

Pin Group © | <not set> v

Stats Threshold Policy © | default *

Connection Policies

«' Dynamic vNIC usNIC ) VMQ

Dynamic vMIC Connection Policy © | <notset> w

Cancel

[«]

18. Click OK to create the vNIC template.
19. Click OK.

For the vNIC_Mgmt_B Template, complete the following steps:

1. Inthe navigation pane, select the LAN tab.
2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template

5. EntervNIC Mgmt B asthevNICtemplate name.
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6. Select FabricB.
7. Select Secondary Template for Redundancy Type.

8. Forthe Peer Redundancy Template drop-down, select vNIC_Mgmt_A.

‘ﬁ With Peer Redundancy Template selected, Failover specification, Template Type, VLANs, CDN Source, MTU, and
Network Control Policy are all pulled from the Primary Template.

9. Under Target, make sure the VM checkbox is not selected.

Create vNIC Template ? X
Name © VNIC_Mamt_B =
Description
Fabric 1D : Fabric A o Fabrnc B || Enable

Failover
Redundancy
Redundancy Type : Mo Redundancy Primary Template s Secondary Template

Peer Redundancy Template © | «ngt set> w

>
Target <not set

+ | Adapter

VM
vNIC_Mgmt_A

It VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be ovenwritten

Waming

Template Type : | e Initial Template Updating Template
V0LANs VLAN Groups
Y, Advanced Filter 4 Export & Print IF
Select MName Mative VLAN
default =
IB_Mgmt

10. Inthe MACPool list, select MAC_Pool_B.
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Network Control Policy :

MAG_Pool_A(32/32)

Pin Group . MAC_Pool_B(32/32)

defaukiD/0)

Stats Threshold Policy

Connection Policies

Create vNIC Template ? X
Select Name Native VLAN
default =
IB_Mgmt
Native-VLAN
VM-App-201
VM-App-202
VRA_Arn_30% =l
Create VLAN
CDN Source o |ie wMIC Name User Defined
MTU 1500
MAC Pool o <notset> ¥
< =
QoS Policy not set

» Dynamic vNIC usNIC (  VMQ

Dynamic vNIC Connection Policy : | <not set> v

Cancel

Ll

11. Click OK to create the vNIC template.

12. Click OK.

Create vMotion vNICs

For the vNIC_vMotion_A Template, complete the following steps:

1.

In Cisco UCS Manager, click the LAN tab in the navigation pane.

Select Policies > root.

Right-click vNIC Templates.

Select Create vNIC Template.

Enter yNIC vMotion A asthe vNICtemplate name.
Keep Fabric A selected.

Optional: select the Enable Failover checkbox.
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8. Select Primary Template for the Redundancy Type.
9. Leave Peer Redundancy Template as <not set>
10. Under Target, make sure that the VM checkbox is not selected.

11. Select Updating Template as the Template Type.

Create vNIC Template

Name o wNIC_vMotion_A
Description
Fabric ID : e Fabric A Fabric B || Enable
Failover
Redundancy
Redundancy Type : No Redundancy (e Primary Template Secondary Template

Peer Redundancy Template @ | cnot set> w

Target
+'| Adapter
VM

Waming

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be ovenwritten

Template Type : Initial Template «) Updating Template

VLAN=s VLAN Groups

Ys Advanced Filter 4 Export  # Print 1t

|»

Salect Name Native VLAN

default

IB_Mgmit

m cance'

12. Under VLANS, select the checkboxes vMotion as the only VLAN.
13. SetvMotion as the native VLAN.

14. For MTU, enter gooo.

15. Inthe MAC Pool list, select MAC_Pool_A.

16. Inthe Network Control Policy list, select Enable_CDP.
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Create vNIC Template

T, Advanced Filter 4+ Export & Print

Select MName Mative VLAN
T _ NI
Native-VLAN
VM-App-201
VM-App-202
VM-App-203
o vMotion -
Create VLAN
CDN Source o |l wNIC Name User Defined .
MTU : 9000
MAC Pool © | MAC_Pool_A(32/32) ¥
QoS Policy ;| ¢notsets ¥

Metwork Control Policy © | Enable_CDP ¥
Pin Group o | <not set> v
Stats Threshold Policy : | default

Connection Policies

« Dynamic vNIC 5 usNIC 7 WMQ

Dynamic vMIC Connection Policy © | <not set> +

17. Click OK to create the vNIC template.
18. Click OK.

For the vNIC_vMotion_B Template, complete the following steps:

1. Inthe navigation pane, select the LAN tab.

2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template

5. Enter vNIC_vMotion_B as the vNIC template name.
6. Select Fabric B.

7. Select Secondary Template for Redundancy Type.

8. Forthe Peer Redundancy Template drop-down, select vNIC_vMotion_A.
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‘& With Peer Redundancy Template selected, MAC Pool will be the main configuration option left for this vNIC tem-
plate.

9. Under Target, make sure the VM checkbox is not selected.

Create vNIC Template P X
Narme : ¥NIC_vMotion_B =
Deseription
Fabric ID : Fabric A o Fabric B || Enable

Failover
Redundancy
Redundancy Type : Mo Redundancy Primary Template '« Secondary Template

Peer Redundancy Template © | <pgt set>

=
Target <not set:
| Adapter
VM
vNIC_Mgmit_A
vNIC_vMotion_A _
Waming

If VM is selected, a port profile by the same name will be created.
If a port profile of the sams name exists, and updating template is selected, it will be averwritten

Template Type : (e Initial Template Updating Template
VLANs VLAN Groups
Te Advanced Filter 4 Export o Print {}
Select MName Mative YLAN
default =
IB_Mgmit

10. Inthe MACPool list, select MAC_Pool_B.
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Network Control Policy :

MAG_Pool_A(32/32)

Pin Group . MAC_Pool_B(32/32)

defaukiD/0)

Stats Threshold Policy

Connection Policies

Create vNIC Template ? X
Select Name Native VLAN
default =
IB_Mgmt
Native-VLAN
VM-App-201
VM-App-202
VRA_Arn_30% =l
Create VLAN
CDN Source o |ie wMIC Name User Defined
MTU 1500
MAC Pool o <notset> ¥
< =
QoS Policy not set

» Dynamic vNIC usNIC (  VMQ

Dynamic vNIC Connection Policy : | <not set> v

Cancel

Ll

11. Click OK to create the vNIC template.

12. Click OK.

Create Application vNICs

For the vNIC_App_A Template, complete the following steps:

1.

In Cisco UCS Manager, click the LAN tab in the navigation pane.

Select Policies > root.

Right-click vNIC Templates.

Select Create vNIC Template.

Enter vNIC App A asthe vNIC template name.
Keep Fabric A selected.

Optional: select the Enable Failover checkbox.
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8. Select Primary Template forthe Redundancy Type.

9. Leave Peer Redundancy Template as <not set>

10. Under Target, make sure that the VM checkbox is not selected.
11. Select Updating Template as the Template Type.

12. Setdefault asthe native VLAN.

Create vNIC Template ? X
Mame . UNIC_App_A =
Description
Fabric ID : + Fabric A Fabric B || Enable

Failover
Redundancy
Redundancy Type : Mo Redundancy (e Primary Template Secondary Template
Peer Redundancy Template : | ¢not set> v

Target

+/| Adapter
VM
Warmning

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be ovenwritten

Template Type . Initial Template «) Updating Template
VLANs VLAN Groups
Y. Advanced Filter 4 Export  # Print fe3
Select Name Mative VLAN
N default . =
IB_Mgmit

n Cancel

13. Under VLANS, select the checkboxes for any application or production VLANs that should be delivered to the ESXi
hosts.

14. For MTU, enter 9000.
15. Inthe MAC Pool list, select MAC Pool A.

16. Inthe Network Control Policy list, select Enable CDP.
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Pin Group

Connection Policies

MNetwork Control Policy :

Stats Threshold Policy :

| Enable_CDP v

<not set> v

default

«) Dynamic vNIC usNIC VMQ

Create vNIC Template ? X
| VLANs | VLAN Groups Al
Y, Advanced Filter 4 Export /% Print 1
Select Mame MNative VLAN
TO_ T ....‘...E
Mative-VLAN
a VM-App-201
v VM-App-202
o VM-App-203
vMotion
Create VLAN
CDM Source o VNIC Name User Defined |
MTU : 9000
MAC Pool MAC_Pool_A(32/32) ¥
QoS Policy <not set> ¥

17. Click OK to create the vNIC template.

18. Click OK.

For the vNIC_App_B Template, complete the following steps:

1. Inthe navigation pane, select the LAN tab.

2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template

5. EntervNIC App B asthe vNICtemplate name.

6. Select Fabric B.

7. Select Secondary Template for Redundancy Type.

8. Forthe Peer Redundancy Template drop-down, select vNIC_App_A.
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‘& With Peer Redundancy Template selected, MAC Pool will be the main configuration option left for this vNIC tem-
plate.

9. Under Target, make sure the VM checkbox is not selected.

Create vNIC Template ? X
MName : wNIC_App_B
Description
Fabric ID : Fabric A (e FabricB [ Enable Failover
Redundancy
Redundancy Type - [ No Redundancy Brimary Template (® Secondary Template
Peer Redundancy Template : | <notset> ¥
Target =not set>
| Adapter
] wm
vNIC_App A
vNIC_Mgmit_a
vNIC _viMotion_A
Warming

If VM is selected, & port profile by the same name will be created
If @ port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type : Initizl Templats (s Updating Template |
VLANs -
T Advanced Filter 4 Export M Print {}
Select Name MNative VLAN
default
IB-Mgmt
Native-VLAN

10. Inthe MAC Pool list, select MAC Pool B.
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Create vNIC Template ? X
Select Name Native VLAN
default =
IB_Mgmt
Native-VLAN
VM-App-201
VM-App-202
VRA_ A _ 307 =l
Create VLAN
CDN Source o |ie wMIC Name User Defined
MTU : 1500
MAC Pool I <notset> ¥
< =
QoS Policy not set

Network Control Policy : MAC Pool A{BZ;’BZ!

Pin Group . MAC_Pool_B(32/32)

default(0/0!
Stats Threshold Policy efault(0/0)

Connection Policies

» Dynamic vNIC usNIC (  VMQ

Dynamic vNIC Connection Policy : | <not set> v

Ll

o Cancel

11. Click OK to create the vNIC template.
12. Click OK.

Set Jumbo Frames in Cisco UCS Fabric

To configure jumbo frames and enable quality of service in the Cisco UCS fabric, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

N

Select LAN > LAN Cloud > QoS System Class.
3. Intheright pane, click the General tab.
4. Onthe Best Effort row, enter 9216 in the box under the MTU column.

5. Click Save Changes in the bottom of the window.
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LAN Cloud . LAN Cloud / QoS System Class
+ LAN Cloud General | Events  FSM
* Fabric A
Actions Properties
~ Port Channels
* Port-Channel 151 vPC-151-Nexus Owner . Local
» Uplink Eth Interfaces
» VLANs Priority Enabled CoS Packet Weight Weight MTU Multic:
» VP Optimization Sets Drop (%) Optimi
v Fabnic B Platinum r 5 r 10 v NIA normal v L]
» Port Channels
> Uplink Eth Interfaces Gold o 4 B s v| wa normal v =
» VLANs -
Silver r ) 5 5 v wa f— "
» VP Optimization Sets
QoS System Class Bronze - 3 = - v NA ! v =
» LAN Pin Groups
Best = Any F «| 50 216 v L]
» Threshold Policies Effort
» VLAN Groups Fibre = 3 [l 5 v 50 N/A
» VLANs ‘Channel
0l L
6. Click OK

Create LAN Connectivity Policy
To configure the necessary Fibre Channel Infrastructure LAN Connectivity Policy, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

Select LAN > Policies > root.

N

3. Right-click LAN Connectivity Policies.

4. Select Create LAN Connectivity Policy.

5. Enter FC-LAN-Policy asthe name of the policy.
6. Click the upper Add button to add a vNIC.

7. Inthe Create vNIC dialog box, enter 00-Mgmt -2 as the name of the vNIC.

‘& The numeric prefix of “oo-" and subsequent increments on the later vNICs are used in the vNIC naming to force the
device ordering through Consistent Device Naming (CDN). Without this, some operating systems might not re-
spect the device ordering that is set within Cisco UCS.

8. Select the Use vNIC Template checkbox.
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9.

10.

In the vNIC Template list, select vNIC_Mgmt_A.

In the Adapter Policy list, select VMWare.

Name

vNIC Template . | <notset> v

Adapter Perforr

Create vNIC

00-Mgmt-A

Use vNIC Template : &

Redundancy Pair : Peer Name -

Create vNIC Template

<not set>

?

Adapter Policy Create Ethernet Adapter Policy

vNIC_App_A
vNIC_App_B
vNIC_Mgmt_B
VNIC_iSCSI_A
VNIC_iSCSI_B
vNIC_vMotion_A

vNIC_vMotion_B

Cancel

11.

12.

13.

14.

15.

16.

17.

Click OK to add this vNIC to the policy.

Click the upper Add button to add another vNIC to the policy.

In the Create vNIC box, enter 01 -Mgmt -B as the name of the vNIC.

Select the Use vNIC Template checkbox.
In the vNIC Template list, select vNIC_Mgmt_B.
In the Adapter Policy list, select VMWare.

Click OK to add the vNIC to the policy.
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MName :

Create vNIC ?

01-Mgmt-B

Use vNIC Template : ¥

Redundancy Pair: | Peer Name -
wNIC Template : | yNIC_Mgmt_B v Create vNIC Template
<not set>
Adapter Perforr
Adapter Policy | i App_A Create Ethernet Adapter Policy
vNIC_App_B
vNIC_Mgmt_A
vNIC_Mgmt_B
vNIC_iSCSI_A
VvNIC_iSCSI_B

vNIC_vMotion_A

vNIC_vMotion_B

18.

19.

20.

21.

22.

23.

Click the upper Add button to add a vNIC.

In the Create vNIC dialog box, enter 02-vMotion-2 as the name of the vNIC.
Select the Use vNIC Template checkbox.

In the vNIC Template list, select vNIC_vMotion_A.

In the Adapter Policy list, select VMWare.

Click OK to add this vNIC to the policy.
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Create vNIC T X

24. Click the upper Add button to add a vNIC to the policy.

25. Inthe Create vNIC dialog box, enter 03-vMotion-B as the name of the vNIC.
26. Select the Use vNIC Template checkbox.

27. Inthe vNIC Template list, select vNIC_vMotion_B.

28. In the Adapter Policy list, select VMWare.

Create vNIC ? X

3-wMation-8

29. Click OK to add this vNIC to the policy.

30. Click the upper Add button to add a vNIC.
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31. Inthe Create vNIC dialog box, enter 04-App-A as the name of the vNIC.
32. Select the Use vNIC Template checkbox.

33. Inthe vNIC Template list, select vNIC_App_A.

34. Inthe Adapter Policy list, select VMWare.

35. Click OK to add this vNIC to the policy.

36. Click the upper Add button to add a vNIC to the policy.

37. Inthe Create vNIC dialog box, enter 05-App—B as the name of the vNIC.
38. Select the Use vNIC Template checkbox.

39. Inthe vNIC Template list, select vNIC_App_B.

40. Inthe Adapter Policy list, select VMWare.
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Create vNIC

Name : 05-App-8

Use vNIC Template - @
Redundancy Pai : Peer Name
WNIG Template : | wNIC_App_B v Create WNIC Template

<not set>
Adapter Perfors

Adspter Policy | NIC_App_A Create Ethernet Adapter Policy
VNIC_Mgmi_A

VNIC_Mgmt_B

vNIC_|

VNIC

vNIC_vMotion_A

VNIC_vMotion_B

41. Click OK to add this vNIC to the policy.
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Create LAN Connectivity Policy ?2 X
Name . FC-LAN-Policy
Description :

Click Add to specify one or more vNICs that the server should use to connect to the LAN.

Name MAC Address Native VLAN
vNIC 05-App-B Derved

vNIC 04-App-A Derived

vNIC 03-vMotion-B Derived

vNIC 02-vMotion-A Derived

vNIC 01-Mgmt-B Derived

vNIC 00-Mgmt-A Derived

+) Add

(+) Add iSCSI vNICs

42. Click OK to create the LAN Connectivity Policy.

43. Click OK.

Configure FC SAN Connectivity

These Fibre Channel configuration steps will enable the FlashStack for provisioning of volumes to be used as datastores by
the FlashStack vSphere hosts, and the creation of UCS Service Profiles that will be configured to boot from Fibre Channel
LUNSs.

Configure Unified Ports

The Cisco UCS 6332-16UP Fabric Interconnects will have a slider mechanism within the Cisco UCS Manager GUI interface
that will control the first 16 ports starting from the first port, and configured in increments of the first 6, 12, or all 16 of the
unified ports.

To enable the fibre channel ports, complete the following steps:
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1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.
2. Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary)
3. Select Configure Unified Ports.

4. Click Yes on the pop-up window warning that changes to the fixed module will require a reboot of the fabric inter-
connect and changes to the expansion module will require a reboot of that module.

5. Within the Configured Fixed Ports pop-up window move the gray slider bar from the left to the right to select ei-
ther 6, 12, or 16 ports to be set as FC Uplinks.

Configure Unified Ports 2 X

LAY JAYE SAvE UAYHDAVMIAYM VA YH WA YN 1A Y2 M4 YN NA YN X 3 . nA e lu AL R :u Y
i I

Instructions

The position of the slider determines the type of the ports
All the ports to the left of the slider are Fibre Channel ports (Purple), while the ports to the right are Ethernet ports (Blue)

Port Transport If Role or Port Channel Membership Desired If Role
Port 1 ether Unconfigured FC Uplink
Port 2 ether Unconfigured FC Uplink

Unconfigured

ether Unconfigured FC Uplink
Port 6 Unconfigured FC Uplink
Por Unconfigured
Port 8 ether Unconfigured
Port 9 Unconfigured
Port 10 Unconfigured
Po 1 Unconfigured

conngureac

Port 14 ether
Po ether
Port 16 ether Unconfigured

6. Click OK to continue
7. Select Equipment > Fabric Interconnects > Fabric Interconnect B (primary)
8. Select Configure Unified Ports.

9. Click Yes on the pop-up window warning that changes to the fixed module will require a reboot of the fabric inter-
connect and changes to the expansion module will require a reboot of that module.
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10. Within the Configured Fixed Ports pop-up window move the gray slider bar from the left to the right to select ei-
ther 6, 12, or 16 ports to be set as FC Uplinks.

11. Click OK to continue

# The Fabric Interconnects will reboot, reconnect to UCS Manager after they are back up.

Create VSANSs

To configure the necessary virtual storage area networks (VSANSs) for the Cisco UCS environment, complete the following
steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.

# In this procedure, two VSANSs are created.

2. Select SAN > SAN Cloud.

3. Right-click VSANSs.

4. Select Create VSAN.

5. Enter VSAN A asthe name of the VSAN to be used for Fabric A
6. Leave Disabled selected for FC Zoning.

7. Select Fabric A.

8. Enteraunique VSAN ID and a corresponding FCoE VLAN ID. It is recommended use the same ID for both parame-
ters and to use something other than 1.
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Create VSAN ? X

MName : VSAN_A

FC Zoning Settings

FC Zoning : |(») Disabled Enabled

Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCoE switch.

Comman/Global (e Fabric A Fabric B Both Fabrics Configured Differently

You are creating a local VSAMN in fabric A that maps to AVLAN can be used to carry FCoE traffic and can be mapped to this
a WVSAM ID that exists only in fabnc A. WVSAM.

Erter the VSAN ID that maps to this VSAN, Enter the VLAN ID that maps to this VSAN,

WSAN ID: | 101 FCoEVLAN: | 101

9. Click OK and then click OK again.

10. Under SAN Cloud, right-click VSANSs.

11. Select Create VSAN.

12. Enter VSAN B as the name of the VSAN to be used for Fabric B.
13. Leave Disabled selected for FC Zoning.

14. Select Fabric B.

15. Enteraunique VSAN ID and a corresponding FCoE VLAN ID. It is recommended use the same ID for both parame-
ters and to use something other than 1.
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Create VSAN ? X

Name : VSAN_B

FC Zoning Settings

FC Zoning : |(e) Disabled Enabled

Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCoE switch.

Comman/Glabal Fabric A (e) Fabric B Both Fabrics Coenfigured Differently

You are creating a local WVSAN in fabnic B that maps to AVLAN can be used to carry FCoE traffic and can be mapped to this
a VSAN ID that exists only in fabnic B. WSAN.

Enter the VSAN ID that maps to this VSAN, Enter the WLAM ID that maps to this VSAN,

VSANID: | 102 FCoEWLAM: | 102

16. Click OK and then click OK again.
Create FC Port Channels
To configure the necessary port channels for the Cisco UCS environment, complete the following steps:

Fabric-A

1. Inthe navigation pane under SAN > SAN Cloud expand the Fabric A tree.
2. Right-click FC Port Channels.
3. Select Create Port Channel.

4. Enter1fortheID and Poz for the Port Channel name.
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Create FC Port Channel

Set FC Part Channel Name D 1

Add Ports

Next >

5. Click Next then choose appropriate ports and click >> to add the ports to the port channel.
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Set FC Port Channel Name

Create FC Port Channel

Port Channel Admin Speed:  Auto

6. Click Finish.

7. Click OK.

Ports
Add Ports
Port Slot ID WWPN

1 20:01:00:DE
2 20:02:00:DE...
3 20:03:00:DE...
4 20:04:00:DE...
5 20:05:00:DE.
6 20:06:00:DE...

Slat 1D: 1

WWPN: 20:01:00:DE:FB:07:C9:80

8. Select the newly created Port-Channel.

?
v
Ports in the port channel
Port Slot ID WWPN
No data available
>

Slot 1D:
WWBPN:

< Prev m Cancel

9. Underthe VSAN drop-down for Port-Channel 1, select VSAN_A 101.

= FC Port Channels Status

SAN Cloud -
* SAN Cloud General Ports
* Fabric A

Faults

SAN Cloud / Fabric A / FC Port Channels / FC Port-Channel 1 Po1

FC Port-Channel 1 Po1 (¥

FC Interface 1/1
FC Interface 1/2

Actions

Owerall Status W Failed
Additional Info

No operational
members

v
FC Interface 1/3 (5
FC Interface 1/4
» FCoE Port Channels
» Uplink FC Interfaces
* Uplink FCoE Interfaces Add Parts
» VSANs
~ Fabric B
FC Port Channels
» FCoE Port Channels
» Uplink FC Interfaces
» Uplink FCoE Interfaces
> VSANs

SAN Pin Groups
Threshold Policies

» VSANs

Disable Port Channel

Events  Stalistics
Properties
D 1
Fabric ID iy
Port Type - Aggregation
Transport Type . Fe
Name Pol
Description
VSAN - [Fabric Dualivsan default (1] ¥

Port Channel Admin Speed :

Operational Speed(Gbps)
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10. Click Save Changes and then click OK.

Fabric-B

1. Inthe navigation pane, under SAN > SAN Cloud, expand the Fabric B tree.
2. Right-click FC Port Channels.
3. Select Create Port Channel.

4. Enter 2 forthe ID and Poz for the Port Channel name.

Create FC Port Channel
Set FC Port Channel Name ] 2

Add Ports

Next >

?

Cancel

5. Click Next then choose appropriate the ports and click >> to add the ports to the port channel.
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Set FC Port Channel Name

Create FC Port Channel

Port Channel Admin Speed :  Auto

?

Ports Ports in the port channel
Add Ports
Port Slat ID WWPM Port Slot ID WWPN
1 1 20:01:00:DE Mo data available
2 1 20:02:00:DE...
3 1 20:03:00:DE... >>
4 1 20:04:00:DE..
5 20:05:00:DE
6 1 20:06:00:DE..
Slot ID: 1 Slat ID:
WWPN: 20:01:00:DE:FB:25:F1:00 WWPN:
< Prev m Cancel
6. Click Finish.
7. Click OK.

8. Select the newly created Port-Channel

9. Underthe VSAN drop-down for Port-Channel 2, select VSAN_B 102.

107




Cisco UCS Compute Configuration

SAN Cloud . SAN Cloud / Fabric B / FC Port Channels / FG Port-Channel 2 Po2
= SAN Cloud General Ports Faults Events Statistics
v Fabric A
= FC Port Channels Status Properties
* FCPort-Chennel 1 Pot Overall Status : @ Indeterminate o 2
FC Interface 1/1 Additional Info Fabric ID B
FC Interface 1/2 Port Type - Aggregation
Actions
FC Interface 1/3 Transport Type . Fe
FC Interface 1/4 MNams : Po2
» FCoE Port Channels Disable Port Channel
Description .
» Uplink FC Interfaces Add Ports .
» Uplink FCoE Interfaces
» VSANs e PRl Fabric B/vsan VSAN_B (102)
* Fabric B Operational Speed(Gbps) : | Fabric Dualfvsan default (1)

¥ FC Port Channels
FC Interface 1/1
FC Interface 1/2

FC Interface 1/3

0000

FC Interface 1/4
» FGoE Port Channels
* Uplink FC Interfaces
» Uplink FCoE Interfaces
» VSANs

» SAN Pin Groups

» Threshald Policies

» VSANs

10. Click Save Changes and then click OK.

Create vHBA Templates

To create the necessary virtual host bus adapter (vHBA) templates for the Cisco UCS environment, complete the following
steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click vHBA Templates.

4. Select Create vHBA Template.

5. Enter vHBA Template A asthe vHBAtemplate name.

6. Keep Fabric A selected.

7. Leave Redundancy Type as No Redundancy.

8. Select VSAN_A.

9. Leave Initial Template as the Template Type.

10. Select WWPN_Pool_A as the WWPN Pool.

11. Click OK to create the vHBA template.
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Create vHBA Template ?

MName :  vHBA_Template_A

Description

Fabric ID SRICYY- B
Redundancy
Redundancy Type . |(®) No Redundzncy Primary Template Secondary Template
Select VSAN : | VSAN_A v Create VSAN
Template Type : |ie} Initial Template Updating Template

Max Data Field Size : | 2048

WWPN Pool © | WWPN_Pool_A(24/32) w»
QoS Policy . <not set> ¥
Pin Group ;| <not set> v

Stats Threshold Policy © | default w

12. Click OK.

13. Right-click vHBA Templates.

14. Select Create vHBA Template.

15. Enter vHBA Template B asthe vHBA template name.
16. Select Fabric B as the Fabric ID.

17. Select VSAN_B.

18. Leave Redundancy Type as No Redundancy.

19. Leave Initial Template as the Template Type.

20. Select WWPN_Pool_B as the WWPN Pool.

21. Click OK to create the vHBA template.
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Create vHBA Template

MName vHBA _Template_BE
Description

Fabric ID : A (=B
Redundancy

Redundancy Type ®) No Redundancy

Create

Select VSAN WVSAM_B v

Template Type # |nitial Template Updating Template

Max Data Field Size 2048

WWPN Pool WWPN_Pool_B(24/32) v
QoS Policy <not set> v

Pin Group ;| <not set> v
Stats Threshold Policy © | default

22. Click OK.

Create SAN Connectivity Policy

To configure the necessary Infrastructure SAN Connectivity Policy, complete the following steps:

VSA

Primary Template

N

Secondary Template

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.

2. Select SAN > Policies > root.
3. Right-click SAN Connectivity Policies.

4. Select Create SAN Connectivity Policy.

5. Enter Infra-SAN-Policy asthe name of the policy.

6. Select the previously created WWNN_Pool for the WWNN Assignment.

7. Click the Add button at the bottom to add a vHBA.

Cancel

8. Inthe Create vHBA dialog box, enter Fabric-A as the name of the vHBA.

9. Selectthe Use vHBA Template checkbox.

10. Leave Redundancy Pair unselected.

110




Cisco UCS Compute Configuration

11.

In the vHBA Template list, select vHBA_Template_A.

Create vHBA ?
MName Fabric-4
Use vHBA Template : ¥
Redundancy Pair : ' Peer Mame :
vHBA Template : | <notset> w Create vHBA Templats
Adapter Perforn]  <pot set»
Adapter Policy : Create Fibre Channel Adapter Palicy
vHBA_Template_A
vHBA_Template_B
Cancel

12.

13.

14.

15.

16.

17.
18.

In the Adapter Policy list, select VMWare.

Click OK.

Click the Add button at the bottom to add a second vHBA.

In the Create vHBA dialog box, enter Fabric-B as the name of the vHBA.

Select the Use vHBA Template checkbox.
Leave Redundancy Pair unselected.

In the vHBA Template list, select vVHBA_Template_B.
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Create vHBA ?

Name : | Fabric-B
Use vHBA Template - &
Redundancy Pair @ 1] Peer Mame :

vHBA Template © | cnotset> w Create vHBA Template

Adapter Perfornl  <pot set>

Adapter Policy : Create Fibre Channel Adapter Policy
vHEA_Template_A

vHBA_Template B

19. Inthe Adapter Policy list, select VMWare.

20. Click OK.
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Create SAN Connectivity Policy ? X
Mame - Infra-SAN-Policy
Description :

A server is identified on a SAN by its World Wide Node Name (WWHNN). Specify how the system should assign a WWNN to the server associated
with this profile.
World Wide Node Name

WWHNN Assignment: WWNN_Pocl(32/32) L

Create WWHNN Pool

The VWWHNN will be assigned from the selected pool.
The availableftotal WWHNNs are displayed after the pool name.

4| ] o
Mame WWEN ;I
» vHBA Fabric-B Derived
» vHBA Fabric-A Derived
+) Add =

21. Click OK to create the SAN Connectivity Policy.
22. Click OK to confirm creation.

Create Boot Policy

This procedure will define the Primary and Secondary Boot Targets for each Fabric side (A/B). These will be the WWNs that
need to be collected from the first adapter of each controller on the Pure Storage FlashArray that are visible from the
System Health tab under the System section of the FlashArray Web GUI.
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ﬂ PURESTORAGE

DASHBOARD

Users

Plugins

Connected Arrays

Host Connections

STORAGE PROTECTION

Configuration

Fror

Shelf 0

-7 8%

Chassis 0

ﬂ -
Controlier 0
o I8
Controlier 1

L2

ANALYSIS

Rear

we

SYSTEM MESSAGES

Fibre Channel Port - CT0.FCO

Status
Link
Location
WWN

B Healthy
16 Gbis
Controller 0, Slot 2, Port 0
52:4A:93:7A:08:4C:3E:00

As an alternative to the GUI, connect to the FlashArray//X via ssh using the pureuser account and find the WWNs using the
pureport list command:

pureuser@cspg-rtp-2> pureport list

Name
Failover
CTO.ETHS

WWN

06.com.purestorage:

CTO0.ETHO

06.com.purestorage:

CTO0.FCO 52:4A:93:
ETO.FCl 52:4A:93
gTO.FC2 52:4A:93
ETO.FC3 52:4A:93
5TO.FC6 52:4A:93
;TO.FC7 52:4A:93
;Tl.ETH8 -

06.com.purestorage:

CT1.ETHO

06.com.purestorage:

CT1.FCO 52:4A:93:
;Tl.Fcl 52:4A:93:
;Tl.FC2 52:4A:93:
;Tl.FC3 52:4A:93:
;Tl.FC6 52:4A:93:
;Tl.FC7 52:4A:93:

:76:87:

:76:87:

:76:87:

:76:87:

:76:87:

Portal

10.164.101
flasharray.491a50eccb3c035
10.164.102
flasharray.491a50eccb3c035
76:87:FF:47:00

10.164.101
flasharray.491a50eccb3c035
10.164.102
flasharray.491a50eccb3c035
76:87:FF:47:10

76:87:FF:47:11

76:87:FF:47:12

76:87:FF:47:13

76:87:FF:47:16

76:87:FF:47:17

ION
.41:3260 ign.2010-
.41:3260 ign.2010-
.42:3260 ign.2010-
.42:3260 ign.2010-

Find the FCo adapters for each controller from within the System view and record the values to be used for Primary and
Secondary Targets. Inthe example lab environment, these appear as the first ports on the right side of each controller
shown.

Table 14 Fabric A Boot Targets for the FlashArray//X

Port
Name

Target
Role

WWN/WWPN Example
Environment

WWN/WWPN Customer
Environment
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FlashArray//X :  AQ276-87-EF-/ -
Controllero CTo.FCo Primary 52:4A:93:76:87:FF:47:00
FlashArray//X  A-027E-87-EF-/ -
Controller 1 CT1.FCo Secondary 52:4A:93:76:87:FF:47:10

Within the same System view, find the FC1 adapters for each controller and record the values to be used for Primary and
Secondary Targets. Inthe example lab environment, these appear as the second ports on the right side of each controller
shown.

Table 15 Fabric B Boot Targets for the FlashArray//X

Port Target WWN/WWPN Example WWN/WWPN
. Customer
Name Role Environment .
Environment
FlashArray//X .
Controllero CToFCa Primary 52:4A:93:76:87:FF:47:01
FlashArray//X A olEE .
Controller1 CT1.FCa Secondary 52:4A:93:76:87:FF:47:11

To create boot policies for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Boot Policies.

4. Select Create Boot Policy.

5. EnterBoot-FC-X-A asthe name of the boot policy.

6. Optional: Enter a description for the boot policy.

# Do not select the Reboot on Boot Order Change checkbox.

7. Expand the Local Devices drop-down menu and select Add Remote CD/DVD.
8. Expand the vHBAs drop-down menu and select Add SAN Boot.
9. Inthe Add SAN Boot dialog box, enter Fabric-2 in the vHBA field.

10. Confirm that Primary is selected for the Type option.
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11.

12.

13.

14.

15.

Add SAN Boot

VHBA : ‘ Fabric-A ‘

Type : |-:§) Primary {_) Secondary () Any ‘

Click OK to add the SAN boot initiator.

From the vHBA drop-down menu, select Add SAN Boot Target.
Enter 1 as the value for Boot Target LUN.

Enter the WWPN for CTO0 . FCO recorded in Table 14

Select Primary for the SAN boot target type.
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16.

17.

18.

19.

Add SAN Boot Target

Boot Target LUN - 1

Boot Target WWPN : ‘ 52:4A:93:76:87:FF:47:00 |

Type : ‘-w Primary () Secondary |

Click OK to add the SAN boot target.
From the vHBA drop-down menu, select Add SAN Boot Target.
Enter 1 as the value for Boot Target LUN.

Enter the WWPN for CT1 . FCO recorded in Error! Reference source not found.
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Add SAN Boot Target

Boot Target LUN : 1

Boot Target WWPN : ‘ 52:4A:93:76:87:FF:47:10 ‘

Type . ‘ Primary (®) Secondary ‘

ﬂ Cance'

20. Click OK to add the SAN boot target.
21. From the vHBA drop-down menu, select Add SAN Boot.

22. Inthe Add SAN Boot dialog box, enter Fabric-B in the vHBA box.

L The SAN boot type should automatically be set to Secondary, and the Type option should be unavailable.
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Add SAN Boot

VHBA : | Fabric-B| ‘

Type : | Primary (® Secondary An-_.r‘

23. Click OK to add the SAN boot initiator.

24. From the vHBA drop-down menu, select Add SAN Boot Target.

25. Enter 1 as the value for Boot Target LUN.

26. Enterthe WWPN for CTO.FC1 recorded in Error! Reference source not found.

27. Select Primary for the SAN boot target type.
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Add SAN Boot Target

Boot Target LUN - |1

Boot Target WWPN : ‘ 52:4A:93:76:87:FF:47:01

Type . ‘éw Primary {_) Secondary |

28. Click OK to add the SAN boot target.
29. From the vHBA drop-down menu, select Add SAN Boot Target.
30. Enter 1 asthe value for Boot Target LUN.

31. Enterthe WWPN for CT1.FC1 recorded in Table 15
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Add SAN Boot Target

Boot Target LUN : |1

Boot Target WWPN : | 52:4A:93:76:87:FF:47:11

Type : ‘ Primary ' Secondary ‘

“ Cancel

32. Click OK to add the SAN boot target.

33. Expand CIMC Mounted Media and select Add CIMC Mounted CD/DVD.

121



Cisco UCS Compute Configuration

s ~ 1~
Create Boot Policy 2
Name : Boot-FC-X-A
Description
Reboot on Boot Order Change :
Enforce vNIC/vHBA/ISCSI Name : &
Boot Mode o |(®) Legacy Uefi
WARNINGS:
The type (primary/secondary) does not indicate a boot order presence.
The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.
If Enforce vNIC/vHBA/iSCSI Name is selected and the vNIC/vHBA/iSCSI does not exist, a config error will be reported.
If it is not selected, the vNICs/vHBAs are selected if they exist, otherwise the vNIC/vHBA with the lowest PCle bus scan order is used
# Local Devices Boot Order
4+ = Y,Advanced Filter 4 Export & Print {}
@® VNICs Name Ord..a vNIC/ Type WWN LUN N Slot N... Boof Boot P Descri
— Remote CD/DVD 1
(= vHBAs
w San 2
+ SAN Primary Fabric Primary
SAN Target Primary 1
I SAN Target Secon 1
(#) ISCSIvNICs
» SAN Secondarv Fabric.. Secon H
- . 1+ Move Up [i] Delete
(= CIMC Mounted vMedia
Add CIMC Mounted HDD
@ EFI Shell
“ Cancel

34. Click OK, then click OK again to create the boot policy.

Create Service Profile Template

In this procedure, one service profile template for Infrastructure ESXi hosts is created for fabric A boot.

To create the service profile template, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Service Profile Templates > root.
3. Right-click root.

4. Select Create Service Profile Template to open the Create Service Profile Template wizard.

5. Enter VM-Host-FC-A as the name of the service profile template. This service profile template is configured to

boot from FlashArray//X controller 1 on fabric A.
6. Selectthe “Updating Template” option.

7. Under UUID, select UUID_Pool as the UUID pool.
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Identify Service Profile Template

Storage Prowvisioning

Networking

SAN Connectivity

Zoning

wNIC/vHBA Placement

vMedia Policy

Server Boot Order

Maintenance Policy

Server Assignment

Operational Policies

Create Service Profile Template

You must enter a name for the service profile template and specify the template type. You can also specify how a UUID will be assigned to this

template and enter a description.

Mame : VM-Host-FC-A

The template will be created in the following organization. Its name must be unique within this organization.

Where © org-root

The template will be created in the following erganization. Its name must be unigque within this arganization.

Type : | Initial Template (® Updating Template

Specify how the ULID will be assigned to the server associated with the service generated by this template.

uuIn

UUID Assignment: | UUID_Pool{23/32)

The UUID will be assigned from the selected pool.
The available/tetal UUNDs are displayed after the pool name.

Optionally enter a description for the profile. The description can contain information about when and where the service profile should be used

Next =

Cancel

8. Click Next.

Configure Storage Provisioning

1.

If you have servers with no physical disks, click the Local Disk Configuration Policy tab and select the SAN-Boot

Local Storage Policy. Otherwise, select the default Local Storage Policy.
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Identify Service Profile
Template

Storage Provisioning

Networking

SAN Connectivity

Zoning

vNIC/vHBA Placement

vMedia Policy

Server Boot Order

Maintenance Policy

Server Assignment

Operational Policies

2. Click Next.

Create Service Profile Template

Optionally specify or create a Storage Profile, and select a local disk configuration policy.

Specific Storage Profile

Local Storage:

Create Loca

Configure Networking Options

To configure the network options, complete the following steps:

SAMN-Boot »
Select Local Storage Policy to use

Create a Specific Storage Policy

default

Storage Profile Policy

Local Disk Configuration Policy

Mode : No Local Storage
Protect Configuration : Yes
If Protect Configuration is set, the local disk configurationis
preserved if the service profile is disassociated
with the server. In that case, a configuration error will be
raised when a new service profile is associated with
that server if the local disk configuration in that profile is
different.
FlexFlash
FlexFlash State : Disable
If FlexFlash State i= diszbled, 5D cards will become
unavailable immediately.
Please ensure SD cards are not in use before disabling the
FlexFlash State.
FlexFlash RAID Reporting State - Disable

<Prev Next > m Cancel

1. Keep the default setting for Dynamic vNIC Connection Policy.

2. Select the “"Use Connectivity Policy” option to configure the LAN connectivity.

3. Select FC-LAN-Policy from the LAN Connectivity Policy drop-down.

124




Cisco UCS Compute Configuration

Identify Service Profile
Template

Storage Provisioning

Networking

SAN Connectivity

Zoning

vNIC/VHEA Placement

vMedia Policy

Server Boot Order

Maintenance Policy

Server Assignment

Operational Policies

Create Service Profile Template

Optionally specify LAN configuration information.
Dyramic wNIC Connection Palicy: Select a Policy to use (no Dynamic vNIC Policy by defaul)

Create Dynamic vNIC Connection Policy

How would you like to configure LAN connectmity?

) Simple Expert Mo vMICs|®) Use Connectivity Palicy

LAN Connectivity Policy : | FC-LAN-Policy v Create LAN Connectivity Policy

Initiator Name: =not set>

Initiator Name Assignn, v

Create ION Suffix Pool .
' Infra-LAMN-Policy

vailable entities.

WARNING: The selected | |SCSI-LAN-Policy
. | entities to it.

You can selectit, but it is

< Prev Next =

Cancel

4.

Click Next.

Configure Storage Options

1.

2.

Select the Use Connectivity Policy option for the *How would you like to configure SAN connectivity?” field.

Pick the Infra-SAN-Policy option from the SAN Connectivity Policy drop-down.
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ldentify Service Profile
Template

Storage Provisioning

Metworking

SAN Connectivity

Zoning

wNIC/VHBA Placement

wvMedia Policy

Server Boot Order

Maintenance Policy

Server Assignment

Operational Policies

Create Service Profile Template

Optionally specify disk policies and SAN configuration informiation

How would you Bke 1o conbgure SAN connectivity?

Simple () Expert () No vHBAZ = Ese Connectiity Policy

SAN Connectivity Policy : | <not set> » Create SAN Connectivity Palicy
<not set>
Infra-SAN-Paolicy
< Prev

Hext >

Finish

Cancel

3.

Click Next.

Configure Zoning Options

1.

Configure vNIC/HBA Placement

1.

2.

Leave Zoning configuration unspecified, and click Next.

In the “Select Placement” list, leave the placement policy as “Let System Perform Placement”.

Click Next.

Configure vMedia Policy

1.
2.

Configure Server Boot Order

1.

Do not select a vMedia Policy.

Click Next.

Select Boot-FC-X-A for Boot Policy.
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Create Service Profile Template ?
Optionally specify the boot policy for this service profile template.
Identify Service Profile
Template
Select a boot policy
Storage Provisioning Boot Policy.| Boot-FC-X-A w
Name Select Boot Policy to use \
Networking Descripti  Create a Specific Boot Policy
Reboot d
SAN Connectivity Enforce |
Beot Mo Boot-FC-A
Zoning LU Boot-FC-X-A
The type | . boot order presence.
The effect Boot-iSCSI-A le device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.
If Enforce d the vNIC/vHBA/iSCSI does not exist, a config error will be reported.
vNIC/vHBA Placement » 5 B .
Ifitisnot| default if they exist, otherwise the vNIC/vHBA with the lowest PCle bus scan order is used.
Boot Ord¢  diag
vMedia Policy
+ = | uility k el
s rde NIC/v vpe Ww t B
Boat Order MName Order & vNIC/v Type WWN LUN Name Slot Numb. Boot Name  Boot Path Description
Remot
Maintenance Policy » San 2
CIMC ... 3
Server Assignment
Operational Policies
T -

2.

Click Next to continue to the next section.

Configure Maintenance Policy

1.

Change the Maintenance Policy to default.
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Create Service Profile Template ? X

Specify how disruptive changes such as reboots, netwark imtemruptions, and firmware upgrades should be applisd to the server associated with this
ldentify Service Profile senice profile

Template

[ T T
Storage Provisioning =) Maintenance Policy

Select o maintenance policy to include with this service profile or create a new maintenance policy that will be accessible to all service profies

MNetwaorking Mairtenance Policy. Salsct (no policy wsed by default) w

Create Maintenance Policy

Select (no policy used by default)
SAMN Connectivity

2 e

No rraintenance policy is selected by default.

The service profile will immediately reboot when disruptive changes are applied.
VNIG/WHBA Placement - ' o o -

wvMedia Policy
Server Boot Order
Maintenance Policy
Server Assignment

Operational Policies

< Prev HNext > m Cancel

2. Click Next.

Configure Server Assignment

To configure server assignment, complete the following steps:

1. Inthe Pool Assignment list, select Infra Pool.
2. Optional: Select a Server Pool Qualification policy.
3. Select Down as the power state to be applied when the profile is associated with the server.

4. Optional: Select "UCS-B20oMs" for the Server Pool Qualification.

‘& Firmware Management at the bottom of the page can be left alone as it will use default from the Host Firmware list.
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Create Service Profile Template i

Optionally specify a server pool for this service profile template.
Identify Service Profile

Template
You can select a server pool you want to associate with this service profile template.
Storage Provisioning

Pool Assignment: |afra Pool v
- Create Server Pool

Networking Select the power state to be applied when this profile is associated
with the server.

SAN Connectivity o' Up " Down

Zoning

The service profile template will be associated with one of the servers in the selected pool.

wNIC/vHBA Placement If de.sired, you can specify an additional server pool policy qualification that the selected server must meet. To do so, select the qualification from
the list.
Server Pool Qualification :
vMedia Palicy <not set> ¥
Restrict Migration : <not set>
Server Boot Order
# Firmware Managerr-m ler, Adapter)
Maintenance Policy
all-chassis

Server Assignment

Operational Policies

< Prev Next > m Cancel

5. Click Next.

Configure Operational Policies

To configure the operational policies, complete the following steps:

1. Inthe BIOS Policy list, select VM-Host.

2. Expand Power Control Policy Configuration and select No-Power-Cap in the Power Control Policy list.
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Identify Service Profile
Template

Storage Provisioning

Networking

SAN Connectivity

Zoning

vNIC/vHBA Placement

vMedia Policy

Server Boot Order

Maintenance Policy

Server Assignment

Operational Policies

Create Service Profile Template 2 X

Optionally specify information that affects how the system operates.

|»

(=) BIOS Configuration
If you want to override the default BIOS settings, select a BIOS policy that will be associated with this service profile
BIOS Policy © | yM-Host ¥

«| | |

(# External IPMI Management Configuration
(# Management IP Address
(* Monitoring Configuration (Thresholds)

(= Power Control Policy Configuration

Power control policy determines power allocation for a server in a given power group.

Create Power Control Policy

Power Control Policy : | <pot set> v

<not set>

# KVM Managemy
default

(# Scrub Policy

(# Graphics Card Policy

L

<Prev Cancel

3.

4.

Click Finish to create the service profile template.

Click OK in the confirmation message.

Create vMedia Service Profile Template

If the optional ESXi 6.5 U1 vMedia Policy is being used, a clone of the created service profile template will be made to
reference this vMedia Policy. The clone of the service profile template will have the vMedia Policy configured for it, and
service profiles created from it, will be unbound and re-associated to the original service profile template after ESXi
installation. To create a clone of the VM-Host-FC-A service profile template, and associate the vMedia Policy to it,
complete the following steps:

1.

Connect to UCS Manager, click Servers on the left.

Select Service Profile Templates > root > Service Template VM-Host-FC-A.

Right-click Service Template VM-Host-FC-A and select Create a Clone.

Name the clone VM-Host-FC-A-vM and click OK.

Select Service Template VM-Host-FC-A-vM.

In the right pane, select the vMedia Policy tab.

Under Actions, select Modify vMedia Policy.

Using the drop-down, select the ESXi-6.5U1-HTTP vMedia Policy.
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9. Click OK then OK again to complete modifying the Service Profile Template.

Create Service Profiles

To create service profiles from the service profile template, complete the following steps:

1. Connect to the UCS 6332-16UP Fabric Interconnect UCS Manager, click the Servers tab in the navigation pane.
2. Select Service Profile Templates > root > Service Template VM-Host-FC-A-vM.

3. Right-click vM-Host-FC-A-vMand select Create Service Profiles from Template.

4. Enter VM-Host-FC-0 as the service profile prefix.

5. Leavel as"“Name Suffix Starting Number.”

6. Leave 2 asthe “"Number of Instances.”

7. Click OK to create the service profiles.

Create Service Profiles From Template 7 X

Maming Prefix  : VM-Host-FC-0
Mame Suffix Starting Number : | 1
Murmber of Instances 2

8. Click OK in the confirmation message to provision two FlashStack Service Profiles.

‘& When VMware ESXi 6.5 U1 has been installed on the hosts, the host Service Profiles can be unbound from the VM-
Host-FC-A-vM and rebound to the VM-Host-FC-A Service Profile Template to remove the vMedia mapping from the
host, to prevent issues at boot time if the HTTP source for the ESXi ISO is somehow not available.
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MDS Fabric Zoning

This section continues the configuration of the Cisco MDS 9148S Multilayer Fabric Switches now that resources are
attached, to provide zoning for supported devices.

Figure 6 MDS Fabric Zoning Workflow
P

MDS 9148S Multilayer Fabric Switch Zoning
) 7
“ ™
Create Device
Aliases
N\ ¢ Y,
“ ™
Create Zones
N\ ¢ Y,
“ ™
Create Zoneset
N\ Y,

Create Device Aliases for the Connected FlashArray Ports

Gather the WWPN of the FlashArray adapters using the show flogi database command on each switch and create a
spreadsheet to reference when creating device aliases on each MDS. For MDS 9148S A this will be:

mds-9148s-a# sh flogi database

1 0x5d0000 52:4a2:93:76:87:ff:47:00 52:4a:93:76:87:£f£:47:00
1 0x5d0100 52:4a2:93:76:87:£f£:47:02 52:4a:93:76:87:££:47:02

fcl/3 1 0x5d0200 52:4a:93:76:87:ff:47:10 52:4a:93:76:87:££:47:10
1 0x5d0300 52:4a:93:76:87:ff:47:12 52:4a:93:76:87:££:47:12
1

port-channell 01 0xe00400 24:01:00:de:fb:07:c9:80 20:65:00:de:fb:07:c9:81

Match these values to their sources previously collected in Table 14 and Table 15 from the Pure Storage Portal System
Health view:
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€ purestornce

DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM

System Health L B CSPG-RTP

Configuration Front

Shelf 0

o478

Connected Arrays

Host Connections

Rear

Users

Chassis 0

_ - -
Ehgin: o n— ™™ v Channel Port - cTo.FC2
Controller 0 mm Status B Healthy
5 Link 16 G's
w4 8%

B Location Controller 0, Slot 0, Port 2
52:4A:93:7TA:98:4C:3E:02

Controller 1 EEEEN

u-J 8 .

or the pure Purity command line output gained from an ssh connection to the FlashArray using the pureuser account:

pureuser@cspg-rtp-2> pureport list

Name WWN Portal ION
Failover

CTO.ETH8 - 10.164.101.41:3260 1ign.2010-
06.com.purestorage:flasharray.491a50eccb3c035 -

CTO.ETH9 - 10.164.102.41:3260 1ign.2010-
06.com.purestorage:flasharray.491a50eccb3c035 -

CT0.FCO 52:4A:93:76:87:FF:47:00 - -

CTO0.FC1 52:4A:93:76:87:FF:47:01 - -

CT0.FC2 52:4A:93:76:87:FF:47:02 - -

CTO0.FC3 52:4A:93:76:87:FF:47:03 - -

CTO.FCo6 52:4A:93:76:87:FF:47:06 - -

CTO0.FC7 52:4A:93:76:87:FF:47:07 - -

CT1.ETH8 - 10.164.101.42:3260 ign.2010-
06.com.purestorage:flasharray.491a50eccb3c035 -
CT1.ETH9 - 10.164.102.42:3260 1ign.2010-

06.com.purestorage:flasharray.491a50eccb3c035 -
CT1.FCO 52:4A:93:76:87:FF:47:10 - -

CT1.FC1 52:4A:93:76:87:FF:47:11 - -
CT1.FC2 52:4A:93:76:87:FF:47:12 - -
CT1.FC3 52:4A:93:76:87:FF:47:13 - -
CT1.FC6 52:4A:93:76:87:FF:47:16 - -

CT1.FC7 52:4A:93:76:87:FF:47:17 - -

and the UCS Service Profile vHBA listing for each host found within Servers -> Service Profiles -> <Service Profile of Source
Host> -> Storage -> vHBAs.

133



MDS Fabric Zoning

Service Profiles | root [ Service Profile VM-Host-FC-01

Actions World Wide Node Name

World Wide Node Name . 20:00:00:25:85:01:00:08
Pool WWNN_Paol

Pool Instance

Local Disk Configuration Policy

Local Disk Palicy - SAN-Boot

SAN Connectivity Policy

SAN Connectivity Policy Instance : org-root/san-conn-pol-Infra-SAN-Policy

No Configuration Change of NICs/vHBAS/iSCSI vNICs is allowed due to connectivity policy.

vHBAs

Table 16 Fabric AWWPN/PWWN

Source Switch/Port WWPN/PWWN Customer
WWPN/PWWN
FlashStack-CToFC2- MDS Afci/1 52:4A:93:76:87:FF:47:00
fabricA
FlashStack-CToFCo- MDS Afca/2 52:4A:93:76:87:FF:47:02
fabricA
FlashStack-CT1FCa2- MDS Afcaf3 52:4A:93:76:87:FF:47:10
fabricA
FlashStack-CT1FCo- MDS A fca/4 52:4A:93:76:87:FF:47:12
fabricA
UCS Fabric Interconnect SAN Port 20:65:00:de:fb:07:¢c9:81
Channel A
VM-Host-FC-01-A SAN Port 20:00:00:25:b5:01:03:08
Channel A
VM-Host-FC-02-A SAN Port 20:00:00:25:b5:01:0a:09
Channel A

Create device alias database entries for each of the PWWNs mapping them to their human readable source names:

mds-9148s-a(config-if) # device-alias database

mds-9148s-a (config-device-alias-db) # device-alias name FlashArray-CTOFCO-fabricA pwwn
52:4A:93:76:87:FF:47:00

mds-9148s-a (config-device-alias-db) # device-alias name FlashArray-CTOFC2-fabricA pwwn
52:4A:93:76:87:FF:47:02

mds-9148s-a (config-device-alias-db) # device-alias name FlashArray-CT1FCO-fabricA pwwn
52:4A:93:76:87:FF:47:10

mds-9148s-a (config-device-alias-db) # device-alias name FlashArray-CTOFC2-fabricA pwwn
52:4A:93:76:87:FF:47:12

mds-9148s-a(config-device-alias-db) # device-alias name VM-Host-FC-01-A pwwn 20:00:00:25:05:01:0a:08
mds-9148s-a (config-device-alias-db) # device-alias name VM-Host-FC-02-A pwwn 20:00:00:25:b5:01:0a:09
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mds-9148s-a (config-device-alias-db) # exit
mds-9148s-a(config) # device-alias commit

Repeat these steps on MDS 9148S B, starting with gathering the flogi database information:

mds-9148s-b# sh flogi database

INTERFACE VSAN FCID PORT NAME NODE NAME

fcl/1 102 0x640200 52:4a:93:76:87:££:47:01 52:4a:93:76:87:££:47:01
fcl/2 102 0x640300 52:4a:93:76:87:£f£:47:03 52:4a:93:76:87:££:47:03
fcl/3 102 0x640000 52:4a2:93:76:87:£f£:47:11 52:4a:93:76:87:££:47:11
fcl/4 102 0x640100 52:4a2:93:76:87:££:47:13 52:4a:93:76:87:££:47:13
port-channel2 102 0x640400 24:02:00:de:fb:25:£1:00 20:66:00:de:fb:25:£1:01
port-channel?2 102 0x640401 20:00:00:25:05:01:0b:00 20:00:00:25:p5:01:00:00
port-channel2 102 0x640407 20:00:00:25:b5:01:0b:01 20:00:00:25:05:01:00:01

Table17 Fabric B WWPN/PWWN

Source Switch/Port WWPN/PWWN Customer
WWPN/PWWN
FlashStack-CToFC2- MDSBfc1/a 52:4A:93:76:87:FF:47:03
fabricB
FlashStack-CToFCo- MDS B fc 1/2 52:4A:93:76:87:FF:47:01
fabricB
FlashStack-CT1FCa2- MDS B fc 1/3 52:4A:93:76:87:FF:47:13
fabricB
FlashStack-CT1FCo- MDS B fc1/4 52:4A:93:76:87:FF:47:11
fabricB
UCS Fabric Interconnect SAN Port 24:02:00:de:fb:25:f1:00
Channel B
VM-Host-FC-01-B SAN Port 20:00:00:25:b5:01:0b:08
Channel B
VM-Host-FC-02-B SAN Port 20:00:00:25:b5:01:0b:09
Channel B

Create device alias database entries for each of the PWWNs mapping them to their human readable source names:

mds-9148s-b (config-if) # device-alias database

mds-9148s-b (config-device-alias-db)# device-alias name FlashArray-CTOFCl-fabricB pwwn
52:4A:93:76:87:FF:47:01

mds-9148s-b (config-device-alias-db) # device-alias name FlashArray-CTOFC3-fabricB pwwn
52:4A:93:76:87:FF:47:03

mds-9148s-b (config-device-alias-db)# device-alias name FlashArray-CT1FCl-fabricB pwwn
52:4A:93:76:87:FF:47:11

mds-9148s-b (config-device-alias-db) # device-alias name FlashArray-CT1FC3-fabricB pwwn
52:4A:93:76:87:FF:47:13

mds-9148s-b (config-device-alias-db)# device-alias name VM-Host-FC-01-B pwwn 20:00:00:25:b5:01:0b:08
mds-9148s-b (config-device-alias-db)# device-alias name VM-Host-FC-02-B pwwn 20:00:00:25:05:01:0b:09
mds-9148s-b (config-device-alias-db)# exit

mds-9148s-b (config) # device-alias commit
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MDS VSAN Zoning

Create zones for each host using the device aliases created in the previous step, specifying init and target roles to optimize
zone traffic:

Zone for UCS VM-Host-FC-01 on MDS A

mds-9148s-a (config)# zone name VM-Host-FC-01-A vsan 101
mds-9148s-a(config-zone) # member device-alias VM-Host-FC-01-A init
mds-9148s-a (config-zone) # member device-alias FlashArray-CTOFCO-fabricA target
mds-9148s-a (config-zone) # member device-alias FlashArray-CTOFC2-fabricA target
mds-9148s-a (config-zone) # member device-alias FlashArray-CT1FCO-fabricA target
mds-9148s-a (config-zone) # member device-alias FlashArray-CT1FC2-fabricA target

Zone for UCS VM-Host-FC-02 on MDS A

mds-9148s-a (config-zone) # zone name VM-Host-FC-02-A vsan 101

mds-9148s-a (config-zone) # member device-alias VM-Host-FC-02-A init
mds-9148s-a (config-zone) # member device-alias FlashArray-CTOFCO-fabricA target
mds-9148s-a (config-zone) # member device-alias FlashArray-CTOFC2-fabricA target
mds-9148s-a (config-zone) # member device-alias FlashArray-CT1FCO-fabricA target
mds-9148s-a (config-zone) # member device-alias FlashArray-CT1FC2-fabricA target

Zone for UCS VM-Host-FC-01 on MDS B

mds-9148s-b(config) # zone name VM-Host-FC-01-B vsan 102

mds-9148s-b (config-zone) # member device-alias VM-Host-FC-01-B init
mds-9148s-b (config-zone) # member device-alias FlashArray-CTOFCl-fabricB target
mds-9148s-b (config-zone) # member device-alias FlashArray-CTOFC3-fabricB target
mds-9148s-b (config-zone) # member device-alias FlashArray-CT1FCl-fabricB target
mds-9148s-b (config-zone) # member device-alias FlashArray-CT1FC3-fabricB target

Zone for UCS VM-Host-FC-02 on MDS B

mds-9148s-b (config) # zone name VM-Host-FC-02-B vsan 102

mds-9148s-b (config-zone) # member device-alias VM-Host-FC-02-B init
mds-9148s-b (config-zone) # member device-alias FlashArray-CTOFCl-fabricB target
mds-9148s-b (config-zone) # member device-alias FlashArray-CTOFC3-fabricB target
mds-9148s-b (config-zone) # member device-alias FlashArray-CT1FCl-fabricB target
mds-9148s-b (config-zone) # member device-alias FlashArray-CT1FC3-fabricB target

Repeating these steps on each MDS for each Cisco UCS host provisioned.

Add zones to the zoneset

Add the zones to a zoneset on each MDS switch:

zoneset for MDS A

mds-9148s-a(config-zone)# zoneset name flashstack-zoneset vsan 101
mds-9148s-a(config-zoneset) # member VM-Host-FC-01-A
mds-9148s-a (config-zoneset) # member VM-Host-FC-02-A

zoneset for MDS B

mds-9148s-b (config-zone) # zoneset name flashstack-zoneset vsan 102
mds-9148s-b (config-zoneset) # member VM-Host-FC-01-B
mds-9148s-b (config-zoneset) # member VM-Host-FC-02-B

Activate the zonesets and save the configuration:
zoneset for MDS A

mds-9148s-a (config-zoneset)# zoneset activate name flashstack-zoneset vsan 101
mds-9148s-a (config)# copy run start
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zoneset for MDS B

mds-9148s-b (config-zoneset) # zoneset activate name flashstack-zoneset vsan 102
mds-9148s-b (config)# copy run start
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FlashArray Storage Deployment

The Pure Storage FlashArray//X is accessible to the FlashStack, but no storage has been deployed at this point. The storage
to be deployed will include:

e ESXiFibre Channel Boot LUNs
e VMFS Datastores

The FC Boot LUNs will need to be setup from the Pure Storage Web Portal, but the VMFS datastores can be directly

provisioned from the vSphere Web Client after the Pure Storage vSphere Web Client Plugin has later on been registered
with the vCenter.

Figure 7 FlashArray//X Storage Deployment Workflow

Host Registration

For Host registration, complete the following steps:

1. Host entries can be made from the Pure Storage Web Portal from the STORAGE tab, by selecting the + box next to
Hosts appearing in the left side column:

Help | Terms = Log Out
o Welcome pureuser logged in as array_admin to cspg-itp-2
PURESTORAGE

DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES

Create Host isioned Total Reduction Data Reduction

Creata Host Group |-

Used Tolal
0 123007

[ Volumes I Snapshots i Shared Space l- System r Emply Space
So 0 0 0 23.00T

I Hosts (0) EGLEREGITER0)]

No hosts have been created.
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2. After clicking the Create Host option, a pop-up will appear to create an individual host entry on the FlashArray:

Create Host

Name: ||

Create Multiple... Cancel

3.

To create more than one host entry, click the Create Multiple... option, filling in the Name, Start Number, Count,
and Number of Digits, with a “#" appearing in the name where an iterating number will appear:

Create Multiple Hosts

Enter n

Name:
Start n

Count:

ame pattem in the form 'prefix@suffix’,
| VM-Host-FC#
umber: [1

|2

Number of Digits: ' 2

Create Single... Cancel

4. Click Create to add the hosts.

5. Foreach host created, select the host from within the STORAGE tab, and click the Host Ports tab within the indi-
vidual host view. From the Host Ports tab select the gear icon drop-down and select Configure Fibre Channel
WWNs:

) Help = Terms = Log Out
o PURESTORAGE Welcome pureuser
STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES
= HOStS i - o= VM'HOSt'FC'01 nP\U'dI!:\UWEIJ juls Reduction Data Reduction — |
Used
e '
= VIM-Host-FC-02 Mo l I
Connected Volumes (0) Host Ports (0) Protection (0) Details (0)
Dofo =
No host ports have been configured
Configure iISCSI IQNs
6. A pop-up will appear for Configure Fibre Channel WWNs for Host <host being configured>. Within this pop-up,

click the Enter WWNs Manually button and enter in the WWNs (WWPN) for each host previously recorded in Table
16 and Table 17 :
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Enter WWNs Manually

Type or paste one or more VWM sirings separated by white space or commas.

Port WWNs: | 20:00:00:25:B5:01:04:08,20:00:00:25:85.01:.0B:08

Cancel m

7. After adding the WWNs, click Confirm to add the Host Ports. Repeat these steps for each host created.

Private Volumes for each ESXi Host

To create private volumes for each ESXi host, complete the following steps:

1. Volumes can be provisioned from the Pure Storage Web Portal from the STORAGE tab, by clicking the + box next
to Volumes appearing in the left side column:

Community

Help | Terms of Use | Log Out
Welcome pureuser n as ara | 3

o PURESTORAGE

DASHBOARD STORAGE

PROTECTION

AMNALYSIS SYSTEM MESSAGES

» Hosts

[+] ‘ » Volumes

Provisioned
10.57 TB

Total Reduction
=100 to 1

Data Reduction

58.5t01

HAME # HOST3 FROVISIONED VOLUME 5 SMAFSHOTS REDUCTION SERIAL

2. A pop-up will appear to create a volume on the FlashArray:

Create Volume

Name:

Provisioned Size:

Create Multiple...

Cancel |

3. To create more than one volume, click the Create Multiple... option, filling in the Name, Provisioned Size, Staring
Number, Count, and Number of Digits, with a “#” appearing in the name where an iterating number will appear:
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Create Multiple Volumes

Enter name patiem in the form "prefia®suffic.

Name: | VM-Host-FC#

Provisioned Size: | 10

Start number: | 1
Count: | 2

Number of Digits: | 2

Create Single... ' Cancel

4. Click Create to provision the volumes to be used as FC boot LUNSs.

5. Go backto the Hosts section under the STORAGE tab. Click one of the hosts and select the gear icon drop-down
within the Connected Volumes tab within that host.

Help | Terms | Log Out

o PURESTORAGE Wekome pureuser 1099

DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES

~ Hosts |+ ~ o= VM-Host-FC-01 E\m\bm‘ved 7ma Reduction
Use:
0
Volumes l Snapshots
o= VIM-Host-FC-02 Mo 0

lConnemd\folumesr,o) Host Ports (2)  Protection (0)  Details (0)

oof0 =

Disconnect Volumes

No volumes have been connected ‘ Connect Volumes

Download CSV

6. Within the drop-down of the gear icon, select Connect Volumes, and a pop-up will appear:

Connect Volumes to Host »== VM-Host-FC-01 ®

Existing Volumes Create New Volume Selected Volumes

1-20f2 1 selected Clear Al
o4 s ViM-Host-FC-01 106G 9 VM-Host-FC-01 110G @
a Vii-Host-FC-02 106G

==

7. Select the volume that has been provisioned for the host, click the + next to the volume and select Confirm to pro-
ceed. Repeat the steps for connecting volumes for each of the host/volume pairs configured.
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Host Groups

The Host entries allow for the individual boot LUNs to associate to each ESXi host, but the shared volumes to use as VM
datastores need Host Groups to have those volumes shared amongst multiple hosts.

To create a Host Group in the Pure Storage Web Portal, complete the following steps:

1. Select the STORAGE tab and click the + box next to Hosts appearing in the left side column:
Help ' Terms = Log Out
( PURESTORAGE Welcome pureuser
STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES Search Hosts and Volumes QI
~ Hosts 4+ Create Host isioned Total Reductic e m
| croate Host Group (L :
sed Total
0 /23.00T
o= VM-Host-FC-01 s B Sadnots e S W e aa
o= VM-Host-FC-02 Bo - ud » - iO - e 6 EJ.DGT o
120f2 =
o= VM-Host-FC-01 FC 1 10.00G 0.00
o= VM-Host-FC-02 FC 1 10.00G 0.00
2.

Select the Create Host Group option and provide a name for the Host Group to be used by the ESXi cluster:

Create Host Group

Mame: | Production

Create Multiple... Cancel

3. With Hosts still selected within the STORAGE tab, click the gear icon drop-down within the Hosts tab of the Host
Group created, and select Add Hosts:
) Help | Terms = Log Out
o PURESTORAGE Vvelcome pureuser
STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES Se; Ho! Ql
— Hosts : - E Froduction l;lU.bU!l;\J _T.'l.i. Reduction E
o= VIM-Host-FC-01 Pl Hiathe
o= VM-Host-FC-02
I USCX(M Connected Volumes (0}  Protection (0)

No hosts have been added.

4. Selectthe +icon next to each host and click Confirm to add them to the Host Group:
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Add Hosts to Host Group 2 Production x

Existing Hosts Create New Host Selected Hosts

¥4 2 selected Clear All

| o= V-Host-FC-01 o= VM-Host-FC-01 o

v| o= VM-Host-FC-02 o= VM-Host-FC-02 [x]
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vSphere Deployment

ESXi Installation

This section provides detailed instructions to install VMware ESXi 6.5 U1 in a FlashStack environment. After these
procedures are completed, FC booted ESXi hosts will be configured.

Figure 8 vSphere Deployment Workflow

v

»
>

Several methods exist for installing ESXi in a VMware environment. These procedures focus on how to use the built-in
keyboard, video, mouse (KVM) console and virtual media features in Cisco UCS Manager to map remote installation media
to individual servers and connect to their boot logical unit numbers (LUNSs).

Download Cisco Custom Image for ESXi 6.5 U1

The VMware Cisco Custom Image will be needed for use during installation by manual access to the UCS KVM vMedia, or
through a vMedia Policy covered in a previous subsection. If the Cisco Custom Image was not downloaded during the
vMedia Policy setup, download it now by completing the following steps:

1. Click the following link: VMware vSphere Hypervisor Cisco Custom Image (ESXi) 6.5 U1.
2. You will need a user id and password on vmware.com to download this software.

3. Download the .iso file.
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Log in to Cisco UCS 6332-16UP Fabric Interconnect

The IP KVM enables the administrator to begin the installation of the operating system (OS) through remote media. It is
necessary to log in to the UCS environment to run the IP KVM.

To log in to the Cisco UCS environment, complete the following steps:

1.

Open a web browser to https:// <<var_ucs_mgmt_vip>>
Select the Launch UCS Manager Section in the HTML section to pull up the UCSM HTML5 GUI.
Enter admin forthe Username, and provide the password used during setup.

Within the UCSM select Servers -> Service Profiles, and pick the first host provisioned, which should be named
VM-Host-FC-01.

Click the KVM Console option within Actions, and accept the KVM server certificate in the new window or browser
tab that is spawned for the KVM session.

Click the link within the new window or browser tab to load the KVM client application.

Set Up VMware ESXi Installation

# Skip this step if you are using vMedia policies. 1SO file will already be connected to KVM.

To prepare the server for the OS installation, complete the following steps on each ESXi host:

(=

In the KVM window, click Virtual Media icon in the upper right of the screen.
Click Activate Virtual Devices

Click Virtual Media again and select Map CD/DVD.

Browse to the ESXi installer ISO image file and click Open.

Click Map Device.

Click the KVM tab to monitor the server boot.

Boot the server by selecting Boot Server and clicking OK, then click OK again.

Install ESXi

To install VMware ESXi to the FC bootable LUN of the hosts, complete the following steps on each host:

1.

On reboot, the machine detects the presence of the ESXi installation media. Select the ESXi installer from the boot
menu that is displayed.

After the installer is finished loading, press Enter to continue with the installation.

Read and accept the end-user license agreement (EULA). Press F11 to accept and continue.
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4. Selectthe LUN that was previously set up as the installation disk for ESXi and press Enter to continue with the in-
stallation.

5. Select the appropriate keyboard layout and press Enter.
6. Enterand confirm the root password and press Enter.

7. Theinstaller issues a warning that the selected disk will be repartitioned. Press F11 to continue with the installa-
tion.

8. Aftertheinstallation is complete, if using locally mapped Virtual Media, click the Virtual Media tab and clear the
checkmark next to the ESXi installation media. Click Yes.

# The ESXi installation image must be unmapped to make sure that the server reboots into ESXi and not into the in-
staller. If using a vMedia Policy, this will be unnecessary as the vMedia will appear after the installed OS.

9. From the KVM window, press Enter to reboot the server.

Set Up Management Networking for ESXi Hosts

Adding a management network for each VMware host is necessary for managing the host. To add a management network
for the VMware hosts, complete the following steps on each ESXi host:

1. Afterthe server has finished rebooting, press F2 to customize the system.
2. Loginas root, enter the corresponding password, and press Enter to log in.
3. Select the Configure the Management Network option and press Enter.

4. Select Network Adapters option leave vmnico selected, arrow down to vmnica and press space to select vmnic1 as
well and press Enter.

5. Selectthe VLAN (Optional) option and press Enter.

6. Enterthe<<var ib mgmt vlan id>>and press Enter.

7. From the Configure Management Network menu, select IPv4 Configuration and press Enter.

8. Selectthe Set Static IP Address and Network Configuration option by using the space bar.

9. Enter<<var vm host infra 01 ip>> forthe IPv4 Address for managing the first ESXi host.
10. Enter<<var ib mgmt vlan netmask_length>> forthe Subnet Mask for the first ESXi host.
11. Enter<<var ib mgmt gateway>> for the Default Gateway for the first ESXi host.

12. Press Enter to accept the changes to the IPv4 configuration.

13. Select the DNS Configuration option and press Enter.

# Because the IP address is assigned manually, the DNS information must also be entered manually.
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14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

Enter the IP address of <<var nameserver ip>> forthe Primary DNS Server.
Optional: Enter the IP address of the Secondary DNS Server.

Enter the fully qualified domain name (FQDN) for the first ESXi host.

Press Enter to accept the changes to the DNS configuration.

Select the IPv6 Configuration option and press Enter.

Using the spacebar, select Disable IPv6 (restart required) and press Enter.

Press Esc to exit the Configure Management Network submenu.

Press Y to confirm the changes and return to the main menu.

The ESXi host reboots. After reboot, press F2 and log back in as root.

Select Test Management Network to verify that the management network is set up correctly and press Enter.
Press Enter to run the test.

Press Enter to exit the window, and press Esc to log out of the VMware console.

Repeat steps 1-47 for additional hosts provisioned, using appropriate values.

Create FlashStack Datacenter

If a new Datacenter is needed for the FlashStack, complete the following steps on the vCenter:

1.

Connect to the vSphere Web Client and click Hosts and Clusters from the left side Navigator window, or the Hosts
and Clusters icon from the Home center window.
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are phere eb e
Navigator X | (i} Home
4 Back [ Home

-

[ Hosts and Clusters > _ ) . .
[#] Ws and Templates > r Lﬂ} @ g L] [_{&l 0
B storage > Hos's and Ws and Storage Networking Content Giobal Pure Storage
€ Networking > Clusters Templates Libraries Inventory Lists 251
[& Content Libraries >
- ) Operations and Policies
|75 Global Inventory Lists >
[i#% Policies and Profiles > . I <
= | B ) s i g &
@ Update Manager > 5 '

TaskConsole  EwentConsole  HostProfiles WM Storage Customization Update
&, Administration > Policies Specification Manager

Manager
g
i) Tasks Administration
[ Events
& Tags & Custom Altributes “ & '2 IIlB ‘EJ ‘@
Q New Search > Roles System Licensing Customer vRealize vCenter
Configuration Experience Operations Support
i saved Searches 4 Improvement ... Manager Assistant
Plug-ins for Instaliation
@ O
Hybrid Cloud VRealize
Manager Orchestrator

2. Right-click the vCentericon and select New Datacenter... from the drop-down options.

vmware* vSphere Web Client U | Administrator@VSPHERELOCAL ~ | Help ~ | =
. e ———
Navigator LA 65, i | 4 £ *p /& | {ShActions - s
— 3
4 Back J Getting Started | Summary Monitor Configure Permissions Datacenters Hosts & Clusters VMs  Datastores  Networks  Linked vCenter Server Systems  Extensions  Update Manager =3
5 E
=] 8 Q o |2
El
1 pure-ve-65 earihquake: . )
{3 Actions - pure-v-65 earthquakes.cisco.com ost Add Virtual Machine Complete set-up =
s New Datacenter. 3
" H
3 New Folder. |
%@ Deploy OVF Template
Export System Logs. Jects B
You =
[&g) Assign License: e .
“d 3nters to % 4
Settings QT4
vCenter HA Setings " y
-~
Tags & Custom Aftributes »
Add Permission...
Alarms » “VCenter Server
Update Manager »
. Explore Further
To gt started click Create Datacenter
Leam more about folders
iy Create Datacenter Leam about datacenters

3. Fromthe New Datacenter pop-up dialogue enter in a Datacenter name and click OK.

New Datacenter (2)
Datacenter name: IFIasnStati:-VSI I
Location: [ pure-...

[ OK ][ Cancel ]

Create VMware vDS for Infrastructure and Application Traffic

The VMware vDS setup will consist of two vDS that are separated for Infrastructure use versus Application traffic.
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FlashStack Infrastructure vDS

To configure the first VMware vDS, complete the following steps:

1. Connect to the vSphere Web Client and click Networking from the left side Navigator window, or the Networking
icon from the Home center window.

2. Right-click the FlashStack-VSI datacenter and select Distributed Switch > New Distributed Switch...

.

a‘l Administator@VSPHERE LOCAL = | Help = |

vmware* vSphere Web Client fi=

I
|

Navigator X | [lqFiasnstack-vsi | T %J &9 = 9 | Gactons +
4 Back J Getting Started | Summary Monitor Configure Permissions Hosts & Clusters VMs Datastores Networks Updaie Manager

9 ® 88|

w [3) pure-vc-65 earthquakes cisco.com

| e Create Damcenter () Add Host
£ [flq Actions - FlashStack-vsi

Add Virtual Machine Complete set.up

<]
583160)d Ul oM, {0) 5,

g Add Host N
) ituses virtualization
4 New Cluster.. 3 ESX, 10 run wirtual
New Folder » itto the inventory
& New Distributed Switch__ Virtual Machines
New Virtual Machine ¥ | B Import Distributed Switch...  joge, E
@ New vApp from Library... v
_ fe ESXor ESXi
#§ Deploy OVF Template fe Web site for
foduct. .
Storage » Host ™
Edit Default VM Compatibility. fknow the credentials ’
fount (typically
A2 Migrate VM to Another Network 1d the location of the
| Datacenter
Wove To. S veenter Server
Rename. vSphere Client
Tags & Custom Atfributes »
Add Permission..
Alams PE
Explore Further
X Delete jer setup, click Add a host

" R Leam more about datacenters
All vCenter Orchestrator plugin Actions »
Leam how to create datacenters

Pure Storage »
Update Manager » Leam about hosts
1 Leam about clusters
Leam about folders

3. Give the Distributed Switch a descriptive name and click Next.
4. Make sure Distributed switch: 6.5.0 is selected and click Next.

5. Leave the Number of uplinks at 4. If VMware Network I/O Control is to be used for Quality of Service, leave Net-
work 1/O Control Enabled. Otherwise, Disable Network I/O Control. Enter IB-Mgmt for the name of the default
Port group to be created. Click Next.

6. Review the information and click Finish to complete creating the vDS.
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= New Distributed Switch

Readyto complete
Review your setings selections before finishing the wizard.

" 1 Name and location
« 2 Selectversion

+ 3 Editsettings

Mame; Infra-DSwitch
Number of uplinks: 4

Network /O Contral: Enabled
Default port group: IB-Mamt

Suggested next actions
%, New Distributed Port Group
ﬂ?; Add and Manage Hosts

@ These actions will be avallable in the Actions menu of the new distributed switch.

Back Next

Cancel

7. Right-click the newly created vDS on the left, and select Settings -> Edit Settings...

vmware* vSphere Web Client fi= U | Adminisirator@VSPHERELOCAL ~ | Help ~
| Navigator X | [qFashstackvsi | § % &9 £ 0 | {@iActons = 7
F 2
4 Back M J Getting Started \ Summary Monitor Configure Permissions Hosts & Clusters VMs Datastores Networks Update Manager S
= m— 3!
| ® @ afo| o |3
7 pure-vc-65. cisco.com Whatis a ? o1
Adatacenter is the primary container of <
€ VM Network Inventory objects such as hosts and virual E
machines. From the datacenter, you can add

» e Infi e
Cd & Actions - Infra-DSwitch

Distributed Port Group
[ Add and Manage Hosts.

&2 Migrate VMs to Another Network...

g inventory objects. Typically, you
Olders, and clusters toa
i

er can contain multiple

Virtual Machines

[Large companies might use N %
Upgrade » acenters to represent - B> B

@lunils o thaicontarn HostiE)
Settings [ = Edit Settings.. N >
Move To. Edit Private VLAN. >
Rename. Edit NetFlow.

Tags & Custom Aftributes

Edit Health Check.

Export Configuration.

L | Datacenter

vCenter Server

Alarms » vSphere Client
x Restore Configuration.
Delete
Basic Tasks Explore Further
@ Add a host Leam more about datacenters
%) Create a cluster Leam how to create datacenters
4 Create a new virtual machine Leam about hosts
Add a datastore Leam about clusters
&= Create a distributed switch Leam about folders

8. Click the Advanced option on the left side of the Edit Settings window, and adjust the MTU from 1500 to gooo.
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i Infra-DSwitch - Edit Settings 3

General MTU (Bytes) 8000 = I

panced___________J—— Gasi .

Discovery protocol
Type Cisco Discovery Protocol i

Operation Listen b4

Administrator contact
Name:

Other details:

0K Cance!

9. Click OK to save the changes.
10. Onthe left, expand the FlashStack VSI datacenter and the newly created vDS.
11. Right-click the IB-Mgmt Distributed Port Group, and select Edit Settings...

12. Click VLAN, changing VLAN type from None to VLAN, and enter in the appropriate VLAN number for the IB-Mgmt
network.

13. Click the Teaming and Failover and move the Uplinks 3 and 4 to the Unused uplinks state, and move the Uplink 2
to the Standby uplinks state.

‘& Movement of Uplink 2 to standby is guiding Management traffic to stay within the A side fabric contained within
Uplink 1 to prevent unnecessary traffic hops up into the Nexus switch to traverse between fabrics. Uplinks 3 and 4
are set as unused as these are the vMotion vNICs and will be used by the other Distributed Port Group in this vDS.
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% IB-Mgmt - Edit Settings

General
Advanced
Security
Traffic shaping
VLAN

Monitoring
Traffic filtlering and marking

Miscellaneous

Load balancing:
Network failure detection
MNotify switches:

Failback:

eaming and failower Failover order

+ 3

Active uplinks
Uplink 1

Standby uplinks
Uplink 2

Unused uplinks
Uplink 3
Uplink 4

|' Route based on originating virtual port

[-)

| Link status only

[-)

[ ves

-]

|_' Yes

v

Select active and standby uplinks. During a failover, standby uplinks activate in the order specified above.

14. Click OK to save the changes.

15. Right-click the infrastructure vDS (Infra-DSwitch), and select Distributed Port Group -> New Distributed Port

Group...

vmware vSphere Web Client

fi=

;]‘ & Infra.Dswitch | 2 oo .anonsiv

O | Administrator@VSPHERE LOCAL ~

| Help ~

Getting Started | Summary Monitor Configure  Permissions Ports Hosts VMs  Networks

8 e |

v (5} pure-vc-65 earthquakes.cisco.com
v [ FlasnStack-Vs|
@ VM Network

&, 18-Mgmt | & Astions - Infra-DSwitch

= Infra-DSwi Distributed Port
[ Add and Manag
£2 Migrate VMs to
Upgrade
Settings
Move To
Rename.
Tags & Custom

Alarms

X Delete

Whatis a Distributed Switch?

Adistributed switch acts as a single virlual
switch across all associated hosts. This
allows virtual machines to maintain
mammintnok aabundsannfiguration as they

Group
je Hosts. Import Distributed Port Group.
Another Network.

& Manage Distributed Port Groups.

5 Oups are added fo
» [he second part takes
where host ports and
fe associated with
ither through individual
juration or using host
Altributes » takes piace atthe
Where virtual machine
» {distributed port groups
alvirtual machine NIC
rating virtual machine
iedistributed switch itself.

Basic Tasks
[[2 Add and manage hosts
& Manage this distributed switch
2, Create a new port group

Explore Further

Learmn more about distributed
switches

Leamn how to set up a network with a
distributed switch

16. Name the new Port Group vMotion and click Next.

$51601d U oM (0) &

17. Change the VLAN type from None to VLAN, select the VLAN ID appropriate for your vMotion traffic, and select the
Customize default policies configuration check box under the Advanced section.
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2, New Distributed Port Group 2 MW
+ 1 Selectname and location Configure setiings
Set general properties of the new port group
2 Configure setlings
3 Configure policies —
Port binding Static binding |+ |
3a Security -
Port allocation Elastic | = |
© cEiastic port groups automatically increase or decrease the number of ports as needed
Number of ports 3 =
) Network resource poo (default) [+ |
VLAN
VLAN type 7\."L~"N | -
\ A -
VLAN ID 200 -2
Advanced

[V] Customize default policies configuration

Back Next Cancel

18. Click Next.
19. Click Next through the Security and Traffic Shaping sections.

20. Within the Teaming and failover section, move Uplinks 1 and 2 to the Unused uplinks section, and move Uplink 3
to the Standby uplinks section.

‘ﬁ Teaming for the vMotion Distributed Port Group will be a mirror of teaming on the Infrastructure Distributed Port
group. Uplinks 1 and 2 are unused because they are used by the Infrastructure Distributed Port group, and Uplink 3
will be moved to standby to guide vMotion traffic to stay within the B side fabric contained within Uplink 4.
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%2, New Distributed Port Group (2) B
+ 1 Selectname and location Teaming and failover
Controls load balancing, network failure detection, switches notification, failback, and uplink failover order.
~ 2 Configure settings
3 Configure policies ) - .
Load balancing: Route based on originating virtual port | ~ |
' 3a Security ) '
Network failure detection: Link status only | - ]
«  3b Traffic shaping . §
Maotify switchas Yes | v I
3¢ Teaming and failover
Failback: Yes
3d Monitoring - I~
3e Miscellaneous Failover order
4 Editadditional settings f ‘
5 Readyto complete Active uplinks
Uplink 4
Standby uplinks
Uplink 3
Unused uplinks
Uplink 1
Uplink 2
Select active and standby uplinks. During a failover, standby uplinks activate in the order specified above.
Back Next Cancel

21. Click Next.

22. Click Next past Monitoring, Miscellaneous, and click Edit additional settings sections.

23. Review the Ready to complete section.
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=2, New Distributed Port Group 7

Ready to complele
Review the changes before proceeding.

+ 1 Selectname and location

+ 2 Configure setings

3 Configure policies Distributed port group name: vMotion

v 3a Security Port binding: Static binding
MNumber of ports: 8

«  3b Traffic shaping pork N
Port allocation Elastic

v 3¢ Teaming and failover MNetwork resource pool: (default)

L 3d Monitoring VLAN ID 200

v 3e Miscellaneous

+ 4 Editadditional settings

5 Readyto complete

Back Finish Cancel

24. Click Finish to create the Distributed Port Group.

FlashStack Application vDS

To configure the second VMware vDS, complete the following steps:

1. Right-click the FlashStack-VSI Datacenter and select Distributed Switch -> New Distributed Switch... to create the
Application vDS.

2. Provide a name for the vDS (App-DSwitch), and click Next.

3. Make sure Distributed switch: 6.5.0 is selected and click Next.

4. Change the Number of uplinks to 2. If VMware Network I/O Control is to be used for Quality of Service, leave Net-
work 1/O Control Enabled. Otherwise, Disable Network I/O Control. Enter App-201 for the name of the default Port

group to be created. Click Next.

5. Review the information and click Finish to complete creating the vDS.
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= New Distributed Switch 2 M

Ready to complete
Rewview your setiings selections before finishing the wizard.

1 Name and location
" 2 Selectversion

+ 3 Editsetiings Name: App-DSwitch

¥4 4 Readyto complete Version: 650

Number of upinks 2
Network /O Control Enabled
Default port group: App-201
Suggested next actions

f.:%, MNew Distributed Port Group

ﬂj; Add and Manage Hosts

@ These actions will be avallable in the Actions menu of the new distributed switch.

Back Finish Cancel

6. Right-click the newly created App-DSwitch vDS, and select Settings -> Edit Settings...

7. Click the Advanced option for the Edit Settings window and change the MTU from 1500 to 9000.
8. Click OK to save the changes.

9. Right-click the App-201 Distributed Port Group, and select Edit Settings...

10. Click VLAN, changing VLAN type from None to VLAN, and enter in the appropriate VLAN number for the first ap-
plication network.

‘& The application Distributed Port Groups will not need to adjust their NIC Teaming as they will be Active/Active with-
in the two vNICs uplinks associated to the App-DSwitch, using the default VMware Route based on originating vir-
tual port load balancing algorithm.

11. Click OK to save the changes.
12. Right-Click the App-DSwitch, selecting Distributed Port Group -> New Distributed Port Group... for any addi-

tional application networks to be created, setting the appropriate VLAN for each new Distributed Port Group.

Add the VMware ESXi Hosts Using the VMware vSphere Web Client

To add the VMware ESXi Hosts using the VMware vSphere Web Client, complete the following steps:

1. From the Hosts and Clusters tab, right-click the new or existing Datacenter within the Navigation window, and se-
lect New Cluster... from the drop-down options.
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are phere eb e d trator@ elp Q Search
Navigator X | [Fiashstackvsl | § ¥ &9 8z 9 | {GActons » |=~
4 Back J Getting Started | Summary Monitor Configure Permissions Hosis & Clusters VMs Datastores Networks Update Manager
e |@ 8 8 ©

v (3 pure-vc-65 earthquakes.cisco.com

s FlashStacigys ) Create Datacenter @) Add Host Add Virtual Machine
¥ [By Actions - FlashStack-VSi

Complete set-up

. Add Host that uses virtualization
A New Cluster. SX or ESX, to run vrtual
New Foider » (hostto the inventory
1anagement of a vCenter 2 o
Distributed Switch » 9 Virtual Machines
New Virtual Machine » Cluster e T
3 running ESXor ESXi TR
@ New vApp from Library. {have ESXor ESX =l -
%9 Deploy OVF Template. Mware Web site for g B . Y
Is product S 3 R
Storage » e Host \/
e = 1ustknow the credentials 2 P _d
Edit Default VM Compatibility. ‘account typically N L g o
42 Migrate VMs to Another Network fand the location of the -
k Datacenter
Move To. vCenter Server
Rename. vSphere Client
Tags & Custom Attributes »
Add Permission.
Alarms [
Explore Further
X Delete Server setup, click Add a host.

Leamn more about datacenters

All vCenter Orchestrator plugin Actions  »
e Leam how to create datacenters

Pure Storage » :
Update Manager » Leam about hosts
‘ 1 y Leam about clusters
Leam about folders

2. Enter a name for the new cluster, select the DRS and HA check mark boxes, leaving all other options with defaults.

Y New Cluster 2
Name |Prt|duc.l|t|n |
Location i3 FlashStack-VSl

~ DRS [ Turm CN
Automation Level

| Fullyautomated | v |

Migration Threshold Consenvative ——"——— Aggressive

« vSphers HA (] Tum ON

Host Monitoring [w] Enable host monitoring

Admission Control [v] Enable admission control
» VM Monitoring

WM Monitoring Status

[ Disabled K3

Overrides for indiwdual W\s can be set fram the Wi
Owerrides page from Manage Settings area.

» EVC  Disable [~ ]
VSAN ] Tun ON

0K ][ Cancel ]

3. Click OK to create the cluster.

4. Right-click the newly created cluster and select the Add Host... drop-down option.
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vmware* vSphere Web Client =

U | Administralor@VSPHERE LOCAL ~

| Help~ |

| Navigator X | [Ftesnsteckvst | § 43 89 & 9 | {GhActons -

= J‘ 7
e 3
1 4 Back | Getting Started | Summary Monitor Configure  Permissions  Hosts & Clusters VMs  Datastores  Networks  Update Manager =
H 3
B | @ a8 a o |2
| v (3 pure-vc-85.earthquakes cisco.com D PR PR o
T R rasaeevs | reate Datacenter (@) Add Host Add Virtual Machine Complete setup g
b > G Prouct Adda host g
) Ackoen.-Frpdiston that uses virtualization =
# Add Host . or ESX, to run vrtual
I @ Move Hosts ino Cluster fost o the inventory
anagement of a WCenter Virisal Msciise
New Virtual Machine »
NowvApp » Frunning ESXor ESXi e
® New Resource Pool. have ESXor ESXi
Ware Web site for
§ product N
Restore Resource Pool Tree. ~ fog
ustknow the credentials >
Storage » account (typically
and the location of the
Host Profiles » k 1 Datacenter
[Eg Assign License.
Settings
Move To. E
; Explore Further
fienane Server setup, click Add a host. %
Tags & Custom Attributes » Leam more about datacenters
Add Permission. Leam how to create datacenters
Alarms » for Leam about hosts
X Delete Leam about clusters
Al vCenter Orchestrator plugin Actions » bosmy Tolciars
Pure Storage »
Update Manager »
5. Enterthe IP or FQDN of the first ESXi host and click Next.
‘ﬁ Add Host (2} M
1 Name and kocation Enter the name or I address of the hostto add to vCenter Senver.
2 Connection settings Hosl name of IP address: [10.1.164.21 ]
3 Host summary e
Location; §J Production
4 Resource pool
Type: A
5 Ready to complete
Hext Cancel

6. Enter root forthe User Name, provide the password set during initial setup, and click Next.
7. Click Yes in the Security Alert pop-up to confirm the host’s certificate.
8. Click Next past the Host summary dialogue.

9. Provide a license by clicking the green + icon under the License title, select an existing license, or skip past the As-
sign license dialogue by clicking Next.

10. Leave lockdown mode Disabled within the Lockdown mode dialogue window, and click Next.
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11. Skip past the Resource pool dialogue by clicking Next.

12. Confirm the Summary dialogue and add the ESXi host to the cluster by clicking Next.

{d AcaHost

«* 1 Name and location Name 10.1.164.21

w2 Conneclion setfings Version Wiware ESXi 6.5.0 build-5968303
«* 3 Host summary License License 1

w4 ASSQN Boense Nabtworks WM Metwork

«* 5 Leckdown mode Datastores datastorel

+ B Resource pool Lockdown mode Disatded

b | Feady 10 complate Resources destnation  Produclion

Back Finish Cancel

13. Repeat these steps for each ESXi host to be added to the cluster.

Pure Storage vSphere Web Client Plugin

The Pure Storage vSphere Web Client Plugin will be accessible through the vSphere Web Client after registration through
the Pure Storage Web Portal.

# The Purity 4.10.5 release comes with the 2.5.1 version of the plugin, which will work, but will not allow provisioning
of VMFS-6 datastores. The example below shows an early release of the 3.0 plugin, which can be installed to the
FlashArray by submitting a support request with Pure Support asking for the plugin upgrade. This is not a require-
ment, but in the absence of the upgraded plugin, LUNs would need to be manually provisioned through the Purity
Web Console, and VMFS-6 datastore would be created from the LUNs within vCenter.

The vCenter server for this environment should be in place on an independent management cluster that is accessible to the
In-Band management network the ESXi hosts will be deployed to.

If a new dedicated vCenter server is required for your environment, please follow the instructions from VMware found at:
https://docs.vmware.com/en/VMware-vSphere/6.5/vsphere-esxi-vcenter-server-65-installation-setup-quide.pdf.

To access the Pure Storage vSphere Web Client Plugin, complete the following steps:

1. Go to System -> Plugins -> vSphere:
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(‘ PURESTORAGE
DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES
| 1
System Health 0 | vSphere
| 1
Configuration
vCenter Host: 10.1.164.200
| 1
Connected Arrays Administrator User: administrator@vsphere loc:
| 1
CONnEctions Administrator Password: | seeeeees] |
| | Connect
Users
Available Version: 3,0.99999
S Installed Version:
vSphere Install Update Uninstall Cancel
Apps

2. Enterthe vCenter Host IP or FQDN, the Administrator User to connect with, the password for the Administrator
User, and click Connect. Once connected, select the Install button to register the plugin.

3. With the plugin registered, connect to the vSphere Web Client and select the Pure Storage Plugin from the Home
page:

vmware® vSphere Web Client  f=

Navigator X | (] Home
4 Back Home |

A Home Inventories

Content Libraries
Operations and Policies

[l Hosts and Clusters >
X =]
1) VMs and Templates > Jig h E i ] [:J E o
© storage 2] Hosts and VM and Storage Networking Content Global Fure Storage
€3 Networking 3 Clusters Templates Libraries Inventory Lists
>
s

54 Rinhal Invantar | iste

4. Click Add FlashArray within the options under the Object tab.

vmware* vSphere Web Client = U | Administrator@VSPHERELOCAL ~ | Help ~ -
Navigator X | O FlashArray | [F

4 Back J Objects ‘ g

g

© Flasharay E
f Role Based Access Contr.. 4 Add FlashAmay — Remove FlashAray  # EditFlasharay | G Actons ~ (q Fiter BE E

le FlashAmay > =

Semple Eestiny ‘ FissnArray Alss FisshAmsy URL Oniine Compativle =1

3

Sample FlashAmr. hitps:/SampleFlz frue false -

& The Sample FlashArray entry can optionally be removed.

5. Enterthe FlashArray Name, FlashArray URL, Username and Password in the Add FlashArray pop-up window.

Add FlashArray L

FlashArray Name
CSPGE-RTP-2

FlashArray URL
192 168.164.40
Username
pUreuser

Pasaword

]

Add Cancel
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6. Click Add to register the FlashArray//X within the plugin.

Add Datastores
These next steps add a datastore to place VMs on the FlashArray//X and optionally a second datastore for keeping their

swapfiles.

& A dedicated swapfile location will not provide a performance increase over the existing all flash datastores created
from the FlashArray//X, but can be useful to have these files in a separate location to have them excluded from

snapshots and backups.

1. Right-click the cluster and select the Pure Storage -> Create Datastore option from the drop-down.

vmware* vSphere Web Client =

4

U | Administrator@VSPHERELOCAL ~ | Help - |

658

FActons -

Navigator X P Production
1 Back || Getting Started | Summary Monitor Confgure Permissions  Hosts VMs  Datastores  Networks  Update Manager
| v @ a a
~ (7 pure-vc-65 earthquakes cisco.com | Whatls a Cluster?
~ [ig FlashStack-Vs| Acluster is a group of hosts. When you add a
i yoduckon hostina cluster ihe hasts esauces
Actions - Procuction >
0.1.164.21 (man © oo e Pt
) Add Host osts .
@ 101.164.22 (maink Virtual Machines
[B, Move Hosts into Cluster. Cluster
- wallabiity
New Virtual Machine Y
New vApp » utions.
# New Resource Pool
Host
Restore Resource Pool Tree
Storage » Datacenter
Center Server
Host Profiles »
vSphere Client
[Eg Assign License...
Settings Exlore Furter
Move To Leam more about clusters
Rename. 9
hine Leam more about resource pools
»

Tags & Custom Aftributes

Add Permission...
Alarms

K Delete
All vCenter Orchestrator plugin Actions b
Pure Storage »
Update Manager Ol
-

Creaie Datasiore
Configure Mutipathing
Create FlashArray Snapshots

5531001 UIHIOM (1)

Update Cluster Protection
Add FlashArray HostGroup

Give the Datastore Name a value appropriate for VM store in the environment, select a starting size for the

2.
Datastore Size, click the VMFS 6 selection under VMFS Options, and click Create to provision the volume.
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Create Datastore X

Datastore Type
= VMFS
Waol
Datastore Name
Production
Datastore Size
2 B -
VMFE 5 Options
VMFS 5
= VMFS 6

Select Pure Storage Array
| csPG-RTP-2 -

Select Host ! Cluster

Pure Storage Protection Group {optional) Joined L b

Joined Protection Group Name

Cancel

3. Optionally, repeat these similar steps to create a swap datastore to be used by the ESXi hosts. Right-click the
cluster and select the Pure Storage -> Create Datastore option from the drop-down.

4. Give the Datastore Name a value appropriate for VM swapfiles on the ESXi host, select a starting size for the
Datastore Size, click the VMFS 6 selection under VMFS Options, and click Create to provision the volume.

Configure ESXi Hosts in the Cluster

Configure ESXi Settings

A couple of base settings are needed for stability of the vSphere environment, as well as optional enablement of SSH
connectivity to each host for the updating of drivers.

To configure ESXi settings, complete the following steps:

1. Select the first ESXi host to configure with standard settings.

2. Select the Configure tab and select Time Configuration within the options on the left under System, and click Edit
within Time Configuration.
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vmware* vSphere Web Cli = U | Administrator@VSPHERELOCAL ~ | Hep ~ | (ENEEEIIEG

Navigator ) 10446421 B By [ [0y G5 | EActons » =x |7
] =
4 Back Getting Started  Summary Monitor | Configure | Permissions  VMs Datasiores Networks  Update Manager <
— g
a 2
w8 8 8 | Time Configuration Edit 5
w (3 pure-vc-65.earthquakes cisco.com T
- [ Flashstack Vs SEITE Date & Time: 111212010 5:56 PM £
- [J Procuction Sk et NTP Client Disabled H

2 10.1.164.21 (maintena . Storage Devices e - A

P Service Status: Stoppe:
1.164.22 (maintena... e oo
NTP Servers

Host Cache Configuration
Protocol Endpoints
1O Filters

~ Networking
Virtual switches
VMkernel adapters
Physical adapters
TCP/IP configuration
Advanced

~ Virtual Machines

VM Startup/Shutdown

Agent VM Settings.
Swap file location
Default VM Compatibility

~ System
Licensing
Host Profile
Time Configuration
Authentication Services
Certificate
Power Management
Advanced System Settings
System Resource Reservation
Security Profile

Svstem Swan
b =

3. Select Use Network Time Protocol (Enable NTP client), enter <<var_nexus_A_ib_ip>>, <<var_nexus_A_ib_ip>> for
the NTP Servers, select Start and stop with host for NTP Service Startup Policy, and click Start within NTP Ser-
vice Status. Click OK to submit the changes.

[J 10.1.164.21: Edit Time Configuration (7)

Specify how the date and time on this host should be set

() Manually configure the date and time on this host

(») Use Network Time Protocol (Enable NTP client)
NTP Service Status: Running
Stop Restart

The NTP Service settings are updated when you click Start, Restart, or Stop.

NTP Service Startup Policy: Start and stop with host -

Start and stop with the host system

NTP Servers: 10.1.164.13,10.1.164.14

Separate servers with commas, e.q. 10.31.21 2, fe00::2800

| ok || cancel

4. (Optional) Click Security Profile within the Configure tab under the System section for the host.

‘& Security Profile settings of ESXi Shell and SSH are enabled for the potential update of the nenic and fnic drivers
later. These steps are unnecessary if using VMware Update Manager and these drivers are being handled by being
included into a configured baseline. If SSH is enabled for updates, it is recommended to later disable this service if it
is considered a security risk in the environment.
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vmware* vSphere Web Client f=

U | Administrator@VSPHERE.LOCAL ~

Broaea22 @ B [ [ B |Qm

| Heip ~

Getting Startled  Summary Momtor‘(;onﬁpure‘ Permissions VMs Datastores Networks Update Manager

ji—ﬁ S e

“ Firewall
w (3 pure-vc-65 earthquakes cisco com
v [y FlashStack-vs| v Storage - Incoming Connections
i st Adap
VIETEE olage Adapiers CIM Server 5998 (TCP)
Storage Devices
CIM Secure Server 5989 (TCP)
Datastores
CIM SLP 427 (UDRTCP)
Host Cache Configuration
DVSSync 8301,8302 (UDP)
Protocol Endpoints
NFC 802 (TCP)
1O Filters
DHCP Client 68 (UDP)
+ Networking
, DNS Client 53 (UDP)
Virtual switches
=
VMkernel adapters Fault Tolerance 8300 (TCP)
Physical adapters iciiervp 080 (TCF)
TCPAP configuration S PRI 161 WoF)
SSH Server 22 (TCP)

Advanced

« Virtual Machines vMotion 8000 (TCP)
VM Startup/Shutdown vSphere Web Client 902,443 (TCP)
Agent VM Settings ‘vSphere Web Access 80 (TCP)

« Outgoing Connections
CiMsLP

DVSSync

Swap file location
Default VM Compatibility

« System

427 (UDRTCP)
8301,8202 (UDP)

Licensing HBR 4404631031 (TCP)
Host Profile NFC 902 (TCP)
Time Configuration WOL 9 (UDP)
Authentication Services DHCP Client 6% (UDP)
Caimcaie DNS Client 53 (UDP.TCP)
PO Faul Tolerance 80,8300 (TCP)
Advanced System Settings NTP Client 123 (UDF)
System Resource Reservation rabbitmaproxy 5671 (TCP)
vCenter Update Manager 80,9000 (TCP)

Svstem Swap M

“ H Q vMotion 8000 (TCP)

$58.001d UHOM (0)

Al
All
Al

All
Al
All
Al
Al
Al
Al

5. Scroll down to the Services section within Security Profile and click the Edit button.

[ 10.1.164.21: Edit Security Profile

2 »

To provide access to a service or client, check the corresponding box.

Mame Daemon
Direct Console Ul Running
ESXi Shell Stopped
S5H Stopped
Load-Based Teaming Daemon Running
Active Directory Service Stopped
NTP Daemon Running
 Service Details Stopped

Status Stopped

Start
Note: Action will take place immediately
Startup Policy [ Startand stop manually | =]

Start and stop with host
Start and siop manually

Start and stop with port usage

By default, daemons will start automatically when any of their ports are opened, and stop when all of their ports are closed.

Cancel |

6. Select the ESXi Shell entry, change the Startup Policy to Start and stop with port usage, and click Start. Repeat

these steps for the SSH entry. Click OK.

164



vSphere Deployment

vmware* vSphere Web Client = U | Administrator@VSPHERELOCAL = | Help = -
| Navigator X | [J10.1.164.21 | Actions = =
|
jo] Summary  Monitor | Manage | Related Objects

[o|@ 8 a
~ (G ve earihquakes.cisco.com
~ [AgFlashStack-vsl

'Seﬁings‘ Networking | Storage | Alarm Definifions | Tags | Permissions

s581601d Ul SOM, (0) 15,

« [ Production - System Swap
H 10.1.16421 >  Virtual Machines - —— Can use hostcache
@ 101.164.22 VM Startup/Shutdown ’ g Can use dalastore specified by host for swap files

» B TestHarness Agent VM Settings

Swap file location

Detault VM Compatibility
~ System

Licensing

Host Profile

Time Configuration

Authentication Services

Certificate
Power Management
Advanced System Setting

System Resource
Reservation

Security Profile
« Hardware
Processors
Memory
Graphics
Power Management
PCl Devices
w Virtual Flash
Virtual Flash Resource

Management =
i 0

7. If an optional ESXi swap datastore was configured earlier, click System Swap the System section within the Con-
figure tab and click Edit.

[J 10.1.164.21 - Edit System Swap Settings 2in

[v] Enabled
If an option is selected, the system swap is allowed to use this space.

[] Can use datastore: [ | v J

datastore1
Production

[v] Can use host cache

[] Can use datastore s

Cancel

8. Checkmark the Can use datastore option, and from the drop-down select the ESXi swap datastore that was con-
figured. Click OK.

9. Repeat these steps on each ESXi host being added into the cluster.

Install VMware Driver for the Cisco Virtual Interface Card (VIC)

The Cisco Custom Image for VMware vSphere 6.5 U1 comes with the currently specified fnic 1.6.0.34 and the nenic 1.0.6.0
for fibre channel and Ethernet traffic from the ESXi host, so neither will require updating at this time. For the most recent
versions, please refer to Cisco UCS HW and SW Availability Interoperability Matrix. If a more recent driver is made available
that is appropriate for VMware vSphere 6.5 Uz, the following is an example of the steps that can be followed to update the
drivers.

To install VMware VIC Drivers on the ESXi hosts, complete the following steps:

1. Download and extract either driver bundle (example nenic Driver version 1.0.6.0) to the system the vSphere Web
Client is running from.
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2. Within the vSphere Web Client, select one of the datastores common to all of the hosts.

vmware* vSphere Web Client A= Updated at 12.43PM {) | Administrator@SPHERELOCAL ~ | Hep -~ | ((EHEER
_——— —
. Navigator x| Hesxiswap | (@ G @ @ £3 | {GAcsons - = s
- C}
4 Back Getting Started  Summary  Monitor Configure  Permissions | Files | Hosts VMs  FlashAniay Snapshots Objects  Pure Storage =
— g
2
9 B jala [ESXi-Swap] z
(3 pure-ve-55.earthguakes.cisco.com E
~ [y FlashStack-Vsl Q Search ) [ S
o = 3
B Neme e Modtes = Patn “
En | »COsddsf [ -sddsf Folder [ESXi-Swap] .sdd sT
' VW-Production » Egvmidum 3 vmkdume Folder [ESXi-Swap] vmkdump
» £.naa 6z [ 182624303700078eB57Ie72 Folder [ESXI-Swap] .naa 62420370ca78e18...
» £.vSphery 3 VSPhereHA Folder [ESXi-Swap] vSphers-HA
sysSwap-ds-4b44f305-idf4-To4e 1 1 M ile i-Swap] SysSwap-ds-4b44f3b5-
S Ab4413D5-Td4-794 048576.00 KB B/7/2017 2:42 PM Fil [ESXi-Swap] sysSwi bd4f3b5
sysSwal 2 -C 1, 1 ile i-Swap] sysSwap-ds-4b450de!
Swap-ds-4b450de2-50be-c4 048576.00 KB 8/7/2017 2:42 PM Fil [ESXi-Swap] sysSwi bd50de2

3. Clickthe Upload afile to the Datastore button.

4. Select and upload the offline_bundle (VMW-ESX-6.5.0-nenic-1.0.6.0-offline_bundle-5894048.zip) from each of the
extracted driver downloads.

5. Place all hosts in Maintenance mode requiring update.
6. Connect to each ESXi host through ssh from a shell connection or putty terminal.
7. Login as root with the root password.

8. Run the following command (substituting the appropriate datastore directory if needed) on each host:

esxcli software vib update -d /vmfs/volumes/ESXi-Swap/VMW-ESX-6.5.0-nenic-
1.0.6.0-0ffline bundle-5894048.zip

9. Reboot each host by typing reboot from the SSH connection after the command has been run.

10. Loginto the Host Client on each host once reboot is complete.

Add the ESXi hosts to the vDS

To Add the ESXi Hosts to each vDS, complete the following steps:

1. Within the Networking tab of the Navigator window, right-click the Infra-DSwitch vDS and select Add and Manage
Hosts...
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«

U | Administrator@VSPHERELOCAL ~ | Help~ |

Navigator X | @infraDswitch | & & [ 2 ao | Ghactons v |=r
4 Back

JGening Started | Summary Monitor Configure Permissions Ports Hosts VMs  Networks

e | o

w (3 pure-vc-65.earthquakes.cisco.com Whatis a Distibuted Switch?

55316010 UHOM (1) 5, |

v [y FlashStack-vsI Adistributed switch acts as a single virual
@ VM Network switch across all associated hosts. This
allows virtual machines to maintain
v @Aop-DSwitch consistent network configuration as they
& App-201 migrate across hosts
o Aop-202 D virtual Olstrbated
&A0p-203 consists of three parts. The first part takes Swikch

place at the datacenter level, where
distributed switches are created, and hosts
\are added to

S8 App-DSwitch-DVUplin.

& Actions - Infra-DSwitch

2 18-Mgmt | gcond parttakes

= Infra-DSwitch- Distributed Port Group » te host ports and
B Add and Manage Hosts. Bociated with

& vMotion through individual

on or using host

‘ £2 Migrate VMs to Another Network...

Upgrade » iplace atthe
Ivirtual machine
| Ssettings » ibuted port groups
al machine NIC
Move To... g virtual machine
Rename... Jted switch itself.
Tags & Custom Attributes. » L
s . | Explore Further
Dotclo josts Leam more about distributed
| o . Arted switch switches
Create a new port group Leam how to set up a network with a
2 distributed switch
2. Leave Add hosts selected and click Next.
[ Add and Manage Hosts e

Selecttask
Select a task to perform on this distributed switch.

1 Selecttask

2 Selecthosts

3 Select network adapter @asks (=) Add hosts

Manage physical network Add new hosts 1o this distributed switch.

adapters () Manage host networking
5 Mgnaue WWkemel network Manage networking of hosts attached to this distributed switch.
adapters

() Remove hosts

6 Analyze impact Remove hosts from this distributed switch,

7 Ready to complete
() Add hostand manage host networking (advanced)

Add new hosts and manage networking of hosts already attached to this distributed switch. Use
this option to unify the network configuration of new and existing hosts.

Next Finish || Cancel

3. Click the green +icon next to New hosts...
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Add and Hosts

+ 1 Selecttask Selecthosts
Select hosts to add to this distributed switch.

2 Selecthosts

3 Selectnetwork adapter tasks

o= New hosts... { Remove
4 :’dﬂanggfsuhvsml network ot [
Manage VMkemel network This list is empty.
adapters

6 Analyze impact
7 Ready to complete

Configure identical network sefttings on multiple hosts (template mode). o

Back ] Next J Finish Cancel 'JI

4. Inthe Select new hosts pop-up that appears, select the hosts to be added, and click OK to begin joining them to
the vDS.

P
@ Incompatible Hosts [ Filter

[ Hest Host State Cluster
™ ﬁ 10.1.164.21 Connected (maintenance mode) ﬁ Production
[+ B 10.1.164.22 Connected (maintenance mode) EP Production

2items [{yCopy~

—ox | [canecer |

5. Click Next.
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[[7> Add and Manage Hosts (3)
+ 1 Selectiask Selecthosts
Select hosts to add to this distributed switch.
2 Selecthosts
3 Selectnetwork adapter tasks o New hosts
4 Manage physical network 1ot Status
adapters Host Host Status
_ Manage VMkemel network ‘ﬁ (New) 10.1.164.21 Connected (maintenance mode)
adapters | (New) 10.1.164.22 Connected (maintenance mode)
6 Analyze impact
7 Readyto complete
|:| Configure identical network settings on multiple hosts (template mode). i ]
Back Next Cancel
6. Leave Manage physical adapters and Manage VMkernel adapters both selected and click Next.
[[7> Add and Manage Hosts (7)
1 Selecttask Select network adapter @asks
Select the network adapter tasks to perform.
' 2 Selecthosts
3 Select network adapter tasks [/] Manage physical adapters
4 Manage physical network Add physical network adapters to the distributed swifch, assign them to uplinks, or remove existing
adapters ones
- Manage VMkemel network [ Manage mel adaplers
adapters i
. : _ Add or migrate VMkernel network adapters to this distributed switch, assign them to distributed port
6 Analyze impact groups, configure WYMkernel adapter settings, or remove existing ones
7 Readyto complete (] Migrate virtual machine networking
Migrate WM network adapters by assigning them to distributed port groups on the distributed
switch
Sample distributed switch
Manage VMkemnel group Manage physical
adapters v VMkemel ports adapters
»
WM port group
v Virtual Machines
h vm )
Back Next Cancel

7. Select vmnico from the Host/Physical Network Adapters column and click the Assign uplink option.
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Uplink 2
Uplink 3

Uplink 4
(Auto-assign)

Cancel

8. Leave Uplink 1 selected and click OK.

Add and Manage Hosts
« 1 Select@sk Manage physical network adapters
Add or remove physical network adapters to this distributed switch.
+* 2 Selecthosts
@ 3 ST L BSi Assign uplink @™ Resetchanges @@ \iew sefings
Manage physical network
Serer Host/Physiesl Network Adspters 14 InUse by Switch
5 Manage VMkemel network ~f 10116421
adapters v Onthis switch
6 Analyze impact vmnicO (Assigned) VSwitchD
7 Ready to complete » On other switches/unclaimed
[ vmnic1 -
vmnic2 =
vmnic3 -
vmnic4 -
[ vmnics -
~ 9 10.1.164.22
On this switch
~ On other switches/unclaimed
[ vmnicO vSwitch
Fl vmnic =
vmnic2 ~
vmnic3 =
vmnic4 -
@ vmnics -

Uplink:

Uplink 1

Uplink Port Group

Infra-DSwitch-DWUplink....

Back H Next l Finish Cancel
il
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9. Repeat this step for vmnici-3, assigning them to uplinks 2-4 in corresponding sequence.

[[7> Add and Manage Hosts ()
« 1 Selecttask Manage physical network adapiers
Add or remove physical network adapters to this distributed switch.
" 2 Selecthosts
i s FS Assign uplink ™ Resetchanges @ View sefings
Host/Pihysical Network Adapters 1 4 InUse by Swich Uplink Uplink Port Group
5 Manage VWkemel network g 10118421
SRR ~ On this switch
6 Analyze impact vmnicD (Assigned) vSwitch Uplink 1 Infra-DSwitch-0CvUplink..,
7T Readyto complete vmnic 1 (Assigned) - Uplink 2 Infra-DSwitch-CWUplink....
vmnic2 (Assigned) - Uplink 3 Infra-DSwitch-CvVUplink....
vmnic3 (Assigned) - Uplink 4 Infra-DSwitch-CvUplink..
+ On other switches/unclaimed
vmnic4 - - .
[ vmnics - - -
v g 10116422
On this switch
~ On other switches/unclaimed
vmnic0 vSwitch - -
vmnic 1 - - -
vmnic2 - - -
vmnic3 = E =
vmnic4 - - -
vmnics - - -
Back Next Cancel

10. Repeat these assignment for all additional ESXi hosts being configured.
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[[7> Add and Manage Hosts

w 1 Selecttask Manage physical network adapters

Add or remove physical network adapters 1o this distributed switch.
' 2 Selecthosts

w3 Select network adapter tasks
4 Manage physical network

S Assign uplink M Resetchanges @ View sefings

adapiers Host/Physical Network Adapters 1 & InUse by Switch Ulplink:
¢ Manage VWikemel network ~§ 10116421
S ~ On this switch
6 Analyze impact vmnicO (Assigned) vSwitchD Uplink 1
T Ready to complete vmnic1 (Assigned) - Uplink 2
vmnic2 (Assigned) == Uplink 3
vmnic3 (Assigned) - Uplink 4
+ On other switches/unclaimed
vmnic4 - -
[ vmnics - -

vﬂ 10.1.164.22
~ On this switch

Uplink Port Group

Infra-DSwitch-DWUplink. .,
Infra-DSwitch-DWVUplink....
Infra-DSwitch-DvUplink....
Infra-DSwitch-DvUplink....

Manage and assign VWikernel network adapters to the distributed switch.
2 Selecthosts

4 Manage physical network Select a destination port group to migrate them.
adapters

6 Analyze impact ~ g 10.1.164.21

7 Readyto complete On this switch
» On other switches

~ g 10116422

On this switch
= On other switches

Back

Assign port grou View seftings
, Manage VNkemel network o #8sign port group i g
ad'apbm Hostilkermel Metwork Adapters 1 & InUse by Swiich Sounce Port Group

[Fq vmkD vSwitchd Management Network Do not migrate

R vmko vSwitchD Management Network Do not migrate

Next

Destination Port Group

v
+ 3 Selectnetwork adapter asks A\ VMkernel network adapters with the waming sign might lose network connectivity unless they are migrated to the distributed switch.
\/

vmnicO (Assigned) vSwitchO Uplink 1 Infra-DSwitch-DWVUplink...
wvmnic1 (Assigned) - Uplink 2 Infra-DSwitch-DWVUplink....
vmnic2 {Assigned) = Uplink 3 Infra-DSwitch-DvUplink_...
vmnic3 (Assigned) - Uplink 4 Infra-DSwitch-DWUplink...
~ On other switches/unclaimed
vmnic4 - - -
vmnics — — —
Back Next Cancel
11. Click Next.
[[7> Add and Manage Hosts (?)
1 Selectiask Manage VMkemel network adapters
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12. Select the vmko of the first host and click the Assign port group option.

Assign destination port group
[ show all columns
¢ Q Filte -
MName
2 IB-Mgmt
|‘2.'1 viviotion
M o Finc - 2items [[3Copy~
oK Cancel

13. Select the IB-Mgmt destination port group and click OK.

14. Repeat this step for all additional hosts being configured.
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[ Add and Manage Hosts (2)
« 1 Selectiask Manage VMkemel network adapiers
Manage and assign WMkernel network adapters to the distributed switeh.
v 2 Selecthosts
v 3 Selectnetworkadaptertasks A\ \\kernel network adapters with the wamning sign might lose network connectivity unless they are migrated to the distributed switch
v 4 Manage physical network Select a destination port group to migrate them
adaptiers
. Assign port group # Editadapter W Resetchanges (@ \View settings
5 Manage Wkemel network 2
ada DK!I‘S Host"/Mkemel Network Adapters 1 & InUse by Swiich Source Port Group Destination Port Group
6 Analyze impact ~ ¥ 10.1.164.21
7 Readyto complete ~ On this swilch
[ vmk0 (Reassigned) vSwitcho Management Network I1B-Mgmt
On other switches
- 10118422
~ 0On this switch
4 vmkD (Reassigned) vSwitchQ Management Network IB-Mgmt
On other switches
Back Next Cancel
15. Click Next.
16. Click Next past Analyze impact.
[> Add and Manage Hosts (7)
v 1 Selectiask Readyi comples
Review your settings selections before finishing the wizard.
+" 2 Selecthosts
D LEEET B Number of managed hosts
v Manage physical network .
4 adapters Haosts to add: 2
v 5 Manage VMkemel network Number of network adapters for update
adapters Physical network adapters: g
" 6 Analyze impact Reassigned ViMkemel network 2
adapters
4 7 Readyto complete
Back Finish Cancel
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17. Review the settings and click Finish to apply.

18. Similar to the steps followed for adding the Infra-DSwitch vDS, within the Networking tab of the Navigator
window, right-click the App-DSwitch vDS and select Add and Manage Hosts...

vmware* vSphere Web Client fi= U | Administrator@VSPHERELOCAL ~ | Help ~
Navigator X | AppDswitch | 2 & [ &2 ¢» | Ghactons ~ b
4 Back j Getting Started | Summary Monitor Configure  Permissions Ports Hosts VMs  Networks
P @ 8 |a (]
w (3 pure-vc-65.earthquakes.cisco.com Whatis a Distibuted Switch?
v [In FlashStack-vs| Adistributed switch acts as a single virual
@ VM Network switch across all assoclated hosts. This
allows virtual machines.to maintain
& Actions - App-DSwitch in as they
& Ap-201 Distributed Port Group »
& APp-202 i Add and Manage Hosts... bnfiguration
&App-203 42 Migrate VMs to Another Network...  iparttakes
App-DSwitch-DVUE here
=2 Ungrace * d, and hosts
v g Infra-DSwitch dded t
Settings » Pdedh
2 18-Mgmt nd part takes
S infraDSwitch-DVUY)  Move To... Jpipotsand
lated with
2, vMotion Rename. ugh individual
Tags & Custom Attributes » Frusing host
iceatthe
Alarms » bal machine
#d port groups
Delete machine NIC
] machine

Y
networking from the distributed switch itself.

Basic Tasks Explore Further
[ Add and manage hosts Leamn more about distributed
&2 Manage this distributed switch switches
%, Create a new port group Leam how to set up a network with a

distributed switch

19. Leave Add hosts selected and click Next.

([ Add and Manage Hosts ()
1 Selecttask Selecttask
Select a task to perform on this distributed switch.
2 Select hosts
3 Select network adapter tasks (=) Add hosts
A Manage physical network Add new hosts to this distributed switch.
adapiers () Manage host networking
5 Manage VMkemel network Manage networking of hosts attached to this distributed switch.
adapters -
_ (_) Remowe hosts
6 Analyze impact Remaove hosts from this distributed switch.
7 Ready to complete
() Add hostand manage host networking (advanced)
Add new hosts and manage networking of hosts already attached to this disfributed switch. Use
this option to unify the network configuration of new and existing hosts.
B Next Cancel

20. Click the green +icon next to New hosts...
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Add and Hosts

Selecthosts

~ 1 Selecttask
Select hosts to add to this distributed switch.

2 Selecthosts

3 Selectnetwork adapter tasks

o= New hosts... { Remove
4 :’dﬂanggfsuhvsml network ot [
Manage VMkemel network This list is empty.
adapters

6 Analyze impact
7 Ready to complete

N multiple hosts (template mode). o

Configure identical network settl

Back ] Next J Finish Cancel 'JI

21. Inthe Select new hosts pop-up that appears, select the hosts to be added, and click OK to begin joining them to
the vDS.

@ Incompatible Hosts I:Q Filter
[ Hest Host State Cluster

M [ 10.1.164.21 Connected (maintenance mode) [ Production
[+ B 10.1.164.22 Connected (maintenance mode) [P Production

2items [{yCopy~

ok || camel

22. Click Next.
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[[7> Add and Manage Hosts (7)

' 1 Selectiask Selecthosts
Select hosts to add to this distributed switch.

2 Selecthosts

3 Selectnetwork adapter tasks

o New hosts.
4 Host Host Status
- Manage VMkemel network B (New) 10.1.154.21 Connected (maintenance mode)
® adapters | (New) 10.1.164.22 Connected (maintenance mode)

6 Analyze im

7 Readyto complete

|:| Configure identical network settings on multiple hosts (template mode). i ]

Back Next Cancel

23. Leave Manage physical adapters selected and unselect Manage VMkernel adapters.

[[7> Add and Manage Hosts (3)

Select network adapter tasks
Select the network adapter tasks to perform.

v 1 Selectiask

" 2 Selecthosts

U TSl (] Manage physical adapters

cal network Add physical network adapters to the distributed switch, assign them to uplinks, or remove existing
ones

5 Analyze imf

[[] Manage WMkemel adapters
Add or migrate VMkernel network adapters to this distributed switch, assign them to distributed port

6 Ready o complete
groups, configure VMkemel adapter settings, or remove existing ones.

[_] Migrate vimual machine networking
Migrate VM network adapters by assigning them to distributed port groups on the distributed
switch

Sample distributed switch

VMkernel port group Manage physical

v VMkernel ports adapters
[ vmik B '
WM port group
v Virtual Machines
& vm B
Back Next Cancel

24. Click Next.

25. Select vmnic4 from the Host/Physical Network Adapters column and click the Assign uplink option.
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Uplink 2

(Auto-assign)

26. Leave Uplink 1 selected and click OK.

[ ok Ccancel

v 1 Selecttask
v 2 Selecthosts

+ 3 Selectnetwork adapter tasks

Manage physical network
adapters

5 Analyze impact

4

6 Readyto complete

Manage physical network adapters
Add or remove physical network adapters to this distributed switch.

[ Assign uplink W Resetchanges @ View setiings

Host/Physical Network Adspters
~ ¥ 10.1.184.21
~ On this switch
v On other switches/unclaimed
@ vmnicO
@ vmnic1
vmnic2
. vmnic3
[ vmnic5
- ﬂ 10.1.164.22
On this switch
~ On other switches/unclaimed
@ vmnic0
[ vmnic1
W vmnic2
@ vmnic3
[ vmnic4
[ vmnics

1a InUse by Swich Uplink

Infra-DSwitch -
Infra-DSwitch -
Infra-DSwitch -
Infra-DSwitch -

Infra-DSwitch -
Infra-DSwitch =
Infra-DSwitch -
Infra-DSwitch -

27. Repeat this step for vmnics, assigning it to uplink 2, then perform these same steps for vmnic4 and vmnics for all

remaining ESXi hosts to be configured.
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7> Add and Manage Hosts

Manage physical network adapters
Add or remove physical network adapters to this distributed switch.

v 1 Selecttask
v 2 Selecthosts

V' 3 Selectne Sk Assxgn uplink w™ Resetchanges O\Aew setings

4 Manage physical network
adapters Host/Physical Network Adspters 1 a InUse by Switch Uplink Uplink Port Group

~ g 10118421
v On this switch

5 Analyze impact

6 Readyto complete

vmnic4d (Assigned) - Uplink 1 App-DSwitch-DVUplinks

@ vmnicS (Assigned) - Uplink 2 App-DSwitch-DVUplinks..
~ On other switches/unclaimed

vmnic0 Infra-DSwitch = -

vmnic1 Infra-DSwitch i =

vmnic2 Infra-DSwitch - -

[ vmnic3 Infra-DSwatch - -

- ﬂ 10.1.164.22
On this swifch

4

vmnic4 (Assigned) - Uplink 1 App-DSwitch-DVUplinks..
vmnicS (Assigned) - Uplink 2 App-DSwitch-DVUplinks...
v On other switches/unclaimed
vmnic0 Infra-DSwitch - =
vmnic 1 Infra-DSwitch - -
vmnic2 Infra-DSwitch - -
@ vmnic2 Infra-DSwitch - -
Back Next Cancel

28. Click Next.

29. Click Next past Analyze impact.

[I7> Add and Manage Hosts (?)
v 1 Selecttask Readyt complete
Review your settings selections before finishing the wizard.

~ 2 Selecthosts
Y emE R Number of managed hosts
v o4 r::sgfs""“"‘al network Hosts to add: 2
+ 5 Analyze impact Number of network adapters for update

Physical network adapters: 4
¥4 6 Readyio complete

Batk Nex Finish Cancel

30. Review the settings and click Finish to apply.
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Create vMotion VMkernel adapters

A vMotion VMkernel adapter will be created for FlashStack infrastructure to keep vMotion traffic independent of
management traffic. To create the vMotion VMKernel adapters, perform the following steps:

1. From the Hosts and Clusters, drill down to the first host and select the Configure tab for that host.

2. Select the VMkernel adapters option within the Networking section of Configure.

vmware' vSphere Web Client  #= U | Administralor@VSPHERELOCAL ~ | Help~ |
Navigator X @rorte421 | i By (b 1) [ | @ Actons ~ |== ]
<4 Back Getting Started  Summary  Monitor | Configure | Permissions VMs Datastores Networks  Update Manager ;
F - g
I =] =
| @ =2 e «“ VMkemel adapiers s
(5 pure-vc-65 earthquakes cisco.com Bl
~ By FlashStack-Vs| LU g @ Oy (@ Filte - |8
St Adapls e e a
~ [ Production Sk Device Natwork Label Swich P Address. TCP/IP Stack WMogan Provsioning  FTlogging  Managemeni &
= 642
Z 10.1.164.21 (maintena... Storage Devices Mk é IB-Mgmt Infra-DSwitch 10.1.164.21 Default Disabled Disabled Disabled Enabled
B 10.1.164.22 (maintena. Datsetores

Host Cache Configuration
Protocol Endpoints
VO Filters
+ Networking
Virtual switches. 3 i 0
Physical adapters
TCPIP configuration
Advanced
+ Virtual Machines
'VM Startup/ Shutdown
Agent VM Settings
Swap file location
Default VM Compatibility
~ System
Licensing No items selected
Host Profile
Time Configuration
Authentication Services
Certificate
Power Management
Advanced System Settings
System Resource Reservation
Security Profile

Svstem Swap
El £

3. Clickthe first icon under VMkernel adapters to Add host networking.
4. Leave the connection type selected as VMkernel Network Adapter and click Next.

5. Select Browse with Select an existing network selected.
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Select Network (x)
c ter -
Mama Distributed Switch
& App-201 App-DSwitch
& App-202 App-DSwitch
o App-203 App-DSwitch
&, 1B-Mgmt Infra-DSwitch
% wviMotion Infra-DSwitch

M (o Find - | 5items [[5Copy -

ok || cancel |

6. Pickthe vMotion network from the list shown and click OK.

181



vSphere Deployment

[ 10.1.164.21 - Add Networking (3)
+ 1 Selectconnection type Select@rget device
Select a target device for the new connection.
2 Select tamet device
3 Connection setlings () Selectan existing network
3a Port properties [ Browse... |

3b IPvd settings

() Select an existing standard switch
4 Readyto complete

(_) New standard switch

Back Next Fin Cancel
7. Click Next.
[ 10.1.164.21 - Add Networking (Z) »
+ 1 Select connection type Portpropertes
Specify Vivkernel port settings.
W 2 Selecttarget device
3 Connection setiings VMkemel port setiings
3a Port properiies
Network label:
3b IPv4 settings
4 Readyto complete TCPIIP stack: | Default RAK:
Available services
Enabled services: ] ¥Motion
[ Provisioning
] Fault Tolerance logging
[] Management
[] vaphere Replication
[] vSphere Replication NFC
] vsan
Back Next Fin Cancel |

8. Select the vMotion from the Available services and click Next.
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[ 10.1.164.21 - Add Networking

+ 1 Select connection fype
+ 2 Select target device

3 Connection settings
1% 3a Port properties

3b IPv4 settings

4 Ready to complete

IPv4 settings

Specify VMkernel IPv4 setfings.

(_) Obtain IPv4 settings automatically

(#) Use static IPv4 settings
IPvd address:
Subnet mask:

Default gateway:

DNS server addresses:

0.1 .15 . 21
255 .255.255. 0

[] override default gateway for this adapter

10.1.164.9

Back Next Cancel
9. Provide and IP address and subnet mask within the vMotion network. Click Next.
[ 10.1.164.21 - Add Networking ) »
+ 1 Select connection type Ready to complete
Review your settings selections before finishing the wizard.
+ 2 Selecttarget device
3 Connection settings Distributed port group: vMotion

v 3a Port properties Distributed switch: Infra-DSwitch
v 3b IPvd settings TCPIIP stack: Default

viMotion: Enabled
i 4 Ready to complete L )

Provisioning: Disabled

Fault Tolerance logging: Disabled

Management: Disabled

vSphere Replication: Disabled

vSphere Replication NFC: Disabled

VSAN: Disabled

IPv4 settings

IPv4 address: 10.1.15.21 (static)
Subnet mask: 2552552550
Back Finish Cancel
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10. Review the settings and click Finish to create the VMkernel adapter.

11. Select the newly created vMotion VMkernel adapter.

© | Adminis SPHERELOCAL = | Help ~

4 Back  » Summary Ilnrlimlconmumanrmissinnl VMs Datastores Networks Update Manager

o a 4

$5a1001d U UOM (D) [y,

J “ VMkernel adapters

w (3 pure-ve-65.eanthquakes.cisco.c...
+ [ Flashstack-vs1 v Storage @ X [y (@ Fiter o)
» 0 Hamess-u3 e Device Metwork Label Switch IP Address TCPAP Stack wMation Provisioning  FT Lopging  Mansgement  vSphers Rep.. vGphe
Qs o= k0 2 1B-Mgmt & Infra-DSwitch 10.1.164.21 Default Disabled  Disabled  Disabled  Enabled  Disabled  Disa
:g::mmm Dedastosss k1 2 vMotion = Infra-DSwitch 101.45.21 Default Enabled  Disabled  Disabled  Disabled  Disabled  Disa

1 (mainten Host Cache Configuration
[8 10.1.164.22 (mainten... Protocol Endpoints.
IO Filters
 Networking

0
Virtual switches

R ——

Physical adapters
All ‘ Properties  IP Seftings  Policies
TCPAP configuration
Advanced Port properties =
Network Iabel viotion
~ Virtual Machines
TCPAP stack Default
B ke Enabled senvices wiotion
Agent VM Settings |Pd settings
Swap file location DHCP Disabled
Default VM Compatibility 1Pv4 address 10.1.15.21 (static)
 System Subnet mask 255255.255.0
e Default gateway 10.1.164.254
DNS server agdresses 10.1.164.9
Time Configuration
Authentication Ses HIC settings
en vices
MAC address 00:50:56:6a:e0:bb
Certificate WU 1500
Power Management security
Advanced System Settings. Promiscuous mode: Reject
System Resource Reservation MAC address changes. Rejedt
Secuiily Profiie Forged Iransmits: Reject
System Swap Ingress traffic shaping
Host Profile Status: Disabled
Average bandwidin -
v Hardware Peak bandwidth - B
Processors
—— @&

12. Click the pencil icon to Edit settings for the VMkernel adapter.

13. Select the NIC Settings option and change the MTU from 1500 to gooo.
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wmk1 - Edit Settings

Port properties MTU: soop I
-
IPvd setfings

Analyze impact

OK Cancel

14. Click OK to save the changes.

15. Repeat these steps to create and adjust vMotion VMkernel adapters for each additional ESXi host.

Cisco UCS Manager Plug-in for VMware vSphere Web Client

The Cisco UCS Manager Plug-in for VMware vSphere Web Client allows administration of UCS domains through the
VMware's vCenter administrative interface. The capabilities of the plug-in include:

View Cisco UCS physical hierarchy

View inventory, installed firmware, faults, power and temperature statistics
Map the ESXi host to the physical server

Manage firmware for Cisco UCS B and C series servers

Launch the Cisco UCS Manager GUI

Launch the KVM consoles of UCS servers

Switch the existing state of the locator LEDs

The installation is only valid for VMware vCenter 5.5 or higher, and will require revisions of .NET Framework 4.5 and
VMware PowerCLI 5.1 or greater.

Cisco UCS Manager Plug-in Installation

To begin the plug-in installation on a Windows system that meets the previously stated requirements, complete the
following steps:
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1. Download the plugin and registration tool from:
https://software.cisco.com/download/release.htm|?mdfid=286282669&catid=282558030&softwareid=286282010
&release=2.0.3

2. Place the downloaded ucs-vcplugin-2.0.3.zip file on an accessible web server previously used for hosting the
VMware ESXi ISO.

3. Extract the Cisco_UCS_Plugin_Registration_Tool_1_1_3.zip and open the executable file within it.
4. Leave Register Plugin selected for the Action, and fill in:

a. IP/Hostname
b. Username
c. Password

d. URL that plugin has been uploaded to
E|

{ = Cisco UCS Plugin Registration Tool v1.1.3

This tool registers junregisters the Cisco IUCS Plugin for VMware vSphere Web Client i
cisco

Action

' Register Plugin " Unregister Plugin

vCenter Details

IP/Hostname |1u. 1.164.200

Username Iadministra‘mr @vsphere.local

EEEEEEETE

Password I

Plugin Location

URL of the plugin location in HTTP/HTTPS server
Ex: https://10. 10, 10, 1/pluginsfucs-veplugin-1.0, 1.zip

Ihtm:,fflgz. 168, 164, 155/software fucs-veplugin-2.0.3.zp|

Submit Cancel

5. A pop-up will appear explaining that ‘allowHttp=true’ will need to be added to the webclient.properties file on the
VCSA in the Jetc/vmware/vsphere-client directory.
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| Information E3

B You have provided a HTTP URL. For Cisco UCS Plugin to download
' | through HTTP during vSphere Web Client launch, ‘allowHttp=true’
—  must be added in file ‘webdient.properties’ located in below path

File location for vSphere Web Client 6.x and above releases:
Windows: C:\\ProgramData\\VMware\\vCenterServer\\cfg
\\vsphere-dient

vCenter Server Appliance: [etc/vmware fvsphere-client

File location for vSphere Web Client 5.x releases:
Windows: C:\\ProgramData\\VMware\\vSphere Web Client
vCenter Server Appliance: fvar/lib/vmware/vsphere-dient

6. Take care of this issue after the plugin has been registered, click OK to close the Information dialogue box.

7. Click Submit to register the plugin with the vCenter Server Appliance.

8. Toresolve the change needed for the HTTP download of the vSphere Web Client launch, connect to the VCSA with
ssh using the root account and edit /etc/vmware/vsphere-client/webclient.properties to add “allowHttp=true” or

type:

‘echo "allowHttp=true’ >> /etc/vmware/vsphere-client/webclient.properties

# This will add “allowHttp=true” to the end of the webclient.properties file. Make sure to use two greater than sym-
bols ">>" to append to the end of the configuration file, a single greater than symbol will replace the entire pre-
existing file with what has been sent with the echo command.

9. Rebootthe VCSA.

FlashStack UCS Domain Registration

Registration of the FlashStack UCS Domain can now be performed. The account used will correlate to the permissions
allowed to the plugin, admin will be used in our example, but a read only account could be used with the plugin if that was
appropriate for the environment.

To register the UCS Domain, complete the following steps:

1. Opening up the vSphere Web Client.

2. Select the Home from the Navigator or drop-down options, and double-click the Cisco UCS icon appearing in the
Administration section.
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vmware- vSphere Web Client fi= {) | Adminisirator@VSPHERELOCAL ~ | Help~ |
Navigator X | (i} Home £
L iG]
4 Back b ( =
Bac 1 Home} =
I - -
—_— E)
) Hosts and Clusters > . 5
G 5| @ @ @m @ 2 O
B storage > Hosts and ‘WMs and Storage Networking Content Global Pure Storage
@ Networking > Clusters Templates Libraries Inventory Lists 254
Content Libraries >
Operations and Policies
[& Global Inventory Lists >
Palicies and Profil T
s Sl B B OB O® &
& Update Manager >
TaskConsole  EventConsole  HostProfiles VM Storage Customization Update
% Administration > Policies Specification Manager
Manager
AT Administration
T4 Bwents
cmeeen | & R s m [ A |0
2 > Roles o Spen, Licensing Sustomer St CiscoUCS erter
onfiguration rience erations upp
E S > Improvement ... Manager Assistant

Plug-ins for Installation

@ O
Hybrid Cloud wRealize
Manager Orchestrator

3. Click the Register button and provide the following options in the Register UCS Domain dialogue box that appears:

a. UCS Hostname/IP

b. Username

c. Password

d. Port (if different than 443)

e. Leave SSL selected and click the Visible to All users option

Register UCS Domain ()
UCS Hostname/P* 192.168.164.50

Username* admin

Password® Wobinkebl

Port* 443

ssL ™

Visible to All users o

[ OK ] [ Cancel ]

4. Click OK to register the UCS Domain.

Using the Cisco UCS vCenter Plugin

The plugin can now enable the functions described at the start of this section by double-clicking the registered UCS
Domain:
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vmware* vSphere Web Client

f=

U | Administrator@vSPHERELOCAL ~ | Heip ~ | (CIEEEel

‘

| Navigator Ly

4 Back
£} Home

IfJ Hosts and Clusters
| VMs and Templates

Cisco UCS Management Center

| Home | Proaciive Ha Registration

Registered UCS Domains

Al
cisco

Plugin Version: 20(3)

swalaQ wasey (B (B

[ storage

& Networking

Content Libraries

[55 Global Inventory Lists

Connection State

t

Port Visible to All users

443

UCS Hostname/P Usemame

A 192188.164.50

9 8

admin ol

ssaif0ig UpoM (0)

% Policies and Profiles
(&, Update Manager

Vi ivvivevvv vy

&% administration

[] Tasks
[T Events

7 Tags & Custom Aftributes

@ New Search
[ saved Searches

% Pure Storage

This will display a view of the components associated to the domain:

[l @ searcn b

U | Administrator@SPHERELOCAL ~ | Help ~

=

vmware* vSphere Web Client

[ Navigator l“ 00086332 L) | B} Acions ~ 7
]
Summary | Monitor Manage Related Objects =
bb08-6332 E
W Chassis 1 bb08-6332 Fault Summary ;
. i 0Ts A1 AT |8
= Rack Mounts 0 Verson 32(1d) BoTEAT A £
. Virual Pué Address:  182.168.164.50 H
8 Fabric Inferconnects - HA Configuration cluster
Chassis: 1
ESXi Servers: & W0
Hon-ESXi Servers w2 @0
Vs 37 alaln
cisco

Selecting within the chassis or rack mounts will provide a list of ESXi or non-ESXi servers to perform operations on the

following:
vmware* vSphere Web Client A= U | Administrator@VSPHERELOCAL » | Help
Navigator X | chassis1 | {gjActions v
4 Back _|| Summary Monitor Manage | Related Objects
bb04-6332
=) Chassis )| (EEEE co senver: |
¥ Rack Mounts (2] Filter
Create S.. & Manage Bl # Manage H :ﬁmsassoc {3 Actions ~ (Q Filter -
I Fabric Interconnects m Name Model Vendor Associaton Service Profile
Chassis blade-3 UCSE-B200-M4 Cisco Systems Inc associated org-rootis-VM-
I . i 2
I blade-4 UCSB-B200-M4 Cisco Systems Inc associated org-rootis-ViM-
blade-1 UCSE-B200-M4 Cisco Systems Inc associated org-roovorg-FP
blade-2 UCSB-B200-M4 Cisco Systems Inc associated org-rootiorg-FP
blade-6 UCSB-B200-M4 Cisco Systems Inc none
blade-5 UCSB-B200-M4 Cisco Systems Inc associated org-rootis-Win-
blade-8 UCSE-B200-M5 Cisco Systems Inc associated 0rg-roois-Vm-
[
‘ y
I M 7 Objects [3 Export [ Copy~

In addition to viewing and working within objects shown in the UCS Plug-in’s view of the UCS Domain, direct access of UCS
functions provided by the plugin can be selected within the drop-down options of hosts registered to vCenter or within the
Summary page of the ESXi host:
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£ 1046420 B [ [ 1) [B | {Ehadions ~

il
Iq

Getting Started | Summary | Monitor Configure Permissions VMs Datastores Networks Update Manager

10.1.164.21 cPU FREE: 83.93 GHz
. SXL 6.5 93 |
Hypervisor: Vhiware ESX), 6.5.0, 5969303 TS T
Model Cisco Systems Inc UCSB-B200-M5
MEMORY FREE: 378.34 6B
Processor Type,  Intel(R) Xeon{R) Platinum 8153 CPU @ 2.00GHz g
Logical Processars: 32 USED: 4.16 GB CAPACITY: 282.50 GB
NICs: 3 STORAGE FREE: 3.00 TB
Virtual Machines: o USED: 4,50 GB CAPACITY. 300 TR
State: Connected
Uptime: 19 hours
*  Hardware 01 | * Configuration =]
~ Tags 0 | = Custom Attributes [m]
Assigned Tag Category Descaription Atribute Value
This listis empty. AutoDeploy.Ma,
Assign. Edit..|
~ Related Objects 0 | * update Manager Compliance (]
Cluster I}, Production Status -
Scan ... Detailed Status
= CiscoUCS m] I
ucs bb08-6232
Server Location 1M
uuio 5aafe78e-7226-11e7-0000-00000000000a
Service Profile org-rootls-VM-Host-FC-01
Serial FCH21147T4W
Overall Status t ok

|| ceuncn km ][ Launcn ucsm | (@ Tum Locatorepon | et

cisco

For full

installation instructions and usage information, please refer to the Cisco UCS Manager Plug-in for VMware vSphere

Web Client User Guide at:
http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/sw/vmware tools/vCenter/vCenter Plugin User Guide/2x/b

vCenter_2x.html

Pure Storage Best Practices for vSphere

The Pu

re Storage FlashArray has very few necessary best practice changes for VMware ESXi. There are, though, a few

requirements and considerations:

Virtual Disk Types: Pure Storage recommends thin type virtual disks for the majority of virtual machines. Thin virtual
disks are the most flexible and provide benefits such as in-guest space reclamation support. For virtual machines
that demand the lowest possible latency with the most consistent performance, eagerzeroedthick virtual disks
should be used. The use of zeroedthick (aka “lazy” or “sparse”) is discouraged at all times.

Virtual Machine SCSI adapter: Pure Storage recommends using the Paravirtual SCSI adapter in virtual machines to
provide access to virtual disks/RDMs. The Paravirtual SCSI adapter provides the highest possible performance levels
with the most efficient use of CPU during intense workloads. Virtual machines with small /O requirements can use
the default adapters if preferred.

Volume sizing and volume count: Pure Storage has no recommendations around volume sizing or volume count. The
FlashArray volumes have no artificially limited queue depth, not on the volume level or the port level. A single
volume can use the entire performance of the FlashArray if needed. In the case of very large volumes, or volumes
serving intense workloads it might be necessary to increase internal queues inside of ESXi (HBA device queue,
Disk.SchedNumReqOutstanding, virtual SCSI adapter queue).
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e VMFS-6 is the recommended datastore type to enable automatic Run Space Reclamation (UNMAP) to ensure the
FlashArray capacity usage accurately reflects the actual usage inside of VMware.
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Configuration Example Files

Cisco Nexus 93180YC-EX A

version 7.0(3)I5(2)

switchname b19-93180-1

vdc b19-93180-1 id 1
limit-resource vlan minimum 16 maximum 4094
limit-resource vrf minimum 2 maximum 4096
limit-resource port-channel minimum O maximum 511
limit-resource udroute-mem minimum 248 maximum 248
limit-resource ubroute-mem minimum 96 maximum 96
limit-resource md4route-mem minimum 58 maximum 58
limit-resource mé6route-mem minimum 8 maximum 8

cfs eth distribute
feature interface-vlan
feature lacp

feature vpc

username admin password 5 $5$JXKeJeBtS$SAiT5ys/yITyKSs1QRZJOMX1AiaE160K89W5IwJ4r9g7 ro

le network-admin

ip domain-lookup

system default switchport

copp profile strict

snmp-server user admin network-admin auth md5 0x6a85fb275aedd28f4481cea9cd8724el priv
0x6a85fb275aedd28f4481cea9cd8724el localizedkey

rmon event 1 log trap public description FATAL(1l) owner PMON@FATAL

rmon event 2 log trap public description CRITICAL(2) owner PMONQ@CRITICAL

rmon event 3 log trap public description ERROR(3) owner PMON@ERROR

rmon event 4 log trap public description WARNING (4) owner PMON@WARNING

rmon event 5 log trap public description INFORMATION (5) owner PMON@INFO

ntp server 192.168.164.254 use-vrf management

ntp source 10.1.164.13

ntp master 3

vlan 1-2,115,200-203

vlan 2

name Native-VLAN
vlan 115

name IB-MGMT-VLAN
vlian 200

name vMotion-VLAN
vlan 201

name VM-Appl-VLAN
vlan 202

name VM-App2-VLAN
vlan 203

name VM-App3-VLAN

spanning-tree port type edge bpduguard default
spanning-tree port type edge bpdufilter default
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spanning-tree port type network default
vrf context management

ip route 0.0.0.0/0 192.168.164.254
port-channel load-balance src-dst lé4port
vpc domain 10

peer-switch

role priority 10

peer-keepalive destination 192.168.164.14 source 192.168.164.13

delay restore 150

peer—-gateway

auto-recovery

ip arp synchronize

interface Vlanl

interface Vlanll5
description In-Band NTP Redistribution Interface VLAN 115
no shutdown
no ip redirects
ip address 10.1.164.13/24
no ipvé redirects

interface port-channelll
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115,200-203
spanning-tree port type network
vpc peer-link

interface port-channell5l
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115,200-203
spanning-tree port type edge trunk
mtu 9216
load-interval counter 3 60
vpc 151

interface port-channell52
description UCS 6332-16UP-2 FI
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115,200-203
spanning-tree port type edge trunk
mtu 9216
load-interval counter 3 60
vpc 152

interface port-channell53
description Mgmt Switch
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115
spanning-tree port type network
mtu 9216
vpc 153
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interface port-channellb54
description Mgmt Switch
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115
spanning-tree port type network
mtu 9216
vpc 154

interface Ethernetl/1
description vPC peer-link connection to b19-93180-2 Ethernetl/1
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115,200-203
channel-group 11 mode active
no shutdown

interface Ethernetl/2
description vPC peer-link connection to b19-93180-2 Ethernetl/2
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115,200-203
channel-group 11 mode active
no shutdown

interface Ethernetl/3

interface Ethernetl/4

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernetl/9
Ethernetl1l/10
Ethernetl/11
Ethernetl/12
Ethernetl/13
Ethernetl/14
Ethernetl/15
Ethernetl/16
Ethernetl/17
Ethernetl1/18

Ethernetl/19
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interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface

interface

Ethernetl1/20
Ethernetl/21
Ethernetl/22
Ethernetl/23
Ethernetl/24
Ethernetl/25
Ethernetl/26
Ethernetl/27
Ethernetl/28
Ethernetl1l/29
Ethernetl1/30
Ethernetl/31
Ethernetl/32
Ethernetl/33
Ethernetl/34
Ethernetl/35
Ethernetl/36
Ethernetl/37
Ethernetl1/38
Ethernetl/39
Ethernetl1/40
Ethernetl/41
Ethernetl/42
Ethernetl/43
Ethernetl/44
Ethernetl/45
Ethernetl/46
Ethernetl/47

Ethernetl/48
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interface Ethernetl1/49
interface Ethernetl/50

interface Ethernetl/51
description vPC 151 connection to UCS 6332-16UP-1 FI Ethernetl/33
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115,200-203
mtu 9216
load-interval counter 3 60
channel-group 151 mode active
no shutdown

interface Ethernetl/52
description vPC 152 connection to UCS 6332-16UP-2 FI Ethernetl/33
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115,200-203
mtu 9216
load-interval counter 3 60
channel-group 152 mode active
no shutdown

interface Ethernetl/53
description vPC 153 connection to Upstream Network Switch A
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115
mtu 9216
channel-group 153 mode active
no shutdown

interface Ethernetl/54
description vPC 154 connection to Upstream Network Switch B
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115
mtu 9216
channel-group 154 mode active
no shutdown

interface mgmtO
vrf member management
ip address 192.168.164.13/24
line console
line vty
boot nxos bootflash:/nxos.7.0.3.I5.2.bin
ip route 0.0.0.0/0 10.1.164.254

Cisco Nexus 93180YC-EX B

version 7.0(3)I5(2)
switchname b19-93180-2
vdc b19-93180-2 id 1
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limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource

vlan minimum 16 maximum 4094
vrf minimum 2 maximum 4096
port-channel minimum O maximum 511

udroute-mem
ubroute-mem
mdroute-mem
moroute-mem

minimum
minimum
minimum
minimum

248 maximum 248
96 maximum 96
58 maximum 58

8 maximum 8

cfs eth
feature
feature
feature

distribute
interface-vlan
lacp

vpc

username admin password 5 $5$D2EmPIzjS$QAlwjzc/KcandBmhkr9rkukM88F6DPxCJi02YjJ2TXVE8 ro

le network-admin

ip domain-lookup

system default switchport

copp profile strict

snmp-server user admin network-admin auth md5 O0xff46f80beea%9e51b005db0c£f74071b95 priv
O0xff46£80beeca%9e51b005db0cf74071b95 localizedkey

rmon event 1 log trap public description FATAL (1) owner PMONW@FATAL

rmon event 2 log trap public description CRITICAL (2) owner PMONW@CRITICAL

rmon event 3 log trap public description ERROR(3) owner PMONW@ERROR

rmon event 4 log trap public description WARNING (4) owner PMONQ@WARNING

rmon event 5 log trap public description INFORMATION (5) owner PMON@INFO

ntp server 192.168.164.254 use-vrf management

ntp source 10.1.164.14

ntp master 3

vlan 1-2,115,200-203

vlan 2

name Native-VLAN
vlian 115

name IB-MGMT-VLAN
vlan 200

name vMotion-VLAN
vlan 201

name VM-Appl-VLAN
vlan 202

name VM-App2-VLAN
vlan 203

name VM-App3-VLAN

spanning-tree port type edge bpduguard default
spanning-tree port type edge bpdufilter default
spanning-tree port type network default
vrf context management

ip route 0.0.0.0/0 192.168.164.254
port-channel load-balance src-dst lé4port
vpc domain 10

peer-switch

role priority 20

peer-keepalive destination 192.168.164.13 source 192.168.164.14

delay restore 150

peer-gateway

auto-recovery

ip arp synchronize
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interface Vlanl

interface Vlanll5
description In-Band NTP Redistribution Interface VLAN 115
no shutdown
no ip redirects
ip address 10.1.164.14/24
no ipvé redirects

interface port-channelll
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115,200-203
spanning-tree port type network
vpc peer-link

interface port-channell5l
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115,200-203
spanning-tree port type edge trunk
mtu 9216
load-interval counter 3 60
vpc 151

interface port-channell5?2
description UCS 6332-16UP-2 FI
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115,200-203
spanning-tree port type edge trunk
mtu 9216
load-interval counter 3 60
vpc 152

interface port-channell53
description Mgmt Switch
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115
spanning-tree port type network
mtu 9216
vpc 153

interface port-channell54
description Mgmt Switch
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115
spanning-tree port type network
mtu 9216
vpc 154

interface Ethernetl/1
description vPC peer-link connection to b19-93180-1 Ethernetl/1
switchport mode trunk
switchport trunk native vlan 2
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switchport trunk allowed vlan 115,200-203
channel-group 11 mode active
no shutdown

interface Ethernetl/2
description vPC peer-link connection to b19-93180-1 Ethernetl/2
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115,200-203
channel-group 11 mode active
no shutdown

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernetl/9
Ethernetl/10
Ethernetl/11
Ethernetl/12
Ethernetl/13
Ethernetl/14
Ethernetl/15
Ethernetl/16
Ethernetl/17
Ethernetl/18
Ethernetl1/19
Ethernetl1/20
Ethernetl/21
Ethernetl/22
Ethernetl/23
Ethernetl/24

Ethernetl/25
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interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface

interface

Ethernetl/26
Ethernetl/27
Ethernetl/28
Ethernetl/29
Ethernetl1l/30
Ethernetl/31
Ethernetl/32
Ethernetl/33
Ethernetl/34
Ethernetl/35
Ethernetl/36
Ethernetl/37
Ethernetl1/38
Ethernetl/39
Ethernetl/40
Ethernetl/41
Ethernetl/42
Ethernetl1/43
Ethernetl/44
Ethernetl/45
Ethernetl/46
Ethernetl/47
Ethernet1/48
Ethernetl/49
Ethernetl/50

Ethernetl/51

description vPC 151 connection to UCS 6332-16UP-1 FI Ethernetl/34
switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan 115,200-203

mtu 9216

load-interval counter 3 60

channel-group 151 mode active
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no shutdown

interface Ethernetl/52
description vPC 152 connection to UCS 6332-16UP-2 FI Ethernetl/34
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115,200-203
mtu 9216
load-interval counter 3 60
channel-group 152 mode active
no shutdown

interface Ethernetl/53
description vPC 153 connection to Upstream Network Switch A
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115
mtu 9216
channel-group 153 mode active
no shutdown

interface Ethernetl/54
description vPC 154 connection to Upstream Network Switch B
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 115
mtu 9216
channel-group 154 mode active
no shutdown

interface mgmtO
vrf member management
ip address 192.168.164.14/24
line console
line vty
boot nxos bootflash:/nxos.7.0.3.I5.2.bin
ip route 0.0.0.0/0 10.1.164.254

Cisco MDS 9148S A

version 6.2 (21)
power redundancy-mode redundant
feature npiv
feature fport-channel-trunk
role name default-role
description This is a system defined role and applies to all users.
rule 5 permit show feature environment
rule 4 permit show feature hardware
rule 3 permit show feature module
rule 2 permit show feature snmp
rule 1 permit show feature system
username admin password 5 $5$VAP11/1.S$7MBrRrPUWwxvuc5NSN19b2vv4NS5yc09sFrofJ/6vgK3 role
network-admin
ssh key rsa 2048
ip domain-lookup
ip host mds-9148s-a 192.168.164.15
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aaa group server radius radius

snmp-server user admin network-admin auth md5 0x65ef5addec8cd0c72253a031d8595eba priv

0x65ef5a4dec8cd0c72253a031d85

95eba localizedkey

rmon event 1 log description FATAL(l) owner PMONQ@FATAL

rmon event 2 log description CRITICAL(2) owner PMONW@CRITICAL

rmon event 3 log description ERROR(3) owner PMON@ERROR

rmon event 4 log description WARNING(4) owner PMON@WARNING

rmon event 5 log description INFORMATION (5) owner PMON@INFO

snmp-server community ucspm group network-operator

ntp server 192.168.164.254

ip access-list sl def acl permit tcp any any established

ip access-list sl def acl deny tcp any any eq port dst telnet

ip access-list sl def acl deny tcp any any eq port dst www

ip access-list sl def acl deny tcp any any eq port dst ssh

ip access-list sl def acl permit ip any any

vsan database
vsan 101 name "Fabric-A"

device-alias database
device-alias name VM-Host-FC-01-A pwwn 20:00:00:25:05:01:0a:08
device-alias name VM-Host-FC-02-A pwwn 20:00:00:25:05:01:0a:09
device-alias name FlashStack-X-CTOFCO-fabricA pwwn 52:4a:93:76:87:££:47:00
device-alias name FlashStack-X-CTOFC2-fabricA pwwn 52:4a:93:76:87:££:47:02
device-alias name FlashStack-X-CT1FCO-fabricA pwwn 52:4a:93:76:87:££:47:10
device-alias name FlashStack-X-CT1FC2-fabricA pwwn 52:4a:93:76:87:£ff:47:12

device-alias commit

fcdomain fcid database

vsan 101 wwn 20:00:00:25:05:01:0a:08 fcid 0xe0040b dynamic
! [VM-Host-FC-01-A]

vsan 101 wwn 20:00:00:25:05:01:0a:09 fcid 0xe0040c dynamic
! [VM-Host-FC-02-A]

vsan 101 wwn 52:4a:93:76:87:££:47:00 fcid 0xe00500 dynamic
! [FlashStack-X-CTOFCO-fabricA]

vsan 101 wwn 52:4a:93:76:87:ff:47:02 fcid 0xe00600 dynamic
! [FlashStack-X-CTOFC2-fabricA]

vsan 101 wwn 52:4a:93:76:87:££:47:10 fcid 0xe00700 dynamic
! [FlashStack-X-CT1FCO-fabricA]

vsan 101 wwn 52:4a:93:76:87:£ff:47:12 fcid 0xe00800 dynamic
! [FlashStack-X-CT1lFC2-fabricA]
interface mgmtO

ip address 192.168.164.15 255.255.255.0

interface port-channell
channel mode active
switchport rate-mode dedicated
vsan database
vsan 101 interface port-channell
vsan 101 interface fcl/1
vsan 101 interface fcl/2
vsan 101 interface fcl/3
vsan 101 interface fcl/4
clock timezone EST -5 0
switchname mds-9148s-a
line console
line vty
boot kickstart bootflash:/m9100-s5ek9-kickstart-mz.6.2.21.bin
boot system bootflash:/m9100-s5ek9-mz.6.2.21.bin
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interface fcl/5

interface fcl/6

interface fcl/7

interface fcl/8

interface fcl/1

interface fcl/2

interface fcl/3

interface fcl/4

interface fcl/9

interface fcl/10

interface fcl/11

interface fcl/12

interface fcl/13

interface fcl/14

interface fcl/15

interface fcl/16

interface fcl/17

interface fcl/18

interface fcl/19

interface fcl/20

interface fcl/21

interface fcl/22

interface fcl/23

interface fcl/24

interface fcl/25

interface fcl/26

interface fcl/27

interface fcl/28

interface fcl/29

interface fcl/30

interface fcl/31

interface fcl/32

interface fcl/33

interface fcl/34

interface fcl/35

interface fcl/36

interface fcl/37

interface fcl/38

interface fcl/39

interface fcl/40

interface fcl/41

interface fcl/42

interface fcl/43

interface fcl/44

interface fcl/45

interface fcl/46

interface fcl/47

interface fcl/48

interface fcl/5

interface fcl/6

interface fcl/7

interface fcl/8

zone smart-zoning enable vsan 101

!Active Zone Database Section for vsan 101

zone name VM-Host-FC-02-A wvsan 101
member pwwn 20:00:00:25:05:01:0a:09 init

! [VM-Host-FC-02-A]
member pwwn 52:4a:93:76:87:££:47:00 target
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! [FlashStack-X-CTOFCO-fabricA]
member pwwn 52:4a:93:76:87:f£:47:02 target
! [FlashStack-X-CTOFC2-fabricA]
member pwwn 52:4a:93:76:87:££:47:10 target
! [FlashStack-X-CT1FCO-fabricA]
member pwwn 52:4a:93:76:87:ff:47:12 target
! [FlashStack-X-CT1lFC2-fabricA]
zone name VM-Host-FC-01-A vsan 101
member pwwn 20:00:00:25:b5:01:0a:08 init
! [VM-Host-FC-01-A]
member pwwn 52:4a:93:76:87:££:47:00 target
! [FlashStack-X-CTOFCO-fabricA]
member pwwn 52:4a:93:76:87:££:47:02 target
! [FlashStack-X-CTOFC2-fabricA]
member pwwn 52:4a:93:76:87:££:47:10 target
! [FlashStack-X-CT1FCO-fabricA]
member pwwn 52:4a:93:76:87:££:47:12 target
! [FlashStack-X-CT1FC2-fabricA]

zoneset name flashstack-zoneset vsan 101
member VM-Host-FC-02-A
member VM-Host-FC-01-A
zoneset activate name flashstack-zoneset vsan 101
do clear zone database vsan 101
!Full Zone Database Section for wvsan 101
zone name VM-Host-FC-02-A vsan 101
member pwwn 20:00:00:25:05:01:0a:09 init
! [VM-Host-FC-02-A]
member pwwn 52:4a:93:76:87:££:47:00 target
! [FlashStack-X-CTOFCO-fabricA]
member pwwn 52:4a:93:76:87:££:47:02 target
! [FlashStack-X-CTOFC2-fabricA]
member pwwn 52:4a:93:76:87:££:47:10 target
! [FlashStack-X-CT1FCO-fabricA]
member pwwn 52:4a:93:76:87:££:47:12 target
! [FlashStack-X-CT1FC2-fabricA]
zone name VM-Host-FC-01-A vsan 101
member pwwn 20:00:00:25:05:01:0a:08 init
! [VM-Host-FC-01-A]
member pwwn 52:4a:93:76:87:££:47:00 target
! [FlashStack-X-CTOFCO-fabricA]
member pwwn 52:4a:93:76:87:££:47:02 target
! [FlashStack-X-CTOFC2-fabricA]
member pwwn 52:4a:93:76:87:££:47:10 target
! [FlashStack-X-CT1FCO-fabricA]
member pwwn 52:4a:93:76:87:££:47:12 target
! [FlashStack-X-CT1FC2-fabricA]

zoneset name flashstack-zoneset vsan 101
member VM-Host-FC-02-A
member VM-Host-FC-01-A

interface fcl/1
switchport description flasharray-x-CTOFCO
port-license acquire
no shutdown

interface fcl/2
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switchport description
port-license acquire
no shutdown

interface fcl/3
switchport description
port-license acquire
no shutdown

interface fcl/4
switchport description
port-license acquire
no shutdown

interface fcl/5
switchport description
port-license acquire
channel-group 1 force
no shutdown

interface fcl/6
switchport description
port-license acquire
channel-group 1 force
no shutdown

interface fcl/7
switchport description
port-license acquire
channel-group 1 force
no shutdown

interface fcl/8
switchport description
port-license acquire
channel-group 1 force
no shutdown

interface fcl/9

interface fcl/10

interface fcl/11

interface fcl/12

interface fcl/13

interface fcl/14

interface fcl/15

interface fcl/16

interface fcl/17

interface fcl/18

interface fcl/19

flasharray-x-CTOFC2

flasharray-x-CT1FCO

flasharray-x-CT1FC2

ucs

ucs

UcCs

UcCs

6332-16UP

6332-16UP

6332-16UP

6332-16UP

Port 1

Port 2

Port 3

Port 4
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interface fcl/20
interface fcl/21

interface fcl/22
interface fcl/23

interface fcl/24
interface fcl/25
interface fcl/26
interface fcl/27
interface fcl/28
interface fcl/29
interface fcl/30
interface fcl/31
interface fcl/32
interface fcl/33
interface fcl/34
interface fcl/35
interface fcl/36
interface fcl/37
interface fcl/38
interface fcl/39
interface fcl/40
interface fcl/41
interface fcl/42
interface fcl/43
interface fcl/44
interface fcl/45
interface fcl/46
interface fcl/47

interface fcl/48
ip default-gateway 192.168.164.254
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Cisco MDS 9148S B

version 6.2 (21)
power redundancy-mode redundant
feature npiv
feature fport-channel-trunk
role name default-role
description This is a system defined role and applies to all users.

rule
rule
rule
rule
rule

5

4
3
2
1

username
network-admin
ssh key rsa 2048

ip domain-lookup

ip host mds-9148s-b 192.168.164.16
aaa group server radius radius
snmp-server user admin network-admin auth md5 0x60988£2817fded405d4ec90d7cee74flc priv
0x60988£2817fded405d4ec90d7cee74f
lc localizedkey
rmon event 1 lo

rmon event
rmon event
rmon event
rmon event

permit
permit
permit
permit
permit

admin password 5 $5$6BSGwPG5$SpgWoDQBQAZtf9UdnPo9f193pRBIMBXgxIssnoJe.o09

1o
1o
1o
lo

g w N

show feature environment
show feature hardware
show feature module

show feature snmp

show feature system

g description FATAL(l) owner PMON@FATAL
g description CRITICAL(2) owner PMONW@CRITICAL
g description ERROR(3) owner PMONW@ERROR

g description WARNING (4) owner PMONW@WARNING

g description INFORMATION (5) owner PMON@INFO

snmp-server community ucspm group network-operator

ntp server 192.168.164.254

vsan database
vsan 102 name

device-alias database
device-alias
device-alias
device-alias
device-alias
device-alias
device-alias

device-alias commit

"Fabric-B"

name VM-Host-FC-01-B pwwn 20:00:00:25:

name VM-Host-FC-02-B pwwn 20:00:00:25
name FlashArray-X-CTOFCl-fabricB pwwn
name FlashArray-X-CTOFC3-fabricB pwwn
name FlashArray-X-CT1FCl-fabricB pwwn
name FlashArray-X-CT1FC3-fabricB pwwn

fcdomain fcid database
vsan 102 wwn

vsan

vsan

vsan

vsan

vsan

102 wwn

102 wwn

102 wwn

102 wwn

102 wwn

interface mgmtO
ip address 192.168.164.16 255.255.255.0

20:00:00:25:05:01:0b:08 fcid 0x640003
[VM-Host-FC-01-B]
20:00:00:25:05:01:0b:09 fcid 0x640005
[VM-Host-FC-02-B]
52:4a:93:76:87:ff£:47:13 fcid 0x640500
[FlashArray-X-CT1FC3-fabricB]
52:4a:93:76:87:£f£:47:03 fcid 0x640600
[FlashArray-X-CTOFC3-fabricB]
52:4a:93:76:87:ff:47:11 fcid 0x640700
[FlashArray-X-CT1FCl-fabricB]
52:4a:93:76:87:f£:47:01 fcid 0x640800
[FlashArray-X-CTOFCl-fabricB]

interface port-channel?2
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b5:01:
:b5:01:
52:4a:
52:4a:
52:4a:
52:4a:

O0b:
O0b:
93:
93:
93:
93:

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

08
09

76:
76:
76:
76:

87:
87:
87:
87:

ff:47:
f£:47:
ff:47:
ff:47:

01
03
11
13
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channel mode active
switchport rate-mode dedicated

vsan database
vsan 102 interface port-channel?
vsan 102 interface fcl/1
vsan 102 interface fcl/2
vsan 102 interface fcl/3
vsan 102 interface fcl/4

clock timezone EST -5 0

switchname mds-9148s-b

line console

line vty

boot kickstart bootflash:/m9100-s5ek9-kickstart-mz.6.2.21.bin

boot system bootflash:/m9100-s5ek9-mz.6.2.21.bin

interface fcl/5

interface fcl/6

interface fcl/7

interface fcl/8

interface fcl/1

interface fcl/2

interface fcl/3

interface fcl/4

interface fcl/9

interface fcl/10

interface fcl/11

interface fcl/12

interface fcl/13

interface fcl/14

interface fcl/15

interface fcl/16

interface fcl/17

interface fcl/18

interface fcl/19

interface fcl/20

interface fcl/21

interface fcl/22

interface fcl/23

interface fcl/24

interface fcl/25

interface fcl/26

interface fcl/27

interface fcl/28

interface fcl/29

interface fcl/30

interface fcl/31

interface fcl/32

interface fcl/33

interface fcl/34

interface fcl/35

interface fcl/36

interface fcl/37

interface fcl/38

interface fcl/39

interface fcl/40

interface fcl/41

interface fcl/42

interface fcl/43

interface fcl/44

208



Appendix

interface fcl/45
interface fcl/46
interface fcl/47
interface fcl/48
interface fcl/5
interface fcl/6
interface fcl/7
interface fcl/8
zone smart-zoning enable vsan 102
!Active Zone Database Section for vsan 102
!Active Zone Database Section for vsan 102
zone name VM-Host-FC-01-B vsan 102
member pwwn 20:00:00:25:05:01:0b:08 init
! [VM-Host-FC-01-B]
member pwwn 52:4a:93:76:87:££:47:01 target
! [FlashArray-X-CTOFCl-fabricB]
member pwwn 52:4a:93:76:87:££:47:03 target
! [FlashArray-X-CTOFC3-fabricB]
member pwwn 52:4a:93:76:87:££:47:13 target
! [FlashArray-X-CT1FC3-fabricB]
member pwwn 52:4a:93:76:87:£f£:47:11 target
! [FlashArray-X-CT1FCl-fabricB]

zone name VM-Host-FC-02-B vsan 102
member pwwn 20:00:00:25:05:01:0b:09 init
! [VM-Host-FC-02-B]
member pwwn 52:4a:93:76:87:££:47:01 target
! [FlashArray-X-CTOFCl-fabricB]
member pwwn 52:4a:93:76:87:££:47:03 target
! [FlashArray-X-CTOFC3-fabricB]
member pwwn 52:4a:93:76:87:££:47:13 target
! [FlashArray-X-CT1FC3-fabricB]
member pwwn 52:4a:93:76:87:£ff£f:47:11 target
! [FlashArray-X-CT1FCl-fabricB]
zoneset name flashstack-zoneset vsan 102
member VM-Host-FC-01-B
member VM-Host-FC-02-B

zoneset activate name flashstack-zoneset vsan 102
do clear zone database vsan 102
!Full Zone Database Section for vsan 102
zone name VM-Host-FC-01-B vsan 102
member pwwn 20:00:00:25:05:01:0b:08 init
! [VM-Host-FC-01-B]
member pwwn 52:4a:93:76:87:££:47:01 target
! [FlashArray-X-CTOFCl-fabricB]
member pwwn 52:4a:93:76:87:££:47:03 target
! [FlashArray-X-CTOFC3-fabricB]
member pwwn 52:4a:93:76:87:£f£:47:13 target
! [FlashArray-X-CT1FC3-fabricB]
member pwwn 52:4a:93:76:87:££:47:11 target
! [FlashArray-X-CT1FCl-fabricB]

zone name VM-Host-FC-02-B vsan 102

member pwwn 20:00:00:25:05:01:0b:09 init
! [VM-Host-FC-02-B]

member pwwn 52:43:93:76:87:££f:47:01 target
! [FlashArray-X-CTOFCl-fabricB]
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member pwwn 52:4a:93:

76:87:£f£:47:03 target

! [FlashArray-X-CTOFC3-fabricB]

member pwwn 52:4a:93:

76:87:££:47:13 target

! [FlashArray-X-CT1FC3-fabricB]

member pwwn 52:4a:93:

76:87:£f£:47:11 target

! [FlashArray-X-CT1FCl-fabricB]

interface fcl/1
switchport description
port-license acquire
no shutdown

interface fcl/2
switchport description
port-license acquire
no shutdown

interface fcl/3
switchport description
port-license acquire
no shutdown

interface fcl/4
switchport description
port-license acquire
no shutdown

interface fcl/5
switchport description
port-license acquire
channel-group 2 force
no shutdown

interface fcl/6
switchport description
port-license acquire
channel-group 2 force
no shutdown

interface fcl/7
switchport description
port-license acquire
channel-group 2 force
no shutdown

interface fcl/8
switchport description
port-license acquire
channel-group 2 force
no shutdown

interface fcl/9
interface fcl/10
interface fcl/11

interface fcl/12

flasharray-x-CTOFC1

flasharray-x-CTOFC3

flasharray-x-CT1FC1l

flasharray-x-CT1FC3

UCS 6332-16UP Port 1

UCS 6332-16UP Port 2

UCS 6332-16UP Port 3

UCS 6332-16UP Port 4

210



Appendix

interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface

interface

fcl/13
fcl/14
fcl/15
fcl/1l6
fcl/17
fcl/18
fcl/19
fcl/20
fcl/21
fcl/22
fcl/23
fcl/24
fcl/25
fcl/26
fcl/27
fcl/28
fcl/29
fcl/30
fcl/31
fcl/32
fcl/33
fcl/34
fcl/35
fcl/36
fcl/37
fcl/38
fcl/39
fcl/40

fcl/41
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interface
interface
interface
interface
interface
interface

interface

ip default-gateway 192.168.164.254

fcl/42
fcl/43
fcl/44
fcl/45
fcl/46
fcl/47

fcl/48
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