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Legal information

Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG (“Siemens”). They are non-
binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.
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1 Task

1.1 Overview

1
1.1

Task

Overview

Introduction

In the pharmaceutical industry, the food and beverage sector or in other industries,
documentation of operator actions in terms of tracking and tracing is becoming
increasingly important.

Electronic documentation of operator actions ensures that all relevant operator
actions during the production process are stored and, where necessary,
acknowledged by the operator by an electronic signature and a comment.

Another requirement is location-independent access to process data to allow
operator control and monitoring of a running process using MS Internet Explorer or
even Terminal Services.

Overview of the automation task

The figure below provides an overview of the automation task.
Figure 1-1

B Prozessbus I

Description of the automation task

The task is to allow full tracking and tracing, indicating who operated what when
where. At the same time, it must be ensured that the logged operator actions are
tamper-proof and that they can be read at any time.

Operator actions must be recorded irrespective of whether they are performed over
the Internet or on site using a web client or terminal client.

WinCC/WebNavigator - Record Operator Actions
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1 Task

1.2 Requirements

1.2 Requirements

” @

e Operation of a process must fully document “who” operated “what” “when”

“where” and, where necessary, “for what reason”.

o After a specific time without having performed an operator action, a logged-in
user must be automatically logged out.

e Operation must be independent of the operating path (local/remote using
WebNavigator or Terminal Services).

WinCC/WebNavigator - Record Operator Actions
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2 Solution

2.1 Overview

2 Solution

2.1 Overview

Schematic layout

The figure below shows a schematic overview of the most important components of
the solution:

Figure 2-1
WinCC WebClient WinCC WebClient

Terminal Client

B AN

F WinCCRT

. WinCC WebServer
WinCC WebClient + _\B’_ :>
1 Terminal Server Ek? /m\ EB

=Ec

& Prozessbus |

1]

'—Em
U

Setup
The configuration consists of
e the PC with the connection to the controller,
e one or several web clients (optional),
e one or several terminal clients (optional).
Note When using at least one terminal client, a terminal server has to be set up on

the PC; it is then mandatory to use the Windows Server 2008 R2 or Windows
Server 2012 R2 operating system.

If no terminal clients are required, Windows 7 or Windows 8.1 can instead be
used as an operating system.

WinCC/WebNavigator - Record Operator Actions
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2.2 Description of the core functionality

Delimitation
This application does not include a description of
e operating system installation
o SIMATIC software installation (WinCC Professional, options).

Basic knowledge of these topics is assumed.

Assumed knowledge

Basic knowledge of the SIMATIC WinCC Professional automation software and the
Microsoft Windows operating system is required.

2.2 Description of the core functionality

Using examples, this application shows the use of the SIMATIC WIinCC
WebNavigator option in conjunction with SIMATIC Logon to document process
interventions with user-defined operator messages.

It differentiates between the VBS and C script languages that are available in
SIMATIC WiInCC Professional.

The application also explains the difference between logging operations on a
standard operator station and operations that are performed using a SIMATIC
WinCC WebNavigator Client.

It shows how to
e automatically start the WinCC WebClient when a user logs on to Windows.

e start the WinCC WebClient with a default user if it has previously been
terminated by automatic logout due to inactivity.

e log on a new user during an active web session.

WinCC/WebNavigator - Record Operator Actions
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2.3 Hardware and software components
2.3 Hardware and software components

231 Validity

This application is valid for

e WinCC Professional V15.1 or later

e SIMATIC Logon V1.5 SP3 or later

e SIMATIC WIinCC/WebNavigator V15.1 or later

2.3.2 Components used

The application was created with the following components:

Hardware components

Table 2-1
Component Qty Article number Note
PC 1 E.g. SIMATIC IPCs Web Server
http://www.siemens.com/ipc
SIMATIC ITC1500 1 6AV6646-1AB22-0AX0 Terminal Client (optional)
Software components
Table 2-2
Component Qty Article number Note
SIMATIC WinCC Professional 1 6ES7822-1..05-
V15.1
SIMATIC Logon V1.5 SP3 1 6ES7658-7..51-0Y.0
SIMATIC WinCC/WebNavigator 1 6AV2107-0K.00-0B.0
Windows 1 Only necessary
Server 2008 R2 SP1 or when used as a
Windows terminal server.
Server 2012 R2
Windows 7 or Windows 8.1 1 Sufficient if no
terminal client is
used.

Example files and projects
The following list includes all files and projects that are used in this example.
Table 2-3

Component Note

109479441 _RecordOperatorActions_DOCU_v11.zip This zip file includes the
WinCC Professional project.

109479441 _RecordOperatorActions_DOCU_v11_e.pdf | This document.

WinCC/WebNavigator - Record Operator Actions
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3 Mode of Operation

3.1 Plant configuration with the SIMATIC WinCC WebNavigator Client

3 Mode of Operation

Generally, this application differentiates between two scenarios:

e The WebNavigator Server is operated on a WinCC single-/multi-user system
and the clients connect directly to the WebNavigator Server via
WinCCViewerRT.

e Together with a WinCC single-/multi-user system, the WebNavigator Server is
operated on a terminal server. The clients connect to the WebNavigator Server
within a terminal session.

3.1 Plant configuration with the SIMATIC WinCC
WebNavigator Client

e The following software is installed on a workstation:
- Microsoft Windows Server 2008 R2 or Microsoft Windows 7
- SIMATIC WiInCC Professional
- SIMATIC WiInCC WebNavigator Server
- SIMATIC Logon

e Using the SIMATIC WinCC WebNavigator Client, the SIMATIC WIinCC
WebNavigator Server is accessed from remote computers.

Figure 3-1

- Microsoft Windows Server 2008 SR2 / Windows 7 =

- WiIinCC Professional RT

1 - WinCC WebNavigator Server
-
| Hl LAN

-
[ Prozessbus -

- Windows 7
- WinCC WebNavigator Client

WinCC/WebNavigator - Record Operator Actions
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3 Mode of Operation

3.2 Plant configuration with a terminal server

3.2 Plant configuration with a terminal server

The following software is installed and configured on a server:
- Microsoft Windows Server 2008 R2 with terminal functions
- SIMATIC WinCC Professional

- SIMATIC WinCC WebNavigator Server

- SIMATIC Logon

Using a switch, several SIMATIC Thin Clients can connect to the server. The
SIMATIC WinCC WebNavigator Server is accessed on the local system. No
separate SIMATIC WinCC WebNavigator Clients are required on the SIMATIC
Thin Clients.

Figure 3-2

Microsoft Windows Server 2008 SR2
1 - WinCC Runtime Professional
WinCC WebNavigator

| AN

Ex

Industrial Thin Clients

B Prozessbus
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4 Configuring the web server

4.1 Installing the web server

4 Configuring the web server

The configurations in this chapter require that the following components be

installed:

« SIMATIC WiInCC Professional Runtime
* SIMATIC WinCC WebNavigator
+ SIMATIC Logon

4.1 Installing the web server

Additional Windows components need to be installed for the operation of WinCC
Professional via remote access.

Note When installing the WebNavigator, the required settings are usually made by the
installation routine.

However, make sure to check all settings using the following table, especially
when using Terminal Services.

Table 4-1

No.

Action

Windows 7

e  Open the control panel via "Start > Control Panel".

e Click on the "Programs" category or the "Programs and Features" setting.
e Click on "Turn Windows features on or off".

e Activate the components stated under 2.

Windows Server 2008

e Inthe Server Manager, Roles Summary, click on "Add roles".
o Select the “Web server (IIS)” entry under “Server Roles”.

e Select the components stated under 2. under "Role Services".

¢ Web Management Tools:
IIS Management Service, IS Management Console, IIS Management
Scripts and Tools, lIS Metabase and IIS 6 configuration compatibility,
IIS 6 WMI Compatibility
= Internet Information Services
e FTP Server
= Web Management Tools
= 15 6 Management Compatibility
056 Management Console
I5 6 Scripting Tools
V| ) 156 WMI Compatibility
| | TI5 Metabase and 5 & configuration compatibilit
| | 15 Management Conscle
| ., 15 Management Scripts and Tools
v 1S Management Service

WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.1 Installing the web server

No.

Action

3.

e World Wide Web Services > Common HTTP Features:
Default Document, Static Content
= , Internet Information Services
711 FTP Server
| Web Management Tools
, World Wide Web Services
[7] 1, Application Development Features
= ; Common HTTP Features
. Default Document
. Directory Browsing
. HTTP Errors
. HTTP Redirection

i Static Content

. WebDAV Publishing

‘OEEOOOE

=

e World Wide Web Services > Application Development Features:

ISAPI Extensions, ISAPI Filters, ASP (in this order)
= . Internet Information Services

D . FTP Server
| Web Management Tools

= ; World Wide Web Services
=] . Application Development Features

[] | .MET Edensibility
., ASP
1)) ASP.NET
E) car
| ISAPI Extensions
}
[ | Server-Side Includes

e World Wide Web Services > Security:
Ruest Filtering, Basic Authentication
= , Internet Information Services

[F11, FTP Server
, Web Management Tools

., World Wide Web Services

, Application Development Features

. Common HTTP Features

. Health and Diagnostics

. Performance Features
Security
exic Authentication
) Client Certificate Mapping Authentication
J Digest Authentication
, II5 Client Certificate Mapping Authentication
) IP Security
. Request Filtering
o URL Authaorization
. Windows Authentication

OO0EOOO0OE"
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4 Configuring the web server

4.2 Installing the web client

4.2

Installing the web client

Table 4-2
No. Action
1 e Insert the data medium of your WinCC Runtime Professional application into
the drive and select the installation routine.
¢ Confirm the dialog box with “Next”.
SIMATIC WinCC Runtime Professional - Setup
SIEMENS Totally Integrated Automation
’—E) Installation language
© General setlings Please select an installation language
@) iInstallation lang
~ : () Installationssprache: Deutsch
LT O EEEE L)
() Langue dinstallation : Francais
~ Install () Idioma de instalacian: Espafigl
© Overview () Lingua di installazione: ltaliano
- Modify system
~ System configuration
B 5umma[y 1 Please close all applications before continuing with the setup.
0 The following documents contain important information about the installation and
use of these products.
‘We recommend that you read this prior to installation
[ Read installation notes ]
[ Read product information J
2. o Select “Modify/Upgrade”, if WinCC Professional Runtime is already installed

on this computer.
¢ Confirm the dialog box with “Next”.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS Totally Integrated Automation
A previous installation has been detected.
] Please select:
o
~ General settings [ ‘,],/~ @ Modify/Upgrade

—\9 Use to modify installed products or update to later version.

© Configuration

Install 3 Repair

~ Qverview —d Use to repair installed products with complete reinstallation
~ Modify system

~ System configuration

¥ © uninstall
4 Remove products completely from this computer.

~ Summary

o Following changes are available:

3, = B SIMATIC WinCC Runtime Professional V13.0 SP1

WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.2 Installing the web client

No. Action

3. e Select the desired product languages.
e Confirm the dialog box with “Next”.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS Totally Integrated Automation
Product languages
al)

-~ General setlings Please select the languages to be installed for this application.

© Siemens AG 2019 All rights reserved

English

5 Configuration [l german
[[] Chinese

 Install [ Erench
~ Overview [] Spanish

~ Modify system [ italian
~ System configuration [ Taiwanese
[] Japanese

~ Summary [ Korean

Select the options “SIMATIC WinCC WebNavigator” and “SIMATIC Logon”.

4. o
e Confirm the dialog box with “Next”.
Note

The “SIMATIC Logon” component is required in this application for user
administration and is not included in the WebNavigator.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS

Totally Integrated Automation

Please select the product features you want to install. If you deselect
components which are already installed, they will be uninstalled.
a

~ General settings [ = Minimal ] £Z Iypical | [ i§ User-defined
@ SIMATIC WinCC Runtime Professional ¥V13.0 SP1
(®) Conﬁgumﬁun [ SIMATIC WinCC Runtime Clientv13.0 SP1
.,j SIMATIC WinCC Webnavigator
. C]..j SIMATIC WinCC Datamonitor
Install [WIEF SIMATIC Logen
- Overview LJE SIMATIC NET PC-Software V12.0 + SP2
~ Modify system W5 Tools N
. ) ) 3, Wicrosoft SQL Server 2008 R2 Standard Edition SP2
System configuration [ Wicrosoft SQL Server 2008 R2 Express Edition SP2
5 Automation License Manager
- Summary Runtime system for PC-based single-user or multi-user applications -

Hard Disk Drive space

Drive Size Ayailable Required Temp Remaining it
“*C\ 279,4GB 182,8G8 19GE  101,0MB 180,9GB =
D 931568 7883G8 0,08 0,08 788,3G8 i

Target directory:
C:\Program Files (x86)\Siemens\Automation

WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.2 Installing the web client

No.

Action

confirm.

5. ¢ Read the terms of the license agreements and the security information and

e Confirm the dialog box with “Next”.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS

+ General settings
© Configuration
Install
Overview

Modify system
System configuration

Summary

! You must accept all license terms.

License terms:

Totally Integrated Automation

G License agreement Siemens AG (EULA)
@ Confirmation of the security information
O Open Source and Third Party Licenses
G License Terms Microsoft SQL Server

License agreement Siemens AG (EULA)

Please note: -

This software is protected under German and/or US American Copyright Laws and
provisions in international treaties. Unauthorized reproduction and distribution of this
software or parts of it is liable to prosecution. it will be prosecuted according to
criminal as well as civil law and may resultin severe punishment and/or damage
claims.

Please read all license provisions applicable to this software before installing and
using this software. You will find them after this note.

Ifyou purchased this software on a CD marked as "Trial-Version™ or together with
another licensed software for you, this software may only be used for test and

validation purposes according to the provisions of this Trial License stated after this
note. A prerequisite for this kind of use is the installation of programs, software

libraries, etc., on your computer.

THEREFORE, WE RECOMMEND TO INSTALL IT EITHER OM A STANDALONE
COMPUTER OR ON A COMPUTER WHICH IS NOT NEEDED IN PRODUCTION OR
FOR KEEPING IMPORTANT DATA BECAUSE WE CANNOT TOTALLY EXCLUDE -

/| | accept all conditions of the listed license agreement(s).
1 hereby confirm that | have read and understood the security information on the safe

operation of the products.

6. e Accept the security settings for this computer.
e Confirm the dialog box with “Next”.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS

~ General settings
© Configuration
Install
Overview

Modify system
System configuration

Summary

Totally Integrated Automation

! Security Control

Correct functionality of WinCC Runtime Professional V13.0 SP1 requires
changes to some of the security and permissions settings on your system.
‘You must accept these changes to continue the installation.

[The following user groups will be created .
"Logon_Administrator” (SIMATIC Logon Administrators)

m

The following registry settings and rights will be set
HKEY_LOCAL_MACHINE\SOFTWAREPolicies\WicrosofiVindows\ScPnP
EnableScPnP = 0

The following firewall settings will be modified
|Allow incoming ICMP Echo (ping)
|Allow file and printer sharing
Network access range: Subnet
SIMATIC Logon Remote Access Service
C:\Program Files (x86)\Siemens\SimaticLogon\sira_servicex.exe
Network access range: Subnet
SIMATIC Logon Service
C:\Program Files (x86)\Siemens\SimaticLogon\ogonsrv_x.exe
Network access range: Subnet

The following DCOM settings will be modified
Giobal defaults
Global limits.

Launch permissions "NETVWORK" Allow  Deny

Local launch - -

Remote launch - -

Local activation - - i

[ Save report Il Print report ]

ssions settings on this computer. :

WinCC/WebNavigator - Record Operator Actions
Entry ID: 109479441, V1.1, 09/2019
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4 Configuring the web server

4.2 Installing the web client

No.

Action

7.

e Anoverview of the components to be installed is displayed.

e Confirm the dialog box with “Modify” when re-installing or “Install” in case of
a first time installation.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS Totally Integrated Automation

Overview
a

Product configuration:
[)SIMATIC WinCC Webnavigator

[5F Web Navigator Server

[ Web Navigator Client

[ Diagnostics Client
[E#SIMATIC Logon

+ General settings

-~ Configuration

© Install
< Overview Installation path:
* Modify system C:\Program Files (x86)\Siemens\Automation
~ System configuration
~ Summary

The installation routine is started.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS Totally Integrated Automation

v General settings

v Configuration

O Install Intuitive.

~ Overview
© Modify system
System configuration

Summary

Estimated time remaining: 19 minutes

WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.3 Configuring the web server

4.3 Configuring the web server

To enable the IIS (Internet Information Server) to provide the images of the web
server, the web server must be configured.

Start the web server via “Start > Siemens Automation > Options and Tools > HMI
Tools > WIinCC WebConfigurator”.

Table 4-3

No.

Action

9.

In the WebNavigator context menu, open “WebConfigurator”.
. Siemens Automation
E Automation License Manager
Autornation Software Updater
Security Controller
e TIA Portal V13
. Documentation
. Options and Tools
@ 57-PLCSIM Sirnulating Modules
; HMITools
4D OPC XML Manager
S8 SIMATIC ProSave
& WinCC Audit Viewer
Eﬂ WinCC Document Viewer
E WinCC Runtime Advanced T
i i ignal

WinCC WebConfigurator
TV T wer Ll

10.

Select to create a new or an additional web site.

Here, you can create a new standard \Web site or add a virtual folder to an
existing activated \Web site:

E5 WinCC Web Configurator x|

{+ Create a new standard Web site (stand-alone)

{~ Add toan existing Web site (virtusl folder)

Cancel <Back [ Mext> Finish

WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.3 Configuring the web server

No. Action
11. Confim the next dialog box with “Next”.
x
wielcome ta the Internet Information Server Configuration
The “Web Configurator allows you to create a new Wweb M avigator
szite or change the settings of an existing one.
Cancel Eirishy
12. As the default web page, select “WebClient.asp” and click on “Next” to confirm
your selection.
x
Here, you can specify a name, |P address and TCF connection (default:
800 for your Web site:
MName of the \web site:
IWebNa\figator
Port: IP Address:
IBJD I{.NI not assigned) j
Diefault \Web-Page:
| WebClient asp =l
Reconnect Intenval
|1D s
¥ Start the web-site after being configured.
Cancel <Back [ MNext> Finish
WinCC/WebNavigator - Record Operator Actions
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4.3 Configuring the web server

No. Action

13. Take over the firewall settings and click on “Finish” to confirm your selection.

£ winCC Web Configurator x|

Configuring the Windows-Firewall

Please check the firewall settings for the services “World Wide Web
Services (HTTP Traffic-In)” er “World Wide Web Services (HTTPS
Traffic-In)”. These settings can be made in “Windows Firewall with
Advanced Security” and “Inbound Rules™.

Vindows-Firewal |

Cancel | <Back | Heds | Finish |

14. Close the following dialog box using the “OK” button and restart the computer.

WinCC Web Configurator x|

L ] "-.,‘ The Inetinfo parameters were set, It's recommended ko reskart your syskem,
L

WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

4.4 Setting up the start parameters of the Web Viewer

Secure access to the WebNavigator server via the “WinCCViewerRT” component
of the WinCC Web Client requires that a parameter file be created.

e  When using the “WinCCViewerRT” Web Viewer, the settings have to be made on
both the web server and a web client.

e On the web server, the settings are only necessary when using Terminal Services
(access via terminal client).

e These settings are not required on the terminal client.

Note

NOTICE If, when accessing the WinCC Web Server, you are not using its Terminal
Services — thus running the WinCC Web Client on a separate PC —, the
“WinCCViewerRT” component of the WinCC Web Client must only be
started via the logon script described in chapter 4.5.

The start parameters explained in this chapter must then be set on the
WinCC Web Client PC.

WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

Table 4-4

No.

Action

15.

Configuration on the web server:

Start the “WinCCViewerRT.exe” component on the web server if the terminal
server is to be used for the access.

Configuration on the web client:

Start the “WinCCViewerRT.exe” component on the web client if the IS is to be
used for the access.

Notes
Both configuration types are independent of one another; the two access

types can also be used simultaneously.
The default installation path for the Web Viewer is

"C:\Program Files (x86)\Siemens\Automation\SCADA-RT_VXX\WinCC\

Webnavigator\Client\bin\...“.

In the start menu, select "Start > All Programs > Siemens Automation > Options
and Tools > HMI Tools > WinCCViewerRT".

The pages for setting up the configuration for the WinCCViewerRT are only
offered when calling the component “WinCCViewerRT.exe” for the first time.
If you have already made these settings and want to configure it again, you

must delete the existing configuration file “WinCCViewerRT.xml” in
C:\Users\<user name>\Appdata\LocalLow\Siemens\SIMATIC.WinCC\

WebNavigator\Client”.

WinCC¥iewerRT

General |F‘arameters I Graphics Runkime I Runtirme I

— Configuration File

I C:\Documents and Setkingstad.,,\WinCCviewerRT . xml L, |

—Server
Address

IJse project setkings, (This requires a
server version == 7.0,2)

— Credentials

Usernane I

Passwiard I

x|

ok I Cancel
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4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

No.

Action

16.

Configuration on the server:

locally on the server.

Configuration on the client:

WebNavigator Client will not be run on the server.

Note

must individually log on to the WebNavigator Server.

WinCC¥iewerRT

(meneral |F'arameters I Graphics Funkime I Runtirne I

— Canfiguration File

I C:\Documents and Setkingstad.,, \WinCCWiewerRT . xml -, |

Apply the default address “http://localhost” — the WebNavigator Client will be run

Enter the WebNavigator server address, for example “http:/192.168.0.1” — the

The “Username” and “Password” fields are not configured. When starting, users

X

f—Server

Address

IUse project settings. (This requires a
server version == 7.0,2)

: —Creaentia 5 :

Usernarne I

Password I

o]

Cancel

WinCC/WebNavigator - Record Operator Actions

Entry ID: 109479441,

V1.1, 09/2019

22




© Siemens AG 2019 All rights reserved

4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

No.

Action

17.

Leave the dialog window for the configuration settings open and create the
folder “C:\NetLogon” in the Windows Explorer.

In the properties dialog of the folder, in the “Security” tab, enable read rights

for the user “Everyone”.

l Permissions for NetLogon El

Security |
Object name:  C:\MetLogon

IEI'I::IIJII:I ar User names.

52, CREATOR OWNER
82 SYSTEM

?ﬂ_ Administrators (WIN-487KEVNE3S Administrators)

Q?J Users (WIN-487KEVNEIST Users)

Add... | Remove

Pemissions for Bvenyone Allow Dery

Madify O O -

Read & execute O

List folder contents O

Fead O [

White O O -
Leam about access control and permissions

oK Cancel | Apply
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4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

No.

Action

18.

configuration file “NoUser.xml”.

WinCC¥iewerR T

General |F‘arameters I Graphics Runkime I Runtime I

As a configuration file, specify the “C:\NetLogon\” path and name the

X

— Configuration File

I i\ MetlogonioUser, smi

L]

—SEerver

Address I hitkps fflocalbost

Ilse project settings. (This requires a
server version == 7.0,2)

—Credentials

Usernarme I

Passward I

o |

Zancel

19.

In the “Parameters” tab, make the following settings:
e Check “Disable Keys”.
e Set the hotkeys for the property sheet to “None”.

WinCC¥iewerRT

izeneral Parameters IGraphics Rurkime I Furtime I

—Language Setting at Runtime

—Default Language at Runkime

|English A3

F—Dizable Keyvs
¥ Task change (Ale+TAB, Chrl+Ese, ALE+Esc)

—Hotkeys

Property sheet Mone

Cancel
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4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

No.

Action

20.

In the “Graphics Runtime” tab, make the settings as shown in the screen shot.

Note

Optionally, a start screen can be selected. Otherwise, the settings from WinCC
User Administrator will be applied.

WinCCVYiewerRT x|

izeneral I Parameters Graphics Runtime |Runtime I

—Skart Picture

—Skart configuration menu and toolbars

f —window Attributes ———  — Turn off

[]Title
[ ]Baorder
[ IMaximize
[ IMinimiz

(0] 4 I Zancel |

21.

In the “Runtime” tab, make the following settings:
e  Check “Enable monitor keyboard”.
e  Set “Automatic logout” to “5” minutes.

WinCC¥iewerRT x|

izeneral I Parameters I izraphics Runkime  Funtime |

f—Monitor kevboard N

¥ Enable monitor keyboard:

[ allow Cerl+alk-+Del

— Automatic logouk

e .
after I = Mintes absalute time
& idle time

Ik I Cancel
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4 Configuring the web server

4.4 Setting up the start parameters of the Web Viewer

No. Action
22. Confim the dialog box with “OK”.
The configuration file is saved in the “C:\NetLogon” folder and WinCCViewerRT
is started.
Note
In the future, “WinCCViewerRT’ must be started with this configuration file.
(=0 =R =
@'\:jv‘ <« Local Disk (C:) » MNetLogon - | +4 | | Search Netlogon j e [
Organize = Include in library « Share with + Burn New folder =+ .é.
X Favorites i MName ) Date modified Type Size
Bl Desktop =] NoUserxml 9/15/2015 3:29 PM XML Document 0 KB
4 Downloads
= Recent Places
. Libraries i
Note For more information on the configuration of the “WinCCViewerRT” Web Viewer,
please refer to this FAQ:
https://support.industry.siemens.com/cs/ww/en/view/46824563
WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.5 Setting up the logon script of the Web Viewer

4.5

Setting up the logon script of the Web Viewer

Secure access to the WebNavigator Server via the “WinCCViewerRT” component
of the WinCC Web Client requires that a logon script be created.

Note

The settings have to be made on the web client only when using the
‘WinCCViewerRT” Web Viewer.

These settings are not required on the web server.
These settings are not required on the terminal client.

NOTICE

started via the logon script described in this chapter.

If, when accessing the WinCC Web Server, you are not using its Terminal
Services — thus running the WinCC Web Client on a separate PC —, the
“WinCCViewerRT” component of the WinCC Web Client must only be

Running the logon script requires the start parameters described in

chapter 4.4.
Table 4-5
No. Action
23. Use the Explorer context menu to create a new text file in the “C:\NetLogon\”
folder.
[E=N(EoR ==
@LJIV| <« Local Disk (C:) » Metlogon - | +3 | | Search NetLogon [
Organize * Include in library « Share with « Burn New folder =« [
¢ Favorites Name - Date modified Type Size
Bl Desktop [£] NoUserxml  9/15/2015 3:29 PM XML Document 0KB
4. Downloads View b
| Recent Places Sort by »
Group by 4
N_lerarles Refresh
¢| Documents
_. Music Customize this folder...
k=| Pictures Paste
E Videos Paste shortcut
Undo Rename Ctrl+Z
1% Computer
£, Local Disk (C) STl '
New 3 Folder
Properties Ll | STt
& Bitmapimage
5 Contact
% Journal Document
\%| Rich Text Document
| Text Document
1, Compressed (zipped) Folder
Eﬁ Briefcase
1 item
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4 Configuring the web server

4.5 Setting up the logon script of the Web Viewer

No. Action
24. e Rename the text file “New text file.txt“ in “NoUser.bat”.
e Confirm the question whether you want to rename the file with “Yes”.
[= ==
@n\‘;;v| J < Local Disk (C:) » NetlLogon - | 3 | | S letl ogon o
COrganize « ijpen > Print Burn New folder ==« i .j@.
S S MName Date modified Type Size
Bl Desktop =] NolUserxml 9/15/2015 3:29 PM XML Document 0 KB
& Downloads _ [MNoUserbat | 9/15/20153:35 PM  Text Docurnent 0KB
1=l Recent Places
Rename
i Libraries l . Ifyou change a file name extension, the file might become unusable.
3 Documents 2
it?
J“. Music Are you sure you want to change it?
= Pictures
B Videos Ves
1% Computer
£, Local Disk (C:)
C MNoUser.txd Date modified: 9/15/2015 3:35 PM Date created: 9/15/2015 3:35 PM
Text Document Size: 0 bytes
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4 Configuring the web server

4.5 Setting up the logon script of the Web Viewer

No.

Action

25.

e Select the “NoUser.bat” file and in the context menu, select the “Edit”
command.

e Write the following text to the batch file:
"C:\Program Files (x86)\Siemens\Automation\SCADA-
RT_Vxx\WinCC\Webnavigator\Client\bin\WinCCViewerRT.exe" /maximized
C:\NetLogon\NoUser.xml

e Save the batch file.

Note
The path name may have to be adjusted to your environment.
=1 Eom =
@uv| . < Local Disk (C:) » NetlLogon - | +3 | | Search Netlogon 2 [
COrganize « Open Print Burn MNew folder ==« i liéil
X Favorites MName ) Date modified Type Size
Bl Desktop =] NolUserxml 9/15/2015 3:29 PM XML Document 0 KB
4. Downloads 5] Nollser hat 9159015 3-35 Phd Windows Batch File 0KB
= Recent Places Open
Edit
- Libraries Print
3 Documents ¥ Run as administrator
.J’- Music Troubleshoot compatibility
= Pictures Restore previous versions
Vid
B Videos Send to 3
M Computer Cut
&, Local Disk (C:) Copy
Create shortcut
Delete
Rename
Properties
4 I ¢

| MNoUserbat Date modified: 9/15/2015 3:35 PM Date created: 9/15/2015 3:35 PM
“v“:g Windows Batch File Size: 0 bytes

26.

Use the “File > Save” and “File > Exit” menu items to save and close the file.

P

mj Mollser.bat - Notepad E'@
Edit Format View Help

Mew Ctrle N [=iemens’Automation’sCAl .

Open... Ctrl+0

Save Ctrl+5

Save As...

Page Setup...

Print... Ctrl+P

Exit i
] I b
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4 Configuring the web server

4.5 Setting up the logon script of the Web Viewer

No. Action
27. Both the configuration file and the just created batch file are now located in the
“C:\NetLogon” folder.
(=[O )
@uv‘ . <« Local Disk (C:) » MNetLogon - | 3 | | Search NetLogon L l
Organize = Include in library « Share with + Burn New folder = o« i .j@.
X Favorites it MName Date modified Type Size
B Desktop 2| NoUserxml 9/15/20153:29 PM XML Document 0 KB
4 Downloads MNolser.bat 9/15/2015 4:01 PM  Windows Batch File 1KB
=] Recent Places
- Libraries i
WinCC/WebNavigator - Record Operator Actions
Entry ID: 109479441, V1.1, 09/2019 30




© Siemens AG 2019 All rights reserved

4 Configuring the web server

4.6 Setting up a user of the Web Viewer

4.6 Setting up a user of the Web Viewer

Secure access to the WebNavigator Server via the “WinCCViewerRT’ component
of the WinCC Web Client requires that a user be set up.

Note ; ; ;
(access via terminal client).

e These settings are not required on the web client.
e These settings are not required on the terminal client.

e On the web server, the settings are only necessary when using Terminal Services

chapter 4.4.

NOTICE Make sure that the “WinCCViewerRT” component of the WinCC Web Client
is started only via the logon script described in chapter 4.5.

Running the logon script requires the start parameters described in

Table 4-6

No.

Action

28. Select <Windows> + <R> ,compmgmt.msc” to call Computer Management.

File Acton View Help

29. Go to “Local Users and Groups > Users”.

d:__! Computer Management

=10l x|

e 7 e

;é' Computer Management (Local)
= i} system Tools
@ Task Scheduler
@ Ewvent Viewer
@] Shared Folders
= % Local Users and Groups
| Users
| Groups
@ Reliability and Performance
g Device Manager
B =5 Storage
(=Y Disk Management
::':;-, Services and Applications

Mame

| Full Mame

Bl dministrator
#y Guest
Bl 2017

WinCC/WebNavigator - Record Operator Actions
Entry ID: 109479441, V1.1, 09/2019

31




© Siemens AG 2019 Al rights reserved

4 Configuring the web server

4.6 Setting up a user of the Web Viewer

No.

Action

30.

Use the “Users” context menu to create a new user for logon to the terminal server.

_iojx

File  Acton View Help

&= 7= o= |HE

(Al Computer Management (Local) Mame | Full Mame
= {f} System Tools H_’;J.ﬁ.dminish'atur

@ Task Scheduler *, | cuest

@ Event Viewer H_’;-'Irzlill?

2] Shared Folders
=] :k,- Local Users and Groups
5
@8 Relizbiity
g Device M3
=l g Storage Refresh

- =% DiskMang  Eymart List...
B4 Services and

View g

Help

|Creates a new Local User account, | |

31.

e In both “User name” and “Full name”, enter “WebUser1”.
e Select the “Create” button to finish and close the dialog box.

mewuser 2 x|

User name: I"—"a'el:n Userl
Full name: I"-"J'EI:I Uzeri
Description: I.'-"J'EI:I User]
Password: Illllllllllll
Confirm password: IIIIIIIIIIIII

™ User must change password at next logon;

[T User cannot change password
[~ Password never expires
[ Accourt is disabled

Help | Create Close
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4 Configuring the web server

4.6 Setting up a user of the Web Viewer

No.

Action

32.

Use the context menu to open the Properties dialog box of the just created user.

E’,:_! Computer Management

File  Acton View Help

=101 x|

& | nm|XRE = HE

;é-- Computer Management (Local)
= '[[’U!- System Tools
@ Task Scheduler
@ Ewvent Viewer
2] Shared Folders
=] :k,- Local Users and Groups
| Users
| Groups
@ Reliability and Performance
g Device Manager
= ﬂ Storage
=Y Disk Management
::';3 Services and Applications

Iame | Full Mame

& s dministrator

fq_.iGuest

Ao

— Webllserl Webliser1
Set Password...

&l Tasks r

Delete
Rename

Help
|

|D|:|ens the properties dialog box for the current |
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4 Configuring the web server

4.6 Setting up a user of the Web Viewer

No. Action
33. Select the “Member Of” tab and click on the “Add...” button.
Remote control I Teminal Services Profile I Dial4in
General Member Of | Profile I Ervironmert I Sessions
Member of:
Bl Users
Changes to a user's group membership
Femaove | are not effective until the nest time the
- user logs on.
O | Cancel | Sy | Help |
34. Click on the “Advanced...” button to expand the “Select Users” dialog box.
Select this object type:
IGmups Ohiect Types... |
From thig location:
IWIN-GHMWMMOWZLI Locations... |
Enterthe object names to select (examples):
Eheck Hames |
Advanced... | ] % I Cancel |
s
WinCC/WebNavigator - Record Operator Actions
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4 Configuring the web server

4.6 Setting up a user of the Web Viewer

No. Action

35. .
from the list.

e Close the dialog box via the “OK” button.

Select this object type:

Click on the “Find Now” button and select the “Remote Desktop Users” item

IGroups

From this location:

Object Types...

IWIN-GGMWMMOTVZU

Common Queries |

Locations...

[ ame; I Starts with j I

Lalumms...

Descriphion IStarts w'rthj I

™| Dizabled sceounts
™ Mon expiing passwond

[Days sinee last logom: I 'I

Find Mow

Stop

L

P

Search results:

QK I Cancel

Name (RDN) |_In Folder | -]
% I15_IUSRS WIN-GOMWMM...
% MNetwork Configurstion Operators  WIN-GOMWIMM ...
:%Perfcurmance Log Users WIN-GOMWMM....
:% Perfformance Manitor Users WIN-GOMWMM...
% Power Users WIN-GOMWMM...
2 Frirt Operators WINGOMWMM...
tRemote Deskiop Users WIN-GOMWMM...
:% Replicator WIN-GOMWMM...
%Terminal Server Computers WIN-GOMWMM....
:%TS Web Access Computers WIN-GOMWMM....
:% Users WIN-GOMWMM... -

36.

name to be used.

Select this object type:

The system now enters the computer name and group name as an object

Use the “OK” button to close this dialog box and the following one.

Select Groups

g

IGmups

Framn this location:

Ohject Types... |

IWIN-GGMWMMDTVZLI

Enterthe object names to select (examples):

Locations... |

WIN-GOMWMMOTVZ U Remate Deskton Users|

Check Mames |

Advanced... | QK | Cancel |
A
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5 Configuration of the terminal server

4.6 Setting up a user of th

5 Config

e Web Viewer

uration of the terminal server

The installation steps described in this chapter refer exclusively to the installation of
Terminal Services and their configuration.

System requirements

The following steps must already have been performed and are not discussed in

this chapter:

e |Installation and configuration of the “Windows Server 2008” operating system.
¢ Installation and configuration of SIMATIC WinCC Professional.

¢ Installation and configuration of WinCC WebNavigator Server.

Since this

NOTICE The “SIMATIC WinCC” and “WinCC WebNavigator Server” programs must
not run under Terminal Services and must therefore be installed on the
server before enabling Terminal Services.

“WinCC WebNavigator Client” must be installed on the server using the
“Add or Remove Programs” dialog box in the Control Panel.

configuration of the applications is possible for all users and not just for
the one that installed the application.

dialog box uses the server’s installation mode, subsequent

Installation order

For a successful connection of the WebNavigator Client via Terminal Services of
the operating system, it is mandatory to follow the installation steps listed in the

table below:

Table 5-1

Installation
procedure

Software to be installed

37.

Microsoft Windows Server 2008 operating system without Terminal
Services

38.

Microsoft Windows Service Packs and hot fixes

39.

SIMATIC WinCC Professional

40.

WinCC WebNavigator server

41.

Terminal Services for the Windows Server 2008 operating system

42.

WinCC WebNavigator client

WinCC/WebNavigator - Record
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5 Configuration of the terminal server

5.1 Installation of the Terminal Services

51 Installation of the Terminal Services

Table 5-2

No.

Action

43.

¢ Inthe Server Manager, Roles Summary, click on "Add roles".
o Select the “Remote desktop services” entry under “Server Roles”.

¢ Confirm the dialog box with “Next”.
rd Xl

Add Roles

;E}' Select Server Roles

Before You Begin

Select one or more roles to install on this server.

Roles: Description:

Remote Desktop Services, formerly
Terminal Services, provides
technologies that enable users to
access Windows-based programs that
areinstalled onan RD Session Host
server or to access the full windows
desktop. With Remote Desktop

Remote Desktop Services ] Active Directory Certificate Services

Role Services [] Active Directory Domain Services
': Active Directory Federation Services
': Active Directory Lightweight Directory Services
|: Active Directory Rights Management Services
] Application Server

Application Compatibility
Authentication Method

Licensing Mode Services, Users can access an RD

s Gronge [ orcp server Session Host server orvirtual machine
] ons server fram within your corporate network or

Client Experience [] Fax Server from the Internet.

File Services (T

RD Licensing Configuration

': Hyper-¥
Confirmation [] Metwork Policy and Access Services
Progress "] Print and Document Services

¥

Results

eh 5

[[] windows Deployment Services
[] windows Server Update Services

More about server roles

< Previous | Next = I Install Cancel

44.

Confirm the selection with the “Next” button.
Add Roles Wizard |

EE}:' Remote Desktop Services

Introduction to Remote Desktop Services

Remote Desktop Services, formerly Terminal Services, provides technologies that enable users to access
Windows-based programs that are installed on an RD Session Host server, access the full Windows desktop of
an RD Session Host server, or access a virtual machine. With Remote Desktop Services, users can access an RD
Session Host server or virtual machine from within your corporate network or from the Internet.

Before You Begin

Server Roles

Role Services
Application Compatibility
Authentication Method

Things to Note
i To allow remote connections for administrative purposes only, you do not have to install Remote Desktop
Session Host, Instead, ensure that the Remote Desktop setting is enabled.

Licensing Mode
Additional Information
User Groups

Client Experience

Querview of Remote Desktop Services

RD Licensing Configuration
Confirmation
Progress

Results

< Previous | Next > I Install Cancel
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5 Configuration of the terminal server

5.1 Installation of the Terminal Services

No.

Action

45.

e Activate the items “Remote Desktop Session Host” and “Remote Desktop
Licensing”.
e Confirm the dialog box with “Next”.

Add Roles Wizard

EE}:' Select Role Services

Before You Begin

Select the role services to install for Remote Desktop Services:
Description:

Remote Desktop Licensing (RD
Licensing), formerly TS Licensing,
manages the Remote Desktop
Services client access licenses (RDS
CALs) that are required to connect to
an RD Session Host server. You can
use RD Licensing to install, issue, and
track the availability of RDS CALs.

Server Roles Role services:

Remote Desktop Services

Remote Desktop Session Host
Remote Desktop Virtualization Host

Application Compatibility
Authentication Method

J

[[] Remote Desktop Connection Broker
[[] Remote Desktop Gateway
Licensing Mode [[] remote Desktop Web Access

User Groups

Client Experience

RD Licensing Configuration
Confirmation
Progress

Results

More about role services

< Previous | Next > I Install Cancel

46.

Confim the next dialog box with “Next”.

Add Roles Wizard

Uninstall and Reinstall Applications for Compatibility

Before You Begin Itis recommended that you install Remote Desktop Session Host before you install any applications that you

Server Roles want to make available to users.
Renass v If you install Remote Desktop Session Host on a computer that already has applications installed, some of
~*  the existing applications may not work correctly in a multiple user environment. Uninstalling and then

Role Services
reinstalling the affected applications may resolve these issues.

npatibility

) Some applications require minor setup modifications to run correctly on an RD Session Host server.
Authentication Method

Licensing Mode

User Groups

Client Experience

RD Licensing Configuration
Confirmation
Progress

Results

More about installing applications on an RD Session Host server

< Previous I Next > Instdll Cancel
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5 Configuration of the terminal server

5.1 Installation of the Terminal Services

No.

Action

47.

Under “Authentication Method”, select “Require Network Level
Authentication”.

Confim the dialog box with “Next”.

Add Roles Wizard

ES}' Specify Authentication Method for Remote Desktop Session Host

Before You Begin Metwork Level Authentication is a new authentication method that enhances security by providing user
authentication earlier in the connection process when a dient connects to an RD Session Host server, With
Metwork Level Authentication, user authentication occurs before a full Remote Desktop connection to the RD
Remote Desktop Services Session Host server is established.

Server Roles

Role Services
Application Compatibility

Specify whether Network Level Authentication is required.

% Require Network Level Authentication
Only computers that are running both a version of Windows and a version of the Remote Desktop

Licensing Mode Connection dient that supperts Network Level Authentication can connect to this RD Session Host server,

User Groups If you are r_emobel!;I connected to ﬂ’_|is server, ensure that your computer supports Network Level
Authentication to enable reconnection to this server.
Client Experience
" Do not require Network Level Authentication
Computers that are running any version of the Remote Desktop Connection dient can connect to this RD
Confirmation Session Host server.

RD Licensing Configuration

Progress

Lla' This option is less secure than when Network Level Authentication is used because user
"% authentication occurs later in the connection process.

Results
More about Network Level Authentication and supported dients
< Previous I Next > Cancel
48. e Select “Per User” licensing mode.

Confim the dialog box with “Next”.

Add Roles Wizard

ES}' Specify Licensing Mode

Before You Begin The Remote Desktop licensing mode determines the type of Remote Desktop Services dient access licenses

Server Roles (RDS CALs) that a license server will issue to dients that connect to this RD Session Host server.

Remote Desktop Services Spedify the Remote Desktop licensing mode that you want this RD Session Host server to use,
Role Services " Configure later
Application Compatibility Remind me to use the Remote Desktop Session Host Configuration tool or Group Policy to configure the

licensing mode within the next 120 days.

Authentication Method

nsing Mode " Per Device
User Groups An RDS Per Device CAL must be available for each device that connects to this RD Session Host server.
Client Experience & Per User
RD Licensing Configuration An RDS Per User CAL must be available for each user that connects to this RD Session Host server,
Confirmation

The licensing mode that you specify must match the RDS CALs that are available from your Remote
Desktop license server.

Progress

Results

More about the Remote Desktop licensing mods

Cancel

< Previous | Next > I
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5 Configuration of the terminal server

5.1 Installation of the Terminal Services

No. Action
49. To add groups or users, click on “Add...".
Add Roles Wizard x|
ﬁ Select User Groups Allowed Access To This RD Session Host Server
Before You Begin Add the users or user groups that can connect to this RD Session Host server. These users and user groups
Server Roles will be added to the local Remote Desktop Users group. The Administrators group is added by default and
cannot be removed.
Remote Desktop Services
Role Services Users or User Groups:
Application Compatibility ﬁ,admmlsh’amrs Add...
Authentication Method —
RD Licensing Configuration
Confirmation
Progress
Results
More about the Remote Desktop Users group
< Previous | Next > I Install Cancel
50. To open the search dialog, click on “Advanced...”.
Select this object type:
|Users or Builtin security principals Object Types... |
From this location:
lWlN-GDMWMMOTVZU Locations... I
Enter the object names to select (examples):
Check Names I
Advanced... | 0K | Cancel |
A
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5.1 Installation of the Terminal Services

No. Action

51. To find users or groups, click on “Find Now”.

Select this object type:

Users or Builtin security principals Object Types... |

From this location:
WIN-GOMWMMOTVZU Locations... |

Common Glueries I

Marme: ISf_arts withj I Colurrs... |
Diescription: ISlarts with j I Find MNow: |
[ Dizabled accounts Stop |

I™ | Mo espiing password

-

[raps since last logor; I 'I .

f
ot | cance |

Search results:
Mame (RO} | In Folder

WinCC/WebNavigator - Record Operator Actions
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5 Configuration of the terminal server

5.1 Installation of the Terminal Services

No.

Action

52.

e Under the displayed search results, either select the already existing user
“WebUser1” (see chapter 4.6) or the group “TERMINAL SERVER USER”.

e  Confirm the selection with the “OK” button.

Select this object type:
ILlsers or Buitt-n securty principals Object Types...

From this location:
IWINGGMWMMOWZU Locations...

Common Queries I

[ame: I Starts with v | I Calurmrs...

Description: IStarts withj I Find Now

L

I” Dizabled accounts Stop

™| Hon espiing passwaord

e

[ays since last logom: I 'I 7-_)‘_

oK I Cancel
Search results:

Name (RDN) |_in Felder | -]
M INTERACTIVE

82 usr

H% | 0CAL SERVICE

2 2017 WIN-GOMWMM...
H2 NETWORK

B ETWORK SERVICE

B 0WNER RIGHTS

&% REMOTE INTERACTIVE LOGON

H2 SERVICE

82 sysTEM

'TERMINAL SERVER USER -

53.

Close the dialog box with “OK”.

Select this object type:
ILIsers or Built4n securty principals Ohbject Types...

From thig location:
IWIN-GDMWMMOWZLI Locations. .

Enter the object names to select (examples):
TERMINAL SERVER USER Check Mameas

FEE

Advanced... | QK | Cancel
P
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5 Configuration of the terminal server

5.1 Installation of the Terminal Services

No.

Action

54.

Confim the dialog box with “Next”.

Add Roles Wizard

EE}-’ Select User Groups Allowed Access To This RD Session Host Server

Before You Begin Add the users or user groups that can connect to this RD Session Host server. These users and user groups
will be added to the local Remote Desktop Users group. The Administrators group is added by default and

Server Roles

cannot be removed.

Remote Desktop Services

Role Services Users or User Groups:
Application Compatibility ﬁLAdmlnlshamrs

Authentication Method 4 TERMINAL SERVER USER

Licensing Mode

Client Experience

RD Licensing Configuration
Confirmation
Progress

Results

More about the Remote Desktop Users aroup

< Previous | Next > | Install Cancel

55.

Confim the dialog box with “Next”.

Add Roles Wizard

EE}' Configure Client Experience

Before You Begin You can configure the RD Session Host server so that users connecting to a remote desktop session can use
functionality similar to that provided by Windows 7.

Server Roles

Remote Desktop Services
1 Providing this functionality requires additional system and bandwidth resources and may affect the

Role Services ~ scalability of the RD Session Host server,

Application Compatibility

Authentication Method Select the functionality that you want to provide. Additional functienality can be configured by using the
Remote Desktop Session Host Configuration tool.

Licensing Mode

User Groups @ Selecting audio andvideo playback or desktop compositionwill install the Desktop Experience

feature onthe RD Session Hostserver.

RD Licensing Configuration

Confirmation ™ Audio and video playback
Progress [ audio recording redirection
Results I Desktop compasition (provides the user interface elements of Windows Aera)

@ If aselection is dimmed, a Group Policy setting is currently being applied to the computer that
prevents that functionality from being configured. For more information, see Group Policy
Settings and Configuring the Client Experience.

Mare about configuring the dient experience

< Previous I Next > Install Cancel
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5 Configuration of the terminal server

5.1 Installation of the Terminal Services

No.

Action

56.

e Set the checkmark at “Configure a discovery scope for this license server”.
e Select the installation location of the license data base with “Browse...”.
e Confirm the selection with “Next”.

Add Roles Wizard

E}j Configure Discovery Scope for RD Licensing

Before You Begin The discovery scope for a Remote Desktop license server is used by RD Session Host servers to automatically
Server Roles discover the license server, This does not apply to RD Session Host servers running Windows Server 2008 R2
and applies only to those running Windows Server 2008, Windows Server 2003, or Windows 2000.

HeTIE Y=y s 1 Microsoft recommends that you do not configure a discovery scope for the license server. Instead, you

Role Services ~ should use the Remote Desktop Session Host Configuration tool to specify a license server for the RD

Application Compatibility
Authentication Method

Session Host server to use.

I Configure a discovery scope for this license server

Licensing Mode
= ¥ This workgroup
User Groups RD Session Host servers in the same workgroup can discover this license server,
Client Experience
=) This domain
RD Session Host servers in the same domain can discover this license server, To configure this scope,

Confirmation this computer must be a member of a domain, and you must be logged on as a domain administrator,
PI'DgI'ESS (- The forest
Results RD Session Host servers from multiple domains in the same forest can discover this license server, To

configure this scope, this computer must be a member of a domain, and you must be logged on as an
enterprise administrator,

Select a location for the RD Licensing database:

IC:\Windaws\systemSZ\LSeruer Browse.

More about license server discovery

< Previous | Next > I Install Cancel

57.

Confirm the selection with the “Install” button.

Add Roles Wizard

ﬁ% Confirm Installation Selections

Before You Begin

To install the following roles, role services, or features, dick Install.
Server Roles
1 1warning, 2informational messages below

Remote Desktop Services

Role Services (D This server must be restarted after the installation completes,
Application Compatibility ~) Remote Desktop Services
Authentication Method Remote Desktop Session Host
e % You may need to reinstall existing applications.
(i) IE Enhanced Security Configuration will be turned off.
User Groups . ) . .
Authentication method : Require Network Level Authentication
Client Experience Licensing mode : Per user
RD Licensing Configuration Groups allowed access : Administrators, TERMINAL SERVER USER
Audio and video playback : Disabled
Audio recording redirection : Disabled
Progress Desktop composition : Disabled
el RDAl;::lleaT:\shltr;'g This workgroup
Database path : C:\Windows\system32Y Server

Print, e-mail, or save this information

< Previous Next > | Install I Cancel
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5 Configuration of the terminal server

5.1 Installation of the Terminal Services

No.

Action

58.

The installation status gives you an overview of the progress of the installation.

Add Roles Wizard

ﬁ Installation Progress

The following roles, role services, or features are being installed:

Before You Begin

Server Roles Remote Desktop Services
Remote Desktop Services
Role Services
Application Compatibility
Authentication Method
Licensing Mode
User Groups
Client Experience
RD Licensing Configuration

Confirmation

Results

z_

Instaliing...

< Previous | Iext > | Install Cancel

59.

Then click the “Close” button to close the dialog window.

Add Roles Wizard

ﬁ% Installation Results

Before You Begin

One or more of the following roles, role services, or features require you to restart:
Server Roles

! 1warning message below
Remate Desktop Services o ==

Role Services ~) Remote Desktop Services /1. Restart Pending

Application Compatibility /4. You must restart this server to finish the installation process.
Authentication Method
Licensing Mode

User Groups

Client Experience

RD Licensing Configuration

Confirmation

Progress

Print, e-mail, or save the installation report

< Previous Next > | Close Cancel
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5 Configuration of the terminal server

5.1 Installation of the Terminal Services

No.

Action

60.

Select “Yes” to restart the computer.

fo_"\

| | Do you want to restart now?

k.~ 4

This server must be restarted to finish the installation
process, You cannot add or remove other roles, role services,
ar features until the server is restarted.

61.

After restarting the computer, close the dialog with the “Close" button.

Resume Configuration Wizard

ﬁ Installation Results

Resuming Configuration

The following roles, role services, or features were installed successfully:
Progress
1 3warning, 1informational messages below
Results T

~ automatically updated, turn on Windows Update in Control Panel.
*) Remote Desktop Services 'g' Installation succeeded

The following role services were installed:
Remote Desktop Session Host
Remote Desktop Licensing

more information, see Configure License Settings on an RD Session Host Server.

Settings for an RD Session Host Server.

Print, e-mail, or save the installation report

< Previous et > | Close

@ Enable Windows 7 features on this RD Session Host server by using Desktop Experience.

/1, UsetheRemoteDesktop Session Host Configurationtool to specify aRemote Desktop license
serverfor this RD Session Host server to use. For moreinformation, see Configure License

1\, Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is

/1 Ensure that your RD Session Host servers are correctly configured to use this license server. For

Cancel
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5 Configuration of the terminal server

5.2 Configuration of the terminal server

5.2 Configuration of the terminal server

Table 5-3

No.

Action

62.

Call the Terminal Services Configuration with <Windows> + <R> “tsconfig.msc”.

63.

Select the “RDP-Tcp” connection and use the context menu to open the
Properties dialog box of the connection.

%% Remote Desktop Session Host Configuration =] 03]

Fle Acton View Help

= |=HD

G RD Session Host Configuration:

E Configuration for Remote Deskiop Session Host server:
92l Licensing Diagnosis

WIN-487KEVNE3S9

You can use Remote Desktop Session Host Configuration to configure settings for new connections, modify the settings of existing
connections, and delete connections. You can configure settings on a per-connection basis, orforthe RD Session Host server as a
whole

Connections
Connection Name

Connection Type

Edit settings

General
| Delete temporary folders on exit Yes
7| Use temporary folders per session Yes
L Restrict each user to a single session Yes

2| User logon mode Allow all connections

Licensing
L Remote Desidop licensing mode Per User
¥| Remote Desktop license sarvers Mot specified

RD Connection Broker
¥ Member of famm in RD Connection Broker No

RD IP Virtualization

] IP Virtualization Not Enabled
1 I”]|
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5 Configuration of the terminal server

5.2 Configuration of the terminal server

No.

Action

64.

RDP-Tcp Properties |

In the “Environment” tab, check the “Start the following program when the
user logs on:” option.

In the “Program path and file name:” field, enter the following string:

"C:\Program Files (x86)\Siemens\Automation\SCADA-
RT_Vxx\WinCC\Webnavigator\Client\bin\WinCCViewerRT.exe" /maximized
C:\NetLogon\NoUser.xml

Note
Adjust the path to the respective installation directory of your operating
system and observe the two spaces in the string.

Use the “OK” button to close the Properties dialog box.
Close the “Terminal Services Configuration” window.

Remote Contral | Client Settings | Metwork Adapter I Security I
General I Log on Seftings I Sessions Ervironment

— Initial program

" Do not allow an initial program to be launched; always show
desktop

- Bun initial program specified by user profile and Remote Desktop
Connection or client

¥ Start the following program when the user logs on:

Program path and file name:

I"C:"-.F‘n:uglam Files*Siemens " Automation  SCADA-RT_V11\WinCC

Start in:

| QK I Cancel Apphy
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6 Commissioning the Application

Basic settings to start up the demo project.

Table 6-1

No.

Action

65.

The “CC_Admins”, “CC_Technic”, “DefaultGroup” and “DefaultWebUserGroup”
groups are created in the WinCC Professional demo project.

Siemens - D:\01_Applikationen\Pharma\RecordOperatorActions\RecordOperatorActions_Demo_WV1

SP1\RecordOper:

4 Portal view 3 Overview

I {9 User adminis...

ully started simulation.

Project  Edit View Insert Qnline Optiops TJools * Totally Integrated Automation
Cf (3 H saveproject 5 X9 A PMGER PORTAL
## User groups :-'7
% |7
=
Groups 5
Mame Web start screen | Web language Web access for usergroup  Comment ==
## DefaultGroup Start German (Germany) u'_'l
## cc_Technic Start German (Germany) __l?
ﬁ DefaultwebUserGroup Start German (Germany) 2,
# cc_admins Start E German (Germany) E H
ﬁ Administrator-Group English (USA) | |
<Add new>
(<] [T »
L
Authorizations
Active Name Display name Number Comment
&= () Authoriztion_6 Window selection 6
= 0 Authorimtion_7 Hardcopy 7
&= = Authorization_8 Confirm alarms 8
= D Authorization_9 Lock alarms 9
&= D Authorization_10 Free alarms 10
&= M Authoriztion_11 Message Editing 11
o= (| Autheriztion_12 Start archive 12 g
&= M Authoriztion_13 Stop archive 13
= D Authorization_14 Edit archive values 14
&= 0 Authorization_15 Archive Editing 15
o= 0 Autherimtion_16 Action Editing 16
&= 0 Authorizmtion_17 Froject Manager 17
o= ) Authorizmtion_18 Admins 18
o= =] Authoriztion_19 Technic 19
&= ) Authoriztion_20 StandardOprations 20
5 (| Autharimtion 1001 Remote confinuration 1001 |Z|
(<] [ I[>]
‘ﬁ. Properties ”"j'.lnfo ”ﬂ Diagnostics |

66.

e Select <Windows> + <R> ,compmgmt.msc® to call the Computer
Management of the server.

e Create identical groups in Windows User Management.

ﬂ:__!Cnmputer Management

File Action View Help

=10l

x|

€= 2ml=H5

@ Reliability and Performance
gy Device Manager
Bl &5 Storage
=8 Digk Management

44 Services and Applications

#_, Power Users

ﬁ'_, Performance Log Users
elEvent Log Readers
75 web Access Comput...
elperformance Monitor U...

A Computer Management (Local) T : BT &
=} system Todls & cc_admins WinCC Group
(® Task scheduler lcc_Technic WinCC Group
f& Event Viewer #EDefaultGroup WinCC Group
@] Shared Folders e DefaultiwebUserGroup WiInCC Group
= % L?cal Users and Groups -'FS e e e mrevented from making ac...
- Users Q‘_, Replicator Supports file replication in a domain e
| Groups

Power Users are induded for backw...
Members of this group may schedule, ..
Members of this group can read eve...
Members of this group can query th...
Members of this group can access p...
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No. Action

67. In the relevant groups, create the users with which the WinCC project will later be

operated (see chapter 4.6).

Note

The “SIMATIC Logon” option package is used for this application. Therefore, the
users are not created in WinCC “User Administrator” but directly in the Windows
operating system.

General |

% CC_Admins

WinCC Group

Description:

Members:

Aweblzart

Changes to a user's group membership

Bemove | are not effective until the nesd time the
user logs on.

ok | cCancel | pply Help

WinCC/WebNavigator - Record Operator Actions
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6 Commissioning the Application

No.

Action

68.

group “Remote Desktop Users”.

Member of :

WebUserl Properties

Remote Desktop Services Profile I Personal Vitual Desltop | Dialn
General  Member OF | Profile | Environment I Seszions I Remote contral

Ensure that the users are a member of both the group “SIMATIC HMI” and the

21

&\ CC_Admins

&% CC_Technic

& DefautGroup

& DefaultWeb UserGroup
& Remote Desktop Users
A SIMATIC HMI

M Users

user logs on.

Changes to a user's group membership

Add. | | Femoe | are not effective until the next time the

oK Cancel

Aoy Help
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7.1 Overview

7 Operating the Application

7.1 Overview

The demo project consists of two different screens. One screen shows an example
of the acquisition and display of different process value archive data.

The second screen includes the WinCC Alarmcontrol. It provides the option to
generate operator messages using different methods.

Using two buttons in the top right corner, you can switch between the screens.

The Alarm screen is described in greater detail in the following section. In this
screen, an operator message can be generated in three different ways. These
ways are displayed in the WinCC Alarmcontrol. The Alarmcontrol indicates origin,
source, event, batch name and operator action. Individual adjustments can be
made in the Alarm Logging Editor or in the Alarmcontrol settings.

Demoproject SIMATIC WinCC WebNavigator with SIMATIC Logon

Usemame Smith
Login

Computername BE33065C

Curves

VLA

Operator Actions

Create Operator Message

Create Operator Message Create Operator Message

Configure setpoints for

without user input (VBS) with user input (VBS) (C-Script) Operator Message
erator Actions ]
BHE S s IFAEEEES
| [Date Time Number | Computer Mame [User name |Saurce [Event [Batch name [ Gperation [Area
1211210 10:5217 AM 1008003 BE33065C Siemens USERT:BE330B5C: Manual login
12 211210  10:68:41 AM 1008003 BE33065C Siemens USERT:BE33065C: Manual login
13 211210 110141 AM 1008003 BE33065C Siemens USERT:BE330B5C: Manual login
4 211210 11:03:23 AWM 1700 BE33065C Siemens BE33065C\TagForiudit  Siemens Weighing at scale 2247 new = 0.10 kg old = 0.00 kg FX34UM Gy Siemens Weighi Fead
5 211210 11:08:52 AM 1008001 BE33065C Siemens USERT:BE330B5C: Invalid loginname/passward
16 211210 11:08:11 AM 1008003  BE33065C Stnith USERT:BE33065C: Manual login
7 211210 110956 AM 1008003 BE33065C Fuller USERT:BE330B5C: Manual login
18 211210 11:10:07 AWM 1700 BE33065C Fuller NTagF ordudit Fuller Weighing at scale 2247 new =1 kg old =0 kg Fx34U1Gg  Fuller Weighing Feed
9 211210 111038 AM 1700 BE33085C Fuller \TagForAudit Fuller Weighing at scale 2247 new =21 kg old = 1 kg F¥34U1Gg  Fuller Weighing Feed
101211210 11:10:43 AW 1700 BE33065C Fuller BE33065C TagForiudit  Fuller Weighing at scale 2247 new =0.20 kg old = 0.10 kg Fx34U1Gg  Fuller Weighing Feed
11211210 11:11.03 AM 1008005 BE33065C Fuller USERT:BE330B5C: Manual logout
112211210 11:11:26 AM 1008003 BE33065C Siemens USERT:BE33065C: Manual login
113 |21.12.10 11:11:38 AM 1700 BE33065C Siemens BE330B5C\TagForAudit  Siemens Weighing at scale 2247 new =030 kg old =020 kg FX34U1Gg Siemens Weighi Feed
14211210 11:11:43 AM 1700 BE33065C Siemens  \TagForAudit Siemens VWeighing at scale 2247 new = 2.3 ky old = 2.1 kg Fx34U1Gg  Siemens ¥Weighi Feed
115 |21.12.10 11:12:00 AM 1008005 BE33065C Siemens USERT:BE33065C: Manual logout
116 |21.1210 111218 AM 1008003  BE33065C Stnith USERT:BE33065C: Manual login
117 |21.12.10 11:13:24 AM 1008005 BE33065C Smith USERT:BE33065C: Manual logout
118 |21.1210  11:13:38 AM 1008003 BE33065C Stnith USERT:BE33065C: Manual login
19 |21.12.10 11:14:01 AM 1008003  BE33065C Fuller USERT:BE33065C: Manual login
120 211210 11:14:04 AM 1700 BE33065C Fuller NTagF orAudit Fuller Weighing at scale 2247 new =3.3 kg old = 2.3 kg F¥34U1Gg  Fuller Weighing Feed
121 |21.12.10 11:15:04 AM 1008003  BE33065C Smith USERT:BE33065C: Manual login
122 |21.1210 111507 AM 1700 BE33065C Smith NTagF orAudit Smith ¥Weighing at scale 2247 new = 4.3 kg old =33 kg F¥34U1Gg  Smith Weighing Feed
123 211210 111522 AWM 1700 BE33065C Smith WTagForAudit Srith YWeighing at scale 2247 new = 2.1 kg old = 4.3 kg Fx34U1Gg  Smith Weighing Feed
124 |21.1210  11:30:58 AM 1700 BE33065C Smith BE330B5C\TagForAudit  Smith Start agitating new = 0,10 | old = 0.00 | Iv3ITE7  Smith Start agit: Vessel 3377
125 211210 122913 PM 1008003 BE33065C Fuller USERT:BE33065C: Manual login
126 |21.1210 122920 PM 1700 BE33085C Fuller BE330B5C\TagForAudit  Fuller Start agitating new =0.20 | old = 0101 Iv33rME7  Fuller Start agita Vessel 3327
127 211210 123038 PM 1700 BE33065C Fuller BE33065C TagFordudit  Fuller Dosing new =030l old =0.20 | XREB63I Fuller Dosing ne' Preparation plac:
128 |21.1210 1230868 PM 1700 BE33085C Fuller \TagForAudit Fuller Dosing new =332 lald=2.1 | ¥RE3891 Fuller Dosing ne' Preparation plac
125 211210 1231:.03PM 1700 BE33065C Fuller WTagForAudit Fuller Dosing new =342 1old =332 | XREB63I Fuller Dosing ne' Preparation plac:
130 211210 123142 PM 1700 BE33085C Fuller \TagForAudit Fuller Change Setpoint new = 35.2 | old = 34.2 | ¥RE3891 Fuller Change Si Preparation plac
131211210 123157 PM 1700 BE33065C Fuller WTagForAudit Fuller Change Setpoint new =355 | old =352 | XREB63I Fuller Change 51 Preparation plac:
132 |21.1210 123438 PM 1008005 BE33065C Fuller USERT:BE330B5C: Manual logout
133 211210 1237:28 PM 1008003  BE33065C Stnith USERT:BE33065C: Marual login
34
£
3B
Ready List: 33 =2 12/21/2010  12:37:50 P
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7.2 Operator message structure

7.2

Note

Operator message structure

To document operations during runtime, a user-defined operator message with
message number 1700 was created in the WinCC Alarm Logging Editor. The
following tables show the used user and process value blocks, including their

contents.

The following FAQ shows an example of the generation of user-defined operator
messages in WinCC:

https://support.industry.siemens.com/cs/ww/en/view/24325381

User text blocks

Table 7-1
User Name Structure
text block
Text_Blockl Source @2%s@\@10%s@
Text_Block2 Area @9%s@
Text_Block3 | Event @7%s@ @6%S@ new = @5%s@ @8%s@ old = @4%s@ @8%s@
Text_Block4 Batch @1%s@
name
Text_Block5 Operation @7%s@ @6%s@ new = @5%s@ @8%s@ old = @4%s@ @8%s@
Note The user text blocks can be designed as desired.
Process value blocks
Table 7-2
Process value block Name Content
Processvalue_Blockl Process value: 1 Batch name
Processvalue Block2 Process value: 2 Computer Name
Processvalue Block3 Process value: 3
Processvalue_Block4 Process value: 4 Old value
Processvalue Block5 Process value: 5 New value
Processvalue_Block6 Process value: 6 Operator control text
Processvalue Block7 Process value: 7 users
Processvalue Block8 Process value: 8 Unit
Processvalue Block9 Process value: 9 Area
Processvalue Block10 Process value: 10 Source

NOTICE

If you are using a process value block allocation that differs from the one
shown in the table, the “ISALG_OperationLogForWeb” (C Script) or
“CreateOperatorinputMessage” (VB Script) scripts must be adapted
accordingly.
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7.3 Description of the buttons

7.3 Description of the buttons
Table 7-3
No. Button Explanation
1 Visible only on the standard client.
Login Calls the dialog box for login via SIMATIC Logon.
2 Logout and Visible only on the WebNavigator Client.
show login Closes the current WinCCViewerRT component and starts it with a
dialog “NoUser” configuration.
A Login dialog box is displayed, where you can log in individually.
3 Sl An operator message is created using VB Script. The “TagForAudit”
;thiut%esfr?;pueti\fsgi WinCC tag is incremented by one to simulate different contents in
the operator messages.
4 5 An operator message is created using VB Script. The user is
re;:&ﬁg:ﬁ;‘;'u"fgfggfe prompted to enter a new value for the “TagForAudit” WinCC tag.
5 Creates an operator message using C-Script. During this process,
Clpak o(‘zf_g'é‘,’i;";essage an internal C tag is incremented by 0.1.
6 Conf LS Opens a picture window where you can configure the operator
- ;ge‘r’;fofiqzc’s'g az o message data (area, source, etc.).
7 Operator-controllable only on the standard client.
Exits Runtime.
8 Change between German and English
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7 Operating the Application

7.4 Description of the scripts

7.4 Description of the scripts
Table 7-4
No. Action Remarks
1 WebNavigator.pdl / OpenPicture C-Script that sets the “Visible” property for the “Login”,
“Logout and show login dialog” and “Deactivate” buttons.
2 Start.pdl / object ,ScriptField” / C-Script that detects automatic logout of a user and
background color subsequently terminates WinCCViewerRT. WinCCViewerRT
is then automatically started with a DefaultUser.
In this script, it may be necessary to adjust the path to the
WinCCViewerRT.exe and DefaultUser.xml files, depending
on where the files are located.
3 WebNavigator.pdl / object C-Script that terminates the current WinCCViewerRT
,Logout_and_show_logindialog“/ component and restarts it with a “NoUser” configuration.
Press Left In this script, it may be necessary to adjust the path to the
WinCCViewerRT.exe and NoUser.xml files, depending on
where the files are located.
4 Creating an alarm using VB script | A detailed description is stored in the respective script.
WebNavigator.pdl / object
,Button2“ and ,Button3“ / mouse
click
5 Creating an alarm using C-Script A detailed description is stored in the respective script.
WebNavigator.pdl! / object
,Button1“/ mouse click
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7.5 Direct remote access without Terminal Services

7.5

Direct remote access without Terminal Services

This plant configuration does not include a terminal server. Each client that
accesses the WebNavigator Server requires a separate installation of the
WebNavigator Client.

Table 7-5

No.

Action

69.

Note:

Start the “WinCCViewerRT’ component of the WinCC Web Client using the logon
script and the respective start parameters of the configuration file.

For the relevant preparations, please refer to chapter 4.4 and chapter 4.5.

" NoUser.bat - Editor

Datei Bearbeiten Fgrmat  Ansicht

7

=]

['C:\Program Files (x86)\Semens\AuTOmation}SCADA-RT_VI1\WinCC\Webnavigator \C1ient\bin\WwinCCViewerRT. exe” /maximized C:\NetLogon\Nouser.xml -

70.

Benutzer defauttwebuser Ausloggen und
Anmeldedialog
Computername WEBNAVICLENT zeigen

Erzeuge

Erzeuge Bedienmeldung

Sollwerte fir

WinCCViewerRT starts according to the configuration file.

Demoprojekt SIMATIC WinCC WebNavigator mit SIMATIC Logon

Kurven

Audt Trail

03.12.10 11:17:08 AM
03.12.10 11:17:25 AM
03.12.10 11:17:35 AM
03.12.10 11:19:26 AM
03.12.10 11:19:35 AM
03.12.10 11:26:41 AM
03.12.10 11:28:01 AM
03.12.10 11:28:22 AM
03.12.10 11:28:29 AM
03.12.10 11:28:41 AM
03.12.10 11:28:54 AM
03.12.10 11:29:07 AM
03.12.10 11:29:23 AM
03.12.10 11:29:42 AM
03.12.10 11:29:55 AM
03.12.10 11:30:03 AM
03.12.10 11:31:13 AM
03.12.10 11:31:23 AM

1700 WINCCO2 webuser!
1700 WINCCO2 webuser!
1700  WEBNAVICLIEI webuser!
1012401 WINCCO2
1012400 WINCCO2
1012401 WINCCO2
1012400 WINCCO2
1700 WINCCO2 webuser!
1700 WEBNAVICLIEI webuserl
1012401 WINCCO2
1012400 WINCCO2
1012401 WINCCO2
1012400 WINCCO2
1700  WEBNAVICLIE| webuser!
1700  WEBNAVICLIE| webuser!
1700 WEBNAVICLIEl webuserl
1012401 WINCCO2
1012400 WINCCO2

WEBNAYICLIE| webuser! Desci Container 1
WEBNAVICLIE| webuser! Desci Container 1
WEBNAVYICLIE| Description eve Container 1
WEBRT:WINCC
WEBRT:-WINCC
WEBRT:WINCC
WEBRT:WINCC
WEBNAVICLIE| webuser! Desci Container 1
WEBNAYICLIE| Description eve Container 1

WEBRT-WINCC

WEBRT:WINCC

WEBRT:WINCC
WEBNAVICLIE Description eve Container 1
Cansole\TagFor wehuserl Desci Container 1
Console\TagFor webuserl Desci Container 1

WEBRT-WINCC

webuserl Desci Area 49
webuserl Desci Area 49
Description eve Area 49

webuser] DesciArea 49
Description eve Area 49

Description eve Area 49
webuser! Desci Area 49
webuser! Desci Area 43

ohne Benutzereingabe mit Benutzereingabe Bedienmeidungen
ey e (C=copy) prieies
EREE ¢ HEHYEBS
Datum [Uhrzeit [Nummer Rechnemame | [Herkunft [ Ereignis [Ci [Bedienung | Bereich
13.12.10 11:03:45 AM 1012401 WINCCO2 WEBRT:WINCC
03.12.10 11:09:20 AM 1012400 WINCCO2 WEBRT:WINCC
03.12.10 11:10:08 AM 1012401 WINCCO2 WEBRT:WINCC
03.12.10 11:10:27 AM 1008001 WINCCO2 webuser! USERT:WINCCI
105 |03.12.10 11:11:21 AM 1008001 WINCCO2 webuser! USERT:WINCCI
106 |03.12.10 11:11:39 AM 1012400 WINCCO2 WEBRT:WINCC
107 _|03.12.10 11:13:26 AM 1700  WEBNAVICLIE| webuser! ConsoletTagFor webuser! Desci Container 1 webuser! Desci Area 49
108 |03.12.10 11:13:36 AM 1700  WEBNAVICLIE| webusert WEBNAVICLIEI Description eve Container 1 Description eve Area 49
109 |03.12.10 11:13:57 AM 1008003 WINCCO2 Default User USERT:WINCC!
110 |03.12.10 11:14:15 AM 1012401 WINCCO2 WEBRT:WINCC
111 _|03.12.10 11:16:16 AM 1008001 WINCCO2 Default User USERT:WINCC!
03.12.10 11:16:31 AM 1012400 WINCCO2 WEBRT:WINCC

Liste: 130

% 03.12.2010 14:05:10
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7.5 Direct remote access without Terminal Services

No.

Action

71.

After the configured logout time, the user is automatically logged out.

Note

This dialog box is not visible or visible only for a short time since a WinCC script
queries this dialog box and closes it once it appears.

Automatic logout i x|

Time is up. You have to identify yourself again.

Automatic logout in 58 seconds.,

Cancel |

72.

The currently open WinCCViewerRT component is automatically closed and a
new instance is started with the “DefaultUser” user.

Username defaultwebuser

Computername WEBNAVICLIENT

73.

Use the “Logout and show login dialog” button to close the currently open
WinCCViewerRT component and open a new instance with a configuration file
without login information.

Note

Since no login information is stored, a login dialog box opens, where you can log
in individually.

Connect to localhost

YWelcome ko localhosk

Liser name: Iﬁ | j J

Passwiord; I

K, I Cance|

Note When clicking on Cancel in the login dialog box, an info picture will be displayed.
Press the F5 key to reopen the login dialog box.
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7.6 Indirect remote access via Terminal Services

7.6 Indirect remote access via Terminal Services

In this plant configuration, any client (e.g., thin client) logs on via the terminal
server. An automatic logon script is then started, which opens the WebNavigator
Client to access the WebNavigator Server.

Table 7-6
No. Action
74. On the web client, select <Windows> + <R> “mstsc” to call the Remote Desktop

connection.

=7 Run @

-

= Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

DOpen: mstsc -

QK l ’ Cancel ] ’ Browse...

75.

e In the “Computer” field, enter the IP address of the web server.
e Select the “Connect” button to establish the connection.
e Log on with user “WebUser1”.

Note
For the relevant preparations, please refer to chapter 4.6.

| Remote Desktop
»¢) Connection

Computer:  |172.16.52.60 =

Username: Mone specified

fou will be asked for credentials when you connect.

= Options

(% Remote Desktop Connection - 10| x|
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7 Operating the Application

7.6 Indirect remote access via Terminal Services

No. Action
76. Log on with user “WebUser1”.
Note
For the relevant preparations, please refer to chapter 4.5.
Windows Security x|
Enter your credentials
These credentials will be used to connect to 172, 16.52.60.
— Weblserl
Domain:
[T Remember my credentials
oK Cancel
77. Once a user has successfully logged on, the stored script starts WinCCViewerRT.

The user is prompted to enter his/her logon data.

Note

“‘Welcome to localhost” is always displayed since, due to logon to the terminal
server, the web server operates on the local system.

Connect to localhost

elcome to localbosk

User narme: I = j J

Passwiord; I

(0] 4 I Zancel
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7.6 Indirect remote access via Terminal Services

No. Action

78. After successful logon, the project is loaded.

Demoprojekt SIMATIC WinCC WebNavigator mit SIMATIC Logon

Benutzer defautwebuser Ausioggen und
Anmeldedialog Kurven Audt Trail
Computername: WEBNAVICLENT zeigen

Erzeuge Bedienmeldung Erzeuge Bedienmeldung Sollwerte fir

Erzeuge Bedienmeldung

ohne Benutzereingabe mit Benutzereingabe Bedienmeidungen
G s (esconl) praipeic
EMEE ¢ HEHUEES
Datum Uhrzeit | Nummer Rechnemame | [Herkunft [Ersignis [cl [Bedienung | Bereich I
101 (031240 11:03.45 AW 1012401 WINCCO2 WEBRT-WINCC
102 (031210 11:09:20 AM 1012400 WINCCO2 WEBRT-WINCC
103 (031210 11:10:08 AM 1012401 WINCCD2 WEBRT-WINCC
104 1031210 11:10:27 AM 1008001 WINCCO2  webuserl USERT-WINCCI
(105 031210 11:11:21 AM 1008001 WINCCO2  webusert USERTWINCCI
1105 (031210 11:11:39 AM 1012400 WINCCO2 WEBRT-WINCC
(107 |03.12.10 1325 AM 1700 WEBNAVICLE|webuserl  Console\TagFor webuser! Desci Container 1 webuserl DesciArea 49
1108 |034210 111336 AM 1700 WEBNAVICLEIwebuserl  WEBNAVICLIEI Description eve Container 1 Description eve Area 43
1109 |031210  11:1357 AM 1008003 WINCCO2  Defaut User USERT-WINCCI
110 (031210 11:14:15AM 1012401 WINCCO2 WEBRT-WINCC
10312410 1008001 WINCCO2  Default User USERTWINCCI
03.12.10 1012400 WINCCO2 WEBRT:WINCC
“lo31210 1700 WINCCO2  webuserl  WEBNAVICLIEIwebuser! Desci Container | webuserl Desci Area 49
14 |0312.10 1700 WINCCO2  webuserl  WEBNAVICLIEIwebuser Desei Container | webuserl Desci Area 49
5 |03.12.10 1700 WEBNAVICLE|webuser!  WEBNAVICLIEI Description eve Container 1 Description eve Area 49
16 (031210 1012401 WINCCO2 WEBRT:WINCC
17_|03.12.10 1012400 WINCCO2 WEBRT-WINCC
18 |03.12.10 1012401 WINCCO2 WEBRT-WINCC
19 |03.42.10 1012400 WINCCO2 WEBRT-WINCC
120 |03.12.10 1700 WINCCO2  webuserl  WEBNAVICLIEIwebuserl Desci Container | webuserl DesciArea 49
1121 |0342.10 AM 1700 WEBNAVICLIE|webuserl  WEBNAVICLIEI Description eve Container 1 Descrption eve Area 49
2 |0342.10 1012401 WINCCO2 WEBRT-WINCC
123 |03.12.10 1012400 WINCCO2 WEBRTWINCC
4 |0342.10 1012401 WINCCO2 WEBRT-WINCC
125 |03.12.10 1012400 WINCCO2 WEBRT-WINCC
126 |03.12.10 1700 WEBNAVICLEIwsbuserl  WEBNAVICLIEI Description eve Containsr 1 Description eve Area 49
1127 |0342.10 1700  WEBNAVICLE|webuserl  Console\TagFor webuser! Desci Container | webuserl DesciArea 49
128 |03.12.10 1700  WEBNAVICLE|webuserl  Console\TagFor webuser! Desci Container | webuserl DesciArea 49
1129 |03.12.10 AM 1012401 WINCCD2 WEBRT-WINCC
1130 |03.12.10 1012400 WINCCO2 WEBRT-WINCC
Fertig Liste: 130 3122010 140510

79. After the configured time, the user is automatically logged out.

Note

This dialog box is not visible or visible only for a short time since a WinCC script
queries this dialog box and closes it once it appears.

Automatic logout ] x|

Time is up. You have to identify yourself again.

Automatic logout in 58 seconds.,

Cancel |

80. The currently open WinCCViewerRT component is automatically closed and a
new instance is started with the “DefaultWebUser” user.

Username defaultwebuser

Computemame WINCCO2
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7.6 Indirect remote access via Terminal Services

No. Action

81. Use the “Logout and show login dialog” button to close the currently open
WinCCViewerRT component and open a new instance with a configuration file
without login information.

Note
Since no login information is stored, a login dialog box opens, where you can log
in individually.

Passwort fiir Netzwerk eingeben X|

A \

localhost
Benutzername: ||
Passwort: I
| oK I Abbrechen
Note When clicking on Cancel in the login dialog box, an info picture will be displayed.

Press the F5 key to reopen the login dialog box.

NOTICE If you prefer to use Terminal Services also for service purposes, always
use “Logout” to log out of the server operating system.
Otherwise, re-logon is not possible if the respective user is not
automatically logged out after a preconfigured time.

Direct access to WinCC via the Terminal Services (without web or terminal
client) is not released and is your responsibility.
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8 Further Notes

8.2

8.3

VB script

C-Script

Further Notes

Completing access protection

For system-related reasons, brief access to operating system level may be
possible during the automatic restart of the WinCC Web Client.

To allow as few access points as possible, it is recommended that the security
policies in Windows be very restrictive.

Changing passwords

Windows passwords can only be changed from the SIMATIC WebNavigator
Server. This is not possible from the WebNavigator Client. For more information,
please refer to the SIMATIC WebNavigator documentation.

Differences when generating operator messages

In VBS, the HMIRuntime object for alarms supports only read access to the
“Computername” property. As a result, when a connection has been established
via a terminal server, the message displays the computer name of the terminal
server and not the one of the connected remote client.

The name of the connected client is also read out and written to process value
block 2 and user text block 1 — however, the “Computername” column of the server
displays the name of the terminal server.

C-Script enables you to transfer also the computer name to the alarm object. Here,
too, the client name is read out on the terminal server and written to the
“Computername” column — this is displayed accordingly in the Alarmcontrol.

In addition, the computer name is also written to process value block 2 and user
text block 1.
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9 Links & Literature

9 Links & Literature

Table 9-1

Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Download page of the entry
https://support.industry.siemens.com/cs/ww/en/view/109479441

\3\ Starting Web Viewer
https://support.industry.siemens.com/cs/ww/en/view/46824563

\4\ | WebNavigator — Record Operator Actions for WinCC V7
https://support.industry.siemens.com/cs/ww/en/view/49516052

\5\ SIMATIC STEP 7 Basic/Professional V15.1 and SIMATIC WinCC V15.1
https://support.industry.siemens.com/cs/ww/en/view/109755202

\6\ | Thin Client manual
https://support.industry.siemens.com/cs/ww/en/view/61187980

\7\ | Thin Client Remote Configuration Center
https://support.industry.siemens.com/cs/ww/en/view/42793847

\8\ | Thin Client configuration file
https://support.industry.siemens.com/cs/ww/en/view/35105485

10 History

Table 10-1
Version Date Modifications
V1.0 02/2016 First version
V1.1 09/2019 Update TIA Portal V15.1
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