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Beb6-calT: cert.gov.ru YpoBeHb onacHocTh: BbICOKIIA

E-mail: threats@cert.gov.ru Ha/murie o6HoBNeHVs: ECTh

Ya3sumMocTb peannsaumn Cisco Discovery Protocol B MO Cisco FXQOS, 10S XR 1 NX-OS

NaeHTUGUKATOP YA3BUMOCTH MITRE: CVE-2020-3120

CWE-190: LlenoyncneHHoe nepenosiHeHne nim

NaeHTUGUKaTOP MPOrpaMMHON OLLINOKN y
LMKINYEeCKniA BO3BPaT

SKCMAyaTauma yAa3BMOCTI MO3BONAET 3/10YMbILLNEHHIKY,
HaxOoA4dALLEeMYCA B CMEXHOW CeTU, OPraHmn30oBaThb yTeuky
NamMATy, BbI3bIBas nepesarpysky Lies1eBoro yCTporcTBa
nyTem OTNPaBKkW CreunanbHO ChopmmpoBaHHbix CDP-
MakeToB. YA3BNMOCTb 0OYCN0BNEHA HEKOPPEKTHOM
0bpaboTkon BxoadLLmx CDP-rnakeTos..

OnucaHwne YA3BNMOCTU

KaTeropus ysa3BUMOro NpojaykTa TenekoMMyHVKaLMOHHOe 0bopyaoBaHMe

ASR 9000 Series Aggregation Services Routers

Carrier Routing System (CRS)

Firepower 4100 Series

Firepower 9300 Security Appliances

IOS XRv 9000 Router

MDS 9000 Series Multilayer Switches

Network Convergence System (NCS) 540 Series Routers

Network Convergence System (NCS) 560 Series Routers

Network Convergence System (NCS) 1000 Series
YA3BKMbIE CUCTEMBI Network Convergence System (NCS) 5000 Series

Network Convergence System (NCS) 5500 Series

Network Convergence System (NCS) 6000 Series

Nexus 1000 Virtual Edge for VMware vSphere

Nexus 1000V Switch for Microsoft Hyper-V

Nexus 1000V Switch for VMware vSphere

Nexus 3000 Series Switches

Nexus 5500 Platform Switches

Nexus 5600 Platform Switches

Nexus 6000 Series Switches




Nexus 7000 Series Switches

Nexus 9000 Series Fabric Switches in Application Centric
Infrastructure (ACl) mode

Nexus 9000 Series Switches in standalone NX-OS mode
UCS 6200 Series Fabric Interconnects

UCS 6300 Series Fabric Interconnects

UCS 6400 Series Fabric Interconnects

PekomeHaauUMK Mo YCTPaHeHNo

OB6HOBWTL MPOrpaMMHoe obecneyeHue.

[laTa BbigBNeHud

5 ¢pespang 2020 1.

[lata obHoBNEHMS

11 ¢espana 2020 1.

OueHKa KpUTUYHOCTK ya3BrmMocTy (CVSSV3.1)
BexTop ataku (AV)

CNnoxHOCTb 3Kkcryataumn yassmmocti (AC)
Heobxoanmblin ypoBeHb npusuneruii (PR)

HeobxoanmMoCTb B3anMOAENCTBUS C
nonb3osatenem (Ul)

MaclwTtab nocneACTBUMA 3KCMIyaTaUmm
yA3BMMOCTH (S)

BrvsHue Ha koHouAeHUansHoCTb (C)
BanaHne Ha uenoctHocTb (1)
BavaHme Ha AOCTYNHOCTL (A)

CTeneHb 3penocT AOCTYMHbIX CPeACTB
aKCnayaTaumm

Hanuyne cpeacTs yCcTpaHeH s
YA3BUMOCTH

[oCTOBEPHOCTL CBEAEHUIN 00
YA3BMOCTH

7.4 AV:AJAC.L/PR:N/UI:N/S:C/C:N/EEN/AH
CmexHas ceTb (A)
Huskaga (L)

OTcytctayeT (N)

OtcytcTayeT (N)

3menseTca (C)

OtcytcrayeT (N)
OtcytctayeT (N)

Bbicokoe (H)

Hannune He noarsepxaeHo

OduumansHoe peleHve

CBefeHVst MoATBEPXEHbI

CCbINIKM Ha NCTOYHWKIN

https://tools.cisco.com/security/center/content/CiscoSecurity
Advisory/cisco-sa-20200205-fxnxos-iosxr-cdp-dos
https://packetstormsecurity.com/files/156203/Cisco-
Discovery-Protocol-CDP-Remote-Device-Takeover.html




