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General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) {1t Create Registration Token X[ iHHEH, HyALL N E, #R)5 ¥ Create Token:

Create Registration Token .

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

* Description

* Expire After - BUBHEUGXIN ]2 30 K.

* Allow export-controlled functionaility on the products registered with this token (LA itk
A WA= i B ARVE S PRI DIRE) - LR TR R 1 S/ H X A VAT R s L R A
M-S AR .

RGKAS S I BB

d) PP AT O R 3 Sk RS T AT JT Token X5 AE, T UM HCRE4h ID SR BINGRR . 475 205
W FTD I, SR LF AR, DAFEIZAE R I I 1 B
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General Licenses Product Instances Event Log
Virtual Account
Deseription:
Default Virtual Account: No
Product Instance Registration Tokens
The registration tokens below can be used to register new product instances to this virtual account.
New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTItZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions ~

B 4: E5<h

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

PR3 L FDM 1, g, ASEERIFHERE Y, PhEERE.
T4 F & BEIF AIE VLT
1B 4 Hi1; Register Device.

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

6 9 9 O REGISTER DEVICE
days left.

ARG, HE IR REVF RTIESE A T AE o R U0 DR UG 4 R«
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Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region
SSE US Region v
.j_b ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

$IB5 il Register Device.
T2 IR N 3B REVFRIE VU . AR B TENNNT, S BILU R R

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

FEVC S SN IR TG, B BT A

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

PIR6 M2, nidiRE NIV IR B R RN
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SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: @. Intrusion Policy

URL License

ENABLE

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

Includes: URL Reputation

raiT [

This License allows you to perform Cisco Advanced Malware Protection (AMP) with AMP for
Firepower and AMP Threat Grid. You must have this license to apply file policies that detect
and block malware in files transmitted over your network.

Includes: D. File Policy

RA VPN License

Type PLUS v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Firepower Device Manager does not support any of the advanced features covered by the
Apex license.

Includes: RA-VPN

* AR - BV M R s AR B BRI, O R IR T RE . IUAE, ST ARG

AP B I RTE A% TR R S T

« B - BOHVFANIE A AP BRI E T BRI IR R AR ThRE . OB S R OCVA I .

KL, ARER AL X DI RE K SRS o

s WAHRJAH T RA VPN VFiE, IHEFEMHIVFIEE: Plus. Apex. {X VPNE{ Plus #1

Apex.,

I3l PLUS v DISABLE

VPN ONLY

PLUS
Jle remo that
dvanced APEX the

APEX AND PLUS

JRIDRENG AR P B VR ATIE,  WAERDET TS, B m BN A G E

Device Summary

Smart License

Q LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM

There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

&

ST NNHE T H1513 1 1L F Resyne Connection (FFFDERL) , A VFAT IR E5 RHE REPCITHE BLER [
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Go to Cloud Services

Resync connection

Unregister Device

7f Firepower E E &I PHEIRF

LUR D SRR T Al ARG S0 E I AR DI RE o 15 il DU L (R B2 AL (2), BRI R D BRI TR
=35

F/Ghvo

g2

TR WORER TR L, WERRRE, R RO R R
LR i b (@), ARSI 5 S IP MR A B

DA 26— N2 LTSS E A FAE “FRg X7 (DMZ), /] LLRE AT 2 T 05 [ 1 88 77 (5140 Web JIRk 5545
JBAEIZIX I . 58 Hiali Save.

[ 5: fRiEiE O
o @
Description

IPvd4 Address IPv6 Address Advanced Options

Type

Static e

IP Address and Subnet Mask

192.168.6.1 24

FE2 WARCKETZL, WHEENR, R MNHxPiEFEREXE.

AR i ZE G B BB DX e RN VAR A2 AN X, ADA i AR 24 4 DXy AN 2 45 11 oK
FE A o OB L LN AN BER HSE X0, PR M Q804 1 sl Sl A S D& 2 s, 8
WA 0 G 4 DA B2
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DL F R4 BRI o DMZ 2 12— 5711 DMZ K38,
B 6 RS REHR

Add Security Zone

Name

dmz-zone

Description

Interfaces

(@] dmz

P 3 WERELL A i DHCP M o5 3R IP bk, 1516+ Device > System Settings > DHCP
Server, #RJ5i%EFE DHCP Server &K,

WO CECE T DHCP IR454%, (H ) DA kb sl bt 2ok HOMBR . RAC & T HAb iz 0,
UFEIR L4 1 E ¥ E DHCP He g5 g2 AR WL BRE . ety +, RS o s 1 0 8 Al 55 s A b
it

Ak, v LAFE Configuration 210 1< Hh6) 24 2 i 2 AL 1) WINS 1 DNS IR ATk 4 4% . LA
TR BRI E inside2 811 (bl 192.168.4.50-192.168.4.240) % E DHCP JR448,

7: DHCP RR 5528

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

L4 %L Device, X)5 il Routing 417 ) View Configuration (&} Create First Static Route) , [t & Bk
AB .

BRI FE I 45 AL TN 82 10 2 A BB ISP i 8% . BRINI TPv4 % fi% FH T any-ipv4
(0.0.0.0/0), TiERIAF IPV6 % H13&E FH T~ any-ipv6 (::0/0)e A B AE FH A4S TP RCAS Gt % o un SR
DHCP SRELAMH L L [kl AT 68 404 T BRI RS i .

iR WG T b SR B AGE B T2 1, AN R B2 1. 7 Device > System Settings >

Management Interface |15 ¥ B 2 ¢
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DU 7l 27 IPv4 FIBRINES Hi o ZEMLR B, isp-gateway 4 JH T-FR 1R ISP WK TP ik i) 9 £ 6 52
CIAZTAN ISP PRI ALY o P DL R ol P 50 T i U I B BT 4%, SR B0 1.

8: BUIAEEHR

Add Static Route

Protocol

@ 1Pva QO pve

Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks

T any-ipvd

FIRE LSRRG, JF N WSRO AR

B 22 ) B SCVE I AN XS TR AE SR L), JFRE T 4 1 3t g 0 B4 1 OO
A RS e (NAT). RUAERCE T8 1, dn s SRA I 2 9 A D 0on ey, g ) 42 il R )
B BB I

B2, WMRAZAWEED, WFEE—407 2 50k e 7r P X Iz ) i i an s in 2L
AR, W FF BRI R VI L ) (A i o 3% T T AT I A AL PR 1 B
BEAh, i T e A TR DA R IR 55, I NAT Fjs i) B BEA T RG 4 R 4, DASZER 2 2R 7 22
Mgh e AETT LLRC B LR SRS <
* SSL % - WU EAG A g (BIAIHTTPS) R ArE N RIS, WL AfR s e .
] SSL i M i o 5 ELAR B W& He . R EER )G, SR ILFFnE .
o B9 - WEREDE N 2535 305 5N P AHOCHG, SR P B LR S A I T, 1
A FH B4 S 8 5 4 2 U TP Mk SCIRI
* RENFIR - M TP Z 52 B AN B A4 B TP Hihik s URL &, K CADEE
IR G, ARV R S B AT TG % S IX e . SRR A e I BRI ) DA R
HHEFIURL Y, AT 22 A4 2R A4 SIS T8 8 RIS IR, G 70 I G 6 42 g5 >R ek
MkR A BRI
* NAT (Network Address Translation) - i ] NAT SB&KEF P 355 TP Hubik 3% 6 ok 235 o] 149 iy btk

o TR - AU R R S A E 2% SR VFIRERR . T DL A TP kb B S
. NS URL. HIP el P ATl g o s mT LUASE P i) 42 A 08 DO R B N AR S AN S A
CREHAE) S A LSk Sl URL .
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o NR - AE AR SRS AS I 200 o BPASEASE P D o 2 R U 2 P NAR S, the A7 T LA g i A\ A2
SRS, DALE PN b R P A TR 2 AR I o

LA 70 8] 5 s A e 5 U7 1] 7 T M v SR VR A B DX SRy DMIZ X382 TR R . AEBE7s il AR
e~ ERIRBCEARMTIEI, HAEIRRERSN, b 7R R R SR E I O AL

[ 9: 7 E R I SR m

Add Access Rule

Order Title Action
2 v Insice_DMZ Bl Allow v

Source/Destination Applications URLs Users Intrusion Pelicy File pelicy Logging

SOURCE DESTINATION

Zones +  Metworks +  pors +  Zones +  Networks +  pon=/Protocols +
B inside_zone B dmz-zone

IR 6 1LF: Device, X5 Hili Updates 41 ) View Configuration, 24t s 14 B & Bkl

WA R SRS, 1R RN R CVDB” Ed R v e TR, G R e AR, A M
) A “VDB” $a EVCE BUHvER e W SRAEAT A 2 A S s s A AR N DL EC AR, A R
M)” F “VDB” # PR i B B v-Rl

@
SUBT 1 ) Deploy Hekl, SIS Bl o BB (o), LR A K
A R R, WS

i71a] FTD %A FXOS CLI
T 47 T (CLI) 0 RAE BB GG ATHEAH OB . ToHid CLI 4 I 0
T L4808 10 1 LADF ] CLIL

n] Ll SSH iE#:3 FTD w44 A B O, W8 SSH EHAT T AN 0, Sl nl LLER:
Plizde 0 bk, BOATES R, 2EH SSH s Vi .

WA LA FTD CLI ¥ 7] FXOS CLI, DUMEHEAT M HER
pUE
HIE S5 CLL, il ENER SR G a0 L . ARG BTG R, S R it

FeM. MHLL N BATHE
* 9600 PEFH

(25t Firepower 2100 A\ 1455 [}



B vresnn

&1 Firepower A1 5 FOM |

o 8 ML

o AR

3 O EATR A
FE ¥ & D B R CLI & FXOS.
IR R, &3¢ FXOS CLI,
w5

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

Vi FTD CLI.
connect ftd

IR

firepower# connect ftd
>

B Ja, s TR CLI ] a2 A S B, 15 help 58 2. A XATHE B, 5SS Firepower
R i R
ZLRH FTD CLI, 15\ exit 5 logout 4> o

TP

> exit
firepower#

o2 W RGE ST S M 5 FXOS CLI#E/R . 5 CLIFa] a2 A A5 B, 1A 2.
HREHGER, ESHEE Firepower FXOS %5 .

TR &

8 FDM IERf OGP R SEAR T B 2. AR A el R ra ST R R R EBOCIF R Q™ EHUR . i
5, AR - HAAR G, BsOH IRARE IR OS] Firepower R4Eo
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| %82 Firepower BifHF5 15 FOM

UK

FE1 (6.5 LHEEMA) i FDM KM %% .
iR T 6.4 K BLRCAS, i54E FDM CLI H % Ashutdown iy %>
a) HigE, RFRGERFIEE > BT/ KA.
b) ridixE.
$12 2 WEHYE LED ALIRA LED LU UENUAE &5 Wi (A58 .
HEI ENF R IR, ] DL EE R B Sk LAy 2 HLAS 1 s

x 1 BR
RET R
TR E FTD %4, WWSIHEN TERBIEARI SR S ALUR Firepower SCRY.

AT FDM (M5 R, 1520 GEH T Firepower W & & #2511 UL Firepower J& B I & 7
Y .
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=2 Firepower BB S FMC

AEXEERAG?

RFEAGR IR 58 )% Firepower JEUMG BI(FTD) ¥ & IR LA TC S LA S W) 1% #5332 M} 21 Firepower & B
Hly (FMC)o 7R R ZE I ILBSTRE T, 228 & Zdet WE b, I m s L T 24T, JFm
T B FMCHR T, 8 H —MEH Web SRS H A Bz &, 0 DUHHRHATE#E.
B TR ATS

XA AN & BB & . R T R RE 2 R B B (W FMO) 14, %n] DU HI 4R
%) Firepower % 7% & 4% (FDM). {{i ] FDM FtT Web [15 £ 1B [7) 5 1 JC 8 /N R 1Y 290 285
IFEA AT T fig o

JE} Firepower 2100 fifi {4 1] LLIZ4T FTD #FE ASA % fF. 7E FTD Rl ASA 2 [u) P4 it B Aa 6] 15 % 3k
ITEBIE . 155 TR ERE ASA 5% Firepower 857 11 8 %

BRFAULEE 75 BR - Firepower 2100 AR s ERCERAN NS ME B . AL, Sl DR & A A 5
IS, Bl TR 4. ARG OLT, A BE AR PTG B BAE ST SNMP I AT RE2 A 21 L5 L

s TEIFURZHT , 5522 0T

o ui Bl AT . B 22 0T

* MEMEIE , H24 00

« BB, 526 1T

s BOmBCA IR, 2B 28 1t

* Jj Firepower 5 BHLE & 45, 5529 1T

o B33 Firepower £ EIFRLy , 2 31 7T

* RHL Firepower & BEAVOMVFRTIE , 55 32 0T
* [i] Firepower i #HH.0 v E M Firepower JEUBHAE , 26 34 7T
o MUE AN, 5535 0

* {Jjii] FTD A1 FXOS CLI, % 46 il

o WIOT I HIUR , 55 47 0L
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B =z

A A —_—r
EHEZ B
BT PMCIIVIAARCT . 1520 FMC AT 1.
\

E® Firepower M FMC HAT M F BRI B IP Hikib: 192.168.45.45. A48 B A AEAT 06 Ve 5 301 1)
W R v BB AN A TP btk

iR TE

WEZ 0 LA MES AAENUAE L35 FTD Rl FMC.
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EBZE Firepower BB 5 FMC

o
‘_T4|.
H

i 8 3

=l
El

7 1\ ) ¥ 0\ 7
Pre- 1 JReview the (2 Jcable the (3 JPower on the
Configuration network and device device
deployment —» —»
guidelines
v
FTD CLI 4 |Configure the
device for
management
= o) . Ny . Sy .
Firepower \.® JLog into the \ 8 JRegister the \.9 JRegisterthe  (10)Configure a
Management ~ FMC ~ FMC with the ~ FTD with the ~ basic security
Center Smart —» FMC —» policy
Licensing
Server
i A
¥ ~\ i
Cisco \E '/ Obtain feature
Commerce licenses
Workspace
Smart 7 )Generate a
Software license token
Manager for the FMC

(O|RERES T | SRMAE . 524 T

()| BCERTHES TAF | ERBE ST, 28 26 Ui,

(3| FEERTHERS T | POl e R, 5 28 L.

4 |FTD CLI “h Firepower i HIICH 45 , 25 29 0L,

(‘5 )| Firepower B Ly | X555 B Firepower 7 BHIL , 2 31 5L,
=/
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R Firepower BB 5 FMC |

|’/6\-| AR 4 LAE=% ] | 3R Firepower 45 BEHUOMPVFATE , 58 32 0. JWSKEThAEVFATHLE .

7 | BRERAFE LSS | S Firepower i B LM VFAIE , 5732 51 D FMC A2V nHE4

(‘g Firepower & ity | RHL Firepower #7 ¥ HLL I VFAIE , 55 32 T [ BEVF AT UE AR S5 A T2}
FMC.,

‘9 )| Firepower i .0y | [7] Firepower 4 #LH.Loi /i Firepower JiMhBii i , 25 34 5L

N

"\__O /"I

—

\| Firepower L0 | BUESEA 20N, 25 35 T,

Vs

EEMEERE

BRUAEGLR, AU B B2 IR o A E 1P Huhik (192.168.45.45). 42 10 253217 DHCP
s FETME VB R FE k8 FMC 1 N P a8 ), 2322 DHCP R4 2% . %0 LA7EK FTD 3%4%
F| FMC J& i & A% 1,

B AR M 4%

The FMC can only communicate with the FTD on the management interface. Jt4b, FMC Fl FTD 5 %
M B 1 N ELIBC I AT VP TR BE T

T Bl %7 Firepower 2100 [1)—Fa] GBI 2658, Jorh FMC NI BE T SON LR 255 B0 4% . 9 B I 2%
HA B IR F N 6 4% L T )R BT
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sensnz I
& 10: 5 A B TR W 4%
Outside  * Internet
outside
_@_ management / Management
& Management 1/1 \
192.168.45.45
Firepower Management
Management Computer
Center

FTD 1E24 B BL W M 5
FMC HAe 5 #H 0 Ff FTD Gl{5 . BhAh, FMC A FTD #0555 B 13 N TR LU 11
CIE IR
N R Firepower 2100 [ —Fh i) fig b 4% #5, Hh Firepower 2100 7824 FMC A1 FTD 45 P 1) It
W19 5

E BT, B 2 EAHHUE R 1/1 BN, R FMC RS BN U4 B 1) A e
ML, Firepower 2100 78 & B A1 FMC [ E B MG, (R EE: D3N T FTD ki Hifh s
M, RO b B R e VP )
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| T

B 11:ih 5P E

Internet -

outside

Management 1/1
192.168.45.45

Layer 2 )
Sw);tch Firepower

Management
Center

inside

Management
Gateway

g
Management
Computer

T

R & R4

L{E Firepower 2100 4% Fid—Fpo7 ZiAT LR, ST DK,

5]

R Firepower 2100 F1 FMC HA M R HIERIA T B IP Hihk: 192.168.45.45. AT AR B 8 7EAT) U 5 5 39 1)
$e A VA WCE AN R TP Huhik .

AR WAL AR A, TS DL AR R R A L i 1 M REANC B R A AN

UK

PR AR L P 2% (Y L2
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| %2 Firepower EifNEHHIS FMC

[ 12: R T IR N 4 A BT

Gouiside.
¢

Management 1/1
Default is 192.168. 45 45

sssssssaaasla—>

[@aaa

=== TTT™:a

@)

Flrepower
Management Center

a) A FLZRE DU A 250 2 1) 6 1 7 o 45
o EE 11 B0
* Firepower 5 # H1.0»
o ERRTEHL

b) KPR (i, BOKK 1/2) i

c) KRAhEBEE I (ltm, BUKM 1/1) 3
d) KAWL ERER LA,

PR 2 LI G E AT ALk

Management Computer

EERRIA TR 2
HERE R IMBES T .
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B sessnn

£

LB

[ 13: BTGB &

[ Outside )

Management 1A
Default is 192.168.45.45

routmde

[al] EEEEEEEE L]

Lo i+ = R ] E] aaaﬁ%]-
g II--- C €

am
UG
pe | |
A —
am

(Management
Gateway)

y -

Other Data Networks

Layer 2 Switch

Firepower Management Computer

Management Center
a) KLU R BRI RIE 2 J2 LUK AZ HpL:
« WEEE T (it LUK 1/2)
< EH11 D
* Firepower & #H L
BRI

b) HBRHMEREZ (i, DRI 11D JER RIS 4
¢) KA PR R AR L

" HIR

ARG AL T B R I REAT FRUOTT O o RIS OG LG AT G NS, SCRF-P Rt 5% ]
ARG LI AR R GAT SR 1R

g2

SRR ER/ES SO s [ R S R b 25 £ | L R L

2 ¥RV E VRN GRS
PR3 WA BRI PWD LED: 415i% LED R4 ifie sold, £onis O,
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7 Firepower BB &k & .

SYS LED

(wllululalalaldlulululalal

E

|

|
PWR LED
FIA RARK LMK SYS LED; fEHLRITH E)E, FoxRA O A 32w,

R BT AT RGN, RG] Re T LA Al A S e & 5G] AR]85 R THI Y PWR
LED ¥ N RSk . 7F PWD LED 564 kM2 01, iH24K H i

7 Firepower R EiZ &

BRI CLI B, WE W S PR B3 S Firepower J8WH 5 11152 5 F19 /HF Firepower 25 FE A0y
(FMC) Pl AR M B S48 WiHER, LU TEELE FMC G E X e s HAETE CLI g
=t

pUk
I JE i G 0 Bkl SSH R B B2 11 192.168.45.45, MIMERESE FTD CLI.

A

w

$I1E2 ][] P 4 admin F1255 Admin123 &35,

$IE 3 MFirepower B RS A BN, W E M FAFOREHIA FTD EREZ LM 4E R, MES FMC

A o
BB B AR A (B 2 R e 5 P e SR Z AT AN I{E, 754% Enter B,
THZ I LU .

< IINEIREO [BUREEO)] B9 IPv4 BOIA K 5% - BRAEEREE OGS H T Firepower 13 7555 FHL 28 55 FH
{FH FMC I, A8 1/1 B8 /G 1P Hidik,

cMEMREECEFNNMEEEINERE - R E L SSH IERFZRN IP Huhik, (HAEWIAA B E I
BT IP Huhk, WSS TR . AT IP Huhik R S o AT . TR, W R B 1P
Hodil, W2AARAR B 1/1 %) DHCP JR4%% %8

* Manage the device locally? GZ/&) [Z] - AT LUEH FMC. [FI%F 28R4 2 8UH Firepower
WA . DR, WHRMATEHEE 1/1 1Y) DHCP 4585, WISAEHZMR S %% .

* Configure firewall mode? (BSEH/AZERR) [B&HEA] - FoATER LB TEWI UG TC B N BB B K i, 78
VIGHBEE o o O 7 K BAR AR 2 IR IEAE IS AT I B . A P AIE B, WES WL N iR “iE
F-T Firepower B S 101032 BH B0 H D7 KA : (Firepower 45 B HH/ Lo L B HR A )
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. 71 Firepower EI2M B &

TP

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.
You must change the password for 'admin' to continue.
Enter new password: ****kk**

Confirm new password: ****xkxxx*

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:
Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface
Enter a fully qualified hostname for this system [firepower]
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:

Enter a comma-separated list of search domains or 'none'

[1:

R Firepower BB 5 FMC |

[data-interfaces]: 10.10.10.1

5516X-1.cisco.com

If your networking information has changed, you will need to reconnect.

DHCP Server Disabled

The DHCP server has been disabled. You may re-enable with configure network ipv4

dhcp-server-enable

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services

management capabilities.

When registering the sensor to a Firepower Management Center,
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or

the IP address along with the registration key.

a unique

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration

key.
'configure manager add DONTRESOLVE [registration key ]

NAT ID ]°'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

WU 4 K4 Firepower JBUp 57 181 V5 £33 W 21 47 5245 BRI FMCo
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| %2 Firepower EifNEHHIS FMC
% %2 Firepower EIE Al .

configure manager add {/ostname | IPv4_address | IPv6_address | DONTRESOLVE} reg key [nat_id]

* {hostname | IPv4_address | IPv6_address | DONTRESOLVE} 532 FMC 1524 /R & P14 5 IP
Hohito U FMCASE BL3% 7] S0k, 348 ] DONTRESOLVE.

* reg_key Je [ FMC 10 % P IO ME— 7 BEEC T 4 o

AR EMEPDE R AR IR Y, KIEAB 3T . AR TR
BT (A-Zy a-z. 0-9) AIEFR (). MK EZDNME] FMCH, 7520 4F byt
W&

e nat_id J&29— )7 RIGE TP Hihki, 78 FMC 59546 22 1) e IR R vh A ] 3k - BB 7 7 1%
B, WHRFENLWE N DONTRESOLVE, BEIUAMIETT . £ FMC L4 AHH IR H NAT ID.

ER NATID P AR — T 2, KEANB 37 MEF. A8 A e bk
B (A-Z. a-z. 0-9) FEFHF (). MUK INE FMCR, 7525904 I NAT
ID.

IR

> configure manager add MC.example.com 123456
Manager successfully configured.

R Firepower Jal BB 18 £ A1 FMC H— & NAT 44 FR o, 15 by i 2 81— N — Nk — 1) NAT
ID, Ff}5%E DONTRESOLVE IMIEFHL4, Hilln:

i

> configure manager add DONTRESOLVE my reg key my nat id
Manager successfully configured.

FMCHIT 28 FHYA JIF35 25 A0 NAT ID CIiAS A2 TP Bl ) SHRIEATE M AT 5 4 B iE A4 AL . NAT ID
WABAE T T W 2 B A5 I T NAT ID e —,  DUE R W63 A5 28 A5 AT T A 3k iE A0 00 0 2%
GER

R DALV (FMCEL Firepower BB 2047 A48 TP kb, DMEEN MRS LZ
[ 37 X ] SSL i 2 3 {5 I 3

=Mt 4
BB R FMC.

%% %% Firepower EIE /0

1# F FMCHc & Jf 4% FTD.
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B 5w Firepower &b L a0 TIE

FIAZ Al
A RZSCFR ARG R, WES S ITHRAI ZAT Y] (2 https://www.cisco.com/go/

firepower-notes)

UK

PR AFH SCHF 0 WA AN AT URL.
https://fimc_ip_address

IR 2 N A
$IE3 H:F Log In.

5% EX Firepower &1 F1 /0> B4 AT E
Jir A VF PTUE#R B FMCHR A4S FTD. 0T LLI&PRIE L LR DY BEVF T iiE
* BB - 2 fEIRAERL Firepower T4 IPS
o BERM - G TSN m IR E R (AMP)
* URL - URL i

* RA VPN - AnyConnect Plus. AnyConnect Apex 5%{X AnyConnect VPN,
bR FIRVFRTUESR, BROETE LT DA G N A LASRI 1 4F 3 4Rl 5 AR 58T .

FIEZ Al
* PHTERHE BRI B R
WERBEGR AT, iF iy R DABCEDRT I Tl IR B AP B, T LIV 2B —
ALK

o TR R RE AV AT IK P AU I #5 (3DES/AES) VFRIE K, A Reff LT RE (2
S SRS AD

iz
SR SR VAT IR P 6L 2075 T FVF T
4 5 W\ RSB L S A, SV B S B APV AT P . (L2,

IRR TR B S INVEATUE, A R 45 L AE2% 8] _E 1) Find Products and Solutions 18 2% 7
Bto R LU M YFATHIE PID:
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https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

EBZE Firepower BB 5 FMC
3RBX Firepower &8 /.0 BYIF ATIE .

& 14: F AT &

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WA E PID, W] LATF-234s PID Vs 3T
o Jgbr R URL VFnJIEA A
* L-FPR2110T-TMC=
* L-FPR2120T-TMC=
* L-FPR2130T-TMC=
* L-FPR2140T-TMC=
o B SHEECRATF URL 145
* L-FPR2110T-TMC-1Y
* L-FPR2110T-TMC-3Y
* L-FPR2110T-TMC-5Y
* L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y
* L-FPR2130T-TMC-3Y
* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y

* L-FPR2140T-TMC-5Y
* RA VPN - iiiZ: i) JiF} AnyConnect 11 45 -

B2 WERMARIATBEERAT, 1 B REVF ] IR 55 SE T FMC.
VN 5 SRR RE A PR h 2R G M e AT RTPRAISR R, TS FMCIC AR o
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. 5] Firepower &2 f1 LT fft Firepower B R 1)

0 Firepower BAHEE15 FMC |

15 Firepower &2 710> A Firepower i [ &)

¥ FTDVEM F] FMC.

FHIa Z Al

o IEETEAE FTD MR B W E LU NG E
* FTD% H 1P #bhE /8 NAT ID

* EMC il £

UK

B £ FMC'', i£#+¥ Devices > Device Management.
$IB2 )\ Add FH | REH Add Device, SREHALL TS

Add Device

Host:?

Display Name:
Registration Key:*
Group:

Access Control Policy:*

Smart Licensing
Malware:

Threat:

URL Filtering:
Advanced
Unigue MAT ID:"

Transfer Packets:

192.168.101.10

192,168.101.10

1a2b3c4dSe

Mone ek

initial ac o

@ On Firepower Threat Defense devices version 6.2.1 cnwards, AnyConnect
WPN licenses can be enabled from smart license page

Register Cancel

* Host - i NZEVR I FTD (K] IP Hbodik. 40 5A4E FTD #WJUAKCE P [R5 & 7 EMC IP #idikF1 NAT
ID, W LUK T B =

* Display Name - fii N\ Z7E FMC H 2R [ FTD 45K

* Registration Key - fif A & 7E FTD ¥J4AHC & 48 & (173 W %5
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rgarzzwn [

* Domain - UIRATZIIAEE, 5B HLG 20
* Group - WURFEAT I, WKL By veas 4l

* Access Control Policy - EFHIMA RN . BRAE @A EENTE A AFFEATH 0 B & SRS, 30
1E#¢ Create new policy, #XJ51%F¢ Block all traffic. 2 Jio %] DU St 86 B DA SRV sl il
TH S SRV WAL RIS 5 44 L

New Policy ? X

Name: ftd ac palicy|
Description:

Select Base Policy: Mone S

Default Action: © Block all traffic Intrusion Prevention MNetwork Discovery

* Smart Licensing - 25055 [ DI 5870 BC P 75 BT REVFPTIE:  Malware (QURERFTHATH AMP %
B . Threat (WIEEFTHEALTHANEZPIMHD « URL CANAREITH S5 T 280 URL
g .

* Unique NAT ID - $5 5 #8748 FTD ¥4 & 15 & (1) NAT ID.

* Transfer Packets - A il % 55535 L5 2 FMC. W1 578 8 FH bk I ik % TIPS 8% Snort 2%
Hif:, wESEFCEIRE SR A R IE B FMCEA TR . Wi B R ik, HAEH
45 B K% FMC, BBl A K%,

Save Cancel

$I2 3 Hiil; Register, JFHHIATE ML) .

WERTEN S, AR IMBSIR T WREM R, B B R E . AR FTDIERIE,
R A LR T

* Ping - Vj[n] FTDCLI, #XJ51FH LA T A4 ping FMC IP Hidik:
ping system ip_address
Wik ping AR, A show network iy 245 A W 2% B B . U1 T S8 X FTDIP Mk, {34

configure network {ipv4 | ipv6! manual 7% .

* FEMFEEH. NAT ID Al FMCIP Huhil - ff O 75 A e 2% A8 R AR [H] I E 58 AT NAT ID - Can i
D o ATLAZE FTD LA configure manager add 1iy4 % 52 7 IF 3 8 F1 NAT ID. 0] DA it
i A 2 FMCIP Hihik .
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B =s:0

© WEBAIAMIEE 1 - D9 A B 1 70 IO 25 TP Hlik,  JF# DHCP JIESMIRE L
* DHCP JIR%5-#% - 7E #6810 _E 2k % i {8 ] DHCP AR %5 2%

o BRUVRK H - Gl 3 00 LA INER AR 1R

* NAT - ZE4MEE 1 FAE B2 11 PAT.

o ViR - SRV AL RSN

FNC A AL AN, i Se e TS

(1) [FEEEH, %36 U

(o) | BCH DHCP Jli54s » 28 39 Ui

(a) |BCE NAT , 541 30,

(5) | SRVFREELA B BIS 565 44 T,

CECE . 545 T,

LEN
(o)
pui 4

JARIFTDH 1, S H AR 2 A X S 3 B P kb, %, 2D RCE WA DA Re il Rk ik
AR TR, RORE A 1) LR A LI R AR 1, AR SN ) — A e A
P . b — S AT RE S “PRESIX 7 (DMZ), AT LR IL b s vl A TF U5 [ iR 96, 451l Web
M55 s -

ST St R 002 DHCP A ISP SRHXAN L LIk, IR 7E A e 11 P i A st

LUR 7R Bi48 i DHCP 782 N BSICE. TN Al CGiffasitiit) , JF/ER DAMMICE TN
i

UK

WIE1 %P Devices > Device Management, 285 'Lii % % Mg Elbr (¢)
I8 2 il Interfaces.
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| %2 Firepower EifNEHHIS FMC
mazn i

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 (@ concel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing l :ii:: . Inline Sets DHCP

4, Search by name ,,e“ Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
BB Etherneti/a.1 Sublnterface i 7
Ethernetl/4 diagnostic Physical [El &
Ethernetl/s Physical & Y
1= D T S £ —
S 3 P T AN R mEEE (¢ .
General LI ~K 2R o
Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 = = R,
QK Cancel

a) A KRN 48 DM FAFI Name.
Biltn, FHE O 4408 inside.

b) % Enabled 52 IEHE

c) ¥ Mode & & None.

d) M Security Zone 475 E PRS- ANIA A I XA, s B New U In—ASHi) 241X
15

@it >4 inside_zone 11X 3. AR REANE 73 U 4SS 2 A XA/ B L 4. A%
M BEE T3, (Hn] LA 8 T 2 A D 2L SmT U D] 3 ] 22 4= 3 o 491
U, SR LURE R 1 PO PN B DI, TR A B 1 XM RIS SR 5 T LAC BV ) 478
i, SeVFRE A ERAL RIS, (HANSCVF SN AN 8. K2 BRSO RE 2 4 Dl fm]
LAAE NAT Sl FIU I8 &% SE0g A QoS SR rh il Y X I sl 12 1144
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B =s:0

R Firepower BB 5 FMC |

e) s IPv4 FI/E IPv6 LT .
s IPv4 - W FFz513E k£t Use Static IP, SR )5 LLRHT R n B 1P HuhkFl-1- R HER .
W, N 192.168.1.1/24

Edit Physical Interface

General lI:I IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| ig-z'-ngi?}2-51-"255-255-255-'-23 or

* IPv6 - HTCRA AN E LY Autoconfiguration & IEHE.

f) il OK.
F 4 A BTN O g AR (e
General JETI K TR,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

a) FAKERIN 48 N FFFF) Names
Blhn, ¥EOM 4N outside.

b) & Enabled &iEHE.

c) ¥ Mode £ % None.

d) M Security Zone iS4 AL SN SAIK B, SRt ol New i3 1054 X
5.

I (=%l Firepower 2100 \[ 1457)



| %2 Firepower EifNEHHIS FMC
mEoHcr i5E [l

Bilhn, #IN—/~% 4 outside_zone [[X 15k
e) it IPv4 FI/BL IPv6 LT+ .
* IPv4 - 1i$¥ Use DHCP, #XJ5HCHE DL FILHSHL.
* Obtain default route using DHCP - )\ DHCP I}t %5 2335 BUCER A% 11
* DHCP route metric - 73 2 JTAR & 5 e K BIPE RS, /1 1 #1255 Z ). SRR #K
(IERIA G BB 2500 1.

Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - JOIRE A )AL E % Autoconfiguration 5T IEHE .

f) AEE.
TS LR TF.

fic 2 DHCP AR 55235
U R A5 % i {d ) DHCP A FTDARSREX IP Hihik, 3% 5 FH DHCP JIR 454
g3z
$IE 1 % F Devices > Device Management, X5 f.i5 325 Mg EbR (&) &

#1122 %+ DHCP > DHCP Server.
IR 3 £F Server TUH ¥ di Add, 2R)EHECE DL L.

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* Interface -- )\ FHrAIR LR .
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0 Firepower BAHEE15 FMC |
B =i

* Address Pool - DHCP [ 45454 1) IP Hulik () vaH (ONBARER =D o 1P Mk [ 26 200 55 ik e
AL FHIFE M E, HAREEREE O A 51 1P Hhik.

* Enable DHCP Server - ££JTi%4% 10 I J3 F§ DHCP R45%% -

T4 fE.
TS LR

ININERIAEE

BRUA S HH 0 45 1) A AR U7 [l (1) Bk eh 4% . R0k DHCP FAREAMER B L, W) &)
REC AW E] T BONEE e R FHETSRER th, W IERE P AT . W22k 1 DHCP k%5 4%
FIERIAEE T, oK 7R 7E Devices > Device Management > Routing > Static Route VL[ I 1] TPv4
Routes 5 IPv6 Routes 3.

B2

181 % F Devices > Device Management, X5 i % & g K br (o) o
PR 2 1L#% Route > Static Route, #.ifi Add Route, #XJ5 & L NIl

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| - Search = any-ipva &
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

OK Cancel

* Type - HYEZEASINGEH A th 2R AY,  #ddi TPv4 B IPv6 %A .

* Interface - JEFEH 1B IR RSN
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EBZE Firepower BB 5 FMC
rznaT [l

* Available Network - >4 IPv4 ERIA ¢ (% £ any-ipv4, b IPv6 BRIA M £ F¢ any-ipve, X5 Hidi
Add ¥ H A £ Selected Network 413 .

* Gateway Z{ IPv6 Gateway - it N BIEFEAF A i fr (N — AN BRI OB i #s o f8mT AR AL TP
Hiy kb5 09 254/ WA S o

* Metric - i N2 H bR N2 00K 5 8 . BRETEE A 1 3 255, BRIAEN 1.

P$IE3 il OK.
BRI R I E R AR R

Deploy s System Helpv admin v

Overview Analysis Policies eISUTLEE Objects = AMP Intelligence

Device Management NAT = VPNv | QoS Platform Settings FlexConfig Certificates

You have unsaved changes 5 Save ) cancel

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Interfaces Inline Sets DHCP

OsPF & Add Route
OSPFv3 _
Network Interface Gateway Tunneled Metric Tracked
RIP
ﬂ.:] BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 false 1 & @

> [ Multicast Reuting
¥ IPv6 Routes

TR R E.

FC & NAT
SRR NAT FU) 2085 A s ik g AR 42 11 TP $iuhil b3 11 o 328 NAT IR k332 11 35 11 sl
e (PAT).

UK

W1 1EF Devices > NAT, #RJ5 R ili New Policy > Threat Defense NAT .
P2 NN A4, EPEEATHIEMG B, AR5 Bl Save.
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5 Firepower BANG 5 FMC |

B e=nar

MNew Policy
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

4, Search by name or value |

192.168.

| Add to Policy |

TG RN SN FMC o 184758R 75 22 5 SR VS In e )

I3 il Add Rule.

Add NAT Rule % iEHER; 871
SUE 4 T E AT I

* Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic hd

Interface Objects m PAT Pool  Advanced

* NAT Rule - #£#% Auto NAT Rule.

* Type - i£F¢ Dynamic.

elected Devices
i59192.168.0.16

IR 5 7t Interface Objects VL[, 4 Available Interface Objects [X 35k [ 715 X 35375 i1l £ Destination

Interface Objects [X 1 .
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ERE Firepower B ARG5S FMC

Add NAT Rule
NAT Rule: Auto NAT Rule

Type: Dynamic

Interface Objects RICLUELDL]]

PAT Pool

v

v

Advanced

CEIN |

Available Interface Objects &

| -}, Search by name

o
0]

Y inside_zane

Source Interface Objects (0)

Destination Interface Objects (1)

e,i‘outside zone &

" s, outside_zone | SAdd to |
ource

Add to |

Destination |

QK | | Cancel

U2 6 7F Translation T[] it & DA N %I

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic it

Interface Objects Translaﬂon PAT Pool  Advanced
Original Packet

Original Port: TCP BV

Translated Packet

Translated Source:

Qriginal Source:* Destination Interface IP

* Original Source - FLHHRN KRR (@) AT [Pv4 FEER I Z4 4 (0.0.0.0/0).

New Network Object ? %
Name all-ipvd
Description

Allow Owverrides

| Save | | Cancel |

IR AR RGUE X any-ipv4 X%, D B3I NAT B NAT 78003 50 L)

pany

Ry, IR R U SR

* Translated Source - £ % Destination Interface IP.

(25t Firepower 2100 A\ 1455 [}



R Firepower BB 5 FMC |
B cinEsmmezsig

SIE 7 il Save LA INFELN .
FE B ELLRAT 2 Rules K.

Overview Analysis Policies JsIENISEN Objects | AMP Intelligence

Deploy @, System Helpv admin v

Device Management =~ NAT = VPNv = QoS  Platform Settings  FlexConfig | Certificates

interface_PAT

[#] Pelicy Assignments (1)

8 Fitter by Device

r P \ 7 anslated Y
#  Direction Type Source Destination Original original Original Translated Translated Translated opt
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations Services
¥ NAT Rules Before
¥ Auto NAT Rules
E S Dynamic @ any <% outside_zone (2 all-ipva @@ Interface «@ Dn: S8

¥ NAT Rules After

SR8 i NAT T LAY Save IARAF 2.

SV E MR ERIE 2 SR

WERIEAEAE ] FMCIET FTD WG 7 FEAS (5 S5 B B S 800 Il P ms, U5 22 1) SRS A I KL
DAV S B e o DA AR A8 AU LA ST VR DA P 35 DI 8 A0 S DX P o e i A IR,
T 55 WAV TN SR VUL B B3 2 R 2% AR

THZ I FMCHRC B g AMC B 5 m ) 2 4 BEE AT .

UK

IR 1 1E4% Policy > Access Policy > Access Policy, A5 i 404 FTD (7 il 45 e i g AT (o)
$IR2 il Add Rule 3 % 5 Ll F 340

Add Rule 7 x
MName inside to outside Enabled Insert |into Mandatory v
Action |« Allow h ad

m Networks  VLAN Tags . Users Applications Ports URLs  SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| L, Search by name sou /b inside_zone @ sow/t) outside_zone @
sau/b inside_zone
sau/t outside_zone

Add to
Source
Add to
Destination

* Name - N UEFIAT 44, %11 inside_to_outside.
* Source Zones - M\ Available Zones it N FEX 4, X5 #ii Add to Source.

* Destination Zones - )\ Available Zones T IEFE/MBX Ik, SR )5 H.1; Add to Destination.
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| %2 Firepower EifNEHHIS FMC

werz ]

FoA e R B JURE .

L3 Fili Add.
HLWED 2R N4 Rules 3£ o

System Help v

Overview Analysis LSSl Devices Objects | AMP Intelligence

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

You have unsaved changes [ /Ay Show Warnings. | [ Analyze kit Counts | [ [ save | [ @ cancal |

ftd_ac_policy

Enter Description

Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None
Tg Inheritance Settings | [F] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Logging  Advanced
| Show Rule Conflicts & (@ Add Category | (@ Add Rule | Search Rules

@8 Filter by Device:
v Mandatory - ftd_ac_policy (1-1)

o Allaw

s inside_zone 3, outside_zone Any
Lo~ e g |

T4 R E

ICE LSO & 2 FTD; EME 20T, BRI B A e B & AR

System Help »

= | £3 cancel J

IR 2 1LFF Deploy Policies X iHHE %%, R )5 Hiidi Deploy.

Deploy Policies Version:2019-03-05 03:17 PM

2019-02-28 07:11 AM

| =4192.168.0.16 No FTD

SIB 3 HILREE NI . i Rt Deploy $44H A7 K FE bR T DA B 30 EDIR A
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B 55 Fro s exos cu

Deploy

Deployments O Health Tasks

1 total 1 running 0O success 0O warnings 0O failures

™ 192.168.0.16 Deployment - Collecting policies and objects.

if719] FTD %A FXO0S CLI

A iy AT SR (CLI) W] R AR GE LA AR GEEAT HEAS (R B FE B . JEdR IR CLI 2 3 P 2 SR

A DR 206 6 v 1 LLYj iA] CLI.

R Firepower BB 5 FMC |

@ | System Help

& 7

Show History

10s

AT LU SSH IR FTD B4 (8 B 1 o AR RO SSHIEHATIF M 1, sl nr LR

PliZde O kb, BOAELC R, 2EH SSH s Uil .
H A7 LA FTD CLI 317 FXOS CLI, LCAMEREAT e HE i

UK

LESK CLL, Wi B SN BB R G 1. AT E g miE G R, 1 2 i g

famd. fEHLUT AT 05
* 9600 JHFH
* 8 MR AL
* TR

o 1 AMF A

EE ¥ &m0 B R CLI & FXOS.

TEH IR, 5% FXOS CLI.

Tl

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#
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| %2 Firepower EifNEHHIS FMC
mresen 1

$1E3 il FTD CLI.
connect ftd

i

firepower# connect ftd
>

G Ja, W TR CLI ] Har 2 A S B, 15 help 88 2. A XM G R, 15Z M Firepower
B3 1l iy A 2
$IE 4 ZHEY FTD CLI, G4\ exit 3¢ logout 14 .

IR

> exit
firepower#

iR PEI RS B T 17 2 FXOS CLIFE /R A3 K CLIH a] HAr & MM AG B, TEHIAN 2.
HIAHEE, ES AR Firepower FXOS %27 .

1|, \]1_ :

|7_H? J:F'l&% EE.I}E
i H FMC 1Eff P R G AR 2 AN YR 3% N YR G n] fig & FECCIE RGO ERIR . 151
1B, FHZIHRE—HARGIT, Wi AN I | <] Firepower &%t .

UK

T R E > REEE.

T2 AEEEF RN BES5L, Sl @ ).

HIR3 LR E (Device) LT .

LI A ARG S B A& AR (),

$EBS MR, FAE SR,

$IB6 MLHYE LED FUIRA LED LLGIFNUAR 215 C i (A5

HIBT ENUFE T I HYR i, 148 ] DAAE 00 BN R W 5 Sk LA By X 0K T A LA 116 H

RS

BARENCE FTD, 53 WG TR SR . 3 HUERE Firepower SCRS
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html

HXAR FMC M58, #25 (Firepower & HIHLLAL TR
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http://www.cisco.com/go/firepower-config

.3

1og

EIXEENTERE ASA

AEXEERAG?

Firepower 2100 121744 4 Firepower 1] E#AE &5t (FXOS) MK ZHAE RS . " LIAELL PR T &R
Xt ASA 1247 Firepower 2100:
o WA (BRIA) - & Bl R I E ASA P E . FXOS CLI XS g i be

PANPA
T2 o

« SEEMR - AT A, BAIFE FXOS FRlC B REA B ES BN S . X8k
B EHE O, #57 EtherChannel. NTP. MU E B4, #50] LL#EH Firepower HLAH 5 P A%
web FLHI L FXOS CLI. #RJ5, %A/ L H ASDM % ASA CLI {& ASA #1E R % rh it & 2245
i

AREENAUITLE ASA W AN AE 45 358 Firepower 2100 ERINTELL T, Firepower 2100 27
BB N BAT LM 68, WS AT G B0 N ASA , 58 67 . AFAW KLU
B, Wz (ASABCEIRM) THAMCHE:

o D)
* CLI i &

AT IS AT E B A 22 A SR s R S R R, TS R B

Firepower 2100 fifi{f- 7] LAz 4T ASA #AFE FTD %A 75 ASA H1 FTD Z [AJ1) 4 ifs BN ¥ & EAT
G S E PTG BE ASA 8 Firepower JEU 7 Bl 13 7% o

e FANLEE A B - Firepower 2100 ANESRBE ENRAEN NS ME H o AR, B DIZERCE A AN A 5
HEE, B TR 4. AEEXRE AR, B AT RGBT SNMP I AT e 2 B AE B .

* KT ASA, %550 0t
* SmEERRLR . 5B 52 0
© BEMESHEMBOAE , 553 0
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. EREEATEHEASA |
%F ASA

o ERH Y, 2B 55 L

o Phm IR, 5 56 UL

s %3k ASDM , 256 7T

s BCEVF], 2557 0L

* Ml E ASA, 62T

* Jjln) ASA F1 FXOS CLI, % 64 7L
o JRBLIE, 65

XF ASA

ASATFE— & WA TP ELAL = ZOIR S B KBS VPN 4EFR 88 ThfE . #8n] DI DL AT — &7 FE 2845 FE ASA:
* ASDM - % & LR &5 Has . ANTEm N4l ASDM &2 ASA 11777k,
* CLI

o AR aE A - AL T RN AR ST A% LI 2 B B

AT LA i) FXOS CLI LAk 47 i b HE R

N FEFRY I RE
Firepower 2100 A KFLL R ASA Thfie:

o BRI B RIBY

s JUREH

* & Py SSL VPN 5 KCD

* ASA REST API

* ASA FirePOWER bk

o {7 M E I RS

« LUFAS A
* SCTP fa |8l (GZHFEH ACL 1) SCTP RS A1)
* Diameter

* GTP/GPRS

I (=%l Firepower 2100 \[ 1457)



| ER&EBATEHEASA

T 7% ASA 5500-X AL &

iT % ASA 5500-X B & .

0] LLEF ASA 5500-X Jic & 53 3R I 3 Firepower 2100 (¥4 MER) . (H)E, TS & .
TFEER TG -7 2R

1.
2.

3.

4.

5.

AFEFBBCR ) BOARCE, Kb, WORAEBUABCE TR, TS v (0 R i ANE T

PIEHINLE, 157 ASA 5500-X Fi A\ more system:running-config 74 .
WP F LRI E G520 T30 .
R Firepower 2100 (BRI MG H, RG22 R B

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***%%%

Repeat Password: ****xkx

ciscoasa# configure terminal

ciscoasa (confiqg) #

{ ] clear configure all iy 215 5 24 AT S -

£ ASA CLI AR B 2 e

17 ASA.

ASA 5500-X fic &

Firepower 2100 (iZ&1&ERX) BE

PAK VFAJiiF

BIREVFIE

SRR G BC B N, AN PAK ). BRIATS I R %A
CL 22 VR RTAIE . 3 AR m] SR 4 e 1) R RE VP P IR 45 2% LA 3R
VAR . B VF IS £ 50 ASDM 8k SSH Vi ] (i [
T30 .

Y& ASDM Vi ]

WERTCVEIE R ASDM B i) 3 REVF I e 5 i i, T IR AT
il VPN s AR I hae e s (R & T 95 .

AT LATE SR IS I 25 (3DES) VT I iE Ji H 87 A HX L8 1) e

W I R B AT, ASA BRIME O T AR & F T8 B 05 i 1Y)
3DES UiRE. i) Hamni shae, WAL PH1E ASDM Al
HTTPS yiiie (Hilan, SEaeVrnl IRssas 2 MpmeE) o bk
TR A S e B SR B2 11, BN B 1/1. SSH

R

20 1D

fif R 8 2z 1 1D US55 8 A4 ID UTHC. 1201, ASA 5525-X
AR 0/0 FTIELLKM 0/0 & 0/5. Firepower 1120 L35
FH 11 ALK 1/1 2 1/8,
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B sases

ERERATHEASA |

ASA 5500-X fic &

Firepower 2100 (iZ&1&ERX) ME

boot system commands

ASA 5500-X £ % fuVFIU-) boot system iy 245 52 Z 44 FH 1)
BIIRAR .

Firepower 2100 (##HL0) (X AVF—> boot system fi %,

DR U 2 FT R 22 A A 4 /\T\J_F*/I\ﬁﬁ/v\ S¥UN
AR E AN T BEAEALE AT boot system iy %, K4 J B
ARSI E SR SIS . e gk ) e B G IR 24 4E
HOHINEIN 2T

It boot system iy 2 I AR PATERAE . RGIAUFIFAR
FE4pmeg, IR HIE L] A E (FXOS B disko
I AL ED o FBTINZ ASA I, RGOK N K%

.‘_IJ.I L
i 2 im 2
WS LA R ES ITENUAR Ei B IS ASA.
a0\ N
Pre- ’-\_1_‘,- Review the 2 J Cable the \3/ Power on the
Configuration ~ network and ~ device ~ device
default config —p» —»
I
v
ASDM < Log into 7 Configure 8 Configure the
ASDM feature ASA
licenses —
i A
Cisco 5 / Obtain feature
Commerce licenses
Workspace
2 l
Smart \6 )Generate a
Software license token
Manager for the chassis
(1) | B A LA BE MG BENBRINLE , 553 5.
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| ER&EBATEHEASA
samensnnileEs [

f: 2“; P A HE % LA RS, B 55 T

3) P A% A Pl v s, B 56 Tl
4 |ASDM %% ASDM , 5556 L.

5 KRR 45 TAE 28] FCEVER 5557 T SRINDREVE TIE

I@) B REPATE LA BCEVFAT . 35 57 U DAHUAR AR VR Al 2 f
2 |ASDM BCEVERT , 5557 0. BOEDREVF AT IE.
g |ASDM FCE ASA , %562 T,

EEMEHMEMEANEE

N EERTE ASA WA N A BRIA L L (1) Firepower 2100 [ ER DA 2555

Outside

outside
Etherneti/
DHCP from outside nw

DHCP from
management nw

inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x
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HERERATEEASA |
. Firepower 2100 i& &R BN B

Firepower 2100 1% & 155 BNIABL B
RIS, Firepower 2100 75 #4550 Fig4T.
~

AR 0T 9.13(1) ZHTHIARAS, S A B BRIANIEIUNIME 2B 1. MR AP S BGATH, W R BTG 8
o

WA N Firepower 2100 [ H ) BRIAKC &6 75 DL R ACE
© HER—SMERTEE - LUK 1/1 (AN, LUK 172 (D
* SMER IP Hbhit >k [ DHCP, MIEB IP Hbhib—192.168.1.1
« DHCP (&8 1P #dk - 457 1/1 G R
* DHCP RRS &N HH 1 L
* BLIABRE K H SME DHCP, 4 DHCP
* ASDM Vi [f] - oV BRI EHL. B ENLBR B 192.168.1.0/24 M4 .
* NAT - AP 2 S0 A7 U B R4 1 PAT .
* DNS 45 %% - OpenDNS k45 %% O AL & .

P E LT iy 4k

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 management
|

dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
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| ER&EBATEHEASA
waezny

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

R

Qutside
(Alternative) Management 1I“i

management
DHCP from mgmt nw —i

Ethernet 1/1
outside, DHCP from outside nw

ARAAEAARAEAEA

RS EEE G S EEE EEELES

|  mEee o]
e e mmm (2EEE T as
= ﬁﬁﬁfﬁj...”._””ﬂf¥””i 11 I

o

i N W s s s B s
Y (P [

| [ [ [ [

Ethernet 1/2
inside, 192.168.1.1
— | { oA )

Management Computer ' '

DHCP from inside ifc: 192.168.1.x Other Data Networks

R 1/1 8 LLIRKM 1/2 L% B Firepower 2100, BRIAAL BB 2K LUK 1/1 Bl & /MR A .

UK

TR RS E B SN UER B DU ME

o FH 1/1 (Apidh MGMT) - 55 2E 1/1 $2 ERRIE ML, FRH RS BT AL T8 BE M 4%
b, BEE LAY R AR . R 11 B NV BRI Z% F ) DHCP R4S 2535 E0 1P Huhl; 4 SR A
A, WA E 7 BRZs ASA B TP Hbihik, DME AT DAMNE #RTHENLIE 2 1P Mok

« AIKM 172 - B #ip SN R 2 LUK 172 DI TWIUGIE E . B8 LUK 172 3E# 3N

BRRILS s TR B SN T R4 b, O U 1% M R A REVT ) ASA. LK
M 172 HA BN IP Hotik (192.168.1.1), JF HiA 21247 DHCP R %545 LA % P CRLFG A T4
B L IP Huhl, Rk, MRS A S SATA AT NS 48 5 v 58 (152 3 Firepower
2100 HAABIABOAELE , 55 54 10 o

AT AR G AR O LS ASA RV ) 1S ASA W MR E L & FR R

WIB 2 RAMBM A IEE R DKM 1/1 #:10 (brid 4 WAN) .
XTI BERATTT, ASA TR Z BRI N, LA n] LA ) V5 T UE MU LAY -

(2%} Firepower 2100 A\ 1355 [


https://www.cisco.com/go/asa-config

EREEATEHEASA |
B sessnn

PR3 K HARMSOERE R R,

= \}-L :

*i%]élx% EE.I}E
AG YR A TR A S SR AT T o . HYE T SR LGl AP e St ,  SCRFP AR bR 1]
R4 AR R Gk A B 1R 1) XU

UK

pZr S I AN S e p 2 Al P S R 173 €5 £ | IR SR T

FIR2 4 F A B BT

P 3 KA R &R PWD LED; W% LED R4k E ot Ron e CHad il
SYS LED

mEEEEEEr D
PERERPEREEEREE®
mEEEEEEREEEEE®m

= E L E
T ==
PWR LED
TR A KA B ILI N SYS LED; AT R 5205, Ron R H 32 M.

P & BT T RGN, RG] Re T LRl A S e & 0 H]. LEIIIN], 15645 R THI Y PWR
LED ¥ N RSk . 7F PWD LED 564k M2 01, 24k H .

=3k ASDM

JA % ASDM DA{EACE ASA.

ASA BRIANTESL N5 3DES ThRE, ANH T EEUT I, PR n] DU R B nT UEMUR LR, B8] BASE
BRI ASDM. W2 f57E ASA LACE T SSH Vi), Wl LI#EH] SSH Fl SCP. HAth 75 Zamhna
(il VPND [Tl g2 it B s in s VEaliE, 3K B SR A 4G ) VF AT EA A LRV T

N

ER S VTR 2 i SR S AT T SR T ae (RIS AL E T 39D , G HTTPS
R BT, I BTV E . IR () A s B BR A B B2 1, e
B1/1. SSHANBZRM . dn A L8 HTTPS & 4:, n LUE: B9 6 o 1 LLE BT AC & ASA. 1EH: R
USRI, i B B8 o N 2 ThREFL & B2
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T

BL&EVFA]

raiT [

FFa Z Bl
* 1521 Cisco.com ] ASDM KAT UM T fiftiz4T ASDM HIEK

pUE ]
N T ES A LL R URL:

* https://192.168.1.1 - it (LUK 1/2) #2101 1P bk,
* https://management ip - )\ DHCP 43 I¥) & #1452 1 TP Mk,
BERHE 7R Cisco ASDM W T, S8 TT RES 5 B0 W % 2 424t R ASA W &34IE15; T Ll
A b 220 3 A T 1 i) Y T
Hd DU A LT —: Install ASDM Launcher 2 Run ASDM.
MR PRI, 4 e bf % L WU I 3)) ASDM,
24054 7~ Cisco ASDM-IDM Launcher.
B P A2 R 7 B B B R A Y, AR R RE
Y% 5o~ ASDM E& .

ASA B ARME BEBAEVFRT o T DA H R RERRPE VAT, X TG ZEELIRAR N B X T A
B, 0T AR E R AV ATIE DR B o R IR S5 4% . A SR B VPR R 25 R, S0 I0R
ASA RFINREVFRTIE; AT Fia M 5 A RE A VR

ARV, VFRIESUR B 20— 5K IDAETS, T HUAE S VP IENUR DL Z R IEfE . &
B2 HURR 73 O S AH Y BRI 7 o A2 ) VF AT UEAUA BRI 2 1, s ToE o 5 B PR VE T HIE )
DHRERATRCE S, (HARAENIANSZ M . VR] (RS BE 4T -

- b
s ARG
* 1% (3DES/AES)
* AnyConnect-AnyConnect Plus. AnyConnect Apex Y AnyConnect VPN,
ASA BRINEOL AL 3DES Zhig, OUH TR M, AT DOER BV rIEAUA LN, 3R LAY

RI{E ] ASDM. tH2 J5fr ASA FRCE T SSH Vilnl, Wl LLEi ] SSH A1 SCP.  Hoth 75 258 i s
(4 VPND (KT BE DAZ it B 5008 V28 AT AIE, 3K S 448 406 1) 7 ] SIE A& AT ARG I S

(2%} Firepower 2100 A\ 1355 [
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EREEATEHEASA |

\}

AR W REAEI VTR BT SR E AT A AT A R Th e (RN T 59 nED , I HTTPS
HERafeiz 0 LT, I BECEERER . SR ) A R R BN PR BRI 1, g
B1/1. SSHAZ ZM . S F K HTTPS 14, vl DLUEFE R & by 1 LI R AL ASA. 1E#:3
PO, BUE ER BB A A N A Th el & B .

M) R RV AT B SR ASA FIEMA I, T IE S Allow export-controlled functionaility on
the products registered with this token = iEHE, LUE I H] 5844 (1) Strong Encryption VFrJiiE (&M F
DARFE AT o UL BN TN R, S TRE&MH S, R B8 HEH®
DA VERE, IR AR T HoAB AR AT

Fia Z |l
© AT RB R BERAE R PR K

WERGIEEA M,V s R AR SR . I R BRI LAY, T DA LA —
EN IR

o SR R REFEVE RTIK P AU A N %5 (3DES/AES) VFRIIF R, A Refl KL ThEE (O
AT A RS R D

UK

TR IEHORE IR BBV RS T T VR RTE, AR AR PR R AR HE VR AT

2 BRI A T S B S AN, RV TR Y 1% O S I B R A TR . (B,
AR T H CAINVEATUE,  3E S BB 45 T AE25 R _E ) Find Products and Solutions 1822 7
Bt. #ZLLUFYFATIE PID:

15: FRIIEE &R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

* FRUEVFATHIE - L-FPR2100-ASA=. ARUEVFATUEE G2 i), (HBATIOR T ZOR JLASIN 2146 (4 R f

VAo
5 WSRVFITE - L-FPRIK-ASASC-S=. NSV UEREMHINIT: 0605 25 5 i U Ll 2 6 1075
%,
101§ SYFTTIE - L-FPR2K-ASASC-10=. {5VF AT UEREMEANI: 59052 6y VPP AE LG 2465 10 7
.
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* 5025 (3DES/AES) ¥F 1] iIF - L-FPR2K-ENC-K9=. JtVFufiiF & S 2k . HARIE 3 AN T 22 b 4 ]
E (B, fEH 2.3.0 PARTRA R IH B RSS 2810 ASA T B VFnlE) , (EAA N 7 N
B bk T DAEAT BRI

* AnyConnect - 152 i1 A} AnyConnect 1] WiERT. £

o It

ANREELHAE ASA TP FUEVFHTE.

HIE 2  7F Cisco Smart Software Manager H1, A BRI 152 45 75 I 21 1) R FOUK P 17 =R - 52 0 it 2 Bt
a) i Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 7t General LUK -, H.ii New Token.

General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) 1E Create Registration Token Xf IHHEH, A LLNEE, R)5Hid Create Token:

Create Registration Token .

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description

* Expire After - JARHE LI ] 28 30 K.

(25t Firepower 2100 A\ 1455 [}
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BLEFA

* Allow export-controlled functionaility on the products registered with this token - j5 1 5 &

FERR G .

RGURE A A I BN 587

d) A A O AR Sk BB R AFT T Token XFGAE,  f LU HCRE& 4 ID S B BTG . 45 2%
W ASA I, USHER LT AR, AFEIZRE R Ja I 0

B 16: EELTHE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens
The registration tokens below can be used to register new product instanees to this virtual account
New Token...
Token Expiration Date Description

MJMCSZ]IhYTIIZGGAOSGOYJkZL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101

17: EH15h8

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cirl + ¢ to copy selected text to clipboard.

Export-Controlled

Allowed

Created By

Actions

Actions +

HIE3 £ ASDM ', fKIKI%EF Configuration > Device Management > Licensing > Smart Licensing.

R4

il Register.

I (E# Firepower 2100 \i145%)
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' Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration
Feature Tier: -- None --
Context: (1-38)

Enable strong-encryption protocol

Registration Status: UNRECISTERED

Renew ID Certificate Renew Authorization

Effective Running Licenses

License Feature License Value License Duration
| Maximum Physical Interfaces Unlimited
Maximum VLANs 1024
Inside Hosts Unlimited
| Failover Active [ Active
| Encryption-DES Enabled
| Encryption-3DES-AES Enabled
| Security Contexts 2
Carrier Disabled
| AnyConnect Premium Peers 10000
AnyConnect Essentials Disabled
Other VPN Peers 10000
| Tntal VPN Peers 10000
HIE5  {F ID Token 7B N 4.
[ JoN ] Smart License Registration
ID Token: 'MzV8eHpYY05EMGg2aDRYak 0ybmZNVnRaSW5sbmSXVXVIZkk 2RTdGTWI6%0AZVBVWT0%3D%0A|

Force registration

Help Cancel ﬁ

#& 0] LU/A) 3% Force registration 5 1EHE, vEM LA MHE AT B85 1P nlUEMUR MR A FE ) ASA. i,
IR B A A Th R AMIIER T ASA, i {EH] Force registration.

L6 Hili Register.
ASA A TRSEIC (0 SIS O ) VF nf UE AR LAY, 8 SR CURC 7 n B T B2 A .
TAEPIK S FRVE, WIVF AT IR A LR I8 23 N FH i i 2% (3DES/AES) Vi rJ ik MVF nIRES BB, ASDM
2 HT VT . f4838 i) LA $E Monitoring > Properties > Smart License DU & VF i Uk, JUH &
NIFSLENE

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

FET WELUTSH:
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To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration
Feature Tier: standard H

Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) £ Enable Smart license configuration.

b) M Feature Tier F#H7%13, L+ Standard.
hRAEZ T HT o
c) (i) XF1E= (Context) VFrlilE, ARG RAIHH .
TSR LAPESA VERTUE I 00 TR 2 Pt 55t 1 S5 AR B K8 H IR TS 2
* Firepower 2110 - 25 i 5%
* Firepower 2120 - 25 Ffi 5t
* Firepower 2130 - 30 i 5%
* Firepower 2140 - 40 FiiE 5

B, X Firepower 2110 1M &, EAT B RAH - 25 FPiEst, WM RS 235 IUEA S5 ER
IANH 2 A

Ni
]

®8 (W) BRBMESGEE AL B, ATH 2.3.0 LRTHCA R IH BARSS 251 ASA 7
BOVFRIIE, (RO SNTE B O, B AR AR P o RV RTIE AT IS B0, AT BAIE R A
H.i5 Apply.

By THASH R Save B 5.

IR H T HOBT R ) ASDM.

MR P ATIER, T E DR 5 ASDM A fE s BUBT A o

%

S8 S8 S8

-—
—

[1-]
[—]

§ 4

BcE ASA

HIH ASDM, s ml LUME I 1) SOk O B AEA DI REN s i e LT LTS C & 1) 5 PR S I DhRE -

i

L1 {KIRIEFE Wizards > Startup Wizard, #A)5 5.1 Modify existing configuration 1644 .
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mEasa

@ Launcher File View Tools m Window Help
@00 Startup Wizard...
VPM Wizlirds
High Availability and Scalability Wizard...
| Unified Communication Wizard...
ASDM Identity Certificate Wizard...
{ Packet Capture Wizard...

I

Cisco

@ X . 1 -
(’»’ Configuration @ Monltot _ard‘ ? Help ‘T\fpe topid Go

Device List
% Add [ Delete & Connect

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

T .
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

HIE 2 Startup Wizard ¥ 5| 58 50 B E
o o
< B0, GRS RIS R O TP Mk UK S B
© EHASEK
* DHCP [k %5 #%
o HAth...

PRI (Wk) 1E Wizards ST, AT HAD R T,
WA TARLERCE ASA, TES MR ASA F 5 SCR 1 d A 18 I R AT RSUAS R SR
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B 79 asasmxos cu

ERERATHEASA |

if715] ASA %0 FXOS CLI

Nil

B

s LU ASA CLI (fidlE ASDM) Xt ASA HEAT #bmHE R Bk L & . nl DUE R B4 4 ot 1 LAYG 1)
CLI. ZJa, vl IAEATA 810 B E XS ASA 1) SSH Vil . R ZIG R, 155 ASA — i
HWR

H AT LM ASA CLI 314 FXOS CLI, DIMEE4T de B HER .

UK

B I E N ERE R R4 0 . Firepower 2100 Bt AT —4% DB-9 ¥ RJ-45 HRAT448, Bl ssgiss
— )7 i ATHE USB R8T IR . MR A EAE RG LBAT L) USB H TSI FE P . Al LUF £
T

* 9600 PIEHE

« 8 N

o AR

o 1 AMEIELT
HERES] ASA CLI. ZRINEHNL R, Vil & AN T B g P 453 .

i A4 EXEC fEx,

enable
BRI\ enable i 21, RGAPERIE T SUEE
ENGE

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x¥x*

Repeat Password: ****#*x*

ciscoasa#

Wik ASA TEik A, JFHEREN FXOS MR B, WAL ASA EBCE I8 HI# S thit FXOS
EHGU ) E.

FEAFAL EXEC B, prfy AERC B i 23 mT o 38 1T RSB EXEC BEaHEN Big B,

FLUE BB, iEfI disable. exit ¥ quit 7% .

Vi el 42 R iC B AR

configure terminal

Tl
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ciscoasa# configure terminal
ciscoasa(config) #

APNA R EBGUTHARCE ASA. SR 4 RRC A, T exit. quit 2{ end #74.

$IB4 (k) ERF) FXOS CLI.
connect fxos [admin]

* admin- F AUV IO RIVT AR . A SRANRSEREIETI, T A By AR . TR, B
(RSN S N & SR AR CIN N win st a1 DI

ROASTOREIRAH P AEIE. AT ASA H P 2K 46345 FXOS, Jois At 8ok . Bk [A1 5] ASA
CLI, A exit 83U N Ctrl-Shift-6. x.

fE FXOS ", AT LUH A scope security/show audit-logs @72 & F H F G5l

IR

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

o BRLENCE ASA, TSP R ASA FR A SCRY b S IR R AR RCAS IR SCRY
« HRHBEHERR, EZ I ( FXOS MR .
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ETF A= T ERE ASA

AEXEERAG?

Firepower 2100 121744 4 Firepower 1] E#AE &5t (FXOS) MK ZHAE RS . " LIAELL PR T &R
Xt ASA 1247 Firepower 2100:

s PERL - TP BB, BLAE FXOS Wl E LA R4 E S BB 42 LB . X8R
BAFEH B O, 857 EtherChannel, NTP. BMUE AT HIEE, #&80] LUAE A Firepower HUAH 5 H4%

web FLHIEY FXOS CLI. #RJ5, %07 LfiH] ASDM ik ASA CLI & ASA #:/E RS P il B e 45k
W o

© BRI BOA) - & VR BC E ASA T N BTAT I E . FXOS CLI AR ey 2 b B

AP
T2 o

AN AUITLE ASA -GN 7E 45 3528 Firepower 2100 ERINTEHL T, Firepower 2100 7£ 1%
FU N IsAT, BT AU BB SR ATEAW KLU EE, 5% (ASAT
EIRD) T AEAR R A2

* D)k

* CLI i &

AT IS AT E B A 22 A SR s R S R R, TS R B

Firepower 2100 fifi{f- 7] LAz 4T ASA #AFE FTD %A 75 ASA H1 FTD Z [AJ1) 4 ifs BN ¥ & EAT
G S E PTG BE ASA 8 Firepower JEU 7 Bl 13 7% o

e FANLEE A B - Firepower 2100 ANESRBE ENRAEN NS ME H o AR, B DIZERCE A AN A 5
HEE, B TR 4. AEEXRE AR, B AT RGBT SNMP I AT e 2 B AE B .

* KT ASA, %68 It
* SmEERRLR . 5 70 B
« BEMESEMBOARCE , 572 1
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WAL, 750

o Pam IR, 5 76 UT

s HHAPF R, 576 1T

o (k) Bk Firepower HUARE FEZS , 55 79 1T

* (W) 1E Firepower HUFHE BLas 0 g H Az 0, 56 79 0
« %5k ASDM , %81 7T

s BCEVER], ZH 82 L

* MlE ASA, 586 L

o (AR FEHPEE O LACES FXOS AV ) , 2 88 UL
* Jjla] ASA F1 FXOS CLI, %5 89 il

o (k) FE FXOS B HL IP Huhb ko6 , 25 91 7T

o JREERE, B 9T W

« P E T Firepower 2100 [ 3% , 55 97 1L

ASA 7E— & W &I R ZUIRASE KSR VPN 2R 83 IhRE

Firepower 2100 J&i& H T- ASA [ — N H e . AT A7 SR s A0 (BRI FizfT ASA.
Firepower 2100 12174 4 Firepower 1] E#AE &R 5t (FXOS) MK EZ#AE RS .. AT FEHEAR, o
ZRALE FXOS L E A EAE S BB 2 1 . XSS B A4S 5 4% . #2857 EtherChannel.
NTP. WG IS, 40T LLEH Firepower HIAR 5 BLES web FLIHIEL FXOS CLI. & )5, AILMEHLLT
P —NMEBEASTE ASA FR1E RS ILE 22430

* ASDM - 45 LIk B BLAS . AIar N2 ASDM & HL ASA 1512
* CLI
o JORMZ AT PIS - A7 T PR AR S5 2 L 2 B4 B P 2%

WAL RV E ASA PP EE . FXOS CLI H AN SR At e 4 M B HE Bk i 2

ASA F0 FX0S £12

\)

ASA F1FXOS #4F R AL H 1/1 20 o e V0T S0l TP Hodil,  FHFi%E 823 ASA A1 FXOS.

a4

IEHE CTFE ASA RO ] 1/1; 75 FXOS W, #En e A 28 278 4 MGMT. management0 5t
AR . SR ERF L RO B 1/1, DR RE— S A fay it o

HEEL T e DA ZIAE FXOS BT Inds, MilLAbDhRe I 4 207e ASA b7, R ZA XA
PE RGMATRREZEY . X T FXOS LIMAIATICE, 4 mT LU H] SSH A 1] i 25
(https://192.168.45.45) IEHZ EIERIA T 192.168.45.45 TP Mk,
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rxiwme

F T ASA [IMIUATC E , %] IEH] ASDM % https://192.168.45.1/admin. £ ASDM 1, #&n[LL
PLJiE MATAAT 42 LIRC  SSH 7 i) 6

XPANERAE R G AT NFE I & i L 3R . WIaRIEFK Ui il FXOS CLI. %7 LA 4 connect asa iy &>
HKiji 1] ASA CLI.

b DL VE N ASA Bl 384T FXOS & FE; & SSH. HTTPS 1 SNMP Vi) . I AE Xz i
EHAREA .

A HERI TN RE

589 ASA THEE
Firepower 2100 A KFLL R ASA Thfig:
o BRI B FIM
s JUREH
* % Py SSL VPN 5 KCD
* ASA REST API
* ASA FirePOWER # bk
o {7 M E I R A
* LIRS A
* SCTP &l (SZHFEH ACL (1) SCTP ARAH )
* Diameter

* GTP/GPRS

A #5A9 FXOS TAE

Firepower 2100 ASZHFLL N FXOS Jfig:
* &0y 5L FXOS L&
* FXOS IS AAA 5y 5k

R, MM FXOS (connect asa) =451 ASA #=iH G, £ H T#H1 4 U7 M 19 ASA
AAA PiC'E (aaa authentication serial console).
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i £l i F2 7

EZ R L MME S AAEN VAR L3 B A & ASA.
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Pre-

Configuration

ASA CLI

Firepower
Chassis
Manager

ASDM

Cisco
Commerce
Workspace

Smart
Software
Manager

FXOS CLI

wainir |

N . A

T ) Review the (g )Cable the \.3 JPower on
network device the device
and default — —
config

v
4 ) Enable

platform
mode

Ve ) l 5 £

\ 3 ) (optional) @/' (Optional) U _@ (Optional)
Log into Enable Add access
Firepower —p interfaces lists for —
Chassis mgmt;
Manager enable SNMP

| 1

[ ™\ + \ A iy

\? JLoginto 69 Configure 61) Configure the 62) (Optional)
ASDM feature ASA Enable FXOS

licenses —» —» remote
management

| X

8 | Obtain feature
licenses

!

Generate a
license token
for the chassis

(14) (optional)
Change the

FX0S <
Management
IP
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EFEEATEHEASA |

(1) | BeERTHES TAE P P 2435 B RIBRA L , 56 72 1L,
N
() | Mo EHHE & TAF PR, 75 .
3; Fic B R E A T A P WA YR, 5 76 T,
4 |ASACLI FHTFER, 5 76 T,
‘5 | Firepower HLATH BLY (A[i%) %% Firepower HUARE BEZS , 56 79 UL,
&) | Firepower HUAA # &% (W[i%) 7E Firepower HLAHE BLA i HILABEE 1T, 26 79 1L
(7)) |ASDM %5k ASDM , 5 81 Ui,
D,
g | ABRRS TAFEZ BeEVEAT , 5 82 T: FRELIHAEVEATE
@ BRI TR Be B VEAT , 5 82 T: LA AR BVE AT IE A
.@_@. ASDM BCEVFRT, 282 Ul: BCE DIREVFAIIE,
.{1‘1} ASDM i & ASA , %5 86 Ui,
(12) |ASPM CAIE) (ERCHRPE T BRLTEAT FXOS INEFFEYTI , 35 88 T0: il FXOS RS EL: fo
— VF FXOS M ASA $: 115 80 Bl 42 .
(13) |Firepower HUA 1 2% (CAT3E) EHdE 0 L RCE G FXOS A EE VG ) , 5 88 . FCE Uy [ 53 LLARVFER
— BRI FE ] SNMP - (CBRIAS &L T 3 I HTTPS Fil SSH) 5.
14) |FXOSCLI (AI3E) TP FXOS & H 1P bk sk 2e , 55 91 7.

EEMFIZIEONLE

P R AE FHER A & 1Y) Firepower 2100 76 ASA ~F-G R (K ERIA W 25 58
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Firepower 2100 & X BN & .

18: 1M 4% H B9 Firepower 2100

Qutside

outside
Ethernet1/1
DHCP from outside nw

_@— management FX0S:192.168.45.45
4 Management 1/1  ASA: 192.168.45.1

inside
Etherneti/2
192.168.1.1

'g ! Management Computer

DHCP from management ifc

Firepower 2100 & & BOABL B
10T LUK Firepower 2100 % B N 7ET- S0 R I8 4T 5 & A AUk BRAB .
~

AR 9.13(1) ZHTHIRRAS, S AR BROAEIUNME — B0, W AP ST, W2 R B A
o

ASA L &
Firepower 2100 F[f] ASA [ H ) BRIAFC &0 2 DL N C -
« RER—SMEREE - LUK 1/1 (AR, LK 12 (A
* M\ DHCP [1J5MER IP Hehib, 30 IP Hbdik - 192.168.1.1
* DHCP R85 {E A 1 L
* >k [ 4hEE DHCP (12X IA 2% B
© IR - EELGI 1/1 GEED , IP ik 192.168.45.1
* ASDM Vi) - SEVFAE L AL,
* NAT - NN B SME BT A i Bt 114 1 PAT .
* FXOS B3t /1 3)) - FXOS HUA 1l LLAERZ LTSN ASA R 3 P&
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. Firepower 2100 F &1 BINELE

* DNS 45 %% - OpenDNS JR45 2% O FAC '
JCE b LA i A 2k

interface Managementl/1
management-only
nameif management
security-level 100
ip address 192.168.45.1 255.255.255.0
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.45.0 255.255.255.0 management
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

ip-client outside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

FXO0S Fc &

Firepower 2100 F[] FXOS (1) BROIARCE (0 & LA BCE :

o EIE 1/1 - 1P Hihik 192.168.45.45
o BRIAMIE - ASA EdidE
* Firepower ¥l ETE2SF0 SSH 7 ia) - 1M HE M &%

* BINFH P Z - admin, 2% Adminl23

* DHCP AR5588 - &% iy 1P My [ 192.168.45.10-192.168.45.12

EFEEATEHEASA |

* NTP AR5588 - DR} NTP lR45%5: 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org+

2.sourcefire.pool.ntp.org

* DNS AR %528 - OpenDNS: 208.67.222.222., 208.67.220.220
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waezny

* LAKM 171 FALLKW 1/2 - 25
IR A

Outside
Management 1/1

management
FX0S:192.168.45.45

-

Ethernet 11
r outside, DHCP from outside nw
Ny io

LR —r—
| e —— | | oo e
SRR EEEI S OSTEEE T
AEEmAAAEEEARR W i) i) i
AAAAAMARAAAA® | A s]
ettt e il B N Y Y B s s s s s _ﬁr!rlﬂl_ |

,,,,,, PN DO a8 CT T T a=s c'-mn,—[—w—{—-::

==53 | mem ppm =008

M)

[ [ ] [ =
[l
e

Console Port
For CLI access
to enable
Platform mode

Ethernet 1/2
inside, 192.168.1.1

( inside .
- 4 2 = = S
Management Computer Other Data Networks
DHCP from management ifc
192.168.45.x

EEFH 1/1 B2 BB Firepower 2100, %5 1] LIXF FXOS 1 ASA i Fl [ — & FTHE AL ZRIAE B IL
22K LRI 1/1 BB R A

UK

B BB ETH NSRS 11 I TYIGAECE, s 11 BRI M .
IEI RS B SN B S b, RO U IZ NS B 7 i n] LY IR) ASA 8 FXOS. & 1/1
FATERIAI FXOS TP Hihil (192.168.45.45) Fil ASA BRIl TP il (192.168.45.1). FXOS i&iz47 DHCP
R4 % i CRFRE FETEEINL) $R0t P ok, DRIk, G5 AR S B B AN 4 S AT A BLAT A B I 5%
WEMR GEZ Firepower 2100°F & B EABLE , 5 73 70 &

Ma, TN EEEE: DR E FXOS Fl ASA B ELi . AR FXOS Ui ME R, S (i)
P O L E G FXOS R B ), 58 88 Tl K ASA Vi HIME &, 15 ASA — il &
R .

HIR 2 B B AL B B4 6 i o
BT 250 ASA CLI, A& SO P &6 850, Firepower 2100 B3 —4% DB-9 ¥ RJ-45 4T
g, PrUABT B = ) AT H USB &b AT 58z . MR N AE R AT L E ) USB 470K
HFERF .
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HETERATEHEASA |
B sessnn

PR3 FHMBMSOERZ UM 1/1 #10 (FRid ) WAND .
TR RERAFVFAT, ASA FFZLHRRFEAN, LU A] LAY () VF rTEAUA AL o

TR A KNI A E R R LUK 1/2.
P2 RSN RS CE RS AR

2y ML N
ERIZFHEIER
F 05t R TR SR T L T BT 6 LA AT SB35 TR )
F s LV 2 400 4 SRR KU

UK

P KR IR %, i B F A A

HIR2 % N R YR T 2.

H1B3 KA KA PWD LED; W% LED 4t fa g rotd, Rmiks e .
SYS LED

el il ld il
PEAEREAARNPREEE®
el la b Rl il

= E L E

X Sk
PWR LED

PB4 WAERKIENK SYSLED; fEHe ¥ eln, RonRgoimdbahzhi.

iR FITF TP BB, RE T Re T B LRl A S i &G H]. AEIININ), 45 AU THI Y PWR
LED ¥ ARG . 78 PWD LED 582k 20T, 54K H i,

BRFaEN

BTG UL, Firepower 2100 7E B & A3 N iz AT . AR -1 5 Fn RS SO S 88K, LR
fifg FL B A e A (TR

SR, S THBRECE, DR EEAOE AR SE. BRI 2 N BROABC .
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srrakt B

UK

K B BN LGS B H 4 0t 11 . Firepower 2100 Btf5 —4 DB-9 ¥ RJ-45 H4T£k48, BTl 2
7 HATH USB RTIMTIE R . MR N ERAE R AT L B2 USB B AT IRSHFES Yo A LU iR
ITWE

* 9600 PER

* 8 ML

* TCATER

o TAMEIEAL

HERER) ASA CLL, BRINEOL T, Vs 500 & AN 2R A SRk,

IR T FEEERE, S ERED M FXOS CLI, TiAZ ASA CLL, {HJE, LTS
B IR S Ui ASA CLI; i8S [RIEFE2$ ) & oy 1 BAT ) FXOS A1 ASA CLI, 2f

89 1,
Ui i) F5 AL EXEC B .
enable
H—IKHIN enable fr 21, RGP SUEE
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x**

Repeat Password: *****x

ciscoasa#

FERFBCEXEC B, BT AFRC B dr S BT o 38 ] NHFAL EXEC FECHEN Bie B
FHE ARSI, S disable. exit B¢ quit 74 .

Vi el 4 JRy e B

configure terminal

-

ciscoasa# configure terminal
ciscoasa(config) #

R E P A
no fxos mode appliance
write memory

reload

(2%} Firepower 2100 A\ 1355 [
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BRI S, TR E IR INBB A . AEEURT N, P LA ANIE AT AR o W PR A DL R
P B [ AR -

il

ciscoasa(config)# no fxos mode appliance

Mode set to platform mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config) # write memory

Building configuration...
Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload
Proceed with reload? [confirm]

SRS W RA, A5 LA LI

show fxos mode

P

ciscoasa(config) # show fxos mode
Mode is currently set to platform

FIR6 (k) R B
fxos mode appliance

write memory

reload

WEAAGE, TFEORAFRCE I FF N fEEH N /T, 1] LAFE AN BAT A o B (4 Ol T
A B ] SR AR

w5l

ciscoasa(config)# fxos mode appliance

Mode set to appliance mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4f2b4175 1£f162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]
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(i) 25 Firepower lEEEE ]

(AJi&) %3 Firepower ¥ 8 & 1223

1§ F] Firepower MIAG & BL2SHC BN X E, B3 )8 O F1412 EtherChannel,

FHIa Z Al
© ARFSCFFMNEER KGR, WS A RA N RAT RN GES1H

http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list. htmD) .

o G RTFE P K FXOS Fl ASA S IP Huhl, &S0 (vfi%) % FXOS &2 1P bkl ki ¢
91 1,

UK

PR R /1 SO AL, V7R BLN URL 5 3)) Firepower HUARE FEAS o

https://192.168.45.45

B2 WMABRIMNI 4 admin, RESFRERE R,

i) 7E Firepower Hlfa EIEE R HE Mz

\}

OB, SR /10 DUKK 1/1 FIRUR 172 B2 K DBy oML B A, I L& 7 XA
ASA FLE A . AT AT AR 11, 20U R N S e, 2RJE7E ASA L H s H
T BB R LAY EtherChannel CFR A i 1@ IE)

P i

U RAE R P e ¥ G B Mk R 2 i B, el 3 56 14 EtherChannel BCED BB M, i
TR e B FXOS s 1, SRS 7E A B Bk A7 A 5E 5.

WRAE FXOS HHlflER— AN (B, i RIEFE BRI 4 i, 5% EtherChannel, SR HE
By lc 2] EtherChannel) , W ASA FC'E &R ¥ RA a4, DMELE o] DLEEATAT AT 06 EEf 38 L E
FRIERE &= A2 2 I . B8 AT LUAE ASA OS W F-ah B e IH 82 i

FIaZ A
* & 3% Firepower WA HLAs . 1H S (W[iL) ¥k Firepower HUARE HLEs , 55 79 Ui,

* Firepower 2100 7E 4 #9145 il ¥l (LACP) TSN AR SCRF EtherChannel.  BRIAEHL T,
LACP B BN “UE5)) (Active)” 5 &1 LLTE CLI HUE A O “FF ) (On)” o FRATTEEIN
FEERAT B Lo R E R “1E ) (Active)” B, DLSCHm A e A

o BB TS L IP Mk, W2 (k) ek FXOS A AL IP MihksRkd oG , 55 91 1T,
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EFEEATEHEASA |
B o) % Firepower MiEE RS R B A EMED

UK

W1 1t Firepower HUAHE HA T, HEO.
FREZEO IR B Y 2235 O B s E, £ FRPIRft a3 8 N0y,
FIm2 BE A O, A e e () ik (D)
iR EEL /1 B OEZK P B MGMT.
SIE3  (W[iE) ¥ EtherChannel.
R EtherChannel Ji%, i it [T 7€ ASA A L, {HI& H fE4E FXOS H L& EtherChannels A% 1%, 5
S47.

a) i MR EJ7 RN D@8 (Add Port Channel).

Add Port Channel 7%
Port Channel ID: |1 Enable

Type: Data b4

Admin Speed: 10gbps v

Admin Duplex: Full Duplex v

Auto Negatiation: @ Yes No

Available Interface Member ID

| &4 search [53 Ethernet1/3 &

[E3 Ethernet1/1 [Ed Ethernet1/4 ]
[ Ethernet1/2
Ethernetl/3
Ethernetl/4
[E3 Ethernet1/s
[E9 Ethernet1/6
[E3 Ethernet1/7
[ Ethernet1/8
[E3 Ethernet1/9
[E3 Ethemet1/10

Add Interface

Fl Etharmatt (11

QK Cancel

b) {Ei[i&i& ID (Port Channel ID) “FBU, i AdiG IBIER) ID. A24AEHAT 1 5 47 Z 1.
c) % B (Enable) KIEHE LS H b EHE .

BIEZEE (Type) THuFIE; ME— W] ISR E AR (Data).
d) WEHERE (Admin Speed) N AL, TEFEITAT LG L

USRS E R RE D JCVRIE B PTIk L (LR SR PRI LA ED WS BB AR AT e bR 1
.
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zxasom [Jj

e) APTH RO S BE1hE (Auto Negotiation) /& (Yes) 5{& (No) FLIEFE 4
f) EEIEWTI (Admin Duplex) FH2FIRS, b T R b8 R R T .
g) fER %O (Available Interface) 53, ERFEERS ML, K5 AdRwmizEQ (Add
Interface).
T 22 ] LS N 16 A [R]— S BRI BE 82 11 o o8 I T8 21 27— AN 42 VR e 1A 1) S 2R R
B
N —RAIS N AN L . SRR AL E D, s TR L, FIN A Cerl B
PEPE A O, WEREREP AN O, AR5, TEAE Shift BRI, 8
PP s — M.

h) HEHRE.

=k ASDM

J3 5 ASDM LUFRLE ASA.

BRI (3DES/AES) RIS 4 BV nl IE MU AU B PR AR SS #% < BT T G R,  DMEERER o
3l ASDM. I#HIEE, ASDM Vi N AE E KU S L 0 Eol . AEROE R IR E n s
VFRJIEZ R, AN SR B4 U &

FaZ B

1524 Cisco.com ] ASDM KATULHH T #1217 ASDM HIE K,

iz
AP SR 3 B A4 A LU R URL.

https://management ip/admin

* management ip - FriH ASA EEEEEIT (192.168.45.1) [ 1P Huhik sl 34144

B 7R Cisco ASDM W T, S8 TT RES 5 B0 Wi 8 2 444, TR ASA WA Z34IE 155 T Ll
A b 2 T TR 3 ) [ TR

H DU A LT —: Install ASDM Launcher 2 Run ASDM.

MR RS PR I, 4 M bf % (WU I 31) ASDM,

R G06 7~ Cisco ASDM-IDM Launcher.

485, BNELERS S ASA I B 1B &6, AR5 80 OK.

RY0¥ Wor ASDM £ .
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B ==4v

BCEIFA]

EFEEATEHEASA |

ASA T RPE REBATVR AT o R80T DU WU RERR VR T, X AT IR AR N s sl ) T g 4
B, SR LARCE K AVF AT UECR Bl LR IS5 . A RIX S L VFal i 2 E R, WS AR
ASA RYITNREVFAIUE; AFEriE M T H I RE AR AT

IR, VFRIESUR MU 2 0% — 5K IDAESS,  HTHUAE S VP IENUR ML Z B iEfE . &
M2 F AR 7 TC BN (0 REAUAIK 7 o A5 1) VR AT UEARUA BT BT, R JCVZon] 5 SR PR VF AT IE A
DHREREAT IO E SO, AHIRAE WA SZ 52 . VFT] D) Re Bl :

* btk

© AR

* 5RN% (3DES/AES)

* AnyConnect-AnyConnect Plus. AnyConnect Apex 5¢fY AnyConnect VPN,

SR (3DES/AES) R 7ERER RN VF i UEMUR N IR B TR RS54 2 i T B R, DM ARS8
3] ASDM. 15VER, ASDM Vi i ANAE B A BRI IN 2 B B L O BT R o 7R B SR s N %
VFATUEZ /T, AN R VFIE % % 9

A8 1) R BE B AT I SR ASA FITEM A RS, T % Allow export-controlled functionaility on
the products registered with this token & iEHE, LAY H 5411 Strong Encryption V7RI UE  CR&5 ik F
DARFEHAAHSEAT) o U BN TN, S TRE&MA S, REgs a8 EH®
InEsVEeE, P IC T AT HA A

a4

5 Firepower 4100/9300 HLAI AN, #4E ASA EHATHTAVFRTECE, MIAZAE FXOS BE HHAT.

FHia Z |l
* AT BB BERAE T BELAS TK

R BEGERAIK s U5 Py R AR IR o Tl IR REPH A AR, T LON A 2R —
AR

o SRIR R R AT VR AT P L Z5URF 45 5N % (3DES/AES) VF RIIEI 2K, A fef I ELeThfe (2
AT AR R D

UK

TR DR A A REVE PR B 5 D i AT VR PTIE B4 dee IR PR L O YRV P IE

245 M\ SERE R 2 1 IS B SIS A5 I, TS R AF T UE I 1% A B S K B RE S R TR R . HE,
AR T H CA IR UE,  E S BB 45 T AE2% R _E ) Find Products and Solutions 1822 7
Bt. #ZLLUFYFATHE PID:
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http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

ETAEATHE ASA
raiT [

& 19: 1F AT &

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o FRAEVF AT UE - L-FPR2100-ASA=. AadEVF Al EE S0 2R 1), (RIS HR 75 B0k 07 0 B 48 1) 3 se a1
VERT e,

o 5 15 54 AHIE - L-FPR2K-ASASC-5=. & S014F Al iE & M 18 W S8 2 03 vl Uk PAl 2 18 1 75
5,

* 10 5551 AT HIE - L-FPR2K-ASASC-10=. 1 S VFrlUE B I mTs 08 S 2 40 V5 v ik DA 28 11 77
5,

o SR %5 (3DES/AES) ¥ T HIE - L-FPR2K-ENC-K9=. ItV fiF /& S 2k 1. BARIE & AT 2 b i)
WE (o, A 2.3.0 PARTRRAS I 10 AR IS5 28 1 ASA TR EEICVERTIE) , (HAEATS K FL78 I
FIE Ik o DLEAT R ER

7

* AnyConnect - 1§ Z [ A Fl AnyConnect 17051 . BEAREE AL ASA 8 VAT IIE

Y2 7E Cisco Smart Software Manager H1, A BDRF G152 28 75 N 21 19 R FOUK P 17 SR - 52 il 2 Bt
a) i Inventory.

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Notification Satellites Activity

b) 1F General £ [, H.i7 New Token.

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: Mo

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) {E Create Registration Token X[ iFHEH, HIALL N E, SA)5 5. Create Token:
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Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Allow export-controlied functionality on the products registered with this token €

* Description

* Expire After - AR BUXIN ] 28 30 K.

Enter the vaiue between 1 and 365,but Cisco recommends a maximum of 30 days.

Create Token Cancel

* Allow export-controlled functionaility on the products registered with this token - j3 5 H &

FPERRS o

RIS BB (% o

d) P AT O R 3 Sk RS T AT JT Token X5 AE, T UM FHURE4h 1D SR BINGR . 45 25

M ASA B, IEUERLF LA R, DAFEAZAE T 5 1R A
& 20: EF S h#

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled
MJM3Z]IhYTIEGO4OSDOYJk2L‘I@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed
f A
[E 21: £ hg
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

SIE4 il Register.

Created By Actions

Actions ~

$IE3 7 ASDM 1, fKIKiEFE Configuration > Device Management > Licensing > Smart Licensing.

I (E# Firepower 2100 \i145%)
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' Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration
Feature Tier: -- None --
Context: (1-38)

Enable strong-encryption protocol

Registration Status: UNRECISTERED

Renew ID Certificate Renew Authorization

Effective Running Licenses

License Feature License Value License Duration
| Maximum Physical Interfaces Unlimited
Maximum VLANs 1024
Inside Hosts Unlimited
| Failover Active [ Active
| Encryption-DES Enabled
| Encryption-3DES-AES Enabled
| Security Contexts 2
Carrier Disabled
| AnyConnect Premium Peers 10000
AnyConnect Essentials Disabled
Other VPN Peers 10000
| Tntal VPN Peers 10000
HIE5  {F ID Token 7B N 4.
[ JoN ] Smart License Registration
ID Token: 'MzV8eHpYY05EMGg2aDRYak 0ybmZNVnRaSW5sbmSXVXVIZkk 2RTdGTWI6%0AZVBVWT0%3D%0A|

Force registration

Help Cancel ﬁ

#& 0] LU/A) 3% Force registration 5 1EHE, vEM LA MHE AT B85 1P nlUEMUR MR A FE ) ASA. i,
IR B A A Th R AMIIER T ASA, i {EH] Force registration.

L6 Hili Register.
ASA A TRSEIC (0 SIS O ) VF nf UE AR LAY, 8 SR CURC 7 n B T B2 A .
TAEPIK S FRVE, WIVF AT IR A LR I8 23 N FH i i 2% (3DES/AES) Vi rJ ik MVF nIRES BB, ASDM
2 HT VT . f4838 i) LA $E Monitoring > Properties > Smart License DU & VF i Uk, JUH &
NIFSLENE

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

FET WELUTSH:
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To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration
Feature Tier: standard H

Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) £ Enable Smart license configuration.

b) M Feature Tier F#H7%13, L+ Standard.
hRAEZ T HT o
c) (i) XF1E= (Context) VFrlilE, ARG RAIHH .
TSR LAPESA VERTUE I 00 TR 2 Pt 55t 1 S5 AR B K8 H IR TS 2
* Firepower 2110 - 25 i 5%
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B, X Firepower 2110 1M &, EAT B RAH - 25 FPiEst, WM RS 235 IUEA S5 ER
IANH 2 A

Ni
]

®8 (W) BRBMESGEE AL B, ATH 2.3.0 LRTHCA R IH BARSS 251 ASA 7
BOVFRIIE, (RO SNTE B O, B AR AR P o RV RTIE AT IS B0, AT BAIE R A
H.i5 Apply.

By THASH R Save B 5.
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i

L1 {KIRIEFE Wizards > Startup Wizard, #A)5 5.1 Modify existing configuration 1644 .
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ETAEATEE ASA

mEasa

@ Launcher File View Tools m Window Help
@00 Startup Wizard...
VPM Wizlirds
High Availability and Scalability Wizard...
| Unified Communication Wizard...
ASDM Identity Certificate Wizard...
{ Packet Capture Wizard...

I

Cisco

@ X . 1 -
(’»’ Configuration @ Monltot _ard‘ ? Help ‘T\fpe topid Go

Device List
% Add [ Delete & Connect

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

T .
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

HIE 2 Startup Wizard ¥ 5| 58 50 B E
o o
< B0, GRS RIS R O TP Mk UK S B
© EHASEK
* DHCP [k %5 #%
o HAth...

PRI (Wk) 1E Wizards ST, AT HAD R T,
WA TARLERCE ASA, TES MR ASA F 5 SCR 1 d A 18 I R AT RSUAS R SR
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HETERATEHEASA |

B % =srEn EREs oS wEg@sE

(FTi%) ZERRIEN LR B FXOS BIETRiH A

LS K 32 1 HE Firepower 2100 ) FXOS, A PAFCE SSH. HTTPS Al SNMP Vi) . W4
BIPRE P BE A, JF AR BE 1/1 GXEV5 R FXOS IANLIT ) 7 T g, ik o he e+
. B ThfE, WA DAGKSEAE A BE 1/1 BT AT ). i, EANBELEAE T I T R it
FVF L 1/1 5 FXOS BT ARV 0] o ETRE 75 B0l Ik 5 BOR I % R 21 ASA His #2110 (BRI
It A8 HREFR 22—~ FXOS % B M 5% o

ASA i FHARbR S DV BEAT FXOS Vi )5 b R Of B UL R —42 0 B ASA fiTFH . 4 ASA ¥
W R B FXOS I, B R MO AEAR 1 H Arim 1 34 FXOS i1 (A2 HE i FXOS
(] HTTPS % 1) o #ds60 Hbx 1P Hudik CHP ASA 210 1P Huhil) sl ik, fit FXOS
. JEHBECRFEAAR . R TR, ASA A A i 2 ke IR D8 0. Mg v
LN I ASA B8 TP Muhkiy, 20 FXOS F 44 85k ASA HI 4 MG T ASA &5
=8

JI T LLEE ASA 42 10 F )R F FXOS B Ei /)8 8, X /& SNMP [ EFEEES T NTP Al DNS R 55 %%
SR . BRNIEOL R, ok ASA AMEEE DS EXOS B HIRE S5, LAHE4T DNS Al NTP R4 2%
S OX AT RER AV BAE T T .
Fri&Z mHiI

o PR — 1 e

o ANELFE ASA USRI,

o IR H LM VPN BEIEIER S ASA FiindE 1, WAREE BV W) FXOS. 124 SSH [ Fh Az il
Jivk, WTLAIEIS VPN 3] ASA, 17 ASA CLI, 3XJ51% ] connect fxos #7417 1) FXOS CLI,
VEVER, SSH. HTTPS M1 SNMPv3 SL4z5/ml LUINEE, K H B 5 3 B 122 1 /2 224511

* HifR FXOS W2 UV B R e R 31 ASA Blide 1 CBRMED « W E N TG, WS
(Af3E) B FXOS &3 1P Hhhikbak i ¢, 5591 bl .

UK

$IE1 /£ ASDM ', EFEE > XEEIE > E1EiGiE > FX0S iz &1,
$£1E2 3 FXOS @R,

a) MSNiFH ik HTTPS. SNMP 55 SSH.
b) AR (Add), JEEE AV D (Interface), ¥E RVFEEN IP Hitlk (IP Address) ,
WRIG HL B E (OK).

AT DU AR B Z AN H o WRARUEH LU N BOAME, 15X EiR O (Port):
* HTTPS BR ik [ - 3443
* SNMP ER ik [ - 3061

* SSH BRiki [ - 3022
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i asasnpxos e ]

HIE3 YT FXOS M ASA ;115 84 #E ;.
a) MFHUE I IERE FXOS iRZ /B 31 (FXOS Traffic Initiation).
b) AR (Add), JJEH Ri% FXOS B HIRE AT T 0 ASA #20 . BOAEOL R, 04T R
HRE.
IR 4 Ll Apply.
HIE 5 %43 Firepower NI E BEAS (BRI UL N HEY https://192.168.45.45, H ' 444 admin, %459 474
UROB S L )
HIB6 i F AR S (Platform Settings) I, 4X)5 i3] SSH. HTTPS & SNMP.
TRIAE LR, SSH 1 HTTPS &b T8 HPR A

LT ¥ F A% E (Platform Settings) L1 L1137 18151 3% (Access List) Bl & A FLVFE A EEHLAE . BROATS
LR, SSH A HTTPS H AV EE 1/1 192.168.45.0 M 4%, #7545 aif4E ASA -] FXOS iZf2 &2
(FXOS Remote Management) [i 7 1 45 52 FRAT ] k.

if715) ASA %0 FXOS CLI

AATAHUMATIERR] FXOS F1 ASA #4)&, LU WA {# ] SSH % #:3 FXO0S.

EEFREIIEH & im O LA 9] FXO0S #0 ASA CLI

Firepower 2100 21§l & 3fif 1 405 4834 3 81 FXOS CLI. #A] LAM FXOS CLI HEH:E ASA #5714, AR
Je PR ]

R REMEFH — M B % . MM FXOS ¥l & B 2] ASA ¥l G 1, dbifEfe e — N RE ARSI
£, MAME: Telnet 8% SSH &I HE .

UK

HE KB NSRBI G 3 . Firepower 2100 Bt A7 —4% DB-9 ¥ RJ-45 HAT4:48, A2
= H AT USB SR B HEATIERE . MR N AE RGBT B2 ) USB H AT RSN e . A8 LR £f
ITHHE:

* 9600 PR
o 8 MR
o 1 AMEIELT

RS FXOS CLL. A P AEUE: BRAEDL T, &nT LMER H 7 admin F1ERA %7 Adminl23
ko HUCEN, RASPRNEE X admin %15,
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IR 2 EHF| ASA:

connect asa

i

firepower-21104# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa>

$18 3 k[0 3 FXOS #5#l4G, 1M Ctrl+a, d.

{5 FH SSH %% FX0S

Hn] DIAE RN TP ik 192.168.45.45 4658043 1/1 LAY FXOS. WAl B f 8 B C (k) 7F
Bz FRCE ST FXOS B FY ), 55 88 71 , NSRS LA RN AR bt 1 CERIATE UL R R
3022) bR EdEE: O 1P bk,

PG ] SSH IEFLEI ASA, 7075 e 4 ASA T8 $AF C H 8 re i & SSH. 7 )
AT LN FXOS ##22) ASA CLI, 2R,
FXOS §&% % ftF 8 4« SSH % #%.

FriaZ /i
FHE S L TP Hotl, 5SS (nfIE) g FXOS 1P Huhks oG , 5 91 T,

UK

T FIERDER /1 BN L, # SSHEZ R HIP Mk (BRIATE I T8 https://192.168.45.45,
W4 admin F123565: Adminl23) .

WIRAE FXOS s hn 7R P, Wn] DUAE AT 2 4208 5%k . WERFC B FE R 2, % SSH % 452 31 iy
3022 [ ASA Hdlsf 0 1P Mokl (2Rl ) .

WIF2 EH:F| ASA CLL,
connect asa
iR A F] FXOS CLI, i Ctrl+a, d.

Tl

firepower-21104# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa>
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| EFaERXTHEASA

$1E3

(i) marxos g P sputsimx ]

oK SSH 2% ASA (FE ASA HHiC'E SSH Viln) 5D , %R 3] FXOS CLI.

connect fxos

RGN IEX FXOS AT G0y il MAFHEAH 4. admin 1% 15 : Admin123. 2R |[F[5] ASA
CLI, iH%iA exit B8N Ctrl-Shift-6, x.

T

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FX0S 2.2(2.32) kp2110

firepower-2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

[***]

firepower-21104#

firepower-21104# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

(A[1%) 4 FX0S &IE IP fthik sk W <

# T LA FXOS CLI 5524 Firepower 2100 AL (1) FXOS 45 2L 1P Huhik. BRiAHbhEYy 192.168.45.45.
IR TT LU BRI 5 o BRIN G BEE N 0.0.0.0, "Bt R IE BT L) ASA. WHR BN fEAT
/1 AT B 2, AT DU SR G TP Mkl o oAk, SR a0 Zi B N B 3 2 () U i) 1) 26 DAL
e ) %

WA, FXOS % 1/1 IP HuhbK 5 ASA #55 1/1 1P Hibib e [F]— W28 by DRtiZoek Rt S o 4] 55 0%
ASA [ ASA 1P Hiudil.
FFiaZ 8l

o FEOCEFEE TP bt e, 5 ELAL H BT Rk O ST T AT Firepower AUAR T B8 A SSH %42,

1%
© HFBOAEOL MR B 1/1 EJRJT T DHCP g5, [DAIAE 8Os 2 1P bk 2 B 045 1]
DHCP.
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ERERIE R G 1 S0 20454 5 1 LLUT ) FXOS A ASA CLI, 5 89 1) o FeAlTa i

HERERIER G, DURE IR T .
A5 JH DHCP %545 .

scope system

scope services

disable dhcp-server

commit-buffer

SO EE TP Mk s, ] DA R A i TP Mkl #5383 H DHCP. &34 n] LLIE

Settings) > DHCP 7t Firepower HUAHE #4515 F 525 DHCP 5545

TP

firepower-2110# scope system

firepower-2110 /system # scope services
firepower-2110 /system/services # disable dhcp-server
firepower-2110 /system/services* # commit-buffer

O IPv4 7 BE TP Mkl JCn] DARCE MG (Rfik) .
a) WEATHIEFE T a VB .
scope fabric-interconnect a

-

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect #

b) EFE T L 1P Mk,

show

5

firepower-2110 /fabric-interconnect # show

Fabric Interconnect:

T AIE (Platform

ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway

Prefix Operability

A 192.168.45.45 0.0.0.0 0.0.0.0
64 Operable

) FCEFAELIP Huhik, BT DARCE BT AERARSS (alik)

set out-of-band static ip ip _address netmask network _mask gw gateway ip address
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(i) marxos g P sputsimx ]

SR AT BCE I ROC, A NSO gwo [FIRE, /R B SO QIR R B IRAT 45 2 TP bk, 1
W% I ip and netmask.

TR MR BCE N ASA BdlaAR 1, TR gw BEEH0.0.0.00 IXIEERIN B .

il

firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.4.1 netmask
255.255.255.0

Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* #

FIE 4 BLE 1Pv6 & HE 1P Hhhk A K,

a)

b)

VR ASHA R FLI a VS H, ARG BCE IPve BCE ITE .
scope fabric-interconnect a
scope ipv6-config

i

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipvé6-config
firepower-2110 /fabric-interconnect/ipvé6-config #

A YT B IPve Hihil.
show ipvé6-if

i

firepower-2110 /fabric-interconnect/ipv6-config # show ipvé6-if

Management IPvé6 Interface:
IPv6 Address Prefix IPv6 Gateway

Jic T R 8 B TPV MR O

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band static ipv6 ipv6_address ipv6-prefix
prefix_length ipve-gw gateway address

PR Y RTBEE M OE, T IS Y ipve-gw. [FIAF, BEAE T 06 I OGN OR B I (1045 21 TP 4
bk, 1AW OCHE Y ipv6 and ipv6-prefix.

LR MR E N ASA B 1, TR gw BE Y 0 o XEEAKRE
i

firepower-2110 /fabric-interconnect/ipv6-config # set out-of-band static ipvé 2001:DB8::34
ipv6-prefix 64 ipve-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé6-config* #

LIRS WER HTTPS. SSH AT SNMP (15 [ F1ZR I o028,  LLAS R B3 4% 1) 4 B E
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a) NARG/MRSS R E .

b)

c)

scope system

scope services

-

firepower-2110# scope system

firepower-2110

/system # scope services

A V) 0 513K

show ip-block

T

firepower-2110

/system/services # show ip-block

Permitted IP Block:

IP Address

192.168.45.
192.168.45.

firepower-2140

Prefix Length Protocol
0 24 https
0 24 ssh

/system/services #

IR IFT IV 1) 1 3%

1Pv4:

enter ip-block ip_address prefix[http | snmp | ssh]

IPv6:

enter ipv6-block ipv6_address prefix[https | snmp | ssh]

XY IPv4, AN 0.0.0.0 FIHTEE 0 LLARVFFTA S, X 1Pve, WA = FIHTZR 0 LA VFpT A
W&, LR LUE R &% & (Platform Settings) > 378151 3R (Access List) 7F Firepower LA & F 2%

RIS IV R A

-

firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110

/system/services # enter ip-block 192.168.4.0 24 https
/system/services/ip-block* # exit
/system/services* # enter ip-block 192.168.4.0 24 ssh
/system/services/ip-block* # exit
/system/services* # enter ip-block 192.168.4.0 24 snmp
/system/services/ip-block* # exit

/system/services* # enter ipvé-block 2001:DB8:: 64 https
/system/services/ip-block* # exit

/system/services* # enter ipvé-block 2001:DB8:: 64 ssh
/system/services/ip-block* # exit

/system/services* # enter ipvé-block 2001:DB8:: 64 snmp

/system/services/ip-block* # exit
/system/services* #

a) MHERIH AT R 513 .
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$IR6

(i) marxos g P sputsimx ]

IPv4:

delete ip-block ip _address prefix[http | snmp | ssh]
IPv6:

delete ipv6-block ipv6_address prefix[https | snmp | ssh]

oRtIE

firepower-2110 /system/services # delete ip-block 192.168.45.0 24 https
firepower-2110 /system/services* # delete ip-block 192.168.45.0 24 ssh
firepower-2110 /system/services* #

(W) FHia H IPv4 DHCP Al 554% -
scope system
scope services

enable dhcp-server start ip address end ip address

AT LUE T &1 E (Platform Settings) > DHCP 75 Firepower HUAR & 3 #% b i H 524 H] DHCP JIk
%15
Val °

T

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services # enable dhcp-server 192.168.4.10 192.168.4.20

PRAFHCE
commit-buffer

T

firepower-2110 /system/services* # commit-buffer

¥ ASA HuhEFE SO R IERARI IS 1o BRIA ASA B EIFE 1 1/1 1P Huhkh 192.168.45.1,
a) I A SRS ASA CLI H7 1) 4 Jaiic B

connect asa

enable

configure terminal

i

firepower-21104% connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

Password:

The enable password is not set. Please set it now.

Enter Password: ***x*#*x

Repeat Password: *****x
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ciscoasa# configure terminal
ciscoasa (confiqg) #

b) TESCEH 1/1 1P Hihk.
interface managementl1/1

ip address ip_address mask

5l

ciscoasa (confiqg)# interface managementl/1
ciscoasa(config-ifc)# ip address 10.86.118.4 255.255.255.0

) HLAT iR ASDM [ 2%
no http 192.168.45.0 255.255.255.0 management

http ip _address mask management
il

ciscoasa(config)# no http 192.168.45.0 255.255.255.0 management
ciscoasa(config)# http 10.86.118.0 255.255.255.0 management

d) PRAFACHE

write memory

e) ZLR[MIE| FXOS &l &, 1A Ctrl+a, d.

A5l

PUR 7RI B 1Pv4 20 BE 1R 6

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.168.2.112 192.168.2.1 255.255.255.0 2001:DB8::2 2001:DB8::1
64 Operable
firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.2.111 netmask
255.255.255.0 gw 192.168.2.1
Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* # commit-buffer
firepower-2110 /fabric-interconnect #

DU 7RG & TPv6 & 3432 11 R Y 5

firepower-2110# scope fabric-interconnect a
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ol
e’j}
%
™

-

firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address
2001:DB8::2
firepower-2110 /fabric-interconnect/ipvé-config # set out-of-band static ipv6 2001:DB8::2
ipvé-prefix 64 ipvé-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé-config* # commit-buffer
firepower-2110 /fabric-interconnect/ipvé6-config #

[REEIRE

o FARSEHE ASA, 155N A

A

Prefix IPv6 Gateway

64 2001:DB8::1

BEASA Z NSRS P IE 5 15 BT RRAS (A SCRY

o THLE FXOS HUARIRE, &M ( FXOS BlE 5 ) -

AR, T

2 ( FXOS M HERR R ) -

F &1 T Firepower 2100 B9/ S£i23%

T REBFR FRA | ThEERR
R SO e | 9-13(D) | SIANB &S, BB T SO i e oAb, Jge i i-r a8l W
s RIGETLR R 9.13(1), MK ST
B ME M4 : fxos mode appliance. show fxos mode.
PR B R |9-13(1) | IG5 Firepower MU HLAR N, REASTORE R ESH Q%M. DT, BAHL

4 Admin123.
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