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H1CY16 H2CY16 H1CY17 H2CY17 Hi1CY18 H2CY18 H1CY19 H2CY19 H1CY20 Hi1CY21

GX2 and GX3

High Density 400G
64x400G, 120MB
Buffer

12.8 & 25.6 Thps

S6400 GX

6.4 Tbps Smart Buffer
FT, FTE, SSX,
16x 400G, SRv6

LS3600FX2

3.6 Tbps Smart Buffer
FT, FTE, SSX
MACsec, CloudSec

Legend

Features FT - Flow Table
— Flow Table Event
LS1800EX LS1800FX Sl FTE - Flow Table Even
1.8 Tbps Smart Buffer smFa'Ir'tFB':'JIiE:fer Seal SSX - Streaming Statistics Export
f cale +

FT
MACsec Features INT - In-band Telemetry




Nexus 9300-FX - 95O KX —)L
Pervasive MACSEC

48-port 10/25G SFP28 +
e ———— e TN RS

S R LS1800FX-based
N9K-C93180YC-FX ACL 2.2(2¢)
NX-0S: 7.0(3)17(1)

48-port 1/10GBASE-T +
6—port 100G QSFP28

LS1800FX-based

N9K-C93108TC-FX ACL: 2.2(2¢)

NX-0S: 7.0(3)17(1)

48-port 100M/1GBASE-T +
4-port 10G/25G + 2-port 100G
QSFP28

- LS1800FX-based
NIK-C9348GC-FXP ACI: 3.0(1)

o Pubh'o\lx_oS: 70(3)17(1 )
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Key Features

- ACIENX-OSE—FIZXt i

o FEILR—MMERDTRE -
100M/1/10/25/40/50/100G

- @IR—FTSA2L—F256E MBS % i

- €SFP7R—FT32G FCHHR—F

- 3mLL EDEEEE D 25G%t it (RS-FEC)

« Tetrations#r. Network Insights, Netflow 3
n70—7—7J )L

- Smart buffetEE(AFD / DPP)
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N9K-C93240YC-FX2

© 2019 Cisco and/or its affiliates. All rights reserve

d

36—port 100G QSFP28
LS3600FX2-based

ACI: 3.1(2)

NX-0S: 7.0(3)I7(3)

48-port 10/25G SFP28 +

12—port 100G QSFP28
LS3600FX2-based

ACI: 4.0(1)
NX-0s: 7.0(3)17(3)

Key Features

ACIENX-OSE—FRIZxt i
B2 RETH HARIEELR100GR 1y F

INAINTA—TT 2R 100G ACI )—D XA YF
(9336C)

TLA U7 EEEIZ K 5100G/50G/40G/10G
Tetrations3#T. Network Insights, Netflow FHD 7
aA—7—7J)

Streaming Statistics Export (SSX)

£ TNHHR—FTMACSEC/CloudSec X}k

Smart bufferfgE (AFD / DPP)



Nexus 9364C / 9332C 100G — 959K RT—ILRAYF

_ 64-port 100G QSFP28 +
N9K-C9364C 2—port 10G SFP+

S6400-based
ACI: 3.0(1)
NX-0S: 7.0(3)17(2)

==SSS2222
T TR rarer ooy 5

NI9K-C9332C 32—port 100G QSFP28 +

2-port 10G SFP+
S6400-based
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Key Features
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Nexus 9300 2RU 40/100G R 1 v F

Nexus 9364C-GX
B4p 40/100G

sBlESnf=TL AR

> FT, FTE, SSX
80MB sy T7
TLAOT oA Tay
> 2x 10G or 25G or 50G on all 64 ports
> 4x 10G or 25G on up to 32 ports
IF7IA—FT a3y
> Port-side intake or port-side exhaust

7R AC/DC/HVDC EiR & 77>



Nexus 9300GX 400G — 95 OF R — LR YF

v RBEAE—FIZHG:
> 16p of 40/100/400G (or)

> 28p 40/100G + 8p 40/100/400G

> Breakout capable to 10/25/50/100/200G

Nexus 9316D-GX
ACI Spine / NX-0S
>—* v 80MB Buffer®FEETCAMT > FL—h

v ¥ER¥-F42L—bk SRv6 TAT—T 44
v RRIEENF=TL AN —HEEE
ACI Leaf / NX-0S

> FT, FTE, SSX

> INT Transparent & Postcard

* At 400G speeds
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DCNM - Data Center Network Manager

DCNMIC&D, DCRY NI =S > TN DRhERIINER - EXR R4

cisco @

Data Center Network Manager ==——""- J Nexuss—X

Version 11.2(1)
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Dashboard
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Topology
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Control

FabricDs%7E
Monitor
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Administration
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Applications
Add-on 7VDEE. X~
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Good afternoon, admin!

Let's get started.

Fabric Builder
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Documentation
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« VXLAN-EVPN Programmable Fabric (3#5* : Nexus 3K, 9K)
o fEERD LAN XyhJ—9 (I5R : Nexus 2K - 9K)
« IP Media Network Controller
+ SAN (MDS & Nexus)
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Web GUI TOETE
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DayO / Day1 ##E
s%at. 7|:ll:/a:/9 S

VXLAN & Classic LAN
NwoyT | URRY
RS—F>T—b
>4 T54AT7 2R

BElt

+ VXLAN

« Underlay (POAP)

« Overlay (VRF/VNI)
« REST APIs
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DCNM11 UYy-2
LAN Fabric Mode h's2i%
VXLAN Fabric Z7)VA—bMA=33>

Cisco Prime DCNM 7.x
LAN and SAN Manager

»on, admin!

Lc S gﬂl started

Cisco Prime DCNM 6.x ,
LAN and SAN Manager ' DCNM10 UU-2X

KIS REHER
Overlay OBEJ'OEY3=>)

| 4

0
el
)
Lo

= DCNM11.3UU—-2X

Cisco Prime DCNM 4.x-5.x
jclll;tﬂ%“ﬁmﬁ

LAN and SAN Manager
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Fabric Builder

€ Dashboard
‘,&,‘ Topology
& Control
® Monitor

xﬁ Administration

@ Applications

Control

Fabrics

Fabric Builder
(NEEES
Networks
VRFs
Services

Management

Resources
Virtual Machine Manager

Container Orchestrator

Template Library

Image Management
Image Upload

Install & Upgrade

Package [SMU/RPM]

Image Management Policies
Endpoint Locator

Configure

LAN Telemetry
Health

Fabric Di&ZR

VXLAN Fabric (Easy Fabric), External Fabric, MSD (Multisite) DEE
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@ Dashboard

‘,&,’ Topology

@ Control

® Monitor

f Administration
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Fabrics

Fabric Builder
Interfaces
Networks
VRFs

"dsés’ Data Ce

Fabrics (4)

external-fab1-fab2

nter Net

el

vork Mana

Add Fabric

* Fabric Name :

@ Fabric Builder

ger * Fabric Template :

commlive-vxlan-evpn-fab1

Easy_Fabric_11_1
Easy_Fabric_eBGP

External_Fabric_11_1
MSD_Fabric_11_1

4

multisite-fab1-fab2 Lol

Mesber Fobrics: N

vxian-evpn-fab1

Easy Fabric 11 1

VXLAN EVPNJ7JUy% (Underlay(c
OSPFBL(KIS-ISZER)BHOT> T —h

Easy Fabric_eBGP

VXLAN EVPNJ7JUy% (Underlay(c
eBGP&MER)ADT>TL—h

External_Fabric 11 1

ExternalJ7Jw%
GEVXLANIZIUyNRBOT> T -k

MSD_Fabric_11_1

Lo

VXLANYILFB A MEOT>TL—h
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External Fabric

. 3E VXLAN IRIBEDOEIR

- RYR—b VXLAN RO EIE

« Nexus 2K/3K/5K/7K/9K SN —X A/ vFDEIE

« NV =TT —NRAVGERTER TR

« 1204F1L—23>3>0T54A4T >R

- ShEbHEER/ Y ND - DEIE

« JPJUIRHERGIRIEDEIR (VRF-Lite SMEP1EHT)
o L4-L7 TINAADEIE

- Monitoring BRHE— FDIER
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« External Fabric EUTEL T O#2szHh—b
> |OS-XE J7=1—: CSR1000v, ASR1000
> 10S-XR J7=1—: ASR9000, NCS5500
» Catalyst 9000 J7=Y—: C9500
> Arista fL & fmatkza

- DCNM TEIEENIZ CSR1000v ZEWTINTUvHI57) RADIEFEH BIEE
« |OS-XE : A>T AT R, RED)\WI 7T UZARNF
e SATNHIEHR | AvF& ) BIE / SUT7IVIEHR / VINIIT7IN->23>

« Interface : description / type / AE—R / admin status / operational
status, MTU

« Module : 88J& , FAN, Linecard



VRF Lite ifge (9MED L3 $&ic)

+ Easy Fabric DIRFF A wF & External Fabric
sub-interface Z{ERAU TiEkc, E7U>Inelge | o

Fabric

° 91‘%5*%%}%57(: eBGP %’fﬁﬁﬁ z %59 B VRF &im W
_ FHEIR
« Easy Fabric IE%7E ) 2
« VRF Z{ERRU "VRF_LITE" A3 3> % # U Tk " S y
- J=ILSBEEN7HA>ENT: Dotlg sub-interface —
Tt
- External Fabric fIZ&7E Ext)emal —
» Easy Fabric AllC&HNHOET Sub-Interface a5k e :
« View/Edit policy ZFLVz eBGP / Route-map 5% Hehe S“b"rlterface EEE
E (
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« DCNM (CLBEE80D VXLAN EVPN @ Overlay ZEREEIR#EIR
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» Border Gateway Z B &&a%
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JUwH A NEXN—EUTEIR

« XYNI—7 / VRF ZTEER I DI TA>

Overlay Overlay
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Multi-Site Domain (MSD)
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« JCTOVUWII5 REDIBIENBIEE (Azure XEH / AWS TSP E)

Multisite

On-Premises
eTTTTTTII T -4, eBGP Peering

Public Cloud
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‘ Azure Instances
Y
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« VXLAN EVPN Fabric (3N L4-L7H—EXT7TS5A4 7> (LB/FWELGR) DRy
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Service Nodes

Service nodes cannot be defined for selected fabric scope. Select a valid fabric scope. Spine

In a valid fabric scope, you can define

A ==
Service Policy
Load Balancer Firewall

Specify traffic redirection rules to/from the service node
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« Fabric Builder h'57 )\A AL TORRLZ RX>TF > AN ] 8E

TIAAATZ3> 7/ A Z20-)b T/ARE-R
1>9-J1- B2 _

Maintenance Mode

Active/Operational Mode

T\ ABEAL TDEE
iE

Site1-Leaff1 Site1-Leaf2 Site1-Leaf3
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« T —RFIAICED. ConfigDiBll- HIbf%E S S (CEER] BE

 Control / Template Library

Templates

Templates Selected 0/Total 208 (7 & (A L% v

+ V4 ral X “® = HZIP Show | Quick Filter vy B

| Name Suv Edit Configuration

£l : Loopback{>471—AIRERADT>TL—k

Mame: Leaf-3:Loopbackd

interface_vrrp_priority I
int_eth | Policy
int_fabric_ipvs_link_local I ~
General

int_fabric_loopback_11_1 4

. Loopback IP | 10.2.0.4 1P address of the loopback
int_fabric_num_11_1 I P o e R

X Secondary Loopback IP ©) Secondary IP address of the nve interface loopback
int_fabric_phantom_rp_loopback_11_1 /

Loopback IPv6 Address €) 'PV6 address of the loopback, used if underiay is VE
Interface Description | Routing loopback interface_Leaf-3 @) Add descrption to the interface (Max Size 254)

Enable Interface || @ Uncheck to disable the interface



> I —bzFIAUEConfigZE (%t

Preview Configuration

Select a Switch: || gq13 ¥ Select an Interface: Loophackd ¥

Pending Config Expected Conf Preview Conﬁguration

Select a Switch: || 513 A4 Select an Interface: LoopbackO ¥
interface loopbacke
no description routing loopback int ) ) | . .
Pending Config Expected Config Preview Configuration
interface loopbacke
ip address 10.2.9.4/32
Select a Switch: || g3 v Select an Interface: || yophack ¥

ip router ospf UNDERLAY area @.8.9.!
interface loopbacka

ip pim sparse- mode
description Routing loopback intert no Sh‘ft‘j‘t'“” } . ) ) ) -
no shutdown description Routing loopback interface Leaf | Pending Config Expected Config Current Config

configure terminal ip pim sparse-mode

ip router ospf UNDERLAY area 9.8.0.8

ip address 19.2.8.4/32
Icommand: show running-config interface loopbacke

'Running configuration last done at: Thu May 7 B6:56:52 2020
!Time: Thu May 7 ©9:46:35 2020

version 9.2(3) Biosiversion

interface loopbacke
description Routing loopback interface

® Pending Config : :&REID A>T+ (I%ARD 1p address 16.2.0.4/32
® Expected Config : Pending Configi& A% TE R

® Current Config : IIERESN TR A>T




Conﬁg’;"iE : Backup

J7 ISR OENE)/ w7y Fizld FEERM R B 81/ w7y T hi o] g

Actions -
& =
NI - .
- . . ~ J—— = Tabular view
Control > Fabric Builder KATS1—-)VERTE
General EVPN vPC Advanced Manageability Bootstrap Configuration Backup O Refresh topology
Hourly Fabric Backup [ | @ Backup Only when a Modified Fabric is In-Sync B Save layout
Scheduled Fabric Backup | @ Backup at Specified Scheduled Time X Delete saved layout
Scheduled Time @ Time in 24hr format. (00:00 to 23:59)

Custom saved layout ¥

| 77
) Restore Fabric 4 A l\}

SN DA £ Backup Now
[ L

Backup Now X J Re-sync Fabric

Tag: | before_maintenance

KR o <+ Add switches

L¥ Fabric Settings



ConfigE1E : Restore
« BEHEARDConfigZRIF TSR, (RO ConfiglCUA K7 a]EE
- YA N7 ZEHERICConfigDZBRIF IV NI EE

Actions
Restore Fabric

Tabul
e ﬁ IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
Save la
Delete saved layout 2 Fgg)\woryS
F 2Tz N\ 7y
Custom saved layout ¥ N
ReStore FaDric — — Restore Fabric
Backup Now
Re C Fabri
NIK-40 FDO222419B7
<+ Add switches N9K_41 FDO222425SE

L+ Fabric Settings
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© it Data Center Network Manager

M Control / Image Management / Install & Upgrade

Dashboard

Topology 1 Select Switches

»

(2]

aomin £F

Device Scope: et fabic ¥ |
Available Switches

Selected Swilches

@ Control o
©

Monitor Switch Name IP Address Model

7218 11921

o ~ren
Administration 172.18.19.22

172

& Applications

17218.119.24

172.16.119.20

f|lA v

Switch Name

F—HEL

7Y IU—RUEVWARMYF &R

Caneel

Software Image Browser

Switch Name: N9332PQ
Switch IP: 172.16.119.20
Switch Model: N9K-C9332PQ

Select System Image from

(® File Server () Switch File System

Select the file

server Default_SCP_Repos... ¥ ! Image EE}R
Select Image: Select Image v
Select Vif management v

|:| Use this Vrf for all other selected devices

[] Use this Image for all other selected devices of same

platform type
[ o JEESET




71

A | Monitor / Inventory / Licenses

7 AEIE

A ANI

« DCNM BIE T AMYFOIA AN ZEIR

« SATIADEEEA(YFAD—IEA 2 AN=)LEHE]EE

M Administration / Manage Licensing / Switch Features

Bulk Install
License Status OBy
i
a Switch IP License Name Status Result Message last Updated Time
[ 17216.119.23 MDS20200415020942248 lic DONE Operation complete 2020-04-15 03:54:08.957
[ 172.16.119.24 MDS20200415020955251 lic DONE Operation complete 2020-04-15 03:54:07.791
Switch Licenses &R O

Licenses

Group Switch Status Type W
ext-fabric1 N8332PQ NXOS_ESSENTIALS_XF2 Unused Unlicensed
ext-fabric1 Ng3108TC-FX2 NXOS_ESSENTIALS_XF2 Unused Unlicensed
ext-fabric1 N83108TC-FX4 NXOS_ESSENTIALS_XF2 Unused Unlicensed
ext-fabric1 Ng332PQ NXOS_ESSENTIALS_XF Unused Unlicensed
ext-fabric1 N83108TC-FX1 NXOS_ESSENTIALS_XF In Use Permanent License
ext-fabric1 Ng3108TC-FX4 NXOS_ESSENTIALS_XF In Use Permanent License
ext-fabric1 NS3108TC-FX2 NXOS_ESSENTIALS_XF Unused Unlicensed
ext-fabric1 Ng3108TC-FX3 NXOS_ESSENTIALS_XF In Use Permanent License
ext-fabric1 N93108TC-FX4 NXOS_ESSENTIALS M8-16 Unused Unlicensed

(3 Upload License files

Switch IP
172.16.119.23

172.16.119.21

K & &

172.16.119.24

+, Install Licenses

Licence File

MDS20200415020942248 lic
MDS20200416220943710 lic
MDS20200415020955251 lic

Features List

NXOS_ESSENTIALS XF
NXOS_ESSENTIALS XF
NXOS_ESSENTIALS XF




N — ~ T W
AT FOAE—F
« AT FIRAE-RICHIDEZBZET, AMyFay NI =IOnst)DEEL Bl EE
« GIR (Graceful Insertion and Removal) (CEDATFHORAE—R%ZZES

Control > Fabrics

&
<

Maintenance-maode

1.58.39.171




RMA (S PEHEZS3THR)

« DCNMIZE. YL =R DZA(WF (CPOAPER{ERRL T J1 5 TEDIAE
o AMYFHASSA(TIOI1E . XHARIERIUES

Set role >

Modes »  Maintenance Mode

Select for VPC Active/Operational Mode
configuration

Manage interfaces

View/edit policies 100401 9

History

Update device credentials

Provision RMA

Active/Operational Mode

ENTvS18N3

Return Merchandise Authorization (RMA)

@ Please make sure switch s replaced and rewiring is complete before you proceed!

Serial Number Model
(® FDO203308UD NOK-C93108TC-EX
(O  FDO203308SX N9K-C93108TC-EX
(O FDO203308NJ N9K-C93108TC-EX

Version

7.0(3)14(2)
7.0(3)14(2)
7.0(3)14(2)

X

g oo

Model Match?

No
No

No




1>04 00

S TSAT I RAFIVY

« T4 DAVTSATUAFIVILD, T5—WarningREDMEEZTIEE
o TIANNCIRFRECECEMENS Actons

- FHXEHEHOIAEE

Spinex]

Leaf-1 Leatf-2

Tabular view

Refresh topology
Save layout

Delete saved layout

Custom saved layout ¥

Restore Fabric

Backup Now

Re-sync Fabric

3 + Add swi %EED(:cké
e A TATOAFIYY

W Pending in Sync/Success B Out-of-Sync/Falled  In Progress UnknowndNA £+ Fabric ST




REST API $4E TP O—GERE

« GUI DE184E%Z REST API [(CTHITHITBCENRIBE | ASDRTED—IEIZ A

3rd party W—)LH5D 1]

Alarms

Cloud Extension Down LAN Network Operations ShowrHide

Control - DCNM Tracker m ftop-down/bulk-create/networks

Contral - Fabrics m Hop-down/bulk-importinetworks Sl o af vl creation
Control - Interface Service ﬂ o p-dovrufabricslfabiric-namel fretworks List Hetworks
Gontrol - Inventory m Mop-down/fabrics/{fabric-name)/neteorks Create Network

Control = Links
Irnplermentation Notes

Contral - Policies

Control - Switches

Thits apd Is used to oreate a Network under the selected fabric

Parameters

Customization b E
DCNM Image Policy Management
DCNM Package Management
DCNM session management
Image Management Parameser contens type:  spotcationinen [
Progress Tracker
Resource Manager operations FErp——— T -y sing
Service Network Operations
Response Messages
Top Down LAN Network Operations HTTP Status Code Reason Resporse Model Headers
Top Down LAN VRF Operations e Netwere Creation fueeriitd
e Imvalidl Fabric or VRF or Network
L] Cther Excmptions
oy 1 outl
n ftop-down/Fabrics/{fabric-name}/networksfattachments Gt Networks Astachments
m fop-down/Fabrics/{fabric-name}/networksfattachments Atrath Wetworis



API Inspector (REST API Tool

« GUIIRIENS APl J-)ZIRE I BEN I EE
4‘ 9 admin a

Logged in as admin

2r Network Mane

SCOPE: | Data Center v, A& @ amn O

© % DataCen

Dashboard QuekSowch+ | Sez - )

Auto Refrest

@ Switch Healh

o
*

Topology

Fabric: shysm-t2

Change Password...

Ab Out Control
REST API Tool e

VPC Ony

@ Bandwiceh

10 Administration

# Ui Controls

Q ov
Log out o002

g Applications

A Not Secure | 172.28.11.197,

2 Filter. #5croll to new ttems  API-docs X clear log

[{"name” :rull, "domainlD":0, “wen" :rul ersion:null, “upTine”:@, “ipAddress”: "10.60.0.

esbership®:null, “ports” 0, *model *:aull

> GET /fw v ters/2cachebust
Stotus 20
/ [ topology0ise™ s "true”, "passmord”: “SOTHNLKDFSo", "FaServerIPString": "172.26.11.197", "  snancged": "true", “statusdescription”: .
o b GET /otw/opt/atasservice/derm-slasticssarch-opt
) Status 209 - Took 279w
W ServiceNome” :"dom-elosticsearch-opi”, “Fabricld":"*, "InageTag" s "dermelostic:$.6.7.11.2.2", "hostname™: “elasticsearch Cisco_a
> GET /afw/integ 5 occess_info_index/_searchiprettymtruebae® : *6size=10000
Staotus 20 - Took 337ms

{ “took” : 9, “timed_out” : false, "_shards®

/ > POST /ém/fares:
{"ids": (463880,

£ Status 209 - T

totol” & 2, “successful” : 2, "skipped” : @, “foiled” : @}, “hits” : { "to.

, 1804030, 1804040, 1862710, 465450, 471230, 466030, 1804070, 1804080, 1504050, 1504100, 279800, 385599, 66699, 2

tomyleats | » POST /fm/far 1y/tog: .
163880, 1779380, 1804030, 1804040, 1862710, 465459, 471230, 466930, 1804070, 1804080, 1504050, 1504109, 279800, 38559966690, 278160

type™: "SHITCH", “define:

W ——————————————————————————————

Cisco and/or its affiliates. All rights reserve

Cisco Public




‘ L NES
7 EDEIRA
« D7) ECEIREEIDS THEIEE

Administration > Management Users

Add User
User Access
User Name: demouser
Role: network-operator % Vi
Password: sssnssas v & group
Confirm Password: | e ] Administration / Management Users / Local B Favricz-Exermal i
(7] Enable Password Expiry 5 Default_LAN
- | Users
Add Cancel [ X | | Z || # UserAccess Apply Cancel
1 7"— User Name Mﬁmcess Password Expiration Status
[] @admin network-admin Data Center Password never expires
demouser network-admin Data Center Password never expires.
[] karishma netwaork-admin Data Center Password never expires
\:| poap network-admin Data Center Password never expires
[] oot netwaork-admin Data Center Password never expires
\:| shyam network-operator Data Center Password never expires
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W 17—
« DCRY NI —=IE2ARDNexus A1YFD

€ Dashboard

‘.‘f Topology

@ Control

© Monito

2 Administration

@ Applications

or its affiliates. A

A\Y

A | Dashboard
1> MEER

€ Critical 46

Events

Port Down : Fabric2-External/NOk-ToR-03
Port Down : Fabric2-External/NOk-ToR-03
ort Down : Fabric2-External/NOk-ToR-03
Port Down : Fabric2-External/N9k-ToR-03
Port Down : Fabric2-External/N9k-ToR-03
Port Down : Fabric2-External/NOk-ToR-04
Port Down : Fabric2-External/NOk-ToR-04
Port Down : Fabric2-External/N9k-ToR-04

Port Down : Fabric2-External/N9k-ToR-04

oo COOOOCe

)

v

ACK

ACK

ACK

ACK

ACK

ACK

ACK

ACK

ACK

Inventory - Ports

Category Count
E Ports 45
Available E Ports 402
Lan FC Ports 0
Lan Available FG Ports 0

v Ethernet Ports 447

1Gb Ethemet 48

100Gb Ethernet 9

40Gb Ethernet 74

10Gb Ethemet 316
4

Events

Top ISLs/Trunks

Device Name

NEXUS-3172 Ethern
N9k-ToR-03 Etheme
N9k-ToR-03 Etheme
N9k-ToR-03 Port-ch.
NO9k-ToR-03 Etheme...
N9k-ToR-04 Etheme
NOk-ToR-04 Etheme...
N9k-ToR-04 Etheme

NOL_TAR_N2 Fthama

SARRRRRRRR

Alarms

€3 Critical

N9k-ToR-01/10.23.234.107:
NOk-ToR-02/10.23.234.108:
NOk-ToR-03/10.22.224.190:

NOk-ToR-04/10.23.224.200:
Major
Minor

A Warning

NEXUS-3172/10.197.219.72;

Avg... Avg. Exceed %
1% 1% 0% 14
1% 1% 0% 1
1% 1% 0% ]
1% 1% 0%
1% 1% 0% ]
1% 1% 0%
1% 1% 0% ]
1% 1% 0%
1% 1% 0% 17
>
4 v
10.23.234.107(N9k-ToR-0 @) [ ACK
10.23.234.108(N9k-ToR-0 @) | ACK
10.23.234.199(Nk-ToR-0 @) [ ACK
10.22.224.200(No-ToR-0 @) | Ak
0 >
0 >
1 v

Memory Utilization 65.0 %( @) | ACK

Show Alarms.

Device Name

1N

nk-1

R

NOk-ToR-02

1N

NEXUS-3172

R

NOk-ToR-01

Ik

NOk-ToR-04

R

NGk-ToR-03

Ik

NOk-Core02

R

NGk-Core01

\_

AvglPeak
16% BT
0% 11
6% C1T_

v

Data Center

240AT7

Default_LAN

0
Fabric1
96
Fabric2External
75

group

0

NO DATA

SPINE

ACCESS

NO DATA

BiEGikE—Th(CRR - BIfHAL

7o orud CPUDFIAER | z

Dashboard IEH
| Dashiets v |

FE Events
B Alarms
EB Link Traffic
EH Data Center
Audit Log
Network Map
Server Status
EH Top ISLs/Trunks
Top SAN End Ports (SAN Only)
EH Top CPU
Top Temperature
Health
Errors
Discards
FH Inventory (Ports)
Inventory (Modules)
Inventory (ISLs)
Inventory (Logical)
EB Inventory (Switches)
Inventory (Port Capacity)

Default Set

ghts reserved




U714 LNROD

- JrJUwID RO —%Z B ENRY (AR - HlE

© . Data Center Network Manager

@ Dashboard

U7 A1 LARER

@ Control

© Monitor

i - .
L Administration

Q Applications

Fabric : VXLAN_EVPN__Sitel
!

NIVAAT7
BTRR

Site1-Leaf1 Site1-Leaf2

- n Custom saved layout v

sl

\ A\

i
&lg?~b6!
/ \

Fabric : VXLAN-EVPN-Site2

Site2-Leaf3

Site2-Leaf2

Site2-Leaf1

7T~

@ Ethernet1/51
Site1-BG2

40Gb

@) Ethernet1/51
Site1-Spine2

Summary

Status: W ok

24 Hour Traffic

Avg Max Min
Rx 32.3Bytes 46 Bytes 4 Bytes
Tx 32.8 Bytes 50 Bytes 4 Bytes

@ Rx
B= 2 5

Tuesday, February 12, 2019 at 5:44:56 PM
Pacific. Standard Time

© Site2-Leaf2

1.57.52.9
N9K-C9372PX

Summary

Status: v ok
Serial number: SAL1936NJ52
CPU: E

Memory:

VPC Domain ID: 1

Role: Secondary
Peer:

Peerlink State:
Keep Alive State:
Consistency State:
Send Interface:
Receive Interface:

Health

dules in waming 103

Switch ports in wamning 0/63

S Events marked in wamningor /1000
higher

System Tags

2019 Cisco and/or its affiliates. A

ghts reserved. Cisco Public
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1>R> NGk

BEMRFIUIT )I\A ADZFTEA AR NGz — L ey
FR~AJBE por

X Topology ez
J7AUCTIZAR— REJREDT8h, BREEIRDERZE Sy
;)Ekﬁ-l-ﬁg © Monitor Ef;,am

Accounting

ted s . Events.
&L Administration

Excellc

§' Applications IOZ;‘R— haTiE

A | Monitor / Inventory / Switches
Switches aite O &2 |8~
@ Recalculate Health ﬁéfiqfﬁ.ﬁC?gﬁ’lﬁ‘;ﬂ =5 | EBEI ILE v n
Group Device Name IP Address WWN/Chassis Id # Ports Mo . Release License
SU7NES |
1 ext-fabric1 rﬁ N3048TP ) 172.16.119.25 FOC1704R14Y Unreachable ) 52 N3K-C3048T . FOL1704R14Y ||7.0(3)I7(3)
2 ext-fabric1 & N93108TC-FX1 172.16.119.21 FDO212809SW | 54% | ok o4 NIK-C93108... | | FDO212809... 9.3(3)
3 ext-fabric1 & N93108TC-FX2 172.16.119.22 FDC21372JCH ok 54 N9K-C93108... | | FDC21372JCH | |9.3(3)
4 ext-fabric1 & N93108TC-FX3 172.16.119.23 FDO21293NDU ok 54 NOK-C93108_ .. FDO21293N 9.3(3)
5 ext-fabric1 & N93108TC-FX4 172.16.119.24 FDC21372JD2 ok 54 N9K-C93108... | | FDC21372JD2 | |9.3(3)
6 ext-fabric1 Lg N9332PQ J 172.16.119.20 SAL1939PTTX L ok J 32 NOK-C9332PQ SAL1939PTTX 9.3(3)
A I~ AN —/\
&
2019 Cisco and/or its affillates. Al TIgnts reserved. clsco PuU I-RZ I\ﬁ - EEIP Address T Ebb\tb\%NX_oso) -

N=3>




I A—N >+

==AS

« ZZAYFDCPU 2 Memory DERZER, Traffic DFtETEREDAT IR EHRZEUS BIEE

- U7 WAA LERR EXNIBIV

Dashboard

Topology

Control

Monitor

Administration

Applications

and/or its aff

ates. A

Monitor

Inventory

Licences

Switch
CPU

Memory
Traffic
Temperature

Accounting

Endpoint Locato
Explore

LAN Telemetry
Explore

Alarms

rights reser Ciscc

Bk (1H, 18, wH, 1%) FRISH

A Monitor / Switch / CPU

Switch CPU da??‘(:l)’iau‘ya?at Toals (0 & & 3~
EET(:o‘ajtﬁ’?\ Last Day v Show = Quick Filter v

Scope S‘V IP Address Avg % ¥  Peak%
Default LAN 7 ok-coaazra 1 10.23.234.77 7138 38
Defaull_LAN ~ §31108TC-V_1 10.23.234.107 7 280) 50
Default LAN 2 fok-caanzra 2 102323478 703 33
Default_LAN 2 d311087C-v 2 10.23.234.108 503 a7
Default_LAN 56720 1 10.23.234.199 3023 23
Default LAN » gse720p 2 10.23.234.200 2020 20
702-2 10.23.234.97 008 9

I

Hours CPU for NEK-Co332PQ_1 Last Day v |l

o frrrrm™—T T T T T T T T o
10/15/2019, 15:50 101872019, 17:30 1011542019, 19:10 1011572018, 2050 10/152019, 22:30 101162018, 0010 1162019, §1:50 10/16/2019, 03:30 101162019, 05:10 10F16/2019, 06:50 101162019, 08:30 10162019, 10:10 10/1&2018, 11:50 TH1&2018, 13:30 1

Time
[]
TO/15/2019, 15:50 10172019, 17:30 101152019, 1910 101152015 20:5 10152019, 2:30 10F162018, 0010 1016201, 0150 10162019, 1330 10162019, 5110 1011672019, 6:50 101162019, 06:30 1O1E2019, 10:10 101162018, 11:50 10162018, 1330 10162019, 15:10
e

Show ¥ A 2 Wednesday, October 16, 2019 at 3:47:23 PM Japan Standard Time

) Public



AR NEZHUY

- DCNMTH&EENUTZEvent X2 Syslog. SNMP TrapzEZ=4Y> % BI&E

© . Data Center Network Manager SCOPE: | DataCenter v A& @ admin £
M Monitor / Switch / Events
€ Dashboard
Events ERo/EE O QB G
-*- Topology . Delete All =n | BRI v n
O Ack Ack User Group Switch Severity Facility Type Count Last Seen First Seen Description
& Contol
® 1] admin ext-fabric1 N93108TC-FX1 Waming ~ TELE..  DME_GET 78383 2020/05/20-22.4352  2020/0323-223522  Model data -
Monitor o
2 0O admin ext-fabric1 N93108TC-FX1 Waming ~ TELE..  DME_GET... 77096 2020/05/20-22:4325  2020/03/23-22:35:22  Model data..
3 ) admin ext-fabric1 N93108TC-FX1 © Ciitical GOPP COPP_NO.__ 5563  2020/05
e . . J
£ Administration - _ Add Event Forwarder Rule
¢ 0 admin ext-fabric1 Ng3108TC-FX1 Y crror SNMPD  ERROR 111 2020/05/
5 |:\ admin ext-fabric1 N93108TC-FX1 Y Error SNMPD ERROR 21 2020/05/ Forwarding Method: é’;. E-Mail O Trap

g Applications

6 ] xt-fabric N3048TP i DCNM Li 1 2020/05/ N
U exabric iy cense ' Email Address:
T ext-fabric1 N9332PQ Warnin DCNM License 1 2020/05/ i
- : Forwarding Scope: (® Fabric/l AN () Port Groups
8 |:\ admin ext-fabric1 N3048TP Waming DCNM License 30  2020/05/
. . ) Scope: | All LAN Groups v
9 [ admin ext-fabrict N9332PQ Warning DCNM License 30 2020/05/
10 [] ext-fabrict N93108TC-FX4 O Critcal DCNM  Port Down 4 2020005/ Source: ® DCNM O Sysiog
1 ext-fabric1 N9332PQ O info DCNM Port Up 4 2020005/ Type: | All v
Cnly
. Minimum Severity: Emergency v
AMYF Severity
Add Cancel
2019 Cisco and/or its affiliates. All rights reserved. Cisco Pub

DCNMTHRANUZEventZE-mailt°SNMP Trap CEmX 9 3 L HAJEE
(Administration > Event Setup Forwarding)
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» CPU/MemoryfERZRDA>HI1—AD M I1WIEFICRNEZSETEL. Alarm%
FEpXrIdE

Device Health

* Devices | EEMER v | AllDevices [
alualn
© I Data Center Network Manager < botey Name
A | Monitor / Alarms / Policies Description
n Dashboard Forwarding
Enable Alarms
-‘&: Topology Policies ¥ CPU Utilization
Activate Deactivate Import Export Greater than 9 Warning
: ame escription tatus olicy Type evices nterfaces
@ Control ] N D S Policy Ty D Interf.
Greater than % Minor
® Monitor -
° [ FX1-IF-DOWN-UP Alarm test Active Syslog 172.16.19.21 Greater than i Major
2 [] Config-Compliance: ext-fabri... Device level Config-Complia Active External All Devices
& Administration = Greater than % Critical
E Applications ¥ Memory Utilization
Greater than % Warning
Greater than % Minor
Greater than % Major

7R = —iBNl(%. Device Health / Interface Health Policy / Syslog Alarm Policy

Greater than % Critical




Endpoint Locator (EPL)

« T IWI(CHEBIEN TLSEEndpoint
ZUT WAL LICRIYF )

» EndpointllCEEARE / \
« EZ NIV NEBER% S06R ' |
« DCNM® eth2 (Inband) A>%J1—X

\
\ 4
ZFWCSpinel BGP PeerOMEYI N, [ [ \\s" =2 l=®
£ (DCNM eth2 h5Underlay . - . ar . . .

/

Netwo I’k/\@ﬁﬁb\’/lz‘g) ‘\‘l

BGP

—-— -
T e e 2



Endpoint Locator (%t&)

een Data Center Network Manager SCOPE: commlivedan.. ¥ | & @  admin L3
Endpoint Locator cacuu
Endpoint
A} PN L
Switch: All SCOPE:  commlive-vxlan... ¥ 2 @ admin [

Qe

Active Endpoints

T Al
vxlan-evpn-fab1)
Active
Endpoint®#
LIST OF ACTIVE ENDPOINTS *
402 : Time VRF Endpoint Identifier MAC Switch Name Port VLAN
Total

+ 03/06 03:15 AM myvrf_50000 IPv4:192.168.2.101:30001 00:00:23:98:36:25 NOK-LEAF3 Eth1/15 2301

+ 03/06 03:15 AM myvrf_50000 IPv4:192.168.1.122:30000 00:00:23:95:e0:95 NOK-LEAF3 Eth1/15 2300

A\ +  03/06 03:15 AM myvrf_50000 IPv4:192.168.1.119:30000 00:00:23:95:e0:8f  NIK-LEAF3 Eth1/15 2300

+  03/0603:15 AM myvrf_50000 IPv4:192.168.1.133:30000 00:00:23:95:e0:ab  N9K-LEAF3 Eth1/15 2300

+  03/06 03:15 AM myvrf_50000 IPv4:192.168.1.105:30000 00:00:23:95:00:73  N9K-LEAF3 Eth1/15 2300

Top 10 Networks by Endpoints

+  03/0603:15 AM myvrf_50000 IPv4:192.168.1.142:30000 00:00:23:95:¢0:bd ~ N9K-LEAF3 Eth1/15 2300

+  03/06 03:15 AM myvrf_50000 IPv4:192.168.1.136:30000 00:00:23:95:e0:b1  N9K-LEAF3 Eth1/15 2300

+ 03/06 03:15 AM myvrf_50000 IPv4:192.168.1.108:30000 00:00:23:95:e0:79 NIK-LEAF3 Eth1/15 2300

¢ 1234567809 >

and/or its affiliates. All rights reserved. Cisco Public



A1oE1—74>20)Y - ADERR
« WPIBRAN / ARABZ(vF / ARIEYS >0 MROSRIRAL
. vCenter / Kubernates (it

Errors Only

EHLTLD
YNIBRA MR

DVS/vSwitch %
= ; " ! ~ & — FR




VXLAN OAMICELBTO—1E

« VXLAN OAMIZED. VXLAN-EVPNI7IUwHRIDIR IRFESRH O] BE
« Switch to switch : 3BEURAAMYFEIDBEFOFRIZMESZNOIEE (traceroute Y REEIR)
« Host to host : F8TEUARIEYS DRI DBSRF0IRIRHESRN B]8E (pathtrace N> REEIR)

Jata Center Netwark Manager SCOPE: &

& Dashboard . Host to Host OAM Details X
& Topology — BIEIPTR . Index 1
= EETIPZRLA Switch Name spine1
Lyerzony 1P address 11.4.0.29
- Source » - . Ingress Interface
- 7R if_name Eth1/45
“Destination ® [g1.1.1.100 SESEIPT RLA if_state up
" VRF myvrf_S0000 rx_len 84
. VRF (L3 VNI) rx_bytes 174011548
= v rx_pkt_rate 0
& Administration @ v rx_byte_rate 104
Proso . rx_load 10
rx_ucast 533211
& Applications A rx_meast 1194326
rx_discards 0
rx_errors 0
nSkbgl ngkibg2 rx_unknown 0
rx_bandwidth 10000000
D - e_len
}H:;’E’f/@jl_ AD x_bytes 133952753
FHlERERR tx_pkt_rate 0
tx_byte_rate 60
tx_load 10
tx_ucast 533207
tx_mcast 801855
d tx_bcast 2
- tx_discards 0
spingt spine2 peprors b
pinet-... a tx_bandwidth 10000000
., . gress Interface
if_name Eth1/43
if_state uP
rx_len 84
rx_bytes 165781024
g rx_pkt_rate 0
rx_byte_rate 44
) = rx_load 10
rx_ucast 635682
rx_mcast 905918
rx_beast 1
oEEE g - leaf1 leaf2 leaf3 I O -0 ogs ;
rx_errors 0
0

rx_unknown



DCNM + Day 2 Operations

» Day-2 Operations (Network Insight) 74—
2327% DCNM (LA VA=)V BIEN AT HE

DCNM Compute Nodes

. DCNM DTy HIAMEREE NIR HVEHEICEE a
- Compute Node 1ENNICLBILIRNBIAEE ~
« Cisco Application Services Engine EHR— Netw;;ZlT,if::s o

(NIR)

Q

Day—2 Operations Apps




Telemetryz ;& FA L = “Network Insight”

Ty kJ— 70)1§_é|$037$ﬁ1t/7°ﬂ7774773*1I~'7 VERZTEH
(A— k< w D)

LW\ 2207 5 —23>

2RI =2 ARORRE, RyRI—-JORIAMEDR
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DCNM 11.3 BE23tERK

- EIEWRORIYFEEL / HADS A& DB / Network Insight BHE(C
FOHELZHEZRIBR N ED

X HERZAB R
J—FK ER75E CPU Memory Storage Network
DCNM OVA/ISO 16 vCPUs 32G 500G HDD 3xNIC
Computes NA
J—FK ER75E CPU Memory Storage Network
DCNM OVA/ISO 16 vCPUs 32G 500G HDD 3xNIC
Computes x 3 OVA/ISO 16 vCPUs 64G 500G HDD 3xNIC




X XF5R(E. Nexus9000/3000=>1 —XTio#k

DCNMZ1A4 > A

Nexus9000/30003)—-XZA1vF%LAN Fabric ModeTEIEIZFR(IC. BRI

e DCNM Server 31/tZ2A
® DCNM Server [C54/t>X “DCNM-SVR-11-KQ"HHE (HAYSRHIZEIC—D)

e DCNM Switch G/ A XEEWRETIANVFOEHEDNE

® DCN Essentials / Advantage / Premier License [C DCNM @ RTM A2 ANEFENS
(Subscription License)

® NX-OS Essentials / Advantage License ([C DCNM @ RTM At ANESENS
(Perpetual License)

® RTM F1t>X (DCNM-LAN-N92-K9 / DCNM-LAN-N93-K9 / DCNM-LAN-N95-K9)DHDiE At RIEE
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UnderlayDEF

Step1 : Underlayry hNJ—I D&

. Easy Fabric 7> L — M2 FAUWT Cisco "X
FabricOfERy - £5 NTSD574AICELE V“XLAN Fabric #5558
- (AR E T EE T BTN TTAE

ZAYFDIEN] « POAP (CLBAEIFRICENEHE(CEBIENTE

« IJIWNII)ICELBO-IVERTE / vPC KTV
>

- Replication E—F, ¥ILFFv AN, IGP, IP
i numbered/unnumbered DGR VEKTED

HAEDEEYR—K




Stepl : Underlay®ry kT —20 DEE FabricoF- £

® Fabric Builder® "Easy_FabricT>JL—K" FIFUzUnderlayy NJ -7z 85

Control
Fabrics

Fabric Builder Add Fabric x

Interfaces

* Topology Networks

VRFs * Fabric Name : | commlive-vxlan-evpn-fab1

& Dashboard

& Control e ;||'s;|°' Data Center Network Man C * Fabric Template : | Easy_Fabric_11_1 v
. . General Replication vPC Protocols Advanced Resources Manageability Bootstrap c @ >
Fabric Builder
@ Fe * BGP ASN @ 1-4204967205 | 1-65535[.0-65535]

Enable IPv6 Underlay ]
Enable IPv6 Link-Local Address

* Fabric Interface Numbering ¥ | @ Numbered(Point-to-Point) or Unnumbered

* Underlay Subnet IP Mask |30 v @ Mask for Underiay Subnet IP Range
Underlay Subnet IPv6 Mask @) Mask for Underlay Subnet IPv6 Range
Fabrics (4) * Link-State Routing Protocol |ospf ¥ | @ Suppported routing protacols (OSPF/IS-IS)
* Route-Reflectors |2 v € Number of spines acting as Route-Reflestors
eiomal Teb 1 feb2 & X mulisie~fab1-18b2 X * Anycast Gateway MAC | 2020.0000.00aa @ Shared MAC address for all leafs (xxxx.xxxx.xxx)
Type: Ex Type: Multi-Fabric Domair w | @ If Set, Image Version Check Enforced On All Switches.

NX-OS Software Image Version |9.3(3)

ASN: Images Can Be Uploaded From Control:image Upload

Member Fabrics: None

Cisco and/or its affiliates. All rights re

Cisco Public Frotil




Stepl : Underlay®ry kT —Y DIEE (R E)

® {ERRUIEVXLAN-EVPNI7IUYHIARAYFDENRERE X 2FEFEDT5EHD
Management 1>971—2 (mgmt 0) OIP7RLAZIEEL TEM
XERHIICmgmt 01> T1—AADIPT RLUAREDFEEN A YF THE
POAP (PowerON Auto Provisioning) Ti&l
XAV FRITDERFEEEFAE

@ Dashboard
*&* Topology

@ Control

© Monitor

f Administration

ﬁ Applications

<«

cisc

x © b Data Center Network Manager

Fabric Builder: commive-vxlan-evpn-fab1
Actions =
+ =
= Tabular view

& Refresh topology

Custom saved layout ¥

) Restore Fabric
S Backup Now

& Re-sync Fabric

+ #dd switches

13 Fabric Seftings

SCOPE: | commlive-wsdan... ¥ | A& @  admin L3 h

ZAyFD1ENN

Zero
Touch
Bring—up

ALYFD
Mgmt IF
PRLZTEM

mW Management

Discover Existing Switches

PowerOn Auto Provisioning (POAP)

@ Please note that POAP can take anywhere between 5 and 15 minutes to complete!

=

+ @ | | (5| *AdminPassword| . * Confirm Admin Password| [ | @
Serial Number Model Version f IP Address ) Hostname Gateway
NOK-CO372PX 7.0(3)17(3) NOK-LEAF3

NOK-83180YC-EX 9.3(3) NIK-SPINE1

N9K-83180YC-EX 9.3(3) N9K-SPINE2

NOK-CO2160YC-X  9.3(3) NOK-LEAF1

NOK-C82160YC-X 9.3(3) J NOK-LEAF2




SZE: POAP — ZAYF T4 A H)\—

« Power On Auto Provisioning
. BRI ARFCHHAconfigDiR AN ] EE (EO0AyFIOES3=>%)
- DCNMTId, FECHERENSENTLS
> DHCPY—/)(—
o STEMA—HEFIPY RLADIAWEL
 EENZIUTNDBELA (TFTPHY—/{—0DAddress, E2E) XV T ~E)
> Boot ScriptDAERK

> TemplateZFIFAUTZ¥IBAconfigDIER%
> NX-OSOEHE



Stepl : Underlay®ry kT —Y DIEE (R E)

o X(wFOEEEREEITL. MROS—%=EENERK
® [-J)LESEICLD. EZESNEO-IICE DV MROS—TERR

© .l Data Center Network Manager

<

Fabric Builder: commiive-vxlan-evpn-fab1

Actions -

+ - =

Tabular view

& Refresh topol logy
B Save layout

X Delete saved layout

Random v

#) Restore Fabric

» Backup MNow

3 Re-sync Fabric

+ Add switches

¥ Fabric Settings

it
NoK-LEAF2 €
"\
\
\
\

NIK-SPINE2

NOK-LEAF3

B Pending © In Sync/Succe.

=)

SCOPE: | commlive-vxlan. ..

v £ @ admin T3

7 issues

eseo. Data Center Network Manager

Fabric Builder: commlive-vxlan-evpn-fab1

Actions

+ - =

= Tabular view

@ Refresh topology

B Save layout

X Delste saved layout

Custom saved layout

#) Restore Fabric

& Backup Now

+ Add switches

£F Fabric Settings

v

SCOPE:  commlive-vxlan

NOK-LEAF1

NI9K-LEAF3

B Pending

In Sync/Success W Out-of-Sync/Failed

NOK-LEAF2

v & @ admin O

3 issues

In Pragress B Unknown/NA




VPCRT7 Y25

® VPCET%ZIER I DRA(vFZIEIR
® VPCE7

Site1-Leaf1

vPC Pairing

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

NTE (L. FabirclERkBSFICERS

Add Fabric X
RIESND
= AN
UIABTERE
* Fabric Name : | VXLAN-EVPN-Site1
* Fabric Template : | Easy_Fabric_11_1 v
General  Replication | vPC | Advanced = Resources = Manageabilty =~ Bootstrap  Confi 2 >

* vPC Peer Link VLAN

* VPC Peer Keep Alive option

* vPC Auto Recovery Time

* VPC Delay Restore Time

VPC Peer Link Port Channel Number

VPG IPv6 ND Synchronize
VPC advertise-pip

Select vPC peer for Site1-Leaf2

Switch name Recommended ¥  Reason Serial Number
(®) Sitet-Leaft true Switches are connected and have same role  SAL1935NH8U
O Site1-BG1 false Switches are not connected FDO21341FPK
(O  sitet-Leaf3 false Switches are not connected SAL1936NJ6J
()  Site1-Spinet false Switches have different roles SAL1931L92P
() Sile1-BG2 false Switches are not connected FDO22130vL2
(O  Site1-Spine2 false Switches have different roles SAL1935NHBY

& VPCRYYU>J

VERTE

3600 @ VLAN for vPC Peer Link SVI (Min:2, Max:3967)
management Y | @ Use vPC Peer Keep Alive with Loopback or Manag
360 @ Auto Recovery Time In Seconds (Min:240, Max:36(
150 @ vPC Delay Restore Time For vPC links in seconds |
500 @ Port Channel ID for vPC Peer Link (Min:1, Max:409

@ Enable IPv6 ND synchronization between vPC peers
) @ For Primary VTEP IP Advertisement As Next-Hop Of Prefix Routes

X

Cancel




%% : vPC Fabric Peering

Control > Fabrics > Fabric Builder
& EFHDVPC-peerlinkz{Ehi2V\ 55 (Fabric peering)

Select vPC peer for Site-1-Leaf-2
4 Use Virtual Peerlink ) ) .
— ] Virtual PeerlinkZz:&1R
Switch name Recommended ¥ Reason Serial Number
(® Site-1-Leaf-1 true Switches have same role FDO22162PV5
O site-1-BG-1 “Ywitches are not connected FDO22162PV2
°
- s
O Site-1-8G-2 VPCt ) X’r‘y}%ﬁ?}? witches are not connected FDO22170SEC
(O  site-1-Spine-2 TaSe, Switches have different roles SAL184851HY

VPC Pairing

Site-1-Leaf-1 Site-1-Leaf-2

Site-1-Leaf-257/\/XT
HIUvY — vPC Peeringi&iR




Stepl : Underlay® v 7 —9Y DIEE (%t ConfigLEa— £ 77

® RAYFATIOAFBREIIC, %A ConfigDERIHEEDHEIHE

=)

4 Fabric Builder: commlive-vxlan-evpn-fab1 4 3issues

e

* Data Center Network Manager SCOPE: | commive-vxian... ¥ | & @  admin £}

Config Deployment X
Actions -

Step 2. Configuration Deployment Status

= Tobular view

Config Deployment

Switch Name IP Address Status Status Description Progress
7 Refesh togony NOK-LEAF1 1071168132  COMPLETED Deployed successfully o0 |
B Sove lavout figuration Preview Step 2. Configuration Deployment Status
NIK-LEAF2 10.71.168.133 COMPLETED Deployed successfully [ t00% |
X Delete saved layout
Switch Name IP Address Switch Serial Preview Config | Status NOK-LEAF3 10.71.168.117 COMPLETED Deployed successfully | 100% |
Custom saved layout ¥
NOK-LEAF1 SAL2021QJ6N 459 lines Out-of-Sync NIK-SPINE2 10.71.168.131 COMPLETED Deployed successfully [ 100% |
© Restore Fabric NOK-SPINE2 FDO20340NX7 | 272 lines Out-of-Sync NIK-SPINE1 10.71.168.130 COMPLETED Deployed successfully [ 1o0% |

S Backup Now NIK-LEAF2 SAL2021QHXA 459 lines Out-of-Sync
O Re-

Re-sync Fabric NOK-SPINE1 FD020321235 272 lines Out-of-Sync
+ Add switches NOK-LEAF3 SAL2002WUOM | 543 lines Out-of-Sync

NOK-LEAF1 N

% Fabric Settings

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



/ -

Config Deployment

Switch Name IP Address Switch Serial Preview Config Status Re-sync
NOK-LEAF1 SAL2021QJEN 459 lines Out-of-Sync @

N mesma ] s imisim = 2 S @

no| Preview Config - Switch (10.71.168.132)

N9

Nl Pending Config Side-by-side Comparison

cfs eth distribute
feature dhcp
feature lacp
feature ngoam
feature nxapi
feature ospf
feature vpc
nv overlay evpn
feature interface-vlan
feature wvn-segment-vlan-based
feature 11dp
feature nv overlay
feature bgp
fabric forwarding anycast-gateway-mac 202@.0000.080aa
ip dhcp snooping
ngeam install acl
nxapi http port 8@
nxapi https port 443
snmp-server host 172.16.1.222 traps version 2c public udp-port 2162
route-map fabric-rmap-redist-subnet permit 10
match tag 12345
router bgp 65081
router-id 10.2.8.1
neighbor 18.2.90.4
remote-as 65081
update-source loopback@®
address-family 12vpn evpn
send-community both

exit B
exit X’r\ya:(hﬁg}:Eéné

neighbor 19.2.9.5

remote-as 65001
update-source loopback®

a>04%

X

© 2020 CI15C0O anda/or s arriates. AT TIgnts reserved. Cisco pupnc

FOOARINAV T4 TFT vl

Preview Config - Switch (10.71.168.132)

Pending Config Side-by-side Comparison

To re-compute the running config, please click the Re-sync button on the right hand side. Lastly, to resolve unexpected diffs, please review the leading &+

spaces and edit the appropriate policies to match show run output.

Running config 2]

!Command: show running-config

1
2
3 !Running configuration last done at: Wed Feb 26 15:53:55 2020
4 ITime: Wed Feb 26 15:59:16 2020

S boot nxos bootflash:/nxos.9.3.3.bin

6 copp profile strict

7

8

9

19 hardware profile portmode 48x25g+2x100@g+4x4dg
2@ hostname N9K-LEAF1

22 AYF DRI FDEETEED
2 s E N

Expected config

cfs eth distribute

copp profile strict

fabric forwarding anycast-gateway-mac 2029.0000.00aa
feature bgp

feature dhcp

feature interface-vlan

feature lacp

feature 11dp

feature ngoam

feature nv overlay

feature nxapi

feature ospf

feature vn-segment-vlan-based

feature vpc

hardware profile portmode 48x25g+2x100g+4x48g
hostname N9K-LEAF1

-Link SVI

30

it-to-point

RLAY area 0.0.0.0

-_—

Z2m
o




Stepl : Underlay®y kT —Y DEE (5ET)

© . Data Center Network Manager SCOPE: | commivevidan... ¥ | 2 @  admn 3

€ Fabric Builder: commiive-vxlan-evpn-fab1 A 3issues

Actions -

= = [

£A
54

= Tabular view

J Refresh topology
B Save layout

X Delete saved layout

Custom saved layout ¥

) Restore Fabric
£ Backup Now

& Re-sync Fabric

4+ Add switches

NO9K-LEAF1 NOK-LEAF2 NOK-LEAF3

L+ Fabric Seftings

B Pending © In Sync/Success B Out-of-Sync/Failed * In Progress B Unknown/NA

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public.



A 2H—JI—REEGE

SRR o H—\—, PHERRAYF, FEX DI
[ YD/ RIZA> 0T ] « BFRZIRA>ATI— AT IR— K
DIFR (vPC, Port-Channel, Access, Trunk,
V Loopback, Sub interfaces, Routed IF)

« NAIRAXBIRETRA > TT— AR —



Ll
(T

A—JI—RE

A Control / Fabrics / Interfaces

. Interf:
Fabrics nieraces

Dashboard + [+ ~

Fabric Builder

X |1 42 |¢ |6

O&as 3

4l

Selected 2 / Total 414

Show | Quick Filter

Interfaces Device Name Name Admin  Oper Reason Policy Overlay Network Status PC vPCID
TOD0|Ogy Networks & VRFs
Migration Leat-1 2 mgmi0 4+ L ak MNA MNA
Control Management Leat-1 Wan1 e e Administratively down NA NA [ ]
Rasoaces Leat-1 2 \Ian3800 + 1+ ok int_abric_vian MNA ]
Virtual Machine Manager Leat-1 2/ Loopbackd qr qy L int_fabric,_loopback HA
Monitor ' Leat-1 = Loopbackl 1+ 1 ak int_tatiic_laopback A
Template Library Leaf-1 # Port-channel500 i o ok wpe_peer_link NA
Administration Image Management et £ Emomet1/ * * * i teepge e
Leat-1 = Ethemnet1/2 1+ o ok int_fabric_p2p NA
Repositories 2/ Emhemel1/3 1+ T ok trunk_host
Applications 2 Ethemet1/4 i i ok trunk_host
Endpoint Locator 2/ Emhemet15 1+ 1+ ok vpe_peer_link_po m...  MA
Configure 2 Ethemet1fé r 1 ok wpe_paer_link_po_m. HA 500
Ethamet1/7 T & Link not connected trunk_host NA

LAN Telemetry
Configure

Health

+| |+ v||z||X

I
I TS

\ /

Shut / No Shut

Policy History

Rediscover

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



Overlay (Netowrk & VRF) DEF

Step3 : OverlayxxyhJ—JDFEEE

FabricZzi#&iR

Network&éVRFZVERK

ConfigDSEHILE1—

+ GUI 12 REST API ZRLVE Ny AT > DR TENT]
BE

« HAAXAXB]EER Overlay RS —EFNT
Network / VRF Z{EBKPI8E

- GUI "5DTIYI TRRATTA(YF/A>5F—T1—
A%z I8 TEPIHE

« Network UL RZM/YFEALI TORRERER

« Resource Manager (C&D{ERAH VNI / VLAN
REDUY —R%Z— %’é’ﬂ

- GUI ENSERTEA > ik— MREDKEEXTE L BIAE



Step3 : Overlay# v k7 —% DEE

¥

e VRF (L3 VNI) ¢Network (L2 VNI) %#ERk

Control
Fabrice Control > Fabrics > VRFs

& Dashboard Fabric Build
abric Builder ' N ' i
T m— © . Data Center Network Manager SCOPE: | commive-vxian... ¥ & @  admin £}

* Topology Networks Network / VRF Deployment
VRFs
Services Fabric Selected: commlive-vxian-evpn-fab1

@ Control (>
Management VRFs ER0/BE0 (O v
Resources —

- #|k | INT v

© Monitor > ] Virtual Machine Manager + AN B X

Container Orchestrator ] VRF Name A VRFID Status
hed _ . -

A" Administration © Template Library FshkL

Image Management

§ Applications

Image Upload —_ L .

bl L L a Center Network Manager SCOPE: commlive-vdan... ¥ | A @  admin T3

Install & Upgrade
Package [SMU/RPM]
Image Management Policies

Network / VRF Deployment

Endpoint Locator Fabric Selected: commlive-vxlan-evpn-fab1
Configure Networks R0/ a0 O B
LAN Telemetry + ®? ©® BT | INT AAEA 4
Health o
B Network Name A Network ID VRF Name IPv4 Gateway/Subnet IPvE Gateway/Prefix Status VL
FT—FL

1d/or its affiliates. All rights reserved. Cisco Pub Control > Fabrics > Networks



% : L2 VNI & L3 VNI

® DCNM (LAN Fabirc Mode) TlZ.
- L2 VNIlZ. NetworkIBEB T E
- L3 VNI(Z. VRFIEEH TSTE ———

l L3 VNI

—

N9K-SPINET %

VNI 5500
VNI 5002

VNI 5001

L2 VNI |

NOK-LEAF1 N9K-LEAF3
VlIan501-502 vlan502

192.168.1.1/24 . 192.168.2.1/24 192.168.1.2/24 192.168.2.2/24
VNI* : 5001 Qﬁé VNI*™: 5002 - “ i VNI: 5001 =5k, VNI¥:5002
VLAN : 501 —\:‘\-:w: VLAN:502 =11 VLAN:501 | VLAN:502

_____

Endpoints

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

VNI (VXLAN Network Identifier) &(d. VXLAN Overlay Network @ 5+



% : Network (L2 VNI) ERk

® L2 VNIZ{ERK

Control > Fabrics > Networks

Create Network

rbelemiyeryp-tai o Center Network Manager ¥ Network Information

* Network ID | 30000
Network / VRF Deployment

CiscoMEEEETEN
RTEEH

YERNUTZVRFZZ#EIR

Fabric Selected: commlive-vxian-t

* Network Name | MyNetwork_30000 (VRF%E ;ﬁ,{/ﬁﬁiﬁﬁj)

* VRF Name | MyVRF_50000 v +
Networks Layer 2 Only [ | Network(LZ VNI)}EH@
p— SR * . -
B & Network Template | Default Network_Universal v %i@@v LAN I Dji g E}J EQE
* Network Extension Default_Network_Extension_Univer w
Network Name - Network ID VRF Name IPv4 Gatew Templat: — — —
sl VLANID | 2300 Propose VLAN @

¥ Network Profile

Gateway

Y [IPv4 Gateway/NetMask

192.168.1.254/24 (Anycast Gateway)’ééﬁi

IPv6 Gateway/Prefix

Vian Name

Interface Description
MTU for L3 interface
IPv4 Secondary GW1

IPv4 Secondary GW2

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

@ example 2007:b8::1/64

@ if > 32 chars enable:system vian long-name

(2]
@ 68-9216

@ example 192.0.2.1/24

@ example 192.0.2.1/24




2% . VRF (L3 VNI) 4ERk

o EIVNIBIDBERICHERL3 VNI (VRF) Z/ERK

Control > Fabrics > VRFs
(=]

Create VRF

Data Center Network Manager

CiscoEEEETEN
RTERH

cisco _l/
v .
work / VRF Selectic Network / VRF Deployment VRF Information
* VRFID | 50000
Fabric Selected: commlive-vxlan-evpn-fab1 .
VRF Name MyVRF_50000 = N
VRFs . VRF(L3 VNI)BO&=ER
VRF Template = Default_VRF_Universal v VLAN I D% g Ej] =rur=m
as B
2 © * VRF Extension D . .
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Generated Configuration:

configure prefile MyVRF_50000
vlan 2000
vn-segment 50000
interface Vlan2000
wrf member myvrf 50000
ip forward
ipv6 address use-link-local-only
no ip redirects
no ipvB redirects
miu 9216

no shutdown
N9K—LEAF1 NgK'LEAF2 N9K_LEAF3 wrf context mywrf 50000

wni 50000
rd auto
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route-target both auto evpn
address-family ipvB unicast
route-target both auto
route-target both auto evpn
router bgp 65001
wrf myvrf_50000
address-family ipv4 unicast
advertise 12vpn evpn

redistribute direct route-map fabric-rmap-redist-subnet
maximum-paths ibap 2
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