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YpoBeHb onacHocTyt: BbICOKI

Hannuwne obHoBneHws: ECTb

OTKa3 B 06CnyxmBaHWM YCTPOMCTB koMnaHum Cisco

ViaeHTUdMKaTop ya3BMMOCTH

MITRE: CVE-2020-3120
Cisco: cisco-sa-20200205-fxnxos-iosxr-cdp-dos

ViaeHTUdMKaTop NporpaMMHON OLWMOKM

CWE-190: LlenoumncneHHoe nepenoiHeHmne nnm
LUMKIVYECKMIA BO3BpaT

OnvcaHme ya381MMOCTY

JKCMAyaTauUma yAa3B/IMOCTI MO3BONSET YaaNeHHOMY
3/10YMbILLNIEHHVIKY BbI3BaTb 0TKa3 B 0OCYXVBaH Y
000pYyA0BaHNA LLeNeBO CUCTeMbI MOCPEACTBOM OTMPaBKM
BpeaoHocHoro naketa Cisco Discovery Protocol.
YA3BMIMOCTb 00YC/I0B/IEHa HEKOPPEKTHOW MPOBEPKOW Mpu
06paboTKe CoobLLEHMIA.

KaTeropus ysa3BUMOro NpojaykTa

TenekoMMyHVKaLMOHHOe 0bopyaoBaHMe

Yazsumoe [0

ASR 9000 Series Aggregation Services Routers

Carrier Routing System (CRS)

Firepower 4100 Series

Firepower 9300 Security Appliances

IOS XRv 9000 Router

MDS 9000 Series Multilayer Switches

Network Convergence System (NCS) 540 Series Routers
Network Convergence System (NCS) 560 Series Routers
Network Convergence System (NCS) 1000 Series
Network Convergence System (NCS) 5000 Series
Network Convergence System (NCS) 5500 Series
Network Convergence System (NCS) 6000 Series

Nexus 1000 Virtual Edge for VMware vSphere

Nexus 1000V Switch for Microsoft Hyper-V

Nexus 1000V Switch for VMware vSphere

Nexus 3000 Series Switches

Nexus 5500 Platform Switches

Nexus 5600 Platform Switches

Nexus 6000 Series Switches




Nexus 7000 Series Switches

Nexus 9000 Series Fabric Switches in Application Centric
Infrastructure (ACl) mode

Nexus 9000 Series Switches in standalone NX-OS mode
UCS 6200 Series Fabric Interconnects

UCS 6300 Series Fabric Interconnects

UCS 6400 Series Fabric Interconnects

PekomeHaauUMK Mo YCTPaHeHNo

OB6HOBWTL MPOrpaMMHoe obecneyeHume

[laTa BbIgBNeHNA

5 ¢epans 2020 1.

[lata obHoBNEHMS

5 ¢pespang 2020 1.

OueHKa KpUTUYHOCTK yAa3BMMOCTK (CVSSV3.0)
BekTop ataku (AV)

CNnoxHOCTL aKkCnnyaTaumn yassmmocTi (AC)
Heobxoanmblin ypoBeHb npusuneruii (PR)

HeobxoaAnMOCTb B3aMOAENCTBUS C
nonb3osatenem (Ul)

MacwTab nocneAcTBUA 3KCMIyaTauUmm
yA3BMMOCTH (S)

BrusHue Ha koHouAeHUansHoCTh (C)
BangHme Ha LenocTHOC T (1)
BavaHme Ha AOCTYNHOCTL (A)
CTeneHb 3penocT AOCTYMHbIX CPeACTB

skcnnyaTauyu (E)

Hanuune cpeacTB yCTpaHeHns
ya3srMocTun (RL)

[loCTOBEpPHOCTL CBeAeHuIA 06
ya3srMocTn (RC)

7.4 AV-ATACL/PR:N/UEN/S: C/C:N/IEN/A:H/E:U/RL:O/RC:.C
CmexHasa ceTb (A)
Huskaga (L)

OTcytcrayeT (N)

OtcytcreyeT (N)

3menseTca (C)

OtcytcrayeT (N)
OtcytcrayeT (N)

Bbicokoe (H)

Hannume He noarsepxaeHo (U)

OduuynansHoe peleHne (O)

CBefeHnd noarsepxaeHsl (C)

CCbINKM Ha UCTOYHWIKIA

https://tools.cisco.com/security/center/content/CiscoSecurity
Advisory/cisco-sa-20200205-fxnxos-iosxr-cdp-dos
https://www.armis.com/cdpwn/




