HKL KW

HALIMOHAMBHBIA KOOPAVMHALIMOHHBIV LIEHTP
MO KOMMBKOTEPHBIM MHUWMAEHTAM

Beb6-cant: cert.gov.ru
E-mail: threats@cert.gov.ru

BrosineteHb 06 YA3BMMOCTAX NPOrpaMMHOro obecrneyeHus

VULN.2023-07-18.1 | 18 ntons 2023 roaa
TLP: WHITE




2

[lepeyeHb ya3BMMOCTeN

Ne OnacHocTb VineHTndrkaTop YA3BMMbIA MPOAYKT BekTop ataku  ocneacTsns Aata Hannne
n/n BbISBIEHNS  OOHOBEHWHA
1 | Kputnueckaa  CVE-2023-36755 Siemens RUGGEDCOM ROX devices CeTeBoi ACE 2023-07-17 v
2 | Kputnyeckasa  CVE-2023-36754 Siemens RUGGEDCOM ROX devices CeTeBoi ACE 2023-07-17 v
3 | Kputnyeckaa  CVE-2023-36753 Siemens RUGGEDCOM ROX devices CeTeBoi ACE 2023-07-17 v
4 | Kputnueckaa — CVE-2023-36752 Siemens RUGGEDCOM ROX devices CeTeBoi ACE 2023-07-17 v
5 | Kputnyeckaa  CVE-2023-36751 Siemens RUGGEDCOM ROX devices CeTteBon ACE 2023-07-17 N4
6 | Kputnyeckaa  CVE-2023-36750 RUGGEDCOM ROX RX5000 CeTeBol ACE 2023-07-17 v
7 Bblcokas CVE-2023-36390 Siemens RUGGEDCOM ROX devices CeTteBon XSS\CSS 2023-07-17 N4
3 Bbicokas CVE-2023-36389 Siemens RUGGEDCOM ROX devices CeTteBown XSS\CSS 2023-07-17 v
9 Bblcokas CVE-2023-36386 Siemens RUGGEDCOM ROX devices CeTeBou XSS\CSS 2023-07-17 v
10 Bblcokas CVE-2023-36887 Microsoft Edge JlokanbHbIn ACE 2023-07-16 v
Rockwell Automation ControlLogix
11 Bbicokast CVE-2023-3596 EtherNet/IP (ENIP) communication CeTteBoM DoS 2023-07-15 J
modules
Rockwell Automation ControlLogix
12 | Kputnueckas CVE-2023-3595 EtherNet/IP (ENIP) communication CeTeBol ACE 2023-07-15 v

modules
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13 | Kputnyeckaa  CVE-2023-38203 Adobe ColdFusion CeTeBol ACE 2023-07-15 N4

14 Bblcokas CVE-2023-37946 Jenkins OpenShift Login plugin CeTeBon SUI 2023-07-14 v

15 | Bocoken  CVE-2023-24474 Honeywell Experion PKS, LX and CeTeBoit ACE 2023-07-14 v
PlantCruise

16 | Boicokan  CVE-2023-22435 Honeywell Experion PKS, LX and CeTeBoit ACE 2023-07-14 v
PlantCruise

17 | Kputuueckas  CVE-2023-25178 Honeywell Experion PKS, LX and CeTesol ACE 2023-07-14 v
PlantCruise

18 | Kputuueckas  CVE-2023-25770 Honeywell Experion PKS, LX and CeTesol ACE 2023-07-14 v
PlantCruise

19 | KpuTuueckas  CVE-2023-24480 Honeywell Experion PKS, LX and CeTesol ACE 2023-07-14 v
PlantCruise

20 | Buicokas  CVE-202326597 Honeywell Experion PKS, LX and CeTesol DOS 2023-07-14 v
PlantCruise

21| Buicokas  CVE-2023-25948 Honeywell Experion PKS, LX and CeTesol 0S| 2023-07-14 v
PlantCruise

22 | Kputnueckas  CVE-2023-25078 Honeywell Experion PKS, LX and CeTesol ACE 2023-07-14 v
PlantCruise

23 | Kputnueckas  CVE-2023-23585 Honeywell Experion PKS, LX and CeTesoii ACE 2023-07-14 v
PlantCruise

He . . He
24 None Zimbra Collaboration XSS\CSS 2023-07-13 X
onpeaeneHo onpeaeneHo
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KpaTtkoe onmcaHue: BeinonHeHe npon3Bo/ibHOro koza B Siemens RUGGEDCOM ROX devices
NaoeHTudmkaTop yassumocTn: CVE-2023-36755

NoeHTndmkaTop NporpamMHon owmobkn: CWE-77 HekoppekTHas HerTpann3auvs CneumanbHbIX 3NEMEHTOB, UCMOb3yeMblX B KOMaHAaX
(BHeApeHVe KomaHza)

YassuMbln NpoaykT: Siemens RUGGEDCOM ROX devices:
RUGGEDCOM ROX RX5000: f0 2.16.0
RUGGEDCOM ROX RX1536: 10 2.16.0
RUGGEDCOM ROX RX1524: 1o 2.16.0
RUGGEDCOM ROX RX1512: 10 2.16.0
RUGGEDCOM ROX RX1511: no 2.16.0
RUGGEDCOM ROX RX1510: 5o 2.16.0
RUGGEDCOM ROX RX1501: 10 2.16.0
RUGGEDCOM ROX RX1500: g0 2.16.0
RUGGEDCOM ROX RX1400: g0 2.16.0
RUGGEDCOM ROX MX5000RE: fo 2.16.0
RUGGEDCOM ROX MX5000: g0 2.16.0

KaTeropus ys3B1Moro npogaykra: TenekoMMyHVKaLlMoHHOe 06opya0oBaHme
Cnocob akcnnyaTaumm: OTnpaska cneumansHo CGOPMUPOBAHHBIX AAHHbBIX.
MocneacTBMA sKCMNyaTaLum: BeinoaHeHVe NPOM3BOIbHOMO KO

PekoMeHZaLmu No ycTpaHeH to: JaHHas ya3BUMOCTb YCTPaHAeTCs 0duLIManbHbIM MaTyeM BeHAOPA. B CBA3M CO CnoXmBLUENCH 0O6CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalii pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA MPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.1 AV:N/AC.L/PR:H/UL:N/S:C/C:H/I:H/AH
BekTop ataku: Cetesou

B3avMozelicTBme C nonb3osatenem: OTCyTCTByeT

CpeacTtBa yCTpaHeHWs ya3BUMOCTW: He onpeseneHo

[JaTa BblaBneHuna / [lata ooHoBnenus: 2023-07-17 / 2023-07-17

CCbIIKN Ha UCTOYHNK:
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e http://cert-portal.siemens.com/productcert/txt/ssa-146325.txt
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KpaTtkoe onmcaHue: BeinonHeHe npon3Bo/ibHOro koza B Siemens RUGGEDCOM ROX devices
NaoeHTudwkaTop yassumoctn: CVE-2023-36754

NoeHTndmkaTop NporpamMHon owmobkn: CWE-77 HekoppekTHas HelTpann3aums cneumanbHblX 3NEMEHTOB, UCMOAb3yeMblX B KOMaHAaX
(BHeApeHVe KomaHza)

YassuMbln NpoaykT: Siemens RUGGEDCOM ROX devices:
RUGGEDCOM ROX RX5000: f0 2.16.0
RUGGEDCOM ROX RX1536: 10 2.16.0
RUGGEDCOM ROX RX1524: no 2.16.0
RUGGEDCOM ROX RX1512: 10 2.16.0
RUGGEDCOM ROX RX1511: no 2.16.0
RUGGEDCOM ROX RX1510: 5o 2.16.0
RUGGEDCOM ROX RX1501: 10 2.16.0
RUGGEDCOM ROX RX1500: g0 2.16.0
RUGGEDCOM ROX RX1400: g0 2.16.0
RUGGEDCOM ROX MX5000RE: fo 2.16.0
RUGGEDCOM ROX MX5000: g0 2.16.0

KaTeropus ys3B1MOoro npogykTa: TenekoMMyHVKaLlMoHHOe 060pya0BaHme
Cnocob akcnnyaTaumm: OTnpaska cneumansHo CGOPMUPOBAHHBIX AAHHbBIX.
MocneacTBMA sKCMNyaTaLum: BeinoaHeHVe NPOM3BOIbHOMO KO

PekoMeHZaLmn No yCTpaHeHWto: JaHHas ya3BUMOCTb YCTPaHAETCH 0dULMaNbHbIM MaTyemM BEHAOPA. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalii pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA MPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.1 AV:N/AC:L/PR:H/UL:N/S:C/C:H/I:H/AH
BekTop ataku: Cetesou

B3avMozelicTBme C nonb3osatenem: OTCyTCTByeT

CpeacTtBa yCTpaHeHWs ya3BUMOCTW: He onpeseneHo

[JaTa BblaBneHuna / [lata ooHoBnenus: 2023-07-17 / 2023-07-17

CCbIIKN Ha UCTOYHNK:
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e http://cert-portal.siemens.com/productcert/txt/ssa-146325.txt
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KpaTtkoe onmcaHue: BeinonHeHe npon3Bo/ibHOro koza B Siemens RUGGEDCOM ROX devices
NaoeHTudmkaTop yassumocTn: CVE-2023-36753

NoeHTndmkaTop nporpammHoin owmbkn: CWE-77 HekoppekTHas HerTpannsaumsa cneumanbHblX 3NEMEHTOB, NCMOAb3YeMbIX B KOMaHAAX
(BHeApeHVe KomaHza)

YassuMbln NpoaykT: Siemens RUGGEDCOM ROX devices:
RUGGEDCOM ROX RX5000: f0 2.16.0
RUGGEDCOM ROX RX1536: 10 2.16.0
RUGGEDCOM ROX RX1524: no 2.16.0
RUGGEDCOM ROX RX1512: 10 2.16.0
RUGGEDCOM ROX RX1511: no 2.16.0
RUGGEDCOM ROX RX1510: 5o 2.16.0
RUGGEDCOM ROX RX1501: 10 2.16.0
RUGGEDCOM ROX RX1500: g0 2.16.0
RUGGEDCOM ROX RX1400: g0 2.16.0
RUGGEDCOM ROX MX5000RE: fo 2.16.0
RUGGEDCOM ROX MX5000: g0 2.16.0

KaTeropus ys3B1MOoro npogaykra: TenekoMMyHVKaLlMoHHOe 0bopyaoBaHme
Cnocob akcnnyaTaumm: OTnpaska cneumansHo CGOPMUPOBAHHBIX AAHHbBIX.
MocneacTBMA sKCMNyaTaLum: BeinoaHeHVe NPOM3BOIbHOMO KO

PekoMeHZaLmu No yCTpaHeH to: JaHHas ya3BUMOCTb YCTPaHAETCH 0ULManbHbIM NMaTyemM BEHAOPA. B CBA3M CO CnoXmBLUENCH 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalii pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA MPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.1 AV:N/AC:L/PR:H/UL:N/S:C/C:H/I:H/AH
BekTop ataku: Cetesou

B3avMogelicTBue C nonb3osatenem: OTCyTCTByeT

CpeacTtBa yCTpaHeHWs ya3BUMOCTW: He onpeseneHo

[JaTa BblaBneHuna / [lata ooHoBnenus: 2023-07-17 / 2023-07-17

CCbIIKN Ha UCTOYHNK:
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e http://cert-portal.siemens.com/productcert/txt/ssa-146325.txt
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KpaTtkoe onmcaHue: BeinonHeHe npon3Bo/ibHOro koza B Siemens RUGGEDCOM ROX devices
NaoeHTudmkaTop yassumoctn: CVE-2023-36752

NoeHTndmkaTop NporpamMHon owmobkn: CWE-77 HekoppekTHas HerTpann3auvs CneumanbHbIX 3NEMEHTOB, UCMOb3yeMblX B KOMaHAaX
(BHeApeHVe KomaHza)

YassuMbln NpoaykT: Siemens RUGGEDCOM ROX devices:
RUGGEDCOM ROX RX5000: f0 2.16.0
RUGGEDCOM ROX RX1536: 10 2.16.0
RUGGEDCOM ROX RX1524: no 2.16.0
RUGGEDCOM ROX RX1512: 10 2.16.0
RUGGEDCOM ROX RX1511: no 2.16.0
RUGGEDCOM ROX RX1510: 5o 2.16.0
RUGGEDCOM ROX RX1501: 5o 2.16.0
RUGGEDCOM ROX RX1500: g0 2.16.0
RUGGEDCOM ROX RX1400: g0 2.16.0
RUGGEDCOM ROX MX5000RE: fo 2.16.0
RUGGEDCOM ROX MX5000: g0 2.16.0

KaTeropus ys3B1Moro npogaykra: TenekoMMyHVKaLlMoHHOe 06opya0oBaHme
Cnocob akcnnyaTaumm: OTnpaska cneumansHO CGOPMUPOBAHHBIX AAaHHDBIX.
MocneacTBMA sKCMNyaTaLum: BeinoaHeHVe NPOM3BOIbHOMO KO

PekoMeHZaLmn No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHSeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKLMAMK NPOTnB Poccuiickon Pesepalim pekoMeHayeM yCTaHaBNVBaTb OOHOBIEHVA MPOrPaMMHOI0 0becrneyeHns
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.1 AV:N/AC:L/PR:H/UL:N/S:C/C:H/I:H/AH
BekTop ataku: Cetesou

B3avMozelicTBme C nonb3osatenem: OTCyTCTByeT

CpeacTtBa yCTpaHeHWs ya3BUMOCTW: He onpeseneHo

[JaTa BblaBneHuna / [lata ooHoBnenus: 2023-07-17 / 2023-07-17

CCbIIKN Ha UCTOYHNK:
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e http://cert-portal.siemens.com/productcert/txt/ssa-146325.txt
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KpaTtkoe onmcaHue: BeinonHeHne npon3soibHOro koda B Siemens RUGGEDCOM ROX devices
NaoeHTudwnkaTop yassumocTn: CVE-2023-36751

NoeHTndmkaTop NporpamMHon owmobkn: CWE-77 HekoppekTHas HerTpann3auvs CneumanbHbIX 3NEMEHTOB, UCMOb3yeMblX B KOMaHAaX
(BHeApeHVe KomaHza)

YassuMbln NpoaykT: Siemens RUGGEDCOM ROX devices:
RUGGEDCOM ROX RX5000: f0 2.16.0
RUGGEDCOM ROX RX1536: 10 2.16.0
RUGGEDCOM ROX RX1524: no 2.16.0
RUGGEDCOM ROX RX1512: 10 2.16.0
RUGGEDCOM ROX RX1511: no 2.16.0
RUGGEDCOM ROX RX1510: 5o 2.16.0
RUGGEDCOM ROX RX1501: 10 2.16.0
RUGGEDCOM ROX RX1500: g0 2.16.0
RUGGEDCOM ROX RX1400: g0 2.16.0
RUGGEDCOM ROX MX5000RE: fo 2.16.0
RUGGEDCOM ROX MX5000: g0 2.16.0

KaTeropus ys3B1Moro npogaykra: TenekoMMyHVKaLlMoHHOe 06opya0oBaHme
Cnocob akcnnyaTaumm: OTnpaska cneumansHo CGOPMUPOBAHHBIX AAHHbBIX.
MocneacTBMA sKCMNyaTaLum: BeinoaHeHVe NPOM3BOIbHOMO KO

PekoMeHZaLmn No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHSeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKLUMAMK NPoTnB Poccuiickon desepalim pekoMeHayeM yCTaHaBNBaTb OOHOBIEHVA MPOrPaMMHOI0 0becrneyeHns
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.1 AV:N/AC:L/PR:H/UL:N/S:C/C:H/I:H/AH
BekTop ataku: Cetesou

B3avMozelicTBme C nonb3osatenem: OTCyTCTByeT

CpeacTtBa yCTpaHeHWs ya3BUMOCTW: He onpeseneHo

[JlaTa BbiaBneHws / [lata obHoBneHus: 2023-07-17 / 2023-07-17

CCbIIKN Ha UCTOYHNK:
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e http://cert-portal.siemens.com/productcert/txt/ssa-146325.txt
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KpaTkoe onucaHue: BoinosHeHvie npor3soibHOro koga 8 RUGGEDCOM ROX RX5000
NaoeHTudmkaTop yassumocTn: CVE-2023-36750

NoeHTndmkaTop NporpamMHon owmobkn: CWE-77 HekoppekTHas HerTpann3auvs CneumanbHbIX 3NEMEHTOB, UCMOb3yeMblX B KOMaHAaX
(BHeApeHVe KomaHza)

Yassumbln npogykT: RUGGEDCOM ROX RX5000: 7o 2.16.0
RUGGEDCOM ROX RX1536: 10 2.16.0
RUGGEDCOM ROX RX1524: 10 2.16.0
RUGGEDCOM ROX RX1512: 10 2.16.0
RUGGEDCOM ROX RX1511: 50 2.16.0
RUGGEDCOM ROX RX1510: g0 2.16.0
RUGGEDCOM ROX RX1501: g0 2.16.0
RUGGEDCOM ROX RX1500: g0 2.16.0
RUGGEDCOM ROX RX1400: g0 2.16.0
RUGGEDCOM ROX MX5000RE: fo 2.16.0
RUGGEDCOM ROX MX5000: go 2.16.0

Kateropus ysa3BMMOro npogykra: TenekoMMyHVKaLoHHoe 060pyaoBaHme
Cnocob akcrnnyataumm: OTnpaska cneuyanbHO COOPMUPOBAHHbBIX AaHHbBIX.
MocneacTena skCnyaTaumm: BoinmoiHeHe Npor3BOAbLHOMO KOAa

PekoMeHZaLmn No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbBIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOM
N BBEAEHHbIMI CaHKLMAMK MPOTNB Poccuiickon @esepaliii pekoMeHayeM yCTaHaBNBaTb OOHOBIEHVA MPOrPaMMHOro obecrneyeHums
TO/IbKO MOC/IE OLIeHKI BCEX COMYTCTBYHOLLIX PUCKOB.

Ouenka CVSSV3: 9.1 AV:N/AC.L/PR:H/ULN/S:C/C:H/I:H/AH
Bektop ataku: CeTeBou

B3sanmogzencTeme ¢ nonb3osatenem: OTcyTCTByeT

CpeAcTtBa yCTpaHeHWs ya3BUMOCTW: He onpeseneHo

[Jata BbiaBneHuna / [lata ooHoBnenus: 2023-07-17 / 2023-07-17
CCbINKM Ha UCTOYHUK:

e http://cert-portal.siemens.com/productcert/txt/ssa-146325.txt
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KpaTtkoe onmcaHue: MexcanTosbin ckpunTuHr B Siemens RUGGEDCOM ROX devices
NaoeHTudmkaTop yassumocTn: CVE-2023-36390

NoeHTndmkaTop nNporpaMMHon owmnbkun: CWE-79 HekoppekTHas HelTpanv3aumsa BXOAHbIX AAHHbBIX MpW reHeprypoBaHUM BeO-CTPaHuLL
(MexcaToBOe BbIMNONHEHVE CLIeHapueB)

YassuMbln NpoaykT: Siemens RUGGEDCOM ROX devices:
RUGGEDCOM ROX RX5000: f0 2.16.0
RUGGEDCOM ROX RX1536: 10 2.16.0
RUGGEDCOM ROX RX1524: no 2.16.0
RUGGEDCOM ROX RX1512: 10 2.16.0
RUGGEDCOM ROX RX1511: no 2.16.0
RUGGEDCOM ROX RX1510: 5o 2.16.0
RUGGEDCOM ROX RX1501: 10 2.16.0
RUGGEDCOM ROX RX1500: g0 2.16.0
RUGGEDCOM ROX RX1400: g0 2.16.0
RUGGEDCOM ROX MX5000RE: fo 2.16.0
RUGGEDCOM ROX MX5000: go 2.16.0

KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHWKaLVOHHOe 000pyA0BaHe
Cnocob skcnayataumm: OTKpbITVE NONb30BaTeNeM CNeLranbHO CO34aHHON BPeAOHOCHOM CChIKIA.
MNocneacTBmA sKCnnyaTaumn: MexcanToBbI CKPUMTUHT

PekoMeHZaLmu No yCTpaHeH to: JaHHas ya3BUMOCTb YCTPaHAETCH oduLIManbHbIM MaTyeM BeHAOPaA. B CBA3M CO CoXmBLUECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalii pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA MPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/UL:R/S:U/C:H/I:H/A:H
BekTop ataku: Cetesou

B3avMozelicTBKe C nosib3oBaTtenem: TpebyeTcs

CpeacTtBa yCTpaHeHWs ya3BUMOCTW: He onpeseneHo

[JaTa BblaBneHuna / [lata ooHoBnenus: 2023-07-17 / 2023-07-17

CCbIIKN Ha UCTOYHNK:
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e http://cert-portal.siemens.com/productcert/txt/ssa-146325.txt
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KpaTtkoe onmcaHue: MexcanTosbin ckpunTuHr B Siemens RUGGEDCOM ROX devices
NaoeHTudmkaTop yassumocTn: CVE-2023-36389

NoeHTndmkaTop nporpaMMHoi owmnbkun: CWE-79 HekoppekTHas HelTpanv3aumsa BXOAHbIX AAHHbBIX MPW reHepupoBaHUKM BEO-CTPaHULL
(MexcaToBOe BbIMNONHEHVE CLIeHapueB)

YassuMbln NpoaykT: Siemens RUGGEDCOM ROX devices:
RUGGEDCOM ROX RX5000: f0 2.16.0
RUGGEDCOM ROX RX1536: 10 2.16.0
RUGGEDCOM ROX RX1524: no 2.16.0
RUGGEDCOM ROX RX1512: 10 2.16.0
RUGGEDCOM ROX RX1511: 1o 2.16.0
RUGGEDCOM ROX RX1510: 5o 2.16.0
RUGGEDCOM ROX RX1501: 10 2.16.0
RUGGEDCOM ROX RX1500: g0 2.16.0
RUGGEDCOM ROX RX1400: g0 2.16.0
RUGGEDCOM ROX MX5000RE: fo 2.16.0
RUGGEDCOM ROX MX5000: g0 2.16.0

Kateropwus ysi3BMMOro npoaykra: TesekoMMyHWKaLOHHOe 000pyA0BaHe
Cnocob skcnayataumm: OTKpbITVE NONb30BaTeNeM CNeLranbHO CO34aHHON BPeAOHOCHOM CChIKIA.
MNocneacTBmA sKCnnyaTaumn: MexcanToBbI CKPUMTUHT

PekoMeHZaLmu No yCcTpaHeHWto: JaHHas ya3BUMOCTb YCTPaHAETCH 0ULMaNbHbIM NMaTyemM BEHAOPA. B CBA3M CO CNOXMBLLECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalii pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA MPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/UL:R/S:U/C:H/I:H/A:H
BekTop ataku: Cetesou

B3avMogelicTBMe C nonb3oBaTtenem: Tpebyercs

CpeacTtBa yCTpaHeHWs ya3BUMOCTW: He onpeseneHo

[JaTa BblaBneHuna / [lata ooHoBnenus: 2023-07-17 / 2023-07-17

CCbIIKN Ha UCTOYHNK:
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e http://cert-portal.siemens.com/productcert/txt/ssa-146325.txt
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KpaTtkoe onmcaHue: MexcanTosbin ckpunTuHr B Siemens RUGGEDCOM ROX devices
NaoeHTudmkaTop yassumocTn: CVE-2023-36386

NoeHTndmkaTop nporpaMMHon owmnbkun: CWE-79 HekoppekTHas HelTpanv3aumsa BXOAHbIX AAHHbBIX MPW reHepupoBaHuUM BeO-CTPaHuLL
(MexcaToBOe BbIMNONHEHVE CLieHapueB)

YassuMbln NpoaykT: Siemens RUGGEDCOM ROX devices:
RUGGEDCOM ROX RX5000: f0 2.16.0
RUGGEDCOM ROX RX1536: 10 2.16.0
RUGGEDCOM ROX RX1524: no 2.16.0
RUGGEDCOM ROX RX1512: 10 2.16.0
RUGGEDCOM ROX RX1511: no 2.16.0
RUGGEDCOM ROX RX1510: 5o 2.16.0
RUGGEDCOM ROX RX1501: 10 2.16.0
RUGGEDCOM ROX RX1500: g0 2.16.0
RUGGEDCOM ROX RX1400: g0 2.16.0
RUGGEDCOM ROX MX5000RE: fo 2.16.0
RUGGEDCOM ROX MX5000: g0 2.16.0

KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHWKaLVOHHOe 000pyA0BaHe
Cnocob skcnayatauum: OTKPbITVE NONb30BaTeNeM CNeLManbHO CO34aHHON BPeAOHOCHOM CChIKIA.
MNocneacTBmA sKCnnyaTaumn: MexcanToBbI CKPUMTUHT

PekoMeHZaLmn No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHSeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKLUMAMK NPoTnB Poccminckon ®esepaLimm pekOMeHayeM yCTaHaBNBaTb OOHOBEHA NPOrPaMMHOro obecrneyeHus
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/UL:R/S:U/C:H/I:H/A:H
BekTop ataku: Cetesou

B3avMozelicTBKe C nosib3oBaTtenem: TpebyeTcs

CpeacTtBa yCTpaHeHWs ya3BUMOCTW: He onpeseneHo

[JaTa BblaBneHuna / [lata ooHoBnenus: 2023-07-17 / 2023-07-17

CCbIIKN Ha UCTOYHNK:
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e http://cert-portal.siemens.com/productcert/txt/ssa-146325.txt
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KpaTkoe onmcaHve: BeinonHeHve Npon3soaeHOro koga B Microsoft Edge

NaoeHTudwnkaTop yassumocTn: CVE-2023-36887

NoeHTndmkaTop nporpammHon owmnbkun: CWE-119 BeinonHeHve onepaunii 3a npegenamm dydepa namati
Ya3BuMbIn NpoaykT: Microsoft Edge: 79.0.309.71 - 114.0.1823.67

Kateropwus ys3BMMOro npogykra: OnepaLyoHHble cuctembl Microsoft 1 nx KOMMOHEHTS|

Cnocob skcnayataumm: OTKpbITVE MOMb30BaTeNeM CreLranbHO CO34aHHOMo BPeAOHOCHOro darina.
MocneacTBma akcryataumm: BelmonHeHe NPOM3BOIBHOMO KOAa

PekoMeHAaLmMK MO yCTPaHeHWO: [laHHasA yA3B1MOCTb YCTPaHAETCA oduLIManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUECA OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMAMM NPOTUB Poccuiickor ®eaepaumin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWS MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

Ouenka CVSSV3: 7.8 AV:.L/AC.L/PR:N/ULR/S:U/C:H/I:H/A:H
BekTop ataku: /IokanbHbIiA

B3anmogencTeme ¢ nonb3osartenieM: TpebyeTcd

CpeacTtBa yCTpaHeHWs ya3BUMOCTW: He onpeseneHo

[laTa BoisBneHus / lata o6HoBneHus: 2023-07-16 / 2023-07-16
CCblIKM Ha UCTOYHUK:

e http://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36887
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KpaTtkoe onvcaHue: OTkas B obcnyxmaHum 8 Rockwell Automation ControlLogix EtherNet/IP (ENIP) communication modules
NaoeHTudmkaTop yassumocTn: CVE-2023-3596
NaoeHTndmkaTop nporpammHon owmnbkun: CWE-787 3anince 3a rpaHmiamm bydepa

Yassumbln npoaykT: Rockwell Automation ControlLogix EtherNet/IP (ENIP) communication modules:
1756-EN4TR Series A g0 5.002
1756-EN4TRK Series A go 5.002
1756-ENATRXT Series A no 5.002

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob akcrnnyataumm: OTnpaska CneLanbHO CO34aHHbIX 3aMpOCoB.
MocneactBua akcrnayaTaumm: OTKas B 06CNyXUBaHMN

PekoMeHZaLmMn No yCcTpaHeHWto: JaHHas ya3BUMOCTb YCTPaHAETCH 0duLMaibHbIM NMaTyemM BeHAOPa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOW
N BBEAEHHbBIMW CaHKUMAMK NPpoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecneyeHums
TONIbKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/AH
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3oBatenem: OTcyTcTByeT

CpegfcTBa yCTpaHeHus ya3BUMOCTU: He onpeaeneHo

[JlaTa BbigBneHuna / [lata o6HoBnenus: 2023-07-15/2023-07-15
CCbINKM Ha NCTOYHKK:

e http://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1140010
e Nttp://www.cisa.gov/news-events/ics-advisories/icsa-23-193-01




23

KpaTtkoe onmcaHue: BeinonHeHne npon3BoibHOro koda B Rockwell Automation ControlLogix EtherNet/IP (ENIP) communication modules
NaoeHTudwkaTop yassumocTn: CVE-2023-3595
NaoeHTndrkaTop nporpammHon owmnbkun: CWE-787 3anince 3a rpaHmiamm bydepa

Yassumbln npoaykT: Rockwell Automation ControlLogix EtherNet/IP (ENIP) communication modules:
1756-EN2T Series A 1o 5.009
1756-EN2T Series B g0 5.009
1756-EN2T Series C g0 5.009
1756-EN2T Series D go 11.004
1756-EN2TK Series A 10 5.009
1756-EN2TK Series B 1o 5.009
1756-EN2TK Series C go 5.009
1756-EN2TK Series D ao 11.004
1756-EN2TXT Series A o 5.009
1756-EN2TXT Series B no 5.009
1756-EN2TXT Series C go 5.009
1756-EN2TXT Series D go 11.004
1756-EN2TP Series A o0 11.004
1756-EN2TPK Series A 1o 11.004
1756-EN2TPXT Series A o 11.004
1756-EN2TR Series A 0 5.009
1756-EN2TR Series B 4o 5.009
1756-EN2TR Series C o 11.004
1756-EN2TRK Series A 1o 5.009
1756-EN2TRK Series B 1o 5.029
1756-EN2TRK Series C go 11.004
1756-EN2TRXT Series A go 5.009
1756-EN2TRXT Series C go 11.004
1756-EN2F Series A o 5.009
1756-EN2TRK Series B g0 5.029
1756-EN2F Series C no 11.004
1756-EN2FK Series A go 5.009
1756-EN2FK Series C o 11.004
1756-EN3TR Series A 0 5.029




24

1756-EN3TR Series B go 11.004
1756-EN3TRK Series A 10 5.029
1756-EN3TRK Series B go 11.004

KaTeropus ys3B1Moro npogykTa: lNpuknagHoe nporpaMmHoe obecrneyeHvie
Cnocob akcnnyataumm: OTnpaska crnewumansHo cGopMUPOBAHHOIO 3aMmpoca.
MocneacTBMA 3KCNAyaTaLmmy: BeinoaHeHe Npor3BOIbHOIO KOAa

PekoMeHZaumu no ycTpaHeHuto: laHHas ya3BMMOCTb YCTPaHAeTcs oduLIManbHbBIM MaTtyeM BeHZ0pPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon PegepaLimm pekoMeHayeM yCTaHaBNBaTb OOHOBEHWA NPOrPaMMHOro obecrneyeHus
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC.L/PR:N/UI:N/S:U/C:H/I:H/AH
BekTop ataku: CeteBou

B3avMogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

CpeacTtBa yCTpaHeHWs ya3BUMOCTU: He onpeseneHo

[JlaTa BbiaBneHuna / [lata o6HoBnenus: 2023-07-15/2023-07-15
CChIKM Ha NCTOYUHWIK:

e http://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1140010
e http://www.bleepingcomputer.com/news/security/rockwell-warns-of-new-apt-rce-exploit-targeting-critical-infrastructure/
e http://www.cisa.gov/news-events/ics-advisories/icsa-23-193-01
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KpaTtkoe onucaHue: BeinonHeHe nponssonbHoro koda B Adobe ColdFusion
NaoeHTudmkaTop yassumoctn: CVE-2023-38203

NoeHTndrkaTop nporpammHon owmnbkun: CWE-502 [leceprianu3ayns HeoBepeHHbIX AaHHbIX
Yassumbln npoaykT: Adobe ColdFusion: 2018 - 2023 Update 1

Kateropwus ys3BMMOro npogaykra: MpriknagHoe NporpamMHoe obecneyeHume

Cnocob skcnayataumm: OTnpaska cneunansHO COOpPMMPOBaHHbBIX AaHHbBIX.

MocneacTBma akcryataumm: BelmonHeHe NPOM3BOIBHOMO KOAa

PekoMeHAaLmMK MO yCTPaHeHWO: [laHHasA yA3B1MOCTb YCTPaHAETCA oduLIManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUECA OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMSAMM NPOTMB Poccuniickor ®eaepalunmn pekoMeHayeM yCTaHaBMBaTb 0OHOBNEHWA MPOrPaMMHOro obecneyeHus
TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
BekTop ataku: Cetesou

B3anmogericTeume ¢ nonb3osatenem: OTcyTCTBYEeT

CpefcTBa yCTpaHeHUs Ya3BUMOCTU: He onpeaeneHo

[aTa BoisBneHus / lata obHoBneHus: 2023-07-15 / 2023-07-15
CCbINKM Ha NCTOYHKK:

e http://helpx.adobe.com/security/products/coldfusion/apsb23-41.html
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KpaTkoe onvcaHve: [Nonb3oBaTensckmin HTepdenc nogmensl B Jenkins OpensShift Login plugin
NaoeHTudmkaTop yassumocTn: CVE-2023-37946

NaoeHTndmkaTop nporpammHon owmnbkn: CWE-384 dukcaums ceccmn

Ya3BuMbIn NpoaykT: Jenkins OpenShift Login plugin: 1.1.0.227.v27e08dfb_1a_20 - 1.1.0.227.v27e08dfb_1a_20
Kateropwus ys3BMMOro npogaykra: MpriknagHoe NporpamMHoe obecneyeHume

Cnocob akcnnyatauun: He onpeseneHo

MocneacTBma skcnyaTaumm: MNonb3oBaTensCknin HTepderc noagmeHsbl

PekoMeHAaLMKM N0 yCTpaHeHWo: [laHHasA ya3B1MOCTb YCTPAHAETCA oduLManbHbIM Natyem BeHA0pa. B CBA3M CO CIOXMBLLIENCA 0O6CTaHOBKOW
1 BBeAEHHbIMU CaHKUMAMM NPOTUB Poccuiickor ®eaepaumin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWS MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

Ouerka CVSSV3: 8.8 AV:N/AC:L/PR:N/ULR/S:U/C:H/IH/AH
BekTop aTaku: CeteBou

B3anmogencTeme ¢ nonb3osartenieM: TpebyeTcd

CpeacTtBa yCTpaHeHWs ya3BUMOCTW: He onpeseneHo

[JaTa BbiaBneHwa / lata o6HoBneHws: 2023-07-14 / 2023-07-14
CCbIIKM Ha UCTOYHWK:

e http://jenkins.io/security/advisory/2023-07-12/
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KpaTtkoe onucaHue: BeinonHeHe npon3soibHOro koga B Honeywell Experion PKS, LX and PlantCruise
NaoeHTudwkaTop yassumoctn: CVE-2023-24474
NoeHTndrkaTop nporpammHon owmnbkun: CWE-122 MepenonHeHue bydepa B AVHaMUYECKON NaMATH

Yassumbln NpoaykT: Honeywell Experion PKS, LX and PlantCruise:
Experion PKS go R520.2
Experion LX go R520.2
Experion PlantCruise go R520.2

Kateropus ya3BuMOro npogykra: [NprikiasHoe nporpaMMmHoe obecrneyeHne
Cnocob akcrnnyataumm: OTnpaska cneuyanbHO COOPMUPOBAHHbBIX AaHHbBIX.
MocneacTsna skcnyataumm: BoinmoiHeHe Npor3BOALHOMO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKLUMAMK NpoTne Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHWA NPOrPaMMHOI0O 0becrneyeHns
TONIbKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UIL:N/S:U/C:H/IEN/AN
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3oBatenem: OTcyTcTByeT

CpegfcTBa yCTpaHeHus ya3BUMOCTU: He onpeaeneHo

[JlaTa BbiaBneHuna / [lata ooHoBneHus: 2023-07-14 / 2023-07-14
CCbINKM Ha NCTOYHKK:

e http://process.noneywell.com
e Nttp://www.cisa.gov/news-events/ics-advisories/icsa-23-194-06
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KpaTtkoe onucaHue: BeinonHeHe npon3soibHOro koga B Honeywell Experion PKS, LX and PlantCruise
NaoeHTudmnkaTop yassumocTn: CVE-2023-22435
NoeHTndmkaTop nporpammHon owmnbkn: CWE-94 HekoppekTHOe ynpaBieHe reHepupoBaHnem Koaa (BHeApeHue Koaa)

Yassumbln NpoaykT: Honeywell Experion PKS, LX and PlantCruise:
Experion PKS go R520.2
Experion LX go R520.2
Experion PlantCruise go R520.2

Kateropus ya3BuMOro npogykra: [NprikiasHoe nporpaMMmHoe obecrneyeHne
Cnocob akcrnnyataumm: OTnpaska cneuyanbHO COOPMUPOBAHHbBIX AaHHbBIX.
MocneacTsma skcnyaTaumm: BoinmoiHeHe Npor3BOALHOMO KOAa

PekoMeHZaLmn No ycTpaHeHWto: JaHHas ya3BUMOCTb YCTPaHAeTCs 0duLIManbHbIM MaTyemM BEHAOPA. B CBA3M CO COXMBLUENCH 0O6CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPpoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecneyeHums
TONIbKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UIL:N/S:U/C:H/IEN/AN
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3oBatenem: OTcyTcTByeT

CpegfcTBa yCTpaHeHus ya3BUMOCTU: He onpeaeneHo

[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2023-07-14 / 2023-07-14
CCbINKM Ha NCTOYHKK:

e http://process.noneywell.com
e Nttp://www.cisa.gov/news-events/ics-advisories/icsa-23-194-06
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KpaTtkoe onucaHue: BeinonHeHe npon3soibHOro koga B Honeywell Experion PKS, LX and PlantCruise
NaoeHTudwnkaTop yassumoctn: CVE-2023-25178
NoeHTndrkaTop nporpammHon owmnbkn: CWE-345 HekoppekTHasa npoBepka AOCTOBEPHOCTY AaHHbIX

Yassumbln NpoaykT: Honeywell Experion PKS, LX and PlantCruise:
Experion PKS go R520.2
Experion LX go R520.2
Experion PlantCruise go R520.2

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob akcrnnyaTaumm: He onpegeneHo
MocneacTBua aKCNAyaTaLmm: BeinoaHeHe Npor3BOIbLHOIO KoAa

PekoMeHZaLmn Nno yCcTpaHeH to: JaHHas ya3BUMOCTb YCTPaHAETCH 0duLMaibHbIM NMaTyemM BEHAOPA. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKUMAMK NPpoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecneyeHums
TONIbKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3oBatenem: OTcyTcTByeT

CpegfcTBa yCTpaHeHus ya3BUMOCTU: He onpeaeneHo

[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2023-07-14 / 2023-07-14
CCbINKM Ha NCTOYHKK:

e http://process.noneywell.com
e Nttp://www.cisa.gov/news-events/ics-advisories/icsa-23-194-06
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KpaTtkoe onucaHue: BeinonHeHe npon3soibHOro koga B Honeywell Experion PKS, LX and PlantCruise
NoeHtudmkaTop ys3smumocTm: CVE-2023-25770
oeHTndmkaTop nporpammHoi owmnbkun: CWE-502 [leceprianu3aumns HegoBepeHHbIX AaHHbIX

Yassumbln NpoaykT: Honeywell Experion PKS, LX and PlantCruise:
Experion PKS go R520.2
Experion LX go R520.2
Experion PlantCruise go R520.2

KaTeropus ys3B1Moro npogaykra: lNpuknagHoe nporpaMmHoe obecrnedeHvie
Cnocob akcnnyataumm: OTnpaska cneumansHo CGOPMUPOBAHHBIX JAHHDBIX.
MocneacTBMS SKCMTyaTaunm: BelnoaHeHe NPOn3BOIbHOMO KOAa

PekoMeHZaLmn No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbBIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKLUMAMK NpoTne Poccuiickon Pesepall pekoMeHayemM yCTaHaBNBaTb OOHOBNEHWA MPOrPaMMHOI0 0becrneyeHns
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC.L/PR:N/UI:N/S:U/C:H/I:H/AH
BekTop ataku: Cetesou

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

CpeacTtBa yCTpaHeHWs ya3BMMOCTW: He onpeseneHo

[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2023-07-14 / 2023-07-14
CCblIKM Ha UCTOYHUK:

e http://process.honeywell.com
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KpaTtkoe onvcaHue: BeinonHeHe npon3BoibHOro koda 8 Honeywell Experion PKS, LX and PlantCruise
NaoeHTudmkaTop yassumocTn: CVE-2023-24480
NoeHTndmkaTop nporpammHon owmnbkn: CWE-121 MepenonHeHve bydepa B cTeke

Yassumbln NpoaykT: Honeywell Experion PKS, LX and PlantCruise:
Experion PKS go R520.2
Experion LX go R520.2
Experion PlantCruise o R520.2

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob akcrnnyaTaumm: He onpegeneHo
MocneacTBua aKCNAyaTaLmm: BeinoaHeHe Npor3BOIbLHOIO KoAa

PekoMeHZaLmn Nno ycTpaHeH to: JaHHas ya3BUMOCTb YCTPaHAETCH oduLIManbHbIM MaTyeM BeHAOPa. B CBA3M CO CIoXmBLUENCA 0O6CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPpoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecneyeHums
TONIbKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UIL:N/S:U/C:H/IH/AH
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3oBatenem: OTcyTcTByeT

CpegfcTBa yCTpaHeHus ya3BUMOCTU: He onpeaeneHo

[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2023-07-14 / 2023-07-14
CCbINKM Ha NCTOYHKK:

e http://process.noneywell.com
e Nttp://www.cisa.gov/news-events/ics-advisories/icsa-23-194-06
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KpaTtkoe onvcaHue: OTkas B obcnyxmsaHum 8 Honeywell Experion PKS, LX and PlantCruise
NaoeHTudmkaTop yassumocTn: CVE-2023-26597
NaoeHTndmkaTop nporpammHon owmnbkn: CWE-400 HekoHTpoMpyemoe UCMo/ib30BaHme PecypcoB (McuepnaHme pecypcos)

Yassumbln NpoaykT: Honeywell Experion PKS, LX and PlantCruise:
Experion PKS go R520.2
Experion LX go R520.2
Experion PlantCruise go R520.2

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob akcrnnyaTaumm: He onpegeneHo
MocneactBua akcrnayaTaumm: OTKas B 06CNyXUBaHMN

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKUMAMK NPOTnB Poccuiickon ®esepalmm pekoMeHayeM yCTaHaBNBaTb OOHOBEHA NPOrPaMMHOro obecrneyeHus
TONIbKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/AH
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3oBatenem: OTcyTcTByeT

CpegfcTBa yCTpaHeHus ya3BUMOCTU: He onpeaeneHo

[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2023-07-14 / 2023-07-14
CCbINKM Ha NCTOYHKK:

e http://process.noneywell.com
e Nttp://www.cisa.gov/news-events/ics-advisories/icsa-23-194-06
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KpaTtkoe onucaHue: MonyyeHne koHonaeHUansHom nHdopmaumm 8 Honeywell Experion PKS, LX and PlantCruise
NaoeHTudmkaTop yassumocTn: CVE-2023-25948
NaoeHTndmkaTop nporpammHon owmnbkun: CWE-394 HenpeaycMOTPeHHble KOAbl COCTOAHVIA IV BO3BPALLLaeMble 3HaueHUs

Yassumbln NpoaykT: Honeywell Experion PKS, LX and PlantCruise:
Experion PKS go R520.2
Experion LX go R520.2
Experion PlantCruise go R520.2

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob akcrnnyaTaumm: He onpegeneHo
MocneacTBua akCnayaTaumm: NonyyeHvie KoHGUAeHUMaNbHON MHGOpMaLIN

PekoMeHZaLmu Nno ycTpaHeH to: JaHHas ya3BUMOCTb YCTPaHAETCH 0durLMaibHbIM NaTyem BeHA0pPa. B CBA3M CO CoxmBLUECH 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKUMAMK NPpoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecneyeHums
TONIbKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UL:N/S:U/C:H/IEN/AN
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3oBatenem: OTcyTcTByeT

CpegfcTBa yCTpaHeHus ya3BUMOCTU: He onpeaeneHo

[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2023-07-14 / 2023-07-14
CCbINKM Ha NCTOYHKK:

e http://process.noneywell.com
e Nttp://www.cisa.gov/news-events/ics-advisories/icsa-23-194-06
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KpaTtkoe onucaHue: BeinonHeHe npon3soibHOro koga B Honeywell Experion PKS, LX and PlantCruise
NaoeHTudmkaTop yassumoctn: CVE-2023-25078
NoeHTndmkaTop nporpammHon owmnbkn: CWE-121 MepenonHeHve bydepa B cTeke

Yassumbln NpogykT: Honeywell Experion PKS, LX and PlantCruise:
Experion PKS go R520.2
Experion LX go R520.2
Experion PlantCruise go R520.2

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob akcrnnyaTaumm: He onpegeneHo
MocneacTBna aKCNAyaTaLmm: BeinoaHeHe Npor3BOIbHOIO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKLUMAMK NPoTnB Poccuiickon Pesepallin pekoMeHayemM yCTaHaBNMBaTb OOHOBNEHWA NPOrPaMMHOro obecrneyeH s
TONIbKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3oBatenem: OTcyTcTByeT

CpegfcTBa yCTpaHeHus ya3BUMOCTU: He onpeaeneHo

[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2023-07-14 / 2023-07-14
CCbINKM Ha NCTOYHKK:

e http://process.noneywell.com
e Nttp://www.cisa.gov/news-events/ics-advisories/icsa-23-194-06
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KpaTtkoe onucaHue: BeinonHeHe npon3soibHOro koga B Honeywell Experion PKS, LX and PlantCruise
NaoeHTudmnkaTop yassumocTn: CVE-2023-23585
NoeHTndrkaTop nporpammHon owmnbkun: CWE-122 MepenonHeHue bydepa B AVHaMUYECKON NaMATH

Yassumbln NpoaykT: Honeywell Experion PKS, LX and PlantCruise:
Experion PKS go R520.2
Experion LX go R520.2
Experion PlantCruise o R520.2

Kateropus ya3BuMOro npogykra: [NprikiasHoe nporpaMMmHoe obecrneyeHne
Cnocob akcrnnyataumm: OTnpaska cneuyanbHO COOPMUPOBAHHbBIX AaHHbBIX.
MocneacTsma skcnyaTaumm: BoinmoiHeHe Npor3BOALHOMO KOAa

PekoMeHZaLmn No ycTpaHeH to: JaHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyemM BeHAOPA. B CBA3M CO CoXmBLUECH 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPpoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecneyeHums
TONIbKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3oBatenem: OTcyTcTByeT

CpegfcTBa yCTpaHeHus ya3BUMOCTU: He onpeaeneHo

[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2023-07-14 / 2023-07-14
CCbINKM Ha NCTOYHKK:

e http://process.noneywell.com
e Nttp://www.cisa.gov/news-events/ics-advisories/icsa-23-194-06
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KpaTtkoe onucaHue: MexcanToBbi ckpunTuHr B Zimbra Collaboration
NaoeHTudwrkaTop ya3srMocT: None

NoeHTudwrkaTop nporpammHorn owmbku: CWE-79 HekoppekTHas HenTpanv3auns BXOAHbIX AaHHbBIX MPY reHepupoBaHUM BeO-CTPaHMLL
(MexcarToBOe BbIMOJIHEHVEe CLeHapueB)

Yassumbln npoaykT: Zimbra Collaboration: 8.8.15 - 8.8.15 Patch 40

Kateropus ya3BuMOro npogykra: [NprikiasHoe nporpaMMmHoe obecrneyeHne

Cnocob akcrnyataumm: OTKpbITe MOb30BaTeNeM CreLmanbHO CO34aHHON BPeJOHOCHOM BeO-CTPaHNLbI.
MocneacTsma skCryaTaummn: MexcanToBbI CKDUNTUHT

PekoMeHZaLmn Mo YCTpaHeHWIO: [pUHATE Mepbl MO YMEHbLUEHNIO YPOBHSA OMacHOCTW, YKa3aHHble Ha 0GuLManbHOM Carite BeHAOPa.
OueHka CVSSvV3: He onpeseneHo

BekTop ataku: He onpeaeneHo

B3anmogencTBme c nonb3osaTtenieM: He onpeaeneHo

CpeAcTtBa yCTpaHeHUs ya3BMMOCTU: He onpeseneHo

[JlaTa BbidBneHuna / [lata o6HoBnenus: 2023-07-13 / 2023-07-13

CCbISIKN Ha NCTOYHUK:

e http://info.zimbra.com/security-update-zimbra-collaboration-suite-version-8.8.15-important
e Nttp://twitter.com/maddiestone/status/1679542322772721664




