BmecTe Ha BonHe
LMdppoBU3aLIUK

MockBa » IKCNOLUEHTP
26-27 mapTta 2019

IInzanH coBpemMeHHOM
kKoprnopatusHou LAN ceTwm,
yacTb 2

Omutpun leMuH
CuctemHbin nHxeHep, Cisco
CrtaHucnas Pbinanos

CucteMHbIn nHxeHep, Cisco

NI
CISCO







Uto Takoe SD-Access?
Campus Fabric + Cisco DNA Center

NCP

ISE 5 NDP
@ Cisco DNA %
Center

Cisco Connect 2019

= SD-Access (c aBrycta 2017)

GUI-nopxon obecneunBaetr
aBTOMaTU3auUMIO npouecca
pa3BepTbiBaHUSA U BCEro
OanbHEWLEro XmM3HeHHoro umkna
KamnycHon doabpuku

Cisco DNA Center coueTaeT B cebe

CUCTEMbDI YNpPaBfeHNsa CETAMMU
LAN/WLAN/WAN u nonutukomn

= Campus Fabric (c okTa6ps 2016)

CLI/API-nogxop ans nocTpoeHus
KamMnyCcHon ¢oabpunku Ha OCHOBE
oBepnes LISP+VXLAN+CTS

MHO)XeCTBO pa3/IMuHbIX CUCTEM
ynpaBneHus!

© 2019 Cisco and/or its affiliates. All rights reserved.

CISCO



SD-Access: KoHuenuusa
HaJ'IO)KeHHaFI TOMOIOINNA U MHKaI'ICyJ'IFILl,Mﬂ

OBepnen __— Control Plane oBeprnes

[TorpaHnuHOE YCTPOUCTBO [TorpaHMuHOE YyCTPONCTBO

XocCTbl

(OkoHeuHble
yCTPOMKCTBA)

OnopHas ceTb \ Control Plane onopHoun ceTu

Cisco Connect 2019 TInr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.



SD-Access: KoHuenuus
Peannsauynsa 6a30BbiX TpeboBaHuU K |T

PasneneHue «TpaHcnopra» U «CepBuUcOB»

[Nonb30o-
BaTeNu

nDOCTOM HafAEXHbIM TPaHCMOPT [ MbKMe BUpPTYyanbHbIE CEPBUCHI
- PesepBupoBaHne yCTPOUCTB M KaHanos « MobunbHocTb - COOTHECEHNE XOCTOB C
- MoppepykaHue TpaHcnopTa MNPOCTbIM U NIErKo NMOrpaHUUHbIMU YCTPONCTBaAMMU
ynpaensemMbiM - Cepsuchbl U nonntnka - Peannsauusa B oBepnee
- OnTnmmnzauma o6paboTkn NakeTos - MacuwTtabupyemocTtb - OnTumMmusaums o6bema
- VYBenuueHue gocTtynHocTtu cetn (HA) OaHHbIX npoTokonoB Control Plane

« 'M6KOCTb M NPOrpamMMmMpyemMocTb

Cisco Connect 2019 TInr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.




PacnpepneneHue
posien U1 Bblbop
obopynoBaHuS



SD-Access: ApxuTeKTypa
PacnpepneneHune poneun B gabpuke

|  Cisco DNA
Identity NCP e Automation
Services 5 ="
— NDP
"""""" Cisco DNA % & e Cisco DNA
Assurance

Fabric Wireless

Controller

Fabric Border
Nodes

Control-Plane
Nodes

|
|
|
|

Intermediate N
Nodes (Underlay) | ™=

Campus
Fabric

________
‘‘‘‘‘‘
~ =

Fabric Edge
Nodes

~
~
~
~.
.
Y
~

Cisco Connect 2019

Cisco DNA Automation (DNAC) - npocToi
rpapmueckunm nNonb3oBaTeNbCKUN MHTEPdENC ans
yrnpaeneHus, asTomatusauun (NCP) n obmeHa
KOHTEKCTOM

Cisco DNA Assurance (DNAC) - C60p gaHHbIX
(NDP) n aHanus TenemeTpumn MHPOPMaLIMOHHbIX
MOTOKOB OT KITMEHTOB U MPUMOXEHUNA, MOHUTOPUHT
COCTOSIHUS (habpukmn

Identity Services (ISE) - Cepsucbl AAA 1 KOHTPONS
JocTyna ons AMHaMUMUEecKOoro npuMeHeHus rpynn u
NONUTUK 6Ee30MacHOCTU K KITMeHTam

Control-Plane Nodes - Cuctema cooTBeTCTBMA AN
COOTHECEHMS KITMEHTA U CETEBOro YCTPOMCTBA, K
KOTOPOMY OH MOgKNtoueH

Fabric Border Nodes - CeTeBoe yCTPOMCTBO
dabpukm (Hanp. Aapo) ana NoOKMOUEHUS BHELLHUX
ceten K chabpuke SD-Access

Fabric Edge Nodes - CeTeBoe yCcTpOMCTBO habpuku
(Hanp. JocTyn) Ang NOAKIOUYEHUSA KITMEHTOB U TOUeK
paguopocTyna K dabpuke SD-Access

Fabric Wireless Controller (WLC) - KoHTponnep
6ecrnpoBOAHbIX CETEN, UHTENPUPOBAHHbIN C
dabpukon SD-Access

TInlIr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.



SD-Access: Ponb Control Plane Nodes
DYHKUMK N 3agaum

Control-Plane Nodes BenyTt Host Tracking Database (HTDB) ons ueHTpanM30BaHHOIro XpaHeHUsa akTyanbHOM

MHOPMaLMKU O MECTOMONOXEHUN KITMEHTCKUX YCTPOUCTB U Npedmnkcon
Networks
(B )uy
-)

« OrtBeuaeT Ha Bonpoc, 3a kakumn Edge Nodes HaxoguTcs
aaHHbIn Endpoint ID unu npedukc?

« [Moppep»xuBaeT pa3Hble TUNbl 3anpocos (no agpecam IPv4,
IPv6 nnu MAC)

Known
Networks
-
&

-

- HTDB nonyuaet ceBegeHnus 06 Endpoint ID npu
noaknuyeHun n/vnmn poymunre ot Edge, a Takxke ot
Border Nodes gnsa “nssectHbix” IP-npedunkcos

* Pe3oneut 3anpocbl oT Edge u/vnu Border Nodes gns
ornpeneneHnss MeECTONONOXeHUS UCKOMbIX Endpoint IDs - - -y

Cisco Connect 2019 TInr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.



SD-Access: Ponb Control Plane Nodes
Bbibop o060pyanoBaHus

@ For more details:cs.co/sda-compatibility-matrix

Catalyst 9300 Catalyst 9400 Catalyst 9500

« Catalyst 9300 « Catalyst 9400 « Catalyst 9500
 1/mG RJ45 * Sup1/Sup1XL « 40/100G QSFP
« 10/25/40/mG NM « 9400 Cards « 1/10/25G SFP

Cisco Connect 2019 TInr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.


http://cs.co/sda-compatibility-matrix

SD-Access: Ponb Control Plane Nodes
Bbibop o060pyanoBaHus

@ For more details:cSs.co/sda-compatibility-matrix

Catalyst 3K Catalyst 6K ISR 4K & ENCS ASR1K

» Catalyst 3650/3850 » Catalyst 6500/6800 « ISR 4430/4450 « ASR 1000-X
.+ 1/mG RJ45 . Sup2T/Sup6T . ISR 4330/4450 . ASR 1000-HX
- 1/10G SFP - C6800 Cards * ENCS 5400 . 1/10G RJ45
- 1/10/40G NM Cards . C6880/6840-X * ISRv/CSRv - 1/10G SFP

Cisco Connect 2019 TInlIr

- — _ CiIsco
© 2019 Cisco and/or its affiliates. All rights reserved.



http://cs.co/sda-compatibility-matrix

SD-Access: Ponb Edge Nodes

DYHKUMK N 3agaum

Edge Nodes ob6ecneumBatoT NnogknOUeHUe nonb3oBaTtenen / yCTPoOUCTB K habpuke

« OTBETCTBEHHbI 3a NPUMEHEHKEe NONUTUK (Hanpumep,
ayTeHTudukaummn/asTopmnsaumm — ctatnuyeckon, 802.1x
Open, 802.1x Closed)

Unknown
Networks

Known
Networks

«  Pernctpupytot Endpoint ID (/32 vnn /128) Ha Control-
Plane Node(s)

« O6ecneumnBatoT Anycast L3 Gateway ans nogknOUEeHHbIX
ycTponcTs (oauHakoBble IP-noaceTtu Ha Bcex Edge

nodes)
«  BblinonHAKOT MHKancynaumio / neKancynqumovaachKa - o o
019 BCEX MOOK/MIOUEHHbIX KIIMEHTCKUX YCTPOUCTB < 5 «

Cisco Connect 2019 TInr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.



SD-Access: Ponb Edge Nodes
Bbibop o060pyanoBaHus

. For more details:cs.co/sda-compatibility-matrix

Catalyst 9200 Catalyst 9300 Catalyst 9400 Catalyst 9500

TG G GENN LU CHSG G DURED GEUSS WA D | g lesssisess g

wm ® S
ey !

- szhw&vmpmw&zxpny.w W»Hwamxux&a'&m&' SIS

S ST S
TR T R e O (T =====‘

+ Catalyst 9200/L" « Catalyst 9300 « Catalyst 9400 » Catalyst 9500

 1/mG RJ45  1/mG RJ45 * Sup1/Sup1XL « 1/10/25G SFP

« 1G SFP (Uplinks) « 10/25/40/mG NM « 9400 Cards « 40/100G QSFP
Cisco Connect 2019 ]

CISCO

© 2019 Cisco and/or its affiliates. All rights reserved.


http://cs.co/sda-compatibility-matrix

SD-Access: Ponb Edge Nodes
Bbibop o060pyanoBaHus

cs.co/sda-compatibility-matrix

Catalyst 3K Catalyst 4500E Catalyst 6K

« Catalyst 3650/3850 « Catalyst 4500E « Catalyst 6500/6800
 1/mG RJ45 « Sup8E/Sup9E (Uplink) e Sup2T/Sup6T
« 1/10G SFP « 4600/4700 Cards (Host) « C6800 Cards

1/10/40G NM Cards

C6880/6840-X

Cisco Connect 2019 TInr
CiIsco


http://cs.co/sda-compatibility-matrix

SD-Access: Ponb Border Nodes
DYHKUMK N 3agaum

Border Nodes - 3TO TOUukM BXofa / BbIxoda KIIMEHTCKOro Tpaduka B habpuky / ns pabpumku

CyuwecTtByeT 3 Tuna Border Nodes:

« Internal Border (Rest of Company) - [1na nogkntoueHus
TOJbKO K «n3BeCTHbIM» cermMmeHTam ceTu (Kak npasuno,
BHYTPU KOPNOpPaTUBHON CETH)

«M3BeCTHbIEN

« External Border (Outside) - [Ina nogkntouenunsa TOJTIbKO
K «HEM3BECTHbIM» CErMeHTaM BHeLlHen ceTu (kak
npasuno, MHTepHeT u/vnu obnaka)

« Internal + External (Anywhere) - [1na nogkntoueHus K
TPaH3UTHbIM 30HaM M «M3BECTHbIM» CErMEeHTaM CEeTH - - -
(coBmeLLeHHas ponb)

Cisco Connect 2019 TInr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.



SD-Access: Ponb Border Nodes
Bbibop o6opynoBaHus

ToUTTTTEEEEERTT
« Catalyst 9300 « Catalyst 9400 » Catalyst 9500
 1/mG RJ45 * Sup1/Sup1XL « 1/10/25G SFP
« 10/25/40/mG NM * 9400 Cards « 40/100G QSFP

Cisco Connect 2019

For more details:cs.co/sda-compatibility-matrix

TInlIr
CiIsco


http://cs.co/sda-compatibility-matrix

SD-Access: Ponb Border Nodes
Bbibop o060pyanoBaHus

For more details:cs.co/sda-compatibility-matrix

* EXTERNAL ONLY

Catalyst SK Catalyst 6K Nexus 7K ISR 4K ASR 1K

/

W —— —— —— Y DD

» Catalyst 3650/3850 « Catalyst 6500/6800 * Nexus 7700 * ISR 4300/4400 « ASR 1000-X/HX
* 1/mG RJ45 e Sup2T/Sup6T « Sup2E «  AppX (AX) «  AppX (AX)

« 1/10G SFP + C6800 Cards + M3 Cards « 1/10G RJ45 * 1/10G ELC/EPA
* 1/10/40G NM Cards + C6880/6840-X « LAN1K9 + MPLS « 1/10G SFP « 40G ELC/EPA

Cisco Connect 2019 TInr
CiIsco


http://cs.co/sda-compatibility-matrix

SD-Access: Ponb Fabric Enabled WLC
DYHKUMK N 3agaum

Fabric Enabled WLC uHTerpupyetcs B habpuky SD-Access

« [MopkntouaeTtcsa K pabpuke uepes Border (Underlay)

& Ctrl: CAPWAP

& Data: VXLAN

«HeunsBecTHbiE
@ cetu

(""_)\ (-_’

« Fabric Enabled APs nogkntouatotcsa kK WLC (CAPWAP),
“cnonb3ys BbigeneHHbin Host Pool (B Overlay)

« Data Plane Fabric Enabled Touek goctyna nogkntoueH K
Edge, ncnonbasysa VXLAN

« Tpaduk 6ecnpoBogHbix kKnneHToB (SSIDs) npuxoguT Ha
Edge Node n obcnyxuBaeTcs Tak Xe, Kak Tpadpumk
NPOBOAHbIX KITMEHTOB

* Fabric Enabled WLC peructpupyet knueHToB Ha Control

Plane Nodes (kak pacnono»eHHbix Ha aaHHom Edge +
AP)

Cisco Connect 2019 TInr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.



SD-Access: Ponb Fabric Enabled WLC
Bbi6bop obopyaoBaHus

cs.co/sda-compatibility-matrix

* COMING SOON * No IPv6, AVC, FNF

AireOS WLC Catalyst 9800 Wave 2 AP Wave 1 AP
(o) i |

« 1800/2800/3800 « 1700/2700/3700
« AIR-CT3504 « Catalyst 9800-40/80 1500 and 4800 « 3600 with 11ac
« AIR-CT5520 « Catalyst 9800-CL e 802.11ac Wave2 « 802.11ac Wave1
« AIR-CT8540 « C9K Embedded WLC « 1G/mG RJ45 (Uplink) « 1G/mG RJ45 (Uplink)
. TInlIr
Cisco Connect 2019 CISCo

© 2019 Cisco and/or its affiliates. All rights reserved. © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public


http://cs.co/sda-compatibility-matrix

SD-Access: Fabric Underlay
[TocTpoeHue Fabric Underlay - Manual nnn Automated

Manual Underlay LAN Automation

Ucnonb3yuTe cywecTByowyto cetb Kak Fabric NMonHoCTbIO aBTOMATU3UPYHUTE pa3BepTbiBaHUE CETU
Underlay! Fabric Underlay!
+ KmouesBblie TpeboBaHus  KnrwouesBble Tpe6oBaHus

* |P-cBsasHocTb Mexpy Edge v Edge/Border/CP * Wcnonb3oBaHne ctaHgapTHoro PNP

«  Moxert 6biTb L2 unu L3 (pekomenayetca L3) * Hynesas KoHuUrypauuns yCTpPOUCTB

«  MoxerT 6biTb ntoboi IGP (pekomeHayeTtcs ISIS) *  Wcnonb3oBaHue Global “Underlay” Address

Pool

+ Heo6xogumo yuuTbiBaTb
«  MTU (Fabric Header no6aenset 50 6aiT)
« 3apepxka (RTT He 6onee 100 mc)

« Heob6xogumo yuutbiBaThb

« TpebyeTcsa npensapuTenbHas HACTPOMKaA
Seed Device

* 100% wabnoHHble KOHMpUrypaumm

Cisco Connect 2019 Fabric Underlay - OnopHas ceTb “CII'S:élc;.

© 2019 Cisco and/or its affiliates. All rights reserved.



Control-Plane
LISP



SD-Access: LISP
[Touemy LISP?

1. Control-Plane Ha ocHoBe LIS

S
B
MpoTokonbl MapwpyTmM3aunn = bonblne Tabnuubl 1 Fabric DB + k3w = KoMmnakTHble Tabnuubl 1 MeHbLue
Bblwe Harpy3ka Ha CPU Harpy3ka Ha CPU

+ Local L3 Gateway + Anycast L3 Gateway

Ho [NOCIJIIE

IP-agpec = mecTononoxeHue + naeHTuduKauus NoeHTudukaums otoeneHa oT MeCTOMNOMOXEHUS

Prefix RLOC
Prefix Next-hop Toratoniod
192.58.28.128 Prefix Next-hop 189.16.17.89 171.68.226.120
22.78.190.64 a bl Ll el 172.16.19.90 171168.226.120

172.16.19.90 171.68.226.120

KOHCcONMaun-
poBaHbl B B[]

Prefix Next-hop
171.68.226.120
171.68.226.121
17168.226.120
171.68.228.121
171.68,226.120 )
171.68.226.121 Prefix Next-hop
171.68.226.120 189.16.17.69 171.60.226.120
171.68.228.121 7278150 64 17168.226121
171.68.226,120 17216.19.90 171.68.226.120
171.68.226.121 192.58.28.128 171.68.228.121
171.66.226.120
7.68.228.121
171.68.226.120
2 6 171.66.226.121
172161990 171.68.226.120
192:56.28.128 171.68.228121 -
Prefix Next-hop
Prefix Next-hop 189.16.17.89 171.68.226.120
189.16.17.89 171.68.226.120 22.78.190.64 171.68.226.121
22.78.190.64 171.68.226.121 172.16.19.90 171.68.226.120
17216.19.90 17168.226.120 192:56.28.128 718228121
192:56.26.128 718,228,121
189.16.17.89 171.68.326.12(
227815064 171.68.226:121
172.16.19.90 171.68.226.120 -
MapLpyTbl: KnueHTbl + MapupyTbi: Tonbko [l Topology Routes
- 189.16.17.89 171.68.226.120 -
227819064 171.66.226.121

Tononorus T e KMEHTDI [l Endpoint Routes

192.58.28.128 17168.228.121

Cisco Connect 2019 TInlIr

CiIsco
© 2019 Cisco and/or its affiliates. All rights reserved.




SD-Access: lNpuHuun pa6boTbli
Control Plane Register & Resolution

0 Branch

Cache Entry (on ITR) " Fpe xoct 10.2.2.27?
10.2.2.2/32 > (2.1.2.1) %P Req Fabric Control Plane

5.1.1.1

2.1.1.1 2.1.2.1

Database Mapping Entry (on ETR)
10.2.2.4/32 > (13.1.2.1)

Database Mapping Entry (on ETR)
10.2.2.2/32 > (2.1.2.1)

10.2.2.3/16 10.2.2.2/16 10.2.2.5/16 10.2.2.4/16

N J
Y

Cisco Connect 2019 MopceTb 10.2.0.0/16 pacTtaHyTa no Edge Nodes 'lcllgélt;.




Data-Plane
VXLAN



SD-Access: VXLAN
Mouemy VXLAN?

1. Control-Plane Ha ocHoBe LISP
2. Data-Plane Ha ocHoBe VXLAN

ORIGINAL
ETHERNET PAYLOAD PACKET
Tonbko L3-

oBepnen

PACKET IN

ETHERNET PAYLOAD LISP

L2unlL3-
oBepnen

PACKET IN

ETHERNET IP UDP VXLAN ETHERNET PAYLOAD VXLAN

Cisco Connect 2019 TInlIr

CiIsCoO
© 2019 Cisco and/or its affiliates. All rights reserved.




-1 Next-Hop MAC Address 000
3aronosok VXLAN-GPO s
. - _..-1 Src VTEP MAC Address
u A
MAC-in-IP + VN ID + Group ID
&~
Source MAC 48
VLAN Type 16 L 14 Bytes IP Header 72
0x8100 (4 Bytes Optional) Misc. Data
VLAN ID 16 Protocol 0x11 (UDP) |8
pu—
Ether Type Header 16
o Outer MAC Header 0x0800 ©) ]  checam - 20 Bytes
-
v Source IP |32
-8 / S "1 Src RLOC IP Address
- Outer IP Header - Dest. IP 32
Source Port v-.,16 "' "J+1 Dst RLOC IP Address
UDP Header + DestPort o (16
... -8 Bytes "'--.., Hash of inner L2/L3/L4 headers of original frame.
UDP Length 16 | - Enables entropy for ECMP load balancing.
—
— VXLAN Header #
Checksum 0x0000 |16 UDP 4789
Inner (Original) MAC Header
h . Allows 64K
Inner (Original) IP Header VXLAN Flags RrRRIRRR |8 possible SGTs
% , Segment ID 416
% ~ 8 Bytes
2 Original Payload N ID o
O g y DA S ST Allows 16M
h— ~ Reserved 8 possible VRFs
‘ TInlIr

s reserved.

CISCO






SD-Access: CTS
[Touemy He Tonbko CTS?

1. Control-Plane based on LISP
2. Data-Plane based on VXLAN

3. Policy-Plane based on CTS

a
Scalable Group Tagging
VRF + SGT

ETHERNET IP UDP VXLAN ETHERNET P PAYLOAD Q\

Cisco Connect 2019 ///‘\\\\ TInr
© 2019 Cisco and/or its affiliates. All rights reserved.

CISCO




SD-Access: CermeHTauus
MakpoyposeHb Ha ocHoBe VN (VRF)

/
XS

K
¢ Yo X

Building Management
VN

Cisco Connect 2019

®abpuka
SD-Access

[MepBbii YPOBEHb CErMEHTaLINK

KOHCONUAOnpoBaTb MHOIO CETEU B

\e,D,VIHOM management plane.

" Virtual Network (VN)

UCK/IloUaeT B3aumMoaencTBue Mexay
BUPTYanbHbIMK ceTAMU. BO3MOXXHOCTb

J

© 2019 Cisco and/or its affiliates. All rights reserved.

TInlIr
CiIsco



SD-Access: CermeHTauus
MukpoypoBeHb Ha ocHoBe SG (CTS)

Dabpuika / Scalable Group (SG)\

SD-Access
BTopown ypoBeHb cermeHTauum

obecneunBaeT KOHTPOsb AOCTYNA
Ha OCHOBe posien Mexay AByMSA
roynnamu B npegenax Virtual

\ ( &-v['& \ Network. Mo3sonseT

-

.'.‘0_'[. .'.‘0 CErMeHTUpoBaTb CETb, Hanpumep no
- Py &4*»& HanpasneHuam 6usHeca Unu
"L*’.O‘ & & @/HKLIMFIM. /
2R P x
Building Management Campus Users

VN Y, \_ VN )

Cisco Connect 2019
CIsSCO

© 2019 Cisco and/or its affiliates. All rights reserved.




NONUTUKN OABPUNKN

SD-Access: CermeHTauus _— R
MukpoypoBeHb Ha ocHoBe SG (CTS) o ©

Employees CPOEnélr\j;f Production
CISCO
DNA CENTER
©O O O
Empl Contractors  Production Development
CISCO ISE

3ATPY3KA MONMNTUK

’ \ ~
7/ \ -~
4 Ay

¥ "
(-_’ (-_’

FABRIC NODES afraln
CISCOo

Cisco Connect 2019

© 2019 Cisco and/or its affiliates. All rights reserved.



YnpasneHue U
opKecTpauus



SD-Access: YnpaBneHue
KOMMNOHEHTbI U MHTEPdENCHI

DN1-HW-APL
DNA Center Appliance

SNS 3500 Series
ISE Appliance

. Cisco DNA Center 1

{ Design | Policy | Provision | Assurance J

|ldentity & Policy | Automation Assurance
Identity Services Engine APL Network Control Platform AP Network Data Platform
”””””””””””””””””””””””””” NETCONE

SNMP
SSH

AAA HTTPS

RADIUS NetFlow

EAPoL Syslogs

Cisco Switches | Cisco Routers | Cisco Wireless
Cisco Connect 2019 il

CISCO

© 2019 Cisco and/or its affiliates. All rights reserved.



Cisco DNA Center

Bbibop Moaenen n xapakTepucTuUku

DN1-HW-APL
(Clusters with

same SKU and
DN2-HW-APL)

DN2-HW-APL

(Clusters with
same SKU and
DN1-HW-APL)

DN2-HW-APL-L

(Clusters with
same SKU only)

Cisco Connect 2019

Based on UCS M4
44 cores

256 GB RAM

12 TB SSD

List Price: $77,160

Based on UCS M5
44 cores

256 GB RAM

16 TB SSD

List Price: $88,674

Based on UCS M5
56 cores

384 GB RAM

16 TB SSD

List Price = $147,495

5000 Devices
1000 Switches/Routers/WLC + 4000 APs

25,000 Clients

5000 Devices
1000 Switches/Routers/WLC + 4000 APs

25,000 Clients

8000 Devices
2000 Switches/Routers/WLC + 6000 APs

40,000 Clients

Small or
Medium

Small or
Medium

Medium or
Large

U ID
CISCO



Cisco DNA Center

OTkasoycTonumBblii knactep (HA)

1 wnu 3 cepBepa B KnacTtepe (6yaeT 6onbLue)

- HeueTHO€e unucno gnsg OOCTUXXEHUS KBOpyMa B
pacnpeneneHHon CUCTeEME

Pa6boTtaeTt Kak 1 normueckum cepBeep
- Mopkntouenune K Virtual (Cluster) IP

- BO3MOXHOCTb NOOKMOUEHUS K MHOMBUOYANbHbIM
yanam (no SSH)

Individual apps on Maglev

2 y3na active/sharing + 1 redundant

- YacTb cepBUCOB pacnpenenseTcs no pasHbiM
yanam (Hanpumep, b[)

- [pyrasa yacTtb paboTaeT B OQHOM 3K3EMMAPE U
MUTPUPYET Mexay y3namu

EpvHaa cuctema ynpasneHus Cisco DNA (Automation + Assurance)

Cisco Connect 2019 TInr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.



Cisco DNA Center: UuTerpauus c Cisco ISE

Ponb Cisco ISE B SD-Access

] CeteBble
0 [JIEI _________ YCTpOMUCTBA
\888|
Devices
Things N
(i o h
ISE-PSN
Users Authorization Policy
S @ ---------- if Employee then  SGT 10
Users if Contractor then  SGT 20
if Things  then SGT 30

Cisco Connect 2019

<«— Config Sync —

ApMmuHucTpartop/OnepaTtop

DNA-Center

4—"/
@- — Context —»
ISE-PAN /

I
AN @@/

ISE-MNT

8.

ISE-PXG
oo,@'p Exchange Topics
©
SGT Name: Employee = SGT 10
SGT Name: Contractor = SGT 20

SessionDirectory*

Bob with Win10 on CorpSSID

* Future Plan

TInlIr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.



Cisco DNA Center: lNpouecchbl
4 Step Workflow

> =0 ---e.3 s2ee0ee T, @ )

° a0 (s s s s e s e € g8 N - — ——

Lol  semies 8 . gl - ()

* Global Settings * Virtual Networks * Fabric Domains * Health Dashboard
« Site Profiles  |ISE, AAA, Radius « CP, Border, Edge « 360° Views
« DDI, SWIM, PNP  Endpoint Groups « Fabric WLC, AP * Net, Device, Client
 User Access * Group Policies « External Connect  Path Traces

SYStEMISEingsisantegraton

App Management & High Availability

Cisco Connect 2019
CIsSCO

© 2019 Cisco and/or its affiliates. All rights reserved.
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SD -Access: MaCI.I.ITaGVI po BaH “e * Per DNAC Cluster - across one or all Fabric Domains

" Per Fabric Site - up to total number of Fabric Nodes

*ﬂ'nﬂ S D _AcceSS 1 . 2 * Stack of Switches is considered a single Fabric Node

* Single DNAC Cluster = 3 DNAC Appliances (2+1 in HA)

Total Fabric Domains 20
Total Fabric Sites * 200
Control Plane Nodes " 2
Default Border Nodes " 4
Fabric Nodes (Edge, Border, CP, WLC) * 500 *
Non-Fabric Nodes (Intermediate, Extended, Routers) * 1,000
Total Endpoints (including APs) * 25,000
Access Points (counted as Endpoints) * 4,000
Total Virtual Networks (VRFs) * 64
Total IP Pools * 500
Total Groups (SGTs) * 1,000
Total Policies * 1,000
Total Contracts * 500

Cisco Connect 2019 NINr
Cisco



SD-Access: Ponb Edge Nodes

MpoussoguTenbHocTb nnatdopm (SD-Access 1.2)

Catalyst Catalyst
3650 3850

Catalyst 4K
(Sup8E)

Fabric Constructs

Catalyst 9300

Catalyst 9400

Catalyst 9500

Virtual Networks 64 64 256 64

Local End Points

(Host Entries) 28 AU i R
SGT/DGT Table
4K 4K 8K 2K
SGACLs
(Security ACEs)
1350 1350 5K 1350

Cisco Connect 2019

256

4K

8K

18K

256

4K

8K

18K

NINr
Cisco



SD-Access: Ponb Edge Nodes
MpoussoguTenbHocTb nnatdopm (SD-Access 1.2)

Fabric Constructs

Number of User VN (VRFs) 256 4 1
Fabric Enabled Wireless Yes No (In Roadmap) No
eWLC Yes No No
Fabric in a box Yes No No

Cisco Connect 2019 NINr
Cisco



SD-Access: Ponb Border Nodes
MponssoamnTenbHocTb nNnatdopm (SD-Access 1.2)

Fabric
Constructs

Virtual Networks

SGT/DGT Table

SGACLs (Security
ACEs)

Control Plane
Entries with
Co-Located
Border

IPv4 Fabric
Routes

IPv4 Fabric
Host Entries

Cisco Connect 2019

Catalyst
3850-XS

4K

1500

3K

8K

16K

Catalyst Catalyst Catalyst Catalyst Catalyst Nexus ASR1K / CSR1Kv
9300 9400 9500 9500H 6800 N7700 ISR4K

8K

5K

16K

4K

16K

8K

18K

SUP1 = 50K
SUP1XL=80K

SUP1 = 10K
SUP1XL=20K

SUP1 = 50K
SUP1XL=80K

8K

18K

80K

48K

96K

8K

18K

80K

48K

96K

30K

12K
30K (XL)

25K

256K
1M (XL)

16K

16K

Not
Supported

500K

32K

62K

64K

200K / 100K
(16GB)

100K / 50K
(8GB)

4M (16GB)
1M (8GB)

n.a.

n.a.

n.a.

200K

n.a.

NINr
Cisco



SD-Access: Fabric in a Box
MponssoamnTenbHocTb nNnatdopm (SD-Access 1.2)

Virtual Networks 256 256 256
Local End Points/Hosts 4K 4K 4K
SGT/DGT Table

8K 8K 8K

SGACLs (Security ACEs)
5K 18K 18K

Cisco Connect 2019 NINr
Cisco



SD-Access: Fabric Enabled Wireless
MpoussoguTenbHocTb nnatdopm (SD-Access 1.2)

Number of AP’s

Number of end

SDA Design

3504

5520

8504

Catalyst 9800

Cisco Connect 2019

150

1500

6000

Up To 6000

points

3000

20,000

40,000

Up To64,000

Small

Small or Medium

Medium or Large

Small, Medium or Large

NINr
Cisco



Cisco DNA Software Subscription

Cisco ONE Suites
or Ala Carte Model

Available for Current Catalyst 3K, 4K, 6K and Next Generation Catalyst 9K Series

&b

Ongoing License Software Support OpEXx Lower
Innovation Portability Included Preference Entry Costs

Cisco Connect 2019 TInlIr
CISCO

© 2019 Cisco and/or its affiliates. All rights reserved.



SD-Access: [lononHutenbHasa uHcpopmaLuums
XoTuTte y3HaTb 6onblue? https://www.cisco.com/

cisco.com/go/sdaccess cisco.com/go/dna cisco.com/go/dnacenter
- SD-Access At-A-Glance cisco.com/go/cvd « Cisco DNA Center At-A-Glance
« SD-Access Ordering Guide « SD-Access Design Guide » Cisco DNA ROQOI Calculator
» SD-Access Solution Data Sheet « SD-Access Deployment Guide » Cisco DNA Center Data Sheet
» SD-Access Solution White Paper . SD-Access Segmentation Guide » Cisco DNA Center 'How To' Video
Resources

Cisco Connect 2019 TInr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.


https://www.cisco.com/
https://cisco.com/go/cvd
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Software-Defined-Access-Design-Guide-2018APR.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Software-Defined-Access-Deployment-Guide-2018APR.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Software-Defined-Access-Segmentation-Design-Guide-2018MAY.pdf
https://cisco.com/go/dnacenter
https://www.cisco.com/c/dam/en/us/products/collateral/cloud-systems-management/dna-center/at-a-glance-c45-739010.pdf?oid=aagen000249
https://dnaroi.cisco.com/go/cisco/dnaroi/index.html?lang=en-us&ccid=cc000006&oid=caten000241
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/application-policy-infrastructure-controller-enterprise-module/datasheet-c78-739052.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/video-resources.html
https://cisco.com/go/sdaccess
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/software-defined-access/at-a-glance-c45-738181.pdf?oid=aagen000292
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/software-defined-access/guide-c07-739242.html
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/software-defined-access/solution-overview-c22-739012.pdf?oid=sowen000311
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/software-defined-access/white-paper-c11-739642.html
https://cisco.com/go/dna

SD-Access: [lononHutenbHasa uHcpopmaLuums
XoTtuTe y3HaTb 6onblie? https://www.ciscolive.com

Cisco SD-Access Fabric:

Cisco SD-Access - A Look Under the Hood - BRKCRS-2810

Cisco SD-Access - Technology Deep Dive - BRKCRS-3810
Cisco SD-Access - Connecting Multiple Sites - BRKCRS-2815

Cisco SD-Access - Assurance and Analytics - BRKCRS-2814
Cisco SD-Access - Troubleshooting the Fabric - BRKARC-2020
Cisco SD-Access Campus Cisco Validated Design - BRKCRS-1501
Cisco SD-Access - 8H Technical Seminar - TECCRS-3810

Cisco SD-Access Wireless:

How to Setup SD-Access Wireless from Scratch - BRKEWN-2021
Cisco SD-Access - Wireless Integration - BRKEWN-2020

Cisco SD-Access Integration:

Cisco SD-Access - Connecting to the DC, Firewall, WAN & More! -

BRKCRS-2821

Cisco SD-Access - Scaling to Hundreds of Sites - BRKCRS-2825
Cisco SD-Access - Integrating Existing Network - BRKCRS-2812

Cisco SD-Access Policy:

Simplifying and Securing the Cisco Digital Network Architecture -
BRKCRS-1449

Group-Based Policy for On-Prem, Hybrid & Cloud with Cisco DNA -

BRKCLD-2412
Cisco SD-Access - Policy Driven Manageability - BRKCRS-3811

Cisco [l Vf/

January 28 - February 1, 2019 - Barcelona

Cisco Connect 2019

© 2019 Cisco and/or its affiliates. All rights reserved.

CISCO
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SD-Access: Ponb Border Nodes
DYHKUMK N 3agaum

Border Nodes - 3TO TOUukM BXofa / BbIxoda KIIMEHTCKOro Tpaduka B habpuky / ns pabpumku

CyuwecTtByeT 3 Tuna Border Nodes:

« Internal Border (Rest of Company) - [1na nogkntoueHus
TOJbKO K «n3BeCTHbIM» cermMmeHTam ceTu (Kak npasuno,
BHYTPU KOPNOpPaTUBHON CETH)

«M3BeCTHbIEN

« External Border (Outside) - [Ina nogkntouenunsa TOJTIbKO
K «HEM3BECTHbIM» CErMeHTaM BHeLlHen ceTu (kak
npasuno, MHTepHeT u/vnu obnaka)

« Internal + External (Anywhere) - [1na nogkntoueHus K
TPaH3UTHbIM 30HaM M «M3BECTHbIM» CErMEeHTaM CEeTH - - -
(coBmeLLeHHas ponb)

Cisco Connect 2019 TInr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.



Cisco SD-Access Fabric
Border Nodes - nepepnaua Tpaduka n3 dpabpukm K BHELLHEMY OOMEHY

€' - -
. EID-prefix: Path Preference
Mapping Locator-set: Controlled
Entr PO - by Destination Site
392.1.1.0/24 y 2.1.1.1, priority: 1, weight: 100 (D1)

w
0\ ~ \‘
O, “
\\\
Border . 5.1.1.1
\

e 2.1.11 RN L ¥W Control Plane
@ LS nodes

[ 10110319211 I <.

o @ .............................

[ 10.1.1.1>192.1.1.1 l _ 1_1_1_.-;'m1.1.2.1 _
o .8 B
[ 10.1.1.1 > 192.1.1.1 ]

® 0060 0066

DNS Entry: -__—_-_—_-(-:;mpus Campus
D.abc.com A 192.1.1.1 Bldg1  0-1-1:0/24 10.3.0.0/24 Bldg 2
Cisco Connect 2019

TInlIr
CiIsco



Cisco SD-Access Fabric
Border Nodes - nepepnaua Tpadouka n3 BHELWHEro gOMeHa B abpuky

Routing Entry:
Send traffic to exit point of
domain(Internal Border)\

Mapping

S

Entry
~~¢_ 192.1.1.0/24

=0

o ) @ 2.1.1.1

[ 192.1.1.1 © 10.1.1.1

O e

[ 192.1.1.1 > 10.1.1.1 l

[ 192.1.1.1

@ o &3
> 10.1.1.1 |

/

—
~—r’ & 1.1.1.1 m 1.1.2.1

EID-prefix: 10.1.1.1/32

Locator-set: } Controlled
1.1.1.1, priority: 1, weight: 100 (D1)

Cisco Connect 2019

Campus
Bidg 1

® OOHO

10.1.1.0/24

S, 5.1.1.

\
S LYY Control Plane
(—_’ nodes

- JEREY m 1.1.4.1

H
6666

10.3.0.0/24 Bldg 2

Path Preference

by Destination Site

TInlIr
CiIsco



Cisco SD-Access Fabric
Border Nodes - Outside World/External

Outside World/External Border - a3to “Gateway of Last Resort” gna nto60oro Heu3BeCcTHOro
Ha3HaueHus

 [logkntoueHue K ntobbiM “Hen3BecTHbIM” |IP ceTam 3a
npenenamm komnaHuu (Hanpumep Internet, Public
Cloud)

e OKCNOPT BCeX BHYTPEHHUX IP Pool’'oB HapyXy
(cyMmmapHbie ceTu) TpagMLMOHHbIMU MPOTOKOMaMu
MapLIpyTU3aLnN.

Unknown

Networks
i g
=

-

« He uMmnoptupyercsa HUKaKux mapuwpyTtoB! OTo BbIXof,
“rno ymonuaHui”, ecnin HET OOCTYMHbIX 3aNUCcen B
Control-Plane.

« $BnsdeTtca Toukon obmeHa KoHTekcToM (VRF & SGT)
MeXXay JOMEeHaMMU.

Cisco Connect 2019 TInr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.



Cisco SD-Access Fabric

Border Nodes - nepepgaua Tpaduka ns dabpmkn K BHELLHEMY JOMEHY

Mapping
Entry
INTERNET

193.3.0.0/24 @ B
o .

[ 10.2.0.1>1933.0.1 __] 2111 G

""""""""""" &
[ 10.2.0.1>193.3.0.1

SDA Fabric

EID-Prefix: Not found , map-cache miss
Locator-Set: ( use-petr)
3.1.1.1, priority: 1, weight: 100 (D1)

-----------
. 3
. . o
----
. G .
......
......
o
.
.
.
.
.
.

Control Plane

nodes
5.2.2.2

DA ¢,
0" ‘-)

(020 . - B $ $ $
e OOO0 5,

Bldg 1 10.2.0.0/24

Cisco Connect 2019

0000

10.3.0.0/24

Campus
Bidg 2

TInlIr
CiIsco



Cisco SD-Access Fabric
Border Nodes - Anywhere/ Internal + External Border

Anvwhere/ Internal + External Border - 3to “ogHa Touka Bxoaa/Bbixoga” ans noobix

N3BECTHbIX U HEU3BECTHbIX HAa3HAUEHUH
Networks Networks
Y

-
s

 [logkntoueHue K ntobbiM “Hen3dBecTHbIM” |IP ceTam 3a
npenenamm komnaHuu (Internet, Public Cloud) u
“nsBecTHbIM” IP ceTam gocTynHbiM cHapyxu (DC,
WLC, FW u T.4.)

S

«  WmnopTt u peructpauus (M3BecTHbiX) BHeWwHux IP
ceten B cucteme Control-Plane Map kpome
MapLupyTa Mo yMOMUaHUIO.

« OKcnopT Bcex BHYTpeHHUX IP Pool’oB HapyXy < il <
- = -
(cymmapHble ceTu) ¢ UCNonb30BaHUEM TPaANLMOHHbIX
NPOTOKOMOB MapLUpyTU3aLUN.

Cisco Connect 2019 TInr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.
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Mab6puka Cisco SD-Access
3-YPOBHEBbIN CETEBOWU AM3aNH — TpaaULMOHHAs CETb

@
Traditional VXLAN/ACI @@@
DC Fabric ©)

—n

) ] o

1
pobod Euest WLCs
=

N
== &9

ey

<

/
ampus =
oo e
*

s Pk ®
SRIN % * ¥ %

A (AR

A
Centralized === =

WLC

Shared Services

Noies M| M| | %
Nodes I p—
(= = > (=
L
= Hybria(;gV?/AN Hybsr'irgavl\I/AN
Site Site

Cisco Connect 2019

Role Platform

Access Node

Distribution
Node

Core Node

Centralized
WLC

WAN HR/MC

Internet Edge

Data Center

Security

+ Cat3K/9300
+ Cat4K/9400

+ Cat3K/9300
+ Cat4K/9500
+ Cat6K/9500

+ Cat6K/9500
* NK7K
+ ASR1K-HX

+ 8540
« 5520
+ x800 APs

+ ASR1K
* ISR4K

+ ASR1K
* ISR4K

+ NO9K - NX-0OS
+ N7K - NX-0OS
+ NOK - ACI

e |SE 2.3
e ASA 55xx
e« Windows AD

TInlIr
CiIsco



Mab6puka Cisco SD-Access
[n3anH ceTn KpynHoOro npeanpusaTms— TpaguumoHHas CeTb

Traditional VXLAN/ACI @ée
bC Fabric ® Access Node

Internet Edge

i Collapsed
-t~ |Guest WLCs
=
O Centralized

Role Platform

+ Cat3K/9300
+ Cat4K/9400

+ Cat6K/9500
« N7K

+ 5520
+ 3504
+ x800 APs

+ ASR1K
* ISR4K

+ NO9K - NX-0OS
+ N7K - NX-0OS
+ NOK - ACI

e ISE 2.3
e ASA 55xx
 Windows AD

VAN
\2/
WLC
WAN HR/MC
GY
Shared Services a Data Center
) = G5
Collapsed —= —
Core % . WAN Security
) GO IR
>
K %
,;A\Iccdess % j % % ﬁ % )\4\
odes
. [ % % ¥ om
Small Small
Lo =l - N e
Large
Hybrid WAN
Cisco Connect 2019 Site

TInlIr
CiIsco
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Mab6puka Cisco SD-Access

[Ouns3anH cetn 6onbwioro npeanpuatua — Cisco SD-Access

Traditional VXLAN/ACI @@@ e

E E be Fabric ® =

\MHM\ \M\ \M\ 2l [an] Ao
s P s Y

Centralized ===
wLC

Shared Services

Boraer | 8] %

O ok *

%
" mala m|

DC &
FABRIC ©
*

Cisco Connect 2019

Guest
4 Border

——

@ﬂmwﬁb

L

Pl

WAN
Border

25

>

&)
%%% B
| lE e

Role Platform

Access Node

Distribution
Node

Core Node

Centralized
WLC

WAN HR/MC

Internet Edge

Data Center

Security

+ Cat3K/9300
+ Cat4K/9400

+ Cat3K/9300
+ Cat4K/9500
+ Cat6K/9500

+ Cat6K/9500
* NK7K
+ ASR1K-HX

+ 8540
« 5520
+ x800 APs

+ ASR1K
* ISR4K

+ ASR1K
* ISR4K

+ NO9K - NX-0OS
+ N7K - NX-0OS
+ NOK - ACI

e |SE 2.3
e ASA 55xx
e« Windows AD

TInlIr
CiIsco
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Mab6puka Cisco SD-Access

[Ouns3anH cetn 6onbwioro npeanpuatua — Cisco SD-Access

Traditional VXLAN/ACI

Fabric

FABRIC otce

Internet
Border

*® K

Access m
Nodes
Cisco Connect 2019

Higi

Data Center u Internet Border gonxHbl 6biTb

@ Anywhere/ Internal + External Border, T.K.
HEOB6X0ANMMO MMMNOPTUPOBATb MapLUPYTbl U3
LIOO B dbabpuky uepe3s fusion
MapLLpyTM3aTopbl.

&

&
&

WAN
Edge

%

LI
% % %

Large
Hybrid WAN
Site

Small
Hybrid WAN
Site

© 2019 Cisco and/or its affiliates. All rights reserved.

CISCO



Mab6puka Cisco SD-Access

[Ouns3anH cetn 6onbwioro npeanpuatua — Cisco SD-Access

Traditional
DC

VXLAN/ACI
Fabric

@
s =
)

) ) o

FABRIC otce

Internet
Border

X

Access
Nodes

Cisco Connect 2019

Data Center u Internet Border gom«Hbl 6bITb
Anywhere/ Internal + External Border, T.k. 3TO
TOuUKa Bbixoga n3 pabpukun B cetb UHTEpHET
aka “ Default route”.

@
%

&

&
&

WAN
Edge

LI
% % %

Large
Hybrid WAN
Site

Small
Hybrid WAN
Site

TInlIr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.



Mab6puka Cisco SD-Access
[Ouns3anH cetn 6onbwioro npeanpuatua — Cisco SD-Access

@
Traditional VXLAN/ACI @@@
e - — DC Fabric ©

= | = @ Wan Border pomxeH 6biTb Rest of the
L = = Company/ Internal Border Tak kak
et s [ 2l ] 2al 2n ¥ Heo6X0AMMO UMMNOPTUPOBaTb MapLupyThl WAN
B B (pabpuky.
IR IR e .
Internet Edge
WAN
Border
LD Lo
‘;o: v;‘:‘ WAN 5
Edge

Small
Hybrid WAN
Site

Hybrid WAN
Site

Cisco Connect 2019

TInlIr
CiIsco
© 2019 Cisco and/or its affiliates. All rights reserved.




Mab6puka Cisco SD-Access

[Ouns3anH cetn 6onbwioro npeanpuatua — Cisco SD-Access

Traditional

DC

-—— -——

e N

AR ool

VXLAN/ACI
Fabric

] ) ) (o

A (AR

Cisco Connect 2019

Higi

HNomxeH 6biTb Guest Border B chabpuke ans
Tpadumka n3 Guest VN. DToT y3en gomkeH
6bITb Outside world/External border, T.k. 3TO
Touka Bbixoga B MHTepHeT aka “ Default route”
onsa Guest VN.

&

&
&

WAN
Edge

@

Guest
Border

LI
% % %

Large
Hybrid WAN
Site

Small
Hybrid WAN
Site

© 2019 Cisco and/or its affiliates. All rights reserved.

CISCO



Cisco SD-Access - norpaHuuHbin y3en
MaTpuua nogaep)xku Fabric Border

SDA Border Rest of Company Outside World
Node (Internal) (External)
CoK a

e
Na a

Anywhere
(Internal + External)
Ia
ASR1K/ISR4K Na Na Na

Co6K Ia Ila

N7K HeT Na

Cisco Connect 2019 NINr
Cisco



NMogknioueHue K
«u3BecTHbiMm» cetsim DC &

WAN uepe3 Anywhere/Rest
of Company Border



Mab6puka Cisco SD-Access
[Ouns3anH cetn 6onbwioro npeanpuatua — Cisco SD-Access

®
Traditional VXLAN/ACI
®

Fabric

DC & &
FABRIC = ¢ .
Y x o T
N S S % N pk Bilé X [
Nodes L S

Cisco Connect 2019

© 2019 Cisco and/or its affiliates. All rights reserved.
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BapuaHTbl BHegpeHus Border

Anywhere/Rest of Company gnsa nogkntouenmns Shared Services DC - VRF
LITE

LISP + BGP + BGP/IGP/ACI
CONTROL-PLANE === mm e e oo oo oo Pl mm oo oo Pl oo oo oo >

@ -

I Data Center

= = -

VXLAN + VRF-LITE + IP/MPLS/ACI
0. S 1 3 O s DU >

Shared Services

Cisco Connect 2019 TInr
CiIsco



BapuaHTbl BHegpeHus Border
Anywhere/Rest of Company Border cBa3HocTtb ¢ WAN

CONTROL-PLANE =

Cisco Connect 2019 TInr
CiIsco

© 2019 Cisco and/or its affiliates. All rights reserved.



Mab6puka Cisco SD-Access

Y3nbl Border - OgHa Kopobka npoTMB ABYX

Iln3ainH c ogHUM YCTPOUCTBOM

MapLipyTusaumst BHYTPEHHUX N BHELLUHUX
OOMEHOB Ha OAHOM YCTPOUCTBE

[MfpocTOon gn3anH 6e3 gon. HaCTPoeEK
mexxay Border n BHeLWHUM poyTepoMm

- YcTpoucTteo Border aHoHCUpyeT
MapLUPYTbl B U U3 TOKaNbHOIo AOMEHa
dabpunkn K BHELLHUM JOMEHaM

Cisco Connect 2019

S
O

—d
NS

[ln3anH c gByMSA YyCTPOUCTBAMMU

BHYTpEeHHWE U BHELLHUE OJOMEHDI
MapLLUPYTU3UPYIOTCA Ha pa3HbIX YCTPOMUCTBAX

TpebyeTcsa aBa yctponctesa ¢ BGP mexay HUmum
nna obmMeHa nHdopmaumen 0 CBA3HOCTHU

OTa Mmopgenb BbibupaeTcs, korga Border He
nogaep>XuBaeT PyHKUMOHAN 419 NoaaepXKu
BHELLUHEro JOMEHA Ha TOM XXe YCTPOUCTBe
(Hanpumep DMVPN, EVPN)

© 2019 Cisco and/or its affiliates. All rights reserved.

CISCO



BapuaHTbl BHegpeHus Border
Anywhere/Rest of Company Border

JOLLY

Border Handoff Add Interface

Select the Layer 3 hand off
v Lajer 3 Evtermal interface .

Border to
+) Rest of Company (Internal)
() Qutside World (External)

Select the Border Node role

() Anywhere ({Internal & External)

: Remote AS Mumber
HRF_LHE 0 Select the Type of Hand Off
o Select Remote AS

) e
| |

g .
[] GuesT
USERS 0 Select VRF advertisement *
y - External Interface a
Local AS Number Add Interface ] INFRA_VN
'l
L [] pEFAULT VN
Select the External Interface(s) 11
(6, :
T
i
i

CiIsco Lonnect ZU1Y
widwy



BapuaHTbl BHegpeHus Border
Shared Services (DHCP, AAA, etc) c Border

« XocTaMm B goMeHe dpabpuku (Haxopdwmecs B cooTs. Virtual Networks) Heo6xogmMm gocTyn K
obwum “Shared Services”:

Identity Services (e.g. AAA/RADIUS)
Domain Name Services (DNS)
Dynamic Host Configuration (DHCP)
IP Address Management (IPAM)
Monitoring tools (e.g. SNMP)

Data Collectors (e.g. Netflow, Syslog)
Other infrastructure elements

VVVYYVYYVY

« OTu obwme cepBUCbl OObIUHO HaxoaAaTCH 3a npeagenamu dabpuku.

Cisco Connect 2019 TInlIr

CISCO
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BapuaHTbl BHegpeHus Border
Shared Services (DHCP, AAA, etc.) c Border

@ Fusion Router
D @ 0
e APIC-EM DHCP/  Identity Service
VRF/ DNS
GRT

Shared Services

Cisco Connect 2019 TInr
CiIsco



BapuaHTbl BHegpeHus Border

Shared Services (DHCP, AAA, etc.) c Border

[lna nogknoueHus BHelwHero gomeHa K tabnuue GRT Ha Cisco SD-Access
Border mbl ucnonbsyem “Fusion” poytep ¢ MP-BGP & VRF import/export.

Control Plane

VRF B
SVI B

0 ISIS

T5/1

T5/2 @

<
T

<

ip vrf USERS

rd 1:4099

route-target export 1:4099
route-target import 1:4099
route-target import 1:4097
!

ip vrf DEFAULT VN

rd 1:4098

route-target export 1:4098
route-target import 1:4098
route-target import 1:4097

ip vrf GLOBAL

rd 1:4097

route-target export 1:4097
route-target import 1:4097
route-target export 1:4099
route-target export 1:4098

SVIB AF VRF B G0/0/0.B
GRT/VRF
SVIA AF VRF A G0/0/0.A
AF |PV4 G0/0/0 G0/0/3

(-_) T5/8

T1/0/1

Edge Node

VRF A
SVI A

Cisco Connect 2019

T5/1

Border Node

MP-BGP

Fusion Router

© 2019 Cisco and/or its affiliates. All rights reserved.

BGP

External
Domain

TInlIr
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BapuaHTbl BHegpeHus Border
Shared Services (DHCP, AAA, etc) ¢ Border B BbigenieHHoMm VRF

5'1'1.'.”32 Control-Plane Node
10.1.1.1/24 1.1.1.1/32 L 211132 1921.1.1/24
0. Gm
IP Network =>
10.1.1.0/24 } 172.10.10.0/24
Host Pool 10 Edge Node 1 Border Node Fusion Router Shared Services in GRT
« Shared Services HaxogaTtcsa B Global routing 9D vrE User 1
table rd 1:1
route-target export 1:1

«  @opmupyem routing adjacency na Global route-target import 1:1

. . import ipv4 unicast map GRT to VRF
routing table k fusion poyTepy SRR "

ip vrf User 2

« Co cTopoHbI KamrycHon dhabpuku el 9%
dopmupyem routing adjacency ¢ route-target export 2:2
route-target import 2:2
ncnonb3oBaHuem Tabnuubl VRF p,.ns:l Feriets Fry crrriir ity s (R (o) <
npocTpaHcTB EID oT border k fusion poyTtepy

ip vrf Services

*  Fusion poytep «cnuBaet™ GRT n VRF ¢ rd 3:3
Mcrnonb3oBaHMeM import/export maps AIEES SRS CRIERE S5
route-target import 3:3
export ipv4 unicast map VRF User 1 to GRT
export ipv4 unicast map VRF User 2 to GRT I“'l"

CISCO

Cisco Connect 2019

© 2019 Cisco and/or its affiliates. All rights reserved.




BapuaHTbl BHegpeHus Border
Shared Services (DHCP, AAA, etc) ¢ Border B BbigenieHHoMm VRF

5'1'1.'.”32 Control-Plane Node
10.1.1.1/24 1.1.1..1/32 A 2.1.1;1/32 192.1.1.1/24
IP Network d
10.1.1.0/24 } 172.10.10.0/24
Host Pool 10 Edge Node 1 Border Node Fusion Router Shared Services in VRF
« Shared Services B cBoem BbigeneHHoM VRF. ip vrf User 1
rd 1:1
«  @opmupyem routing adjacency B Ka)kgom route-target export 1:1

[
[

route-target import

route-target import 3:3
|

Address Family.

«  WNcnonbayem route-target import / export

ip vrf User 2

(leaking) ona "obmeHa” mapwpyTamu rd 2:2
route-target export 2:2
*  BHewHwnn Fusion poytep ncnonblyeTcsa ans route-target import 2:2
o6bmeHa mapwpyTtammn us VRF B Services VRF route-target import 3:3
Cba6pVIKVI- ip vrf Services
rd 3:3
route-target export 3:3
route-target import 3:3
route-target export 1:1
route-target export 2:2 ||'ﬂ|.

Cisco Connect 2019

CISCO
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BapuaHTbl BHegpeHus Border
Cea3HocTb ¢ LUO[ - TpaguumoHHbin LIOO

CONTROL-PLANE

BGP/IGP

Fusion Router

s R
m

Traditional Data Center

________________________

Cisco Connect 2019



BapuaHTbl BHegpeHus Border
Onuun nonutuk ana Shared Services n TpagumunoHHoro LIO

5'1'1.'.”32 Control-Plane Node
10.1.1.1/24 1.1.1.1/32 A 2.1.1.1/32 192.1.1.1/24
O . om. oo
IP Network =
10.1.1.0/24 P P 172.10.10.0/24
Host Pool 10 Edge Node 1 Border Node Fusion Router Shared Services
! Data Center
« CepBepHbIM NOACETAM CTaTUUECKHU
Ha3HauatoTcst MeTku SGT B ISE. T T T
IP Group/User IP Port Action
ANY ANY Employees on Corporate  JGW ACI_Intranet_Servers_EPG Anytep  Allow
. Assets
’ SXP ceccus ot ISE K fUSIOn poyTepy ANY ANY Senior Execs on ANY ACI_Finance_Servers_EPG hitp, hitps ~ Allow
ona 3arpy3ku Tabnuupl IP Kk SGT gns regstered BYOD devices
CepBepH bIX MO ﬂceTeVI. ANY ANY 5:;1:;::;0:; ggvices ANY ACI_Citrix_VDI_EPG ROP, ICA  Allow
ANY ANY Divested Business « ANY Divested Business Servers ANY Allow
Employees
* [lpumeHeHune nonutnk SG ACLS’s ANY MY ANY U Y MY DENY
npoucxoguT Ha Fusion poyTtepe
Cisco Connect 2019 ||'s:é|c;'
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BapuaHTbl BHegpeHus Border
CeasHocTtb IO n Border - cpabpuka VXLAN/ACI

CONTROL-PLANE

BGP/IGP

e € L e >
VXLAN+SGT VRF-LITE

Cisco Connect 2019 TInr
CiIsco
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BapuaHTbl BHegpeHusa Border R
Cea3HocTb LUO[ v Border - dpabpuka ACI e

route-target import 1:4099
route-target import 1:4098
|

ip vrf ACI

rd 1:4098

route-target export 1:4098

User-Defined VN(S) route-target import 1:4098
e route-target import 1:4097

User VN (for Default)

Fusion Router

B USER VRF(s) -

A

~. DEFAULT_VN 4
.

INFRA_N
Devices (Underlay) % GRT

VN (for APs, Extended Nodes)

Border Leafs

« SD-Access Border cnuBaeT VRF’bl A, B, Cu T.4. B 06Wwmnn VRF D Ha fusion poyTepe.
« O6wwmn VRF D nogkntouaetca K ACI VRF ¢ gpyron CTOpPOHbI.

« TpebytoTca cnuckn access-lists/distribute lists Ha fusion poyTepe ana naonaumu VRF A, B n C. MoxHo
Takke npumeHaTb VRF import/export map.

Cisco Connect 2019
CIsSCO
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NMpumep - BcTpoeHHbin VXLAN oBepnen babpuku ACI

PasgeneHue VI,EI,eHTVICbVIKaLI,VIVI, TOUKHU NOAKNHUEHNUA U NOJTUTUKHA

ACI Spine Nodes

VTEP

"’J ACI Leaf Nodes
« [lepepaua Tpadmka BHYTpH dhabpuku npoucxogut mexay VTEP (ACI VXLAN tunnel endpoints).
Ncnonbaytotcsa paclumnpeHHble 3aronoBkn VXLAN - ACI VXLAN policy header

= Jliob6as Harpy3ka B Nt060M MecTe, KOHTpONUpyemas 3afgepikka, pacrnpeneneHHas 6a3a gaHHbIX
KNUeHToB ana nokanulauuu knnedtos no |IP unu MAC gna VTEP

Cisco Connect 2019 TInr
CiIsco



NMpumep : Uto Takoe L30ut?

Tenant L3_OUTSIDE

BN Cuick Start
4 & Tenantl3_OUTSIDE
» I :pplication Profiles
4 IW rjetworking
» I cridge Domains
» Il yRFs
» Il cExemnal Bridged Metworks
4 MW Eyxiernal Routed Networks ~

4 B QUTSIDE | <
4 I | ogical Mode Profiles

4 T learo0z
4 Im Logical Interface Profiles
» Bl 148

4 I configured Nodes

EE

L3Outs
Container

» I Action Rule Profiles Specific L30ut

L3 Interface on
Border Leaf
Node

y B topology/pod-1/inode-112

Border

4 Il retworks
4 E Internet
Ml (417 Service Parameters

B Route Profiles
Cisco Connect 2019

Leaf

Node
External EPG

L30ut - nornueckass KOHCTPyKUMA Ons
NOCTPOEHUS CBA3SHOCTU No L3 mexay dhabpukon
ACI| n BHEWWHUMU CETAMMU

OavH unn Heckonbko Bbixogos L30ut moryT 6bITb
co3faHbl gng Kaxkgoro tenant

NcnonbayioTes L3 nHTepdencobl Ha yCTPOMCTBaX
ACI (Hogb! Border Leaf) pna nogkntoueHus K
BHELWHUM L3 ceTam

BHewHWn goOMeH MapLupyTM3aumm moaenvpyeTcs
OJHOW UMK HECKOMbKUMKN MOPTOBbIMU FPynnamMu
External EPGs

TpebyeTca nonutuka 6e3onacHOCTU (KOHTPaKT)
ons s3anmogencTeus mexay External n Internal
EPG

TInlIr
CiIsco
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Nepepaua metok Cisco SD-Access SGT B ACI

ISE

ISE puHamuuecku nepepaer
cooTBeTcTBMe SGT u IP
(cepsuc SXP) B APIC-DC

(=
=

L ¥Y - -
#*

Cisco SD-Access Domain

Security Groups External (Outside Fabric) EPGs

Cisco Connect 2019 TInr
CiIsco
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ABTOMaTHueckoe pacnpoctpaHeHue uHcopmauum u3s ACI EPG B
Cisco SD-Access =

ISE

ISE auHamuueckn nonyvaet
cesisky EPG n VM u3

dabpuku ACI fabric -
uepe3 SXP

(=
<

L ¥Y - -
#*

Cisco SD-Access Domain

Security Group from APIC-DC Internal (Inside Fabric) EPGs

Cisco Connect 2019 TInr
CiIsco
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PekomeHgauum no Bbi6opy o6opyaosaHusa u MO

ACI Fabric Hardware ACI Software

Nexus 9K* 12.1 2.4 2.1

- MoxanyncTta, npoeepbTe release notes
* - (9396PX/TX, 9372PX/TX, 93120TX, 93128TX, 9736PQ LC, 9336PQ, 93108-EX, 93180-EX

Cisco Connect 2019 NINr
Cisco



Uudpopmauyua Cisco SD-Access SGT B nonutukax ACI

Cisco SD-Access L : ACI Policy Domain
Policy Domain | \

g ISE R' |SE Exchanges: o
7 = SGT Name: Auditor gr
) .y o
3 SGT Binding = 10.1.10.220 Py 2
.E - 4 1 -
S PCI EPG
EPG Name = Auditor ¢ ; 10.1.100.52
o Groups= 10.1.10.220 / - Z
g / 2
X =
S =~
S &
@ Cisco
SD_Access =L EE e e Bl
A ACI| Leaf
Auditor LITE Leaf (N9K) (N9K)
10.1.10.220
SGT rpynna poctynHa B nonutuke ACI

© 2019 Cisco and/or its affiliates. All rights reserved.



BapuaHTbl Au3anHa
nnga fusion
MapLuwpyTu3aTopa



BapuaHTbl BHegpeHus Border
MCO3 kak fusion mapLwpyTnsaTtop

Firewall

%" &) @D

APIC-EM DHCP/  Identity Se

VRE DNS

GRT Shared Services/
Data Center

Cisco Connect 2019 TInr
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BapuaHTbl BHegpeHus Border
MCO3 kak fusion mapLwpyTnsaTtop

CONTROL-PLANE

BGP/IGP

Cisco Connect 2019

Firewall

TInlIr
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BapuaHTbl BHegpeHus Border
MCO3 kak fusion mapLwpyTnsaTtop

DATA-PLANE

VRF-LITE

Cisco Connect 2019

Firewall

TInlIr
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BapuaHTbl BHegpeHus Border
MCO3 kak fusion mapLwpyTnsaTtop

POLICY-PLANE

=

Firewall

Cisco Connect 2019 TInr
CiIsco



BapuaHTbl BHegpeHus Border
MCO3 kak fusion mapLwpyTnsaTtop

ISE

POLICY-PLANE @

o
Group Tags

" SXPIPXGRID

Firewall

e e | e MC?3 nonyuaert
A T S MHcpopmaLumIo O
rpynnax c ISE

Cisco Connect 2019
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CeaszHoctb ¢ WAN
[Internal Border



BapuaHTbl BHegpeHus Border
CeasHocTtb WAN u Border- WAN (MPLS/DMVPN)

= -

Cisco Connect 2019 NINr
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BapuaHTbl BHegpeHus Border
CasHocTb WAN u Border - Control Plane

CONTROL-PLANE

D 4

Cisco Connect 2019 NINr
Cisco



BapuaHTbl BHegpeHus Border
CeasHocTb WAN u Border - Data Plane

DATA-PLANE

D 4

Cisco Connect 2019 NINr
Cisco



BapuaHTbl BHegpeHus Border
CeasHocTb WAN un Border - Policy Plane

POLICY-PLANE

= -

Cisco Connect 2019 NINr
Cisco



@ Control Plane

BapuaHTbl BHegpeHus Border @
[Monutnkm 8 WAN

Cisco
DNA Center

SD_'A_‘CCG_SS SGT in data plane SD-A.\CCG.SS
Fabric Site Fabric Site
Border Border
LISP MP-BGP LISP CONTROL-PLANE
D P e ee S [ e ->
V)4<W\ SGT (16 bits) IPSec/DMVPN [V BRI WYY\ SGT (16 bits) DATA-PLANE
Heade[VNID (24 bits) Header Heade[VNID (24 bits)

Cisco Connect 2019 TInr
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@ Control Plane

BapuaHTbl BHegpeHus Border @
[Monutnkm 8 WAN

Cisco
DNA Center

-
-
-
-
-
-
-
-
-
-
-
-
-

v
SD-Access % @ SD-Access

Fabric Site Cé) (é) Fabric Site
WAN
“ “ < “ “ “,
Border Sordor

LISP MP-BGP LISP CONTROL-PLANE
D D R D > €mmmmmmccmeccccmmemmmeee- ->
AW SGT (16 bits) MPLS : (W SGT (16 bits) DATA-PLANE
Heade|VNID (24 bits Header| Label VREF (24 bits Heade|yNID (24 bits

Cisco Connect 2019 TInr
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CBsa3HOCTD C Internet
uepe3 Anywhere
Border



Mab6puka Cisco SD-Access
NunsanH cetn 6onbworo npeanpuatTusa- Cisco SD-Access

Guest
4 Border

DC &
FABRIC e, i 5| c
* K I

CCCCC

o

Cisco Connect 2019

S RECAP

TInlIr
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BapuaHTbl BHegpeHus Border
Anywhere Border gns Internet - VRF LITE

LISP + BGP + BGP
CONTROL-PLANE === mm s m oo e b mm o m oo ol e >
% F

SDA Fabric

@-
Fusion Router/
Firewall
= = -
VXLAN + VRF-LITE + P
5 N - Y S O >
Cisco Connect 2019 TInr
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UTorm ceccum

What an Dk Center go?

s . Cisco DNA Center

S Simple Workflows

3
& Provision Iﬁsswance

S — [ J
A 0 ©
= . ) DESIGN PROVISION POLICY ASSURANCE

SD-Access
Fabric

::
TInr

CiIsco
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@ OeTanu: cs.co/sda-compatibility-matrix

NMoanepxka Cisco SD-Access nnarchopmamum
[MnaTdopmbl ansa Cisco Digital Network Architecture

BETA

Switching Routing Wireless Extended

Catalyst 9500 ASR- 1000 HX Catalyst 9800

Cisco Digital Building

. B s v o AIR-CT5520

Fre. 88 Becas (1o
AIR-CT3504 %.ga%.-u. s
4800 ! ; v

\-d

ISR 4330 Wave 2 APs (1800,2800, 3800)

\ / ' b
s LeseEEE o upe e o T
Catalyst 3650 & 3850 ENCS 5400 Wave 1 APs" (1700,2700,3700) Cisco IE 4K/5K
Cisco Connect 2019 NINr

CISCO


http://cs.co/sda-compatibility-matrix

Uto panbuwe?

SD-Access
Capable

O6HoBuTe MO un

KOMMYTaTOpPbl

Cisco DNA
Center

BHegpute
Cisco DNA Center

Cisco
Services

Ncnonb3yure
Cisco Services

YcTaHOBUTE YCTPOMCTBA C
noanepxkon Cisco SD-Access
c Cisco DNA Advantage OS
NALEH3USMHU

Cisco Connect 2019

VctaHoBute Cisco DNA Center
Appliances
c MO Cisco DNA Center

Cisco Services moryt nomoub
TecTupoBatb - MurpupoBaTtb -

BHegpuTtb - YnpaBnaTtb

TInlIr
CiIsco
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Cnacu6o 3a BHumMmaHue!

OueHuTe gaHHYI0 Ceccuio B MOOU/IbHOM NMPUOXKEeHUU
KOH(pepeHuuu

n « www.facebook.com/CiscoRu
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