ETF A= T ERE ASA

AEXEERAG?

Firepower 2100 121744 4 Firepower 1] E#AE &5t (FXOS) MK ZHAE RS . " LIAELL PR T &R
Xt ASA 1247 Firepower 2100:

s PERL - TP BB, BLAE FXOS Wl E LA R4 E S BB 42 LB . X8R
BAFEH B O, 857 EtherChannel, NTP. BMUE AT HIEE, #&80] LUAE A Firepower HUAH 5 H4%

web FLHIEY FXOS CLI. #RJ5, %07 LfiH] ASDM ik ASA CLI & ASA #:/E RS P il B e 45k
W o

© BRI BOA) - & VR BC E ASA T N BTAT I E . FXOS CLI AR ey 2 b B

AP
T2 o

AN AUITLE ASA -GN 7E 45 3528 Firepower 2100 ERINTEHL T, Firepower 2100 7£ 1%
FU N IsAT, BT AU BB SR ATEAW KLU EE, 5% (ASAT
EIRD) T AEAR R A2

* D)k

* CLI i &

AT IS AT E B A 22 A SR s R S R R, TS R B

Firepower 2100 fifi{f- 7] LAz 4T ASA #AFE FTD %A 75 ASA H1 FTD Z [AJ1) 4 ifs BN ¥ & EAT
G S E PTG BE ASA 8 Firepower JEU 7 Bl 13 7% o

e FANLEE A B - Firepower 2100 ANESRBE ENRAEN NS ME H o AR, B DIZERCE A AN A 5
HEE, B TR 4. AEEXRE AR, B AT RGBT SNMP I AT e 2 B AE B .

« LT ASA, F2 0l
o U R , B4 T
o BB MK BB E , 6T
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 ERWAHY, oW

o Phm AR, Y10 0T

s HHAPF e, 5510 1T

o (k) Bk Firepower AR FEZS , 55 13 1T

* (W) 1E Firepower HLUFHE BLas o0 g H Az 0, 56 13 10
e Hsk ASDM, #5151

s FCEVFA, 216 0L

* MlE ASA, 520 T

o (IR EHEE O LACES FXOS AV N, 2 22 1T
* Jjla] ASA F1 FXOS CLI, #8523 il

o (nA[ik) B FXOS & HE IP Hihbsk o6, 25 25 7T

o JRBRERE, B 31

« P E T Firepower 2100 [ ids% , %8 31 1L

ASA 7E— & W &I R ZUIRASE KSR VPN 2R 83 IhRE

Firepower 2100 J&i& H T- ASA [ — N H e . AT A7 SR s A0 (BRI FizfT ASA.
Firepower 2100 12174 4 Firepower 1] E#AE &R 5t (FXOS) MK EZ#AE RS .. AT FEHEAR, o
ZRALE FXOS L E A EAE S BB 2 1 . XSS B A4S 5 4% . #2857 EtherChannel.
NTP. WG IS, 40T LLEH Firepower HIAR 5 BLES web FLIHIEL FXOS CLI. & )5, AILMEHLLT
P —NMEBEASTE ASA FR1E RS ILE 22430

* ASDM - 45 LIk B BLAS . AIar N2 ASDM & HL ASA 1512
* CLI
o JORMZ AT PIS - A7 T PR AR S5 2 L 2 B4 B P 2%

WAL RV E ASA PP EE . FXOS CLI H AN SR At e 4 M B HE Bk i 2

ASA F0 FX0S £12

\)

ASA F1FXOS #4F R AL H 1/1 20 o e V0T S0l TP Hodil,  FHFi%E 823 ASA A1 FXOS.

a4

IEHE CTFE ASA RO ] 1/1; 75 FXOS W, #En e A 28 278 4 MGMT. management0 5t
AR . SR ERF L RO B 1/1, DR RE— S A fay it o

HEEL T e DA ZIAE FXOS BT Inds, MilLAbDhRe I 4 207e ASA b7, R ZA XA
PE RGMATRREZEY . X T FXOS LIMAIATICE, 4 mT LU H] SSH A 1] i 25
(https://192.168.45.45) IEHZ EIERIA T 192.168.45.45 TP Mk,
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rxiwme

F T ASA [IMIUATC E , %] IEH] ASDM % https://192.168.45.1/admin. £ ASDM 1, #&n[LL
PLJiE MATAAT 42 LIRC  SSH 7 i) 6

XPANERAE R G AT NFE I & i L 3R . WIaRIEFK Ui il FXOS CLI. %7 LA 4 connect asa iy &>
HKiji 1] ASA CLI.

b DL VE N ASA Bl 384T FXOS & FE; & SSH. HTTPS 1 SNMP Vi) . I AE Xz i
EHAREA .

A HERI TN RE

589 ASA THEE
Firepower 2100 A KFLL R ASA Thfig:
o BRI B FIM
s JUREH
* % Py SSL VPN 5 KCD
* ASA REST API
* ASA FirePOWER # bk
o {7 M E I R A
* LIRS A
* SCTP &l (SZHFEH ACL (1) SCTP ARAH )
* Diameter

* GTP/GPRS

A #5A9 FXOS TAE

Firepower 2100 ASZHFLL N FXOS Jfig:
* &0y 5L FXOS L&
* FXOS IS AAA 5y 5k

R, MM FXOS (connect asa) =451 ASA #=iH G, £ H T#H1 4 U7 M 19 ASA
AAA PiC'E (aaa authentication serial console).
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B oaes

i £l i F2 7

EZ R L MME S AAEN VAR L3 B A & ASA.
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Pre-

Configuration

ASA CLI

Firepower
Chassis
Manager

ASDM

Cisco
Commerce
Workspace

Smart
Software
Manager

FXOS CLI

wainir |

N . A

T ) Review the (g )Cable the \.3 JPower on
network device the device
and default — —
config

v
4 ) Enable

platform
mode

Ve ) l 5 £

\ 3 ) (optional) @/' (Optional) U _@ (Optional)
Log into Enable Add access
Firepower —p interfaces lists for —
Chassis mgmt;
Manager enable SNMP

| 1
N\ + \ A iy

<7 JLoginto 69 Configure 61) Configure the 62) (Optional)

ASDM feature ASA Enable FXOS
licenses —» —» remote
management

| X

8 | Obtain feature
licenses

!

Generate a
license token
for the chassis

(14) (optional)
Change the

FX0S <
Management
IP
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(1) | PLE TS AR

BE S HE ML E , 55 6 0.

(o) [REHES T

BRI, 9 I

(3) |HE A TAE

P v IR, 3 10 T

ASA CLI

RAHFEEA, %10 5.

,:-’g‘-:, Firepower #1458 & 21 2%

(Al'%) B3k Firepower MIFHE BLES , 2 13 T,

(6 ) |Firepower LA HLgs (W[i%) 7E Firepower HLAHE BLA i HILABEE 11, 26 13 1L,
(7)) |ASDM 5% ASDM , 5515 Tl
7)
g | AR 5 T AR BEEVFA , 5516 Ul FREEhREF Ik
@ BRI B BEEVFA , 2516 T AN AE G nl e 4
(10) ASDM BT, 516 T0: BB AR AL,
11) |ASDM A ASA . % 20 UL,
\\\_/’
(12) |ASPM (AT FERCHR BT LARLE AT FXOS HURFBLT I , 35 22 U0 i FXOS JEfgas o
— VF FXOS M ASA $: 115 80 Bl 42 .
(13) | Firepower HLA Y Hi2% Ca3%) AEEdERE D ERCE ST FXOS R ER YT , 2 22 0. B & U5 5 R LA
— BRI FE ] SNMP - (CBRIAS &L T 3 I HTTPS Fil SSH) 5.
14) |FXOSCLI (AI3E) TP FXOS & H 1P #uhiksk e , 55 25 7.

EEMEHMEMEANEE

P R AE FHER A & 1Y) Firepower 2100 76 ASA ~F-G R (K ERIA W 25 58
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Firepower 2100 & X BN & .

1: BB 4% 7 &9 Firepower 2100

Qutside

outside
Ethernet1/1
DHCP from outside nw

_@— management FX0S:192.168.45.45
4 Management 1/1  ASA: 192.168.45.1

inside
Etherneti/2
192.168.1.1

'g ! Management Computer

DHCP from management ifc

Firepower 2100 & & BOABL B
10T LUK Firepower 2100 % B N 7ET- S0 R I8 4T 5 & A AUk BRAB .
~

AR 9.13(1) ZHTHIRRAS, S AR BROAEIUNME — B0, W AP ST, W2 R B A
o

ASA L &
Firepower 2100 F[f] ASA [ H ) BRIAFC &0 2 DL N C -
« RER—SMEREE - LUK 1/1 (AR, LK 12 (A
* M\ DHCP [1J5MER IP Hehib, 30 IP Hbdik - 192.168.1.1
* DHCP R85 {E A 1 L
* >k [ 4hEE DHCP (12X IA 2% B
© IR - EELGI 1/1 GEED , IP ik 192.168.45.1
* ASDM Vi) - SEVFAE L AL,
* NAT - NN B SME BT A i Bt 114 1 PAT .
* FXOS B3t /1 3)) - FXOS HUA 1l LLAERZ LTSN ASA R 3 P&
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. Firepower 2100 F &1 BINELE

* DNS 45 %% - OpenDNS JR45 2% O FAC '
JCE b LA i A 2k

interface Managementl/1
management-only
nameif management
security-level 100
ip address 192.168.45.1 255.255.255.0
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.45.0 255.255.255.0 management
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

ip-client outside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

FXO0S Fc &

Firepower 2100 F[] FXOS (1) BROIARCE (0 & LA BCE :

o EIE 1/1 - 1P Hihik 192.168.45.45
o BRIAMIE - ASA EdidE
* Firepower ¥l ETE2SF0 SSH 7 ia) - 1M HE M &%

* BINFH P Z - admin, 2% Adminl23

* DHCP AR5588 - &% iy 1P My [ 192.168.45.10-192.168.45.12

EFEEATEHEASA |

* NTP AR5588 - DR} NTP lR45%5: 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org+

2.sourcefire.pool.ntp.org

* DNS AR %528 - OpenDNS: 208.67.222.222., 208.67.220.220
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waezny

* LAKM 171 FALLKW 1/2 - 25
IR A

Outside
Management 1/1

management
FX0S:192.168.45.45

-

Ethernet 11
r outside, DHCP from outside nw
Ny io

LR —r—
| e —— | | oo e
SRR EEEI S OSTEEE T
AEEmAAAEEEARR W i) i) i
AAAAAMARAAAA® | A s]

ettt e il B N Y Y B s s s s s _ﬁr!rlﬂl_ |

,,,,,, PN DO a8 CT T T a=s c'-mn,—[—w—{—-::

==53 | mem ppm =008

M)

[ [ ] [ =
[l
e

Console Port
For CLI access
to enable
Platform mode

Ethernet 1/2
inside, 192.168.1.1

( inside .
- 4 2 = = S
Management Computer Other Data Networks
DHCP from management ifc
192.168.45.x

EEFH 1/1 B2 BB Firepower 2100, %5 1] LIXF FXOS 1 ASA i Fl [ — & FTHE AL ZRIAE B IL
22K LRI 1/1 BB R A

UK

B BB ETH NSRS 11 I TYIGAECE, s 11 BRI M .
IEI RS B SN B S b, RO U IZ NS B 7 i n] LY IR) ASA 8 FXOS. & 1/1
FATERIAI FXOS TP Hihil (192.168.45.45) Fil ASA BRIl TP il (192.168.45.1). FXOS i&iz47 DHCP
R4 % i CRFRE FETEEINL) $R0t P ok, DRIk, G5 AR S B B AN 4 S AT A BLAT A B I 5%
BWE M GEZY Firepower 2100°1- G A BLARCE , 267 70

Ma, TN EEEE: DR E FXOS Fl ASA B ELi . AR FXOS Ui ME R, S (i)
P O L E S FXOS R B ), 58 22 Tl ARk ASA Vi HIME &, 155 ASA — il &
R .

HIR 2 B B AL B B4 6 i o
BT 250 ASA CLI, A& SO P &6 850, Firepower 2100 B3 —4% DB-9 ¥ RJ-45 4T
g, PrUABT B = ) AT H USB &b AT 58z . MR N AE R AT L E ) USB 470K
HFERF .

| #FaETHEAA


https://www.cisco.com/go/asa-config
https://www.cisco.com/go/asa-config

HETERATEHEASA |
B sessnn

PR3 FHMBMSOERZ UM 1/1 #10 (FRid ) WAND .
TR RERAFVFAT, ASA FFZLHRRFEAN, LU A] LAY () VF rTEAUA AL o

TR A KNI A E R R LUK 1/2.
P2 RSN RS CE RS AR

2y ML N
ERIZFHEIER
F 05t R TR SR T L T BT 6 LA AT SB35 TR )
F s LV 2 400 4 SRR KU

UK

P KR IR %, i B F A A

HIR2 % N R YR T 2.

H1B3 KA KA PWD LED; W% LED 4t fa g rotd, Rmiks e .
SYS LED

el il ld il
PEAEREAARNPREEE®
el la b Rl il

= E L E

X Sk
PWR LED

PB4 WAERKIENK SYSLED; fEHe ¥ eln, RonRgoimdbahzhi.

iR FITF TP BB, RE T Re T B LRl A S i &G H]. AEIININ), 45 AU THI Y PWR
LED ¥ ARG . 78 PWD LED 582k 20T, 54K H i,

BRFaEN

BTG UL, Firepower 2100 7E B & A3 N iz AT . AR -1 5 Fn RS SO S 88K, LR
fifg FL B A e A (TR

SR, S THBRECE, DR EEAOE AR SE. BRI 2 N BROABC .
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CEEVE

UK

B EYERE B3 H] 555 1 . Firepower 2100 Bt 5 —4% DB-9 4% RJ-45 HR TR, Frilfsmh ey
=7 BT USB SR8 TER: . MR N ERAE RGeS AT A L B2 USB HATIKBI T . A LA T
ITBE:

* 9600 HRFH

* 8 M AL

* 1AM AL
HEHER] ASA CLL BRIAMELL T, U5 42 & AN F 25240 AR e
AR HSCH T AR, WG EEK U W FXOS CLL, A& ASA CLL. {H/2, LU/ F&

B IR S Ui ASA CLI; i8S [RIEFE2$ ) & oy 1 BAT ) FXOS A1 ASA CLI, 2f
23 i,

i A EXEC #558.

enable
H—IKHIN enable fr 21, RGP SUEE
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x**

Repeat Password: *****x

ciscoasa#

FERFBCEXEC B, BT AFRC B dr S BT o 38 ] NHFAL EXEC FECHEN Bie B
FHE ARSI, S disable. exit B¢ quit 74 .

Vi el 4 JRy e B

configure terminal

-

ciscoasa# configure terminal
ciscoasa(config) #

R E P A
no fxos mode appliance
write memory

reload

#FaETHEAA
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BRI S, TR E IR INBB A . AEEURT N, P LA ANIE AT AR o W PR A DL R
P B [ AR -

il

ciscoasa(config)# no fxos mode appliance

Mode set to platform mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config) # write memory

Building configuration...
Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload
Proceed with reload? [confirm]

SRS W RA, A5 LA LI

show fxos mode

P

ciscoasa(config) # show fxos mode
Mode is currently set to platform

FIR6 (k) R B
fxos mode appliance

write memory

reload

WEAAGE, TFEORAFRCE I FF N fEEH N /T, 1] LAFE AN BAT A o B (4 Ol T
A B ] SR AR

w5l

ciscoasa(config)# fxos mode appliance

Mode set to appliance mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4f2b4175 1£f162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]
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(i) 25 Firepower lEEEE ]

(AJi&) %3 Firepower ¥ 8 & 1223

1§ F] Firepower MIAG & BL2SHC BN X E, B3 )8 O F1412 EtherChannel,

FHIa Z Al
© ARFSCFFMNEER KGR, WS A RA N RAT RN GES1H

http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list. htmD) .

o G RTFE P K FXOS Fl ASA S IP Huhl, &S0 (vfi%) % FXOS &2 1P bkl ki ¢
25 Wl

UK

LB ERERE R V1 SO E B ENLE, Y LU URL JA 3)) Firepower HLAA & HL4 o
https://192.168.45.45

B2 WMABRIMNI 4 admin, RESFRERE R,

i) 7E Firepower Hlfa EIEE R HE Mz

OB, SR /10 DUKK 1/1 FIRUR 172 B2 K DBy oML B A, I L& 7 XA
ASA FLE A . AT AT AR 11, 20U R N S e, 2RJE7E ASA L H s H
T BB R LAY EtherChannel CFR A i 1@ IE)

A

SRR LA T RS ORISR DN 4, S TR EtherChannel LT J5 ke, i
PE% B4 100 FXOS i s L1, 4R 7EE I A E3tA A IR T B,

WRAE FXOS HHlflER— AN (B, i RIEFE BRI 4 i, 5% EtherChannel, SR HE
By lc 2] EtherChannel) , W ASA FC'E &R ¥ RA a4, DMELE o] DLEEATAT AT 06 EEf 38 L E
FRIERE &= A2 2 I . B8 AT LUAE ASA OS W F-ah B e IH 82 i

Fria Z Al
* 3% Firepower HIAHE FLAS . 1S (n[3k) B¢t Firepower HUAAE FI4S , 20 13 T,

* Firepower 2100 7E 4 #9145 il ¥l (LACP) TSN AR SCRF EtherChannel.  BRIAEHL T,
LACP B BN “UE5)) (Active)” 5 &1 LLTE CLI HUE A O “FF ) (On)” o FRATTEEIN
FEERAT B Lo R E R “1E ) (Active)” B, DLSCHm A e A

o BBV TS L IP Mk, W2 B (Tk) ek FXOS A A IP Mihkskkd oG , 55 25 1l
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http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.html

B o) % Firepower MiEE RS R B A EMED

UK

W1 1t Firepower HUAHE HA T, HEO.
R0 iU s i S e 2 I B R R K, B R R R AL C 228 5% .
FIm2 BE A O, A e e () ik (D)
P23 EEL /1 B OEZK P B MGMT.

SIE3  (W[iE) ¥ EtherChannel.

EFEEATHEASA |

R EtherChannel Ji%, i it [T 7€ ASA A L, {HI& H fE4E FXOS H L& EtherChannels A% 1%, 5

G5

a) i MR EJ7 RN D@8 (Add Port Channel).

Add Port Channel

Port Channel ID: |1

Type: Data
Admin Speed: 10gbps
Admin Duplex: Full Duplex

Auto Negatiation: @ Yes No

Enable

Available Interface

| 4 Search

[E3 Ethernet1/1
[ Ethernet1/2
Ethernetl/3
Ethernetl/4
[E3 Ethernet1/s
[E9 Ethernet1/6
[E3 Ethernet1/7
[ Ethernet1/8
[E3 Ethernet1/9
[E3 Ethemet1/10

Tl Etharnatt 11

Member ID

3 Ethernet1/3
3 Ethernet1/4

Add Interface

QK Cancel

b) {Ei[i&i& ID (Port Channel ID) “FBU, i AdiG IBIER) ID. A24AEHAT 1 5 47 Z 1.
c) % B (Enable) KIEHE LS H b EHE .

BIEZEE (Type) THuFIE; ME— W] ISR E AR (Data).
d) WEHERE (Admin Speed) N AL, TEFEITAT LG L
USRS E R RE D JCVRIE B PTIk L (LR SR PRI LA ED WS BB AR AT e bR 1

J.
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zxasom [Jj

e) APTH RO S BE1hE (Auto Negotiation) /& (Yes) 5{& (No) FLIEFE 4
f) EEIEWTI (Admin Duplex) FH2FIRS, b T R b8 R R T .
g) fER %O (Available Interface) 53, ERFEERS ML, K5 AdRwmizEQ (Add
Interface).
T 22 ] LS N 16 A [R]— S BRI BE 82 11 o o8 I T8 21 27— AN 42 VR e 1A 1) S 2R R
B
N —RAIS N AN L . SRR AL E D, s TR L, FIN A Cerl B
PEPE A O, WEREREP AN O, AR5, TEAE Shift BRI, 8
PP s — M.

h) HEHRE.

=k ASDM

J3 5 ASDM LUFRLE ASA.

BRI (3DES/AES) RIS 4 BV nl IE MU AU B PR AR SS #% < BT T G R,  DMEERER o
3l ASDM. I#HIEE, ASDM Vi N AE E KU S L 0 Eol . AEROE R IR E n s
VFRJIEZ R, AN SR B4 U &

FaZ B

1524 Cisco.com ] ASDM KATULHH T #1217 ASDM HIE K,

iz
AP SR 3 B A4 A LU R URL.

https://management ip/admin

* management ip - FriH ASA EEEEEIT (192.168.45.1) [ 1P Huhik sl 34144

B 7R Cisco ASDM W T, S8 TT RES 5 B0 Wi 8 2 444, TR ASA WA Z34IE 155 T Ll
A b 2 T TR 3 ) [ TR

H DU A LT —: Install ASDM Launcher 2 Run ASDM.

MR RS PR I, 4 M bf % (WU I 31) ASDM,

R G06 7~ Cisco ASDM-IDM Launcher.

485, BNELERS S ASA I B 1B &6, AR5 80 OK.

RY0¥ Wor ASDM £ .
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ASA T RPE REBATVR AT o R80T DU WU RERR VR T, X AT IR AR N s sl ) T g 4
B, SR LARCE K AVF AT UECR Bl LR IS5 . A RIX S L VFal i 2 E R, WS AR
ASA RYITNREVFAIUE; AFEriE M T H I RE AR AT

IR, VFRIESUR MU 2 0% — 5K IDAESS,  HTHUAE S VP IENUR ML Z B iEfE . &
M2 F AR 7 TC BN (0 REAUAIK 7 o A5 1) VR AT UEARUA BT BT, R JCVZon] 5 SR PR VF AT IE A
DHREREAT IO E SO, AHIRAE WA SZ 52 . VFT] D) Re Bl :

* btk

© AR

* 5RN% (3DES/AES)

* AnyConnect-AnyConnect Plus. AnyConnect Apex 5¢fY AnyConnect VPN,

SR (3DES/AES) R 7ERER RN VF i UEMUR N IR B TR RS54 2 i T B R, DM ARS8
3] ASDM. 15VER, ASDM Vi i ANAE B A BRI IN 2 B B L O BT R o 7R B SR s N %
VFATUEZ /T, AN R VFIE % % 9

A8 1) R BE B AT I SR ASA FITEM A RS, T % Allow export-controlled functionaility on
the products registered with this token & iEHE, LAY H 5411 Strong Encryption V7RI UE  CR&5 ik F
DARFEHAAHSEAT) o U BN TN, S TRE&MA S, REgs a8 EH®
InEsVEeE, P IC T AT HA A

a4

5 Firepower 4100/9300 HLAI AN, #4E ASA EHATHTAVFRTECE, MIAZAE FXOS BE HHAT.

FHia Z |l
* AT BB BERAE T BELAS TK

R BEGERAIK s U5 Py R AR IR o Tl IR REPH A AR, T LON A 2R —
AR

o SRIR R R AT VR AT P L Z5URF 45 5N % (3DES/AES) VF RIIEI 2K, A fef I ELeThfe (2
AT AR R D

UK

TR DR A A REVE PR B 5 D i AT VR PTIE B4 dee IR PR L O YRV P IE

245 M\ SERE R 2 1 IS B SIS A5 I, TS R AF T UE I 1% A B S K B RE S R TR R . HE,
AR T H CA IR UE,  E S BB 45 T AE2% R _E ) Find Products and Solutions 1822 7
Bt. #ZLLUFYFATHE PID:
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https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

ETAEATHE ASA
raiT [

B 2: AT R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o FRAEVF AT UE - L-FPR2100-ASA=. AadEVF Al EE S0 2R 1), (RIS HR 75 B0k 07 0 B 48 1) 3 se a1
VERT e,

o 5 15 54 AHIE - L-FPR2K-ASASC-5=. & S014F Al iE & M 18 W S8 2 03 vl Uk PAl 2 18 1 75
5,

* 10 5551 AT HIE - L-FPR2K-ASASC-10=. 1 S VFrlUE B I mTs 08 S 2 40 V5 v ik DA 28 11 77
5,

o SR %5 (3DES/AES) ¥ T HIE - L-FPR2K-ENC-K9=. ItV fiF /& S 2k 1. BARIE & AT 2 b i)
WE (o, A 2.3.0 PARTRRAS I 10 AR IS5 28 1 ASA TR EEICVERTIE) , (HAEATS K FL78 I
FIE Ik o DLEAT R ER

7

* AnyConnect - 1§ Z [ A Fl AnyConnect 17051 . BEAREE AL ASA 8 VAT IIE

Y2 7E Cisco Smart Software Manager H1, A BDRF G152 28 75 N 21 19 R FOUK P 17 SR - 52 il 2 Bt
a) i Inventory.

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Notification Satellites Activity

b) 1F General £ [, H.i7 New Token.

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: Mo

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) {E Create Registration Token X[ iFHEH, HIALL N E, SA)5 5. Create Token:
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Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days
Enter the vaiue between 1 and 365,but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - AR BUXIN ] 28 30 K.

* Allow export-controlled functionaility on the products registered with this token - j3 5 H &
RrEdbr.

RIS BB (% o

d) P AT O R 3 Sk RS T AT JT Token X5 AE, T UM FHURE4h 1D SR BINGR . 45 25
W ASA I, SR L AR, AFEIZAE I T

. Py
B 3EELH
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJM3Z]INWIZGQ4OSDOYJKZL1@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions -
. Py
& 4: E5|<h
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

$IE3 7 ASDM 1, fKIKiEFE Configuration > Device Management > Licensing > Smart Licensing.
SIE4 il Register.
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' Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration
Feature Tier: -- None --
Context: (1-38)

Enable strong-encryption protocol

Registration Status: UNRECISTERED

Renew ID Certificate Renew Authorization

Effective Running Licenses

License Feature License Value License Duration
| Maximum Physical Interfaces Unlimited
Maximum VLANs 1024
Inside Hosts Unlimited
| Failover Active [ Active
| Encryption-DES Enabled
| Encryption-3DES-AES Enabled
| Security Contexts 2
Carrier Disabled
| AnyConnect Premium Peers 10000
AnyConnect Essentials Disabled
Other VPN Peers 10000
| Tntal VPN Peers 10000
HIE5  {F ID Token 7B N 4.
[ JoN ] Smart License Registration
ID Token: 'MzV8eHpYY05EMGg2aDRYak 0ybmZNVnRaSW5sbmSXVXVIZkk 2RTdGTWI6%0AZVBVWT0%3D%0A|

Force registration

Help Cancel ﬁ

#& 0] LU/A) 3% Force registration 5 1EHE, vEM LA MHE AT B85 1P nlUEMUR MR A FE ) ASA. i,
IR B A A Th R AMIIER T ASA, i {EH] Force registration.

L6 Hili Register.
ASA A TRSEIC (0 SIS O ) VF nf UE AR LAY, 8 SR CURC 7 n B T B2 A .
TAEPIK S FRVE, WIVF AT IR A LR I8 23 N FH i i 2% (3DES/AES) Vi rJ ik MVF nIRES BB, ASDM
2 HT VT . f4838 i) LA $E Monitoring > Properties > Smart License DU & VF i Uk, JUH &
NIFSLENE

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

FET WELUTSH:
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To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration
Feature Tier: standard H

Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) £ Enable Smart license configuration.

b) M Feature Tier F#H7%13, L+ Standard.
hRAEZ T HT o
c) (i) XF1E= (Context) VFrlilE, ARG RAIHH .
TSR LAPESA VERTUE I 00 TR 2 Pt 55t 1 S5 AR B K8 H IR TS 2
* Firepower 2110 - 25 i 5%
* Firepower 2120 - 25 Ffi 5t
* Firepower 2130 - 30 i 5%
* Firepower 2140 - 40 FiiE 5

B, X Firepower 2110 1M &, EAT B RAH - 25 FPiEst, WM RS 235 IUEA S5 ER
IANH 2 A

Ni
]

®8 (W) BRBMESGEE AL B, ATH 2.3.0 LRTHCA R IH BARSS 251 ASA 7
BOVFRIIE, (RO SNTE B O, B AR AR P o RV RTIE AT IS B0, AT BAIE R A
H.i5 Apply.

By THASH R Save B 5.

IR H T HOBT R ) ASDM.

MR P ATIER, T E DR 5 ASDM A fE s BUBT A o

%

S8 S8 S8

-—
—

[1-]
[—]

§ 4

BcE ASA

HIH ASDM, s ml LUME I 1) SOk O B AEA DI REN s i e LT LTS C & 1) 5 PR S I DhRE -

i

L1 {KIRIEFE Wizards > Startup Wizard, #A)5 5.1 Modify existing configuration 1644 .

B =FaEATHEASA
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mEasa

@& Launcher File View Tools m Window Help

@00 Startup Wizard...
(’a Configuration Monitor

VPM Wizlirds
| Unified Communication Wizard...

Cisco

ard‘ ? Help‘T\fDE topi¢ Go
I

High Availability and Scalability Wizard...

000 Devicellisy _ ASDM Identity Certificate Wizard... L
% Add [} Delete & Connect I{ Packet Capture Wizard...
Find: Go '

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

PV ' 4
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

HIE 2 Startup Wizard ¥ 5| 58 50 B E
o o
< B0, GRS RIS R O TP Mk UK S B
© EHASEK
* DHCP [k %5 #%
o HAth...

W3 (k) 7 Wizards S, G247 H Al ] .
IR 4 BALLACE ASA, WS IR ASA R SCRY T A I IR AR RRAR 1 SRS
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(FTi%) ZERRIEN LR B FXOS BIETRiH A

LS K 32 1 HE Firepower 2100 ) FXOS, A PAFCE SSH. HTTPS Al SNMP Vi) . W4
BIPRE P BE A, JF AR BE 1/1 GXEV5 R FXOS IANLIT ) 7 T g, ik o he e+
. B ThfE, WA DAGKSEAE A BE 1/1 BT AT ). i, EANBELEAE T I T R it
FVF L 1/1 5 FXOS BT ARV 0] o ETRE 75 B0l Ik 5 BOR I % R 21 ASA His #2110 (BRI
It A8 HREFR 22—~ FXOS % B M 5% o

ASA i FHARbR S DV BEAT FXOS Vi )5 b R Of B UL R —42 0 B ASA fiTFH . 4 ASA ¥
W R B FXOS I, B R MO AEAR 1 H Arim 1 34 FXOS i1 (A2 HE i FXOS
(] HTTPS % 1) o #ds60 Hbx 1P Hudik CHP ASA 210 1P Huhil) sl ik, fit FXOS
. JEHBECRFEAAR . R TR, ASA A A i 2 ke IR D8 0. Mg v
LN I ASA B8 TP Muhkiy, 20 FXOS F 44 85k ASA HI 4 MG T ASA &5
=8

JI T LLEE ASA 42 10 F )R F FXOS B Ei /)8 8, X /& SNMP [ EFEEES T NTP Al DNS R 55 %%
TN BRIAEULR, B ASA AR B H FXOS B BB %), LAET DNS FI NTP AR %55
S OX AT RER AV BAE T T .

Fri&Z mHiI
o PR — 1 e
o ANELFE ASA USRI,

o IR H LM VPN BEIEIER S ASA FiindE 1, WAREE BV W) FXOS. 124 SSH [ Fh Az il
Jivk, WTLAIEIS VPN 3] ASA, 17 ASA CLI, 3XJ51% ] connect fxos #7417 1) FXOS CLI,
VEVER, SSH. HTTPS M1 SNMPv3 SL4z5/ml LUINEE, K H B 5 3 B 122 1 /2 224511

* HifR FXOS W2 UV B R e R 31 ASA Blide 1 CBRMED « W E N TG, WS
(Af3E) B FXOS &3 1P Hhlikbak i ¢, 5525 4l .

pUk
7E ASDM 1, EHELE > REFETE > BB > FXOS iZi2 &,
JAFH FXOS s 1 ,

a) MSNiFH ik HTTPS. SNMP 55 SSH.
b) AR (Add), JEEE AV D (Interface), ¥E RVFEEN IP Hitlk (IP Address) ,
WRIG HL B E (OK).

AT LI AR 2 AN H o R ARUTH LT ECAE, 15 Emm O (Port):
* HTTPS BR ik [ - 3443
* SNMP BRiA¥ [ - 3061

* SSH BRiki [ - 3022
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i asasnpxos e ]

HIE3 YT FXOS M ASA ;115 84 #E ;.
a) MFHUE I IERE FXOS iRZ /B 31 (FXOS Traffic Initiation).
b) AR (Add), JJEH Ri% FXOS B HIRE AT T 0 ASA #20 . BOAEOL R, 04T R
HRE.
IR 4 Ll Apply.
HIE 5 %43 Firepower NI E BEAS (BRI UL N HEY https://192.168.45.45, H ' 444 admin, %459 474
UROB S L )
HIB6 i F AR S (Platform Settings) I, 4X)5 i3] SSH. HTTPS & SNMP.
TRIAE LR, SSH 1 HTTPS &b T8 HPR A

LT ¥ F A% E (Platform Settings) L1 L1137 18151 3% (Access List) Bl & A FLVFE A EEHLAE . BROATS
LR, SSH A HTTPS H AV EE 1/1 192.168.45.0 M 4%, #7545 aif4E ASA -] FXOS iZf2 &2
(FXOS Remote Management) [i 7 1 45 52 FRAT ] k.

if715) ASA %0 FXOS CLI

AATAHUMATIERR] FXOS F1 ASA #4)&, LU WA {# ] SSH % #:3 FXO0S.

EEFREIIEH & im O LA 9] FXO0S #0 ASA CLI

Firepower 2100 21§l & 3fif 1 405 4834 3 81 FXOS CLI. #A] LAM FXOS CLI HEH:E ASA #5714, AR
Je PR ]

R REMEFH — M B % . MM FXOS ¥l & B 2] ASA ¥l G 1, dbifEfe e — N RE ARSI
£, MAME: Telnet 8% SSH &I HE .

UK

HE KB NSRBI G 3 . Firepower 2100 Bt A7 —4% DB-9 ¥ RJ-45 HAT4:48, A2
= H AT USB SR B HEATIERE . MR N AE RGBT B2 ) USB H AT RSN e . A8 LR £f
ITHHE:

* 9600 PR
o 8 MR
o 1 AMEIELT

RS FXOS CLL. A P AEUE: BRAEDL T, &nT LMER H 7 admin F1ERA %7 Adminl23
ko HUCEN, RASPRNEE X admin %15,

| #FaETHEAA
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IR 2 EHF| ASA:

connect asa

i

firepower-21104# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa>

$18 3 k[0 3 FXOS #5#l4G, 1M Ctrl+a, d.

{5 FH SSH %% FX0S

Hn] DIAE RN TP ik 192.168.45.45 4658043 1/1 LAY FXOS. WAl B f 8 B C (k) 7F
Bz FRCE ST FXOS B FIY T, 522 70 , WIS AT DA R ARbrvEsm 1 CBRIATE UL R R
3022) bR EdEE: O 1P bk,

PG ] SSH IEFLEI ASA, 7075 e 4 ASA T8 $AF C H 8 re i & SSH. 7 )
AT LN FXOS ##22) ASA CLI, 2R,
FXOS §&% % ftF 8 4« SSH % #%.

FriaZ /i
PSR TP Hotl, 5SS (nfIE) g FXOS 1P HuhbE OG5 25 T,

UK

T FIERDER /1 BN L, # SSHEZ R HIP Mk (BRIATE I T8 https://192.168.45.45,
W4 admin F123565: Adminl23) .

WIRAE FXOS s hn 7R P, Wn] DUAE AT 2 4208 5%k . WERFC B FE R 2, % SSH % 452 31 iy
3022 [ ASA Hdlsf 0 1P Mokl (2Rl ) .

WIF2 EH:F| ASA CLL,
connect asa
iR A F] FXOS CLI, i Ctrl+a, d.

Tl

firepower-21104# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa>

B =FaEATHEASA
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$1E3

(i) marxos g P sputsimx ]

oK SSH 2% ASA (FE ASA HHiC'E SSH Viln) 5D , %R 3] FXOS CLI.

connect fxos

RGN IEX FXOS AT G0y il MAFHEAH 4. admin 1% 15 : Admin123. 2R |[F[5] ASA
CLI, iH%iA exit B8N Ctrl-Shift-6, x.

T

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FX0S 2.2(2.32) kp2110

firepower-2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

[***]

firepower-21104#

firepower-21104# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

(A[1%) 4 FX0S &IE IP fthik sk W <

# T LA FXOS CLI 5524 Firepower 2100 AL (1) FXOS 45 2L 1P Huhik. BRiAHbhEYy 192.168.45.45.
IR TT LU BRI 5 o BRIN G BEE N 0.0.0.0, "Bt R IE BT L) ASA. WHR BN fEAT
/1 AT B 2, AT DU SR G TP Mkl o oAk, SR a0 Zi B N B 3 2 () U i) 1) 26 DAL
e ) %

WA, FXOS % 1/1 IP HuhbK 5 ASA #55 1/1 1P Hibib e [F]— W28 by DRtiZoek Rt S o 4] 55 0%
ASA [ ASA 1P Hiudil.
FFiaZ 8l

o FEOCEFEE TP bt e, 5 ELAL H BT Rk O ST T AT Firepower AUAR T B8 A SSH %42,

1%
© HFBOAEOL MR B 1/1 EJRJT T DHCP g5, [DAIAE 8Os 2 1P bk 2 B 045 1]
DHCP.
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VERERIE R G I 1 (S0 204 )4 5 1 LLUT ) FXOS A ASA CLI, 2523 1) o FeAlTai i

HERERIER G, DURE IR T .
A5 JH DHCP %545 .

scope system

scope services

disable dhcp-server

commit-buffer

SO EE TP Mk s, ] DA R A i TP Mkl #5383 H DHCP. &34 n] LLIE

Settings) > DHCP 7t Firepower HUAHE #4515 F 525 DHCP 5545

TP

firepower-2110# scope system

firepower-2110 /system # scope services
firepower-2110 /system/services # disable dhcp-server
firepower-2110 /system/services* # commit-buffer

O IPv4 7 BE TP Mkl JCn] DARCE MG (Rfik) .
a) WEATHIEFE T a VB .
scope fabric-interconnect a

-

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect #

b) EFE T L 1P Mk,

show

5

firepower-2110 /fabric-interconnect # show

Fabric Interconnect:

T AIE (Platform

ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway

Prefix Operability

A 192.168.45.45 0.0.0.0 0.0.0.0
64 Operable

) FCEFAELIP Huhik, BT DARCE BT AERARSS (alik)

set out-of-band static ip ip _address netmask network _mask gw gateway ip address

B =FaEATHEASA
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(i) marxos g P sputsimx ]

SR AT BCE I ROC, A NSO gwo [FIRE, /R B SO QIR R B IRAT 45 2 TP bk, 1
W% I ip and netmask.

TR MR BCE N ASA BdlaAR 1, TR gw BEEH0.0.0.00 IXIEERIN B .

il

firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.4.1 netmask
255.255.255.0

Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* #

FIE 4 BLE 1Pv6 & HE 1P Hhhk A K,

a)

b)

VR ASHA R FLI a VS H, ARG BCE IPve BCE ITE .
scope fabric-interconnect a
scope ipv6-config

i

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipvé6-config
firepower-2110 /fabric-interconnect/ipvé6-config #

A YT B IPve Hihil.
show ipvé6-if

i

firepower-2110 /fabric-interconnect/ipv6-config # show ipvé6-if

Management IPvé6 Interface:
IPv6 Address Prefix IPv6 Gateway

Jic T R 8 B TPV MR O

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band static ipv6 ipv6_address ipv6-prefix
prefix_length ipve-gw gateway address

PR Y RTBEE M OE, T IS Y ipve-gw. [FIAF, BEAE T 06 I OGN OR B I (1045 21 TP 4
bk, 1AW OCHE Y ipv6 and ipv6-prefix.

LR MR E N ASA B 1, TR gw BE Y 0 o XEEAKRE
i

firepower-2110 /fabric-interconnect/ipv6-config # set out-of-band static ipvé 2001:DB8::34
ipv6-prefix 64 ipve-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé6-config* #

LIRS WER HTTPS. SSH AT SNMP (15 [ F1ZR I o028,  LLAS R B3 4% 1) 4 B E
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a) NARG/MRSS R E .

b)

c)

scope system

scope services

-

firepower-2110# scope system

firepower-2110

/system # scope services

A V) 0 513K

show ip-block

T

firepower-2110

/system/services # show ip-block

Permitted IP Block:

IP Address

192.168.45.
192.168.45.

firepower-2140

Prefix Length Protocol
0 24 https
0 24 ssh

/system/services #

IR IFT IV 1) 1 3%

1Pv4:

enter ip-block ip_address prefix[http | snmp | ssh]

IPv6:

enter ipv6-block ipv6_address prefix[https | snmp | ssh]

XY IPv4, AN 0.0.0.0 FIHTEE 0 LLARVFFTA S, X 1Pve, WA = FIHTZR 0 LA VFpT A
W&, LR LUE R &% & (Platform Settings) > 378151 3R (Access List) 7F Firepower LA & F 2%

RIS IV R A

-

firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110

/system/services # enter ip-block 192.168.4.0 24 https
/system/services/ip-block* # exit
/system/services* # enter ip-block 192.168.4.0 24 ssh
/system/services/ip-block* # exit
/system/services* # enter ip-block 192.168.4.0 24 snmp
/system/services/ip-block* # exit

/system/services* # enter ipvé-block 2001:DB8:: 64 https
/system/services/ip-block* # exit

/system/services* # enter ipvé-block 2001:DB8:: 64 ssh
/system/services/ip-block* # exit

/system/services* # enter ipvé-block 2001:DB8:: 64 snmp

/system/services/ip-block* # exit
/system/services* #

a) MHERIH AT R 513 .

B EFaEATHEASA
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(i) marxos g P sputsimx ]

IPv4:

delete ip-block ip _address prefix[http | snmp | ssh]
IPv6:

delete ipv6-block ipv6_address prefix[https | snmp | ssh]

oRtIE

firepower-2110 /system/services # delete ip-block 192.168.45.0 24 https
firepower-2110 /system/services* # delete ip-block 192.168.45.0 24 ssh
firepower-2110 /system/services* #

(W) FHia H IPv4 DHCP Al 554% -
scope system
scope services

enable dhcp-server start ip address end ip address

AT LUE T &1 E (Platform Settings) > DHCP 75 Firepower HUAR & 3 #% b i H 524 H] DHCP JIk
%15
Val °

T

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services # enable dhcp-server 192.168.4.10 192.168.4.20

PRAFHCE
commit-buffer

T

firepower-2110 /system/services* # commit-buffer

¥ ASA HuhEFE SO R IERARI IS 1o BRIA ASA B EIFE 1 1/1 1P Huhkh 192.168.45.1,
a) I A SRS ASA CLI H7 1) 4 Jaiic B

connect asa

enable

configure terminal

i

firepower-21104% connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

Password:

The enable password is not set. Please set it now.

Enter Password: ***x*#*x

Repeat Password: *****x

#FaETHEAA
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ciscoasa# configure terminal
ciscoasa (confiqg) #

b) TESCEH 1/1 1P Hihk.
interface managementl1/1

ip address ip_address mask

5l

ciscoasa (confiqg)# interface managementl/1
ciscoasa(config-ifc)# ip address 10.86.118.4 255.255.255.0

) HLAT iR ASDM [ 2%
no http 192.168.45.0 255.255.255.0 management

http ip _address mask management
il

ciscoasa(config)# no http 192.168.45.0 255.255.255.0 management
ciscoasa(config)# http 10.86.118.0 255.255.255.0 management

d) PRAFACHE

write memory

e) ZLR[MIE| FXOS &l &, 1A Ctrl+a, d.

A5l

PUR 7RI B 1Pv4 20 BE 1R 6

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.168.2.112 192.168.2.1 255.255.255.0 2001:DB8::2 2001:DB8::1
64 Operable
firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.2.111 netmask
255.255.255.0 gw 192.168.2.1
Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* # commit-buffer
firepower-2110 /fabric-interconnect #

DU 7RG & TPv6 & 3432 11 R Y 5

firepower-2110# scope fabric-interconnect a

B EFaEATHEASA
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ol
e’j}
%
™

-

firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address
2001:DB8::2
firepower-2110 /fabric-interconnect/ipvé-config # set out-of-band static ipv6 2001:DB8::2
ipvé-prefix 64 ipvé-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé-config* # commit-buffer
firepower-2110 /fabric-interconnect/ipvé6-config #

[REEIRE

o FARSEHE ASA, 155N A

A

Prefix IPv6 Gateway

64 2001:DB8::1

BEASA Z NSRS P IE 5 15 BT RRAS (A SCRY

o THLE FXOS HUARIRE, &M ( FXOS BlE 5 ) -

AR, T

2 ( FXOS M HERR R ) -

F &1 T Firepower 2100 B9/ S£i23%

T REBFR FRA | ThEERR
R SO e | 9-13(D) | SIANB &S, BB T SO i e oAb, Jge i i-r a8l W
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https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
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