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FXOSCLI IZDWLvT 1
FXOS CLI E#X G A7 =7 FET L 1
TIITAT U AE—RD ASA BLOFXOSCLI ~D7T 7 & A 2
7Ty N7 —LF—RDASAB IO FXOSCLI ~D7 7 A 4
SSH % i | L 7= FXOS ~D#fi 4
gV =R — MIEHEL CTFXOS B X OVASACLIIZT 7 &EA9 % 5
show 2~ FHADRIFEEL 7 4 V2V 7 6
show a~> RO 7 4 VB2 7 6
show =~ NI TJOLRAT 8

FXOS L RATF LY AN 1
TTIATVAE—RO7 =—/bE—7 1
nJArTERY AT —=FKDUEY R N
EHEITE 220 14
SSD 7 7 A V¥ AT LOfEHE  (Firepower 2100) 19
THHEREOT 7 4V REDHE T 2
BEMEDFEIT 22
SERIRHA A—IMbDFIT 23
VAT ALY AN DOJERE 28

FXOSD +FS T a—TFav5 avs K 29
VXY=V E—RN NI TNV AT 4T Aav R 20
A=V Xy " T o7V =K IV a—TFT 407 av K 34

T TV I A HF =X NE—RK NI TNV a—T 47 avr K 31
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B =x

77w N7 4 —LF— RO Firepower 2100 @ connect local-mgmt N7 7 /LY o —F 4 7 =
~ K 39

X2 V74 $—ERE—FK T TNV a—T 47 a<w K 43
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A1
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FXO0S CLI [CTDULMT

7T AT AE— KD Firepower 1000 33 Z 182100 TiX, FXOSCLI b H TE 5 DL show
aAv L REFER NI TNV a—T 4T avwy ROKRTT,

7'F v N7 4 —LF— RO Firepower 2100 TiX, FXOS Z ] L CHARPREE T XA —F &
=R 2T AU F =T A RAeRET HMENH Y £, FXOS 2 H L7z ASA DR IED
FEAMZOWTIE,  [Firepower2100ASA 77 v 7 4 —AF— RKFX0OS 2> 7 4 Fal— 3
YA R SR TIIESN,

«FXOSCLI BHit& 47V =7 T (1 3—)

TS TAT VAE—FRDASABLORFXOSCLI ~DT 7 A (2—)
¢« 7T N7 A —LEF—FDASABLILOFXOSCLI ~D7 7t A (4 X—)
s show 2~ RHIORITFE T 42V T (63—)

FXOSCLI EEBx&RA Tz FETIL

FXOSIIEHR R AT V=7 bETAEFALES, ZOETATIL, BHEHNIRA TP/ b
XEBRRRE R LT 4 T 4 FITRE T T 4 T 4 BB EB L 2L DT, e %
i, v —v, XAy MUY=V a—b, K=, Ty id, BEMNSEAI TV FEL
TRAEINIYEE LT 4T 4T, £z, 2= r— AT Ty N7+ —AKRY —1%, &
g A7 s e LTRBESNDMET T 47 4 TT,

FT7V s NMEBIZ4 OO KR a~ Ly Rd D £,
* create object
» delete object
* enter object

» scope object

\}

CE) 779447 AF— KT, create B WV ddete i~ NiZfEH T A,

ASA I & % Firepower 10002100 ® Cisco FX0S kS5 JLsa—F4 >4 |
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Fxoscu (zonT |

. FISATUVRE—FDOASAE LU FXOSCLIADT V&£

ATy T

ATy T2

scope T > Rit, K47 V= FCha—F A RZ L AEA T V=27 FTH, TRTO
BHXRA T V=7 NCHEATEET, Tooa~vr REEHL T, 22— A 221k
FT V2l NEERBLOEBRTEET, T3TO createobject =~ > NIZiX, TN EITKE
Jind % delete object 33 X N enter object 2~ > R2MFE(EL 97, enter object =~ > &AL
T, HLWAT V=27 bVE2ER LTZVBEEDOA T V27 bafRELZY TEEd, TDw,
F TVl NINTCIAFET DA T — L 72D createobject T~ KORb D (I T&
£,

?XFE AT E, WoTha vy MEXOIUEDIRIE TR e/t 7 a V2R TE
=7,

VAE—FDASAE EUFXOSCLI~D7 ¥t

ASACLI Zff LT, ASDM Z AT 2O VICASAD N T TNy a—T 4V TRFEELT
IZEMNTEET, CLIKIE, 2 Y=L R—MNIEHRLTCT 7 BATEET, B TEEDA
VHE—T 2 A ATDOASA~DSSHT 7B A%ZHETEET, SSHY 7 B RILT 7 4+/L h T
T2 >TWET, FEMIZOWNTIEL, ASA D ERBEORETA REZRL TSV,

NG TN a—T 4T DI=HIZ, ASACLINH FXOSCLIZT 7 EAT 52 &6 TEET,

FIE

FHarva—H¥Ear Y —/LAR— MIE#RE L £9, Firepower 1000 (21X, USBAtoB ' U 7T
v —T VMG JE L CUWE T, Firepower 2100 (213 DB-9 to RJ-45 > U 7LV 77— 7 V3@ L
TWAHT2, it T 272Dzt — R =7 4 OV 7L to USB 7 — 7 A BRLETY, =
EHOAR V=T 4 TV AT DIREIR USB Y U TV RIANEMTA A =L LT
728 (A& S [Firepower 1010 hardware guide] & 7213 [Firepower 1100 hardware guide] ) .
ROV TNRELMEHLET,

* 9600 7R —

8T —X B b

e NUT 4721

1AMy 7 EYE
ASACLLIZ#E LE T, T 74N T, av Y= T/ vR M Rha—F 7 LTy
MEH Y A,

¥ EXEC £ — NIZT7 7B A LFET,
enable

enable 2~ REBUIIZAN LI L X2, RRATU—RELEET L LHkROSNET,

I ASA (2 & % Firepower 1000/2100 O Cisco FX0S k5 T LY a—F 4 2%
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| moscuizounT

ATvT3

ATy T4

77547 AE— O ASABLUROSCU~DF s 2Z [

1 :

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x***%

Repeat Password: *****x*

ciscoasa#

ASA THELA X —T I NAT— RNiZ, FXOS BHEO—YF AU —KFTHLH Y, ASA
DOFENZ R L2 8E8013. FX0S 7 = — /Lt —7 T— NIZBITLET,

REUSNDT R TOa~ R, FEEXECE— RTCHEATE £4, BHEEXECE— Kb
V74X al—TarEB—RIIADRZELTEET,
FFHE EXEC B— A& T 5121, disable, exit, £72iT quit =~ FEZ AL ET,

Jua—)ar7Z 4 Xal—yaryET—RIT778ALET,
configure terminal

&1

ciscoasa# configure terminal
ciscoasa(config) #

Ja—\)ar7 4 F¥al—aryE— RNLASADORELZMBTEET, Fr— Lo
T4 F¥alb—rary EB— RFEKTT AL, exit, quit, £7oidend a2~ FEANLET,

({E&) FXOSCLIIZHHE L £7,
connect fxos [admin]

cadmin : EEEL XNV DT 7 AR LEST, Z0F TV a rE2HEELRVWE, 2—F
DT 7% AT ARERT 722 4, BHET—FTH-oTH, 274
Fal—vary avwry RIMEATERWVWI LIZERELTLEZ N,

2—PF I VLT oY VDA EZROONERT A, BAED ASA = —HV LN FXOS IZTESN D
728, BINOa 7 A AINEH Y FH A, ASACLICKEAIZIE., exit & AJ1T 57>, Ctrl+Shift+6
L, x EADLET,

FXOS N CliX, scopesecurity/showaudit-logs =2~ > K& L C2—W 7277 4 ©F 1 ZFER
TZET,

% -

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.

ASA I & % Firepower 10002100 ® Cisco FX0S kS5 JLsa—F4 >4 |
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B 75 ror—sx—ronasassUmOSCLADT £

ciscoasa#

T39I+ —LE—FDASAE ZUFXOSCLI~NDT &

g8

ZZTlX. FXOS BXWNASA =2 Y —ViZ#Eki 3 5 ik & . SSH & LT FXOS |28kt 3
BIFHEZDOWTCHA L £97,

SSH Z (& A L 7= FX0S ~ D #&fit

ATvT1

ATy T2

ATvT3

TNV IDIPT KL A 192.168.45.45 #fEH L CTEH 1/1 © FXOS IZ#E cx£9, VE—
NEBARET D6, HEEHER—F (F 74V FTIL3022) TTF—H A2 X —T7=AAXIP
77}\]/2 \—&/{fjﬁ—a—é\_k%fgi—é—o

SSH Z{#fH L T ASA I 45121k, £9°. ASA O— MR BMEDRIE N A RIZHE-> T SSH
T IR ABRETHVLENHY £7°,

ASA CLI7>5 FXOS., BXONFOW HIMICHELTHZ N TEET,
FXOS I3 K 8 f > SSH #f A #F 7] L £,

FIE

BHINIZER L TWAEHa o —4 T, HHIPT RLRICSSHER LET (F 741
K TIL, https://192.168.45.45, =—H%4 : admin, /XA U — K : Admin123) .

FXOS T —%ZBIN L 723841, {£ﬁ®:~4f‘%f‘m TJA L TCEFET, VE— MNEHEHRT
TAHEE. ASA T —X4 4/57 T2 A AIPIZAR—F 3022 (F7 /v FDAR— k) TSSH#
BLET,

ASA CLIIZEEfE L7,

connect asa

FXOS CLIIZEAIZ1%, Ctrl+a, d E ASLFET,
B -

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

ASA |Z SSH #4659 254 (ASA TSSHT7 7B AZR|HELT-1%) . FXOSCLIIZHERE L F9,

I ASA (2 & % Firepower 1000/2100 O Cisco FX0S k5 T LY a—F 4 2%
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a2y —I)LiR—

ATy T

vy —Lk— ML TX0S B&UASACL 272255 [

connect fxos

FXOS ~DBFEZROObNET, T 74/ FDO2—H4 adminB L UVIA T — K : Admin123
ZMALET, ASACLIZREDIZIE, exit E ASIT B0, F721E Crl-Shift-6, x E AT LFET,

B -

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FX0S 2.2(2.32) kp2110

firepower-2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4
Cisco Firepower Extensible Operating System (FX-0S) Software

[..]

firepower-2110#

firepower-2110# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasai

MZEHLTX0OS BELUASACLIZZHOERT B

mewmmo:Vy—wf—bemmcuK%ﬁbiﬁoKK\Dmmmm%ﬂwA:V
V=V L, BERDZENTEET,

*V’%ﬁ?%éﬂyy—w%ﬁEIOﬁﬁTﬁoD@SZVV—NWEMM®:VV—W
W T D56, Telnet £7213 SSH #:5t D a L I1XEL D | Z OB ITKFERIEE T,

FIE

EH o Ya—HF%&ary Yy —/LiR— MIEH L £ 7, Firepower2100 (21X DB-9toRJ-45> U 7
=T NRR L TWA T, BT 5729 ’i%—PN~?4%®V)7me%7P
TIUBMETT, THEAOFNL—F 4 7 VAT LIHERUSB LY TV R A N & 5T
AVAP=NLLTLEEN, ROV TILiE E%ﬁ%bi?

* 9600 7~ —
87 —X By b
e NUT 472 L

1Ay 7 EY b

ASA I & % Firepower 10002100 ® Cisco FX0S kS5 JLsa—F4 >4 |
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B stowa~o rmnogEET L8 LY

FXOSCLIWZHEH LEd, =2—F 7 LF ooy LB AN LET, 5740 F Tk, admin = —
PETFTHN FO/RATU—FKAdMiNI23 2 AL Ce /A o TEEd, #ldTrr A 275
L, admin RRTU— REEFETHLHITRODLNET,

ATv T2 ASAIZHREL £7,
connect asa
i :
firepower-21104# connect asa
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa>
ATY T3 FXOS 2V —/WIREDIZIE, Culta, d L ASLET,
N N N N
show AY > FHADREFEET A NLEY) VY

\)

HWHETHRAN 774NV EA LT " T5HE, show 2~ ROHNHEHREFCEET, HH
BT ANEV T av s RIgXA 7T AE, showa~wr RO A7 4 VvEZ ) 7 Tx
S

HADHRAEE 7 4NV EZ ) U 73T _RTD show 2~ RTCHHATEXE T2, KEOTFA Mg
T D~ RS 258 IR BELHET, 71& Z1Z. show configuration =~ > K
EHEALTC, REOTRTELIT—HERRTEET, REOHNZa—T 5L, REE

Ny T v 7TBIOETTEET,

GE)

show a2 RTIIL—27 Ly b (RAT—=RT7 40—/ R) BERINLWEZD, HTLWLFA
A ATREZRAE VT 251, BEORAT— RE2ED5 X 512 show W EZZEH 42 MEE
NH FI,

show v > FHEAD T4 ILZ )5

show =< RO N ZT7 4 NV Z ) 735120, ROV 7Ta~vr REEHLET, RO

DOFHAT, show 2~ ROBZLOHRMOHERE | 1334 7LFTHY, a~vr RZEEh, #X
DOMHADO - TIEH Y T, TA4NZ V)T F T avida~y ROKRGO | LFOHIT
ABLET,

show command | {begin expression|count|cut expression|egrep expression|end
expression | exclude expression|grep expression|head |include expression|last |less| no-more| sort
expression | tr expression|unigq expression|wc}

I ASA (2 & % Firepower 1000/2100 O Cisco FX0S k5 T LY a—F 4 2%
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show 3wy kitAnT ULy

TJANR) T A Toay
TUNZY T YT awy RO EBY T,

begin : FEE SN AZ = 2B URNOITEMREA L, TOITEREEDOTNTOITZ
FRLET,

ecount : TTEA T P LET,

ccut : BATO—EyAHIER (T b)) LET,

cegrep  JERZ A TDONRE — 0 L =BT TR ER R LET,
cend : NY— L BT HITTHRT LET,

sexclude : XH¥ —2 & —HETHTXTOITERN L., TOMDOT X TOITERRLE
KR

cgrep : NE = E—HITDITOHRER R LET,

*head : HAIDITEF TN LET,

cinclude : ¥ — L —HFTDITOHRELR L ET,

last : lREDOITEZFRLET,

sless: =T DT 4 VK TT,

eno-more: 2 v N OLUR—TV &2 FT7IZLET,

esort : f7&Y—FLET (AP —L Y—=F—)

otr @ LWFEREH AT A -, BRIOHIBRL £,

e uniq : B LERE—ITO 1 D& RS TRTEMEL 7,

ewc: 17, Hif, BIOXTFOHERRLET,
expression

W, Al DFEV AT —TEMR T X AT, e —E I/ E T T EG I
FCHERNTIEIY, Ro—fiL LTFERSNET, o, KREOAR—2FRUZH
ENET,

GE)

ROV T A~ ROW DINNTIE, 74 F ) o 7 aFEMICHIECE 284 7> a i3
£9, 7= & 21X, showconfiguration | head 35 & U show configuration |last & $5E 3% &, lines
F—U—REFEHLTCERRINDITHEERTEET, 774/ ML 10 TT, 512, show
configuration |sort LfEET 5 & HANOEEITEZHIRT 27200 F 7> a v -u ZBIITE
F1, (ZOF T arOFMRRBAIIARRF2 AL FOIEI T, SE8Ehavr FiC
SNTIE, FXOS O~V FH A EBBLTL 280, SOV TIE, #%2%49 5 Linux O~/L
TESBLTLEEN, )

ASA I & % Firepower 10002100 ® Cisco FX0S kS5 JLsa—F4 >4 |
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. show 27> FHAODRE

il
ROPITIZ, AT LAY b v TRNOBIEOITEZ RS 2 EE R LET,

FP9300-A# show sel 1/1 | count
3008
FP9300-A#

WOBITIX, LFH Terror) ZETT AT A AR b a7 OTERRTDHHEERLET,

FP9300-A# show sel 1/1 | include error

968 | 05/15/2016 16:46:25 | CIMC | System Event DDR4 P2 H2 EC
C #0x99 | Upper critical - going high | Asserted | Reading 20
000 >= Threshold 20000 error

FP9300-A#

BEEIER
show 2~ > R ORFE (8 X—)

show a7 > FHAODRE

HOETXRAN 7740V F A L7 hTBHE, show a2~ ROHNEREFETEET,

show command [ > {ftp:|scp: | sftp: | tftp: |volatile: |workspace:} 1| [ >> {volatile
| workspace: } ]

BX D > {ftp: | scp: | sftp: | tftp: | volatile: BIRL7= F Sy 2F— |k 70 h 2L L
| workspace: } EESNETFARN 77 A MCshow <> R A%

VA L7 FLET,

avr REANTHE, VE—F =L, IPT
RULA, 2—H4L, TrA /LA RENIT) X

ET,
Z ORECENter Z & D e — B MTRTT
SNFET,

>> {volatile: | workspace: } show =~ FH N ZEHRT ¥ A b 7 7 A VA
MLET, ZO7 7 A /UTT TIFEL TV D HLE
NdHYFET,

1

WOFTIX, BIEORELZ I AT LT —7 A=A FELLY ELTWES, RET 7 AV
DT TIFELTEY, EEEXTINEIMEEIRTEXET,

FP9300-A# show configuration > workspace
File already exists, overwrite (y/n)?[nln
Reissue command with >> if you want to append to existing file

FP9300-A#

I ASA (2 & % Firepower 1000/2100 O Cisco FX0S k5 T LY a—F 4 2%
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show 27> kithoin [

ESPEDEYS]
show 2~ KO T7 42D 7 (65—)

ASA I & % Firepower 10002100 ® Cisco FX0S kS5 JLsa—F4 >4 |
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. show 27> FHAODRE

I ASA (2 & % Firepower 1000/2100 O Cisco FX0S k5 T LY a—F 4 2%



T7I54A7

nJ4A4>T

=9=
=% =R

FX0S > X T L) 3\

T, =Ty TOMEE N T OV a—T 4 7 L, RAT— FOREEETTLF
NEIZSUWTREBT L £ 77,

T TIAT UV AE—RDT7 =—)Lt—7 (11 =)

el TERY (RZAT—FDYtEy k) (11 <2—)

c HE)TE 2 (14 X—)

*SSD 7 7 A LT AT ADOfEAE  (Firepower 2100) (19 ~<—737)

o LIGHAIREDT 7 4V iR EDE L (21 X—)

 BEHEDFET (22 —)

« BRIRFA A —VLDET (23 =)

s VAT LU BNY OJERE (28 X—)

VARAE—FDTz—I)LtE—7

77T AT AE— RO Firepower 1100 & 721X Firepower 2100 75 ASA ~D 7 — MIKT %

ELFXOS 72— =T F— FAEEILE T, ZOF— FOFX0S T, /RO ETY
AT LDOBWE ) RN TEET, FEHA X — 7I4x_m7%ux DNS. ¥ X O'NTP
ERTELTBHIE, ASAAMA—VDF U a—REAL VA M=V HLAREIZARVEST, 7=2—/b
T—T7E—RTHEHEA L H—T 2 A ADHRERETETET, FXOSIZr A T 5 & XX

AMCRRE LI EHE 2 — & ASA 4 2 —T XA — R&EMHHALET,

Firepower 2100 77 v s 7 4 —ALFE— RTClE, ¥ —HEEZ H 12 FXOS TRETE £ 7,

COEDOFIATIE, 77 I7A TV AE—RIGET T v M7 4 —LF— RK& DOEWIZ OV THL
L TWET,

=G0 INRT—FkDYY Yy k)
FXOSlcu /4 v C&Ehnigs (RNAT— RREsicda, £7203SSDdiskl 7 7 A /LT AT

LADMHEE LTV DE5E) X, ROMMON % L C FXO0S %€ & LG RO T 7 4 /L MZIE
TLTEFET, BHENAZAT—RIF 7+ O Adminl23 2ty hEnEST, ZOFIET

ASA I & % Firepower 10002100 ® Cisco FX0S kS5 JLsa—F4 >4 |
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B orrocznn vixo—routy b

&

ATy T2

1T, ASADREL UV By FENFET, SAT— R0 > TWT, FXOSH DS T3 H Ao
T 7 AN NEREEE LT DHEIL. THEREOT 740 NREDOE T 21 X—) =5
LTL7Z&EW,

1R BRI
COFIEEZFETTAICIE, 2NV T IV BATETAVLERDHD 9,

FIE

a Y —)LR— MIEEHE L, Firepower 7 /3 ZAD&EREZ A A LET, 77— 7 v 7 HiC
ROMMON 7' & 7 N Rmd 5 K D8RS5, Ese 2L ET,

T X EEHRLET,
&1

R R e R e R R S

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2018 12:16:16.21 by builder

R R R T R R

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

Z OB, Esc L ET,

THRRE~D Y £y FEERLET,
rommon 2 > factory-reset
(¥)  ROMMON N—7 = - 1.0.04 DA%, password_reset =~ > R LET, 20

o~ RiE, LD /R— 3 > T factory-reset (CAEE X1 E L7z, ROMMON 73—
Va U EMGRT DX, showinfo # AL ET,

rommon 1 > show info

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Wed 11/01/2018 18:38:59.66 by builder

RELZHEEL, TO%A A—TEEHT 5 2 & 2MERT D7D 7T m 7 FRFRIh
ij‘o

I ASA (2 & % Firepower 1000/2100 O Cisco FX0S k5 T LY a—F 4 2%
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(B AA=—VEEBTLI v T FRFRINBRWEEIE, boot 3~ REANLET,

£
Firepower 2100 75w k74 —LE—F :

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

File size is 0x0000001b

Located .boot string

Image size 27 inode num 16, bks cnt 1 blk size 8*512

Rommon will continue to boot diskO: fxos-k8-fp2k-1fbff.2.3.1.132.SSB
Are you sure you would like to continue ? yes/no [no]: yes

File size is 0x0817a870

Located fxos-k8-fp2k-1fbff.2.3.1.132.SSB

Firepower 1000 8 & U 2100 7 FSA 7V AE— K :

G¥)  T— b T v 7HHI, FXOSIZu /A v LCEHERAT—REHRETDHLIITKD S
NET, 874 LTHRIBEITRAELEEAN, ASAWEENT S £ T Lkt 54
ERHDET, ASAT LR Tal A4 LTLEEN, A X—T IR AT — R
FEHXrckRdoNET, ZNE. VAT LANREXOS VA ANMEHTEHA 2 —T
JLIRA T — RTC9,

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

Execute 'boot' command afterwards for factory-reset to be initiated.

Use of reset/reboot/reload command will cancel the factory-reset request!
rommon 3 > boot

firepower-2140 login:

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.99.13.1.108 asa 001 JAD200900ZRN2001Al, FLAG='"
Cisco ASA starting

[...]

firepower-2140 login: admin (automatic login)

Please wait for Cisco ASA to come online...l...

[...]

User enable 1 logged in to ciscoasa

Logins over the last 1 days: 1.

Failed logins since the last login: 0.
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Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

The enable password is not set. Please set it now.

Enter Password: ****x

Repeat Password: ****%

Note: Save your configuration so that the password can be used for FXOS failsafe access
and persists across reboots

("write memory" or "copy running-config startup-config").

ciscoasa# write memory

A A=V HEEINTDH 0T MNFEREINZWEGAIL, boot 2w REATJLET,
AR—KT o TTHARDEY NT v T E2RAI#FTLET,

TLETEA0

&

TN ZAERENTE 2V GAIEL, USB £/ TFTP A A — U025 FXOS % 28 T & 5 ROMMON
HEELET, FXOSEZRENLZH%, eMMC (V7 hU =T A A=V REFTINE 77 v a
TNRAR) ZH T+ —~y hTEET, 74—~y FLIEH%, 41 A—TV% eMMC IZFX T
va— RTLHMERHY ET, ZOFIETIE, B ssdl ITHRAF SN TNDTXTOREN
REFSNET,

BIBEERLZ OO ENAREARFR T, eMMC 7 7 A L 2T LDMEHE LT 5 AR &
Di‘é—o

1R BHHEIIZ
COFEEETTIHICNE. T —NIT I BEATEDAILERH D 97,

FIE

EEITX VWA, VAT A ROMMON % & L E 3,

ROMMON 728 HEIFICEBI SN2 WEEE. 77— b7 v 7HIZROMMON 7' u 7 M & E£RT 5
ForEREINZS, EsczHLET, T=XE2EMRLET,

1 -

R R R R T R

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2018 12:16:16.21 by builder

R R R e R

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

I ASA (2 & % Firepower 1000/2100 O Cisco FX0S k5 T LY a—F 4 2%
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egczan

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!

MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.

ZDOREE T, Bsc L ET,
USB RTA T EDA A=V BT — 450, FETFIPE2EHL TRy hU—27 %4 LT
J—krLET,

GE)  9.12 LAFTO#A. ROMMON 75 FXOS #E# L, B/EA VA F—LEN TS A
A—=TH 7 — MNA[ETHHLGAIL, BEA VA =L ENTNDEA A=Y LR L/3—
VarEEHLTND I EEMRLTLIIEEN, TNUSNDOEE . FXOS/ASA /N—
Carn—FHLRWE, ASANYZ T v 2 LET, 9.13 LK TIZ. ROMMON 725
FXOS #iE®7 5 &, ASAPHEINICE— RINR R0 £,

USB M oEEIT iHEIE. RDKLSICLET,
boot disk1:/path/filename

TRA AL FXOSCLIWZEBI LE T, T4 A7 ONEEF/RT HITIE, dirdiskl: =2~ K&
ERLES,

1 -

rommon 1 > dir diskl:

rommon 2 > boot diskl:/cisco-asa-fp2k.9.8.2.SPA

TFTP SRS T HHEIX. RDESIZLET,

BE Oy T —ZREFIEEL, RO ROMMON =~ KA LTASA Sy r—
Zr—FLET,

address management_ip_address

netmask subnet_mask

server tftp ip_address

gateway gateway ip_address

filepath/filename

set

sync

tftp -b

FXOS A A=Y RF v rm— &, CLICT— M7 vy 7EhEd,
ROERESRRLTIES N,

eset: Xy NU—IREAFIRLET, ping 2~ FEMHEH L TH— S~ 2 el
HZEHTEET,

ASA I & % Firepower 10002100 ® Cisco FX0S kS5 JLsa—F4 >4 |
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esync: v FU— I REERGTFELET,
«tftp-b : FXOS # e — KL £7,

1

rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-asa-fp2k.9.8.2.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
pPSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[..]
Y—IN~DEHRE STV 2a—T 405 FBICIE, PingEETLET,

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds
rrrrrrrrn

Success rate is 100 percent (10/10)
rommon 2 >

ATv T3 BEOEHE AT —RE2MHH L TFX0SIlcu 74 LET,

GE) v AU ERRDbNLRWEA, FRET 40 A7 OMENEN TR 7 A o TERWE
#1%. ROMMON factory-reset =~ > R&2HH L C L HMRRRE~DO Y &> &5
TTHARERHVET (@A TERY (XA T—FKDUEy R (115—)
EHR) , IWRERE~DO Y By bEEITLEL, ZOFIEEZFR LT FXO0S % i#)
L. 774/ bou A AE#H (admin/Adminl23) Tr /A LE7,

I ASA (2 & % Firepower 1000/2100 O Cisco FX0S k5 T LY a—F 4 2%
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enczin [

ATv T4 EMMC 2B 74—~y FLET,

connect local-mgmt

ATy TH

format emmc

yes L AN LET,

1

firepower-2110# connect local-mgmt
firepower-2110 (local-mgmt) # format emmc
All bootable images will be lost.

Do you still want to format? (yes/no):yes

ASA NNy r—VhBA Yy a—RLUGEBHLET,

G¥)

07 A TERDS IO LM E~D Y £ v b2 FETLIEGAIR. RED
THMMRFOT 7 4V MEREICETINET, 20V kY ME, Xy NT—TEER
TI7ANMIERINEZEEZERLET, Xy NV REEXE LT DHITIE, R
B—=NT T HA R THMREELIATLE T, Ry MU — 7 Befe & Bz L7z
%, ZOFMEEHGITLET,

a) Ny —UEFyru—FLET, USB E/ZITTFTP 726 —RpISEB) L72D T, 5l &kt
EU—ANT A ATICA A=V ELZ T ra— T O0ERHD 7,

scope firmware

download image url
show download-task

WRONWTNPEFHAHL TS VR —sT577 AL URL T LET,

51 -

« ftp://username@server/[path/]image_name
* scp://username@server/[path/]image_name
« sftp://username@server/[path/]limage_name
« tftp://server[:port]/[path/]image_name

* UsbA:/path/filename

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check

download progress.

firepower-2110 /firmware # show download-task
Download task:

File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
Tftp 10.88.29.21 0 Downloaded

ASA I & % Firepower 10002100 ® Cisco FX0S kS5 JLsa—F4 >4 |
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Nolr—VOF 7 ra— RNR5ET ([Downloaded] DIREE) LizbH, /Ny r—UaEE L E
j—o

show package
scope auto-install

install security-pack version version

show package ® {77 C, security-pack version %5 @ Package-Versfiiz = ' — L £,
VX —UMASAA A=V HEA A M=/ L THEBLET,

1 -

firepower 2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install
firepower 2110 /firmware/auto-install # install security-pack version 9.8.2
The system is currently installed with security software package not set, which has:

- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

ATYT6 V=YDV T—IMRETTHOE/ELET ~104)) .

FXOS BEEEI L CTH, ASADBMET5FET (57) FETINERSHY T, KOAvE—
NERENDETHHELET,

firepower-21104#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11l, FLAG="'
Verifying signature for cisco-asa.9.8.2.2

Verifying signature for cisco-asa.9.8.2.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11, FLAG="'
Cisco ASA starting

Registering to process manager

Cisco ASA started successfully.

I ASA (2 & % Firepower 1000/2100 O Cisco FX0S k5 T LY a—F 4 2%
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SSD 77 A LY R 7 LW (Firepower2100) ]

SSD 7 7 A LY R T LDHEIE (Firepower 2100)

ATy I

ATy T2

FXOS IZEFIZa 7 A v LIe, T4 AZHHETT — A v —URERINZELATE. FX0S
BLOASAEZENMEFEIN TS SSDI #H 7y —~ v hT&E4, ZOFIEICLY, FXOS
REN THMEREOT 7 4V ML SNET, 77 v N7+ —LF— ROGE, HEHE /A
J—RiE7T 740 bOAdmiIn12312 Yy bENET, ZOFIETIE, ASAOREL Y > b
EhET,

Z OFJEIL Firepower 1000 (2 H SN EH A, ZD7d, AX— T v 7 A A=V hkHERF L7
M5 SSD #WHETHZ LIXTEERA,

FIE

o —)LiR— 2B FXOS CLI Nk L £,

« 7T AT AT — RO Firepower2100 : =12 Y —/LiR— h THRUIZ ASA ([ZHHE L £,
FXOS |28t 3 5 121%. connect fxosadmin =~ > K& AL £9,

« 77 v h7 4 —ALF— KO Firepower 2100 : 2> Y —/LR— bk THRAMNZ FXOS 28k L %
T, admin & LT AL, EHENART—R2 AN LET,

SSD1 87—~y hLET,
connect local-mgmt
format ssd1

1 :
Firepower 2100 7 7S5 A4 7V AE—F :

G¥) =P Ty THERC, FXOSIZuZ A o LCTEBERAT = RERETH I IITKDS
NET, o774 LTHRBITRAEL AN, ASANEENT S £ TR LT 54%
ENHDET, ASAT LT Tu s A4 LTLKEEN, £ R3—T NIRRT — K&
FIHXkRdonET, ZNiE. VAT LANREXOS VA ANMEHT LA 2 —7
NIRRT — KT,

firepower-2110# connect local-mgmt

firepower-2110 (local-mgmt) # format ssdl

All configuration will be lost.

Do you still want to format? (yes/no):yes

Broadcast message from root@firepower-2140 (Fri Aug 16 19:53:45 2019):
All shells being terminated due to system /sbin/reboot

[ 457.119988] reboot: Restarting system

[...]
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Cisco System ROMMON, Version 1.0.12, RELEASE SOFTWARE
Copyright (c) 1994-2019 Dby Cisco Systems, Inc.
Compiled Mon 06/17/2019 16:23:23.36 by builder

R R IR IR I I b I I b dE h b b b b dh b b dh dh b b b dE b bk b b b b b b b b b b h b b b bk b b b b b b b b b h b b b b b b b b b b b b b b b b o

Current image running: Boot ROMO

Last reset cause: ResetRequest (0x00001000)
DIMM 1/1 : Present

DIMM 2/1 : Present
Platform FPR-2140 with 65536 MBytes of main memory
BIOS has been successfully locked !!

MAC Address: 70:7d:b9:75:23:00

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Located '.boot string' @ cluster 98101.

[...]

Primary SSD discovered

Primary SSD has incorrect partitions

Skipping prompt because disk is blank

Formating Primary SSD...

Creating config partition: START: 1MB END: 1001MB

[...]

firepower-2140 login:

Waiting for Application infrastructure to be ready...

Verifying the signature of the Application image...

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.13.0.33_  asa 001 JMX2134Y38S4F4RBT1, FLAG="'
Cisco ASA starting ...

Cisco ASA started successfully.

[...]

INFO: Unable to read firewall mode from flash
Writing default firewall mode (single) to flash

INFO: Unable to read cluster interface-mode from flash

Writing default mode "None" to flash
The 3DES/AES algorithms require a Encryption-3DES-AES entitlement.
The 3DES/AES algorithms require a Encryption-3DES-AES entitlement.
Cisco Adaptive Security Appliance Software Version 9.13.0.33

User enable 1 logged in to ciscoasa

Logins over the last 1 days: 1.

Failed logins since the last login: 0.
firepower-2140 login: admin (automatic login)

Successful login attempts for user 'admin' : 1
Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

The enable password is not set. Please set it now.
Enter Password: *****

Repeat Password: ****%
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ATvT3

puEEoF I a0t

AB =T v THA ROy VT v TH A7 ZFEITLET,

TIHBHEEOT 4L FEREDET

ATy
ATvT2

ATvT3

RTv74

FXOSFEZ THHMIEDT 7 4/ MIETLTH I ENTEET, ZOFIATIL, ASA DR
ERELY Yy banxd, BHEHEASRATY—-RFLET 740 FO Admin123 2V &y & E
T, 7272 L, FXOS TZOFNEEFEITT 5720, BIEDOEEE /XA T — R&EHI-> TV DHMLEEN
b FET, FHENRAT—RKBONLRWERIE, v/ A0 TEhy (AU =KDty
F) (11 %—=) OFIEEFEHL £,

TFIAT L AE— ROEE, BHERAT— RIZASA A X—T N RNAT— R EELTT,

1R BHHIIZ
COFIEEFETT AL, a2 —NIT IV BRATEALERHD 7,

FIE

Y —)LR— k25 FXOS CLLIZHER L £ 7,
m— A VE I L
connect local-mgmt

51

firepower-2120# connect local-mgmt
firepower-2120 (local-mgmt) #

TRNTOFXOSHEZHE L., BAD LIHHGERFOT 7 4V MEREIC Yy — 3 &2t LET,
erase configuration

51

firepower-2120 (local-mgmt) # erase configuration
All configurations will be erased and system will reboot. Are you sure? (yes/no):

REDMELZHRT DI, a~vr R 7o 7 Mlyes E AT LET,
TRTCOBREN Y ¥ —VMDHESINTR, VAT LN 7—FLET,

ASA I & % Firepower 10002100 ® Cisco FX0S kS5 JLsa—F4 >4 |



B z2szoxs

X0S 27 LY ARy |

G¥) TS T4 7T AE— RO Firepower 1000 33 J (X 2100 TiX, 7— b7 v 7’KEZ, FXOS
WZrZ Ay L CTEBRENRAT = RERETDHEIICRKRDONET, v A LTHIH
RETFA L EH AN, ASADEBT 5 F CRELTO2MNERH Y £7, ASA 7=
VIR TRIA L LT EEN, A RF—=TNRRAT—= REEFTLLICROLNE
T, ZHUE. VAT LAMNFX0S u VA NEHT AL RF—T NIRRT — T,

REHEDET

ATy T

ATy T2

T ERREIL, SSD IR TRy — Va2 L LT — ¥ &#RETEnX 912, SSD k=
DFTRTOT—HEMELET, TXAM 22T aIva 535080 BeEELFETTH
VA H D FT,

Firepower2100 TiX, Y7 bV =7 A A—VIXHESI NV, 51 EHHiE ASA TREITE X
9, Firepower 1000 TiL, Y7 h U =7 A A—UMHEEIND 2D, T34 A1X ROMMON T
HEIL, LA A=V EF T a— RTEET,

1a s BRI

» Firepower 1000 TiX, FTD 2D ASAIZFFA A — LT 25E1E. 73541 AOEPRZ FEA

LT, BRHERRELT T HOLERHLIGENH Ui# R E#EETIX, FTD 6.5
VIBIZT v 77— R L72%., £721ZFID 6.4 75 ASA ICHA A—Jb LTEEHBAIC, &
REBRATILERHY 7, V77— T TEHE+HOTIELY A,

s ZOFEEFETTHITIE, a Y —NMIT 7 BATELOMNERDD £7°,

FIE

o— b VER ARG L £9,

local-mgmt

51

Firepower# connect local-mgmt
Firepower (local-mgmt) #

SSD #Z&ITHEL £77,
erase secure {all | ssd1 | ssd2}

cal : XT? SSD #{HE L E 9, Firepower 2100 (213 2 D0 SSD 23 F £ AL TUVVE T2,
Firepower 1000 (213 SSD1 O AN E £ TWET,

esdl: SSD1 DA ZEIHEL T,
essd2 : SSD2 DAHEHELET,

I ASA (2 & % Firepower 1000/2100 O Cisco FX0S k5 T LY a—F 4 2%
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(Firepower 10000 ROMMON % ##) L 3, EBETE 20 (14 <—2) (> TH LA
A=V kB LET,

TEGEA A —VIEDETT

ATy

ATy T2

ATvT3

ATv74

ZDOFIEIX, Firepower 7 /3 A&7 +—~ v h LT, LGHEKROT 7 4/ FREIZRE L
F9, TOFIEELFETTLIHAE, FITRITH LAWY 7 MV =T A A—V Ly rn—RT5
VENBH Y £T, T, AOHGREEWT 572 0REEL Y 7 Ny =T OfiA A=V E2HIRT 5
Lald, BRREAA—UIEFIT T OMERDLILENH Y 77,

1R BHEIIZ
c ZOFIEEZFEITTHITNE, av Y — I T IV EBATELLERD Y £,
s ASA Xy /r—% TFTP H—"F 7213 USB RIA 7 X v ra— R LET,

FIE

ASA CLUASDM £/ 13A~— K VY7 "I =T SA BT =5, Av—h Y7 |
VT FA v T =D ASA OBERARR L £,

oY —)LAR— 26 FXOS CLLIZER: L F9,

« 77T AT AFE— KO Firepower 1000 33 L V2100 : =22 Y — /LR — b THRANZ ASA (2
Bafe LE4, FXOS (#5645 121E. connect fxosadmin =~ > K& A S L £,

« 77 v b7 4 — LT — KO Firepower 2100 : =2 Y —)LiR— b THRMNZ FXOS IZHHe L %
T, admin & LTrZ AL, BEHENRT—REATLET,

VAT LEHBTA—~ v FLET,

connect local-mgmt

format everything
[yes| X AJ19 5 &, Firepower 7 /31 ANFEENL 9,
i

firepower-2110# connect local-mgmt
firepower-2110(local-mgmt)# format everything

All configuration and bootable images will be lost.
Do you still want to format? (yes/no):yes

7= h7 v 7HIZROMMON 70 7 b2 FoRT 5 L9 ERENLH, Bse I LET, =
FEERLET,

51

ASA I & % Firepower 10002100 ® Cisco FX0S kS5 JLsa—F4 >4 |
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B =2um 1 —vioxs

ATy TH
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Cisco System ROMMON, Version 1.0.03, RELEASE SOFTWARE
Copyright (c) 1994-2017 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2017 12:16:16.21 by builder

R R IR IR I I b I I b dE h b b b b dh b b dh dh b b b dE b bk b b b b b b b b b b h b b b bk b b b b b b b b b h b b b b b b b b b b b b b b b b o

Current image running: Boot ROMO

Last reset cause: ResetRequest

DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!

MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.

ZOEF T, Esc 2L ET,

USB RIA T EDASA RNy r—U M7 — 350, E£IETFIP 2fEHL TRy NU—72
EHLTCT—RLET,

USB Mo iEENIT BiHEIE. RDKLSIZLET,

boot disk1:/path/filename

T4 AT ODNFEFRRT DI, dirdiskl a~> RE#HALET,

i -

rommon 1 > dir diskl:

rommon 2 > boot diskl:/cisco-asa-fp2k.9.8.2.SPA

TFTP M OHEEIT HFEIX. RDOKSIZLET,

B OFy NT—ZREXIEEL., KO ROMMON =< REMHH L TASA Sy r—
Zn—FLET,

address management_ip_address
netmask subnet_mask

server tftp ip_address

gateway gateway ip_address
filepath/filename

set

sync

tftp -b
ROERESRLTITESV,

eset: Xy U= REEXFIRLET, ping 2~ FEMH L TH— "~ & iR
HlbTEET,
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ATvT6

senms r—vitozr [

esync: v FU— I REERGTFELET,
ctftp-b : ASA Ny —Vhkn— RLET,

1

rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-asa-fp2k.9.8.2.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
pPSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[..]
Y—IN~DEHRE STV 2a—T 4205 FBICIE, PingEETLET,

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds
rrrrrrrrn

Success rate is 100 percent (10/10)
rommon 2 >

FT7 )V hO—H4 admin & XA U — K Adminl232{# ] L CEX0Sicwe 74 > LE1,

RIEN TIHMRIRE DT 7 4V FRREICEHTTSNE L, 2OV Ty MI, Ry N —78REN
TI7HNVMIERSNEZE2ERLET, Xy NYV—IREELEILT DT, AF—FT v
THA R THIIRREEZFATLE T, *y MY —7 B2 B L7k, ZOFIREHIT
L/i‘a_o
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ATYTT ASARNyr—vh Ay run—RLCERBLET, USB F721% TFTP 726 —FaICE# L= D
T, BIEFE 0 —HINT A AT IIA A=V E Ay a— RTAHLERH Y £9°,

a)

b)

NRylr—=VkXyra—RLET,

scope firmware

download image url

show download-task

Ry r—UE, EiER L2 O LR U TFTP 9— N E 721X USB K7 A 7, &5 WITEH

1/1 ECRIFERRER PO —"Inb Xy — R TEET, ROWTNEFEHLTA
R—FTA5774LDURL #EELET,

« ftp://username@server/[ path/limage_name
* scp://username@ser ver /[ path/limage_name
» sftp://username@server/[path/]limage_name
- tftp://server[:port]/[path/]image_name

* UsbA:/path/filename

1 :

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-2110 /firmware # show download-task
Download task:

File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
Tftp 10.88.29.21 0 Downloaded

Nolr—DX T a— RKN5ET ([Downloaded] DIKKEE) L7=H, Nobr—U%EHBLE
b@‘o

show package
scope auto-install

install security-pack version version

show package @ /1T, security-pack version %% @ Package-Versfiiz = &' — L £,
VX —UMNASA Ny =Tk A VA M=/ L TCHEHEELET,

£

firepower 2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install
firepower 2110 /firmware/auto-install # install security-pack version 9.8.2
The system is currently installed with security software package not set, which has:
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- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

GE) [T _XCOBFEOEEN DI, T 74V bREDEAESNET] OA v —
ITER L1, B EEISNSZ 2R, TN RNRENEH SN Z &
LHD FEEA,

ATYT8 V¥ =DV T—"NETTHOEHELTHD ~10%) . FHFEL L TFEX0Sicu s

A4 LET,

FXOS MEEI L TH, ASADPBEETHET (59) FARTIVERHD T, ROAvE—
NERINDETRHEL FT,

firepower-2110#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BWOOMEZR11, FLAG="'"
Verifying signature for cisco-asa.9.8.2

Verifying signature for cisco-asa.9.8.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BWY9OMEZR11l, FLAG=''
Cisco ASA starting

Registering to process manager

Cisco ASA started successfully.

..
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- 115 N—o3v

i

RS 9.13(1)

LA EREREIT. SSD H K TRERIZR

V= EFEHALTHLT — X 2 RETE
291z, SSD End_RToT—%
EHELET, TAM A ETaly

TarTAGEIE. BREEEZFETT
HMENRH Y T,

FR/EE SN2~ N : erasesecure
(local-mgmt)
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TITIE, RN T TN a—T 4T avwy RIZOWTIBH LET,
Y —VE—RK NI TNV a—T 4T avw K (29 X—)
A=V X T v TV T =K T TNV a—T 47 av K (343—=)
777V A F—arxy N E—R NTFT NV a—T 47 av R (378—Y)
« 77 v N7 4—LFE— KD Firepower 2100 @ connect local-mgmt k7 7V 2—7F 7
a<w2 R (39—)
ctEX 2T 4 H—ERE—R T TN a—FT g7 av R (43 3—)

~ ~ > — S ~ — g N

Ux—F—F SOV a—Tq«T ATk
Firepower > A7 MBI HMEEE N7 TNy 2—TFT 4 735121, UFOYy—vF— K
FXOSCLI =~ F&fEH L £,

show environment
T —VOREEHRERRILET,
WIZH &R L ET,

FPR2100 /chassis # show environment expand detail
Chassis 1:
Overall Status: Power Problem

Operability: Operable

Power State: Ok

Thermal Status: Ok

PSU 1:
Overall Status: Powered Off
Operability: Unknown
Power State: Off
Voltage Status: Unknown
PSU 2:
Overall Status: Operable
Operability: Operable
Power State: On
Voltage Status: Ok
Tray 1 Module 1:
Overall Status: Operable
Operability: Operable
Power State: On
Fan 1:

Overall Status: Operable
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scope fan

Operability: Operable
Power State: On

Fan 2:
Overall Status: Operable
Operability: Operable
Power State: On

Fan 3:
Overall Status: Operable
Operability: Operable
Power State: On

Fan 4:
Overall Status: Operable
Operability: Operable
Power State: On

Server 1:
Overall Status: Ok

Memory Array 1:

Current Capacity (MB): 32768

Populated: 2

DIMMs:

ID Overall Status Capacity (MB)
1 Operable 16384
2 Operable 16384

CPU 1:

Presence: Equipped

Cores: 8

Product Name: Intel (R) Xeon(R)

Vendor: GenuinelIntel

Thermal Status: OK

Overall Status: Operable

Operability: Operable

Firepower 2110 33 LTV 2120 734 A TT7 7 » E— R& B L £,
scope fan-module

Firepower 2130 3 XU 2140 734 A CTT 7 & E— &AL £ 7,

X —v 77 T OREMIE R E R R TE T

Il E R LU ET,

FPR2100 /chassis # show fan-module expand detail
Fan Module:

Tray: 1
Module: 1
Overall Status: Operable
Operability: Operable
Power State: On
Presence: Equipped
Product Name: Cisco Firepower 2000 Series Fan Tray
PID: FPR2K-FAN
Vendor: Cisco Systems, Inc
Fan:
ID: 1
Overall Status: Operable
Operability: Operable
Power State: On
Presence: Equipped
ID: 2
Overall Status: Operable
Operability: Operable
Power State: On
Presence: Equipped
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show inventory
X —vEG, N

NG

v—vE—F 3Ty a—Fcv5 vk P

SUTNEBREDAL X NUEREF R LET,

. o3~ RiL, Firepower 2130 38 X V3140 7 /3 A R IZOAGH SivE T,

Serial (SN) HW Revision

In JAD201005FC 0.1

IR LET,
FPR2100 /chassis # show inventory
Chassis PID Vendor
1 FPR-2140 Cisco Systems,

show inventory expand

FRU ®J5 o R—=F > b (¥ —, PSU, v hU—7 £V a2a—N7RE) ZMT 55

Mg A X U FEREFRRLET,
WRITHI 2R L E T,
FPR2100 /chassis #

Chassis 1:
Product Name:

PID: FPR-2130
VID: V01
Vendor: Cisco Systems, Inc
Model: FPR-2130
Serial (SN): JAD2012091X
HW Revision: 0.1
PSU 1:
Presence: Equipped

Product Name:

PID: FPR2K-PWR-AC-400
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
HW Revision: O

PSU 2:
Presence: Equipped

Product Name:

PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc

Serial (SN): LIT2010CAFE

HW Revision: O

Modules:

Tray 1 Module 1:
Presence: Equipped
Product Name:
PID: FPR2K-FAN
Vendor: Cisco Systems,

Fan

Fans:
ID Presence
1 Equipped
2 Equipped
3 Equipped
4 Equipped
Fabric Card 1:
Description:
Number of Ports: 16
State: Online
Vendor: Cisco Systems,
Model: FPR-2130
HW Revision: 0
Serial (SN): JAD2012091X
Perf: N/A

Inc.

Inc

show inventory expand detail

Cisco Firepower 2000 Appliance

Cisco Firepower 2000 Series AC 400W Power Supply

Cisco Firepower 2000 Series AC 400W Power Supply

Cisco Firepower 2000 Series Fan Tray

Cisco SSP FPR 2130 Base Module
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Operability: Operable
Overall Status: Operable
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A

Fabric Card 2:

Description: 8-port 10 Gigabit Ethernet Expansion Module
Number of Ports: 8

State: Online

Vendor: Cisco Systems, Inc.
Model: FPR-NM-8X10G

HW Revision: 0O

Serial (SN): JAD19510AKD
Perf: N/A

Operability: Operable
Overall Status: Operable
Power State: Online
Presence: Equipped

Thermal Status: N/A
Voltage Status: N/A

Scope psu
BRL=y FE—REZBBLET, Z0F—FTiL, ER>2=y MIET 2GR £
RTEET,
RIZH R LET,
FPR2100 /chassis # show psu expand detail
PSU:
PSU: 1

scope stats

Overall Status: Powered Off

Operability: Unknown

Power State: Off

Presence: Equipped

Voltage Status: Unknown

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc

Serial (SN): LIT2010CAFE

Type: AC
Fan Status: Ok
PSU: 2

Overall Status: Operable
Operability: Operable
Power State: On

Presence: Equipped

Voltage Status: Ok

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
Type: AC

Fan Status: Ok

HEHERE— RZBBLET, Z0OF— RTH. v — BT 23R MEHE A TR
TEET,
Wl =R LET,

FPR2100 /chassis # show stats
Chassis Stats:
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Fan

Psu

CPU

NG

v—vE—F 3Ty a—Fcv5 vk P

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/stats

Suspect: No

Outlet Templ (C): 43.000000
Outlet Temp2 (C): 41.000000
Inlet Temp (C): 30.000000
Internal Temp (C): 34.000000
Thresholded: 0

Stats:

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-1/stats

Suspect: No
Speed (RPM): 17280
Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-2/stats

Suspect: No
Speed (RPM): 17340
Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-3/stats

Suspect: No
Speed (RPM): 17280
Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-4/stats

Suspect: No

Speed (RPM): 17280
Thresholded: 0
Stats:

Time Collected: 2016-11-14T21:19:46.318
Monitored Object: sys/chassis-1/psu-1/stats

Suspect: No

Input Current (A): 0.000000
Input Power (W): 8.000000
Input Voltage (V): 0.000000
Psu Templ (C): 32.000000
Psu Temp2 (C): 36.000000
Psu Temp3 (C): 32.000000
Fan Speed (RPM): 0
Thresholded: 0

Time Collected: 2016-11-14T21:19:46.318
Monitored Object: sys/chassis-1/psu-2/stats

Suspect: No

Input Current (A): 0.374000
Input Power (W): 112.000000
Input Voltage (V): 238.503006
Psu Templ (C): 36.000000

Psu Temp2 (C): 47.000000

Psu Temp3 (C): 47.000000

Fan Speed (RPM): 2240
Thresholded: 0

Env Stats:

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/blade-1/board/cpu-1/env-stats

Suspect: No
Temperature (C): 46.000000
Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/blade-1/npu/cpu-1/env-stats

Suspect: No
Temperature (C): 38.000000
Thresholded: 0
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Firepower > A7 LT HEEAE T TNy a—T 4 73T 5120F, LFOA =Ry b T v
7Y 27 F— KFXOSCLI @i~ K& L £,

show detail
Firepower 2100 7 /3NA ADA —H Ry b 7w 7Y o 72T 258 HREZ R~ LET,
WIZHI 2R L E T,

FPR2100 /eth-uplink # show detail
Ethernet Uplink:
Mode: Security Node
MAC Table Aging Time (dd:hh:mm:ss): 00:04:01:40
VLAN Port Count Optimization: Disabled
Current Task:

scopefabrica
A—HFFX T v TV I A B =T 2 A= FZHMBLET, ZOF—FTIE, K—
b F¥ o, BEh, A =T 2 A ACET LB RER R TEET,

WIH 2w L ET,

FPR2100 /eth-uplink/fabric # show interface

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/1 Data Enabled Up Up
Ethernetl/2 Data Enabled Link Down Down
Ethernetl/3 Data Disabled Link Down Down
Ethernetl/4 Data Disabled Link Down Down
Ethernetl/5 Data Disabled Link Down Down
Ethernetl/6 Data Disabled Link Down Down
Ethernetl/7 Data Disabled Link Down Down
Ethernetl/8 Data Disabled Link Down Down
Ethernetl/9 Data Disabled Link Down Down
Ethernetl1/10 Data Disabled Link Down Down
Ethernetl/11 Data Disabled Link Down Down
Ethernetl/12 Data Disabled Link Down Down
Ethernetl1/13 Data Disabled Link Down Down
Ethernetl/14 Data Disabled Link Down Down
Ethernetl/15 Data Disabled Link Down Down
Ethernetl/16 Data Disabled Link Down Down
Ethernet2/1 Data Disabled Link Down Down
Ethernet2/2 Data Disabled Link Down Down
Ethernet2/3 Data Disabled Link Down Down
Ethernet2/4 Data Disabled Link Down Down
Ethernet2/5 Data Disabled Link Down Down
Ethernet2/6 Data Disabled Link Down Down
Ethernet2/7 Data Disabled Link Down Down
Ethernet2/8 Data Disabled Link Down Down

FPR2100 /eth-uplink/fabric # show port-channel
Port Channel:
Port Channel Id Name Port Type Admin State
Oper State State Reason

I ASA (2 & % Firepower 1000/2100 O Cisco FX0S k5 T LY a—F 4 2%



| Xosor5 Iy a—Fo0FavoR
A—HRy b Ty TV E—F b5TLva—Fcovavok ||

1 Port-channell Data Disabled
Link Down Down

FPR2100 /eth-uplink/fabric/port-channel # show stats
Ether Error Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/err-stats
Suspect: No

Rcv (errors): O

Align (errors): 0

Fcs (errors): O

Xmit (errors): O

Under Size (errors): 0
Out Discard (errors): O
Deferred Tx (errors): O
Int Mac Tx (errors): O

Int Mac Rx (errors): 0
Thresholded: Xmit Delta Min

Ether Loss Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/loss-stats
Suspect: No

Single Collision (errors): O
Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): 0
Carrier Sense (errors): 0
Giants (errors): 0O

Symbol (errors): 0

SQE Test (errors): 0
Thresholded: 0

Ether Pause Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/pause-stats
Suspect: No

Recv Pause (pause): 0
Xmit Pause (pause): 0
Resets (resets): 0

Thresholded: 0
Ether Rx Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/rx-stats
Suspect: No
Total Packets (packets): 0
Unicast Packets (packets): 0
Multicast Packets (packets): O
Broadcast Packets (packets): 0
Total Bytes (bytes): 0O
Jumbo Packets (packets): 0
Thresholded: 0
Ether Tx Stats:

Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/tx-stats
Suspect: No
Total Packets (packets): 0
Unicast Packets (packets): 0
Multicast Packets (packets): O
Broadcast Packets (packets): 0
Total Bytes (bytes): 0O
Jumbo Packets (packets): 0

FPR2100 /eth-uplink/fabric/interface # show stats
Ether Error Stats:
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Time Collected: 2016-11-14T21:27:46.395
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Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/err-stats

Suspect: No

Rcv (errors): O

Align (errors): 0

Fcs (errors): O

Xmit (errors): O

Under Size (errors): 0

Out Discard (errors): O

Deferred Tx (errors): O

Int Mac Tx (errors): O

Int Mac Rx (errors): O

Thresholded: Xmit Delta Min
Ether Loss Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/loss-stats

Suspect: No
Single Collision (errors): O
Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): 0
Carrier Sense (errors): 0
Giants (errors): 7180
Symbol (errors): 0
SQE Test (errors): 0
Thresholded: 0

Ether Pause Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/pause-stats

Suspect: No

Recv Pause (pause): 0
Xmit Pause (pause): 0
Resets (resets): 0

Thresholded: 0
Ether Rx Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/rx-stats

Suspect: No
Total Packets (packets): 604527
Unicast Packets (packets): 142906
Multicast Packets (packets): 339031
Broadcast Packets (packets): 122590
Total Bytes (bytes): 59805045
Jumbo Packets (packets): 0
Thresholded: 0

Ether Tx Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/tx-stats

Suspect: No

Total Packets (packets): 145018
Unicast Packets (packets): 145005
Multicast Packets (packets): O
Broadcast Packets (packets): 13
Total Bytes (bytes): 13442404
Jumbo Packets (packets): 0
Thresholded: 0
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Firepower > A7 MIBAT A8 E T TNV a—T 4 7T 21003 UTFO777 Vw7 A
VA —aFR7 N B—RKFXOSCLI =i~ R&EMFEHLET,

show card
777Uy H—RIIETLIEREERRLET,
WIZH &R L ET,

FPR2100 /fabric-interconnect # show card detail expand
Fabric Card:

Id: 1

Description: Cisco SSP FPR 2130 Base Module

Number of Ports: 16

State: Online

Vendor: Cisco Systems, Inc.

Model: FPR-2130

HW Revision: O

Serial (SN): JAD2012091X

Perf: N/A

Operability: Operable

Overall Status: Operable

Power State: Online

Presence: Equipped

Thermal Status: N/A

Voltage Status: N/A

show image
R A A=V 2T XTERRLET,

firepower /firmware # show image

Name Type Version
cisco-asa-9.10.1.csp Firepower Cspapp 9.10.1
cisco-asa-9.9.2.csp Firepower Cspapp 9.9.2
fxos-k8-fp2k-firmware.0.4.04.SPA Firepower Firmware 0.4.04
fxos-k8-fp2k-1fbff.82.1.1.3031.SSA Firepower System 82.1(1.3031)
fxos-k8-fp2k-npu.82.1.1.3031.SSA Firepower Npu 82.1(1.3031)
fxos-k8-fp2k-npu.82.1.1.3071.SSA Firepower Npu 82.1(1.3071)
fxos-k9-fp2k-manager.82.1.1.3031i.3SSA Firepower Manager 82.1(1.3031)

show package
ERFRE RN o r =V T _RTHERFLET,

firepower /firmware # show package

Name Package-Vers
cisco-ftd-fp2k.9.10.1.3SSA 9.10.1
cisco-ftd-fp2k.9.9.2.SSA 9.9.2

show package package name expand
N r—V DM ER R LUET,

firepower /firmware # show package cisco-ftd-fp2k.9.10.1.SSA expand
Package cisco-ftd-fp2k.9.10.1.SSA:
Images:
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cisco-asa.9.10.1.csp
fxos-k8-fp2k-firmware.0.4.04.SPA
fxos-k8-fp2k-1fbff.82.1.1.3031.SSA
fxos-k8-fp2k-npu.82.1.1.3031.SSA
fxos-k9-fp2k-manager.82.1.1.3031.SSA

scope auto-install
AEi A VA M= = REBIHLET, ZOF— T, BUEOFXO0S DT v 7/ L —
NIREEAZ KR TEET,

firepower /firmware/auto-install # show
Firmware Auto-Install:
Package-Vers Oper State Upgrade State

9.10.1 Scheduled Installing Application

scope firmware
Ty—AhU T T—REMBLET, Z2OT—FTIE, Fvrue—R 227 BT 51
MEFRTETET,
WIBlE R L ET,

FPR2100 /firmware # show download-task
Download task:

File Name Protocol Server Port
Userid State

cisco-ftd-fp2k.9.10.1.SSA Scp 172.29.191.78
0 danp Downloaded

cisco-ftd-fp2k.9.9.1.SSA Scp 172.29.191.78
0 danp Downloaded

scope download-task
Fyrm—RZRA7 =Rl LET, ZOF—RTIE, E¥Tvrr—F X270
MEaRRLTCH DR — R AR EHATEET,
RIZHl R~ L ET,
Download task:
File Name: test.SSA

Protocol: Scp
Server: 172.29.191.78

Port: 0
Userid: user
Path: /tmp

Downloaded Image Size (KB): O
Time stamp: 2016-11-15T19:42:29.854
State: Failed
Transfer Rate (KB/s): 0.000000
Current Task: deleting downloadable test.SSA on
local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)
firepower /firmware/download-task # show fsm status
File Name: test.SSA
FSM 1:
Remote Result: End Point Failed
Remote Error Code: ERR MO Illegal Iterator State
Remote Error Description: End point timed out. Check for IP, port, password,
disk space or network access related issues.#
Status: Download Fail
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Previous Status: Download Fail

Timestamp: 2016-11-15T19:42:29.854
Try: 2
Progress (%): 0

Current Task: deleting downloadable test.SSA on
local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)

firepower /firmware/download-task # restart

Password:

scope psu

B =y FE-FEBMLETS, ZOE—FTIE, ER=y MNCETOEMERE R

RTEET,
RITH 2R L ET,

FPR2100 /chassis # show psu expand detail

PSU:
PSU: 1

Overall Status: Powered Off
Operability: Unknown
Power State: Off

Presence:

Equipped

Voltage Status: Unknown
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE

Type: AC

Fan Status: Ok

PSU: 2

Overall Status: Operable
Operability: Operable
Power State: On

Presence:

Equipped

Voltage Status: Ok
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE

Type: AC

Fan Status: Ok

T39I+ —LE—

@ Firepower 2100 0) connect

local-mgmt kS T a—F 45 AT UK

77 v 74— LF— RO Firepower 2100 (ZFAF 208 AZ 7 7V 2 —TF 4 U7 DT,
LLF @ connect local-mgmt E— K FXOS CLI =~ R&fEH L £4, connect local-mgmt E— N
2T 7 BATHITE, ROLIICATLET,

FPR2100# connect local-mgmt

show lacp

Z£## 72 EtherChannel LACP 237 L £,

WA R LE T,
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FPR2100 (local-mgmt) # show lacp neighborFlags:

F - Device is requesting Fast LACPDUs
A - Device is in Active mode

Channel group: 11

P - Device is in

S - Device is requesting Slow LACPDUs

Passive mode

Partner (internal) information:

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/1 32768,286f.7fec.5980 0x10e 13 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:

Active Long Yes Yes

Collecting: Distributing: Defaulted: Expired:

Yes Yes No No

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 0x10f 5 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:

Active Long Yes Yes

Collecting: Distributing: Defaulted: Expired:

Yes Yes No No
FP2100 (local-mgmt)# show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 11
Ethl/1 4435 3532 0 0 0 0 0
Ethl/2 4566 3532 0 0 0 0 0
show portchannel
- EaAnl == —.

EtherChannel |28 2 3FMIfE A R L £,
RIHI R L ET,
FPR2100 (local-mgmt) # show portchannel summary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
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M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports
Channel
11 Poll (U) Eth LACP Ethl/1(P) Ethl/2(P)

show portmanager
WELA o 5 —T = A AT DREMIE 2 FoR LT,

WIZHIZ R L E T,

FPR2100 (local-mgmt) # show portmanager counters ethernet 1 1
Good Octets Received : 105503260
Bad Octets Received : 0

MAC Transmit Error : 0

Good Packets Received : 1376050
Bad Packets Received : 0

BRDC Packets Received : 210

MC Packets Received : 1153664
Size 64 : 1334830
Size 65 to 127 : 0

Size 128 to 255 : 0

Size 256 to 511 : 41220

Size 512 to 1023

Size 1024 to Max

Good Octets Sent

Good Packets Sent
Excessive Collision

MC Packets Sent

BRDC Packets Sent
Unrecognized MAC Received
FC Sent

Good FC Received

Drop Events

Undersize Packets
Fragments Packets
Oversize Packets

Jabber Packets

MAC RX Error Packets Received
Bad CRC

Collisions

Late Collision

bad FC Received

Good UC Packets Received
Good UC Packets Sent
Multiple Packets Sent
Deferred Packets Sent
Size 1024 to 15180

Size 1519 to Max
txgFilterDisc

linkChange

o

22176

P O O OOOONOODODOODOODODODOOOOOO oo oo

FPR2100 (local-mgmt) # show portmanager port-info ethernet 1 1
port_info:

if index: 0x1081000

type: PORTMGR_IPC MSG PORT TYPE PHYSICAL
mac_address: 2c:£f8:9b:1e:8f:d6

flowctl: PORTMGR_IPC_MSG_FLOWCTL NONE
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role: PORTMGR_IPC_MSG_PORT_ROLE_NPU
admin_state: PORTMGR_IPC_MSG_PORT STATE_ ENABLED
oper_state: PORTMGR _IPC_MSG_PORT_STATE_UP
admin_speed: PORTMGR IPC_MSG SPEED AUTO
oper_speed: PORTMGR_IPC_MSG_SPEED 1GB
admin mtu: 9216
admin_duplex: PORTMGR IPC_MSG_PORT DUPLEX_AUTO
oper_duplex: PORTMGR_IPC_MSG_PORT DUPLEX FULL
pc_if index: 0x0
pc_membership status: PORTMGR IPC_MSG_MMBR NOT_ MEMBER
pc_protocol: PORTMGR IPC_MSG_PORT_CHANNEL PRTCL_NONE
native vlan: 101
num_allowed vlan: 1

allowed vlan([0]: 101

PHY Data:

PAGE IFC OFFSET VALUE | PAGE IFC OFFSET VALUE

__________________ ‘ ——— e e e
0 0 0x0000 0x1140 | O 0 0x0001 0x796d
0 0 0x0002 0x0141 | O 0 0x0003 Ox0Oeel
0 0 0x0004 0x03e3 | 0 0 0x0005 Oxclel
0 0 0x0006 0x000f | O 0 0x0007 0x2001
0 0 0x0008 0x4f08 | O 0 0x0009 0x0£f00
0 0 0x000a 0x3800 | O 0 0x000f 0x3000
0 0 0x0010 0x3070 | O 0 0x0011 OxacO08
0 0 0x0012 0x0000 | O 0 0x0013 0x1c40
0 0 0x0014 0x8020 | O 0 0x0015 0x0000
18 0 0x001b 0x0000 |

FPR2100 (local-mgmt) # show portmanager switch mac-filters
port ix MAC mask action packets bytes

00 Oba 2C:F8:9B:1E:8F:D7 FF:FF:FF:FF:FF:FF FORWARD
0c9 01:80:C2:00:00:02 FF:FF:FF:FF:FF:FF FORWARD
Occ 2C:F8:9B:1E:8F:F7 FF:FF:FF:FF:FF:FF FORWARD
Ocf FF:FF:FF:FF:FF:FF FF:FF:FF:FF:FF:FF FORWARD
b70 00:00:00:00:00:00 01:00:00:00:00:00 DROP 222201 14220864
bb8 01:00:00:00:00:00 01:00:00:00:00:00 DROP 1153821 91334968

01 Obd 2C:F8:9B:1E:8F:D6 FF:FF:FF:FF:FF:FF FORWARD
0cO 01:80:C2:00:00:02 FF:FF:FF:FF:FF:FF FORWARD
0c3 2C:F8:9B:1E:8F:F6 FF:FF:FF:FF:FF:FF FORWARD

Oc6 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:FF:FF FORWARD 210 13440
b73 00:00:00:00:00:00 01:00:00:00:00:00 DROP 222201 14220864
bbb 01:00:00:00:00:00 01:00:00:00:00:00 DROP 1153795 91281055

FPR2100 (local-mgmt) # show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode
0/0 QSGMII Up 1G Full None
0/1 QSGMII Up 1G Full None
0/2 QSGMITI Down 1G Half None
0/3 QSGMII Down 1G Half None
0/4 QSGMITI Down 1G Half None
0/5 QSGMII Down 1G Half None
0/6 QSGMII Up 1G Full None
0/7 QSGMITI Down 1G Half None
0/48 QSGMITI Down 1G Half None
0/49 QSGMII Down 1G Half None
0/50 QSGMII Down 1G Half None
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0/51 QSGMII Down 1G Half None
0/52 KR Up 40G Full None
0/56 SR_LR Down 10G Full None
0/57 SR_LR Down 10G Full None
0/58 SR_LR Down 10G Full None
0/59 SR_LR Down 10G Full None
0/64 SR_LR Down 10G Full None
0/65 SR_LR Down 10G Full None
0/66 SR_LR Down 10G Full None
0/67 SR_LR Down 10G Full None
0/68 SR_LR Down 10G Full None
0/69 SR_LR Down 10G Full None
0/70 SR_LR Down 10G Full None
0/71 SR_LR Down 10G Full None
0/80 KR Up 10G Full None
0/81 KR Down 10G Full None
0/83 KR Up 10G Full None

tXxa)yF4 H—ERXRE—FK STV —Fa Y

m bVl N

Firepower > A7 LMIETHHEE N T TNV a—T 4 735121, UTo®EX=2 V7 0¥ —
B A (ssa) E— RNFXOSCLI =~y REMEHALET,

show app

Firpower 7 /3 AZEf L CWD 7 7V r—v a BT EHREFR R LET,
RIZHI 2R L E T,

firepower /ssa # show app
Application:
Name Version Description Author Deploy Type CSP Type Is
Default App

asa 9.10.1 N/A cisco Native Application Yes
asa 9.9.2 N/A cisco Native Application No
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