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MeceTeBor aKpaH ATP

MeKceTeBoi 3KpaH cneaylowero nokoneHua gna SMB

Zyxel ZyWALL ATP — 3T0 cepusi MeKCceTeBbIX 3KPaHOB C PACLUMPEHHOM 3aLLMTON OT yrpos,
cneumanbHo paspaboTaHHbIX A1 Manoro u cpegHero 6M3Heca, B KOTOPbIX UCMO/Ib3yeTcA
061a4HbIN MHTENNEKT A8 HALEXKHOM 3aLLUTbI CETEW, B TOM YMC/IE OT HEM3BECTHBIX YrPo3.
Cepua ZyWALL ATP nopaep:K1BaeT Bce cepBUCbl 6€30MacHOCTM Zyxel: KOHTEHTHYLO
dunbTpaumio Web-caitTos, naTpynb NPUNOKEHUI, AaHTUBUPYC, PENYTALMOHHbIA GUALTP, a
TaK¥Ke «MecoYHULY», aHaIMTUYECKUI cepBUc SecuReporter 1 Beb-uHTepdelic ¢
nHdorpadurkoin, npeacTaBnsa coboit camopasBMBatoLLeecs pelleHne, obecneymsatoLlee
BbICOKYI0 NPOU3BOANTENBHOCTb U 3GDEKTUBHOCTD 3aLLMTbI CETU.

Smart cloud, deféeat,the unknown
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NHTennekTyanbHoe obHapyKeHue
Yrpo3 ¢ MalMHHbIM 0by4YeHnem n
rnobanbHol 6a3oi AaHHbIX 06
yrposax

MNecoyHnua ona 3aWwmTbl OT
HEW3BECTHbIX yrpo3

KoHTeHTHasa ¢punbtpauma DNS- un
URL-agpecos obecneunsaet
BbICOKYIO 6e30nacHOCTb PaboTbi
B UHTEpHETE

HagexHas MHOrosLeIoHHas
3almTa

CDR 610KMpyeT yrpo3bl Ha
rpaHuLLe cetn

Secure Wi-Fi rapaHtupyet
6e30nacHOCTb yA4aNeHHON paboTbl

OTyYeTbl ¥ aHaIMTMKA B 061aKe U
Ha ycTpolicTBe



Mpeunmywiecrsa

Camopa3BUBaIOLLMIACA 061aUHDbIA UHTENNEKT

O6n1ayHbIi MHTENNIEKT NONyYaeT BCe HEU3BECTHble Galbl an
naTTepHbl NO/Ib30BATE/1IEN 13 3aMPOCOB OT BCEX MEXKCETEBbIX
3KpaHoB Zyxel ATP, 3aTem npu NOMOLLM MaLLMHHOIO 0by4YeHun
WHTENNEeKTYaIbHO MAeHTUOULMPYET NOTEHLMA/IbHbIE YTPO3bl U
3anu1CcbiBaeT B apxMB pe3y/ibTaTbl 3TOro aHanu3a. Mocne sToro Bce
MeceTeBble 3KpaHbl ATP nosy4atoT CUrHaTypbl CaMbIX OMACHbBIX
yrpos, nostTomy Bce ycTpoiicTea ATP HafeXHO 3aLMLLLAI0T OT HOBbIX
paHee Hen3BeCTHbIX yrpo3. baarogapa CMHXPOHM3aLMK B peaibHOM
BpemeHu 6asa curHaTyp 061a4HOr0 MHTENIEKTa NOCTOAHHO pacTeT,
06pasya camopasBMBatOLLYOCS 3KOCUCTEMY 6e30MacHOCTH, KoTopas
aflanTUPYeTCA K aTakaM U3BHE U NMOCTOAHHO CUHXPOHU3MPYETCA CO
BCEMMW YCTAHOBJ/IEHHbIMU MeXKCeTeBbIMM IKpaHamu ATP.
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Threat

B necouyHuLe IMYyNNPYIOTCA HEeM3BECTHbIE YrPo3bl
«MNecouyHnua» (Sandboxing) — 3To usonnposaHHan cpesa B obnake, B
KOTOPOW coaeprKaTca HemsBecTHble dpaiinbl. ITn daiibl He yaaeTcs
NMAEHTUPMLMPOBATL C MOMOLLbIO CepBUCOB 6€30MacHOCTH YCTPOCTBA,
NMOSTOMY B MECOYHMLLE SIMYIUPYETCA UX NOBEAEHNE, YTODbI ONpeaenuTs,
ABNAIOTCA 1IN OHU ONACHbIMU. [NaBHOE Ha3HaYeHMe NeCOYHNULbI — 3TO
MHCMNEeKLMA NoBeAeHNA NAaKeTOB B M30/IMPOBAHHON cpese,
NO3BONAIOLLAA BbIABUTb MOTEHLMA/IbHYIO YIPO3y A0 TOrO, KaK OHa
NPOHMKHET B ceTb. OHa N03Bo/IAET NAEHTUOULMPOBATL HOBbIE TUMbI
yrpo3, KoTopble He CMOCOBHbI 06HAPYKUTb TPAANULIMOHHbBIE CTaTUYHbIE
MeXaHM3Mbl 3aLLmMTbl. Micnosb3oBaHWe 061a4HOM NeCOYHMLbI B
MEeKCeTeBbIX 3KpaHax cepuun Zyxel ATP obecneuynBaeT NpeBeHTUBHYHO
3alLMTy OT /ItobBbIX Yrpo3 Hy/NeBoro gHA (zero-day).
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Web Security

-- Geo Enforcer Block / Destroy

HapexXHaa mHoOroswenoHHas 3awmra

TpafnUMOHHbIE CNeLnaM3npoBaHHbIE PeLLIeHMA PacCUYMTaHbl Ha
oTpakeHue aTak onpeaeneHHOo TUNa, HO BPeAOHOCHbIN Koz,
NMOCTOAHHO COBEPLUEHCTBYETCA U MOXET MPOHUKHYTb B CETb Ha
NtoboM 3Tane aTaku, NO3ITOMY TPALULMOHHbIE CPeACTBA 3aLLMUTY
OKa3bIBaloTCA HeahHEKTUBHBIMU. B cepum merkceTeBbIX 3KPaHOB
ZyWALL ATP ncnonb3yetca MHOTO3LWeN0HHAA 3almTa,
obecneynBatoLLan OTPAKEHUe aTaK Mo pPa3HbIM HaNpPaBAeHUAM KaK
M3BHE, TaK 1 BHYTPU CETU.
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B aTux mexkceteBbiX 3KpPaHaxX NPUMEHATCA MOLHble (')yHKLI,VIVI
6e30MmacHoCcTH, B TOM Yncie GpunbTp 6OTHET-ceTel, MecoYHuLa, NaTpy/b
NPUNOXKeHWUM, GUNBTPbI KOHTEHTA U penyTaumu, aHTusupyc v IDP. Cpasy
e nocne 3anycka mexceteBoi skpaH ATP BK/OYaeT 3awwuTy Ballein
ceTu v IMKBUAMPYET Bce cnabble mecTa B e€é cucteme 6e30nacHoCTM.
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Becb PpyHKLMOHAN CKAHUPOBAHUA BEB-KOHTEHTA

MpuMmeHsaemMble B MeXKceTeBbIX 3KpaHax ATP molHble GpUnbTpbl BEO-
KOHTEHTa Ha OCHOBE penyTaLuu 1 Kateropum obecneunBatoT BbICOKYHO
3pPeKTUBHOCTb GUNBTPOBAHMUA U CUCTEMDI 3aLLUTDLI. JMHaMMYecKan
KnaccuduKaLma aHaM3MpPYET KOHTEHT NPeXae HeM3BECTHbIX web-
CaliToOB U LOMEHOB YTObbI ONpesennTb, He OTHOCUTCA 1N OH K
KaTeropuu HexenaTeNbHOro, Hanpumep, asapTHblie U KOMMNbIOTEPHbIE
nrpbl, nopHorpaduma u 1.n. HoBbIl pyHKLMOHAN GUALTPA KOHTEHTA MO
DNS ynyywaet appeKTMBHOCTb KOHTPOA A0CTyNa K web-caiTam,
ocobeHHo K web-caittam, ucnosbaytowmm ctaHaapT ESNI (Encrypted
Server Name Indication), KoTopbili WUMpyeT agpec AoMeHa, K
KOTOPOMY HanpaB/feTcA 3anpoc, U3-3a Yero TPaaNLMOHHbIN URL-
dUNbTP HE MOXKET NAEHTUDULMPOBATL TaKOM JOMEH.

rbpugHoe cCKaHUpoOBaHMe, yay4llaloLee

3¢pPeKTMBHOCTL 6IOKMPOBKYK BPEAOHOCHOIO Koaa
Lnto3 cepun ATP He TONIbKO NPUMEHAET MexaHMU3M NOTOKOBOTO
CKaHWPOBaHWsA, KOTOPbIN NPOBEPAET NPOXOAALLME Yepes W03
dalinbl Ha BUPYCbI U Apyrue yrpo3bl, HO OAHOBPEMEHHO HanpaBaaeT
3anpochkl K 6azam AaHHbIX B 061ake 6e3onacHocTH Zyxel, B KoTopble
cobupaetca MHGOPMaLMA U3 PasHbIX UCTOYHUKOB, U Ha ee OCHOBE C
NMOMOLLbIO MALIMHHOTO 06Y4YEeHMA U UCKYCCTBEHHOTO MHTEIIeKTa
BbIABNAIOTCA HOBble paHee Hen3BeCTHble Yrpo3bl. TMOPUAHBIN pexmMm
3aWmMThl obecneynBaeT MakCMMabHy 3GPeKTUBHOCTb
06HapyKeHua yrpo3 6e3 CHUKeHUA NPONYyCKHOM cnocobHOCTH
wto3a.

Zyxel Security Cloud

=

=T

Cloud Query

Unknown File's ID ¥----- Result: Malicious

ATP Firewall
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PenyTaumMoHHbII GUALTP — NPeBEHTUBHAA 3aLMTa Ha
yposHe IP/DNS/URL-appecos

PenyTauMoHHbIN GUALTP, BKAKOYatOWMI B ceba duabTpbl penyTtaumii
IP-appecos, punbTp yrpo3 DNS n punbTp yrpo3 URL-agpecos,
nposepsaet IP-agpeca/momenbl/URL-agpeca no o6HoBAsEMOW B
peasibHOM BpemeHun ob61ayHoi 6ase gaHHbIX penyTauuii U Ha OCHOBe
3TOM NPOBEPKM ONpeaenseT, MOXHO 1 J0BEPATb aAPecy UAU HeT.
Ero npumeHeHue ynydwaet 3dpHeKTUBHOCTb BNOKMPOBKM AOCTyNa K
onacHbim IP-agpecam/momeHam/URL-agpecam, npegoTspaliaeT
[0CTYN U3 CKOMNPOMETMPOBaHHbIX UCTOYHMKOB, 0becneymBasn
rPaHYNAPHYIO 3aLLUTY OT MOCTOAHHO 3BOOLLMOHUPYIOLLNX
Knbepyrpos.

| vaZ L5l vez 68

Secure Wi-Fi rapaHtupyet 6e3onacHoctb paboTbl Ha

vyAaneHKe

M3-3a BbICTPOro pacnpocTpaHeHUs MOBUIbHbIX YCTPOMCTB KOMMNAHUAM
CEroAHA HYKHO HAaWTN NPaBU/bHBIN BanaHC Mexay NPOAYKTUBHOCTLIO
n 6e3onacHocTbio paboTbl. He3aBncMmo oT Toro, Ucnonbayet
COTPYAHMK, paboTatowmnii ns foma, NpoBoaHoe, becnpoBoaHoe
YCTPOMCTBO MM AaxKe YCTPOoMCTBO «MHTepHeTa Belwei» (loT), cepsuc
Secure Wi-Fi coeanHWT ero no 3awuweHHoMy TyHHento L2 ¢ opucom
KOMMaHUK, U OH CMOXKeT paboTaTb TakKe yA0bHO 1 6e3onacHo, Kak
ecnm 6bl Haxoaunca B opuce. MNosbiweHHas 6e30NacHOCTb
ABYXPaKTOPHOW ayTeHTUOUKALMK yayyLLaeT NPOAYKTUBHOCTbL paboTbl
yZaNeHHoro nepcoHana v ynpowaet noaaepky IT. Takke cepsuc
Secure Wi-Fi no3BonseT yBeNIMumTb YUCN0 YyNpaBAAeMbIX TOYEK 40CTyna
[0 MaKCMMyMa, NOALEePKMBAEMOr0O MeXKceTeBbIM 9KpaHOM ATP.

YpaneHHoe
pabouee
MecTo

YpaneHHaa Touka
Aoctyna

KopnopatuBHasa
ceTb

MexceTeBoit
3KpaH ATP

3alMLUEHHbIN
TYHHeNb




CDR 6510KMpyeT yrpo3bi 40 TOro, Kak OHU NoNaau B ceTb

®yHKuMa CoBmecTHOe 0bHapyKeHue 1 pearnposaHue (CDR)
naeHTMdULMpyeT yrpo3bl B BalMx 6U3Hec-npoLeccax, AaHHbIX U
No/Ib30BaTeNAX U CBA3AHHbIE C HUMW PUCKK. B 3aBUcMMOCTM OT
NepUoANYHOCTU aKT U YPOBHA Yrpo3bl OHA rEHEPUpPYET NpaBuIa 3alumTbl.

MekceTeBol aKpaH ATP ¢ MOMOLLbIO 3TUX NPaBWU 3aLLMUTbI
aBTOMATUYECKM BNIOKMPYET Yrpo3bl yxKe Ha rpaHuLLe CeTU, PaguKanbHO
y/y4Lan cetesyto 6€30nacHOCTb. 3Ta GYHKLUMA ONTUMAIbHO NOAXOANT
018 HeBOIbLIMX KOMNaHUi (SMB), MCNONb3YIOWNX AELEeHTPaNn-
30BaHHYO ceTeBY MHOPACTPYKTYpY Ha base loT.

AHanNUTUKa N O0TYETbl O HEU3BECTHbIX yrposax

Web-uHtepodelic mexceresbix 3KpaHoB ATP oTobparkaeT B yA06HOM
AN BOCNPUATUA rpadmyeckom GopmaTe CBOAKY O Tpaduke u
CTAaTUCTUKY yrpo3. B ob6nayHbIl aHanMTUYeckuin cepsuc SecuReporter
BK/IOYEHbI Pa3/IMYHble MHCTPYMEHTbI aHANIMTUKKN U reHepauun
OTYETOB, BK/IOYAA UAEHTUDUKALMIO M aHAIN3 CETEBbIX YrPO3, OTYETbI
OT cepBMcoB 6€30MacHOCTN 06 MCNONb30BaHUKN NPUNOKEHUI, web-
canToB U TpaduKa.

MOXHO NPOaHaNM3NPOBaTb AeTaNbHYI0 MHOPMALMIO O pe3y/ibTaTax
pPaboTbl MECOYHULbI U BbIBECTU CIMCOK CaMbIX OMACHbIX Web-caliTos,
3apakeHHbIX 60Tamu, TMN 6OTOB M CMUCOK BHYTPEHHMX XOCTOB,
KOTOpPble KOHTPOMPYIOT 3TV 60Tbl. AHANUTUKa penyTauum IP-
agpecos ¢unbTpa, duabtpos DNS 1 URL oTobparkaeT noapobHywo
nHpopmaumio 06 IP/URL-agpecax u foMeHax, KoTopble H6bian
MCMOb30BaHbI AN5 aTaK, U UX CTEeMeHb pUcka.
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CepBu1Cbl U ANLEH3UUN

MeskceTeBble 3KpaHbl cepum ZyWALL ATP noapneprkMBatoT BCe OCHOBHble PYHKLUMM 3alLMTbl, MOSTOMY NogonayT ana nobbix 3apay busHeca, a
TakKe obecneymBaloT MosyyeHMe MAKCMMyMa MPOU3BOAMUTENBHOCTM M 6e30MacHOCTM C MOMOLLbD OLHOr0 YHWUBEPCANbHOrO YCTPOMCTBA.
MoaynbHas apXUTEKTYpa 3TUX CETEBbIX IKPAHOB N03BOAAET IT-cneLmanmcTy HacTPOUTb KOHUIYpaLMIO B COOTBETCTBUMN CO CBOMMMU KOHKPETHbIMMU

@@

CDR Secure WiFi Web Filtering App Patrol Email Security
Anti-Malware Reputation Filter Geo Enforcer Sandboxing SecuReporter

MaKeTbl AULEH3nIA

JInueHsnpyemblit cepsuc dyHKuMA ZyWALL ATP100/100W/200/500/700/800*
Gold (1 roa/2 ropa/a roaa)
Web Filtering KoHTeHTHasa ¢unbTpaumn Oa
App Patrol OTCnexXMBaHUA U KOHTPO/Ib PaboTbl NPUNONKEH U [a
Email Security AHTUCnam JiE]
Anti-Malware AHTUBMPYC C TMOPUAHBIM PEXMMOM [a
MHTennekTyasibHOE BblABNEHWE Yrpo3 C NPUMEHeHeM [Oa
MALMHHOTO 0byYeHuns
IPS Ob6HapyKeHWe 1 NpeaoTBpaLLEeHME BTOPKEHUN [a
Reputation Filter PenyTauusa IP-agpecos JiE]
dunbTp yrpos DNS [a
®dunbTp yrpos URL JiF]
Geo Enforcer [eononnTMkKM Ha ocHoBse IP-appecos [a
Sandboxing MecoyHunua Oa
SecuReporter SecuReporter Premium Oa
Secure Wi-Fi 3alUMLEHHbIM TYHHeb A4 YAa/leHHbIX TOYEeK 40CTyna [a
CepBUC ynpaBaeHna Toukamum goctyna*! MaKcumanbHoe YMCo ToYeK JocTyna
CDR CoBMecTHOe 0bHapyKeHne 1 pearnpoBaHme [a

*: Bce mozenun ATP no ymonyaHuio noctasasatoTca ¢ avueHsuneit Gold Security Pack Ha 1 roa. 3ToT nakeT MLEH3MI Heb3a nepegasaTb (non-transferable).
*1: Gold Pack o6ecneunBaeT ynpas/ieHve To4Kam1 40CTyMa B TeYeHne o4HOro roga (24 Touku goctyna ans ATP100/100W, 40 Touek goctyna ans ATP200, 72 Toukm goctyna ans ATP500,
264 Touku goctyna ansa ATP700 n 520 Touek goctyna ana ATP800), no ucTeYeHUn NLEH3UU MOXKHO YNPaBAATb TONbKO 8 TOYKamu JocTyna

TexHuueckan cneyudmKkauma 5
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https://www.zyxel.com/products_services/Security-Service-Geo-Enforcer/
https://www.zyxel.com/products_services/Security-Service-Cloud-CNM-SecuReporter/

Cneundukaumm

Mopgenb
®dotorpaduma npoayKra

ZyWALL ATP100

ZyWALL ATP100W

ZyWALL ATP200

Cneuundukauma ob6opyaosaHus

MopTbi 3 x LAN/DMZ, 1 x WAN, 3 x LAN/DMZ, 1 x WAN, 4 x LAN/DMZ, 2 x WAN,
1 x SFP, 1x OPT (LAN/WAN) 1 x SFP, 1x OPT (LAN/WAN) 1 x SFP (LAN/WAN)

MopTbl USB 3.0 1 1 2

KoHconbHbIl nopt RJ-45 RJ-45 DB9

MoHTaX B cToliKe - - fa

bes BeHTUNATOPA [a [a Ja

EMKOCTb M NPOU3BOAUTENBHOCTD **

MNponyckHaAa cnocobHocTb mexcetesoro 1 000 1000 2 000

aKkpaHa SPI (M6ut/cek)*?

MNponyckHaa cnocobHocTb VPN 300 300 500

(M6uTt/cek)*?

MNponyckHaa cnocobHocTb IDP 600 600 1200

(M6ut/cek)**

MNponyckHaa cnoco6HocTb AV 380 380 630

(M6ut/cek)**

MNponyckHaa cnocob6HocTb UTM 380 380 600

(AV 1 IDP) (M6uT/cek)**

MakcumanbHoe uncno ogHospemeHHbix 300 000 300 000 600 000

ceccunin TCP*S

MakcumanbHoe yncno 40 40 100

TyHHeneli IPsec VPN*®

PekomeHayemoe uncno 20 20 50

TyHHenel IPSec wnao3-wnio3

MakcumanbHoe yucno SSL VPN 30 30 60

Konunuectso unrepdeiicos VLAN 8 8 16

MpouseoauTenbHocTb B Speedtest Ha 04HOM rUrabUTHOM KaHane

MponycK. cnoco6HOCTb MeXceTeBoro 850 850 900

aKpaHa SPI (M6éut/cek)*’

OCHOBHble pYHKLUK

gepaucm Sandboxing*® Ja Ja fa

Hﬁzg:ac Web Filtering*® Oa Oa Oa
Application Patrol*® Oa Oa [Oa
Anti-Malware*® Oa Oa [Oa
IPS*8 Oa Oa [Oa
Reputation Filter*® Oa Oa [Oa
Geo Enforcer*® Oa Oa [Oa
SecuReporter Ja Oa [a
Premium*®
Collaborative Detection& Oa JiE] Oa
Response*®
SSL (HTTPS) nHcnekumsa Oa JiF] Oa
2-¢akTopHas Oa Oa Oa
ayTeHTUdUKaLma

DYHKUUN VPN IKEv2, IPSec, SSL, IKEv2, IPSec, SSL, IKEv2, IPSec, SSL,

VPN L2TP/IPSec L2TP/IPSec L2TP/IPSec
Microsoft Azure Oa Oa Oa
Amazon VPC [a [a [a

TexHuyeckan crneuymduKkauma
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Mogenb ZyWALL ATP100 ZyWALL ATP100W ZyWALL ATP200

OcHOBHbIe PYHKLUMU

YnpasneHue Yucno ynpasnaembix 8 8 8
WLAN To4YeK AocTtyna no
YMOYAHUIO
PekomeHgyemoe 10 10 20
MaKcuManbHoe
YMCNO TOYEK B OAHOM
rpynne
Cepsuc Ja [a fa
Secure WiFi*®
MakcumanbHoe 6 6 10
YUCNO TYHHENbHbIX
TOYeK AocTyna
MakcumanbHoe 24 24 40
YMCO0 YyNpaBAAeMbIX
TOYeK AocTyna
YnpasneHue Device HA Pro - - -
COCAMREHNAMM | ink Aggregation - - -
(LAG)
WUCTOYHUK nuTaHua 12 B NOCTOAHHOrO TOKa, 12 B NOCTOAHHOrO TOKa, 12 B NOCTOAHHOrO TOKaQ,
Makcumym 2 A Makcumym 2 A Makcumym 2.5 A
MakcumanbHoe 12.5 12.5 13.3
aHepronoTpebneHue (BatT)
TennoebigeneHune (BTU/uac) 42.65 42.65 45.38
be3s ynakoBku  Pasmepbl (LLXMXB) (Mm): 216 x 147.3 x 33 216 x147.3x33 272 x 187 x 36
Bec (kr) 0.85 0.85 1.4
B ynakoBKke Pasmepbi (LLIXMxB) (Mm): 284 x 190 x 100 284 x 190 x 100 427 x 247 x73
Bec (Kr) 1.4 1.4 2.42
AKceccyapbl B KOMNJIEKTE NOCTAaBKU e Apantep nutaHua * ApganTep nuTaHua o Agantep nNUTaHuA
* Kabenb RJ-45 * Kabenb RJ-45 « Habop Ana MoHTasa B cTolike
o Kabenb RS-232 » Kabenb RS-232
TpeboBaHMA K OKpy:KaloLien cpege
3kcnayatauua Temnepartypa 0°C - +40°C 0°C - +40°C 0°C - +40°C
OTHOCUTeNbHasA 10% - 90% (6e3 BbinageHwms 10% - 90% (6e3 BbinageHwms 10% - 90% (6e3 BbinageHun
B/IAXKHOCTb KOHAeHcaTa) KOHAeHcaTa) KOHAeHcaTa)
XpaHeHue Temnepatypa -30°C - +70°C -30°C-+70°C -30°C-+70°C
OTHOCUTeNnbHanA 10% - 90% (6e3 BbinageHus 10% - 90% (6e3 BbinageHus 10% - 90% (6e3 BbiNnaaeHun
B/IQXKHOCTb KOHZeHcaTa) KOHZeHcaTa) KOHAeHcaTa)
MTBF (4acos) 989 810.8 989 810.8 529 688.2

AKYCTUYECKUIA LLym - - -

EMC FCC Part 15 (Class B),CE FCC Part 15 (Class B),CE FCC Part 15 (Class B),
EMC (Class B), BSMI EMC (Class B), BSMI CE (Class B), C-Tick (Class
B), BSMI
Safety LVD (EN60950-1), BSMI LVD (EN60950-1), BSMI LVD (EN60950-1), BSMI
TexHunueckan cneumduKauma 7
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Mogenb ZyWALL ATP500 ZyWALL ATP700 ZyWALL ATP800
dotorpadpua npoayKra

o ———

Cneuundukauma ob6opyaosaHus

MopTbl 7 (KoHdurypupyembie), IxSFP 12 (koHdurypupyembie), 12 (koHdUrypUpyembie),
(koHOUrypUpbIEMBIA) 2x SFP (KoHdurypupyemble) 2x SFP (KoHduUryprpyemble)

MopTbl USB 3.0 2 2 2

KOHCObHbIN nopT DB9 DB9 DB9

IMOHTaX B CTOMKe Oa Oa [Oa

bes BeHTUNATOpA - - -

EMKOCTb M MPOU3BOAUTENBHOCTb **

MNMponyckHaa cnocob6HocTb mexcetesoro 2,600 6,000 8,000

aKpaHa SPI (M6uTt/cek)*?

MponyckHas cnoco6HocTb VPN 900 1200 1500

(M6uTt/cek)*?

MNponyckHaa cnocobHocTb IPS 1700 2200 2700

(M6ut/cek)**

MNponycKkHaa cnoco6HOCTb aHTUBMUPYCA 900 1600 2 000

(M6uTt/cek)**

MNponyckHaa cnoco6HocTb UTM (AV u 890 1500 1900

IDP) (M6uTt/cek)**

MakcumanbHoe uncno ogHospemeHHbix 1 000 000 1 600 000 2 000 000

ceccuii TCP*®

MakcumanbHoe yucno 300 1000 1000

TyHHeneli IPsec VPN*®

PekomeHayemoe uncno TyHHenei IPsec 150 300 300

VPN mexay wntoszamm

MakcumanbHoe yucno SSL VPN 150 150 500

Konunuectso unrepdeiicos VLAN 64 128 128

MponycK. cnoco6HOCTb MeXceTeBoro 900 930 930

aKpaHa SPI (M6urt/cek)*’

YnpasneHne WLAN

Cepsucbl  Sandboxing*® Ja Oa fa

ﬁii::ac- Web Filtering*® Ja Ja Ja
Application Patrol*® [Oa Oa Oa
Anti-Malware*® [Oa Oa Oa
IPS*8 Oa Oa [Oa
Reputation Filter*® Oa Oa [Oa
Geo Enforcer*® Oa Oa [Oa
SecuReporter Ja Oa [a
Premium*?
Collaborative Detection& Oa [Oa Oa
Response*®
SSL (HTTPS) nHcnekumsa Oa JiF] Oa
2-¢akTopHas Oa [a Oa
ayTeHTUdUKauma

DyHKUMA VPN IKEv2, IPSec, SSL, IKEv2, IPSec, SSL, IKEv2, IPSec, SSL,

VPN L2TP/IPSec L2TP/IPSec L2TP/IPSec
Microsoft Azure Oa [Oa Oa
Amazon VPC [a Oa JiF]

TexHuueckas cneymobunkauma 8
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Mopgenb

OcHoBHble PYHKLUMU

ZyWALL ATP500

ZyWALL ATP700

ZyWALL ATP800

YnpasneHue
WLAN

Yucno ynpasnaembix
TO4YeK AocTyna no
YMONYAHUIO

8

PekomeHayemoe
MaKCMMaibHOE YNCNo
TOYEK B O4HOM rpynne

60

200

300

Cepsuc Secure WiFi*®

[a

[a

[a

MakcumanbHoe
UYMUCNO TYHHENbHbIX
TOYEK AocTyna

18

66

130

MakcumanbHoe
YMUCNO ynpaBafAeMbIX
TOYEK AocTyna

72

264

520

YnpasneHue

coegunHeHnaAMu

Device HA Pro

[a

[a

[a

Link Aggregation
(LAG)

[a

[a

[a

Tpe6oBaHMA K NUTaHUIO

UCTOUYHUK NUTaHUA

12 B NOCTOAHHOIO TOKaQ,
makcumym 4.7 A

100-240 B nepemeHHOro TOKa,
50/60 'y, Makcumym 2.5 A

100-240 B nepemeHHOro TOKa,
50/60 'y, Makcumym 2.5 A

MaKcumanbHoe aHepronoTtpebneHue 24.1 46 46
(BaTT)
TennoebigeneHune (BTU/uac) 82.23 120.1 120.1

dusnyeckme XapPaKTepUCTUuKu

be3s ynakoBku  Pasmepbl (LUXMxB) (mm): 300 x 188 x 44 430 x 250 x 44 430 x 250 x 44
Bec (kr) 1.65 33 33

B ynakoBke Pasmepbl (LUXMxB) (mm): 351 x 152 x 245 519 x 392 x 163 519 x 392 x 163
Bec (kr) 2.83 4.8 4.8

AKceccyapbl B KOMNEKTe NOCTaBKN

e Ajantep nuTaHuA
* CunoBoi Kabenb
o Habop A/1a MOHTa)Ka B CTOVKe

4 A,u,anTep NUTaHUA

e Habop 419 MOHTaKa B CTOMKe

e Ajantep nUTaHuA
e Habop 419 MOHTaKa B CTOMKe

TpeboBaHMA K OKpYKaloLel cpege

3Kcnnyatauma Temnepatypa 0°C - +40°C 0°C - +40°C 0°C - +40°C
OTHOCUTENbHasA 10% - 90% (6e3 BbiNnageHua 10% - 90% (6e3 BbiNnageHua 10% - 90% (6e3 BbiNnageHun
BNIAYKHOCTb KOHZeHcaTa) KOHZeHcaTa) KOHAeHcaTa)

XpaHeHue Temnepatypa -30°C - +70°C -30°C - +70°C -30°C - +70°C
OTHOCUTEeNbHasA 10% - 90% (6e3 BbiNnageHua 10% - 90% (6e3 BbiNnageHua 10% - 90% (6e3 BbiNnageHun
BIaYKHOCTb KOoHAgeHcaTa) KOoHAeHcaTa) KOHAeHcaTa)

MTBF (4acos) 529 688.2 947 736 947 736

AKRyCTUYECKMI 24.5 pBA npw paboTe npu 25.3 gbA npw paboTe npu 25.3 aBA npu pabote npu

wym Temnepatype ao +25°C, 41.5 Temnepatype ao +25°C, 46.2 TemnepaTtype ao +25°C, 46.2 nBA

ABA npu makcMmanbHom
CKOPOCTM BpaLLeHuA
BEHTUNATOPA.

OBA Npu makcMmanbHom
CKOPOCTM BpaLLeHuA
BEHTUNATOPA.

NP1 MakCMManbHOM CKOPOCTH
BPaLLEeHUA BEHTUNATOPA.

CepTtuduKatbl

EMC FCC Part 15 (Class A),CE FCC Part 15 (Class A),CE FCC Part 15 (Class A),CE
EMC (Class A), EMC (Class A), EMC (Class A),
C-Tick (Class A), C-Tick (Class A), C-Tick (Class A),
BSMI BSMI BSMI

be3sonacHoCTb LVD (EN60950-1), BSMI LVD (EN60950-1), BSMI LVD (EN60950-1), BSMI

*: 91a Tabanua 4na mukponporpammbl ZLD5.00 n 6onee nosaHei Bepcun.
*1: Ha npakTuKe NPpOM3BOANUTENBHOCTb MOXKET BbiTb MEHbLUE U3-33 KOHOUTYpaLLMKM CUCTEMDI,
YCNOBUI paboTbl CETU M aKTUBHbBIX NPUIOXKEHWUI.

*2: MaKkcumanbHasa nponyckHas cnocobHocTb B cootsetcTaum ¢ RFC 2544 (UDP-nakeTsl no 1518
6aiTos).
*3: MponyckHas cnocobHoctb VPN B cooTBeTcTBMM ¢ RFC 2544 (UDP-naketbl no 1424 6aiita).

*4: NponyckHas cnocobHocTb AV (B pexknme Express) u IDP uamepsanach ¢ NOMOLLbIO CTaHAAPTHOWM
YTUAWUTBI TECTUPOBaHUA npomssoauTensHoctv HTTP (nakeTtsl HTTP no 1460 6aiitos).
TecTMpoBaHMe NPOU3BOANNOCH C HECKONbKMMU NMOTOKaMMU.

TexHuyeckan crneuymduKkauma 9
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*5: MaKcMManbHOe YMCI0 CECCUIA U3MEPANIOCH C MOMOLLBIO CTaHAAPTHOW YTUAUTLI
TecTuposaHusa IXIA 1xLoad.

*6: BK/IIOYAA TYHHENIN MEXAY WA03aMU U C KIUEHTAMU.

*7: Tectbl Speedtest NpoBoOAW/IM C UCMONb30OBAHMEM OAHOTO KaHana 1 Méut/cek B
peanbHoN CeTH, M Ha UX Pe3yNbTaTbl MOT/I0 MOBAUATL KAYeCTBO KaHasa CepBuC-
nposaiaepa.

*8: lnA Ncnonb3oBaHMA 3TON GYHKLUMM U PACLLMPEHUA e EMKOCTU HYKHA IMLEH3MUA
Zyxel.



Cneundukauma 6ecnpoBogHoro uHtepdeica

Mogpgenb ZyWALL ATP100W

CooTBeTrcTBMe CTaHAapTam GECHPOBOAH bIX ceTei

802.11 a/b/g/n/ac

Yacrorta 6ecnpoBogHoii cetn 2.4/5TTy,
Konuuectso paguomopyneii 2
Konuuecrtso SSID 8

MakcmmanbHas MOLWHOCTb

CLLUA (FCC) 2.4 Ty,

25 pbm, 3 aHTEHHbI

nepeaaTtumka

CLLA (FCC) 5 Ty

25 pbm, 3 aHTEHHbI

Espona (ETSI) 2.4 I'Ty,

20 pbm, 3 aHTEHHbI

Espona (ETSI) 5 'y,

20 pbm, 3 QHTEHHbI

Konunuecrso aHTeHH

3 CbeMHble aHTEHHbI

YcuneHune aHTeHH

2 pbu ana vactoTbl 2.4 Ty,
3 abu ans yactotel 5 My,

CKOpOCTb Nepesayun AaHHbIX

802.11n: go 450 M6uT/cek
802.11ac: go 1300 M6uT/cek

YacToTHbI guanasoH 2.4 Ty,

(IEEE 802.11 b/g/n)

CLUA (FCC): 2.412 - 2.462 Tw,
Espona (ETSI): 2.412 - 2.472 Ty,
TanBaHb (NCC): 2.412 - 2.462 Ty,

5Ty

(IEEE 802.11 a/n/ac)

CLA (FCC): 5.150 - 5.250 I'Tw; 5.250 - 5.350 Tu; 5.470 - 5.725 Ty, 5.725 - 5.850 My,

Espona (ETSI): 5.15 - 5.35 ITu; 5.470 - 5.725 Ty,

TaiaHnb (NCC) :5.15 - 5.25 Ty, 5.25 - 5.35 Mw; 5.470 - 5.725 MTy; 5.725 - 5.850 [Ty,

YyBCTBUTENBHOCTb NPpUEeMHUKa 2.4 Ty,

11 M6uT/cek < -87 abm
54 M6ut/cek < -77 abm
HT20 <-71 pbm
HT40 < -68 nbm

5y

54 M6uT/ceK < -74 abm
HT40, MCS23 <-68 gbm
VHT40, MCS9 £-62 gbm
HT20, MCS23 <-71 pbm
VHT20, MCS8 < -66 nbm
VHT80, MCS9 < -59 nbm

®dYHKUMM NPOrpaMmMHOro
obecneyeHuA

CepBucbl 6e3onacHocTU

MeskceTeBoii 3KpaH

o CepTudunuMpoBaHHbIN ICSA mekceTeBoM
3KpaH KOPNopaTUBHOIO Knacca

o Pexxvmbl MapLupyTM3aTopa M MocTa

o MIHCNEeKLUMA NaKeTOB C XpaHEHWEM COCTOAHUSA

o MpmeHeHMe NONUTUK C Y4ETOM
KOHKPETHOro nosib3osaTens

¢ SIP/H.323 NAT traversal

o [logaepxKa ALG ana HacTpamBaembix
nopTos

o O6HapyKeHue 1 3almTa OT aHOMaNN
NpPOTOKON0B

o ObHapy»KeHuWe 1 3aLlnUTa OT aHOMaNNi
Tpaduka

o O6Hapy»KeHuWe v 3awmTa oT dayaa

¢ 3awmTa ot DoS/DDoS aTtak

YHuduumnposaHHble NoAnTUKK 6esonacHocTH
* YHUOULMPOBaHHbIV MHTepdENC ynpaBieHus
NoAUTUKaMM

TexHuyeckan crneuymduKkauma
ZyWALL ATP100/100W/200/500/700/800

o MoAaaepiKKa KOHTEHTHON dUAbTPaLUK,
naTpyna NPUNOKEHUI, MEXKCETEBOrO
aKpaHa (ACL/SSL)

o KpuTepuu nonuTUKK: 30HbI, IP-agpeca
Ha3HauyeHWA/UCTOYHMKA, N0/b30BaTENN,
Bpemsa

O6Hapy)KeHue 1 npenoTBpalLeHme

BTOp>KeHwuli (IDP)

o PeXXm maplupyt1saTopa M MocTa

o CKaHMpOBaHMe Mo cUrHaTypam u
noseAeHuto

o MoaaepsKKa nosib3oBaTeIbCKMX CUrHATYP

o ABTOMaTMUYeCcKoe 06HOBAEHNE

curHatyp

MaTpynb npunoxeHui

o [PaHyNAPHbINA KOHTPOIb CaMblX
BaXKHbIX MPUNONKEHWNI

* lpeHTUdUKALMA N KOHTPOb
noBeAeHNA NPUIOKEHNN

o Moaoaep:kka 30+ Kateropwmii
NPUNOXKEHWUN

o MoppepKKa ayTeHTUPMKaLMK
nonb3osatenei

o CTaTUCTUKA M OTYETbI B peasibHOM
BpeMeHu
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Sandboxing (necouHuua)

o MHCMeKumA B 061aKe C NpMMeHeHem
Pa3ANYHbIX MEXaHU3MOB

 NMoapepskka HTTP/SMTP/POP3/FTP

o MpoBepKa pasnnyHbIX TNoB daiinos

o CUHXpOHM3aumA 6asbl aHHbIX Yrpos3 B
peasibHOM BpemeH#u

AHTMBUPYC

o [TOTOKOBBIN MEXaHWU3M CKAHMPOBAHUA (PEXUM
Stream)

¢ [logaepxkKa npotokonos HTTP, FTP, SMTP n
POP3

o OTCYTCTBME OTPaHUYEHKIt Ha pa3mep daina

* ABTOMaTM4ecKoe 06HOBIEHUE CUTHATYP

TM6puAaHbINA peXXMm CKAaHMPOBAHUA HA BUPYCbI
¢ OHOBPEeMeHHOe NOTOKOBOE CKaHMpPOBaHMeE
1 3anpockl B 0b61ako
e icnonb3yeT JI0KaNbHbIN K3LW U NOCTOAHHO
pacTyuiyto 6asy AaHHbIX ¢ 30+
MWINNAPA0B CUTHATYP
o MoaaeprKKa NPOTOKON0B Ha Hbase
HTTP, HTTPS n FTP
o MoaneprKKa pasnyHbIX TUNOB dpaiinos



AHTMCNam

« Mpo3payHblii NepexsaT NoYTbl C
MCNoNb30BaHMEM NPOTOKO/I0B
SMTP n POP3

o O6HapyKeHue B No4Te cnama u
duwmHra

o YepHbIli 1 6enblii CNMCOK aapecos

o [logaepka nposepkn DNSBL

PenyTauuoHHbIi dpunbTp IP-agpecos

o OunbTp penytauun Ha 6ase IP-agpecos

o Nopaep»kka 10 KaTeropuii Kubepyrpos

o OuAbTP BXOAALLEro/MCXoaALLEero
Tpaduka

o Moaaep’KKa BHELLIHUX YEPHbIX CMCKOB
IP-agpecos

o duabTP BXOAALLEro/MCXoAALLEero
Tpaduka

e YepHblli 1 6enblii CNMCOK agpecos

®dunbtp yrpos DNS

o BIOKMpPYET AOCTYN KANEHTOB K
onacHbIM gOMeHam

o dPpPeKTUBHasA 3alLmMTa Npu
ncnonb3osaHuK ntoboro npotokona IP-
ceTel

®unbtp yrpos URL

o boKMpoBKa web-caiTos 60THeTa C&C

e bnoknposKa onacHbix URL-agpecos

o [oapeprKka BHELWHUX YepHbIX CMUCKOB
URL-agpecos

KoHTeHTHaa dpunbTpauus

o duabTp gomeHos HTTPs

o Nopnep:kka SafeSearch (6esonacHbli
NMOWUCK)

o [lpuMmeHeHKne 6enoro cnucka web-
cainTos

o YepHbIli 1 6enbiii cnucok URL-aapecos,
6710KMPOBKA NO KNHOYEBLIM CTOBAM

o HacTpanaemble npeaynpexneHus u
URL-nepeHanpasneHune

» HacTpansaemas cTpaHuLa 610KMPOBKU
KOHTEHTa

e Yucno kateropmin URL-appecos
yBennyeHo go 111

o Moaaep»kka CTIRU (Counter-
Terrorism Internet Referral Unit)

Feononutukmn

e bnokunposaHue IP-agpecos no
reonpusHaky

e [eorpadua agpecos gna
CTAaTUCTUKM TpaduKa 1 N0ros

o [logaepxka agpecos IPv6

IP-uckntoueHusn

o [paHyNApHbIN KOHTPOAb IP-aspecos
oTrnpaBuTenel n nonyyatenen

e MopaepKKa CNMCKOB UCKIOYEHN
CKaHMPOBaHMA ANA aHTUBMUpPYCa
(BKkNtovan necounuuy), IDP, penyTaunm
IP-appecos u punbtpa yrpos URL-
afpecos

TexHuyeckan crneuymduKkauma
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CoBmecTHOe 06HapY:K. U pearupoBaHue

* Bbigaua npeaynpexaeHuin/
610KMpOBKa/NepemelleHve B
KapaHTUH

* B/IOKMPOBKa A0CTyNa K CeTM OMacHbIX
6ecnpoBOAHbIX KINEHTOB

¢ HacTpavBaemble npeaynpexaeHuna n
nepeHanpasneHue no URL-agpecy

e Cnucok IP-agpecos nan MAC-
apecoB, ANA KOTOpPbIX He
BbIMO/IHAGTCA NPOBEPKa

VPN

IPSec VPN

e YnpasneHue kntovamu: IKEv1 (x-
auth, mode-config), IKEv2 (EAP,
configuration payload)

o LliInpposaHue: DES, 3DES, AES (256-
bit)

o AyTeHTUdUKaums: MD5, SHAL, SHA2
(512-bit)

e MNoppaep:kka PFS (DH rpynnsi) 1, 2, 5,
14, 15-18, 20-21

» MNopnepka ceptndumraTtos PSK u PKI
(X.509)

o IPSec NAT traversal (NAT-T)

o Dead Peer Detection (DPD) un
06HapyKeHWe NOBTOPHbIX MAKeTOB

e VPN KOHUeHTpaTop

o MapLupyTusnpyemble TyHHebHble
mHTepoemncol (VTI)

» BanaHcMpoBKa U pesepBrUpoBaHUe
VPN

¢ GRE over IPSec

o NAT over IPSec

e L2TP over IPSec

» HacTtpolika knneHnToB Zyxel VPN

e [lopgaepxKa knnenTos iOS gna
L2TP/IKE/IKEv2 VPN

SSL VPN

e MNopaepkka Windows 1 Mac OS X

o [loaneprKka perknmma noaHoro
TYHHENMpPOBaHUA

o MoaaepkKa 2-pakTopHoM
ayTeHTUdMKaumm

Cetb

Secure Wi-Fi

 3aLUMLLEHHbIN TYHHENb A1 YAANEeHHbIX
Toyek focTyna

e [locTyn 13 goma no L2 K odpucy
(3aLLMLLEHHBIN TYHHENb)

o 2-paKTOpHas ayTeHTUPUKALMA C
ncnonb3oBaHmem Google Authenticator

» NMoaaep»ka WPA2 Enterprise (802.1x)

o KOHTpO/Ib WTOPMOB

o MOXHO NPUMEHSATH KaK B pexmme
JIOKa/IbHOTO YNpaB/ieHMs TOYKOM J0CTYNa,
Tak v ynpasneHus us Nebula (korga ATP
nonyumt noaaepskky Nebula)

KoHTtponnep WLAN
o [lopfepiKKa KOHTPOAEpa TOYEK JOCTyna
o [lopaep:kKa ToYeK focTyna
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802.11ax Wi-Fi 6 n WPA3

o Mopaepskka 802.11k/v/r

e L2 n3onaumna

o Moaaep’kka aBTOMATUYECKOro 0BHOBNAEHUSA
MMWKPONPOrpamMm ToYeK AocTyna

¢ BkatoueHme Wi-Fi no pacnucanuto

o [InHammyeckuii Bbibop KaHanos (DCS)

e [lpnoputesauma ananasoHa 5 My n
npeaoTBpaLLeHne «3aannaHua» KIMEeHTOB

o ABTONOKPbITUE 30H OTK/IFOYEHHbIX TOYEK
pocrtyna

e HacTpauBaembli web-nopTtan aBTopusaumm

o Moaaep:kka Wi-Fi Multimedia (WMM) QoS

o Moaaep»kka NPOToKoNa 06HapYXKeHUs
CAPWAP

e Mynbtun-SSID ¢ VLAN

o Nopnepka ZyMesh

e Moaaep»KKka COBMECTUMbIX TOYEK J0CTyna

o O6HapyKeHue YyXK1X Touek AocTyna

LLInpOoKONOANOCHbII AOCTYN NO COTOBOM CETU

¢ Pe3sepsHoe coegnHeHne WAN c nomoLupto
USB-moaemos 3G 1 4G*?

e ABTOBO3BpAT NPU BOCCTAHOBEHUMN
ocHoBHoro coeamnHeHna WAN

Moapeprka IPv6
o [1BOMHOW CTEK
e TyHHenuposaHwue IPv4 (6rd and
6to4 transition tunnel)
o SLAAC, cTaTnuHbIl IP-agpec
e DNS, DHCPv6 cepsep/KnneHT
o CTaTMYecKas MapLUpyTM3aLma U NOAUTUKK
e IPSec (IKEv2 6in6, 4in6, 6in4)

CoeavHeHue

e Pexxum maplupytusaTopa, u/mam mocra

e Ethernet u PPPoE

o NAT n PAT

e banaHcmpoBKa Harpysku NAT ana 0KaNbHbIX
cepBepoB

o TernposaHue VLAN (802.1Q)

» BupTyanbHble uHTepdeiicol (alias interface)

o MapLupyTnsaums Ha 6ase NoAnTUK (c yueTom
KOHKPETHOro no/b3oBaTtesis)

o NAT Ha 6a3e nosmTtuk (SNAT)

* GRE

o InHammueckasa mapwpytusaumsa (RIPv1/v2 u
OSPF, BGP)

e DHCP-knuneHT/cepsep/peTpaHcnaTop

e [Topgaepxka Dynamic DNS

o WAN-TpaHKu ans 3 u 6onee noptos

o OrpaHnyeHune ceccuii aNA OTAeNbHbIX XOCTOB

» [apaHTUPOBaHHaA Noa0ca NPONYCKaHUA

o MaKcrMmanbHan nosoca nponyckaHmaA

¢ /icnonb3oBaHWe NON0ChI MPOMNYCKaHWUA €
Yy4eTOM NPUOPUTETOB

o OrpaHnYyeHune Noaocbl NPONycKaHua ana
OTAe/IbHbIX NOoJIb30BaTes1en

o OrpaHnYyeHne Noaocbl NPONycKaHUa ana
oTaenbHbIX IP-agpecos

* YnpaBneHve nonocomn
NPONYCKaHWA AN NPUNOKEHUN

o Moaoaep:kka Link Aggregation*!



YnpasneHue

AyTeHTUPUKauma

* J/lokanbHan 6a3a faHHbIX Nosb3oBaTenek

* BHewHAA 6a3a AaHHbIX N0/Ib30BaTe/eN:
MicrosoftWindows Active Directory,
RADIUS,LDAP

o AyteHTudukauma IEEE 802.1x

o AyTeHTUOMKaumMA Ha web-nopTane

o AyteHTudukauma XAUTH, IKEv2 c EAP
VPN

o [MpuBAasKa agpecos IP-MAC

* [oaaepKka Npo3payHol aBTopu1saLum
SSO (Single Sign-On)

o MNoaaepka 2-pakTopHom
ayTeHTUOUKALMM afMUHUCTPATOPOB C
ncnonb3soBaHMem Google Authenticator

KaK BTOporo gpaktopa

YnpasneHue cucremoii

* Ponesoe agMMHUCTPUpPOBaHUE

o MHOroA3sbl4HbIN Web-uHTepdelic
(HTTPS M HTTP)

o NHTepdelic KoMmaHAHOM CTPOKM
(koHCoNb, Web-KoHcob, SSH 1 telnet)

e SNMP v1, v2c, v3

e «OTKaT» K NpegblayLiein KoHburypaumum

o ABTOMaTUUECKOE pe3epBHoOe
KOMMpoBaHue KoHbUrypauum

o O6HOB/IEHME MUKPONPOTPaMMmbl C
nucnonbsosaHuem FTP, FTP-TLS u Web-
MHTepoelica

» OnoselLLeHNe 0 BbIXOAE HOBOW
BEPCUM MUKPOMPOrpammbl 1

Cnucok coBMeCTUMbIX TOYEeK A0CTyna

Noppep:kKka Secure Wi-Fi

aBToMaTuyeckoe obHoBNEHME
» [1ea 06pasa MMKponporpammbi
e Cloud CNM SecuManager

XypHanbl co6bITUI1 U MOHUTOPUHT

o JTOKa/IbHbIW }KypHaN BCex cobbITUi

o Moaaep:kka Syslog (o 4 cepsepos)

o MpeaynpesKaeHna No 3N1EeKTPOHHOW noyTe
(&0 2 cepsepos)

o MOHMWTOPUHT TpaduKa B peasbHOM BpemeHu

e BCTpoeHHble eXegHeBHbIE OTYETbI
o Cloud CNM SecuReporter

e *:Noppepxusaemble USB-mogembl 3G v 4G yKasaHbl
B COOTBETCTBYIOLLEM CMUCKE MPOAYKTa Ha web-caiite
Zyxel.

*1: nogaepskusatotT mogenu ATP500/700/800.

Cepua Mopenb MakcumanbHoe 4ncno MoaaepKMBaemble TYHHe/IbHble
TYHHE/IbHbIX TOYEK A0CTyna TOYKM AocTyna
ATP ATP100(W) 6 * WAX650S
ATP200 10 * WAX610D
ATP500 18 " WAXS10D
* WAC500
ATP700 66 * WAC500H
ATP800 130
USG FLEX USG FLEX 100(W) 6
USG FLEX 200 10
USG FLEX 500 18
USG FLEX 700 66
VPN VPN50 10
VPN100 18
VPN300 66
VPN1000 258

CepBucbl ynpaBaeHMUa TOMKaMM 40CTyNa

MpoaykT
Moaenu

Touku gocryna Unified
o NWA5301-NJ

e WAC5302D-S

Touku pgocryna Unified Pro
o WAC6103D-I

¢ WAC6552D-S

¢ NWA5121-NI « WAX510D « WAC6503D-S « WAC6502D-E
¢ NWA5123-ACHD * WAC5302D-Sv2* « WAC6502D-S « WAX650S
¢ NWA5123-AC * WAC500* « WAC6303D-S « WAX610D*
e NWA5123-NI o WAC500H* ¢ WAC6553D-E
LleHTpanusoBaHHOe [a
ynpasneHue
ABTOMaTMUECKas HaCTpoOiKa Oa
Mepepaya AaHHbIX JlokanbHaA JloKanbHasa/TyHHeNbHan
ZyMesh [Ja

*: HaunHas ¢ sepcum KoHTpoaaepa APC3.0, mexKceTesble 3KpaHbl MOTYT pacro3HaBaTh TOYKM AOCTyNa, UCMOAb3YIoLWMe MUKponporpammy Hosee APC3.0, Kak COBMECTUMbIE TOYKM
poctyna (Forward Compatible AP). Pecennepbl MoryT npoZsurate HoBble TOYKM ocTyna Zyxel ¢ noanepskkon 6a3o8bix GyHKUMI 6€3 06HOB EHUA MUKPOMNPOrpaMMbl KOHTPOAEPA.
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Akceccyapbl

TpaHcusepbl (onuua)

Mogenb CkopocTb KoHHeKTOop [AnunHa BONHbI MakcumanbHoe Tun onTnkn
nepeaauu paccrosHue
AaHHbIX
SFP10G-SR* 10-Gigabit Duplex LC 850 HM 300 m Mynb6TUMOZ, JiF
SFP+
SFP10G-SR-E* 10-Gigabit LC 850 HM 300m MynbTMog, Na
SFP+
SFP10G-LR* 10-Gigabit Duplex LC 1310 Hm 10 km OpHoMog, JiF
SFP+
SFP10G-LR-E* 10-Gigabit LC 1310 Hm 10 km OpHomog, JiF
SFP+
SFP-1000T Gigabit RJ-45 - 100 m MynbTUMOZ, -
SFP-SX-D Gigabit LC 850 HMm 550 m MynbTmos, Oa
SFP-SX-E Gigabit LC 850 Hm 550 m MynbTumogs, Ja
SFP-LX-10-D Gigabit LC 1310 Hm 10 km OpaHomoz, la
SFP-LX-10-E Gigabit LC 1310 HMm 10 kKm OaHomog, [a
SFP-LHX1310-40-D Gigabit LC 1310 Hm 40 Km OpHomopg JiF]
SFP-ZX-80-D Gigabit LC 1550 Hm 80 km OaHomog, [a
SFP-BX1310-10-D** Gigabit LC 1310 Hm (TX) 10 km OaHomog, JiF]
1490 Hm (RX)
SFP-BX1310-E** Gigabit LC 1310 Hm (TX) 20 Km OgHomog, JiF]
1550 Hm (RX)
SFP-BX1490-10-D** Gigabit LC 1490 Hm (TX) 10 kKm OpHomoz, [Ja
1310 Hm (RX)
SFP-BX1550-E** Gigabit LC/SC 1550 Hm (TX) 20 Km OpHomoz, [Ja
1310 Hm (RX)

*: CkopocTb 10-Gigabit SFP+ noaaep»umsaeT Tonbko cepua USG2200-VPN.
*1: TpaHcusepbl SFP-BX1310-10-D 1 SFP-BX1490-10-D, SFP-BX1310-E v SFP-BX1550-E f0/HbI MCNONb30BaTLCA Napamu.
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