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Services to use with Amazon Connect

What is Amazon Connect?

Amazon Connect is an omnichannel cloud contact center. You can set up a contact center (p. 9) in a
few steps, add agents who are located anywhere, and start engaging with your customers.

You can create personalized experiences for your customers using omnichannel communications. For
example, you can dynamically offer chat and voice contact (p. 536), based on such factors as customer
preference and estimated wait times. Agents, meanwhile, conveniently handle all customers from just
one interface (p. 1135). For example, they can chat with customers, and create or respond to tasks as
they are routed to them.

Amazon Connect is an open platform that you can integrate with other enterprise applications, such
as Salesforce (p. 294). In addition, you can take advantage of the AWS ecosystem to innovate new
experiences for your customers.

The following diagram shows these key characteristics of Amazon Connect.

Dynamic, personal, and

Open platform
natural contact flows penp

100%

Self-servi
eservice cloud-based

configuration

The AWS
ecosystem

Contents
o The power of AWS with Amazon Connect (p. 1)
« Browsers supported by Amazon Connect (p. 4)
o Supported screen readers (p. 5)

« Languages supported by Amazon Connect (p. 6)

The power of AWS with Amazon Connect

To help provide a better contact center, you can use Amazon Connect with the following AWS services.
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Development

You can use AWS Lambda functions to either look up or post data to sources outside of Amazon Connect.
For example, you can look up an inbound caller on Salesforce based on the customer’s phone number.
The function may return such results as the customer name, membership level (for example, frequent
flyer), last order, and order status. Then based on that information, the call can be routed to an Amazon
Lex bot or an agent.

You can also use Lambda with AWS databases like DynamoDB to create dynamic routing abilities. For
example, you can retrieve a prompt in a specific language, based on input from the customer.

API Gateway and Step Functions further enhance the abilities of Lambda.

For more information, see:

 Invoke AWS Lambda functions (p. 488)

Storage

Amazon Connect uses Amazon Simple Storage Service (Amazon S3) to store recorded conversations and
exported reports. When you set up Amazon Connect, it creates default buckets for these requirements,
or you can point it to existing Amazon S3 infrastructure. For more information, see Step 4: Data

storage (p. 137) in Create an Amazon Connect instance (p. 135).

VPC endpoints are not supported.
You can also manage the Amazon S3 policies to move data to Amazon S3 Glacier for less expensive

long-term storage. However, it breaks the link in the contact record in Amazon Connect. To fix this, use a
Lambda function to rename the S3 Glacier object to match the data in the contact record.
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Database

You can use AWS databases with Amazon Connect for a variety of reasons. For example, with DynamoDB,
you can create quick tables of data.

You can also create tables of dynamic information for call routing. For example, a Lambda function can
write inbound calls to a DynamoDB table, then query the table to see if there are other matches for the
phone number. If so, a decision can be made to send the caller to the same queue as before, or to flag
them as a repeat caller.

For more information, see:

» Blog post: Creating dynamic, personalized experiences in Amazon Connect

Analytics

Amazon Connect tracks all interactions using contact records (p. 1001). Contact records are used for
real-time and historical metrics reports. You can also use Amazon Kinesis to stream them to an AWS
database like Amazon Redshift or Amazon Athena for Bl analysis (Amazon QuickSight, or a third party
such as Tableau). There are AWS CloudFormation templates available to set up this functionality for
Amazon Redshift and Athena.

To perform analysis on your contact flow logs, you can set up an Amazon Kinesis stream to stream your
contact flow log data from CloudWatch to a data warehouse service, such as Amazon Redshift. You can
combine the contact flow log data with other Amazon Connect data in your warehouse, or run queries to
identify trends or common issues with a contact flow.

For more information, see:

« How to access Kinesis Video Streams data (p. 776)
 Blog post: Recovering abandoned calls with Amazon Connect

Machine Learning (ML) and Artificial Intelligence (Al)

Amazon Connect uses the following services for ML/AI:

« Amazon Lex—Lets you create a chatbot to use as Interactive Voice Response (IVR). For more
information, see Add an Amazon Lex bot (p. 617).

« Amazon Polly—Provides text-to-speech in all contact flows. For more information, see Add text-to-
speech to prompts (p. 456) and SSML tags supported by Amazon Connect (p. 464).

« Amazon Transcribe—Grabs conversation recordings from Amazon S3, and transcribes them to text so
you can review them.

« Amazon Comprehend—Takes the transcription of recordings, and applies speech analytics machine
learning to the call to identify sentiment, keywords, adherence to company policies, and more.

Messaging
Amazon Connect uses the following services for messaging:

« Amazon Pinpoint—Use as an outbound messaging trigger for events; for example, bulk messaging
(such as outbound marketing campaigns). For more information, see this blog post: Using Amazon
Pinpoint to send text messages in Amazon Connect.



http://aws.amazon.com/blogs/contact-center/creating-dynamic-personalized-experiences-in-amazon-connect/
http://aws.amazon.com/blogs/contact-center/recovering-abandoned-calls-with-amazon-connect/
http://aws.amazon.com/blogs/contact-center/using-amazon-pinpoint-to-send-text-messages-in-amazon-connect/
http://aws.amazon.com/blogs/contact-center/using-amazon-pinpoint-to-send-text-messages-in-amazon-connect/
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« Amazon Simple Notification Service (Amazon SNS)—Use to send and receive SMS and other channel
notifications. Amazon SNS is particularly useful for sending alerts and validations.

« Amazon Simple Email Service (Amazon SES)—Use to send validation e-mails, such as a password reset
bot sending a confirmation of the transaction.

Security

Amazon Connect uses the following services for added security:

o AWS Identity and Access Management (IAM)—Use to manage permissions for users. Amazon Connect
users require permission for services. For more information, see Identity and access management for
Amazon Connect (p. 1078).

o AWS Directory Service—Amazon Connect supports user federation through the internal directory
(created in the Amazon Connect instance), using Active Directory integration (MAD, ADFS) or SAML 2.0.

For more information, see:
« Plan your identity management in Amazon Connect (p. 123)
« Blog post: Enabling federation with AWS Single Sign-On and Amazon Connect

Management

Amazon Connect uses the following services for monitoring usage:

« Amazon CloudWatch—Collects logs, service metrics, performance metrics for Amazon Connect. For
more information, see Monitoring your instance using CloudWatch (p. 1014).

o AWS CloudFormation—Amazon Connect does not support this directly for creating instances.
However, it does support AWS CloudFormation templates for associated services, like integrations,
database export, and so on.

o AWS CloudTrail—Provides a record of Amazon Connect API calls. This is especially useful for tracking
who accessed recorded conversations (p. 806).

For more information about Amazon Connect and AWS CloudTrail, see Logging Amazon Connect API
calls with AWS CloudTrail (p. 1025).

Browsers supported by Amazon Connect

Agents use the Contact Control Panel (CCP) (p. 1135) in Amazon Connect to communicate with contacts.
The CCP is a website that they access using a web browser.

Before you work with Amazon Connect, verify that your browser is supported using the following table.

Browser Version How to check your version

Google Chrome Latest three versions Open Chrome and type
chrome://version in your
address bar. The version is in the
Google Chrome field at the top
of the results.

Mozilla Firefox ESR Versions are supported until Open Firefox. On the menu,
their Firefox end-of-life date. choose the Help icon and



http://aws.amazon.com/blogs/contact-center/enabling-federation-with-aws-single-sign-on-and-amazon-connect/
https://support.mozilla.org/en-US/kb/firefox-esr-release-cycle
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Mobile browsers

Browser

Mozilla Firefox

Version

For details, see the Firefox ESR
release calendar.

Latest three versions

How to check your version

then choose About Firefox.
The version number is listed
underneath the Firefox name.

Open Firefox. On the menu,

choose the Help icon and
then choose About Firefox.
The version number is listed
underneath the Firefox name.

Please see Issue with Firefox
version 86 (p. 5).

Microsoft Edge and Edge Not supported

Chromium

For more requirements, see Agent headset and workstation requirements for the CCP (p. 292).

Browsers on mobile devices

The Amazon Connect console and Contact Control Panel (CCP) do not work on mobile browsers.
However, your agents can forward the audio portion of the call to their mobile device. For instructions,
see Forward calls to a mobile device (iPhone, Android) (p. 1144).

Issue with Firefox version 86

The following issue may occur if you embed the Amazon Connect Contact Control Panel (CCP) into your
agent application and your users access the Amazon Connect CCP using the Firefox web browser with
Enhanced Tracking Protection browser setting set to Strict.

An upgrade to Firefox, specifically Firefox non-ESR version 86 released on February 23, 2021, introduced
Total Cookie Protection which modified cookie sharing behavior across sites for users with Enhanced
Tracking Protection set to Strict (Firefox defaults to Standard). Users with this specific browser setting
and version combination may be unable to access the Amazon Connect CCP when embedded in another
application, preventing them from handling contacts.

To prevent impact to your users (agents), we recommend that your users do one of the following:

« Confirm (or set) Enhanced Tracking Protection as Standard in their browser settings. Users can do
this by following instructions documented here.
« Do not upgrade their Firefox browser version to v86 or higher.

« Use Google Chrome to access the Amazon Connect CCP.

Supported screen readers

You can use the following screen readers with the latest version of the Amazon Connect Contact Control
Panel (the CCP URL ends with /ccp-v2):

« JAWS
« NVDA



https://wiki.mozilla.org/Release_Management/Calendar
https://wiki.mozilla.org/Release_Management/Calendar
https://blog.mozilla.org/security/2021/02/23/total-cookie-protection/
https://support.mozilla.org/en-US/kb/enhanced-tracking-protection-firefox-desktop#w_adjust-your-global-enhanced-tracking-protection-settings
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« VoiceOver

Languages supported by Amazon Connect

Contact Control Panel

ccp Supported languages

Contact Control Panel - latest version « Chinese (Simplified)

« Chinese (Traditional)
« English

« French

« German

« [talian

« Japanese

» Korean

« Portuguese (Brazilian)
« Spanish

Contact Control Panel - earlier version « English
« French
e German
« [talian
« Japanese
» Korean
« Portuguese (Brazilian)
« Spanish

Chat message content

Amazon Connect provides full Unicode support. You can chat with customers in any language of your
choice.

Amazon Connect Admin console

« Chinese (Simplified)
» Chinese (Traditional)
« English

« French

» German

« [talian

« Japanese

» Korean

« Portuguese (Brazilian)
« Spanish
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Contact Lens for Amazon Connect

Post-call analytics

Arabic (Gulf)
English (Australia)

English (Great
Britain)

English (United
States)

English (India)
English (Ireland)
English (Scotland)
English (Wales)
French (Canada)
French (France)
German (Germany)

German
(Switzerland)

Hindi (India)
Italian (Italy)
Japanese (Japan)

Korean (South
Korea)

Mandarin
(Mainland China)

Portuguese (Brazil)

Portuguese
(Portugal)

Spanish (Spain)

Spanish (United
States)

Post-call
redaction

English (Australia)

English (Great
Britain)

English (United
States)

English (India)
English (Ireland)
English (Scotland)
English (Wales)

Real-time
redaction

Real-time
analytics

English (Australia)  English (Australia)

English (Great
Britain)

English (Great
Britain)

English (United
States)

English (United
States)

French (Canada)
French (France)

German (Germany)

Italian (Italy)
Japanese (Japan)

Korean (South
Korea)

Mandarin
(Mainland China)

Portuguese (Brazil)

Spanish (United
States)

Pattern match languages

In Contact Lens, the pattern match feature supports the following languages:

« English (United States)

Call
summarization

English (Australia)

English (Great
Britain)

English (United
States)

English (India)
English (Ireland)
English (Scotland)
English (Wales)
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« Arabic (Gulf)

« Chinese

« German (Germany)
» French (France)

« Hindi (Indian)

« ltalian

» Japanese

« Korean

» Portuguese

« Spanish (Spain)

Amazon Connect Wisdom

« English (Australia)
« English (Great Britain)
« English (United States)

Amazon Lex

See Languages Supported in Amazon Lex in the Amazon Lex Developer Guide.

Amazon Polly

See Voices in Amazon Polly in the Amazon Polly Developer Guide.



https://docs.aws.amazon.com/lex/latest/dg/how-it-works-language.html#supported-languages-and-locales
https://docs.aws.amazon.com/polly/latest/dg/voicelist.html
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Next steps

Get started with Amazon Connect

Use these steps to set up your contact center.

1. Create an Amazon Connect instance (p. 135). Use an instance to contain all the resources and
settings related to your contact center. You specify how you plan to manage user accounts, whether
your contact center will accept incoming calls and make outbound calls, and review the location where
data will be stored in your Amazon S3 bucket.

2. Set up phone numbers for your contact center (p. 157). If you're using voice, either claim a phone
number that AWS provides, or port your current phone number to Amazon Connect. If you choose to
port your numbers, we suggest claiming a number so you can test Amazon Connect and build your
contact center while waiting for your numbers to be ported over.

3. Set up routing (p. 220). Create your queues and routing profiles, and set your hours of operation. In
your routing profiles, specify the channels that agents should use: voice, chat, tasks, or all three. You
also specify how many chats and tasks an agent can manage at the same time.

4. Create Amazon Connect contact flows (p. 296). Establish a contact flow to define the customer
experience with your contact center from start to finish. A single contact flow works for voice, chat,
and tasks, which makes your design more efficient. When you build contact flows and configure the
blocks, indicate how the flow should work for voice, chat, and tasks.

5. Add users, which are your managers and agents, and configure their settings. Assign a routing profile
to each agent, specify whether they are using a softphone or desk phone, and set how long they
have for After contact work. For instructions, see Add users to Amazon Connect (p. 785) and Set up
agents (p. 230).

6. If you're using chat, we provide several tools to help you enable your customer-facing app to
engage with Amazon Connect chat. For more information, see Set up your customer's chat
experience (p. 243).

Next steps

There's a lot you can do to optimize your contact center. Here are a couple of additional steps that you
may find useful:

1. Set up recording behavior (p. 479). Monitor live conversations and review past conversations. This
is a way that managers can coach agents and help them improve. For voice conversations, set up
recording in your contact flows. For chat conversations, set up recording at the instance level.

To learn how to monitor conversations, see Monitor live conversations (p. 798).

2. Add an Amazon Lex bot (p. 617). Use Amazon Lex in your contact center to reduce the load on your
agents. For example, a bot can handle the initial interaction before the chat is routed to an agent, and
also answer common questions for the customer.

Take a free online class

Check out the following free online classes:

« Introduction to Amazon Connect and the Contact Control Panel (CCP)
« Amazon Connect: Introduction to the Administrative Interface
« Amazon Connect: Creating and Managing Amazon Connect Instances



https://explore.skillbuilder.aws/learn/course/external/view/elearning/12303/introduction-to-amazon-connect-and-the-connect-control-panel-ccp
https://explore.skillbuilder.aws/learn/course/external/view/elearning/12328/amazon-connect-introduction-to-the-administrative-interface
https://explore.skillbuilder.aws/learn/course/external/view/elearning/12304/amazon-connect-creating-and-managing-amazon-connect-instances
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Concepts

Amazon Connect enables you to create an omnichannel contact center: a contact center that provides a
unified experience across multiple channels, such as voice, chat, and tasks.

« You use the same routing profiles, queues, contact flows, metrics, and reports for all channels.

« Managers monitor all channels from one dashboard.

« Agents handle all customers from just one interface. If a customer interaction starts with chat and
moves to voice, the agent handling the voice call has the complete chat transcript so context is
preserved.

You can create highly personalized experiences for your customers using omnichannel communications,
and separate the channels where needed. For example, you can dynamically offer chat and/or voice
contact based on such factors as customer preference, estimated wait times, and agent skill.

This section explains concepts that will help you set up your Amazon Connect contact center, whether
you use one channel or more.
Contents

o Telephony (p. 10)

e Chat (p. 13)

o Tasks (p. 16)

» Routing profiles (p. 21)

» Queues: standard and agent (p. 22)

« Queues: priority and delay (p. 24)

« Queue-based routing (p. 26)

o Channels and concurrency (p. 26)

« Contact flows (p. 27)

Telephony

Amazon Connect provides a variety of choices to enable your company to make and receive telephone
calls. One of the great advantages of Amazon Connect is AWS manages the telephony infrastructure for
you: carrier connections, redundancy, and routing. And, it's designed to scale.

This topic explains the options that Amazon Connect provides for telephony, which helps you build a
solution to meet your business requirements.
Contents

o Telephony architecture (p. 11)

« Toll-free numbers (p. 11)

« Direct-in-dial (DID) numbers (p. 11)

o Claiming numbers in Amazon Connect (p. 12)

10
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Telephony architecture

« Porting numbers (p. 12)
« Use cases for different configurations (p. 12)

Telephony architecture

Amazon Connect provides capabilities to host both toll-free and direct dial numbers (DID) in all AWS
Regions supported by Amazon Connect. You can use both types of numbers in a single instance. A
complete list of supported countries/regions and costs, including the price differences between DID and
toll-free numbers, is located on the Amazon Connect pricing page.

AWS manages the connectivity to our network of carriers providing diverse connections to multiple
carriers in each region supported by Amazon Connect. When Amazon Connect is deployed in a Region,
we take advantage of the built-in redundancy of the AWS Availability Zone design to provide multiple
carrier interfaces into multiple data centers. You can see how AWS manages the design of a Region here.

In addition to the Amazon Connect service being spread across multiple Availability Zones, AWS also
has multiple telephony providers. These providers have multiple links into the data centers in those
Availability Zones. This ensures that if a single or even multiple links fail from a carrier, there are
alternate routes available to ensure the service remains available.

Toll-free numbers

Toll-free numbers are telephone numbers with distinct prefix codes that can be dialed with no charge to
the person placing the call. Such numbers allow callers to reach businesses and/or individuals out of the
area without being charged a long-distance fee for the call.

In the United States, the Federal Communications Commission provides rules for obtaining and using
toll-free numbers. In other countries, similar governing bodies ensure that toll-free numbers are
managed and distributed in accordance with local laws.

AWS manages toll-free numbers as a Responsible Organization, or “RespOrg.” When you claim or port
a number into Amazon Connect, we register that number with SOMOS. Once the number is registered,
we are able to select multiple carriers to provide BOTH route and carrier redundancy. This provides the
highest level of availability, ensuring the number will remain available even in the event of a complete
carrier outage. This level of service does come at an additional cost, as toll-free numbers are a higher
price than direct dial, but the service reliability and customer experience make this the most attractive
option.

Direct-in-dial (DID) numbers

Direct inward dialing (DID), also called direct dial-in (DDI) in Europe, is a telecommunication service
offered by telephone companies to subscribers. DID numbers provide a locally formatted telephone
number that can match the dialing pattern of a local subscriber. For example, in Seattle, Washington,
USA, the local dialing pattern is +1(206)-NXX-XXXX. The provider of the DID number would provide
numbers with the +1(206) pattern to match local dialing.

In the United States, DID numbers are regulated by State Public Utilities commissions. DID numbers
are managed by a single carrier. While they are portable, they can't be load balanced/managed across
multiple carriers. This makes them less reliable than toll-free numbers.

DID numbers offer you the ability to present a local calling line identification when placing outbound
calls, and a local presence to inbound callers. This can be very useful to increase the likelihood outbound
and queued callback calls get answered by your customers. It can also show a customer that you are local
to their area, and provide a cheaper inbound route than a long-distance call if you don't publish a toll-
free number.

11
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Because DID numbers are threaded to single carrier, Amazon Connect doesn't offer carrier redundancy
for DID numbers. We do offer link redundancy across multiple Availability Zones, so in the event of a link
failure that carrier still has facilities available in another location to deliver calls. DID numbers also have a
capacity limitation on how many calls a single number can accommodate, and this number does vary by
Region. It is important to work with your AWS account team to ensure you are properly enabled with the
right type of DID numbers if you plan on using DID numbers as your primary inbound channel, and have
an expectation of over 100 concurrent calls per number.

DID numbers are less expensive than toll-free numbers, but don't have the redundancy and broad
geographical coverage of a toll-free number. The ability to localize numbers may be an attractive option
for your business.

Claiming numbers in Amazon Connect

Amazon Connect provides you the ability to claim both direct dial and toll-free numbers in
supported countries from inventories maintained by AWS. To claim a number, log into your Amazon
Connect instance and select Phone numbers. For instructions, see Claim a phone number in your
country (p. 167).

Porting numbers

Porting of numbers refers to the ability to move an existing telephone number from one carrier to
another provided you are the "customer-of-record.” In the United States, portability is required and
regulated by the Federal Communications Commission. Laws regarding the requirements for number
portability vary greatly between countries/regions. In the United States and Canada, the process is
regulated and well-defined. In other countries/regions, some have well-defined processes while some are
dependent on carrier and geography.

If you are trying to port a number outside of the United States, follow the porting process (p. 157)
we've documented, however, the timeline to complete may vary. If porting is not possible at all, AWS
Support will let you know that it's not available.

To begin the porting process, you need to gather some documentation to enable the process to run
smoothly. AWS support will need a copy of your bill showing the current carrier, number(s) to port, and
the company name. Feel free to redact any pricing or company information you feel is proprietary. You
will also need to provide your Amazon Connect instance ID.

For detailed porting instructions, see Port your current phone number (p. 157).

Use cases for different configurations

Starting fresh with Amazon Connect

In this case, simply select new numbers using the claim a number process. For instructions, see Claim a
phone number in your country (p. 167).

Migrating to Amazon Connect from another provider/platform

If you're migrating to Amazon Connect from other platform, we recommend starting with a proof of
concept, and migrating to Amazon Connect over time.

« A best practice is to forward your existing numbers to a new number (or numbers) claimed in Amazon
Connect until you are fully converted.

« Once fully converted, use the porting process (p. 157) to bring your numbers into Amazon Connect.
« This gives you a fallback in case you have migration issues.

12
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Maintaining two separate platforms

In some cases, you may have more than one Contact Center platform requiring telephony. Here's an
overview of how to configure this:

« Choose which platform is the initial call-handling service, and forward to the other platform.

« If Amazon Connect is the primary call handling platform, you can port or claim numbers. You will
design your contact flows to transfer calls to the other platform on a telephone number you will
provide in the contact flow.

« If the external platform is the primary call handler, you will need to configure that platform to forward
calls to a number you claim in Amazon Connect. Choose either a toll-free number, which will give you
better redundancy and capacity at an increased cost, or a bank of DID numbers to terminate the call
into Amazon Connect.

» For the use case, we recommend that you engage AWS Solution Architecture support to ensure your
contact center is well-architected to achieve the best possible outcomes.

Chat

Amazon Connect Chat enables your customers to start chatting with contact center agents from any
of your business applications, web or mobile. Interactions are asynchronous, enabling your customers
to start a chat with an agent or Amazon Lex bot, step away from it, and then resume the conversation
again. They can even switch devices and continue the chat.

Agents have a single user interface to help customers using both voice and chat. This reduces the
number of tools that agents have to learn and the number of screens they have to interact with. Chat
activities integrate into your existing contact center flows and the automation that you built for voice.
You build your flows once and reuse them across multiple channels. Likewise, for metrics collection and
the dashboards you built, they automatically benefit from the unified metrics across multiple channels.

Amazon Connect Chat is charged on a per use basis. There are no required up-front payments, long-
term commitments, or minimum monthly fees. You pay per chat message, independently of the number
of agents or customers using it. Regional pricing may vary. For more information, see Amazon Connect
pricing.

Getting started with chat

To add chat capabilities to your Amazon Connect contact center and allow your agents to engage in
chats, perform two steps:

« Enable chat at the instance level by creating an Amazon S3 bucket for storing chat
transcripts (p. 137).

» Add chat to your agent's routing profile (p. 227).

Agents can then begin accepting chats through the Contact Control Panel.

Amazon Connect provides several resources to help you add chat to your website. For more information,
see Set up your customer's chat experience (p. 243).

Example chat scenario

A customer and agent are chatting. The customer stops responding to the agent. The agent asks "Are you
there?" and doesn't get a reply. The agent leaves the chat. Now the chat is no longer associated with an
agent. Your contact flow determines what happens next.
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In this scenario, the customer eventually sends another message ("Hey, I'm back") and the chat resumes.
Depending on the logic that you define in the contact flow, the chat can be assigned to the original
agent, or a different agent or queue.

Here's how you build this scenario:

1. Create a disconnect flow. The following image shows the Sample disconnect flow (p. 310).

‘D Play prompt

.2 Wait Bl ¢ x
L = | ay promp |
B Text: The agent has disco... D) | Transfer to queue
—_— Timeout: 15 Minutes >

Text: You are now being tr...

| Transfer to queue
Okay L | |
Customer returned
e ——— ; Okay |

At capacity

C

Time expirad

B

Error

Error

'—1 ‘D Play prompt
>

Text: The timer has expire.

Okay

Disconnect / hang
l up

Termination event

*D Play prompt

Text: An error occurred.

Okay

2. In the disconnect flow, add a Wait (p. 441) block. The Wait block has two branches:

« Timeout: Run this branch if the customer hasn't sent a message after a specified amount of time.
The total duration of the chat, including multiple Wait blocks, cannot exceed 25 hours.

For example, for this branch you might just want to run a Disconnect block and end the chat.

« Customer return: Run this branch when the customer returns and sends a message. With this
branch, you can route the customer to the previous agent, previous queue, or set a new working
queue or agent.

3. Inyour inbound contact flow, add the Set Disconnect Flow (p. 403) block. Use it to specify that
when the agent or Amazon Lex bot has disconnected from the chat and only the customer remains,
the set disconnect flow should run.

In the following block, for example, we specified that the Sample disconnect flow should run.
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Set disconnect flow

Specifies the disconnect flow for either agent, customer, or
both.

Remaining participants

™ Select a flow

Sample disconnect flow ®

O Use attribute

For an example that uses the Set disconnect flow block, see the Sample inbound flow (p. 309).

When do chats end?

By default, the duration for a chat conversation, including the time spent waiting when the customer
isn't active, can't exceed 25 hours.

To configure a custom chat duration, call the StartChatContact APl and add the
ChatDurationInMinutes parameter. Using this parameter, you can configure a chat to last from as
little as 1 hour (60 minutes) to up to 7 days (10,080 minutes).

During an ongoing chat session, there's no limit to the number of times a customer can leave and rejoin
an existing ongoing chat session. To accomplish this, use the Wait (p. 441) block. For example, you

might wait 12 hours for the customer to resume the chat before ending the chat session. If the customer
tries to resume the chat after 12 hours, in the flow you can have an Amazon Lex bot ask if they're
contacting you about the same issue or a different one.

By specifying a wait time that's significantly shorter than the chat duration, you help ensure that
customers have a good experience. For instance, for a 25-hour duration chat, it's possible for the
customer to resume a chat after 24 hours and 58 minutes, and then be cut off after two minutes because
the conversation ends at the 25-hour limit.

Tip

If you're using Amazon Lex with chat, note that the default session timeout for an Amazon

Lex session is 5 minutes. The total duration for a session can't exceed 24 hours. To change the

session timeout, see Setting the Session Timeout in the Amazon Lex Developer Guide.

More information

For more information about chat, see the following topics:

« Test voice, chat, and task experiences (p. 148)
» How routing works with multiple channels (p. 221)
« Create a routing profile (p. 227)
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« Amazon Connect Chat SDK and Sample Implementations

Tasks

Amazon Connect Tasks allows you to prioritize, assign, track, and even automate tasks across the
disparate tools agents use to support customers. For example, using Tasks you can:

« Follow-up on customer issues recorded in a customer relationship management (CRM) solution such as
Salesforce.
« Follow-up with a customer via a call.

« Complete actions in a business-specific system, such as processing a customer claim in an insurance
application.

Currently, Amazon Connect Tasks can be used in compliance with GDPR and is approved for SOC, PIC,
HITRUST, ISO, and HIPAA.

What is a task?

A task is a unit of work that an agent must complete. This includes work that may have originated in
external applications. It's routed, prioritized, assigned, and tracked just like voice and chat.

Agents handle tasks in their Contact Control Panel (CCP), again just like any other contact. When
assigned a task, agents see a notification with the description of the task, information associated with
the tasks, and links to any applications that they might need to complete the task. The following image
shows what an agent's CCP may look like when they manage tasks.
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Agent status Channels

LEREIMERY Cystomer follow up
Timer = NONE] Connected t

- Contact state

Description —
Follow up with Carlos Salazar at (555) 555-5555

Task
References metadata

Attachment

https://example.com

B Endtask End task

Create new task ——— ®

Transfer task

How to create tasks

Amazon Connect provides different ways for you to create tasks:

1. You can use pre-built connectors with CRM applications (for example, Salesforce and Zendesk) to
automatically create tasks based on a set of pre-defined conditions, without any custom development.

For example, you can configure a rule in Amazon Connect to automatically create a task when a new
case is created in Salesforce.

For more information, see Set up applications for task creation (p. 757) and Create rules that
generate tasks for third-party integrations (p. 602).

2. You can integrate with your homegrown or business-specific applications to create tasks using
Amazon Connect APIs.

For more information, see the StartTaskContact API.

3. You can add a Create task (p. 355) block to your contact flows. This block enables you to create and
orchestrate tasks directly from flows based on customer input (DTMF input), and contact and tasks
information.

4. You can enable your agents to create tasks from the Contact Control Panel (CCP) without you doing
any development work.
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For example, agents can create tasks to ensure follow up work is not forgotten, such as calling a
customer back to provide a status update on their issue.

For more information, see Test voice, chat, and task experiences (p. 148).

For more information on getting started with tasks, see Set up tasks (p. 237).

Supported contact flow types

You can use tasks in the following contact flow types:

« Inbound contact flow

o Customer queue flow

« Agent whisper flow

« Transfer to queue contact flow
 Transfer to agent flow

Supported contact blocks

You can use tasks in the following contact blocks:

« Change routing priority/age
» Check contact attributes

« Check hours of operation

« Check queue status

« Check staffing

« Create task

« Disconnect / hang up

« Distribute by percentage

« End flow / resume

o Get queue metrics

« Invoke AWS Lambda function
« Loop

« Set contact attributes

« Set customer queue flow

« Set disconnect flow

« Set working queue
 Transfer to flow

« Transfer to queue

« Wait

Using IAM? Add Task permissions

If your organization is using custom IAM policies to manage access to the Amazon Connect console,
make sure users have the appropriate permissions to set up applications for task creation. For a list of
required permissions, see Tasks page (p. 1090).
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Note
If your instance was created before October 2018, for information about how to configure your
service-linked roles (SLR), see For instances created before October 2018 (p. 1121).

Track tasks in real-time and historical metrics reports

You can track the status of all tasks in real-time and historical metrics reports, just like you track contacts
in other channels. For example, you can track:

« How long agents spent working on each task (Agent on contact time (p. 941)).

« The total time from when a task was created to when it was completed. (Contact handle

time (p. 945)).
There are a few metrics that don't apply to tasks so you'll notice a value of 0 on the report for them:
Real-time metrics

» Avg interaction and hold time (p. 921)
« Avg hold time (p. 920)

Historical metrics

« Agent interaction and hold time (p. 940)
» Agent interaction time (p. 940)

« Average agent interaction time (p. 943)
« Average customer hold time (p. 943)

Manage tasks to custom service levels (SL)

While voice and chats may have short service level times based on seconds or minutes, you may have
some tasks with service levels that are hours or days. You can create custom service level durations
that are appropriate to each of your channels. For more information, see real-time custom service
levels (p. 924) and historical custom service levels (p. 951).

When do tasks end?

The total duration of a task can be up to 7 days. A task ends when one of the following happens:

« An agent completes the task.

« A contact flow runs a Disconnect / hang up (p. 362) block, which ends the task.
« A task reaches the 7 day limit.

» You end the task using the StopContact API.

Search and review completed tasks

Use the Contact search (p. 907) page to search for and review completed tasks.

The following image is an example of what the Contact Summary and References look like in a contact
record for a task.

19


https://docs.aws.amazon.com/connect/latest/APIReference/API_StopContact.html

Amazon Connect Administrator Guide
More information

Contact Summary

Contact Id ) B
Name Customer follow up

Description Follow up with Carlos Salazar at (555) 555-5555
Channel Task

Initiation Method API

Start and end time MNov 20, 20, 07:44:15 am - 02:00:55 am
Duration 00:16:40

Agent Doe Jane

Queue BasicQueue

Last Updated MNov 20, 20, 02:02:08 am

References

Attachment https:/fexample.com

The following data is appended to the contact record but not stored with it. The data is included in an
export.
« Contact flow ID
« Potential attributes:
« ContactDetails (p. 988)
« Name: the name of the task
« Description: the description of the task
« References (p. 995): any links to forms or other sites

When task is scheduled for a future date and time, Contact Summary also displays Scheduled time.

More information

« Feature specifications (p. 1210)
+ Accept a task (p. 1172)

« Create a new task (p. 1175)

o Transfer a task (p. 1179)
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Routing profiles

A routing profile determines what types of contacts an agent can receive and the routing priority.

« Each agent is assigned to one routing profile.

« A routing profile can have multiple agents assigned to it.

C'OO— outing Profile
(Q_B Routing Profil

Agents

Amazon Connect uses routing profiles to allow you to manage your contact center at scale. To quickly
change what a group of agents does, you only need to make an update in one place: the routing profile.

Default routing profile: Basic routing profile

Amazon Connect includes a default routing profile named Basic routing profile. Along with the default
contact flows (p. 297) and default queue (named BasicQueue), it powers your contact center so you
don't need to do any customization. This is what enables you to get started quickly.

Routing Profiles Link Queues and Agents

When you create a routing profile, you specify:

« The channels the agents will support.

« The queues of customers that the agents will handle. You can use a single queue to handle all
incoming contacts, or you can set up multiple queues. Queues are linked to agents through a routing
profile.

« Priority and delay of the queues.
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Routing Profile

COO - Channels: Voice, Chat, Task
(C NN
Agents - Queues
- Queue 1: Voice, Chat
- Queue 2: Chat
- Queue 3: Task

Queues: standard and agent

There are two types of queues:

« Standard queues: This is where contacts wait before they are routed to and accepted by agents.
« Agent queues: These queues are created automatically when you add an agent to your contact center.
Contacts are only routed to agent queues when explicitly sent there as part of a contact flow. For

example, you might route contacts to a specific agent who's responsible for certain customer issues,
such as billing or premium support. Or you might use agent queues to route to an agent's voice-mail.

Contacts waiting in agent queues are higher priority than contacts waiting in standard queues. Contacts
in agent queues have the highest priority and zero delay:

« Highest priority: If there's another contact in the basic queue, Amazon Connect chooses to give the
agent the contact from the agent queue first.

« Zero delay: If the agent is available, the contact immediately gets routed to them.

Queues in metrics reports

In a real-time metrics report (p. 916), you can monitor how many contacts are in standard queues and
agent queues. The following image shows a sample real-time metrics Queues report where an Agents
table and Agents queues table have been added.
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Real-time metrics Last Update: Jan 31, 2020 10:45:3
"BasicQueye” is a standard queue.
Queues # It shows one agent (John) is online. Time range: trailing prev
Agents Contacts
Queuss T T . - 1
Online On contact O Available Availability
BasicQueue 1 0 a a 1 v} v}
€
Rows per page:

Mote: Only queves for which there was activity during the report time range are included in the report. Queues without amy activity are not included in the displayed

The Agents table shows John has set
his CCP to Available and is ready to

Agents ~ take contacts, Time range: trailir|
A supenisor can change an EQEI'I'S
Agent Login Channels status from here. For example, setto
Offline. i file Capacity
All channels Available = - Basic Routing Profile 2
John Voice
Chat total
<
Rows per page:
Agent queues This is John's agent queue. ; B
g q s ts John is online and Time range: trailing prev

can take contacts from this

Agents queus, too Contacts
Queues ' |
Online On contact Error Aaailable Availability
John 1 0 1] 1] 0 0 0
<
Rows per page:

Hote: Only gueues for which there was activity during the report time range are included in the report. Queues without any activity are not included in the displayed ¢

When an agent gets a contact from a standard queue, the contact never appears in the agent queue. It
just goes directly to the agent.

In a historical metrics report (p. 938), by default agent queues don't appear in a Queues table. To show
them, choose the Settings icon, then choose Show agent queues.
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Default queue: BasicQueue

Table Settings x

Filters

Qu that match these filters will be displayed on the table

«| Show agent queues

Queue Agent queues

Agent queues

Show metrics only for contacts handled in these queues:

Routing profile
ar Q, search -
Agent hierarchy John (John Doe)
Phone number Jane (Jane Doe)
< >

Tip
The metrics APIs don't support agent queues.

Default queue: BasicQueue

Amazon Connect includes a default queue named BasicQueue. Along with the default contact
flows (p. 297) and default routing profile (named Basic routing profile), it powers your contact center
so you don't need to do any customization. This is what enables you to get started quickly.

Queues: priority and delay

Priority and delay are powerful features that allow you to load balance contacts among groups of
agents.

Example 1: Different priority but same delay

For example, one group of agents is assigned to a Sales routing profile. Since their primary job is sales,
the Sales queue is Priority 1 and Delay is 0. But they can help with Support too, so that queue is Priority
2 and Delay is 0. This shown in the following table:

Queue Priority Delay (in seconds)
Sales 1 0
Support 2 0
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If there are no contacts in the Sales queue, then the agents will be presented with contacts from the
Support queue.

Example 2: Same priority but different delay

Say you set the Support queue to Priority 1 and Delay of 30 seconds, as shown in the following table:

Queue Priority Delay (in seconds)
Sales 1 0
Support 1 30

These agents will always get contacts from the Sales queue first because the delay is 0. However, when
a contact in the Support queue ages past 30 seconds, it will also be treated as priority 1. The agents will
then be presented with the contact from the Support queue.

Example 3: Different Priorities and Delays

Here's a more complicated example for a Support routing profile:

Queue Priority Delay (in seconds)
Tier 1 Support 1 0

Tier 2 Support 1 0

Tier 3 Support 2 20

Tier 4 Support 3 80

This routing profile prioritizes the Tier 1 Support and Tier 2 Support queues equally because each is
priority 1.
« Agents may take contacts from the Tier 3 Support queue when:
« Customers for Tier 3 Support are waiting for 20 seconds or longer.
» And no contacts are in the Tier 1 Support or Tier 2 Support queues.
« Agents may take contacts from the Tier 4 Support queue when:
» Customers in the Tier 4 Support queue have been waiting 80 seconds or longer.
« And no contacts are in the Tier 1 Support, Tier 2 Support or Tier 3 Support queues.

Priority takes precedence. (You might think that agents take contacts from Tier 4 Support when
contacts are in Tier 1 Support, Tier 2 Support, or Tier 3 Support and waiting 20 seconds or longer, but
that's not right.)

Example 4: Same Priority and Delay

In this example a routing profile has only two queues, and they have the same priority and delay:

Queue Priority Delay (in seconds)

Sales 1 0
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Queue Priority Delay (in seconds)

Support 1 0

For this routing profile, the oldest contact is routed first. It goes to the agent who has been idle for the
longest time.

Queue-based routing

In your business, you might want to route customers to specific agents based on certain criteria, such as
the skill of the agent. This is called queue-based routing, also known as skills-based routing.

For example, an airline might have some agents who handle reservations for English-speaking
customers, others who handle Spanish-speaking customers, and a third group that handles both types of
customers, but only over the phone.

The following illustration shows you can:

« Assign the same routing profile to multiple agents.
« Assign multiple queues to a routing profile.
« Assign a queue to multiple routing profiles.

Routing Profile: English Reservations Routing Profile: All Reservations
Chat, Voice Voice
Jane
Jorge Queues Paulo Queues
— || - EN-New reservations: Voice, Chat Arnay —— - EN-New reservations
Mary . . .
- EN-Changes to existing: Voice - EN-Changes to existing
- ES-New reservations
- ES-Changes to existing
Routing Profile: Spanish Reservations Ez;:m\foi?me: All Customer Care
. i
Chat, Voice ’
Ana .
Carlos —— Queues Richard Queues
Nikhil - ES-New reservations: Voice, Chat Sofia — - Lost baggage: Chat, Voice
ES-Changes to existing: Voice - Mileage program: Voice

For an overview of the steps to set up queue-based routing, see Set up queue-based routing (p. 230).

Channels and concurrency

Agents can be available concurrently on voice, chat, and tasks at the same time. Here's how this works:

Suppose an agent is configured in their routing profile for voice, up to 10 chats, and up to 10 tasks.
When the agent logs in, they can be routed a chat, task, or voice call. However, once they are on a voice
call, no more voice calls, chats, or tasks are routed to them until they finish the call.
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If the agent accepts a chat first, up to 10 chats will be routed to them, but no voice calls or tasks. Once
they are done with the chats, they're available for the next contact, which can be voice, chat, or tasks. To
learn more, see How routing works (p. 221).

To learn more about what the agent experiences in the Contact Control Panel when handling multiple
chats, see Chat with contacts (p. 1148).

Contact flows

A contact flow defines how a customer experiences your contact center from start to finish. At the most
basic level, contact flows enable you to customize your IVR (interactive voice response) system.

For example, you can give customers a set of menu options and route customers to agents based on

what they enter on their phone. Although with Amazon Connect, contact flows are significantly more
powerful than that: you can create dynamic, personalized flows that interact with other AWS services.

Default contact flows

When you create an instance and claim a number, you automatically have a working contact center in
just 5 minutes. This is because Amazon Connect includes a set of default contact flows that have already
been published. It uses them to power your contact center.

When you customize your contact center and create new flows, you're replacing the default contact flows
with your own.

For example, say you create a contact flow that includes putting the customer on hold.

 You can create a prompt to play while the customer is on hold, such as "Do your holiday shopping early
this year. We're offering free shipping in November." And then play some music.

« If you don't create a prompt, Amazon Connect will play the Default customer hold contact flow
automatically.

To see the list of default flows in the Amazon Connect console, go to Routing, Contact Flows. They all
start with Default in their name.

For a list of all the default contact flows and what they do, see Default contact flows (p. 297).

Contact flow designer

To customize your contact center, you use the contact flow designer. It's a drag-and-drop interface that
allows you to customize your contact center without any coding.

Contact blocks

Contact blocks are the building blocks of your contact flows. Each block is designed for a specific
function a business might want in a contact center.
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Contact flow designer
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Text: We are not able 1o ta...
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The above contact flow uses five blocks:

« Set working queue. When the contact comes in, this block assigns it to the BasicQueue.

« Check hours of operation. This block checks whether the contact has arrived when the queue is
operating.

« Transfer to queue. This block transfers the contact to the BasicQueue.

« Play prompt. If the queue is not open for business, or there's an error or it's at capacity, this block
plays a message "We are not able to take your call right now."

« Disconnect/hang up. Every flow ends with this block.

In the above example, what happens when the customer is transferred to queue, but no agents are
available to take their call? The Default customer queue flow is triggered. It plays music while the
contact is waiting in queue.

For a list of the available contact blocks and descriptions about what they do, see Contact block
definitions (p. 317).

Sample contact flows

To see how to put contact blocks together to create different flows, see Sample contact flows (p. 308).
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Best practices for Amazon Connect

This list of best practices can help you get the maximum benefit from Amazon Connect. These best
practices are for contact flows, Lambda, chat, Amazon Lex, and the Contact Control Panel (CCP).

We also recommend reviewing Security Best Practices for Amazon Connect (p. 1132).

« Use consistent attribute naming conventions across all AWS services. Use camel case for
yourAttributeNames to avoid confusion when passing and referencing variables.

« Use standard naming conventions for attribute names. Don't use spaces or special characters that
could impact downstream reporting processes such as AWS Glue crawlers.

« Create modular contact flows. Make the flows as small as possible, and then combine modular flows
into an end-to-end contact experience. This helps to keep your flows manageable, and you won't
require numerous regression testing cycles.

« When you set User Defined or External values in dynamic attribute fields, use only alphanumeric
characters (A-Z, 0-9) and periods. No other characters are allowed.

« Ensure all error branches are routed to a block that effectively handles the error or terminates the
contact.

« Use a Set logging behavior block to enable or disable logging for segments of the contact flow where
sensitive information is collected and can't be stored in CloudWatch.

« Use Set recording behavior block in your contact flow to disable and enable recordings according to
your use case. Keep in mind that Amazon Connect records conversations with agents only. It doesn't
record IVR interactions.

« Ensure that attributes used in the flow are set and referenced correctly. If there are periods prepended
to the attribute names, you are likely using JSONPath ($.) format while also selecting a variable type
from the pick list. For example:, using:

« Save text as attribute and value $ .External.variableName works as expected.
e Use attribute and value variableName works as expected.
e Use attribute and $.External.variableName results in a prepended period.

« Before transferring a call to agent and putting that call in a queue, ensure that Check hours of
operation and Check staffing blocks are used. They verify that the call is within working hours and
that agents are staffed to service.

« Ensure that callbacks are offered before and after queue transfer by using Check queue status blocks.
Include a condition for Queue capacity that is greater than X, where X is a number representing your
expected queue capacity.

« If queue capacity exceeds the expected capacity, use a Get Customer Input block to offer a callback.
This retains the caller's position in the queue and calls them back when an agent is available.

« In the Set callback number block, choose the number to be used to call the customer back in the
CCP. Use System and Customer Number or a new number, collected by a Store Customer Input
block, using System and Stored customer input.

« Finally, add a Transfer to queue block. Configure it to Transfer to callback queue and configure the
callback options to fit your specific use case.
« Use a Loop prompts block in your Customer queue flow to interrupt with a queued callback and
external transfer option at regular intervals.

« Ensure that all countries referenced in external transfers or used for outbound dialing are added to the
service quota for your account/instance.
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« Ensure that all numbers referenced in external transfers are in E.164 format. Drop the national trunk
prefix that you use when calling locally. This prefix would be the leading O for most of Europe, 1 for
the US. The prefix is replaced by the country code. For example, the UK mobile number 07911 123456
in E.164 format is +44 7911 123456 (tel:+447911123456).

« Ensure that there are no infinite loops in the contact flow logic. Also ensure that for each call, the
contact flow connects the caller to an agent, bot, or transferred externally for further assistance.

Lambda

« Amazon Connect limits the duration of a sequence of Lambda functions to 20 seconds. It times out
with an error message when the total execution time exceeds this threshold. Because customers hear
silence while a Lambda function runs, we recommend adding a Play prompt block between functions
to keep them engaged during the long interaction.

By breaking up a chain of Lambda functions with the Play prompt block, you can invoke multiple
functions that last longer than the 20 second threshold.

Chat and Amazon Lex

« You can use the same bot for both the voice and chat channels. However, you may want the bot to
respond differently based on the channel. For example, you want to return SSML for voice so a number
is read as a phone number, but you want to return normal text to chat. You can do this by passing the
Channel attribute. For instructions, see How to use the same bot for voice and chat (p. 540).

« For voice, some words are best spelled phonetically to get the correct pronunciation, such as last
names. If this is the case with your scenario, include it in the design of your bot. Or, you can keep the
voice and chat bots separate.

« Tell agents about the bot. When a contact is connected to the agent, the agent sees the entire
transcript in their window. The transcript includes text from both the customer and the bot.

Contact Control Panel

« If your agents use Google Chrome 71 to Chrome 75, and they use chat or tasks, add the CCP URL to
the allow list in the agent's Chrome settings. Otherwise, they won't hear the audio indicator notifying
them that there's an incoming chat or task.

For instructions, see this Google Chrome Help article.
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Tutorial 1: Set up your Amazon Connect instance

Tutorials: An introduction to Amazon
Connect

The tutorials in this section are provided to help you start using Amazon Connect. They show you how to
set up your first instance, and test a sample voice and chat experience. Next, they show you how to set
up an IT Help Desk contact center that uses the features in Amazon Lex.

These tutorials are suitable for both knowledge workers and developers.

Prerequisite

« An AWS account. If you don't already have one, create an account at: aws.amazon.com.

Print the tutorials

If you want to print the tutorials, choose the PDF icon at the top of any page, as shown in the following
image.

> Administrator Guide

What Is Amazon Connect?
PO s —

Amazon Connect is an omnichannel cloud contact center. You can se
customers.

A PDF version of the documentation opens. Press Ctrl+Home to return to the beginning of the PDF, then
scroll down to the table of contents. Choose which pages to print.

Contents
« Tutorial 1: Set up your Amazon Connect instance (p. 31)
« Tutorial 2: Test the sample voice and chat experience (p. 39)
o Tutorial 3: Create an IT help desk (p. 45)

Tutorial 1: Set up your Amazon Connect instance

You can have multiple instances of Amazon Connect. Each instance contains all the resources related to
your contact center, such as phone numbers, agent accounts, and queues.
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In this tutorial, you open Amazon Connect, create an instance of Amazon Connect, and claim a phone
number that you can use for testing.
Contents

« Step 1: Launch Amazon Connect (p. 32)

« Step 2: Create an instance (p. 33)

« Step 3: Claim a phone number (p. 36)

Step 1: Launch Amazon Connect

This step walks you through finding Amazon Connect in the AWS console, and opening the Amazon
Connect console.

1. Login to the AWS Management Console (https://console.aws.amazon.com/console) using your AWS
account.

2. Inthe AWS Management Console, at the top of the page, choose the Services drop-down menu.

c ‘@ @ & https://us-west-2.console.aws.amazon.com/

Services v Resource Groups v >

3. Inthe search box, type Amazon Connect.

<) > C ‘Q‘ © & https://us-west-2.console.aws.amazon.com/resource-groups/groups?re
EIWS‘ Services « Resource Groups *
S —
History

‘ Amazon Connect

Console Home
1 Amazon Connect

Amazon Connect is a co@ct centef that enables engagement at any scale.

Amazon EventBridge

Serverless event bus that connects application data from your own apps, Saad

4. Choose Amazon Connect.

If this is the first time you've been to the Amazon Connect console, you'll see the following Welcome

page.
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Services Resource Groups ~ 4 [ 2 Support =

Amazon Connect

Amazon Connect makes it easy for you to set up and manage a customer
contact center and provide reliable customer engagement at any scale. With
Amazon Connect you can deploy a customer contact center with just a few
clicks in the AWS management console, on-board agents from anywhere, and
quickly begin to engage with your customers.

—

Get staed guide

5. Choose Get started.

Congratulations! You found and accessed Amazon Connect. You can use these same steps to search for
and launch any AWS service.

Go to Step 2: Create an instance (p. 33).

Step 2: Create an instance

1. On the Amazon Connect virtual contact center instances page, choose Add an instance.

2. Type a unique name for your instance. For example, the following image shows mytest10089 as a
name. Choose a different name for your instance. Then choose Next.

Amazon Connect Create Amazon Connect instance
Step 1 . .
- t identit

Set identity S e e y

sizpd Identity management

Step 3 © Store users in Amazon Connect
Create and manage users in Amazon Connect. You cannot share users with other applications.

Step 4 - . -

o Link to an existing directory

Amazon Connect uses an existing directory. You create users in the directory, and then add and configure them in
Amazon Connect. You can only associate a directory with only one Amazon Connect instance. Learn more [/

Step 5
SAML 2.0-based authentication
AWS supports identity federation with Security Assertion Markup Language (SAML 2.0). This feature enables single
sign-on (SSO) so users can log into the AWS Management Console or call the AWS APIs without you having to create
an IAM user for everyone in your organization. Learn more [/}

Access URL
Create a custom URL. Use this URL to log into this instance of jAmazon Connect.
Choose a different b | https:// mytest10089 .my.dev.us-west-2.nonprod.connect.aws.a2z.com
name for your instance.

= "CEI m
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3. On the Add administrator page, add a new administrator account for Amazon Connect. Use this
account to log in to your instance later using the unique access URL. Choose Next.

Amazon Connect Create Amazon Connect instance

Step 1 .« .

o S— Add administrator
S Add administrator

Add administrator

Administrator - optional

Step 3

Set telephony © Specify an administrator
Specify an administrator for this instance of Amazon Connect. The administrator will have full permissions to access all of
Amazon Connect.

Step 4

Data storage
No administrator

Step 5
First name Last name
Jane Doe
Username
[ T p—
Password Password (verify)
o — @000 0000 LLILITL Y]
Email

dfaigel@amazon.com

Cancel Previous m

The user name will be your Amazon Connect login. It's case sensitive.

b. The password must be between 8-64 characters, and must contain at least one uppercase letter,
one lowercase letter, and one number.

4. On the Telephony Options page, accept the default settings and choose Next.

Amazon Connect Create Amazon Connect instance

Step 1

Set identity Set telephony
St Telephony Options

Add administrator

Choose whether your contact center allows inbound calls, outbound calls, or both.

Step 3

Set telephony Allow incoming calls
Allow outgoing calls

Step 4

Data storage

. ] -

Step 5

5. Onthe Review and create page, choose Create instance.
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Amazon Connect Create Amazon Connect instance

Step 1
Set identity

Step2 Identity management

Add administrator

Review and create

Storing users within Amazon Connect

Step 3
https://mytest10089.my.dev.us-west-2.nonprod.connect.aws.a2z.com
Set telephony
Step 4
Data storage 61
Add administrator m
Step 5
R Tt First name Last name
Jane Doe
Username
Janedee
Password Password (verify)
sEsErEEs sEsErELE
Email

dfaigel@amazon.com

Telephony Options

Allow incoming calls Allow outgoing calls

Your contact center can handle incoming calls. Your contact center can make outbound calls.

You can set which users can place outbound calls in user

permissions.
Data storage
Data Contact flow logs
Encrypted data will be stored here: Contact flow logs are stored here:
amazon-connect-358b684a8bd5/ connect/mytest18889 faws/connect/mytest18889

6. After the instance is created, choose Get started.

@ success! Get started X
Your mytest 10089 instance has been created.

You can now choose phone numbers, accept calls, and engage with your customers.

‘Amazon Connect Instances

Amazon Connect instances

Instances Add an instance
Q
Instance alias v Access URL [4 v Channels Createdate ¥ Status v

mytest10089 https://mytest10089.my.dev.us-west-2.nonprod.connect.aws.a2z.com Inbound, outbound telephony 6/28/2021 @ Active

instance-example01 https://instance-example01.my.dev.us-west-2.nonprod.connect.aws.a2z.c... Inbound, outbound telephony 6/28/2021 @ Active

7. On the Welcome to Amazon Connect page, choose Skip for now.
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Welcome to Amazon Connect

We're excited to provide you a reliable communication service that connects with your customers.
Our first order of business is to help you claim a phone number. Are you ready?

\ Skip for now

8. You're now on the Amazon Connect dashboard. On the left is the navigation menu. Your instance
name (also called an alias) displays in the URL.

© & https/fmytest10089

Amazon Connect

Dashboard

Configuration guide

Now that you have Amazon Connect setup, it's easy to manage your contact ¢
of configuring Amazon Connect for your business.

Q 1. Explore your channels of communication

Claim a phone number in order to receive and make calls.

a. Your instance alias is located in the first part of the URL.
b. The navigation menu.

Congratulations! You set up your instance and now you're on the Amazon Connect dashboard. Go to Step
3: Claim a phone number (p. 36).

Step 3: Claim a phone number

In this step, you set up a phone number so that you can experiment with Amazon Connect.

1. On the navigation menu, choose Channels, Phone numbers.
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2.

3.

Dashboard

Configuration guide

Now that you have Amazon Conne

@ 1. Explore you

Claim a phone numk

Engage more visiton

Channels

Phone numbers

Chat widget

Task templates

Amazon Connect [+ @ English - .

8 Manage Phone numbers

..P Y Search by Phone number Release

No results were found

Select the DID (Direct Inward Dialing) tab. Use the drop-down arrow to choose your country/
region. When numbers are returned, choose one.

37



Amazon Connect Administrator Guide
Step 3: Claim a phone number

Claim Phone number

Toll free] DID (Direct Inward Dialing)

Country PTET® onrotan
B +1 -

@ | +

+1.

Write down the phone number. You call it later in this tutorial.
In the Description box, type this note: this number is for testing.

Description

|
this number is for testing

224 of 250 characters remaining.

Contact flow / IVR ’

Sample inbound flow (first contact experience) ] -

6. Inthe Contact flow / IVR box, choose the drop-down arrow, and then choose Sample inbound flow
(first contact experience).

7. Choose Save.

Congratulations! You set up your instance and claimed a phone number. Now you're ready to experience
how chat and voice work in Amazon Connect. Go to Tutorial 2: Test the sample voice and chat
experience (p. 39).
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Tutorial 2: Test the sample voice and chat
experience

To better understand what the voice and chat experiences are like for your agents and customers, you
can test them without doing any development.

This tutorial shows you how to access and use the Contact Control Panel (CCP) (p. 1135). The CCP is a
web page that agents use to accept and manage voice and chat contacts.

Prerequisites

This tutorial is part of a series. If you performed Tutorial 1, you're ready to go. If not, here's what you
need:

o An AWS account

« A configured Amazon Connect instance

« An Amazon Connect administrative account
A claimed phone number

Contents
« Step 1: Handle a voice contact (p. 39)
« Step 2: Handle a chat contact (p. 43)

Step 1: Handle a voice contact

1. On the navigation menu, choose Dashboard.

Amazon Connect

Dashboard

Y Search by Phone number

. Phone Number

2. On the Dashboard page, choose Test chat.
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@ 1. Explore your channels of communication

Claim a phone number in order to receive and make calls. Learn more View phone numbers

g

Engage more visitors in interactions with chat. Learn more Test chat

3. Choose Activate Contact Control Panel.

“a

Activate the Contact Control Panel
to start testing chat from the
perspective of your agents.

4. If your browser prompts you to grant microphone access, choose Allow.

Connect b4 * Amazon Connect - Test Chat

& @ https://mytest88.awsapps.com/connect/test-chat

Will you allow mytest88.awsapps.com to use your

l‘.‘!ﬁl microphone?

Microphone to share:
\ Headset Microphone - w
Rermember this decision

“ gﬂnlt A”Dw

5. If your browser prompts you to allow notifications, choose Allow.
* Amazon Connect - Test Chat

5 & https://mytest88.awsapps.com/connect,/test-chat

Will you allow mytest88.awsapps.com to send
notifications?

Learn more...

Allow Motifications Mot Mow W

6. Inthe test CCP, set your status to Available.

40



Amazon Connect Administrator Guide
Step 1: Handle a voice contact

I -

Available  i—

Welcome Jane

B Quick connects

- Number pad

7. Use your mobile phone to call the phone number that you claimed earlier. If you didn't write down
the number, you can find it by going to Channels, Phone numbers.

8. When your call is joined to Amazon Connect you'll hear "Press 1 to be put in queue for an agent, 2
to ..." This is the Sample inbound flow (p. 309) that Amazon Connect runs by default. You're going
to change this later in the tutorial.

9. You can play around with the different options in the Sample inbound contact flow. To connect to an
agent, press 1,1, 1.

10. In the CCP, choose Accept call.
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Available

Incoming call

11. You'll see what the CCP looks like when an agent is connected to a customer.

Connected call

Il Hold

W Mute

5§5 Number pad

E Quick connects

++ End call

12. Choose End call.
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Now the contact is in the After Contact Work (ACW) state. This is when the agent might enter some
notes about the contact.

Available v w B AR

+12
(® 00-07 After call work

Clear contact

13. Choose Clear contact. This frees up the agent to take another incoming contact.

Well done! You've handled your first voice contact!
Tip
As an administrator, you can launch the CCP from anywhere on the Amazon Connect console by
choosing the phone icon on the top of the page.

&« c @ Gl https:// wsapps.com/connect/home [ITN w4 N O *

Amazon Connect Jane [» @ English -

-

™ Dashboard
+ Configuration guide
- Now that you have Amazon Connect setup, it's easy to manage your contact center reliably at any scale. Following these steps will guide you
-
through the basics of configuring Amazon Connect for your business.

Go to Step 2: Handle a chat contact (p. 43) to experience how to handle a chat contact.

Step 2: Handle a chat contact

In Step 1, you used the Contact Control Panel (CCP) to manage a voice contact. In this step, you
experience how to use the CCP to manage a chat contact.

1. Choose the chat bubble to start a chat.
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[ =

Hello there! Click here to start
testing chat from the
perspective of your custormers.

—p

The Sample inbound flow automatically transfers to you a queue. However, you can type a message
as the customer and the agent receives it. For example, | need help resetting my password.

Hi there!

This is an example of how customers
experience chat on your website

€ LIME IN queue Is less ~
minutes.
These messages
are from the SYSTEM_MESSAGE 11:39 AM

Sample inbound
contact flow.

You are now being placed in queue to
chat with an agent.

Customer Sent at 11:40 AM

I need help resetting my password

End chat

In the CCP, accept the incoming chat.
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Available v (N -

Customer Incoming chat €}

Accept the chat.

S KN

4. Use the CCP to send chat messages to the customer.

5. When you're done chatting, choose End chat. Then in the CCP, choose Close contact.

Congratulations! You've experienced what it's like to chat using Amazon Connect.

Next, try Tutorial 3 to set up an IT Help Desk. It shows you how to set up routing, create a contact flow,
and then test the custom voice and chat experience. Go to Tutorial 3: Create an IT help desk (p. 45).

Tutorial 3: Create an IT help desk

This tutorial shows you how to create an IT Help Desk. It shows how to create an Amazon Lex bot that
finds out why the customer is calling. You next create a contact flow to use the customer's input to route
them to the right queue.

Prerequisite

This tutorial is part of a series. If you performed Tutorial 1, you're ready to go. If not, here's what you
need:

« An AWS account

« A configured Amazon Connect instance

« An Amazon Connect administrative account

« A claimed phone number

Contents
o Step 1: Create an Amazon Lex bot (p. 46)
o Step 2: Add permissions to Amazon Lex bot (p. 55)
« Step 3: Set up routing (p. 57)
« Step 4: Create a contact flow (p. 62)
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o Step 5: Assign the contact flow to the phone number (p. 74)

« Step 6: Test a custom voice and chat experience (p. 76)

Step 1: Create an Amazon Lex bot

Bots provide an efficient way to offload repetitive tasks from your agents. This tutorial shows how to use
the bot to find out why customers are calling the IT Help Desk. Later, we use the customer's response to
route them to the right queue.

In previous tutorials, you used the Amazon Connect console. In this tutorial to set up a bot, you use the
Amazon Lex console.

This step has five parts to it.

Contents
o Part 1: Create an Amazon Lex bot (p. 46)
« Part 2: Add intents to your Amazon Lex bot (p. 48)
« Part 3: Add sample utterances (p. 50)
« Part 4: Build and test the Amazon Lex bot (p. 52)
 Part 5: Publish the Amazon Lex bot and create an alias (p. 54)

Part 1: Create an Amazon Lex bot

This step assumes it's the first time you've opened the Amazon Lex console. If you've created a Amazon
Lex bot before, your steps differ slightly from the ones in this section.

1. Choose the following link to open the Amazon Lex console, or enter the URL in your web browser:
https://console.aws.amazon.com/lex/.

2. If this is the first time you've created Amazon Lex bot, choose Get Started. Otherwise, you are
already in the Amazon Lex dashboard.

&« ¢ @ @ & httpsy// .console.aws.amazon.com/lex/
EIWSI Services v Resource Groups v *

Amazon Lex Bots /

| Bots _
4 m Actions ~
Intents
Slot types Filter: Q
Name Status

3. Choose Custom bot.
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Services Resource Groups v * Ja Test v  N.Virginia +  Support

Create your bot

Amazon Lex enables any developer to build conversational chatbots quickly and easily. With Amazon Lex, no deep leamning expertise is
necessary—you just specify the basic conversational flow directly from the console, and then Amazon Lex manages the dialogue and
dynamically adjusts the response. To get started, you can choose one of the sample bots provided below or build a new custom bot from
scratch.

Custom bot @ BookTrip OrderFlowers ScheduleAppointment

Enter the following information:

« Bot name — For this tutorial, name the bot HelpDesk.

« Output voice— Select the voice for your bot to use when speaking to callers. The default voice for
Amazon Connect is Joanna.

« Session timeout— Choose how long the bot should wait to get input from a caller before ending
the session.

o COPPA— Choose whether the bot is subject to the Children's Online Privacy Protection Act.

The completed page looks like the following image.
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Bot name @ HelpDesk

Language English (US)

Output voice | Joanna v
Type text here to hear a sample ®
Session timeout | ° mn ¥ i)
Sentiment analysis Yes @ No i}
IAM role AWSServiceRoleForLexBots i)

Automatically created on your behalf

COPPA Please indicate if your use of this bot is (i
subject to the Children's Online Privacy
FProtection Act (COPPA). Learn more

Yes @  No

5. Choose Create.

Go to Part 2: Add intents to your Amazon Lex bot (p. 48).

Part 2: Add intents to your Amazon Lex bot

An intent is the action the user wants to perform. In this part, add two intents to the bot. Each intent
represents a reason that users call the Help Desk: password reset and network issues.

1. In the Amazon Lex console, choose the Editor tab.
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< HelpDesk Laiest »

Editor Settings Channels Monitoring
Intents o Getting started with your bot
. Welcome to your bot editor. You can st
Mo intents created

Slot types

Mo slots created

2. Choose the + icon next to Intents, and choose Create new intent.
3. Inthe Add intent box, choose + Create intent.

Add intent

O Create intent

X Import intent

Q, Search existing intents

Cancel

i

4. Name the intent PasswordReset and choose Add.
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5.

Create intent

\ Give a unigue name for the new intent

| PasswordReset

Previous

i

Choose the + icon next to Intents again, and add an intent for Networklssue.

Go to the next topic, Part 3: Add Sample Utterances.

Part 3: Add sample utterances

After defining the intents, add some sample utterances. Utterances are what a customer might say or
chat to the bot.

1.

2.
3.

In the Amazon Lex console, select the PasswordReset intent.

Editor Settings Channels Monitoring

Intents o PasswordReset Latest =
Networklssue » Sample utterances @
| PasswordReset
| can't access the internet
Slottypes @

Add the sample utterance / forgot my password, and choose the + icon.

Add the utterance reset my password.

The sample utterances look like what's shown in the following image.
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< HelpDesk Latest

Editor Settings Channels Monitoring

Intents '+ PasswordReset Latest »
Networkissue ~ Sample utterances @
| PasswordReset

e.g. | would like fo book a flight.
Slot types [+

reset my password
No slots created

| forgot my password
Error Handling

Select the Networklssue intent.

Editor Settings Channels Monitoring
Intents ) Networklssue Latest «
| Networkissue ~ Sample utterances @
PasswordReset —— ]
l | can't access the interned] (+]
Slottypes @

Add a sample utterance, such as | can't access the internet, and choose +.

Repeat step 5 to add the utterance my email is down.

The sample utterances look like what's shown in the following image.

< HelpDesk Latest

Editor Settings Channels Monitoring
Intents I+ Networklssue Latesi =
| Networkissue ~ Sample utterances @
PasswordReset
e.g. | would like to book a flight. Q
Slot types I+

my email is down
Mo slots created

| can't access the internet Q
Error Handling
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Go to Part 4: Build and test the Amazon Lex bot (p. 52).

Part 4: Build and test the Amazon Lex bot

Build and test your bot to make sure that it works as intended before you publish it.

1. In the Amazon Lex console, choose Build. The build may take a minute or two.

Services v Resource Groups v ;_. 4 [ - Oregon ¥ Support ¥
< HelpDesk Latest v _ m
Build (7] <
Editor Settings Channels Menitering E
- B
Intents [+ Networklssue Latest » ©
]
K]
| Networkissue + Sample utterances @
PasswordReset

flight [+]

1 would ke fo book

oW

=1

my email is down

| can't access the internet
Error Handling

2. When it's finished building, choose Test Chatbot.

Services v Resource Groups v 1 ;_ ! - Oregon v Support ¥
< HelpDesk Latest » ) m
Build (7] P
Editor Settings Channels Monitoring E
®
~
Intents (] Networklssue Latest = d o
1]
2
| Networkissue + Sample utterances @
PasswordReset

flight (+]

w

e | would like to book

[i=}

my email is down

| can't access the internet
Error Handling

3. Test the PasswordReset intent. In the Test Chatbot pane, type | forgot my password, and press
Enter.
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» Test bot (Latest) {2} Ready. Build complete

Clear chat history

| forgot my password

The verification looks like what's shown in the following image.

> Test bot (Latest) & Ready Build complete.

| forgot my password

Intent PasswordReset is

ReadyForFulfilment:

To confirm that the Networkissue intent is working, type my email is down. The verification looks
like what's shown in the following image.
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> Test bot (Latest) Ready. Build complete.

my email is down

Intent Networklssue is ReadyForFulfillment:

Go to Part 5: Publish the Amazon Lex bot and create an alias (p. 54).

Part 5: Publish the Amazon Lex bot and create an alias

Next, publish the bot so you can add it to a contact flow in Amazon Connect.

1.

2.

3.

In the Amazon Lex console, choose Publish.
aws

Services v  Resource Groups v ; JAN @10.. v Oregon v  Support ¥

< HelpDesk Latest = — m ®

Editor Settings Channels Meonitoring

Intents [+ Networklssue Latest «

Test Chatbot A

| Networkissue ~ Sample utterances @

PasswordReset

I would like to book a fiight Q

']

my email is down

Mo slots created

| can't access the internet
Error Handling

In the Publish HelpDesk dialog box, use the drop-down to choose the alias that you created for your
bot, such as Test.

Publish HelpDesk

Publishing is the last step before you can connect your bot to your mobile app or chatbot.

Choose an alias | Test * O

Create a new alias

Choose Publish. The publishing takes a few minutes.
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4. When Amazon Lex finishes publishing, choose Close.

Publish HelpDesk x

What to do next?

Your bot is published! You can now connect to Here are some resources 1o help you progress once your
your mobile app or continue to chatbot bot is published
deployment

How to connect to your mobile app
Learn how to connect to your bot 1o your mobile app

Bot Name HelpDesk
Bot Version 1

Download connection info

Allas  Test Integrate with Mobile hub
Flease create a project and choose the Conversational
Bols fealure in Mobile Hub

How to deploy your bot to other services
Learn how to deploy your bot to other services like
Facebook Messenger, Slack, Twilio, and Kik

Go to channels

Close

Well done! You created an Amazon Lex bot that has intents and utterances. Now you can add the bot to
Amazon Connect. Go to Step 2: Add permissions to Amazon Lex bot (p. 55).

Step 2: Add permissions to Amazon Lex bot

To use a bot in your contact flow, add it to your Amazon Connect instance.

1. Open the Amazon Connect console (https://console.aws.amazon.com/connect/).

2. Choose the name of the instance that you created.

Amazon Connect virtual contact center instances

Select a virtual contact center instance to manage its directory, administrator(s), teleph

Add an instance Remove

Instance Alias Access URL

mytests9 hitps:/imytest89.awsapps.com/conne. .

3. Do not log in on the name page (this method of logging in is for emergency access only). Rather,
choose Contact flows.
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4,

5.

6.

Amazon Connect = mytests

Overview

Overview
Telephony Instance ARN  arn:aws connectus- in

Data storage
9 Directory mytests

Data streaming
Service-linked role €  AWSServiceRoleForAmazonConnect_

Application integration
Contact flows / Legin URL nhitps.//imytest88 awsapps.com/connect/login

A\ Warning: This login method will give you |
Emergency access  and should not be used for day-to-day opera
Log in for emergency access. [

Under Amazon Lex, use the drop-down arrow to choose HelpDesk, and then choose + Add Lex Bot.
Amazon Lex

Integrate Amazon Lex bots inte your contact flows to take advantage of the same speech recognition and natural language unders
technology that powers Alexa.

Note: By adding Lex bots, you are granting Amazon Connect permission to interact with them Create a new Lex bot &

Region = US East: N. Virginia A Bot | HelpDesk A + Add Lex Bot

Lex bots

Tip
Only published Amazon Lex bots appear in the drop-down list.
When you're done, choose Amazon Connect to navigate back to instances page.
&« > C & @ @ httpsy//i [ITIE ¢ In @ *» =

EIWS Services v Resource Groups v 3 JAN Support ¥

Amazon Connect > mytesi

Overi Contact flow security keys
verview

Telephony Amazon Connect can encrypt sensitive data collected by contact flows using public-key cryptography. An

X 500 certificate can be provided within your contact flow to encrypt data captured using the Store customer
input block. You must upload a signing key below in PEM format in order to use this feature. The signing
Data streaming key will be used to verify the signature of the certificate used within the contact flow. Note: You may have up
to two signing keys active at once to facilitate rotation. Learn more

Data storage

Application integration

Contact flows Add key Remove

Choose the access URL of your instance.
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Services Resource Groups *

Amazon Connect virtual contact center instances

Select a virtual contact center instance to manage its directory, administrator(s), teleph

Add an instance Remove

Instance Alias Access URL

mytest89 l https://mytest89 awsapps.com/conne. .

This takes you back to the Amazon Connect dashboard.

Step 3: Set up routing

In this step, you start at the Amazon Connect console for your instance. This step shows how to set up
your queues, create a routing profile, and then assign your user account to the profile.

1. On the navigation menu, go to Routing, Queues.

& English - t.

janedoe [=»

Amazon Connect

Hide the guide

Phone numbers . . . ) )
nect setup, it's easy to manage your contact center reliably at any scale. Following these steps will guide

huring Amazon Connect for your business.
Contact flows

Prompts bur channels of communication

mber in order to receive and make calls. Learn more View phone numbers
Queues h

Hours of operation ors in interactions with chat. Learn more Test chat

Quick connects

2. Choose Add new queue.
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Amazon Connect janedce [» @ English~ =t

| -

n
= Queues
ahs
N N
-

BasicQueue A simple, basic voice queue. Enabled
Rows per page: 25 v 1-1of1 4 >

View historical changes

3. Complete the page, as shown in the following image, to add a queue named PasswordReset. When
done, choose Add new queue.

Add new queue

Name r

PasswordReset

Description ’

Help customers reset their password

215 of 250 characters remaining.

Hours of operation Outbound caller ID name Maximum contacts in queue
Basic Hours % D Example Corp (optional)

The name that will show up on the Sat 3

customer's phone l'”-n'l-t

Outbound caller ID number

+1 xg

Outbound whisper flow (optional)

Search for contact flow

4. Add a queue named Networklissue. Complete the Add new queue page like you did for the
PasswordReset queue.

When done, you'll have three queues.
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Queues

Y Filter by name Y Filter

N o

BasicQueue A simple, basic voice queue. Enabled
Networklssue Help customers with their n... Enabled
PasswordReset Help customers reset their ... Enabled
Rows per page: 25 v 1-30f 3 < b

On the navigation menu, go to Users, Routing Profiles.

Amazon Connect janedoe [» @ English - . ”

Queues

Y Filter by name Y Filter by description
, L [ R
sers

A simple, basic voice queue. Enabled

User management
J 9 Help customers with theirn... Enabled
Routing profiles Help customers reset their ... Enabled
Rows per page: 25 v 1-30f3 $ b

Agent status

Choose Add new profile.

Amazon Connect janedoe [= & English ~

Routing profiles

¢ Y Filter by name Y Filter by description Add new profile

Basic Routing Profile A simple routing profile. 1

Rows per page: 25 v 1-10f1 < >

Assign a name to the new profile (for example, Test routing profile). Enter a description, select
Voice, Chat, and set Maximum chats to 1.
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Name

Test routing profile

Description
Help customers with their IT issues

215 of 250 characters remaining.

5et channels and concurmency

Defines what channels that agents can handle in CCP
Mote: If both channels are selected, agents will only h
Voice
Chat

Maximum chats (per agent)
1

8. In the Routing profile queues section, use the drop-down arrow to search for the queues you just
created. Choose Networklssue, select Voice and Chat, and then choose Add queue.

Routing profile queues l
If no queue is added, the agent will only be able to make outbound calls. At least one queue is needed for inbound calls, and must not be a duplifate.

Edit Add queue
Networklssue

(7] VDICE ¥ Chat

9. Then add the PasswordReset queue. Select Voice and Chat, and then choose Add queue.

10. Under Default outbound queue, use the drop-down arrow to choose BasicQueue.
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Routing profile queues

If no queue is added, the agent will only be able to make outbound calls. At least one queue is needed for inbound calls, and must not be a duplicate.

emove Edit Add queue
1 o

Networklssue ¥ Voice ¥ Chat

PasswordReset “ Voice ® Chat 1 a

BasicQueue x v ¥ Voice ® Chat 1 0
Default outbound queue /

BasicQueue x v

When an outbound call is placed by an agent, it must be associated with a queue

11. When done, scroll to the top of the page, and choose Add new profile to save the profile.
12. On the navigation menu, go to Users, User management.

Routing profiles

Y Filter by name Y Filter by description Add new profile

A simple routing profile. 1
User management
Help customers with their IT issues 3
Routing profiles >
Rows per page: 25 v 1-20f2 4 >

Agent status

Security profiles

13. Select your login name, and choose Edit.

oo e |

Q Search for users by login Show advanced options

_ Routing profile Security profile Agent hierarchy

janedoe Doe, Jane Basic Routing Profile m —

[ ] Login name

14. Use the drop-down arrow to choose the routing profile you created, for example, Test routing
profile. Choose Save.
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Routing Profile:

F
Test routing profile ‘l v
;

Routing is all set up and ready to go.

Step 4: Create a contact flow

Although Amazon Connect comes with a set of built-in contact flows (p. 297), you can create your own
contact flows to determine how a customer experiences your contact center. The contact flows contain
the prompts that customers hear or see, and they transfer them to the right queue or agent, among
other things.

In this step, create a contact flow that's specific to the IT Help Desk experience that you're creating.

1.  On the navigation menu, go to Routing, Contact flows.

User management

Routing

Phone numbers Show advanced options

Prompts Doe, Jane Test routing profile m
»
Queues Rows per page: 25 v 1-10f1 { b

2. Choose Create contact flow.

Contact flows

e T
I S S

Default agent hold Agent hold Audio played for the agent when on hold Published

Default agent transfer Transfer to agent Default flow to transfer to an agent. Published

3. The contact flow designer opens. Enter a name for the contact flow, such as Test contact flow.
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Amazon Connect

Enter a name

4. Choose the drop-down arrows to expand the sections to access the blocks in them.

Test contact flow ~

Show additional flow information v

Interact

Branch Expand each of these
sections to see the
contact flow blacks.

Integrate

Terminate / Transfer

5. Drag the following blocks onto the grid: Set logging behavior (p. 407) (in the Set group), Set
voice (p. 415) (in the Set group), and Play prompt (p. 393) (in the Interact group).

(= i

Start

Test contact flow

Show additional flow information v

[ i

Interact A =, Setlogging behaviar
Start

Play prompt Enable ) M
v P P .= Set voice

Plays audio.

Success

Voice: Joanna (default)

Get customer input ‘D Play prompt

Success

Branches based on customer intent. Prompt: (None selected)

Store customer input Okay

Stores numerical input to contact attribute.

6. Use your mouse to drag an arrow from the Start block to the Set logging behavior block.
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Set logging behavinr}:{

Enable

Success

7. Connect the remaining blocks, as shown in the following image.

nd point

Start

S Set logging behavior

Enable

Success

'_'.

.= Setvoice
2

Voice: Joanna (default)

Success

‘D Play prompt
E _’ |

Okay

Prompt: (None selected)

8. Choose the Play prompt title to open its properties page.

nd oot

Start

S Set logging l'.|eha\.ri|:|’r<

Enable

Success

.= Set voice
2

Voice: Joanna (default)

Success

==

Okay

Prompt: (None selected)

9. Configure the Play prompt block, as shown in the following image, and then choose Save.
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Prompt

) Select from the prompt library (audio)
@® Text-to-speech or chat text

® Enter text

Welcome to the IT Help desk!

O Enter dynamically

Interpret as

Text B

10. Add a Get customer input (p. 366) block and connect to the Play prompt block.

19 Play prompt * 2., Get customer input *
Text: Welcome to the ITH Prompt: (None selected)

- S

Timeout

Default

Error

11. Choose the title of the Get customer input (p. 366) block to open the properties page.

65



Amazon Connect Administrator Guide
Step 4: Create a contact flow

. .‘a Play prompt | e E‘.u customer input]
Text: Welcome to the IT H... | Prompt: (None selected)
Okay 1 | Timeout
Default
Error

. Configure the Get customer input block, as shown in the following images.

) Select from the prompt library (audio)
® Text-to-speech or chat text

® Enter text

How can | help?

(O Enter dynamically

Interpret as

Text B
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DTMF Amazon Lex

Plays an audio prompt and branches based on DTMF or
Amazon Lex intents. The audio prompt is interruptible when
using DTMF.

Lex bot
Mame /
HelpDesk ( ) x] -

Alias ’

SLATEST

13. While still in the Get customer input block, choose Add an intent.

Lex bot

Mame

HelpDesk (US West: Oregon) X v

Alias

SLATEST

Session attributes

Add an attribute

Intents

Add an intent

14. Enter the names of the intents that you created in the Amazon Lex bot. They are case sensitive!
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Intents

% PasswordReset
% Metworklssue

Devicelssue
X

Add another intent

15. Choose Save.
16. Add a Play prompt block (from the Interact group) and connect it to the PasswordReset branch.

D Play prompt

- Get customer inpuf Prompt: (None selected)

IT_HelpDesk (US East: M. ...

PasswordReset L |

Metworklssue

Okay

Default

Error

17. Choose the Play prompt title to open its properties page. Configure the Play prompt block with the
message We're putting you in a queue to help you with password reset. Choose Save.
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Prompt

(O Select from the prompt library (audio)
® Text-to-speech or chat text

® Enter text

We're putting you in a gueue to help you with password
resef.

) Enter dynamically

Interpret as

Text B

18. Add a second Play prompt block and connect it to the Networklssue branch.

‘D Play prompt

- X [ ? !
2 Giot customer inpug Text: We're putting you in a...
IT_HelpDesk (US East: M. \§...
Okay
PasswordReset L/
—
Metworklssue ] x ‘D Play prompt
Default Prompt: (Mone selected)
T 1
Error Okay

19. Choose the Play prompt title to open its properties page. Configure the Play prompt block with the
message We're putting you in a queue to help you with your network issues. Choose Save.

20. Add a Disconnect / hang up (p. 362) block (from the Terminate/Transfer group) to the grid.
Connect the Default and Error branches to it.
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X
‘D Play prompt
. X e {
= St CESSLORTHON MapAE Text: We're putting you in a...
IT_HelpDesk (US East: M. Vi...
Okay
PasswordReset -
Pl rompt
Networklssue ‘D e P
F I Text: We're putting you in a...
Default —
Error — Okay
-+ -

p I Disconnect / hang
up

Termination event

. Add a Set working queue (p. 421) block (from the Set group) to the grid. Connect the Play prompt.
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X - X
*D Play prompt Set working queue
o
Text: We're putting you in a...  Queuve: (None selected)
Okay . Success
Error
*D Play prompt
-
Text: We're putting you in a..
Ckay

Fad Disconnect f/ hang
ad & 0

Termination event

22. Choose the Set working queue title to open its properties page. Configure the Set working queue
block by using the drop-down arrow to choose the PasswordReset queue. Choose Save

Outputs:

® By queue

® Select a queue

PasswordReset o v

() Use attribute

() By agent

23. Add a Set working queue block for Networklssue, and configure it with the Networklssue queue.
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x - X
‘D Play prompt Set working queue
>
Text: We're putting you in a.. | Queuve: PasswordReset
Okay - Success
Error
X
*D Play prompt
>
{ ) -
Text: We're putting you in a... Set working queue
Okay ) Queues: Networklssue
Success

Error

Py Disconnect [ hang
< &0

Termination event

24. Drag two Transfer to queue blocks (from the Terminate/Transfer group) onto the grid.

25. Connect each of the Set working queue blocks to a Transfer to queue block, as shown in the
following image.
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*D Play prompt

Text: We're putting you in a...

Okay

*D Play prompt

Text: We're putting you in a...

Okay

Set working queue *

-

Transfer to queue

Queuve: PasswordReset

Success

ransfer to queue

At capacity

Error

Set working queue *

Error

Transfer to queue

-

Queue: Networklssue

Disconnect / hang
o up

Termination event

Success

ransfer to queue

At capacity

Error

Error

26. Drag another Disconnect/hang up block onto the grid. Connect all of the remaining Error and At

capacity branches to it.

> Queue: PasswordReset

Success

Set working queue *

Transfer to queue

-

Transfer to queue

At capacity

Error

Error

> Queue: Netwarklssue

Success

Set working queue *

Transfer to queue

-

Transfer to queue

At capacity

Error

Error

[
L

P Disconnect [/ hang
g &0

Termination event

27. The completed contact flow looks similar to the following image.
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28. Choose Save, and then choose Publish.

janedoe [+ & English ~ L

B T BT

Tip
Any blocks that aren't connected or configured correctly generate an error. If this happens,
double-check that all branches are connected.

29. When the contact flow publishes, it displays the message that it saved successfully.

>

Test contact flow

Latest: Published - Publish “n
x

Contact flow saved successfully!

Contact flow saved successfully!

If the contact flow doesn't save, double-check that all the branches are connected to blocks. That's
the most common reason contact flows don't publish.

Step 5: Assign the contact flow to the phone number

1. On the navigation menu, go to Channels, Phone Numbers.

2. Choose your phone number.
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Manage Phone numbers

Y Search by Phone number

Phone number for testing

3. Use the drop-down box to choose the contact flow you just created, and then choose Save.

Edit Phone number

+1

Description

Phone number for testing

226 of 250 characters remaining.

Contact flow / IVR

Test contact flow x |~

Everything is all set up! Now you're ready to test your IT Help Desk. Go to Step 6: Test a custom voice and
chat experience (p. 76).
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Step 6: Test a custom voice and chat experience

You're ready to try out the Amazon Lex bot, routing, and contact flow. The first step is to tell Amazon
Connect which contact flow you want to test.

1. On the navigation menu, go to the Dashboard and choose Test chat.

2. Choose Test Settings.

Amazon Connect

Test Chat

Window on the left is a simulated web page showing
(CCP), and it show the agent experience. To select ar
can embed chat on your website.

Test Settings h

oD e 0O httpe:// e

3. Use the drop-down box to choose the contact flow you created, for example, Test contact flow.
Choose Apply.

Test Settings

System Settings

Contact Flow

Test contact flow o -

Test a custom chat experience

1. If needed, choose the chat bubble to start a chat.
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[ =

Hello there! Click here to start
testing chat from the
perspective of your custormers.

—p

Amazon Connect automatically detects a contact and runs the contact flow that you created.

Hi there!

This is an example of how customers

experience chat on your website

Customer has joined the chat
SYSTEM_MESSAGE 12:17 PM

Welcome to the IT Help desk!

BOT 12:17 PM

How can | help?

Enter that you need help resetting a password. Then accept the incoming chat. The following image
shows you what the chat and agent interfaces look like when you're trying them.
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Hi there!

Available

This is an example of how customers
experience chat on your website

Customer
@© o0:26 @ 00:26
e

Customer Sent at 12:20 PM How can | help? 12:17 PM The agent
sees the full

I need help resetting my password conversation.

Customer
This is the
prompt text you . =
created. SYSTEM_MESSAGE 12:20 PM I need help resetting my 1220 M
password
We're putting you in a queue to help
you with password reset. SYSTEM_MESSAGE
We're putting you in a queue to
The name of . 12:20 P
& Jane has joined the chat v help you with password reset. "
v
Type a message
End chat
a 3 End chat

4. In the customer pane on the right, choose End chat to close the chat window.
5. Inthe test CCP, choose Close contact to end the After Contact Work (ACW).

Test a custom voice experience

1. If the test chat window is still open, choose End chat to close it. Then you can try the voice
experience.

2. Call your phone number.

3.  When prompted, say I'm having trouble accessing the internet. You should hear the message that
you're being transferred to the Networklssue queue.

Tip
After you're transferred, you'll hear this message:
Thank you for calling. Your call is very important to us and will be answered in the order it was
received.
This message is generated by a default contact flow (p. 297) named Default customer
queue (p. 303).

4. Go to the test CCP and accept the incoming call.

5. After you accept the call, but before you're connected to the customer, you'll hear an inbound
whisper stating what queue the contact is in, for example, Networklssue. This helps you know what
the customer is calling about.

The inbound whisper is generated by a default contact flow (p. 297) named Default agent
whisper (p. 305).

6. When done, end the call.

7. Inthe CCP, choose Clear contact to end After Contact Work (ACW).

Congratulations! You built and tested an omnichannel IT Help Desk that leverages Amazon Lex and
offers customers both chat and voice.
Tip
If you don't want to keep the phone number that you claimed for testing, you can release it back
to inventory. For instructions, see Release a phone number (p. 170).
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Architectural guidance for Amazon
Connect

This topic provides guidance and best practices for designing and building reliable, secure, efficient, and
cost-effective systems for your Amazon Connect contact center workloads. Using this guidance can help
you build stable and efficient workloads, allowing you to focus on innovation, reduce costs, and improve
your customer's experience.

This content is intended for chief technology officers (CTOs), architects, developers, and operations team
members.
Contents

o Amazon Connect workload layers (p. 79)

+ Scenario and deployment approaches (p. 84)

« Operational Excellence (p. 93)

« Security: Design principles for developing a secure contact center (p. 105)

« Reliability (p. 113)

« Performance efficiency (p. 113)

« Cost optimization (p. 120)

Amazon Connect workload layers

You can separate Amazon Connect workloads into the following layers: telephony, Amazon Connect
interface/API, flows/IVR, agent workstation, and metric and reporting.

Telephony

;’ Céﬂ\er i -+ g B
] i AWS Cloud Region
] k] i —~

e E Amazon Connect )

————e AZZone1  AZZene? Az Zone Contact
{ Carrier2 " It e S Centers
- (\b . EE ry 1k F
@ 1 - - e | e . A @
H o E T +
Customers PSTN _ | T Iy JrTTeTY »=l—
TFN - 8XX . . " Agents
{ Carrier3 |

> .wu | AWS L Instance A Instance e Instance )}

Internet

Amazon Connect is integrated with multiple telephony providers with redundant dedicated network
paths to three or more Availability Zones in every Region where the service is offered today. Capacity,
platform resiliency, and scaling are handled as part of the managed service, allowing you to efficiently
ramp from 10 to 10,000+ agents without worrying about the management or configuration of
underlying platform and telephony infrastructure. Workloads are load balanced across a fleet of
telephony media servers, allowing new updates and features to be delivered to you with no downtime
required for maintenance or upgrades. If a particular component, data center, or an entire Availability
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Zone experiences failure, the affected endpoint is taken out of rotation, allowing you to continue to
provide a consistent quality experience for your customers.

When a voice call is placed to an Amazon Connect instance, the telephony layer is responsible for
controlling the endpoint that your customer calls into through their carrier, across the PSTN and into
Amazon Connect. This layer represents the audio path established between Amazon Connect and the
customer. Through the Amazon Connect interface layer, you can configure things like outbound caller

ID, assign contact flow/IVRs to phone numbers, enable live media streaming, enable call recording, and
the ability to claim phone numbers without any prior traditional telephony knowledge or experience.
Additionally, when migrating workloads to Amazon Connect, you have the option to port your existing
phone numbers by opening a support case in your AWS Management Console. You can also forward your
existing phone numbers to numbers that you've claimed in your Amazon Connect instance until you are
fully migrated.

Amazon Connect Interface/API

The Amazon Connect interface layer is the access point that your agents and contact center supervisors
and administrators will use to access Amazon Connect components like reporting and metrics, user
configuration, call recordings, and the Contact Control Panel (CCP). This is also the layer responsible for:

« Single Sign-On (SSO) integration user authentication
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« Custom desktop applications created using the Amazon Connect Streams API that may provide
additional functionality and/or integrate with existing Customer Relationship Management (CRM)
systems including the Amazon Connect Salesforce CTI Adapter (p. 294).

« Amazon Connect contact-facing chat interface
o Chat web server hosting the Amazon Connect Chat API

« Any Amazon AP| Gateway endpoints and corresponding AWS Lambda functions necessary to route
chat contacts to Amazon Connect.

Anything your agents, managers, supervisors, or contacts use to access, configure, or manage Amazon
Connect components from a web browser or API is considered the Amazon Connect interface layer.

-

[]::-D AP| Gateway Chat

@ Web server
Lambda C:gl‘
Function \

[ — ] ] ) streams

(R——— L P= = =
Agent
Interface/API Edge router
Agent desktop
— web server
- |~ ) .

Administrator

Contact flow / IVR

The Contact Flow/IVR layer is the primary architectural vehicle for Amazon Connect and serves as the
point of entry and first line of communication with customers reaching out to your contact center. After
a customer contacts your Amazon Connect instance, a contact flow controls the interaction between
Amazon Connect, the contact, and the agent, allowing you to:

« Dynamically invoke AWS Lambda functions to make API calls.

« Send real-time IVR and voice data to third-party endpoints through Amazon Kinesis.
« Access resources inside your VPC and behind your VPN.

« Call other AWS services like Amazon Pinpoint to send SMS messages from the IVR.

« Perform data dips to database like Amazon DynamoDB to service your contacts.

« Call Amazon Lex directly from the contact flow to invoke a Lex bot for Natural Language
Understanding (NLU) and Automatic Speech Recognition (ASR).

 Play dynamic and natural Text-to-Speech through Amazon Polly, and use SSML and Neural Text-to-
Speech (NTTS) to achieve the most natural and human-like text-to-speech voices possible.
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Contact flows enable you to dynamically prompt contacts, collect and store contact attributes, and route
appropriately. You can assign a contact flow to multiple phone numbers, and manage and configure it
through Amazon Connect.

Agent workstation

The agent workstation layer is not managed by AWS. It consists of any physical equipment and third-
party technologies, services, and endpoints that facilitate your agent’s voice, data, and access the
Amazon Connect interface layer. Components in the agent workstation layer include:

« The Contact Control Panel (CCP) agent hardware

« Network path

« Agent headset or handset

« VDI environment

« Operating system and web browser

« Endpoint security

« All networking components and infrastructure

« Internet Service Provider (ISP) or AWS Direct Connect dedicated network path to AWS.

« All other aspects of your agent’s operating environment including power, facilities, security, and
ambient noise.
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Metric and reporting

The metric and reporting layer includes the components responsible for delivering, consuming,
monitoring, alerting, or processing real-time and historical metrics for your agents, contacts, and contact
center. This includes all native and third-party components responsible for facilitating the processing,
transmission, storage, retrieval, and visualization of real-time or historical contact center metrics, activity
audit, and monitoring data. For example:

Call recordings and scheduled reports stored in Amazon Simple Storage Service (Amazon S3).

Contact records that you can export to AWS database services like Amazon Redshift or your own on-
premises data warehouse with Amazon Kinesis.

Real-time dashboards you create with Amazon OpenSearch Service and Kibana.

Amazon CloudWatch metrics generated that you can use to set alarms based on static thresholds, set
up Amazon SNS notifications to alert to your administrators and supervisors, or launch AWS Lambda
functions in response to the event.
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Scenario and deployment approaches

Amazon Connect offers self-service configuration and enables dynamic, personal, and natural customer
engagement at any scale with a variety of migration and integration options. In this section, we explain

the following scenarios and deployment approaches to consider when designing a workload for Amazon
Connect:

« Traditional contact center

« Inbound

« Outbound

« Hybrid contact center

» Legacy contact center migration

o Virtual desktop infrastructure (VDI)

Traditional contact center

The traditional contact center requires a significant telephony, media, networking, database, and
compute infrastructure footprint that can span multiple vendors and data center locations to service
contacts. Each individual solution and vendor have unique hardware, software, networking, and
architectural requirements that have to be met while resolving versioning, compatibility, and licensing
conflicts.

It is common to have separate vendors and infrastructure requirements for local and remote agent
hardware and VPN connectivity, Text-To-Speech (TTS), Automatic Call Distribution (ACD), Interactive
Voice Response (IVR), voice audio and data, physical desk phones, voice recording, voice transcriptions,
chat, reporting, database, Computer Telephony Integration (CTI), Automatic Speech Recognition
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(ASR), and Natural Language Understanding (NLP). Your contact center architecture and infrastructure
becomes more complicated when you consider multi-stage development, quality assurance, and test
environments.

. Traditional Contact Center Infrastructure

Server Rack x 1.30+ Core

I‘;II LII_ -

SIP PSTN. _—
— 1
&
Carrier PSTN Network
Agent
£
% (}? ! AWS Cloud
Home Agent Amazon
IP Phones Hu;wgree CloudFront
— o
E Call Control Panel
- (CCP)
Traditional Contact Center Licensing Amazon S3

Call Recordings _

(-??JA mazon Connect
Telephony
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! : 1 and reporting Contactflow | | Amﬁ_ﬁ_‘nm”es's
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Media SBCs Call center
Gateways
Voice
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| NLUASR Reporting cT 1P Phones Callback
[ Analytics

A typical Amazon Connect deployment solves or reduces many of the challenges associated with
versioning, compatibility, licensing, contact center telephony infrastructure, and maintenance. It gives
you the flexibility to create instances in new locations in minutes and migrate components individually,
or in parallel, to best meet your individual business objectives. You can use contact flows for your IVR/
ACD, have voice and data delivered through a supported web browser to your agent’s softphone, port
your existing phone numbers, redirect softphone audio to an existing desk phone, invoke an Amazon
Lex bot natively within your contact flow for ASR and NLP, and use the same contact flow for chat and
voice. You can use Amazon Contact Lens to automatically generate voice transcriptions, perform key
word identification and sentiment analysis, and categorize contacts. For agent CTI data and real-time
voice streaming, you can use Amazon Connect Agent Event Streams and Kinesis Video Streams. You can
also create multi-stage development, quality assurance, and test environments at no additional cost and
only pay for what you use.

Inbound

Inbound is a contact center term used to describe a communication request initiated by a contact to
the center. Contacts can reach your Amazon Connect instance for inbound self-service or to speak with
a live agent in a variety of ways, including voice and chat. Voice contacts go through the PSTN and are

85




Amazon Connect Administrator Guide
Inbound

routed to the Amazon Connect Instance telephony entry point through the phone number claimed in
your instance. You can reserve a phone number with Amazon Connect directly, port your existing phone
number, or forward voice contacts to Amazon Connect. Amazon Connect can provide local and toll-free
numbers in all Regions where the service is supported.

Layer key

Ingeripce A

g — _

TR

Interface AP

When a phone call is placed to a number claimed in or ported to your Amazon Connect instance,

the contact flow associated with the called number will be invoked. You can define the contact flow
using contact blocks that can be configured with no coding knowledge required. The contact flow
determines how the contact should be processed and routed, optionally prompting the contact for
additional information to assist in routing decisions, storing those attributes to the contact details,
and, if necessary, routing that contact to an agent with all of the call details and transcripts gathered
along the way. Through the contact flow, you can invoke AWS Lambda functions to query customer
information, call other AWS services like Amazon Pinpoint to send SMS text messages, and use native
AWS service integrations including Amazon Lex for NLU/NLP and Kinesis Video Streams for real-time
streaming of voice calls.

If an inbound contact needs to reach an agent, the contact is put into a queue and routed to an agent
when they change their status to Available, according to your routing configuration. When the available
agent's contact is accepted manually or through auto-accept configuration, Amazon Connect connects
the contact with the agent.
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When an inbound contact comes from a browser or mobile app request for a chat session, the request
is routed to a web service or Amazon API Gateway endpoint that calls the Amazon Connect chat API
to invoke the contact flow configured in your request. You can use the same contact flows for chat
and voice, where the experience is managed and routed dynamically, based on the logic defined in the
contact flow.

Outbound

Amazon Connect allows you the ability to programmatically make outbound contact attempts to

local and international endpoints, reduce agent set-up time between contacts, and improve agent
productivity. By using the Amazon Connect Streams APl and StartOutboundVoiceContact, you can
develop your own outbound solution or take advantage of existing partner integrations that work with
your CRM data to create dynamic, personalized experiences for your contacts and empowering your
agents with the tools and resources they need to service those contacts.

Outbound campaigns are typically driven by contact data exported from CRMs and separated into
contact lists. Those contacts are prioritized and either delivered to the agents to initiate after a period of
preview or programmatically contacted via Amazon Connect Outbound API, driven by your contact flow
logic, and connecting to agents as needed. Typical outbound contact center use cases include fraud and
service alerts, collections, and appointment confirmations.
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Hybrid

If you have requirements to transfer contacts between Amazon Connect and legacy contact center
technologies, you can use a Hybrid model architecture to pass contact data with the transfer. For
example, a sales business unit on a legacy contact center platform may need to transfer a call to the
service business unit that's been migrated to Amazon Connect. Without a Hybrid architecture, call details
will be lost and may require the contact to repeat information. This could increase handle times and may
result in contact calling again for the same purpose.

Hybrid architectures require you to claim as many phone numbers as your expected maximum
concurrent contacts and an intermediary state database accessible by both Amazon Connect and your
legacy contact center platform. When a transfer is required to the other platform, you will use one of
these phone numbers as a unique identifier, flag it as in-use in your intermediary database, insert your
contact details, and use that number as your ANI or DNIS when you transfer the contact. When the
contact is received by the other contact center platform, you will query the intermediary database for
the contact details based on the unique ANI or DNIS you used. Hybrid architectures are typically used as
an interim migration step because of the additional cost and complexity associated.

IVR-only

You may choose to use Amazon Connect to drive the contact’s IVR experience while your agent
population remains on your legacy contact center platform. With this approach, you can use Amazon
Connect contact flows to drive self-service and routing logic, and, if necessary, transfer the contact to the
target agent or agent queue on your legacy contact center platform.

[Key = ANI, Value = Call Data]

=" )
aws Intermediary Database
Y Legacy Contact !
nter Platform:
‘l'.\' Cente tfo !
: Amazon
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In this diagram, the contact dials a phone number claimed in your Amazon Connect instance for service.
If they need to be transferred to an agent on your legacy contact center platform, an AWS Lambda
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function is invoked to query an available unique phone number, flag it as in-use, and write relevant
contact details to an intermediary database. The contact is then transferred to the legacy contact center
platform with the phone number returned from the Lambda function. The legacy contact center will
then perform a query on the intermediary database for the contact details, route accordingly, and reset
the contact data in the intermediary database, allowing the phone number to be used again.

Agent-only

With this approach, your legacy contact center IVR drives the contact’s IVR self-serve and routing logic,
and, if necessary, transfers the contact to Amazon Connect to route to your agent population.
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In this diagram, the contact dials a phone number claimed with your legacy contact center platform.

If they need to be transferred to an agent on Amazon Connect, the legacy contact center platform

will query an available unique phone number, flag it as in-use, and write relevant contact details to an
intermediary database. The contact will then be transferred to Amazon Connectwith the phone number
returned by the legacy contact center's query. Amazon Connect will then query the contact details from
the intermediary database using AWS Lambda, route accordingly, and reset the contact data in the
intermediary database, allowing the phone number to be used again.

Mixed

In this scenario, you may have your IVR and agents operating in parallel on Amazon Connect and your
legacy contact center platform to allow for site, agent group, or line-of-business migrations.
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Legacy contact center migration

When you are evaluating Amazon Connect for new or existing workloads, there are several strategies
you can consider. For situations that require contact details to be included when contacts are transferred
between Amazon Connect and your legacy contact center solution, a Hybrid model architecture will be
required until the migration is complete. The approaches described in this section allow you to move
specific lines of business in phases, manage training and support, and mitigate risks associated with
change.

New workload

You may decrease risk associated with changes to existing business units and increase flexibility and
digital innovation potential by adopting a net new workload on Amazon Connect. Net new workloads
that do not require the Hybrid model architecture are less complex, are not affected by change in
business process or agent routine, and have a faster time to market. Adopting a net new workload
allows you to take advantage of usage-based, pay-as-you-go pricing. Your contact center resources are
available to create a new experience for their end users, test and implement it to evaluate the platform,
gain confidence, and build the skills and operational mechanisms to prepare for larger migration across
existing workloads.

IVR First

You may choose to use Amazon Connect to drive the contact’s IVR experience while your agent
population remains on your legacy contact center platform. With this approach, you can use Amazon
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Connect Contact flows to drive self-service and routing logic, and, if necessary, transfer the contact to
the target agent or agent queue on your legacy contact center platform.

IVR Last

With this approach, your legacy contact center IVR drives the contact's IVR self-serve and routing logic,
and, if necessary, transfers the contact to Amazon Connect to route to your agent population.

Line of business segmentation

If your lines of business have separate IVRs or don't require contact transfers to legacy contact center
platforms, you may want to consider a line of business migration approach. For example, selecting your
service desk for internal support as your first line of business to migrate. After migrating your service
desk IVR and agent population to Amazon Connect, you may choose to forward your existing contact to
Amazon Connect, porting the endpoint after testing and business validation is completed.

Site or agent group segmentation

If your contact center has a global footprint, services contacts from multiple countries, or is managed
independently by a respective geography or location, you may want to consider a migration approach
based on a physical site or geography of agents. Each agent population and/or geography can have

its own unique requirements and considerations that may not apply globally. Approaching your
migration this way will allow each site or agent group to gain the skills they need to continue to operate
independently before moving onto the next.

Virtual desktop infrastructure (VDI)

While you can use the Amazon Connect Contact Control Panel (CCP) within Virtual Desktop
Infrastructure (VDI) environments, it will add another layer of complexity to your solution that warrants
separate POC efforts and performance testing to optimize. The configuration/support/optimization is
best handled by your VDI support team and the following deployment models are the most commonly
implemented.

VDI client with local browser access

You can build a custom CCP with the Amazon Connect Streams API by creating a CCP with no media for
call signaling. This way, the media is handled on the local desktop using standard CCP, and the signaling
and call controls are handled on the remote connection with the CCP with no media. The following
diagram describes that approach:
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Virtual desktop infrastructure (VDI)
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VDI client without local browser access

Sometimes the VDI client does not have access to a local browser. In this scenario, you can create a
single CCP instance with media run from the VDI server allowing access to enterprise resources. For
this deployment model UDP audio is usually enabled on the VDI OS. This deployment model requires
extensive testing to calibrate the different VDI server parameters to optimize quality of experience:
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Operational Excellence

Operational excellence includes the ability to run and monitor systems to deliver business value and
continually improve supporting processes and procedures. This section consists of design principles, best
practices, and questions surrounding the operational excellence of Amazon Connect workloads.

Prepare

Consider the following areas to prepare for an Amazon Connect workload.

AWS account

With AWS Organizations, you can set up multiple AWS accounts for each level of your development,
staging, and quality assurance environments. This allows you to centrally govern your environment as
you grow and scale your workloads on AWS. Whether you are a growing startup or a large enterprise,
Organizations helps you to centrally manage billing; control access, compliance, and security; and share
resources across your AWS accounts. This is the starting point for consuming AWS services along with a
cloud adoption framework.

Region selection

Amazon Connect Region selection is contingent upon data governance requirements, use case, services
available in each Region, telephony costs in each region, and latency in relation to your agents, contacts,
and external transfer endpoint geography.

Telephony

« Phone number porting Open a porting request as far in advance of your pending go-Llive date as
possible.

When porting phone numbers for critical workloads, include all requirements and use case information
in your claim/port number several months before the go-live date. This includes requests for live
cutover support, communication prior, during, and after cutover, monitoring, and anything else specific
to your use case.

For detailed information about porting your numbers, see Port your current phone number (p. 157).

« Carrier diversity In the US, you should use Amazon Connect telephony services for US toll-free
numbers, allowing you to route toll-free traffic across multiple suppliers in an active-active fashion at
no additional charge. In situations where you are forwarding inbound traffic to an Amazon Connect
phone number, you should request redundant DID or Toll-Free numbers across multiple telephony
providers. If you are claiming or porting multiple DID or Toll-Free numbers outside of the US, you
should request that those numbers be claimed or ported to a variety of telephony providers for
increased resiliency.

« International toll-free and high-concurrency DIDs If you are using an existing toll-free national
service to redirect inbound traffic to DIDs, you should request DID phone numbers across multiple
telephony providers. A general recommendation for this configuration is 100 sessions per-DID and
your AWS Solutions Architect can help with capacity calculations and setup.

« Testing Thoroughly test all use case scenarios, preferably using the same or similar environment as
your agents and customers. Ensure that you test several inbound and outbound scenarios for quality
of experience, Caller ID functionality, and measure latency to ensure it falls within acceptable range for
your use case. Any deviations from your target agent and customer environments need to be measured
and accounted for. For more information, including use case testing instructions and criteria, see
Troubleshooting Issues with the Contact Control Panel (CCP) (p. 1193).
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Agent workstation

The Amazon Connect Call Control Panel (CCP) has specific network and hardware requirements that must
be met to ensure the highest quality of service for your agents and contacts:

Set Up Your Network for CCP use and ensure that your agent hardware meets minimum requirements.

Ensure that you have used the Amazon Connect Check Amazon Connectivity Tool on the same network
segment as your agents to verify that your network and environment is configured correctly for CCP
use.

Calculate PSTN latency for use cases that require agents and contacts to be in geographically distant
locations

Review the Troubleshooting Issues with the Contact Control Panel (CCP) (p. 1193) section to create
runbooks and playbooks for your agents and supervisors to follow should they encounter issues.

Set up monitoring for your agent workstations and consider partner solutions for call quality
monitoring. Your goal with monitoring your agent workstations should be the ability to identify the
source of any potential network and resource contention. For example, consider a typical agent's
softphone network connection path to Amazon Connect:

Without setting up monitoring at the local LAN/WAN, path to AWS, and agent workstation levels,

it's difficult and often impossible to determine if a voice quality issue is originating from your agent's
workstation, their private LAN/WAN, ISP, AWS, or the contact itself. Setting up logging and alerting
mechanisms proactively is critical in determining root cause and optimizing your environment for voice
quality.
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Configure your existing directory

If you are already using an AWS Directory Service directory to manage users, you can use the same
directory to manage user accounts in Amazon Connect. This must be decided and configured when you
create your Amazon Connect instance. You cannot change the identity option you select after you create
the instance. For example, if you decide to change the directory you selected to enable Single Sign On
(SSO) for your instance, you can delete the instance and create a new one. When you delete an instance,
you lose all configuration settings and metrics data for it

Service Quotas

Review the default service quotas for each service involved in your workload as well as the default
service quotas for Amazon Connect and request increases where applicable. When requesting an increase
for Amazon Connect, be sure to use expected values without additional padding for fluctuations.
Fluctuations are considered automatically when you make your request.

AWS Enterprise support

AWS Enterprise Support is recommended for business and/or mission-critical workloads on AWS. Both
Enterprise Support and Well-Architected Review with an AWS Solutions Architect are required to qualify
for the Amazon Connect Service Level Agreement.

AWS well-architected review

Before any migration or implementation to Amazon Connect, follow our best practices by using the AWS
Well-Architected Framework, Operational Excellence. The Framework provides a consistent approach

for you to evaluate architectures and implement designs that will scale over time based on five pillars

— operational excellence, security, reliability, performance efficiency, and cost optimization. We also
recommend using AWS Enterprise Support for business and mission-critical workloads in AWS. Both
Enterprise Support and Well-Architected Review with your AWS Solutions Architect are required to
qualify for the Amazon Connect Service Level Agreement.

Operate

Consider the following areas to operate an Amazon Connect workload.

Logging and monitoring

See Monitoring your instance using CloudWatch (p. 1014) and Logging Amazon Connect API calls with
AWS CloudTrail (p. 1025).

Contact attributes

Amazon Connect allows you to dynamically set and reference contact attributes within contact flows to
create dynamic and personalized experiences for your contacts, create powerful self-service applications,
data-driven IVRs, integrations with other AWS services, simplify phone number management, and
allows for custom real-time and historical reporting and analytics. The following are Best practices and
considerations you can follow to reduce complexity, prevent data loss, and ensure a consistent quality of
experience for your contacts.

Note the following considerations:

« Data size — To prevent truncation, the size limitation for contact attributes you can set in a Set contact
attributes block varies depending on the charset, encoding, and language used. While this is generally
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enough data to play a short story for a contact, it is possible to exceed this limit, truncating any
attributes set over the 32KB.

« Data sensitivity — Note if any attributes being set, queried, and referenced are sensitive or fall under
any regulatory guidelines and ensure that the data is being treated appropriately for your use case.

« Data persistence — Any attributes set using the Set contact attributes block will be included in the
contact record for your contact and available for screen pop to any custom agent desktop using the
Streams API. Any time the attribute is referenced within your contact flow and logging is enabled for
the flow, the name and value of the attribute will be logged to Amazon CloudWatch.

Best practices

« Monitor usage — As you implement new functionality, onboard new business units, and iterate on
existing contact flows, look up your current attribute usage in contact search, copy the attributes to
a text editor, add the new attributes, and ensure that you do not exceed the 32KB size limitation. Be
sure to account for variable length fields like firstName and lastName and ensure that, even when the
maximum space is used in a field, that you are still below the 32KB limitation.

« Clean-up - If data persistence isn't required, you can set an attribute with the same name and a
blank value to prevent the data from being stored to the contact record or passed in a screen pop to
an agent using the Amazon Connect Streams APl while freeing up the bytes that data would have
otherwise used in the contact record.

« Sensitive data — Use the Store customer input block to collect sensitive DTMF input from your
contacts and use envelope encryption to protect both the raw data and the data keys used to encrypt
them. Store sensitive data in a separate database where persistence is required, use the Set logging
behavior contact flow block to disable logging whenever sensitive information is referenced, and
remove, clean up, or obfuscate sensitive data using the Set contact attributes block Clean-up method
outlined previously. For more information, see Compliance validation in Amazon Connect (p. 1126).

Telephony

In the US, use toll-free phone numbers wherever possible to load balance across multiple carriers for
additional route and carrier redundancy. This also helps to decrease time to resolution when compared
to DID phone numbers, which must be managed by a single carrier. In situations where you use DIDs,
load balance across numbers from multiple carriers, when possible, to increase reliability. Make sure
that you handle all error paths in your contact flow appropriately, and implement the best practices,
requirements, and recommendations located in Troubleshooting Issues with the Contact Control Panel
(CCP) (p. 1193).

If you're forwarding your existing telephony provider's phone numbers to Amazon Connect, ensure
that the process to change the forward destination to an alternative DID/toll-free number or otherwise
remove the forward is defined and well-understood by your operations team. Ensure that you have
Runbooks and Playbooks specifically for production readiness assessments, phone number porting and
forwarding processes, and troubleshooting audio issues that could arise when transferring calls from
your existing telephony provider. You also want a repeatable process that your operations team can
follow to determine if the source of these audio issues is Amazon Connect or your existing telephony
provider.

Amazon Connect APIs

Amazon Connect throttling quotas are by account, and not instance. You should consider the following
best practices when working with Amazon Connect APIs:

Implement a caching/queuing solution

To decrease APl data query overhead and avoid throttling, you can use an intermediary database like
Amazon DynamoDB to store API call results rather than calling the API from all endpoints interested in
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the API data. For example, the following diagram represents the use of the Amazon Connect metric API
from multiple sources that need to consume this information:
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Rather than having separate AWS Lambda functions, each with their own polling requirements, you can
have a single AWS Lambda function write all interesting data to Amazon DynamoDB. Rather than having
each endpoint go to the API directly to retrieve the data, they point to DynamoDB, as illustrated in the
following diagram:

97



Amazon Connect Administrator Guide
Operate

N|'e|
l_ll_l
() - Amazon
ElasticSearch

AWS Lambda

/5 minute pol function
|
II
Amazon Connect .f'
; 1 minute poll—p{ A\ =4 1 minute poll————— >
Connect AP — T
onnec AWS Lambda Amazon AWS Lambda
function DynamoDB function ViSO
\ o
15 minute poll £
T

AW & "
AWS Lambda

functior

Workforce
Management

This architecture allows you to change polling intervals and add endpoints, as needed, without worrying
about exceeding service quotas, giving you the ability to scale to however many concurrent connections
your database solution supports. You can use this same concept with querying any real-time data feeds
from Amazon Connect. For situations where you need to perform an API action, like an Outbound API
call, you can use this same concept in combination with Amazon Simple Queue Service to queue API
requests Using AWS Lambda with SQS.

Exponential back off and retry strategies

You can run into situations where API throttling limits get exceeded. This can happen when the API calls
fail and are retried repeatedly or made directly from multiple concurrent endpoints without a caching
or queuing solution implemented. To avoid exceeding your service quotas and impacting downstream
processes, you should consider using exponential back off and retry strategies within your AWS Lambda
functions in combination with caching and queueing.

Change management

Two of the primary drivers for moving workloads to the Amazon Connect are flexibility and speed to
market. To ensure operational excellence without sacrificing agility, follow these best practices:

« Modular contact flows: Contact flows in Amazon Connect are similar to modern application building
where smaller, purpose-built components allow for more flexibility, control, and ease of management
when compared to monolithic alternatives. You can make your contact flows small and re-usable,
combining the modular flows into an end-to-end experience with Transfer to flow blocks. This
approach allows you to reduce risk during change implementation, allow you to test single, smaller
changes rather than regression testing the entire experience, and will make it easier to identify and
address issues with your contact flows during testing.

« Repositories: Back up all versions of all flows to a repository of your choice using contact flow Import/
Export as part of your change management process.
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« Distribute by percentage: To reduce risk encountered during change management and experiment
with new experiences for your contacts, you can use the Distribute by percentage block to route a
subset of your traffic to new contact flows while leaving the other traffic on the original experience.

« Measuring results: Data driven decision making is key to successfully driving meaningful changes
for your business. Having a key metric to measure your changes against is absolutely necessary.
For all changes you're making, you need to plan for how you will measure success. For example, if
you're implementing self-service functionality for your contacts, what percentage of contacts do you
expect to self-serve to consider the workload successful or what other metrics are you measuring to
determine success?

« Rollbacks: Ensure that there is a clear, well-defined, and well-understood process to back out any
changes to the previous state, specific to the change performed. For example, if you publish a new
contact flow version, ensure that the change instructions include documentation on how to roll back
to the previous contact flow version.

Routing profiles

Understanding how priority, delay, and overflow routing work within Amazon Connect is critical to
maximizing agent productivity, reducing contact wait times, and ensuring the best quality of experience
for your contacts.

Routing in Amazon Connect

Contact routing in Amazon Connect is done through a collection of queues and routing configurations
called a routing profile. A queue is equivalent to a skill or proficiency that agent needs to possess to
service contacts for that queue. A routing profile can be viewed a set of skills that you can match to your
contact's needs

Within your contact flow, you can prompt for additional information and, if they need to reach an agent,
you can use the contact flow configuration to place them in the appropriate queue. In the following
example, Savings, Checking, and Loans are individual queues or skills and the three routing profiles are
unique skillsets, or groups of skills:

Routing Profile | Routing Profile 2 Routing Profile 3
| | Savings | || Checking | | || Checking | |

[ crecirg | N WL sores LM BT oo | |
1 toans 1|

Each agent is assigned to only one routing profile based on their skillset, and many agents with similar
skillset can share the same routing profile:
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Routing Profile (Skilset)  Agents

Each phone number or chat endpoint will be associated with one contact flow. The contact flow executes
its logic, which may involve prompting the customer for information, to determine the contact’s needs,
and eventually routes the contact into an appropriate queue. The following diagram depicts how routing
profile, queue, and contact flow work together to service a contact:

Routing
Arriving calls  Contact Flow Call Queues Profile

DNIS Digits
+1222 333 4444 Queuel
+1 222 333 4445

DNIS Digits
+1333 333 3333

DNIS Digits
+1 555 333 5555

Queue3

To illustrate how you might determine various queues, routing profiles, and agent assignments to the
routing profiles, consider the following table:
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On the top row, you've identified your skills or queues. In the left column, you have your list of agents,
and in the middle, you've checked the skills supported by each of the agents. You can sort the matrix
grouped by the common set of skill requirements across our agent population. This help sidentify the
routing profiles as one marked in the green box (which consists of two queues), which you can assign
agents to. As a result of this exercise, you have identified four routing profiles, and assign your 13 agents

to them accordingly.

Based on the previous table, an incoming call from a contact needing the Savings skill could be served by
three groups of agents in the three routing profiles 1, 2, and 4 as depicted in the following diagram:

Priority and delay

Amazon
Connect

RoutingProfilel
[ | Savings | |
[_|_Checking | |

RoutingProfile2
[ | _Savings | |
[ | Checking | |
[ | _Lloans | |

RoutingProfile3

[_|_Checking | ]
[ | _Loans | |

RoutingProfile4

[_| Checking | |
[ | Savings | |
[ | _Loans | |

Using the combination of priority and delay in different Routing Profiles, you can create flexible routing

strategies.
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The preceding routing profile example shows a set of queues, and their respective priority and delay.
The lower the number, the higher the priority. All higher priority calls must be processed before a lower
priority call will be processed. This is a difference from systems that will eventually process lower priority
of calls based upon a weighting factor.

You can also add a delay to each of the queues within each of the routing profiles. Any call coming into
the queue will be held for the specified period of delay assigned to the designated queue. The call will
be held for the delay period, even when agents are available. You might use this in situations where you
have a group of agents who are reserved to help you meet your Service Level Agreements (SLAs), but
are otherwise assigned to other tasks or queues. If a call doesn't get answered within a specified period
of time, these agents would become eligible to receive a call from the designated queue. For example,
consider the following diagram:

Longest

Service Level Goal = 30 seconds Available

Customer
Call

Senior: Agents — Routing Profil:

“|5 seconds later...”

Longest
Databases Inceligence Available

This diagram shows an SLA of 30 seconds. A call comes in for the Savings queue. The Savings queue
immediately looks for an agent in the “Savings” routing profile due to the configuration of O delay in
the profile for the queue. Because of the configuration of 15 delay for Senior Agents, they will not be
eligible to receive the Savings contact for 15 seconds. After 15 seconds elapses, the contact becomes
available for a Senior Level agent and Amazon Connect looks for the Longest Available across both
routing profiles.
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Path to service

When you are designing customer experiences in Amazon Connect, plan to ensure a path to service.
There are many planned and unplanned events that can impact the customer experience as they traverse
through Amazon Connect contact flows. The following sample customer experience shows some
suggested checks to ensure a consistent quality experience for your contacts:

'l
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Holiday? ‘:’as—b[ Holiday Treatment J
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Non Business Hours
Treatment
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|a. Over Flows
b. Queued Callbacks

s Emergency?

Yas
W
Emergency Agents Un-staffed
[ Defaults ] | Treatmant ] Treatmant

This sample customer experience takes into account planned events such as Holidays and Business hours
as well as unplanned events, like agents not staffed during business hours. With this logic, you can also
account for emergency situations, such as contact center closures because of inclement weather or
service disruptions. Consider the following concepts as illustrated in the diagram:

« Self-service: In a typical IVR, you can include any greetings and disclaimer messages such as call
recording announcements upfront, which can be followed by self-service options. Self-service brings
cost and performance optimizations for your contact center and enables your organization to serve
customers 24x7, regardless of holidays, business hours, or availability of agents. Always include a
path to service in case customers are unable to self-serve and need human assistance. For example,
if you are using Amazon Lex bots for self-service, you can make use of fallback intents to escalate
conversations for human assistance.
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« Holidays: Many enterprise customers have a central repository that holds corporate holidays. You
can use an AWS Lambda function to data dip into that repository and offer holiday treatment to
customers. Additionally, you can also store corporate holidays in DynamoDB along with a custom
message for each holiday. For example, if your enterprise observes December 25 as Christmas, you
could have a holiday prompt or Text to Speech, “We are currently closed for Christmas. Please call back
on December 26 when our normal business hours will resume.”

Amazon Lambda DynamoDB
Connect

« Business hours: After holidays have been verified, you can check for business hours and, if outside of
business hours, you can change the experience dynamically for your contacts. If the contact occurs
during business hours, you can identify customer intent for calls and map to certain queues in your
contact center, increasing the likelihood of getting to the correct agent, and decreasing the amount
of time it takes your contact to reach service. It is highly recommended to map defaults as customers
could be calling for a reason you haven't accounted for yet or may respond in a way you don't expect.

« Emergency messages: After you have identified customer intent for call, it is suggested to implement
an emergency check treatment. In the event of an emergency situation that impacts your contact
center, you can store an emergency True/False flag in an intermediary database like DynamoDB. To
allow your supervisors and administrators to set this flag dynamically, with no code, you can build
a separate IVR that authenticates your Amazon Connect administrators based upon ANI and PIN
number verification for internal use only. In the event of emergency, your supervisors can call into that
dedicated line from their phones and after authentication set the Emergency flag to true for scenarios
such as contact center closure due to inclement weather or ISP outage at the physical location of
contact center.

« Emergency message API: You can also consider building an AWS API gateway with AWS Lambda
function at the back end to set the Emergency flag to true/false securely in the database. Your
supervisors can securely access that APl through web to toggle disaster mode or dynamically toggle
it in response to an external event. In your Amazon Connect instance, every contact that comes in
through the contact flow will use AWS Lambda to check for that emergency flag and, in case of
disaster mode, you can dynamically make announcements and provide a customer with a path to
service. This will further ensure business continuity and mitigate the impact of situations like these
from affecting your customers.

« Check agent staffing: Before transferring to the queue in your contact flow, you can check agent
staffing to ensure that an agent is logged in to service the contact. For example, you may have an
agent busy servicing another contact that might become available in the next five minutes, or you
may not have anyone logged into the system at all. During these instances, you will prefer a different
customer experience rather than making them wait in the queue for an agent to become available.

« Route to service: When you transfer the call to the queue, you can offer queued callbacks, queue
overflows, or tiered routing using Amazon Connect routing profiles to offer a consistent, high-quality
experience for your callers that meet your Service Level requirements.

Resources

Documentation
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e DevOps and AWS

« Amazon Connect Service APl Documentation

Blog

« How to handle unexpected contact spikes with Amazon Connect

Whitepaper

» Operational Excellence Pillar

Video

o DevOps at Amazon

Security: Design principles for developing a secure
contact center

Security includes the ability to protect information, systems, and assets while delivering business
value through risk assessments and mitigation strategies. This section provides an overview of design
principles, best practices, and questions surrounding security for Amazon Connect workloads.

Amazon Connect Security Journey

After you've made the decision to move your workload to Amazon Connect, in addition to reviewing
Security in Amazon Connect (p. 1063) and Security Best Practices for Amazon Connect (p. 1132), follow
these guidelines and steps to understand and implement your security requirements relative to the
following core security areas:

r

AWS Security Compliance Iﬂeﬂnmysasnd » Detective » Infrastructure| Data » Incident
Model Foundations Management Controls Protection Protection Response

Understanding the AWS Security Model

When you move computer systems and data to the cloud, security responsibilities become shared
between you and AWS. AWS is responsible for securing the underlying infrastructure that supports the
cloud, and you're responsible for anything you put on the cloud or connect to the cloud.
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AWS Shared Responsibility Model

Customer Data

Customers are
responsible for
their security
IN
the Cloud

Platform, Applications, Identity & Access Management

Operating System, Network & Firewall Configuration

AWS is
responsible for
the security
OF
the Cloud

Availability
Zones

Edge Locations
Regions

Which AWS services you use will determine how much configuration work you have to perform as part
of your security responsibilities. When you use Amazon Connect, the shared model reflects AWS and
customer responsibilities at a high-level, as shown in the following diagram.

AWS Shared Responsibility Model for Amazon Connect
Managed by

Customer Data

Customers

AWS Foundation Services

Availability Zones
AWS Global Edge Locations

Infrastructure Regions

Compliance Foundations

Third-party auditors assess the security and compliance of Amazon Connect as part of multiple AWS
compliance programs. These include SOC, PCl, HIPAA, C5 (Frankfurt), and HITRUST CSF.

For a list of AWS services in scope of specific compliance programs, see AWS Services in Scope by
Compliance Program. For general information, see AWS Services Compliance Programs.
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Region selection

Region selection to host the Amazon Connect instance depends on data sovereignty restrictions and
where the contacts and agents are based. After that decision is made, review network requirements for
Amazon Connect and ports and protocols that you need to allow. Additionally, to reduce the blast radius
use the domain allow list or allowed IP address ranges for your Amazon Connect instance.

For more information, see Set up your network (p. 605).

AWS services integration

We recommend reviewing each AWS service in your solution against the security requirements of your
organization. See the following resources:

» Security in AWS Lambda
« Security and Compliance in DynamoDB

« Security in Amazon Lex

Data Security in Amazon Connect

During your security journey, your security teams may require a deeper understanding of how data is
handled in Amazon Connect. See the following resources:

« Detailed network paths for Amazon Connect (p. 613)

o Infrastructure security in Amazon Connect (p. 1129)

o Compliance validation in Amazon Connect (p. 1126)

Workload diagram

Review you workload diagram and architect an optimum solution on AWS. This includes analyzing and
deciding which additional AWS services should be included in your solution and any third-party and on-
premises applications that need to be integrated.

For example, a workload for automatically distributing scheduled reports for Amazon Connect stores
the scheduled reports in an S3 bucket. A CloudWatch event initiates an AWS Lambda function when a

new report is added to the S3 bucket. It then sends an email with the report attached. The following
workload diagram shows Amazon Connect along with AWS Lambda, Amazon S3, Amazon CloudWatch,

and Amazon Simple Email Service (Amazon SES).

-— > > < Amazon CloudWatch
A\
\\

i

Amazon Connect Amazon S3 AWS Lambda

Amazon SES

107


https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/lex/latest/dg/security.html
http://aws.amazon.com/blogs/contact-center/automatically-distribute-scheduled-reports-for-amazon-connect/

Amazon Connect Administrator Guide
Identity and Access Management

AWS Identity and Access Management (IAM)

Types of Amazon Connect Personas

There are four types of Amazon Connect personas, based on the activities being performed.
External Customers Contact Center Users and Administrators AWS IAM Admistration

Connect Service
Administrator

AWS Services
. @ “*See Note
- & B
Amazon Connect I

@ Instance
@ Y
> X AWS IAM
.iE l Administrator
7
Connect @ N/
Contacts L.

IAM Permissions
Policy

. Connect
Frofile

Connect Service
User/Agent **Connect Instance

Creation and Administration

1. IAM administrator — IAM administrators create or modify Amazon Connect resources and may also
delegate administrative access to other principals. The scope of this persona is focused on creating
and administering your Amazon Connect instance.

2. Amazon Connect administrator — Service administrators determine which Amazon Connect features
and resources employees should access within the Amazon Connect console. The service administrator
assigns security profiles to determine who can access the Amazon Connect console and what tasks
they can perform. The scope of this persona is focused on creating and administering your Amazon
Connect contact center.

3. Amazon Connect agent — Agents interact with Amazon Connect to perform their job duties. Service
users may be contact center agents or supervisors.

4. Amazon Connect Service contact — The customer who interacts with your Amazon Connect contact
center.

IAM Administrator Best Practices

IAM Administrative access should be limited to approved personnel within your organization. IAM
administrators should also understand what IAM features are available to use with Amazon Connect. For
IAM best practices, see Security best practices in IAM in the IAM User Guide. Also see Amazon Connect
identity-based policy examples (p. 1101).

Amazon Connect Service Administrator Best Practices

Service administrators are responsible for managing Amazon Connect users, including adding users to
Amazon Connect give them their credentials, and assign the appropriate permissions so they can access
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the features needed to do their job. Administrators should start with a minimum set of permissions and
grant additional permissions as necessary.

Security profiles (p. 789) help you manage who can access the Amazon Connect dashboard and Contact
Control Panel, and who can perform specific tasks. Review the granular permissions granted within

the default security profiles available natively. Custom security profiles can be set up to meet specific
requirements. For example, a power agent who can take calls but also has access to reports. After this is
finalized, users should be assigned to the correct security profiles.

Multi-Factor Authentication

For extra security, we recommend that you require multi-factor authentication (MFA) for all IAM users in
your account. MFA can be set up through AWS IAM or your SAML 2.0 identity provider, or Radius server,
if that's more applicable for your use case. After MFA is set up, a third text box becomes visible on the
Amazon Connect login page to provide the second factor.

Identity Federation

In addition to storing users in Amazon Connect, you can enable single sign-on (SSO) to Amazon
Connect (p. 124) by using identity federation. Federation is a recommended practice to allow for
employee lifecycle events to be reflected in Amazon Connect when they are made in the source identity
provider.

Access to Integrated Applications

Steps within your contact flows may need credentials to access information in external applications and
systems. To provide credentials to access other AWS services in a secure way, use IAM roles. An |IAM role
is an entity that has its own set of permissions, but that isn't a user or group. Roles also don't have their
own permanent set of credentials and are automatically rotated.

Credentials such as API keys should be stored outside of your contact flow application code, where

they can be retrieved programmatically. To accomplish this, you can use AWS Secrets Manager or an
existing third-party solution. Secrets Manager enables you to replace hardcoded credentials in your code,
including passwords, with an API call to Secrets Manager to retrieve the secret programmatically.

Detective controls

Logging and monitoring are important for the availability, reliability and, performance of contact center.
You should log relevant information from Amazon Connect contact flows to Amazon CloudWatch and
build alerts and notifications based on the same.

You should define log retention requirements and lifecycle policies early on, and plan to move log files to
cost-efficient storage locations as soon as practical. Amazon Connect public APIs log to AWS CloudTrail.
You should review and automate actions set up based on CloudTrail logs.

Amazon S3 is the best choice for long-term retention and archiving of log data, especially for
organizations with compliance programs that require log data to be auditable in its native format. After
log data is in an S3 bucket, define lifecycle rules to automatically enforce retention policies and move
these objects to other, cost-effective storage classes, such as Amazon S3 Standard - Infrequent Access
(Standard - IA) or Amazon S3 Glacier.

The AWS cloud provides flexible infrastructure and tools to support both sophisticated in cooperation
with offerings and self-managed centralized-logging solutions. This includes solutions such as Amazon
OpenSearch Service and Amazon CloudWatch Logs.

Fraud detection and prevention for incoming contacts can be implemented by customizing Amazon
Connect contact flows per the customer requirements. As an example, customers can check incoming
contacts against previous contact activity in DynamoDB, and then take action, such as disconnecting a
contact because they are a blocked contact.
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Infrastructure protection

Although there is no infrastructure to manage in Amazon Connect, there could be scenarios where

your Amazon Connect instance needs to interact with other components or applications deployed in
infrastructure residing on-premises. Consequently, it is important to ensure that networking boundaries
are considered under this assumption. Review and implement specific Amazon Connect infrastructure
security considerations. Also, review contact center agent and supervisor desktops or VDI solutions for
security considerations.

You can configure a Lambda function to connect to private subnets in a virtual private cloud (VPC)
in your account. Use Amazon Virtual Private Cloud to create a private network for resources such as
databases, cache instances, or internal services. Amazon Connect your function to the VPC to access
private resources during execution.

Data protection

Customers should analyze the data traversing through and interacting with the contact center solution.

« Third party and external data
« On-premises data in hybrid Amazon Connect architectures

After analyzing the scope of the data, data classifications should be performed paying attention to
identifying sensitive data. Amazon Connect conforms to the AWS shared security model. Data protection
in Amazon Connect (p. 1063) includes best practices like using MFA and TLS and the use of other AWS
services, including Amazon Macie.

Amazon Connect handles variety of data related to contact centers (p. 1064). This includes phone call
media, call recordings, chat transcripts, contact metadata as well as contact flows, routing profiles and
queues. Amazon Connect handles data at rest by segregating data by account ID and instance ID. All data
exchanged with Amazon Connect is protected in transit between the user's web browser and Amazon
Connect using open standard TLS encryption.

You can specify AWS KMS keys to be used for encryption including bring your own key (BYOK).
Additionally, you can use key management options within Amazon S3.

Protecting Data Using Client-Side Encryption

Your use case may require encryption of sensitive data that is collected by contact flows. For example,

to gather appropriate personal information to customize the customer experience when they interact

with your IVR. To do this you can use public-key cryptography with the AWS Encryption SDK. The AWS
Encryption SDK is a client-side encryption library designed to make it efficient for everyone to encrypt
and decrypt data using open standards and best practices.

Input validation

Perform input validation to ensure that only properly formed data is entering the contact flow. This
should happen as early as possible in the contact flow. For example, when prompting a customer to say
or enter a telephone number, they may or may not include the country code.

Amazon Connect security vectors

Amazon Connect security can be divided into three logical layers as illustrated in the following diagram:
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External Key

P | ~ — Agent workstatior
f N External
Contact

. Agent workstation. The agent workstation layer is not managed by AWS and consists of any physical
equipment and third-party technologies, services, and endpoints that facilitate your agent'’s voice,
data, and access the Amazon Connect interface layer.

Follow your security best practices for this layer with special attention to the following:

« Plan identity management keeping in mind best practices noted in Security Best Practices for
Amazon Connect (p. 1132).

« Mitigate insider threat and compliance risk associated with workloads that handle sensitive
information, by creating a secure IVR solution that enables you to bypass agent access to sensitive
information. By encrypting contact input in your contact flows, you're able to capture information
securely without exposing it to your agents, their workstations, or their operating environments. For
more information, see Encrypt customer input (p. 508).

« You are responsible for maintaining the allow list of AWS IP addresses, ports, and protocols needed
to use Amazon Connect.

. AWS: The AWS layer includes Amazon Connect and AWS integrations including AWS Lambda, Amazon
DynamoDB, Amazon APl Gateway, Amazon S3, and other services. Follow the security pillar guidelines
for AWS services, with special attention to the following:

« Plan identity management, keeping in mind best practices noted in Security Best Practices for
Amazon Connect (p. 1132).

« Integrations with other AWS services: Identify each AWS service in the use case as well as any third-
party integration points applicable for this use case.
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« Amazon Connect can integrate with AWS Lambda functions that run inside of a customer VPC
through the VPC endpoints for Lambda.

3. External: The External layer includes contact points including chat, click-to-call endpoints, and the

PSTN for voice calls, integrations you may have with legacy contact center solutions in a Hybrid
contact center architecture, and integrations you may have with other third-party solutions. Any entry
point or exit point for a third party in your workload is considered the external layer.

This layer also covers integrations customers may have with other third-party solutions and
applications such as CRM systems, work force management (WFM), and reporting and visualization
tools and applications, such as Tableau and Kibana. You should consider the following areas when
securing the external layer:

« You can create contact filters for repeat and fraudulent contacts using AWS Lambda to write contact
details to DynamoDB from within your contact flow, including ANI, IP address for click-to-dial and
chat endpoints, and any other identifying information to track how many contact requests occur
during a given period of time. This approach allows you to query and add contacts to deny lists,
automatically disconnecting them if they exceed reasonable levels.

« ANI Fraud detection solutions using Amazon Connect telephony metadata (p. 524) and partner
solutions can be used to protect against caller ID spoofing.

« Amazon Connect Voice ID (p. 858) and other voice biometric partner solutions can be used to
enhance and streamline the authentication process. Active voice biometric authentication allows
contacts the option to speak specific phrases and use those for voice signature authentication.
Passive voice biometrics allow contacts to register their unique voiceprint and use their voiceprint to
authenticate with any voice input that meets sufficient length requirements for authentication.

« Maintain the application integration (p. 616) section in the Amazon Connect console for adding
any third-party application or integration points to your allow list, and remove unused endpoints.

» Send only the data necessary to meet minimum requirements to external systems that handle
sensitive data. For example, if you have only one business unit using your call recording analytics
solution, you can set an AWS Lambda trigger in your S3 bucket to process contact records, check for
the business unit's specific queues in the contact record data, and if it is a queue that belongs to the
unit, send only that call recording to the external solution. With this approach, you only send the
data necessary and avoid the cost and overhead associated with processing unnecessary recordings.

For an integration that enables Amazon Connect to communicate with Amazon Kinesis and Amazon
Redshift to enable the streaming of contact records, see Amazon Connect integration: Data
streaming.

Resources

Documentation

AWS Cloud Security

Security in Amazon Connect (p. 1063)
IAM Best Practices

AWS Compliance

AWS Security blog

Articles

Security Pillar
Introduction to AWS Security
AWS Security Best Practices
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Videos

« AWS Security State of the Union
o AWS Compliance - The Shared Responsibility Model

Reliability

Reliability includes the ability of a system to recover from infrastructure or service disruptions,
dynamically acquire computing resources to meet demand, and mitigate disruptions such as
misconfigurations or transient network issues. As resiliency is handled as part of the service, there
are no reliability practices unique to Amazon Connect beyond of what is covered in Operational
Excellence (p. 93). You can find prescriptive guidance on implementation in the Reliability Pillar
whitepaper.

Resources

Documentation

» AWS Service quotas
 Resilience in Amazon Connect (p. 1128)
e Amazon CloudWatch

Whitepaper

« Reliability Pillar

Video

« Embracing Failure: Fault-Injection and Service Reliability

Product

» Trusted advisor: An online tool that provides you real-time guidance to help you provision your
resources following AWS best practices.

Performance efficiency

Performance efficiency includes the ability to use computing resources efficiently to meet system
requirements, and to maintain that efficiency as demand changes and technologies evolve. This section
provides an overview of design principles, best practices, and questions surrounding performance
efficiency for Amazon Connect workloads. You can find prescriptive guidance on implementation in the
Performance Efficiency Pillar whitepaper.

Architectural design

There are two fundamental architectural design principles to consider when designing experiences for
the contact center:

« Reductionism is a philosophical tenet stating that by analyzing a system to its ultimate component
parts, you can unravel it at deeper levels.
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« Holism, in contrast, states that by considering the whole picture one gets a deeper and more complete
view of a situation than by analyzing it into its component parts

The reductionist approach focuses on each individual component (IVR, ACD, Speech Recognition) on

its own and often results in a disjointed customer experience that, when evaluated individually, may
meet performance requirements for the use case. However, when evaluated end-to-end, can result in
decreased quality of experience for your contacts while funneling development efforts into operational
silos. This approach complicates regression testing, increases time to market, and limits the development
of cross-discipline operational resources critical to the success of your contact center.

A holistic view of the contact center is shown in the following diagram:

Greeting

Listen

Restate and assure help

Find hidden concems DISC Dvery

solate primary concems
Isolate primary concern

Find ways to add value ‘

Bridge to solution

Solution

The holistic approach results focus on a more complete and cohesive experience for customers, and not
which technology will provide which part of that experience.

Let the customer and what they want define and guide your efforts. The experiences that you create for
your contacts should not be static or an end state, but should serve as a starting point that should be
iterated on continuously based on customer feedback. The regular collection and review of operational
and tuning data surrounding how your contacts are interacting and navigating throughout their journey
should drive that iteration. Your goal should be dynamic and personalized experiences for contacts
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reaching your company. This can be accomplished through dynamic data-driven contact design and
routing, resulting in an experience that conforms to your contact and their individual needs.

You can start with the default experience, building out your contact flows, but refactoring your single
contact flow into two to enable future segmentation:

QA Announcement ‘

'
1. Patient
2. Facility TM or Healthcare Professional

Facility TM or

Patient " 2 | Healthcare Prof
L
Listen Carefully ... Listen Carefully ...
1. Refill 1. Refill or Renew Prescription
2. Order Status 2. Order Status
3. Questions about Billing 3. Questions about Insurance
4. Questions about Enroliment 4. Questions about Prior Authorization
5. All Other 5. New Prescription
#. Repeat 6. Patient Enroliment
7. All Other
#. Repeat

In your next iteration, identify additional experiences that you need to plan for and build routing and,

if necessary, contact flows for each. For example, you may want to play different prompts for a contact
that is past due on their bill or that may have tried to contact multiple times for the same purpose.
With this approach, you are working towards personalized, dynamic experiences that are pertinent to
your contacts and why they are contacting you. In addition to improving the quality of experience for
your contacts and decreasing handle times, you're encouraging contact self-service by providing a more
intelligent and flexible experience. Your next iteration may look like the following illustration:
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Greeting

7. Spanish .
il gtplstlng Patient "Who's Calling?"
2. New Patient Calling to Enroll
3. Facility Tearm-male

7 |4 Prescriber
*. Repeat
1. 4,
New Existing 2 - i :
Patients Patients | } Facilities Prescribers
1
g 1. Refill 1. Refill or Renew Prescription 1. Refill
= 2. Order Status 2. Order Status 2 Renew
w 3. Questions about Billing 3. Questions about Insurance 3. Returning a Call
4. All Other 4. Questions about Prior Authorization
Gea Routing o *. Repeal 5. New Prescription
Enraliment Skills 6. Patient Enrolirmeant
7. All Other
*. Repeat

Contact flow design

A contact flow defines the customer experience with your contact center from start to finish. Your
contact flow configuration can have a direct impact on performance, operational efficiency, and ease of

maintenance.

Many Large businesses support multiple phone numbers, business units, prompts, queues, and other
Amazon Connect resources. While it is possible to have unique contact flows for each phone number and
line of business, it can lead to a one-to-one mapping of phone numbers and contact flows. This results in
unnecessary service quota requests and a large number of contact flows to support and maintain. A one-
to-one mapping of DNIS and Contact flow implementation is illustrated in the following figure:
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Alternatively, you should consider an approach that results in Multiple DNIS to one or few contact

flows by using the dynamic nature of Amazon Connect contact flows. With this approach, you can store
configuration information like Prompts, Queues, Business Hours, Whisper Prompts/Flows, Queues,
Queue Treatments and Hold Messages etc., in NoSQL Database DynamoDB. In Amazon Connect, you can
associate multiple phone numbers to the same contact flow and use the Lambda function to look up
configurations for that phone number. This allows you to dynamically define the contact’s experience

based on the att

ributes returned from DynamoDB.

For example, you can play prompts or use Text-to-Speech (TTS) to greet callers based upon the lookups
in DynamoDB or associate queues using dynamic attributes supported in contact flow blocks. The result
with this approach is a contact flow implementation that is efficient to build, maintain, and support:
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Load testing

If you need to run load or scale testing, you can employ third-party or partner solutions to run load
tests, or develop your own custom solution using the Amazon Connect StartOutboundVoiceContact
API to generate calls combined with browser automation scripts to simulate agent behavior. Before to
performing load tests, review and follow the Amazon Connect Load Testing Policy.

Agent enablement

Amazon Connect provides a readily available browser-based Contact Control Panel (CCP) for agents

to interact with customer contacts. Your agents use the CCP to accept contacts, chat with contacts,
transfer them to other agents, put them on hold, and perform other key tasks. You can realize significant
performance efficiency through the creation of custom agent desktop solutions using the Amazon
Connect Streams API. Consider using the Streams API to increase performance efficiency in the following
areas:

« CRM integration - The Streams API allows you to embed the CCP in your CRM application, create your
own interface, or integrate with other AWS services and partner solutions to provide your agents with
the tools and resources they need to service your contacts. With a custom desktop, like the Amazon
Connect and Salesforce integration (p. 294), your agents can get a comprehensive view of customer
and contact in a single interface without managing multiple screens and interfaces.

« Authentication - You can configure SAML for identity management in Amazon Connect and use AWS
SSO (SSO) to allow your agents to use the same credentials they use to access your other systems and
avoid the need to enter them multiple times.

« Agent automation - In addition to streamlining your agent experience, you can automate common,
repeatable tasks. For example, automatically creating cases or pre-filling webforms and offering a
screen pop with relevant information when a contact is offered. This can reduce handle times and
improve the quality of experience for your agents and contacts.

« Enhanced capabilities - You can also enhance/extend the CCP functionality to include real-time
Transcriptions, Translations, Suggested Actions and Knowledge base integrations. Integrating
enhanced capabilities with your agent desktop will allow skilled agents to service contacts more
efficiently and unskilled agents to provide service when skilled agents aren't available. For example,
you can use this approach to automatically translate a chat contact for unskilled agent that doesn’t
know the language. When your agent replies, you can automatically translate the text to the contact’s
language, allowing for real-time bilingual communication.

Using other AWS services

This section discusses AWS services that you can use to improve performance, identify areas of
opportunity, and gain valuable insights into your contact data.

AWS Lambda

You can use AWS Lambda in your Amazon Connect contact flows to perform data dips for customer
information, send SMS text messages, and with other services like Amazon S3 to automatically distribute
scheduled reports. For more information, see Best Practices for Working with AWS Lambda functions.

AWS Direct Connect

AWS Direct Connect is a cloud service solution that makes it more efficient to establish a dedicated

network connection from your premises to AWS. It provides a durable, consistent connection rather than
relying on your ISP to dynamically route requests to AWS resources. It allows you to configure your edge
router to redirect AWS traffic across dedicated fiber rather than traversing the public WAN and establish
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private connectivity between AWS and your data center, office, or colocation environment. In many
cases, this can reduce your network costs, increase bandwidth throughput, and provide a more consistent
network experience than Internet-based connections.

While AWS Direct Connect does not solve issues specific to private LAN/WAN traversal to your edge
router, it can help solve for latency and connectivity issues between your edge router and AWS resources.
It can also solve for latency and poor call quality between your edge router and AWS resources.

Depending on your VDI environment, you may not be able to take advantage of AWS Direct Connect as
it requires you to configure your edge router to redirect AWS traffic across dedicated fiber rather than
traversing the public WAN. If the VDI environment is hosted outside of your local DXC-enabled network,
you may not be able to take full advantage of AWS Direct Connect.

Do not use AWS Direct Connect for “QoS" or “increased security.” AWS Direct Connect can cause
performance degradation in cases where the latency from the agent workstation is higher than the
ISP's path to the Amazon Connect instance. AWS Direct Connect does not offer additional security when
compared to an ISP as Amazon Connect voice and data is already encrypted.

Amazon Polly

Amazon Connect offers a native integration with Amazon Polly, allowing you to play dynamic and
natural Text-to-Speech (TTS), use Speech Synthesis Markup Language (SSML), and take advantage
of Neural Text-to-Speech (NTTS) to achieve the most natural and human-like text-to-speech voices
possible.

Amazon Lex

Your contact’s path to service can be a challenging experience that doesn't always meet up to their
expectations. Your contacts may wait on hold, repeat information, need to be transferred, and ultimately,
spend too much time getting what they need. Al is playing a role in improving this customer experience
in call centers to include engagement through chatbots — intelligent, natural language virtual assistants.
These chatbots are able to recognize human speech and understand the caller’s intent without requiring
the caller to speak in specific phrases. Contacts can perform tasks such as changing a password,
requesting a balance on an account, or scheduling an appointment without ever speaking to an agent.

Amazon Lex is a service that allows you to create intelligent conversational chatbots. It lets you turn
your Amazon Connect contact center contact flows into natural conversations that provide personalized
experiences for your callers. Using the same technology that powers Amazon Alexa, an Amazon Lex
chatbot can be attached to your Amazon Connect contact flow to recognize the intent of your caller,

ask follow-up questions, and provide answers. Amazon Lex maintains context and manages the
dialogue, dynamically adjusting the responses based on the conversation, so your contact center can
perform common tasks for callers, to address many customer inquiries through self-service interactions.
Additionally, Amazon Lex chatbots support an optimal (8 kHz) telephony audio sampling rate, to provide
increased speech recognition accuracy and fidelity for your contact center voice interactions.

Building an effective Amazon Lex bot requires providing simple and realistic utterances as training sets
to the bot, periodically reviewing your bot's performance, updating your utterance set, and modifying
the bot based on such a review. For more information, see the following resources:

» Monitoring in Amazon Lex
 Building Better bots using Amazon Lex

Amazon Kinesis

For situations where you need to gain additional insight from your contact metrics and real-time data
from Amazon Connect, you can:
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« Export your contact record data to Amazon Redshift using Amazon Kinesis.

« Use Amazon Kinesis video stream (KVS) and AWS Lambda to transcribe call recordings or voice
contacts in real-time using Amazon Transcribe and send the resulting text to Amazon Comprehend for
sentiment analysis.

« Leverage the Amazon Connect Agent Event Kinesis Stream (p. 965) for real-time agent CTI and
schedule adherence data.

Amazon OpenSearch Service and Kibana

Using Amazon OpenSearch Service and Kibana to process real-time Amazon Connect data gives you
a flexible way to query and visualize real-time and historical Amazon Connect data beyond native
reporting capabilities.

Amazon Connect Contact Lens

Contact Lens for Amazon Connect is a set of machine learning (ML) capabilities integrated into
Amazon Connect that allow contact center supervisors to better understand the sentiment, trends, and
compliance risks of customer conversations to effectively train agents, replicate successful interactions,
and identify crucial company and product feedback. Contact Lens for Amazon Connect transcribes
contact center calls to create a fully searchable archive and surface valuable customer insights.

Resources

Documentation

« Best practices design patterns: optimizing Amazon S3 performance
o Amazon EBS volume performance on Linux instances

Whitepaper

« Performance Efficiency Pillar

Video

o AWS re:lnvent 2016: Scaling Up to Your First 10 Million Users (ARC201)
o AWS re:lnvent 2017: Deep Dive on Amazon EC2 Instances

optimization

Cost Optimization includes the ability to run systems to deliver business value at the lowest price point.
This section provides an overview of design principles, best practices, and questions surrounding cost
optimization for Amazon Connect workloads. You can find prescriptive guidance on implementation in
the Cost Optimization Pillar whitepaper.

There are five areas to consider for cost optimization for Amazon Connect workloads.

Region selection

Amazon Connect Region selection is one of the first decision customers make when adopting Amazon
Connect for their contact center workloads. While latency and voice quality are important aspects to
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Region selection, you should evaluate Region selection from a cost perspective as well. Telephony pricing
for Claimed Phone Numbers Per Day and Per Minute Inbound Usage can be different for countries
depending upon the AWS Region in which you select to instantiate your Amazon Connect Instance. You
can find telephony price for each Region at Amazon Connect Pricing page.

Callbacks

You can provide a callback in your contact flow for callers during high call volume periods or long wait
times. You can use callbacks to reduce cost and improve the quality of experience for your contacts.
When your contact opts-in for the callback, Amazon Connect will retain the position in the queue and
allow the caller to disconnect. When an agent becomes available to service your contact, Amazon
Connect will place an outbound call to the number configured to connect the contact to your agent. A
sample callback contact flow is included in every instance at creation. You can also use AWS Lambda and
Amazon DynamoDB to prevent duplicate callback requests.

Storage

With Amazon Connect, you can configure your instance and contact flows to store call recordings and
chat transcripts of caller's interactions for compliance, quality monitoring, and training purposes. Voice
contacts are not recorded unless an agent is connected to the caller. If multiple agents are connected,
each will have an associated call recording or transcript. Amazon Connect stores voice recordings in
Amazon S3 according to your Amazon S3 Lifecycle policy configuration. With the call recordings stored
in Amazon S3, you can use Amazon S3 tiers of storage to manage retention and optimize cost. For
example, you can transition objects using Amazon S3 Lifecycle to move call recordings and transcripts
over three months old to S3 Glacier to reduce storage cost.

Self-service

Amazon Connect's pay-as-you-go pricing model can result in lower costs as compared to traditional
licensing-based contact centers. However, the traditional contact center infrastructure that spans
automatic call distribution (ACD) systems, IVR, telephony and work force management (WFM) systems
plays a proportionately small contribution to the overall cost of contact center operations. The largest
contributor to the cost of the contact center often comes from human capital and the real estate
required to provide an operating environment for your agents. Amazon Connect contact flows can be
used natively with Amazon Lex for NLU, NLP, and ASR and Amazon Polly for lifelike Text-to-Speech (TTS)
to build highly engaging user experiences and natural conversational interactions across voice and text.
By using an Amazon Lex chatbot in your Amazon Connect call center, callers can perform tasks such

as changing a password, requesting a balance on an account, or scheduling an appointment, without
needing to speak to an agent. These self-service options result in better customer experience and lowers
your cost per contact.
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You can use click-to-call in Amazon Connect to initiate a voice call using the StartOutboundVoiceContact
API for authentication through web or mobile application to reduce call handle times and improve the
quality of experience. With this approach, you're able to offer your contact the ability to bypass IVR
authentication, pass contextual information like URLs, recent web/mobile activity, and user data to your
contact flows to create dynamic, personalized experiences. For example, a contact browsing your website
to purchase an item or member of a financial institution who is already authenticated in the mobile app
and wants to speak with an agent about a recent transaction.

Redirect voice contacts to chat

With Amazon Connect, you can allow agents to handle multiple chat conversations simultaneously where
they would only able to handle one voice conversation. When you don't have a voice agent available, you
can send an SMS text message to your customer to offer a link to chat with an agent right away.

Resources

Documentation

« Analyzing Your Costs with Cost Explorer
« AWS Cloud Economics Center
« What are AWS Cost and Usage Reports

Whitepaper

« Cost Optimization Pillar
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Plan your identity management in
Amazon Connect

Before you set up your Amazon Connect instance (p. 135), you should decide how you want to manage
your Amazon Connect users.

You cannot change the option you select for identity management after you create an instance.
Instead, you must delete the instance and create a new one. However, if you delete an instance, you lose
its configuration settings and metrics data.

When you create your instance, you can choose from one of the following identity management
solutions:

« Store users with Amazon Connect—Choose this option if you want to create and manage user
accounts within Amazon Connect.

When you manage users in Amazon Connect, the user name and password for each user is specific
to Amazon Connect. Users must remember a separate user name and password to log in to Amazon
Connect.

« Link to an existing directory—Choose this option to use an existing Active Directory. Users will log in
to Amazon Connect using their corporate credentials.

If you choose this option, the directory must be associated with your account, set up in AWS Directory
Service, and be active in the same Region in which you create your instance. If you plan to choose this
option, you should prepare your directory before you create your Amazon Connect instance. For more
information, see Use an existing directory for identity management (p. 123).

« SAML 2.0-based authentication—Choose this option if you want to use your existing network identity
provider to federate users with Amazon Connect. Users can only log in to Amazon Connect by using
the link configured through your identity provider. If you plan to choose this option, you should
configure your environment for SAML before you create your Amazon Connect instance. For more
information, see Configure SAML with IAM for Amazon Connect (p. 124).

Use an existing directory for identity management

If you are already using a AWS Directory Service directory to manage users, you can use the same
directory to manage user accounts in Amazon Connect. You can also create a new directory in AWS
Directory Service to use for Amazon Connect. The directory you choose must be associated with your
AWS account, and must be active in the AWS Region in which you create your instance. You can associate
an AWS Directory Service directory with only one Amazon Connect instance at a time. To use the
directory with a different instance, you must delete the instance with which it is already associated.

The following AWS Directory Service directories are supported in Amazon Connect:

« Microsoft Active Directory—AWS Directory Service lets you run Microsoft Active Directory as a
managed service.

« Active Directory Connector—AD Connector is a directory gateway you can use to redirect directory
requests to your on-premises Microsoft Active Directory.

« Simple Active Directory—Simple AD is a standalone managed directory that is powered by a Samba 4
Active Directory compatible server.
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You cannot change the identity option you select after you create the instance. If you decide to change
the directory you selected, you can delete the instance and create a new one. When you delete an
instance, you lose all configuration settings and metrics data for it.

There is no additional charge for using an existing or a proprietary directory in Amazon Connect. For
information about the costs associated with using AWS Directory Service, see AWS Directory Service
Pricing Overview.

The following limitations apply to all new directories created using AWS Directory Service:

« Directories can only have alphanumeric names. Only the "' character can be used.
« Directories cannot be unbound from an Amazon Connect instance after they have been associated.
» Only one directory can be added to an Amazon Connect instance.

« Directories cannot be shared across multiple Amazon Connect instances.

Configure SAML with IAM for Amazon Connect

Amazon Connect supports identity federation by configuring Security Assertion Markup Language
(SAML) 2.0 with AWS IAM to enable web-based single sign-on (SSO) from your organization to your
Amazon Connect instance. This allows your users to sign in to a portal in your organization hosted by a
SAML 2.0 compatible identity provider (IdP) and log in to an Amazon Connect instance with a single sign-
on experience without having to provide separate credentials for Amazon Connect.

Important notes

Before you begin, note the following:
« Choosing SAML 2.0-based authentication as the identity management method for your Amazon
Connect instance requires the configuration of AWS Identity and Access Management federation.

o The user name in Amazon Connect must match the RoleSessionName SAML attribute specified in the
SAML response returned by the identity provider.

« An Amazon Connect user can only be associated with a single AWS IAM Role. Changing the AWS IAM
Role used for federation will cause previously federated users to fail on login. For more information
about Identity and Access Management user and role management, see IAM roles.

Overview of using SAML with Amazon Connect

The following diagram shows the flow for SAML requests to authenticate users and federate with
Amazon Connect.
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SAML requests go through the following steps:

1. The user browses to an internal portal that includes a link to log in to Amazon Connect. The link is
defined in the identity provider.

2. The federation service requests authentication from the organization's identity store.

3. The identity store authenticates the user and returns the authentication response to the federation
service.

4. When authentication is successful, the federation service posts the SAML assertion to the user's
browser.

5. The user's browser posts the SAML assertion to the AWS sign in SAML endpoint (https://
signin.aws.amazon.com/saml). AWS sign in receives the SAML request, processes the request,
authenticates the user, and forwards the authentication token to Amazon Connect.

6. Using the authentication token from AWS, Amazon Connect authorizes the user and opens Amazon
Connect in their browser.

Enabling SAML-based authentication for Amazon
Connect

The following steps are required to enable and configure SAML authentication for use with your Amazon
Connect instance:

1. Create an Amazon Connect instance and select SAML 2.0-based authentication for identity
management.
2. Enable SAML federation between your identity provider and AWS.

3. Add Amazon Connect users to your Amazon Connect instance. Log in to your instance using the
administrator account created when you created your instance. Go to the User Management page and
add users.

125



Amazon Connect Administrator Guide
Select SAML 2.0-based authentication
during instance creation

Important

Due to the association of an Amazon Connect user and an AWS IAM Role, the user name must
match exactly the RoleSessionName as configured with your AWS IAM federation integration,
which typically ends up being the user name in your directory.

The format should match the intersection of the format conditions of the RoleSessionName and an
Amazon Connect user, as shown in the following diagram:

Resulting

e Amazon Connect user

RoleSessionName

Format:

« String: Upper- and lower-case alphanumeric characters with no spaces
« Length constraints: Minimum length of 2. Maximum length of 64.

« Special characters: @ - .

4. Configure your identity provider for the SAML assertions, authentication response, and relay state.
Users log in to your identity provider. When successful, they are redirected to your Amazon Connect
instance. The IAM role is used to federate with AWS, which allows access to Amazon Connect.

Select SAML 2.0-based authentication during
instance creation

When you are creating your Amazon Connect instance, select the SAML 2.0-based authentication option
for identity management. On the second step, when you create the administrator for the instance, the
user name that you specify must exactly match a user name in your existing network directory. There

is no option to specify a password for the administrator because passwords are managed through your
existing directory. The administrator is created in Amazon Connect and assigned the Admin security
profile.

You can log in to your Amazon Connect instance, through your IdP, using the administrator account to
add additional users.
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Enable SAML federation between your identity
provider and AWS

To enable SAML-based authentication for Amazon Connect, you must create an identity provider in
the IAM console. For more information, see Enabling SAML 2.0 Federated Users to Access the AWS
Management Console.

The process to create an identity provider for AWS is the same for Amazon Connect. Step 6 in the above
flow diagram shows the client is sent to your Amazon Connect instance instead of the AWS Management
Console.

The steps necessary to enable SAML federation with AWS include:

1. Create a SAML provider in AWS. For more information, see Creating SAML Identity Providers.

2. Create an IAM role for SAML 2.0 federation with the AWS Management Console. Create only one
role for federation (only one role is needed and used for federation). The IAM role determines
which permissions the users that log in through your identity provider have in AWS. In this case, the
permissions are for accessing Amazon Connect. You can control the permissions to features of Amazon
Connect by using security profiles in Amazon Connect. For more information, see Creating a Role for
SAML 2.0 Federation (Console).

Important
Replacing this Role causes previously federated users to fail at login because it breaks existing
user logins due to the immutable Amazon Connectuser association with the previous Role.

In step 5, choose Allow programmatic and AWS Management Console access. Create the trust policy
described in the topic in the procedure To prepare to create a role for SAML 2.0 federation. Then create
a policy to assign permissions to your Amazon Connect instance. Permissions start on step 9 of the To
create a role for SAML-based federation procedure.

To create a policy for assigning permissions to the IAM role for SAML federation

1. On the Attach permissions policy page, choose Create policy.
On the Create policy page, choose JSON.

3. Copy one of the following example policies and paste it into the JSON policy editor, replacing any
existing text. You can use either policy to enable SAML federation, or customize them for your
specific requirements.

Use this policy to enable federation for all users in a specific Amazon Connect instance. For SAML-
based authentication, replace the value for the Resource to the ARN for the instance that you

created:
{
"Version": "2012-10-17",
"Statement": [
{
"sid": "Statementl",
"Effect": "Allow",
"Action": "connect:GetFederationToken",

"Resource": [
"arn:aws:connect:us-east-1:361814831152:instance/2fb42df9-78a2-2e74-
d572-c8af67ed289b/user/${aws:userid}"
1
b
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Use this policy to enable federation to a specific Amazon Connect instances. Replace the value for
the connect:InstancelId to the instance ID for your instance.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statement2",
"Effect": "Allow",
"Action": "connect:GetFederationToken",
"Resource": "*",
"Condition": {
"StringEquals": {
"connect:InstanceId": "2fb42df9-78a2-2e74-d572-c8af67ed289b"
}
}
}
]
}

Use this policy to enable federation for multiple instances. Note the brackets around the listed

instance IDs.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statement2",
"Effect": "Allow",
"Action": "connect:GetFederationToken",
"Resource": "*",
"Condition": {
"StringEquals": {
"connect:InstanceId": [
"2fb42df9-78a2-2e74-d572-c8af67ed289b",
"1234567-78a2-2e74-d572-c8af67ed289b" ]
}
}
}
]
}

4. After you create the policy, choose Next: Review. Then return to step 10 in the To create a role for
SAML-based federation procedure in the Creating a Role for SAML 2.0 Federation (Console) topic.

. Configure your network as a SAML provider for AWS. For more information, see Enabling SAML 2.0
Federated Users to Access the AWS Management Console.

. Configure SAML Assertions for the Authentication Response. For more information, Configuring SAML
Assertions for the Authentication Response.

. For Amazon Connect, leave the Application Start URL blank.

6. Configure the relay state of your identity provider to point to your Amazon Connect instance. The URL

to use for the relay state is comprised as follows:
https://region-id.console.aws.amazon.com/connect/federate/instance-1id
Replace the region-1id with the Region name where you created your Amazon Connect instance,
such as us-east-1 for US East (N. Virginia). Replace the instance-1id with the instance ID for your

instance.

For a GovCloud instance, the URL is https://console.amazonaws-us-gov.com/:
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« https://console.amazonaws-us-gov.com/connect/federate/instance-id

Note

You can find the instance ID for your instance by choosing the instance alias in the Amazon
Connect console. The instance ID is the set of numbers and letters after '/instance' in the
Instance ARN displayed on the Overview page. For example, the instance ID in the following
Instance ARN is 7178c75e4-b3de-4839-a6aa-e321ab3f3770.
arn:aws:connect:us-east-1:450725743157:instance/178c75e4-b3de-4839-a6aa-
e321ab3f3770

Configurations for regionally isolated SAML sign in

Perform the following steps to use regional SAML endpoints. These steps are IdP agnostic; they work for
any SAML IdP (for example, Okta, Ping, OneLogin, Shibboleth, ADFS, AzureAD, and more).

1.

Update (or override) the AssertionConsumerService. There are two ways you can do this:

Option 1: Download the AWS SAML metadata and update the Location attribute to the Region
of your choice. Load this new version of the AWS SAML metadata into your IdP.

Following is an example of a revision:

<AssertionConsumerService index="1" isDefault="true"

Binding="urn:oasis:names:tc:SAML:2.0:bindings :HTTP-POST"
Location="https://region-id.signin.aws.amazon.com/saml" />

Option 2: Override the AssertionConsumerService (ACS) URL in your IdP. For 1dPs like Okta that
provide prebaked AWS integrations, you can override the ACS URL in the AWS admin console.
Use the same format to override to a Region of your choice (for example, https://region-
id.signin.aws.amazon.com/saml).

Update the associated role trust policy:

This step needs to be done for every role in every account that trusts the given identity provider.
Edit the trust relationship, and replace the signular SAML : aud condition with a multivalued
condition. For example:

o Default: "SAML : aud": "https://signin.aws.amazon.com/saml".

« With modifications: "SAML : aud": [ "https://signin.aws.amazon.com/saml", "https://region-
id.signin.aws.amazon.com/saml" ]

Make these changes to the trust relationships in advance. They should not be done as part of a
plan during an incident.

Configure a relay state for the Region-specific console page.

a.

If you don't do this final step, there's no guarantee that the Region-specific SAML sign in
process will forward the user to the console sign in page within the same Region. This step

is most varied per identity provider, but there are a blogs (for example, How to Use SAML to
Automatically Direct Federated Users to a Specific AWS Management Console Page) that show
the use of relay state to achieve deep linking.

Using the technique/parameters appropriate for your IdP, set the relay state to the console
endpoint that matches (for example, https://region-id.console.aws.amazon.com/connect/
federate/instance-1id).

Note

Ensure that STS is not disabled in your additional Regions.
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« Ensure no SCPs are preventing STS actions in your additional Regions.

Use a destination in your relay state URL

When you configure the relay state for your identity provider, you can use the destination argument in
the URL to navigate users to a specific page in your Amazon Connect instance. For example, use a link
to open the CCP directly when an agent logs in. The user must be assigned a security profile that grants
access to that page in the instance. For example, to send agents to the CCP, use a URL similar to the
following for the relay state. You must use URL encoding for the destination value used in the URL:

e https://us-east-1l.console.aws.amazon.com/connect/federate/instance-1id?
destination=%2Fconnect%2Fccp-v2

For a GovCloud instance, the URL is https://console.amazonaws-us-gov.com/. So the address would be:

« https://console.amazonaws-us-gov.com/connect/federate/instance-id?destination=%2Fconnect
%2Fccp-v2

Add users to your Amazon Connect instance

Add users to your connect instance, making sure that the user names exactly match the users names in
your existing directory. If the names do not match, users can log in to the identity provider, but not to
Amazon Connect because no user account with that user name exists in Amazon Connect. You can add
users manually on the User management page, or you can bulk upload users with the CSV template.
After you add the users to Amazon Connect, you can assign security profiles and other user settings.

When a user logs in to the identity provider, but no account with the same user name is found in Amazon
Connect, the following Access denied message is displayed.

Access denied

Your user account has not been added to Amazon Connect. Please ask your admin to add

you, and then try again.

Bulk upload users with the template

You can import your users by adding them to a CSV file. You can then import the CSV file to your
instance, which adds all users in the file. If you add users by uploading a CSV file, make sure that you

use the template for SAML users. You can find on the User management page in Amazon Connect. A
different template is used for SAML-based authentication. If you previously downloaded the template,
you should download the version available on the User management page after you set up your instance
with SAML-based authentication. The template should not include a column for email or password.

SAML user logging in and session duration

When you use SAML in Amazon Connect, users must log in to Amazon Connect through your identity
provider (IdP). Your IdP is configured to integrate with AWS. After authentication, a token for their
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session is created. The user is then redirected to your Amazon Connect instance and automatically
logged in to Amazon Connect using single sign-on.

As a best practice, you should also define a process for your Amazon Connect users to log out when they
are finished using Amazon Connect. They should log out from both Amazon Connect and your identity
provider. If they do not, the next person that logs in to the same computer can log in to Amazon Connect
without a password since the token for the previous sessions is still valid for the duration of the session.
It's valid for 12 hours.

About session expiration

Amazon Connect sessions expire 12 hours after a user logs in. After 12 hours, users are automatically
logged out, even if they are currently on a call. If your agents stay logged in for more than 12 hours, they
need to refresh the session token before it expires. To create a new session, agents need to log out of
Amazon Connect and your IdP and then log in again. This resets the session timer set on the token so
that agents are not logged out during an active contact with a customer. When a session expires while

a user is logged in, the following message is displayed. To use Amazon Connect again, the user needs to
log in to your identity provider.

_—' Session expired

Your session has expired. Please log in agzin to continue. Sessions expire after 10 hours.

Troubleshoot SAML with Amazon Connect

This article explains how to troubleshoot and resolve some of the most common issues customers
encounter when using SAML with Amazon Connect.

Error Message: Access Denied. Your account has been
authenticated, but has not been onboarded to this
application.

Access denied

Your account has been authenticated, but has not been anboardad to this application. Contact your Adminstrator to onboard to Amazon Connact and try again.

What does this mean?

This error means that the user has successfully authenticated via SAML into the AWS SAML login
endpoint. However, the user could not be matched/found inside Amazon Connect. This usually indicates
one of the following:

« The username in Amazon Connect doesn't match the RoleSessionName SAML attribute specified in
the SAML response returned by the identity provider.
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» The user doesn't exist in Amazon Connect.

« The user has two separate profiles assigned to them with SSO.

Resolution

Use the following steps to check the RoleSessionName SAML attribute specified in the SAML response
returned by the identity provider, and then retrieve and compare with the login name in Amazon
Connect.

1.

Perform a HAR capture (HTTP ARchive) for the end-to-end login process. This captures the network
requests from the browser side. Save the HAR file with your preferred file name, for example,
saml.har.

For instructions, see How do | create a HAR file from my browser for an AWS Support case?

Use a text editor to find the SAMLResponse in the HAR file. Or, run the following commands:

$ grep -o "SAMLResponse=.*&" azuresaml.har | sed -E 's/SAMLResponse=(.*)&/
\1l/' > samlresponse.txt

« This searches for the SAMLresponse in the HAR file and saves it to a samlresponse.txt file.
« The response is URL encoded and the contents are Base64 encoded.

Decode the URL response and then decode the Base64 contents using a third-party tool or a simple
script. For example:

$ cat samlresponse.txt | python3 -c "import sys; from urllib.parse
import unquote; print(unquote(sys.stdin.read()));" | base64 --decode >
samlresponsedecoded. txt

This script uses a simple python command to decode the SAMLResponse from its original URL
encoded format. Then it decodes the response from Base64 and outputs the SAML Response in plain
text format.

Check the decoded response for the needed attribute. For example, the following image shows how
to check RoleSessionName:

$ export username="grep -Eo 'RoleSessionName.*?</AttributeValue>'
samlresponsedecoded. txt | sed -E 's/.#*<AttributeValue>(.x)<\/AttributevValue>/\1/'

Check whether the username returned in from the previous step exists as a user in your Amazon
Connect instance:

$ aws connect list-users --instance-id [INSTANCE_ID] | grep $username

« If the final grep does not return a result then this means that the user does not exist in your
Amazon Connect instance or it has been created with a different case/capitalization.

« If your Amazon Connect instance has many users, the response from the ListUsers API call maybe
paginated. Use the NextToken returned by the API to fetch the rest of the users. For more
information, see ListUsers.

Example SAML Response

Following is an image from a sample SAML Response. In this case, the identity provider (IdP) is Azure
Active Directory (Azure AD).
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name"><AttributeValue>jane-doe @examplecorp.com</AttributeValue></Attribute><Attribute
Name="https://aws.amazon.com/SAML/Attributes/Role"><AttributeValue>arn:aws:iam::111111111111
rrolef/AzureAD Role,arn:aws:iam::111111111113:saml- L
provider/AzureAD Connect Admin</AttributeValue></Attribute><Attribute This is th e. returned
Name="https://aws.amazon.com/SAML/Attributes/RoleSessionName" ><AttributeValue><jane.doe@ex / RoleSessionName
amplecorp.com</AttributeValue></Attribute><Attribute
Name="https://aws.amazon.com/SAML/Attributes/SessionDuration" ><AttributeValue>900</AttributeV
alue></Attribute></AttributeStatement><AuthnStatement Authninstant="2020-03-17T04:31:42.8387"
Sessionindex="_aaaaaaaa-bbbb-ccce-dddd-
eepeeepeeeee><AuthnContext><AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:aciclasses:Passw
ord</AuthnContextClassRef></AuthnContext></AuthnStatement=</Assertion></samlp:Response>

Error Message: Bad Request. The request was not
valid and could not be processed.

Bad Aequeast

The Fequest was not vald and could not be processad,
Saa cOMMEn feasans for this nclude:
= “ou'ns using the oot credentials for your AWS account for SAML federation. This Is not supportec. Insteac, folow the sieg

* You're irying b uss SAML 1o federabe with an instance that Is not configured to w=e SAML authentication. Flease follow the =
YOUT SRIRCHAN 107 IGANTY MANACAMANT YoU Need 10 CRaNe & NAw INstance.

eate an LAM role for federation.
to configune SAML for kentity Managemant in Amazen Connect. Note that to change

= This usemame is aincedy sseociabed with a diifersm B role than the one curently beng usad for SAML jederstion between your iderity Provider and AWS. Flease Lse a difierent username, or restonrs the
‘associanon 10 the pravisus LAM ik

What does this mean?

One of the most common reasons for this error is an Amazon Connect user logged in previously using a
different identity provider. For example, first they logged in using this attribute name:

<Attribute Mame="https://aws.amazon.com/SAML/Attributes/Role" >

Then the same user tried to login but with a different Role SAML Attribute, for example:

<Attribute Name="https://aws.amazon.com/SAML/Attributes/Role">
<AttributeValue>arn:aws:iam::111111111111:role/Azure_Second_Role,arn:aws:iam::
11111111111 1:saml-provider/AzureAD Connect_Second Provider</AttributeValue>
<[ Attribute>

<Attribute Name:>

Resolution

The recommended solution is to reuse the existing Role associated with the Amazon Connect user and
edit the trust relationship to reference a new identity provider or service principal to meet your new
authentication requirements. If you do need to associate an Amazon Connect user with a new Role, you
need to delete and recreate the user in the existing Amazon Connect instance which will result in the loss
of data for that user.

For instructions for doing this in the Amazon Connect console, see Manage users in Amazon
Connect (p. 785). Or, use these commands for doing this from the AWS CLI:

1. Get the user ID:

aws connect list-users --instance-id [INSTANCE_ID]
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2. Delete the user account:

aws connect delete-user --instance-id [INSTANCE ID] --user-id [USER_ID]
3. Create the user account:

aws create-user --username [USER_ID] --phone-config [PHONE_CONFIG]

--security-profile-ids [SECURITY_ PROFILE ID] --routing-profile-id
[ROUTING PROFILE_ID] --instance-id [INSTANCE ID]

You can also complete these actions using the AWS SDKs.

Error Message: Access denied, Please contact your
AWS account administrator for assistance.

Access denied

Pledrse contat your AWS accourt sdminisirator for sssistance,

w515 B
2 I

ArcessDenisdE

mad-rie AZUMAD_Releconnechisen GO 5 NGt
ARGV OHT THPZTROL TP

528er)

CUMGE; ATCAWS:G

oniannect; 5

e Request D &9444648-3eak-4435-b3

What does this mean?

The role that the user has assumed has successfully authenticated via SAML. However, the role doesn't
have permission to call the GetFederationToken API for Amazon Connect. This call is required so the user
can log in to your Amazon Connect instance using SAML.

Resolution

1. Attach a policy that has the permissions for connect:GetFederationToken to the role found in
the error message. Following is a sample policy:

"Version": "2012-10-17",
"Statement": [{
"Sid": "Statementl",
"Effect": "Allow",
"Action": "connect:GetFederationToken",
"Resource": [
"arn:aws:connect:ap-southeast-2:XXXXXXXXXXXX:1instance/aaaaaaaa-bbbb-cccc-
dddd-eeeeeeeeeeee/user/${aws:userid}"
]
}

}

2. Use the IAM console to attach the policy. Or, use the attach-role-policy API, for example:

$ aws iam attach-role-policy —role-name [ASSUMED_ROLE] —policy_arn
[POLICY WITH GETFEDERATIONTOKEN]
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Set up your contact center

Amazon Connect enables you to create a virtual contact center in the AWS cloud. To get started, create a
virtual contact center instance. For more information, see Get started with Amazon Connect (p. 9).

After you create an instance, you can edit its settings, such as telephony, data storage, and data
streaming. After that, you can assign your contact center a phone number or import your own phone
number. You can add agents to your contact center, and assign them permissions appropriate to their
roles. You can set up a single queue for incoming contacts, or set up multiple queues so that you can
route contacts to agents with specific skills.

A key part of setting up your contact center is to define how your customers experience it. You do this by
creating contact flows.

Finally, you'll need to provide your agents access to the Contact Control Panel (CCP), which they will use
to interact with contacts.
Contents
« Create an Amazon Connect instance (p. 135)
« Test voice, chat, and task experiences (p. 148)
» Set up phone numbers for your contact center (p. 157)
o Set up outbound communications (p. 211)
« Set up routing (p. 220)
« Set up agents (p. 230)
o Set up tasks (p. 237)
« Set up your customer's chat experience (p. 243)
« Upgrade to the latest CCP (p. 277)
« Provide access to the Contact Control Panel (p. 291)
o Embed the CCP into Salesforce (p. 294)
« Embed the CCP into Zendesk (p. 294)

Create an Amazon Connect instance

The first step in setting up your Amazon Connect contact center is to create a virtual contact center
instance. Each instance contains all the resources and settings related to your contact center.

Things to know before you begin

« When you sign up for Amazon Web Services (AWS), your AWS account is automatically signed up for
all services in AWS, including Amazon Connect. You are charged only for the services that you use. To
create an AWS account, see How do | create and activate an AWS account?

« To allow an IAM user to create an instance, ensure that they have the permissions granted by the
AmazonConnect_FullAccess policy.
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For a list of the minimum IAM permissions required to create an instance, see Required permissions for
using custom IAM policies to manage access to the Amazon Connect console (p. 1082).

Amazon Connect is not available to customers in India using Amazon Web Services through Amazon
Internet Services Pvt. Ltd (AISPL). You will receive an error message if you try to create an instance in
Amazon Connect.

When you create an instance, you must decide how you want to manage users. You can't change the

identity management option after you create the instance. For more information, see Plan your
identity management in Amazon Connect (p. 123).

Step 1: Set identity

Permissions to access Amazon Connect features and resource are assigned to user accounts within
Amazon Connect. When you create an instance, you must decide how you want to manage users. You
can't change the identity management option after you create the instance. For more information, see
Plan your identity management in Amazon Connect (p. 123).

To configure identity management for your instance

Open the Amazon Connect console at https://console.aws.amazon.com/connect/.
Choose Get started. If you have previously created an instance, choose Add an instance instead.
Choose one of the following options:

« Store users in Amazon Connect - Use Amazon Connect to create and manage user accounts. You
cannot share users with other applications.

« Link to an existing directory - Use an AWS Directory Service directory to manage your users. You
can use each directory with one Amazon Connect instance at a time.

« SAML 2.0-based authentication - Use an existing identity provider (IdP) to federate users with
Amazon Connect.

If you chose Store users within Amazon Connect or SAML 2.0-based authentication, provide the
left-most label for Access URL. This label must be unique across all Amazon Connect instances in all
Regions. You can't change the access URL after you create your instance.

If you chose Link to an existing directory, select the AWS Directory Service directory for Directory.
The directory name is used as the left-most label for Access URL.

Choose Next.

Step 2: Add administrator

After you specify the user name of the administrator for the Amazon Connect instance, a user account is
created in Amazon Connect and the user is assigned the Admin security profile.

To specify the administrator for your instance

1.

2.

Do one of the following, based on the option that you chose in the previous step:

« If you chose Store users within Amazon Connect, select Specify an administrator, and provide
a name, password, and email address for the user account in Amazon Connect.

« If you chose Link to an existing directory, for Username, type the name of an existing user
in the AWS Directory Service directory. The password for this user is managed through the
directory.

« If you chose SAML 2.0-based authentication, select Add a new admin and provide a name for
the user account in Amazon Connect. The password for this user is managed through the IdP.

Choose Next.
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Step 3: Set telephony

Use the options in this section to choose whether you want your agents to receive calls from customers,
make outbound calls, and hear early media audio.

Early media

When early media audio is enabled, for outbound calls your agents can hear pre-connection audio
such as busy signals, failure-to-connect errors, or other informational messages provided by telephony
providers.

By default, early media is enabled for you. Note the following exception:

« Your instance was created before April 17, 2020, and you weren't enrolled in the preview program. You
need to enable early media audio. For instructions, see Update telephony options (p. 140).

To configure telephony options for your instance

To allow inbound calls to your contact center, choose Allow incoming calls.
To enable outbound calling from your contact center, choose Allow outgoing calls.

To enable multi-party calls, choose Enable up to six parties on a call.

PN

Choose Next.

Step 4: Data storage

Note
Amazon Connect does not support Amazon S3 Object Lock in compliance mode to store objects
using a write-once-read-many (WORM) model.

When you create an instance, by default we create an Amazon S3 bucket. Data, such as reports and
recordings of conversations, is encrypted using AWS Key Management Service, and then stored in the
Amazon S3 bucket.

This bucket and key are used for both recordings of conversations and exported reports. Alternatively,
you can specify separate buckets and keys for recordings of conversations and exported reports. For
instructions, see Update instance settings (p. 140).

By default, Amazon Connect creates buckets for storing call recordings, chat transcripts, exported
reports, and contact flow logs.

« When a bucket is created to store call recordings, call recording is enabled at the instance level. The
next step for setting up this functionality is to set up recording behavior in a contact flow (p. 479).

« When a bucket is created to store chat transcripts, chat transcription is enabled at the instance level.
Now all chat transcripts will be stored. Only if you want to monitor chat conversations do you need to
set up recording behavior in a contact flow (p. 479).

« Live media streaming is not enabled by default.

By default, Amazon Connect creates a Customer Profiles domain, which stores profiles that combine
customer contact history with customer information such as account number, address, billing address,
and birth date. Data is encrypted using AWS Key Management Service. You can configure Customer
Profiles to use your own customer managed key after your instance is set up. For more information, see
Create a KMS key to be used by Customer Profiles to encrypt data (required) (p. 642).
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Review and copy the location of the S3 bucket, contact flow logs, and whether you want to
enable Customer Profiles.

1. If desired, copy the location of the S3 bucket where your data encryption is stored, and the location
of the contact flow logs in CloudWatch.
2. Choose Next.

Step 5: Review and create

To create your instance

1. Review the configuration choices. Remember that you cannot change the identity management
options after you create the instance.
(Optional) To change any of the configuration options, choose Edit.
Choose Create instance.

(Optional) To continue configuring your instance, choose Get started and then choose Let's go. If
you prefer, you can access your instance and configure it later on. For more information, see Next
steps (p. 138).

If you chose to manage your users directly within Amazon Connect or through an AWS Directory
Service directory, you can access the instance using its access URL. If you chose to manage your users
through SAML-based authentication, you can access the instance using the IdP.

Next steps

After you create an instance, you can assign your contact center a phone number or import your own
phone number. For more information, see Set up phone numbers for your contact center (p. 157).

Create a dev (Sandbox) or test (QA) instance

You might want to create multiple contact center instances, for example, one as a Sandbox for
development, another for QA, and a third for Production.

Each instance functions only within the AWS Region in which you create it.

Important

Most entities in Amazon Connect can be (re)created and replicated among instances using the
Amazon Connect API. While doing that keep the following limitations in mind:

« Service quotas are specific to each instance.

« Some supporting services, such as User Directory, can be linked to only one Amazon Connect
instance at a time.

« Any additional external and Region-specific limitations.

For more information, see Can | migrate my Amazon Connect instance from a test environment
to a production environment?

To create another instance

1. In the AWS Management Console, choose Amazon Connect.
2. Choose Add an instance.
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3. Complete the steps on the Amazon Connect resource configuration page. For instructions see Create
an Amazon Connect instance (p. 135).

Find your Amazon Connect instance ID/ARN

When you open a support ticket, you may be asked to provide your Amazon Connect instance ID (also
called the ARN). Use the following steps to find it.

1. Open the Amazon Connect console at https://console.aws.amazon.com/connect/.

2. On the instances page, choose the instance alias. The instance alias is also your instance name,
which appears in your Amazon Connect URL.

Amazon Connect Instances

Amazon Connect virtual contact center instances

Q
Instance alias ¥ Access URL [F v Channels Create date W Status v
mytest67 | o= https://mytest67.my.connect.aws Inbound, outbound telephony 1/12/2022 © Active

On the Account overview page, in the Distribution settings section, you can see the full instance
ARN.

Distribution settings

Instance ARN

arn:aws:connect:us-west-2: instance/6eac61e7-22cc-460e-83eb- 92

Directory
myteste?7

The information after instance/ is the instance ID.

Distribution settings

Instance ARN ‘
arn:aws:connect:us-west-2: :instance;{Geacm e7-22cc-460e-83eb- 92
Directory

mytest67

Find your Amazon Connect instance name

1. Open the Amazon Connect console at https://console.aws.amazon.com/connect/.
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2. On the instances page, the instance name appears in the Instance Alias column. This instance name
appears in the URL you use to access Amazon Connect.

Amazon Connect Instances

Amazon Connect virtual contact center instances

o

Q
Instance alias ¥ Access URL [ v Channels Create date W Status v
mytest67 | o= https://mytest67.my.connect.aws Inbound, outbound telephony 1/12/2022 © Active

Update instance settings

To update the instance settings:

Open the Amazon Connect console at https://console.aws.amazon.com/connect/.

2. Onthe instances page, choose the instance alias. The instance alias is also your instance name,
which appears in your Amazon Connect URL.

Amazon Connect Instances

Amazon Connect virtual contact center instances

o

Q
Instance alias v Access URL [F v Channels Createdate v Status v
mytest67 | o= https://mytest67.my.connect.aws Inbound, outbound telephony 1/12/2022 © Active

3. Complete the following procedures.

Update telephony options

In the navigation pane, choose Telephony.

2. To enable customers to call into your contact center, choose Receive inbound calls with Amazon
Connect.

3. To enable outbound calling from your contact center, choose Make outbound calls with Amazon
Connect.

4. To enable high-volume outbound communications, choose Enable high-volume outbound
communications.

5. By enabling early media audio, your agents can hear pre-connection audio such as busy signals,
failure-to-connect errors, or other informational messages from telephony providers, when making
outbound calls. Choose Enable early media.

6. By default, you can have three participants on a call (for example, two agents and a customer, or an
agent, a customer, and an external party). To enable multi-party calls with more participants, choose
Enable up to six parties on a call. This feature is only available in CCPv2.

7. Choose Save.
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Update data storage

1. In the navigation pane, choose Data storage.

2. To specify the bucket and KMS key for recordings of voice conversations, choose Call recordings,
Edit, specify the bucket name and prefix, select the KMS key by name, and then choose Save.

When this bucket is created, call recording is enabled at the instance level. The next step for setting
up this functionality is to set up recording behavior in a contact flow (p. 479).

3. To specify the bucket and KMS key for recordings (transcripts) of chat conversations, choose Chat
transcripts, Edit, specify the bucket name and prefix, select the KMS key by name, and then choose
Save.

When this bucket is created, chat transcripts are enabled at the instance level. Now all chat
transcripts will be stored here.

4. To enable live media streaming, choose Live media streaming, Edit. For more information, see
Capture customer audio: live media streaming (p. 775).

5. To specify the bucket and KMS key for exported reports, choose Exported reports, Edit, specify the
bucket name and prefix, select the KMS key by name, and then choose Save.

6. To enable file sharing for both agents and customers, next to Attachments choose Edit, then Enable
Attachments sharing. For more information about this option and additional steps, see Enable
attachments to share files using chat (p. 142).

7. To enable a Customer Profiles domain, choose that option.

A Customer Profiles domain stores profiles that combine customer contact history with customer
information such as account number, address, billing address, and birth date. Data is encrypted
using AWS Key Management Service. You can configure Customer Profiles to use your own customer
managed key after your instance is set up. For more information, see Create a KMS key to be used by
Customer Profiles to encrypt data (required) (p. 642).

Update data streaming options

1. In the navigation pane, choose Data streaming.

2. Choose Enable data streaming. For more information, see Enable data streaming for your
instance (p. 145).

3. For Contact records, do one of the following:

« Choose Kinesis Firehose and select an existing delivery stream, or choose Create a new Kinesis
Firehose to open the Kinesis Firehose console and create the delivery stream.

o Choose Kinesis Stream and select an existing stream, or choose Create a new Kinesis Firehose
to open the Kinesis console and create the stream.

4. For Agent Events, select an existing Kinesis stream or choose Create a new Kinesis Stream to open
the Kinesis console and create the stream.

5. Choose Save.

Update analytics tools options

1. In the navigation pane, choose Analytics tools.

2. Choose Enable Contact Lens. For more information, see Analyze conversations using Contact Lens
for Amazon Connect (p. 811).

3. Choose Save.
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Update contact flow settings

In the navigation pane, choose Contact flows.

(Optional) To add a signing key for use in contact flows, choose Add key. For more information, see
Encrypt customer input (p. 508).

(Optional) To integrate with Amazon Lex, select a Lex bot. For more information, see Add an Amazon
Lex bot (p. 617).

(Optional) To integrate with AWS Lambda, select a Lambda function. For more information, see
Invoke AWS Lambda functions (p. 488).

(Optional) To enable contact flow logs, choose Enable Contact flow logs. For more information, see
Track events as customers interact with contact flows (p. 509).

(Optional) To use the best available voice from Amazon Polly, choose Use the best available voice.
For more information, see Amazon Polly best sounding voice (p. 457).

(Optional) Use the voices available in Amazon Polly.

Enable attachments to share files using chat

You can allow customers and agents to share files using chat. After you complete the steps in this topic,
an attachment icon automatically appears in your agent's Contact Control Panel so they can share
attachments on chats.

You will need to update your customer-facing user interface to support attachment sharing.

Using a custom agent application? Check out the APIs we've added to support attachment sharing:
StartAttachmentUpload, CompleteAttachmentUpload, and GetAttachment.

Step 1: Enable attachments

1.
2.

Open the Amazon Connect console at https://console.aws.amazon.com/connect/.

On the instances page, choose the instance alias. The instance alias is also your instance name,
which appears in your Amazon Connect URL.

Amazon Connect Instances

Amazon Connect virtual contact center instances

5

Q
Instance alias v Access URL [F v Channels Createdate v Status v
mytest67 | o= https://mytest67.my.connect.aws Inbound, outbound telephony 1/12/2022 © Active

On the Data storage page, under the Attachments, choose Edit, select Enable Attachments
sharing, and then choose Save.

Storage options appear, similar to the following image.

142


https://docs.aws.amazon.com/connect-participant/latest/APIReference/API_StartAttachmentUpload.html
https://docs.aws.amazon.com/connect-participant/latest/APIReference/API_CompleteAttachmentUpload.html
https://docs.aws.amazon.com/connect-participant/latest/APIReference/API_GetAttachment.html
https://console.aws.amazon.com/connect/

Amazon Connect Administrator Guide
Enable attachments to share files

Attachments

Enable Attachments sharing

Attachments

© Create a new S3 bucket (recommended) Select an existing S3 bucket

Name

Path prefix

Attachments

Encryption

Enable encryption
Encryption options for Attachments

Cancel

4. You can change the Amazon S3 bucket location where attachments are stored. By default, your
existing Amazon Connect bucket is used, with a new prefix for attachments.

Note
Currently, Amazon Connect doesn’t support S3 buckets with Object Lock enabled.

The attachments feature leverages two Amazon S3 locations: a staging location and a final location.

Note the following about the staging location:

« The staging location is used as part of a business validation flow. Amazon Connect uses it to
validate the file size and type before it is shared with the chat participant.

« The staging prefix is created by Amazon Connect based on the bucket path you have selected.
Specifically, it includes the S3 prefix for where you are saving files, with staging appended to it.

« We recommend that you change the data retention policy for the staging prefix to one day. This
way you won't be charged for storing the staging files. For instructions, see How do | create a
lifecycle rule for an S3 bucket? in the Amazon S3 User Guide.

Warning
Only change the lifecycle for the file staging location. If you accidentally change the
lifecycle for the entire Amazon S3 bucket, all transcripts and attachments will be deleted.

Step 2: Configure a CORS policy on your attachments bucket

To allow customers and agents to upload and download files, update your cross-origin resource sharing
(CORS) policy to allow PUT and GET requests for the Amazon S3 bucket you are using for attachments.
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This is more secure than enabling public read/write on your Amazon S3 bucket, which we don't
recommend.

To configure CORS on the attachments bucket
1. Find the name of the Amazon S3 bucket for storing attachments:

a. Open the Amazon Connect console at https://console.aws.amazon.com/connect/.

b. Inthe Amazon Connect console, choose Data storage, and locate the Amazon S3 bucket name.
2. Open the Amazon S3 console at https://console.aws.amazon.com/s3/.
3. Inthe Amazon S3 console, select your Amazon S3 bucket.

4. Choose the Permissions tab, and then scroll down to the Cross-origin resource sharing (CORS)
section.

5. Add a CORS policy that has one of the following rules on your attachments bucket. For example
CORS policies, see Cross-origin resource sharing: Use-case scenarios in the Amazon S3 Developer
Guide.

« Option 1: List the endpoints from where attachments will be sent and received, such as the name
of your business web site. This rule allows cross-origin PUT and GET requests from your website
(for example, http://www.example1.com).

Your CORS policy might look like the following example:

[
{
"AllowedMethods": [
"PUT",
"GET"
] r
"AllowedOrigins": [
"http://www.examplel.com", //List the endpoints from where attachments
will be sent and received,
"http://www.example2.com" //such as the name of your business web
site.
] 14
"AllowedHeaders": [
"
1
}
]

« Option 2: Add the * wildcard to A1lowedOrigin. This rule allows cross-origin PUT and GET
requests from all origins, so you don't have to list your endpoints.

Your CORS policy might look like the following example:

[
{
"AllowedMethods": [
npyT",
"GET"
]!
"AllowedOrigins": [
"
]!
"AllowedHeaders": [
"
1
}
]
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Step 3: Update your chat Ul

To help you update the chat user interface that your customers use, we've posted an updated version of
chat interface JS. It exposes an attachment icon on the Ul and supports the backend calls for attachment
sharing. See Amazon Connect Chat Ul Examples on GitHub.

Enable data streaming for your instance

You can export contact records and agent events from Amazon Connect and perform real-time analysis
on contacts. Data streaming sends data to Amazon Kinesis.

To enable data streaming for your instance

1. Open the Amazon Connect console at https://console.aws.amazon.com/connect/.

2. Onthe instances page, choose the instance alias. The instance alias is also your instance name,
which appears in your Amazon Connect URL.

Amazon Connect Instances

Amazon Connect virtual contact center instances

o

Q
Instance alias ¢ Access URL [ v Channels Create date ¥ Status v
mytest67 | o= https://mytest67.my.connect.aws Inbound, outbound telephony 1/12/2022 © Active

3. Inthe navigation pane, choose Data streaming.
4. Choose Enable data streaming.
5. For Contact records, do one of the following:

. Choose Kinesis Firehose and select an existing delivery stream, or choose Create a new
Kinesis firehose to open the Kinesis Firehose console and create the delivery stream. For more
information, see Creating an Amazon Kinesis Data Firehose Delivery Stream.

«  Choose Kinesis Stream and select an existing stream, or choose Create a Kinesis stream
to open the Kinesis console and create the stream. For more information, see Creating and
Managing Streams.

6. For Agent Events, select an existing Kinesis stream or choose Create a new Kinesis stream to open
the Kinesis console and create the stream.

7. Choose Save.

Using server-side encryption for the Kinesis stream

If you enable server-side encryption for the Kinesis stream you select, Amazon Connect cannot publish
to the stream because it does not have permission to call kms : GenerateDataKey so that it can encrypt
data sent to Kinesis. To work-around this, do the following steps:

1. Enable encryption for recordings of conversations or scheduled reports.
2. Create a customer managed key to use for encryption.

3. Choose the same customer managed key for the Kinesis data stream that you use for scheduled
reports or recordings of conversations.

For more information, see Creating Keys in the AWS Key Management Service Developer Guide.
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Emergency admin login

As a best practice, users assigned to the Amazon Connect Admin security profile should always use their
Amazon Connect instance URL to login:

« Log in to your contact center at https://instance name.my.connect.aws/.

This method ensures the appropriate levels security.

However, if there's an emergency, you can log in from the Amazon Connect console using your AWS
account credentials. For example, you may need to login in this way in the following situations:

« You forgot your Amazon Connect administrator password and no other Amazon Connect
administrators are around to reset it.

« Someone deleted the Amazon Connect Admin security profile by mistake.

To login for emergency access

1. Make sure you have your AWS account credentials at hand and that you have the required
permissions (p. 1095).
Open the Amazon Connect console at https://console.aws.amazon.com/connect/.
If prompted to login, enter your AWS account credentials.

Choose the name of the instance from the Instance alias column.

Amazon Connect Instances

Amazon Connect virtual contact center instances

Instances ‘ C | Add an instance

Q
Instance alias ¥ Access URL [ v Channels Create date W Status v
mytest67 | s https://mytest67.my.connect.aws Inbound, outbound telephony 1/12/2022 © Active

In the navigation pane, choose Overview.

6. Choose Log in for emergency access.

You aren't prompted for your credentials because you are federated in from the AWS console.

Important

For daily usage, we strongly recommend always using your instance URL to login. The
procedure provided in this article should only be used for emergency access when using the
instance URL is not an option.

To log out

To log out of your instance, go to the title bar at the top of the screen and select the icon with the arrow
(Log out) that appears next to your user name.
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Delete your Amazon Connect instance

If you no longer need your contact center, you can delete your Amazon Connect instance. When you
delete an instance, we release its claimed phone number back to inventory. When customers call the
phone number that you've released, they'll get a message that it's not a working phone number.

Important
You can't restore a deleted instance or access its settings, data, metrics, and reports.

Delete your instance

To delete your Amazon Connect instance

1. Open the Amazon Connect console at https://console.aws.amazon.com/connect/.
Select the radio button for the instance.

Choose Delete. If you don't see the Delete button, you don't have permissions to delete instances.
Contact your AWS administrator for help.

Amazon Connect X Amazon Connect Instances

Amazon Connect virtual contact center instanges

Documentation [4 Instances ] Delete

Q
\ Instance alias v Channels Create date W Status
[+ Inbound, outbound telephony 6/16/2022 @ Active

Inbound, outbound telephony 1/12/2022 @ Active
Inbound, outbound telephony 10/4/2021 @ Active

4. When prompted, enter the name of the instance and then choose Delete.

Error message: "Region Unsupported. Amazon Connect is not
available in [Region]"

If you get this error message, it means that you selected a Region in the AWS Management Console that
is not the Region in which you created the Amazon Connect instance, and Amazon Connect isn't available
in that Region.

To switch Regions and delete your Amazon Connect instance

1. From the navigation bar, open the Region selector. Select the Region in which you created the
Amazon Connect instance.
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& &4 @

US East (N. Virginia) us-east-1

US West (N. California) us-west-1

US West (Oregon) us-west-2

Africa (Cape Town) af-south-1

Asia Pacific (Hong Kong) ap-east-1

Asia Pacific (Jakarta) ap-southeast-3

2. From the navigation bar, choose Amazon Connect from the list of services to open the Amazon
Connect console. If you don't see the instance, keep selecting from the supported Regions until you
find your instance.

3. Select the radio button for the instance.

4. Choose Delete. If you don't see the Delete button, you don't have permissions to delete instances.
Contact your AWS administrator for help.

5.  When prompted, enter the name of the instance and then choose Delete.

Test voice, chat, and task experiences

To learn what the voice, chat, and task experiences are like for your agents and customers, you can test
them without doing any development.

Test voice

After you claim a number you can immediately call it to hear what the experience will be like for your
customers. Amazon Connect uses the default contact flows (p. 297) to power your initial experience.

To test a customized contact flow, assign a phone number (p. 453) to it and then call that number.

Test chat

Amazon Connect includes a simulated web page that shows how your customers can interact with you,
and a Contact Control Panel (CCP) that shows the agent experience. Here's how to test chat:

1.  On the navigation menu, choose Dashboard.
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Amazon Connect

Dashboard

Y Search by Phone number

. Phone Number

2. Choose Test chat.

If you don't see the option to test chat, click here.
3. On the Test Chat page, choose Test Settings.

Under System Settings, choose the contact flow you want to test with chat, and then click Apply. By
default, it runs the Sample inbound flow (p. 309).

Tip
If you want to test a chat and use contact attributes, note that the key and value pair must
be enclosed in quotes, as shown in the following image:

Test Settings

System Settings

Contact Flow

Sample inbound flow (first co... x ~

Contact Attributes {L)[)UU/

"name":"Jane Doe"}

5. In the chat window, click the icon as shown below.
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Hello there! Click here to start
testing chat from the
perspective of your customers.

T

6. Type a message similar to what one of your customers might type. In the agent window, type a
reply.
7. To see what it's like for an agent to handle multiple chat conversations, copy the dashboard URL into

another browser window, and start another chat. The chat goes to the same instance of the CCP that
you already have open.

Tip
The test environment uses the BasicQueue and Basic Routing Profile. The Basic Routing
Profile is set up for 2 chats. If you want to test what it's like to have more than two

chats, change the Basic Routing Profile to 5 chats. For instructions, see Create a routing
profile (p. 227).

To learn more about what the agent experiences when managing chat conversations, see Chat with
contacts (p. 1148).

Test tasks

The first step in testing the task experience is to create a quick connect for the queue you want to assign
the example tasks to.

Step 1: Create a quick connect

On the navigation menu, choose Routing, Quick connects, Add a new.

2. Enter a name for the quick connect. For example, if you want to assign the test task to yourself,
enter your name (for example, Jane Doe).

3. Under Type, use the dropdown list to choose Queue.

Under Destination, use the dropdown list to choose a queue you set up for yourself (assuming you
want to assign the test task to yourself).

5. Under Contact flow, choose Default queue transfer.

Under Description, enter something like Test quick connect.
7. Choose Save.

Quick connects

¥ ey
-_—

O  Jane Doe's quick connect Queue Jane Doe's queue x Default queue transfer x Test quick connect

Rows per page: 25 v 1-10f1 < >
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Step 2: Make the quick connect visible in the CCP by assigning it to a queue

1. After you create the quick connect, go to Routing, Queues and then choose the appropriate queue
for the contact to be routed to.

2. On the Edit queue page, in the Quick connects box, search for the quick connect you created. For
example, it might have your name.

Edit queue

Mame

Jane Doe's queue

Description

Jane Doe's queue

234 of 250 characters remaining

Show additional queue information

Quick connects (optional) /
» Jane Doe's quick connect
Quick connects available to this queue

3. Select the quick connect and then choose Save.

Step 3: Assign the queue to the agent's routing profile

1. Go to Users, Routing profiles and choose the agent's routing profile.
Under Set channels and concurrency choose Tasks.
Add the agent's queue to the routing profile, and choose Task for the channel.

If the agent can receive transfers through other channels, select them as well.

4. Choose Save.

Step 4: Test tasks

1. Open the CCP. Select the Task tab, and then choose Create task.
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Available v \VE B i [E-

Welcome Jane

You have 0 open tasks

@ Create task

Or, if you're testing the chat experience, for example, you can choose the Task icon, as shown in the
following image.

152



Amazon Connect Administrator Guide
Test tasks

Hi there!

Customer
10 (@) 00:10 Connected chat
to do. 2

This is an example of how customers
experience chat on your website

SYSTEM_MESSAGE 1:41 PM L .
The time in queue is less than 5
. 1:41 PM
minutes.
You are now being placed in queue to
chat with an agent.
You are now being placed in
. 1:41 PM
queue to chat with an agent.
Customer Sent at 1:41 PM
Hi, I need help resetting my password Customer
Hi, | need help resetting my 141 BM
Jane has joined the chat password '

Type a message

End chat

™ (=] EF Endchat

Complete the Create task page. When you choose Assign to, you can assign only a task to someone
or a queue that has quick connect.

To create a scheduled task for the future, use the Scheduled date/time box to choose a future date
and time. You can schedule a task up to six days in future.

Choose Create.
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@ Available v \. - i °
Create task X

Task name

Customer follow up
18 /150

Description Optional

Follow up with Carlos Salazar at (555) 555-5555
47 / 4096

References

Reference name
Attachment

Link

https://example.com

Add reference

Assign to

Jane Doe's quick connect v

Scheduled date / time Optional

Date
Time
AM W Select time zone s

3. If you chose yourself, the task will be routed to you. Choose Accept task.

154



Amazon Connect Administrator Guide
Test tasks

Customer follow up Incoming task

4. Review the task, and choose End task when done.
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Customer follow up
() 00:52 Connected task

Description
Follow up with Carlos Salazar at (555) 555-5555

References

Attachment

https://example.com

B End task

View metrics for the test experiences

When you're testing the voice, chat, and task experiences, you may also want to explore metrics.

On the left navigation menu, choose Analytics, Real-time metrics, Queues.
You can review the real-time metrics as you test the different channels.

To view metrics by channel in a real-time metrics report, go to Settings, Groupings, Queues
grouped by channels, Apply. Your report will look similar to the following image.
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Real-time metrics
Queues /
Channels
e oram
Summary 1 ] o
Voice 1 0 0
BasicQueue Chat 1 0 0
Task 1 0 0
<

Set up phone numbers for your contact center

After you create an Amazon Connect instance, you can claim a phone number to use for your contact
center. You can use this phone number to place a test call in to your contact center to confirm that it is
working correctly. You can also use it in your production environment.

« For pricing information about claimed phone number costs, see Amazon Connect pricing.

« For a list of the telephony capabilities that Amazon Connect provides, see the Amazon Connect
Telecoms Country Coverage Guide.

If you want to keep a phone number you already have, you can port the phone number and use it with
Amazon Connect. After a phone number is ported to Amazon Connect, it appears in the list of available
phone numbers for you to assign to contact flows.

Contents
« Port your current phone number (p. 157)
« Claim a phone number in your country (p. 167)
« Claim a phone number you already own in another country (p. 168)
o Claim phone numbers for Amazon Connect in the Asia Pacific (Tokyo) Region (p. 168)
« Request numbers, international numbers, or termination points (p. 169)
« Release a phone number (p. 170)
o Telecoms regulations (p. 171)

Port your current phone number

You can port your existing phone numbers to your Amazon Connect contact center.

Contents
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« Things to know before porting (p. 158)
« Porting your phone numbers (p. 161)
« After the porting process completes (p. 166)

Things to know before porting

The topics in this section explain which numbers can be ported, how long it takes, and what fees you
might incur.

Contents
o What is phone number porting? (p. 158)
« How much does number porting cost? (p. 159)
o Can my number be ported to Amazon Connect? (p. 159)
« How long does it take to port numbers? (p. 160)
» Can | cancel a porting that is already scheduled? (p. 161)
« When do | cancel my current telecom service? (p. 161)

What is phone number porting?

Porting a phone number is the process of moving a phone number from one telephony service provider,
or carrier, to another. Many businesses and organizations already have a phone number that is advertised
to their customers, and changing this number would be disruptive.

If you port a phone number from your current carrier to Amazon Connect, you can keep using the same
phone number for your contact center. This helps to eliminate the need to update your business contact
information.

Downtime and service disruption during the porting process

The porting process requires the losing carrier to remove your number from their systems, the winning
carrier to add your number to their systems, and for number routing to be updated. Most porting
activities complete within 15-30 minutes, with possible call disruptions. To ensure that they have
engineers available to troubleshoot issues, most losing carriers complete porting actions only during
normal business hours. Carriers typically communicate a two-hour porting window to accommodate for
resolving any issues that could arise.

For detailed information about available porting dates and times, see Region requirements for ordering
and porting phone numbers (p. 171) for your country or region.

What happens to a number after it is ported

As long as you continue to pay for the phone number, and do not release it from your Amazon Connect
instance, it stays assigned to your account, and you are billed accordingly.

To release a phone number, follow the steps in Release a phone number (p. 170).
When a phone number is released from your Amazon Connect instance:

« You will no longer be charged for it.
« You cannot reclaim the phone number.
« Amazon Connect reserves the right to allow it to be claimed by another customer.

If you move your contact center away from Amazon Connect, and want to port your phone number away
from Amazon Connect, see Port phone numbers away from Amazon Connect (p. 167).
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How much does number porting cost?

Amazon Connect does not charge fees for porting numbers. Your existing carrier may have fees
associated with the disconnection and early termination of your service.

After a phone number is ported to Amazon Connect, standard pricing applies for Amazon Connect
service usage and associated telephony rates.

Can my number be ported to Amazon Connect?

Not all phone numbers can be ported. The ability to port a specific phone number depends on several
factors. For example:

« The regulations in the country of the phone number.

« Agreements between the losing and winning carriers.

« The type of phone number being ported.

« Your service contract with your current service provider.

To find out if a phone number that you currently own—whether local, mobile, or toll-free—can be
ported to Amazon Connect:

1. See if your country supports number porting: Region requirements for ordering and porting phone
numbers (p. 171).

2. Then get started by submitting an Amazon Connect support ticket for number verification (p. 162).

Porting numbers purchased from other contact center providers

In most cases, you can port numbers that were purchased from other contact center providers. Confirm
with your current contact center provider who holds the assignment to the number, and work with them
to ensure the correct information is provided on the Letter of Authorization (LOA).

Port short phone numbers

Due to Telecom regulations in various countries, the short phone number will need to be evaluated on a
case-by-case basis. To verify if your phone number can be ported to Amazon Connect, submit an Amazon
Connect support ticket (p. 162).

Port a number to one EU Region only

The Amazon Connect Regions of EU-CENTRAL-1 and EU-WEST-2 are symmetrical European regions that
offer the same carrier coverage for telephony. If a phone number cannot be ported to an instance in one
of these Regions, then it cannot be ported to an instance in the other.

If you had a phone number ported into the EU-CENTRAL-1 or EU-WEST-2 Regions, and want to move it
to the other Region, submit an Amazon Connect support ticket (p. 162) for assistance.

The same is true for the North America Regions of US-EAST-1 and US-WEST-2.
Port a subset of numbers from a block

If you have a block of numbers, in some instances we can port a subset or portion of your phone
numbers. In other cases, it is required by the carrier to port full block of phone numbers.

If you want to port only a subset of the phone numbers you currently own to Amazon Connect, submit
an Amazon Connect support ticket (p. 162) to verify whether the phone numbers can be ported. We
will verify the actions that can be completed and assist you with next steps.
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Note

If you only port a subset of the phone numbers, you will still be liable for the remaining phone
numbers with the original carrier and any associated fees.

If your intent to is release the remaining phone numbers not being ported to Amazon Connect,
we recommend waiting until the requested porting has been completed to avoid any unwanted
disruptions to service.

Letter of compromise

Before porting phone numbers, some customers ask for a letter of compromise stating that they will be
allowed to move their phone numbers from Amazon Connect to another service if their contact center
moves. Due to Telecom regulations in various countries, the phone number will need to be evaluated on
a case-by-case basis. Please submit a ticket to Amazon Connect support (p. 162) to verify if your phone
number can be ported to Amazon Connect.

How long does it take to port numbers?

Important
Open a porting request as far in advance of your pending go-Llive date as possible.

The amount of time that it takes to port numbers depends on the country, complexity of the request,
the type and quantity of numbers being ported, and your current carrier. Telecom carriers also may
implement porting block days because of holidays and network maintenance. Because of this, we require
porting requests to be open several months before pending go-live dates.

Inside the US and Canada

Phone numbers in the US or Canada typically take between two to four weeks to port, after phone
number portability has been verified, and all required documents are correctly submitted to the carrier.

Outside the US and Canada

Phone numbers outside the US and Canada require between two to six months to complete the full
porting process. This includes:

« Time for you to submit all the documents to AWS Support.

« Time for the Amazon Connect service provider to verify whether they can port all of the phone
numbers that you have requested.

« Time for the losing provider to verify the provided documents.

After all documents are verified by the losing provider, the losing provider and the Amazon Connect
service provider will schedule a mutually agreed date to port the numbers to Amazon Connect.

What affects porting timelines?

Porting timelines can be negatively impacted when incorrect information is provided on the required
Letter of Authorization (LOA). This causes the LOA to be rejected and resets the porting timelines.

Port many numbers over multiple countries or carriers

Complex porting requests have their own timelines. The timelines discussed elsewhere in this topic do
not apply to complex porting requests.

Complex porting requests for more than 10 distinct number ranges or 10 distinct locations are
considered a project and require advanced coordination with your AWS Account team. If you are a
Business or Enterprise customer, engage your Amazon Connect Solutions Architect (SA) or Technical
Account Manager (TAM) for assistance in planning your number porting.

To help make the process as smooth as possible, gather the following information before submitting a
porting request:
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« Your most recent telephony bill from the carriers that currently service the numbers to be ported.

« The country specific documentation required; see Region requirements for ordering and porting phone
numbers (p. 171).

« The contact information for a central point of contact who can act on behalf of your organization in
support of the porting requests.

Can | choose the port date?

Depending on the country and carriers involved, you may be able to choose the porting date and time. In
most cases, however, the losing carrier picks the date and time and communicates it to Amazon Connect
based on their schedule.

If you have a specific date and time you want to request, provide the information in your support case.
We will work with our carrier to determine if they can support the requested date and time.

Note

Most carriers only support porting activity during their normal business hours. For detailed
information about available porting dates and times for your country, see Region requirements
for ordering and porting phone numbers (p. 171).

Can | cancel a porting that is already scheduled?

Important
If you need to cancel or reschedule your porting, let us know immediately.

Depending on the country of service, after a mutually agreed date and time has been provided it can be
difficult to cancel.

Because of the coordination required between carriers, Amazon Connect support requires a minimum of
5 business days notice to cancel or reschedule a porting request. If you need to cancel or reschedule your
porting, let us know immediately.

If a porting is successfully cancelled, timelines for the port schedule are reset and the carriers will need
to identify another mutually agreed date and time. This will impact the overall timeline for porting your
numbers.

Note
Please be advised that sometimes a porting request cannot be cancelled because of process
automation, but Amazon Connect support will make every attempt possible to stop the request.

When do | cancel my current telecom service?

Do not cancel your existing telecom service until your phone numbers have been ported and confirmed
working in Amazon Connect.

Canceling your existing telecom service before your number is ported releases your phone number
assignment, and may result in you losing the number.

Porting your phone numbers

Porting phone numbers from your existing carrier to Amazon Connect is a multi-step process. It's
important to get started several months in advance of your scheduled go-Llive date, and have all of your
documentation in order.

Contents
« How to port your numbers to Amazon Connect (p. 162)
» Documentation requirements for porting numbers (p. 165)
« How to verify flows before numbers are ported (p. 166)
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How to port your numbers to Amazon Connect

The following steps are for a typical porting request. This process requires timely communication

to make progress. If you take longer than 30 days to respond to requests for information, your
porting request may be cancelled, rescheduled, or restarted from the beginning. For a list of country-
specific requirements for porting numbers, see Region requirements for ordering and porting phone
numbers (p. 171).

Step 1: Submit an Amazon Connect support ticket

Submit an Amazon Connect support ticket to verify if your phone number can be ported to Amazon
Connect.

Premium support plan

1. Open AWS Support Center at https://console.aws.amazon.com/support/home and sign in using
your AWS account.

2. Choose Create case.
3. Choose Technical support.
4. For Case classification, do the following:

a. Choose service as Connect (Contact center).

b. Choose category as Phone Number Porting.

c. Choose the required severity.

d. For Contact Center Instance ARN, enter the instance ARN (also called the instance ID). For
instructions on how to find your instance ARN, see Find your Amazon Connect instance ID/
ARN (p. 139).

e. Enter the subject.

f.  Under Case description, Use case description, include as much information as possible about
your request, including phone number(s) to be ported, your current carrier, and the contact
information for the person authorized to make changes to your current phone service. If you
don't know all of these details, you can leave information out.

5. Expand Contact options, and then choose your Preferred contact language and Contact methods.
6. Choose Submit.
7. The Amazon Connect team will review your ticket and gets back to you.

Basic support plan

1. Open AWS Support Center at https://console.aws.amazon.com/support/home and sign in using
your AWS account.

2. Choose Create case.
3. Choose Service limit increase.
4. For Case details, do the following:

a. For Limit type, choose Amazon Connect.

b. For Contact Center Instance ARN - optional, enter the instance ARN (also called the instance
ID). For instructions on how to find your instance ARN, see Find your Amazon Connect instance
ID/ARN (p. 139).

5. For Requests, Request 1 do the following:

a. For Region, select the Region in which you created your Amazon Connect instance.
b. For Limit, choose Phone Number Porting.
c. For New limit value, enter the number of phone numbers to port.
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6. (Optional) To port additional phone numbers, choose Add another request, and then repeat step 6
for each additional request.

7. For Case description, Use case description, include as much information as possible about your
request, including whether the numbers are Direct Inward Dial or toll-free, your current carrier, and
the contact information for the person authorized to make changes to your current phone service. If
you don't know all of these details, you may leave information out.

8. Expand Contact options, and then choose your Preferred contact language and Contact methods.
9. Choose Submit.
10. The Amazon Connect team will review your request and get back to you.

Step 2: Complete Letter of Authorization (LOA)

If the phone number qualifies for porting, the Amazon Connect team will provide you a Letter of
Authorization (LOA) to be completed by you. Complete all mandatory fields and sign the LOA.

Along with the LOA, Telecom regulations in many countries require additional documents to
register a number, such as proof of business, proof of address, and proof of ID. For a list of country-
specific requirements for porting numbers, see Region requirements for ordering and porting phone
numbers (p. 171).

How to complete an LOA

All portings require the completion of a Letter of Authorization (LOA). The LOA authorizes your current
carrier to release your number and allow it to be ported.

« If you are porting multiple numbers from different carriers and countries, submit separate tickets for
each set of phone numbers to be ported from different carriers and different countries to streamline
communications, tracking, and the LOA process.

« A separate LOA is required for numbers from each losing carrier.

To complete an LOA, provide the following information:

o The numbers to port.
« Information about your current carrier, such as their business name and contact information.

« Contact information for the person authorized to make changes to your phone service. The name,
address, and information you provide on the LOA must match the information on file with your current
carrier exactly. To help ensure the porting process goes smoothly, include a copy of the Customer
Service Record (CSR) or latest phone bill from your carrier. This will have your name, address, and
related telephone numbers on it. Check that the information on your LOA matches your CSR exactly.

« If you have any questions regarding specific details about your current service, consult with your
current carrier to ensure the data is accurate. This will minimize the risk that the LOA is rejected.

Important
Your LOA form must meet the following criteria:

« It must be legible: clearly written or typed.

« It must list your company name, the company address, and contact name. This information
must match what is on the current carrier's CSR.

« It must include a true signature. Most carriers will reject an electronic or printed signature.
o It must be dated within the last 15 days.

« It must include any toll-free numbers you want to port. Up to 10 toll-free numbers can
be listed on the LOA. If you are requesting more than 10 phone numbers be ported, a
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spreadsheet is required to be attached. Specify "See Attached" on the LOA where the phone
numbers would be listed.

« It must include only those telephony numbers that belong to the same current carrier and in
the same country. If you have multiple current carriers and countries, you will need to submit
multiple LOAs.

To further minimize the risk of having your LOA rejected, see Common reasons why carriers
reject an LOA (p. 165).

Step 3: The porting request goes to the Amazon Connect carrier

After you have submitted all required documentation, the Amazon Connect team submits the porting
request on your behalf to the winning carrier.

 The losing and winning carrier follow an industry standard process to validate the contents of the LOA
and submitted documentation.

« If the LOA contains discrepancies, it will be rejected and you will need to fix the discrepancies and
submit a new LOA.

« After the carriers successfully validate the LOA, they will either confirm your requested date or provide
an available date for the actual porting. This is known as the "mutually agreed date."

Note

Most carriers require that portings are completed during normal business hours. For
country-specific business hours, see Region requirements for ordering and porting phone
numbers (p. 171).

Step 4: Assign the phone number to the contact flow, request service quota increases

About 3-4 days before the mutually agreed date and time, the Amazon Connect support team loads the
phone number that will be ported into the instance ARN you have provided, and then notifies you. Now
it's time for you to perform the following steps:

1. Associate the phone number to the desired contact flow (p. 453) so the phone number will be ready
to receive phone calls after the porting is completed. If you require assistance assigning multiple
phone numbers to contact flows, let us know in your support request.

Important
If you do not assign the phone number to the contact flow, calls will not arrive successfully to
your Amazon Connect contact center.

2. Submit a service quota request (p. 1205) at least five days in advance of the mutually agreed date for
any changes to your service quotas required to support your use case. For example, you may need to
increase the number of concurrent calls per instance, or enable countries for outbound calling.

Step 5: Checklist of activities on your porting date

The action of porting a number can be disruptive: the process involves updating the routing of phone
numbers between carriers across a country or Region, including carriers not involved in the actual
porting. In rare cases it can take several hours before all routes across all Telecom carriers are fully
updated.

Steps you perform to minimize disruption to your phone services
On the mutually agreed port date, perform the following steps:

« Double-check that the activities listed in Step 4 (p. 164) have been completed:
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1. Verify that you have assigned the number being ported into your Amazon Connect instance to the
appropriate contact flow.

2. Verify that any required service quota increases or changes for your Amazon Connect instance
were implemented. For example, increase the number of concurrent calls per instance, or enable
countries for outbound calling.

« Monitor call traffic from your existing contact center to confirm that incoming traffic has stopped.

« Place test calls to your Amazon Connect instance to verify calls are being routed to the correct contact
flows.

« Ensure agents are logged in to the Contact Control Panel (CCP) and can answer calls as they are
received.

« Monitor call traffic to your Amazon Connect instance to confirm that you are receiving the expected
levels of traffic.

Steps the Amazon Connect team performs to ensure a smooth transition

1. After the Amazon Connect team receives confirmation that the porting has been completed, we will
perform final testing to confirm that the porting was successful and the phone number is receiving
calls to Amazon Connect.

2. After we have completed our testing, we will notify you and ask you to verify the successful
completion of the porting.

Documentation requirements for porting numbers

The Letter of Authorization (LOA) is an industry standard document type used by carriers to authorize
the transfer of a phone number from one carrier to another. In many cases, the LOA is specific to the
country or region, carrier, or porting relationship between the losing and winning carriers. If your number
can be ported, Amazon Connect support will provide you with an LOA form appropriate for the situation.

For more information, see How to complete an LOA (p. 163).

Additionally, regulations in some countries require a local business address and specific documentation
to use a phone number. For country specific requirements, see Region requirements for ordering and
porting phone numbers (p. 171). If this is required, we will ask for this information to be submitted
with the completed LOA.

Common reasons why carriers reject an LOA
There are four common reasons that an LOA may be initially rejected by the losing carrier:
« Unsatisfactory business relationship

This usually means that you have an unpaid balance or the carrier charges a port away fee. After you
pay the bill or fee to your carrier, we will resubmit the port request.

« Name or address mismatch

The information you submitted on your Letter of Authorization (LOA) is different from what's on file
with your carrier in their Customer Service Record (CSR). To fix this, contact your existing carrier to
update your CSR information, obtain the correct CSR information, or both. Let us know when they
update your information and we will resubmit the port request. Or, send us a new LOA with the correct
information as provided by your existing carrier.

« Number cannot be ported

We will work with all Amazon Connect carriers in a Region to support the porting of your numbers.
In some cases, however, specific numbers may not be portable because of regulatory restrictions or
carrier limitations. In these situations, consider claiming a new number from Amazon Connect.
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« Missing information

One or more fields have been left blank on the LOA. This may include a missing signature, phone
number, address information, or other requested information. Review all LOAs before submitting them
to ensure that you have filled out all requested data. After the LOA is updated with all the required
information, we will resubmit the port request.

How to verify flows before numbers are ported

We recommend that you test your call flows before the mutually agreed date and time of porting. If you
would like to test your call flows, we recommend that you claim a direct inward dial (DID) or toll-free
phone number available within Amazon Connect and assign it to the call flow for testing.

When you are done testing, you can release the number from your instance so you will no longer be
charged for it. For instructions, see Release a phone number (p. 170).

Until you release the number, you are charged the daily rate associated with claiming a phone number
and the per minute rate for telephony minutes used. For more information see the standard pricing for
Amazon Connect service usage and associated telephony rates.

After the porting process completes

After you have ported your numbers to Amazon Connect, use the topics in this section to troubleshoot
issues, or to release numbers you no longer need after porting.
Contents

« Not receiving calls on the ported number (p. 166)

» Release ported numbers that you no longer need (p. 166)

» Revert to original carrier after porting (p. 167)

« Port phone numbers away from Amazon Connect (p. 167)

Not receiving calls on the ported number

After the scheduled porting window has completed, if you are not receiving phone calls on the ported
phone number, update your support ticket. We will troubleshoot with our carrier to verify the porting
status and identify the next steps to resolve issue.

Amazon Connect and our carriers make every effort to ensure number porting occurs with minimal
downtime and without issues. In all cases, the losing carrier is responsible for initiating the number
porting and releasing your number to the winning carrier.

In rare situations, a number routing issue can occur, resulting in calls not arriving to Amazon Connect
from the carrier.

Release ported numbers that you no longer need
You do not have to keep phone numbers assigned to your Amazon Connect instance.

When a phone number is released from your Amazon Connect instance:

« You will no longer be charged for it.
« You cannot reclaim the phone number.

« Amazon Connect reserves the right to allow it to be claimed by another customer.

166


http://aws.amazon.com/connect/pricing/

Amazon Connect Administrator Guide
Claim a phone number in your country

To release a phone number

1. Log in to your contact center at https://instance name.my.connect.aws/. To find the name of your
instance, see Find your Amazon Connect instance ID/ARN (p. 139).

2. On the navigation menu, choose Channels, Phone numbers.
3. Choose the phone number you want to release, and then choose Release.

If the phone number is associated with a contact flow, that flow will be deactivated until another number
is associated with it.

When customers call the phone number you have released, they will get a message that it is not a
working phone number.

Revert to original carrier after porting

To complete the porting, the losing and gaining carriers both make configuration changes to pass the
phone number ownership. After the porting is complete, the gaining carrier has sole control of the
phone number.

To move the phone number again, you must complete a new LOA and any required documentation.
Port phone numbers away from Amazon Connect

If you want to port your numbers to a different carrier, open a support case to tell us. Then make
arrangements with your new carrier. By letting us know, it will reduce the amount of back and forth
between us and your new carrier, and it will help make the process go faster.

Create a case.
Choose Service limit increase.
In Limit type select Amazon Connect.

In Use case description, let us know that you're porting your number away, and the name of your
new carrier.

PN =

Claim a phone number in your country

To place or receive calls in your instance, you need to claim a phone number. If you did not claim a
number when you created the instance, follow these steps to claim one now.

To claim a number for your contact center

Log in to your contact center at https://instance name.my.connect.aws/.
2. On the navigation menu, choose Channels, Phone numbers.
3. Choose Claim a number. You can choose a toll free number or a Direct Inward Dialing (DID) number.

Note
Use the Amazon Connect service quotas increase form for these situations:

« If you select a country or region, but no numbers display, you can request additional
numbers for the country or region.

« If you want to request a specific area code or prefix that you don't see listed, we'll try to
accommodate your request.

4. Enter a description for the number and, if required, attach it to a contact flow in Contact flow / IVR.

bl

Choose Save.
6. Repeat this process until you have claimed all your required phone numbers.
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There is a service quota for how many phone numbers you can have in each instance. For the default
service quota, see Amazon Connect service quotas (p. 1205). If you reach your quota, but want a
different phone number, you can release one of previously claimed numbers. You cannot claim the same
phone number after releasing it.

If you need more phone numbers, you can request a service quota increase using the Amazon Connect
service quota increase form.

"You've reached the limit of Phone Numbers. To increase the
limit, contact support.”

Even if it's the first time you've claimed a phone number, it's possible to get this error message when you
attempt to claim a number. All the issues that cause this error message require help from AWS Support
to resolve.

Contact AWS Support and they will provide assistance.

Claim a phone number you already own in another
country

Let's say your business is located in Germany. You also have agents in Japan to serve customers who live
there, and you need a Japanese phone number for that contact center. To claim a phone number that
you already own in another country, use the following steps to create a support case.

To claim a number that you don't already own in another country or region, see Request numbers,
international numbers, or termination points (p. 169).

Go to Create case.

Choose Service limit increase.

In Limit type select Amazon Connect.

In Use case description, provide the address of your business that's located in the other country.
In Contact options, choose whether we should contact you by email or phone.

Choose Submit.

oA WD =

We'll contact you to help with your request.

Claim phone numbers for Amazon Connect in the
Asia Pacific (Tokyo) Region

To claim a phone number for an Amazon Connect instance you create in the Asia Pacific (Tokyo) Region,
open an AWS support case and provide documentation that your business is located in Japan.

Important

You must provide three pieces of required documentation. For a list of acceptable identification,
see Japan (JP) (p. 188), in the Region requirements for ordering and porting phone

numbers (p. 171) topic.

Numbers can be claimed for business use only, not for personal use.

Amazon Connect supports claiming the following phone numbers for instances created in the Asia Pacific
(Tokyo) Region.

« Direct Inward Dialing (DID) numbers—DID numbers are also referred to as local numbers.
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o 050 prefix numbers.

« 03 prefix for numbers in Tokyo. Amazon Connect does not offer phone numbers for other cities in

Japan at this time.
« Toll Free numbers
e 0120 prefix numbers.
« 0800 prefix numbers.

Note

When you claim a toll free phone number for Amazon Connect, there is no corresponding DID
number with a 03 prefix also assigned, as with other toll free numbers in Japan. If you need to
use a DID number, you can claim one in Amazon Connect.

Request numbers, international numbers, or
termination points

Important
To purchase and own a phone number, country or region regulations often require:

« A local office address.
« Specific identification documents.

For identification requirements by country, see Region requirements for ordering and porting
phone numbers (p. 171).

In most countries it takes 2-6 weeks for us to fulfill your request. In some cases it can take up to
60 days. If you need a number by a certain date, let us know in your AWS Support case.

Note

Amazon does not provide premium rate or higher cost services. If you want these services we
recommend you contract with specialist providers to route calls into Amazon Connect DID's
following local country regulations.

To request international phone numbers that require documentation, or numbers not available within
a specific region, create an AWS Support case. In the support case, you must specify exactly how many

numbers you want for each country.

Submit an Amazon Connect support ticket to verify if your phone number can be ported to Amazon
Connect.

Premium support plan

1. Open AWS Support Center at https://console.aws.amazon.com/support/home and sign in using
your AWS account.

2. Choose Create case.
3. Choose Technical support.
4. In Case details, do the following:

Choose service as Connect (Contact Center).
Choose category as Phone Number Requests.
Choose the required severity.

For Contact Center Instance ARN, enter the instance ARN (also called the instance ID). For
instructions on how to find your instance ARN, see Find your Amazon Connect instance ID/
ARN (p. 139).

e. Enter the subject.

an oo
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f.  Under Case description, Use case description, include as much information as possible about
your request. If you don't know all of these details, you can leave information out.

5. Expand Contact options, and then choose your Preferred contact language and Contact methods.
6. Choose Submit.
7. The Amazon Connect team will review your ticket and gets back to you.

We'll contact you to help with your request.

After your request is approved, the exact number of requested phone numbers appear in your Amazon
Connect console for you to claim. You won't have access to all available numbers in that country.

Basic support plan

1. Open AWS Support Center at https://console.aws.amazon.com/support/home and sign in using
your AWS account.

Choose Create case.
Choose Service limit increase.
For Case details, Limit type, choose Amazon Connect.

For Case description, Use case description, enter the number that you want to request or exactly
how many numbers you want for each country. If you need the number by a certain date, include
that, too.

Expand Contact options, and then choose your Preferred contact language and Contact methods.
Choose Submit.
8. The Amazon Connect team will review your request and get back to you.

AN

N o

We'll contact you to help with your request.

After your request is approved, the exact number of requested phone numbers appear in your Amazon
Connect console for you to claim. You won't have access to all available numbers in that country.

Requirements for Custom Termination Points

In the Asia Pacific (Sydney) Region, you can request Custom Termination Points.

The term "Custom Termination Points" means custom Tier 1 telephony destinations for customer calls
to Amazon Connect configured as local phone numbers. In using Custom Termination Points, you
understand and agree that you:

1. Have a current toll-free national service that allows you to set Custom Termination Points as a
destination for customer phone calls.

2. Cannot port or move Custom Termination Points to a different telephony provider once assigned by
Amazon Connect.

3. Will be billed at the standard daily rate for claimed Australian phone numbers and DID inbound usage
fees.

4. You are responsible for adding the Custom Termination Points in your existing toll-free national
service.

Release a phone number

If you want a different phone number, or have extra numbers that you aren't using, you can release them
back to inventory.

When a phone number is released from your Amazon Connect instance:
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« You will no longer be charged for it.
« You cannot reclaim the phone number.
« Amazon Connect reserves the right to allow it to be claimed by another customer.

Tip

If you want to "close" your Amazon Connect account, do these steps for all of your phone
numbers. This will ensure you aren't billed if people erroneously call numbers that you've
claimed, and initiate your contact flows. You may also want to delete your instances. (p. 147)

To release a phone number

1. Log in to your contact center at https://instance name.my.connect.aws/. To find the name of your
instance, see Find your Amazon Connect instance ID/ARN (p. 139).

2. On the navigation menu, choose Channels, Phone numbers.
3. Choose the phone number you want to release, and then choose Release.

If the phone number is associated with a contact flow, that flow will be deactivated until another number
is associated with it.

When customers call the phone number you have released, they will get a message that it is not a
working phone number.

Telecoms regulations

Contents
» Region requirements for ordering and porting phone numbers (p. 171)

Region requirements for ordering and porting phone numbers

Country or region regulations often require a local office address and specific identification documents
to purchase and own a phone number. The address that you provide can be the business or personal
address where the phone numbers are used.

For a list of the telephony capabilities that Amazon Connect provides, see the Amazon Connect Telecoms
Country Coverage Guide.

Following is a list of ID Requirements by country or region. When you request an international
number (p. 169), we'll work with you to submit your documents.

Note

After your numbers are ordered or ported, the exact number of requested phone numbers
appear in your Amazon Connect console for you to claim. You won't have access to all available
numbers in that country.

Argentina (AR)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? Acceptable Identification
Regions

US East Local telephone numbers: No

US West Toll-free prefixes: +54 800 | No
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For porting numbers

Supported Porting Windows
Regions
Not supported N/A

Australia (AU)

For ordering phone numbers

Supported | Type of Number
Regions

Asia Pacific | Local telephone numbers:

(Sydney)

Asia Pacific
(Seoul)

Toll-free prefixes: +61
Asia Pacific 1300, +61 1800
(Singapore)

Asia Pacific
(Tokyo)

For porting numbers

Supported
Regions

Porting Windows
Asia Pacific
(Sydney)

Asia Pacific (Seoul)

Asia Pacific
(Singapore)

Asia Pacific
(Tokyo)
Austria (AT)

For ordering phone numbers

Supported | Type of Number
Regions

US East Local telephone numbers:

US West

Required Documents

N/A

Are there ID requirements? Acceptable Identification

Yes

No

8AM -12 PM AEST Monday-Friday

Your business address. It
must be in the relevant
geographic zone. Do not
use a PO Box.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)
3. Documents required for the Type

of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements? Acceptable Identification

Yes

Proof of telecom services
at your address, which
must match the city code
requested.
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Supported | Type of Number
Regions

Canada
(Central)

EU
(Frankfurt)

EU (London)
Toll-free prefixes: +43 800

National prefixes: +43 720

For porting numbers

Supported Porting Windows
Regions

US East 10 AM to 12 PM CET
US West

EU (Frankfurt)

EU (London)

Belgium (BE)

For ordering phone numbers

Supported | Type of Number
Regions

US East Local telephone numbers:
US West

Canada Mobile prefixes: +32 46
(Central)

Are there ID requirements? = Acceptable Identification

Yes

Yes

Your business name,
address, and registration
number, and a copy of
the ID or passport of an
authorized representative.

Your business name,
address, a copy of the
business registration
(global), and a copy of the
passport of an authorized
representative.

A global address is
acceptable.

Your business name,
address, a copy of the
business registration
(global), and a copy of the
passport of an authorized
representative.

A global address is
acceptable.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

3. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements? = Acceptable Identification

Yes

Yes

Your business address. It
must be in the relevant
geographic zone.
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Supported | Type of Number
Regions

EU

Toll-f fixes: +32 800
(Frankfurt) ofi-iree prenxes

National prefixes: +32 78
EU (London)

For porting numbers

Supported Porting Windows
Regions

US East 10 AM to 12 PM CET
US West

EU (Frankfurt)

EU (London)

Bulgaria (BG)

For ordering phone numbers

Supported | Type of Number
Regions

EU Local telephone numbers:
(Frankfurt)

EU (London)

Are there ID requirements? = Acceptable Identification

No

No

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

3. Mandatory to provide service
address for the numbers

4. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements? = Acceptable Identification

Yes

Toll-free prefixes: +359 800 | Yes

For porting numbers

Supported
Regions

Porting Windows

EU (Frankfurt) 10 AMto 12 PM CET

EU (London)

Your residence or business
address. Both must be in
the relevant geographic
zone.

Your name and address.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)
3. Documents required for the Type

of Number, as listed in the previous
table for ordering phone numbers

Bulgarian Registration Number is
mandatory for customers based in
Bulgaria
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Canada (CA)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? = Acceptable Identification
Regions

US East Local telephone numbers: No
US West Toll-free prefixes: No

Canada
(Central)

EU
(Frankfurt)

EU (London)

AWS
GovCloud
(US-West)

For porting numbers

Supported Porting Windows Required Documents
Regions
US East 7 AM to 5 PM CST 1. Last invoice

US West 2. Letter of Authorization (LOA)

Canada (Central)
EU (Frankfurt)
EU (London)

AWS GovCloud
(US-West)

Cayman Islands (KY)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? Acceptable Identification
Regions

US East Local telephone numbers: No

US West Toll-free prefixes: Yes Businesses must provide

a copy of business
registration containing a
proof of address.
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Supported | Type of Number Are there ID requirements? = Acceptable Identification
Regions

Valid proofs of address
include: third-party
issued bank statements,
utility bills (all issued in
the previous 6 months);
government documents
(issued in the previous
year).

The business address must
be outside of Cayman

Islands.
For porting numbers
Supported Porting Windows Required Documents
Regions
Not supported N/A N/A
Chile (CL)
For ordering phone numbers
Supported | Type of Number Are there ID requirements? Acceptable Identification
Regions
US East Local telephone numbers: No
US West Toll-free prefixes: No
For porting numbers
Supported Porting Windows Required Documents
Regions
Not supported N/A N/A
Costa Rica (CR)
For ordering phone numbers
Supported | Type of Number Are there ID requirements? Acceptable Identification
Regions
US East Local telephone numbers: Yes Businesses must provide
a copy of business
US West

registration containing a
proof of address as well
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Supported
Regions

Type of Number

For porting numbers

Supported Porting Windows
Regions
Not supported N/A

Croatia (HR)

For ordering phone numbers

Supported | Type of Number

Regions

EU Local telephone numbers:
(Frankfurt)

EU (London)

Mobile prefixes: + 385 95

Toll-free prefixes: + 385
800

For porting numbers

Supported
Regions

Porting Windows

EU (Frankfurt) 10 AMto 12 PM CET

Are there ID requirements? = Acceptable Identification

as an ID of an authorised
respresentative.

Valid proofs of address
include: third-party
issued bank statements,
utility bills (all issued in
the previous 6 months);
government documents
(issued in the previous
year); the proof of

ID is a copy of the
national identity ID or
passport of an authorized
representative.

The business address must
be outside of Costa Rica.

Required Documents

N/A

Are there ID requirements?

Yes

Yes

No

Acceptable Identification

Your residence or business
address. Both must be in
the relevant geographic
zone.

Your business name,
address, and business
registration or VAT number.

Required Documents

1. Last invoice

177



Amazon Connect Administrator Guide

Telecoms regulations

Supported
Regions

EU (London)

Porting Windows

Cyprus (CY)

For ordering phone numbers

Supported | Type of Number
Regions

EU Local telephone numbers:

(Frankfurt)
Toll-free prefixes: + 357

EU (London) | 800

For porting numbers

Supported
Regions

Porting Windows

EU (Frankfurt) 10 AM to 12 PM CET

EU (London)

Czech Republic (C2)

For ordering phone numbers

Supported | Type of Number
Regions

US East Local telephone numbers:
US West

Canada

(Central) Mobile prefixes: +420 73

Required Documents

2. Letter of Authorization (LOA)
3. Copy of Court Registration

4. Copy of legal representative's photo
ID

5. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements? Acceptable Identification

No

No

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

3. Copy of Certificate of Directors and
Secretary of the Company

4. Copy of Certificate of Incorporation

5. Copy of legal representative's photo
ID

Are there ID requirements? = Acceptable Identification

Yes

Yes

Your residence or business
address. Both must be in
the relevant geographic
zone.

Your business name,
address, and business
registration or VAT number,
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Supported | Type of Number
Regions

EU
(Frankfurt)

EU (London)

Are there ID requirements? = Acceptable Identification

Toll-free prefixes: +420 800 | No

For porting numbers

Supported Porting Windows
Regions
US East 3PMto 4 PM CET
US West

EU (Frankfurt)

EU (London)

Denmark (DK)

For ordering phone numbers

Supported | Type of Number
Regions

US East Local telephone numbers:
US West
Canada Mobile prefixes: +45 9x
(Central)

Toll-free prefixes: +45 808
EU
(Frankfurt)

EU (London)

For porting numbers

Supported Porting Windows
Regions

US East 10 AM to 12 PM CET
US West

EU (Frankfurt)

EU (London)

and a copy of the ID or
passport of an authorized
representative.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)
3. Documents required per Type of

Number as listed in the previous
table for ordering numbers

Are there ID requirements? Acceptable Identification

Yes

No

Your name, address, and
business registration or VAT
number.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

3. Documents required per Type of
Number as listed in the previous
table for ordering numbers
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El Salvador (SV)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? Acceptable Identification

Regions

US East Toll-free prefixes: Yes Businesses must provide
a copy of business

US West registration containing a

proof of address.

Valid proofs of address
include: third-party
issued bank statements,
utility bills (all issued in
the previous 6 months);
government documents
(issued in the previous
year).

The business address must
be outside of El Salvador.

For porting numbers

Supported Porting Windows Required Documents
Regions
Not supported N/A N/A

Estonia (EE)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? =Acceptable Identification
Regions
EU Toll-free prefixes: +372 800 | No
(Frankfurt)
National prefixes: +372 No

EU (London)

For porting numbers

Supported Porting Windows Required Documents
Regions
EU (Frankfurt) 10 AMto 12 PM CET 1. Last invoice

2. Letter of Authorization (LOA
EU (London) etter of Authorization (LOA)
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Supported
Regions

Porting Windows

Finland (FI)

For ordering phone numbers

Supported | Type of Number
Regions

US East Local telephone numbers:
US West

Canada

(Central) Toll-free prefixes: +358 800
EU National prefixes: +358 75
(Frankfurt)

EU (London)

For porting numbers

Supported Porting Windows
Regions

US East 10 AM to 12 PM CET
US West

EU (Frankfurt)

EU (London)

France (FR)

For ordering phone numbers

Supported | Type of Number
Regions

US East Local telephone numbers:

US West

Required Documents

3. LOA template has to include a local
address.

4. If this is a company, a business
number is required.

Are there ID requirements? Acceptable Identification

Yes

No

Your residence or business
address. Both must be in
the relevant geographic
zone.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

3. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements? Acceptable Identification

Yes

Your business address. It
must be in the relevant
geographic zone as the
number. You must provide
proof of the address along
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Supported | Type of Number
Regions

Canada

(Central)

EU Toll-free prefixes: +33 805

(Frankfurt) . .
National prefixes: +339

EU (London)

For porting numbers

Supported Porting Windows
Regions

US East 10 AM to 12 PM CET
US West

EU (Frankfurt)

EU (London)

Georgia (GE)

For ordering phone numbers

Supported | Type of Number
Regions

EU National prefixes: +995 70

(Frankfurt)
Local telephone numbers:

EU (London) | (Tibilisi)

For porting numbers

Supported Porting Windows
Regions
Not supported N/A

Are there ID requirements? = Acceptable Identification

No

Yes

with a copy of the business
registration.

An address in France is
required.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

3. Documents required per Type of
Number as listed in the previous
table for ordering numbers

4. It is mandatory to provide RIO code
from the losing carrier, or at least the
SIRET (if you're a business customers
only). You can obtain the SIRET by
contacting your existing telecom
carrier.

Are there ID requirements? Acceptable Identification

No

Yes

Your business address. It
must be in the relevant
geographic zone as the
number.

Required Documents

N/A
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Germany (DE)

For ordering phone numbers

Supported | Type of Number
Regions

US East Local telephone numbers: Yes
US West

Canada
(Central)

EU
(Frankfurt)

EU (London) Toll-free prefixes: +49 800 | Yes

National prefixes: +49 32 Yes

For porting numbers

Supported Porting Windows
Regions

US East 10 AMto 12 PM CET
US West

EU (Frankfurt)

EU (London)

Are there ID requirements? = Acceptable Identification

Local address in Germany
is required. The address
dictates where the
geographic number must
be sited. Businesses must
provide a copy of the
business registration
document as proof of
address.

Your residence or business
address outside of
Germany. You must provide
proof of the address.

For numbers to be
answered inside of
Germany, a special process
applies. You must obtain
the number directly from
the local regulator and then
port it to Amazon Connect.
Details about the process
are provided when you
make the request.

Address in Germany is
required. Businesses
must provide a copy of
the business registration
document as proof of
address.

Required Documents

1. Last invoice

2. Letter of Authorization (LOA)

3. For business ports, end user stamp is
mandatory on the LOA.

4. If the number to be ported is an
extended line, the main line must be
ported.
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Supported Porting Windows
Regions

Greece (GR)

For ordering phone numbers
Supported | Type of Number
Regions
US East Local telephone numbers: Yes
US West

Canada Toll-free prefixes: +30 800 | No
(Central)

EU
(Frankfurt)

EU (London)

For porting numbers

Supported Porting Windows
Regions

US East 10 AM to 12 PM CET
US West

EU (Frankfurt)

EU (London)

Hong Kong (HK)

For ordering phone numbers
Supported | Type of Number
Regions

Asia Pacific | Local telephone numbers: Yes
(Seoul)

Asia Pacific
(Singapore)

Required Documents

5. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements? Acceptable Identification

Your business address. It
must be in the relevant
geographic zone.

Required Documents

. Last invoice
. Letter of Authorization (LOA)
. Company registration certificate

. Copy of LOA signatory's photo ID/
Passport

A NN =

5. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements? Acceptable Identification

Your address and proof of
address.

A global address is
acceptable.
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Supported | Type of Number
Regions

Asia Pacific National prefixes: +852 58
(Sydney)

Asia Pacific
(Tokyo)

Are there ID requirements? = Acceptable Identification

Yes

Toll-free prefixes: +852 800 | Yes

For porting numbers

Supported Porting Windows
Regions
Not support N/A

Hungary (HU)

For ordering phone numbers

Supported | Type of Number
Regions

EU Local telephone numbers:
(Frankfurt)

EU (London)

Toll-free prefixes: +36 800

For porting numbers

Supported
Regions

Porting Windows

EU (Frankfurt) 10 AM to 12 PM CET

EU (London)

Your address and proof of
address.

A global address is
acceptable.

Your business address.

A global address is
acceptable.

Required Documents

N/A

Are there ID requirements? Acceptable Identification

Yes

No

Your business address. It
must be in the relevant
geographic zone. You

must provide proof of the
address along with a copy
of the business registration.

A copy of the ID or
passport of an authorized
representative.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

3. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers
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Indonesia (ID)

For ordering phone numbers

Supported
Regions

Asia Pacific
(Seoul)

Asia Pacific
(Singapore)

Asia Pacific
(Sydney)

Asia Pacific
(Tokyo)

Type of Number

Local telephone numbers:

Mobile prefixes: +62 855

For porting numbers

Supported
Regions

Not supported

Ireland (IE)

Porting Windows

N/A

For ordering phone numbers

Supported
Regions

US East
US West

Canada
(Central)

EU
(Frankfurt)

EU (London)

Type of Number

Local telephone numbers:

Toll-free prefixes: +353
1800

National prefixes: +353 76

For porting numbers

Supported
Regions

US East

Porting Windows

10 AM to 12 PM CET

Are there ID requirements?

No

Yes

Acceptable Identification

Proof of business address,

a copy of the ID or
passport of an authorized
representative, and the
business registration.

You must also provide a
description of how you plan
to use the numbers.

Required Documents

N/A

Are there ID requirements?

Yes

No

No

Acceptable Identification

Your business address. It
must be in the relevant
geographic zone.

No longer Available -
Nomadic numbers (076) are
being phased out by the
end of 2021.

Required Documents

1. Last invoice
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Supported
Regions

US West
EU (Frankfurt)

EU (London)

Italy (IT)

Porting Windows

For ordering phone numbers

Supported
Regions

US East
US West

Canada
(Central)

EU
(Frankfurt)

EU (London)

Type of Number

Local telephone numbers:

Toll-free prefixes: +39 800

Required Documents

2. Letter of Authorization (LOA)

3. It is mandatory to provide the main
telephone number on the account.

4. It is mandatory to provide a
Wholesale Account number.

5. Type of the line mandatory on the
LOA.

6. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements? Acceptable Identification

Yes

Yes

Your business name,
address, and VAT number.
You must provide proof
of the address along with
a copy of the business
registration.

You must provide the
following details of an
authorized representative:
name and address, birth
location and data, and
nationality and tax code.
Also provide proof of the
authorized representative's
identity, which can be a
copy of an ID or passport.

Any Italian address is
acceptable.

Your business name,
address, and VAT number.

You must provide the
following details of an
authorized representative:
name and address, birth
location and data, and
nationality and tax code.
Also provide proof of the
authorized representative's
identity, which can be a
copy of an ID or passport.
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Supported | Type of Number Are there ID requirements? = Acceptable Identification
Regions
A global address is
acceptable.
For porting numbers

Supported Porting Windows Required Documents

Regions

US East 10 AM to 12 PM CET 1. Last invoice

US West 2. Le.tter 'of Authorization (LOA)

3. Migration code of the requested

EU (Frankfurt) number is mandatory. Obtain this
code from the losing carrier.

EU (London) 4. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

Japan (JP)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? Acceptable Identification
Regions
Asia Pacific | Local telephone numbers: Yes Businesses must provide 3
(Seoul) pieces of documentation:
Asia Pacific « Company registration
(Singapore) documents. These

) - documents must show:
ASS'Z Pacific o The business
(Sydney) address is in the city
Asia Pacific corresponding to the
(Tokyo) requested area code of

the number.

e The authorized
representative of the
business.

« A copy of the personal
ID or passport of the
business's authorized
representative.

The person must be
registered on the
Company Registration
Documents. Valid
personal ID can be
government-issued IDs,
passports, drivers license.
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Supported | Type of Number Are there ID requirements? = Acceptable Identification
Regions

« Proof of address for
the business. Valid
proofs of address include:
third-party issued bank
statements, utility
bills (all issued in the
previous 3 months);
government documents
(issued in the previous
year); or IDs listing the
submitted address, such
as government-issued
IDs, passports, drivers
licenses, and business
registration.

Copies of these documents
should be made into a
single ZIP file.
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Supported | Type of Number Are there ID requirements? = Acceptable Identification
Regions

Toll-free prefixes: +81 120, | Yes Businesses must

+81 800 provide the following

documentation:

« A copy of the personal
ID or passport of the
business's authorized
representative.

The person must be
registered on the
Company Registration
Documents. Valid
personal ID can be
government-issued IDs,
passports, drivers license.

« Proof of address for
the business. Valid
proofs of address include:
third-party issued bank
statements, utility
bills (all issued in the
previous 3 months);
government documents
(issued in the previous
year); or IDs listing the
submitted address, such
as government-issued
IDs, passports, drivers
licenses, and business
registration.

A global address is
acceptable.

Copies of these documents
should be made into a
single ZIP file.

For porting numbers

Note
Local telephone numbers cannot be ported. Only toll-free numbers can be ported.

Supported Porting Windows Required Documents

Regions

Asia Pacific Toll-free prefixes: +81 120, +81 800 1. Last invoice

(Tokyo) 2. Letter of Authorization (LOA)

3. Documents required per Type of
Number as listed in the previous
table for ordering numbers
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Latvia (LV)

For ordering phone numbers

Supported | Type of Number
Regions

EU Mobile prefixes: +371 28
(Frankfurt)

EU (London)

Toll-free prefixes: +371 80

National prefixes: +371 6

For porting numbers

Supported
Regions

Porting Windows

EU (Frankfurt) 10 AM to 12 PM CET

EU (London)

Are there ID requirements? = Acceptable Identification

Yes

Yes

Yes

Businesses must provide
proof of address within
Latvia.

Valid forms of proof:

» Business Registration

 Third-party issued bank
statement or public
utility bill showing
regular use

o Lease Agreement

Businesses must provide
proof of address within
Latvia.

Valid forms of proof:

« Business Registration

 Third-party issued bank
statement or public
utility bill showing
regular use

o Lease Agreement

Businesses must provide
proof of address within
Latvia.

Valid forms of proof:

» Business Registration

 Third-party issued bank
statement or public
utility bill showing
regular use

o Lease Agreement

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)
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Supported Porting Windows Required Documents
Regions

3. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

Lithuania (LT)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? Acceptable Identification
Regions
EU Local telephone numbers: No
(Frankfurt)
Mobile prefixes: +370 66 Yes Your business name,
EU (London) address, and registration
number.

A global address is
acceptable.

Toll-free prefixes: +370 800 | Yes Proof of business address in
the country is required.

For porting numbers

Supported Porting Windows Required Documents
Regions
EU (Frankfurt) 10 AMto 12 PM CET 1. Last invoice

2. Letter of Authorization (LOA)

3. VAT number and local address is
needed on the LOA.

4. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

EU (London)

Luxembourg (LU)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? Acceptable Identification
Regions

EU Local telephone numbers: Yes Your residence or business
(Frankfurt) +352 27 address. It must be in the

relevant geographic zone.
EU (London)

National prefixes: No

Toll-free prefixes: +352 800 | No
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For porting numbers

Supported
Regions

EU (Frankfurt)

EU (London)

Porting Windows

10 AM to 12 PM CET

Malaysia (MY)

For ordering phone numbers

Inside Malaysia

Supported
Regions

Asia Pacific
(Seoul)

Asia Pacific
(Singapore)

Asia Pacific
(Sydney)

Asia Pacific
(Tokyo)

Type of Number

Local telephone numbers
(Inbound and Outbound
required post 9th July
2021)

Local telephone numbers
(existing Inbound only pre
9th July 2021)

Toll-free prefixes: +60 1800

Outside Malaysia

Supported
Regions

Asia Pacific
(Seoul)

Type of Number

Local telephone numbers
(Inbound required post 9th
July 2021)

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)
3. You must provide the account

number from the Main Losing
Carrier to which the requested DID is

assigned.

4. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements?

Yes

Yes

Yes

Are there ID requirements?

Yes

Acceptable Identification

Business Registration
Documentation, Letter

of Authority naming an
authorised business user.
Government issued ID such
as passport.

Business Registration
Documentation, Letter

of Authority naming an
authorised business user.
Government issued ID such
as passport.

Business Registration
Documentation, Letter

of Authority naming an
authorised business user.
Government issued ID such
as passport.

Acceptable Identification

Non Malaysia
Business Registration
Documentation
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Supported
Regions

Asia Pacific
(Singapore)

Asia Pacific
(Sydney)

Asia Pacific
(Tokyo)

Type of Number

Toll-free prefixes: +60 1800 | Yes

For porting numbers

Supported
Regions

Not supported

Malta (MT)

Porting Windows

N/A

For ordering phone numbers

Supported
Regions

EU
(Frankfurt)

EU (London)

Type of Number

National prefixes: +356 Yes

For porting numbers

Supported
Regions

Not supported

Mexico (MX)

Porting Windows

N/A

For ordering phone numbers

Supported
Regions

US East

Type of Number

Local telephone numbers: No

Are there ID requirements? = Acceptable Identification

Non Malaysia
Business Registration
Documentation

Required Documents

N/A

Are there ID requirements? = Acceptable Identification

Your business name,
address, a copy of the
business registration
(global), and a copy of
the ID or passport of an
authorized representative.

A global address is
acceptable.

Required Documents

N/A

Are there ID requirements? Acceptable Identification
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Supported
Regions

US West

Type of Number

Toll-free prefixes: +52 800

For porting numbers

Supported Porting Windows
Regions
US East
CET
US West

New Zealand (NZ)

For ordering phone numbers

Supported
Regions

Type of Number

Asia Pacific
(Seoul)

Local telephone numbers:

Toll-free prefixes: +64 800
Asia Pacific
(Singapore)

Asia Pacific
(Sydney)

Asia Pacific
(Tokyo)

For porting numbers

Supported
Regions

Porting Windows

Asia Pacific (Seoul) | 7 AM to 11AM NZST

Asia Pacific
(Singapore)

Asia Pacific
(Sydney)

Asia Pacific
(Tokyo)

Are there ID requirements? = Acceptable Identification

No

10 AM to 12 PM CET or 2 PM to 4 PM

Required Documents

1. Last invoice

2. Letter of Authorization (LOA)

3. Copy of LOA signatory “s photo ID
4. Copy of power of attorney

Are there ID requirements? Acceptable Identification

No

No

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)
3. Wholesale account number of the

phone number from the current
carrier.
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Netherlands (NL)

For ordering phone numbers

Supported | Type of Number
Regions

US East Local telephone numbers:

US West

Canada Mobile prefixes: +31 97
(Central)

EU
(Frankfurt)

EU (London)

Toll-free prefixes: +31 800

National prefixes: +31 85

For porting numbers

Supported Porting Windows
Regions

US East 10 AMto 12 PM CET
US West

EU (Frankfurt)

EU (London)

Are there ID requirements? = Acceptable Identification

Yes

Yes

Yes

No

Your business address. It
must be in the relevant
geographic zone.

A global business address.

No voice services are
supported, only AWS Server
Migration Service (AWS
SMS).

File orders in writing. Use
the form that is provided
to you when you make
the request. Provide the
following information:

« Your name and address.

« A description of the
service for which the
number will be used.

Estimated lead time from
order to activation is 6
weeks.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

3. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers
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Nigeria (NG)

For ordering phone numbers

Supported
Regions

Type of Number

Africa (Cape
Town)

For porting numbers

Supported Porting Windows
Regions
Not supported N/A

Norway (NO)

For ordering phone numbers

Supported
Regions

Type of Number

US East
US West

Canada
(Central)

EU
(Frankfurt)

Mobile prefixes: +47 59
EU (London)

Local telephone numbers:

Local telephone numbers:

Are there ID requirements?

Yes

Acceptable Identification

Businesses must provide
a copy of business
registration containing a
proof of address.

Valid proofs of address
include: third-party
issued bank statements,
utility bills (all issued in
the previous 6 months);
government documents
(issued in the previous
year).

The business address must
be inside Nigeria.

Required Documents

N/A

Are there ID requirements?

Yes

Yes

Acceptable Identification

Your business address

in Norway, street code,
municipality code, and
company organization
number.

Proof of Norwegian
business registration.

Your business name,
address, and registration
number, and a copy of
the ID or passport of an
authorized representative.
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Supported | Type of Number Are there ID requirements? = Acceptable Identification
Regions
A global address is
acceptable.
Toll-free prefixes: +47 800 | Yes Your business address

in Norway, street code,
municipality code, and
company organization
number.

Proof of Norwegian
business registration.

National prefixes: +47 81 Yes Your business address
in Norway, street code,
municipality code, and
company organization
number.

Proof of Norwegian
business registration.

Numbers are available to businesses only, not individuals. The DID type is Landline, instead of
Geographic. This is because all formerly geographic numbers are now classified as landline, and do not
have a geographic zone.

For porting numbers

Supported Porting Windows Required Documents
Regions
US East 10 AM to 12 PM CET 1. Last invoice

2. Letter of Authorization (LOA)

3. Documents required for the Type
EU (Frankfurt) of Number, as listed in the previous
table for ordering phone numbers

US West

EU (London)

Panama (PA)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? Acceptable Identification
Regions

US East Toll-free prefixes: +507 800 | Yes Your business address.

US West You can have a maximum

of 5 Panama toll-free
numbers per business
name.
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For porting numbers

Supported Porting Windows Required Documents
Regions
Not supported N/A N/A

Peru (PE)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? Acceptable Identification
Regions

US East Local telephone numbers: No

US West Toll-free prefixes: +51 800 | No

For porting numbers

Supported Porting Windows Required Documents
Regions
Not supported N/A N/A

Poland (PL)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? Acceptable Identification

Regions

US East Local telephone numbers: Yes Your business address
and a copy of a business

US West registration.

Canada A global address is

(Central) acceptable.

EU Mobile prefixes: +48 73 Yes Your business name,

(Frankfurt) address and registration
number, and a copy of

EU (London) the ID or passport of an

authorized representative.

A global address is
acceptable.

Toll-free prefixes: +48 800 | No
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For porting numbers

Supported Porting Windows
Regions

US East 10 AMto 12 PM CET
US West

EU (Frankfurt)

EU (London)

Portugal (PT)

For ordering phone numbers

Supported | Type of Number
Regions

US East Local telephone numbers:
US West

Canada
(Central)

EU
(Frankfurt)  1o|(-free prefixes: +35 1800

EU (London) | National prefixes: +351 30

For porting numbers

Supported Porting Windows
Regions

US East 10 AM to 12 PM CET
US West

EU (Frankfurt)

EU (London)

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)
3. Documents required for the Type

of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements? Acceptable Identification

Yes Your business address. It
must be in the relevant
geographic zone. You must
also submit the required
proof of Telecom services
being provided to the
address.

No

No

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

3. Copy of legal representative's photo
ID

4. Documents required per Type of
Number as listed in the previous
table for ordering numbers
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Puerto Rico (PR)

For ordering phone numbers

Supported | Type of Number
Regions

US East Local telephone numbers:
+1787,+1 939
US West
Toll-free prefixes: +1 800
Canada
(Central)

For porting numbers

Supported Porting Windows
Regions

US East 10 AM to 12 PM PST
US West

Romania (RO)

For ordering phone numbers

Supported | Type of Number
Regions

EU Local telephone numbers:
(Frankfurt)

EU (London)
Toll-free prefixes: +40 800

National prefixes: +40 376

For porting numbers

Supported
Regions

Porting Windows

EU (Frankfurt) 10 AMto 12 PM PST

EU (London)

Are there ID requirements? = Acceptable Identification

No

No

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

Are there ID requirements? = Acceptable Identification

Yes

No

No

Your address and proof of
address. It must be in the
relevant geographic zone.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)
3. Documents required for the Type

of Number, as listed in the previous
table for ordering phone numbers

201



Amazon Connect Administrator Guide
Telecoms regulations

Serbia (RS)

For ordering phone numbers

Supported
Regions

EU
(Frankfurt)

EU (London)

Type of Number

Local telephone numbers:

For porting numbers

Supported
Regions

Not supported

Porting Windows

N/A

Singapore (SG)

For ordering phone numbers

Supported
Regions

Asia Pacific
(Seoul)

Asia Pacific
(Singapore)

Asia Pacific
(Sydney)

Asia Pacific
(Tokyo)

Type of Number

Mobile prefixes: +65 8

National prefixes: +65 31
and +65 6

Toll-free prefixes: +65 800

Are there ID requirements? = Acceptable Identification

Yes

Businesses must provide
a copy of business
registration containing a
proof of address.

Valid proofs of address
include: third-party
issued bank statements,
utility bills (all issued in
the previous 6 months);
government documents
(issued in the previous
year).

The business address must
be outside Serbia.

Required Documents

Are there ID requirements? = Acceptable Identification

Yes

Yes

Yes

Proof of the business
address and proof of ID.

A global address is
acceptable.

Address required in country.

Documents required
for company: Company
registration documents

Your business address.

A global address is
acceptable.
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For porting numbers

Supported Porting Windows
Regions

Asia Pacific NA

(Singapore)

Slovakia (SK)

For ordering phone numbers
Supported | Type of Number

Regions

US East Local telephone numbers:

US West

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)
3. List of Port in Numbers

Are there ID requirements? = Acceptable Identification

Yes

Canada Toll-free prefixes: +421 800 ' No

(Central)

EU
(Frankfurt)

EU (London)

For porting numbers

Supported Porting Windows
Regions

US East 10 AM to 12 PM CET
US West

EU (Frankfurt)

EU (London)

Slovenia (SI)

For ordering phone numbers
Supported | Type of Number
Regions

EU Local telephone numbers:
(Frankfurt)

EU (London)
Toll-free prefixes: +386 80

Your business address. It
must be in the relevant
geographic zone.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

3. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements? Acceptable Identification

Yes

No

Your business address. It
must be in the relevant
geographic zone.
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Supported | Type of Number
Regions

National prefixes: +386 82

For porting numbers

Supported Porting Windows

Regions
EU (Frankfurt) 10 AM to 12 PM CET

EU (London)

South Africa (ZA)

For ordering phone numbers
Supported | Type of Number
Regions

Africa (Cape | Local numbers:
Town)

Mobile numbers:

South Korea (KR)

For ordering phone numbers

Supported | Type of Number
Regions

Asia Pacific | Local telephone numbers:
(Seoul) +82 2

Are there ID requirements? = Acceptable Identification

No

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

3. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements? Acceptable Identification

Yes

Yes

Your business address in
South Africa along with
your Tax ID.

Your business address in
South Africa and proof of
address such as one of the
following documents:

o Excerpt from the
commercial register
showing the South Africa
address

« Utility bill
« Tax notice
« Rent receipt
o Title deed

Are there ID requirements? Acceptable Identification

Yes

Your business address in
Seoul.
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Supported
Regions

Type of Number

Toll-free prefixes: +82 308

National prefixes: +82 70

For porting numbers

Supported Porting Windows
Regions
Not supported N/A

Spain (ES)

For ordering phone numbers

Supported
Regions

Type of Number

US East Local telephone numbers:

US West

Canada
(Central)

EU Toll-free prefixes: +34 900
(Frankfurt)
National prefixes: +34 518,

EU (London) | +34 902

For porting numbers

Supported Porting Windows
Regions

US East 10 AM to 12 PM CET
US West

EU (Frankfurt)

Are there ID requirements?

Yes

Yes

Acceptable Identification

Local customers should
provide a copy of their
business (tax office)
registration certificate,
which is issued by local
tax authorities and shows
the company's registered
address.

Your business address in
South Korea.

Your business address in
South Korea.

Required Documents

N/A

Are there ID requirements?

Yes

No

No

Acceptable Identification

Your business address. It
must be in the relevant
geographic zone as

the phone number. A
copy of the ID/business
registration.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)
3. CIF/NIF (VAT number)
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Supported
Regions

EU (London)

Porting Windows

Sweden (SE)

For ordering phone numbers

Supported | Type of Number
Regions

US East Local telephone numbers:
US West

Mobile prefixes: +46 766
Canada
(Central) Toll-free prefixes: +46 20
EU National prefixes: +46 77
(Frankfurt) | and +46 10

EU (London)

For porting numbers

Supported Porting Windows
Regions

US East 10 AM to 12 PM CET
US West

EU (Frankfurt)

EU (London)

Switzerland (CH)

For ordering phone numbers

Supported | Type of Number
Regions

US East Local telephone numbers:

US West

Required Documents

4. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements? = Acceptable Identification

Yes

No
No

No

Your business address in
Sweden.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

3. Your tax number has to be provided.
A Swedish organization number
usually contains 12 digits, starting
with 16 if it is from a company, or 19
or 20 if it's personal.

4. Documents required for the Type

of Number, as listed in the previous
table for ordering phone numbers

Are there ID requirements? = Acceptable Identification

Yes

Your business address. It
must be in the relevant
geographic zone.
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Supported | Type of Number
Regions

Canada
(Central)

EU

(Frankfurt) | Toll-free prefixes: +41 800  Yes

EU (London)

For porting numbers

Supported Porting Windows
Regions

US East 10 AMto 12 PM CET
US West

EU (Frankfurt)

EU (London)

Thailand (TH)

For ordering phone numbers

Supported Type of Number Are there ID
Regions requirements?

Asia Local telephone Yes
Pacific numbers:
(Seoul)

Asia
Pacific
(Singapore)

Asia
Pacific
(Sydney)
Asia
Pacific
(Tokyo)

Are there ID requirements? = Acceptable Identification

A proof of business
registration.

Your business address
and a copy of business
registration.

A global address is
acceptable.

Required Documents

1. Last invoice
2. Letter of Authorization (LOA)

3. Documents required for the Type
of Number, as listed in the previous
table for ordering phone numbers

4. Proof of address

5. Company registration

Acceptable Restrictions

Identification

International caller
ID is not guaranteed.

For business
address inside
Thailand: Business
must provide a

copy of the ID of a
company authorized
representative and
company certificate.

For business address
outside of Thailand:
Proof of business
address and proof

of ID, such as the
business registration.
Also, a copy of

the ID or passport

of an authorized
representative.
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Supported Type of Number Are there ID Acceptable Restrictions
Regions requirements? Identification

Toll-free prefixes: Yes Proof of business

+66 1800 address and proof

of ID, such as the
business registration.
Also, a copy of

the ID or passport

of an authorized
representative.

The address cannot
be in Thailand.

For porting numbers

Supported Porting Windows Required Documents
Regions
Not supported N/A N/A

Uganda (UG)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? = Acceptable Identification
Regions

Africa (Cape | Local telephone numbers: Yes Businesses must provide
Town) a copy of business

registration containing a
proof of address.

Valid proofs of address
include: third-party
issued bank statements,
utility bills (all issued in
the previous 6 months);
government documents
(issued in the previous
year).

The business address must
be inside of Uganda.
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United Kingdom (UK)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? = Acceptable Identification
Regions

US East Local telephone numbers: No

US West Mobile prefixes: +44 No

Asia Pacific Toll-free prefixes: +44 800, | No

(Seoul) +44 808

Asia Pacific | National prefixes: No

(Singapore)

Asia Pacific
(Sydney)

Asia Pacific
(Tokyo)

Canada
(Central)

EU
(Frankfurt)

EU (London)

For porting numbers

Supported Porting Windows Required Documents
Regions
US East 10 AM to 12 PM CET 1. Last invoice

US West 2. Letter of Authorization (LOA)

Asia Pacific (Seoul)

Asia Pacific
(Singapore)

Asia Pacific
(Sydney)

Asia Pacific
(Tokyo)

EU (Frankfurt)

EU (London)
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United States (US)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? = Acceptable Identification
Regions

US East Local telephone numbers: No
US West Toll-free prefixes: No

Asia Pacific
(Seoul)

Asia Pacific
(Singapore)

Asia Pacific
(Sydney)

Asia Pacific
(Tokyo)

Canada
(Central)

EU
(Frankfurt)

EU (London)

For porting numbers

Supported Porting Windows Required Documents
Regions
US East 7 AMto 5 PM CST 1. Last invoice

US West 2. Letter of Authorization (LOA)

Asia Pacific (Seoul)

Asia Pacific
(Singapore)

Asia Pacific
(Sydney)

Asia Pacific
(Tokyo)

EU (Frankfurt)

EU (London)

210



Amazon Connect Administrator Guide
Set up outbound communications

Vietnam (VN)

For ordering phone numbers

Supported | Type of Number Are there ID requirements? Acceptable Identification
Regions

Asia Pacific Local telephone numbers: No

(Sydney)
Toll-free prefixes: yes Businesses must provide
Asia Pacific a copy of business
(Singapore) registration containing a
proof of address.
Asia Pacific
(Tokyo) Valid proofs of address

include: third-party
issued bank statements,
utility bills (all issued in
the previous 6 months);
government documents
(issued in the previous
year).

The business address must
be outside Vietnam.

Coverage Limitations

« Local : All major networks except minority three networks FPT, CMC and Gtel.
« TFN : National reachability only from: VNPT fixed network, Vinaphone Mobile, and SPT network.

For porting numbers

Supported Porting Windows Required Documents
Regions
Not supported N/A N/A

Set up outbound communications

You can send outbound communications to customers for a variety of reasons, such as appointment
reminders, subscription renewals, and debt collection. Amazon Connect provides both normal and high-
volume outbound campaign capabilities.

Contents
« Set up outbound caller ID (p. 212)
« Enable outbound calls (p. 215)
« Enable high-volume outbound communications (p. 215)
« Create a high-volume outbound campaign (p. 217)
« Disable high-volume outbound communications (p. 219)
« Security profile permissions for outbound communications (p. 220)
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Set up outbound caller ID

We recommend setting your outbound caller ID. Not doing so may result in some PSTN carriers
considering your outbound calls fraudulent activity, and they may drop them.

There are a few times when your outbound caller ID—your company name and number—uwill appear to
contacts:

« During customer callbacks.
« If an agent makes an outbound call.

« If an agent transfers a call, for example, to an external number.

Caller ID name: Set in queue

You set the caller ID name, such as the name of your company, in the queue settings. To edit queue
settings, on the navigation menu choose Routing, Queues, and then choose the queue you want to edit.

Edit queue

Name

Escalation queue

Description

Network issues

236 of 250 characters remaining.

Show additional queue information

Hours of operation Outbound caller ID name Maximum contacts in queue (optional)
Basic Hours x v Example Corp v| Seta limit

The name that will show up on the customer's

phone

9

Note: queued callbacks may exceed this
Outbound caller ID number Ote: queued catibacks may exceed
lirmit

+1 X v

Outbound whisper flow (optional)

v

If your DID/TFN phone number is in the US/CANADA: The name you use should be the same one
that's registered in the CNAM (Caller Name) database provided by Amazon Connect; this is a nationwide
resource available in the US/CANADA to provide the name of the calling party on incoming calls if
recipients subscribe to CNAM services from their telecom carrier.

Open an AWS Support ticket to register your US based phone number with your company name in the
CNAM database of the Amazon Connect carrier. We'll handle the registration process for you. It may take
up to 30 days for the caller ID names to propagate through the database.
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If you are using CNAM phoning into CANADA, the end network may support Caller ID lookups, but
this functionality is not guaranteed, as not all receiving networks support this feature. We are currently
unable to provide support for lookups in other locales.

Important

CNAM is not supported for custom caller IDs, third-party numbers, or with the use of whisper
flow transfers.

Tip

If you want each agent to have their own caller ID name while dialing out (such as Example Corp
Billing Dept), create a queue for each agent/caller ID name.

Caller ID number: Set in the queue or Call phone number block

Only phone numbers that you've claimed (p. 167) or ported to Amazon Connect (p. 157) can be used
as your caller ID number.

To use an external phone number as your outbound caller ID number, contact AWS Support to see if it's
possible. You'll need to provide proof of ownership (p. 171).

You can set the caller ID number as follows:

« Call phone number (p. 322) block: Use this block in an outbound whisper flow to initiate an
outbound call to a customer and, optionally, specify a custom caller ID number that is displayed to call
recipients.

This block is useful when you have multiple telephone numbers used to make outbound calls, but
want to consistently display the same company phone number for the caller ID for calls made from
your contact center.

You can also use this block with the Set contact attributes (p. 399) block to set the callback number
dynamically. For example, you can display a certain caller ID number based on the customer's account
type.

» Queue: If no caller ID number is specified in the Call phone number (p. 322) block, then the caller ID
in the queue settings is used.

Important

In Australia: The caller ID must be an Amazon Connect provided DID (Direct Inward Dialing)
phone number. If a toll free number or a number not provided by Amazon Connect is used
in the caller ID, local telephony suppliers may reject outbound calls due to local anti-fraud
requirements.

Setting the caller ID dynamically

Use an attribute in the Call phone number (p. 322) block to set the caller ID number dynamically during
the contact flow.

The attribute can be one you define in the Set contact attributes (p. 399) block in the contact flow. Or,
it can be an external attribute returned from an AWS Lambda function.

The value of the attribute must be a phone number from your instance in E.164 format.

« If the number is not in E.164 format, the number from the queue associated with the outbound
whisper flow is used for the caller ID number.

« If no number is set for the outbound caller ID number for the queue, the call attempt will fail.

For more information about setting the caller ID dynamically, see this AWS Support Knowledge Center
article: How can | set my Amazon Connect outbound caller ID dynamically based on country?
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Use E.164 format for international phone numbers

Amazon Connect requires phone numbers in E.164 format.

To express a US phone number in E.164 format, add the '+' prefix and the country code in front of the
number. For example, for a US number:

» +1-800-555-1212

In the UK and many other countries internationally, local dialing requires the addition of a 0 in front of
the subscriber number. However, to use E.164 formatting, this 0 must be removed. A number such as 020
718 xxxxx in the UK would be formatted as +44 20 718 xxxxx.

Phone numbers that are not formatted in E.164 may work, but it depends on the phone or handset that
is being used as well as the carrier from which the call is originated.

When you place calls from the CCP using Amazon Connect the CCP provides the correct formatting for
numbers automatically.

How to specify a custom caller ID number using a Call phone
number (p. 322) block

1. On the navigation menu, choose Routing, Contact flows.

2. Choose the down arrow next to Create contact flow, and then choose Create outbound whisper
flow.

3. Add a Call phone number (p. 322) block to the flow, and connect the Entry point block to it.

The Call phone number (p. 322) block must be placed before a Play prompt block if one is
included in your contact flow.

Select the Call phone number (p. 322) block, and then select Caller ID number to display.
5. Do one of the following:

« To use a number from your instance, choose Select a number from your instance, and then
search for or select the number to use from the drop-down.

e Choose Use attribute to use a contact attribute to provide the value for the caller ID number.
You can use either a User Defined attribute you create using a Set contact attributes (p. 399)
block, or an External attribute returned from an AWS Lambda function. The value of any
attribute you use must be a phone number claimed for your instance and be in E.164 format.
If the number used from an attribute is not in E.164 format, the number set for the Outbound
caller ID number for the queue is used.

6. Add any additional blocks to complete your contact flow, and connect the Success branch of the Call
phone number (p. 322) block to the next block in the flow.

There is no error branch for the block. If a call is not successfully initiated, the contact flow ends and
the agent is placed in an AfterContactWork (ACW) state.

Why your caller ID might not appear correctly to customers

Amazon Connect presents Outbound Caller ID Name correctly via the Calling Line/Party Presentation
service on outbound calls. In testing, with all of our telephony providers, the Outbound Caller ID

Name value comes back to us intact on all the carriers we use. This service is not consistent because
downstream carriers (including mobile carriers) often ignore the value we set in the Outbound Caller ID
Name and CNAM is not regulated or enforced.
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How to avoid labels like "spam" and "telemarketer"

Amazon Connect has contracted with a leading provider of CNAM services for US numbers to provide
Calling Name to the extent possible. This enables outbound calls that show the enrolled Calling Line
Identity (CLI) to generally avoid reputation-sensitive labels like "spam" or "telemarketer."

To enroll your numbers with this CNAM services provider, open an AWS Support ticket. Our support
team will gather the required information to enroll your numbers. For instructions on how to access AWS
Support, see Get administrative support for Amazon Connect (p. 1257).

Note
Only numbers in the 50 US states, Puerto Rico, and Virgin Islands are eligible.

Enable outbound calls

Before your agents can make outbound calls to customers, you need to set up your Amazon Connect
instance for outbound communications.

1.  Open the Amazon Connect console at https://console.aws.amazon.com/connect/.

2. Onthe instances page, choose the instance alias. The instance alias is also your instance name,
which appears in your Amazon Connect URL.

Amazon Connect Instances

Amazon Connect virtual contact center instances

o

Q
Instance alias ¥ Access URL [ v Channels Create date W Status v
mytest67 | o= https://mytest67.my.connect.aws Inbound, outbound telephony 1/12/2022 © Active

3. Inthe navigation pane, choose Telephony.

4, To enable outbound calling from your contact center, choose Make outbound calls with Amazon
Connect.

5. To enable high-volume outbound communications, choose Enable high-volume outbound
communications.

6. By enabling early media audio, your agents can hear pre-connection audio such as busy signals,
failure-to-connect errors, or other informational messages from telephony providers, when making
outbound calls. Choose Enable early media.

7. Choose Save.

Note

For a list of countries you can call by default based on the Region of your instance, see
Countries you can call (p. 1214).

For a list of all countries available for outbound calls based on the Region of your instance, see
Amazon Connect pricing. If a country is not available in your dropdown menu, open a ticket to
add it to your allow list.

Enable high-volume outbound communications

Before you begin

There are a few things that you need in place before using high-volume outbound communications:
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« Make sure your instance is enabled for outbound calling (p. 215).

» Create a dedicated outbound communications queue to handle any contacts that will be routed to
agents as a result of the campaign.

« Assign the queue to the agent's routing profile.

« Create and publish a contact flow that includes a Check call progress (p. 327) block. This block
enables you to branch based on whether a person answered the phone, for example, or a voicemail
was detected.

Note

If you plan to call customers in Australia or New Zealand, see Step 4: Create a new campaign in
the Amazon Connect instance in this blog for instructions: Make predictive and progressive calls
using Amazon Connect high-volume outbound communications.

Create a AWS KMS key

When you enable high-volume outbound communications, you have the option to provide your own
AWS KMS key. These keys are created and managed by you (AWS KMS charges apply). You also have the
option to use an AWS owned key.

When enabling or disabling high-volume outbound communications using an API, make sure the API user
is either the administrator or has the following permissions: kms : DescribeKey, kms : CreateGrant,
and kms : RetireGrant for the key.

Note

To switch the KMS key that is associated with high-volume outbound communications, first you
need to disable high-volume outbound communications, and then re-enable it using a different
AWS KMS key.

Configure high-volume outbound communications

Open the Amazon Connect console at https://console.aws.amazon.com/connect/.

2. On the instances page, choose the instance alias. The instance alias is also your instance name,
which appears in your Amazon Connect URL.

Amazon Connect Instances

Amazon Connect virtual contact center instances

o

Q
Instance alias ¥ Access URL [F v Channels Createdate W Status v
mytest67 | o= https://mytest67.my.connect.aws Inbound, outbound telephony 1/12/2022 © Active

3. Inthe navigation pane, choose Telephony.

To enable high-volume outbound communications, choose Enable high-volume outbound
communications.

5. Under Encryption settings, enter your own AWS KMS key or choose Create an AWS KMS key.

If you choose Create an AWS KMS key:

« A new tab in your browser opens for the Key Management Service (KMS) console. On the
Configure key page, choose Symmetric, and then choose Next.
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KMS Customer managed keys Create key

Step 1

Configure key Conﬁg ure key

Step 2

Key type Help me choose [

Step 3
O Symmetric Asymmetric
Asingle encryption key that is used for both encrypt A public and private key pair that can be used for
and decrypt operations encrypt/decrypt or sign/verify operations
Step 4

» Advanced options

Step 5

« On the Add labels page, add a name and description for the key, and then choose Next.
« On the Define key administrative permissions page, choose Next.

On the Define key usage permissions page, choose Next.
« On the Review and edit key policy page, choose Finish.

In the following example, the name of the key starts with bcb6fdd:

KMS Customer managed keys

Q 1 @
Aliases v Key ID v Status Key spec @ Key usage
Key becbefedd- Enabled SYMMETRIC_DEFAULT Encrypt and decrypt

« Return to the tab in your browser for the Amazon Connect console, Telephony page. Click or tap
in the AWS KMS key for the key you created to appear in a dropdown list. Choose the key you
created.

Choose Save.

It takes a few minutes for high-volume outbound communications to be enabled. When it's
successfully enabled, you can create outbound campaigns in Amazon Connect for voice calls. If it
does not enable, verify you have the required IAM permissions (p. 1082).

Create a high-volume outbound campaign

Contact centers send outbound communications to customers for a variety of reasons, such as
appointment reminders, telemarketing, subscription renewals, and debt collection. By using Amazon
Pinpoint Journeys and Amazon Connect, you can create high-volume outbound campaigns for voice,
SMS, and email.

There are two ways you can create a high-volume outbound campaign:

« Use Amazon Connect console and Amazon Pinpoint. This topic provides instructions.

« Use the High-volume outbound communications API. For more information, see Amazon Connect
High-Volume Outbound Communications APl Reference. Note that you can't update the name of the
outbound queue using the API.
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How to create a high-volume outbound campaign

1. Log in to your contact center at https://instance name.my.connect.aws/.

2. In the navigation pane, choose High-volume outbound communication, and then choose Create
campaign.

3. In the Campaign details section, specify the name.

High volume outbound communication » Create campaign

Create campaign Cancel

Campaign details /

4. Inthe Outbound configuration section, select the published flow you created for outbound
communications (a flow that includes a Check call progress (p. 327) block).

Outbound configuration

Contact flow

Select an existing contact flow.
Contact flow ad
Required
Queue
Select an existing queue. Queue cannot be changed after campaign creation.
Queue -
Required

Select an existing phone number

Answering machine detection

Detect whether call was answered by human or by an answering machine Learn more

¥  Enable answering machine detection

Select a queue to associate with this campaign.
Answering machine detection is enabled by default. If desired, you can choose to disable it.
Note

If you disable answering machine detection, and if your flow includes the Check call
progress (p. 327) block, the contact is routed down the Error branch.

7. Choose a phone number to be shown as caller ID when making outbound calls. The outbound phone
number is specified for a queue.

Important

« You must use a phone number that has been ported to your Amazon Connect instance, or
claimed from Amazon Connect.
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« Telecom regulations in certain countries dictate use of phone numbers from specific
carriers for outbound calling. For more information, see the Amazon Connect Telecoms
Country Coverage Guide to learn more.

« If you plan to call customers in Australia or New Zealand, see Step 4: Create a new
campaign in the Amazon Connect instance in this blog for instructions: Make predictive
and progressive calls using Amazon Connect high-volume outbound communications.

8. Choose a dialer type.
9. Choose a bandwidth allocation.

10. Open the Amazon Pinpoint console (https://console.aws.amazon.com/pinpoint/) and Create a
journey, using the name of the campaign that you created in Amazon Connect.

11. Associate this campaign to a customer journey on Amazon Pinpoint to start making high-volume
outbound calls.

Campaign state

After a campaign is running, you can pause or stop it. You can also delete a campaign at any time.

Following is a description of each campaign state:

« Created - The campaign is created.

« Running - The campaign as running.

« Paused - The campaign is paused until it is resumed.

» Stopped - The campaign is stopped. You can't resume a campaign that is stopped.
« Failed - An error state caused the campaign to fail.

Disable high-volume outbound communications

Important

You must delete all existing campaigns before you can disable high-volume outbound
communications.

Open the Amazon Connect console at https://console.aws.amazon.com/connect/.

2. On the instances page, choose the instance alias. The instance alias is also your instance name,
which appears in your Amazon Connect URL.

Amazon Connect Instances

Amazon Connect virtual contact center instances

o

Q
Instance alias ¥ Access URL [F v Channels Createdate W Status
mytest67 | o= https://mytest67.my.connect.aws Inbound, outbound telephony 1/12/2022 © Active

3. Inthe navigation pane, choose Telephony.

To disable high-volume outbound communications, uncheck Enable high-volume outbound
communications.

5. Choose Save.
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You can no longer create high-volume outbound campaigns.

Security profile permissions for outbound
communications

To enable agents to make outbound calls, the following Make outbound calls permissions to the agent's
security profile:

Contact Control Panel (CCP) @

I NN

Access Contact Control Panel

Make outbound calls

To enable call center managers to create high-volume outbound campaigns, assign the high-volume
outbound communications permissions to their security profile.

For information about how add more permissions to an existing security profile, see Update security
profiles (p. 797).

By default, the Admin security profile already has permissions to perform all activities.

Set up routing

In Amazon Connect, routing consists of three parts: queues, routing profiles, and contact flows. This topic
discusses queues and routing profiles. For information about contact flows, see Create Amazon Connect
contact flows (p. 296).

A queue holds contacts waiting to be answered by agents. You can use a single queue to handle all
incoming contacts, or you can set up multiple queues.

Queues are linked to agents through a routing profile. When you create a routing profile, you specify:

« Which queues will be in it.

« Whether one queue should be prioritized over another.

« What channels agents will handle in the Contact Control Panel (CCP).

« How many contacts agents can handle simultaneously for each channel.
« Whether individual queues are for all channels or specific ones.

Each agent is assigned to one routing profile.

Contents
« How routing works (p. 221)
« Create a queue (p. 222)
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« Disable a queue (p. 223)

o Set the Maximum contacts in queue limit (p. 224)

« Set the hours of operation and timezone for a queue (p. 225)
« Create a routing profile (p. 227)

« Set up queue-based (skills-based) routing (p. 230)

How routing works

Contacts are routed through your contact center based on these factors:

« The routing profile an agent is assigned to.
« The hours of operation for a given queue.
« The routing logic you define in your contact flows.

For example, you use routing profiles to route specific types of contacts to agents with specific skill sets.
If no agent with the required skill set is available, you can place the contact in the queue defined in the
contact flow.

Here's the logic Amazon Connect uses to route contacts:
« Contacts in a queue are automatically prioritized and forwarded to the next available agent (that is,
the agent who has been idle longest).

« Contacts are placed on hold if there are no available agents. The order in which they are serviced is
determined by their time in queue, on a first-come, first-served basis.

« If multiple agents are available, the contact is routed to the agent who has been in the Available
status for the longest time.

« A routing profile may assign a priority to one queue over another, but the priority within the queue is
always set by the order the contact was added to the queue.

How routing works with multiple channels

When you set up a routing profile to handle multiple channels, agents must complete the interactions
with inbound contacts on one channel before they can receive a contact or a task on the other.

Example: Say a routing profile is configured for voice contacts and for up to 10 chats and up to 10 tasks.
Here's how it would work:

« When agents sign on, they can be routed a chat, task, or voice contact.

« After the agents begin interacting with a voice call, no chats, tasks, or additional voice contacts are
routed to them until they finish the call.

« When agents accept a chat, up to 10 chats are routed to them, but no voice contacts or tasks. After
they're done with the chats, they're available for the next contact, which could be voice, chat, or task.

« When agents accept a task, up to 10 tasks are routed to them, but no voice contacts or chats. After
they're done with the tasks, they're available for the next contact, which could be voice, chat, or task.

This routing model allows agents to handle both voice and chat channels. It routes contacts to the age