


Security requires
strong partners

Integrators, operators and manufacturers all con-
tribute to IT security measures in the design and

operation of automation processes and systems.

Transparency among partners is essential here.
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Transparency for
machine manufacturers,
integrators, and operators

TUV Siid certificate based on IEC 62443
provides integrators and operators transparent
insight into the IT security measures at Siemens
and confirms security in the development process
for automation products.
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SIMATIC PCS 7
process control system

TUV certification according to IEC 62443-4-1/-3-3
For applications in process automation Siemens
offers comprehensive security measures for
securing plant operation as well as manifold
security functions within the process control system.
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Defense in depth —

Comprehensive concept according to IEC 62443
recommendations

Plant security
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Network security

' Cell protection and

EEE perimeter network

« Firewalls and VPN

Security threats
demand action

System integrity
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¢ Authentication and
access protection

siemens.com/industrial-security



Granted certifications

Development process

* Certificate based on IEC 62443-4-1
for security during the development
processes of the DF and PD Divisions

Industrial
IT Security
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Secure

product
dovelopment fecycle
assessed & monitored
according to PP 50168
(based on EC 62443-4-1)

TIA Ethernet-based devices, such as
SIMATIC S7-1500, S7-1500S, S7-300,
SCALANCE S CP343-1

* Protection against DoS attacks

¢ Defined behavior in the event
of an attack

* Improved availability

cchilles

SIMATIC S7-1500 controller/
SCALANCE XM408-8C

* First CSPN-certified industrial product
(Certification de Sécurité de Premier
Niveau)



‘ Industrial
IT Security

Secure product
development lifecycle
(t)/ assessed & monitored

according to PPP 50158
(based on IEC 62443-4-1)
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In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a
holistic, state-of-the-art industrial security concept. Siemens’ products
and solutions only form one element of such a concept.

For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Subject to changes and errors. The information given in this document
only contains general descriptions and/or performance features which
may not always specifically reflect those described, or which may
undergo modification in the course of further development of the
products. The requested performance features are binding only when
they are expressly agreed upon in the concluded contract.





