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Overview
Overview

Introduction to FTM technology
802.11mc Fine Timing Measurement (FTM), also known as Wi-Fi Round Trip Time (RTT), is a time-based
measurement protocol that estimates the distance between FTM-capable Wi-Fi entities. In the context of
this guide, the measured distance is between FTM-capable AP and FTM-capable Mobile Device, whereby
the estimated distance is within one meters of precision. By calculating the distances between the device
and multiple APs with known locations, the positions of the device can be determined.

A technique for calculating the round-trip time between an initiating and responding 802.11mc compliant
unit is defined by the FTM protocol. A starting entity, such as the client (also known as STA), sends the FTM
request frame to the corresponding entity, such as the AP. The responding entity, also referred to as the
Responder, starts sending the FTM response frames requested by the client STA. To improve accuracy,
the client STA must send FTM request frames to the collection of APs. The APs' responses are averaged
across several frames to provide an accurate reading.

Use Cases
Enterprise Applications commonly strive to support use cases of Indoor Navigation, Device Tracking, Asset
Tracking, and other Location Based Services (LBS) on their Mobile Devices. For example:

• Navigation to merchandise on a shelf in the store, showing the real-time path over a map.

• Find closest associate to a specific location and dispatch that associate to quickly help a shopper
that rings from a help station in a large store. The system needs precise location of all associates and
decides who is the closest.

• Track device, which is forgotten/lost by an associate on high shelves, on fork lifts, etc.

• Record exactly where an application has an issue or service/conncectivity.

Using Wi-Fi FTM for those use cases delivers on two major standardized points:

• Sub-Meter accuracy, based on time-of-flight Round Trip Time (RTT) protocol which yields precise
distance between two involved FTM-capable entities (for example, Device and AP), replacing older
sensory-based only technologies such as RSSI and others.

• Leveraging on the ubiquity of Wi-Fi networks; does not require separate infrastructure.

Ecosystem of FTM-capable Devices
With the Zebra’s FTM-capable devices, applications can use the RTT Ranging (distance measuring)
technology, accessible through the Google Wi-Fi RTT Service APIs. The Application may utilize these

5



Overview

native APIs to manage the flows of distance-measuring, then compute positioning, and implement
deployment techniques of correlating the real time positioning with Global or Local ground-references.

Applications may also choose to use the native Android Location Manager and Fused Location Services
beyond the native Wi-Fi RTT Service. These additional services provide to Applications the computed
Global Positioning updates by incorporating Wi-Fi RSSI and other physical sensors data computations, as
well as combining location-data from exchanges with remote providers including network-addressing and
cellular. However, those global-positioning techniques do not incorporate RTT distance measuring.

Zebra devices offer a unique simplification to the enablement of Locationing use-cases, in the form of
Zebra’s Wi-Fi Locationing Provider solution.

This document provides integration guidance for using the Zebra Locationing Provider solution.

Zebra Wi-Fi Locationing Provider Solution
Zebra Wi-Fi Locationing Provider is a proprietary solution, based on a proprietary API service that is an
extension to the Android native APIs.

An application that integrates this solution can benefit from the following:

• The service provides computed live Location Updates, as Global or Local 3-dimentional positioning
data.  Applications using the service do not need to compute the positioning themselves from raw RTT
distance measures. The service does this for them.

• The outcome of positioning data is within 1-meter accuracy.

• Registering with the service is via an extension to the Android Location Manager, and the Location
Updates of the computed position are provided to the application in a standard position format.

Additionally, the service ensures the following device performance during FTM and Location Updates
activities:

• Latency-sensitive traffic, such as Voice and Video, is not interrupted.

• High Throughput Application's Speed (Mbps) is impacted only negligibly.

• Net battery draining is negligible.

The following table depicts performance metrics of deploying FTM with using the Zebra Locationing
Provider, compared to deploying FTM with using other solutions.

FTM Activities and
Location Updates

Solutions using Zebra
Locationing Provider

Other FTM Solutions Not Using
Zebra Locationing Provider

During Voice and Video User Experience of Audio and/or
Video is not interrupted

Inconsistent. Sometimes
interrupted leading to
choppiness.

During High Throughput Average reduction of speed:
1-5%
Rare worst-case reduction: 10%

Average reduction of speed:
10-15%
Frequent dips reductions:
20-25%

Battery Consumption Net consumption: ~5% in 12-
hours

Net consumption: ~12% in 12-
hours
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Supported Products and Default Configuration
The following Zebra products are natively FTM-capable within Android 10 onwards, as well as supporting
the built-in Zebra Wi-Fi Locationing Provider solution.

PS20

TC22 Requires Zebra’s MDNA License for the Zebra WiFi
Locationing Provider solution

TC27 Requires Zebra’s MDNA License for the Zebra WiFi
Locationing Provider solution

TC52/TC52HC

TC52ax

TC53

TC57

TC58

TC72

TC73

TC77

TC78

MC93

TC8300

VC8300

EC30

ET40 Requires Zebra’s MDNA License for the Zebra WiFi
Locationing Provider solution

ET45 Requires Zebra’s MDNA License for the Zebra WiFi
Locationing Provider solution

ET60

ET65

ET51

ET56

L10

CC600/CC6000

MC3300x

MC330x

MC3300ax
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TC52x

TC57x

EC50 (LAN and HC)

EC55 (WAN)

WT6300

Product Default FTM Configuration

The native FTM-capability of the supporting models is not configurable. The Zebra Locationing
Provider Service is configurable, enabled by default. In specific supporting models, if mentioned in the
above Supported Product List, installation of Zebra’s MDNA license is required for enabling it.

NOTE: In addition to Zebra Locationing Provider support, specific solution’s parameters must
be pre-configured with Device Management tools powered by Zebra MX (refer to Solution
Configuration with Tools Powered by Zebra MX).
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Device Setting

Feature Default Configuration Supported
Configuration

Recommended
for FTM Location

11K Enabled • Enable

• Disable

As default

Location Enabled • Enable

• Disable

As default

Wi-Fi Scanning Enabled • Enable

• Disable

As default

11ac Enabled • Enable

• Disable

As default

Table 1    Default, Supported, and Recommended Device Settings

Integration of the Zebra Locationing Provider Solution
This section describes how to enable the solution. The integrator of the solution must complete the
procedures outlined below.

• Verfiy that the WLAN infrastructure vendor (APs) support FTM and it is enabled.

Set up and enable the device to match characteristics of the WLAN FTM-capable infrastructure.

Certain location infrastructures may not support the suggested settings such as 11k, LCI, and LCR. To
enable to the solution, the device must be provisioned with a predefined configuration based on the
supported infrastructure. For more information, go to Solution Configuration with Tools Powered by Zebra
MX.

• Use the Zebra Locationing Provider APIs inside the target Android location application.

This document contains a sample code snippet to help integrators create their own location application.
For more information, go to Sample Code for the Zebra Locationing Provider Service.
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Sample Code Sequence for the Zebra Locationing Provider Service

Android Location Manager API List

• Public void requestLocationUpdates (String provider, long minTime, float minDistance, LocationListener listener)

Provider: The name of the provider
with which to register. This value must never be null. minTime: Minimum time interval between location updates, in milliseconds.

minDistance: Minimum distance between location updates, in meters.

Listener: A LocationListener whose LocationListener#onLocationChanged method
will be called for each location update This value must never be null.

• Get Current Location in A11 and higher:

• public void getCurrentLocation(String provider,CancellationSignal cancellationSignaol,
Executor executor, Consumer<Location>consumer): Returns a single location update from the very
recent past.

Provider: The name of the provider with which to register. This value must never be null.

CancellationSignal: Used to cancel the operation, no callback should be expected after the
cancellation.

Executor: the callback will take place on this executor.

Consumer: the callback invoked with either a Location or null.

• Get Current Location in A10:

• public void requestSingleUpdate(String provider, LocationListener listener, Looper looper):

Provider: Name of the location provider

Listener: The listener to receive location updates

Looper: The looper handling listener callbacks, or null to use the looper of the calling thread

Application Code Snippet

• To Initialize and Get Location Manager Object:

The application gets the location manager object using an Android existing API:

LocationManager manager = (LocationManager)
 getSystemService(LOCATION_SERVICE)

Obtain the LocationManager object in order to use the API's listed below.

• To Request Location Updates:

To request location updates using the Zebra Locationing service as a provider:

manager.requestLocationUpdates("rtt", 5000, 1, listener);

By default, Android provides two providers: GPS and network providers. Zebra provides a specific
FTM provider called ”rtt” provider, which can be accessed through the APIs of the Location Manager
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services. Android provides an API to query the list of supported providers. Application developers can
use the API to retrieve the list of providers supported by the product. [getAllProviders]

Here, the listener is Android's existing listener called LocationListener to get the location updates.

LocationListener listener = new LocationListener()

{

@Override

public void onLocationChanged(Location location)
 {location.getLongitude();location.getLatitude(); }

}

• To Remove Location Updates:

To stop the location updates using blow API

manager.removeUpdates(listener);

• To Get the Last Known Location:

To get the last known location, one should use the Android API below:

Location loc = manager.getLastKnownLocation("rtt")
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• To Get Current Location:

1. manager.requestSingleUpdate("rtt", listener,Looper);//use this API for
 A10 and below

2. manager.getCurrentLocation("rtt",new CancellationSignal(), new
 CustomExecutor(),newConsumer<Location>()

{

@Override

public void accept (Location location) {

if (location != null) {

location.getLongitude();

location.getLatitude();

}

}

}); // use this AI for Android A11 and above

Solution Configuration with Tools powered by Zebra MX
This section describes the solution configuration options when using any Device
Management tool that is powered by Zebra Mobility Extensions (MX). Such configuration
methods might be, for example, a centralized Enterprise Mobility Management
system already powered by MX, or a staging tool such as Zebra's StageNow, or an on-
device application which may have privileged access to the MX framework.

The tool used for the solution configuration option must have an MX version of 10.2 or above.

For more MX generic information, go to techdocs.zebra.com.

For FTM configuration options, please go to techdocs.zebra.com/ms/wifi and search for FTM.

During solution’s trial staging and testing, it is convenient to use the Zebra's StageNow tool and deploy configuration directly to trial devices,
with a scanned barcode or other StageNow methods.
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StageNow version 5.0 is required. It includes the required MX 10.2. download.

For more information on StageNow, go to techdocs.zebra.com/stagenow.

Configuration Options

Zebra Locationing Provider service must run continuously in the background.

FTM Enable: Specify whether to enable or disable Zebra Locationing Provider service.

• Enable: Enables the Zebra Location Provider service.

• Disable: Disables the Zebra Location Provider service. For example, the application can only access
Google's native RTT features for raw distance measuring.

Enable state is is required for the further solutions parameters.

The Default is Enabled in factory image of Enterprise device models. The Default is Disabled in
Professional device models which do not include the Zebra’s mDNA license. In those devices, if the mDNA
license is pre-installed (or once it is installed), the FTMEnable param is automatically set to Enable.

FTMDeployment Mode:Choose the desired deployment mode.

• Standard (FTM-enabled): Use this option when devices are deployed in WLAN infrastructure APs that
support FTM/802.11mc.

• Enhanced-Infra (FTM-enabled): Use this option when devices are deployed in WLAN infrastructure
in which the APs of the primary network (providing normal connectivity) are not FTM-capable, and a
separate set of APs that are FTM-capable are specifically added to the system for the purpose of FTM
and those APs do not provide connectivity.

Standard (FTM-enabled) is the default configuration when FTMEnable is set to Enable.

FTM AP Source:The Zebra Locationing Provider needs the knowledge of the AP (FTM-capable) position
coordinates to identify the device's Global or relative Local location in the three-dimensional space. The
AP's positions can be conveyed to the device dynamically via AP's Beacons Information Element (IE) using
WGS format (GPS) given that the WLAN APs system is configured and provisioned with LCI and LCR data,
or in manual-specific format (meters/feet) reflecting the relative Local Grid coordinates, hard-coded XML
file.

Supported Modes are Location via XML & Location via AP LCI configuration.

• Location XML: Use this option if the AP is unable to send its GPS position coordinates as part of LCI IE.
The administrator must manually insert all AP coordinates into an XML file. (AP position is determined
using a ground reference point.) See example ZML file in Sample XML File Format section.

By selecting this option, the FTM Deployment File option is enabled, allowing the user to input the XML
path for the floor.

NOTE: The XML file (floormap.xml) for the floor plan must be relocated to the device's SD card
path using FileMgr CSP. See Deploying XML with FileMgr CSP.

• The location from API (LCR/LCI): Choose this option if the APs are configured and provisioned with their
GPS coordinates and can broadcast LCI data as part of the 802.11mc frames.

Location XML is the default configuration when FTMEnable is set to Enable.

FTMDeployment_File:This option is only accessible if the FTM AP Source setup includes Location XML.
The same path must be supplied once the FTM deployment file has been copied to the SDcard path on the
device through FileMgr CSP . For further information, see Deploying XML using FileMgr CSP.
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Deploying XML Using FileMgr CSP
The File Manager (FileMgr) allows an application to manage files on the device. In this case, the use forFTM is to copy the XML file from local or remote locations to the device.

1. File Action: Select Transfer/Copy file.

2. Target Path and File Name: Enter the full path of the file to be located on the device.

Example: /sdcard/FloorMap.xml

3. Source Path and File Name: Enter the details of the file to push the device.

Example: C:\Users\Username\Downloads\FloorMap.xml

4. Click Continueto finish the process and generate a barcode.

5. Click Complete Profile.

6. Select the desired barcode type and click Testto view the barcode in a PDF.

Sample XML File Format

<?xml version='1.0' encoding='UTF-8' standalone='yes'?>

<VenueInfo>

<VenueName>ZebraSite1</VenueName>

<FloorInfo>

<Id>1</Id>                         <!-- Id represent the floor Number -->

<DeviceHeight>0.9144</DeviceHeight><!-- DeviceHeight represent the device
 height(in mts) -->

<!-- from the ground level-->

<AP>

<MAC>1c:f2:9a:97:fd:aa</MAC>       <!-- FTM AP BSSID info-->

<XYZ>24.1,21,4</XYZ>               <!-- AP (x,y,z) coordinates (in meters) --
>
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</AP>

<AP>

<MAC>1c:f2:9a:97:ff:f1</MAC>

<XYZ>1.9,21,1.5</XYZ>

</AP>

</floor>

<floor>

<Id>2</Id>

<DeviceHeight>0.9144</DeviceHeight>

<AP>

<MAC>b0:2a:43:dd:6c:17</MAC>

<XYZ>26.95,1.5,3.2</XYZ>

</AP>

<AP>

<MAC>3C:28:6D:C9:3C:E1</MAC>

<XYZ>0,0.9,4.5</XYZ>

</AP>
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</floor>

</FloorInfo>

</VenueInfo>

<VenueInfo>

<VenueName>ZebraSite2</VenueName>

<FloorInfo>

<floor>

<Id>1</Id>                         <!-- Id represent the floor Number -->

<DeviceHeight>0.9144</DeviceHeight><!-- DeviceHeight represent the device
 height(in mts) -->

<!-- from the ground level-->

<AP>

<MAC>1c:f2:9a:97:fd:ac</MAC>       <!-- FTM AP BSSID info-->

<XYZ>24.1,21,4</XYZ>               <!-- AP (x,y,z) coordinates (in meters) --
>

</AP>

<AP>

<MAC>1c:f2:9a:97:ff:f2</MAC>

<XYZ>1.9,21,1.5</XYZ>
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</AP>

</floor>

<floor>

<Id>2</Id>

<DeviceHeight>0.9144</DeviceHeight>

<AP>

<MAC>b0:2a:43:dd:6c:18</MAC>

<XYZ>26.95,1.5,3.2</XYZ>

</AP>

<AP>

<MAC>3C:28:6D:C9:3C:E2</MAC>

<XYZ>0,0.9,4.5</XYZ>

</AP>

</floor>

</FloorInfo>

</VenueInfo>

NOTE: This sample XML maps many sites and their associated floors in a single XML file. If more
than one XML file is kept, the user must push the corresponding XML file to the SDcard and
restart the staging procedure.
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Configure Various FTM Deployments

Configure FTM for Standard Mode of Deployment (XML Method)

Prerequisites

• The product supports FTM feature.

• The infrastructure AP has built-in 11mc feature and the feature is enabled.

• It is preferred that 11k and 11ac are enabled in the infrastructure. See Common Recommendations for
Infrastructure to Support FTM.

• XML file with the BSSID of 11mc APs and the corresponding x, y, and z coordinates in relation to the
floor plan.

Configuration

To configure FTM for Standard Mode of Deployment (XML method):

1. Select FTM Enable to enable the solution.

2. Select Standard (FTM Enabled) from FTM Deployment Mode option. Ensure that 11k and 11ac are
enabled on the device and in the infrastructure.

3. Select the coordinate source AP. Select the Location XML option.

4. After selecting Location XML, push the XML file. The XML file (for e.g.
floormap.xml) should have all 11mc APs BSSID and their x, y, z coordinates hard coded in the file.
(See Sample XML File Format.) The administrator must deploy the XML file to the sdcard path on the
device using FileMgr CSP. (See Deploying XML Using FileMgr CSP.)

5. Specify the path of the XML file in the FTM Deployment file (sdcard path of the device).

Deploy the above configuration using StageNow. The device is ready for indoor navigation.

6. View the Application code snippet and modify the location application by using the Android Location
Manager API to get location updates.

Configure FTM for Standard Mode of Deployment (LCI/LCR Method)

Prerequisites

• The product supports FTM feature.

• The infrastructure AP has built-in 11mc feature and the feature is enabled.

• It is preferred that 11k and 11ac are enabled in the infrastructure. See Common Recommendations for
Infrastructure to Support FTM.

• The infrastructure AP should have LCI and LCR configurable and send them FTM action frames.

Configuration

To configure FTM for Standard Mode of Deployment (LCI/LCR method):

1. Select FTM Enable to enable the solution.

2. Select Standard (FTM Enabled) from FTM Deployment Mode option. Ensure that 11k and 11ac are
enabled on the device and in the infrastructure.

3. Select Location from AP option.

Deploy the above configuration using StageNow. The device is ready.
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4. View the Application code snippet and modify the location application by using the Android Location
Manager API to get location updates.

Configure FTM for Enhanced Infra Mode of Deployment

Enhanced Infra Mode means that the AP network that the device is connecting to might not have
a built-in 11mc capability, and the deployment is enhancing the infrastructure
with separate set of AP network supporting 11mc, to which the device is not connecting.

In this case, if the Enhanced Infra satisfies the same above mentioned pre-
requisites respective to XML or LCI/
LCR methods, then the same above mentioned configuration steps of respective XML or LCI/
LCR methods enable the Device's FTM locationing inter-operated with that Enhanced Infrastructure.

Notes on Location Updates in Mobility and Idle Scenarios
Android Power Management and Zebra’s additional device optimizations influence the outcome of
the location updates.

The following points need to be considered:

• The location updates operate based on fresh Wi-Fi RTT-
Scanning and per the configured interval, in the following scenarios:

• When the device is moving.

• When the device is not moving and the Battery Optimizations settings of the App/Service using the
Location API is set to Don't Optimize.

• When the WLAN Infrastructure has 802.11k enabled and the device has its 802.11k enabled (default).

• This capability of fresh scans under this configuration, even
without satisfying the above two conditions, is specific to Zebra's enhancements.

• The location updates operate based on cached Wi-Fi RTT-
Scanning (older scans) and per the configured interval, when the device is not moving and nothing is
preventing Android from optimizing the battery. This condition is sometimes referred as Doze mode.

• When the device is entering a state of Preferred Network Offload (PNO) and is not moving; for example,
when the display screen times out
when device is sitting on the table, then the location updates are provided for approximately
one hour based on the fresh Wi-Fi RTT-Scanning and per the configured interval. Afterwards,
Android forces periodical and sensory-triggering based logics of going in and out of
Doze mode for purpose of saving battery life. In the sub periods of the Doze mode,
the location updates operate based on cached Wi-Fi RTT-Scanning (older scans), as explained above.

• It is advised to upgrade the device to the latest LifeGuard Update, where optimization for
High Ceiling is applicable, and XML characteristics are introduced to support
DeviceHeight and ApHeight, and coordinates are provided with additional Z-axis.

Example of Real Time Indoor Navigation Solution
The figure below depicts an example of real-time indoor navigation using the Zebra Location Provider
Service.

Legend for the figure.

• Green dots are the 11mc-capable APs.
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• Green Arrows is the user's physical walking path.

• Red dots are the real-time location updates data that the Zebra Location Provider Service provides to
the application along the path.

• Circles around the red dots are used to highlight a few examples of deviations:

• "A" is location data which deviates between 0 to 0.2 meters from the physical location.

• "B" is location data which deviates between 0.3 to 0.5 meters from the physical location.

• "C" is location data which deviates between 0.8 to 1 meters from the physical location.

As shown in Figure 1, most of the red dots deviate from the physical path similarly to "A" and "B".
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Default, Supported, and Recommended AP settings
This section describes general WLAN AP guidelines and limitations for FTM responder support.

These guidelines are typically the default parameters of the infrastructure configuration.
However, they should to be examined to make sure that it is actually the case, and/or consider
the respective compromises of FTM performance.

Bandwidth

It is recommended to use ≥ 80 MHz,
while 11ac remains enabled. This is because location results are best at higher bandwidth due to better measurement precision.

Channels

During testing, it is better to use a non-
DFS 80 MHz channel. The actual deployment may use all available 80 MHz channels, including DFS.

802.11k

802.11K can be enabled to make it easy for clients to discover neighbors of the currently associated AP, as
well as their FTM
Responder capability. This can be used by clients in their roaming and FTM ranging decisions.

AP Density for Ranging

Line of Sight (LoS) range measurements have greater accuracy and lower error spread. The current recommendation is to continue to deploy for capacity indoors (with an AP every 25 to 30 feet) and leverage the AP density to get enough quality LoS ranging measurements at the client anywhere on the floor plan.

AP Deployment

A grid-like deployment wherever possible, since range measurements from collinear APs
with some error can affect the position estimation greater than measurements from APs uniformly spread.

MCS Rates

Leave MCS0 available to be used for 11mc ranging frames.
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This section describes Aruba WLAN AP guidelines and limitations for FTM responder support.

Enabling FTM Profile

Enabling in Aruba Instant AP (IAP) System

The figure below shows the command sequence to enable the IAP’s FTM responder and location
advertisement capabilities. The sequence includes:

• ftm-responder-enable

• advertise-location

• end

• commit apply

• show network
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NOTE: To disable LCI advertisement , the command “no advertise-location” shall be used. To
disable FTM responder, the command “no ftm-responder-enable” shall be used.

Provisioning of LCI Coordinates in the Aruba IAP

Use the following commands, shown as examples, to configure GPS Location Coordinates of AP.

NOTE: This section provides commands to configure the LCI parameters (Latitude, Longitude
& Altitude).

IAP5xx_LCI# lci-location 45.47951819 -73.62921609 1 37 1

IAP5xx_LCI# lci-uncertainty 20.016 20 0.03
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IAP5xx_LCI# floor-info-mgmt 0 15 10 0

IAP5xx_LCI# commit apply

Optional Provisioning of Z Subelement Field in the Aruba IAP

Use the following commands, shown as examples, to configure Z subelement of AP.

floor-info-mgmt is used to configure Z elements.

floor-info-mgmt <expect_move> <floor_num> <height_above_floor> <floor_uncertainty>

IAP5xx-LCI# floor-info-mgmt 0 7.5 10 0

IAP5xx_LCI# commit apply

no floor-info-mgmt

IAP5xx-LCI# no floor-info-mgmt

IAP5xx_LCI# commit apply

Aruba Recommended WLC and AP Models for FTM
Supported Aruba AP types:

• AP504/AP505

• AP514/AP515

• AP518

• AP503H

• AP505H

• AP534/AP535

• AP555

• AP565

• AP575
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