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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent damage
to property. The notices referring to your personal safety are highlighted in the manual by a safety alert symbol, notices
referring only to property damage have no safety alert symbol. These notices shown below are graded according to
the degree of danger.

/\ DANGER

indicates that death or severe personal injury will result if proper precautions are not taken.

/\ WARNING

indicates that death or severe personal injury may result if proper precautions are not taken.

/\ CAUTION

indicates that minor personal injury can result if proper precautions are not taken.

NOTICE

indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will be
used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to property
damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

/\ WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and maintenance
are required to ensure that the products operate safely and without any problems. The permissible ambient
conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks
All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication may
be trademarks whose use by third parties for their own purposes could violate the rights of the owner.
Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software described.
Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the information in this
publication is reviewed regularly and any necessary corrections are included in subsequent editions.
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Introduction 1

1.1

About Mcenter

Overview of Manage MyResources /Tools

1.2

Target group

Scope of validity

Benefits

For CNC machines, the Manage MyResources /Tools product manages the complete tool circuit
within a production operation.

Manage MyResources [Tools facilitates resource optimization and reduces machine downtimes
by providing optimized master data, correction (offset) data and OEM tool data. It also supports
tool management, component management and tool handling.

Further, Manage MyResources [Tools facilitates access to APIs. Solution partners as well as
customers can integrate Manage MyResources /Tools into their processes and, based on the
interfaces, develop their own applications.

About this documentation

This document addresses commissioning engineers and machine tool manufacturers. The
document provides detailed information for commissioning engineers that they require to
commission the software.

This manual is valid for use with the following product versions:
* Mcenter, version 1.2.1.0

* Manage MyResources [Tools, version 1.2.1.0

* Manage MyResources [Programs, version 1.2.1.0

* Optimize MyProgramming /INX-Cam Editor, version 1.2.1.0

* Analyze MyPerformance /OEE, version 1.2.1.0

» Access MyData /Collector, version 1.0.0.0

The operating manual allows the target group to get familiar with the software user interface.
Based on the manual, the target group is capable of responding to problems and to take
corrective action.

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector
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Introduction

1.3 Documentation on the internet

1.2.1 Standard scope

Standard scope

This documentation only describes the functionality of the standard version. This may differ
from the scope of the functionality of the system that is actually supplied. Please refer to the
ordering documentation only for the functionality of the supplied drive system.

It may be possible to execute other functions in the system which are not described in this
documentation. This does not, however, represent an obligation to supply such functions with
a new control or when servicing.

For reasons of clarity, this documentation cannot include all of the detailed information on all
product types. Further, this documentation cannot take into consideration every conceivable
type of installation, operation and service/maintenance.

The machine manufacturer must document any additions or modifications they make to the
product themselves.

Websites of third-party companies

This document may contain hyperlinks to third-party websites. Siemens is not responsible for
and shall not be liable for these websites and their content. Siemens has no control over the
information which appears on these websites and is not responsible for the content and
information provided there. The user bears the risk for their use.

1.3 Documentation on the internet

Comprehensive documentation about the functions provided in SINUMERIK ONE Version 6.13
and higher is provided in the Documentation overview SINUMERIK ONE (https://
support.industry.siemens.com/cs/ww/en/view/109768483).

You can display documents or download them in PDF and HTML5 format.

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector
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Introduction

1.3 Documentation on the internet

The documentation is divided into the following categories:
¢ User: Operating

¢ User: Programming

* Manufacturer/Service: Functions

* Manufacturer/Service: Hardware

* Manufacturer/Service: Configuration/Setup

* Manufacturer/Service: Safety Integrated

¢ Information and training

* Manufacturer/Service: SINAMICS

Comprehensive documentation about the functions provided in SINUMERIK 840D sl Version 4.8
SP4 and higher is provided in the Documentation overview SINUMERIK 840D sl (https://
support.industry.siemens.com/cs/ww/en/view/109766213).

o |

You can display the documents or download them in PDF and HTML5 format.

The documentation is divided into the following categories:
e User: Operating

¢ User: Programming

* Manufacturer/Service: Functions

* Manufacturer/Service: Hardware

* Manufacturer/Service: Configuration/Setup

* Manufacturer/Service: Safety Integrated

* Manufacturer/Service: SINUMERIK Integrate/MindApp

¢ Information and training

¢ Manufacturer/Service: SINAMICS
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1.5 mySupport documentation

Comprehensive documentation about the functions provided in SINUMERIK 828D Version 4.8
SP4 and higher is provided in the 828D documentation overview (https://
support.industry.siemens.com/cs/ww/en/view/109766724).

=)

1 %

nidl .--‘
You can display documents or download them in PDF and HTML5 format.
The documentation is divided into the following categories:

¢ User: Operating

User: Programming

* Manufacturer/Service: Configuring

* Manufacturer/Service: Commissioning

* Manufacturer/Service: Functions

* Manufacturer/Service: Safety Integrated
* SINUMERIK Integrate/MindApp

¢ Info & Training

1.4 Feedback on the technical documentation

If you have any questions, suggestions or corrections regarding the technical documentation
which is published in the Siemens Industry Online Support, use the link "Provide feedback”
which appears at the end of the entry.

1.5 mySupport documentation

With the "mySupport documentation" web-based system you can compile your own individual
documentation based on Siemens content, and adapt it for your own machine documentation.

To start the application, click on the "My Documentation” tile on the mySupport homepage
(https://support.industry.siemens.com/cs/my?lc=en-WW):

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector
10 Installation Manual, 10/2022, A5E44672080B AP


https://support.industry.siemens.com/cs/ww/en/view/109766724
https://support.industry.siemens.com/cs/ww/en/view/109766724
https://support.industry.siemens.com/cs/my?lc=en-WW

Introduction

1.6 Service and Support

p Industry Online Support International » Language » Contact » Help » Support Request

»Home » mySupport

my Support Links and Tools

1 1 1 1 1=
5 * a i
A NPT
0 - NNg
Support Request > My Filters > My Favorites » My Motifications > My Products >
i 1 i
h—1
EEE 4 t%
% =
CAXx »’
My Documentation >  CAx Data > Iy |Base
YIJU Reagistrations A

The configured manual can be exported in RTF, PDF or XML format.

Note

Siemens content that supports the mySupport documentation application can be identified by
the presence of the "Configure” link.

1.6 Service and Support

Product support
You can find more information about products on the internet:
Product support
The following is provided at this address:
e Up-to-date product information (product announcements)
* FAQs
* Manuals
* Downloads
* Newsletters with the latest information about your products
* Global forum for information and best practice sharing between users and specialists
¢ Local contact persons via our Contacts at Siemens database (= "Contact”)

« Information about field services, repairs, spare parts, and much more (= "Field Service")

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector
Installation Manual, 10/2022, A5E44672080B AP 11



Introduction

1.6 Service and Support

Technical support

Training

Country-specific telephone numbers for technical support are provided on the internet at
address in the "Contact" area.

If you have any technical questions, please use the online form in the "Support Request" area.

You can find information on SITRAIN at the following address.
SITRAIN offers training courses for automation and drives products, systems and solutions from
Siemens.

Siemens support on the go

SIEMENS

DESIGN
AWARD
2020

siemens Industry
Online Support

reddot winner 2020

With the award-winning "Siemens Industry Online Support" app, you can access more than
300,000 documents for Siemens Industry products — any time and from anywhere. The app can
support you in areas including:

* Resolving problems when implementing a project

¢ Troubleshooting when faults develop

* Expanding a system or planning a new system

Furthermore, you have access to the Technical Forum and other articles from our experts:
* FAQs

* Application examples

* Manuals

» Certificates

* Product announcements and much more

The "Siemens Industry Online Support" app is available for Apple iOS and Android.

Data matrix code on the nameplate

The data matrix code on the nameplate contains the specific device data. This code can be read
with a smartphone and technical information about the device displayed via the "Industry
Online Support" mobile app.
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1.8 General Data Protection Regulation (GDPR)

1.7 OpenSSL
This product can contain the following software:
¢ Software developed by the OpenSSL project for use in the OpenSSL toolkit.
¢ Cryptographic software created by Eric Young.
¢ Software developed by Eric Young
You can find more information on the internet:

e OpenSSL (https:/lwww.openssl.org/)

* Cryptsoft (https://cryptsoft.com/)

1.8 General Data Protection Regulation (GDPR)
Siemens observes standard data protection principles, in particular the data minimization rules
(privacy by design).
For this product, this means:
The product does not process or store any personal data, only technical function data (e.g. time
stamps). If the user links this data with other data (e.qg. shift plans) or if he/she stores person-

related data on the same data medium (e.g. hard disk), thus personalizing this data, he/she must
ensure compliance with the applicable data protection stipulations.
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Fundamental safety instructions

2.1 General safety instructions

/\ WARNING

Danger to life if the safety instructions and residual risks are not observed

If the safety instructions and residual risks in the associated hardware documentation are not
observed, accidents involving severe injuries or death can occur.

* Observe the safety instructions given in the hardware documentation.

* Consider the residual risks for the risk evaluation.

/\ WARNING

Malfunctions of the machine as a result of incorrect or changed parameter settings

As a result of incorrect or changed parameterization, machines can malfunction, which in turn
can lead to injuries or death.

* Protect the parameterization against unauthorized access.

* Handle possible malfunctions by taking suitable measures, e.g. emergency stop or
emergency off.

2.2 Warranty and liability for application examples

Application examples are not binding and do not claim to be complete regarding configuration,
equipment or any eventuality which may arise. Application examples do not represent specific
customer solutions, but are only intended to provide support for typical tasks.

As the user you yourself are responsible for ensuring that the products described are operated
correctly. Application examples do not relieve you of your responsibility for safe handling when
using, installing, operating and maintaining the equipment.

2.3 Security information

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security
concept. Siemens’ products and solutions constitute one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be connected to
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2.3 Security information
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anenterprise network or the internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.

For additional information on industrial security measures that may be implemented, please
visit
https://lwww.siemens.com/industrialsecurity (https://www.siemens.com/industrialsecurity).

Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer

supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
under

https://www.siemens.com/cert (https://www.siemens.com/cert).

Further information is provided on the Internet:

Industrial Security Configuration Manual (https://support.industry.siemens.com/cs/ww/en/
view/108862708)

/\ WARNING

Unsafe operating states resulting from software manipulation

Software manipulations, e.g. viruses, Trojans, or worms, can cause unsafe operating states in
your system that may lead to death, serious injury, and property damage.

¢ Keep the software up to date.

¢ Incorporate the automation and drive components into a holistic, state-of-the-artindustrial
security concept for the installation or machine.

* Make sure thatyou include all installed products into the holistic industrial security concept.

¢ Protectfiles stored on exchangeable storage media from malicious software by with suitable
protection measures, e.g. virus scanners.

* On completion of commissioning, check all security-related settings.
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Overview

3.1 Checklist Mcenter

Before you install the Mcenter server, observe and check the following points:

Overview

* You require an administrator user on the Windows Server (can be a Domain User) who can
perform installation on the virtual machine.

* On the SQL Server, you require authorization level user "Sysadmin” (can be Domain User).
-OR-
You have authorization level user "dbcreator” and "securityadmin”.

¢ Database instance is available. A database, without a database instance, is not sufficient.

— Thedatabase should either be available on the local computer or on a separate server. The
database must accessible from the server.

e SQL Server and Mcenter server communicate via port 1433.

— Check that this requirement is fulfilled on the application server using the following
PowerShell command: Test-NetConnection [SQL-IP] -port 1433

— Check the firewall settings.
-OR-
Check the group policy with your IT department.

* The application server (Mcenter server) is accessible via the port 8090 (HTTP).

— Check that this requirement is fulfilled on the application server. Use the following
PowerShell command from another computer:
Test-NetConnection [APPSRV-IP] -port 8090

— Check the firewall settings.
-OR-
Check the group policy with your IT department.

e The application server communicates with the license server via ports 28000 and 28001
(default)

— The defined port should be enabled between the application server and license server.
The default port is defined when installing the license server.

— Check that this requirement is fulfilled on the application server using the following
PowerShell command:
Test-NetConnection [LICSRV-IP] -port [LICSRV-PORT]

¢ Maintenance task is not activated on the application server. Program maintenance checks
various times, especially before running and during the installation.

— The automatic Windows maintenance significantly slows down the setup process.
Therefore, deactivate the maintenance function while you execute setup.

¢ IS service runs
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3.2 System prerequisites

3.2

Prerequisites

The following preconditions are satisfied:

— Microsoft OLE DB Driver for SQL Server (version 18, x64) (version 19 is not supported)
— Microsoft Visual C++ 2015 Redistributable Update 3 (or later)

— .NET Hosting Bundle for Windows (version 6.0.8 or higher)

For AMP /OEE are more prerequisites needed:

— Java Runtime Environment 8 x 64 Oracle or Zulu

— Apache Tomcat version 9

For more information, see Further installations (Page 68).

Check the correct .Net version with this command line command: dotnet --info
HTTPS communication

— SSL certification is required for the settings.

— After installation, see Setting up an encrypted connection after installation (Page 125).

The difference between the operating system time of the Mcenter web server and the license
server must not be more than 1 hour. Use the domain synchronization for the web servers to
avoid potential problems.

In case of running the database on a separate server:

For the encrypted SQL communication, a certificate is needed on the DB server.

It is important that the common name of the certificate must be the machine name.
For more information, see Setting up the encrypted communication for SQL Server
(Page 59).

Mcenter uses the Microsoft Windows technology for the setup. During the Mcenter
installation, Microsoft Windows saves the information and the files in the Windows Installer
directory. This information is necessary to carry out an Mcenter update.

Do not make any manual changes in the Windows Installer directory.

The connected machines must have the same time configured, as the Mcenter web server. If the
machines have a different time, some Mcenter application might not work properly.

For further information about the configuration of Access MyData /Collector see the operation
manual Access MyData /Collector.

System prerequisites

Install on a virtual system to allow better maintenance.
Windows Server 2016 standard
Windows Server 2019 standard

SQL Server 2019 Standard (https://www.microsoft.com/en-us/sql-server/sql-server-2019)
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Overview

3.2 System prerequisites

SQL Server 2016 SP2 (https://[www.microsoft.com/en-us/sqgl-server/sql-server-2016)
Complete installation of the SQL Server is required on the Mcenter Server on which the
database instance is also installed.

-OR-

If a server system is used with a remote database, complete installation of the SQL Server is
required on the DB machine

Microsoft OLE DB Driver for SQL Server (version 18, x64) (https://go.microsoft.com/fwlink/?
linkid=2206347), version 19 is not supported

Microsoft Visual C++ 2015 Redistributable Update 3 (https://www.microsoft.com/en-us/
download/details.aspx?id=53587)

Note
Microsoft Visual C++ 2015 Redistributable Update 3 installation

This is a prerequisite for the .NET Windows Hosting bundle. Install it before the hosting
bundle.

.NET Hosting bundle for Microsoft Windows (version 6.0.8 or higher) (https://
download.visualstudio.microsoft.com/download/pr/c5e0609f-1db5-4741-add0-
a37e8371a714/1ad9c59b8a92aebh5d09782e686264537/dotnet-hosting-6.0.8-win.exe)

Note
I1S activation

Activate IIS before installing the hosting bundle.

Server/PC/SINUMERIK control overview

Release Mcenter, version 5.2.1.0
Product Manage MyRessources Optimize MyProg- | Analyze MyPer- | Access MyDa-
Tools Programs ramming /NX- formance /OEE ta /Collector
Cam Editor
Product version 1.2.1.0 1.2.1.0 1.2.1.0 1.2.1.0 1.0.0.0
Mcenter - local operation
Integrate server
Disk space (GB) Web server: Web server: Web server: Web server: Web server:
150 GB'? 150 GB™ 150 GB'? 150 GB™ 150 GB™?
Database Instance | Database Instance | Database Instance | patabase Instance | Database In-
space: 500 GB" space: 5 GB® space: 5 GB space: 300 GB stance space:
5 GB®

Operating systems

Windows Server 2016 (x64), Standard en-US
Windows Server 2019 (x64) Standard en-US

Databases?

SQL Server 2016 SP2 Standard (en)

SQL Server 2019 Standard (en)
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3.2 System prerequisites

Release Mcenter, version 5.2.1.0
Product Manage MyRessources Optimize MyProg- | Analyze MyPer- | Access MyDa-
Tools Programs ramming /NX- formance /OEE ta /Collector
Cam Editor
Prerequisites Microsoft OLE DB Driver for SQL Server (version 18, x64) (version 19 is not supported)

.NET Hosting Bundle for Windows (version 6.0.8 or higher)
Visual C++ Redistributable 2015 x64 (update 3 or higher)
- - - Apache Tomcat 9 -
ZuluJava JRE 8 x64

Or Oracle Java
JRE 8 x64

Hardware constella-
tion for amount of cli-
ents

Processor from Quadcore 2.6 GHz
RAM 32GB

Maximal number of 350 180 20 50 50
machine clients”

Parallel use with all 350
products

Web browser for re-
mote PC

Google Chrome - rec- Version 105, 64 bit for Windows
ommended

Mozilla Firefox Version 91 (ESR - Extended Support Release); 64 bit for Windows

V" During operation, make sure that there is sufficient free storage space in your database, for example if you collect Tool
statistics data from up to 150 machines for 2 years

7). The number of clients supported depends on additional parameters. For example: The more tool changes that take place, the
fewer clients are supported

8  The amount of disk space needed depends on the number and size of the NC program files that are used

2 Make sure before the Mcenter installation or update that you have on system drive 2 GB and target drive 2 GB free space. In
case of complete installation 4 GB free space is required on the system drive

Release Mcenter, version 5.2.1.0
Product Manage MyRessources Optimize MyProg- | Analyze MyPer- | Access MyDa-
Tools Programs ramming /NX- formance /OEE ta /Collector
Cam Editor
Machine®
840D sl
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3.2 System prerequisites

Release Mcenter, version 5.2.1.0
Product Manage MyRessources Optimize MyProg- | Analyze MyPer- | Access MyDa-
Tools Programs ramming INX- formance /OEE ta /Collector
Cam Editor
Operate versions® from 4.5 SP4 from 4.7 SP3 from 4.5 SP4
from 4.5 SP5 from 4.7 SP4 from 4.5 SP5
from 4.5 SP6 from 4.7 SP5 from 4.5 SP6
from 4.7 SP2 from 4.7 SP6 from 4.7 SP2
from 4.7 SP3™ from 4.7 SP7 from 4.7 SP3™
from 4.7 SP4 from 4.8 SP2 from 4.7 SP4
from 4.7 SP5 from 4.8 SP3 from 4.7 SP5
from 4.7 SP6 from 4.8 SP4 from 4.7 SP6
from 4.7 SP7 from 4.8 SP5 from 4.7 SP7
from 4.8 SP2 from 4.8 SP6 from 4.8 SP2
from 4.8 SP3 from 4.8 SP7 from 4.8 SP3
from 4.8 SP4 from 4.95 from 4.8 SP4
from 4.8 SP5 from 4.8 SP5
from 4.8 SP6 from 4.8 SP6
from 4.8 SP7 from 4.8 SP7
from 4.93 from 4.93
from 4.94 from 4.94
from 4.95 from 4.95

from 4.95 SP1
from 4.95 SP2

from 4.95 SP1
from 4.95 SP2

SINUMERIK Integrate
clientfor
SINUMERIK Operate® '

02.00.21.00.009
03.00.21.00.029
04.00.21.00.006

03.00.21.00.029
04.00.21.00.006

02.00.21.00.009
03.00.21.00.029
04.00.21.00.006

Hardware

NCU 7x0.3 PN
NCU7x0.3B PN
PCU 50.5 XP/Win7
IPC Win7 | Win10

PCU 50.5 Win7
IPC Win7 / Win10

NCU 7x0.3 PN
NCU7x0.3B PN
PCU 50.5 XP/Win7
IPC Win7 /| Win10

HMI screen resolution
for Operate

640 x 480
800 x 480 (16:9.6; TP900)
800 x 600
1024 x 768
1280 x 768 (Ergoline Panel)
1280 x 1024

1366 x 768 (16:9; WXGA (TV, SINUMER-
IK TOP 1500,
SINUMERIK TOP 1900)

1280 x 800 (16:10; TP1200)
1920 x 1080 (SINUMERIK TOP 2200)

800 x 600
1024 x 768

1280 x 768 (Ergo-
line Panel)

1280 x 1024

1366 x 768 (16:9;
WXGA
(TV, SINUMERIK
TOP 1500,
SINUMERIK TOP
1900)

1280 x 800
(16:10; TP1200)
1920 x 1080 (SIN-
UMERIK TOP 2200)

640 x 480
800 x 480 (16:9.6; TP900)
800 x 600
1024 x 768
1280 x 768 (Ergoline Panel)
1280 x 1024

1366 x 768 (16:9; WXGA (TV, SINU-
MERIK TOP 1500,
SINUMERIK TOP 1900)

1280 x 800 (16:10; TP1200)
1920 x 1080 (SINUMERIK TOP 2200)

SINUMERIK ONE"”
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from 6.15 SP1
from 6.15 SP2
from 6.20

from 6.15 SP1
from 6.15 SP2
from 6.20

from 6.15 SP2
from 6.20

Release Mcenter, version 5.2.1.0
Product Manage MyRessources Optimize MyProg- | Analyze MyPer- | Access MyDa-
Tools Programs ramming /NX- formance /OEE ta /Collector
Cam Editor
Operate versions> from 6.14 from 6.14 from 6.15 from 6.14
from 6.15 from 6.15 from 6.15 SP1 from 6.15

from 6.15 SP1
from 6.15 SP2
from 6.20

SINUMERIK Integrate
client for SINUMERIK

04.00.21.00.006 | 04.00.21.00.006

04.00.21.00.006

04.00.21.00.006

Operate®'”

Hardware PPU 1740 PPU 1740 - NCU 1750
NCU 1740 NCU 1740 NCU 1760
NCU 1750 NCU 1750
NCU 1760 NCU 1760

840D pl

HMI-Advanced

Version for NT 6.4.28.00"®
Version for XP 6.4.28.00"
Version for XP SP37.6.2.12

HMI ADV Retrofit for Win10 from version
7.7.1.0"

Version for NT 6.4.28.00"%
Version for XP 6.4.28.00'%
Version for XP SP3 7.6.2.12

HMI ADV Retrofit for Win10 from ver-
sion 7.7.1.0"®

Hardware

PCU 50.1 NT?
PCU 50.2 NT/XP
PCU 50.3/ PCU 50.5 Windows XP SP3%

PCU 50.1 NT?
PCU 50.2 NT/XP
PCU 50.3/ PCU 50.5 Windows XP

Retrofit IPC 427D SP3?
Retrofit IPC 427D

SINUMERIK Integrate 4.15.0.13 - 4.15.0.13
client for HMI-Ad-
vanced
HMI screen resolutions 640 x 480 - 640 x 480
for HMI Advanced 800 x 600 800 x 600

1024 x 768 1024 x 768

1280 x 768 (Ergoline Panel) 1280 x 768 (Ergoline Panel)
1920 x 1080 1920 x 1080

828D
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Release Mcenter, version 5.2.1.0
Product Manage MyRessources Optimize MyProg- | Analyze MyPer- | Access MyDa-
Tools Programs ramming INX- formance /OEE ta /Collector
Cam Editor
Operate versions from 4.5 SP4 - from 4.5 SP4
from 4.5 SP5 from 4.5 SP5
from 4.5 SP6 from 4.5 SP6
from 4.7 SP2 from 4.7 SP2
from 4.7 SP3™ from 4.7 SP3™
from 4.7 SP4 from 4.7 SP4
from 4.7 SP5 from 4.7 SP5
from 4.7 SP6 from 4.7 SP6
from 4.7 SP7 from 4.7 SP7
from 4.8 SP4 from 4.8 SP4
from 4.8 SP5 from 4.8 SP5
from 4.8 SP6 from 4.8 SP6
from 4.8 SP7 from 4.8 SP7
from 4.93 from 4.93
from 4.94 from 4.94
from 4.95 from 4.95

from 4.95 SP1
from 4.95 SP2

from 4.95 SP1
from 4.95 SP2

Third-party controller

Machine Agent Core
version

155

1.5.5

Auxiliary hardware

IPC 127E or equiv-
alent

IPC 127E or equivalent

Auxiliary hardware OS

Windows 10 Enter-
prise LTSC version
1809 or newer

Windows 10 Enterprise LTSC version
1809 or newer

FANUC '8
FANUC SW Adapter 1.2.0 1.2.0 1.2.0
FANUC HW 0i Oi Oi
31i-B 31i-B 31i-B
30i-B 30i-B 30i-B
Heidenhain
SW adapter 1.1.0 1.1.0
HW iTNC530 iTNC530
Mitsubishi 2
SW adapter 1.0.0 1.0.0
HW Model Series 800M | Model Series
800M
OPC UA
SW adapter 1.0.0 1.0.0

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector
Installation Manual, 10/2022, A5E44672080B AP

23



Overview

3.2 System prerequisites

Release Mcenter, version 5.2.1.0
Product Manage MyRessources Optimize MyProg- | Analyze MyPer- | Access MyDa-
Tools Programs ramming /NX- formance /OEE ta /Collector
Cam Editor
HW any controller that | any controller
supports opcua | that supports
opc ua
MT Connect
SW adapter 1.1.0 1.1.0
HW any controller that | any controller
supports mt con- | that supports
nect protocol mt connect
protocol
Rest
SW adapter 1.0.0
HW any controller
that supports
http (rest serv-
er)
Server - client network connection
min bandwidth (MBits) | 100
External systems
NX - - 1899 - -
NX CAM server - - 3.19.5 - -
Third-party components
SIEMENS PLM License 11.0.0
Server

2 Separate database is supported
4 No details regarding the processor and operating system, because these parameters are defined by the hardware components
»  SINUMERIK Operate Service Pack supports all hotfix versions

®  For compatibility with the integrated SINUMERIK Integrate client (in SINUMERIK Operate) and the newest versions, refer to
the following table "Compatibility"

9 Encrypted connection is supported with a proxy solution
' For the SINUMERIK Operate V4.7 SP3 it is recommended to update to the latest SINUMERIK Integrate client from the delivery.
3 The Application management is supported from PCU-Basesoftware WIN NT V06.02.01.00

' Onboarding is possible with workaround, additional information is provided in chapter: Mcenter with HMI-Advanced on a
Retrofit machine

3 Only power line is supported for HMI-Advanced version for Retrofit

® The Timeout in the SINUMERIK Integrate client for SINUMERIK Operate should not be changed from 200s.

7 SINUMERIK ONE is supported, but without "Digital Twin".

8 Tested on the listed Oi and 31i-B FANUC versions (HSSB High Speed Serial Bus is not supported)

9 0i and 30i-B FANUC version is not tested, FANUC adapter supports 30i-B version according to FANUC documentation.
200 Mitsubishi Adapter - additional components need to be purchased. Please get in touch with SIEMENS for further details.
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Compatibility
SINUMERIK Integrate client 2.00
SINU- | 02.00.00.00. 02.00.01.00. 02.00.04.00. 02.00.07.00. 06 | 02.00.12.00. 02.00.19.0
MERIK | 030 028 010 011 0.009
Oper- 02.00.14.00. 02.00.21.0
ate 015 0.009
02.00.15.00.
006
02.00.16.00.
004
02.00.17.00.
014
02.00.18.0
0.003
4.5 SP4 X X X
4.5 SP5 X X X
4.5 SP6 X X X
4.5 SP6 X X X
from
HF8
SINUMERIK Integrate client 3.00
SINU- | 03.00.04.0 | 03.00.04.0 | 03.00.06.00 | 03.00.10.00 | 03.00.11.00 | 03.00.12.00 | 03.00.14.00 | 03.00.19.00
MERIK 0.045 0.045 .022 .032 .024 .012 .018 .007
Oper- 03.00.15.00 | 0.3.00.21.0
ate .006 0.029
03.00.16.00
.005
03.00.17.00
.025
03.00.18.00
.003
4.7 SP2 X X X
4.7 SP3 X X X
4.7 SP4 X X X
4.7 SP5 X X X
4.7 SP6 X X X
4.7 SP7 X X X
4.8 SP2 X X X
4.8 5P3 X X X
4.8 SP4 X X X
4.8 SP5 X X X
4.8 SP6 X X
4.8 SP7 X
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3.2 System prerequisites

SINUMERIK Integrate client 4.00

SINUMERIK Op- | 04.00.15.00.01 | 04.00.16.00.00 | 04.00.17.00.01 | 04.00.18.00.00 | 04.00.19.00.00 | 04.00.21.00.
erate 0 5 0 5 8 006
493 X X X X X X
4.94 X X X X
4,95 X X X X
4.95 SP1 X X X X
SINUMERIK Op-
erate
SINUMERIK ONE
6.14 X X X X
6.15 X X X X
6.15 SP1 X X X X
6.20 X
Hardware
SINUMERIK OP 4.55P4
HW NCU 4.5 SP5
4.5 SP6
4.7 SP3
4.7 SP4
4.7 SP5
4.7 SP6
4.7 SP7
4.8 SP2
4.8 SP3
4.8 SP4
4.8 SP5
4.8 SP6
493
4.94
4,95
4.95 SP1
NCU 710.3 PN X
PLC 317
NCU 720.3 PN X
PLC 317
NCU 730.3 PN X
PLC 317
NCU 710.3 (B) X
PN
PLC 317
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3.2 System prerequisites

SINUMERIK OP
HW NCU

4.5 SP4
4.5 SP5
4.5 SP6
4.7 SP3
4.7 SP4
4.7 SP5
4.7 SP6
4.7 SP7
4.8 SP2
4.8 SP3
4.8 SP4
4.8 SP5
4.8 SP6
4.93
4.94
4.95
4.95 SP1

NCU 720.3 (B)
PN
PLC 317

X

NCU 730.3 (B)
PN

PLC 317
SINUMERIK OP 4.5 SP4 4.7 SP5 4.7 SP6 4.93
HW PCU 4.5 SP5 4.7 SP7 4.94
4.5 SP6 4.8 SP2 4.95
4.7 SP3 4.8 SP3 4.95 SP1
4.7 SP4 4.8 SP4
4.8 SP5
4.8 SP6
4.8 SP7
PCU 50.5 XP X X X
PCU 50.5 Win7 X X X X
IPC 627D Win7 X X X
IPC 427D Win7 X X X
IPC 477D Win7 X X X
IPC 427E Win7 X X X
IPC 477E Win7 X X
IPC 427E Win10 X X
IPC 477E Win10 X X
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3.2 System prerequisites

SINUMERIK 6.4.28 7.6.2
840D for HMI
Advanced HW
PCU

PCU 50.1 NT X
PCU 50.2 NT/XP X
PCU 50.3 XP X
PCU 50.3 XP SP3 X
PCU 50.5 XP SP3 X

SINUMERIK 6.5.00 7.7.1.0
840D for HMI
Advanced Ret-
rofit

IPC 427D X

Firewall settings
On the Mcenter server enable as Inbound rules these ports:
e Port 8090 for unencrypted connection (HTTP) Inbound
* Port 443 for encrypted connection (HTTPS) Inbound
For installation on the following server system:
* Configuring the SQL Server 2016 with remote database
Set the following ports on the remote database server as Inbound:
» TCP 8080 and TCP 8443

e TCP 1433, UDP 1434
SQL Server 2016 with remote database: SQL Server (Page 42)

You need the following ports on the license server to be enable as Inbound:
* 28000, 28001

For more information, see Set license server (Page 84).

On the Mcenter server enable as outbound rules these ports if they are on a separated
installation:

Communication with machines and browsers:

e Port 8090 for unencrypted connection (HTTP)
* Port 443 for encrypted connection (HTTPS)
For installation on the following server system:

* Configuring the SQL Server with remote database
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3.2 System prerequisites

Set the following ports on the remote database server as outbound:

* TCP 1433, UDP 1434.

You need the following ports on the license server to be enable as outbound:
* 28000, 28001

Set the following ports if you use Analyze MyPerformance /OEE:
* TCP 8080
* TCP 8443

You need the following ports on Machine Agent machine and on the Fanuc controller as well for
MMR Programs to work with Fanuc

* 8193
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3.2 System prerequisites

Operating system settings

Check the following settings of your operating system:
1. Select "Start" > "Control Panel" > "Region".

2. Open the "Location" tab (if applicable).
The setting "United States" must be selected in the "Home location" drop-down list.

Fomats | Location | istraive: |

Some software, including Windows, may provide you with additional content
for & particular bocation. Same services provide local mfarmation such as news
and weather,

Home location:

Linited States

3. Open the "Administrative" tab.

In the section "Current language for non-Unicode programs”, the language "English (United
States)" must be selected for programs that do not support Unicode.

Formats | Location | Admaistrative
‘Welcome screen and new user accounts

View and copy your international settings to the welcome screen, system
accounts and new user accounts.

¥ Copy settings...

Language for non-Unicode pragrams

This setting (system locale) controls the language used when displaying
text in programs that do not support Unicode.

Current language for non-Unicode programs:
English (United States)

Change system locale...

ooy
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3.4 Machines and setting machine data
3.3 Client version and required TLS/SSL

Overview

The following tables show which protocols are required to ensure the data exchange between
a client and the server.

Client version TLS 1.0 TLS 1.2 SSL Proxy
SINUMERIK Integrate Operate Client V02.00.06.49 X -

SINUMERIK Integrate Operate Client V03.00.06.22
SINUMERIK Integrate Operate Client V02.00.06.48
SINUMERIK Integrate Operate Client V03.00.06.21

SINUMERIK Integrate HMI-Advanced client (Windows 7
SP1)

SINUMERIK Integrate HMI-Advanced client (Windows XP X - X
SP3)

SINUMERIK Integrate HMI-Advanced client (Windows XP - - X
SP2)

SINUMERIK Integrate HMI-Advanced client (Windows - - X
NT)

x| X

XX | X|X|X

The SINUMERIK Integrate client should be updated to the latest version what is delivered in the
software package if it is possible.

For more information, see System prerequisites (Page 18).

3.4 Machines and setting machine data

The following overview of the machines and the settings of the machine data are only valid to
Manage MyResources [Tools.

Overview machines
The following machine tools are supported by Manage MyResources /Tools:

* Machines with milling technology, with active tool management and with the handling
tool: ToolManagementMagazin (TMMG).
For the D-number you can use absolute (1 : 32000) or relative (1 : 12) D-number.

* Machines with turning technology with active tool management and turret magazines.

— The turret magazine must be displayed as a real magazine in the standard tool
management.

— Thetools must have a T-number and an absolute (1 : 32000) or relative (1 : 12) D-number.

— Use loading stations as magazine type for loading and unloading.
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3.4 Machines and setting machine data

* Machines with turning technology without a configured magazine. In this case, Manage
MyResources [Tools displays T-number instead of place.

* Machines with turning technology without active tool management a configured magazine.
In this case, Manage MyResources [Tools displays the T-number instead of place, while the
magazine name is shown as "NC Memory".

For the D-number the following options are available:

— When relative D-number is selected, then DNo =1 : 12 is possible.
— When absolute D-number is selected, then DNo = 1 : 32000 is possible.

— When flat D-number is selected, then DNo = 1 is predefined. The tool management needs
to be deactivated.

Additional information on tool management is available in: Function Manual SINUMERIK 840D
sl, Tool management

Setting machine data

Activates and influences the program runtime measurement

At the SINUMERIK control system, using the SINUMERIK Operate operating system, set a
machine data to activate capturing program run and tool usage times when acquiring the
statistical data for each configured channel.

Set the following bits of the machine data to activate Tool statistics:

MD27860 $MC_PROCESSTIMER_MODE Activates and influences the program runtime measure-
ment

Bit0=1 The measurement of the total runtime for all part programs is active ($AC_OPERAT-
ING_TIME)

Bit1=1 Measuring of the current program runtime is active ($AC_CYCLE_TIME)
Bit2=1 The measurement of the tool cutting time is active ($AC_CUTTING_TIME)

Before installation it is necessary to configure Tool statistics.

For more information, see Configuring Tool statistics (Page 170).

Mark tool data change for the SINUMERIK control system
SINUMERIK Operate display support.

This data enables individual data to be explicitly taken into account or not taken into account in
the OPI variables (block C/S) toolCounter, toolCounterC, toolCounterM.

"Value changes to tool status" and "value changes to remaining tool count" are relative to the
value changes which are caused by internal processes in the NC, as well as to value changes
caused by writing the respective system variables.

Set the following bits of the machine data to mark tool data change:

MD17530 $MN_TOOL_DATA_CHANGE_COUNTER | Mark tool data change for HMI
Bit0=1 Changes to the values of the tool status ($TC_TP8) are taken into account in toolCounterC

Bit1=1 Changes to the values of the remaining number of tools ($TC_MOP4) are taken into account
in toolCounterC
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3.5

3.5 Exemplary system behavior of MMR /Tools

Exemplary system behavior of MMR /Tools

System Requirements

Overview

Mcenter application server:

Web server: 150 GB

Operating Systems

Windows Server 2016 (x64) Standard en-US 12GB RAM

Intel® Xeon® E5-2690 V4 Processor — 2.6GHz — 35MB Cache (4 processors)
Prerequisites:

Microsoft OLE DB Driver for SQL Server (version 18, x64), version 19 is not supported
NET Hosting Bundle for Microsoft Windows (version 6.0.8 or higher)

Visual C++ Redistributable 2015 x64 (Update 3 or later)

Mcenter database server:

Windows Server 2016 8GB RAM

Intel® Xeon® E5-2690 V4 Processor — 2.6GHz — 35MB Cache (4 processors)
Installation:

Microsoft SQL Server 2017 Standard (en)

Microsoft Visual C++ 2015-2019 Redistributable (x64)

.NET Framework 4.5.2

The above-mentioned system requirements ensure the functionality of our application.
System reaction time with a defined number of connected machines:

300 connected machines with a tool exchange every ~17 sec — load to spindle and load back to
the magazine — statistical events are created for loading and unloading

30 Monitoring tools applications are open with different users. Every Monitoring tool refresh is
performed within 10 sec. Thus, the tool state change is immediately shown on the machine.

However, as to the server, it can take up to 10 sec for the state to be refreshed (6 sec to send the
data to the server, 4 sec to update the data within the Server Ul). As long as the tool is within the
spindle, the tool state change is uploaded to the server, but this does not apply to the residual
lifetime or residual work piece. These are updated when the tool is loaded back to the magazine.

Every new open instance of “Monitoring tool” slows the system down. You should therefore
close applications you do not need.

The performance of the "Tool master data" application depends on the number of Master data
values, and especially on the user-defined attributes, attached documents and used
components. The more complex the data, the more resources are needed to show the data.
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3.5 Exemplary system behavior of MMR /Tools

In our application, we can make sure that the data is shown within 6 seconds. This applies to
Master data with 5000 Tool master data items, every item containing 50 customer-specific
attributes.

The Tool stock performance depends on the number of tool instances used or created. This
means Tool stock shows the data within 9 seconds, when the system contains 20.000 Tool
instances, created from 10.000 Tool master data items with 50 customer-specific attributes.

You can improve the performance of Tool master data and Tool stock. When you open a Master
data set or a Tool instance, you can right-click, and open the data with a new tab. Thus, you do
not need to wait for the data to load when you open the next dataset.

Example for machine-client behavior with Operate 4.7.4 without any OEM applications.

MMR /Tools is supported on Operate machines from the versions 4.5 SP4 or 4.7 SP3 (see System
Requirements).

Installing a MMR [Tools client on the Operate machine uses resources. The average response
time for switching between the application is 2.5-3.5 seconds. The time average within the
MMR /Tools application itself is 2-3 seconds. If the Operate machine is a combination of a NCU
and a PCU/IPC, the response time is better, the average reaction time for switching between the
application being ~3 seconds and with in MMR [Tools ~2 seconds.

A running CNC program slows the machine down and has an impact on the response time,
especially if the CNC program has a lot of tool changes.

The machine operator company can also connect machines with HW version: Sinumerik 840D
sINCU 739.2PN MLFB: 6FC5373-0AA01-BAA2 with the Operate version 02.07.02 HF 02 without
PCU under certain conditions.

The response time for this machine amounts to 2-3 seconds, when you switch between the
applications. To connect old Operate machines, you have to deactivate statistics. This can be
done via the configuration in mmrconfig.json, located at the machine.

Do not connect older Operate Client 840D sl.

MMR /Tools is supported on Advance client machines, like the version for NT 6.4.28.00 (see
System Requirements). Do not connect older clients, because the installation is more time-
consuming.

As a machine operator, you need to make sure the OEM software on the Sinumerik client is up
to date. Ensure that additionally installed applications do not use too many resources, especially
onold clients. Writing or reading on the hard disc, using services like SICap or checking magazine
data every few seconds, slows down the machine and affects its usability.

Note
Mcenter server and client machines in the same network

Mcenter server and the client machines connected to it should be in the same network (LAN).
Tunneling (for example VPN) is not supported in any form (PPTP, L2TP, etc...).
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Installing/configuring Windows services 4

4.1 Overview

Before installing the local server, you must set the Windows functions - and install the
applications along with the SQL Server.

Prerequisite

Always use the original data storage medium when installing the Windows server!

Procedure
Proceed as follows:

1. Install and configure the Internet Information Services (IIS).
For more information, see Setting up Internet Information Services (Page 35).

2. Install the SQL Server.
For more information, see SQL Server (Page 42).

3. Install additional components.
For more information, see Further installations (Page 68).

4. Take all of the necessary measures to harden the Internet Information Services (lIS).
for more information, see TLS and Assets (Page 147).
The measures are mandatory for secure operation!

4.2 Setting up Internet Information Services
The following settings apply to the SQL servers 2016 and 2019.

If there are any differences compared to the SQL Server 2016, they are written on that point.

Procedure
1. Insert the server installation CD/DVD into the CD drive.
2. Start the "Server Manager".

Windows Server

=

Server Manager
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4.2 Setting up Internet Information Services

3. Select "Dashboard" and click "Add roles and features".

WELCOWE 7D SCAVER MAKAGER

B Lol Servir

[ T pr— P - .
Configure this local server
Y Pk and Torage Sevicar k F

WOGLER AMD EERVER SROUPE

L ;‘:\::;im"g' 1 B tocsl Serer 1 i Alsereen 1
(F} Warageabdiy (E) Warageabiny Warageatdry

(= [ (=

Sermcee Saroee Serncee

Pertomnce Pertzmnce: Pertormnce

[T [Tr— [T

4. Select the "Server Roles" function in the "Add Roles and Features Wizard" window and
activate the "Web Server (1IS)" checkbox.

Select server roles DESTNTION S

Select one or more roles to instsll on the selected server.

Before You Begin

Roles Description
~ Wik Server (JI5) provides a reliable
[ Application Server mansgeshle, and scalshls Web
[ DHCP Server application infrastructure.
] DNS Server
Wb Server Role (I5) [] Fost Server
fiole Services (W] File and Storage Senvices (1 of 12 installed)
Corfirmation [ Hyper-¥

[ Metwaork Policy and Access Services
] Print and Decument Services

[} Remote Access

[ Remote Desktop Sendces

[[) Volume Activation Services

et seve )

[} Windows Deployment Services

[ Windows Server Essentials Experience
[ Windows Server Update Services
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4.2 Setting up Internet Information Services

5. Select the "Features" function and activate the following option box:
".NET Framework 3.5 Features". This selection is required for SQL.

Click "Next >".

DEETINATION SERVIR
Select features Mo s

Befere You Begin Select one or more features to install on the selected senver.
Installation Type Features Deescription
St sl - JNET Framework 3.5 combines the

Sarver Roles L s pawer of the NET Framewsric 2.0

i [] .MET Framework 4.5 Features (2 of T mstalled) APls with new technologies for

_ b [ Background Intelligent Transfer Service (BITS) = building applications that offer
Wb Server Bole (iS) [ BitLocker Drive Encryption appealing uurinl::rfanea.pmt:lct
your customers’ personal identity
Fioke SRrvCes [ Bitlacker Metwork Unlock nformation, enable ssamless and

Confirmation [ BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of

business processes.

[ Data Center Bridging

[) Direct Play

[ Enhanced Storage

[] Failover Clustering

[ Group Palicy Management
[C] IS Hostable Web Core

[ Ink and Handwriting Services

[<] ] HE
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38

Select the "Role Services" function at "Web Server Role (1IS)".

Activate the "Web Server" checkbox.

Activate the "Common HTTP Features" checkbox and the following properties below:

— Default Document
— Directory Browsing
— HTTP Errors

— Static Content

— HTTP Redirection

Activate the "Health and Diagnostics" checkbox and the following property below:

— HTTP Logging

Note
Role services

Do not enable the "WebDAV Publishing" feature!

fi Add Roles and Features Wizard

Select the nole senaces to install for Web Server (115)

Role services

4

4 |v| Common HTTP Features
[ Default Document
[l Directory Browsing
[ HTTP Errors
I?_ Static Condent
[ HTTP Redirection
[ WebDaW Publishing

4 [v] Health and Diagnestics
[ HTTP Logging
[] Custom Logging
[ Logging Taols
[] ODBC Logging
[ Reguest Manitor

< Previous |

Mt >

BE |

DESTINATICN SERVIR
W-AREDOATIL

Description

'Web Server provides support for
HTML Wek sites and optional
support for ASP.MET, ASP, and Web
server extensions. You can use the
‘Wb Server to hast an intemal or
external Web site or to provide an
ervironment for developers to

create Web-based applications.

Cancel
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4.2 Setting up Internet Information Services

7. Activate the "Performance" checkbox and the following property below:

— Static Content Compression

Activate the "Security" checkbox and the following property below:

— Request Filtering

— IP and Domain Restrictions

Select role services

Befors You Begin
Installation Type
Server Selection
Server Roles
Faaturss

'Web Server Role (I5)

Confirmation

Select the nole senaces o install for Web Server (115)

Role services

E|

L vrenenny
4 ¥ Performance
[ Static Content Compression
[ Dymarmic Conterit Compression
a | Security
[ Reguest Filtering
|_| Basic Authentication
[ Centralized 551 Certificate Support
[] Chent Certificate Mapping Authentication B
[] Digest Authentication
] 115 Chent Certificate Mapping Authenticat
E IP and Domain Restrictions
[ URL Autharization
[[] Windows Authentication f
. [0 Application Development w
[<] " 2}

DESTINATION SDRVIR
NI

e

'Web Server provides suppaort far
HTML Web sites and optional i
support for ASP.MET, ASP, and Web |
server extensions. You can use the
‘Wb Server to hast an intemal or
external Web site or to provide an
emironment for developers to

create Web-based applications,
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4.2 Setting up Internet Information Services

8. Set the following:
Check the "Application Development" checkbox and below it the following properties:

— ISAPI Extensions
— ISAPI Filters
— WebSocket Protocol

[ Add Roles and Features Wizard = ] .Y

DESTINATION SERVER
WinSnZ016_ 100

Select the role services to install for Web Senver (IS)

Role services Description

L AR ML ST S S T e Application Development provides
L] Digest Authentication infrastructure for developing and

115 Clo=nt C:r:m:al:: Ma.pplng Authenticatic hasting Web applications. Use these
IF and Dnm:&.r _R'-“'(_'mm features to create Web content or
LF'L Authorzation X extend the functionality of lI5. These
Wind ﬁ“'s"\"“ ucalon technalogies typically provide s way
yphcation Devel |n o perferm dynamic operations that
MET Exbemstiatity 3.5 result in the creation of HTML

— HET Extensibility 4.5 cutput, which IS then sends to full#l
| Application Initialization client requests.
L1 ASP

] ASP.NET 3.5

] ASP.MET 46

Gl

ISAP| Extensions

ISAP| Filters

Server Side Includes

WebSocket Protocol

a || FTP Server

[ B 2 W

LY [EATRN|

< Frevious Mext > Install Cancel
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4.2 Setting up Internet Information Services

9. Activate the "Management Tools" checkbox with the following properties:
— IS Management Console
— IS Management Scripts and Tools

Click "Next >".
The settings are backed up.

y DESTINATION SERVIR
Select server roles WNAISOOAITI,
Befors You Begin Select one or more roles to instsll on the selected server.
Installation Type Roles Deescription
SErvEr SEleClion [ e “~|  Application Development provides
_ | |SAP Filters (Installed infrastructure for developing and
] Server Side Includes hasting Web applications. Use these
Features ] WebSockst P | features to create Web content or
Confirmation esacket retacs extend the functionality of IS, These
4[] FTP Server technologies typically provide & way
] FTP Senvice 1o pesform dynamic operations that
- result in the creation of HTML
FT
[ FTP Extensibility cutput, which 115 then sends to fulfill
4 [# Management Taols client requests.
[ 115 Managernent Console
b [ 115 & Management Campatibility
[ 115 Management Soripts and Toals
|_| Management Service
[ Windowes Deployment Services u
[ Windlows Server Essentials Expenience
) Windows Server Update Services .
L<] [0 »
= o}

10.Select the "Confirmation” function and click on "Specify Alternate Source Path".
The "Specify Alternate Source Path" window opens.
Enter the directory for the installed components in the “Path:" entry field. For example, in
case of a mounted Windows image the directory is "D:\Sources\SxS".

Specify Alternate Source Path

Some servers might not have all source files avallable to add all roles, role services, or festures. The source files
might not hawve been installed, or might have been removed by users after the operating system was installed.

1f thoe penoer on which you wint ts ingtall roles of features does ot have AT requined source files, the server can
try bo get files by wsing 'Windows Update. or from a lacation that it specified by Group Pobicy,

You can also specify an alternate path for the source files, if the destination server does not have them. The
scurge path or e thare must grant Read permissions either to the Everyone group (not recommuended for
security ressons), of to the computer (local system) sccount of the destination senver, granting user scoount
access is not sufficient.

The follewing are examiples of 8 valid source file path where the destination server i the locsl server, snd where
the E: drive contairs the Windows Server installation media.

Bource Hes for NET Framework 3.5 Features dre not ingtalled a5 pact of & typscal ingtallption, but bre svailable in
the side-by-side stare (Sx5) folden
E\Sources\SaS\

Ecource Bhes for ather feabures ane soailable in the bnstallwen Sle. Add the WIM: prefo to the path and » suffo io
pricdicate the index of the image fram which to get source fles. In the following example, the ndex is 4
WINEE \Sources\Irstallwimed

Pagh: | \WServerName|PathlSourceFiles

o ][ concer |
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4.3 SQL Server

4.3.1 Installing SQL Server
The following settings apply to the SQL servers 2016 and 2019.

If there are any differences compared to the SQL Server 2016, they are written on that point.

Prerequisite
You require administrator rights to install the SQL Server.

Always use the original data storage medium.

Procedure
1. Select the setup application "SQL 2016 standard".

2. Right-clickto open the "Setup" menu and start the installation with the "Run as administrator"
menu command.
=| Medialnfa
el se Open
;: G Fup as gdrminestrator
< Trofibleshoot compatibdty
Send to p
Copy
Create shofout

Froperties
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3. The "SQL Server Installation Center" window opens.

4.3 SQL Server

Select the "Installation" function and click option "New SQL Server stand-alone installation or
add features to an existing installation".

Planning
Installation
Masntenance
Tools
Resources

Options

M 0L Server Installstion Center

- [} x

Mew S04 Server stand-alone mstallation or add features to an existing mstallation

Launch a wizard to install SOL Server 2016 in a non-clustered environment or to add
features to an existing 0L Server 2015 instance.

¥

Install 504 Server Management Tools

L3 Launch s downicad page that prevides & link te install SOL Server Managernent
Studic, S0L Server command-line utilities (30LCMD and BCP), 0L Server PowerShell
previder, 501 Serves Profiler and Database Tuning Advisor. An internet connection is
required to install these tools.

Install SOL Server Data Toals

Launch s download page that provides & link to install 50 Server Data Tools [S50T).
5507 provides Visual Studso integration inchuding project system support for Azure
SOL Database, the 501 Server Database Engine, Reporting Services, Analysis Services
and Integration Services. An internet connection is required to install 5507,

Mew SOL Server failover cluster installation
Launch a wizard to install a single-node SOL Server 2016 failower cluster.

. ﬂ" Add node to a SQL Server failover chuster
Launch a wizard to add a node to an exsting 50L Server 2016 failover cluster.

Upgr.ldelmm a previous version of S0L Senver
Launch & wizard to upgrade a previows version of SOL Server to SOL Server 2008,

Mew R Server (Standalone] mstallation

Launich a wizard to mstall R Server (Standalone) on a Windows machine. This is
typically used by data scientists a5 a standalone analysss server or as 2 50U Server R
Services client.

Micrasoft' SOL Server 2016

A

4. The "Product Key" window opens.

Activate the "Enter the product key" option button
Enter the key and click "Next >".

T 50U Server 2016 Setup

Product Key

Product Key
License Terms

Global Rules

Microseft Update

Product Updates

Install Setup Files

Iristall Fules

Feature Selection

Feature Rules

Feature Configuraticn Rules
Ready to Install

Installation Progress
Complete

Specify the edition of SOL Server 2016 to install.

Validate this instance of S0L Server 2016 by entering the 25-character key from the Microsoft certificate
of authenticity or product packaging. You can also specify a free edition of SOL Server: Developer,
Evalustion, or Express. Evaluation has the largest set of S0 Server features, a5 documentad in SOL Server
Books Online, and is activated with a 180-day expiration. Developer edition does not have an expiration,
has the same st of festures found in Evaluation, but is licensed for non-production databass application
development anly, To upgrade from one installed edition to anothes, run the Edition Upgrade Wizard,

(C) Specify a free edition:
Evabuation

{®) Enter the product key:
[FEROO0K - X000 Y0000 - X000 - 0000]

< Back Mt = Cancel
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5. The "License Terms" window opens.
Read the license agreement.

— If you want to print the terms, click "Print".
— If you want to copy the terms, click "Copy".

— Then activate the "l accept the license terms" option button and click "Next >".

T8 50U Server 2016 Setup - u] x

License Terms

To install SOL Senver 2016, you must accept the Microsoft Software License Terms.

e MICROSOFT SOFTWARE LICENSE TERMS -

License Terms

Global Rules MICROSOFT SQL SERVER 2016 STANDARD

Microsoft Update

- T These hcense terms are an agreement between Microsoft Corporation (or based on where you

roduct Updates lree, one of its affiliates) and youw. Please read them. They apply to the software named above,

Install Setup Files which includes the media on which you received it, if any. The terms also apply to any

Install Rules hlicrosaft

Feature Selection e updates,

Feature Rules

Feature Configuration Rules s supplements,

Eascibas » Internet-based services, and

Installation Progress

Complete & misRRAR CERAEL w
42
Copy  Print

B9 | accept the icense terms.
S0L Senver 2016 transmits information about your installation experience, as well a5 other usage and

performance data, to Microsoft fo help imgrove the product. To learmn more about SOL Server 2016 data
processing and privacy controls, please see the Privacy Statement.

< Back Mext = Cancel
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6. The "Product Updates" window opens and shows whether updates are available.
Click "Next >".

T SOL Sercer 2016 Setup - m} x

Product Updates

Aleeays install the latest updates to enhance your SOL Server security and performance.

Product Key & There are no updates for SOL Server found online
License Terms

Global Rules

Micrescit Update

Praduct Updates

Install Setup Files

Iristall Fules

Check again

Feature Selection

Feature Rules

Feature Corfiguration Rules
Ready te ingtall

Installation Progress
Complete

Read our privacy statement onling

Leam more about S04 Server product updates

< Back Mt = Cancel

7. The "Install Rules” window opens and checks whether the installation can be started.
=
Install Rules

Setup rules identify potential problems that might occur while running Setup, Failures must be corrected before Setup
can continue.

Product Key Operation completed. Passed: 3. Failed 0. Waming 0. Skipped 0.

preeme Teme e

Global Rules

Microsoft Update -
Praduct Updates Vigw k
Install Setup Files

Install Rules

Featisre Selection

Feature Rules

Feature Configurstson Rules

Ready to Install

Installation Progress

Complete:

< Back Mext > Cancel

4.3.2 Configuring SQL Server

The following example is a description of the "SQL server" configuration.
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Prerequisite

You require administrator rights in the database, for example authorization level user
"Sysadmin” as "Domain/Local User" or as SQL user (sa).
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Procedure

1.

4.3 SQL Server

Selectthe "Feature Selection" function and activate the "Database Engine Services" checkbox.

T SOL Sercer 2016 Setup - In] w0

Feature Selection

Select the Standard features to install.

Product Key Features Festure description:
Li Te

{eensE ferms Instance Festures # || Includes the Database Engine, the core service
Global Rules %] Dstabiase Engane Senaces for storing, processing and secunng data, The
Micrasoft Update ] 5L Server Replicaticn Database Engine p_rm'ir.l:s curytmlled acoess
Product Updstes 1 R Services (In-Database) and raped transaction processing and alse -

§ ] Full-Test and Sermantic Extractions for Sea Prerequisites for selected features:
Install Setup Files [ Data Guality Services PP —— =
Install Rules Pokyd s Sarvice for External Dt v '
0 ':I I”"n;:f Quary Sarvice for Ecamal Dita Windews PowerShell 3.0 or hagher

Feature Selection Analysis Jenaces Wicrnznft MFT Framewnrk 4 v
Feature Rules [[] Reporting Servaces - Matve < >

Shared Features
[ Reperting Services - SharePaint
[l Reporting Senvces hdd-in for SharePoint Pros

Instance Configuration Disk Space Requirements

Servar Configuration Drive C: 1056 MB required, 24145 ME available

Database Engine Configuration ] Data CQuality Client "]
Feature Corfiguration Rules < »
Ready to Install
. Select All Urisedect All
Installation Progress
Complete Instance roat dirsctory: C:\Program Files\Micrescft SOL Server,

Shared feature directory: Ci\Program Fibes\Micreseft SOL Server,

Shared feature directony [x86): C:\Program Fibes (sB8]\Microsoft 500 Server',

< Back Mext » Cancel

Note
SQL Management Studio

The SQL Server installation does not contain an "SQL Management Studio” installation. If you
need the "SQL Management Studio" you must install it separately.

Select the "Instance Configuration" function.

— You can select the standard settings, activate the "Default instance" option button. A
name is automatically created. The instance is already defined when installing the server.

-OR-
— You can create your own "Instance Name".

Both ways are supported by Mcenter.
Click "Next >".

Note
Configured instance

Instance names are limited to 16 characters. If you do not give a name to the instance, the
machine name is the "Instance Name" which is limited to 16 characters. It is recommended
to create a name for the instance, or change the machine name because it might cause
problems during the installation.
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4.3 SQL Server

L |
Instance Configuration

Specify the name and instance ID for the instance of S0L Server. Instance I becormes part of the ingtallation path.

Product Key (®) Defsult instance
License Terms
Glabal Fules
Microsoft Update
Product Updastes
Inestall Sebup Files

Install Rules
Feature Selection SOL Server directory:  C\Program FilesiMicrosoft SO Server\MSS0L1 3 MSS0LSERVER

() Named instance:  MSSCLSERVER

Instance IC: MESCLSERVER

Feature Rules
Instance Configuration
Server Configuration

Instslled instances:
Imstance Mame Instance |0 Features Edition Wersion

Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

< Back Mt = Cancel

Select the "Server Configuration” function.
Open the "Service Accounts" tab and make the following settings:

— SQL Server Agent: NT Service\SQLSERVER... and Automatic
— Server Database Engine: NT Service\MSSQLSERVER and Automatic
— SQL Server Browser: NT AUTHORITY\LOCAL SERVICE and Automatic

Click "Next >" to continue with the configuration.
B SOL Server 2016 Setup - o *

Server Configuration
Specify the service sccounts and collstion configurstion

Product Key Service Accounts  Collation

Licerse Tewms

Global Rules Microsoft recommends that you uee 8 separste sccount for each SOL Server tenice

Muzrosalt Updste Sefvice Account Name Pazsword Startup Type
Product Updates SOL Senver Agent NT Service\S0LSERVERA.. Autematic w|
Install Setup Files SOL Sesver Databade Engine NT Service\MSSCLSERVER lmmc :i
Instadl Fubes S0 Server Browser NT AUTHORITY\LOCAL | ,Q_M _____ :I
Feature Selection

Paature Rules [ Grant Performn Velume Maintenance Task provilege to SOL Server Database Engine Sendice

Instance Configuration This privilege enables instant fle initalization by aveiding zemoing of dats pages. This may lasd
Server Conflgurstion to miormation disclosure by alloewnng deleted content to be accessed

Database Engine Configuration Click here for detaily

Feature Configuretson Fules

Rieady to Install

Installation Progress

Complete

< Back Mext > Cancel
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4. Select the "Database Engine Configuration" function.
Open the "Server Configuration" tab and specify the following properties:

— Authentication Mode: Activate the "Mixed Mode (SQL Server authentication and
Windows authentication)" option button.

— Enter a password: Enter a strong password for the login ID. You can delete this password
after theinstallation. When installing the server, you use any SQL user with administrator
rights.

Note
Properties of a strong password
¢ Use at least 14 characters.

¢ Combine uppercase and lowercase letters, as well as special characters and numerals
(?1%-+...).

¢ Make sure that the password is not listed in dictionaries.

¢ Do not use any common variants and repetition or keyboard patterns, for example
asdfgh - OR - 1234 abcd.

¢ Do notsimply append a simple password with numerals or common special characters
such as $!?# to the end or beginning.

* Do not use the same password for several user accounts.

— Confirm password: Confirm the password by entering it again.

— Specify the SQL Server administrators:
Click "Add Current User" to enter the current user in the list of SQL Server administrators.
Click "Add..." to add further users or user groups, such as the user group of Windows
administrators, to the list of SQL Server administrators.
Click "Next >" to continue with the configuration.
. T 50U Server 2016 Setup - o x
Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories and TempDE settings

Preduct Key Server Configuration  Dists Directories TempDE  FILESTREAM
License Terms
5 e & srabors for i iabas
Global Rules Specity the authentication mode and administrators for the Database Engine.
Microsoft Update Authentication Mods
Product Updates ) Windows authentication mode
Imstall Setup Files _
(®) Miwed Mode (301 Server suthentication and Windows suthentication)
Install Rules
Feature Selection Specify the password for the SOL Server system administrator (sa) account.

Feature Rules Enter passwornd: ....“nnu.n-nn|

Imstance ('cﬂfiguratinn
C . . esMsssRRsRARRERas
Server Configuration e
Database Engine Conflguration Specify S0 Server admanistrators
Feature Configuration Rules

SRR SOL Server adminisiratces
Ready to install have unrestricted access
Installation Progress [t e T

Complete

Add Cusrrent User Add Remaove

< Back Mt > Cancel

5. After completion of the installation, perform a restart.
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43.3 Configuring the SQL Server with remote database

The following example is a description of the SQL server configuration with remote database.

Prerequisite

You require administrator rights in the database, e.g. authorization level user "Sysadmin" as
"Domain/Local User" or as SQL user (sa).

Procedure
1. Open the "SQL Server Configuration Manager".

2. Open "SQL Server Network Configuration" and select "Protocols for <instance>".
The status is shown in the right window area.

3. Open the properties for "TCP/IP", and check whether the Firewall is configured with following
— TCP Dynamic Ports: without entry
— TCP Port: 1433

=

@ Sql Server Configuration Manager
File Action View Help
LI
B 501 Server Configuration Manager (Local) Protocol Mame Status
B SOL Server Services % Shared Memory  Enabled
4. 50L Server Metwork Configuration (32bit F Named Pipes Disabled
I .§- SOL Mative Client 11.0 Configuration (321 S TCRAR Enabled
P i S0L Server Network Configuration
H Protocals for MSSQLSERVER TCP/IP Properties [ N
b 2 SOL Mative Client 11.0 Configuration
Protocol | TP Addresges
TEP Dynamic Ports o o~
TCP Paort
2 s
Auctive Yes
Emabled No
P Address feBl:5efe: 10.113.36.73%13
TCP Dynamic Parts o
TCP Pant
B ips
Active L[]
Enabled No
P Address TeB0eAHITe3a 14
TCF Dynamic Ports o
TCP Part =
= ipan
TCP Dynamic Ports
TCP Port 1433 -
Adtive
Indicates whether the selected IP Address is active.
o [ s
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4. Check the SQL Server Services, the "SQL Server Browser" should be running. You might have
to set "Start Mode" to "Automatic" before starting it: Right click > Properties
Check that the Firewall is configured with the permitted communication UDP port 1434.

L]

File Action View Help

= wp | F » |l | &

3 50L Server Configuration Manager (Local] || Name State Seast Mede Leg On ds Pracess il

d g:"‘"‘:‘m o 1o B0 Serer VMSGL.. Runaing rr— NT Semice\MSSOL. 2722
: SQLH;:‘ i .T&";ﬁ”"“’“' l:h]:I 5 50L Serves Agent (.. Stopped Manusl HT SordcihAge-. 8
e Client 11 Aguration {
Serves Browser  Stopped Othes (Boot, Syste..  NTAUTHORTVLO.. O
. 50U Server Netwerk Configuration 950 server . PP ] P

B 501 Mative Client 11.0 Configuration SOIL Servis Brosaser Proprties s *

Lo On  Semice  Advanced

B General

ENTT T .t -

Sart Mode
The fast made of this service,

o] o | [ [
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5. Open the "Microsoft SQL Server Management Studio".

— Select the "Connections" page and check the "Allow remote connections to this server"
checkbox.

— To save the selection, click "OK".

Clbyect Explgrer * R X
Comnect~ § ¥ e
=] | ERCR, Semrver 110040810 -

E::'":“ B Seve Propete - — o ®
Servel Objects Salnct s page T Scie = 4D Hebs
Replication & Ganecyl
PelyBase & Memry
Bibwarys O High Arenitaksifty : ;:'u":':"' Comvechora
Management & [ Moisrnsw rosmiber of Conoument conrections 2= unindbed]
£ W inbegraton Serices Catalogs # Datmhase Setings
28 50U Sarver Agent {Agan 5Py daabled) & Advanced o
i [ Y& Profher # Pemasons O s sy gewmmion (o pamwent longrunneg ausnes
Dt conneckan apkarg
[ et trarmmactionn ~
[ cursar choum o comwat
[ e warwrgs
[ e i
[} Ansi muLs
Cranncson m w
Sarvar
Remole SV SSASHINS
e
RETcle query Wmecad I sacora @ ® o rescul)
v¥ ‘ancoonecion ooowins o
] Py chabib ! Veawiieticn’ss b S b S wid COnRTLmmcation
Progmes
i ) Corbgesd bt 2 Ruiing waies
G
6. Then carry out a restart.
i 5g| Server Configuration Manager
File Action View Help
L A ENE DROR]
48 50U Server Configuration Manager (Local) Mame State

[ SOL Server Services

1 SOL Senver (MSS0OLSERVER)

4. 50U Server Metwork Configuration (32bit)
. S0L Server B
B s0l Mative Client 11.0 Configuration (328it) ?ml- . rver Arr t oppe
w i 50U Server Network Configuration o erver Ag Stop oppe
B Pretocols for MSSOUSERVER Pause
_:. S0L Matrve Client 11.0 Configuration Resume
Restart
Properties
Help
4.3.4 Create databases and user in SQL Server

In order to use predefined databases/users during installation, the following databases and SQL
login users have to be created before running the setup:

Note
Create databases and user

The databases are created during installation. If you do not want to use predefined databases,
this step is not needed.
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4.3 SQL Server

Note

Predefined databases

AMP |OEE currently does not support the use of predefined statbases.

Requirements

You require administrator rights in the SQL Database to create the users and databases.

Database structure

You need to create the following databases. Platform is mandatory, but you require the

databases only for the application which you install.

¢ For Platform:

IdentityData
MachineData
MhCommData

PlantData
MachineModelData
AppData
GdaDtsConfigurationData
UserProfileData
CncOperationData
GdaDtsSystemMessageData
TaskData
MachineApiGatewayData
mabeDB

e For MMR [Tools:

OEMData

ToollnstanceData
ToolLocationData
ToolMasterData
MMRApplicationState

ToolPlan
AdditionalResourcesMasterData
AdditionalResourcelnstancesData
ReservationData

ScheduleData
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¢ For Toolstatistics:

ToolStatistics

* For MMR /Programs:

MMRProgramsData

e For AMD:

SQL user

54

amdDB

You need to create following users. Platform is mandatory, but you require the users only for the
application which you install.

¢ For Platform:

identityUserName
machineUserName
mhcommUserName
plantUserName
machineModelUserName
appUserName
gdaDtsConfigurationUserName
userProfileUserName
cncOperationUserName
gdaDtsSystemMessageUserName
taskUserName
MachineApiGatewayUserName

mabelogin

¢ For MMR /Tools:

oemDataUserName
toolinstanceUserName
toolLocationUserName
toolMasterDataUserName
MMRApplicationStateUserName

ToolPlanUserName

additionalResourcesMasterDataUserName

AdditionalResourcelnstancesDataUserName

ReservationDataUserName

ScheduleDataUserName
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¢ For Toolstatistics:

— toolStatisticsUser

* For MMR /Programs:

— mmrProgramsUserName

e For AMD:

— amdLogin

Procedure

4.3 SQL Server

Follow these steps to create the required databases and users.
"ldentityData" and "identityUserName" is used as an example on the screenshots.

1. Login to the "Microsoft SQL Server Management Studio” with administrator rights and select
<Windows Server name 2016>.

2. Open the data directory of the machine involved.

3. Right-click on "Databases" and select "New Database...".

Object Explorer * 4 Xx
Connect~ ¥ *f Y &
= B SETUP16-VIARLTL (SOL Server! SETUP16-611 841 \setup)

:

T Security New Database...

0 Server Ol

+ Replicati StiacEs

3 PolyBase Restore Database. ..

7 Abways C Restore Files and Filegroups...

+ Manager )

P mtegrati Filter

1% SOL Serv Deploy Data-tier Application...
+ [F] XE Profil

Impert Data-tier Application...
Start PowerShell

Reports

Refresh
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4. The "New Database" window opens.
— Enter the database name in the "Database name" input field.

— In the "Owner:" drop-down list, select the entry <database name>.

B Mew Database — o X
Selecta page =
# Options :
# Flegroups Distabase name IderttyData
Dwnier: | cdetaut>
Database files:
logical Mame  File Type  Flegouwp k‘tal SI'xTE [.“.B?. | Autogrowih / Mansize
erttyData  ROWS.. PRMARY [8 | By 4 MB, Urimted
denttyData . LOG Mok Applicable 8 By 64 MB, Unimiad
Connection

AT

W

Ready < L4

BAdd Fermann

5. Open "Security".

— Right click "Logins" and select "New Login...".

Object Explarer - x
Connect= ¥ " ¢ -
= W@ SETUP16-VM144 (SQL Serverd T 205007 - SETUPT6-VIMEL £ setup)
] Databases
= Security
5
[ Serv New Login...
1 Crec Filter v
o Cryp ———————
- Aud Start PowerShell
& Serv Repaorts 3
= Server C _—
= W Replicat Refresh
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6. The "Login - New" window opens.
Select the page "General".

— Specify the "Login name".
— Activate the "SQL Server authentication" checkbox.

— Enter a password: Enter a strong password and make sure that the password meets the
complexity requirements:
Minimum 8 characters
Must contain upper- and lowercase letter
Number and special character. Only use these special characters: 1$ () *+-./?@[]_{}

— Confirm the password: Confirm the password by entering it again.

B Login - New — O x

Selecta page =
* IT Sept ~ @) Help
B Sarver Roles
: User Mapping Login namea | dentityUsarhame |
B Setus (L) Windows authenticabon
(@) SOL Server suthantication

Password |#eeessssnnnsanas I

Eﬁfmwwﬂ -f.aola.n.t-sool. I

[ Enfiorce passvord pobcy

) Mappad to cagiicate
Connection (C) Mapped {o asymmatnc key
Server [] Map to Credential
SETUP1E-VM
i Mapped Cradentials Credartis =
SETUP1EVMIL (osetup
ﬁ ‘iew connection prostes
Progress
Feady [Diefzit Jatabase: master o
Defanik langusge: <cefaul > W

[ox ][ coed

7. Select the page "User Mapping".

Map the login user to the previously created database by adding the following roles to its
database:

— db_datareader
— db_datawriter
— db_owner

— public (default)
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B Login - New - O >
Selecta
& Gunef:_ 5ot = @ heb
F Sarver Roles
¥ User Mapping | Users mappeg to this logn
J Sacurbles Map  Database User Defaudl Schema
& Ton [ lderttyData denttyLserhame db_datareader
[0 maser
O mioedel
O mb
O  tempd
Connection
Server
SETUP1EVM = Database rols mambarship for- kienttyData
ST
v¥ \iew connachion prpardies g::ﬂm
1 datawrier
[ ] cb_deladmin
[] db_denydatareader
[ db_dermydatswriter
Progress e ow0es |
e Qo
Cance
4.4 Migration from the Server 2016 and SQL Server 2016 to 2019

You can update the Windows Server 2016 and the SQL Server 2016 to the 2019 version.
The update can be done in two different ways:
¢ Data migration

e Server update

Prerequisite

Mcenter system is running on Windows Server 2016 with remote SQL Server 2016. The
databases are created as predefined.

Procedure - data migration
1. Install the same version of Mcenter on a Windows Server 2019.

2. Use a new separated SQL 2019 server. It is important to create the databases (predefined
mode) with the same password which you have used with the SQL Server 2016.

3. Stop the lIS on the Windows Server 2016 with Mcenter.

4. Create a full backup of all Mcenter databases including also the logs for the databases.
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4.5 Setting up the encrypted communication for SQL Server

5. Delete all databases on the SQL Server 2019.
6. Restore the databases on the SQL Server 2019 from the previously created backup.

7. Delete the assigned SQL users from the databases. These SQL user assignments can be found
in the database, under security and users. These user assignments are also stored in the
database backups. However, these are not the same as the ones from the existing users.

8. You have to do the SQL user mapping again.
For more information, see Create databases and user in SQL Server (Page 52).

9. Restart the IIS on the Mcenter server.

10.Reconnect the machine to the new Windows Server 2019.
Change only the server URL and perform an HMI restart.

Procedure - server update

4.5

Prerequisite

1. Stop the IIS on the server on which Mcenter is installed on.

2. Update the Windows Server 2016 to 2019.
Follow the steps recommended by Microsoft.

3. Update the SQL Server 2016 to 2019.
Follow the steps recommended by Microsoft.

4. Restart the IIS on the server on which Mcenter is installed on.
5. The machine clients reconnect automatically.

6. Afterthe server update, the Consul must be set again because it is deleted during the update
process.

Setting up the encrypted communication for SQL Server

In case of running the database on a separate server, for the encrypted SQL communication a
certificate is needed on the DB server.

Note
Local SQL server installation

In case of a local SQL server installation it does not affect the communication.

A certificate is needed on the DB server with the machine name or IP address as its subject. Make
sure the first one is the machine name. (CN=Machine_name, CN=IP_address).

If the SQL Server Machine has a long DNS name also, the self-signed certificate must contain the
long DNS machine name, for example "machine.networkname.net", to be accepted from the
SQL Server.

For more information, see Certificate Requirements (https://docs.microsoft.com/en-us/sqll
database-engine/configure-windows/enable-encrypted-connections-to-the-database-engine?
view=sql-server-ver15#certificate-requirements).
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Procedure

1. On the SQL database server double click on the certificate.

Choose "Local Machine".

-+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ksts, and certificate revocation
ksts from your disk to a certificate store,

A certificate, which is ssued by & certification sutharity, is a confirmation of your identity
and contains informabon used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Locabon
) Current User

To continue, dick Next.

o Next

Cancel

2. The certificate path will be opened automatically:

(£) -+ Certificate Import Wizard

File to Import
Spedfy the fie you want to import.

File name:

n'Desktop\cert.pl2]

Personal Information Exchange- PECS =12 (PFX,.P12)

Microsoft Serialized Certificate Store (,55T)

| Browse...

Note: More than one certificate can be stored in a single file in the following formats:

Cryplographic Message Syntax Standard- PKICS 27 Certificates (.P78)
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3. Input the password for the certificate.

Private key protection
To maintain security, the private key was protected with a password,
Type the password for the private key,

Password:
[l
[ isplay Password
Import opbions:

[ ] Enalble strong private key protection. You will be prompted every tims the
private key i used by an apphcation if you enable this option,

Dﬁu‘t this key as exportable. This will allvw you to badk up or transport your
keys at a later time.

[w Incude 2l extended properties,

4. Import the certificate to the "Personal” folder.

(€) ¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas whers certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

) Butoematically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Select the certificate store you want to use.

=

~{] Trusted Root Certification Authorities
| Enterprise Trust

71 Intermediate Certification Autharities
~{Z] Trusted Publishers

-V
<| [T} B

[ show physical stores:
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5. Click "Finish".

Completing the Certificate Import Wizard

The certificate wil be imported after you dick Finish,

You have spedfied the following settings:

ooy Personal
PFX
Cr\Users\setup\Desktop'cert.pl2

Certificate

6. Go to the "SQL Server Configuration Manager" > "SQL Server Network Configuration".
Right click on the Protocols for "Instance” > "Properties”.

File Action View Help
e« 2Dz @
48 50L Server Configuration Manager (Local) || Protocol Name
SOL Server Services 4™ Shared Memory
_E_ SOL Server Metwork Configuration (32bit = Mamed Pipes
b 8 SQL Native Client 11.0 Configuration (321 | 5=Tcp/p
4 J 5L Server Network Configuration
Protocols for MSSOLSERVER!

b 8 SQL Native

*

<| " |

Opens the properties dialog box for the current selection.
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7. On the tab "Flags" set the "Force Encryption” to "Yes".

Flags | Certificate | Advanced

nstance [-]

Force Encryption
Turn on or off encryption for selected server instance

Expiration Date 32320

Friendly Mame cert

Issued By WIN-2012R2-VMTS
Issued To WIN.2012R2.VMTS

9. Click"OK". You get the warning message "Any changes made will be saved; however, they will
not take effect until the service is stopped and restarted.".

Any changes made will be saved; however, they will not take effect until
the service is stopped and restarted.

]
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10.You have to restart the service for the instance.
Go to "SQL Server Services".

File Action View Help

“«| 20z H OO0OO®

48 SOL Server Configuration Mana

B 5L Server Services 13 S0L Servapma 2L} R Autamatic
4 50L Server Metwork Confige

b 2 SQL Native Client 11.0 Confi | {72

Fl _i_ S0L Server Network Configy

= Protacols for MSSOLSER

b B S0L Mative Client 11.0 Confi
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11.You will get an error message: "The request failed or the service did not respond in a timely
fashion. Consult the event log or other applicable error logs for details.".

SQL Server Configuration Manager =1

The request failed or the service did not respond in a timely fashion.
Consult the event log or other applicable emror logs for details.

o ]

If the service cannot start, you have the following options:

— Make sure, that it is running as a local admin (for example Local System)

SQL Server (MSSQLSERVER) Properties |_? INBGI

AlviaysOn High Avalability [ Startup Parameters ] Advanced
Log On . Service | FILESTREAM
Log on as:

(#) Built-in account:

Local Service

|Network Service . 1
AOToUNT Name: NT Service MSSOUSERVER
Pmd: LA AL L Ll AL Ll l Ll
Eoﬂﬁmmwd: LA AL L L AL Ll l Ll
Service status: Stopped
[T [ comn apply Heb
-OR-

You can add the user to have access to these directories:

C:\Program Files\Microsoft SQL Server\MSSQL][version].[instance]\MSSQL\
C:\ProgramData\Microsoft\Crypto\RSA\MachineKeys
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters
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12.0n the Mcenter server, double-click the certificate.
Import the certificate for the "Local Machine".

-+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ists, and certificats revocaton
lists from your disk to a certificate store,

& certificate, which is issued by a certification authority, &= a confirmation of your identity
and containg information used to protect data o to establish secure network
connectons. A certificate store is the system area where certificates are kept.

Store Locaton
_) Current User
® Local Machine]

To continee, dick Next,
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13.Import the certificate in the “Trusted Root Certification Authorities” store.

(=]
(€) = Certificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically salsct a certificate store, or you can spedify a location for
the certificate.
() Automatically select the certificate store based on the type of certificate
() Place ol certificates in the folowing store
| [ Browse...
Selact the certificate store you want to use,
-m: -Canod

14.Click "Finish".
You can execute the Mcenter setup.

Completing the Certificate Import Wizard

The certificate vl be imparted after you dick Finish.
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4.6

Further installations

Checking the "Path" variable

68

As the Mcenter server is only compatible with the x64 variant of the .NET runtime, check the
order of the variable value of the variable "Path". Ensure that x64 still precedes x86 in the
sequence.

1.
2.

Select "Advanced System Settings".

Open the "Advanced" tab.

Open the "Environment Variables" window.

Click on the variable "Path".

Open the "Edit System Variable" window.

Check the entries in the "Variable value:" field.
The sequence must be as follows:

C:\Program Files\dotnet\;C:\Program Files (x86)\dotnet\

To save the variable value, click "OK".

System Properties

| Computer Name | Hardware | Advanced :Flerrlote |

Environment Variables

User variables for evopoarD

[x]

Wariable Value

TEMP HUSERPROFILE %:\AppData\LocalTemp

™R SLUISERPROFILE %:\AppData Local Temp

Edit System Variable

Variable name: [ Path

Variable value: ' k=s\dotnet\;C: \Program Files (x85)\dotnet) |
oK | | Cancel

os Windows_NT

Path Cr\Windows\system32;C: Windows; C:\...

PATHEXT JCOM; .EXE; BAT;, CMD;.VBS; VBE; . J5;....

w

New... || ede.

Delets

Note
Check the path variable

If on the application "Manage machines" it is impossible to create a machine you should check
the path variable.

Problem: New machine could not be created. Reason: Missing or erroneous system component. Contact your system administrator.  f§
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Analyze MyPerformance /OEE

Setting up and installation of "Java Runtime Environment (JRE) 8" and "Apache Tomcat 9.x" on
the server:

1. Install "Java Runtime Environment 8" on the server.
Download the desired Installer from the following links:

— Zulu Java Runtime Environment 8 (https://www.azul.com/downloads/?version=java-8-
[ts&os=windows&architecture=x86-64-bit&package=jre)
- OR -

— Oracle Java Runtime Environment 8 (https://www.oracle.com/javal/technologies/
downloads/#jre8-windows)

2. Install Apache Tomcat 9.x on the server.
Download the Installer from the following link:
Apache Tomcat 9.x (https://tomcat.apache.org/download-90.cgi)
Choose the Windows Service Installer.

3. Make sure that the "SQL Browser" service is running (can be checked in the Task Manager).

Settings from Apache Tomcat setup

Start the installation and follow the manufacturer's instructions.
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70

To make all the functions of AMP JOEE available, make the following settings:
* In the "Choose Components" window, select the following optional components:
— Start Menu Items

— Documentation

— Manager

Click "Next >"

Apache Tomcat Setup - ¥
Choose Components %; "

Choose which features of Apache Tomcat you want to install.

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select the type of install: Mormal -
0Or, select the optional = Tomeat Description
components you wish to : =

install: Start Menu Items

Documentation
Manager
[ ] Host Manager

----- [] Examples

Space required: 13.7MB

* Open the following folder: C:\Program Files\Apache Software Foundation\Tomcat 9.0\bin\
— Open the "Tomcatxw.exe" > "Configure Tomcat".

— Openthe"General"tab and select the setting "Automatic" in the "Startup type" drop-down
list.

Click "OK".
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‘g Apache Tomcat 9.0 Tomcat9 Properties *

General logOn Logging Java  Startup  Shutdown

Service Mame: Tomcatd
Display name: | Apache Tomcat 9.0 Tomcats |
Description: | Apache Tomcat 9.0.41 Server - hth:s:fftomcat.apad‘nel

Path to executable:

“Ca\Program File=WAnache Software Foundation{Tomest @ 0ibiniTome=tg

Startup type: Automatic HRY

Service Status:  Started

Start Stop Pause Restart

Cancel Apply
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Setting up an encrypted connection before

installation 5

5.1 Introduction
Itis possible to set up an encrypted connection (HTTPS) on the server side before the installation.

This can also be done after the installation. However, it is recommended to do this before the
installation, as it requires more steps afterwards.

5.2 Setting up an encrypted connection for IIS

For a secured communication (HTTPS) between a client and the server, you require a digital
certificate that confirms the identity of the server.

Note
Certificate for the host name

In order to create a certificate for the host name instead of the IP address, enter the host name
in the "IP address" input field.

An already created IS website can be selected during the installation.

If this website is correctly configured for HTTPS communication there is no need to do additional
settings regarding this matter after the installation.

Prerequisite
* You require a server certificate which meets these requirements:

— The CN (Common Name) of the certificate corresponds to the address at which the server
is to be reached.

— The CNis also listed in the SAN (Subject Alternative Name) extension (depending on the
type either as "DNS name" or as "IP address").

— The certificate is created according to the “X509V3" standards, or has at least the
"serverAuth" extended key usage property.
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Procedure

74

Import your server certificates according to IIS.

— Start the Server Manager.

— Select "Roles" in the "Web Server (lIS)" > "Internet Information Services (IIS) Manager”

directory.

— At "Connections", mark the server name and click "Server Certificates" in the "lIS" area.

- el |8

He e b

I‘ -‘ii WIN-2012R2 (SETURTE\Administrator) I
2 Pppliceion Fook
4 [ Sites

I+ i} Default Web Site

b Sinimt

Select "Import...".

&1! WIN-2012R2 Home

Filten
ASP.MET
=

HET

Muthorizat..,

=i

Modules

. The "Server Certificates" window opens.

. The "Import Certificate" window opens.

&

MET

Compilatsan

i=f

W

« Authorizat..

Rubes

}.-»*.
Output
Caching

MET Errar HET

Go - vy Show &l | Group by fire

& ¢ 3
MET Trust
Pages Ghobahzation  Levels

L) 'l g = |

= L] =
Compression  Default Directary
Descumant Browsing

e £

&= & o’y
Fegquest Server ‘Warkes
Filtering Certificates J| Processes

— In the "Certificate file (.pfx):" field, the directory is displayed.

— Enter the password.

— Select the desired Certificate Store from the "Select Certificate Store" drop-down list.

— Activate the "Allow this certificate to be exported” checkbox.

— Click "OK".

Certificate file (pfx):

Password:

C\Users\Administrator\Desktop\ 10.113.36.7,p12

Import Certificate [ = I

LLLLLLL L)

Select Centificate Store:

] Allow this certificate to be exported

QK | | Cancel
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4. Add the Root certificate to "Trusted Root Certification Authorities store".
— Double-click on the certificate, the Certificate information page will open.
— Click on the "Install certificate" button.

General | etals | Corteaton Path |

- f Certificate Information

This certificate is ded for the foll purpose(s):
» all issuance polides
= All application polices:

Issvedbo: oo

Issued by: 0 e

Valdfrom » % BE to & 0 e

T pp——

=]

5. The "Welcome to the Certificate Import Wizard" window opens.
Activate option field "Local Machine" and click "Next".

Walcome to the Cartificate Import Wizard
Thes mieard hlon pou copy cor bficaies, corrfieate trust ks, and oo Bt revscaton
Itz From your disk b cerificat siore.

A certficate, which is msued by 8 cer tricaton authorty, is 8 canfrmaton of your demsty
Bl coniins infomaion used % protert deta o in estabish
connections. A carificate stooe b5 the Spsiem area where certfcates e ept.

Snore Locaton
£ Cuprent Liser
% Local Machune

T conbruse, bk Nl

[ fnet | [ cance
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6. The "Certificate Store" window opens.
— Activate option field "Place all certificates in the following store" .
— Browse out "Trusted Root Certification Authorities".

— Click "Next".

Cartificate §toas
Catifcale stones are SpSIEm et where certficanss ane kept.

‘Wineses can sutorancally ssect 8 carmfioate stone, o you can speoly 8 locaton for
e cerificane.

2 daotomaiically select the: cevtificale siore based on the: type of cariifcate
W P ol cir bhcales e P foloerg slve

i
Trosted Aot G b Authonties [ Erowse....

| et || cand |

7. The "Completing the Certificate Import Wizard" window opens.
— You see the specified settings.
— Click "Finish".

Complating the Cartificats Import Wizard

The: cortBeate sl be mported after you chek Frash.

o b appifiad Bu Rallowng) SEEEAgE:
e TR P U TPIC ] Trosted Aoct Ceetrfoa bon Authontes
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8. Right-click on the required IIS page (default: SinInt) and select "Edit Bindings". If no suitable
website is present, add a new website (right-click on "Sites" and select "Add Website...").
The "Site Bindings" window opens. The port settings are listed.

Click "Add..."

The "Add Site Binding" window opens.

Make the required settings, e. g.:

— Type: "https"

— IP address: "<server ip address>" or "<host name>"
— Port: 443

— SSL certificate: Click "Select" to select the certificate.

Note
Application Pool

The Application Pool assigned to a new website must have "No Managed Code" set as ".NET
CLR version".

Note
Require Server Name Indication

Do not activate the "Require Server Name Indication" checkbox. Otherwise communication
problems may occur.

Click "OK".
n:r:ssion Site Bindings |_|_|? x
| Type Host Mame: Port IP Address Binding Informa... _m:-
’;J] hittp 890 10113367
- Settings Edit...
Add Site Binding [ .
Tyne JP addre= Part: = |
I‘https w m <server ip address: w I 443
Hest name:
I
[] Regquire Server Mame Indscation
S5L certficate:
10.11336.7 v|| Sedect.. || View..
Close
| 0K | | Cancel
- OR-
If HTTPS is to be configured with the use of a DNS name (host name), open the "Site Bindings"
window.
— Click "Edit...".

— The "Edit Site Binding" window opens
Fill the "Host name" field in IIS.
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Note
Delete Type "HTTP"

If you want to have just the HTTPS communication, you have to delete HTTP binding on the
"Site Bindings" window.

Edit Site Binding [ 2 e
Type: P address: Pgrt
https All Unassigned v | |443 |
Host name:
<Host name> |
| Reguire Senver Name |ndication
S5L certificate:
my_cert v | [ Seled... | Yiew..
oK | | Cancel

9. Adapt the SSL settings for "SinInt" under the installed sites in IIS:
— Select the application and click "SSL Settings".

| Connections .
@28 Sinint Home
-3 Start Page
- Filter:
~ 2 OWIN-2012R2 [SETUP-7BuAdmanistratos) s
-2} Bpplication Pools 115
~ @l Sies ]
& Default Web Site a!l "_El
& Sinlmt Authertic... Cempression
a-
==
Request J 551 Settings
Filtesing

Management

— The "SSL Settings" window opens:
Activate the "Require SSL" checkbox.
Click on "Apply" after it.
Activate the "Ignore” option button at "Client certificates:".

| Connections .
——— 0 SSL Settings
W Start Page ity the S5L @

W ‘3 WIN-J0M2R2 [SETUP-TE\Administratar)
i Application Poals b Require S5L

v (8] Sies

Cliertt cestificates:
@ Default Web Site
=
& Siniet W Igrgee
) Accept
) Regquee

10.Do an lIS reset.
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5.3 Setting up an encrypted connection for Tomcat

5.3 Setting up an encrypted connection for Tomcat

For a secured communication (HTTPS) between a client and the server, you require a digital
certificate that confirms the identity of the server.

The AMP /OEE functionality uses Tomcat (not IIS) for web hosting. If you plan to install this
functionality, you need to set up Tomcat for HTTPS.

Procedure
1. Copy your Root certificate to the following path: %JRE_PATH%\lib\security

» ThisPC » Local Disk (C:) » Program Files » Zulu » zulu-B-jre » lib > secunty »

Mame Date modified Type Size
policy 4/25/2021 5:52 AM
blacklisted.certs 1/12/2021 €39 AM ERTS File 3 KB
cacerts 47302021 2:16 AM File 167 KB
java.policy 1/12/2021 6:59 AM
java.security
legacyBujsse.security

SOEnisas secrby 1/12/2021 7:06 AM SECURITY File

2 root.p12 4/30/2021 211 AM  Personal Informati... 4KB

2. Open “cmd”
— Change directory to “%JRE_PATH%\lib\security”.
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80

3. Run the following command:

keytool -importkeystore -deststorepass changeit -destkeystore
"$JRE PATH%\lib\security\cacerts" -srckeystore "$JRE PATH%\1lib
\security\<rootCertificate.pl2>" -srcstoretype PKCS12 -
srcstorepass <rootCertificatePassword>

— Replace $JRE_PATHS with installed JRE folder path on your PC, thatis C:\Program
Files\Zulu\zulu-8-jre

— Replace <rootCertificate.pl2> with your root certificate name.

— Replace <rootCertificatePassword> with your root certificate password.

Note
Default password

The default java keystore password is changeit.

If you set another password for keystore, please use it in above command instead
of changeit.

Note
Remote database

Steps 1 to 3 are only necessary if you use a remote database.
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4. Copy your personal certificate to "C:\Program Files\Apache Software Foundation\Tomcat
9.0\conf".

» This PC » Local Disk (C:) » Program Files * Apache Seftware Foundation » Tomcat 90 » conf

A

Mame Date modified Type Size
. Catalina 472972021 417 AM File folder
Personal Informati. 4kE
* | catalina.policy POLICY File 12 KB
| catalina.properties PROPERTIES File 8 KB
+ % contextxml ML Document 2KE
+ 2| jaspic-providersaml ML Decument 2KB
&) jaspic-providersasd XML Schema File 3KB
(o logging.properties PROPERTIES File 5 KB
= serveraml XML Docurment S8KE
2 tomcat-users.xml IKB
.ﬂ tomcat-users.xsd 3 KB
=] webaxml 12/3 ML Docurmnent 173 KB
Note

Personal certificate

The "personal certificate” is the certificate of the Mcenter server.

5. Add the connector in the below to server.xml under “C:\Program Files\Apache Software

Foundation\Tomcat 9.0\conf” for HTTPS connection:
<Connector name="Secure" port="8443" scheme="https" secure="true"
SSLEnabled="true"
protocol="org.apache.coyote.httpll.HttpllNioProtocol"
maxHttpHeaderSize="65536">

<SSLHostConfig sslProtocol="TLS">

<Certificate certificateKeystoreFile="conf/
<yourCertificateName>.p12"
certificateKeystorePassword="<certificatePassword>" clientAuth="false"/>

</SSLHostConfig>

</Connector>
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Remove the connector for HTTP in server.xml.

<foanecter port="N0B0" profocol="HYTR/1.1" ctcnecticnTinecut="30000" redirectPort==S44Y" maxd:tpHeaderSi

Open the Task Manager.
— Open the "Services" tab.

— Restart the Tomcat9 server.

7 Task Mansges

File Opticas  View

Processes  Performance App history Startup  Users Dmil:

HName PiD Diescription
< uckdr_battlegrounds_gl Uncheater for BattleGrounds_GL
4 trautcupdate Auto Time Zone Updater

4 Teustedinatalier Wandicres Modules Inataller
- 8816 Distributed Link Teacking Chert

2204 Apache Tamcat 5.0 Tomeatd

= TETERE Start 'eh Account Manager

& TeirSCS hom pex One NT 'WEC Service

o tmlisten Restart pex One NT Listener

o4 tmccsf ex One Common Clent Solution Framework

4 TMBMSe Open Services rend Micro Unauthorized Change Prevention Service
< Timegrol Search online ime Brokes

o Tieringkr Ga o details orage Tiers Management

FundesboR(TM) Service
« Themes b3 Thernes

Seaturs Geowp
Seopped

Stopped LecalSenvice
Stopped

Rumning LealSystemM..,
Rurning

Running AeRsvES
Running

Running

Running

Running

Running LocalSenvace.
Stopped

Stopped

Running Retives
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server 6

6.1 Overview

Prerequisites
The following conditions must be fulfilled:

¢ The license server must be available and configured.
For more information, see Set license server (Page 84).

¢ The additional Windows services are set. The SQL Server is installed.
For more information, see Installing/configuring Windows services (Page 35).

* You require administrator rights (for Windows or SQL user) to perform the installation.
-OR-
You can use predefined SQL databases.

¢ Make sure that you have more than 4 GB free space on the system drive.
-OR-
In case of a custom installation you need more than 2 GB free space on system drive and 2 GB
free space on the target drive.

¢ If you are operating and installing a virtual machine on a PC running the "Windows 10"
operating system, then turn off "Airplane mode".

¢ Make sure that the SQL Database instance does not contain any Mcenter or SINUMERIK
Integrate 5 data from a previous installation or a previous version. If there are databases or
tables from previous installation, the setup might finish successfully, but the system does not
work properly.

¢ Check the state of "Force Encryption" in "SQL Server Configuration Manager" for your SQL
instance. Make sure that it is "disabled" if you have no certificate configured for your SQL
instance.

Optimize MyProgramming /NX-Cam Editor

¢ The NX CAM server is installed and ready for operation.
If you have any further questions, please contact NX CAM Support at: NX /CAM support
(https:/[www.plm.automation.siemens.com/global/de/support/).

Analyze MyPerformance /OEE
e Java Runtime

¢ Tomcat
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6.2 Set license server

Procedure

Perform the following steps:

1.
2.
3.

0 0 N o U A

Launch the server setup.
Select the installation language.
Select the setup type:

— Select "Complete", all applications are installed.
-OR-

— Select "Custom", choose which applications you want installed and where they are
installed (Platform is mandatory).

For more information, see Installing the server setup (Page 85).
Accept the license agreement.

Set the accessibility of the license server.

Set the accessibility of the database.

Setup the administrator password.

Start the installation.

Complete the installation. Copy the consul token to clipboard.

6.2 Set license server

Prerequisite

Install the "Siemens PLM License Server" on a separate server.

Ensure that the necessary ports in your firewall are open on the web server and the license
server.

Note
Only for test purpose

For testing purpose it is possible to install the License Server on the same Server where the
Mcenter Server.

Port settings

To ensure that the license server communicates with the Mcenter server, you need the following
2 port settings:

Server Port (standard is 28000): You need this port to perform the setup.
For more information, see Installing the server setup (Page 85).

Vendor Port (standard is 28001): You can configure this port freely.
Information on this can be found in the following directory: SI5\Third-party\Siemens PLM
\Documentation\SPLMLicensing_user_guide.pdf and fnp_LicAdmin.pdf
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6.3 Installing the server setup

Note
Web server

If you exchange license files on the web server, you must perform an IIS reset.

Additional information

The "SPLMLicenseServer-Setup” can be found in the software package at:
SI5\Third-party\Siemens PLM\SPLMLicenseServer_v11.0.0_win_setup.exe

A description of the installation can be found in the software package at:
SI5\Third-party\Siemens PLM\Documentation\SPLM_Licensing_Install.pdf

6.3 Installing the server setup

Prerequisite

¢ You need more than 4 GB free space on the system drive.
-0OR-

¢ In case of custom installation you need 2 GB free space on system drive and 2 GB free space
on the target drive.

¢ The user <Admin> creates himself/herself a new user account and sets the roles

"Administrator”, "Key user".
Additional information on managing users are available in the following manuals:

— Operating Manual Manage MyResources
— Operating Manual Optimize MyProgramming /NX-Cam Editor
— Operating Manual Analyze MyPerformance /OEE

Procedure

Starting the installation
1. Open the "SI5\Server" installation directory.

2. Start the "Setup.exe" setup file with a double-click.
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86

3. "Mcenter" opens.

Select the installation language.
This language selection is binding only for the installation.
The following languages are listed:

— German
— English

Click "OK" to confirm the selection.

Note
Windows Server 2016 or 2019 required
If you do not install the permitted server, you receive a note that the installation can only be

performed on a Windows Server 2016 or 2019: "Windows Server 2016 or Windows Server
2019 is required to install Mcenter. Click OK to exit."

Confirm the note with "OK".
The setup is canceled.

ﬁ Mcenter Installer Information 4

Windows Server 2016 or Windows Server 2019 is
. required to install Mcenter. Clidk OK to exit.

Install the required server version and restart the setup.

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector

Installation Manual, 10/2022, A5E44672080B AP



Installing/uninstalling/modifying the Mcenter server

6.3 Installing the server setup

4. The "Welcome to Mcenter xx" window opens.
Click "Next >" to start the installation preparation.

ﬁl Mecenter *

SIEMENS Welcome to Mcenter

Mcenter will be installed on your computer. To continue, didk
Mext.

WARNING: This program is protected by copyright law and
international treaties.

| Mcenter

o finmens, 7023, All Rights Reserved.

5. The "Setup Type" window opens.
— Activate the "Complete” option button. Make sure that you have 4 GB free space on the
selected drive.

If there is not enough disk space on the system drive, you get the following error message:

"The disk space is not enough on the selected drive! Make sure that you have 4GB on the
C: drive!"

The disk space is not encugh on the selected drive! Make sure that you
L 2% havediGB onthe C: drive!

-OR-

— Activate the "Custom" option button. Make sure that you have 2 GB free space on the
system drive and 2 GB free space on the target drive.

If there is not enough disk space on the selected drive, you get the following error

message: "The disk space is not enough on the selected drive! make sure that you have
2GB on the C: and 2GB on the D: drives!"

The disk space is not encugh on the selected drive! Make sure that you
£ 8% have 2GB on the C: and 2GB on the D: drives!

Click "Next >".
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6.3 Installing the server setup

ﬁ Mcenter o

Setup Type

Choose the setup type that best suits your needs.

Please select a setup type.

() Complete
i All applications will be installed. (Requires the most disk space.)

You can change which application, and where will be installed.
Recommended for advanced users,
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6.3 Installing the server setup

Configuration

1. Thisstepisonly relevant for the "Custom Setup”. The "Custom Setup" window opens. You can
deselect the applications that should not be installed on your system:

— Platform: No deselection possible, always installed.
— Applications: Each can be deselected if not needed.

- "Install to:"
Shows the installation directory (for example: C:\Siemens\Mcenter\).
If you want to specify a different directory, click "Change...".

ﬁ Mcenter 4

Custom Setup

You can change which application will be’installed.

Click on &n icon in the list below to change how an application is installed.

Application Description
Analyze MyPerformance fOEE

Platform

MMR. [Tools

OMP /MY CAM Editor
MMR. /Programs
AMD

Install to:

Ci\SiemensMcenter, Change...

— The "Change Current Destination Folder" window opens.
Select the directory in the "Look in" selection box with the symbol.
Enter a name in the "Folder name:" input field.
To save the new folder, click "OK".
-OR-
To discard the input, click "Cancel”.
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ﬁ Mcenter o

Change Current Destination Folder

Browse to the destination folder.

Look in:
£ Meenter v| £
Folder name:

Cance

2. Click "Next >" in the "Setup type" window.
-OR-
Following error messages are displayed about IIS feature:

— An lIS feature is not activated
- OR -

— An lIS feature must be deactivated

Setup X

The following mandatory 115 features must be enabled. For details of
enabling I15 features please refer to the installation manual.

Default Document
Directory Browsing

HTTP Errors

Static Content

HTTP Redirection

HTTP Logging

Static Content Compression
Request Filtering

ISAPI Extensions

ISAPI Filters

WebSocket Protocol

115 Management Conscle
15 Management Scripts and Tools

For more information, see Setting up Internet Information Services (Page 35).

-OR-

If you have not installed all of the Windows functions, the "Missing prerequisites" window

opens. You are provided a view of the missing components.

The grayed out prerequisites are not required for your current selected application that is

installed.
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6.3 Installing the server setup

ﬁ Mcenter 4

Missing prerequisites

Please install the missing companents first,

o MNET Hosting Bundle or higher

o  Internet Information Services (0 of 15 features are not set correctly)
o  Visual C++ Redistributable 2015 x54 (Update 3 or higher)

«  Microsoft OLE DB Driver for SQL Server x64 (ver 18.x)

x Java Runtime Environment & x64 (Oracle f Zulu)

x Apache Tomcat 9

For a list of all required components, see System prerequisites (Page 18).

— Click "Cancel" to cancel the server setup.
Install and configure any missing components.
-OR-
Click "< Back" to return to the previous window.

— Then start the server setup again.

3. Ifyou have not set up all Windows functions, an error message is issued stating, for example,
the functions which have to be activated.
For the functions to be activated, see Setting up Internet Information Services (Page 35).
Click "OK" to activate the function.
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4. The "License Agreement" window opens.
Read the license agreement.

— If you want to print the terms, click "Print".

— Then activate the "l accept the terms in the license agreement" option button and click
"Next >".

ﬁ Mcenter o

License Agreement

Please read the fi

The following notes and conditions shall apply for Software provided by ~
Siemens by installing on your system, by filing a copy on your system during
the installation or by making available the Software in any other way.

Please note:

This Software is protected under German and/or foreign copyright laws and

provisions in international treaties. Unauthorized reproduction and distribution

of this Software or parts of it is liable to prosecution. It will be prosecuted
. oo ;

nnnnn T o T R [ I T L T T 3 =

(@)1 accept the terms in the license agreement: Print

()1 do not accept the terms in the license agreement

5. The "License server" window opens.
Enter the data of the license server in the "Hostname or IP address" and "Port" input fields.

Click "Next >".
If you enter invalid addresses, you receive a corresponding error message.

ﬁ Mcenter o

License server

Please spedify license server.connection details

Mcenter reguires a configured license server. Please enter the Hostname or
IP address and port of the server hosting your licenses.

Hostname or IP address Part

< Back Cancel
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6. The "Database Server" window opens.
All data from Mcenter use acommon database. Some tables of this database, for example the
user administration and plant hierarchy tables, are used by all applications.
The SQL database must be installed.

ﬁ Mecenter *

Database Server

t database server and authentication method

Database server that you are installing to:

| ~ Browse...

Connect using:

(®) Windows authentication credentials of current user

() Server authentication using the Login ID and password below
Login ID: |

Passward: |

(") Use predefined databases

Passward: |

— Database server that you are installing to:
Select the SQL instance for installation.
The value can be entered in the form of <IP address/hostname>\<instance name>
- OR -
Can be browsed.
- OR -
Selected from the drop-down list.
Note:
You get an error message if this field is empty: "Database server field empty".

Setup 4

| Database server field empty!
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— Connect using via the following three options:

Select the "Windows authentication of the current user" connection.

-OR-

Activate the "Server authentication using the login ID and password below" option button.
Enter the login ID of any SQL user with system administrator rights.

-OR-

Select the "Use predefined databases" option button.

With this option it is possible to use databases created manually prior installation. In this
case the setup does not create additional databases.

Make sure that all the required databases and login operator are created.

For more information, see Create databases and user in SQL Server (Page 52).

Note

Complexity requirements for a password

Make sure that you use these special characters. Otherwise the setup does not accept the
password.

¢ Minimum 8 characters

¢ Must contain upper- and lowercase letter

* Numberand special character. Only use these special characters: 1$ () *+-./?7@[]_{}

Setup x

The password does not meet the complexity requirements. Note: the
! allowed special characters are: 150" +-./1@[]_{}
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— If a connection to predefined databases could not be established, an error message
appears with a list of these databases.
Example:

The following errors occurred. For details see the Installation Manual.

Login failed for user identityUserMame

Login failed for user machinelUserMName

Login failed for user mhcommUserName

Login failed for user plantUserMame

Login failed for user machineModelUserMName
Login failed for user appUserfName

Login failed for user gdaDtsConfigurationUserName
Login failed for user userProfileUserName

Login failed for user gdaDtsSystemMessagelserMName
Login failed for user cncOperationUserName

Login failed for user taskUserMName

Login failed for user MachineApiGatewaylUserName
Login failed for user mabelogin

Login failed for user toclinstancelserMName

Login failed for user toolLocationUserName

Login failed for user toolMasterDatalserName
Login failed for user cemDatalserMame

Login failed for user MMRApplicationStateUserName
Login failed for user ToolPlanUserName

Login failed for user toolStatisticsUser

Login failed for user mmrProgramslUserName

Login failed for user ampUseriName
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— By clicking "Next", the setup verifies whether a connection can be established to the

predefined databases with the provided password.
The checkbox for the "Secure SQL connection” allows the setup to set up an encrypted
communication between the database server and the Mcenter server.

Note
"Secure SQL connection" checkbox

If you try to use "(local)linstance" with an activated "Secure SQL connection” checkbox as
the SQL server path you get an error message.

If the machine has along DNS name also, the self-signed certificate must contain the long
DNS machine name for example "machine.networkname.net". You must change the DB
Server address to "machine.networkname.net\<instance>".

For more information, see Setting up the encrypted communication for SQL Server
(Page 59).

If the checkbox "Secure SQL connection"is deactivated, a warning appears: "Disabling this
option may disable SQL data encryption. Are you sure you want to disable it?"

Note
Disable SQL data encryption

If "Force Encryption” is turned on in the SQL Configuration Manager without a valid
certificate for the SQL instance, the installation fails.

You must turn off "Force Encryption” if you have not added a certificate to the SQL
instance. You get a warning: "If you want to disable this option, make sure that "Force
Encryption” is turned off in SQL Server Configuration Manager!"

Disabling this option may disable SQL data encryption.
] 'j Are you sure you want to disable it?
L

If you want to disable this option, make sure
that "Force Encryption” is turned off in SQL
Server Configuration Manager! For details
please see the installation manual.

If the certificate is not imported correctly you get the following error message:
"ValidateSecureSQL error: SSL Provider: The certificate chain was issued by an authority
that is not trusted."

Setup *

ValidateSecureSOL error:

S5L Provider: The certificate chain was issued by an authority that is not
trusted.

Win5ne2016_109VMSQL109
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7. Inthe"Select website" window you can select the website that he wants to install the Mcenter
Server websites

— Inthe dropdown menu all of the existing Websites are listed from IIS for example: "Default
Web Site".

— If you choose one of these websites, the setup tries to install with https settings if it is

co

nfigured previously.

Note:

It is recommended that you use a website which has https settings.
For more information, see Setting up the encrypted communication for SQL Server

(Page 59).

ﬁ Mcenter

Select website

Please select a website from.the list

Mote: It is highly recommended to select a website with a valid https
configuration!

Default Web Site w

— If https is not configured you get an error message: "Https is not configured! If you
continue you accept the risk of having communication via http. For details see the

In

stallation Manual."

Setup

Https is not configured! If you continue you accept the risk of having
! communication via http. For details see the Installation Manual.
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8. The "Create Administrator User" window opens. The username is "Admin".
After the setup has successfully installed Mcenter, you are able to log in with this user.

— Enter a strong password in the "Password:" input field.

— Repeat the password in the "Confirm the password:" input field.

Note
Properties of a strong password
¢ Use at least 8 characters.

¢ Combine uppercase and lowercase letters and special characters and numbers, for
example M?al%-+5).

¢ Make sure that the password is not listed in dictionaries.

* Do not use any common variants and repetition or keyboard patterns, for example
asdfgh - OR - 1234 abcd.

¢ Do notsimply append a simple password with numerals or common special characters
such as $!?4# to the end or beginning.

* Do not use the same password for several user accounts.

— Click "Next >".

ﬁ Mecenter *

Create Administrator User

Enter the password of the Administrator user.

Note: choose a strong password with at least eight characters, containing
uppercase letters, lowercase letters, numbers and symbols!

The user will be named: “Admin™
Password:

Confirm password:

9. If several IP addresses are configured on your computer, the "Select IP address" window
opens.
Open the drop-down list and select the required IP address.

Note
Selecting the IP address

The installation is only continued after you have selected the IP address.
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ﬁ Mcenter

Select IP address

Please select an IP address from the list.

Setup has determined that the computer has more than one IF address,
Please select the IP address you wish to use from the list.

< Back Cancel

m
-

Complete installation

1.

The "Ready to Install the Program" window opens.

To cancel the installation after a prompt, click "Cancel".
-OR-

To start the installation, click "Install".

j:.%l Mcenter

Ready to Install the Program

Mcenter is ready to begin installation.

Clidk Install to begin the installation.

If you want to review ar change any of your installation settings, dick Back. Click Cancel to
exit,

Note: During installation IIS will be reset.

] Please make sure that "Force Encryption” is turned off ]
- in 5QL Server Configuration Manager! .

< Back ' Install E Cancel

2. Theinstallation is started. The progress is displayed on a progress bar.
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3. The "Mcenter.x Completed" window opens.
A message is displayed showing that the installation was successful.
A token is generated during the installation for access to the "Consul" software.

Click on the "Copy to clipboard" button to copy the token directly to the clipboard.
-OR-

If you need the token at some later date, find the file in the following directory: "C:\Siemens
\SINUMERIK_Integrate_5\Consullencrypt.json".

You require administrator rights to open the token.

Activate the "Open log" checkbox to open the log files.

Then click on "Finish" to complete the installation and to view the log files, if applicable.
If the log file has been created in the installation directory, the file opens.

If the log file was not created in the installation directory, the current log file MSI Log
opens.

For more information about log files, see Log files (Page 123).

ﬁ Mcenter

x

SIEMENS Mcenter Completed

Mcenter has been successfully installed. Click Finish to exit.

Token to access Consul UT:

Copy to dipboard

| Mcenter [ openlog

o Ginmens, 2023, Al Rights Reserved.

4. After the installation has been completed, a restart is recommended.
After the installation, set up the encrypted connection.

For more information, see Certificate on the server (Page 125).
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6.4

Prerequisite

Procedure

6.4 Installing the server update

Installing the server update

You need more than 4 GB free space on the system drive.

-OR-

In case of custom installation you need 2 GB free space on the system drive and 2 GB free
space on the target drive.

Various errors can occur during an update, some of which cannot be undone and damage
your database.
In this case, restore the backed up data.

Note

Creating backup

Before starting the server update, generate a snapshot of your virtual machine, and then
backup all data and configurations.

The backup must include all elements of Mcenter, such as

¢ Database

e IS configuration

¢ License server

¢ Applications

Note
Reconnect is not necessary

After an Mcenter Server update, you do not have to reconnect the SINUMERIK controller.

Note
Machine model database is cleared

During server update the contents of machine model database is cleared. The machines
upload their machine models again when they update their infrastructure scripts. Some
features are not available until the machine models are available again (like assigning
applications)

Mcenter uses the Microsoft Windows technology for the setup. During the Mcenter
installation, Microsoft Windows saves the information and the files in the Windows Installer
directory. This information is necessary to carry out an Mcenter update.

Do not make any manual changes in the Windows Installer directory.

Preparation

1.

Create a snapshot of the virtual machine.

2. Create a backup of the system.

3. Stop communication to the web server, for example

— Open the command line and start the following command: iisreset /stop
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. When you install into predefined SQL databases, create the necessary databases with the

corresponding users.

Note
Database structure and SQL user

¢ Use the database instance created on SQL server and the user in any instance.
For more information, see Create databases and user in SQL Server (Page 52).

e Set the appropriate password for each user.
Also set the password for each database.
Enter a "strong" password.

* The setup verifies the settings during installation.
Additional information is provided on the "Database Server" window below.

. Consider a secure SQL connection:

During the update you can activate the secure communication between the SQL server and
the Mcenter server. For this secure communication you need a certificate on the SQL server.
This change cannot be deactivated.

For more information, see Setting up the encrypted communication for SQL Server (Page 59).

. Check whether the latest version is installed.

— SQL server: System prerequisites (Page 18)

— .NET: Further installations (Page 68)
If you reinstall .NET, stop communication with the web server following installation, see
point 3. Then restart the operating system.

— Check the IIS settings to see whether the "lIS Management Scripts and Tools" setting is
activated: Setting up Internet Information Services (Page 35)

. Check the state of "Force Encryption” in "SQL Server Configuration Manager" for your SQL

instance. Make sure that it is "disabled" if you have no certificate configured for your SQL
instance.

. Open the "SI5\Server" installation directory.

. Start the "Setup.exe" setup file with a double-click.

Make sure that you have more than 4 GB free space on the system drive.

-OR-

In case of a custom installation, make sure that you have 2 GB on the system drive and 2 GB
free space on the target drive.

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector

Installation Manual, 10/2022, A5E44672080B AP



Installing/uninstalling/modifying the Mcenter server

6.4 Installing the server update

Starting the update

1. Mcenter installation starts.
Select the installation language.
This language selection is binding only for the installation.
The following languages are listed:

— German
— English
Click "OK" to confirm the selection.

2. After initiating an update, if HTTPS is enabled, but the host name is not entered in IIS, the
following warning appears right after running the setup: "Https is configured, but the Host
name is empty in IS Site Bindings. If you want to use the Host name for https configuration,
please set it."

This warning can be disregarded and the update process can be continued if HTTPS needs to
be configured with the IP address of the server.

Https is configured, but the Host name is empty in 115 Site Bindings. If
I l . youwant to use the Host name for https configuration, please set it. For
details see the Installation Manual.

For more information about the "Add Site Binding" window, see Certificate on the server
(Page 125).

3. The welcome screen opens.
Click "Next >" to start the installation preparation.

ﬁ Mcenter 4

SIEMENS Welcome to Mcenter

Mcenter will be updated. To continue, dick Next.

WARMNING: This program is protected by copyright law and
international treaties.

| Mcenter

o Ginmens, 2023, Al Rights Reserved.
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4. The "Custom Setup" window opens.
No selection can be made, but you are shown the following information:

— The functions which are updated. Only functions currently installed can be updated.
— Shows the installation directory

Click "Next >".

ﬁ Mecenter *

Custom Setup

Selected applications.

Application Description
Platform (mandatory)

Platform

- ¥~ MMR. (Tools

OMP /MX CAM Editor
MMR. /Programs
AMP JOEE

AMD

Install to:
Ci\siemensMcenter!,

5. The "License Agreement" window opens.
Read the license agreement.

— If you want to print the terms, click "Print".

— Then activate the "l accept the terms in the license agreement” option button and click
"Next >".

ﬁ Mcenter o

License Agreement

Please read the following license agreement carefullys .}

The following notes and conditions shall apply for Software provided by ~
Siemens by installing on your system, by filing a copy on your system during
the installation or by making available the Software in any other way.

Please note:

This Software is protected under German and/or foreign copyright laws and

provisions in international treaties. Unauthorized reproduction and distribution

of this Software or parts of it is liable to prosecution. It will be prosecuted
. oo L

nnnnn T o T R [ I T L T T 3

(@)1 accept the terms in the license agreement: Print

()1 do not accept the terms in the license agreement
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6. The "License server" window opens.
The "Hostname or IP address" and the set "Port" of the license server are shown. You cannot
change them in the dialog.
Click "Next >".

Note
Changing IP address or port
If changing the values is mandatory before the update, please change it manually in the

registry under HKLM\SOFTWARE\WOW6432Node\Siemens\MCIS\SINUMERIK _Integrate_5 -
"License_IP" and "License_Port".

ﬁ Mcenter 4

License server

Connection details.

Mcenter will use the following license server,

Hostname or IP address Part

23000

7. The "Database Server" window opens.
You have the option to change the connection string during an update, but you cannot switch
to another SQL database.
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— Connect using via the following three options:

Select the "Windows authentication of the current user" connection.

-OR-

Activate the "Server authentication using the login ID and password below" option button.
Enter the login ID of any SQL user with system administrator rights.

-OR-

Select the "Use predefined databases" option button.

With this option it is possible to use databases created manually prior installation. The
setup does not create additional databases.

Make sure that all the required databases and login users are created.

For more information, see Create databases and user in SQL Server (Page 52).

Note

Complexity requirements for a password

Make sure that you use these special characters otherwise the setup does not accept the
password!

¢ Minimum 8 characters

¢ Must contain upper- and lowercase letter

* Numberand special character. Only use these special characters: 1$ () *+-./?7@[]_{}

Setup x

The password does not meet the complexity requirements. Note: the
! allowed special characters are: 150" +-./1@[]_{}
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— If a connection to predefined databases could not be established, an error message
appears with a list of these databases.
Example:

The following errors occurred. For details see the Installation Manual.

Login failed for user identityUserMame

Login failed for user machineUserMName

Login failed for user mhcommUserName

Login failed for user plantUserMame

Login failed for user machineModelUserMName
Login failed for user appUserfName

Login failed for user gdaDtsConfigurationUserName
Login failed for user userProfileUserName

Login failed for user gdaDtsSystemMessagelserMName
Login failed for user cncOperationUserName

Login failed for user taskUserName

Login failed for user MachineApiGatewaylUserName
Login failed for user mabelogin

Login failed for user toclinstancelserMName

Login failed for user toolLocationUserName

Login failed for user toolMasterDatallserName
Login failed for user cemDatalserMame

Login failed for user MMRApplicationStateUserName
Login failed for user ToolPlanUserMame

Login failed for user toolStatisticsUser

Login failed for user mmrProgramslUserName

Login failed for user ampUseriName

o]

— By clicking "Next", the setup verifies whether a connection can be established to the
predefined databases with the provided password.

Note
Secure SQL Connection
During the update it is possible to activate the secure communication between the SQL

server and the Mcenter server. For this secure communication you need a certificate on
the SQL server. This change cannot be deactivated.

For more information, see Setting up the encrypted communication for SQL Server
(Page 59).
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ﬁ Mcenter

Database Server

Select database server and authentication method

Database server that you are installing to:

w Browse...

Connect using:

® Windows authentication credentials of current user

@) Server authentication using the Login ID and passward below

Login ID: |

Password: |

(") Use predefined databases

Password: |
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Completing the update

1. The "Ready to Update the Program” window opens.
Click "Cancel" to cancel the update after prompt.

Note
Cancel update
If you cancel an update, or the update fails due to an unexpected error, then revert to the

previous server snapshot, since the setup cannot undo all the changes that were made
during the setup.

-OR-
Click "Update >" to start the update.

j:.%l Mecenter *

Ready to Update the Program

Mcenter is ready to begin update.

Clidk Update to begin the update.

If you want to review ar change any of your installation settings, dick Back. Click Cancel to
exit,

Be aware if you quit the Update process, you may have to revert to
your previously created backup!

] Please make sure that "Force Encryption” is turned off ]
- in 5QL Server Configuration Manager! .

< Back . Update E Cancel

2. The update is started. The progress is displayed on a progress indicator.
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3. The "Mcenter.x Completed" window opens.
A message is displayed showing that the installation was successful.

— Activate the "Open log" checkbox to open the log files.

— Then click "Finish" to complete the installation and view the log files if required.
If the log file is in the installation directory, it opens.

If the log file was not created in the installation directory, the current log file MSI Log
opens.

For more information, see Log files (Page 123).

ﬁl Mcenter

SIEMENS Mcenter Completed

Setup has finished updating Mcenter.,

Q) |
| Mcenter [ open log

o finmens, 7023, All Rights Reserved.

4. Perform a restart of the SINUMERIK control system and restart the client.

6.5 Modifying/repairing the server setup
You have two options for changing or repairing Mcenter.

1. Procedure: Start menu "Start" > "Control Panel" > "Programs and Features".
Select the Mcenter entry and click "Modify".
-OR-

2. Procedure: "Setup.exe" file with "Modify" or "Repair".

Prerequisite

You require local administrator rights to modify or repair the server setup.
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6.5 Modifying/repairing the server setup

Modify Mcenter
1. Start the "setup.exe" file.

2. The "Program Maintenance" window opens.
Activate option field "Modify" and click "Next >".

ﬁ Mecenter *

Program Maintenance

Modify, repair, or remove the program:

Change which applications are installed. This option displays the Custom
Selection dialog in which you can change the way applications are
installed.

(") Repair

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

() Remove

@ Remove Mcenter from your computer,
-l

3. The "Custom Setup" window opens and you can select the applications that should be
installed on your system:

— Platform: No deselection possible, always installed.

— Applications: Each can be selected (or deselected) to install (or remove) them.

ﬁ Mcenter 4

Custom Setup

You can change which application will be’installed.

Click on &n icon in the list below to change how an application is installed.

Application Description
Platform (mandatory)

MMR. [Tools

OMP /MY CAM Editor
MMR. /Programs
=3~ amP JOEE

X ~| avMD
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4. The "License server" window opens.

— Enter the server data in the "Hostname or IP address" and "Port" input fields.
— Click "Next >".

If you enter invalid addresses, you receive a corresponding error message.
j:.%l Mcenter d

License server

Please spedfy license server.connection details

Mcenter requires a configured license server. Please enter the Hostname or
IP address and port of the server hosting your licenses,

Hostname or IP address Port

< Back

Cancel
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5. The "Database Server" window opens.

— Database server that you are installing to:
You have the option to change the connection string during "Modify", but you cannot
switch to another SQL Database.

— Connect using via the following three options:
Select the "Windows authentication of the current user" connection.
-OR-
Activate the "Server authentication using the login ID and password below" option
button. Enter the login ID of any SQL user with system administrator rights.
-OR-
Select the "Use predefined databases" option button.
With this option it is possible to use databases created manually prior installation. In this
case the setup does not create additional databases.
Make sure that all the required databases and login users are created.
For more information, see SQL Server (Page 42).

By clicking "Next", the setup verifies whether a connection can be established to the
predefined databases with the provided password.

Note
Secure SQL Connection

During the modify it is possible to activate the secure communication between the SQL
server and the Mcenter server. For this secure communication you need a certificate on the
SQL server. This change can not be deactivated.

For more information, see Setting up the encrypted communication for SQL Server (Page 59).

ﬁ Mcenter 4

Database Server

Select database server and authentication method

Database server that you are installing to:

~ Browse...

EE

Connect using:
® Windows authentication credentials of current user

@) Server authentication using the Login ID and passward below

Login ID: |

Password: |

(") Use predefined databases

Password: |
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6. The "Ready to Modify the Program" window opens.
Click "Install".

ﬁl Mecenter *

Ready to Modify the Program

Mcenter is ready to begin installation.

Clidk Install to begin the installation.

If you want to review ar change any of your installation settings, dick Back. Click Cancel to
exit,

Note: During installation IIS will be reset.

] Please make sure that "Force Encryption” is turned off ]
) in SQL Server Configuration Manager! )

< Back ' Install 4 Cancel

7. The "Mcenter Completed” window opens.
A message is displayed showing that the installation was successful.

— Activate the "Open log" checkbox to open the log files.

— Then click "Finish" to complete the installation and view the log files if required.
If the log file is in the installation directory, it opens.
If the log file was not created in the installation directory, the current log file MSI Log is
opened.
For more information, see Log files (Page 123).

ﬁ Mcenter

SIEMENS

Mcenter Completed

Mcenter has been successfully installed. Click Finish to exit.

| Mcenter [ openlog

o Ginmens, 2023, Al Rights Reserved.

ncel

(gl
[
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Repairing Mcenter

If the application does not work because of manual file changes, shortcuts and registry entries
you made, you can use the "Repair" function. In certain cases, this program can repair the
installation errors.

Note
"Repair"

If "Repair" does not fix the errors, you must do a complete reinstallation.

1. Start the "setup.exe" file.

2. The "Program Maintenance" window opens
Activate option field "Repair" and click "Next >".

ﬁ Mecenter *

Program Maintenance

Modify, repair, or remove the program:

Change which applications are installed. This option displays the Custom
Selection dialog in which you can change the way applications are
installed.

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

Remove Mcenter from your computer,
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3. The "Database Server" window opens.

— Database server that you are installing to:
You have the option to change the connection string during "Repair" but you cannot
switch to an other SQL Database.

— Connect using:
Select the authentication that you selected for the initial installation, for example
"Windows authentication of current user".
Use predefined databases: If the password has been changed manually for the Mcenter
relevant SQL login users, the new password can be set for the applications by selecting
"Use predefined databases" and entering the new password.

By clicking "Next", the setup verifies whether a connection can be established to the
predefined databases with the provided password.

ﬁ Mecenter *

Database Server

Select database server and authentication method

Database server that you are installing to:

| ~ Browse...

Connect using:

(®) Windows authentication credentials of current user

() server authentication using the Login ID and password below

Login ID: |

Password: |

(") Use predefined databases

Passward: |
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4. The "Ready to Repair the Program" window opens.
Click "Install".

ﬁl Mecenter *

Ready to Repair the Program

Mcenter is ready to begin installation.

Clidk Install to begin the installation.

If you want to review ar change any of your installation settings, dick Back. Click Cancel to
exit,

Note: During installation IIS will be reset.

] Please make sure that "Force Encryption” is turned off ]
) in SQL Server Configuration Manager! L.

< Back ' Install E Cancel

5. The "Mcenter Completed" window opens.
A message is displayed showing that the installation was successful.

— Activate the "Open log" checkbox to view the log files.

— Then click "Finish" to complete the installation and view the log files if required.
If the log file is in the installation directory, it opens.
If the log file was not created in the installation directory, the current log file "MSI Log" is
opened.
For more information, see Log files (Page 123).

ﬁ Mcenter 4

SIEMENS Mcenter Completed

Mcenter has been successfully installed. Click Finish to exit.,

| Mcenter [ openlog

o Ginmens, 2023, Al Rights Reserved.
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6.6 Uninstalling the server setup

You have two options for uninstalling "Mcenter".

1. Procedure: Start menu "Start" > "Control Panel" > "Programs and Features".

Select the Mcenter entry and click "Uninstall".
-OR-

2. Procedure: "Setup.exe" file with "Remove".

Prerequisite

You require local administrator rights to uninstall the server setup.

1st procedure
1. Start menu "Start” > "Control Panel" > "Programs and Features".

2. Select "Mcenter" from the program list and click "Uninstall".
Depending on the Windows settings a confirmation dialog may appear.

2nd procedure

[El Programs and Features - O *
1+ [ « Pr.. » Progr. w V] L2
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall 2 program, select it from the list and then click Uninstall, Change,
) Tum Windows features on or or Repair.
off
Organize *  Uninstall Change g 9
Name Publisher 2
jgjhn"lcenter Siemens
L Microsoft Edge Microseft Corperation
jﬁll‘v‘licrnsnf‘t ASP.MET Core 6.0.8 - Shared Framework (x... Microsoft Corporation
EJMicmsnft ASP.MET Core 3.1.22 - Shared Framework (... Microsoft Cerporation
EJMicrnsnft \NET Core Runtime - 3,1.22 (x64) Microsoft Corporation ¥
L4 >
G Siemens Product version:
r"? Help link: https://www.siemens.com

3. The uninstallation is started. The progress is displayed on a progress bar.

1. Start the "setup.exe” file.

2. The "Program maintenance"” window opens
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3. Activate option field "Remove" and click "Next >".

ﬁ Mecenter *

Program Maintenance

Modify, repair, or remove the program:

(O Modify

Change which applications are installed. This option displays the Custom
@ Selection dialog in which you can change the way applications are
installed.

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

@ Remove Mcenter from your computer,
-l
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4. The "Remove the Program" window opens.

— Check the "Delete all Mcenter relevant data from the database" checkbox if you want to
delete all of the Mcenter-relevant data. You will be asked for SQL login credentials to
perform the action!

Note
Deleting the Mcenter relevant data

By deleting the Mcenter relevant data such as Mcenter users, toolstatistics data, etc., all
the data gathered are permanently deleted.

— Click the "Next >" button.

j:.%l Mecenter *

Remove the Program

You have chosen to remove the program from your systen.

Clidk Remove to remove Mcenter from your computer. After removal, this program will no
longer be available for use.

If you want to review or change any settings, dick Back.

Delete all Mcenter relevant data from the ;
.\/ i H
1 database
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5. The uninstallation is started. The progress is displayed on a progress bar.
6. The "Mcenter Completed" window is displayed.
— Activate the "Open log" checkbox to view the log files.

— Then click "Finish" to complete the installation and view the log files if required.
As the uninstallation deletes the "log" directory, there is no log file, and the current log
file MSI Log opens.
For more information, see Log files (Page 123).

ﬁ Mcenter 4

SIEMENS Mcenter Completed

Mcenter has been successfully uninstalled. Click Finish to exit.

| Mcenter [ openlog

& Siemens, 20232, Al Rights Reserved.

Note
Scope of the uninstallation

The following data is deleted:
o Allfiles

* Registry entries

¢ Consul settings

* Configuration files

6.7 Silent Installation and log files

6.7.1 Silent Installation

You have the option of installing Mcenter using Silent Installation.
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Parameters

You can use the following parameters in the command line:

/s Suppressing the initialization dialog and the language selection

/v Provision of additional parameters for "msiexec.exe".
(run msiexec.exe - a list of the generic Windows installation parameters can be seen)

You use the following parameters with /v

Parameters

Description

INSTALLDIR

Target folder for the installation

IS SQLSERVER SERVER

Instance (mandatory field for silent installation!)

IS SQLSERVER AUTHENTICATION

SQL Authentication type

0: | Windows authentication (default)
1: | SQL authentication
2: | Use predefined databases

PRE_CREATED PW

Password of the predefined users in case "Use predefined da-
tabases" selected

IS SQLSERVER USERNAME

SQL user name for SQL authentication

IS SQLSERVER PASSWORD

SQL password for SQL authentication

ADMIN PASSWORD

Password for "admin” user (mandatory field)

LICENSE IP

IPaddress of the configured license server (mandatory field for
the Silent Installation)

LICENSE PORT

Port of the configured license server (mandatory field for the
Silent Installation)

ADDLOCAL Installation of the products:
e All products are installed using switch "ALL".
* Manage MyResources [Tools is installed using
"Core,Platform, MMRtools".
* Manage MyResources [Programs is installed using
"Core, Platform, MMRprograms".
* Optimize MyProgramming /NX-Cam Editor is installed us-
ing "Core, Platform, OMP".
* Analyze MyPerformance /OEE is installed
using "Core, Platform, AMP".
* Access MyData /Collector is installed usind
"Core,Platform, AMD"
SECURE_SQL Secure SQL checkbox parameter, default value is on

To turn off: " SECUREisQL:n URIRIRTRIRT]

The following commands are available:

Command

/1*vx "log file"

Log installation (default setting is: %TEMP%\MSI**** log)

/qb Silent mode — progress display only

/an Silent mode - no Ul
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Example

6.7.2

Overview

6.7 Silent Installation and log files

Complete silent installation:

setup.exe /s /v"IS_SQLSERVER SERVER=(local)

ADMIN PASSWORD=Password 1 LICENSE IP=1.2.3.4 LICENSE PORT=5 /qn"
Installation on C:\SI5, log the installation process to C:\temp\log.log:

setup.exe /v"INSTALLDIR=C:\SI5 /l*vx C:\temp\log.log"

Installation with deactivated "Secure SQL checkbox":

setup.exe /s /v"IS SQLSERVER SERVER=(local)
ADMIN_PASSWORD=PaSSword_l LICENSE_PORT=28000O LICENSE_IP=1 .2.3.4
SECURE_SQLzl' LARARINIE /qn "

Log files

If the installation process of an installation, repair or modification update is completed
successfully, the system generates a .zip file containing all application-specific log files (*.log).

These log files are saved in the installation directory under "Logs". The log zip files will get a
timestamp, to prevent overwriting.

The following zip files are generated:

Log files Description
SI5_Install_Logs.zip Contains the log files of the installation.
SI5_Administration_Logs.zip Contains the log files of the repair and change installation
SI5_Upgrade_Logs.zip Contains the log files of a software update.
SI5_Rollback_Logs.zip Contains the log files of a repeat process, e.qg. if you interrupt the
installation process or an error is displayed and the process is re-
started.
A precondition in this regard is that an actual process has been
started and the "Logs" directory is available.

No log file is generated during the uninstall process as the "Logs" directory is removed.

If necessary, you can view the MSl log file. The .zip file contains the log files of the "Logs" directory
and the current MSI log.

The application services also save the log files in the "Logs" directory in their own log files.
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6.7 Silent Installation and log files
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Setting up an encrypted connection after

installation 7

7.1 Certificate on the server

For a secured communication (HTTPS) between a client and the server, you require a digital
certificate that confirms the identity of the server.

Note
Certificate for the host name

In order to create a certificate for the host name instead of the IP address, enter the host name
in the "IP address" input field.

Prerequisite
* You require a server certificate which meets these requirements:

— The CN (Common Name) of the certificate corresponds to the address at which the server
is to be reached.

— The CNis also listed in the SAN (Subject Alternative Name) extension (depending on the
type either as "DNS name" or as "IP address").

— The certificate is created according to the “X509V3" standards, or has at least the
"serverAuth" extended key usage property.

* The server has been installed.
For more information, see Installing the server setup (Page 85).
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7.1 Certificate on the server

Procedure

126

Import your server certificates according to IIS.

— Start the Server Manager.

— Select "Roles" in the "Web Server (lIS)" > "Internet Information Services (IIS) Manager”

directory.

— At "Connections", mark the server name and click "Server Certificates" in the "lIS" area.

- el |8

He e b

I‘ -‘ii WIN-2012R2 (SETURTE\Administrator) I
2 Pppliceion Fook
4 [ Sites

I+ i} Default Web Site

b Sinimt

Select "Import...".

&1! WIN-2012R2 Home

Filten
ASP.MET
=

HET

Muthorizat..,

=i

Modules

. The "Server Certificates" window opens.

. The "Import Certificate" window opens.

&

MET

Compilatsan

i=f

W

« Authorizat..

Rubes

}.-»*.
Output
Caching

MET Errar HET

Go - vy Show &l | Group by fire

& ¢ 3
MET Trust
Pages Ghobahzation  Levels

L) 'l g = |

= L] =
Compression  Default Directary
Descumant Browsing

e £

&= & o’y
Fegquest Server ‘Warkes
Filtering Certificates J| Processes

— In the "Certificate file (.pfx):" field, the directory is displayed.

— Enter the password.

— Select the desired Certificate Store from the "Select Certificate Store" drop-down list.

— Activate the "Allow this certificate to be exported” checkbox.

— Click "OK".

Certificate file (pfx):

Password:

C\Users\Administrator\Desktop\ 10.113.36.7,p12

Import Certificate [ = I

LLLLLLL L)

Select Centificate Store:

] Allow this certificate to be exported

QK | | Cancel
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7.1 Certificate on the server

4. Add the Root certificate to "Trusted Root Certification Authorities store".

— Double-click on the certificate, the Certificate information page will open.

— Click on the "Install certificate" button.

General | etals | Corteaton Path |

- f Certificate Information

This certificate is ded for the foll purpose(s):
» all issuance polides
= All application polices:

Issvedbo: oo

Issued by: 0 e

Valdfrom » % BE to & 0 e

T pp——

=]

5. The "Welcome to the Certificate Import Wizard" window opens.
Activate option field "Local Machine" and click "Next".

Walcome to the Cartificate Import Wizard
Thes mieard hlon pou copy cor bficaies, corrfieate trust ks, and oo Bt revscaton
Itz From your disk b cerificat siore.

A certficate, which is msued by 8 cer tricaton authorty, is 8 canfrmaton of your demsty
Bl coniins infomaion used % protert deta o in estabish
connections. A carificate stooe b5 the Spsiem area where certfcates e ept.

Snore Locaton
£ Cuprent Liser
% Local Machune

T conbruse, bk Nl

[ fnet | [ cance
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7.1 Certificate on the server

6. The "Certificate Store" window opens.
— Activate option field "Place all certificates in the following store"
— Browse out "Trusted Root Certification Authorities".

— Click "Next".

Cartificate §toas
Catifcale stones are SpSIEm et where certficanss ane kept.

‘Wineses can sutorancally ssect 8 carmfioate stone, o you can speoly 8 locaton for
e cerificane.

2 daotomaiically select the: cevtificale siore based on the: type of cariifcate
W P ol cir bhcales e P foloerg slve

i
Trosted Aot G b Authonties [ Erowse....

| et || cand |

7. The "Completing the Certificate Import Wizard" window opens.
— You see the specified settings
— Click "Finish".

Complating the Cartificats Import Wizard

The: cortBeate sl be mported after you chek Frash.

o b appifiad Bu Rallowng) SEEEAgE:
e TR P U TPIC ] Trosted Aoct Ceetrfoa bon Authontes
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7.1 Certificate on the server

8. Right-click on the required IS page (default: Sinint) and select "Edit Bindings".
The "Site Bindings" window opens. The port settings are listed.
Click "Add..."
The "Add Site Binding" window opens.
Make the required settings, e. g.:
— Type: "https"
— IP address: "<server ip address>" or "<host name>"
— Port: 443
— SSL certificate: Click "Select" to select the certificate.

Note:

Do not activate the "Require Server Name Indication" checkbox. Otherwise communication
problems may occur.

Click "OK".
n:r:ssion Site Bindings |_|_|? x
| Type Host Mame: Port IP Address Binding Informa... _m:-
:i}] hittp 8090 10.113.36.7
- Settings Edit...
Add Site Binding [ .
Lo |P godres Port: Browse
I‘https w m <senver ip address> .-l 443 |
Hest name:
I
[] Regquire Server Mame Indscation
S5L certficate:
10.11336.7 v|| Sedect.. || View..
Close
| 0K | | Cancel
- OR-
If HTTPS is to be configured with the use of a DNS name (host name), open the "Site Bindings"
window.
— Click "Edit...".

— The "Edit Site Binding" windows opens
Fill the "Host name" field in IIS.

Note
Delete Type "HTTP"

If you want to have just the HTTPS communication, you have to delete HTTP binding on the
"Site Bindings" window.
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7.2 Certificate on the server using AMP /OEE

Edit Site Binding [ 7

Type: P address: Pgrt

hitps All Unessigned v||4-13 |

Host name:

<Hest name> |

| Reguire Server Name |ndication

S5L certificate:

my_cert v Seledt... | Yiew..

oK | | Cancel

9. Adapt the SSL settings for "SinInt" under the installed sites in IS:
— Select the application and click "SSL Settings".

Connections

I | 0 Sinint Home
- W3 Start Page
- ‘*j WIN-2012R2 [SETUP-TB A drministrator) i
- Applicatian Pocls I
w [l Siles ﬁi ‘_”__
@ Default Web Site e =
& Sinlmt Authertic... Cempression

- [

L= 11
Request 551 Settings
Filtesing

Management

— The "SSL Settings" window opens:
Activate the "Require SSL" checkbox.
Click on "Apply" after it.
Activate the "Ignore” option button at "Client certificates:".

rEE T @ ssLsettings

v fj !.If::r: ﬁ;"’l:RP [SETUP- 7\ Administratar) i the 3L 2

s § ._Q.Fpli:aﬁur Poals b Require S5L
. aeaﬂsult\‘iet Site “ :it_':ﬂrﬁca'tt::
& Sinnt ) Igrore
7} Accept
) Regquee
10.Do an IIS reset.
7.2 Certificate on the server using AMP /OEE

For a secured communication (HTTPS) between a client and the server, you require a digital
certificate that confirms the identity of the server.

If you use AMP JOEE with an Apache Tomcat server, you need to make additional settings.
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Procedure
1. Copy your Root certificate to the following path: %JRE_PATH%\lib\security

» ThisPC » Local Disk (C:) » Program Files » Zulu » zulu-B-jre » lib » secunty »

Mame Date modified lype ZE

policy
blacklisted.certs
cacerts

java.palicy
java.security
legacyBujsse.security

SOEnisee seolbs

_’,! rootpld

2. Open“cmd”
— Change directory to “%JRE_PATH%\lib\security”.

3. Run the following command:
keytool -importkeystore -deststorepass changeit -destkeystore
"$JRE PATH%\lib\security\cacerts" -srckeystore "$JRE PATH%\1lib
\security\<rootCertificate.pl2>" -srcstoretype PKCS1l2 -
srcstorepass <rootCertificatePassword>

— Replace $JRE_PATH% with installed JRE folder path on your pc, i.e. C:\Program
Files\Zulu\zulu-8-jre

— Replace <rootCertificate.pl2> with your root certificate name.

— Replace <rootCertificatePassword> with your root certificate password.

Note
Default password

Default java keystore password is changeit.

If you set another password for keystore, please use it on above command instead
of changeit.
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4. Copy your personal certificate to "C:\Program Files\Apache Software Foundation\Tomcat
9.0\conf".

» This PC » Local Disk (C:) » Program Files * Apache Seftware Foundation » Tomcat 90 » conf

A

Mame Date modified Type Size

. Catalina 4/29/2021 417 AM File folder
Personal Informati.. 4kKE
* | catalina.policy POLICY File 13KB
* ..."' catalina.properties PROPERTIES File 5 KB
- % contextxml XML Document 2KE
o 2| jaspic-providersaml ML Decument 2KB
Al jaspic-providersasd XML Schema File 3KB
_,.,_f logging.properties PROPERTIES File 5KB
= serveraml XML Docurment 8KE
=] tomcat-users.xml XML Decument 3KB
Q tomicat-users.asd ML Schema File 3KB

-

=] webaxml 12

XML Document 173 KB

5. Add the connector in the below to server.xml under “C:\Program Files\Apache Software

Foundation\Tomcat 9.0\conf” for HTTPS connection:
<Connector name="Secure" port="8443" scheme="https" secure="true"
SSLEnabled="true"
protocol="org.apache.coyote.httpll.HttpllNioProtocol"
maxHttpHeaderSize="65536">

<SSLHostConfig sslProtocol="TLS">

<Certificate certificateKeystoreFile="conf/
<yourCertificateName>.p12"
certificateKeystorePassword="<certificatePassword>" clientAuth="false"/>

</SSLHostConfig>

</Connector>
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6. Remove the connector for HTTP in server.xml.

7. Open the Task Manager.

— Open the "Services" tab.

— Restart the Tomcat9 server.

Task Manpges

File Opticas  View

Processes  Performance App history Startup  Users Deuils

Hame PiD
ueldr_battlegrounds_gl
tratcupdate
Trustedinatalier

— £l
romas o
TeWSCS oo
tmcesf

THBMSe Open Services

Diescription

Unicheater for BattleGreunds_GL

Auto Time Zene Updater

Winderws Madules Installer

Distributed Link Teacking Chert

Apache Tomcat 5.0 Temcatd

|'\.‘.'ma::<our*e Manager

Apex One NT 'WEC Service

Apex One NT Listener
pex One Common Clent Solution Framework
rend Micro Unauthosized Change Prevention Service
ime Brokes
crage Tiers Management

Timegral Search online
TieringEr o to details
Thunderbios *

Thermes b3

FundesboR(TM) Serdce
Thernes

7.3 Adaptation in Consul

Make further adaptations, for example with the aid of "Consul”.

7.3 Adaptation in Consul

Seaturs Geowp e
Seopped

Stopped LecalService
Stopped

Rumning Lealiymtemi.,

Runining

Running AeRsvES
Running

Running

Running

Running

Running LocalSenvicetd

Stopped
Stopped

Runining fetived

Note
"Consul" available

"Consul" is available to you after the installation from the Mcenter server.

Procedure

1. Open the browser on the server and enter the following link: http://localhost:8500/ui.

2. The start page "Log in to Consul" opens.

— Atoken was generated during the setup. Enter the token in the "Log in with a token" field.

— Click "Log in".
Log in to Consul

Log in with s token

Continue withaut lngoing in ¥

3. The "Settings" window opens.
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7.3 Adaptation in Consul

4. Click on the "Key/Value" button and open "Processes_Common" > "Endpoints".

ACL Intentons

Endpaints

alua W Coce
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7.3 Adaptation in Consul

5. Overwrite all of the entries containing the IP address from http://
SERVER IP:SERVER PORT/...tohttps://SERVER IP/....
https://SERVER_IP is correct just when the created certificate is assigned to server IP.
-OR-
In the case when the certificate is assigned to server hostname, https://
SERVER HOSTNAME must be written into the consul and configuration files.
For AMP related endpoints also add the port 8443.
AMP related endpoints:

— AMPPerformanceMonitoring
— AMPUtilizationPlanning

— AMPProductionQuality

— AMPConfiguration

— AMPOperator

— AMPClientEndpoint

Note

The easiest way to execute this task is to copy the whole text into a text editor. Copy and
replace the entries and copy them back to consul!

Wry J nluss ¢ Processes_Common

Endpaints

dalue W ot

— To save the changes click the "Save" button.

Endpaints

alus [
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7.3 Adaptation in Consul

6. Click the "Key/Value" button and open "Processes” > "Sinint.MhComm.Service" >
"AppBackendOptions".

— Overwrite all entries containing the IP address from http://
SERVER IP:SERVER PORT/...tohttps://SERVER IP/....
https://SERVER_IP is correct just when the created certificate is assigned to server IP.
-OR-
In the case when the certificate is assigned to server hostname, https://
SERVER HOSTNAME must be written into the consul and configuration files.

For AMP related endpoints also add the port 8443.
AMP related endpoints:

— AMPPerformanceMonitoring
— AMPUtilizationPlanning

— AMPProductionQuality

— AMPConfiguration

— AMPOperator

— AMPClientEndpoint

AppBackendOptions

value W Cade

— Click on the "Save" button to save the changes.
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7.3 Adaptation in Consul

Key

AppBackendOptions

Halua i W Code
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7.3 Adaptation in Consul

138

. Edit all the "clients.json" files under the folder "C:\Siemens\SINUMERIK_Integrate_5\Platform

\SinInt.Identity.Servicelidentityserver\[app name].

- Change the URL from http://SERVER_IP:SERVER PORT/... tohttps://
SERVER IP/...

For AMP related endpoints also add the port 8443.
AMP related endpoints:

— AMPPerformanceMonitoring
— AMPUtilizationPlanning

— AMPProductionQuality

— AMPConfiguration

— AMPOperator

— AMPClientEndpoint

For example:
{

"Enabled": true,

"ClientId: "sinint-dashboard",

"ClientName": "Dashboard.Application",

"ClientUri": null,

"LogoUri": null,

"BackChannelLogoutUri": "http://SERVER IP:SERVER PORT/start-

page/signout-oidc",

"RedirectUris": [

"http://localhost:5140/signin-oidc",
"http://localhost/Dashboard/signin-oidc",
"http://SERVER IP:SERVER PORT/start-page/signin-oidc"

1,

"PostLogoutRedirectUris": [
"http://localhost:5140/signout-callback-oidc",
"http://localhost/Dashboard/signout-callback-oidc",
"http://SERVER IP:SERVER PORT/start-page/signout-callback-

oidc"

1,

"AllowedScopes": [
"sinint-api",
"sinint-tr"

H

— Save the "clients.json".

{
"Enabled": true,
"ClientId: "sinint-dashboard",
"ClientName": "Dashboard.Application",
"ClientUri": null,
"LogoUri": null,
"BackChannelLogoutUri": "https://SERVER IP/start-page/signout-
oide",
"RedirectUris": [
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"http://localhost:5140/signin-oidc",
"http://localhost/Dashboard/signin-oidc",
"https://SERVER IP/start-page/signin-oidc"

1,

"PostLogoutRedirectUris": [
"http://localhost:5140/signout-callback-oidc",
"http://localhost/Dashboard/signout-callback-oidc",
"https://SERVER IP/start-page/signout-callback-oidc"

1,

"AllowedScopes": [
"sinint-api",
"sinint-tr"

Hl
8. Do an IS reset.

9. In case AMP/OEE is installed, change the protocol and port in the following files (depending
on the installation folder, the actual path may differ):

— C:\Siemens\SINUMERIK_Integrate_ 5\ AMP\WEB-INF\classes\application.properties
— C:\Siemens\SINUMERIK_Integrate_ 5\ AMP\WEB-INF\classes\static\main.xxxxxxxxxx.js

amp . SErver.context-path=amp

amp.server.host=localhost

amp . server.porc=5080

Anp . Server.url=http://${amp.server ,host} :S{anp.Server.port}/§ {amp. Server .contexc-path}
amp.db.ingtance.path=localhoat\\M550LSERVER

instance details

10.Perform a Tomcat restart.

7.4 Inserting the certificate at the client with SINUMERIK Operate

If you operate your SINUMERIK controller in local mode, insert the root certificate into the
"cacerts.pem" file.

Directory

Depending on which operating system you are using, you will find the "cacerts.pem" file in the
following directories:

Operating system Directory of the client with SINUMERIK Operate
Windows XP Windows XP
F:\hmisl\user\sinumerik\hmilcfg
Windows 7 (32 bit) Windows 7 (32 bit)
C:\Program Files\Siemens\MotionControl\user\sinumerik\hmi\cfg
Windows 7 (64 bit) Windows 7 (64 bit)

C:\Program Files (x86)\Siemens\MotionControl\user\isinumerik\hmi\cfg

Windows 10 (64 bit) Windows 10 (64 bit)
C:\Program Files (x86)\Siemens\MotionControl\user\isinumerik\hmi\cfg

Linux Linux card/user/sinumerik/hmil/cfg
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7.5 Inserting the certificate at the client with HMI-Advanced

Procedure
1. Copy the content of the root certificate.
2. Navigate to the corresponding directory.
3. Check whether there is a file named "cacerts.pem".

— If the file exists, open the file with the text editor.
Append the content of the root certificate to the end of the file.

-OR-

— If the file is not present, copy the root certificate.
Insert the copy into the relevant directory and rename the file to "cacerts.pem".

7.5 Inserting the certificate at the client with HMI-Advanced

If you operate your SINUMERIK controller in local mode, insert the root certificate into the
"cert.crt” file.

Procedure

1. Open the Start menu > Run and open "MMC" (Microsoft Management Console).

N 2 x|

= Twpe the name of & program, Folder, document, or
g Internet resource, and Windows will open it For you,

Open: I MMC j

2. The "Console1 - [Console Root]" window opens.
— Open the "File" menu.

— Click on the "Add/Remove Snap-in..." function.

Ii'ﬂ'l Consolel - [Console Root]

5 File  Action  Wiew Favorites  Window  Hel
=

Mew Crrl+h
—  Open... Ctri+0
=5
= Save Ctri+3
Save As...
AddjRemove Snap-in... Chrl+M |
Ophions...

1 E:WINDOW S\ system32idevmagmt

Exit
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7.5 Inserting the certificate at the client with HMI-Advanced

3. The "Add/Remove Snap-in" window opens.

— Click the "Add..." button.

— Select the Snap-in "Certificates" in the "Add Standalone Snap-in" window.

— Click the "Add..." button.

o Conan aosole Bon =100 %|
_E add/Remiove Snap-in a1 x|
_: Lise this page to add or remave: a stand-aslone snap-n from the console. s : :

Snap-n [ vendor [ a]
fitiues il Hicrasolt Corparation
Snap-re addedto: [y Consoie Roct =] = Mirasoft Carparatian
- Services Hicrasoft Carparation
B Coiputer Manapesent Microsoflt Comporstion
Bl oeice Manager sicrasoft Comporation
wDHkDefrm;nenber Micrasoft Corp, Exscut.. .
B visk Management Microsoft and VERITAS. .
|G| Esent Viewer *icroscft Corparation
| Faider Micrasoft Carparatian
¥ Group Policy Oblect Ediar Mirost Comaraion
| De=eripkion
The Certificates snsp-in slows you bo browse the conterts of the
Dascription certificats stores for yoursslf, & service, or a computsr,
st || _cee| | (I
ok I Cancel

4. The "Certificates snap-in" window opens.
— Select the "Computer account” option button

— Click "Next >".

Certificates snap-in x|

Thiz znap-in will always manage certificates for:

' My user account

" Service account

' Computer account

< Biachk I Mext > I

Cancel
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7.5 Inserting the certificate at the client with HMI-Advanced

5. The "Select Computer" window opens.

— Select the "Local computer: (the computer this console is running on)" option button.
— Click "Finish".

Select Computer |

Select the computer pou want thiz gnap-in to manage.

Thiz znap-in will alwags manage:

' Local computer: [the computer this consaole iz ranning on)

" Another computer: I Browse... |

[ Allow the selected computer to be changed when launching from the command line. This
only applies if you zave the conzole.

< Back I Finigh I Cancel
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6. The "Add/Remove Snap-in" window opens.
— Choose the "Console Root" directory in the "Snap-ins added to:" field.
— Select "Certificates (Local Computer)".
— Click "OK".

Add/Remove Snap-in x|

Standalone |Extensinns I

Use this page ko add or remove a stand-alone snap-in from the console,

Snap-ins added ta: Ia Caonsale Roak j

EP Certificates (Local Computer)

— Descripkion

Aadd... Remove about, . |

oK | Cancel

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector
Installation Manual, 10/2022, A5E44672080B AP 143



Setting up an encrypted connection after installation

7.5 Inserting the certificate at the client with HMI-Advanced

144

7. The window "Console1 - ..." opens.

— Open the following directory: "Console Root" > "Certificates (Local Computer)" > "Trusted

Root Certification ...".

— Select "Certificates" and right-click to open the menu.

— Select "All Tasks" and ¢

'fii Consolel - [Console Root'Cer

lick the "Import..." function.

tificates {Local Computer) Trusted

EI@ Certificates (Local Computer)
-2 Personal

77 Enterprise

EID Trusked Rook Certification &

:%] File  Action Wiew Faworites ‘Window  Help
e = A e R 2@
(L] Console Rook Issued Too 7

[Elaga ECOM Root CA
(=] autoridad Certificadara de la Aso
Elautoridad Certificadora del Colegi

o |
o

71 Intermedi
71 Trusked Pi

Viess
Mew Window from Here

P | Securebet CA Class A
Securelet Ca Class B

71 Third-Part

Mew Taskpad Wiew. ..

SecureMet C4 Rook
SecureMet C4 SGC Roo

71 Trusked P
- SPC

[
[
[
-2 Untrusted
[
[
[

Refresh
Export List.

" E Classe & Personne

Help

E Serveur

Autoridade Certificado

=

8. The "Welcome to the Certificate Import Wizard" window opens.

— Click "Next >" to start importing.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate brust
lists, and certificate revocation lisks From your disk to a
certificake skare,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains infaormation
used ko protect data or to establish secure network,
connections. A certificate stare is the syskem area where
certificates are kept,

To conkinue, dlick Mext,

< Back I Mexk = I

Cancel
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9. The "File to Import" window opens.

— Click the "Browse..." button and select the desired directory.

— Click "Next >".

Certificate Import Wizard x|

File to Import

Specify the File you wank to import,

File name:
Dnhcert.crk Browse. .. I

Moke: More than one certificate can be stored in a single file in the Folloving Formats:

Personal Information Exchange- PKCS #12 (.PFX, P12}
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)
Microsoft Serialized Certificate Skore [L53T)

< Back ek = Zancel

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector
Installation Manual, 10/2022, A5E44672080B AP 145



Setting up an encrypted connection after installation

7.5 Inserting the certificate at the client with HMI-Advanced

10.The "Certificate Store" window opens.
— Select the "Place all certificates in the following store" option button.

— Click the "Browse..." button and select "Trusted Root Certification Authorities”.

— Click "Next >".
cericate v | s
Certificate Store [Select Certificate Store ]

Certificabe shores are system areas whers certificstes are kepl.
Select the cartificate skore you wank ko uss.

Windows can sutomatically select & certficate store, or you can specly a lcation for a
stad Rioot Certiic 3
™ puitoratically select the certificate store based an the typs of cerificate atsc RO R

(] Enterpriss Trust

1 Intermediate Certification Authorties

Certificate store: &3 Trusted pJH:-F” -
1 1 inbeuestad Cretifiates

[Trsted Ract Certiication Autharties Browse... | 4 |

1+ Plsce al cartificates in the falowing stare

I™ Show phrysical stores

(o] o

eTfcacora .., Glas LUTE =cure Ermal, 5

ertificadora ... BI27[2016 Saoure Emal, 5

tificadora A...  BI27[Z01E Sacure Emall, 5

tificadars A... 7902018 Sacure Emal, 5

< Back | Pt = | Cancel | 7{712020 Serure Email, §
ertfication &,,,  8I2[2028 Seoure Email, ¢

11.The "Completing the Certificate Import Wizard" window opens.
— A success message and an overview of the settings are displayed.

— Click the "Finish" button to complete the import.

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

‘ou have successfully completed the Certificate Import
wizard,

‘fou have specified the Following settings:

Certificate Store Selected by User  Trusted Roak Certific,
Conkent Zertificate
File Marne Dnhcert.crk

l | i

< Back I Finish I Cancel |
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7.6 Setting up encrypted communication

7.6.1 Introduction

The following chapters provide important information that has to be observed when installing
the server.

Prerequisite

The server has already been installed.

7.6.2 TLS and Assets

Introduction

This chapter provides guidance to you as an end user on what to do in order to make your
systems more secure against possible cyber attacks in addition to applying state-of-the-art
technologies instead of the outdated solutions and to meeting the local regulatory
requirements.

This section covers two main topics: system hardening and encrypted channels. Although the
encryption of channels is part of the system hardening, it is emphasized because of its
importance.

System hardening

In order to protect your assets or production unit, you must have the appropriate knowledge, and
the installed system must be hardened. System hardening should be done based on the
appropriate Microsoft and other hardening guidelines. For example, experts can find guidance
in CIS (Center for Internet Security) manuals or, if accessible, in company-wide available
documents, or they can choose the source which fits best for them.

Installation and maintenance engineers need to continuously improve their IT security
knowledge because the information security threats are increasing day-by-day. The system
security risk is increasingly growing, and as Siemens customer you need to prepare yourself
accordingly.

You can reuse already hardened system configurations. These configurations, however, should
also be regularly reviewed, and new rules must be applied.

Example

Carefully ensure that firewalls are "activated"”, and only open ports that are actually used and are
absolutely necessary for operation. No other ports may be left open, because they could also
provide a further attack surface.

When a remote desktop connection is deployed, the highest possible security configuration
must be ensured to avoid a possible MITM (man-in-the-middle) attack.
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Prepare yourself against DoS (Denial of Service) attacks, for example, by setting up appropriate
firewall rules, implementing an IPS (Intrusion Prevention System) and/or a WAF (Web Application
Firewall).

Protect your system against code injection by applying state-of-the-art technologies and the
appropriate knowledge.

Store certificates securely so they cannot be exported by unauthorized entities. In such cases,
you must follow the hardening guidelines when setting up.

Servers have to run in a secure, restricted, server zonel/server room, where just only authorized
personnel could access to it.

Servers' storage or the data on it are encrypted in order to prevent attacks against the system if
the system was compromised physically.

Make backup copies on a regular basis of your system in order to protect your data.
License server is only deployed/available locally.

These are just a few examples of how you can make your system more secure. Itis your task and
you are responsible for configuring the hardened system.

TLS implementation

The system is prepared for use of the TLS 1.2 protocol. All modules and services must
communicate via encrypted channels that meet the current security requirements.
Consequently, the system is prepared to use the TLS 1.2 protocol. The server requires a digital
certificate that confirms the identity of the server. You can purchase these items from CAs
(Certificate Authorities). The certificate must be digitally signed. The clients must trust these
certificates. If you use your own generated self-signed certificate, then the root certificates must
be deployed on the controls on both Linux and Windows machines - and they must also be
deployed on SSL proxies if they are being used. You are completely responsible for correctly
implementing and checking your system.

If you are using an obsolete client (such as a Windows NT machine) that does not support the
required TLS protocols, then you should use a hardware proxy to resolve this problem. Such
hardware can provide an additional encryption layer for the communication channel.

You must also ensure that the hardware proxy is appropriate and correctly encrypted. The
hardware proxy is not part of the product.

Finally, you must also have the knowledge and the experience to configure the IIS server. You
must always be prepared to address the actual hardening requirements. You are responsible for
making the correct system security settings in the client environment.
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8.1

8.1.1

Prerequisite

Overview

Configuring using the "Consul" software

Overview

To make settings in Consul, you need a token. This token is generated at the end of the setup.

For more information, see Installing the server setup (Page 85).

Note
Restart IIS after change

Restart IIS after each change in Consul so that the changes can take effect.

Note
ConsulCheck

Under the "Process_Common" section there must be the key "ConsulCheck". This key is required
by the application to check whether options are able to be read from Consul.

Do not change or delete it because it can cause the application to be inoperable.

In the local service mode, you set the basis function and configure the server.
The following configurations are described, e.g. using the "Consul" software.
Configuring password policies (Page 150)

Configuring blocking rules for users (Page 152)

Configuring the expiration time of applications (Page 153)

Configuring the Identity Service Signing certificate (Page 154)

Configuring logging for applications (Page 155)

Activating the debug level for logging (Page 156)

Configuring connection state in Manage machines (Page 158)

Configuring tool lifecycle distribution (Page 159)
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8.1.2 Open the "Consul" software

Procedure

1. Open the browser on the server and enter the following link: http://localhost:8500/ui.
2. The start page "Log in to Consul" opens.
— Enter the token that was generated during the setup in the "Log in with a token" field.
— Click "Log in".
Log into Consul L3

Leg in with a taken |

Continue withaut lzgging in »

-OR-
The "Welcome to Services" window opens.
Click the "Log in with a different token" button.

Services -

3. The "Log in to Consul" window opens.
— Enter the token that was generated during the setup in the "Log in with a token" field.
— Click "Log in".
Log in to Consul x

Log in with a token

8.1.3 Configuring password policies
In the local service mode, you set the basis function and configure the server.

The configuration is described below, e.g. using the "Consul" software.
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Parameter

You can configure the following password guideline, for example:

Parameter / Description Settings

Type: Default
value:

RequiredLength Integer |8
Defines the minimum password length

RequireDigit Boolean | true

If you activate this setting, then the password must include at least one char-
acter.

RequireNonAlphanumeric Boolean | true

If you activate this setting, then as a minimum, the password must include a
special character, for example #, &, @, etc.

RequireUppercase Boolean | true

If you activate this setting, then the password must include at least one upper-
case letter.

Requirelowercase Boolean | true

If you activate this setting, then the password must include at least one low-
ercase letter.

RequiredUniqueChars Integer |1

Defines the number of special characters that the password must include.

Procedure
1. Click on the "Key/Value" button.
2. Select the "AuthenticationOptions" option at "Processes / SinInt.Identity.Service".
3. Scroll in the window area to "PasswordOptions".

— Set the properties for the password.

— Click on the "Save" button to save the changes.

AuthenticationOptions

Vi o iode

4. Perform a restart so that the settings are accepted.
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8.1.4 Configuring blocking rules for users
In the local service mode, you set the basis function and configure the server.

The configuration is described below, e.g. using the "Consul" software.

Parameter

Here, you can define the following settings, for example:

Parameter / Description Settings

AllowedForNewUsers Example:

Defines whether new users can be locked out. true
New users can be locked out.

DefaultLockoutTimeSpan Example:

Defines the time interval for which a user is locked out, for In minutes:

example: after an incorrect login attempt. "DefaultLockoutTimeSpan": (
"Minutes": 5
s
In hours, minutes and seconds:
"DefaultLockoutTimeSpan": {
"Hours": O,
"Minutes": 5,
"Seconds": 30
br

MaxFailedAccessAttempts Example:

Defines the number of unsuccessful attempts before a useris | 5

locked out.

Procedure

1. Click on the "Key/Value" button.

2. Select the "AuthenticationOptions" option at "Processes / SinInt.Identity.Service".
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3. Scroll in the window area to "LockoutOptions".
— Set the properties for the lockout.

— Click on the "Save" button to save the changes.

P a0l Genices  Rde Geyfudes  ACL lelevians

AuthenticationOptions

4. Perform a restart so that the settings are accepted.

8.1.5 Configuring the expiration time of applications
In the local service mode, you set the basis function and configure the server.

The configuration is described below, for example using the "Consul" software.

Parameter/Description
You can set the expiration time for every application.

The expiration and automatic logout of Mcenter web applications can be configured in the
consul. Each application is configured individually.

You can set the time-out to a different value for each application, but take the following into
account:

When the expiration time of the Identity Service is longer than the expiration time of an
application, you do not notice any difference. You can use the application until the Identity
Service token expires, because the application token is automatically refreshed while you have
a valid Identity authentication.

When the expiration time of the Identity Service is shorter than the expiration time of an
application, you can access the application until the application token expires, even after the
Identity Service token has expired.

If you want all applications to show the same behavior, you have to configure the same settings
for all applications with the “Session” Key/Value parameter in consul.
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The Mcenter start page and identity service is also an individual application, which has to be
configured the same way in consul.

Parameter /Description Settings

CookieExpirationTime Example:
Specifies the expiration time in seconds for the session cookie, which the particular | 600
application uses. If the time has expired, then the login page is opened and the user
must log in again.

CookieSlidingExpiration Example:
If the cookie is set to "true”, then the session time is extended for each interaction | true
with the application after half of the expiration time has expired. This prevents the
session from being interrupted while it is active.

Procedure
1. Click on the "Key/Value" button.
2. Select the "Session" option at "Processes / Sinlnt.Identity.Service".
3. Scroll in the window area to "CookieExpirationTime".

— Set the tool life (in seconds).

— Click on the "Save" button to save the changes.

(% o0 moem Mo Gwels AG iesa

Session

ek W Zade

4. Perform an IIS reset so that the settings are accepted.

8.1.6 Configuring the Identity Service Signing certificate
In the local service mode, you set the basis function and configure the server.

The configuration is described below, for example using the "Consul" software.

Overview
You can define which certificate of the identity service is used for signing the token.

As default setting, Mcenter is installed with a certificate, which is configured for this purpose.
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If you change the standard certificate, note the following:

* The certificate requires a "private key" and a "public key".
¢ The certificate must support 2048-bit encryption.

* The certificate must be installed at "Local Machine".

¢ Read access must be configured for the "lIS_IUSER" user.

¢ Using "Consul" you can change the name.

Procedure
1. Click on the "Key/Value" button.
2. Select the "Signing" option at "Processes / SinInt.Identity.Service".
3. Scroll in the window area to "CertificateSubjectName"

— Enter the new name.

— Click on the "Save" button to save the changes.

Signing

4. Perform an IIS reset so that the settings are accepted.

8.1.7 Configuring logging for applications
In the local service mode, you set the basis function and configure the server.

The configuration is described below, e. g. using the "Consul" software.

Procedure
1. Click on the "Key/Value" button.

2. Select option "Processes Common".
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3. Mark the required process in the window area.
N

Processes_Common E=N

4. Select the "Serilog" option.
— On the right-hand side, scroll to entry "pathFormat".

— Change entry "$ TEMP%".
Change the target directory in which the log files are stored, e.g. "C: /1og".

— Click on the "UPDATE" button to save the changes.

8.1.8 Activating the debug level for logging
In the local service mode, you set the basis function and configure the server.

The configuration is described below, e.g. using the "Consul" software.
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Procedure
1. Activate "Debug Level" for logging:
— Under "Key/Value", select option "Processes_Common" > "Serilog".

— Enter the following setting:
Change the entry "MinimumLevel" from "Information" to "Verbose".

— Click on the "Save" button to save the changes.

Serilog

2. Enter the following setting:
{
"Using": [
"Serilog.Sinks.Literate"

I

"MinimumLevel™: {
"Default": "Verbose",
"Override": {
"SinInt": "Verbose"
}
}I
"WriteTo": [
{
"Name" : "LiterateConsole"
}I
{
"Name": "RollingFile",
"Args": {
"pathFormat": "***REQUIRED LOG FILE LOCATION***/

SMESmeClient Service log {Date}.txt"
}
}
] 4
"Enrich": [
"FromLogContext"

}

3. Perform an IIS reset so that the settings are accepted.
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8.1.9 Configuring connection state in Manage machines

You can configure parameters that affect values of the connection state column in Manage
machines.

For onboarded machines, the connection state column displays if the machine is currently
connected to the server or not.

Parameter

Here, you can define the following settings, for example:

Parameter / Description Settings
OnlineStatusInterval Example:
Connection state is calculated based on communication between Mcenter and 600 seconds
onboarded machine. The OnlineStatusInterval defines the time it takes for

the machine to be offline.

For example, setting the OnlineStatusInterval to the default value of 600

seconds, the status of the machine is offline if the machine does not send any data

to Mcenter during the 10 minutes. Otherwise, the status of the machine is online.
LastSeenCacheExpiration Example:
A LastSeenCache in MhComm service is available to prevent overloading the 60 seconds
database with a large amount of requests and to save LastSeen time.
LastSeenCacheExpiration defines the time in seconds to prevent saving new

LastSeen time to the database, which is equal to time of keeping entry from the

cache.

Note

Proper value

In order to provide correct functionality OnlineStatusInterval value must be higher

than LastSeenCacheExpiration.

Procedure

1. Click on the "Key/Value" button.

2. Select the "IsOnlineSection" option at "Processes / Sinlnt.Machine.Service".

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector
158 Installation Manual, 10/2022, A5E44672080B AP



Configuring the settings

8.1 Configuring using the "Consul” software

3. Scroll to "OnlineStatusInterval".

— Set the interval time (in seconds).

— Click on the "Save" button to save the changes.

IsOnlineSection

4. Select the "LastSeenCacheSection" option at "Processes / Sinlnt. MhComm.Service".
5. Scroll to "LastSeenCacheExpiration".
— Set the expiration time (in seconds).

— Click on the "Save" button to save the changes.

LastSeenCacheSection

6. Perform an IIS reset to save the settings.
-OR-
Restart the IIS to save the settings.

8.1.10 Configuring tool lifecycle distribution

Data gathering/aggregation for tool lifecycle distribution is disabled by default. You can enable
the aggregation if the system is capable of handling this additional periodical load.

In the local service mode, you set the basis function and configure the server.

The configuration is described below, e.g. using the "Consul" software.
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Procedure
1. Click on the "Key/Value" button.

2. Select "SinInt.ToolStatistics.Service" at "Processes".
If the part is missing, create it by clicking the "Create" button.
The value must contain { "StatisticsAggregation": "Enabled" }.

3. Perform an IIS reset.
4. Click on the "Key/Value" button again.

5. Select "ToolStatisticEvents" at "Process_Common".
The value must contain { “Disabled”: “false” }.

6. Perform an lIS reset.

8.2 Configuring the external authentication provider

8.2.1 Types of authentication

There are different types of authentication.

Types of authentication

* Internal authentication
The users are managed by the Mcenter server. You assign the roles in the "Manage users"
application.

* External Authentication
You can use the external authentication provider to log onto the Mcenter server. You create
external users in the User management application.
Bothinternal and external users can log onto the Mcenter server. The roles are assigned in the
User management application.

* External user management
Only the external authentication provider can be used for logging onto the Mcenter server.
Users are managed by the external authentication provider. The external user roles are
determined by the external authentication provider. You cannot assign roles to users which
are managed by the Mcenter server.

NOTICE

External user management

You need to configure the external authentication to enable the external user management.

8.2.2 Changing between authentication modes

You can change between authentication modes.
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Authentication modes

8.2.3

8.2.3.1

Prerequisite

Parameter

¢ Internal Authentication is used when ExternalProvider:Authority is not set.

¢ External Authentication is used when ExternalProvider:Authority is set and a valid URL.

¢ External User Management is used when ExternalProvider:Authority is set and a valid URL,
and ExternalProvider:UseExternalUserManagement is set to true.

Configuring without a secret

Configuring the external authentication

Identity Service supports using an external authentication provider via OIDC (OpenID Connect)

protocol.

If this option is enabled, the external authentication provider is used by default.

Signing in at the default Mcenter login page is still possible, but you must navigate to the login

page manually.

Open the following URL on the server: https://<Mcenter ip address>/int/

identity/account/login

The Mcenter server has already been installed.

You require administrator rights on the server.

Scopes are used by an application during au-
thentication to authorize access to user details.
User data is not stored.

Parameter / Description Settings
Type Value
Clientld string <clientId>
Clientld of the Mcenter Identity Service, same
value as the Clientld of the "appsettings.produc-
tion.json”
Redirection URLs string <SI5 server ip
After the users successfully authenticate them- address>:<port>/int/identity/
selves, the authorization server redirects the signin-oide
users back to the application with either an au-
thorization code or access token in the URL.
Post Logout Redirect URLs string <SI5 server ip
After a user successfully logged out from an ap- address>:<port>/int/identity/
plication, the authorization server redirects the signout-callback-oide
user back to this URL.
Scopes string profile, openid
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Parameter / Description

Settings

Type Value

Grant Types

Represents a user’s permission for the client to
access their data.

string Authorization Code

Properties set in "appsettings.production.json”

ResponseType

The response type that is used when authenticating
with the external provider.

Possible values:

e code

e codeid_token

e code id_token token
* code token

e id_token

* id_token token

* none

e token

ResponseMode

The response mode that is used when authenticating
with the external provider.

Possible values:
e query
e form_post

e fragment

IsSecure

Optional value.

Ifitis setto "true", all cookies are marked "Secure" with
"SameSite=None". Use this only with HTTPS.

The default value is "false".

Note
Scopes

* openid: mandatory scope and returns a sub claim, which represents a unique identifier for

the authenticated user.

* profile: request access to the End-User’s default profile claims

Configuring the Mcenter Identity Service

1. Open the following directory: <Installation directory>\Sinint.Identity.Service\

2. Open the file "appsettings.production.json".
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3. Enter the following data:
— Clientld: The ID of the Mcenter Identity Service client

— Authority: The URL of the external identity server
When adding the "Authority" endpoint, do not include the "/.well-known/openid-
configuration” part of the URL.

"ExternalProvider": {

"ClientID": "<clientID>",

"Authority": "<external identity server ip address>:<port>",
}

Note

"Authority” endpoint

Check that the previously added "Authority" can be reached via a browser from the Mcenter
server. In this case, the "/.well-known/openid-configuration" ending is necessary.

4. Save the "appsettings.production.json”.

5. Restart the IIS.

8.2.3.2 Configuring with a secret

Identity Service supports using an external authentication provider via OIDC (OpenID Connect)
protocol.

If this option is enabled, then the external authentication provider is used by default.

Signing in at the default Mcenter login page is still possible, but the user must navigate to the
login page manually.

Open the following URL on the server: https://<Mcenter server ip address>/int/
identity/account/login

Prerequisite
The Mcenter server has already been installed.

You require administrator rights on the server.
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8.2 Configuring the external authentication provider

Parameter

Parameter / Description Settings
Type Value
Clientld string <clientId>
Clientld of the Mcenter Identity Service, same
value as the Clientld of the "appsettings.produc-
tion.json”
Redirection URLs string <Mcenter server ip
After a user successfully authenticates itself, the address>:<port>/int/identity/
authorization server redirects the user back to signin-oidc
the application with either an authorization
code or access token in the URL.
Post Logout Redirect URIs string <Mcenter server ip
After a user successfully logged out from an ap- aclldreSS> : <port>/j_n‘.c/identity/
plication, the authorization server redirects the signout-callback-oidc
user back to this URL.
Scopes string profile, openid
Scopes are used by an application during au-
thentication to authorize access to a user’s de-
tails. User data is not stored.
Grant Types string Authorization Code
Represents a user’s permission for the client to
access their data.
Token Endpoint Authentication Method string client secret post
Include clientld and client secret in the request
body.
Client Secret string <secret>
This secret is used by the OAuth Client to au-
thenticate itself to the authorization server.

Properties set in "appsettings.production.json”

ResponseType

The response type that is used when authenticating
with the external provider.

Possible values:

code

code id_token

code id_token token
code token

id_token

id_token token
none

token
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8.2 Configuring the external authentication provider

Parameter / Description Settings
Type Value
ResponseMode The response mode that is used when authenticating

with the external provider.
Possible values:

* query

e form_post

e fragment

IsSecure Optional value.

Ifitis setto "true", all cookies are marked "Secure" with
"SameSite=None". Use this only with HTTPS.

The default value is "false".

Note
Scopes

¢ openid: mandatory scope and returns a sub claim, which represents a unique identifier for
the authenticated user.

¢ profile: request access to the End-User’s default profile claims

Configuring Mcenter Identity Service
1. Open the following directory: <Installation directory>\Sinint.Identity.Service\
2. Open the file "appsettings.production.json".
3. Enter the following data:
— Clientld: The ID of the Mcenter Identity Service client

— Authority: The URI of the external identity server
When adding the "Authority" endpoint, do not include the "/.well-known/openid-
configuration” part of the URL.

— ClientSecret: The secret of the client

"ExternalProvider": {

"ClientID": "<clientID>",

"Authority": "<external identity server ip address>:<port>",
"ClientSecret": "<optional>"

}

Note
"Authority" endpoint

Check that the previously added "Authority" can be reached via a browser from the Mcenter
server. In this case, the "/.well-known/openid-configuration” ending is necessary.

4. Save the "appsettings.production.json”.

5. Restart the lIS.
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8.2 Configuring the external authentication provider

8.24 Configuring the external user management

8.2.4.1 Configuring the external user management

You can configure the external user management.

Prerequisite

The server must be configured for external authentication.
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Procedure

8.2 Configuring the external authentication provider

. Open the following directory: <Installation directory>\Sinint.Identity.Service\
. Open the file "appsettings.production.json”.

. Enter the following data:

— Clientld: The ID of the SI5 Identity Service client

— Authority: The URI of the external Identity Server
When you add the "Authority" endpoint, do not include the "/.well-known/openid-
configuration” part of the URL.

— ClientSecret: The secret of the client

— UseExternalUserManagement: When set to true, the external user management is used
instead of external authentication

— ExternalRoleSource: Defines where the external roles are retrieved from

— RoleMappingClaimType: The name of the claims used for determining the internal user
roles

— ExtendedScopelist: Additional scopes that are requested during authentication

"ExternalProvider": {

"ClientID": "<clientID>",

"Authority": "<external identity server ip address>:<port>",

"ClientSecret": "<optional>",

"UseExternalUserManagement": true,

"ExternalRoleSource":"<type of external role source>",

"RoleMappingClaimType": "<name of the claim type used for role
mapping>,

"RoleMappings": [

{
"externalRoles": [
<list of external roles>

"internalRoles":
<list of internal roles>

}
1y

"ExternalUserDataRetentionPeriodInDays" :<numberofdaysafterinactive

externaluser'sprofiledataisdeleted>

"ExternalUserExpirationCheckPeriodInHours":

<thefrequencyexpiredusersarecheckedfordataretention>,
"ExtendedScopelList": [<list of scopes>]
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8.2 Configuring the external authentication provider

NOTICE

External user management:

When you use the external user management, note the following points:
* The login page at the identity service is not usable.

¢ The user management application is not usable.

* The "Manage users" tile is not shown in the dashboard application.

8.2.4.2 User data retention

User data retention

When using the external user management, you cannot delete users via the Mcenter "Manage
users" application.

When the user has not logged in to the Mcenter server for a certain amount of time, the external
user profile data is automatically deleted.

8.2.4.3 External role source
The external role source describes where the external roles are retrieved from.
Possible values are:

* |dToken:
The external roles are retrieved from the identity token.

e AccessToken:
The external roles are retrieved from the access token

e UserlInfo:
The external roles are retrieved from the Userinfo Endpoint of the external authentication
provider

8.2.4.4 Role mapping rules

When you log on to the Mcenter server via the external authentication provider, the user roles
are determined by

* the external roles
* the role mapping rules configured for the Identity Service

The claims with the RoleMappingClaimType type are used as external roles.
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8.2 Configuring the external authentication provider

Role mapping rules

A role mapping rule consists of a list of external roles and a list of internal roles.

If you have all of the external roles listed in the mapping rule, the rule is applied. You receive the
listed internal roles of the mapping rule.

All mapping rules are checked. Multiple rules can apply to the user.

Following roles and the internal names exist. Fore more information about the detailed rights,
see "Operating Manual, Manage MyResources".

Displayed name Platform role
Administrator admin

Key user service_technician
Manufacturing engineer manufacturing_engineer
Technologist technologist

NC Programmer nc-programmer
Production planner production_planner
Tool presetting operator tool_presetter
Logistician logistics

NC Programmer expert nc-program_expert
Machine operator machine_operator
Maintenance engineer maintenance_engineer

Examples

1. Ifyou have the external_admin role at the external authentication provider, you are assigned
the admin role on the Mcenter server.
{
"externalRoles": [
"external admin"
1y
"internalRoles": [
"admin"

}

2. If you have the engineer role at the external authentication provider, you are assigned the
manufacturing_engineer and the maintenance_engineer roles on the Mcenter server.
{

"externalRoles": [
"engineer"

1,

"internalRoles": [

"manufacturing engineer", "maintenance_ engineer"
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8.3 Configuring Tool statistics

8.3 Configuring Tool statistics

Before starting the application Manage MyResources /Tools installation, it may be necessary to
configure the Tool statistics.

Parameters

e Location of the configuration file:
\SINUMERIK_Integrate_5\MMR\SinInt.MMRClient.Service\Configurations\

¢ Name of the configuration file
dts.json

The most important parts of the configuration file are as follows:

Parameter Description

name Read only
The name of the configuration must be channel toolstat.

buffer
firstLevelMaxFiles The maximum number of events that can be buffered on the
machine. It should be between 10 and 5000.
bufferSizelInMb The size of the buffer in MB. It cannot be less than 1 MB.
Example of a dts.json file
1. Open the configuration file:
{
"channels": [
{
"name": "channel toolstat",
"processInExtendedOverload": true,
"collector": {
"persistCollection": true,
"collectorDurationInSeconds": null
b
"buffer": {

"firstLevelMaxFiles": 5000,
"bufferSizeInMb": 10

}

2. Perform an IIS reset after the adjustment.

Note
Functionalities of the Tool statistics

If other parts of the configuration are changed, or if the values of the changes are not supported,
the functionalities of the Tool statistics might not be working.
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8.5 Increasing system responsiveness

8.4 Deactivating Tool statistics

Tool statistics is activated by default. To deactivate Tool statistics, modify the configuration file
"mmrConfig.json”

Parameters
Property Usage Description
toolStatisticsEnabled |optional Specifies if Tool statistics data collection is activated.
Possible values:
¢ true: The Tool statistics data collection is activated
(default).
e false: The Tool statistics data collection is deactiva-
ted
Procedure
1. Open or create the file "mmrConfig.json" on SINUMERIK as specified, see 1:1-Exchange
(Page 241).
To locate the directory for the configuration file “mmrConfig.json”, see Directory for
configuring file "mmrConfig.json" (Page 248).
2. Extend the content of the file with a section toolStatisticsEnabled as described
above.
Example:
{
by
"toolStatisticsEnabled": false
}
}
3. Restart the HMI for the new settings to take effect.
8.5 Increasing system responsiveness

To increase the system responsiveness, reduce the processing time of the changes in MMR |
Tools. Use the following internal settings in the configuration file "mmrConfig.json".

These internal settings only apply to SINUMERIK Operate machines.

The internal settings are ignored, if Tool statistics is deactivated. For more information see
Deactivating Tool statistics (Page 171).
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8.6 Switch off the info on external view

Parameters

Property Usage Description

changesProcessing optional Specifies parameters for processing changes in MMR /Tools.

bulkSize mandatory Specifies the number of processed changes at a particular time.

if It has to be chosen such that both MMR /Tools actual information up-
changesPro | dates are carried out at an adequate rate and no unprocessed changes
cessingis | occur. This applies to

specified  the client and server Ul

e the server database

Procedure

1. Create the file "mmrConfig.json” or open it if it already exists.
For more information, see

— 1:1-Exchange (Page 241)
— Directory for configuring file "mmrConfig.json" (Page 248)

2. Extend the file content with a "changesProcessing" section.
Example:
{

}I
"changesProcessing": {
"bulkSize": 50

}
}

3. Restart the HMI for the new settings to take effect.

Note
Loss of unprocessed changes
If MMR [Tools detects a loss of unprocessed changes, it logs a corresponding error in the MMR

script log file.
Example: Error

RingBufferStrategy.getChanges () Detected losses in RingBuffer
changes! Try to increase changesProcessing.bulkSize parameter in
mmrConfig.json

In this case, increase the bulkSize parameter in the mmrConfig.json file.

8.6 Switch off the info on external view

You can switch off the info on external view that there are more then 100 tools available on the
Server. The information window that more then 100 tools are available on the server for the
machine in the hierarchy path can be switched of with an entry within mmrconfig.json.
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Parameters

Procedure

8.7

Parameters

8.7 Synchron double spindle machines

Property

Usage

Description

incompletelListinfolntervalln-
Hours

optional

Thisis nota mandatory entry. If it
is not with in the mmrconfig the
defaultvalueis 8. That means the
external Tools info Message is
shown once after new restart of
HMI after that this info is disabled
for the next eight hours. The user
can use a different number. It is
set in hours.

1. Create the file "mmrConfig.json" or open it if it already exists.

2. Extend the file content with a " incompleteListinfolntervallnHours " section.

Example:

{

by

"incompletelListInfoIntervalInHours":

}

1. Restart the HMI for the new settings to take effect.

Synchron double spindle machines

The toolstatistics now support machines which have a synchronous double spindle
configuration. In these machines, the ToolChange and ToolCutEnd events will be duplicated for
each of the spindles. The ToolCutEnd events have the same cutting and idle time for each of the
spindles. The tool specific parameters are however different for each spindle. The typical design
of the spindles is that both are located in one channel on the machine.

Property

Usage

Description

simultaneousSpindlesEnabled

optional

This property is needed for col-
lecting the events
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8.7 Synchron double spindle machines

Procedure
1. Create the file "mmrConfig.json" or open it if it already exists.
2. Extend the file content with a " incompleteListinfolntervallnHours " section.

Example:

{

by

"simultaneousSpindlesEnabled": true,

}
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9.1

9.1.1

Procedure
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Mcenter with SINUMERIK Operate

Activating Mcenter products

N

Start the SINUMERIK Operate operating software on the control.
Press the "Setup” and "Mach. data" softkeys.
Press the menu forward key and the "Display MD" softkey.

Set the machine data
MD9108 $MM_SINUMERIK_INTEGRATE to "1".

20091 <~
SIEMENS “_‘4 A, ‘ H.I:I'l
Display machine data

9008 $MM_DISPLAY_SLITCH_OFF_INTERUAL
9009 $MM_KEYBOARD_STATE

3832 $MM_HMI_MONITOR

9856 $MM_ALARM_ROTATION_CYCLE B ms po
9057 $MM_ENABLE_CHRANNEL_MSG_FILTER 1 po
a100 $MM_CHANGE_LANGUAGE_MODE 1 im
9102 $MM_SHOL_TOOLTIP 1 im
2103 $MM_TOOLTIP_TIME_DELRY 1s im
9104 $MM_ANIMATION_TIME_DELRY 18s im

9105 $MM_HMI_LJIDE_SCREEN 8 po
9106 $MM_SERUE_EXTCALL_PROGRAMS 1 po
9187 $MM_DRU_DIRG_DO_AND_COMP_MAMES 3H im
9108 $MM_SINUMERIK_INTEGRATE 1 im
a118 $MM_RCCESS_HMI_EXIT 1 po
9111 $MM_HMI_MEM_LIMIT_USER 8 po
112 $MM_HMI_SKIN 1 po
9900 $MM_MD_TEXT_SLITCH 8 im
9990 $MM_SLI_OPTIONS H im

Activating SINUMERIK Integrate products

SINUMERIK
Integrate
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9.1 Mcenter with SINUMERIK Operate

9.1.2 Enabling use

Procedure
To activate utilization of the products, proceed as follows:

1. Press the "SINUMERIK Integrate" softkey.
The "Welcome" window opens.

2. Press the "Settings" softkey.
The "Settings" window opens displaying the system status "Use DEACTIVATED".

System status

SINUMERIE Integrate Use DEACTIUATED
~Manage MyPrograms

~Manage MyTools

=Access MyMachine

—RAccess MyBackup

—Analyze MyPerformance

=Analyze MyCondition

3. Press the "Activate use" softkey.
The confirmation prompt "Do you want to activate the use of SINUMERIK Integrate
applications?" is displayed.

4. Press the "OK" softkey to confirm the prompt.
The use of Mcenter applications is activated.

9.1.3 Configuring the URL and proxy

Note
Transferring SINUMERIK data to the Mcenter platform

The following steps allow you to transfer the SINUMERIK data to the Mcenter platform.

By performing the steps described below, in particular through input and confirmation of the
Web service URL, processes are performed automatically in which software scripts are loaded to
the SINUMERIK control.
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Procedure

1. The "Settings" window is open.
Press the "URLs >" softkey.

9.1 Mcenter with SINUMERIK Operate

2. Press the "Edit" softkey and select the following settings:

— Directories: Select the "User" entry in the "Directories" drop-down list.

— Display home page: You do not have to enter any URL or you can leave the default setting.

— RenderService: You do not have to enter any URL or you can leave the default setting.

— URL Web service: Activate the "Overwrite here" checkbox.

— Enter the following URL web service:

Server port (http://<ipaddress>:SERVERPORT/Platform/Sinint.MhComm.Service/

MHComm/MHComm.asmx)

-OR-

Platform (https://<hostname.domain>/Platform/Sinint. MhComm.ServicelMHComm/

MHComm.asmx)

Directories:

Nisplay home page

RenderSerdce

URL Web semice

Transmit timeout ms 288

Timeout on receles in ms 2688

3. Press the "OK" softkey.
A syntax check is performed. The access data is saved.

4. Restart the control system.

9.1.4 Installing the Client update

] Owarurite here

Z0uerurite here

" uerurite here

] Duerwrite here

(7] 0uerurite here

An update from the SINUMERIK Integrate Client is only supported as of SINUMERIK Operate

version 4.5.4.

If you upgrade SINUMERIK Operate from version 4.5.3 (or older) to version 4.5.4 (or later), you
must delete the existing service entries from the configuration file "systemconfiguration.ini"

manually.

The configuration file can be found in the following directories:

*  Windows XP: F:\hmisl\user\sinumerik\hmilcfg

e Windows 7: C:\Program Files (x86)\Siemens\MotionControl\user\sinumerik\hmi\cfg

e Linux: card/user/sinumerik/hmilcfg
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Installing SINUMERIK Integrate client

9.1 Mcenter with SINUMERIK Operate

Procedure
1. Open the "systemconfiguration.ini" file.
2. Delete the following lines:
- SVC013...
- SVC014 ...
- SVCOo15....
- SVC017 ...
3. Save and close the file.
4. Delete the following files, if applicable:
— systemconfiguration.ini.453
— systemconfiguration.xml
9.1.5 Client update
9.1.5.1 Client update under Windows

Requirement

If not installed, install the PCU Base Software from 01.04.00.00 before starting the
SINUMERIK Integrate client update.

Procedure

178

1. Start the PCU in the Windows service mode.
2. Open the installation directory on the PCU.

3. Start setup file "setup.exe" with a double-click.
SINUMERIK Integrate Client - InstallShield Wizard opens.

InstallShield Wizand

7y SIMUMERIE, Integrate Client Setup iz preparing the [nstallShield
L="1 ‘“Wizard, which will guide you through the proaram setup process.
Fleasze wait.

Entracting: SIMUMERIE, Integrate Client. mzi

4. The welcome dialog opens and the current version number is displayed.
The installation language is English.
Click "Next >" to prepare for the installation.

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector
Installation Manual, 10/2022, A5E44672080B AP



Installing SINUMERIK Integrate client

9.1 Mcenter with SINUMERIK Operate

5. The "License Agreement" window opens.
Read the license agreement.

— If you want to print the terms, click "Print."

— Then activate the "l accept the terms in the license agreement" checkbox and click "Next

>"
-OR-
Click "< Back" to return to the previous window.

i@ SINUMERIK Integrate Client

License Agreement

Please read the following license agreement carefully,

Please note: ~
This software is protected under German and/or US American Copyright Laws
and provisions in international treaties. Unauthorized reproduction and

distribution of this software or parts of it is liable to prosecution. It will be
prosecuted according to criminal as well as civil law and may result in sewvere
punishrment andfor damage claims.

Please read all license provisions applicable to this software befare installing

and using this software. You will find them after this note.

K mivmlbmmm A dlim mmfiimems mn o= 0T mmelima]l mm "Teiml Vlmemimn! mv b mmmd e Z

(#)1 accept the terms in the license agreement:

(I do not accept the terms in the license agreement:

[ < Back ” Mexk = ] [ Cancel ]

6. The next window displays the installation directory for the application.
Click "Next >" to accept the directory suggested by the setup.

i SINUMERIK Integrate Client

Destination Folder

Click Next ta install ko this Folder, or click Change bainstall to a different Fe

G Install SINUMERIE Inbegrate Client to:
C:iProgram Files)Siemens|SinumerikiHMIs),

< Back ” Mesxk = ] [ Zancel
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9.1 Mcenter with SINUMERIK Operate

7. The Wizard is ready to start the installation.
Click "Install" to start the installation.

i SINUMERIK Integrate Client

Ready to Install the Program

The wizard is ready ko beain installation,

Click Install ko begin the installation,

IF wou wank to reviews or change any of wour inskallation settings, click Back, Click Cancel to
exik the wizard,

[ < Back ” Install ] [ Cancel ]

8. The installation is started, and the progress is displayed with a progress bar.

& SINUMERIK Integrate Client

Installing SINUMERIK Integrate Client

The program Features wou selected are being installed.

Please wait while the Installshield wizard installs SIMUMERIK Inkegrate
Client. This may take several minutes,

Skatus:
‘alidating install
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9.1 Mcenter with SINUMERIK Operate

9. Click "Finish" to complete the installation.

i SINUMERIK Integrate Client

InstallShield Wizard Completed

SIEMENS

The Installshield wizard has successfully installed SIMUMERIK
Inteqgrate Client. Click Finish to exit the wizard.

SINUMERIK

[ shaw the Windaows Inskaller log

Installshisld

10.Finally, an overview of the applications that the client can use is shown.

SIEMENS

SINUMERIK

® Sierrens AG, 27012 All Bights Resarved.

9.1.5.2 Client update under Linux

Prerequisite
* Emergency Boot System as of Version 04.70.05.00

* SINUMERIK Operate as of Version 4.5 SP4
-OR-

* SINUMERIK Operate as of Version 4.7 SP2
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9.1 Mcenter with SINUMERIK Operate

Procedure

—_

Copy the "sinintclient.tgz" file to the USB flash drive.
Insert the USB flash drive into the NCU.
Start the NCU.

> wnN

In the menu, select "Update NCU Software and Data" with the cursor keys and press the "OK"
softkey.

Emergency Boot System - Y04.70.085.80

Firnware Update

Diagnosis

Backup HCU Software and Data
Update NCU Software and Data
Restore NCU Software and Data
Hodify HCOU Settings

Service Shell

Restart

Ok

4 T Paged Paget
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9.1 Mcenter with SINUMERIK Operate

5. In the menu, select "Update system software from USB memory stick" with the cursor keys
and press the "OK" softkey.

Enargency Boot System - Software update

Update systen software fFrom menory stick

Recover system from USB mnemory stick (reformat CF card)
Update systen software fron network drive

Recover systen from from network drive (reformat CF card)

Connect to network drive

Cancel
Ok
+ 1 Paged Paget
6. You receive a list with all tgz files.
Select the current file.
Press the "OK" softkey to confirm your selection.
-OR-
Press the shortcut key <Shift> + <F8> on the operator panel.
Emergency Boot System - Restore ten
Current source: USB=Stick
sinintclient_83.90.81.90.802. ty=
Show
Version
Back
oK

+ 1 Pagel Paget
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7. The selected file is displayed.

Press the "OK" softkey to confirm your selection.
-OR-

Press the shortcut key <Shift> + <F8> on the operator panel.

Selected File: | sinintclient B83.86.81.88.062.tg=

Back

8. A confirmation prompt appears.

Press the "OK" softkey to confirm the confirmation prompt.
-OR-

Press the shortcut key <Shift> + <F7> on the operator panel.

Emergency Boot System - Software update

Selected File: sinintclient_83.060.01.88.8682.tg=
'OK" will definitely restore it to your HCU.
Do you really confirm updating your system?

(Hake sure you have a backup.)

Back
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9. The installation is started.

Emergency Boot System - Software update

Update systenm software
Checking archive... (control file found) DK
Updating from /datas/sinintclient_B83.00.01.00.882.tg=: b4
17984 kB (uncompre
done .
Syncing disks.. done.

Press any key to continue

10.When the installation has been completed, the following message appears.
Remove the USB flash drive.
Select "Restart" from the menu and press the "OK" softkey.

Enmergency Boot System - VA4 .70.05.80

Firnware Update

Diagnosis

Backup HCU Software and Data
Update HCU Software and Data
Restore NCU Software and Data
Hodify HCU Settings

Service Shell

Restart

Ok
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9.1.6 Connecting to different Mcenter server

You have the option of connecting an already connected controller to another Mcenter server.

Procedure
1. Uninstall the currently assigned application to your controller, if you have any.

2. Delete the already connected controller from the Mcenter server.
You must delete manually data for:

— Sinumerik Operate on Linux:
File: card/user/sinumerik/hmilcfg/machineConfig.xml
- AND -
The following folder: Ivar/tmplSi5

— Sinumerik Operate on windows:
The file <Install path>\Siemens\MotionControl\user\sinumerik\hmi\cfg
\machineConfig.xml
- AND -
The following folder: C:/temp/Si5
-OR-
F:[tmplSi5

3. For more information, see Connecting applications with the SINUMERIK control system
(Page 225).

9.2 Mcenter with HMI-Advanced

9.2.1 Installing SINUMERIK Integrate client
If the SINUMERIK Integrate Client has already been installed, this must first be uninstalled.

The procedure for installation for the first time is explained below.

Prerequisite

You installed Internet Explorer 6 or higher.

Procedure

Start installation

1. Start the PCU in the Windows service mode.
OR
You have to have administrator rights.

2. Open the following directory: SI5\Clients\SinIntClient\HMI Advanced.
3. Copy the "eps_client_AT.exe" setup file into the installation directory on the PCU.
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4. Start the "eps_client_AT.exe" setup file by double-clicking.
If you have not installed the appropriate Internet Explorer, a corresponding message is
displayed. For example, the program requires Internet Explorer 6 or higher.
The installation is aborted and you must first install the appropriate Internet Explorer.
Then restart the client installation.

SINUMERIK Integrate Client

@ Aborting installation

This application requires Inkernet Explorer & or later, Please inskall it and run setup again.

5. The welcome screen opens and displays the current version number (in place of "V.0.0.0.00",
the current version number is displayed on the control system).
The installation language is English.
Click "Next >" to prepare for installation.

SINUMERIK Integrate Client fg|

Welcome to the setup of
SINUMERIK Integrate Client ¥_0.0.0.00

The zetup will instal: Access MybMachine, Analyze
MyPerformance, Analyze MyCondition. To continue, click
Mext.

[ Mest> ][ Cancel
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6. The "License Agreement" window opens.
Read the license agreement.

— Click "Print" if you want to print out the conditions.

— Then activate the "l accept the terms of the license agreement" checkbox and click
"Next >".
-OR-
Click "< Back" to return to the previous window.

SINUMERIK Integrate Client

License Agreement

Pleasze read the following licenze agreement carefully. l

General Conditions For Application Service Providing (ASP) of Siemens AG,
Automation and Drives

i

Siemens &G, Automation and Drives Chereinafter called "Siemens") provides Application
Service Providing Services in the area of industrial automation,

Siemens provides the contrack partner Chereinafter called "the Customer™ with services
exclusively subject ko the Following provisions. General kerms and conditions of the
ustomer shall apply only insofar as such conform with the present conditions or if
expressly accepted by Siemens in writing. The nature and extent of the services ko be
provided (hereinafter called "ePS Network Services") are based on the order
confirmation JASP certificate. Insofar as Siemens procures the services of third parties
in individual cases for the Customer, in such case a contrackual arrangement shall exist  «

()] accept the terms of the license agreement

(| do not accept the terms of the license agresment

I < Back H Mest » l[ Cancel ]

7. The "Installation mode" window opens.
To change the preconfigured settings individually, select "Expert mode (with additional
installation options)".
Click "Next >".

SINUMERIK Integrate Client

Installation mode

Pleasze zpecify ingtallation mode

(") Standard mode

(%) iE wpert made [with additional installation optionsk

Mewut » l[ Cancel
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Configuration

1. The "Controller Configuration" window opens.

Select "SINUMERIK".
Click "Next >".

9.2 Mcenter with HMI-Advanced

SINUMERIK Integrate Client

Controller configuration

Please zelect your contraller

@i
() SIMATIC
() Industrial PC

[ < Back " Mewut »

l[ Cancel ]

2. The SINUMERIK connection types are displayed in the "Controller Configuration" window.
If you are working in a networked environment, select "HMI-Advanced and SINUMERIK 840D/

Di or 810D + PCU50/70".
- OR_

If separately integrated, for example via HMI Pro, then select "SINUMERIK with own

integration”.

SINUMERIK Integrate Client

Controller configuration

Please select pour SIMUMERIE, connection type

®iHMl-Advanced and SINUMERIK 3400 /0i or 8100 + PCUSD/ 7T

() SINUMERIE. with awn inteqration

< Back "

Mewut »

l [ Cancel
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3. Select the connection type in the next window:
II1 :1 n
The function allows a direct connection to a SINUMERIK controller.
_ II1 :NII
The function allows a connection in a group to several SINUMERIK controllers.

— "Flying HMI"
The function allows the use of Mcenter on a SINUMERIK controller on which a client
cannot be installed because the operating software does not support this client. In this
case, Mcenter is installed and configured on a workplace PC or machine PC (IPC). PC/IPC
and SINUMERIK controller communicate via a (W)LAN connection.

Select connection type 1:1.
Click "Next >".

SINUMERIK Integrate Client

Controller configuration

Please zelect your SIMUMERIE, HMI-4dvanced numernic controller mode

®
(1N
() Flying HiI

< Back " Mewut » l[ Cancel
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4. The "Additional Products" window opens.
Do not check any of the checkboxes and click on "Next >".

SINUMERIK Integrate Client
Additional Products

Please specify if additional products should be ingtalled/deinstalled

[ litceess MuMachine for HM| Advanced Clenk
[] &zeess MyMachine Service Clisnt

< Back " Mewut » l[ Cancel
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5. If you select "HMI softkey to start the product on the machine", the "Available Hotkeys"
window opens.
From the drop-down list, select the position of the softkey with which you want to start the
application on the user interface.
Click "Next >".

SINUMERIK Integrate Client
Available Hotkeys

Pleaze choose a hotkey ta start the product on the HI

Lewvel 2 Softkey 1
Level 2 Softkey 2
Lewvel 2 Softkey 3
Level 2 Softkey &
— Level 3 Softkey 1
Level 3 Softkey 2
Lewel 3 Softkey 3
Level 3 Softkey 4
Lewvel 3 Softkey 5
¥ Lewel 3 Softkey &

[] Activate video softkey

<Back [ Mest> | [ Cancel
-OR-
If you selected "Expert mode" installation type, the "Choose Destination Location" window
opens.

The installation directory is displayed.
If you want to use a different directory, click "Change..." and enter the required directory.

SINUMERIK Integrate Client

Chooze Deztination Location

Select folder where zetup will inztall files,

@ Inztall SIMUMERIE, Integrate Client %.0.0.0, 00t

CASiemenshSinumernk \HI-4dvancedhadd_on

<Back [ Mest> |[ Cancel
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If you want to change the default directory, the following confirmation warning is displayed:

— Click "Yes" to change the path.
-OR-

— Click "No" to cancel any changes.

SIMUKERIE Inteprate Chent

) The SINUMERIE Inkegrabe Chent software i recommensded b be installed within e ackes HRE installation on deve B, IF you instal the software n
the folder Fil[different: path], the softwane may not work cormecthy.

Do o really mank bo irstal the sofbware inthis Folder?

(e JL = ]

6. The "Reconfigurable parameters" window opens.
Check the "SINUMERIK Integrate URLs" checkbox.
- AND -
Check the "Internet proxy configurations" checkbox.

SINUMERIK Integrate Client

Reconfigurable parameters

Pleaze zelect the parameters you wish to reconfigure

[CTHMI Softkey ta start the product an the machine

[ZISINUMERIE Inteqrate URLs
Internet prosy configurations

[ Gereric Driver Suppart

[] Data transter area and logging settings

[] Data transfer area lozation

[] Log directory location

[] Boatscript download strategy

[T SINUMERIE Integrate Client startup parameters
[ Time master settings

< Back H Mext » l[ Cancel
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7. The "SINUMERIK Integrate URL configuration" window opens.
Enter the following web service:

— In case of http communication: http://<ipaddress>:SERVERPORT/Platform/
SinInt.MhComm.Service/MHComm/MHComm.asmx
-OR-

— In case of https communication: https://<ipaddress>/Platform/SinInt.MhComm.Service/
MHComm/MHComm.asmx

SINUMERIK Integrate Client
SINUMERIK Integrate URL configuration

Enter requested data.

Fleaze enter SIMUMERIE Integrate URLs

Dizplay home page:
| |

Render zervice:

Wb service:

[ < Back ][ Mest > J[ Cancel l

In the following prompt, you are requested to check the address settings.
Confirm the prompt to check the Internet settings with "OK".

SINUMERIK Integrate Client

-
1 J Pleasa check internet proxy sattings, the product use them o connact bo the SINUMERIK Integrate Servers!
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8. The "Internet Properties" window opens.
The address is specified under the "General" tab in order to create the start page tabs.
Click the "Connections" tab to set up the Internet connection and to configure the LAN
settings.
Use the connection in your company network that has already been set up.
Click "OK".

Internet Properties

General |Security Privacy | Content | Connections | Programs | Advanced

Horme page
l/’ To create home page tabs, type each address on its own line,
o |

IJse default l [ Use blank

Browsing history
1 Delete temparary files, history, cookies, saved passwords,
¥ and web form information.

[JDelete browsing history an exit

Delete... ] [ Settings ]
Search
p- Change search defaults, Settings
Tabs
Change how webpages are displayed in Settings
tabs,
Appearance
Colors ] l Languages ] [ Fonks l [ Accessibilicy ]

[ QK H Cancel ][ Apply ]
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9. The "Detected Internet Connection Settings" window opens and shows the actual settings.
Click "< Back" to correct the settings.
Click "Next >" to continue.

SINUMERIK Integrate Client

Detected internet connection zettings

Are theze intermet connection zettings comect?

Current Settings:

Fromy zerver enabled:
OFF
Automatic prosy configuration zoript;

Automatically detect settings:|
OFF

[ < Back " Mewut » l[ Cancel ]

10.The settings are subject to an additional check, and an appropriate message is displayed in
the "Detected Internet Security Settings" window.
Click "< Back" to change the settings in the Internet Explorer.
-OR-
Activate the checkbox "Fix internet security settings" to permit the displayed settings.
Click "Next >" to continue.

SINUMERIK Integrate Client

Detected Internet Security Settings

' wharning! Az recommended i the Installation Guide, these Internet E=plorer settings
- muzt be enabled:

Download zigned ActiveX contrals
Mot enabled

Use TLS 1.0
Mot enabled

Setup can fix the intermnet gecurity zettingz or you can continue and ingtall the product at wour
own rizk, but zome features may wark incomectly.

[ Fix intemel security settings

<Back [ Mest> |[ Cancel
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Completing the installation

1. The "Start Copying Files" window opens and shows an overview of the settings that you have
made.

Click "Next >" to start the installation.

SINUMERIK Integrate Client

Start copying files

Setup has enough information to gtart copying the program files, 1F pou want to review or

change any settings, click Back. If you are satisfied with the zettings, click Mest to begin
copying files,

Current Settings:

Frepare SINUMERIE, Integrate Client inztallation for Seres start-up
OFF

|

Azgign bo:
Level 1 Softkey 8 B
SIMUMERIE, Integrate URL for the LALC:
https: A feana epsnetwaork. comdS ervices HMI/
SIMUMERIE, Integrate URL for the MHComm;
https: / femana epsnetwork. comdS ervices MHCMhcomm, azm:
SIMUMERIE, Integrate URL for render server:
https: A frender. epsnetwork. com/|E RenderS ervice/H andshak eService. azsms

[ £

[ <Back [ Mest> |[ Cancel

2. The "Maintenance Complete" window opens.
Click "Finish" to complete the installation.

SINUMERIK Integrate Client

Maintenance Complete

InztallShield Wizard haz finished perfforming maintenance
operations on SINUMERIE, Integrate Client V.0.0.0.00.

3. You are prompted to restart the system after the installation has been completed.
To do this, click "OK".
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SINUMERIK Integrate Client

-
J() The system will be restarted now to complete the installation,

9.2.2 Integrating the client setup as external applications

Introduction

You have the option of calling the client setup from other applications, e.g. via TRANSLINE 2000
HMI PRO CS.

The call is configured via the TRANSLINE user interface.

Setup client with HMI-Advanced

Within the external application, a softkey must be configured, which starts the "iac.exe" file.

Setup client without HMI-Advanced

Within the external application, the "MhCtrlr.exe" file must be configured as a background
process with the name "MhController".
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Example: Setup client with HMI-Advanced

1. Select the menu "Configuration" and "Function keys".
The following window is opened.

— Under "New image", enter the softkey name, e.g. "EXE".

— Define the softkey position using the <Shift> key + right mouse click.

— In the selection list "HMI images", select the function "Integrate EXE.".

D TRANSLINE 2000 Hiil PRO C5
Dated  Blde  worfigurshonen  Alwmtewte Estras 7
HEEE SR
Propekt ¢S TRANSLINE 2000 HMI PRO RT 05 0d 00 08'PS Test
I Furihonsasten
Vierichenken des Bides s Shil + Moune,

Herizorkale i« T asben T T Stdd 7y ?“m
| I | I [ | [ AnwSyslem
| [ [ I [ | [ Vorberaiten
| I | [ I | | Handbetrieh
| | | I | | [ Bearbeiten
[ I | | [ | [ Diagromi
| | | [ | | | Proress
| Vorsion  RNEAW [ MsTT [P TCPAP Instandhalig

e———
| | | I | | | Dokument

‘Sehulzshien EXE snbinden (T3
Mieums Bid
HMI ke 7 =
e 10K =l
rhmined
e =
Flurime Sgeache Deutsch - i ' ) | Fiurtme Nersiors 06 04 00 06 ;

2. Make the other settings as follows:
— In the option field, select "Standard EXE".

— In the text field "Exe (path and file):" enter the following directory:
“f:\add_on\IAC.exe"

— In the text field "Windows title:" enter the title: "SINUMERIK Integrate”

f:hadd_ontAC exe
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Example: Setup client without HMI-Advanced

200

1. Select the menu "Configuration" and "Start background processes".
The following window is opened.

— In the text field "Exe (path and file):" enter the following directory:
"f:\add_on\MhCtrlr.exe".

— In the text field "Windows title" enter the following title: "MhController"

Note

Ifitis notallowed to start "MhCtrlr.exe" as a background process, itis started as a background
task by the Regie (administrator) (e.g., Task88).

While installing in the control, ensure that the following connection type is not selected:
"HMI-Advanced and SINUMERIK 840D/Di or 810D + PCU50/70".

D TRANSLIME 2000 HM| PRO CS

Datei  Blder Korfiprationen  Alwmiteate Extras 7
2 ezl c1 | ]
ey #v 27
Paogekt: ¢ \Siemers\TRANSLINE 2000 HMI PAO AT 05,04 00 D6\ePS Test
| Starten von Hintergrundprozassen
Exa (Plad und Data): Window tille: Window class:
[Fosd_cri\MHCM e ~ [nCentioter W
[ I
r == - T
| I [
r |
| |
[ | |
| | |
| ]
[ | |
| I [
Rurime-Sprache Detsch Rurbereermon: 05,04 00 06

2. Select the menu "File" and "Setting target computer”, to configure the transfer of the project
to the target computer, e.g. to the PCU.
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& TRANSLINE 2000 HMI PR CS
Datel Bider Konfigurationen Alarrteste Extras 7

2le(u] @il 2le)

Projeki: e \Siemens\TRANSLINE 2000 HMI FRO RT 06 04 00, 08\=PS Test

Zikacheer 2 B, \\PTLUISO

Runtme-Speache Deutsch Rurtime-Version: 05, 04,0005

— Select the menu "File" and "Installation of the system on PCU". The TRANSLINE system is
transferred to the selected PCU and installed on the PCU with the HMI PRO setup.

— Select the menu "File" and "Installation of the project on PCU". The TRANSLINE project is
transferred to the selected PCU and installed on the PCU with the HMI PRO setup.

9.2.3 Changing, repairing and uninstalling programs

In an existing client setup, you have the option of changing, repairing or uninstalling
installations.

Procedure
1. Start the PCU in the Windows service mode.
Open the installation directory.

Start the "eps_client_AT.exe" setup file by double-clicking.

H wN

The "Welcome" window opens and offers you the following options:
— Changing the client setup
— Repairing the client setup

— Removing the client setup
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Changing the client setup

1. Inthe "Welcome" window, select the "Reconfigure” function if you want to change the client
version.

SINUMERIK: Integrate Client

Welcome i‘ |
Modify, repair, or remowe the program " |

Welcome to the SINUMERIK Integrate Chent setup maintenance program. T his program lets
you modify the curient installstion. Click one of the options below

(%) Reconfigue
ﬁ Reconfiguie the current installation of SINUMERIK Intsarate Client

() Repair
ﬁ Reinstal all program features installed by the previous sefup

() Remove

@ Remove all installed features

rstallsheeld

Back  |__Newt> | [ cancal |

2. For the next steps, see Installing SINUMERIK Integrate client (Page 186).
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Repairing the client setup

1.

SINUMERIK Integrate Client

Welcome

tdadify, repair, or remowve the program I

helcome to the SINUMERIE, Integrate Client 3. 4.7.0.13 setup maintenance program. Thiz
proagram lets pou modify the current installation. Click one of the options below

() Reconfigure
@ Reconfigure the current installation of SINUMERIE Intearate Chent % 4.7.0.18

ﬁ Reinztall all program features installed by the previous setup

() Bemaove

Femove all installed features

I Mewut » l[ Cancel ]

In the "Welcome" window, select the "Repair" function if applications are damaged and you
want to restore the initial state.
Click "Next >".

2. The "Setup Status" window opens and the operation is displayed on a progress indicator.
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Setup Status

&

SIMURMERIE. Integrate Client . 4.7 0,18 iz configuring your new software inztallation.

Cancel

3. Click "Finish" to complete the installation.
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SINUMERIK Integrate Client

Maintenance Complete

InztallShield Wizard has finished performing maintenance
operations on SINUMERIK, Integrate Client 4.0.0.0.00,
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Removing the client setup

1. In the "Welcome" window, select the "Remove" function if you want to remove the client
setup.
Click "Next >".

SINUMERIK Integrate Client

Welcome

Muodify, repair, or remonwe the program

‘welcome to the SINUMERIK Integrate Clent setup maintenance progam. This program lets
you modify the curent installstion. Click one of the options below

() Recorfigure
ﬁ Reconfigure the current installation of SINUMERIK Integrate Client

() Repair
ﬁ Reinztall all program features installed by the previous setup

(=) Remove

@ Remaove all installed features

nztalzhesld

Bach Newt> | | Cancel |

2. A prompt appears.
Confirm this message with "Yes" if an additional application is installed and you want to
uninstall this application.

SINUMERIK Integrate Client

Do wou wank ko completely remove the selected application and all of its Features?

b oves [ wo |

3. You may be shown an additional confirmation prompt asking, for example, whether you wish
to uninstall the Service Mode Client application.
Click "Yes" to start this operation.

? ,;‘ Whauld vou like ko uninstall ServiceMadeClient as well?
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4. The uninstallation is started and the procedure is displayed on a progress indicator.

SINUMERIK Integrate Client

Setup Status

SINUMERIE Integrate Chent & conhguing vour new software installation.

Ureegistarng componenls...

5. Click "Finish" to complete uninstalling.

SINUMERIK Integrate Client

Uninstall Complete

Instal5hield Wizard has finizhed uninstaling SINUMERIK
Integrate Client,

& ‘ez, | want to restat my computer now,
" Mo, | will restart my computer later,

Remove any disks from their dirves, and then click Finish to
complste sehup.

< Back | Finigh | Cance|

9.24 Connecting to different Mcenter server

You have the option of connecting an already connected controller to another Mcenter server.

Procedure
1. Uninstall the currently assigned application from your controller, if you have any.
2. Delete the already connected controller from the Mcenter server.

3. Delete the Si5 folder from f:\tmp.
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9.3 Mcenter with HMI-Advanced on a Retrofit machine

4. Delete scripts/jobs under f:\add-on\mh\OOH.

5. Open the registry and delete MachineModel entry in registry:
HKEY_LOCAL_MACHINE\SOFTWARE\ePS Network — Electronic Production Services GmbH
\ePS Network — Services V4.13.0\Configuration\MH\

6. Uninstall the SINUMERIK Integrate client from your SINUMERIK controller with HMI-
Advanced.

7. For more information, see Connecting applications with the SINUMERIK control system
(Page 225).

9.3 Mcenter with HMI-Advanced on a Retrofit machine
The installation of the SINUMERIK Integrate client on the Windows 10 Retrofit machine is the
same as Installing SINUMERIK Integrate client (Page 186).

Installing SINUMERIK Integrate client, but after the installation there must be some manual
changes be made.

Prerequisite
Always start HMI-Advanced with administrator rights:

¢ Right click on "Run with Administrator".

Procedure
After you install SINUMERIK Integrate client, change the following:
1. Open the following file: F:\add_on\MH\settings.ini

— Change the following entry:
[APP]
ACCESSTYPE ="DDE"

— Save and close the file.
2. Open the following file: F:\add_on\regie.ini

— Change the following entry:
[StartupConfiguration]

Startup42 = name := oemframe, cmdline := "cmd.exe /cC
F:\\add on\\MH\\MhDdeService.exe"
Startup43 = name := oemframe, cmdline := "cmd.exe /cC

F:\\add on\\MH\\MachineHandler.exe"
— Save and close the file

3. Start HMI-Advanced and connect the machine.
For more information, see Creating the SINUMERIK controller on the server (Page 227).
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9.3 Mcenter with HMI-Advanced on a Retrofit machine

HMI-Advanced is stopped and two processes not ended

If the Retrofit Machine is started in Service Mode and you start the HMI-Advanced with the
SINUMERIK Integrate client and you close the HMI Advanced, itis possible that the two processes
will not be ended after HMI-Advanced is stopped!

End the two processes:

1. Go to Task Manager.

2. Click on "Details" tab.

3. Right-click "End Task" the following two tasks:
— MachineHandler.exe

— MhDdeService.exe
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10.1 Overview

The Machine Agent is a new client side software that provides connectivity to third party
controllers like FANUC, Heidenhain and others. It can be created and managed like regular
SINUMERIK Integrate clients in the "Manage machines" application on the Mcenter server.
Additional information is available in the following manual:

e Operating Manual Mcenter, Manage MyResources

Note
Client support

The Machine Agent client supports the Analyze MyPerformance /OEE, Manage MyResources |
Programs and Access MyData /Collector applications.

Properties of the Machine Agent client

The Machine Agent client is registered in Windows as a service that is automatically started
when the operating system is booted up, even if no users have signed into the system. This
service is called "MachineAgentLauncher".

The Machine Agent client uses the following folders:

* Theclient's binaries can be found in the following directory: C:\Siemens\SINUMERIK Machine
Agent

* Logs can be found in the following directory: C:\Temp\Log

¢ Configuration and data generated by the Core can be found in the following directory:
C:\Windows\Temp\MachineAgent

10.2 Installing the Machine Agent client

Prerequisites

Hardware requirements

¢ The Machine Agent can be installed on any piece of hardware that complies with the
respective part of the system requirements.

* You require administrator rights to install the Machine Agent client.
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10.2 Installing the Machine Agent client

Procedure

Machine Agent installer

The Machine Agent installer can be requested from the Mcenter server in the "Manage
machines" application. Additional information is available in the following manual:

— Operating Manual Mcenter, Manage MyResources
-OR-

The Machine Agent installer can be acquired from the setup package.

Onboarding commands

The Machine Agent client installer can immediately onboard the clients if the onboarding
commands are provided along with the installer. This means the onboarding commands
must be put in the same folder where the "setup.exe" file is located.

Onboarding commands can be acquired from the Mcenter server in the "Manage machines'
application. Additional information is available in the following manual:

— Operating Manual Mcenter, Manage MyResources

Note
Name of onboarding commands

The onboarding commands can only be found by the installer if they are named as the MAC
address of the machine you are trying to onboard.

The MAC address must not contain any separators in the name of the command.

The command must have the extension "*.command".

1.

2.

Copy the installer, and if already present the onboarding command(s), onto a USB stick into
the same folder.

Insert the USB stick into the machine and start the "setup.exe" file with a double-click.
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10.2 Installing the Machine Agent client
3. The "Preparing to Install" page appears and the installation is automatically prepared.
SINUMERIK Machine Agent - InstallShield Wizard

Preparing to Install...

SINUMERIK Machine Agent Setup is preparng the InstalShickd
Wizard, which will guide you through the program setup
process. Please wait.

Extracting: SINUMERIK Machine Agent.msi

4. The "Welcome" page appears.
Click "Next >".

B8 SINUMERIK Machine Agent - InstallShield Wizard X

Welcome to the InstallShield Wizard for
SINUMERIK Machine Agent

The InstallShield (R) Wizard will install SINUMERIK Machine
Agent on your computer, To continue, dick Next,

VWARNING: This program is protected by copyright law and
ntemational treaties.

< Back Next > Cancel
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10.2 Installing the Machine Agent client

5. If no onboarding commands can be found in the same directory as the "setup.exe" file is
located in, or neither are named as the MAC address of the machine you are installing the
Machine Agent client to, a modal dialog appears.

Click "Yes" to continue the installation. The Machine Agent is not onboarded and must be
configured manually. For more information, see Configuring the Machine Agent client
manually (Page 222).

-OR-

Click "No" to cancel the installation.

No onboard command file found to any of the machine's
MAC addresses, Continue anyway?

6. Click "Install" to start the installation.

_ﬁl SINUMERIK Machine Agent - InstallShield Wizard Y

Ready to Install the Program
The wizard is ready to begin instalation.

Click Install to begin the instalation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to
axit the wizard.
InstalShield
< Back Cancel

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector
212 Installation Manual, 10/2022, A5E44672080B AP



Installing the Machine Agent client

10.2 Installing the Machine Agent client

7. The installation is started. The progress is displayed with a progress bar.

e

Installing SINUMERIK Machine Agent

The program features you selected are being instaled.

Please wait while the InstallShield Wizard instals STMUMERIK Machine
Agent, This may take several minutes.

Status:
Starting services

InstaliShield

8. Click "Finish" to complete the installation.
Tick the "Show the Windows Installer log" checkbox to see further information about the
installation.

Instalishield Wizard Completed

The InstallShield Wizard has successfully installed SINUMERIK
Machine Agent. Click Finish to exit the wizard,

[ show the Windows Installer log

9. The Machine Agent client is now installed in the following directory: C:\Siemens\Machine
Agent
The Machine Agent is also visible in the "Apps and features" Windows setting.

_[F]| SINUMERIK Mach n b.47 MB

155
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10.3 Modifying the installation
10.3 Modifying the installation

Procedure
1. Start the "setup.exe" file again with a double-click.
2. Wait until the "Preparing to Install" page disappears.

SINUMERIK Machine Agent - InstallShield Wizard

Preparing to Install...

SINUMERIK Machine Agent Setup is preparing the InstalShield
\Wizard, which will guide you through the program setup
process. Please wait.

Extracting: SINUMERIK Machine Agent.msi

3. The "Welcome" page appears.
Click "Next >".

ﬁ SINUMERIK Machine Agent - InstallShield Wizard X

Welcome to the InstallShield Wizard for
SINUMERIK Machine Agent

The InstallSheeld(R) Wizard wil allow you to reinstall or remove
SINUMERIK Machine Agent. To continue, dick Next.

« Badk Mext = Cancel

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector
214 Installation Manual, 10/2022, A5E44672080B AP



Installing the Machine Agent client

10.3 Modifying the installation

4. Activate the "Reinstall - soft" option button and click "Next >".

Note
"Reinstall - soft" action

All binaries associated with the Machine Agent client will be replaced, but all data and
configuration will be kept.

The client will be able to resume normal operation after the "Reinstall - soft" action.

ﬁl SINUMERIK Machine Agent - InstallShield Wizard X

Program Maintenance

Renstall or remove the program.

(®) Reinstall - soft
@ Reinstall the product keeping all data and configuration settings.

() Reinstall - hard

Reinstal the product deleting all data and configuration settings.
Onboarding will be redone.

() Remove
Eﬂ?t] Remove SINUMERIK Maching Agent from your computer,

InstalShicld

<sos ==

-OR-
Activate the "Reinstall - hard" option button and click "Next >".

Note
"Reinstall - hard" action

All binaries associated with the Machine Agent client will be replaced and all data and
configuration will be deleted.

The client must be onboarded and configured again after the "Reinstall - hard" action!
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10.3 Modifying the installation

ﬂ SINUMERIK Machine Agent - InstallShield Wizard x

Program Maintenance
Renstall or remowve the program.

) Reinstall - soft
ﬁ Reinstall the product keeping all data and configuration settings.

(®) Reinstall - hard

Reinstal the product deleting all data and configuration settings.
Onboarding will be redone.

) Remove
@ Remove SINUMERIK Maching Agent from your computer,

Instalishield

<Bak [ Mext> | concel

If there is no onboarding command in the same folder where the "setup.exe" file is located,
an error message appears and reinstallation will be aborted.

Setup e

Mo onbaard command file found to any of the machine's
! MAC addresses. Aborting installation

5. Click "Install" to start the installation.
ﬂ SIMUMERIK Machine Agent - InstallShield Wizard X

Ready to Reinstall the Program
The wizard is ready to begin installation.

Click Install to begin the installation,
If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.
InstaliShield
« Badk | Instal | Cancel
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10.3 Modifying the installation

6. The installation is started, and the progress is displayed with a progress bar.

ﬂ SINUMERIK Machine Agent - InstallShield Wizard
Installing SINUMERIK Machine Agent
The program features you selected are being instaled.

Please wait while the InstallShield Wizard installs SINUMERIK Machine
Agent, This may take several minutes.

Status:
Startng services

InstaliShield

s o>

7. Click "Finish" to complete the installation.
Tick the "Show the Windows Installer log" checkbox to see further information about the

installation.

ﬂ SINUMERIK Machine Agent 1stallShield Wizard

Installshield wizard Completed

The InstallShield Wizard has successfully instaled SINUMERTK
Machine Agent. Click Finish to exit the wizard.

[ show the Windows Installer log

= o
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10.4 Uninstalling the Machine Agent client

10.4

Procedure

Uninstalling the Machine Agent client

1.

Go to the "Apps and features" Windows setting and select the "SINUMERIK Machine Agent".
Click "Uninstall".

This app and its related info will be
uninstalled

_-'E SINUMERIK Machine Agent
(L=}

Uninstall

Uninstall

2. The Installer will be prepared and the Machine Agent client will be uninstalled.

Note
VCRedist installation

This action will not uninstall the VCRedist that has been installed during the installation
process!

Note
Data and configurations removal

Uninstalling the Machine Agent client will remove all data and configurations associated with
it and cannot be undone!

ED Please wait whie Windows configures SINUMERIK Machine Agent

(Gathering required infomation ...

PE— | — Cancel
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10.4 Uninstalling the Machine Agent client

-OR-
1. Start the "setup.exe" file again with a double-click.

2. Wait until the "Preparing to Install" page disappears.

SINUMERIK Machine Agent - InstallShield Wizard

Preparing to Install...

SINUMERIK Machine Agent Setup is preparng the InstalShickd
Wizard, which will guide you through the program setup
process. Please wait.

Extracting: SINUMERIK Machine Agent.msi

3. The "Welcome" page appears.
Click "Next >".

E SINUMERIK Machine Agent - InstallShield Wizard 4

Welcome to the InstallShield Wizard for
SINUMERIK Machine Agent

The InstallSheeld(R) Wizard wil allow you to reinstall or remove
SINUMERIK Machine Agent. To continue, dick Next.
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10.4 Uninstalling the Machine Agent client

4. Activate the "Remove" option button and click "Next >".

ﬁ SINUMERIK Machine Agent - InstallShield Wizard X

Program Maintenance

Renstall or remove the program.

) Reinstall - soft
ﬁ Reinstal the product keeping all data and configuration settings.

) Reinstall - hard

Reinstal the product deleting all data and configuration settings.
Onboarding will be redone.

(®) Remove
@ Remove SINUMERIK Maching Agent from your computer,

InstaliShield

< Badk Mext > Cancel

5. The "Remove the Program" page appears.
Click "Remove".

ﬂ SINUMERIK Machine Agent - InstallShield Wizard X

Remove the Program
You have chosen to remoave the program from your system.
Click Remove to remove SINUMERIK Machine Agent from your computer. After removal,
this program wil no longer be available for use.
If you want to review or change any settings, dick Back,

InstaliShield

< Badk Remove Cancel
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10.4 Uninstalling the Machine Agent client

6. The Machine Agent client will be uninstalled.

ﬁ SINUMERIK Machine Agent - InstallShield Wizard
Uninstalling SINUMERIK Machine Agent
The program features you selected are being uninstalled.

ﬁ Please wait while the InstallShisld Wizard uninstalls SINUMERIK Machine
Agent, This may take several minutes.,

Status:
Validating instal

Instalishield

o e

7. Click "Finish" to complete the uninstallation.
Tick the "Show the Windows Installer log" checkbox to see further information about the

uninstallation.

ﬂ SINUMERIK Machine Agent - InstallShield Wizard

Installshield Wizard Completed

The InstallSheeld Wizard has successfully uninstaled
SINUMERIK Machine Agent. Click Finish to exit the wizard,

[ show the Windows Installer log
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10.5 Configuring the Machine Agent client manually

10.5

Configuring the Machine Agent client manually

Onboarding without the installer

If during the installation the onboarding has not been successful for any reason, you can
manually onboard the Machine Agent client:

1.
2.
3.

Request a valid onboarding command for the machine from the server.
Copy the received onboarding command file to a USB stick.

Insert the USB stick into the machine and copy the onboarding command into the
"C:\commands" folder.

Note
"C:\commands" folder

If the "C:\commands" folder does not exist, it must be created manually.

Wait until a file with the same name as the onboarding command, but with the extension
"* result", appears.

Check the result file for "cmd_done_ok".

Note
"cmd_done_error” or "cmd_in_progress"

If the result file contains "cmd_done_error", contact customer support for further assistance.

If the result file contains "cmd_in_progress", wait until it either contains "cmd_done_ok" or
"cmd_done_error".

Setting the logger configuration

222

The logger configuration of the Machine Agent client can be found in the following directory:
C:\Windows\Temp\MachineAgent\data\system\cfg

1.
2.

Open the "log.cfg" file in any text editor to set the logger configuration.

To set the log level, find the keys "default_severity" and set them to one of the following
values:

- error

warn

info

debug
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10.5 Configuring the Machine Agent client manually

Starting and stopping the Machine Agent client

Stopping the Machine Agent client
1. Press Windows+R and type "services.msc".
2. Right click on the service called "MachineAgentLauncher" and press "Stop".

3. Wait until Windows finished the operation.

Starting the Machine Agent client
1. Press Windows+R and type "services.msc".
2. Right click on the service called "MachineAgentLauncher" and press "Start".

3. Wait until Windows finished the operation.
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10.5 Configuring the Machine Agent client manually
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control system 1 1

11.1 Overview

Prerequisite
The following components are already installed on the SINUMERIK controller:
¢ Mcenter (is available with the "SINUMERIK Operate" operating software)

e Secure communication is set up.
For more information, see Certificate on the server (Page 125).

¢ The basic functions are configured.
For more information, see Overview (Page 149).

¢ Manage MyResources is installed on the SINUMERIK controller.
For more information, see Installing new applications (Page 229).

* Mcenter machine server connection with HTTP/HTTPS mixed mode
Normally a server configured for HTTPS will always redirect all pure HTTP requests to
HTTPS.For testing purposes we allow machines to be connected via pure HTTP. In order to
allow such connections the following configuration has to be set:

— In consul, navigate to /Processes/SinInt.MhComm.Service/NetworkProtocolOptions/
AllowTestingWithoutHttpsRedirect under key value settings. Enter "true" in the value field.

— InlIS remove the "Requires SSL" checkbox from the Sinint. MHComm.Service application
under SSL Settings.

NOTICE

Settings in production environment

Siemens strictly recommends not to use this setting in production environment! This setting
poses a security risk for the whole system.

Procedure with SINUMERIK Operate

To establish a connection from the SINUMERIK controller to the server, perform the following
steps:

1. Start the "SINUMERIK Operate" operating software.
Enable the "SINUMERIK Integrate" softkey on the user interface to start Mcenter
For more information, see Activating Mcenter products (Page 175)

2. Enable the use of Mcenter
For more information, see Enabling use (Page 176).

3. Configure the proxy and URL addresses
For more information, see Configuring the URL and proxy (Page 176).
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11.2 SINUMERIK controller is ONBOARDED

4. To install a current version of Mcenter, proceed as follows:

— Install a client update.
For more information, see Installing the Client update (Page 177).
Windows: For more information, see Client update under Windows (Page 178).
- OR -
Linux: For more information, see Client update under Linux (Page 181).

5. Restart the SINUMERIK controller.

Procedure with HMI-Advanced

To establish a connection from the SINUMERIK controller to the server, perform the following
steps:

1. Install and configure Mcenter.
For more information, see Mcenter with HMI-Advanced (Page 186).

2. Restart the SINUMERIK controller.

11.2 SINUMERIK controller is ONBOARDED

This chapter describes how to check if a machine is "ONBOARDED" in the Mcenter.

Procedure
1. On the start page of Mcenter, click on "Manage machines".
2. The "Overview of machines" window opens.

3. The machine is displayed with the onboard state "Onboarded" and the connection state
"Online" in the overview.

3 Overview of machines T
Machine nami « Connectivity type | Onboard state Connection state | Machine type Autaconnect addre  Hisrarchy path
@ miaching SINUMERIK Imtegra  Omboarded Ay Offline type 3456 roat i
@ ‘managed Managed Undefined type Marie roat Il
E‘:‘. PCU 118 SINUMERIK imtegra Onboarded Online Operate 163.242.150.118 roat o
tast_maching Machine Agent Mot snboarded machinaType B0-00-5¢-00-53.af raat o
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11.3

Prerequisite

Procedure

11.3 Creating the SINUMERIK controller on the server

Creating the SINUMERIK controller on the server

The URL must be configured on SINUMERIK controller.

For HMI-Advanced machines, you must have administrator rights to onboard the machine.
Determine the following:

— IP address/IMAC address of the SINUMERIK controller

— Suitable machine designation

. On the start page of Mcenter, click on "Manage machines".

Mioente:

qﬂﬂl Manage machines
f )

-OR-
Open the following URL on the server:

— In case of http communication: Manage machines (http://<{Server_IP}>:<{Server_port}>/
configure-plant)

— In case of https communication: Manage machines (https://<{Server_IP}>/configure-
plant)

. Click the "Create" button.

. Create a new machine. Enter the IPP/MAC address that has been determined, the suitable

machine designation (name), and appropriate machine type.

. Reload the window.

5. The newly created machineis shown in the overview without a connection state and with the

onboard state "Not onboarded".

« Overview of machines T
Machine name - Connectivity type | Onboard state Connection state Machine type Autoconnect addre  Hierarchy path
@ maching SINUMERIK Integra Onboarded A\ Offline type 1458 root ]
@ managed Managed Undefined type Hane roat i
E% PCU 118 SINUMERIK Integra Ombeoarded Online Operate 163.242.150.118 roat o
test_ maching Machine Agent Mot enboarded machineType 00-00-5-00-53-af root o
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11.3 Creating the SINUMERIK controller on the server
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12.1

Prerequisite

Procedure

Installing new applications

New application clients (software packages) can be loaded to SINUMERIK controller via the user
interface on the server.
Examples:

* Manage MyResources [Tools, including Manage MyResources [Tools Statistics
* Manage MyResources /Programs

* Optimize MyProgramming /INX-CAM Editor

* Analyze MyPerformance /OEE

The application clients are provided.

NOTICE

SINUMERIK Operate updated

If you updated your SINUMERIK Operate to version 4.95 or higher, and you already had installed
Mcenter applications on this SINUMERIK controller, they do not work anymore after the
SINUMERIK Operate update.

Use the application management functionality of Mcenter, to first uninstall the applications
and then install them again. After the installation, the applications work properly again.

1. On the start page of Mcenter click "Manage applications on machines".

H— = Manage

applications on
machines
[\ h Mcenter
L' |

-OR-
Open the following URL: Manage application on machines ((https://{Server|P}/
appassignment-overview))
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Additional information

Additional information on manage applications on machines is available in the following
manuals:

¢ Operating Manual Manage MyResources
* Operating Manual Optimize MyProgramming /NX-Cam Editor
* Operating Manual Analyze MyPerformance /OEE

12.2 Installing and configuring applications on HMI-Advanced

12.2.1 On a Retrofit machine (Windows 10 with HMI-Advanced Retrofit)

To use the application management functionality of SINUMERIK Integrate 5 some
configurations are needed before applications are assigned to the HMI-Advanced machines.

See these configurations in the subsections of this section. Some configurations are needed
before applications are assigned to the controller with the operating software HMI-Advanced.

Prerequisite

You require administrator rights on the machine.

Installing
Enable installation for users that do not have admin rights.
1. Login to the controller with the operating software HMI-Advanced Retrofit.

2. Right-click on "Entry" > "Permissions > allow "full control" for the user.
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3. Give user rights for the following registry entries:

HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\ePS Network - electronic

Production Services GmbH

B Registry Editer

File Edit View Favortes Hep
Clients -
Tt

Mzme Type
propg
R (Default] REG_SZ
Macromedia
Matin Prikeyl
Micresoft
Motepads «
CDBC
R
Pariries
Falicies
RegisteredApphcations
Siernern
- WOWE3ZNode
Classes
Clients
- eP5 Metwork - electronic Production Services GmbH
ANMM
eP5 Netweork - Services Vil 150
Interactive Clhent
SINUMERE Inbegrate Chent V4,150,713
Inte
Khrones
Mlacrormeha
Martin Prikryl bl | s
Computer\HEEY LOCAL MACHINE SOFTWARENWOWESIINodeh 6P S Mebaark - electranic Production Services GaibH

4. Give user rights for the following registry entries:

Dizta

[value not set)

HKEY_LOCAL_MACHINE\SOFTWARE\WOW64 32Node\Siemens\SINUMERIK

[ Regisry Editor

File Edit View Favortes Help
Inte! -
Khrones

Hame Typ=
Ab| [Defeult) REG_SZ
Macromendia
Martin Prikeyl
Micresalt
MiniWeb
ohac
Prahing
RegisteradApplications
- Siemnens
Autarmaban
AUTSW
Rasbrofit
Shared Tool:
SIAATIC
R SINUMERIK
BaseSoftware
BasaSoftware TCU Support
H\
HMI-fdvenced
SINUMERIK Integrate Client
Sarrsan Tatham
WinPoap
WAL 2Nade
L SYSTEM hall|
Computer\ HKEY_LOCAL MACHINE SOFTWAREWOWHLI2Node! Siemens' AINUMERIK

Configuring

Automatic execution is turned off on these machines by default.

] x

[Crats

(value not set)
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You have to change this.

1. Open the following file:
F:\user_basel\system\etc\Startup.xml file

2. Add the following settings:
<setting name="UseCustomTasks">
<int>1</int>
</setting>
<setting name="CustomTaskFolder">
<string>C:\Runoem</string>

</setting>
IEl - oo v L]
“— i » ThmPC s MM FD o user base @ system & sbe w 0 1 B
A Il i
s Thuick sxcens
i #| Ky T "
N ko =] Stamap 14.10.2000 11:30 L Decument 1KE
A Downlosds
2 Documents L Funer_baseimystemeteStatupsml - Mateped-= - D b
= Pichares Fle Edt Seanch View FEededing language Setings Teolk Macra Run Plges  Windew ? x
add_oe 2 v e = C m'%m xx T ETREe | E
MH
I This PC e
B Oeskiap =="TUseCustomTasks" >
4 Decuments :
A Downlosds =R nape="CustonTaskFolder ">
B Music C 1 \Runoem< / stzing>
v
. . . . .
12.2.2 On a Retrofit machine without admin rights

You can set up users without administrator rights on a retrofit machine with HMI-Advanced.

Prerequisite

You have administrator rights on the machine.

Procedure
1. Login to the controller with the operating software HMI-Advanced Retrofit.
2. Install the SINUMERIK Integrate client.
3. Give user rights for the following registry entries:

- [HKEYiLOCALiMACHINE\SOFTWARE\WOW6432Node\ePS Network -
electronic Production Services GmbH

— [HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\Siemens\SINUMERIK
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4. Open the "Internet Options" > "Local Area Network (LAN) Settings" and check that the
"Automatically detect settings" option is not enabled.
Check the option for each user individually!

Local Area Network (LAN) Settings >

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

I [ ] Automatically detect settings

|:| Use automatic configuration script

Address

Proxy server

0 Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

fddress: Fart: |80 Advanced

Bypass proxy server for local addresses

Cancel
Local Area Network (LAN) settings
LAN Settings do not apply to dial-up connections. LAN settings

Choose Settings above for dial-up settings.

0K Cancel Apply

5. Start HMI-Advanced and connect to the Mcenter server.

6. Add the application to the machine.
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12.2.3

Prerequisite

7. Start the installation.
— If the alarm appears on the HMI-Advanced, turn off the HMI-Advanced.

— Run with file explorer in directory C: \RunOEM\ SeqONCE\ launcher.exe

8. When the process is finished, open the following directory: C:\RunOEM\SeqONCE, and delete
the "LauncherAssets".

9. The installation process is finished. Start HMI-Advanced.

Note
First start with administrator rights

When you start the MMR [Tools client for the first time after an installation/update, you must
perform as an administrator user. Otherwise you get an error message.

On Windows NT/XP

You require administrator rights on the machine.

If you are working on your SINUMERIK controller with the NT operating system, also install
"Windows Installer 2.0".

Open the following folder: "SI5\Clients\Appliction_Clients\MMR\HMI advancedlinstmsiw.exe".

The MMR [Tools HMI Advanced Client requires the SINUMERIK Integrate Client for HMI
Advanced. You find the "ePS_Clinet_AT.exe" installation file under: "SI5\Clients\SinIntclient\HMI
Advanced".
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Installing
Enable installation for users that do not have admin rights.

1. Login to the controller with the operating software HMI-Advanced.
2. Right click on "Entry" > "Permissions > allow "full control" for the user.

3. Give user rights for the following registry entries:
HKEY LOCAL MACHINE\SOFTWARE\ePS Network - electronic Production

Services GmbH

i Regintry Bditor =10] x|
Fla Ect Wiew Favortes Help
EI=ED =] [ tasme [ Tpe | oata
|- oy (88Dt mit) REG_SZ {ivahue not sat)
= 0 SCFTWARE
¥ 2] Adcbe
+ 0 Covfsy
] Class=s
£ ] Chanks
2 Elo Touchs;
=

H

slecirenic Procuction Services Gmb

] 8PS Mskwaork - Sarvicas V4,130
1 Intaractive Cient
i # ] SINUMERIK Inbegrste Chant V4.13.0, 64
| 320 Gemphus
& ) 1denkdy
0 1dareFrRssmtion
® 2 Instalshisld

| el

H 1 Martin Pribrd =
T ' o ]
.WCMM&&ICEYMLJ‘M}ME\SDFI\HBRHBPS Habrece k- sdectronic Production Services GmbH 4

4. Give user rights for the following registry entries:
HKEY LOCAL MACHINE -> SOFTWARE -> Siemens -> SINUMERIK

BT T =101
Fia Edt Wew Favorkes Help
|+ ) Shared Campanents ] [ ams Typs Dt
B0 Shared Tools A5 el ) REG_SZ (eabse ot set)
[ SIMATEC
B SINEC
B3
] ceess MyMachios S4C
B Basesofans
B BaseSoftwane TCU Support
@2 s
[ ] B sl
[ ] HMI-Advanced
[T HMEsEAc
[ [] Maniage My Took SINUMERE
E ] Service Pack
[ [0 SINUWERIK Integrate Clent
(] SIEMENS AG
B Symankec
= Windoves 3.1 Mgraton Status

{1 WinPrao =
Le I IJ 4] |
My Compuber§HEEY_LOCAL_MATHINELSOFT WARE Semends |SIMUMERTK

|

Configuring automatic execution
* On Windows NT this feature is available only from PCU Base Software V06.02.01.00.

* On the supported NT and XP versions the execution in RunOem is turned on by default. No

configuration is needed.
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13.1

13.1.1

13.1.1.1

Overview

13.1.1.2

Overview

Manage MyResources /Tools

PLC connection for unloading, loading and 1:1-Exchange

Overview

To unload, load or replace tools, MMR /Tools uses the PLC interface between the standard tool
management and the PLC.

The machine manufacturer must ensure that when the process is initiated and control is
transferred from the SINUMERIK control to the PLC, the machine moves to the home position, if
possible, and supports the user with other steps required for loading/unloading/exchanging
tools by displaying appropriate information, such as:

¢ "Loading station move to basic position"
¢ "Close loading door"

¢ "Loading in automatic mode not possible"

Unloading process

The PLCisinformed about the unloading process. The tool data and the defined loading pointare
written to the corresponding PLC addresses. Thus the unloading process can be started by the
PLC. After the PLC has finished all steps of the unloading process, it must acknowledge the
unloading positively with a corresponding signal. In case of an error, the unloading is
acknowledged negatively and the corresponding error message is displayed by the PLC. The
error code can be returned to MMR /Tools via the PLC interface for processing.

Note
Negative PLC acknowledgement
MMR [Tools also supports negative PLC acknowledgement. If PLC acknowledges successful tool

load and unload negatively, negativeAcknowledgement parameter should be set to true
for MMR [Tools to handle it properly.
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MR fTools SINUBAERIK tool managemest PLE
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Additional Information

13.1.1.3

Overview

¢ Theunloading of an internal tool is triggered by control elements on the SINUMERIK control.
Additional information on using Manage MyResources /Tools at a SINUMERIK control
system is available in following manual:
Operating Manual Manage MyResources

¢ Information is exchanged between the SINUMERIK tool management and the PLC via the PLC
interface.
Additional information for documentation on the signal description of the PLC interface is
available in following manual:
SINUMERIK 840D sl tool management.

Loading process

The Loading of an external tool is similar to the unloading of an internal tool. The loading of the
external tool is triggered by control elements on the SINUMERIK control.

First, the PLC is informed about the loading process. The tool data, the target location in the
magazine and the defined loading point are written to the corresponding PLC addresses. Thus
the loading process can be started by the PLC. After the PLC has finished all steps of the loading
process, it must acknowledge the loading positively with a corresponding signal.

In case of an error, the loading is acknowledged negatively and the corresponding error message
is displayed by the PLC. The error code can be returned to MMR /Tools via the PLC interface for
processing.

Note
Negative PLC acknowledgement
MMR [Tools also supports negative PLC acknowledgement. If PLC acknowledges successful tool

load and unload negatively, negativeAcknowledgement parameter should be set to true
for MMR [Tools to handle it properly.
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MBAR Tools SINUMERIK tool mansgement PLC.
-l
v
| o 1 | Create ioal In the NC memary J

[ {P1-Service: _N_TMCRTO)
]

Ho Search for
@ o emmewvpmm |
|

| 5""""‘"’" ML 30T } -'—JI N door of the lading point I
¥
Mowe magazine location to the nading point,
| Lead food I ®| 1nan toal [PI-Senvice:_N_TMMVTL) | > Ehatloadig process I

¥

| Move magazine Iocation fo the Ioading point ]
L

©n emor o,
I defined, on rasing

| Walt for acknowledgement ] [ Lock the door of the laading point |

13.1.1.4 Exchange / Check process

Overview

When checking or exchanging tools, the behavior of the PLC is similar to the unloading and
loading processes.

Each process must be acknowledged individually by the PLC.
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13.1.1.5

"Direct" mode

"Quick" mode

13.1 Manage MyResources /Tools

1:1-Exchange

With 1:1-Exchange, a tool is exchanged with a sister tool. First, a tool is unloaded. Then a sister
tool is loaded.

Two modes are supported by the MMR [Tools to perform 1:1-Exchange:
* "Direct" mode

¢ "Quick" mode

In this mode, the machine operator must confirm both the unloading and loading operations by
closing a loading door after the tool is unloaded and after the sister tool is loaded.

In this mode, the machine operator must confirm both operations at once by closing a loading
door after the sister tool is loaded.

The machine operator does not need to close the loading door after the tool is unloaded before
loading the sister tool. The “Quick” mode is the preferred mode to perform the 1:1-Exchange, if
the machine manufacturer supports it.
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MMER (Tools SINUMERIK tool management FLC

| Sel startSinat adivess to statSiatvaive | :11 Enable “Quick’ 1:1 Exchange
=-|J Release the door of the loading point |
::I Start uninading process. |
4 Move magazine locafion io the loading point, | | Move magazine location b ihe kading point |

™1 unioad tool (Pi-Service: N_TMMVTL) |

On emar or,
¥ oenned, on ralsing
cancemanawngst
e
» T
| Walt for acknowledgement I—
e
defined?
i
Pe——
A J
| Set st 3o0ress to 1
resezsal Ist,
¥
| Load sister ool I » Load sister ool (PHSenvice: _N_TMMVTL) |—
\ ]
Wall for acknowiedgement |
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Below is the description of properties to be specified in the “mmrConfig.json” file. If any of the
mandatory properties is missing, an error is logged in the script log file, and the “Standard” mode

is used for 1:1-Exchange.

parent
oneToOneExchang
e is specified

Property Usage Description

__type mandatory Value must be
"SinInt.MMR.LocalConfiguration"

oneToOneExchange optional If missing, "Standard" mode is used for 1:1-Ex-
change.

mode mandatory if 1:1-Exchange mode. Possible values:

e "Standard"
e "Quick"

directConfigurationList

mandatory if parent
mode "Quick" is speci-
fied

Specifies a list of configuration setting blocks
for a "Quick" 1:1 Exchange.

parent
startSignal,
stopSignal

or
releaseHandling
List are specified

toa mandatory if Specifies for which TOA the settings within the
parent block applies.
directConfigura
tionList
or
releaseHandling
List are specified

loadingPoint mandatory if Specifies for which loading point the setting
parent within the block applies.
directConfigura
tionList
or
releaseHandling
List are specified

startSignal mandatory if Specifies the PLC address and value that are
parent written to the address by the MMR [Tools,
directConfigura |when 1:1-Exchange is started. These PLC ad-
tionList is speci- dress and value must be obtained from the
fied machine manufacturer.

stopSignal mandatory if Specifies the PLC address and value that are
parent written to the address by the MMR [Tools,
directConfigura |when 1:1-Exchange is finished or when an er-
tionList is speci- ror occurs during 1:1-Exchange. The PLC ad-
fied dress and value must be obtained from the

machine manufacturer.
address mandatory if The PLC address is specified in one of the fol-

lowing formats:

» For writing byte data:
/plc/datablock/
byte[c<Area>,<Byte>]

e For writing bit data:
/plc/datablock/
bit [c<Area>,<Byte>.<Bit>]

No validation of the PLC address is done by
MMR [Tools.
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Property Usage Description

value mandatory if The PLC value is specified as a string. It is writ-
parent ten by MMR [Tools to the given address with-
startSignal out any validation of the address data type or

or stopSignal is
specified

range.

releaseHandlingList

optional

Specifies a list of configuration setting blocks
for release handling.

Only needed if the machine uses PLC address-
es for enabling and acknowledging loading or
unloading.

The PLC address, setValue
acknowledgementValue mustbe obtained
from the machine manufacturer.

setValue

mandatory if

parent
releaseHandling
List is specified

The PLC value is specified as a string. It is writ-
ten by MMR /Tools to the given address in the
block without any validation of the address
data type or range.

Writing the PLC value to the PLC address in the
block enables loading or unloading.

acknowledgementValue

mandatory if

parent
releaseHandling
List is specified

The PLC value is specified as a string.

MMR /Tools waits for the value to be written by
the PLC to the given address in the block to
finish loading or unloading.

cancelHandlingBit

optional

The machine operator can interrupt loading or
unloading by pushing the cancel button. This
triggers the PLC to set the cancelation PLC ad-
dress bit to "1".

MMR /Tools then cancels the process on the bit
change from "0" to "1".

The cancelation PLC address bit has to be ob-
tained from the machine manufacturer.

The cancelation PLC address bit is specified in
the following format:

/plc/datablock/
bit[c<Area>,<Byte>.<Bit>]

No validation of the cancellation PLC address
bit is done by MMR /Tools.

negativeAcknowledgement

optional

Specifies if the PLC acknowledges tool loading
and unloading negatively.

Possible values:

* true:PLCacknowledges tool loading and
unloading negatively. MMR [Tools periodi-
cally checks whether the tool has actually
been loaded to or unloaded from a maga-
zine.

The check stops when successful.
You can also cancel the operation by press-
ing the "Cancel" softkey.

e false: PLC acknowledges tool loading
and unloading positively (default).
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Property Usage Description

unloadAfterCheckEnabled | optional Specifies if moving the original tool to the As-
sembly option is enabled after checking.

Possible values:

* true:After checking, moving the original
tool to the Assembly option is activated.

* false: After checking, moving the origi-
nal tool to the Assembly option is deacti-
vated (default).

toolReservationEnabled | optional Specifies if the tool reservation information
for the tools is displayed.

Possible values:

* true: The tool reservation, i.e. the tools
reservation column, is displayed (default).

e false:Thetoolreservationforthetoolsis
not displayed.

productionOrderFilterEn | optional Specifies if Production order filtering for tools
abled is allowed.

Possible values:

e true:TheProduction order filters for tools
are displayed (default).

e false: The Production order filters for
tools are not displayed.

deleteCheckedTool optional Specifies if a tool is deleted from the internal

tool list from the PLC during the check and

change process.

* true: Ifyouwantto keep the original tool
that is deleted from the list, MMR /Tools
must load this tool data from the container
"AtMachine" to the machine.

e false: The tool is not deleted (default).

Example: File "mmrConfig.json”
The content of the file “mmrConfig.json” must be in the following format:

{

" type": "SinInt.MMR.LocalConfiguration",
"oneToOneExchange": {
"mode": "Quick",
"directConfigurationList": [
{
"toa": 1,

"loadingPoint": 3,

"startSignal": {
"address": "/plc/datablock/byte[c3502,100]",
"value": "5"

by

"stopSignal": {
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"address": "/plc/datablock/byte[c3502,100]",
"Value": "O"

by

"toa": 2,

"loadingPoint": 5,

"startSignal": {
"address": "/plc/datablock/bit[c79,300.1]1",
"value": "1"

br

"stopSignal": {

"address": "/plc/datablock/bit[c79,300.1]1",
"value": "0O"
}
}
]
br
"releaseHandlingList": [
{
"toa": 1,
"loadingPoint": 1,
"address": "/plc/datablock/bit[c79,300.6]1",
"setValue": "1",
"acknowledgementValue": "0"
}
{
"toa": 1,
"loadingPoint": 2,
"address": "/plc/datablock/byte[c79,280]1",
"setValue": "0",
"acknowledgementValue": "15"
}
]
"cancelHandlingBit": "/plc/datablock/bit[c21,7.71"

Exchange / Check process with unloading a tool to Assembly

In addition to the "Keep" and "Exchange” options in MMR /Tools, the additional option "Assembly"
allows you to unload the original tool to Assembly.

You can also use this option to check and unload a tool to Assembly without replacing it.
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| Sel stantSignaladdress o stantSignal vaive | > Enable “Quick” 1:1 Exchange

Set releasetanmingList a0dress to | Release Ipating
| relezseHanaingl s setfVaive [ | the door of the poini |

1 ol Move location o the lnading pait, |
| Unizad toal unioad toal [PHService: M_TMMVTL) | Sl wnkwding procews |

| Mowe magazine lacation tn the Inading point |

Oin EOF O,
It defined, an raising
canceiHanangeT

| Set stopSignal aaressta siopSignalvalie | ::I Disable “Quick” 1:1 Exchange
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Procedure

To program MMR [Tools to use an option to check and unload a tool to Assembly, a file
"mmrConfig.json" has to be created on SINUMERIK.

1. Open or create the file “"mmrConfig.json” on SINUMERIK as specified.
To locate the directory from the configuration file, see Directory for configuring file
"mmrConfig.json" (Page 248).

2. Extend the content of the file with a new section unloadAfterCheckEnabled as
described above.
Example:

{

b
unloadAfterCheckEnabled: true

}
}

3. Restart the HMI for the new settings to take effect.

Additional information

Additional information on supported operating modes on machines is available in following
manual:

* Operating Manual Mcenter, Manage MyResources

13.1.2 Directory for configuring file "mmrConfig.json"

Overview
You can find the configuration file in the following directories

¢ SINUMERIK Operate with PCU, other than Windows XP:
C:\Program Files (x86)\Siemens\MotionControl\user\sinumerik\hmilcfg\mmrConfig.json

¢ SINUMERIK Operate with PCU, Windows XP:
F:\hmisl\user\sinumerik\hmi\cfg\mmrConfig.json

* SINUMERIK Operate with NCU:
Icard/user/sinumerik/hmilcfg/immrConfig.json

* SINUMERIK HMI-Advanced 7.6 and 6.4:
F:\add_onimmrConfig.json
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13.1.3 Code scanner

13.1.3.1 PLC code scanner

You can scan a tool instance identifier with a hand scanner, for example Balluff-RFID Chip, which
is connected to the PLC. You have to program MMR /Tools to use the PLC code scanner by
modifying the “mmrConfig.json” file.

Precondition

The code scanner feature is currently only available with MMR /Tools for the SINUMERIK Operate
client

Overview

In the flowchart you can see the properties as they are used in the "mmrConfig.json" file.
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L =
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e - 10 Check WMR Mool HW siate and procesd, If "Scan” bution B preased
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Parameter

250

Property

Usage

Description

scannerConfiguration

optional

If missing, no PLC code scanner is supported.

enabled

mandatory
if

parent
scannerC
onfigura
tionis

specified

Specifies if code scanning via the PLC is enabled.
Possible values:

¢ true: The “Scan” softkey in MMR [Tools is enabled.

e false: The“Scan” softkey in MMR [Tools is disabled.

toggleMode

optional

Specifies if "Scan" softkeys in "Tools to load" and "Sister
tools for 1:1 Exchange" windows of MMR /Tools operate in
a toggle mode.

Possible values:

e true: When you press the "Scan" softkey, it remains
highlighted and the scan is performed continuously
until you press the softkey again. This is how the
"Scan" function works in the "Transfer list - loading list"
window.

¢ false:When you press the "Scan" softkey, a window
opens prompting you to scan only once (default).

externalIdRegex

optional

If specified, it describes the location of tool instance IDs
(externallds) in the contentAddress in the form of
capture groups in a regular expression.

If there are multiple tool instance IDs in

the contentAddress, only the first one is shown in the
"Tools to load" and "Sister tools for 1:1 Exchange" window
of MMR [Tools.

However, all IDs of tool instances in contentAddress
are considered for addition to the "Transfer list - loading
list" window."

Examples:

e "A(.*)$" - thewhole contentAddress speci-
fies a tool instance ID. This is the same as
when externalIdRegex is missing.

e "<extId>(.*?)</extId>" - thelDs of toolin-

stances are between extId tagsin
the contentAddress.

contentAddress

mandatory
if ena-

bled=true
is specified

Specifies the PLC address range where IDs of scanned tool
instances are stored as a null-terminated string.

The PLC address range is specified in the following for-
mat: /plc/datablock/
byte[c<Area>,<StartingByte>,
<EndingByte>]

MMR [Tools does not validate the PLC address.
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Property Usage Description

acknowledgementAddress | mandatory | Specifies the PLC address of the trigger bit. It is set by the
if ena- code scanner to indicate that new content has been scan-
bled= ned and successfully written to the PLC
true s (see contentAddress).

specified MMR [Tools triggers the reading of content on the bit
change from “0” to "1”.

The PLC address bit is specified in the following format:
/plc/datablock/bit [c<Area>, <Byte>.<Bit>]

MMR [Tools does not validate the PLC address.

lockAddress optional If specified, it describes the PLC address bit that MMR |

Tools sets to “1” before reading the content

from contentAddress. After reading the content
from contentAddress, itis reset to "0".

When the value in the lockAddress is “1”, the code
scanner must not write the ID to contentAddress.

The PLC address bit is specified in the following format:
/plc/datablock/bit [c<Area>, <Byte>.<Bit>]

MMR [Tools does not validate the PLC address.

Procedure

To program MMR /Tools for the use of the PLC code scanner, you have to create a file
“mmrConfig.json" on SINUMERIK.

1. Open or create the file “mmrConfig.json” on SINUMERIK as specified
To find the configuration file directory, see Directory for configuring file "mmrConfig.json"
(Page 248).

2. Extend the content of the file with a new section scannerConfiguration as described
above.
Example:

{

by

"scannerConfiguration": {

"enabled": true,

"toggle mode": true",

"externalIdRegex": "<extId>(.*?)</extId>",
"contentAddress": "/plc/datablock/byte[c81,10,20]",
"acknowledgementAddress": "/plc/datablock/bit[c82,2.1]1",
"lockAddress": "/plc/datablock/bit[c82,2.2]1"
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13.1.3.2 USB code scanner

Overview

USB code scanners can also be used with MMR [Tools. A USB code scanner, when connected to
SINUMERIK via USB, acts as a secondary keyboard and the scanned values appear in MMR /Tools
as if being typed in with a regular keyboard.

USB code scanner scans an ID of a tool instance, which is set in the “Identification” field of the
“Tools to load” window. The scanned value appears in the field and the tool list is updated with
the external tool from the server. If only the "Identification” field has to be considered during the
update, the "Production order" field should be kept empty."

13.1.4 Regional and language options

To enter decimal values without error message on the client, set the decimal separator in the
operating system.

Prerequisite
PCU with HMI-Advanced
*  Windows NT
*  Windows XP

Procedure

—_

Select: Windows > Control Panel > Regional and Language Options > Regional Options.
Select the desired language from the drop-down list, e. g. English (United States).
Click on the "Customize ..." button.

The "Customize Regional Options" windows > tab "Numbers" opens.

From the "Decimal symbol" drop-down list, select the entry ".".

Click "Apply".

o vk W N
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13.1.5 Regie.ini file
When installing MMR /Tools on a SINUMERIK control where there is a previously installed
application which has a softkey and entries in the "regie.ini" file and in control language files, you
can comment with ";" installed application entries in the files to prevent MMR [Tools installation
to overwrite those entries.
Prerequisite

Mcenter, Mana
Installation Ma

PCU with HMI-Advanced
Windows NT
Windows XP
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Procedure

13.1.6

Procedure

13.2

13.2.1

Prerequisite

1. You can find the files in following directory:

— F:\add_on\
- AND -

— F:\add_on\language directory
2. Open the "regie.ini" and/or "language” file .

3. To prevent the new installation of MMR /Programs from overwriting the existing entries,
comment the entries with ";".

Uninstall of Manage MyResources /Tools client on HMI-Advanced

If you cannot uninstall the client Manage MyResources [Tools, you must perform the following
steps.

—_

Stop HMI-Advanced.
Start the PCU in service mode.

Run cMD with admin rights.

Eall N

Goto F:\tmp\Si5\AppMgmtCachellnstal\MMRT and run the exe with following parameters:
MMR Tools client.exe /v"ACTION=ADMIN UNINSTALL=1"

Manage MyResources /Programs

Regie.ini file

When installing MMR /Programs on a SINUMERIK control where there is a previously installed
application which has a softkey and entries in the "regie.ini" file and in control language files, you

can comment with ";" installed application entries in the files to prevent MMR /Programs
installation to overwrite those entries.

PCU with HMI-Advanced
¢ Windows NT
¢ Windows XP
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Procedure

1. You can find the files in the following directory:

— F:\add_on\
- AND -

— F:\add_on\language directory
2. Open the "regie.ini" file and/or the "language” file.

3. To not overwrite the existing entries, comment these entries with ";".

13.2.2 Uninstall of Manage MyResources /Programs client on HMI-Advanced

If you cannot uninstall the client Manage MyResources /Programs, you must perform the
following steps.

Procedure
1. Stop HMI-Advanced.
Start the PCU in service mode.

Run cMD with admin rights.

A WN

Go to F:\tmp\Si5\AppMgmtCachelinstallMMRP and run the exe with following parameters:
MMR Programs_client.exe /v"ACTION=ADMIN UNINSTALL=1"

13.2.3 Programs for Managed Machines - Accessing remote file shares

If you want to transfer files from the application to remote share locations, you have to
configure some things manually.
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Procedure
1. Open Internet Information Services (lIS) Manager.
Under Application pools, find the "sinint.mmrp.machinewebui" application pool.

e - | ﬁi‘ Application Pools

S~k 121 |8 | .

A f?l ?-‘R';:E;m& (APPA-VMT 2 testadmin) This page lets you view and manage the list of application pools on the server. Application poels are associated with worker processes, contain cne er

,‘e Application Pools Filter: = ¥ Go - \gh Show All | Group by: Mo Grouping -
5 @] Sites Marme Status  NETCLRV.. Managed Pipel.. Identity Applications

L} sinintint.mapig Started  No Manag.. [Integrated ApplicationPoolidentity 1
.asinint.im.planl Started Me Manag... [Integrated ApplicatienPeotidentity 1
L% sinintint.task Started Mo Manag.. [Integrated ApplicaticnPoalldentity 1
L sinintint.userprafile Stated Mo Manag.. [Integrated ApplicaticnPoclidentity 1
L sinint.machine-overview Started Mo Manag.. [Integrated ApplicatienPoolldentity 1
.::'sinim.mmupi Started Mo Manag.. [Integrated ApplicationPoolldentity 1
L7 sinint.mmr.atm_api Started Mo Manag.. [Integrated ApplicationPeclidentity 1
L2 sinint.mmrintlocation Started Mo Manag.. [Integrated ApplicationPoalidentity 1
L} sinint.mmrintmasterdats Stated Mo Msnag.. Integrated ApplicstienPoalldentity 1
..jshin‘t.mml_int.mmrdienl Started Me Manag... Integrated ApplicatienPeclidentity 1
L sinint.mmrint.oemdata Started Mo Manag.. [Integrated ApplicaticnPoalidentity 1
L2 sinintmmrint.states Stated Mo Manag.. Integroted ApplicatienPoolidentity 1
LD sinint.mmeinttaclplan Started Mo Manag.. [Integrated ApplicationPoolldentity 1
.,;:'shim.mmr.int.taols Started Ne Manag.. [Integrated ApplicationPoolldentity 1
L2 sinint.mmr.int.toolstatistics Started Mo Manag... [Integrated ApplicatienPoclidentity 1
L2 sinint.mmemmo Started Mo Manag.. Integrsted ApplicationPoalidentity 1
D sinint.mmr.oemndata Stated Mo Manag... [Integrated ApglicatienPoslldentity 1
.:}shin‘t.mml.tdi_api Started He Manag... Integrated ApplicatienPeolidentity 1
¥ sinint.mmr.tocls balancing Started Mo Manag.. [Integrated ApplicaticnPoolidentity 1
Lt sinint.mmirtosls.component Stated Mo Manag.. Integreted ApplicationPoalldentity 1
q:"siﬂint.mmuoﬂs.(ompgne_n!m:k Started Mo Manag... [Integrated ApplicationPoalldentity 1
.:}sinim.mmr.tnol:.ﬂnul.ion Started MNe Manag.. [Integrated ApplicationPoolldentity 1
L% sinint.mmr.tocls masterdata Started Mo Manag.. Integrated ApplicationPeclidentity 1
L2 sinint.mmrtocls presetting Started Mo Manag... Integrated ApphcationPoalldentity 1
L sinint.mmrtoels steck Started Mo Manag.. Integrated ApplicationPeoolldentity 1
.:j‘sinin‘t.mml.tmﬂstati;tic; Started Mo Manag... [ntegrated ApplicatienPeclidentity 1
L} sinintmmrunconnected Started Mo Manag.. [Integrated ApplicationPoalldentity 1
Lt sinint.mrmrp.api.programs Stated Mo Manag.. Integrated ApplicationPoalldentity 1
.;:"siaint.mmrp.im.mmrp:lient Started Mo Manag... Integrated ApplicationPoalldentity 1
,:}sinim.mmrp.im.prngram: Sune_d He Manag... Im?grated hpFIicmionPoalldenﬂry 1
[:ji'l:int.nu'nrp.nudlinmd:ui Started Mo Manag.. Integrated ApplicationPooll dentity 1
L sinint.mmrp.programs Started Mo Manag.. [Integrated ApplicationPoalldentity 1
L sinint.omp.int.empclisnt Started Mo Manag.. Integrated ApplicatisnPoalldentity 1
-_3sinin‘t.Piaﬁnm'l.Sirﬂnt.MhCummSewice.mh.., Started Me Manag... [Integrated ApplicatienPeclidentity 1
L sinint.platform-facade Started Mo Manag.. [Integrated ApplicaticnPoalldentity 1
L sinint.start-page Stated Mo Manag.. Integrated ApplicationPoolldentity 1
.:"sinint.laslc Started Me Manag... [Integrated ApplicationPoalldentity 1
,:}sinim.uur-mrview Started Mo Manag.. [Integrated ApplicationPoolidentity 1

2. Click right and select "Advanced Settings...
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£} sinint.mmr.unconnected Started Mo Manag - T :
£} sinint.mmrp.api.programs Started  No Manac & Add Application Peol...
LJ sinint.mmrp.int.mmrpclient Started Mo Manad Set Application Pool Defaults...
q;"sinint.mmrp.int.prngrams Started Mo Manag Start
{ |-’ sinint.mmrp.machinewebui Started Mo Manad B Stop
Qsinint.mmrp.programs Started Mo Manad _, R |
LJ sinint.omp.int.ompclient Started Mo Manad w2 i
,;'.‘sir1ir1t.PIatfu:nrm.SinInt.MhComm.Sewice.mh... Started Mo Manag B SR A
L} sinint.platform-facade Started Mo Manag Recycling...
) sinint.start-page Started Mo Manag| Advanced Settings...
‘;‘sinint.task Started Mo Manad Rename
Qsinint.user-ovewim Started Mo Manag % Remove
T e View Applications
.@. Help

3. Select the Identity row in the popup window. The value by default is
"ApplicationPoolldentity". Click the three dots at the end of the row to configure.

Advanced Settings ? X
v (General) ~
.MET CLR Version Mo Managed Code
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Marne sinint.mmrp.machinewebui
Cueue Length 4000
Start Mode OnDemand
v CPU
Lirnit (percent) ]
Limit Action Mohction
Lirnit Interval (minutes) 0
Processor Affinity Enabled False
Processor Affinity Mask 4284967295

Processor Affinity Mask (64-bit ¢ 4294967295
~ Process Model

Generate Process Model Event L

[ 7vicstionPooiidentity

ldle Time-out {minutes) 20
Idle Tirne-out Action Suspend ha
Identity

[identity Type, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local Systern, Local Service, or as a specific user identity.

0K Cancel
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4. Select "Custom account".[Screenshots/13_2_3 accessing_remote_file_shares_4.png]

Application Pool Identity ? d

() Built-in account:

ApplicationPoolldentity

(®) Custom account:

Cancel

5. Click "Set...".
Enter the user name and password that you would like to use. Itis important to set a user that

isallowed to access the desired locations. Otherwise the file transfer fails. The user must have
read/write access to the file shares.

After changing these settings, the "Programs on Managed Machine" applicationis runningin
the name of the selected user. It does all operations authenticated as that user.

Set Credentials ? *

User name:

Password:

Confirm password:

Cancel

6. Click "OK" on all windows.

7. Go to the "SinInt" site.
Restart it for the new settings to take effect.
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13.3 Optimize MyProgramming /NX-Cam Editor

13.3.1 Setting up a connection to the CAM server

You must make the following adaptations to set up a connection to the CAM server.

Prerequisite
* You need administrator rights.

e A user must already be created in the NX CAM server.

Procedure

1. Open the file in the following directory:
<Installation directory>\SME\SinInt.SMEClient.Service\appsettings.production.json

2. Open entry "NxCamServer".
Supplement the corresponding data, such as

— end point and access data
— User name and password, e.g.:

{
"NxCamServer": {
"Endpoint":"https://***NXCAMSERVERURL***",
"Username":"***user***",
"Password": "X *xpwxkx",
"Scope":"SME"
s
"ConsulEncryptFile":"<Installation directory>\\Consul\
\encrypt.json"

}

Additional information
The following description explains how you install and configure the NX CAM server:
¢ NX CAM server documentation

For configuring secure connection between NX CAM server and Optimize MyProgramming /NX-
Cam Editor see the following How-To (https://tomcat.apache.org/tomcat-8.5-doc/ssl-
howto.html)

13.3.2 Running on HMI operate 4.95 and 6.15

If you are using OMP on an HMI Operate version 4.95 (or higher) or 6.15(or higher), the 3D
model of the workpiece is not displayed, only the CAM operations. The core functionality of OMP
is available, only the 3D model and toolpaths are not displayed.
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In order to get the 3D model working again, you need to copy a binary file to the sinintclient
folder.

On Windows HMI Operate systems:
* Navigate to the location: <HMIlInstallDir>\Siemens\sinumerik\hmil\appl
* Locate the file: "sinxviewer.d|l"

* Copy the file to the location:<HMIlInstallDir>\addon\sinumerik\hmilsinintclient\base
\uiplugins

* Restart the HMI

On Linux embededd HMI Operate systems:

* Navigate to the location: /card/siemens/sinumerik/hmilappl

* Locate the file: "libsInxviewer.so"

* Copy the file to the location: /card/addon/sinumerik/hmilsinintclient/baseluiplugins

e Restart the HMI

13.4 Analyze MyPerformance /OEE

To use Analyze MyPerformance /OEE, no further configurations are required.
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During the installation and configuration, various errors can occur.

The following is a list of error messages and their possible solution.

Installing a new version of ".NET".
If a ".NET" is already present, and you are installing the latest version, proceed as follows:
1. Delete the following entries from the registry:
— HKLM\SOFTWARE\dotnet\Setup\installedVersions\x64\sharedhost
— HKLM\SOFTWARE\dotnet\Setup\installedVersions\x86\sharedhost

Edit View Favorites Help

4, dotnet || Mame Type Data
4| Setup ab|(Default) REG_SZ {value not zet)
4- | InstalledVersions ab|Version REG 57 207
bl w64 B
a. | %86
----- hostfr
[> charedfx
| sharedhost

— HKLM\SOFTWARE\Wow6432Node \Microsoft\lIS Extensions\lIS AspNetCore Module
\Install=1

— HKLM\SOFTWARE\Wow6432Node \Microsoft\lIS Extensions\lIS AspNetCore Module
\Version=x.X.XxXxx

Edit View Favorites Help

b HTMLHelp A~ || Mam Type Data

4., |15 Bxtensions ab ( )i REG_SZ (value not set)
; o II5 AspMetCore Module 7] Install REG_DWORD (00000001 (1)
= IMAPI ab|Version  REG_SZ 1.0.1990

2. Uninstall every component of ".NET".

3. Now install the latest version of ".NET".

Message for the Mcenter installation

After selecting the desired SQL instance, you receive the following error message in the
"Database Server" window:

"Error 27506. Error executing SQL script CheckAdmin.sql. Line 10. CREATE DATABASE permission
denied in database 'master'. (262)".
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Error 27506, Error executing SCL script CheckAdmin.sgl. Line 10.
! . CREATE DATABASE permission denied in database 'master’, (262)

Error correction:

* Activate the "Mixed Mode (SQL Server authentication and Windows authentication)" option
in the SQL configuration.

e Check whether the user has sufficient authorizations (admin rights) to save and manage
tables and databases.

Message for the Mcenter installation

The Admin user creation may fail because of different settings. You receive an error message, for
example "SinInt.Identity.Setup.dll error code: - 3 (Failed to get discovery response from Identity"

Sinlnt.ldentity.Setup.dll error code: -3 (Failed to get discovery response

! % from Identity
serverhttp://10.113.36.7:8090/Platform/Sinint. | dentity. Service. The

service might net be availablel)

Error correction
Collect the log files from the log directories, and put the files in the installation directory.

The default directory is, e.g.: C:\Siemens\SINUMERIK_Integrate_5\Logs.

Then contact the hotline.

Message for the Mcenter installation

In the case of a separate database installation, no connection to the SQL server can be
established. During the server setup, the following error message is displayed:

"Error 27502. Could not connect to Microsoft SQL Server '(local)\MCIS'. [DBNETLIB]
[ConnectionOpen (Connect(),]SQL Server does not exist or access denied"

Error 27502, Could not connect to Microsoft SOL Server '(local)\MCIS'",
! % [DBENETLIB][ConnectionOpen (Connect()).]50L Server does not exist or
access denied. (17)

Mcenter, Manage MyResources, Optimize MyProgramming /NX-Cam Editor, Analyze MyPerformance /OEE, Access MyData /Collector
262 Installation Manual, 10/2022, A5E44672080B AP



Troubleshooting

Error correction:
Check and correct the following network configuration:

Instead of the SQL server name (host name\instance), enter the IP address (ip address
\instance) of the SQL server instance.

-OR-

Check under "Advanced sharing settings" whether the "Network discovery" function is set to
"ON".

Mcenter installation/update

You receive the following error message if a service could not be successfully installed or
updated: "An error occurred during configuration of Sinint. AppManagement. Setup is
performing Rollback."” In this case, the installation/update is repeated.

An error occurred during configuration of Sinint.AppManagement.
! % Setup is perferming Rollback.

Error correction:
1. Save all log files.

2. Contact the hotline.

Blank window after login

If different keys are found in the "applicationhost.config" file, a white or blank window is
displayed after the login.

Error correction:

1. Open the following directory: C:\Windows\System32\Inetsrv\Config\

2. Open the configuration file "ApplicationHost.config"

3. Search for the following entry: <httpProtocol>/<customHeaders>

4. Delete the following keys from the list:
<add name="Content-Security-Policy" value="default-src 'none';
script-src 'self'; connect-src 'self'; img-src 'self'; style-src
'self';" />
<add name="Content-Security-Policy-Report-Only" value="script-src
'self' www.google-analytics.com ajax.googleapis.com; connect-src
'self'; img-src 'self'; style-src 'self';" />
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The SINUMERIK controller does not connect to the Mcenter server

If the SINUMERIK control system was connected to the SINUMERIK Integrate 4.1 server or with
another SINUMERIK Integrate 5.x server, no connection to the Mcenter server can be
established. The reason for this are hidden scripts in the default directory of the SINUMERIK
controller.

Error correction:

1. Delete the contents of the "cache" folder, except for the Service.id file and files that begin with
"-", in the following default directories:

— SINUMERIK Operate under Windows:
C:\temp\cache

FSearftmp/cache
Mame ) Size  Changed Rights Owhner
. 2019. 03, 11, 16:32 Pzt root
|| Se 1KB 2018, 07. 05, M- PAd-T- - user
J-'I IT9KE 2019, 03. 11,1683 PW-MW-T-- user
|| -1683133010.param 1KB 2019.03.11. 16:31 PW-FW-r-- user
|| 48.script 133 KB 2018, 04, 16, PW-MW-T-- user
10 naram 1KR e na 1A P "
— SINUMERIK Operate under Linux Embedded:

Ivar/tmplcache
2. Delete the "machineconfig.xml" file in the following standard directories:

— SINUMERIK Operate under Windows:
C:\Program Files (x86)\Siemens\MotionControl\user\sinumerik\hmi\cfg

— SINUMERIK Operate under Linux Embedded:
Icard/user/sinumerik/hmi/cfg

3. Perform a restart.

Reading the details of "Sinint.Identity.Setup.dll" is not possible

The ".dII" file and its contents are hidden files and can only be read and executed by someone
with administrator rights.

If you want to have the details displayed, execute the following command from the
Administrator PowerShell:

Get-Command ("C:\Siemens\SINUMERIK Integrate 5\Platform
\SinInt.Identity.Service\SinInt.Identity.Setup.dll") | Format-List

The list of applications is not updated following an update of the script client

If you performed an update with the new client which is not supported, the following message
is displayed: "An application update is pending, please wait..."

The list under "Sinumerik_integrate" > "Settings" > "App Installation" is not updated.
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App installation

An application update is pending, please wait...

~
~

Back

Error correction
1. Open the following directories:
— Jladdon/sinumerik/hmilappl/uiscript
— C:\ProgramData\Siemens\Motioncontrol\addon\sinumerik\hmil\appl\uiscript
You see 2 directories with identical application names:
— <Application name>
— <Application name>_Update
2. Delete the "<Application name>_Update" directory.
3. Restart the HMI.

4. Check to see whether the directory has been deleted.

In case the softkey does not appear on HMI-Advanced

If there are custom softkeys configured it might happen that the softkey does notappear oris on
the wrong place.

Control the file "regie.ini" and language settings in the folder:

* F:\Add _on

* F\OEM

e F:\MMC2

You can modify the softkey place of the MMR /T HMI-Advanced client in file.

* F:\Add_onlregie.ini
Taskxx=name := MMRCnt, Timeout := 60000, PreLoad := true
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- AND -

* F:\Add_on\language\RE_xx.INI
HSKxx="MMR /Tools"

In case of a Rollback during an update folders are not deleted

During an update an error occurs and the setup has to rollback, it is possible that few folders are
not deleted, for example:

* Llogs

* MMR

* MMR-Programs
* Platform

To be able to delete these folders, you must delete from "Fonts" this “data-table table” font. After
a system restart you can delete the folders.

A Fonts
“ ~ 4 a » ControlPanel » All Control Panel ltems » Fonts »
Control Panz| Home £ : P .
Preview, delete, or show and hide the fonts installed on your computer
Font sethngs
Organize =
Get more font information
anline
Adijust ClearType bext
Find a character Abg Abg Abg [re Abg
Downlead fonts for all
languages
Lirial Calibwi Cambna Carnbria Math Candara
Regular
]
Corbel Courier Mew Courier Regular data-table table Dotum Regular

HMI Advanced MMR /Tools application does not start

After clicking MMR [Tools HSK, the application does not start. MMR [Tools client application is not
able to read certain NCK variables and thus cannot continue initiating process. In such a
circumstance, the line below is printed into the file

MmrHMIAdvancedScript. MMRT.MmrHMIAdvancedScript_x.log under F:\add_on\MH\log in Info
log level:

Job: Script Info  15c8

Read Fault

lib.ncState.checklsNcReady() - cannot access variables - Exception:
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Error correction

The OPC server of the HMI-Advanced must be set to an operational state again. Advanced
Windows expertise is required for these steps. Execute the following steps as administrator:

1. Check whether the file "MCVar.dll" exists in the directory "F:\mmc2". If the file is missing,
reinstall HMI-Advanced using the "Repair" functionality in the Windows program list.

2. Use the "Regedit" tool to check whether the OPC server is registered in the Windows registry
(name: "OPC.Sinumerik.Machineswitch"). If this entry is missing, execute the following
command in the Windows command line to register the OPC server:
"F:\Ammc2\opc\dataaccess\SOPC_MachineSwitch /RegServer"

3. Restart the HMI-Advanced after the changes.
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List of abbreviations

A.1 List of abbreviations
Admin Administrator (user role)
API Application Programming Interface: Programming interface or extension interface for
connection and interaction between software systems
CNC Computerized Numerical Control
COM Communication
DIR Directory, directory
FAQ Frequently Asked Questions
h Hour
HTTP Hyper Text Transfer Protocol, hypertext transfer protocol
HTTPS Hyper Text Transfer Protocol Secure, secure hypertext transfer protocol
IB Commissioning engineer (user role)
ID Identification number
IE Internet Explorer
IFC Interface Client
IS Internet Information Services
loT Internet of Things
MB Megabyte
MLFB Machine-Readable Product Code
MMR [Tools Manage MyResources /Tools management
MMR [Programs Manage MyResources /Programs management
MSTT Machine control panel
NC Numerical Control: Numerical control
NCU Numerical Control Unit: NC hardware unit
OEE Overall Equipment Effectiveness
OEM Original Equipment Manufacturer
(0] Operation Panel: Operating equipment

OMP INX-Cam Editor

Optimize MyProgramming /INX-Cam Editor

PC

Personal Computer

PCU PC Unit: Computer unit

PLC Programmable Logic Control

S SINUMERIK Integrate

SK Softkey

SSL Secure Sockets Layer, cryptographic protocol to encrypt data transferred between server
and client

SW Software

TLS Transport Layer Security, cryptographic protocol to encrypt data transferred between

server and client
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List of abbreviations

A.1 List of abbreviations

TMD Tool Master Data

TMD-ID Unique identification of Tool Master Data

TOA Tool Offset Active, identifier (file type) for tool offset
URL Uniform Resource Locator

uTC Universal Time Coordinated
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SINUMERIK Integrate client for SINUMERIK
Operate, 175
Using SINUMERIK Integrate, 176

C

Certificate
Inserting at the Apache Tomcat server, 79, 131
Inserting at the server, 126
Inserting in the client with HMI-Advanced, 140
Inserting in the client with SINUMERIK
Operate, 139

Configuration file
dts.json, 170
mmrConfig.json, 248

Configuring
Analyze MyPerformance /OEE, 260
CAM server, 259
Configuring the SQL Server with remote
database, 50
Manage MyResources [Programs, 254
Manage MyResources [Tools, 253
Proxy, 177
SQL Server 2016, 47
URL, 177

Consul
Login, 133

D

Data matrix code, 12
Database

SQL Server 2016, 53
dts.json, 170

IAC.exe, 199

IS settings
Prerequisite, 147
System hardening, 147
System security, 147
TLS and assets, 147

Increasing system responsiveness, 171
Installing

SINUMERIK Integrate, 85

SQL Server 2016, 42

TRANSLINE client setup, 198

L

Language files
Manage MyResources [Programs, 255
Manage MyResources [Tools, 254
Log files, 123

M

Machine data
MD17530 $MN_TOOL_DATA_CHANGE_COUNTER,
32
MD27860 $MC_PROCESSTIMER_MODE, 32
Manage applications on machines, 229
MhController, 200
MhCtrlr.exe, 200
mySupport documentation, 10

0)

Overview
Client versions, 31

P

PLC code scanner, 249
Prerequisites, 18
Product support, 11
Provide feedback, 10

R

Regie.ini
Manage MyResources [Programs, 255
Manage MyResources [Tools, 254

Retorfit machine with HMI-Advanced, 232
Role mapping rules, 169
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Siemens Industry Online Support
App, 12
SINUMERIK Integrate
Activating client for SINUMERIK Operate, 175
Activating use, 176
Changing, 111
Configuring the CAM server, 259
Configuring the proxy, 177
Configuring the URL, 177
Installing, 85
Repairing, 115
Server connecting with other controller - HMI-
Advanced, 206
Server connecting with other controller -
SINUMERIK Operate, 186
SILENT Installation, 121
Uninstalling, 118
Update, 101
SINUMERIK Integrate client
Update for SINUMERIK Operate under Linux, 182
Update for SINUMERIK Operate under
Windows, 178
SINUMERIK Integrate Client
Changing, 202
Removing, 205
Repairing, 203
Setup for HMI-Advanced, 186
SQL user
SQL Server 2016, 54
Standard scope, 8

T

Technical support, 12

Tool statistics
Configuring, 170
Deactivate, 171

Training, 12

u

Uninstall
Manage MyResources /Programs client on HMI-
Advanced, 255
Manage MyResources [Tool client on HMI-
Advanced, 254

Update
SINUMERIK Integrate, 101
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Windows server 2016 to Windows server
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Websites of third-party companies, 8
Windows Server
Configuring the SQL Server with remote
database, 50
Windows Server 2016
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