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Chapter 1

About this document

This document describes features of the AOS-CX network operating system. It is intended for
administrators responsible for installing, configuring, and managing Aruba switches on a network.

Applicable products
This document applies to the following products:

= Aruba 8100 Switch Series (ROW94A, ROW95A, ROW96A, ROW9I7A)

= Aruba 8360 Switch Series (JL700A, JL701A, JL702A, JL703A, JL706A, JL707A, JL708A, JL709A, JL710A,
JL711A, JL700C, JL701C, JL702C, JL703C, JL706C, JL707C, JL708C, JL709C, JL710C, JL711C, JL704C, JL705C,
JL719C, JL718C, JL717C, JL720C, JL722C, JL721C)

Latest version available online

Updates to this document can occur after initial publication. For the latest versions of product
documentation, see the links provided in Support and Other Resources.

Command syntax notation conventions

Convention Usage

example-text Identifies commands and their options and operands, code examples,
filenames, pathnames, and output displayed in a command window. Items
that appear like the example text in the previous column are to be entered
exactly as shown and are required unless enclosed in brackets ([ 1).

example-text In code and screen examples, indicates text entered by a user.
Any of the following: Identifies a placeholder—such as a parameter or a variable—that you must
B <example-text> substitute with an actual value in a command or in code:

< le-text> T . .
crempreten ® For output formats where italic text cannot be displayed, variables

are enclosed in angle brackets (< >). Substitute the text—including
the enclosing angle brackets—with an actual value.

® For output formats where italic text can be displayed, variables
might or might not be enclosed in angle brackets. Substitute the
text including the enclosing angle brackets, if any, with an actual
value.

B example-text

® example-text

Vertical bar. A logical Or that separates multiple items from which you can
choose only one.

Any spaces that are on either side of the vertical bar are included for
readability and are not a required part of the command syntax.
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Convention Usage

{} Braces. Indicates that at least one of the enclosed items is required.
[ ] Brackets. Indicates that the enclosed item or items are optional.
..or Ellipsis:

® |n code and screen examples, a vertical or horizontal ellipsis indicates an
omission of information.

® |n syntax using brackets and braces, an ellipsis indicates items that can be
repeated. When an item followed by ellipses is enclosed in brackets, zero
or more items can be specified.

Examples in this document are representative and might not match your particular switch or
environment.

The slot and port numbers in this document are for illustration only and might be unavailable on your
switch.

Understanding the CLI prompts

When illustrating the prompts in the command line interface (CLI), this document uses the generic term

switch, instead of the host name of the switch. For example:
switch>

The CLI prompt indicates the current command context. For example:
switch>

Indicates the operator command context.
switch#

Indicates the manager command context.
switch (CONTEXT-NAME)#

Indicates the configuration context for a feature. For example:
switch (config-if)#

Identifies the interface context.

Variable information in CLI prompts

In certain configuration contexts, the prompt may include variable information. For example, when in
the VLAN configuration context, a VLAN number appears in the prompt:
switch (config-vlan-100) #

When referring to this context, this document uses the syntax:
switch (config-vlan—-<VLAN-ID>) #

Where <vian-1D> is a variable representing the VLAN number.

Physical ports on the switch and their corresponding logical software interfaces are identified using the
format:
member/slot/port

On the 83xx, 9300, and 10000 Switch Series

About this document



= member: Always 1. VSF is not supported on this switch.
® s/ot: Always 1. This is not a modular switch, so there are no slots.
= port: Physical number of a port on the switch.

For example, the logical interface 1/1/4 in software is associated with physical port 4 on the switch.

If using breakout cables, the port designation changes to x:y, where x is the physical port and y is the lane when

splitto 4 x 10G or 4 x 25G. For example, the logical interface 1/1/4:2 in software is associated with lane 2 on
physical port 4 in slot 1 on member 1.
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Chapter 2

About security

This AOS-CX Switch provides the following security features:

® | ocal user and group management.

= Authentication, Authorization, and Accounting (AAA), either local (password or SSH public key-based),
or remote password-based TACACS+ or RADIUS.

® SSH server. SSH is a cryptographic protocol that encrypts all communication between devices.
= Ability to use enhanced security as described in Configuring enhanced security .

= Making sensitive switch configuration information available for secure export/import between
switches. For information, See service export-password.

About Authentication, Authorization, and Accounting (AAA)

= Authentication: identifies users, validates their credentials, and grants switch access.
= Authorization: controls authenticated users command execution and switch interaction privileges.
= Accounting: collects and manages user session activity logs for auditing and reporting purposes.

Local AAA on your Aruba switch provides:

= Authentication using local password or SSH public key.

= Authorization using role-based access control (RBAC), and optionally, using user-defined local user
groups with command authorization rules defined per group.

= Accounting of user activity on the switch using accounting logs.
Remote AAA provides the following for your Aruba switch:

= Authentication using remote AAA servers with either TACACS+ or RADIUS.

® Authorization using remote AAA servers with TACACS+ fine-grained command authorization. Local
RBAC or local rule-based authorization is also possible.

= Transmission of locally collected accounting information to remote TACACS+ and RADIUS servers.

_ TACACS+ (Terminal Access Controller Access-Control System Plus) and RADIUS (Remote Authentication Dial-In
User Service) server software is readily available as either open source or from various vendors.

For switches that support multiple management modules such as the Aruba 8400, all AAA functionality discussed
— only applies to the active management module. See also AAA on switches with multiple management modules in the
High Availability Guide.
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Chapter 3

Managing users and groups

Default user admin

A factory-default switch comes with a single user named admin.

The admin user:

® Has an empty password. Press Enter in response to the admin password prompt. At initial boot, you
are prompted to define a password for the admin user. Although empty (blank) passwords are
allowed, it is recommended that you use strong passwords for all production switches.

® |sa member of the administrators group.
= Cannot be removed from the switch.

The switch admin user is distinct from the Service OS admin user. The Service OS acts as the bootloader and
— recovery operating system. The Service OS has its own CLI.

Example of first login with password setting

switch login: admin
Password:

Please configure the 'admin' user account password.
Enter new password: ***xkxkxxx*

Confirm new password: ***kxkkx*

switch#

Built-in user groups and their privileges

The switch provides the following built-in user groups with corresponding roles. Each of these roles
comes with a set of privileges.

Group/Role Privileges

administrators Administrators have full privileges, including:

® Full CLI access.

® Performing firmware upgrades.

® Viewing switch configuration information, including sensitive information such as
passwords which are displayed as ciphertext.

® Performing switch configuration.

®  Adding/removing user accounts.

®  Configuring users accounts, including passwords. Once set, a password cannot be
deleted or set to empty.
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Group/Role Privileges

m REST API: All methods (GET, PUT, POST, DELETE) and switch resources are available.

The privilege level for administrators is 15.

operators

Operators have no switch configuration privileges. Operators are restricted to:

® Basic display-only CLI access.

= Viewing of nonsensitive switch configuration information.

® REST API: Other than the \1ogin and \logout resources, only the GET method is
available.

The privilege level for operatorsis 1.

auditors

Auditors are restricted to functions related to auditing only:

®  CLI: Access to commands in the auditor context (auditor>) only.

® Web Ul: Access to the System > Log page only.

®  REST API: POST method available for the \1ogin and \1ogout resources. GET
method available for the following resources only:

° Auditlog: /logs/audit
° Eventlog: /logs/event

The privilege level for auditors is 19.

The switch enables you to create up to 29 user-defined local user groups, for the purpose of configuring
local authorization. Each of the 29 user-defined groups support up to 1024 CLI command authorization
rules that define what CLI commands can be executed by members of the group.

The local user groups with their command execution rules are useful for the following:

® Providing authorization for use with RADIUS servers.
® Providing fallback authorization for use with TACACS+ servers.
® Providing authorization when neither RADIUS or TACACS+ servers are used.

Specifies the user name. Requirements:

= Must start with a lowercase letter.

® Can contain numbers and lowercase letters.

® Caninclude only these three special characters: hyphens (- ), dots (. ), and underscores ( _).
® Can have a maximum of 32 characters.

® Cannot be empty.

® Cannot contain uppercase letters.

u Cannotbeiadﬂﬂn,root,Orremote_useL

= Cannot be Linux reserved names such as:

daemon, bin, sys, sync, proxy, www-data, backup, 1ist, irc, gnats, nobody, systemd-bus-proxy,

sshd, messagebus, rpc, systemd-journal-gateway, systemd-journal-remote, systemd-journal-
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upload, systemd-timesync, systemd-coredump, systemd-resolve, rpcuser, vagrant, opsd
rdanet, 1l1ldpd, rdaadmin, rdaweb, docker container, tss.

Passwords must:

® Contain only ASCII characters from hexadecimal 21 to hexadecimal 7E [\x21-\x7E] (decimal 33 to 126).
Spaces are not allowed. When the password is entered directly without prompting, the "?" symbol
(hexadecimal 3F [\x3F] (decimal 63)) is not permitted.

= Contain at most 32 characters.
® Contain at least the number of characters configured (optionally) for minimum-password-length.

Although empty passwords are supported, it is recommended that you use strong passwords for all production
switches.

Only an administrator can change the password of a user assigned to the operators role.

By default, switch users are enabled for accessing the switch through all these available management
inteﬁ?ces:ssh,telnet,https—server,console.

Optionally, one or more of the management interfaces can be disabled for specific users.
User accounts can be local or managed on remote TACACS+ or RADIUS servers.

Local per-user management interface enablement

Local per-user management interface enablement is performed with CLI command user management-
interface. CLI command show user-list management-interface iS available for showing the current
configuration.

Example of disabling the SSH management interface for local user admin1:

switch(config)# no user adminl management-interface ssh
switch (config) # show user-list management-interface

USER ENABLED MANAGEMENT INTERFACE (S)
admin ssh, telnet,https-server, console
adminl telnet,https-server, console

Example of disabling the telnet management interface for local user admini:

switch(config)# no user adminl management-interface telnet
switch (config) # show user-list management-interface

USER ENABLED MANAGEMENT INTERFACE (S)
admin ssh, telnet,https-server,console
adminl https-server, console
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Example of re-enabling the SSH management interface for local user admin1:

switch(config)# user adminl management-interface ssh
switch(config)# show user-list management-interface

USER ENABLED MANAGEMENT INTERFACE (S)
admin ssh, telnet, https-server, console
adminl ssh,https-server, console

Remote (TACACS+ or RADIUS) per-user management interface
enablement

For remote TACACS+ and RADIUS servers, per-user management interface enablement is performed by
configuring the Aruba VSA aruba-User-Mgmt-Interface.

On the TACACS+ or RADIUS server, the Aruba VSA Aruba-User-Mgmt-Interface must be setto a
comma-separated list of management interface names for which login is permitted by the associated
user. Management interfaces omitted from the list are disabled for the associated user. A maximum of
four management interface names are allowed, with each management interface name given once.

Permitted management interface names (always lowercase) are as follows:

® ssh
B telnet
B https-server

® console

The VSA has a maximum length of 32 characters. The VSA is ignored by the switch if longer than 32
characters.

When a user login fails because of an attempt to use a management interface that is not allowed, an
event log is available indicating the enabled management interfaces as received in the TACACS+ or
RADIUS VSA.

When using a RADIUS server other than ClearPass Policy Manager (CPPM), before setting the aruba-
User-Mgmt-Interface VSA, you must first define the VSA on the RADIUS server in file

/usr/share/freeradius/dictionary.aruba as follows:

ATTRIBUTE Aruba-User-Mgmt-Interface 69 string

Example RADIUS server VSA value that enables the two named management interfaces (ssh, telnet)
while disabling the two unnamed management interfaces (https-server, console):

Aruba-User-Mgmt-Interface = "ssh,telnet"
Example RADIUS server VSA value that enables all four management interfaces:

Aruba-User-Mgmt-Interface = "ssh,telnet, https-server,console"

Example TACACS+ server configuration for user adminl with a VSA that enables management interfaces

ssh and console:
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key = test

group = admin {
default service = permit
service = exec {
priv-1vl = 15
Aruba-User-Mgmt-Interface = ssh,console
}

}

user = adminl {

member = admin

pap = cleartext testing

}

User and user group management tasks

User and user group management common tasks are as follows:

Command or
procedure

Example

Creating a user user user jamie group administrators password

Changing a user
password

user password user jamie password

Removing a user user no user Jjamie

Setting a user account
password

user password user admin password

Resetting the admin
password using the
Service OS

(procedure)

Resetting the admin
password by reverting
the switch to factory
defaults

erase startup-config
boot system

(procedure)

Showing a list of all
users

show user-list show user-list

Showing information show user show user information

for the logged-in user

information

Creating a user group

user-group

user—-group admuser?2

Adding command
authorization rules to a
user group

permit or deny (within
user-group)

10 deny cli command "show aaa .*"
20 permit cli command "show .*"

Adding comments to
rules in a user group

comment (within user-
group)

10 comment Deny all show aaa commands.
20 comment Permit all other show commands.

Resequencing rules in
a user group

resequence (within
user-group)

resequence 100 20
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Command or
Example

procedure

Showing a list of all show user-group

show user-group
user groups

Resetting the switch admin password using the Service OS
console

Perform this task only when the switch (Product OS) admin user password has been forgotten.
Prerequisites

® You are connected to the switch through the console port.
® You know the Service OS password (if configured).

If you forget the Service OS password, the only recourse is to zeroize the switch, reverting it to factory defaults.
For more information, see Zeroization in the Diagnostics and Supportability Guide.

Procedure

1. Reboot the switch.
2. Atthe boot prompt, select 0. service 0S Console.

0. Service OS Console
1. Primary Software Image [XL.01.01.0001]
2. Secondary Software Image [XL.01.01.0002]

3. Atthe switch Login prompt, enter admin and press Enter. If prompted for a Service OS
password, enter it and press Enter.

Switch login: admin
Password: *kkkxkxkkkkk

Hewlett Packard Enterprise

SVOS>

4, Atthe svos> prompt, enter password and press Enter.
5. Enter the new switch (Product OS) password at both password prompts.

SVOS> password
BAtETr PASSWORLClg WtriiitItyStyIns
Confirm password: ***kkkkkkkkk

SVOS>
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6. Enter boot and press Enter.

SVOS> boot

ServiceOS Information:
Version: **.10.06.0001
Build Date: 2020-12-01 14:52:31 PDT
Build ID: ServiceOS:**.01.01.0001:461519208911:20180301452
SHA: 46151920891195cdb2267ea688%a3c6cbc3d4193

Boot Profiles:

0. Service 0OS Console

1. Primary Software Image [**.10.06.0001]
2. Secondary Software Image [**.10.06.0001]

Select profile(primary) :

7. To boot with the primary switch image press 1 and then Enter. To boot with the secondary switch

image, press 2 and then Enter. If you make no selection for approximately 10 seconds, the switch
boots the default image. The default is shown in parentheses to the right of select profile, for
exaﬁuﬂeZSelect profile(primary) :.

Once in AOS-CX, save the configuration to make the admin login user account password setting
persistent.

This task erases all switch configuration, reverting the switch to its factory default state. Consider using other less-
impacting techniques for admin password reset. For example, another administrator user can reset the admin
user password to a known value. See also Resetting the switch admin password using the Service OS console.

Prerequisites

If wanted, you have saved a copy of the switch configuration.

Procedure

At the manager command prompt, enter erase startup-config.

switch# erase startup-config

2. Enter boot system, responding ntothe bo you want to save the current configuration

prompt and then responding y to the continue prompt.

switch# boot system
Do you want to save the current configuration (y/n)? n

This will reboot the entire switch and render it unavailable
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until the process is complete.
Continue (y/n)? y
The system is going down for reboot.

3. Atthe login prompt, enter admin and press Enter. The admin password remains empty until it is
set.

password complexity

password complexity
no password complexity

Description

Enters the password-complexity context (shown in the switch prompt as config-pwd-cplx) for the
purpose of enabling and configuring password complexity. Password complexity enhances security by
enforcing specific password complexity requirements. Password complexity is disabled by default and
must be enabled by execution of the enable command.

Enabling or changing password complexity settings effects password creation or password change after
the password complexity feature is enabled or changed. All existing passwords will continue to function
as currently configured. When existing passwords are changed they will have to comply with whatever
password complexity settings are enabled at the time of the change.

The no form of this command reverts all settings to their default values and disables password
complexity enforcement.

To ensure that enhanced security is maintained, it is recommended that you do not set any values to less than
their defaults.

Password complexity apples only to local authentication. For remote authentication, you may choose to set up an
equivalent of password complexity according to whatever is supported on your particular TACACS+ or RADIUS
server.

Subcommands

These subcommands are available within the password complexity context (shown in the switch prompt
as config-pwd-cplx).
enable
Enables password complexity enforcement. The enforcement only applies to passwords created
after this enabling. Existing passwords are not checked against password complexity.
disable

Disables password complexity enforcement.

[no] history-count <COUNT>
Specifies the number of previous passwords checked to prevent excessive reuse. Not applicable
when adding new users. The no form of this subcommand resets the value to its default. Default: 5.
Range: 1 to 5.

Previous passwords checked includes passwords used prior to enabling the password complexity feature.

[no] minimum-length <LENGTH>
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Specifies the minimum password length. The no form of this subcommand resets the value to its
default. Default: 8. Range: 1 to 32.

[no] position-changes <POSITIONS>
Specifies the minimum number of characters that must change in the new password compared to
the previous password. Not applicable if no previous password exists, including when adding new
users. The no form of this subcommand resets the value to its default. Default: 8. Range: 1 to 32.
The number of password position changes is based on the number of simple character insertions,
deletions, or replacements. For example:
Old password: abCD4$%$ New password: abCD$ Position changes=1 ("4" deleted) Old password:
abCD4$ New password: abCDEF4$ Position changes=2 ("EF" inserted) Old password: abCD4$ New
password: ebCD4Position changes=2 ("a" replaced with "e," "1" added) Old password: abCD4$ New
password: abC$# Position changes=3 ("D4" deleted, "#" added)

[no] lowercase-count <COUNT>
Specifies the minimum lowercase character count for new passwords. The no form of this
subcommand resets the value to its default. Default: 1. Range: 0 to 32.

[no] uppercase-count <COUNT>
Specifies the minimum uppercase character count for new passwords. The no form of this
subcommand resets the value to its default. Default: 1. Range: 0 to 32.

[no] numeric-count <COUNT>
Specifies the minimum numeric digit count for new passwords. The no form of this subcommand
resets the value to its default. Default: 1. Range: 0 to 32.

[no] special-char-count <COUNT>
Specifies the minimum special character count for new passwords. The no form of this subcommand
resets the value to its default. Default: 1. Range: 0 to 32.

[no] adjacent-char-type-count
Specifies the maximum number of adjacent characters from a character set allowed in a password.
The different character sets are:

- Numbers

- Lowercase alphabets
- Uppercase alphabets
- Special characters

The number of adjacent characters from the character set in the password has to be less than or
equal to the configured value. When set to 0, adjacent character type length check requirement is
disabled. The no form of this subcommand resets the value to its default. Default: 0. Range: 0-31.
list
List the subcommands available within the password complexity context.
exit
Exits the password complexity context.

end

Exits the password complexity context and then the config context.
Usage

® Password complexity is only for use with plaintext passwords. With password complexity enabled,
existing ciphertext passwords will continue working until a password is changed. All new passwords
must be entered in plaintext form and be compliant with your password complexity configuration.

® The effective minimum password length may be larger than the configured minimum-length value.
The effective minimum password length is calculated as follows:

LARGEST-of: (minimum-length, position-changes, (SUM-of:lowercase-count+uppercase-
count+numeric-count+special-char-count))
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For example, with minimum-length=8, and position-changes=10 (and the sum of the other four count
settings <=9), the effective minimum-length is 10 (because position-changes is largest). Similarity,
Mﬂﬂ]andnimum—length:lZ,position—changes:8,lowercase—count:8,uppercase—count:4,numeric—
count=1, special-char-count=1, the effective minimum-length is 14 (s+4+1+1=14) (because sum off
the four counts is largest).

Examples

Configuring password complexity settings with an effective minimum length of 10 (because position-
changes is 10):

switch(config)# password complexity
switch (config-pwd-cplx)# history-count 3
switch (config-pwd-cplx) # minimum-length 8

switch (config-pwd-cplx)# position-changes 10

switch (config-pwd-cplx) # lowercase-count 2

switch (config-pwd-cplx) # uppercase-count 2

switch (config-pwd-cplx) # numeric-count 2

switch (config-pwd-cplx)# special-char-count 2
switch (config-pwd-cplx)# adjacent-char-type-count 3
switch (config-pwd-cplx)# enable

switch# exit

Configuring password complexity settings with an effective minimum length of 14 (because the sum of
the four count items is 14):

switch(config)# password complexity

switch (config-pwd-cplx)# history-count 4
switch (config-pwd-cplx) # minimum-length 12
switch (config-pwd-cplx) # position-changes 8
switch (config-pwd-cplx)# lowercase-count 8
switch (config-pwd-cplx) # uppercase-count 4
switch (config-pwd-cplx)# numeric-count 1
switch (config-pwd-cplx)# special-char-count 1
switch (config-pwd-cplx) # adjacent-char-type-count 3
switch (config-pwd-cplx)# enable

switch# exit

)
)
)
)
)
)
)
)

Enabling password complexity (with default settings) and changing a user (admin1) password
successfully but failing to change another user (admin2) password due to not meeting complexity
requirements:

switch (config) # password complexity
switch (config-pwd-cplx)# enable
switch (config-pwd-cplx)# exit

switch (config) #

switch(config)# user adminl password
Changing password for user adminl
Enter old password:****xkkkkkkk*
Enter new password:****xkkkkkkk*
Confirm new password:***xkkxkkkkxk*
switch (config) #

switch (config) # user admin2 password
Changing password for user admin2
Enter old password:****kxkkkkkkk
Enter new password:****xkxkxkkkkk*
Confirm new password:****xkxkkkkkk*
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User password not changed.

The new password does not meet one or more of the following complexity
requirements:
Minimum length
Position changes
Numeric count
Lowercase count
Uppercase count :
Special character count : 1
Adjacent character type count: 3

= P = o ®

With password complexity already enabled, attempting to change an existing user password but failing
because the new password is identical to a recently used one (history-count).

switch (config)# user adminl password

Changing password for user adminl

Enter old password:***kkkxkxkkkk*

Enter new password:***kxkxkxkxkkkk%

Confirm new password:***kkkxkkkkk*

User password not changed.

The new password is the same as a recently used password.

With password complexity already enabled, creating a new admin user (admin3) with a plaintext
password that meets complexity requirements.

switch (config) # user admin3 group administrators password
Adding user admin3

Enter password:******xkkkkkk

Confirm password:***kkkkxkkkkk

With password complexity already enabled, attempting to create a new admin user (admin4) with a
ciphertext password but failing because ciphertext passwords are not supported with password
complexity enabled.

switch (config) # user admind group administrators password ciphertext AQBapPd...==
Ciphertext passwords cannot be used when password complexity is enabled.
switch (config) #

Command History

Release Modification

10.11.1010 adjacent-char-type-count subcommand added.

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.
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service export-password

service export-password
no service export-password

Description

Configures a nondefault export password. The export password is used to transform critical security
parameters (such as password hashes) into ciphertext suitable for exporting and showing by
commands such as show running-config. This transformation enables safe switch configuration
import and export.

The no form of this command reverts the export password to its factory default.

All factory-default switches have identical default export passwords. For security, it is recommended that you set
the same nondefault export password on every switch in a group that will exchange configuration information.
Only switches with identical export passwords can exchange configuration information.

Usage
Prompts you twice for the new export password.

The export password must:

® Contain only ASCII characters from hexadecimal 21 to hexadecimal 7E [\x21-\x7E] (decimal 33 to
126). Spaces are not allowed.

® Contain at most 32 characters.
= Not be blank.

Examples

Configuring a new export password:

switch(config)# service export-password
Enter password:***xkkkkkkkk
Confirm password:***kkkxkxkkkk*

Reverting the export password to its factory default:

switch(config) # no service export-password

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.
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show password-complexity

show password-complexity

Description

Shows user-configured or default password complexity checking criteria.

Examples

Showing the current password complexity checking criteria:

switch (config) # show password-complexity

Global password complexity checking criteria:

Password complexity : Enabled
Previous passwords to check 3
Minimum password length 12
Minimum position changes : 10
Maximum adjacent characters count : 3
Password composition
Minimum lowercase characters 3
Minimum uppercase characters 1
Minimum special characters 1
Minimum numeric characters 3

Command History

Release

10.07 or earlier

Modification

Command Information

Platforms Command context

All platforms Manager (#)

Authority

Administrators or local user group members with execution rights
for this command.

show user-group

show user-group [<GROUP-NAME>] [vsx-peer]

Description

Shows user group information for the built-in groups plus any user-defined local user groups. When
entered without <Grour-NamME>, summary information is shown for all groups.

Parameter Description

<GROUP-NAME>

Narrows the show command output to that of the specified group,
and for local user groups, adds the User Group Rules list.

vsx-peer

Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.
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Examples

Show the list of all user groups, including built-in groups and local user groups.

switch# show user-group

GROUP NAME GROUP TYPE INCLUDED GROUP NUMBER OF RULES
administrators built-in n/a n/a

admuserl configuration -- 5

admuser2 configuration admuserl 2

auditors built-in n/a n/a

operators built-in n/a n/a

Show detailed information for local user group admuser2.

switch (config-usr-grp-admuser?2) # show user-group admuser2
User Group Summary

Name : admuser?
Type : configuration
Included Group : admuserl

Number of Rules : 2
User Group Rules

SEQUENCE NUM ACTION COMMAND COMMENT

10 deny show aaa .* Deny all show aaa commands.
20 permit show .* Permit all other show
commands .

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms Manager (#) Administrators or local user group members with execution rights
for this command.

show user-list

show user-1list [vsx-peer]

Description

Shows all configured users and their corresponding group names.

Parameter Description

vsx-peer Shows the output from the VSX peer switch. If the switches do not
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Parameter Description

have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

Show the user list from a switch with only the admin user defined.
switch# show user-list

admin administrators

Show the user list after adding a user to the operators built-in group.

switch# show user-list

USER GROUP
admin administrators
operl operators

Show the user list after adding a user to the auditors built-in group.

switch# show user-list

USER GROUP

admin administrators
operl operators
auditl auditors

Show the user list after adding a total of three users to two user-defined user groups.

switch# show user-list

USER GROUP

admin administrators
operl operators
auditl auditors

admla admuserl
admin2-a admuser?
admin2-b admuser?2

Command History

Release Modification

10.07 or earlier --

Command Information
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Platforms Command context Authority

All platforms Manager (#) Administrators or local user group members with execution rights
for this command.

show user-list management-interface

show user-list management-interface [vsx-peer]

Description

Shows a list of local users and the enabled management interfaces for each user.

Parameter Description

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

Disabling SSH and https-server for user admin1, disabling Telnet for admin2, then showing the
configuration:

switch(config) # no user adminl management-interface ssh
switch(config)# no user adminl management-interface https-server
switch(config) # no user admin2 management-interface telnet
switch(config)# show user-list management-interface

USER ENABLED MANAGEMENT INTERFACE (S)
admin ssh, telnet,https-server, console
adminl telnet, console

admin?2 ssh, https-server, console

Re-enabling https-server for user admini, re-enabling Telnet for admin2, then showing the configuration:

switch(config) # user adminl management-interface https-server
switch (config)# user admin2 management-interface telnet
switch (config)# show user-list management-interface

USER ENABLED MANAGEMENT INTERFACE (S)
admin ssh, telnet,https-server, console
adminl telnet, https-server,console
admin2 telnet, https-server, console

Command History

Release Modification

10.11 Command introduced

Command Information
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Platforms Command context

Authority

All platforms Administrators or local user group members with execution rights

Manager (#)
for this command.

show user information

show user information

Description

Shows the following information for the logged-in user:

= User name.
® User authentication type: 1ocal, RADIUS, OF TACACS+.

® User group: administrators, operators, OF <GROUP-NAME>. This field is not applicable for remote
authenticated users who are mapped to administrators or operators based on their privilege level.

® User privilege level: For the built-in user groups and RADIUS or TACACSH+, the role privilege level value
is shown. For user-defined user groups, n/a is shown.

® User login session: ssh, telnet, https-server, O console.

Examples

Showing information for the admin user:

switch# show user information

Username admin
Authentication type Local
User group administrators

User privilege level : 15
User login session console

Showing information for a member of the user-defined local user group admuser2:

switch# show user information

Username admin2-b
Authentication type Local
User group admuser?2
User privilege level N/A

User login session telnet

Showing information for a member of operators:

switch# show user information

Username operator
Authentication type Local
User group operators

User privilege level
User login session

1
https-server

Showing information for remote RADIUS user rad_user1 mapped to local user group administrators:
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switch# show user information

Username : rad userl
Authentication type : RADIUS

User group : administrators
User privilege level : 15

User login session : telnet

Showing information for remote RADIUS user rad_user2 mapped to local user group operators:

switch# show user information

Username : rad user2
Authentication type : RADIUS
User group : operators
User privilege level : 1

User login session : console

Showing information for remote TACACS+ tac_user1 logged in with priv-1v1 15 (mapped to user group

administrators):

switch# show user information

Username : tac_userl
Authentication type : TACACS+

User group : administrators
User privilege level : 15

User login session : ssh

Command History

Release Modification

10.11 Command now includes User login session information in its
output

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

user

user <USERNAME> group {administrators | operators | auditors | <USER-GROUP>}
password [ciphertext <CIPHERTEXT-PASSWORD> | plaintext <PLAINTEXT-PASSWORD>]
no user <USERNAME>

Description

Creates a user and adds the user to one of the user groups. Users are given the privileges of their
group. For the three built-in user groups (administrators, operators, auditors), the privileges are
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fixed. For user-defined local user groups, the privileges are defined by the CLI command authorization
rules of the group.

When entered without either optional ciphertext Or plaintext parameters, the cleartext password is
prompted for twice, with the characters entered masked with "*" symbols.

The no form of this command removes a user account from the switch. The administrator cannot delete
the user account from which they are logged in. The admin user cannot be deleted.

Parameter Description

<USERNAME> Specifies the user name. Requirements:

Must start with a lowercase letter.

Can contain numbers and lowercase letters.

Can include only these three special characters:
hyphens (-), dots (.), and underscores ( _).

Can have a maximum of 32 characters.

Cannot be empty.

Cannot contain uppercase letters.

Cannot be: admin, root, or remote user.

Cannot be Linux reserved names such as:

daemon, bin, sys, sync, proxy, www—-data, backup,
list, irc, gnats, nobody, systemd-bus-proxy,
sshd, messagebus, rpc, systemd-journal-gateway,
systemd-journal-remote, systemd-journal-
upload, systemd-timesync, systemd-coredump,
systemd-resolve, rpcuser, vagrant, opsd, rdanet,
_11ldpd, rdaadmin, rdaweb, docker container, tss.

group Selects the local user group to which the new user will be
assigned.

administrators | operators | auditors Selects one of three built-in local user groups.

<USER-GROUP> Specifies an existing user-defined local user group.

ciphertext <CIPHERTEXT-PASSWORD> Specifies a ciphertext password. No password prompts are

provided and the ciphertext password is validated before
the configuration is applied for the user. The variable
<CIPHERTEXT-PASSWORD>is Base64 and is typically
copied from another switch using the show running-
config command output and then pasted into this
command.

NOTE: The administrator cannot construct ciphertext
passwords themselves. The ciphertext is only created by
an AOS-CX switch. The ciphertext is created by setting a
password for a user with the user command. The
ciphertext is available for copying from the show

running-config output and pasting into the
configuration on any other AOS-CX switch. The target
switch must have the same export password (default or
otherwise) as the source switch.

plaintext <PLAINTEXT-PASSWORD> Specifies the password without prompting. The password
is visible as cleartext when entered but is encrypted
thereafter. Command history does show the password as
cleartext.
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Usage

® Up to 63 local users can be added, for a total of 64 users including the default user admin. A user can
belong to only one group.

® The switch ships with the admin user account and three built-in local user groups: administrators,
operators, and auditors. The admin account belongs to the administrators group. The Service OS
also includes the administrator user admin. The two admin users are entirely distinct.

® When a local user account is removed, the user loses all active login/SSH sessions. Any calls on the
existing REST session with that local user account fail with a permissions issue as soon as the user is
deleted. Soon afterwards, the existing REST sessions with the deleted local user account become
invalidated. If a user is viewing the GUI while their account is deleted, the user is redirected to the
login page within 60 seconds. The home directory associated with the user is also removed from the
switch.

m (Cleartext passwords (whether entered with prompting or entered directly) must:

° Contain only ASCII characters from hexadecimal 21 to hexadecimal 7E [\x21-\x7E] (decimal 33 to
126). Spaces are not allowed. When the password is entered directly without prompting, the "»"
symbol (hexadecimal 3F [\x3F] (decimal 63)) is not permitted.

° Contain at most 32 characters.

o Contain at least the number of characters configured (optionally) for minimum-password-length.

@ Although empty passwords are supported, it is recommended that you use strong passwords for
all production switches.

|_—} Only an administrator can change the password of a user assigned to the operators role.

Examples

Creating local user jamie in the administrators group with a prompted password:

switch(config)# user jamie group administrators password
Adding user jamie

Enter password:****kxkxkkkikk

Confirm password:****kkkkkkkx

Creating user chris in the existing user-defined local user group admuser2 with a cleartext password,
using direct entry without prompting:

switch(config) # user chris group admuser2 password plaintext passWORDxJ|989

Creating user alex in the operators group with a ciphertext password (the ciphertext shown is a
placeholder that must be replaced with actual ciphertext):

switch (config) # user alex group operators password ciphertext NDcDI2...8igJfA=

Removing user jamie:
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switch (config)# no user jamie
User jamie's home directory and active sessions will be deleted.
Do you want to continue [y/n]?y

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

user-group

user-group <GROUP-NAME>
no user-group <GROUP-NAME>

Description

If <crouP-NaME> does not exist, this command creates a local user group and then enters its context. If
<GROUP-NAME> eXists, this command enters the context for the specified <croup-name>. Within the
<GROUP-NAME> context, several subcommands are available for working with rules that specify what CLI
commands are permitted or denied for all members of the local group.

In addition to the three built-in user groups administrators, operators, and auditors, up to 29 user-
defined local user groups can be defined. All users can be members of only one of the up to 32 groups.

The no form of this command deletes the specified user group. All members of the deleted group lose
all command authorization privilege.

Parameter Description

<GROUP-NAME> Specifies the user group name. A new group is created if the
specified group does not exist and then the group context is
entered. If the group name exists, its context is entered.

Do not causally delete user-defined local user groups without understanding the implications. Although user-
@ defined local user groups can be deleted with the respective members losing all privileges, the three built-in
groups administrators, operators, and auditors are always available and their privileges are unchangeable.

Subcommands

These subcommands are available within the user-defined local user group context (shown in the switch
prompt as config-usr-grp-<GROUP-NAME>).

[<SEQ-NUM>] {permit | deny} cli command "<REGEX>"

no <SEQ-NUM>
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Defines a CLI command privilege permit or deny rule. There is an implicit "deny .=*" rule at the end
of every user-defined group rule list. Members of a user-defined group without any permit rules
have no CLI command privileges.

The no form of this subcommand deletes the specified (by sequence number) rule from the group.

Rule evaluation proceeds from lowest to highest sequence number until the first successful match, resulting in
either CLI command permission or denial. Rule evaluation ceases upon first match. Therefore, rules for related
CLI commands must be defined in most restrictive to least restrictive order.

<SEQ-NUM>

Specifies the CLI command rule sequence number. When omitted, a sequence number that is 10
greater the highest existing sequence number is auto-assigned. When no rules exist, the first auto-
assigned sequence number is 10.

{permit | deny}

Sets the rule type as either permit Or deny. Rule order is important. For example, these two related
rules together authorize all show commands except for the show aaa commands.

switch (config-usr-grp-admuser2) #10 deny cli command "show aaa .*"
switch (config-usr-grp-admuser2) #20 permit cli command "show .*"

To achieve the wanted effect in this example, the deny rule must precede the permit rule. These two
rules together achieve the following:

® All show aaa commands match on rule 10, triggering command denial, and the immediate
cessation of further rule evaluation. Matching on rule 20 is never attempted.

® All other show commands (excluding show aaa commands) match on rule 20 and are therefore
permitted.

<REGEX>

Specifies the CLI command matching criteria of the rule. The criteria can be expressed as ". =" which
matches all commands. Otherwise, the criteria is expressed as a POSIX-compliant regular expression
(regex) string starting with an exact match command token (for example show) followed by a regex
representing command arguments. The first word must be a string that contains only alphanumeric
or hyphen characters.

For example, to allow all commands starting with the word interface, the regex must be "interface
.*"orjust"interface". Using "interface.*" (without the space) is not supported. For example,
"show .*" matches every show command. Consult the Extended regular expression information
available at: https://pubs.opengroup.org/onlinepubs/9699919799/basedefs/V1_chap09.html#tag_
09_04.

Sample matched CLI

Sample matching criteria P Matches
command or specifier

show .* show accounting log All show commands

bgp .* bgp router-id 1.1.1.1 All bgp commands

interface .* interface 1/1/1 All interface specifiers

vlan (31]4) vlan 3 VLAN 3 or 4
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Sample matching criteria Il

command or specifier

vlan [1-9] vlan 5 Asingle VLAN in therange 1to 9

vlan ([1-9]111[0-9]) vlan 19 Assingle VLAN in the range 1 to 19

[<SEQ-NUM>] comment <TEXT-STRING>
no <SEQ-NUM> comment
Adds a comment to an existing rule. The no form of this subcommand removes an existing
comment.

switch (config-usr-grp-admuser2) # 10 comment Deny all show aaa commands.
switch (config-usr-grp-admuser2) # 20 comment Permit all other show commands.
switch (config-usr-grp-admuser?2) #
switch (config-usr-grp-admuser2) # show running-config current-context
user—-group admuser?2

10 comment Deny all show aaa commands.

10 deny cli command "show aaa .*"

20 comment Permit all other show commands.

20 permit cli command "show .*"

include <GROUP-NAME> [no] include <GROUP-NAME>

Include all rules from the specified user-defined <Grour-namMe>. Only one group can be included in
the definition of another group. The content of the included group is effectively placed at the top of
the rules list in the current group. If the specified <crour-name> does not exist, it is created.

The no form of this subcommand removes the specified included group from the current group. The
specified included group must exist and must be included in the current group or else an error
message is shown.

The name of the included group is shown at the top of the show user-group command for the group
with the include.

In this example, group admuser1 is included in group admuser2. So the admuser1 rules are evaluated
first and then the rules in the admuser2 group are only evaluated if no CLI command match occurs
for the rules in group admuseri.

switch (config-usr-grp-admuser?)# include admuserl
switch (config-usr-grp-admuser?2) # show user-group admuser2
User Group Summary

Name : admuser?
Type : configuration
Included Group : admuserl

Number of Rules : 2
User Group Rules

SEQUENCE NUM ACTION COMMAND COMMENT

10 deny show aaa .* Deny all show aaa commands.
20 permit show .* Permit all other show
commands .

resequence [<STARTING-SEQ-NUM> <INCREMENT>]

Resequences the CLI command authorization rules. When entered without the optional parameters
the rules are resequenced with a <sTarRTING-SEQ-NUM> Of 10 and an <1ncrRemENT> Of 10.
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<STARTING-SEQ-NUM>

Specifies the starting sequence number.
<INCREMENT>

Specifies the sequence number increment.
Resequencing the rules to start at 100 with an increment of 20:

switch (config-usr-grp-admuser?2) # resequence 100 20
switch (config-usr-grp-admuser2) # show running-config current-context
user—-group admuser?2

100 comment Deny all show aaa commands.

100 deny cli command "show aaa .*"

120 comment Permit all other show commands.

120 permit cli command "show .*"

Resequencing the rules to the default of starting at 10 with an increment of 10:

switch (config-usr-grp-admuser?2) # resequence
switch (config-usr-grp-admuser2) # show running-config current-context
user—-group admuser?2

10 comment Deny all show aaa commands.

10 deny cli command "show aaa .*"

20 comment Permit all other show commands.

20 permit cli command "show .*"

show running-config current-context

Shows all the commands used to configure the rules in the current group context.

switch (config-usr-grp-admuser2) # show running-config current-context
user—-group admuser?2

10 comment Deny all show aaa commands.

10 deny cli command "show aaa .*"

20 comment Permit all other show commands.

20 permit cli command "show .*"

list

List the subcommands available within the user-defined group context.
exit

Exits the user-defined group context.

end

Exits the user-defined group context and then the config context.

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.
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user management-interface

user <USERNAME> management-interface <MGMT-INTERFACE>
no user <USERNAME> management-interface <MGMT-INTERFACE>
Description

Enables a management interface for the specified local user. By default, all management interfaces are
enabled for all local users.

The no form of this command disables the selected management interface for the specified local user.

Parameter Description

<USERNAME> Specifies the name of an existing local user.

<MGMT-INTERFACE> Selects one of the management interfaces: ssh, telnet, https-
server, console. Note that https-server corresponds to the
Web Ul and REST.

Examples

Enabling the SSH management interface for local user admin1:

switch(config) # user adminl management-interface ssh
Disabling the SSH management interface for local user admin1i:
switch (config) # no user adminl management-interface ssh
Enabling the telnet management interface for local user admini:
switch(config)# user adminl management-interface telnet
Disabling the telnet management interface for local user admin1:
switch(config) # no user adminl management-interface telnet
Enabling the https-server (Web Ul) management interface for local user admin1:
switch (config)# user adminl management-interface https-server
Disabling the https-server (Web Ul) management interface for local user admin1:
switch(config)# no user adminl management-interface https-server
Enabling the console management interface for local user admini:

switch(config)# user adminl management-interface console
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Disabling the console management interface for local user admini:

switch(config)# no user adminl management-interface console

Command History

Release Modification

10.11 Command introduced

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

user password

user <USERNAME> password [ciphertext <CIPHERTEXT-PASSWORD> | plaintext <PLAINTEXT-
PASSWORD>]

Description

Changes a password for an account or enables the password for the admin account. When entered
without either optional ciphertext Or plaintext parameters, the cleartext password is prompted for
twice, with the characters entered masked with "*" symbols.

Parameter Description

<USERNAME> Specifies the corresponding user name for the password you
want to change.

ciphertext <CIPHERTEXT-PASSWORD> Specifies a ciphertext password. No password prompts are
provided and the ciphertext password is validated before the
configuration is applied for the user. The variable
<CIPHERTEXT-PASSWORD> is Base64 and is typically copied from
another switch using the show running-configcommand
output and then pasted into this command.

NOTE: The administrator cannot construct ciphertext passwords
themselves. The ciphertext is only created by an AOS-CX switch.
The ciphertext is created by setting a password for a user with
the user command. The ciphertext is available for copying from
the show running-config outputand pasting into the
configuration on any other AOS-CX switch. The target switch
must have the same export password (default or otherwise) as
the source switch.

plaintext <PLAINTEXT-PASSWORD> Specifies the password without prompting. The password is
visible as cleartext when entered but is encrypted thereafter.
Command history does show the password as cleartext.

Usage

The admin account is available on the switch without a password by default.
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Cleartext passwords (whether entered with prompting or entered directly) must:

= Contain only ASCII characters from hexadecimal 21 to hexadecimal 7E [\x21-\x7E] (decimal 33 to 126).
Spaces are not allowed. When the password is entered directly without prompting, the "»" symbol
(hexadecimal 3F [\x3F] (decimal 63)) is not permitted.

= Contain at most 32 characters.
® Contain at least the number of characters configured (optionally) for minimum-password-length.

@ Although empty passwords are supported, it is recommended that you use strong passwords for all
production switches.

|_—} Only an administrator can change the password of a user assigned to the operators role.

Examples

Enabling (or changing) a cleartext password for admin:

switch (config) # user admin password
Changing password for user admin
Enter password:*****xkkkkkk

Confirm password:***kkkxkkkxx

Changing the cleartext password for user chris, using direct entry without prompting:
switch (config)# user chris password plaintext PASSwordZQ#@67

Changing the ciphertext password for user alex (the ciphertext shown is a placeholder that must be
replaced with actual ciphertext):

switch (config) # user alex password ciphertext XqYJ36...W83D4Y=

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

AOS-CX 10.12 Security Guide | (8100, 8360 Switch Series)

45



Chapter 4

SSH server

SSH (Secure Shell) is a cryptographic protocol that encrypts all communication between devices.

Each switch VRF includes an SSH server. The SSH server on the mgmt VRF is enabled by default in
software version 10.02 and higher, and disabled in version 10.01 and lower. Only the SSH servers
included in the switch are supported.

The SSH server provides SSH client to switch communications, enabling SSH clients (at least SSH v2.0) to
connect to the switch for the purpose of managing it. The SSH server interfaces with the authentication
service that provides local and/or remote AAA.

The SSH server will perform a rekey operation for all open SSH sessions at every hour or after 1 GB of data

transferred, whichever occurs first. The rekey is performed to address a common security concern that

— encryption/decryption keys not be used for long periods of time. This limits the amount of data exposed in the
unfortunate case where a key is exposed or refactored.

SSH public key authentication is separate from SSH server. Look for information on SSH public key under Local
— authentication.

SSH defaults

Setting Default value

Maximum SSH password retries 3 password retries.

Password-based (with SSH client) Enabled.
authentication

SSH password-based login grace 120 seconds.
period timeout

SSH public key authentication Enabled.

SSH idle session timeout 60 seconds.

SSH server tasks

SSH server tasks are as follows:

Command name Example

Enabling the SSH server ssh server vrf ssh server vrf default
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Task

Disabling the SSH server

Command name

no ssh server vrf

Example

no ssh server vrf default

Generating an SSH host-
key pair

ssh host-key

ssh host-key rsa bits 2048

Clearing the list of trusted
SSH servers for your user
account

ssh known-host
remove

ssh known-host remove 1.1.1.1

Configuring SSH to use a
set of ciphers

ssh ciphers

ssh ciphers chacha20-polyl305@openssh.com
aes256-ctr aes256-cbc

Configuring SSH to use a
set of host key algorithms

ssh host-key-
algorithms

ssh host-key-algorithms ssh-rsa ssh-ed25519
ecdsa-sha2-nistp521

Configuring SSH to use a
set of MACs

ssh macs

ssh macs hmac-sha2-256 hmac-sha2-512

Configuring SSH to use a
set of key exchange
algorithms

ssh key-exchange-
algorithms

ssh key-exchange-algorithms ecdh-sha2-
nistp256

Configuring SSH to use a
set of public key
algorithms

ssh public-key-
algorithms

ssh public-key-algorithms x509v3-ssh-rsa
ssh-rsa rsa-sha2-256

Configuring SSH idle
session timeout

cli-session

switch(config)# cli-session
switch(config-cli-session)# timeout 20

Showing the SSH server
configuration

show ssh server

show ssh server all-vrfs

Showing the active SSH
sessions

show ssh server
sessions

show ssh server sessions all-vrfs

Showing the SSH server
host keys

show ssh host-key

show ssh host-key ecdsa

SSH server commands

show ssh host-key

show ssh host-key [ecdsa

Description

| ed25519 | rsal

Shows the public host keys for the SSH server. If the key type is not provided, all available host-keys are

shown.

Parameter Description

ecdsa

Selects the ECDSA host-key pair.

ed25519

Selects the ED25519 host-key pair.
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Parameter Description

rsa Selects the RSA host-key pair.

Examples
Showing the ECDSA public host-key:

switch# show ssh host-key ecdsa
Key Type : ECDSA Curve : ecdsa-sha2-nistp256
ecdsa-sha2-nistp256 AAAAE2V]jZHNhLXNoYTItbmlzdHAYNTYAAAATbm]lzdHAYNTYAAhtuvS5rABBBGs

04mjVFGMVKZ8TRWkyrxeQa2 fAGZZEP1 902K33/k3ql7fA4EivRzC75YvDus=

Showing all public host keys:

switch# show ssh host-key

Key Type : ECDSA Curve : ecdsa-sha2-nistp256

ecdsa-sha2-nistp256 AAAAE2V]jZHNhLXNoYTItbmlzdHAYNTYAAAATbm]lzdHAYNTYAAhtuvS5rABBBGs
04mjVFGMVKZ87RWkyrxeQa2fAGZZEpl 902K33/k3ql7fA4EivRzC75Yv]jDus=

Key Type : ED25519
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIGL6910Jwoe8Hk19K5YhgijrWI3yovNbiJVgetwidWjJr4

Key Type : RSA Key Size : 2048
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDAVCX1w43h4nlbwg9jI6DSBMngymCdPDOJUG42Sn9IS

nGSXtrNy60mlFDJTAy+zz5KAd8d21Z2Luhf07IHNgF3pff65Xc8gNIBv

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms Manager (#) Administrators or local user group members with execution rights
for this command.

show ssh server

show ssh server [vrf <VRF-NAME> | all-vrfs] [vsx-peer]

Description

Shows the SSH server configuration for the specified VRF. Administrators can show the server
configuration of all VRFs by using the a11-vrfs parameter. If no VRF name is provided in this command,
the command shows the SSH server configuration on the default VRF.
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Parameter Description

vrf <VRF-NAME> Specifies the VRF name.
all-vrfs Selects all VRFs.
vsx-peer Shows the output from the VSX peer switch. If the switches do not

have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

Showing the SSH server configuration on the default VRF:

switch# show ssh server

SSH server configuration on VRF default

IP Version : IPv4 and IPv6 SSH Version : 2.0
TCP Port : 22 Grace Timeout (sec) : 120
Max Auth Attempts : 6

Allow-1list : disabled

Ciphers:

chacha20-polyl305@openssh.com, aesl28-ctr, aesl92-cbc,
aesl28-cbc, aesl92-ctr, aes256-gcm@openssh.com,
aesl28-gcm@openssh.com, aes256-ctr, aes256-cbc

Host Key Algorithms:
ecdsa-sha2-nistp256, ecdsa-sha2-nistp384, ecdsa-sha2-nistp521,
ssh-ed25519, rsa-sha2-256, rsa-sha2-512, ssh-rsa

Key Exchange Algorithms:

curve25519-sha256, curve25519-sha256@libssh.org,
ecdh-sha2-nistp256,ecdh-sha2-nistp384, ecdh-sha2-nistp521,
diffie-hellman-group-exchange-sha256,diffie-hellman-groupl6-sha512,
diffie-hellman-groupl8-sha512,diffie-hellman-groupl4-sha256,
diffie-hellman-groupl4-shal

MACs:
hmac-shal-etm@openssh.com, umac-64C@openssh.com,
umac-128Q@openssh.com, hmac-sha2-256,hmac-sha2-512, hmac-shal

Public Key Algorithms:

rsa-sha2-256, rsa-sha2-512ssh-rsa, ecdsa-sha2-nistp256,
ecdsa-sha2-nistp384, ecdsa-sha2-nistp521, ssh-ed25519,
x509v3-rsa2048-sha256, x509v3-ssh-rsa, x509v3-sign-rsa,

x509v3-ecdsa-sha2-nistp256, x509v3-ecdsa-sha2-nistp384,
x509v3-ecdsa-sha2-nistp521

Showing the SSH server configuration on the management VRF:

switch# show ssh server vrf mgmt
SSH server configuration on VRF mgmt

IP Version : IPv4 and IPv6 SSH Version : 2.0

SSH server



TCP Port 3 22 Grace Timeout (sec) : 120
Max Auth Attempts HI

Ciphers:

chacha20-polyl305@openssh.com, aesl28-ctr, aesl92-cbc,
aesl28-cbc, aesl92-ctr, aes256-gcm@openssh.com,
aesl28-gcm@openssh.com, aes256-ctr, aes256-cbc

Host Key Algorithms:
ecdsa-sha2-nistp256, ecdsa-sha2-nistp384, ecdsa-sha2-nistpb521,
ssh-ed25519, rsa-sha2-256, rsa-sha2-512, ssh-rsa

Key Exchange Algorithms:

curve25519-sha256, curve25519-sha256Q@libssh.org,
ecdh-sha2-nistp256,ecdh-sha2-nistp384, ecdh-sha2-nistpb521,
diffie-hellman-group-exchange-sha256,diffie-hellman-groupl6-sha512,
diffie-hellman-groupl8-sha512,diffie-hellman-groupl4-sha256,
diffie-hellman-groupl4-shal

MACs:
hmac-shal-etm@openssh.com, umac-64@openssh.com,
umac-128@openssh.com, hmac-sha2-256, hmac-sha2-512, hmac-shal

Public Key Algorithms:
rsa-sha2-256, rsa-sha2-512ssh-rsa, ecdsa-sha2-nistp256,
ecdsa-sha2-nistp384, ecdsa-sha2-nistp521, ssh-ed25519,

x509v3-rsa2048-sha256, x509v3-ssh-rsa, x509v3-sign-rsa,
x509v3-ecdsa-sha2-nistp256, x509v3-ecdsa-sha2-nistp384,

Showing the SSH server configuration for all VRFs:

switch# show ssh server all-vrfs

SSH server configuration on VRF default

IP Version : IPv4 and IPv6 SSH Version 8 2o
TCP Port : 22 Grace Timeout (sec) : 120
Max Auth Attempts : 6

Ciphers:

chacha20-polyl305@openssh.com, aesl28-ctr, aesl92-cbc,
aesl28-cbc, aesl92-ctr, aes256-gcm@openssh.com,
aesl28-gcm@openssh.com, aes256-ctr, aes256-cbc

Host Key Algorithms:
ecdsa-sha2-nistp256, ecdsa-sha2-nistp384, ecdsa-sha2-nistpb521,
ssh-ed25519, rsa-sha2-256, rsa-sha2-512, ssh-rsa

Key Exchange Algorithms:

curve25519-sha256, curve25519-sha256@libssh.org,
ecdh-sha2-nistp256, ecdh-sha2-nistp384, ecdh-sha2-nistpb521,
diffie-hellman-group-exchange-sha256,diffie-hellman-groupl6-sha512,
diffie-hellman-groupl8-sha512,diffie-hellman-groupl4-sha256,

MACs:
hmac-shal-etm@openssh.com, umac-64@openssh.com,
umac-128@openssh.com, hmac-sha2-256,hmac-sha2-512, hmac-shal

Public Key Algorithms:
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rsa-sha2-256, rsa-sha2-512ssh-rsa, ecdsa-sha2-nistp256,
ecdsa-sha2-nistp384, ecdsa-sha2-nistp521, ssh-ed25519,
x509v3-rsa2048-sha256, x509v3-ssh-rsa, x509v3-sign-rsa,
x509v3-ecdsa-sha2-nistp256, x509v3-ecdsa-sha2-nistp384,
x509v3-ecdsa-sha2-nistp521

SSH server configuration on VRF mgmt

IP Version : IPv4 and IPvo6 SSH Version : 2.0
TCP Port : 22 Grace Timeout (sec) : 120
Max Auth Attempts HIG)

Ciphers:

chacha20-polyl305@openssh.com, aesl28-ctr, aesl92-cbc,
aesl28-cbc, aesl92-ctr, aes256-gcm@openssh.com,
aesl28-gcm@openssh.com, aes256-ctr, aes256-cbc

Host Key Algorithms:
ecdsa-sha2-nistp256, ecdsa-sha2-nistp384, ecdsa-sha2-nistpb521,
ssh-ed25519, rsa-sha2-256, rsa-sha2-512, ssh-rsa

Key Exchange Algorithms:

curve25519-sha256, curve25519-sha256@libssh.org,
ecdh-sha2-nistp256,ecdh-sha2-nistp384, ecdh-sha2-nistp521,
diffie-hellman-group-exchange-sha256,diffie-hellman-groupl6-sha512,
diffie-hellman-groupl8-shab5l12,diffie-hellman-groupl4-sha256,
diffie-hellman-groupl4-shal

MACs:
hmac-shal-etm@openssh.com, umac-64C@openssh.com,
umac-128@openssh.com, hmac-sha2-256, hmac-sha2-512,hmac-shal

Public Key Algorithms:

rsa-sha2-256, rsa-sha2-512ssh-rsa, ecdsa-sha2-nistp256,
ecdsa-sha2-nistp384, ecdsa-sha2-nistp521, ssh-ed25519,

x509v3-rsa2048-sha256, x509v3-ssh-rsa, x509v3-sign-rsa,
x509v3-ecdsa-sha2-nistp256, x509v3-ecdsa-sha2-nistp384,

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show ssh server sessions

show ssh server sessions [vrf <VRF-NAME> | all-vrfs] [vsx-peer]

Description

SSH server



Shows the active SSH sessions on a specified VRF or on all VRFs. If no VRF is specified, the active sessions
on the default VRF are shown.

Parameter Description

vrf <VRF-NAME> Specifies the VRF name.
all-vrfs Selects all VRFs.
vsx-peer Shows the output from the VSX peer switch. If the switches do not

have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Usage

If you provide the command with a VRF name, the command shows the active SSH session for the
specified VRF. Any user can show sessions of all VRFs by using the a11-vrfs parameter. The maximum
number of sessions per VRF is five. The maximum SSH idle session timeout is 60 seconds.

Examples

Showing the active SSH sessions on the default VRF:

switch# show ssh server sessions

SSH sessions on VRF default
IPv4 SSH Sessions

Server IP : 10.1.1.1
Client IP : 10.1.1.2
Client Port : 58835

IPv6 SSH Sessions

Server IP : FF01:0:0:0:0:0:0:FB
Client IP : FF01:0:0:0:0:0:0:FC
Client Port : 58836
Showing the SSH server configuration for all VRFs:
switch# show ssh server sessions all-vrf
SSH sessions on VRF mgmt
IPv4 SSH Sessions
Server IP : 10.1.1.1
Client IP : 10.1.1.2
Client Port : 58835
IPv6 SSH Sessions
Server IP : FF01:0:0:0:0:0:0:FB
Client IP : FF01:0:0:0:0:0:0:FC
Client Port : 58836
SSH sessions on VRF default
IPv4 SSH Sessions
Server IP : 20.1.1.1
Client IP : 20.1.1.2
Client Port : 58837
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IPv6 SSH Sessions
Server IP : FF01:0:
Client IP : FF01:0:
Client Port : 58838

D!
2w}

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Administrators or local user group members with execution rights
(#) for this command.

ssh ciphers

ssh ciphers <CIPHERS-LIST>
no ssh ciphers

Description

Configures SSH to use a set of ciphers in the specified priority order. Ciphers in SSH are used for privacy
of data being transported over the connection. The first cipher type entered in the CLI is considered a
first priority. Each option is an algorithm that is used to encrypt the link and each name indicates the
algorithm and cryptographic parameters that are used. Only ciphers that are entered by the user are
configured.

The no form of this command removes the configuration of ciphers and reverts SSH to use the default
set of ciphers.

Parameter Description

<CIPHERS-LIST> Valid ciphers:

B aesl28-cbc

B 3esl192-cbc

B aes256-cbc

B gesl28-ctr

B aesl92-ctr

B aes256-ctr

B aesl28-gcm@openssh.com

B aes256-gcm@openssh.com

B chacha20-polyl305@openssh.com

Default set of ciphers in priority order (highest at top):
® chacha20-1305@openssh.com

B gesl28-ctr

B aesl92-ctr

B ges256-ctr
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Parameter Description

B aesl28-gcm@openssh.com
B aes256-gcUm@openssh.com

Examples

Configuring SSH to use only specified ciphers in the priority order:
switch (config) # ssh ciphers chacha20-polyl305Qopenssh.com aes256-ctr aes256-cbc
Reverting SSH to use the default set of ciphers:

switch(config)# no ssh ciphers

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

ssh host-key

ssh host-key {ecdsa [ecdsa-sha2-nistp256 | ecdsa-sha2-nistp384 | ecdsa-sha2-nistp521] |
ed25519 | rsa [bits {2048 | 4096}] }

Description

Generates an SSH host-key pair.

Parameter Description

ecdsa Selects the ECDSA host-key pair type as ecdsa-sha2-nistp256
(the default), ecdsa-sha2-nistp384, or ecdsa-sha2-
nistp521.

ed25519 Selects the ED25519 host-key pair.

rsa Selects the RSA host-key pair. Optionally, the key bit length is
selected with either bits 2048 (the default) or bits 4096.

Usage

When an SSH server is enabled on a VRF for the first time, host-keys are generated.
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If the host-key of the given type exists, a warning message is displayed with a request to overwrite the
previous host-key with the new key.

Examples

Overwriting an old ECDSA host-key with a new ecdsa-sha2-nistp384 host-key:

switch(config) # ssh host-key ecdsa ecdsa-sha2-nistp384
ecdsa host-key will be overwritten.
Do you want to continue (y/n)?

Overwriting an old RSA host-key with a new RSA host-key with 2048 bits:

switch(config)# ssh host-key rsa bits 2048
rsa host-key will be overwritten.
Do you want to continue (y/n)?

Overwriting an ECDSA host-key with an ED25519 host-key pair:

switch(config)# ssh host-key ed25519
ed25519 host-key will be overwritten.
Do you want to continue (y/n)?

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

ssh host-key-algorithms

ssh host-key-algorithms <HOST-KEY-ALGORITHMS-LIST>
no ssh host-key-algorithms

Description

Configures SSH to use a set of host key algorithms in the specified priority order. Host key algorithms
specify which host key types are allowed to be used for the SSH connection. The first host key entered in
the CLI is considered a first priority. Each option represents a type of key that can be used. Host keys
are used to verify the host that you are connecting to. This configuration allows you to control which
host key types are presented to incoming clients, or which host key types to receive first from hosts.
Only the host key algorithms that are specified by the user are configured.

The no form of this command removes the configuration of host key algorithms and reverts SSH to use
the default set of algorithms.
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Parameter Description

<HOST-KEY-ALGORITHMS-LIST> Default set of public key algorithms in priority order (highest at
top), comprised of all possible valid algorithms:

B eccdsa-sha2-nistp256

B eccdsa-sha2-nistp384

B ecdsa-sha2-nistp521

® ssh-ed25519

® rsa-sha2-256

B rsa-sha2-512

B ssh-rsa

Examples
Configuring SSH to use only specified host key algorithms:

switch(config) # ssh host-key-algorithms ssh-rsa ssh-ed25519 ecdsa-sha2-nistp521
Reverting SSH to use the default set of host key algorithms:

switch (config)# no host-key-algorithms

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

ssh key-exchange-algorithms

ssh key-exchange-algorithms <KEY-EXCHANGE-ALGORITHMS-LIST>
no ssh key-exchange-algorithms

Description

Configures SSH to use a set of key exchange algorithm types in the specified priority order. The first key
exchange type entered in the CLI is considered a first priority. Key exchange algorithms are used to
exchange a shared session key with a peer securely. Each option represents an algorithm that is used to
distribute a shared key in a way that prevents outside interference, manipulation, or recovery. Only the
key exchange algorithms that are specified by the user are configured.

The no form of this command removes the configuration of key exchange algorithms and reverts SSH to
use the default set of algorithms.
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Parameter Description

<KEY-EXCHANGE-ALGORITHMS-LIST> Valid key exchange algorithms:

® curve25519-sha256

B curvez25519-sha256@libssh.org

m diffie-hellman-group-exchange-shal

B diffie-hellman-group-exchange-sha256

diffie-hellman-groupl4-shal
diffie-hellman-groupl4-sha256
diffie-hellman-groupl6-shab512
diffie-hellman-groupl8-shab51l2
ecdh-sha2-nistp256

® ecdh-sha2-nistp384

B ecdh-sha2-nistp521

Default set of key exchange algorithms in priority order (highest at
top):

m curve25519-sha256

B curve25519-sha256@libssh.org

B ecdh-sha2-nistp256

® ecdh-sha2-nistp384
ecdh-sha2-nistp521
diffie-hellman-group-exchange-sha256
diffie-hellman-groupl6-shab512
diffie-hellman-groupl8-shab512

m diffie-hellman-groupl4-sha256

m diffie-hellman-group-exchange-shal

Examples

Configuring SSH to use a set of specified key exchange algorithms:

switch(config)# ssh key-exchange-algorithms ecdh-sha2-nistp256 curve25519-sha256
diffie-hellman-group-exchange-sha256

Reverting SSH to use the default set of key-exchange-algorithms:

switch(config)# no key-exchange-algorithms

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.
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ssh known-host remove

ssh known-host remove {all | {<IPv4-ADDRESS> | <HOSTNAME> | <IPv6-ADDRESS>} }

Description

Clears the list of trusted SSH servers for your user account. When you download or upload a file to or
from a server using SFTP, you establish a trusted SSH relationship with that server. Each user account
maintains its own set of SSH server host-keys for every server to which the user previously connected.

Parameter Description

all Clears the trusted servers list.
<IPv4-ADDRESS> Specifies the IPv4 address of the remote device.
<HOSTNAME> Specifies the host name of the remote device. Range: up to 255
characters.
<IPv6-ADDRESS> Specifies the IPv6 address of the remote device.
Examples

Clearing the trusted server list:
switch (config)# ssh known-host remove all
Removing a specified server from the trusted server list:

switch(config) # ssh known-host remove 1.1.1.1

Command History

Modification

10.07 or earlier ‘ --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

ssh macs

ssh macs <MACS-LIST>
no ssh macs

Description

Configures SSH to use a set of message authentication codes (MACSs) in the specified priority order. The
first MAC entered in the CLI is considered a first priority. MACs maintain the integrity of each message
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sent across an SSH connection. Each option represents an algorithm that can be used to provide
integrity between peers. Only the MAC types that are specified by the user are configured.

The no form of this command removes the configuration of MACs and reverts SSH to use the default set
of MACs.

Parameter Description

<MACS-LIST> Valid MACs:

® hmac-shal

® hmac-shal-96
hmac-shal-etm@openssh.com
hmac-sha2-256

hmac-sha2-512
hmac-sha2-256-etm@openssh.com

B hmac-sha2-512-etm@openssh.com

Default set of MACs in priority order (highest at top):
B hmac-sha2-256-etm@openssh.com
B hmac-sha2-512-etm@openssh.com

hmac-shal-etm@openssh.com
hmac-sha2-256
hmac-sha2-512

hmac-shal

Examples
Configuring SSH to use a set of specified MACs:

switch(config)# ssh macs hmac-sha2-256 hmac-sha2-512
Reverting SSH to use the default set of MACs:

switch(config)# no ssh macs

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

ssh maximum-auth-attempts

ssh maximum-auth-attempts <ATTEMPTS>
no maximum-auth-attempts
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Description
Sets the SSH maximum number of authentication attempts.
The no form of the command resets the maximum to its default of 6.

Parameter Description

<ATTEMPTS> Specifies the maximum number of SSH authentication attempts.
Range: 1 to 10. Default: 6.

Examples

Setting the maximum number of authentication attempts:
switch (config) # ssh maximum-auth-attempts 3
Resetting the maximum number of authentication attempts to its default of 6:

switch (config) # no maximum-auth-attempts

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

ssh public-key-algorithms

ssh public-key-algorithms <PUBLIC-KEY-ALGORITHMS-LIST>
no ssh public-key-algorithms

Description

Configures SSH to use a set of public key algorithms in the specified priority order. The first public key
type entered in the CLI is considered a first priority. Public key algorithms specify which public key types
can be used for public key authentication in SSH. Each option represents a public key type that the SSH
server can accept or that the SSH client can present to a server. Only the public key algorithms that are
chosen by the user are configured.

The no form of this command removes the configuration of public key algorithms and reverts SSH to use
the default set.

Parameter Description

<PUBLIC-KEY-ALGORITHMS-LIST> Default set of public key algorithms in priority order (highest at
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Parameter Description

top), comprised of all possible valid algorithms:
® rsa-sha2-256

B rsa-sha2-512
® ssh-rsa

B ecdsa-sha2-nistp256

ecdsa-sha2-nistp384
ecdsa-sha2-nistpb521
ssh-ed25519
x509v3-rsa2048-sha256
x509v3-ssh-rsa

B x509v3-sign-rsa

B x509v3-ecdsa-sha2-nistp256
B x509v3-ecdsa-sha2-nistp384
B x509v3-ecdsa-sha2-nistp521

Examples
Configuring SSH to use a set of specified public key algorithms:

switch(config) # ssh public-key-algorithms x509v3-ssh-rsa ssh-rsa rsa-sha2-256
Reverting SSH to use the default set of public key algorithms:

switch(config)# no ssh public-key-algorithms

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

ssh server allow-list

ssh server allow-list
ip <ipvé4-addr>[mask]
ipvée <ipv6-addr>[mask]
enable
no

Description

Configure a list of addresses that will be the only hosts allowed to connect to the SSH servers running
on all VRFs of the switch. By default, the allow-list is disabled and any host is allowed to connect given
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the correct authentication criteria. When the allow-list is enabled, only the hosts that fall under one of
the entries may connect with the correct authentication criteria, all other hosts will be denied to attempt
authentication.

Parameter Description

ip <ipv4-addr>[mask] An allowed host IP address and (optional) subnet in any of the
following formats:

= A.B.C.D: An allowed IPv4 address

= A.B.C.D/M: An allowed IPv4 subnet with prefix length

= A.B.C.D W.X.Y.Z: An allowed IPv4 address with network mask
= A.B.C.D/W.X.Y.Z: An allowed IPv4 address with network mask

ipvé <ivép-addr>[mask] An allowed host IPv6 address and (optional) subnet in any of the
following formats:

® XCX:X:X: An allowed IPv6 address
B XCX:XX/M: An allowed IPv6 subnet

enable Enable the allow-list.
no ... Negate a command or set its default.
Usage

The allow-list can contain up to 20 entries of IPv4 or IPv6 addresses, including entire subnets. The order
in which the entries are added to the list does not matter. The configuration will only take effect once
the allow-list is enabled by issuing the enable command in the the config-ssh-al (ssh server allow-list)
context.

When the allow-list is enabled, SSH servers on all VRFs will restart and all active SSH sessions will be
terminated. The enabled allow-list may be modified to remove existing entries or add new entries, and
each of those modifications will trigger an SSH server restart for all VRFs and will terminate all active
SSH sessions, which may include the current user if they are connected via SSH. If you disable the allow-
list before making changes and enabling the allow-list again once the changes are made, any host will
be allowed to connect during the modification period before the allow-list is re-enabled. When the
allow-list is disabled, the SSH servers on all VRFs will restart and active SSH sessions will persist.

Every SSH allow-list ends with an implicit deny all rule. When you add entries to an allow list, take care to avoid
blocking connectivity to the SSH server. If an SSH allow-list is enabled with no entries configured, the deny all
functionality will block all addresses, and the SSH server will be unusable.

Examples

Configuring and enabling an SSH server allow list

switch(config)# ssh server allow-list
switch (config-ssh-al)# 1.1.1.1

switch (config-ssh-al)# enable

Active SSH sessions will be terminated.
Do you want to continue (y/n)?

Command History
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Release Modification

10.12 Command introduced

Command Information

Platforms Command context Authority

All platforms config and config-ssh-al contexts Administrators or local user group members

with execution rights for this command.

ssh server port

ssh server port <PORT-NUMBER>
no ssh server port [<PORT-NUMBER>]

Description
Configures SSH server to listen on a particular TCP port number. The default value is 22.
This port will be used for all VRFs that have SSH server enabled.

Configuring the TCP port number restarts the SSH server and terminates all active SSH sessions. It may take a
few seconds for the SSH sessions to reach the running state on some VRFs.

The no form of the command resets the TCP port number to the default, 22.

Parameter Description
<PORT-NUMBER> Specifies the TCP port number. Range: 1 to 65535. Default: 22.
Examples

Configuring TCP port number 19222:
switch (config)# ssh server port 19222
Resetting the TCP port number to the default, 22:

switch(config) # no ssh server port

Command History

Release Modification

10.11.1000 Command introduced

Command Information
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Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

ssh server vrf

ssh server vrf <VRF-NAME>

no ssh server vrf <VRF-NAME>
Description

Enables the SSH server on the specified VRF. SSH is disabled by default and will not be operational till
the admin password is set on the switch. Note that the admin password is considered set even if it is
configured to be empty.

The no form of the command disables the SSH server on the specified VRF. If no VRF is specified, by
default the SSH server will be enabled on the default or mgmt VRF, depending on the switch model.

Parameter Description
vrf <VRF-NAME> Specifies the VRF name.
Examples

Enabling the SSH server on the management VRF:

switch (config) # ssh server vrf mgmt
Disabling the SSH server on the management VRF:

switch (config) # no ssh server vrf mgmt

Command History

Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.
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Chapter 5
SSH client

The switch provides an SSH client that enables the switch to log in to an SSH server such as another
switch, typically for command execution purposes. The SSH client provides secure encrypted
communications between the switch and the SSH server over any network.

SSH client commands

ssh (client login)

ssh [<USERNAME>Q] {<IPV4> | <HOSTNAME>} [vrf <VRF-NAME>] [port <PORT-NUMBER>]

Description

Establishes a client session with an SSH server which is typically another switch.

username, vrf and port number are optional parameters. If a source ip address or source interface is
configured for the ssh client protocol, the configuration values are used for establishing the client
session with the SSH server.

The source interface can be configured using the IP source interface configuration commands described in the
Fundamentals Guide.

Parameter Description

<USERNAME> Specifies the username that the client uses to log in to an SSH
server. When omitted, the username of the current session is
used.

<IPV4> Specifies the SSH server to which the SSH client will connect as an
IPv4 address.

<HOSTNAME> Specifies the SSH server to which the SSH client will connect as a
host name.

vrf <VRF-NAME> Specifies the VRF to be used for the SSH client session. When
omitted, the default VRF named default is used.

port <PORT-NUMBER> Specifies the SSH server TCP port number. When omitted, the
default TCP port 22 is used.

Examples

Establishing an SSH client session (using the management VRF) with an SSH server:

switch# ssh admin@10.0.11.180 vrf mgmt

Establishing an SSH client session (using the default VRF and a specific port) with an SSH server:
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switch# ssh admin@10.0.11.175 port 223

Configuring a test user on switch 1 and then connecting to switch 1 from switch 2 using the SSH client
on the mgmt VRF:

** Configuring a test user on switch 1 **

switch (config) # user-group test

switch (config-usr-grp-test)# permit cli command ".*"

switch (config)# exit

switch(config)# user test-user group test password plaintext tst#9J

** On switch 2, connecting to switch 1 using the SSH client **
switch# ssh test-user@10.0.11.177 vrf mgmt

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms Manager (#) Administrators or local user group members with execution rights
for this command.

SSH client



Chapter 6

Local AAA

Local AAA on your Aruba CX switch provides:

®  Authentication using local password or SSH public key.

®  Authorization using local role-based access control (RBAC). Optional per-command authorization is
possible through configuration of user-defined local user groups, with command authorization rules
applied to respective group members.

® Accounting of user activity on the switch using accounting logs.

For switches that support multiple management modules such as the Aruba 8400, all AAA functionality discussed
e only applies to the active management module. See also AAA on switches with multiple management modules in the
High Availability Guide.

Local AAA defaults and limits

Setting Default value / limit

Local authentication Enabled by default for all connection types: console, SSH, and REST.

Local role-based access control (RBAC) Enabled by default for all connection types: console, SSH, and REST.
authorization

Local accounting Enabled.

Maximum number of local users 64 users, including the default admin user.

Maximum number of user-defined local 32 groups, including the three built-in groups administrators,
user groups operators, auditors.

Password for default admin account The password is empty by default.

SSH public key authentication Enabled.

Supported platforms and standards

Local AAA is supported on the 4100i, 6000, 6100, 6200, 6300, 6400, 8320, 8325, 8360, 8400, 9300, and
10000 Switch Series.

Scale
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Setting Default value / limit

Local authentication Enabled by default for all connection types: console, SSH, and
REST.

Local role-based access control (RBAC) Enabled by default for all connection types: console, SSH, and

authorization REST.

Local accounting Enabled.

Maximum number of local users 64 users, including the default admin user.

Maximum number of user-defined local 32 groups, including the three built-in groups administrators,

user groups operators, auditors.

Password for default admin account The password is empty by default.

SSH public key authentication Enabled.

Local authentication

Authentication identifies users, validates their credentials, and grants switch access. Local
authentication is either password-based or SSH public key-based.

Password-based local authentication

® Validates users with local user name and password credentials
® |s supported on all interfaces/channels (SSH, WebUI, Console, REST)

® |s enabled by default but can be superseded by remote authentication or with SSH client using SSH
public key authentication

SSH public key-based local authentication

® Validates users identified with SSH public keys stored in the local user database
® |s supported on the SSH interface/channel with SSH client

® Takes precedence over password-based authentication whether local or remote
® |s enabled by default (also requires key configuration to work)

Local authentication tasks

The local authentication (local password and SSH public key) tasks are as follows:

Command
Example

name
Enable aaa Enable local authentication for the default and console connection types:
authenticati authenticati aaa authentication login default local
on as local on login aaa authentication login console local
for the
specified
connection
types

Local AAA



Example

Show show aaa show aaa authentication
authenticati authenticati
on ] ) on
configuratio
n
Enable aaa aaa authentication minimum-password-length 12
password- authenticati
based L on minimum-—
authenticati
s password-
on mMinimum
password length
length
checking
Disable aaa no aaa authentication minimum-password-length
password- authenticati
based

authenticati

on minimum-—

s password-
on mMinimum
password length
length
checking
Enable local aaa aaa authentication limit-login-attempts 4 lockout-time 20
password- authenticati
based . . on limit-
authenticati .
. login-
on login
attempt attempts
limiting
Disable local | aaa no aaa authentication limit-login-attempts
password- authenticati
based L on limit-
authenticati .
. login-
on login
attempt attempts
limiting
Enable local ssh password- | ssh password-authentication
password- authenticati
based on
authenticati
on for use
with SSH
clients
(enabled by
default)
Disable local | ssh password- | no ssh password-authentication
password- authenticati
based on
authenticati
on for use
with SSH
clients
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Command
name

Example

authenticati
on

Enable SSH ssh public- ssh public-key-authentication
public key key-
authenticati authenticati
on (enabled on
by default)
Disable SSH ssh public- no ssh public-key-authentication
public key key-
authenticati authenticati
on
on
Show state show ssh show ssh authentication-method
of local q authenticati
passwora- on-method
based (for
SSH) and
SSH public
key

user admin authorized-key ecdsa-sha2-nistp256

Copying the user

client SSH authorized— E2VJjZH...QUiCAk= root@switch
public key key

into the key

list

Removing user no user admin authorized-key 2
SSH public authorized-

keys from Key

the key list

Showingthe | show user show user admin authorized-key
SSH client

public key

list

Local authorization

Authorization controls authenticated users command execution and switch interaction privileges. Local
authorization uses role-based access control (RBAC) to provide role-based privilege levels plus optional
user-defined local user groups with command execution rules. Authorization occurs only after
successful authentication.

= Administrators have full command execution and switch interaction privilege.
® Operators are limited to the use of several nonsensitive show commands.
= Auditors are limited to a few auditing-related commands.

Optional per-command authorization is available through configuration of user-defined local user
groups with command authorization rules applied to respective group members. see User-defined user

groups .

Local authorization tasks

The local authorization tasks are as follows:

Local AAA



Task Command name Example

Enable authorization | aaa authorization Enable local authorization for the default and console
as local RBAC forthe | commands connection types:

specified connection aaa authorization commands default local
types aaa authorization commands console local
Show authorization show aaa show aaa authorization

configuration authorization

Local accounting

Local accounting is always active. It cannot be turned off.

This accounting information is captured and made available locally (using show accounting log)and, if
desired, for sending to remote AAA servers:

® Exec Accounting: user login/logout events.

® Command accounting: commands executed by users.

® System accounting: remote accounting On/Off events.

= CLI show commands.

® |nteractions on the non-CLI interfaces: REST and WebUI.

The following is not captured or made available as accounting information:

® CLI commands that reboot the switch.
® |nteractions in the bash shell.

—_— See also the show accounting logcommand.

Local accounting tasks

The local accounting tasks are as follows:

Example
Enable accounting | aaa accounting | Enable local accounting for the default and console connection
as local for the all-mgmt types:
specified aaa accounting all-mgmt default start-stop local
connection types aaa accounting all-mgmt console start-stop local
Show accounting show aaa show aaa accounting
configuration accounting
Show local show show accounting log last 10
accounting log accounting log
contents
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Chapter 7

Local AAA commands

aaa accounting all-mgmt

aaa accounting all-mgmt <CONNECTION-TYPE> start-stop {local | group <GROUP-LIST>}
no aaa accounting all-mgmt <CONNECTION-TYPE>

Description

Defines accounting as being local (with the name 10ca1) (the default). Or defines a sequence of remote
AAA server groups to be accessed for accounting purposes.

For remote accounting, the information is sent to the first reachable remote server that was configured
with this command for remote accounting. If no remote server is reachable, local accounting remains
available. Each available connection type (channel) can be configured individually as either local or using
remote AAA server groups. All server groups named in your command, must exist. This command can
be issued multiple times, once for each connection type. Local is always available for any connection
type not configured for remote accounting.

The system accounting log is not associated with any connection type (channel) and is therefore sent to the
— accounting method configured on the default connection type (channel) only.

The no form of this command removes for the specified connection type, any defined remote AAA server
group accounting sequence. Local accounting is available for connection types without a configured
remote AAA server group list (whether default or for the specific connection type).

Parameter Description

<CONNECTION-TYPE> One of these connection types (channels):

default
Defines a list of accounting server groups to be used for the
default connection type. This configuration applies to all
other connection types (console, https-server, ssh) that
are not explicitly configured with this command. For example,
if you do not use aaa accounting all-mgmt console...
to define the console accounting list, then this default
configuration is used for console.

console
Defines a list of accounting server groups to be used for the
console connection type.

https-server
Defines a list of accounting server groups to be used for the
https-server (REST, Web Ul) connection type.

ssh
Defines a list of accounting server groups to be used for the
ssh connection type.

start-stop Selects accounting information capture at both the beginning and
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Parameter Description

end of a process.

local Selects local-only accounting when used without the group
parameter.
group <GROUP-LIST> Specifies the list of remote AAA server group names. Each name

can be specified one time. Predefined remote AAA group names
tacacs and radius are available. Although not a group name,
predefined name local is available. User-defined TACACS+ and
RADIUS server group names may also be used.

The remote AAA server groups are accessed in the order that the
group names are listed in this command. Within each group, the
servers are accessed in the order in which the servers were added
to the group. Server groups are defined using command aaa
group server and servers are added to a server group with the
command server.

If the AAA server(s) in the group are not reachable, or the if there
is a key mismatch error between the server and the switch, the
next accounting method is attempted.

Usage

Local accounting is always active. It cannot be turned off.

Examples

Setting local accounting for the default connection type:
switch(config)# aaa accounting all-mgmt default start-stop local
Setting local accounting for the console connection type:

switch(config)# aaa accounting all-mgmt console start-stop local

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

aaa authentication console-login-attempts

aaa authentication console-login-attempts <ATTEMPTS> console-lockout-time <LOCKOUT-TIME>

Local AAA commands



no aaa authentication console-login-attempts

Description

For the console interface (channel) only, enables console login attempt limiting. If the number of failed
console login attempts equals the configured threshold, the user is locked out for the configured
duration.

The no form of this command disables console login attempt limits.

Important: If you enable the lockout using this command and also enable the SSH, REST, and Telnet lockout
using command aaa authentication limit-login-attempts, and then enter too many consecutive wrong
— passwords, you may become locked out, and will have to wait for the configured lockout time to elapse before
logging in on any interface.

This console login attempt limiting feature is only available when not using remote authentication through AAA
—_ servers (TACACS+ or RADIUS) on any interface. Remote authentication through AAA servers (TACACS+ or RADIUS)
is not possible when limit login attempts is configured on any interface.

Parameter Description

<ATTEMPTS> Specifies the threshold of failed console login attempts that
triggers user lockout. Range: 1 to 10. For example, if <ATTEMPTS>
is set to 1, a single failed login attempt triggers immediate user
lockout.

<LOCKOUT-TIME> Specifies the amount of time a user is locked out. Range: 1 to 3600
seconds.

Examples
Enabling console login attempt failure limiting with a 60 second lockout being triggered upon the third
consecutive login attempt failure.

switch (config) # aaa authentication console-login-attempts 3 console-lockout-time
60

Disabling console login attempt failure limiting:

switch (config) # no aaa authentication console-login-attempts

Command History

Release Modification

10.07 or earlier --

Command Information
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Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

aaa authentication limit-login-attempts

aaa authentication limit-login-attempts <ATTEMPTS> lockout-time <LOCKOUT-TIME>
no aaa authentication limit-login-attempts <ATTEMPTS> lockout-time <LOCKOUT-TIME>

Description

For the SSH, REST, and Telnet interface (channel), enables local login attempt limiting. If the number of
failed local login attempts equals the configured threshold, the user is locked out for the configured
duration.

The no form of this command disables local login attempt limits.

Important: If you enable the lockout using this command and also enable the console lockout using command
aaa authentication console-login-attempts, and then enter too many consecutive wrong passwords,
you may become locked out, and will have to wait for the configured lockout time to elapse before logging in on
any interface.

This local login attempt limiting feature is only available when not using remote authentication through AAA
servers (TACACS+ or RADIUS) on any interface. Remote authentication through AAA servers (TACACS+ or RADIUS)
is not possible when limit login attempts is configured on any interface.

Parameter Description

<ATTEMPTS> Specifies the threshold of failed local login attempts that triggers
user lockout. Range: 1 to 10. For example, if <ATTEMPTS> is set to
1, a single failed login attempt triggers immediate user lockout.

<LOCKOUT-TIME> Specifies the amount of time a user is locked out. Range: 1 to
3600 seconds.

Examples
Enabling local login attempt failure limiting with a 20 second lockout being triggered upon the fourth
consecutive login attempt failure.
switch(config)# aaa authentication limit-login-attempts 4 lockout-time 20
Disabling login attempt failure limiting:

switch(config)# no aaa authentication limit-login-attempts

Command History

Local AAA commands



Release Modification

10.11 Added Telnet support on the 10000, 9300, 83xx, 6100, 6000 and
4100i Switch Series.

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

aaa authentication login

aaa authentication login <CONNECTION-TYPE> {local | group <GROUP-LIST>}
no aaa authentication login <CONNECTION-TYPE> {local | group <GROUP-LIST>}

Description

Defines authentication as being local (with the name 10ca1) (the default). Or defines a sequence of
remote AAA server groups to be accessed for authentication purposes. Each available connection type
(channel) can be configured individually as either local or using remote AAA server groups. All server
groups named in your command, must exist. This command can be issued multiple times, once for each
connection type. Local is always available for any connection type not configured for remote AAA
authentication.

The no form of this command removes for the specified connection type, any defined remote AAA
server group authentication sequence. Local authentication is available for connection types without a
configured remote AAA server group list (whether default or for the specific connection type).

Parameter Description

<CONNECTION-TYPE> One of these connection types (channels):

default
Defines a list of accounting server groups to be used for the
default connection type. This configuration applies to all
other connection types (console, https-server, ssh) that
are not explicitly configured with this command. For example,
if you do not use aaa accounting all-mgmt console...
to define the console accounting list, then this default
configuration is used for console.

console
Defines a list of accounting server groups to be used for the
console connection type.

https-server
Defines a list of accounting server groups to be used for the
https-server (REST, Web Ul) connection type.

ssh

Defines a list of accounting server groups to be used for the
ssh connection type.
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Parameter Description

local Selects local-only accounting when used without the group
parameter.
group <GROUP-LIST> Specifies the list of remote AAA server group names. Each name

can be specified one time. Predefined remote AAA group names
tacacs and radius are available. Although not a group name,
predefined name local is available. User-defined TACACS+ and
RADIUS server group names may also be used.

The remote AAA server groups are accessed in the order that the
group names are listed in this command. Within each group, the
servers are accessed in the order in which the servers were added
to the group. Server groups are defined using command aaa
group server and servers are added to a server group with the
command server. If no AAA server(s) in the group are reachable,
or if there is a key mismatch error between the server and the
switch, the next authentication method is attempted.

Examples

Setting local authentication for the default connection type:

switch(config)# aaa authentication login default local
Setting local authentication for the console connection type:

switch(config)# aaa authentication login console local

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

aaa authentication minimum-password-length

aaa authentication minimum-password-length <LENGTH>
no aaa authentication minimum-password-length <LENGTH>

Description

Enables minimum password length checking. Existing passwords shorter than the minimum length are
unaffected. Length checking does not apply to ciphertext passwords. Length checking applies both to
local and remote authentication.
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The no form of this command disables minimum password length checking.

Parameter Description
<LENGTH> Specifies the minimum password length. Range: 1 to 32.
Examples

Enabling password length checking, with a minimum length of 12.
switch (config)# aaa authentication minimum-password-length 12
Disabling minimum password length checking:

switch(config)# no aaa authentication minimum-password-length

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

aaa authorization commands (local)

aaa authorization commands <CONNECTION-TYPE> {local | none}

no aaa authorization commands <CONNECTION-TYPE> {local | none}

aaa authorization commands <CONNECTION-TYPE> group <GROUP-LIST>
no aaa authorization commands <CONNECTION-TYPE> group <GROUP-LIST>

Description

Defines authorization as being basic local RBAC (specified as none), or as full-fledged local RBAC
specified as 1ocal (the default), or as remote TACACS+ (specified with group <GroUP-L1ST>). Each
available connection type (channel) can be configured individually. All server groups named in the
command, must exist. This command can be issued multiple times, once for each connection type.

The no form of this command unconfigures authorization for the specified connection type, reverting to
the default of 10cal.

Although only TACACS+ servers are supported for remote authorization, local authorization (basic or full-fledged)
can be used with remote RADIUS authentication. If your switch uses command authorization, best practices is to

configure authorization fail-through before configuring authentication fail-through. If not, the switch may fall into
an unusable state where authorization will fail for all commands.
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Parameter Description

<CONNECTION-TYPE>

One of these connection types (channels):

default
Selects the default connection type for configuration. This
configuration applies to all other connection types (console,
ssh) that are not explicitly configured with this command. For
example, if you do not use aaa authorization commands
console. .. to define the console authorization list, then this
default configuration is used for console.

console
Selects the console connection type for configuration.

ssh
Selects the ssh connection type for configuration.

local

When used alone without group <GROUP-LIST>, selects local
authorization which can be used to provide authorization for a
purely local setup without any remote AAA servers and also for
when RADIUS is used for remote Authentication and Accounting
but Authorization is local. When used after group, provides for
fallback (to full-fledged local authorization) when every server in
every specified TACACS+ server group cannot be reached.

NOTE: If any TACACS+ server in the specified groups is reachable,
but the command fails to be authorized by that server, the
command is rejected and local authorization is never attempted.
Local authorization is only attempted if every TACACS+ server
cannot be reached.

none

When used alone without group <GROUP-LIST>, selects basic
local RBAC authorization, for use with the built-in user groups
(administrators, operators, auditors). When used after
group, provides for fallback (to basic local RBAC authorization)
when every server in every specified TACACS+ server group
cannot be reached.

NOTE: With none, for users belonging to user-defined user
groups, all commands can be executed regardless of what
authorization rules are defined in such groups. For per-command
local authorization, use 1local instead.

group <GROUP-LIST>

Specifies the list of remote AAA server group names. Predefined
remote AAA group name tacacs is available. User-defined
TACACS+ server group names may also be used. The remote AAA
server groups are accessed in the order that the group names are
listed in this command. Within each group, the servers are
accessed in the order in which the servers were added to the
group. Server groups are defined using command aaa server
group and servers are added to a server group using command
server.

It is recommended to always include either the special name
local or none as the last name in the group list. If both 1local
and none are omitted, and no remote AAA server is reachable (or
the first reachable server cannot authorize the command),
command execution for the current user will not be possible.
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Parameter Description

If no AAA server(s) in the group are reachable, o rif there is a key
mismatch error between the server and the switch, the next
authorization method is attempted.

Examples

Setting the authorization for default to 1ocal:
switch (config)# aaa authorization commands default local
Setting the authorization for the SSH interface to none:

switch(config)# aaa authorization commands ssh none

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

show aaa accounting

show aaa accounting [vsx-peer]

Description

Shows the accounting configuration per connection type (channel).

Parameter Description

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Example

Configuring and then showing local accounting for the default and console connection types:

switch(config)# aaa accounting all default start-stop local
switch (config)# aaa accounting all console start-stop local
switch (config) # exit
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switch# show aaa accounting

AAA Accounting:
Accounting Type : all
Accounting Mode . start-stop

Accounting for default channel:

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show aaa authentication

show aaa authentication [vsx-peer]

Description

Shows the authentication configuration per connection type (channel).

Parameter Description

VsSx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Example

Configuring and then showing local authentication for the default and console connection types
(channels):

Local AAA commands



switch(config)# aaa authentication login default local
switch(config)# aaa authentication login console local
switch (config)# exit

switch# show aaa authentication

AAA Authentication:

Fail-through : Disabled
Limit Login Attempts : Not set
Lockout Time : 300
Minimum Password Length : Not set

Authentication for default channel:

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show aaa authorization

show aaa authorization [vsx-peer]

Description

Shows the authorization configuration per connection type (channel).

Parameter Description

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Example

AOS-CX 10.12 Security Guide | (8100, 8360 Switch Series)



Configuring and then showing full-fledged local RBAC authorization for the default and console
connection types (channels):

switch(config) # aaa authorization commands default none
switch (config) #

switch(config)# aaa authorization commands console none
switch (config)# exit

switch#

switch# show aaa authorization

Authorization for default channel:

Command History

Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.
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show authentication locked-out-users

show authentication locked-out-users

Description

Shows a list of users currently locked out due to excessive failed login attempts. This applies to console,
REST, SSH, WebUI, and telnet logins.

Example

Showing locked-out users.

switch# show authentication locked-out-users

USER GROUP
admin administrators
admin-1 administrators

Command History

Release Modification

10.11 The output of this command now also includes information for
users locked out due to excessive REST login attempts.

10.09 Command introduced.

Command Information

Platforms Command context Authority

All platforms Manager (#) Administrators or local user group members with execution rights
for this command.

show ssh authentication-method
show ssh authentication-method

Description

Shows the status of the SSH public key method and the local password-based (through SSH client)
authentication method.

Example

Showing the authentication methods.

switch# show ssh authentication-method
SSH publickey authentication : Enabled
SSH password authentication : Enabled

Command History
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Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show user

show user <USERNAME> authorized-key

Description

Shows the SSH client public key list for a specified user.

Parameter Description
<USERNAME> Specifies the username for which you want to show the SSH client
public key list.
Usage

Any user can show their own public key list; however, administrators can also show a public key list of
other users.

Examples
Showing a client public key:

switch# show user admin authorized-key

1. Key Type : RSA Key size : 2048
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDMtyMBmmAaF6rlzxf3DZNHSYVHBJh1bBl1yAIgQ8DSHK

U+aE14UW/1fIukmK67sIHWK+FhhRYwPztQc5p)yOPk128a4pgKQaHCcOF169Z admin@switch

Showing two client public keys:

switch# show user admin authorized-key

1. Key Type : ECDSA Curve : nistp256

ecdsa-sha2-nistp256 AAAAE2V]jZHNhLXNoYTItbmlzdHAYNTYAAAATbm]lzdHAYNTYAAABBBEQEFevZ0
176V+D0svdCI9Mo32zgqIl90eAdTIw/eZzYp5gknhNgS81H)JAI6T/4/kAqdZAjbgQUiCAk= admin@switch

2. Key Type : RSA Key size : 2048
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDXQHrqV7+/GecMdOhr/ /IR JkX7TQKUpWS9580bL7xq8

J8gKuHWSNO/h/HxjzQJuYDVmMZN5vG3DhpXbBZU1lZNnchVodl3QLCesgA3VLKN admin@switch
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Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

ssh password-authentication

ssh password-authentication

no ssh password-authentication

Description
Enables the password-based authentication method for use with SSH clients.

The no form of this command disables the password-based authentication method for use with SSH
clients.

Usage

The switch ships with password-based authentication (for SSH clients) enabled. The maximum number
of password retries is three.

Examples

Enabling password authentication for use with SSH clients:
switch (config)# ssh password-authentication
Disabling password authentication for use with SSH clients:

switch (config) # no ssh password-authentication

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.
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ssh public-key-authentication

ssh public-key-authentication
no ssh public-key-authentication

Description

Enables the SSH public key authentication method. The switch ships with SSH public key authentication
enabled.

The no form of this command disables the SSH public key authentication method.

Although SSH public key authentication is enabled by default, it cannot be used until SSH public keys are added
with the user authorized-key command.

Examples
Enabling SSH public key authentication:

switch (config)# ssh public-key-authentication
Disabling SSH public key authentication:

switch(config)# no ssh public-key-authentication

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

user authorized-key

user <USERNAME> authorized-key <PUBKEY>
no user <USERNAME> authorized-key [<KEYNUM>]

Description

Copies an SSH client public key into the key list. If the key list and the public key do not exist, it creates a
list with the public key. If the SSH client public key exists, the command appends the new key to the
existing list. The client public key list holds a maximum of 32 client keys.

The no form of the command removes either one or all SSH public keys from the key list.




Parameter Description

<USERNAME> Specifies the name of the user.

<PUBKEY> Specifies the SSH client public key to be copied into the key list.

<KEYNUM> Specifies the key number. The range is 1 to 32. Use the show
user <USERNAME> authorized-key command to find the key
number associated with the key.

Usage

Each key on the key list has a key identifier. The show user <USERNAME> authorized-key cOmmand
displays the key identifier associated with the key.

Administrators can add and remove the public keys of themselves and other users. Operators can add
and remove only their own public keys. If the public key authentication method is enabled, the client
public key present is used by the SSH server to authenticate the client. The authentication method
reverts to the password authentication method and prompts for a client password when one of the
following occurs:

= The client public keys are not present.
® The server does not have the keys enabled.
® The public key method is disabled.

You can either remove all keys or a specific key. Each key on the key list has a key identifier. If you
provide the key identifier in this command, the command removes the corresponding key from the list.
If you provide no key identifier, the command removes all keys from the key list.

Examples
Adding a public key:

switch (config) #user admin authorized-key ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTIt
bmlzdHAYNTYAAAAIbm]l zdHAYNTYAAABBBEQEFevZ0176V+D0svdCI9Wo32zgqI90eAIdTIwT/eZYp50gkA
nhZNgS81HBJjAI6QJ/4/kAyqdZ90AjbiqQUiCAk= root@switch

Removing all SSH public keys from the list:
switch(config) # no user admin authorized-key
Removing the specified SSH public key from the list:

switch(config)# no user admin authorized-key 2

Command History

Release Modification

10.07 or earlier --

Command Information
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Platforms Command context Authority

All platforms config Operators or Administrators or local user group members with
execution rights for this command. Operators can execute this
command from the operator context (>) only.




Chapter 9
Remote AAA with TACACS+

Remote AAA with TACACS+ provides the following for your Aruba CX switch:

= Authentication using remote TACACS+ AAA servers.

= Authorization using remote TACACS+ AAA servers, providing fine-grained command authorization.
Optional user-defined local user groups with configured command authorization rules can be used to
provide authorization fallback protection for when TACACS+ servers become temporarily unavailable.

= Transmission of locally collected accounting information to remote TACACS+ servers.

For switches that support multiple management modules such as the Aruba 8400, all AAA functionality discussed
e only applies to the active management module. See also AAA on switches with multiple management modules in the
High Availability Guide.

Parameters for TACACS+ server

When creating a TACACS+ server for AAA, you must configure the following parameters using the

tacacs-server host

command:

Parameter Description

{<FODN> | <IPV4> | <IPv6>} Specifies the TACACS+ server as:

®  <roDN>: a fully qualified domain name.
= <7PV4>;an IPv4 address.

®  <TPV6>: an IPv6 address.

key [plaintext <PASSKEY> | Selects either a plaintext or an encrypted local shared-secret
ciphertext <PASSKEY>] passkey for the server. As per RFC 2865, shared-secret can be a

mix of alphanumeric and special characters. Plaintext passkeys

are between 1 and 32 alphanumeric and special characters.

NOTE: When key is entered without either sub-parameter,
plaintext passkey prompting occurs upon pressing Enter. Enter
must be pressed immediately after the key parameter without
entering other parameters. The entered passkey characters are
masked with asterisks. When kevy is omitted, the server uses the
global passkey. This command requires either the global or local
passkey to be set; otherwise the server will not be contacted.
Command tacacs-server key is available for setting the global
passkey.

timeout <TIMEOUT-SECONDS> Specifies the timeout. Range: 1 to 60 seconds. Default : 5 seconds.

port <PORT-NUMBER> Specifies the TCP authentication port number. Range: 1 to 65535.
Default: 49.

AOS-CX 10.12 Security Guide | (8100, 8360 Switch Series) 20



Parameter Description

auth-type {pap | chap} Selects either the PAP (the default) or CHAP authentication types.
If this parameter is not specified, the TACACS+ global default is
used.

tracking {enable | disable} Enables or disables server tracking for the RADIUS server. Tracked

servers are probed at the start of each server tracking interval to
check if they are reachable.

Use command tacacs-server tracking to configure TACACS+
server tracking globally.

vrf <VRF-NAME> Specifies the VRF name to be used for communicating with the
server. If no VRF name is provided, the default VRF named
default is used.

Default server groups

The switch always has these four default groups:

B tacacs: for remote AAA, always contains every configured TACACS+ server.
B radius: for remote AAA, always contains every configured RADIUS server.
® 1ocal:for local authentication.

® pone: for local (RBAC) authorization.

User-defined AAA servers are always added to the matching default group, either tacacs or radius. A
maximum of 28 user-defined groups can be created.

= On the 4100i, 6000, 6100, 6200, 6300, 6400, 8100, 8325, 8360, and 10000 Switch Series, a RADIUS server can
be associated with a maximum of four different user-defined server groups.

= On the 8320, 8400, and 9300 Switch Series, a RADIUS server can be associated with only one user-defined
server group.

The order in which servers are added to a group is important. The server added first is accessed first,
and if necessary, the second server is accessed second, and so on.

Supported platforms and standards

Remote AAA with TACACS+ is supported on the 4100i, 6000, 6100, 6200, 6300, 6400, 8100, 8320, 8325,
8360, 8400, 9300, and 10000 Switch Series.

TACACS VXLAN overlay (IPv4 and IPv6) is supported on the following platforms only: 6300, 6400, 8100, and 8360.

TACACS Static VXLAN underlay (IPv4) is supported on the 6200 platform.

Setting Default value / limit

Authentication of REST sessions with TACACS+ Disabled
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Setting Default value / limit

Maximum number of TACACS+ servers in an AAA group 16
Maximum number of TACACS+ servers that can be configured 16
Maximum number of user-defined AAA server groups that can be configured 28

TACACS+ authentication Disabled
TACACS+ authentication global timeout 5 seconds
TACACS+ authentication passkey (shared secret) None
TACACS+ authentication tcp-port 49

TACACS+ global authentication protocol PAP
TACACS+ server tracking default interval 300 seconds
TACACS+ server access through the default VRF default*

*The default value is default, unless another VRF is specified during the server configuration.

About global versus per-TACACS+ server passkeys (shared
secrets)
To communicate with a TACACS+ AAA server, the switch must have a passkey (shared secret) configured

that matches what is configured on the server. Use one of these commands to achieve the desired
configuration:

® For a global passkey common to every TACACS+ server, use tacacs-server key.
® For a per-TACACS+ server passkey, use tacacs-server host With the key parameter.

If both passkeys are configured on the switch, the per-TACACS+ server passkey is used.

Remote AAA TACACS+ server configuration requirements
The user-supplied TACACS+ server must:

Have an IPv4/IPv6 address or fully qualified domain name (FQDN) that is visible to the switch.
Have a passkey (shared secret) that matches what is configured on the switch.
Provide username and password definitions for every switch user. Remote users do not require

definition on the switch.
Configure user role assignment using TACACS+ attributes.

Have any needed command authorization configured to control what commands (per user or user

role) will be executable on the switch.

Consult your TACACS+ server documentation for installation and general configuration details.
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If SSH public key authentication is used, the key information is stored locally on the switch, making username and
password definition on the TACACS+ server unnecessary.

User role assignment using TACACS+ attributes

User role assignment is configured on the TACACS+ server using VSAs (vendor-specific attributes) and
TACACS+ specified attributes.

TACACS+ servers can return multiple attribute value pairs (AVPs) in response to an authentication
request. The attributes are processed in this order of precedence to determine the user role assigned:

® |fthe aruba-Admin-Role VSA is present, map the user to the matching corresponding local user-
group name.

° Else if the priv-1v1 TACACS+ specified attribute is present, extract the privilege level (1, 15, or 19)
and map the user to the local user-group corresponding to this privilege level (1=operators,
15=administrators, 19=auditors). Privilege levels 2 to 14 may also be used with matching local
user groups named 2 to 14.

* Otherwise, the user role cannot be determined, and authentication fails.

Aruba-Admin-Role priv-vi User role assigned

<GROUP-NAME> Do not care Matching local user <GROUP-NAME>

Not present 1 Operators

Not present 15 Administrators

Not present 19 Auditors

Not present 2to 14 Matching local user groups named 2 to 14
Not present Not present None (not authenticated)

TACACS+ server redundancy and access sequence

To prevent authentication and authorization interruption, it is common practice to configure more than
one TACACS+ server. When identifying TACACS+ servers to the switch, server group order (and server
order within the group), determines server access order.

When defining the server access sequence for authentication with aaa authentication login default,
thereis an implied 1ocal included as the last item in the list. If no TACACS+ server can be reached, local
authentication will be attempted.

When defining the server access sequence for authorization with aaa authorization commands, itis
recommended to always include either 1ocal or none as the last item in the list.

Single source IP address for consistent source identification
to AAA servers
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If applicable to your installation, it is recommended that you perform the optional configuration mentioned in

this section.

If your topology allows the AAA server to be reached through multiple paths, the server interprets the
incoming packets to be from different switches even though they are all coming from the same switch.
Having a switch associated with multiple IP addresses makes it more difficult to interpret system logs

and accounting data.

To ensure that all traffic sent from the switch to the AAA server uses the same source IP address, use ip
source-interface Of ipv6 source-interface. These two commands plus the related commands show

ip source-interface and show ipv6 source-interface are described under Layer 2/3 Interface

commands in the Command-Line Interface Guide.

TACACS+ general tasks

General TACACS+ tasks, not specific to authentication, authorization, or accounting, are as follows:

Task

Configuring a TACACS+
server

Command name

tacacs—-server
host

Example

tacacs-server host 1.1.1.1 vrf default
no tacacs-server host 1.1.1.1 vrf default

Showing global and
TACACS+ server
configurations

show tacacs-
server

show tacacs-server detail

Configuring a TACACS+
server group

aaa group server

aaa group server tacacs sgl
no aaa group server tacacs sgl

Showing server groups

show aaa server-

show aaa server-groups

server from a server-
group

groups
Adding a TACACS server | server aaa group server tacacs sgl
to a server-group server 1.1.1.2 port 32 vrf default
Deleting a TACACS server aaa group server tacacs sgl

no server 1.1.1.2 port 32 vrf default

Configuring a TACACS+
global passkey

tacacs-server key

tacacs-server key plaintext mypasskeyl23

Configuring PAP or

tacacs-server

tacacs-server auth-type chap

CHAP for TACACS+ auth-type no tacacs-server auth-type
Configuring the tacacs-server tacacs-server timeout 20
TACACS+ global timeout no tacacs-server timeout
timeout

TACACS+ authentication

TACACS+ authentication occurs as follows:

® User credentials are sent from the switch to TACACS+ server using the PAP or CHAP authentication

protocol.
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® |f a user is authenticated, their role is communicated to the switch as Administrator, Operator, or
Auditor.

= An unknown user or a user who entered an invalid password is identified as such to the switch,
which then rejects user login.

About authentication fail-through

Normally, authentication is performed by the first AAA server reached. A rarely needed feature named
"Authentication fail-through" is available. If authentication fail-through is enabled and authentication
fails on the first reachable AAA server, authentication is attempted on the second AAA server, and so on,
until successful authentication or the server list is exhausted.

Enabling Authentication fail-through is typically unnecessary because the user credential databases
should be consistent across all AAA servers. Authentication fail-through might be helpful if your AAA
user credential databases are not quickly synchronized across all AAA servers.

Authentication fail-through, authorization fail-through, and accounting fail-through must each be configured
separately.

TACACS+ authentication tasks

The TACACS+ authentication-related tasks are as follows:

Command
name

Example

Configuring the | aaa aaa authentication login default group tgl tg2 tacacs
authentication authentication | local
sequence for

the default Login

connection

type

Configuring the | aaa aaa authentication login console group tg2 tg3 tacacs
authentication authentication | local

sequence for login

the console

connection

type

Configuring the | aaa aaa authentication login ssh group tg2 tacacs local

authentication authentication
sequence for

login
the ssh
connection
type
Removing aaa no aaa authentication login default
remote AAAfor | suthentication
the default login
connection
type
Configuring aaa aaa authentication allow-fail-through
authentication authentication | no aaa authentication allow-fail-through
fail-through allow—fail-
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Command

Example
name
through
Showing the show aaa show aaa authentication
authentication | suthentication
sequence

TACACS+ authorization

Upon successful user authentication, the user is assigned their role by the TACACS+ server. See also
User role assignment using TACACS+ attributes .

TACACS+ authorization provides command filtering to allow/disallow individual command or command
set execution. Each command is sent to the TACACS+ server for approval, and the switch then
allows/disallows command execution according to the server response.

TACACS+ authorization applies only to the CLI interface.

Using local authorization as fallback from TACACS+ authorization

Local authorization can be used for the situation in which communication is lost with all TACACS+
servers after a successful authentication. Users that are members of the built-in local user groups
(administrators, operators, Or auditors) are authorized according to the fixed roles and privilege
levels of those groups. Optionally, local user-defined user groups can be configured with specific
command execution rules per group. Users that are members of such groups, are authorized according
to the command execution rules of the group to which they belong. For configuring local user groups,

See user—-group.

About authentication fail-through and authorization

Rare potential out-of-synchronization situation when using authentication fail-through: Successful authentication
on one server can be followed by authorization denial on another. The user is known on the server doing the
authentication but unknown on the server attempting the authorization. This situation typically arises only during
brief periods in which user credential databases are not synchronized across all TACACS+ servers. See also
TACACS+ server authorization considerations in aaa authorization commands .

TACACS+ authorization tasks

The TACACS+ authorization-related tasks are as follows:

Command
Example
name
Configuring aaa aaa authorization commands default group tgl tacacs local
the authorization

authorization
sequence for
the default
connection

commands
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Command

Example

name
type
Configuring aaa aaa authorization commands console group tgl tg2 tacacs
the o authorization | hone
authorization commands
sequence for
the console
connection
type
Removing aaa no aaa authorization commands default
remote AAA authorization
for the Qefault commands
connection
type
Showing the show aaa show aaa authorization
TACAC$+ . authorization
authorization
sequence

TACACS+ accounting

This accounting information is captured and made available for sending to remote accounting servers:

® Exec Accounting: user login/logout events.

= Command accounting: commands executed by users.

® System accounting: remote accounting On/Off events.

® CLI show commands.

® |nteractions on the non-CLl interfaces: REST and WebUI.

The following is not captured or made available as accounting information:

® CLI commands that reboot the switch.
® |nteractions in the bash shell.

Local accounting (always enabled) must be functioning properly for remote Accounting to work.

The accounting information is sent to the first reachable remote TACACS+ AAA server (configured for remote
accounting). If no remote TACACS+ server is reachable, local accounting remains available.

Sample accounting information on a TACACS+ server

Mon May 9 17:52:32 10.10.11.1 UNKNOWN tty 0.0.0.0 start task id=1525899775430
timezone=UTC start time=1525913552.428 service=system event=sys acct
reason="System-accounting-ON" result=success

Mon May 9 17:52:48 10.10.11.1 admin tty 192.168.1.20 start task 1d=1525899775431
timezone=UTC start time=1525913567.611 service=shell priv 1lvl=15 result=success

Mon May 9 17:52:48 10.10.11.1 admin tty 192.168.1.20 stop task 1d=1525899775432
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timezone=UTC stop time=1525913567.614 service=shell priv 1lvl=15 cmd="enable"
result=success

Mon May 9 17:52:51 10.10.11.1 admin tty 192.168.1.20 stop task 1d=1525899775433
timezone=UTC stop time=1525913570.851 service=shell priv 1lvl=15

cmd="configure" result=success

Mon May 9 17:52:53 10.10.11.1 admin tty 192.168.1.20 stop task 1d=1525899775434
timezone=UTC stop time=1525913573.427 service=shell priv 1lvl=15 cmd="interface
1/1/3" result=success

Mon May 9 17:52:54 10.10.11.1 admin tty 192.168.1.20 stop task 1d=1525899775435
timezone=UTC stop time=1525913574.447 service=shell priv 1lvl=15 cmd="no
shutdown" result=success

Mon May 9 17:52:58 10.10.11.1 admin tty 192.168.1.20 stop task 1d=1525899775436
timezone=UTC stop time=1525913578.131 service=shell priv 1lvl=15 cmd="ip
address 10.10.13.1/24" result=success

Mon May 9 17:52:59 10.10.11.1 admin tty 192.168.1.20 stop task 1d=1525899775437
timezone=UTC stop time=1525913579.468 service=shell priv 1lvl=15 cmd="exit"
result=success

Mon May 9 17:53:10 10.10.11.1 admin tty 192.168.1.20 stop task 1d=1525899775442
timezone=UTC stop time=1525913590.204 service=shell priv 1lvl=15 cmd="exit"
result=success

Mon May 9 17:53:10 10.10.11.1 admin tty 192.168.1.20 stop task 1d=1525899775431
timezone=UTC stop time=1525913590.205 service=shell priv 1lvl=15 result=success

Mon May 9 17:53:44 10.10.11.1 UNKNOWN tty 0.0.0.0 stop task id=1525899775430
timezone=UTC stop time=1525913624.473 service=system event=sys acct
reason="System-accounting-OFF" result=success

|_—} This sample is representative and not from any particular TACACS+ server implementation.

Sample REST accounting information on a TACACS+ server

Oct 30 16:31:56 10.10.10.1 admin tty 127.0.0.1 start task id=1540942055868
timezone=UTC start time=1540942316.36 service=https-server priv 1lvl=15
cmd="http-method=POST http-uri=/rest/v1/login" result=success

— This sample is representative and not from any particular TACACS+ server implementation.

TACACS+ accounting tasks

The TACACS+ accounting-related tasks are as follows:

Command

Example

name
Configuring aaa aaa accounting all-mgmt default start-stop group tgl tg2
the accounting | tacacs local
accounting all-mgmt
sequence for
the default
connection
type
Configuring aaa aaa accounting all-mgmt console start-stop group tg2 tg3
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Example

the accounting | tacacs local
accounting all-mgmt

sequence for

the console

connection

type

Configuring aaa aaa accounting all-mgmt ssh start-stop group tg2 tacacs local
the ) accounting

accounting all-mgmt

sequence for

the ssh

connection

type

Removing aaa no aaa accounting all-mgmt default start-stop
remote AAA accounting

for the all-mgmt

default

connection

type

Showing the show aaa show aaa accounting
accounting accounting

configuration

Example: Configuring the switch for Remote AAA with
TACACS+

Prerequisites

m TACACS+ servers configured in general according to the information in Remote AAA TACACS+ server
configuration requirements . The exact settings appropriate to your environment will vary.

® Logged in to the switch with Administrator privilege and in the config context.

Procedure

1. Configure the global TACACS+ passkey (shared secret) as "xjkW74932gX3j_$"

switch (config) # tacacs-server key plaintext xjkW74932qgX3j_$
switch (config) #

2. Add these configuration details for two remote TACACS+ servers:
® Server 1 with IPv4 address 10.0.0.2, on the management interface (belonging to VRF “mgmt"”),
using the default PAP protocol.

® Server 2 with IPv4 address 4.0.0.2, on the data interface (belonging to VRF “default”), using the
CHAP protocol.

switch (config)# tacacs-server host 10.0.0.2 vrf mgmt
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switch (config) # tacacs-server host 4.0.0.2 auth-type chap
switch (config) #

3. Create a TACACS+ group named tac_grp1, assign TACACS+ server 10.0.0.2 to the group, show the
group information.

E The default TACACS+ group named tacacs includes every TACACS+ server regardless of
— whether any TACACS+ servers are also assigned to a user-defined TACACS+ group.

switch(config)# aaa group server tacacs tac_grpl
switch (config-sg)# server 10.0.0.2 vrf mgmt
switch (config-sg)# exit

switch (confiqg) #

switch(config)# do show aaa server-groups tacacs

kxxkkxx AAA Mechanism TACACS+ ***x*x*x

GROUP NAME | SERVER NAME | PORT | VRF | PRIORITY
tac grpl | 10.0.0.2 49 | mgmt | 1
tacacs (default) | 10.0.0.2 | 49 | mgmt | 1
tacacs (default) | 4.0.0.2 | 49 | default | 2

switch (config) #

4. Define the authentication sequence list so that the new TACACS+ group is first, the default
TACACS+ group is second, and local is third. Show the authentication sequence.

switch(config)# aaa authentication login default group tac_grpl tacacs local
switch (config) #

switch (config)# do show aaa authentication

AAA Authentication:

Fail-through : Disabled
Limit Login Attempts : Not set
Lockout Time : 300
Minimum Password Length : Not set

Default Authentication for All Channels:

GROUP NAME | GROUP PRIORITY
tac_grpl | 0
tacacs | 1
local | 2

switch (config) #

5. Define the authorization sequence list with two TACACS+ server groups plus local RBAC. Show the
authorization sequence.
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switch(config)# aaa authorization commands default group tac_grpl tacacs
local

switch (config) #

switch (config) # do show aaa authorization

Default command Authorization for All Channels:

GROUP NAME | GROUP PRIORITY
tac _grpl | 0
tacacs | 1
local | 2

switch (config) #

6. Define the accounting sequence list with two TACACS+ server groups. Show the accounting
sequence.

switch(config)# aaa accounting all default start-stop group tac_grpl tacacs
switch (config) #
switch (config)# do show aaa accounting
AAA Accounting:
Accounting Type : all
Accounting Mode : start-stop

Default Accounting for All Channels:

GROUP NAME | GROUP PRIORITY
tac grpl | 0
tacas | 1
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Chapter 10
Remote AAA with RADIUS

Remote AAA with RADIUS is supported on the 4100i, 6000, 6100, 6200, 6300, 6400, 8320, 8325, 8360,
8400, 9300, and 10000 Switch Series.

Remote AAA with RADIUS provides the following for your Aruba CX switch:

= Authentication using remote RADIUS AAA servers. For added security, two-factor authentication may
be used. In two-factor authentication, X.509 certificate-based authentication is combined with RADIUS
authentication.

® Command authorization is not supported by RADIUS servers, however, user-defined local user
groups can be configured with command-authorization rules, providing locally configured per-
command authorization for members of such groups. See User-defined user groups .

In the switch default state (without user-defined local groups), basic role-based authorization is
available with the three built-in roles (administrators, operators, auditors).

= Transmission of locally collected accounting information to remote RADIUS servers.

AOS-CX supports IPv4 and IPv6 Radius over the VXLAN overlay network without additional configuration
from the user.

Parameters for RADIUS server

When creating a RADIUS server for AAA, you must configure the following parameters using the radius-
server host command:

Parameter Description

{<FODN> | <IPV4> | <IPv6>} Specifies the RADIUS server as:

®  <roDN>: a fully qualified domain name.
= <7PV4>;an IPv4 address.

®  <TPV6>: an IPv6 address.

key [plaintext <PASSKEY> | Selects either a plaintext or an encrypted local shared-secret
ciphertext <PASSKEY>] passkey for the server. As per RFC 2865, shared-secret can be a

mix of alphanumeric and special characters. Plaintext passkeys

are between 1 and 32 alphanumeric and special characters.

NOTE: When key is entered without either sub-parameter,
plaintext passkey prompting occurs upon pressing Enter. Enter
must be pressed immediately after the key parameter without
entering other parameters. The entered passkey characters are
masked with asterisks. When kevy is omitted, the server uses the
global passkey. This command requires either the global or local
passkey to be set; otherwise the server will not be contacted.
Command radius-server key is available for setting the global
passkey.

timeout <TIMEOUT-SECONDS> Specifies the timeout. Range: 1 to 60 seconds. If a timeout is not
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Parameter Description

specified, the value from the global timeout for RADIUS is used.

port <PORT-NUMBER>

Specifies the authentication port number. Range: 1 to 65535.
Default: 1812.

auth-type {pap | chap}

Selects either the PAP (the default) or CHAP authentication types.
If this parameter is not specified, the RADIUS global default is
used.

acct-port <ACCT-PORT>

Specifies the UDP accounting port number. Range: 1 to 65535.
Default: 1813.

retries <RETRY-COUNT>

Specifies the number of retry attempts for contacting the specified
RADIUS server. Range is 0 to 5 attempts. If no retry value is
provided, the default value of 1 is used.

tracking {enable | disable}

Enables or disables server tracking for the RADIUS server. Tracked
servers are probed at the start of each server tracking interval to
check if they are reachable.

Use command radius-server tracking to configure RADIUS
server tracking globally.

NOTE: Server tracking uses authentication request and response
packets to determine server reachability status. The server
tracking user name and password are used to form the request
packet which is sent to the server with tracking enabled. Upon
receiving a response to the request packet, the server is
considered to be reachable.

tracking-mode {any | dead-only}

Configures tracking mode for the RADIUS server that has tracking
enabled with the server. The tracking mode is used to monitor the
status of RADIUS server reachability The default tracking mode is

any.
any

Track the RADIUS server irrespective of its server reachability.
dead-only

Track the RADIUS server only when the server is marked as
unreachable.

vrf <VRF-NAME>

Specifies the VRF name to be used for communicating with the
server. If no VRF name is provided, the default VRF named
default is used.

Default server groups

The switch always has these four default groups:

B tacacs: for remote AAA, always contains every configured TACACS+ server.

® radius: for remote AAA, always contains every configured RADIUS server.

B 15cal: forlocal authentication.

® none: for local (RBAC) authorization.

User-defined AAA servers are always added to the matching default group, either tacacs or radius. A
maximum of 28 user-defined groups can be created.
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= On the 4100i, 6000, 6100, 6200, 6300, 6400, 8100, 8325, 8360, and 10000 Switch Series, a RADIUS server can
be associated with a maximum of four different user-defined server groups.

— = On the 8320, 8400, and 9300 Switch Series, a RADIUS server can be associated with only one user-defined
server group.

The order in which servers are added to a group is important. The server added first is accessed first,
and if necessary, the second server is accessed second, and so on.

Supported platforms and standards

Remote AAA with TACACS+ is supported on the 4100i, 6000, 6100, 6200, 6300, 6400, 8320, 8325, 8360,
8400, 9300, and 10000 Switch Series.

Setting Default value / limit

Maximum number of RADIUS servers 16
in a AAA group
Maximum number of RADIUS servers 16

that can be configured

Maximum number of user-defined AAA | 28
server groups that can be configured

RADIUS authentication Disabled

RADIUS authentication global timeout 5 seconds

RADIUS authentication passkey (shared | None
secret)

RADIUS authentication udp-port 1812

RADIUS global authentication protocol PAP

RADIUS global retries 1 retry

RADIUS server tracking default interval | 300 seconds

RADIUS server access through the default*
default VRF

*The default value is default, unless another VRF is specified during the server configuration.

About global versus per-RADIUS server passkeys (shared
secrets)
To communicate with a RADIUS AAA server, the switch must have a passkey (shared secret) configured

that matches what is configured on the server. Use one of these commands to achieve the desired
configuration:

AOS-CX 10.12 Security Guide | (8100, 8360 Switch Series) 104



For a global passkey common to every RADIUS server, use radius-server key.
For a per-RADIUS server passkey, use radius-server host with the key parameter.

|_:} If both passkeys are configured on the switch, the per-RADIUS server passkey is used.

The user-supplied RADIUS server must:

Have an IPv4/IPv6 address or fully qualified domain name (FQDN) that is visible to the switch.
Have a passkey (shared secret) that matches what is configured on the switch.

Provide username and password definitions for every switch user. Remote users do not require
definition on the switch.

Configure user role assignment using RADIUS attributes.

e Consult your RADIUS server documentation for installation and general configuration details.

If SSH public key authentication is used, the key information is stored locally on the switch, making username and

— password definition on the RADIUS server unnecessary.

User role assignment using RADIUS attributes

User role assignment is configured on the RADIUS server using VSAs (vendor-specific attributes).

RADIUS servers can return multiple attribute value pairs (AVPs) in response to an authentication
request. The attributes are processed in this order of precedence to determine the user role assigned:

If the Aruba-Admin-Role VSA is present, map the user to the matching local user-group name.

Else, if the aruba-Priv-Admin-User VSA is present, extract the privilege level (1, 15, or 19) and map
the user to the local user-group corresponding to this privilege level (1=operators,
15=administrators, 19=auditors). Privilege levels 2 to 14 may also be used with matching local user
groups named 2 to 14.

Else, If Service-Type AVP is present, map Administrative-User (6)t0 administrators and map Nas-
Prompt-User (7) tO operators.

Otherwise, the user role cannot be determined, and the authentication fails.

Aruba-Admin-
Role

Aruba-Priv-Admin-
User

service-type

User role assigned

<GROUP-NAME> Do not care Do not care Matching local user
<GROUP-NAME>

Not present privilege level =1 Do not care Operators

Not present privilege level =15 Do not care Administrators
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Aruba-Admin-

Role

Aruba-Priv-Admin-
User

service-type

User role assigned

other value)

Not present privilege level =19 Do not care Auditors
Not present privilege level =2 to 14 Do not care Matching local user
groups named 2 to 14
Not present Not present Administrative- Administrators
User (60)
Not present Not present NAS-Prompt-User Operators
(7)
Not present Not present Not present (or = any None (not

authenticated)

The service-Type attribute is retained only for backward compatibility. It is recommended that you instead use
the Aruba-Admin-Role Or Aruba-Priv-Admin-User VSA.

RADIUS server redundancy and access sequence

To prevent authentication interruption, it is common practice to configure more than one RADIUS
server. When identifying RADIUS servers to the switch, server group order (and server order within the
group), determines server access order.

When defining the server access sequence for authentication with aaa authentication login default,

authentication will be attempted.

there is an implied 1ocal included as the last item in the list. If no RADIUS server can be reached, local

Configuration task list

Steps

Step 1:
Configure
the UBT
mode

Example

Local VLAN (Reserved VLAN) mode :

ubt-client-vlan 4000

VLAN extend mode:

ubt-mode vlan-extend

Comments

In the local
VLAN mode,
the UBT client
VLAN on the
switch will be a
reserved UBT
VLAN. The
default UBT
mode is Local
VLAN. For the
Local VLAN
mode, UBT
client VLAN
needs to be
configured.
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Steps Example Comments
Step 2: UBT source IP
Configure interface vlan 10 address can be
the source no shutdown a loopback
IP address ip address 192.168.10.1/24 interface, ROP,
ip source-interface ubt interface vlanlO or SVI.
Step 3:
Configure ubt zone zonel vrf default
the UBT primary-controller ip 192.168.10.8
zones backup-controller ip 192.168.10.18
enable
Step 4 VLAN extend mode configuration: UBT supports
Configure both LUR and
the UBT DUR roles for
client role port-access role ubt-switch-role the UBT client.
gateway-zone zone zonel gateway-role ubt-— In the case of
controller-role LUR, the UBT
vlan access 20 client role
needs to be
configured on
Local VLAN mode configuration: the switch. In
case of DUR,
UBT client role
port-access role ubt-switch-role needs to be
gateway-zone zone zonel gateway-role ubt- conﬁgured on
controller-role the CPPM
server.
NOTE: In the
case of Local
VLAN UBT
mode, UBT
client
primary/switch
role VLAN
configuration is
not needed.
Step 5: VLAN 20 is the
Configure user-role ubt-controller-role secondary role
the access-list session allowall VLAN on the
secondary access-list session vé6-allowall controller for
role on the vlan 20 the UBT client.
gateway

Single source IP address for consistent source identification
to AAA servers

If applicable to your installation, it is recommended that you perform the optional configuration mentioned in

this section.

If your topology allows the AAA server to be reached through multiple paths, the server interprets the
incoming packets to be from different switches even though they are all coming from the same switch.
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Having a switch associated with multiple IP addresses makes it more difficult to interpret system logs
and accounting data.

To ensure that all traffic sent from the switch to the AAA server uses the same source IP address, use ip
source-interface Of ipv6 source-interface. These two commands plus the related commands show
ip source-interface and show ipv6 source-interface are described under Layer 2/3 Interface
commands in the Command-Line Interface Guide.

RADIUS general tasks

General RADIUS tasks, not specific to authentication, are as follows:

Task Command name Example
Configuring a RADIUS radius-server radius-server host 1.1.1.1 vrf default
server host no radius-server host 1.1.1.1 vrf default
Showing global and show radius- show radius-server detail
RADIUS server server
configurations
Configuring a RADIUS aaa group server aaa group server radius sg3
server group no aaa group server radius sg3
Showing server groups show aaa server- show aaa server-groups
groups
Adding a RADIUS server | server aaa group server radius sg3
to a server-group server 1.1.1.4 port 32 vrf default
Deleting a RADIUS server aaa group server tacacs sg3
server from a server- no server 1.1.1.4 port 32 vrf default
group
Configuring a RADIUS radius-server radius-server key plaintext mypasskeyl23
global passkey key
Configuring PAP or radius-server radius-server auth-type chap
CHAP for RADIUS auth-type no radius-server auth-type
Configuring the RADIUS | radius-server radius-server timeout 15
global timeout timeout no radius-server timeout
Configuring the RADIUS | radius-server radius-server retries 3
global retries retries no radius-server retries
Overriding the global radius-server radius-server host 1.1.1.1 retries 2
retries for a RADIUS host
server

Per-port RADIUS server group configuration

RADIUS server groups can be configured for MAC and 802.1X authentication mechanisms on a port. This
port-specific server group configuration overrides any global server group configured for the
authentication mechanisms.
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In the absence of a port-specific configuration, clients authenticated on a port will be associated with
the globally configured RADIUS server group. When a RADIUS server group is configured on a port, any
existing clients already authenticated on that port, using the previous group, will be associated with the
new port-specific server group during the subsequent reauthentication cycle.

= On the 4100i, 6000, 6100, 6200, 6300, 6400, 8100, 8325, 8360, and 10000 Switch Series, a RADIUS server can
be associated with a maximum of four different user-defined RADIUS server groups.

®  On the 8320, 8400, and 9300 Switch Series, a RADIUS server can be associated with only one user-defined
server group.

Different NAS-IDs can be sent to the same RADIUS server as a RADIUS server can be associated with
four user-defined server groups.

®  For more details on NAS-IDs configuration, refer to Configurable RADIUS attributes (port access).

= Dynamic authentication is not affected by this port configuration, because only the authentication server
will be determined by this configuration. Any COA or disconnect requests from any of the reachable server
will be successful.

To configure per-port or global RADIUS server groups for MAC and 802.1X authentication mechanismes,
see:

® 3aa authentication port-access dot1x authenticator radius server-group
® 3aa authentication port-access mac-auth radius server-group

RADIUS authentication occurs as follows:

® User credentials are sent from the switch to RADIUS server using the PAP or CHAP authentication
protocol.

® |f a useris authenticated, their role is communicated to the switch as Administrator, Operator, or
Auditor.

= An unknown user or a user who entered an invalid password is identified as such to the switch,
which then rejects user login.

About authentication fail-through

Normally, authentication is performed by the first AAA server reached. A rarely needed feature named
"Authentication fail-through" is available. If authentication fail-through is enabled and authentication
fails on the first reachable AAA server, authentication is attempted on the second AAA server, and so on,
until successful authentication or the server list is exhausted.

Enabling Authentication fail-through is typically unnecessary because the user credential databases
should be consistent across all AAA servers. Authentication fail-through might be helpful if your AAA
user credential databases are not quickly synchronized across all AAA servers.

Authentication fail-through, authorization fail-through, and accounting fail-through must each be configured
separately.
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RADIUS authentication tasks

The RADIUS authentication-related tasks are as follows:

Command

Example

name
Configuring the | aaa aaa authentication login default group rgl rg2 radius
authentication | juthentication | local
sequence for 1ogin
the default 7
connection
type
Configuring the | aaa aaa authentication login https-server group rgl radius
authentication | suthentication | local
sequence for login
the https-
server
connection
type
Removing aaa no aaa authentication login default
remote AAAfor | authentication
the default login
connection
type
Configuring aaa aaa authentication allow-fail-through
authentication | suthentication | NO aaa authentication allow-fail-through
fail-through allow—fail-

through
Configuring aaa aaa authorization allow-fail-through
authorization authorization no aaa authorization allow-fail-through
fail-through allow—fail-

through
Configuring aaa accounting | aaa accounting allow-fail-through
accounting fail- | 3110ow-fail- no aaa accounting allow-fail-through
through through
Showing the show aaa show aaa authentication
authentication | authentication
sequence
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Two-factor authentication is available for added security. In two-factor authentication, X.509 certificate-
based authentication is combined with RADIUS authentication.

Two-factor authentication can be performed with local or remote (on RADIUS server) users.

Configuring two-factor authentication (for local users)

Two-factor authentication is available for added security. In two-factor authentication, X.509 certificate-
based authentication is combined with RADIUS authentication. When a user establishes an SSH
connection to the switch, two factor-authentication occurs as follows:

The username in the user's X.509 certificate is validated against the local user accounts on the
switch.

The username and password are validated against the accounts on the RADIUS server and the
configured trust anchors.

Prerequisites

The switch SSH server is enabled.

Your switch management computer, though its SSH client, is connected to the switch.

A remote RADIUS server is available to authenticate switch users and is configured on the switch.
Every user that will use two-factor authentication is configured both on the RADIUS server and locally
on the switch using identical usernames. Users are added locally on the switch with the user
command. These usernames must precisely match the usernames identified by the X.509 user
certificates.

The X.509 CA certificate is both installed on your switch management computer and is also visible to

your computer's SSH client. The X.509 CA certificate is the root of trust for the client certificate being
used.

One X.509 certificate per user is available on your switch management computer and is visible to
your computer's SSH client. The usernames identified by these user certificates must be the same as
the usernames already defined on the RADIUS server and locally on the switch.

Procedure

1. Create a TA profile with the command crypto pki ta-profile. This command switches to the TA
configuration context. The TA profile is where the switch stores the root certificate of the CA that
is used to validate the certificates of clients communicating with the SSH server.

2. Although optional, it is recommended that you enable certificate revocation checking with the
command revocation-check ocsp.

3. Import the root certificate of the CA with the command ta-certificate.

Exit the TA configuration context with the command exit.

5. For each user that will be using two-factor authentication, import the public key from the
individual X.509 user certificate with the command user <USERNAME> authorized-key <PUBKEY>.
Each user identified by <userNaME> must exist locally on the switch and on the RADIUS
authentication server.

6. Enable two-factor authentication with the command ssh two-factor-authentication.
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Example

This example shows the above steps being executed:

-—— step 1 ---
switch(config)# crypto pki ta-profile root-cert

--- step 2 ---
switch (config-ta-root-cert)# revocation-check ocsp

--- step 3 ---

switch (config-ta-root-cert)# ta-certificate

Paste the certificate in PEM format below, then hit enter and ctrl-D:
switch(config-ta-cert)# ----—- BEGIN CERTIFICATE-----

switch (config-ta-cert)# MIIDuTCCAgECCQCuoxeJ2ZNYcjANBgkghkiGOwOBAQsFADCBg

switch (config-ta-cert)# 3LvMLZcssSe5J2Ca2XIhfDme8UaNZ7syGYoCD/TMsAWONG7yY

switch(config-ta-cert)# ----—- END CERTIFICATE-—-—---

switch (config-ta-cert) #

The certificate you are importing has the following attributes:

Issuer: C=US, ST=CA, L=Rocklin, O=Company, OU=Site,
CN=site.com/emailAddress=test.calsite.com

Subject: C=US, ST=CA, L=Rocklin, O=Company, OU=Site,
CN=8400/emailAddress=test.calsite.com

Serial Number: 12121221634631568498 (0xaeab51217d5945772)

Do you want to accept this certificate (y/n)? y
TA certificate accepted.

--- step 4 ---
switch (config-ta-root-cert) # exit
switch (config) #

--- step 5 ---
switch(config)# user admin authorized-key ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAACAQCOkrLTrFTnzg3YjLiZKTZEYnh4cUiuOK+cjduxFnzUa

1AfcGvgvWtWWBSoWd011DeEZNKNnOO8uEKeTECA] frnRHeOk2QJmw== "svl@site.net"
switch (config) #

=== StEp b ===
switch(config)# ssh two-factor-authentication

Configuring two-factor authentication with SSH (for remote-only
users)

Two-factor authentication is available for added security. In two-factor authentication, X.509 certificate-
based authentication is combined with RADIUS authorization.

In circumstances where it is desirable to have no local users, when a user establishes an SSH connection
to the switch, two factor-authentication occurs as follows:

® The certificate is validated by the switch using the set of customer-configured trusted TA profiles. If
validated, the switch then sends a RADIUS Authorize-Only request to the RADIUS server using the
username found in the certificate. The username is chosen from either the certificate
UserPrincipalName (UPN) or CommonName (CN).

® A password is not required at time of authentication.
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Prerequisites

® The switch SSH server is enabled.

= The remote RADIUS server providing authentication supports the "authorize-only" Service-Type. This
includes RADIUS servers such as Aruba's ClearPass Policy Manager, Windows 2019 NPS, or
FreeRADIUS.

® The RADIUS server is configured using a TLS (RadSec) connection. This requires the provisioning of a
RadSec tunnel between the Switch and a RadSec proxy server, which then forwards the request to
the RADIUS server. For information, see Secure RADIUS (RadSec) in the Security Guide for your switch.

®  An appropriate set of Certificate Authority (CA) and leaf certificates for mutual TLS communication
has been created for the switch-to-RADIUS server connection.

® Your switch management computer, through its SSH client, is connected to the switch. Typical
supported clients are VanDyke SecureCRT and Pragma Fortress SSH Client Suite.

® Your SSH client is configured to get the username from the certificate.

® For the user being authenticated, an X.509 certificate is installed on your switch management
computer and is visible to your computer SSH client. The username identified in the certificate
matches a username already defined on the remote RADIUS server.

Procedure

1. Create a TA profile with the command crypto pki ta-profile. This command switches to the TA
configuration context. The TA profile is where the switch stores the root certificate of the CA that
is used to validate the certificates of clients communicating with the SSH server.

Although optional, it is recommended that you enable certificate revocation checking with the
command revocation-check ocsp.

Import the root certificate of the CA with the command ta-certificate.

Exit the TA configuration context with the command exit.

Repeat steps 1 to 4 for the root certificate authority used for the RADIUS server.

Create a leaf certificate profile for the RADIUS client certificate, using the command crypto pki
certificate. This command switches to the certificate configuration context.

7. Import the leaf certificate with the command import terminal ta-profle.Paste the leaf
certificate in PEM format, followed by the corresponding private key.

8. Set the certificate for usage with RADIUS communication. Do this with the command crypto pki
application radsec-client certificate.

9. Configure SSH to enforce the requirement to have the username defined in the X.509 certificate,
within any of these two certificate fields: UserPrincipalName (UPN) or Common Name (CN). Do
this with command ssh certificate-as-authorized-key.

10. Enable two-factor authentication with authorization performed by the RADIUS server. Do this
with command ssh two-factor-authentication authorization radius.

11. Add the radius server connection to the switch. Do this with the command radius-server host
tls.

12. Enable authorization by any RADIUS server (in default group radius) configured for Authorize-

Only with command aaa authorization radius ssh group radius. Note also that user-defined
RADIUS groups can be used in addition to or instead of the default RADIUS group.

N

o v AW
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Example

This example shows the above steps being executed:

-—— step 1 ---
switch(config)# crypto pki ta-profile root-cert

--- step 2 ---
switch (config-ta-root-cert)# revocation-check ocsp

--- steps 3, 4 --—-

switch (config-ta-root-cert)# ta-certificate

Paste the certificate in PEM format below, then hit enter and ctrl-D:
switch(config-ta-cert)# ----—- BEGIN CERTIFICATE--—---

switch (config-ta-cert)# MIIDuTCCAgECCQCuoxeJ2ZNYcjANBgkghkiGOwOBAQsFADCBg

switch (config-ta-cert)# 3LvMLZcssSe5J2Ca2XIhfDme8UaNZ7syGYoCD/TMsAWONG7yY

switch(config-ta-cert)# ----—- END CERTIFICATE-—-—---

switch (config-ta-cert) #

The certificate you are importing has the following attributes:

Issuer: C=XX, ST=XX, L=Xxxx, O=Company, OU=Site,
CN=9999/emailAddress=test.calsite.com

Subject: C=XX, ST=XX, L=Xxxx, O=Company, OU=Site,
CN=9999/emailAddress=test.calsite.com

Serial Number: 99999999999999999999 (Oxffffffffffffffff)

Do you want to accept this certificate (y/n)? y
TA certificate accepted.
switch (config-ta-root-cert) # exit

-—-—- step 5 ——-

switch (config) # crypto pki ta-profile radius-root-cert

switch (config-ta-root-cert)# ta-certificate

Paste the certificate in PEM format below, then hit enter and ctrl-D:
switch (config-ta-cert)# ----- BEGIN CERTIFICATE-----

switch (config-ta-cert)# MIIDuTCCAQECCQCuoxeJ2ZNYcjANBgkaghkiGI9wOBAQsFADCBg

switch (config-ta-cert)# 3LvMLZcssSeb5J2Ca2XIhfDme8UaNZ7syGYoCD/TMsAWONG7yY
switch (config-ta-cert)# ----- END CERTIFICATE-—----

switch (config-ta-cert) #

The certificate you are importing has the following attributes:

Issuer: C=XX, ST=XX, L=Xxxx, O=Company, OU=Site,
CN=9999/emailAddress=test.cal@site.com Subject: C=XX, ST=XX, L=Xxxx, O=Company,
OU=Site,

CN=9999/emailAddress=test.cal@site.com

Serial Number: 99999999999999999999 (Oxffffffffffffffff)

Do you want to accept this certificate (y/n)? y
TA certificate accepted.
switch (config-ta-radius-root-cert)# exit

--- step 6 ---
switch (config)# crypto pki certificate radius-client-cert

-—-—- step 7 —-—-

switch (config-cert-radius-client-cert) # import terminal ta-profile radius-root-
cert

Paste the certificate in PEM format below, then hit enter and ctrl-D:
switch(config-cert-import)# ----- BEGIN CERTIFICATE-----

switch (config-cert-import) # MIIDuTCCAgECCQCuoxeJ2ZNYcjANBgkghkiGOwOBAQsFADCBg

switch (config-cert-import) # 3LvMLZcssSe5J2Ca2XIhfDme8UaNZ7syGYoCD/TMsAWONG7yY
switch (config-cert-import) # ----- END CERTIFICATE-----
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switch (config-cert-import) #

Leaf certificate is validated with radius-root-cert and imported successfully.
Certificate is installed and ready to use.

switch (config-cert-radius-client-cert)# exit

=== StEp § ===
switch(config)# crypto pki application radsec-client certificate radius-client-
cert

=== gtEp Y ===
switch (config)# ssh certificate-as-authorized-key

--- step 10 ---
switch (config)# ssh two-factor-authentication authorization radius

--- step 11 ---
switch(config) # radius-server host 999.99.9.9 tls

--- step 12 ---

switch(config)# aaa authorization radius ssh group radius

All commands will fail if none of the radsec servers in the group list are
reachable.

Continue (y/n)? y

Configuring two-factor authentication with HTTPS server and REST
(for remote-only users)

Two-factor authentication is available for added security. In two-factor authentication, X.509 certificate-
based authentication is combined with RADIUS authorization.

In circumstances where it is desirable to have no local users, when a user establishes an HTTPS
connection to the switch, two factor-authentication occurs as follows:

® The certificate is validated by the switch using the set of customer-configured trusted TA profiles. If
validated, the switch then sends a RADIUS Authorize-Only request to the RADIUS server using the
username found in the certificate. The username is chosen from either the certificate User Principal
Name (UPN) or Common Name (CN).

= A password is not required at time of authentication.

Prerequisites

® The switch HTTPS REST server is enabled in the desired VRF.

® The remote RADIUS server providing authentication supports the "authorize-only" Service-Type. This
includes RADIUS servers such as Aruba's ClearPass Policy Manager, Windows 2019 NPS, or
FreeRADIUS.

= The RADIUS server is configured using a TLS (RadSec) connection. This requires the provisioning of a
RadSec tunnel between the Switch and a RadSec proxy server, which then forwards the request to
the RADIUS server. For information, see Secure RADIUS (RadSec) in the Security Guide for your switch.

= An appropriate set of Certificate Authority (CA) and leaf certificates for mutual TLS communication
has been created for the switch-to-RADIUS server connection.

= Your switch management computer has access to the REST APl using an appropriate HTTPS client.
This can be done with a web browser, using the WebUI, or other HTTP request tools such as

Postman. Usage of Firefox is not recommended, as it requires additional configuration to work with
this feature.
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® For the user being authenticated, an X.509 certificate is installed on your switch management
computer and loaded to your preferred HTTPS client. The username identified in the certificate
(whether in the User Principal Name (UPN) or Common Name (CN) fields) matches a username
already defined on the remote RADIUS server.

Procedure

1. Create a TA profile with the command crypto pki ta-profile. This command switches to the TA
configuration context. The TA profile is where the switch stores the root certificate of the CA that
is used to validate the certificates of clients logging in to the HTTPS REST server.

2. Although optional, it is recommended that you enable certificate revocation checking with the

command revocation-check ocsp.

Import the root certificate of the CA with the command ta-certificate.

Exit the TA configuration context with the command exit.

Repeat steps 1 to 4 for the root certificate authority used for the RADIUS server.

Create a leaf certificate profile for the RADIUS client certificate, using the command crypto pki

certificate. This command switches to the certificate configuration context.

7. Import the leaf certificate with the command import terminal ta-profle.Paste the leaf
certificate in PEM format, followed by the corresponding private key.

8. Set the certificate for usage with RADIUS communication. Do this with the command crypto pki
application radsec-client certificate.

9. Enable certificate authentication for the HTTPS server. Configure it with authorization performed
by the RADIUS server and enforce the requirement to have the username defined in the X.509
certificate, within any of these two certificate fields: User Principal Name (UPN) or Common Name
(CN). Do this with command nttps-server authentication certificate authorization

o v AW

radius.

10. Respond with y (yes) to the prompt indicating that HTTP authentication with certificate will be
enabled and that password authentication will be disabled .

11. Add the radius server connection to the switch. Do this with the command radius-server host
tls.

12. Enable authorization by any RADIUS server (in default group radius) configured for Authorize-
Only with command aaa authorization radius ssh group radius. Note also that user-defined
RADIUS groups can be used in addition to or instead of the default RADIUS group.

13. At this point you can send a POST request to the /certificate login endpointin the REST API,
including the corresponding user certificate. Alternatively you can access the login page of the
WebUI, where a login button is presented. Upon pressing the login button, the browser prompts
you to select a certificate.

Example

This example shows the above steps being executed:

-——- step 1 ---
switch (config) # crypto pki ta-profile https-root-cert

--- step 2 ---
switch (config-ta-root-cert)# revocation-check ocsp

--- steps 3, 4 --—-
switch (config-ta-root-cert)# ta-certificate
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Paste the certificate in PEM format below, then hit enter and ctrl-D:
switch(config-ta-cert)# ----—- BEGIN CERTIFICATE-----
switch (config-ta-cert)# MIIDuTCCAQECCQCuoxeJ2ZNYcjANBgkghkiGOwOBAQsFADCBg

switch (config-ta-cert) # 3LvMLZcssSe5J2Ca2XIhfDme8UaNz7syGYoCD/TMsAWONG7yY
switch(config-ta-cert)# ----—- END CERTIFICATE-----

switch (config-ta-cert) #

The certificate you are importing has the following attributes:

Issuer: C=XX, ST=XX, L=Xxxx, O=Company, OU=Site,
CN=9999/emailAddress=test.cal@site.com Subject: C=XX, ST=XX, L=Xxxx, O=Company,
OU=Site,

CN=9999/emailAddress=test.calsite.com

Serial Number: 99999999999999999999 (Oxffffffffffffffff)

Do you want to accept this certificate (y/n)? y
TA certificate accepted.
switch (config-ta-root-cert) # exit

--- step 5 —-—-

switch (config) # crypto pki ta-profile radius-root-cert

switch (config-ta-root-cert)# ta-certificate

Paste the certificate in PEM format below, then hit enter and ctrl-D:
switch(config-ta-cert)# ----—- BEGIN CERTIFICATE-—-—--
switch(config-ta-cert)# MIIDuTCCAgECCQCuoxeJ2ZNYcjANBgkghkiGOwOBAQsFADCBg

switch (config-ta-cert)# 3LvMLZcssSe5J2Ca2XIhfDme8UaNZ7syGYoCD/TMsAWONG7yY
switch(config-ta-cert)# ----—- END CERTIFICATE-—-—---

switch (config-ta-cert) #

The certificate you are importing has the following attributes:

Issuer: C=XX, ST=XX, L=Xxxx, O=Company, OU=Site,
CN=9999/emailAddress=test.cal@site.com Subject: C=XX, ST=XX, L=Xxxx, O=Company,
OU=Site,

CN=9999/emailAddress=test.calsite.com

Serial Number: 99999999999999999999 (Oxffffffffffffffff)

Do you want to accept this certificate (y/n)? y
TA certificate accepted.
switch (config-ta-radius-root-cert)# exit

--- step 6 ---
switch (config)# crypto pki certificate radius-client-cert

--- step 7 —-—-—

switch(config-cert-radius-client-cert)# import terminal ta-profile radius-root-
cert

Paste the certificate in PEM format below, then hit enter and ctrl-D:

switch (config-cert-import) # ----- BEGIN CERTIFICATE-----

switch (config-cert-import)# MIIDuTCCAgECCQCuoxeJ2ZNYcjANBgkghkiGOwOBAQsFADCBg

switch (config-cert-import) # 3LvMLZcssSe5J2Ca2XIhfDme8UaNZ7syGYoCD/TMsAWONG7yY
switch (config-cert-import) # ----- END CERTIFICATE-----

switch (config-cert-import) #

Leaf certificate is validated with radius-root-cert and imported successfully.
Certificate is installed and ready to use.

switch (config-cert-radius-client-cert)# exit

--- step 8 ---
switch (config)# crypto pki application radsec-client certificate radius-client-
cert

--- steps 9, 10 ---
switch (config)# https-server authentication certificate authorization radius
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username common_name

This will enable HTTPS authentication with certificate and disable password
authentication

Continue (y/n)? y

=== gtEp II ===
switch (config) # radius-server host 999.99.9.9 tls

--- step 12 ---

switch(config)# aaa authorization radius ssh group radius

All commands will fail if none of the radsec servers in the group list are
reachable.

Continue (y/n)? y

Two-factor authentication commands

aaa authorization radius

aaa authorization radius {ssh | https-server} group <GROUP-LIST>
no aaa authorization radius {ssh | https-server} group <GROUP-LIST>

Description

Enables RADIUS authorize-only for use with two-factor authentication. By default RADIUS authenticates
and authorizes a client that is configured for AAA based access. This command causes the RADIUS
server to instead be used only for authorization and not for authentication.

Authorization requests are sent over TLS and therefore RADIUS authorize-only requires a RadSec
RADIUS server.

If command authorization is also configured it is given priority over RADIUS authorize-only and therefore
e command authorization is done on the basis of command authorization configuration and not the user role and
privilege level assigned by the RADIUS server.

The no form of this command disables RADIUS authorize-only, causing RADIUS to be again used for both
authentication and authorization.

Parameter Description

ssh Selects the SSH authorization list.
https-server Selects the HTTPS server authorization list.
group <GROUP-LIST> Specifies the list of remote RADIUS server group names. Each

name can be specified one time. Predefined remote RADIUS
group name radius is available.

The remote RADIUS server groups are accessed in the order that
the group names are listed in this command. Within each group,
the servers are accessed in the order in which the servers were
added to the group. Server groups are defined using command
aaa group server and servers are added to a server group with
the command server.

Examples
Enabling RADIUS authorize only for SSH with the default RADIUS group:
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switch (config) # aaa authorization radius ssh group radius

All commands will fail if none of the radsec servers in the group list are
reachable.

Continue (y/n)? y

Disabling RADIUS authorize only for SSH with the default RADIUS group, causing RADIUS to be again
used for both authentication and authorization:

switch (config)# no aaa authorization radius ssh group radius

Enabling RADIUS authorize only for HTTPS server with the default RADIUS group:

switch (config) # aaa authorization radius https-server group radius

All commands will fail if none of the radsec servers in the group list are
reachable.

Continue (y/n)? y

Disabling RADIUS authorize only for HTTPS server with the default RADIUS group, causing RADIUS to be
again used for both authentication and authorization:

switch(config)# no aaa authorization radius https-server group radius

Release Modification

10.11 Command introduced

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

https-server authentication certificate

https-server authentication certificate [authorization radius] [username {<CERT-FIELD>}]

Description

Enables certificate-based authentication where the HTTPS server uses an X.509 certificate for
authentication and a RADIUS server for authorization.

Enabling password authentication is the only way of disabling certificate authentication.

Parameter Description

authorization radius Specifies that after certificate authentication succeeds, instead of prompting
for a password, the HTTPS server checks the RADIUS server only for
authorization. A local user is not required.
By default, the username found in the certificate field UserPrincipalName
(UPN) is used for authorization on the RADIUS serer.
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Parameter Description

When this parameter is omitted, authorization radius is still the
assumed active setting.

<CERT-FIELD> Selects which certificate username field is to be used for authorization.

® Specify user_pincipal_ name to use the certificate UserPrincipalName
(UPN) field. This is the default.

® Specify common_name to use the certificate CommonName (CN) field.

When this parameter is omitted, user_pincipal_name is assumed.

Examples

Enabling HTTPS server authentication with authorization on a RADIUS server with the username in
certificate field UserPrincipalName (UPN):

switch (config)# https-server authentication certificate authorization radius

Enabling HTTPS server authentication with authorization on a RADIUS server with the username in
certificate field UserPrincipalName (UPN) (authorization radius is still implied even though not
specified):

switch (config)# https-server authentication certificate

Enabling HTTPS server authentication with authorization on a RADIUS server with the username in
certificate field CommonName (CN):

switch (config) # https-server authentication certificate authorization radius
username common_name

Command History

Release Modification

10.11 ‘ Command introduced

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

ssh certificate-as-authorized-key

ssh certificate-as-authorized-key
no ssh certificate-as-authorized-key

Description

Enables SSH enforcement that the username must be present in the certificate that is being used for
authorization. This configuration alters how certificate-based authentication maps to a user account.
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When this is enabled, SSH will not require local user association with an authorized-key and instead
enforces that the username used to log in is present within the certificate.

The SSH server will check for the username in certificate fields common Name Or User Principle Name for
a match. If a certificate is not used for authentication then this configuration has no effect on SSH
authentication.

The no form of this command disables the SSH enforcement of username in the certificate.

Examples

Enabling SSH enforcement of username in the certificate:

switch(config) # ssh certificate-as-authorized-key

Disabling SSH enforcement of username in the certificate:

switch(config)# no ssh certificate-as-authorized-key

Command History

Release Modification

10.11 ‘ Command introduced

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

ssh two-factor-authentication

ssh two-factor-authentication [authorization radius]
no ssh two-factor-authentication [authorization radius]

Description

Enables the selected SSH Two Factor authentication method. Two-factor authentication uses an X.509
certificate and possibly a password. First the X.509 certificate presented by the user is authenticated.

Then, if successful, (when the authorization-radius parameter is not specified) the (locally-defined)
user is prompted for a password. When the authorization radius parameter is specified, instead of
prompting for a password, SSH checks only for authorization with the remote RADIUS server. A local
user is not required.

The no form of the command disables SSH two-factor authentication.

Parameter Description

authorization radius Specifies that after certificate authentication succeeds, SSH checks
the RADIUS server only for authorization.

Examples

Remote AAA with RADIUS



Enabling two-factor authentication for local user with password prompting:
switch (config) # ssh two-factor-authentication

Disabling two-factor authentication for local user with password prompting:
switch (config)# no ssh two-factor-authentication

Enabling two-factor authentication for remote-only RADIUS-defined users without password prompting:
switch (config) # ssh two-factor-authentication authorization radius

Disabling two-factor authentication for remote-only RADIUS-defined users without password
prompting: :

switch(config) # no ssh two-factor-authentication authorization radius

Command History

Release Modification

10.11 Added the authorization radius parameter

10.10 Command introduced

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

This accounting information is captured and made available for sending to remote accounting servers:

® Port access accounting
® Exec Accounting: user login/logout events

= Command accounting: commands executed by users. The Vendor-Specific Attribute (VSA) aruba
command_String With a value of 46 is available.

® System accounting: remote accounting On/Off events.
® CLI show commands.
® |nteractions on the non-CLI interfaces: REST and WebUI.

— With RADIUS, command accounting logs a maximum of 247 characters per command entered by the user.

The following is not captured or made available as accounting information:
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® CLI commands that reboot the switch.
® |nteractions in the bash shell.

Local accounting (always enabled) must be functioning properly for remote Accounting to work.

The accounting information is sent to the first reachable remote RADIUS AAA server (configured for remote

accounting). If no remote RADIUS server is reachable, local accounting remains available.

Sample general accounting information

Mon Jul 16 16:25:27 2018
User-Name = "admin"
NAS-Identifier = "switchx"
NAS-Port = 331
NAS-Port-Type = Virtual
Acct-Status-Type = Start

Acct-Session-Id = "1531769192494"
Acct-Authentic = Local

Calling-Station-Id = "0.0.0.0"
Event-Timestamp = "Jul 16 2018 16:25:22 PDT"

Acct-Delay-Time = 0

NAS-IP-Address = 10.10.10.1
Acct-Unique-Session-Id = "b83e29f4140cl7bl"
Timestamp = 1531783527

o BXEC SECR ~ww

Mon Jul 16 16:26:42 2018
User-Name = "admin"
NAS-Identifier = "switchx"
NAS-Port = 331
NAS-Port-Type = Virtual
Acct-Status-Type = Stop

Acct-Session-Id = "1531769192494"
Acct-Authentic = Local

Calling-Station-Id = "0.0.0.0"
Event-Timestamp = "Jul 16 2018 16:26:37 PDT"

Acct-Delay-Time = 0

Acct-Session-Time = 75

NAS-IP-Address = 10.10.10.1
Acct-Unique-Session-Id = "b83e29f4140cl7bl"
Timestamp = 1531783602

~~~~~~~~ CMD ACCOUNTING ~~r~~~~~~~s~~

Mon Jul 16 16:26:42 2018
User—-Name = "admin"
NAS-Identifier = "switchx"
NAS-Port = 331
NAS-Port-Type = Virtual
Acct-Status-Type = Stop
Acct-Session-Id = "1531769192496"
Acct-Authentic = Local
Aruba-Command-String = "exit"
Calling-Station-Id = "0.0.0.0"
Event-Timestamp = "Jul 16 2018 16:26:37 PDT"
Acct-Delay-Time = 0
NAS-IP-Address = 10.10.10.1
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Acct-Unique-Session-Id = "280710992629128c"
Timestamp = 1531783602

Mon Jul 16 17:13:02 2018
User-Name = "UNKNOWN"
NAS-Identifier = "UNKNOWN"
NAS-Port = 331
NAS-Port-Type = Virtual
Acct-Status-Type = Accounting-0On
Acct-Session-Id = "1531769192506"
Acct-Authentic = Local
Calling-Station-Id = "0.0.0.0"
Event-Timestamp = "Jul 16 2018 17:12:56 PDT"
Acct-Delay-Time = 0
NAS-IP-Address = 10.10.10.1
Acct-Unique-Session-Id = "b478e6402c86933e"
Timestamp = 1531786382

Mon Jul 16 17:12:55 2018
User-Name = "UNKNOWN"
NAS-Identifier = "UNKNOWN"
NAS-Port = 331
NAS-Port-Type = Virtual
Acct-Status-Type = Accounting-Off

Acct-Session-Id = "1531769192491"
Acct-Authentic = Local

Calling-Station-Id = "0.0.0.0"
Event-Timestamp = "Jul 16 2018 17:12:49 PDT"

Acct-Delay-Time = 0

NAS-IP-Address = 10.10.10.1
Acct-Unique-Session-Id = "93dalf094121f2ee"
Timestamp = 1531786375

|_—} This sample is representative and not from any particular RADIUS server implementation.

RADIUS accounting tasks

The RADIUS accounting-related tasks are as follows:

Command
Example

name
Configuring aaa aaa accounting all-mgmt default start-stop group rgl rg2
the accounting | radius local
accounting all-mgmt
sequence for
the default
connection
type
Configuring aaa aaa accounting all-mgmt https-server start-stop group rgl
the accounting | radius local
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Command

Example

name
accounting all-mgmt
sequence for
the https-
server
connection
type
Removing aaa no aaa accounting all-mgmt default start-stop
;emﬁteAAA accounting
or the

all-mgmt
default g
connection
type
Showing the show aaa show aaa accounting
accounting accounting
configuration

Example: Configuring the switch for Remote AAA with
RADIUS

Prerequisites

® RADIUS servers configured in general according to the information in Remote AAA RADIUS server
configuration requirements . The exact settings appropriate to your environment will vary.

® Logged in to the switch with Administrator privilege and in the config context.

Procedure

1. Configure the global RADIUS passkey (shared secret) as "xjkW74932gX3j_$"

switch (config)# radius-server key plaintext xjkW74932gX3j_$
switch (config) #

2. Add these configuration details for two remote RADIUS servers.
® Server 1 with IPv4 address 10.0.0.2, on the management interface (belonging to VRF “mgmt"”),
using the default PAP protocol.

® Server 2 with IPv4 address 4.0.0.2, on the data interface (belonging to VRF “default”), using the
CHAP protocol.

switch (config) # radius-server host 10.0.0.2 vrf mgmt
switch (config) # radius-server host 4.0.0.2 auth-type chap
switch (config) #

3. Create a RADIUS group named rad grp1, assign RADIUS server 10.0.0.2 to the group, show the
group information.
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— The default RADIUS group named radius includes every RADIUS server regardless of whether
— any RADIUS servers are also assigned to a user-defined RADIUS group.

switch(config)# aaa group server radius rad grpl
switch (config-sg)# server 10.0.0.2 vrf mgmt
switch(config-sg)# exit

switch (config) #

switch (config) # do show aaa server-groups radius

FrxAkxxk AAA Mechanism RADIUS ***x**xx

GROUP NAME | SERVER NAME | PORT | VRF | PRIORITY
rad grpl | 10.0.0.2 | 1812 | mgmt | 1
radius (default) | 10.0.0.2 | 1812 | mgmt | 1
radius (default) | 4.0.0.2 | 1812 | default | 2

switch (config) #

4. Define the authentication sequence list so that the new RADIUS group is first, the default RADIUS
group is second, and local is third. Show the authentication sequence.

switch(config)# aaa authentication login default group rad grpl radius local
switch (config) #

switch(config) # do show aaa authentication

AAA Authentication:

Fail-through : Disabled
Limit Login Attempts : Not set
Lockout Time : 300
Minimum Password Length : Not set

Default Authentication for All Channels:

GROUP NAME | GROUP PRIORITY
rad_grpl | 0
radius |1
local | 2

switch (config) #

5. Define the accounting sequence list with two RADIUS server groups. Show the accounting
sequence.

switch(config)# aaa accounting all default start-stop group rad grpl radius
switch (config) #
switch (config)# do show aaa accounting
AAA Accounting:
Accounting Type : all
Accounting Mode : start-stop
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Default Accounting for All Channels:

GROUP NAME | GROUP PRIORITY
rad _grpl | 0
radius |1
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Chapter 11
Remote AAA (TACACS+, RADIUS)

commands

aaa accounting allow-fail-through

aaa accounting allow-fail-through
no aaa accounting allow-fail-through

Description

Enables accounting fail-through. When this option is enabled, the next server or accounting method is
attempted after an accounting failure.

The no form of this command disables accounting fail-through.The system only attempts to reach the
next server or accounting method if there is an accounting failure due to an unreachable TACACS+
server or a shared key mismatch error between the switch and the server.

Example

Enabling accounting fail-through:

switch (config)# aaa accounting allow-fail-through

Command History

Release Modification

10.12.1000 Command introduced.

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

aaa accounting all-mgmt

aaa accounting all-mgmt <CONNECTION-TYPE> start-stop {local | group <GROUP-LIST>}
no aaa accounting all-mgmt <CONNECTION-TYPE> start-stop {local | group <GROUP-LIST>}

Description

Defines accounting as being local (with the name 10ca1) (the default). Or defines a sequence of remote
AAA server groups to be accessed for accounting purposes.

For remote accounting, the information is sent to the first reachable remote server that was configured
with this command for remote accounting. If no remote server is reachable, local accounting remains
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available. Each available connection type (channel) can be configured individually as either local or using
remote AAA server groups. All server groups named in your command, must exist. This command can
be issued multiple times, once for each connection type. Local is always available for any connection
type not configured for remote accounting.

The system accounting log is not associated with any connection type (channel) and is therefore sent to the
accounting method configured on the default connection type (channel) only.

The no form of this command removes for the specified connection type, any defined remote AAA
server group accounting sequence. Local accounting is available for connection types without a
configured remote AAA server group list (whether default or for the specific connection type).

Parameter Description

<CONNECTION-TYPE> One of these connection types (channels):

default
Defines a list of accounting server groups to be used for the
default connection type. This configuration applies to all
other connection types (console, ssh, https-server,
telnet)that are not explicitly configured with this command.
For example, if you do not use aaa accounting all-mgmt
console. .. to define the console accounting list, then this
default configuration is used for console.

console
Defines a list of accounting server groups to be used for the
console connection type.

ssh
Defines a list of accounting server groups to be used for the
ssh connection type.

https-server
Defines a list of accounting server groups to be used for the
https-server (REST, Web Ul) connection type.

telnet
Defines a list of accounting server groups to be used for the
telnet connection type.

start-stop Selects accounting information capture at both the beginning and
end of a process.

local Selects local-only accounting when used without the group
parameter.
group <GROUP-LIST> Specifies the list of remote AAA server group names. Each name

can be specified one time. Predefined remote AAA group names
tacacs and radius are available. Although not a group name,
predefined name local is available. User-defined TACACS+ and
RADIUS server group names may also be used.

The remote AAA server groups are accessed in the order that the
group names are listed in this command. Within each group, the
servers are accessed in the order in which the servers were added
to the group. Server groups are defined using command aaa
group server and servers are added to a server group with the
command server.

If the remote server(s) in the group is unreachable or if there is a
key mismatch error between the switch and the AAA Server, then
the next accounting method is attempted.
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Usage
Local accounting is always active. It cannot be turned off.

Examples

Defining the default accounting sequence based on two user-defined TACACS+ server groups, then the
default TACACS+ server group, and finally (if needed), local accounting.

switch (config) # aaa accounting all-mgmt default start-stop group tgl tg2 tacacs
local

Defining the console accounting sequence based on two user-defined TACACS+ server groups, then the
default TACACS+ server group, and finally (if needed), local accounting.

switch(config)# aaa accounting all-mgmt console start-stop group tg2 tg3 tacacs
local

Defining the ssh accounting sequence based on one user-defined TACACS+ server group and then the
default TACACS+ server group.

switch(config)# aaa accounting all-mgmt ssh start-stop group tg2 tacacs

Defining the Telnet accounting sequence based on one user-defined TACACS+ server group and then
the default TACACS+ server groups.

switch (config) # aaa accounting all-mgmt telnet start-stop group tgl tacacs

Defining the default accounting sequence based on two user-defined RADIUS server groups, then the
default RADIUS server group, and finally (if needed), local accounting.

switch (config) # aaa accounting all-mgmt default start-stop group rgl rg2 radius
local

Defining the https-server accounting sequence based on one user-defined RADIUS server group and
then the default RADIUS server group.

switch (config)# aaa accounting all-mgmt https-server start-stop group rgl radius
Setting local accounting for the default connection type:

switch (config) # aaa accounting all-mgmt default start-stop local

Command History

Release Modification

10.11 Added the telnet parameter for all other platforms.
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Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

for this command.

All platforms config ‘ Administrators or local user group members with execution rights

aaa authentication allow-fail-through

aaa authentication allow-fail-through
no aaa authentication allow-fail-through

Description

Enables authentication fail-through. If this feature is enabled, the next server or authetication method is
tried after an authentication failure.

The no form of this command disables authentication fail-through. The system only attempts to reach

the next server or authentication method if there is an accounting failure due to an unreachable
TACACS+/RADIUS server or a shared key mismatch error between the switch and the server.

If your switch uses command authorization, best practices is to configure authorization fail-through before
configuring authentication fail-through. If not, the switch may fall into an unusable state where authorization will

fail for all commands.

Example
Enabling authentication fail-through:

switch(config)# aaa authentication allow-fail-through

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

aaa authentication login
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aaa authentication login <CONNECTION-TYPE> {local | group <GROUP-LIST>}
no aaa authentication login <CONNECTION-TYPE> {local | group <GROUP-LIST>}

Description

Defines authentication as being local (with the name 1oca1) (the default). Or defines a sequence of
remote AAA server groups to be accessed for authentication purposes. Each available connection type
(channel) can be configured individually as either local or using remote AAA server groups. All server
groups named in your command, must exist. This command can be issued multiple times, once for each
connection type. Local is always available for any connection type not configured for remote AAA
authentication.

If you do not want local authentication to occur in cases where all AAA servers contacted reject the user's
= credentials, do not enable authentication fail-through (command aaa authentication allow-fail-
through).

The no form of this command removes for the specified connection type, any defined remote AAA
server group authentication sequence. Local authentication is available for connection types without a
configured remote AAA server group list (whether default or for the specific connection type).

Parameter Description

<CONNECTION-TYPE> One of these connection types (channels):

default
Defines a list of AAA server groups to be used for the default
connection type. This configuration applies to all other
connection types (console, ssh, https-server, telnet) that
are not explicitly configured with this command. For example,
if you do not use aaa accounting all-mgmt console...
to define the console accounting list, then this default
configuration is used for console.

console
Defines a list of AAA server groups to be used for the console
connection type.

ssh
Defines a list of AAA server groups to be used for the ssh
connection type.

https-server
Defines a list of AAA server groups to be used for the https-
server (REST, Web Ul) connection type.

telnet

Defines a list of AAA server groups to be used for the telnet
connection type.

local Selects local-only authentication when used without the group
parameter.
group <GROUP-LIST> Specifies the list of remote AAA server group names. Each name

can be specified one time. Predefined remote AAA group names
tacacs and radius are available. Although not a group name,
predefined name local is available. User-defined TACACS+ and
RADIUS server group names may also be used.

The remote AAA server groups are accessed in the order that the
group names are listed in this command. Within each group, the
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Parameter Description

servers are accessed in the order in which the servers were added
to the group. Server groups are defined using command aaa
group server and servers are added to a server group with the
command server. If the remote server(s) in the group is
unreachable or if there is a key mismatch error between switch
and the AAA Server, then the next authentication method is
attempted.

Examples

Defining the default authentication sequence based on two user-defined TACACS+ server groups, then
the default TACACS+ server group, and finally (if needed), local authentication.

switch(config) # aaa authentication login default group tgl tg2 tacacs local

Defining the default authentication sequence based on two user-defined TACACS+ server groups, then
the default TACACS+ server group, and finally (if needed), local authentication.

switch(config)# aaa authentication login console group tg2 tg3 tacacs local

Defining the ssh authentication sequence based on one user-defined TACACS+ server group and then
the default TACACS+ server group.

switch(config) # aaa authentication login ssh group tg2 tacacs

Defining the Telnet authentication sequence with two user-defined TACACS+ server groups, the default
TACACS+ server group, and finally (if needed), local authentication.

switch(config)# switch(config)# aaa authentication login telnet group tgl tg2
tacacs local

Defining the default authentication sequence based on two user-defined RADIUS server groups, then
the default RADIUS server group, and finally (if needed), local authentication.

switch (config)# aaa authentication login default group rgl rg2 radius local

Defining the https-server authentication sequence based on one user-defined RADIUS server group and
then the default RADIUS server group.

switch(config)# aaa authentication login https-server group rgl radius
Setting local authentication for the default connection type:

switch(config)# aaa authentication login default local

Command History
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Release Modification

10.11 Added the telnet parameter on 10000, 9300, 83xx, 6100, 6000
and 4100i Switch Series.

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

aaa authorization allow-fail-through

aaa authorization allow-fail-through
no aaa authorization allow-fail-through

Description

Enables authorization fail-through. When this option is enabled, the next server or authorization
method is attempted after an authorization failure.

The no form of this command disables authorization fail-through. The system only attempts to reach the
next server or authorization method if there is an authorization failure due to an unreachable
TACACS+/RADIUS server or a shared key mismatch error between the switch and the server.

If your switch uses command authorization, best practices is to configure authorization fail-through before
— configuring authentication fail-through. If not, the switch may fall into an unusable state where authorization will

fail for all commands.

Example

Enabling authorization fail-through:

switch(config)# aaa authorization allow-fail-through

The following configurations use authorization fail-through in different scenarios.
Example configuration one:

aaa authentication allow-fail-through

aaa authorization allow-fail-through

aaa group server tacacs CPPM-TACACS

server 172.16.1.12

aaa authentication login ssh group CPPM-TACACS local
aaa authorization commands ssh group CPPM-TACACS local

Example configuration one does not support authentication via the TACACS+ server for a locally
configured user. If the user is configured locally and that user does not have a profile present in the
TACACS+ server, authentication fails with TACACS+, but the user is authenticated successfully with local
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authentication. Similarly, if authorization is rejected, the user is authorized locally with a fail-through
configuration.

Example configuration two:

aaa group server tacacs CPPM-TACACS

server 172.16.1.12

aaa authentication allow-fail-through

aaa authorization allow-fail-through

aaa authentication login ssh group CPPM-TACACS local
aaa authorization commands ssh group local CPPM-TACACS

With configuration two, if a user's profile is configured only in the TACACS+ server, user authorization is
rejected locally and is authorized with TACACS using the fail-through configuration. When
authentication fail-through is configured, if the first authentication method fails, authentication is
attempted using the next server or authentication method. The authorization fail-through is based on
the authorization sequence, and is independent of the authentication method of the user.

Example configuration three:

aaa group server tacacs CPPM-TACACS

server 172.16.1.12

aaa group server tacacs TACACS

server 192.168.10.15

aaa authentication allow-fail-through

aaa authorization allow-fail-through

aaa authentication login ssh group CPPM-TACACS local
aaa authorization commands ssh group TACACS local

Example configuration four:

aaa group server radius RAD-GRP

server 172.16.1.12

aaa group server tacacs TACACS

server 192.168.10.15

aaa authentication allow-fail-through

aaa authorization allow-fail-through

aaa authentication login ssh group RAD-GRP local
aaa authorization commands ssh group TACACS local

With configurations three and four, the CPPM-TACACS or RAD-GRP groups reject authentication
requests for locally configured users, and the users are authenticated locally with fail-through.
Authorization is attempted with the TACACS group in these configurations, and if this authorization
attempt fails, the user will be authorized locally due to the fail-through configuration.

When authorization is rejected by multiple servers/server groups due to the fail-through configuration, a delay
may be seen while executing commands.

Command History

Release Modification

10.12.1000 Command introduced.
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Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

aaa authorization commands

aaa authorization commands <CONNECTION-TYPE> {local | none}

no aaa authorization commands <CONNECTION-TYPE> {local | none}

aaa authorization commands <CONNECTION-TYPE> group <GROUP-LIST>

no aaa authorization commands <CONNECTION-TYPE> group <GROUP-LIST>

Description

Defines authorization as being basic local RBAC (specified as none), or as full-fledged local RBAC
specified as 1ocal (the default), or as remote TACACS+ (specified with group <GROUP-LIST>). Each
available connection type (channel) can be configured individually. All server groups named in the
command, must exist. This command can be issued multiple times, once for each connection type.

The no form of this command unconfigures authorization for the specified connection type, reverting to
the default of 10cal.

Although only TACACS+ servers are supported for remote authorization, local authorization (basic or full-fledged)
can be used with remote RADIUS authentication. If your switch uses command authorization, best practices is to

— configure authorization fail-through before configuring authentication fail-through. If not, the switch may fall into
an unusable state where authorization will fail for all commands.

Parameter Description

<CONNECTION-TYPE> One of these connection types (channels):

default
Selects the default connection type for configuration. This
configuration applies to all other connection types (console,
ssh, telnet) that are not explicitly configured with this
command. For example, if you do not use aaa
authorization commands console... to definethe
console authorization list, then this default configuration is
used for console.

console

Selects the console connection type for configuration.
ssh

Selects the ssh connection type for configuration.
telnet

Selects the telnet connection type for configuration.

local When used alone without group <GROUP-LIST>, selects local
authorization which can be used to provide authorization for a
purely local setup without any remote AAA servers and also for
when RADIUS is used for remote Authentication and Accounting
but Authorization is local. When used after group, provides for
fallback (to full-fledged local authorization) when every serverin
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Parameter Description

every specified TACACS+ server group cannot be reached.

NOTE: If any TACACS+ server in the specified groups is reachable,
but the command fails to be authorized by that server, the
command is rejected and local authorization is never attempted.
Local authorization is only attempted if every TACACS+ server
cannot be reached.

none When used alone without group <GROUP-LIST>, selects basic
local RBAC authorization, for use with the built-in user groups
(administrators, operators, auditors). When used after
group, provides for fallback (to basic local RBAC authorization)
when every server in every specified TACACS+ server group
cannot be reached.

NOTE: With none, for users belonging to user-defined user
groups, all commands can be executed regardless of what
authorization rules are defined in such groups. For per-command
local authorization, use local instead.

group <GROUP-LIST> Specifies the list of remote AAA server group names. Predefined
remote AAA group name tacacs is available. User-defined
TACACS+ server group names may also be used. The remote AAA
server groups are accessed in the order that the group names are
listed in this command. Within each group, the servers are
accessed in the order in which the servers were added to the
group. Server groups are defined using command aaa server
group and servers are added to a server group using command
server.

It is recommended to always include either the special name
local or none as the last name in the group list. If both 1local
and none are omitted, and no remote AAA server is reachable (or
the first reachable server cannot authorize the command),
command execution for the current user will not be possible.

If the AAA server(s) in the group are not reachable, or if if there is
a key mismatch error between the server and the switch, the next
authorization method is attempted.

Usage
TACACS+ server authorization considerations

Use caution when configuring authorization, as it has no fail through. If the switch is not configured properly, the
switch might get into an unusable state in which all command execution is prohibited.

To prevent authorization difficulties:

® Make sure that all listed TACACS+ servers can authorize users for command execution.
= Make sure that credential database changes are promptly synchronized across all TACACS+ servers.

® Make sure either 1ocal oOr none is included as the last name in the group list. If both 10cal and none
are omitted, and no remote TACACS+ server is reachable (or the first reachable server cannot
authorize), authorization will not be possible.

® Although not recommended, if you choose to omit both 1ocal and none from the list, and are
manipulating configuration files, special caution is necessary. If the source configuration includes
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TACACS+ authorization and you are copying configuration from an existing switch into the running
configuration of a new switch, and you have not yet configured the interface or routing information
to reach the TACACS+ server, the switch will enter an unusable state, requiring hard reboot.

To avoid getting into this situation that can occur when 1ocal and none have been omitted, do either
of the following:

° In the configuration source, delete or comment-out the line configuring remote authorization. Then,
after the configuration copy and paste, manually configure authorization.

° Move the line configuring the authorization to the end of the source configuration before copying
and pasting.

Examples

Defining the default authorization sequence based on a user-defined TACACS+ server group, then the
default TACACS+ server group, and finally (as a precaution), 1ocal authorization:

switch(config)# aaa authorization commands default group tgl tacacs local
All commands will fail if none of the servers in the group list are reachable.
Continue (y/n)? y

Defining the Telnet authorization sequence based on a user-defined TACACS+ server group, then the
default TACACS+ server group, and finally (as a precaution), 1ocal authorization:

switch(config)# aaa authorization commands telnet group tgl tacacs local
All commands will fail if none of the servers in the group list are reachable.
Continue (y/n)? y

Defining the console authorization sequence based on two user-defined TACACS+ server groups, and
finally (as a precaution), 1ocal authorization:

switch(config)# aaa authorization commands console group tgl tg2 local
All commands will fail if none of the servers in the group list are reachable.
Continue (y/n)? y

Setting the authorization for default to 1ocal:
switch (config) # aaa authorization commands default local

Setting the authorization for the SSH interface to none:

switch(config)# aaa authorization commands ssh none

Command History

Release Modification

10.11 Added the telnet parameter on the 10000, 9300, 83xx, 6100,
6000 and 4100i Switch Series.

10.07 or earlier --
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Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

aaa group server {tacacs | radius} <SERVER-GROUP-NAME>
no aaa group server {tacacs | radius} <SERVER-GROUP-NAME>

Description

Creates an AAA server group that is either empty or contains preconfigured RADIUS/TACACS+ servers.
You can create a maximum of 28 server groups.

The no form of this command deletes a server group. Only a preconfigured user-defined
RADIUS/TACACS+ server group can be deleted. RADIUS or TACACS+ servers that were in a deleted
server group remain a part of their default server group. The default server group for TACACS+ servers
is tacacs. The default server group for RADIUS servers is radius.

Parameter Description

server {tacacs | radius} Select either tacacs or radius for the server type.

<SERVER-GROUP-NAME> Specifies the name of the server group to be created. The name of
the server group can have a maximum of 32 characters.

Examples
Creating TACACS+ server group sg1:

switch (config)# aaa group server tacacs sgl
Creating RADIUS server group sg3:

switch (config) # aaa group server radius sg3
Deleting TACACS+ server group sg1:

switch(config)# no aaa group server tacacs sgl
Deleting RADIUS server group sg3:

switch(config)# no aaa group server radius sg3

Command History
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Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

radius-server auth-type

radius-server auth-type {pap | chap}
no radius-server auth-type {pap | chap}
Description

Enables the CHAP or PAP authentication protocol, which is used for communication with the RADIUS
servers, at the global level. You can override this command with a fine-grained per server auth-type
configuration.

The no form of this command resets the global authentication mechanism for RADIUS to PAP or CHAP.
PAP is the default authentication mechanism for RADIUS.

Parameter Description
auth-type {pap | chap} Selects either the PAP or CHAP authentication protocol.
Examples

Authenticating CHAP:

switch (config)# radius-server auth-type chap

Authenticating PAP:
switch (config) # radius-server auth-type pap
Removing CHAP authentication:

switch (config) # no radius-server auth-type chap

Command History

Release Modification

10.07 or earlier -

Command Information
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Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights

for this command.

radius-server host

radius-server host {<FQDN> | <IPV4> | <IPV6>}

[key [plaintext <PASSKEY> | ciphertext <PASSKEY>]]

[timeout <TIMEOUT-SECONDS>] [port <PORT-NUMBER>]

[auth-type {pap | chap}] [acct-port <ACCT-PORT>] [retries <RETRY-COUNT>]
[tracking {enable | disable}] [tracking-mode {any | dead-only}] [vrf <VRF-NAME>]

no radius-server host {<FQODN> | <IPV4> | <IPV6>}
[key [plaintext <PASSKEY> | ciphertext <PASSKEY>]]
[timeout <TIMEOUT-SECONDS>] [port <PORT-NUMBER>]
[auth-type {pap | chap}] [acct-port <ACCT-PORT>] [retries <RETRY-COUNT>]
[tracking {enable | disable}] [tracking-mode {any | dead-only}] [vrf <VRF-NAME>]
Description

Adds a RADIUS server. By default, the RADIUS server is associated with the server group named radius.

The no form of this command removes a previously added RADIUS server.

For enhanced security with IPsec, the alternative command radius-server host secure ipsec is available.
The standard non-IPsec radius-server host command does not modify any existing IPsec configuration. If
IPsec is already configured for the RADIUS server, then IPsec will remain enabled for the server.

Parameter Description

{<FODN> | <IPV4> | <IPvé6>} Specifies the RADIUS server as:

®  <ropN>: a fully qualified domain name.
®m  <7pPV4>: an IPv4 address.
m <TPV6>: an IPv6 address.

key [plaintext <PASSKEY> | Selects either a plaintext or an encrypted local shared-secret

ciphertext <PASSKEY>] passkey for the server. As per RFC 2865, shared-secret can be a
mix of alphanumeric and special characters. Plaintext passkeys
are between 1 and 32 alphanumeric and special characters.

NOTE: When key is entered without either sub-parameter,
plaintext passkey prompting occurs upon pressing Enter. Enter
must be pressed immediately after the key parameter without
entering other parameters. The entered passkey characters are
masked with asterisks. When key is omitted, the server uses the
global passkey. This command requires either the global or local
passkey to be set; otherwise the server will not be contacted.
Command radius-server key is available for setting the global
passkey.

timeout <TIMEOUT-SECONDS> Specifies the timeout. Range: 1 to 60 seconds. If a timeout is not

specified, the value from the global timeout for RADIUS is used.

port <PORT-NUMBER> Specifies the authentication port number. Range: 1 to 65535.

Default: 1812.
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Parameter Description

auth-type {pap | chap}

Selects either the PAP (the default) or CHAP authentication types.
If this parameter is not specified, the RADIUS global default is
used.

acct-port <ACCT-PORT>

Specifies the UDP accounting port number. Range: 1 to 65535.
Default: 1813.

retries <RETRY-COUNT>

Specifies the number of retry attempts for contacting the
specified RADIUS server. Range is 0 to 5 attempts. If no retry value
is provided, the default value of 1 is used.

tracking {enable | disable}

Enables or disables server tracking for the RADIUS server. Tracked
servers are probed at the start of each server tracking interval to
check if they are reachable.

Use command radius-server tracking to configure RADIUS
server tracking globally.

NOTE: Server tracking uses authentication request and response
packets to determine server reachability status. The server
tracking user name and password are used to form the request
packet which is sent to the server with tracking enabled. Upon
receiving a response to the request packet, the server is
considered to be reachable.

tracking-mode {any | dead-only}

Configures tracking mode for the RADIUS server that has tracking
enabled with the server. The tracking mode is used to monitor the
status of RADIUS server reachability The default tracking mode is

any.
any

Track the RADIUS server irrespective of its server reachability.
dead-only

Track the RADIUS server only when the server is marked as

unreachable.

vrf <VRF-NAME>

Specifies the VRF name to be used for communicating with the
server. If no VRF name is provided, the default VRF named

default is used.

Usage

If the fully qualified domain name is provided for the RADIUS server, a DNS server must be configured
and accessible through the same VRF which is configured for the RADIUS server. This configuration is
required for the resolution of the RADIUS server hostname to its IP address. If a DNS server is not
available for this VRF, the RADIUS servers reachable through this VRF must be configured by means of

their IP addresses only.

Examples

Adding a RADIUS server with an IPv4 address and a prompted passkey:

switch(config)# radius-server host 1.1.1.5 key
Enter the RADIUS server key: ****x*xkkkxk

Re-Enter the RADIUS server key:

*hkkkkkkkk

Deleting a RADIUS server with an IPv4 address and a prompted passkey:
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switch(config)# no radius-server host 1.1.1.5 key
Enter the RADIUS server key: ***kkkkkk
Re-Enter the RADIUS server key: **¥xkkkx*

Adding a RADIUS server with an IPv4 address and a named VRF:
switch (config)# radius-server host 1.1.1.1 vrf mgmt
Deleting a RADIUS server with an IPv4 address and a named VRF:
switch(config)# no radius-server host 1.1.1.1 vrf mgmt
Adding a RADIUS server with an IPv4 address, a port, and a named VRF:
switch (config) # radius-server host 1.1.1.2 port 32 vrf mgmt
Deleting a RADIUS server with an IPv4 address, a port, and a named VRF:
switch(config)# no radius-server host 1.1.1.2 port 32 vrf mgmt
Adding a RADIUS server with an IPv6 address:
switch (config) # radius-server host 2001:0db8:85a3:0000:0000:8a2e:0370:7334
Deleting a RADIUS server with an IPv6 address:
switch(config)# no radius-server host 2001:0db8:85a3:0000:0000:8a2e:0370:7334
Adding a RADIUS server with tracking enabled and tracking mode is set to dead-only:
switch (config) # radius-server host 1.1.1.1 tracking enable tracking-mode dead-only

Deleting a RADIUS server with tracking enabled and tracking mode is set to dead-only:

switch(config)# no radius-server host 1.1.1.1 tracking enable tracking-mode dead-
only

Adding a RADIUS server with tracking disabled:

switch (config)# radius-server host 1.1.1.1 tracking disable

Deleting a RADIUS server with tracking disabled:

switch (config)# no radius-server host 1.1.1.1 tracking disable
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Deleting a RADIUS server with an IPv4 address and specified VRF:

switch(config)# no radius-server host 1.1.1.1 vrf mgmt

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

radius-server host secure ipsec

Syntax for a RADIUS server that uses IPsec for authentication:
radius-server host {<FQODN> | <IPV4> | <IPV6>}
[key [plaintext <PASSKEY> | ciphertext <PASSKEY>]]
[timeout <TIMEOUT-SECONDS>] [port <PORT-NUMBER>]
[auth-type {pap | chap}] [acct-port <ACCT-PORT>] [retries <RETRY-COUNT>]
[tracking {enable | disable}] [tracking-mode {any | dead-only}] [vrf <VRF-NAME>]
secure ipsec authentication spi <SPI-INDEX> <AUTH-TYPE> <AUTH-KEY-TYPE> [<AUTH-KEY>]
no radius-server host {<FQODN> | <IPV4> | <IPV6>}
[key [plaintext <PASSKEY> | ciphertext <PASSKEY>]]
[timeout <TIMEOUT-SECONDS>] [port <PORT-NUMBER>]
[auth-type {pap | chap}] [acct-port <ACCT-PORT>] [retries <RETRY-COUNT>]
[tracking {enable | disable}] [tracking-mode {any | dead-only}] [vrf <VRF-NAME>]
secure ipsec authentication spi <SPI-INDEX><AUTH-TYPE><AUTH-KEY-TYPE> [<AUTH-KEY>]

Syntax for a RADIUS server that uses IPsec for both authentication and encryption:
radius-server host {<FQODN> | <IPV4> | <IPV6>}
[key [plaintext <PASSKEY> | ciphertext <PASSKEY>]]
[timeout <TIMEOUT-SECONDS>] [port <PORT-NUMBER>]
[auth-type {pap | chap}] [acct-port <ACCT-PORT>] [retries <RETRY-COUNT>]
[tracking {enable | disable}] [tracking-mode {any | dead-only}] [vrf <VRF-NAME>]
secure ipsec encryption spi <SPI-INDEX> <AUTH-TYPE> <AUTH-KEY-TYPE>
[<AUTH-KEY>] <ENCRYPT-TYPE> <ENCRYPT-KEY-TYPE> [<ENCRYPT-KEY>]
no radius-server host {<FQODN> | <IPV4> | <IPV6>}
[key [plaintext <PASSKEY> | ciphertext <PASSKEY>]]
[timeout <TIMEOUT-SECONDS>] [port <PORT-NUMBER>]
[auth-type {pap | chap}] [acct-port <ACCT-PORT>] [retries <RETRY-COUNT>]
[tracking {enable | disable}] [tracking-mode {any | dead-only}] [vrf <VRF-NAME>]
secure ipsec encryption spi <SPI-INDEX><AUTH-TYPE><AUTH-KEY-TYPE>
[<AUTH-KEY>] <ENCRYPT-TYPE><ENCRYPT-KEY-TYPE> [<ENCRYPT-KEY>]

Description

Adds a RADIUS server that uses IPsec for enhanced security (authentication and possibly encryption). By
default, the RADIUS server is associated with the server group named radius.

The no form of this command removes a previously added RADIUS (with IPsec) server.
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|_—} Unless enhanced security with IPsec is required, use the radius-server host command instead.

Parameter Description

{<FODN> | <IPV4> | <IPv6>}

Specifies the RADIUS server as:

®  <FoDN>: a fully qualified domain name.
® <7PV4>:an IPv4 address.

® <7PV6>: an IPv6 address.

key [plaintext <PASSKEY> |
ciphertext <PASSKEY>]

Selects either a plaintext or an encrypted local shared-secret
passkey for the server. As per RFC 2865, shared-secret can be a
mix of alphanumeric and special characters. Plaintext passkeys
are between 1 and 32 alphanumeric and special characters.

NOTE: When key is entered without either sub-parameter,
plaintext passkey prompting occurs upon pressing Enter. Enter
must be pressed immediately after the key parameter without
entering other parameters. The entered passkey characters are
masked with asterisks. When key is omitted, the server uses the
global passkey. This command requires either the global or local
passkey to be set; otherwise the server will not be contacted.
Command radius-server key is available for setting the global
passkey.

timeout <TIMEOUT-SECONDS>

Specifies the timeout. Range: 1 to 60 seconds. If a timeout is not
specified, the value from the global timeout for RADIUS is used.

port <PORT-NUMBER>

Specifies the authentication port number. Range: 1 to 65535.
Default: 1812.

auth-type {pap | chap}

Selects either the PAP (the default) or CHAP authentication types.
If this parameter is not specified, the RADIUS global default is
used.

acct-port <ACCT-PORT>

Specifies the UDP accounting port number. Range: 1 to 65535.
Default: 1813.

retries <RETRY-COUNT>

Specifies the number of retry attempts for contacting the
specified RADIUS server. Range is 0 to 5 attempts. If no retry value
is provided, the default value of 1 is used.

tracking {enable | disable}

Enables or disables server tracking for the RADIUS server. Tracked
servers are probed at the start of each server tracking interval to
check if they are reachable.

Use command radius-server tracking to configure RADIUS
server tracking globally.

NOTE: Server tracking uses authentication request and response
packets to determine server reachability status. The server
tracking user name and password are used to form the request
packet which is sent to the server with tracking enabled. Upon
receiving a response to the request packet, the server is
considered to be reachable.

tracking-mode {any | dead-only}

Configures tracking mode for the RADIUS server that has tracking
enabled with the server. The tracking mode is used to monitor the
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Parameter Description

status of RADIUS server reachability The default tracking mode is
any.
any

Track the RADIUS server irrespective of its server reachability.
dead-only

Track the RADIUS server only when the server is marked as
unreachable.

vrf <VRF-NAME>

Specifies the VRF name to be used for communicating with the
server. If no VRF name is provided, the default VRF named
default is used.

spli <SPI-INDEX>

Specifies the Security Parameters Index. The SPl is an
identification tag carried in the IPsec AH header. The SPI must be
unique on the switch. Range: 256 to 4294967295.

<AUTH-TYPE>

Specifies the authentication algorithm: md5, shal, or sha256.

<AUTH-KEY-TYPE>

Specifies the authentication key type: plaintext, hex-string,
Or ciphertext.

[<AUTH-KEY>]

Specifies the authentication key. For <AUTH-TYPE> of

ciphertext, this is the ciphertext string.

For <AUTH-TYPE>of plaintext Or hex-string:

® md5 (plaintext):1to 16 characters, (hex-string):2to 32
hexadecimal digits.

® shal (plaintext):1to 20 characters, (hex-string):2to
40 hexadecimal digits.

® sha256 (plaintext):1to32characters, (hex-string):2
to 64 hexadecimal digits.

NOTE: When <AUTH-KEY-TYPE> is not followed by <AUTH-KEY>,
plaintext authentication key prompting occurs upon pressing
Enter. Enter must be pressed immediately after the <aUTH-KEY-
TYPE> parameter without entering other parameters. The
entered authentication key characters are masked with asterisks.

<ENCRYPT-TYPE>

Specifies the encryption algorithm: 3des, aes, des, or null.

<ENCRYPT-KEY-TYPE>

Specifies the encryption key type: plaintext, hex-string, or
ciphertext.

[<ENCRYPT-KEY>]

Specifies the encryption key. For <ENCRYPT-TYPE> of

ciphertext, this is the ciphertext string.

For <ENCRYPT-TYPE>Of plaintext Of hex-string:

® 3des (plaintext):24characters, (hex-string):48
hexadecimal digits.

B ges (plaintext): 16, 24, or 32 characters, (hex-string):
32, 48, or 64 hexadecimal digits.

B des (plaintext):8characters, (hex-string):16
hexadecimal digits.
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Parameter Description

NOTE: When <ENCRYPT-KEY-TYPE> is not followed by
<ENCRYPT-KEY>, plaintext encryption key prompting occurs upon
pressing Enter. Enter must be pressed immediately after the
<ENCRYPT-KEY-TYPE> parameter without entering other
parameters. The entered encryption key characters are masked
with asterisks.

Usage

If the fully qualified domain name is provided for the RADIUS server host, a DNS server must be
configured and accessible through the same VRF as mentioned for the server host. This configuration is
required for the resolution of the RADIUS server hostname to its IP address. If a DNS server is not
available for this VRF, the RADIUS servers reachable through this VRF must be configured by means of
their IP addresses only.

Examples

Adding a RADIUS server with an IPv4 address, a plaintext passkey, and IPsec authentication (md5
plaintext).

switch (config) # radius-server host 1.1.1.1 key plaintext 98ab vrf mgmt secure
ipsec authentication spi 261 md5 plaintext labc

Deleting a RADIUS server with an IPv4 address, a plaintext passkey, and IPsec authentication (md5
plaintext).

switch(config)# no radius-server host 1.1.1.1 key plaintext 98ab vrf mgmt secure
ipsec authentication spi 261 md5 plaintext labc

Adding a RADIUS server with an IPv4 address and a prompted IPsec authentication (md5) plaintext
authentication key.

switch(config)# radius-server host 1.1.1.1 secure ipsec authentication spi 261
md5

Enter the IPsec authentication key: ****xkxxx*

Re-Enter the IPsec authentication key: *******%

Deleting a RADIUS server with an IPv4 address and a prompted IPsec authentication (md5) plaintext
authentication key.

switch(config)# no radius-server host 1.1.1.1 secure ipsec authentication spi 261
md5

Enter the IPsec authentication key: ****xkxkxx%

Re-Enter the IPsec authentication key: *****x**%*

Adding a RADIUS server with an IPv4 address, IPsec authentication (MD5 plaintext), and IPsec
encryption (AES plaintext):
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switch (config) # radius-server host 1.1.1.2 vrf mgmt secure
ipsec encryption spi 262 md5 plaintext 9xyz aes plaintext 1234567890abcdef

Deleting a RADIUS server with an IPv4 address, IPsec authentication (MD5 plaintext), and IPsec
encryption (AES plaintext):

switch(config)# no radius-server host 1.1.1.2 vrf mgmt secure
ipsec encryption spi 262 md5 plaintext 9xyz aes plaintext 1234567890abcdef

Adding a RADIUS server by providing an IPv4 address and IPsec MD5 authentication type, and then
responding to prompts for the keys and encryption type:

switch(config)# radius-server host 1.1.1.6 secure ipsec encryption spi 262 md5
Enter the IPsec authentication key: ***kxkxxx*
Re-Enter the IPsec authentication key: *****%*%

Enter the IPsec encryption type (3des/aes/des/null)? aes
Enter the IPsec encryption key: ***kkkdik

Re-Enter the IPsec encryption key: ***kxkkk*

Deleting a RADIUS server by providing an IPv4 address and IPsec MD5 authentication type, and then
responding to prompts for the keys and encryption type:

switch(config)# no radius-server host 1.1.1.6 secure ipsec encryption spi 262 md5
Enter the IPsec authentication key: ***kxkxxx*
Re-Enter the IPsec authentication key: *******%

Enter the IPsec encryption type (3des/aes/des/null)? aes
Enter the IPsec encryption key: ****%xkx*

Re-Enter the IPsec encryption key: ***kxkk*x%

Adding a RADIUS server with an IPv4 address, tracking enabled, tracking mode, IPsec authentication
(MDS5 plaintext), IPsec encryption (AES plaintext) is set to dead-only:

switch (config)# radius-server host 1.1.1.1 tracking enable tracking-mode dead-only
vrf mgmt secure ipsec encryption spi 262 md5 plaintext 9xyz
aes plaintext 1234567890abcdef

Deleting a RADIUS server with an IPv4 address, tracking enabled, tracking mode, IPsec authentication
(MDS5 plaintext), IPsec encryption (AES plaintext) is set to dead-only:

switch(config) # no radius-server host 1.1.1.1 tracking enable tracking-mode dead-
only

vrf mgmt secure ipsec encryption spi 262 md5 plaintext 9xyz

aes plaintext 1234567890abcdef

Removing a RADIUS server:
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switch(config)# no radius-server host 1.1.1.1 vrf mgmt
Removing the ipsec configuration from a RADIUS server:

switch(config) # no radius-server host 1.1.1.2 vrf mgmt secure ipsec encryption

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

radius-server host tls port-access

radius-server host {<FODN> | <IPV4> | <IPV6>} tls port-access {status-server | keep-
alive}

no radius-server host {<FQODN> | <IPV4> | <IPV6>} tls port-access {status-server | keep-
alive}

Description

Configures the type of messages to be sent inside RadSec sessions for port access authentication.
Default message type for port access authentication sessions is status-server.

The no form of this command removes the message type configured for port access authentication
sessions and sets the default, status-server.

Parameter Description

{<FODN> | <IPV4> | <IPv6>} Specifies the RADIUS server as:

®  <FoDN>: a fully qualified domain name.
® <1PV4>:an IPv4 address.

® <TPV6>: an IPv6 address.

port-access Specifies the message type to be used for port access authentication
{status-server | keep-alive} in RadSec sessions. Following message types are supported:

B status-server: Sets status server message type for
authentication.
® keep-alive: Sets keep-alive message type for authentication.

NOTE: Keep-alive as tracking method and for port access sessions is
recommended in networks where a RadSec server is connected to
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Parameter Description

more number of RadSec clients. The server requires additional
resources to process status-server and access-request messages
when compared to keep-alive messages. This is because status-server
and access-request messages are RADIUS protocol packets. However,
keep-alive packets are TCP control packets that does not require any
additional resources for processing by the RadSec server.

Examples

Configuring the keep-alive messages for port access authentication in RadSec session on host1.1.1.1:

switch(config)# radius-server host 1.1.1.1 tls port-access keep-alive

Deleting the message type configured on host 1.1.1.1 for port access authentication session and
setting the method to the default, status-server:

switch(config)# no radius-server host 1.1.1.1 tls port-access status-server

Command History

Modification

10.10 Command introduced

Command Information

Platforms Command context Authority
8100 config Administrators or local user group members with execution rights
8360 for this command.

radius-server host tls tracking-method

radius-server host {<FQDN> | <IPV4> | <IPV6>} tls tracking-method {status-server | keep-
alive | access-request}

no radius-server host {<FQODN> | <IPV4> | <IPV6>} tls tracking-method {status-server |
keep-alive | access-request}

Description

Configures the tracking method to be used for RADIUS server tracking. RADIUS server tracking must be
configured for enabling the tracking method. Default tracking method is access-request.

The no form of this command sets the tracking method to the default option, access-request.
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Parameter Description

{<FODN> | <IPV4> | <IPvé6>} Specifies the RADIUS server as:

®  <roDN>: a fully qualified domain name.
®m  <1PV4>: an IPv4 address.

®m  <TPV6>: an IPv6 address.

tracking-method Specifies the tracking method for RadSec
{status-server | keep-alive | access-request} tracking. Following methods are supported:

B status-server: Status server responses
are used to update the reachability status of
the RadSec server.

® keep-alive: Server socket status is verified
to update the reachability status of the
RadSec server.

NOTE: keep-alive as tracking method and
for port access sessions is recommended in
networks where a RadSec server is
connected to more number of RadSec
clients. The server requires additional

resources to process status-server and
access-request messages when
compared to keep-alive messages. This is
because status-server and access-
request messages are RADIUS protocol

packets. However, keep-alive packets
are TCP control packets that does not
require any additional resources for
processing by the RadSec server.

B access-request: ACCess response
messages are used to update the
reachability status of the RadSec server.

Usage

® |f the network has a RADIUS proxy, then it is recommended to use the access-request tracking
method to track the RadSec server.

® |f xeep-alive is the tracking method, then make sure to check whether the server has the capability
to treat the keep-alive messages sent in RadSec sessions as valid RadSec messages to keep the
session active.

Examples

Configuring the RADIUS server tracking method on host1.1.1.1:

switch(config) # radius-server host 1.1.1.1 tls tracking-method status-server

Deleting the RADIUS server tracking method on host 1.1.1.1 and setting the method to the default,

access-request.
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switch (config) # no radius-server host 1.1.1.1 tls tracking-method access-request

Command History

Release Modification

10.10 ‘ Command introduced

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

radius-server key

radius-server key [plaintext <GLOBAL-PASSKEY> | ciphertext <GLOBAL-PASSKEY>]
no radius-server key [plaintext <GLOBAL-PASSKEY> | ciphertext <GLOBAL-PASSKEY>]

Description

Creates or modifies a RADIUS global passkey. The RADIUS global passkey is used as a shared-secret for
encrypting the communication between all RADIUS servers and the switch. The RADIUS global passkey is
required for authentication unless local passkeys have been set. By default, the RADIUS global passkey
is empty. If the administrator has not set this key, the switch will not be able to perform RADIUS
authentication. The switch will instead rely on the authentication mechanism configured with aaa

authentication login.

When this command is entered without parameters, plaintext passkey prompting occurs upon pressing Enter.
— The entered passkey characters are masked with asterisks.

The no form of the command removes the global passkey.

Parameter Description

plaintext <GLOBAL-PASSKEY> Specifies the RADIUS global passkey in plaintext format with a
length of 1 to 31 characters. As per RFC 2865, a shared-secret can
be a mix of alphanumeric and special characters.

ciphertext <GLOBAL-PASSKEY> Specifies the RADIUS global passkey in encrypted format.

Examples
Adding the global passkey:

switch (config)# radius-server key plaintext mypasskeyl23

Adding the global passkey with prompting:
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switch (config)# radius-server key
Enter the RADIUS server key: ***¥xkdddx
Re-Enter the RADIUS server key: ****xxxxxx

Removing the global passkey:

switch (config) # no radius-server key

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

radius-server retries

radius-server retries <0-5>
no radius-server retries <0-5>

Description

Sets at the global level the number of retries the switch makes before concluding that the RADIUS
server is unreachable.

You can override this setting with a fine-grained per RADIUS server retries configuration.

The no form of this command resets the RADIUS global retries to the default retries value of 1.

Parameter Description

retries <0-5> Specifies the number of retry attempts for contacting RADIUS
servers. Range is 0 to 5 retries.

Example

switch(config)# radius-server retries 3

Command History

Modification

10.07 or earlier -

Command Information
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Platforms Command context Authority

All platforms config Operators or Administrators or local user group members with
execution rights for this command. Operators can execute this
command from the operator context (>) only.

radius-server status-server interval

radius-server status-server interval <10-86400>
no radius-server status-server interval <10-86400>

Description
Configures the time interval in seconds to send the status server requests to the RADIUS server.

The no form of this command configures the default time interval, 300 seconds.

Parameter Description

<10-86400> Specifies the status server time interval in seconds. Default: 300.

Examples

Configuring the status server time interval of 200 seconds:
switch (config) # radius-server status-server interval 200
Resetting the status server time interval to the default, 300 seconds:

switch (config)# no radius-server status-server interval 200

Command History

Release Modification

10.10 ‘ Command introduced

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

radius-server timeout

radius-server timeout [<I-60>]
no radius-server timeout [<I1-60>]

Description
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Specifies the number of seconds to wait for a response from the RADIUS server before trying the next
RADIUS server. If a value is not specified, a default value of 5 seconds is used. You can override this
value with a fine-grained per server timeout configured for individual servers.

The no form of this command resets the RADIUS global authentication timeout to the default of 5
seconds.

Parameter Description
timeout <I-60> Specifies the timeout interval of 1 to 60 seconds. Default: 5
seconds.
Examples

Setting the RADIUS server timeout:
switch (config)# radius-server timeout 10
Resetting the timeout for the RADIUS server to the default:

switch(config)# no radius-server timeout

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

radius-server tracking

radius-server tracking interval <INTERVAL>
no radius-server tracking interval

radius-server tracking retries <RETRIES>
no radius-server tracking retries

radius-server tracking user-name <NAME>

[password [plaintext <PASSWORD> | ciphertext <PASSWORD>]]
no radius-server tracking user-name <NAME>

[password [plaintext <PASSWORD> | ciphertext <PASSWORD>]]

Description

Configures RADIUS server tracking settings globally for all configured RADIUS servers that have tracking
enabled with the radius-server host command on individual servers.
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The no form of the command removes the specified configuration, reverting it to its default. The no
form with user-name also clears the password (resets it to empty).

Parameter Description

interval <INTERVAL>

Specifies the time interval, in seconds, to wait before
checking the server reachability status. Default: 300. Range
60 to 84600.

retries <RETRIES>

Specifies the number of server retries. Default: Global
RADIUS retries. Range: 0 to 5.

user-name <NAME>
[password [plaintext <PASSWORD>
ciphertext <PASSWORD>]]

Specifies the user name (and optionally a password) to be
used for server checking. The default user name is radius-
tracking-user with an empty password.

The password is optional and may be entered as plaintext
or pasted in as ciphertext. The plaintext password is
visible as cleartext when entered but is encrypted thereafter.
Command history does show the password as cleartext.

NOTE: When password is entered without a following sub-
parameter, plaintext password prompting occurs upon
pressing Enter. The entered password characters are masked
with asterisks.

NOTE: The user does not have to be configured on the
server. Server tracking can still be performed with a user
which is not configured on the server because authentication
failure on the server achieves confirmation that the server is
reachable.

NOTE: Server tracking uses authentication request and
response packets to determine server reachability status.
The server tracking user name and password are used to
form the request packet which is sent to the server with
tracking enabled. Upon receiving a response to the request
packet, the server is considered to be reachable.

Examples

Configuring a tracking interval of 120 seconds:

switch(config)# radius-server tracking interval 120

Reverting the tracking interval to its default of 300 seconds:

switch(config)# no radius-server tracking interval

Configuring three retries:

switch (config)# radius-server tracking retries 3

Configuring user radius-tracker with a plaintext password.
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switch (config) # radius-server tracking user-name radius-tracker
password plaintext track$l

Configuring user radius-tracker with a prompted plaintext password.

switch (config) # radius-server tracking user-name radius-tracker password
Enter the RADIUS server tracking password: ****%x*xx
Re-Enter the RADIUS server tracking password: **x*x*xx

Reverting the tracking user name to its default of radius-tracking-user:

switch(config)# no radius-server tracking user-name

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

server

server {<FQDN> | <IPV4> | <IPV6>} [port <PORT-NUMBER>] [vrf <VRF-NAME>]
no server {<FQDN> | <IPV4> | <IPV6>} [port <PORT-NUMBER>] [vrf <VRF-NAME>]

Description

Adds a TACACS+ or RADIUS server to a server group. Only the configured TACACS+ or RADIUS servers
are allowed to be added within the server group. If the same server name exists with multiple ports or
multiple VRFs, specify the server name, port, and VRF when adding the server to the server-group.

The no form of this command removes a TACACS+/RADIUS server from a server-group.

On the 4100i, 6000, 6100, 6200, 6300, 6400, 8100, 8325, 8360, and 10000 Switch Series, a RADIUS server can be
associated with a maximum of four different user-defined server groups.

On the 8320, 8400, and 9300 Switch Series, a RADIUS server can be associated with only one user-defined server
group.

Parameter Description

{<FODN> | <IPV4> | <IPvé6>} Specifies the RADIUS server as:
®  <roDN>: a fully qualified domain name.
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Parameter Description

® <7PV4>: an IPv4 address.
B <TPV6>: an IPv6 address.

port <PORT-NUMBER> Specifies the authentication port number. Range: 1 to 65535.
Default TACACS+ (TCP): 49, RADIUS (UDP): 1812.

If a port number is not provided, the system searches the
TACACS+/RADIUS server by host name and sets the default
authentication port. Group server priority is assigned based on
the sequence in which the servers are added.

vrf <VRF-NAME> Specifies the VRF name to be used for communicating with the
server. If no VRF name is provided, the default VRF named

default is used.

Examples
Adding a server to TACACS+ server group sg1 by providing an IPv4 address, port number, and VRF
name:

switch(config) # aaa group server tacacs sgl
switch(config-sg)# server 1.1.1.2 port 32 vrf default

Adding a server to TACACS+ server group sg2 by providing an IPv6 address and default VRF:

switch(config) # aaa group server tacacs sg2
switch (config-sg)# server 2001:0db8:85a3:0000:0000:8a2e:0370:7334 vrf default

Adding a server to RADIUS server group sg3 by providing an IPv4 address, port number, and VRF name:

switch(config) # aaa group server radius sg3
switch(config-sg)# server 1.1.1.5 port 12 vrf default

Adding a server to RADIUS server group sg4 by providing an IPv6 address and default VRF:

switch (config) # aaa group server radius sg4
switch (config-sg)# server 2001:0db8:85a3:0000:0000:8a2e:0371:7334 vrf default

Adding a server to RADIUS server group sg4 by providing an IPv4 address, port number, and VRF name:

switch (config)# aaa group server radius sg4
switch(config-sg)# server 1.1.1.6 port 32 vrf vrf red

Specifying an IPv4 address when removing a TACACS+ server from server group sg1:

switch(config) # aaa group server tacacs sgl
switch(config-sg)# no server 1.1.1.2 port 12 vrf default

Specifying an IPv6 address when removing a TACACS+ server from server group sg2 with the default
VRF:
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switch(config) # aaa group server tacacs sg2
switch (config-sg)# no server 2001:0db8:85a3:0000:0000:8a2e:0370:7334 vrf default

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config-sg Administrators or local user group members with execution rights
for this command.

show aaa accounting [vsx-peer]

Description

Shows the accounting configuration per connection type (channel).

Parameter Description

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

Configuring and then showing the accounting sequence for TACACS+ groups and local:

(config) # aaa accounting all-mgmt default start-stop group sgl tacacs radius
(config) # aaa accounting all-mgmt console start-stop local

(config) # aaa accounting all-mgmt ssh start-stop group radius tacacs local
(config) # aaa accounting all-mgmt https-server start-stop group sgl tacacs
(config) # aaa accounting all-mgmt telnet start-stop group radius tacacs local
(config) # show aaa accounting

AAA Accounting:

Accounting Type : all
Accounting Mode : start-stop
Accounting Failthrough : Enabled

Accounting for https-server channel:

GROUP NAME | GROUP PRIORITY
sgl | 0
tacacs | 1
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GROUP NAME | GROUP PRIORITY

GROUP NAME | GROUP PRIORITY
sgl | 0
tacacs |1
radius | 2

GROUP NAME | GROUP PRIORITY
radius | 0
tacacs |1
local | 2

GROUP NAME | GROUP PRIORITY
radius | 0
tacacs |1
local | 2

Configuring and then showing the accounting sequence for RADIUS groups and local:

switch(config)# aaa accounting all default start-stop group rgl rg2 radius local
switch (config) # aaa accounting all console start-stop group rg4 radius local
switch (config)# exit

switch# show aaa accounting

AAA Accounting:

Accounting Type : all
Accounting Mode : start-stop
Accounting Failthrough : Enabled

Accounting for default channel:

GROUP NAME | GROUP PRIORITY
rgl | 0
rg2 |1
radius | 2
local | 3

GROUP NAME | GROUP PRIORITY
tg4d | 0
radius [ 1
local | 2

Configuring and then showing only local accounting for default:
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switch (config)# aaa accounting all default start-stop local
switch (config)# exit

switch# show aaa accounting

AAA Accounting:

Accounting Type : all
Accounting Mode : start-stop
Accounting for default channel:

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show aaa authentication [vsx-peer]

Description

Shows the authentication configuration per connection type (channel).

Parameter Description

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Example

Configuring TACACS+ authentication sequences and then showing the configuration per connection
type (channel):

switch (config)# aaa authentication login default group sgl sg2 sg3 sg4 tacacs
local

switch(config)# aaa authentication login ssh group sgl sg2

switch(config) # aaa authentication login console group sg4 tacacs local
switch (config)# aaa authentication login https-server local group tacacs sg3
switch(config) # aaa authentication login telnet group sgl sg2

switch (config) # exit
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switch# show aaa authentication
AAA Authentication:

Fail-through : Enabled
Limit Login Attempts : Not set
Lockout Time : 300

Minimum Password Length : Not set

Authentication for ssh channel:

GROUP NAME | GROUP PRIORITY
sgl | 0
sg2 |1

GROUP NAME | GROUP PRIORITY
local | 0
tacacs | 1
sg3 | 2

GROUP NAME | GROUP PRIORITY
sg4 | 0
tacacs |1
local | 2

GROUP NAME | GROUP PRIORITY
sgl | 0
sg2 |1

Configuring RADIUS authentication sequences and then showing the configuration per connection type
(channel):

switch(config)# aaa authentication login default group rgl rg2 rg3 rg4 radius
local

switch(config)# aaa authentication login console group rg4 radius local
switch (config) # exit

switch# show aaa authentication

AAA Authentication:
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Fail-through : Enabled

Limit Login Attempts : Not set
Lockout Time : 300
Minimum Password Length : Not set

Authentication for default channel:

GROUP NAME | GROUP PRIORITY
rg4 | 0
radius | 1
local | 2

Configuring only default authentication and then showing the default connection type (channel):

switch(config)# aaa authentication login default local
switch (config) # exit
switch# show aaa authentication

AAA Authentication:

Fail-through : Disabled
Limit Login Attempts : Not set
Lockout Time : 300
Minimum Password Length : Not set

Authentication for default channel:

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.
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show aaa authorization [vsx-peer]

Description

Shows the authorization configuration per connection type (channel).

Parameter Description

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Example

Configuring and then showing the authorization sequence for default and console connection types
(channels):

(config) # aaa authorization commands default group sgl tacacs local

All commands will fail if none of the servers in the group list are reachable.
Continue (y/n)? y

(config) # aaa authorization commands ssh group sg2

All commands will fail if none of the servers in the group list are reachable.
Continue (y/n)? y

(config) # aaa authorization commands telnet group sg2

All commands will fail if none of the servers in the group list are reachable.
Continue (y/n)? y

(config) # aaa authorization commands console group sgl local

All commands will fail if none of the servers in the group list are reachable.
Continue (y/n)? y

(config) # aaa authorization radius ssh group sgl

All commands will fail if none of the radsec servers in the group list are
reachable.

Continue (y/n)? y

(config) # aaa authorization radius https-server group sg2

All commands will fail if none of the radsec servers in the group list are
reachable.

Continue (y/n)? y

(config) # show aaa authorization

*rxAkxxk Command authorization *x**xxxx*
Authorization for console channel:

GROUP NAME | GROUP PRIORITY
sgl | 0
local [ 1

GROUP NAME | GROUP PRIORITY
sgl | 0
tacacs | 1
local | 2
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Authorization for ssh channel:

*xxxxxx User authorization through radius ****x***
Authorization for ssh channel:

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show aaa server-groups
show aaa server-groups [tacacs | radius] [vsx-peer]
Description

Shows TACACS+ and RADIUS AAA server group information for all server types or for the specified
server type.
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Parameter Description

tacacs Narrows the command output to only TACACS+ servers.
radius Narrows the command output to only RADIUS servers.
vsx-peer Shows the output from the VSX peer switch. If the switches do not

have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Example

Showing all AAA server group information:

switch# show aaa server-groups

FARxxkxxx AAA Mechanism TACACS+ **xxxxx

GROUP NAME | SERVER NAME | PORT | VRF | PRIORITY
sg2 | 2001:0db8:85a3:0000:0000:8a2e:

0370:7334 | 49 | default | 1
sgl | 1.1.1.2 | 12 | mgmt | 1
tacacs (default) | FQDN.com | 32 | mgmt |1
tacacs (default) | 1.1.1.1 | 49 | mgmt | 2
tacacs (default) | 1.1.1.2 | 12 | mgmt | 3
tacacs (default) | abc.com | 32 | vrf red | 4
tacacs (default) | 2001:0db8:85a3:0000:0000:8a2e:

0370:7334 | 49 | default | 5
tacacs (default) | 1.1.1.3 | 32 | vrf blue| 6

GROUP NAME | SERVER NAME | PORT | VRF | PRIORITY
sg4 | 2001:0db8:85a3:0000:0000:8a2e:

0370:7334 | 1812 | default | 1
sg3 | 1.1.1.5 | 12 | mgmt |1
radius (default) | 1.1.1.4 [ 1812 | mgmt |1
radius (default) | 1.1.1.5 | 12 | mgmt | 2
radius (default) | abcl.com | 32 | mgmt | 3
radius (default) | 2001:0db8:85a3:0000:0000:8a2e:

0370:7334 | 1812 | default | 4
radius (default) | 1.1.1.6 | 32 | vrf red | 5
radius (default) | 1.1.1.7 | 32 | vrf blue| 6

Showing TACACS+ server group information:

switch# show aaa server-groups tacacs

FrxkAkxx AAA Mechanism TACACS+ ***xxkk

GROUP NAME | SERVER NAME | PORT | VRF | PRIORITY
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sg2 | 2001:0db8:85a3:0000:0000:8az2e:

0370:7334 | 49 | default | 1
sgl | 1.1.1.2 | 12 | mgmt |1
tacacs (default) | FQDN.com | 32 | mgmt |1
tacacs (default) | 1.1.1.1 | 49 | mgmt | 2
tacacs (default) | 1.1.1.2 | 12 | mgmt | 3
tacacs (default) | abc.com | 32 | vrf red | 4
tacacs (default) | 2001:0db8:85a3:0000:0000:8a2e:

0370:7334 | 49 | default | 5
tacacs (default) | 1.1.1.3 | 32 | vrf blue| 6

Showing RADIUS server group information:

switch# show aaa server-groups radius

FAAAxxx AAA Mechanism RADIUS ****x*xx*

GROUP NAME | SERVER NAME | PORT | VRF | PRIORITY
sg4 | 2001:0db8:85a3:0000:0000:8a2e:

0370:7334 | 1812 | default | 1
sg3 | 1.1.1.5 | 12 | mgmt |1
radius (default) | 1.1.1.4 | 1812 | mgmt |1
radius (default) | 1.1.1.5 | 12 | mgmt | 2
radius (default) | abcl.com | 32 | mgmt |3
radius (default) | 2001:0db8:85a3:0000:0000:8a2e:

0370:7334 | 1812 | default | 4
radius (default) | 1.1.1.6 | 32 | vrf red | 5
radius (default) | 1.1.1.7 | 32 | vrf blue| 6

Command History

Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show accounting log [last <QTY-TO-SHOW> | all]

Description
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Entered without optional parameters, this command shows all accounting log records for the current
boot. Sensitive information is masked from the log, by being represented as asterisks.

— releases.

This show accounting log command replacesthe show audit-logcommand thatis supported only in 10.00

Parameter Description

last <QTY-TO-SHOW>

Specifies how many most-recent accounting log records to show
for the current boot. Range: 1 to 1000.

all

Selects for showing, all accounting records from the current boot
and the previous boot.

Usage

The log message starts with the record type, which is specific to AOS-CX. Values are the following:

USER START

Record of a user login action.
USER_END

Record of a user logout action.
USYS_CONFIG

Record of a command executed by the user.
The three types of accounting log information are identified by the msg= element starting with the

rec= item as follows:

® Execis identified with: msg="rec=ACCT EXEC
® Command is identified with: msg="rec=AcCT cMD

m System is identified with: msg="rec=ACCT SYSTEM

The user group is indicated by priv-1v1, which is specific to AOS-CX. Values are the following:

Privilege User group
level

] operators

15 administrators
19 auditors

The value of service indicates which user interface was used:

service=shell

Indicates that the log entry is a result of a CLI command.

service=https-server

Indicates that the log entry is a result of a REST API request or a Web Ul action.
The string value of data identifies the CLI command or REST APl request that was executed.

These elements are shown in context under Examples.

Examples
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Showing the accounting log for the previous and current boot. Line breaks have been added for
readability.

switch# show accounting log all

type=DAEMON START msg=audit (Nov 05 2018 23:00:58.607:9057)

auditd start, ver=2.4.3 format=raw kernel=4.9.119-yocto-standard res=success
type=USER START msg=audit (Nov 05 2018 23:06:42.398:42)

msg="'rec=ACCT EXEC op=start session=CONSOLE timezone=UTC user=userl priv-1vl=15
auth-method=LOCAL auth-type=LOCAL service=shell isconfig=no

hostname=8xxx addr=0.0.0.0 res=success'

type=USYS CONFIG msg=audit (Nov 05 2018 23:06:42.399:43)

msg="'rec=ACCT CMD op=stop session=CONSOLE timezone=UTC user=userl priv-1lvl=15
auth-method=LOCAL auth-type=LOCAL service=shell isconfig=no

data="enable" hostname=8xxx addr=0.0.0.0 res=success'

type=USYS CONFIG msg=audit (Nov 05 2018 23:08:24.693:51)

msg="'rec=ACCT_ CMD op=stop session=CONSOLE timezone=UTC user=userl priv-1lvl=1l
auth-method=LOCAL auth-type=LOCAL service=shell isconfig=no

data="configure terminal" hostname=8xxx addr=0.0.0.0 res=success'

type=USYS CONFIG msg=audit (Nov 05 2018 23:08:39.108:52)

msg="'rec=ACCT CMD op=stop session=CONSOLE timezone=UTC user=userl priv-1vl=15
auth-method=LOCAL auth-type=LOCAL service=shell isconfig=yes
data="https-server rest access-mode read-write"

hostname=8xxx addr=0.0.0.0 res=success'

type=USER START msg=audit (Nov 05 2018 23:10:57.238:58)

msg="'rec=ACCT EXEC op=start session=REST timezone=UTC user=admin priv-1vl=15
auth-method=LOCAL auth-type=LOCAL service=https-server

data="http-method=POST http-uri=/rest/vl/login"

hostname=8xxx addr=127.0.0.1 res=success'

type=USYS CONFIG msg=audit (Nov 05 2018 23:15:11.958:75)

msg="'rec=ACCT CMD op=stop session=CONSOLE timezone=UTC user=userl priv-1vl=15
auth-method=LOCAL auth-type=LOCAL service=shell isconfig=yes
data="tacacs-server host 2.2.2.2" hostname=8xxx addr=0.0.0.0 res=success'
type=USYS CONFIG msg=audit (Nov 05 2018 23:15:37.090:76)

msg="'rec=ACCT CMD op=stop session=REST timezone=UTC user=admin priv-1lvl=15
auth-method=LOCAL auth-type=LOCAL service=https-server

data="http-method=GET http-uri=/rest/vl/system/vrfs/mgmt/tacacs servers"
hostname=8xxx addr=127.0.0.1 res=success'

type=USER _END msg=audit (Nov 05 2018 23:26:59.207:90)

msg="'rec=ACCT EXEC op=stop session=REST timezone=UTC user=admin priv-1vl=15
auth-method=LOCAL auth-type=LOCAL service=https-server

data="http-method=POST http-uri=/rest/vl/logout"

hostname=8xxx addr=127.0.0.1 res=success'

type=USER END msg=audit (Nov 05 2018 23:27:49.164:93)

msg="'rec=ACCT EXEC op=stop session=CONSOLE timezone=UTC user=userl priv-1lvl=15
auth-method=LOCAL auth-type=LOCAL service=shell isconfig=no

hostname=8xxx addr=0.0.0.0 res=success'

Local accounting logs from current boot
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type=DAEMON START msg=audit (Nov 05 2018 23:32:05.642:626)
auditd start, ver=2.4.3 format=raw kernel=4.9.119-yocto-standard res=success

type=USER_START msg=audit (Nov 05 2018 23:35:52.915:11)

msg="'rec=ACCT EXEC op=start session=CONSOLE timezone=UTC user=admin priv-1vl=15
auth-method=LOCAL auth-type=LOCAL service=shell isconfig=no

hostname=8xxx addr=0.0.0.0 res=success'

type=USYS CONFIG msg=audit (Nov 05 2018 23:35:52.917:12)

msg="'rec=ACCT CMD op=stop session=CONSOLE timezone=UTC user=admin priv-1vl=15
auth-method=LOCAL auth-type=LOCAL service=shell isconfig=no data="enable"
hostname=8xxx addr=0.0.0.0 res=success'

Command History

Release

Modification

10.07 or earlier

Command Information

Platforms Command context

Authority

All platforms Manager (#) or Auditor
(auditor)

Auditors or Administrators or local user group members with
execution rights for this command. Auditors can execute this
command from the auditor context (auditor>) only.

show radius-server

show radius-server [detail] [vsx-peer]

Description

Shows configured RADIUS servers information.

Parameter Description

detail

Selects additional RADIUS server details and global parameters for
showing.

vsx-peer

Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Usage

® When the show radius-server command shows None for the shared-secret, the passkey is missing.

® The Tracking-Last-Attempted and Next-Tracking-Request fields are applicable only when the
RADIUS server tracking method is access-request.

For information about RADIUS server tracking methods, see the radius-server host tls tracking-

method. command.
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Examples
Showing a summary of the global RADIUS configuration:

switch# show radius-server
*xxxxxx Global RADIUS Configuration *****xx*

Shared-Secret:
AQBapRIblnyf0O/CyT0jj/1PIihQKoTcZWzPx1PwazapMPFKOCWAAAGIt1iSZsVIEM/HZg
Timeout: 60

Auth-Type: pap

Retries: 5

Tracking Time Interval (seconds): 60

Tracking Retries: 5

Tracking User-name: radius-tracking-user

Tracking Password: None

Number of Servers: 1

SERVER NAME | PORT | VRF

20.1.1.129 | 1812 | default

1.1.1.4 | 1812 | default

1.1.1.5 | 12 | default

abcl.com | 32 | default
| |

2001:0db8:85a3:0000:0000:8a2e:0371:7334 default

Showing a summary of a RADIUS server when the status server time interval is configured:

switch# show radius-server
Unreachable servers are preceded by *
Fxxkkxx Global RADIUS Configuration **x**x#*xx*

Shared-Secret: None

Timeout: 5

Auth-Type: pap

Retries: 1

TLS Timeout: 5

Tracking Time Interval (seconds): 300
Tracking Retries: 1

Tracking User-name: radius-tracking-user
Tracking Password: None

Status-Server Time Interval (seconds): 400
Number of Servers: 2

SERVER NAME | TLS | PORT | VRF
Lol,1.1 | Yes | 2083 | default
202020 | | 1812 | default

Showing details of a global RADIUS configuration:

switch# show radius-server detail
*xxxxxx Global RADIUS Configuration *****xx*

Shared-Secret: AQBapb+HsdpgV1QcA+CyDORvfbeA8BEgikCgAAAJOWZSNZA2SWrLA=
Timeout: 5
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Auth-Type: pap

Retries: 5

Tracking Time Interval (seconds): 60
Tracking Retries: 5

Tracking User-name: radius-tracking-user
Tracking Password: None

Number of Servers: 1

Fxxxxx RADIUS Server Information ***#*x*x*

Server-Name : 20.1.1.129
Auth-Port : 1812
Accounting-Port : 1813

VRF : default
Shared-Secret : None
Timeout : 60
Retries : 5
Auth-Type : pap
Server-Group:Priority : radius:1
Tracking : disabled
Tracking-Mode : any
Reachability-Status : N/A
ClearPass-Username :
ClearPass-Password : None

Showing details of a RADIUS server when the per-server shared key and the global RADIUS shared key
are not set:

switch# show radius-server detail
FAxxxxx Global RADIUS Configuration *****#*x

Shared-Secret: None
Timeout: 5
Auth-Type: pap
Retries: 1

Number of Servers: 1

Fhxxxx RADIUS Server Information ***#*x*x*

Server—-Name :1.1.1.1
Auth-Port : 2083

VRF : default
Shared-Secret (default) : None
Timeout (default) s 5
Retries (default) g 1
Auth-Type (default) : pap
Server-Group:Priority : radius:1
Default-Priority : 1

Showing details of a RADIUS server when the status-server tracking method is configured:

switch# show radius-server detail
*Axxxxx Global RADIUS Configuration *****#*x

Shared-Secret: None

Timeout: 5

Auth-Type: pap

Retries: 1

TLS Timeout: 5

Tracking Time Interval (seconds): 300
Tracking Retries: 1
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Tracking User-name: radius-tracking-user

Tracking Password: None

Status-Server Time Interval (seconds) : 600
Number of Servers: 1

*AAkkx RADIUS Server Information **xx**

Server-Name : 2.2.2.2
Auth-Port : 2083
Accounting-Port : 2083

VRF : default

TLS Enabled : Yes

TLS Connection Status : tls connection established
Timeout 3 5

Auth-Type : pap
Server—-Group:Priority : radius:1
Default-Priority g 1
ClearPass-Username

ClearPass—-Password : None

Tracking : disabled
Tracking-Mode : any
Tracking-Method : status-server
Reachability-Status : unknown
Tracking-Last-Attempted : N/A
Next-Tracking—Request : N/A
Port-Access session : status-server

Showing details of a RADIUS server when the keep-alive tracking method is configured:

switch# show radius-server detail
FxxkAxx Global RADIUS Configuration *x**x#*xx*

Shared-Secret: None
Timeout: 5

Auth-Type: pap
Retries: 1

TLS Timeout: 5
Tracking Time Interval
Tracking Retries: 1

Tracking User-name: radius-tracking-user

Tracking Password: None

Status-Server Time Interval

Number of Servers: 1

*AAkkx RADIUS Server Information **xx**

Server-Name

Auth-Port
Accounting-Port

VRF

TLS Enabled

TLS Connection Status
Timeout

Auth-Type
Server—-Group:Priority
ClearPass-Username
ClearPass—-Password
Tracking
Tracking-Mode
Tracking-Method
Reachability-Status
Tracking-Last-Attempted

(seconds) :

400

Lololodl

2083

2083

default

Yes

tcp connection failed
S

pap

radius:1

None
disabled
any
keep-alive
unknown
N/A
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Next-Tracking—-Request : N/A
Port-Access session : status-server

Showing details of a RADIUS server when the access-request tracking method is configured:

switch# show radius-server detail
Fxxkxkxx Global RADIUS Configuration *x***xx*

Shared-Secret: None

Timeout: 5

Auth-Type: pap

Retries: 1

TLS Timeout: 5

Tracking Time Interval (seconds): 300
Tracking Retries: 1

Tracking User-name: radius-tracking-user
Tracking Password: None

Status—-Server Time Interval (seconds) : 500
Number of Servers: 1

*xxkxx RADIUS Server Information *****x*

Server-Name : 4.4.4.4
Auth-Port : 2083
Accounting-Port : 2083

VRF : default

TLS Enabled : Yes

TLS Connection Status : tcp connection failed
Timeout 3 5

Auth-Type . pap
Server-Group:Priority : radius:1
ClearPass-Username

ClearPass-Password : None

Tracking : disabled
Tracking-Mode : any
Tracking-Method : access-request
Reachability-Status : unknown
Tracking-Last-Attempted : N/A
Next-Tracking—-Request : N/A
Port-Access session : keep-alive

Showing details of a RADIUS server when the server group is configured:

switch# show radius-server detail
Fxxkkxx Global RADIUS Configuration *x***xx*

Shared-Secret: None

Timeout: 10

Auth-Type: pap

Retries: 5

TLS Timeout: 5

Tracking Time Interval (seconds): 60
Tracking Retries: 5

Tracking User-name: radius

Tracking Password: None
Status-Server Time Interval (seconds): 300
Number of Servers: 12

AAA Server Status Trap: Enabled

**x*xxxx RADIUS Server Information ***#**x*
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Server-Name : cppm2.cxsecurity.com

Auth-Port : 1812
Accounting-Port : 1813
VRF : Sss
TLS Enabled : No

Shared-Secret 8
AQBapVnmpJaWR3RsH/GUiZfDHpDP8e5QcjYPcsQfikQavpyECAAAAHGAL10gvyxO

Timeout : 10

Retries 3 5

Auth-Type : pap

Server-Group:Priority : RGl:1, RG2:1, RG3:1, RG4:1
ClearPass-Username :

ClearPass-Password : None

Tracking : enabled

Tracking-Mode : any

Reachability-Status : reachable, Since Tue Mar 14 19:58:45 UTC 2023
Tracking-Last-Attempted : Thu Mar 16 10:23:46 UTC 2023
Next-Tracking-Request : 36 seconds

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show radius-server secure ipsec

show radius-server secure ipsec { server-list | host {<FQDN> | <IPV4> | <IPv6>}
[port <PORT-NUMBER>] [vrf <VRF-NAME>] [vsx-peer] }

Description

Shows information for one or all RADIUS servers configured with IPsec.

Parameter Description

server-list Selects all servers for showing.

{<FQDN> | <IPV4> | <IPv6>} Specifies the RADIUS server as:

®  <rFoDN>: a fully qualified domain name.
® <7PV4>:an IPv4 address.

® <7PV6>: an IPv6 address.

port <PORT-NUMBER> Specifies the authentication port number. Range: 1 to 65535.
Default: 1812.

vrf <VRF-NAME> Specifies the VRF name to be used for communicating with the

Remote AAA (TACACS+, RADIUS) commands



Parameter Description

server. If no VRF name is provided, the default VRF named
default is used.

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Usage

The IPsec key is shown in an exportable ciphertext format.

Examples

Showing information for RADIUS server 1.1.1.1 secured with IPsec:

switch# show radius-server secure ipsec host 1.1.1.1

IPsec : enabled
Protocol : ESP
Authentication : MD5
Encryption : AES
SPT : 1234

Showing information for all RADIUS servers secured with IPsec:

switch# show radius-server secure ipsec server-list

Server :1.1.1.1
IPsec : enabled
Protocol : ESP
Authentication : MD5
Encryption : AES

SPI : 1234
Server :1.1.1.2
IPsec : enabled
Protocol : ESP
Authentication : MD5
Encryption : AES

SPT : 12341

Command History

Modification

10.07 or earlier --

Command Information

Platforms Command context Authority
All platorms Operator (>) or Manager Operators or Administrators or local user group members with
(#) execution rights for this command. Operators can execute this

command from the operator context (>) only.
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show radius-server authentication statistics

show radius-server statistics authentication [vsx-peer]

Description

Shows authentication statistics for all configured RADIUS servers.

Parameter Description

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

Showing RADIUS server authentication statistics:

switch# show radius-server statistics authentication

Server Name : radl
Auth-Port : 1812
Accounting-Port : 1813
VREF ¢ mgmt

Authentication Statistics

Round Trip Time : 100
Pending Requests : 0
Timeouts : 6
Bad Authenticators 3 2
Packets Dropped : 0
Access Requests : 20
Access Challenge : 8
Access Accepts : 14
Access Rejects : 0

Access Response Malformed : 0O
Access Retransmits : 0
Tracking Requests 3 5
Tracking Responses 3 5
Unknown Response Code 0

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
8100 Operator (>) or Manager Operators or Administrators or local user group members with
8360 (#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show radius-server authentication statistics host
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show radius-server statistics authentication host {<FQDN> | <IPV4> | <IPv6>}
[port <PORT-NUMBER>] [vrf <VRF-NAME>] [vsx-peer]

Description

Shows authentication statistics for the specified RADIUS server.

Parameter Description

{<FODN> | <IPV4> | <IPv6>}

Specifies the RADIUS server as:

®  <roDN>: a fully qualified domain name.
® <7PV4>:an IPv4 address.

® <7PV6>: an IPv6 address.

port <PORT-NUMBER>

Specifies the authentication port number. Range: 1 to 65535.
Default: 1812.

vrf <VRF-NAME>

Specifies the VRF name to be used for communicating with the
server. If no VRF name is provided, the default VRF named
default is used.

vsx-peer

Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

Showing RADIUS server authentication statistics:

switch# show radius-server statistics authentication host 20.1.1.49

Server Name : 20.1.1.49
Auth-Port : 2083
Accounting-Port : 2083

VRF : default

Authentication Statistics
Round Trip Time
Pending Requests
Timeouts
Bad Authenticators
Packets Dropped
Access Requests
Access challenge
Access Accepts
Access Rejects
Access Response Malformed

Command History

Release

O WO OO OO W

Modification

10.07 or earlier

Command Information
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Platforms Command context Authority

8100 Operator (>) or Manager Operators or Administrators or local user group members with
8360 #) execution rights for this command. Operators can execute this
command from the operator context (>) only.

show tacacs-server [detail] [vsx-peer]

Description
Shows the configured TACACS+ servers.

Parameter Description

detail Selects additional TACACS+ server details and global parameters
for showing.
VsSx-peer Shows the output from the VSX peer switch. If the switches do not

have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples
Showing a summary of a global TACACS+ configuration with a shared-secret:

switch# show tacacs-server
FxxkAkxx Global TACACS+ Configuration ******xx*

Shared-Secret: AQBapb+HsdpgV1Q3CPCBMQTG8elcA+CyDORvEbeA8BEgikCgAAAJOWZSNZA2SWrLA=
Timeout: 5

Auth-Type: pap

Number of Servers: 5

SERVER NAME | PORT | VRF
1.1.1.1 | 49 | mgmt
1.1.1.2 | 12 | mgmt
abc.com | 32 | vrf blue
2001:0db8:85a3:0000:0000:8a2e:0370:7334 | 49 | default
1.1.1.3 | 32 | vrf red

Showing details of a global TACACS+ configuration:

switch# show tacacs-server detail
Fxxkxkxx Global TACACS+ Configuration ****x*xx*

Shared-Secret: AQBapb+HsdpgV1Q3CPCBMQTG8elcA+CyDORvEbeA8BEgikCgAAAJOWZSNZA2SWrLA=
Timeout: 5

Auth-Type: pap

Number of Servers: 5

*xFxxkxx TACACS+ Server Information ****x*xx*
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Server-Name

Auth-Port

VRF

Shared-Secret (default)
Timeout (default)
Auth-Type (default)
Server-Group
Group-Priority

Server—-Name

Auth-Port

VRF

Shared-Secret (default)
Timeout (default)
Auth-Type (default)
Server-Group
Group-Priority

Server—-Name

Auth-Port

VRF

Shared-Secret (default)
Timeout (default)
Auth-Type (default)
Server-Group (default)
Default-Priority

Server—-Name

Auth-Port

VRF

Shared-Secret (default)
Timeout

Auth-Type (default)
Server-Group (default)
Default-Priority

Server-Name

Auth-Port

VRF

Shared-Secret

Timeout

Auth-Type
Server-Group (default)
Default-Priority

switch# show tacacs-server

1.1.1.2

12

mgmt
AQBapb+HsdpgqV1Q3CPCBMQTG8eeA8BEgikCgAAAJOWZSNZA2SWrLA=
5

pap

sgl

1

2001:0db8:85a3:0000:0000:8a2e:0370:7334

49

default

AQBapb+HsdpqV1Q3CPCBMQTG8eeA8BEgi kCgAAAJOWZSNZA2SWr LA=
5

pap

sg2

1

1.1.1.1

49

mgmt
AQBapb+HsdpgqV1Q3CPCBMQTG8eeA8BEgikCgAAAJOWZSNZA2SWrLA=
5

pap

tacacs

1

abc.com

32

vrf red
AQBapb+HsdpqV1Q3CPCBMQTG8eeA8BEgikCgAAAJOWZSNZA2SWrLA=
15

pap

tacacs

3

1.1.1.3

32

vrf blue
AQBapfngbSswgKC476tdUFZ+AncIRY92hDTYkKQCAAAAFEAaHNn43vNC
15

chap

tacacs

5

Showing TACACS+ server when per-server shared key and global TACACS+ shared key is not set:

*x%x*x%* Global TACACS+ Configuration ******x

Shared-Secret: None
Timeout: 5
Auth-Type: pap
Number of Servers: 1

Showing TACACS+ server details when per-server shared key and global TACACS+ shared key is not set:
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switch# show tacacs-server detail
*xFxAkxx% Global TACACS+ Configuration *****xx*%

Shared-Secret: None
Timeout: 5
Auth-Type: pap
Number of Servers: 1

*xxxkxx TACACS+ Server Information *****x*

Server-Name : 1.1.1.1
Auth-Port : 49

VRF : default
Shared-Secret (default) : None
Timeout (default) : 5
Auth-Type (default) : pap
Server-Group (default) : tacacs
Default-Priority : 1

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority
All platforms Operator (>) or Manager Operators or Administrators or local user group members with
#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show tacacs-server statistics

show tacacs-server statistics [vsx-peer]

Description

Shows authentication statistics for all configured TACACS+ servers.

Parameter Description

vsx-peer Shows the output from the VSX peer switch. If the switches do not
have the VSX configuration or the ISL is down, the output from the
VSX peer switch is not displayed. This parameter is available on
switches that support VSX.

Examples

Showing TACACS+ server authentication statistics:

switch# show tacacs-server statistics

Server Name : tacl
Auth-Port : 49
VRF ¢ mgmt
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Authentication Statistics

Round Trip Time
Pending Requests
Timeout

Unknown Types
Packet Dropped
Auth Start

Auth challenge
Auth Accepts

Auth Rejects

Auth reply malformed
Tracking Requests
Tracking Responses

O OO DO WO OO O

Command History

Release

10.07 or earlier

Modification

Command Information

Platforms Command context

Authority

All platforms Operator (>) or Manager
(#)

Operators or Administrators or local user group members with
execution rights for this command. Operators can execute this
command from the operator context (>) only.

show tech aaa

show tech aaa

Description
Shows the AAA configuration settings.

Example
Showing the AAA configuration settings:

switch# show tech aaa

Show Tech executed on Tue Feb 14 02:19:11 2017

[Begin] Feature aaa

dhkrxhkhkhkhhkhkrkhkkhkrhkhkrhkkhkhhkrkhxhkhkxhkxk*k

Command : show aaa authentication
R i b R I I I I I I b I b b b b b b b b b b b i 4

AAA Authentication:

Fail-through : Enabled

Limit Login Attempts : Not

set
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Lockout Time : 300
Minimum Password Length : Not set

Authentication for ssh channel:

GROUP NAME | GROUP PRIORITY
tacacs | 0
local [ 1

KAKRkAk ARk A A KA AR A AKX A A XA A A A A A AR AKX kX k Kk k%

Command : show aaa accounting
KA KK A KA KR A A AR AR A A A A A A A A A A AN AN A KA KK

AAA Accounting:
Accounting for default channel:
Accounting Type : all

Accounting Mode . start-stop
Default Accounting for login Channels:

GROUP NAME | GROUP PRIORITY
tacacs | 0
local [ 1
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Accounting for https-server channel:

GROUP NAME | GROUP PRIORITY
tacacs | 0
local |1

KA KK AR A AR AR A AR A A A AN A AR AN A A A A A A A A A A A A A A A Ak A Ak k%

Command : show aaa accounting port-access
AR KK AR A KRR KRR KRR KRR KRR KA A KR AR AR AR AR AR AR AR AR AR AR AR AR KK

AAA Accounting Port Access

Radius Accounting Enabled : yes

Radius Server Group : acct _group
Local Accounting Enabled : no
Accounting Mode : start-stop
Interim Update Enabled : true
Interim Interval : 12 minutes

Interim Update on-reauth Enabled : true

KA KK AR KA AR A A A AR A AR I A A AR A AR AR A A A A AR A A A Xk Kk k

Syntax : show aaa accounting port-access interface <IFNAME | all> client-status
[mac <MAC-ADDRESS>]

Command : show aaa accounting port-access interface 1/1/1 client-status
hAhkhkhkkhkhkhkhkkhkkhkhhkhhkkhhkrhkkhkkhkhkhkrhkkhhkrhkkhkkhkhhrhkkhkhxhkx*k

Port Access Client Status Details

Client 00:50:56:96:5b:9f, steve

Session Details

Port : 1/1/22
Session Time : 141s
IPv4 Address : 10.0.0.3
IPv6 Address : 2001::1
20013533

Accounting Details

Accounting Session ID : 1584556574841
Input Packets : 265

Input Octets : 28348

Output Packets : 341

Output Octets : 37761

Input Gigaword 3 ©

Output Gigaword : 0
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##### No aaa clients

When there are no port-access accounting sessions:

switch# show aaa accounting port-access interface all client-status
Port-access accounting sessions not found.

switch# show aaa accounting port-access interface 1/1/2 client-status
Port-access accounting sessions not found.

switch# show aaa accounting port-access interface 1/1/2 client-status mac
6e:93:79:d9:cb:ee
Port-access accounting sessions not found.

Ak Ak khkhkhhkrhkhkhhhkhkhkrhkhkrhkhkrhkkhkhkhkhkrhkhkhhkxhhkrhkhkxkkx*x

Syntax : show accounting log {all | port-access}
Command : show accounting log port-access
khkkhkhkhkhkkhkhkhkhkhhkkhhkhrhkhkhkhkhkhhkhhkhrhkhkhkhkhkhkhkkhkhkhrrhkkhkhhxkx*k

Command to display the Local accouting logs for the network user.

May 29 2018 20:29:03.714:53 'acct-1d=56789453 type=network user=NWUSER auth-
method=dotlx auth-type=radius rec=ACCT START mac=00:0d:6a:4f:2a:44 input-pkt=0
ouput-pkt=0 input-octet=0 output-octets=0"

May 29 2018 20:30:03.714:53 'acct-1d=56789453 type=network user=NWUSER auth-
method=dotlx auth-type=radius rec=ACCT INTRM mac=00:0d:6a:4f:2a:44 input-pkt=2
ouput-pkt=30 input-octet=20 output-octets=50"'

May 29 2018 24:29:03.714:53 'acct-1d=56789453 type=network user=NWUSER auth-
method=dotlx auth-type=radius rec=ACCT STOP mac=00:0d:6a:4f:2a:44 input-pkt=20
ouput-pkt=300 input-octet=200 output-octets=500"

May 29 2018 20:29:03.714:53 'acct-1d=56789453 type=network user=NWUSER aauth-
method=macauth auth-type=local rec=ACCT START mac=00:0d:6a:4f:2a:44 input-pkt=0
ouput-pkt=0 input-octet=0 output-octets=0"

R R I R R e I I I b S b e I S S e I b I b b b b e S b I b S b B b b S b b b b b b b b b b I S b S b 4
Syntax : show radius-server statistics {authentication | accounting}

P b I I I I b I I e I b b b b b b b b b I b b I b b b b I b b I b b b I b b b i b b b b b b b b b b b I b b b b b b b b b b b b b b b 2 b b b b 2 g
Ak Kk hkhkhkkhhhkhkhrkhkhhkhhkhkhhhkhhkhhkhhkhkhhrhkhhkhhhkhkrhkhhkhhkhkhkhkhkhkhkhkhkhkrhkhkrhkhkhkhxkhxk

Command : show radius-server statistics authentication

KA AR AR A AR AR A AR A AR AR A AR AR A AR AR A AR A AR AR A AR A A A A A A A A A A A A A Ak Ak Ak kA k k%

Server Name : 2.2.2.2
Auth-Port : 1812
Accounting-Port : 1813
VRF : mgmt

Authentication Statistics

Round Trip Time : 100
Pending Requests : 0
Timeouts 6
Bad Authenticators 2
Packets Dropped 0
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Access Requests : 20

Access Challenge : 8
Access Accepts : 14
Access Rejects : 0

Access Response Malformed 0
Access Retransmits 0
Tracking Requests 3 9
Tracking Responses 3 5
Unknown Response Code 0

ok rxhkkhk kA hkhk Ak hhkhkhhkrhkhkhhhkhhkrhhkhkhhkrhkhkhhhkhhkrhhkrhhkrhkhkhkhhkhhkrhkrhkhkrxkkxxkx

Command : show radius-server statistics accounting
Ak hkhkhkhkhkhkhkhkhhkhhkhkhkhkhhkhdhhkhhkhkhkhAhhhkdhhkrhkhkhkhhhhkkhhkrhkkhkhkhhrhhkkhhkrrhkkhkhhrhkhkhkxx

Server Name 2 2.2.2.2
Auth-Port : 1812
Accounting-Port : 1813
VRF : mgmt

Accounting Statistics

Round Trip Time : 100
Pending Requests 3 ©
Timeouts 3 5
Bad Authenticators g 1
Packets Dropped : 0
Accounting Requests : 15
Accounting Responses : 10
Accounting Response Malformed : 0
Accounting Retransmits : 0
Unknown Response Code 3 ©

KA KK A KNI A AA NI AN A A AA A A A A A A AR A A AKXk kK

Command : show aaa authorization
R R i B I I I I S I S I e b I S b S b I dh b S a3

Authorization for default channel:

GROUP NAME | GROUP PRIORITY
tacacs | 0
local [ 1

GROUP NAME | GROUP PRIORITY
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KAk AKRKAA KA AR KA A A I A AN A XA A XA A ARk I Ak XAk * Kk

Command : show aaa server—-groups
ERAR R Rk R b R e b R R R R e R

FAAKxxx AAA Mechanism TACACS+ ***xxxxx

GROUP NAME | SERVER NAME | PORT | PRIORITY | VRF
tacacs [ 1.1.1.1 | 49 |1
mgmt

GROUP NAME | SERVER NAME | PORT | PRIORITY | VRF

Ak A hkkhkhkhkhkhk A hkhkhkhkhkrhkkhkhkhkkhkrkhkkhkkhkkxkkxkk*xk

Command : show tacacs-server detail
R I I e b I I b b I I b b b b b I b b b I b b b i b b b

Fxxxxxx Global TACACS+ Configuration *****x*x

Shared-Secret: AQBapb+HsdpgV1Q3CPCBMQTG8ekKlc. ..fbeA8BEgikCgAAAJOWZSNZA2SWrLA=
Timeout: 5

Auth-Type: pap

Tracking Time Interval (seconds): 300

Tracking User-name: tacacs-tracking-user

Tracking Password: None

Number of Servers: 1

*xxxkxx TACACS+ Server Information ****x*x*

Server-Name :1.1.1.1

Auth-Port : 49

VRF : mgmt

Shared-Secret : AQBapfiTREwWB7yUKCAmOMTOf. . .992AUx1GAAAAF2Mk fMTogX
Timeout : 5

Auth-Type : pap

Server-Group : tacacs

Default-Priority : 1

Tracking : disabled

Reachability-Status : N/A

KR AKRKAAKARA I KA A A AR AR KA A A A A AN A A A A XA A Kk K

Command : show radius-server detail
R i I I I b I S e b I S S b b b b S b b e

FxxkAxx Global RADIUS Configuration **x**x*xx*

Shared-Secret: AQBapb+HsdpgV1Q3CPCBMQTG8ekK1lcA+Cy. ..8BEgikCgAAAJOWZSNZA2SWrLA=
Timeout: 5

Auth-Type: pap

Retries: 1
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Number of Servers: 0

[End] Feature aaa

Show Tech commands executed successfully

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms Manager (#) Administrators or local user group members with execution rights
for this command.

tacacs-server auth-type

tacacs-server auth-type {pap | chap}
no tacacs-server auth-type [pap | chapl]
Description

Enables the CHAP or PAP authentication protocol, which is used for communication with the TACACS+
servers, at the global level. You can override this command with a fine-grained per server auth-type
configuration.

The no form of this command resets the global authentication mechanism for TACACS+ to PAP, which is
the default authentication mechanism for TACACS+.

Parameter Description
auth-type {pap | chap} Selects either the PAP or CHAP authentication protocol.
Examples

Enabling command for CHAP authentication:
switch (config) # tacacs-server auth-type chap
Enabling command for PAP authentication:

switch (config) # tacacs-server auth-type pap

Command History
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Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

tacacs-server host

tacacs-server host {<FQODN> | <IPV4> | <IPV6>}
[key [plaintext <PASSKEY> | ciphertext <PASSKEY>]]
[timeout <TIMEOUT-SECONDS>] [port <PORT-NUMBER>]
[auth-type {pap | chap}] I[tracking {enable | disable}] [vrf <VRF-NAME>]

no tacacs-server host {<FQODN> | <IPV4> | <IPV6>}
[key [plaintext <PASSKEY> | ciphertext <PASSKEY>]]
[timeout <TIMEOUT-SECONDS>] [port <PORT-NUMBER>]
[auth-type {pap | chap}] [tracking {enable | disable}] [vrf <VRF-NAME>]

Description
Adds a TACACS+ server. By default, the TACACS+ server is associated with the server group named

tacacs.

The no form of this command removes a previously added TACACS+ server.

Parameter Description

{<FQDN> | <IPV4> | <IPv6>} Specifies the TACACS+ server as:

®  <FoDN>: a fully qualified domain name.
®  <7PV4>:an IPv4 address.

® <7PV6>: an IPv6 address.

key [plaintext <PASSKEY> | Selects either a plaintext or an encrypted local shared-secret
ciphertext <PASSKEY>] passkey for the server. As per RFC 2865, shared-secret can be a

mix of alphanumeric and special characters. Plaintext passkeys

are between 1 and 32 alphanumeric and special characters.

NOTE: When key is entered without either sub-parameter,
plaintext passkey prompting occurs upon pressing Enter. Enter
must be pressed immediately after the key parameter without
entering other parameters. The entered passkey characters are
masked with asterisks. When key is omitted, the server uses the
global passkey. This command requires either the global or local
passkey to be set; otherwise the server will not be contacted.
Command tacacs-server key is available for setting the global

passkey.
timeout <TIMEOUT-SECONDS> Specifies the timeout. Range: 1 to 60 seconds. Default : 5 seconds.
port <PORT-NUMBER> Specifies the TCP authentication port number. Range: 1 to 65535.
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Parameter Description

Default: 49.

auth-type {pap | chap} Selects either the PAP (the default) or CHAP authentication types.
If this parameter is not specified, the TACACS+ global default is
used.

tracking {enable | disable} Enables or disables server tracking for the RADIUS server. Tracked

servers are probed at the start of each server tracking interval to
check if they are reachable.

Use command tacacs-server tracking to configure TACACS+
server tracking globally.

vrf <VRF-NAME> Specifies the VRF name to be used for communicating with the
server. If no VRF name is provided, the default VRF named
default is used.

Usage

If the fully qualified domain name is provided for the TACACS+ server, a DNS server must be configured
and accessible through the same VRF which is configured for the TACACS+ server. This configuration is
required for the resolution of the TACACS+ server hostname to its IP address. If a DNS server is not
available for this VRF, the TACACS+ servers reachable through this VRF must be configured by means of
their IP addresses only.

Examples
Adding a TACACS+ server with an IPv4 address, plaintext passkey, timeout, port, authentication type,
and VRF name:

switch (config)# tacacs-server host 1.1.1.3 key plaintext test-123 timeout 15 port
32 auth-type chap vrf vrf red

Adding a TACACS+ server with an IPv4 address and prompted plaintext passkey:

switch (config) # tacacs-server host 1.1.1.5 key
Enter the TACACS server key: **kkkkkkik
Re-Enter the TACACS server key: **¥kkkkkx

Adding a TACACS+ server with an IPv4 address and a named VRF:
switch (config) # tacacs-server host 1.1.1.1 vrf mgmt

Adding a TACACS+ server with an IPv4 address, a port, and a named VRF:
switch (config)# tacacs-server host 1.1.1.2 port 32 vrf mgmt

Adding a TACACS+ server with an FQDN, a timeout, port number, and a named VRF:
switch(config)# tacacs-server host abc.com timeout 15 port 32 vrf vrf blue

Adding a TACACS+ server with an IPv6 address:
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switch (config) # tacacs-server host 2001:0db8:85a3:0000:0000:8a2e:0370:7334

Deleting a TACACS+ server with an IPv4 address and specified VRF:

switch (config)# no tacacs-server host 1.1.1.1 vrf mgmt

Deleting a TACACS+ server with an FQDN, port, and specified VRF:

switch (config)# no tacacs-server host abc.com port 32 vrf vrf blue

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

tacacs-server key

tacacs-server key [plaintext <GLOBAL-PASSKEY> | ciphertext <GLOBAL-PASSKEY>]
no tacacs-server key [plaintext <GLOBAL-PASSKEY> | ciphertext <GLOBAL-PASSKEY>]

Description

Creates or modifies a TACACS+ global passkey. The TACACS+ global passkey is used as a shared-secret
for encrypting the communication between all TACACS+ servers and the switch. The TACACS+ global
passkey is required for authentication unless local passkeys have been set. By default, the TACACS+
global passkey is empty. If the administrator has not set this key, the switch will not be able to perform
TACACS+ authentication. The switch will instead rely on the authentication mechanism configured with

aaa authentication login.

When this command is entered without parameters, plaintext passkey prompting occurs upon pressing Enter.
The entered passkey characters are masked with asterisks.

The no form of the command removes the global passkey.

Parameter Description

plaintext <GLOBAL-PASSKEY> Specifies the TACACS+ global passkey in plaintext format with a
length of 1 to 31 characters. As per RFC 2865, a shared-secret can
be a mix of alphanumeric and special characters.

ciphertext <GLOBAL-PASSKEY> Specifies the TACACS+ global passkey in encrypted format.
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Examples
Adding the global passkey:

switch (config)# tacacs-server key plaintext mypasskeyl23
Adding the global passkey with prompting:

switch (config)# tacacs-server key
Enter the TACACS server key: **¥xkkddxx
Re-Enter the TACACS server key: ****xxxxxx

Removing the global passkey:

switch (config)# no tacacs-server key

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

tacacs-server timeout

tacacs-server timeout [<I-60>]
no tacacs-server timeout [<I1-60>]

Description

Specifies the number of seconds to wait for a response from the TACACS+ server before trying the next
TACACS+ server. If a value is not specified, a default value of 5 seconds is used. You can override this
value with a fine-grained per server timeout configured for individual servers.

The no form of this command resets the TACACS+ global authentication timeout to the default of 5

seconds.
Parameter Description
timeout <1-60> Specifies the timeout interval of 1 to 60 seconds. Default: 5
seconds.
Examples

Specifying the TACACS+ server timeout:
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switch(config)# tacacs-server timeout 10
Resetting the timeout for the TACACS+ server to the default:

switch (config) # no tacacs-server timeout

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

tacacs-server tracking

tacacs-server tracking interval <INTERVAL>
no tacacs-server tracking interval [<INTERVAL>]

tacacs-server tracking user—-name <NAME>
[password [plaintext <PASSWORD> | ciphertext <PASSWORD>]]
no tacacs-server tracking [user-name [<NAME>] [ciphertext <PASSWORD>]]

Description

Configures TACACS+ server tracking settings globally for all configured TACACS+ servers that have
tracking enabled with the tacacs-server host command on individual servers.

The no form of the command removes the specified configuration, reverting it to its default. The no
form with user-name also clears the password (resets it to empty).

Parameter Description

interval <INTERVAL> Specifies the time interval, in seconds, to wait before
checking the server reachability status. Default: 300. Range
60 to 84600.
user-name <NAME> Specifies the user name (and optionally a password) to be
[password [plaintext <PASSWORD> | used for server checking. The default user name is tacacs-
ciphertext <PASSWORD>]] tracking-user with an empty password.

The password is optional and may be entered as plaintext
or pasted in as ciphertext. The plaintext password is
visible as cleartext when entered but is encrypted thereafter.
Command history does show the password as cleartext.

NOTE: When password is entered without a following sub-
parameter, plaintext password prompting occurs upon
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Parameter Description

pressing Enter. The entered password characters are
masked with asterisks.

NOTE: The user does not have to be configured on the
server. Server tracking can still be performed with a user
which is not configured on the server because authentication
failure on the server achieves confirmation that the server is
reachable.

NOTE: Server tracking uses authentication request and
response packets to determine server reachability status.
The server tracking user name and password are used to
form the request packet which is sent to the server with
tracking enabled. Upon receiving a response to the request
packet, the server is considered to be reachable.

Examples

Configuring a tracking interval of 120 seconds:

switch (config) # tacacs-server tracking interval 120

Reverting the tracking interval to its default of 300 seconds:

switch (config)# no tacacs-server tracking interval

Configuring user tacacs-tracker with a plaintext password.

switch (config) # tacacs-server tracking user-name tacacs-tracker password plaintext

track$1l

Configuring user tacacs-tracker with a prompted plaintext password.

switch (config) # tacacs-server tracking user-name tacacs-tracker password
Enter the TACACS server tracking password: ***%xxx
Re-Enter the TACACS server tracking password: ****x*xx*

Reverting the tracking user name to its default of tacacs-tracking-user:

switch(config)# no tacacs-server tracking user-name

Command History

Release

Modification

10.07 or earlier

Command Information
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Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.
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Chapter 12

RADIUS dynamic authorization

RADIUS dynamic authorization provides the ability to make changes to a user account session while it is
in progress. This ability includes disconnecting a session or updating some aspect of the authorization
for the session. It also includes "pot bounce" in which the interface on which a client is connected is
brought down and then back up (using COA (change of authorization).

RADIUS dynamic authorization enables or disables the processing of "Disconnect" and "Change of
Authorization (CoA)" messages from the RADIUS server. When enabled, the RADIUS server can
dynamically terminate or change the authorization parameters (such as VLAN/user-role assignment)
used in an active client session on the switch.

See also RFC 3576 available at http://www.ietf.org/rfc/rfc3576.txt for general information on the dynamic
— authorization extensions to RADIUS.

Requirements and tips

The switch validates these mandatory attributes that must be present in the CoA/Disconnect Message:

® Nas IPornNas 1pve or NAS Identifier
= Any one of the following combinations is used to identify the client session:
© NAS-Port and calling-Station-ID

© NAS-Port-IDand Calling-Station-ID

© Accounting-Session-ID

RADIUS server requirements:

® For ClearPass to provide CoA capabilities, in the case where the switch sends the NAS-IP address as a
routable IP address, the CLI command ip source interface must be executed with the radius
parameter.

® |n CISCO ISE, to send the CoA request with the same username as in the RADIUS Accept, the Identity
rewrite option has to be configured.

RADIUS dynamic authorization commands

radius dyn-authorization enable
radius dyn-authorization enable

no radius dyn-authorization enable
Description

Enables RADIUS dynamic authorization. This command must be issued before the configuration set with
other radius dyn-authorization commands takes effect.

The no form of this command disables RADIUS dynamic authorization.
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Examples
Enabling RADIUS dynamic authorization:

switch (config)# radius dyn-authorization enable

Command History

Release Modification

10.09 Command introduced on the 8360

Command Information

Platforms Command context Authority
8100 config Administrators or local user group members with execution rights
8360 for this command.

radius dyn-authorization client

radius dyn-authorization client {<IPV4> | <IPV6> | <HOSTNAME>}
[secret-key [plaintext <PASSKEY> | ciphertext] <PASSKEY>]]
[time-window <WIDTH>] [replay-protection {enable|disable}]
no radius dyn-authorization client {<IPV4> | <IPV6> | <HOSTNAME>} [vrf <VRF-NAME>]
[secret-key [plaintext <PASSKEY> | ciphertext] <PASSKEY>]]
[time-window <WIDTH>] [replay-protection {enable|disable}]

Description
Configures RADIUS dynamic authorization for the specified client on the specified (or defau1t) VRF.

The no form of this command unconfigures RADIUS dynamic authorization for the specified client on
the specified (or defau1t) VRF.

Parameter Description

<IPV4> | <IPV6> | <HOSTNAME> Specifies the client IPv4 address, IPv6 address, or host name.
secret-key [plaintext <PASSKEY> | Specifies the dynamic authorization server (RADIUS server)
ciphertext <PASSKEY>] shared secret key required for client access. Provide either a

plaintext or an encrypted shared-secret passkey. As per RFC
2865, the shared-secret can be a mix of alphanumeric and
special characters. Plaintext passkeys are between 1 and 32
alphanumeric and special characters.

NOTE: When secret-key is entered without either sub-
parameter, plaintext shared secret prompting occurs upon
pressing Enter. Enter must be pressed immediately after the
secret-key parameter without entering other parameters.
The entered shared secret characters are masked with
asterisks.

time-window <WIDTH> Specifies the width of the synchronization window (in
seconds) between the RADIUS dynamic authorization client
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Parameter Description

and the RADIUS dynamic authorization server. Default 300.
Range: 1 to 65535.

replay-protection {enable|disable}

Enables or disables RADIUS dynamic authorization replay
protection for the specified client on the specified (or
default) VRF.

vrf <VRF-NAME>

Specifies the VRF on which the identified client is connected.

When omitted, VRF default is assumed.

Examples

Configuring RADIUS dynamic authorization with replay protection for a client on the default VRF:

switch (config)# radius dyn-authorization client 1.1.2.5 replay-protection enable

Configuring RADIUS dynamic authorization with time window and shared secret for a client on the

default VRF:

switch (config) # radius dyn-authorization client 1.1.2.7 time-window 8
secret-key plaintext skF82#450

Configuring RADIUS dynamic authorization with a prompted shared secret:

switch (config) # radius dyn-authorization client 1.1.2.7 secret-key
Enter the RADIUS dyn-authorization key: ****kk%x%
Re-Enter the RADIUS dyn-authorization key: *****kkk*

Command History

Release Modification

10.09 Command introduced on the 8360

Command Information

Platforms Command context Authority
8100 config Administrators or local user group members with execution rights
8360 for this command.

radius dyn-authorization port

radius dyn-authorization port <PORT-NUMBER>

Description

Sets the RADIUS dynamic authorization server UDP or TCP port.
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Parameter Description

<PORT-NUMBER> Specifies the UDP or TCP port. Default UDP: 3799 and TCP:2083.

Examples
Setting the RADIUS dynamic authorization server UDP port back to its default 3799:

switch (config)# radius dyn-authorization port 3799
Setting the RADIUS dynamic authorization server TCP port back to its default 2083:

switch (config)# radius dyn-authorization port 2083

Command History

Release Modification

10.09 Command introduced on the 8360

Command Information

Platforms Command context Authority
8100 config Administrators or local user group members with execution rights
8360 for this command.

show radius dyn-authorization

show radius dyn-authorization

Description

Shows RADIUS dynamic authorization configuration and summarized statistics for all clients configured
for dynamic authorization.

Usage

Show command output item identification:

® Radius Dynamic Authorization: Enabled or Disabled status, system wide.

B Radius Dynamic Authorization Port:The UDP or TCP port used for dynamic authorization (default
3799).

B Tnvalid Client Address in CoA Requests: The number of CoA (change of authorization) requests
received with an incorrect DAC (dynamic authorization client) address.

B Tnvalid Client Address in Disconnect Requests: The number of disconnect requests received
with incorrect DAC address.

® Dpisconnect Requests: The number of disconnect requests received from the DAC.
® Disconnect ACKs: The number of Disconnect-ACKs sent to the DAC.

B Disconnect NAKs: The number of Disconnect-NAKs sent to the DAC.

B CoA Requests: The number of CoA-requests received from the DAC.
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B coa ACKs: The number of CoA-ACKs sent to the DAC.
B Ccoa NaKs: The number of CoA-NAKs sent to the DAC.

Example

Showing RADIUS dynamic authorization summarized statistics for all clients configured for dynamic
authorization:

switch# show radius dyn-authorization
Status and Counters - RADIUS Dynamic Authorization Information

RADIUS Dynamic Authorization : Enabled
RADIUS Dynamic Authorization UDP Port : 3799
Invalid Client Addresses in CoA Requests : 0

Invalid Client Addresses in Disconnect Requests: 0

Dynamic Authorization Client Information

IP Address : 1.1.2.1
VRF : adm2
Replay Protection : Disabled
Time Window : 20
Disconnect Requests : 1

Disconnect ACKs
Disconnect NAKs
CoA Requests
CoA ACKs
CoA-NAKs
Shared-Secret :
AQBapb+HsdpqV1Q3CPCBMQTG8ekK1lcA+CyDORvEbeA8BEgikCgAAAJOWZSNZA2 SWrLA=

N J O

IP Address :1.1.2.5
VRF : default
Replay Protection : Enabled
Time Window : 20
Disconnect Requests : 6
Disconnect ACKs 6
Disconnect NAKs 0
CoA Requests 9
CoA ACKs 5
CoA-NAKs 4

Shared-Secret :
AQBapb+HsdpgV1Q3CPCBMQTG8ekK1cA+CyDORVEbeA8BEgi kCgAAAJOWZSNZA2 SWrLA=

IP Address : 1.1.2.7
VRF : default

Replay Protection : Disabled
Time Window :
Disconnect Requests
Disconnect ACKs
Disconnect NAKs

CoA Requests

CoA ACKs

CoA-NAKs
Shared-Secret 3
AQBapb+HsdpqV1Q3CPCBMQTG8ekK1lcA+CyDORvEbeA8BEgikCgARAJOWZSNZA2 SWrLA=

01O O oY O ©

Command History
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Release Modification

10.09 Command introduced on the 8360

Command Information

Platforms Command context Authority
8100 Operator (>) or Manager Operators or Administrators or local user group members with
8360 (#) execution rights for this command. Operators can execute this

command from the operator context (>) only.

show radius dyn-authorization client

show radius dyn-authorization client <IP-ADDR> [vrf <VRF-NAME>]

Description

Shows RADIUS dynamic authorization statistics for the specified client on the specified VRF.

Parameter Description

<IP-ADDR> Specifies the client IPv4 or IPv6 address.

vrf <VRF-NAME> Specifies the VRF on which the identified client is connected.
When omitted, VRF default is assumed.

Usage

Show command output item identification:

B Total Requests: The number of Disconnect and CoA (change of authorization) requests received
from the DAC (dynamic authorization client).

® Authorize Only Requests: The number of Disconnect and CoA requests received from the DAC with
an "Authorize only" Service-Type attribute.

B Malformed Requests: The number of malformed Disconnect and CoA requests received from the
DAC.

B Bad Authenticator Requests: The number of Disconnect and CoA requests received from this DAC
with an invalid authenticator field.

B Dpropped Requests: The number of Disconnect and CoA requests from this DAC that have been
silently discarded for reasons other than malformed, bad authenticators, or unknown type.

B Total ACK Responses: The number of Disconnect-ACKs sent to the DAC.
B Total NAK Responses. The number of Disconnect-NAKs sent to the DAC.

B Session Not Found Responses: The number of Disconnect-NAKs sent to the DAC because no
session context could be found.

B User Sessions Modified: The number of user sessions for which authorization changed due to
Disconnect and CoA requests received from the DAC.

Example
Showing RADIUS dynamic authorization statistics for client 1.1.2.1 on VRF default:
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switch# show radius dyn-authorization client 1.1.2.1 vrf default

Status and Counters - RADIUS Dynamic Authorization Client Information
VRF Name : default
Authorization Client g 1.1,2.1
Unknown Packets : 55
Message-Type Disconnect CoA
Total Requests 2147483647 10
Authorize Only Requests 10 10
Malformed Requests 10 10
Bad Authenticator Requests 2147483647 2147483647
Dropped Requests 10 10
Total ACK Responses 10 10
Total NAK Responses 10 10
Session Not Found Responses 10 10
User Sessions Modified 20 20

Command History

Release Modification

10.09 Command introduced on the 8360

Command Information

Platforms Command context Authority
8100 Operator (>) or Manager Operators or Administrators or local user group members with
8360 (#) execution rights for this command. Operators can execute this

command from the operator context (>) only.
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Chapter 13

IP Flow Information Export

IP Flow Information Export (IPFIX) is an embedded network flow analysis tool that compiles
characteristic and measured properties of flows and sends flow reports to flow collectors. IPFIX is
configurable via CLI or REST. With IPFIX, customers configure flow records with match (key) fields and
collection (non-key) fields. Match fields are the set of fields that define a flow, such as IP address or UDP
port. Collection fields are the set of fields that identify information to collect for a flow, such as packet
and byte counters.

A flow exporter defines where and how to export flow reports. Flow exporters are created as standalone
entities in the “config™ context to provide flow monitors the ability to export flow reports. A single flow
exporter can be assigned to one or more flow monitors, and multiple flow exporters can be assigned to
a single flow monitor.

IPFIX is a stand alone feature and can work on its own to monitor the traffic flow. On enabling
Application Recognition and Control feature, application information along with flow properties are
exported to external or internal IPFIX collectors.

— The IPFIX feature on the 8360 switch series are for monitoring only.

For more information about IPFIX, see Monitoring Guide.

Flow monitoring commands

flow record

flow record <name>

match
ipv4 |ipv6 {protocol|version}|{source|destination address}
transport {sourcel|destination} port

collect
application name
counter {packets|bytes}
timestamp absolute {first]|last}

description <description>

Description

Define data to be included in a flow record by configuring flow record match and collect fields. The
match attributes define what makes the traffic flow unique. Traffic with matching attributes (for
example, traffic coming from the same interface, sent to the same destination with the same protocol)
are classified as a single flow. Information for some or all of the matched settings can be collected and
exported to a destination defined by the flow exporter assigned to the flow monitor.

Traffic must match a match rule definition before it can be collected and sent. You cannot collect and send data
— that is not matched.
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Parameter Description

<name> Name of the flow monitor, up to 64 characters.
match match traffic according to one or more of the following key
attributes:

® jpv4: match traffic on an IPv4 network

® jpv6: match traffic on an IPv6 network

® protocol: Match traffic using the same IP protocol

® version: Match traffic using the same IP version

® source: Match traffic from the same source

® destination: Match traffic to the same destination

® address: Match traffic by source or destination IP address

® transport: Match traffic by source or destination transport
type

® port: Match traffic by source or destination transport port

description A description for the flow record up to 256 characters long,
including spaces

collect Configures data fields to be included a flow record.

= application name: Include the application name as a non-key
field in a flow record

= counter packets: Collect counter data for packets in the flow

= counter bytes: Collect counter data for bytes in the flow

= timestamp absolute first: Collect absolute timestamp of the
first packet observed.

Examples

Adding IPv4 and transport match fields to flow record flow-record-1.

switch (config) # flow record flow-record-1

switch (config-flow-record)# match ipv4 source address
switch(config-flow-record)# match ipv4 destination address

switch (config-flow-record)# match ipv4 protocol

switch (config-flow-record) # match ipv4 version

switch (config-flow-record)# match transport source port

switch (config-flow-record) # match transport destination port

switch (config-flow-record)# description Record used for basic ipv4 traffic
analysis

Removing the IPv4 destination match field from the flow record defined in the previous example.

switch(config)# flow record flow-record-1
switch (config-flow-record) # no match ipv4 destination address

Adding counter and timestamp collect fields to flow record flow-record-1.

switch(config)# flow record flow-record-1

switch (config-flow-record) # collect counter packets

switch (config-flow-record) # collect counter bytes
switch(config-flow-record)# collect timestamp absolute first
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switch (config-flow-record) # collect timestamp absolute last

Related Commands

Command Description

flow exporter Define how a flow monitor exports the flow reports.

flow monitor Define a flow monitor configuration, including the flow exporter
and flow record associated to that monitor.

show flow record Display flow record configuration and status.

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 config Administrators or local user group members with execution
8360 config-flow-record rights for this command.

flow exporter

flow exporter <name>
export-protocol ipfix
description <description>
destination
<hostname> [vrf vrfname]
<IPaddr> [vrf vrfname]
<ip6addr> [vrf vrfname]
type {hostname-or-ip-addr | traffic-insight}
no ..
template data timeout <timeout>
transport udp <port>

Description

A flow exporter is the part of the IP Flow Information Export (IPFIX) feature that defines how a flow
monitor exports flow reports. You can assign the same flow exporter configuration to more than one
flow monitor. Each flow exporter includes a destination setting that identifies the device to which the
flow reports are sent. Each flow monitor supports a maximum of two different flow exporter
configurations, sending flow records to up to two destinations.

Parameter Description

<name> Name of the flow exporter, up to 64 characters.
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Parameter Description

export-protocol ipfix Define an export protocol for the flow
exporter.The default ipfix protocol is the only
protocol currently available.

description <description> A description of the flow exporter, up to 256
characters and spaces.

destination <hostname>|<IPaddr>|<ipé6addr> The exporter sends flow records to this
destination. The destination can be defined as a
hostname, or an IPv4 or IPv6 IP address.

[vrf vrfname] You can optionally include the name of the
destination VRF in the destination definition.

no .. Negate any configured parameter.

template data timeout <timeout> A flow exporter template describes the format of
exported flow reports. Therefore, flow reports
cannot be decoded properly without the
corresponding templates. This setting defines how
often the flow exporter will resend templates to
the flow monitor. The supported range is 1-86400
seconds, and the default is 600 seconds.

transport udp <port> Transport protocol and port for sending flow
record reports. The default port is port 4739,

Examples

The following example creates a flow exporter configuration named exporter-1.

switch(config)# flow exporter exporter-1
switch(config-flow-exporter)# destination 192.0.2.1 vrf VRF1

switch (config-flow-exporter)# template data timeout 1200
switch(config-flow-exporter)# description Exports flows to 192.0.2.1

Related Commands

Command Description

flow record Define data to be included in a flow record by configuring flow
record match and collect fields

flow monitor Define a flow monitor configuration, including the flow exporter
and flow record associated to that monitor.

show flow exporter Display flow exporter configuration, status, and statistics.

Command History

Release Modification

10.11 Command introduced.

Command Information
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Platforms Command context Authority

8100 config Administrators or local user group members with execution
8360 config-flow-exporter rights for this command.

flow monitor

flow monitor <name>
exporter <name>
cache timeout active|inactive <timeout>
description <description>
record <name>

Description

A flow monitor is the part of the IP Flow Information Export (IPFIX) feature that performs network
monitoring for the selected interface. A flow monitor configuration consists of a flow record, a flow
cache, and one or more associated flow exporters. A flow monitor compiles data from the network
traffic on the interface and stores it in the flow cache in a format defined by the flow record. The flow
exporters associated with the monitor then export data from the flow cache to the flow exporter

destination.

Parameter Description

<name>

Name of the flow monitor, up to 64 characters.

cache timeout active|inactive <timeout>

Use the cache timeout parameter to define an active
or inactive timeout for the flow monitor. A flow
monitor closes a flow session that is active for longer
than the active timeout or inactive for longer than the
inactive timeout.

The supported timeout ranges for both the active
timeout and inactive timeout are 30-604800 seconds,
and the default is 30 seconds.

description

A description up to 256 characters long, including
spaces.

exporter <name>

Assign a flow exporter to a flow monitor. Each flow
monitor supports a maximum of two different flow
exporters, sending flow records to up to two
destinations.

record <name>

Assigns a flow record to a flow monitor.

Examples

The following example creates a flow monitor configuration named monitor-1.

switch (config)# flow monitor monitor-1

switch (config-flow-monitor)# description Monitor for analyzing basic ipv4 traffic
switch (config-flow-monitor)# exporter flow-exporter-1

(

(

(

switch (config-flow-monitor

(

switch (config-flow-monitor
(

exporter flow-exporter-2

cache timeout inactive 300
cache timeout active 1500

)
) #
switch (config-flow-monitor)# record flow-record-1
) #
) #

switch (config-flow-monitor

The following workflow changes the flow record assigned to a flow monitor.
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switch(config)# flow monitor flow-monitor-1
switch(config-flow-monitor)# record flow-record-2

Related Commands

Command Description

flow exporter Define how a flow monitor exports the flow reports.

flow record Define data to be included in a flow record by configuring flow
record match and collect fields

flow monitor Enable flow monitoring on inbound traffic coming into an
interface by assigning a flow monitor to that interface.

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 config Administrators or local user group members with execution
8360 config-flow-monitor rights for this command.

ipv4|ipv6 flow monitor

[no] iplipv6e flow monitor <name> in

Description

Enable flow monitoring on inbound and outbound interfaces by assigning a flow monitor to that
interface. Only physical interfaces and LAG interfaces can be monitored. A flow monitor cannot be
applied to an interface that is part of a LAG. If an unsupported application is attempted, an error
message will be displayed. If the flow monitor is associated with a flow record that contains application
fields as collect fields, then Application Recognition should be enabled on the same interface.

The [no] form of command disables the flow monitoring.

Examples

Associate a flow monitor configuration named flow-monitor-1 and flow-monitor-2 for IPv4 or IPv6
traffic respectively on physical interface.

switch (config)# interface 1/1/1
switch(config-if)# ip flow monitor flow-monitor-1 in
switch(config-if)# ipv6 flow monitor flow-monitor-2 in

Associate a flow monitor configuration named flow-monitor-3 and flow-monitor-4 for IPv4 or IPv6
traffic respectively on a Lag interface.
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switch (config) # interface lag 1
switch (config-lag-if)# ip flow monitor flow-monitor-3 in
switch (config-lag-if)# ipvé flow monitor flow-monitor-4 in

Related Commands

Command Description

flow exporter Define how a flow monitor exports the flow reports.
flow record Define data to be included in a flow record by configuring flow

record match and collect fields

flow monitor Define a flow monitor configuration, including the flow exporter
and flow record associated to that monitor.

Command History

Modification

10.11 ‘ Command introduced.

Command Information

Platforms Command context Authority

8100 config
8360 config-flow-monitor

Administrators or local user group members with execution
rights for this command.

show flow record

show flow record [<name>]

Description

Display flow record configuration and status. When no record name is specified, the output of this
command displays information for all flow records.

The output of this command can indicate the following status types:

= Accepted

® Rejected (Internal error: failed to process record)

® Rejected (Mix of IPv4 and IPv6 match fields is not allowed. Specify match fields of the same IP version
(IPv4 or IPv6))

® Rejected (Incomplete match fields. The mandatory match fields are: version, source address,
destination address,

= protocol, transport destination port, and transport source port)

Parameter Description
<name> Name of the flow record.
Examples
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Display the configuration of a flow record named flow-record-1.

switch# show flow record record-1

Flow record 'record-1'
Description : Used for IPv4 traffic analysis
Status : Accepted
Match Fields

ipv4 destination address

ipv4 protocol

ipv4 source address

ipv4 version

transport destination port

transport source port
Collect Fields

application name

counter bytes

counter packets

Related Commands

Command Description

flow record Define data to be included in a flow record by configuring flow
record match and collect fields

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 config Administrators or local user group members with execution
8360 config-flow-exporter rights for this command.

show flow exporter

show flow exporter [<name>] [statistics]

Description

Display flow exporter configuration and status. When no exporter name is specified, the output of this
command displays information for all flow exporters.

The output of this command can indicate the following status types:

® Accepted
® Rejected (Internal error: exporter does not exist)
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= Rejected (Internal error: destination type does not exist)
® Rejected (Destination type is Traffic Insight, but no destination is specified)

® Rejected (Destination type is Traffic Insight, but the specified Traffic Insight instance does not exist)
® Rejected (Destination type is Traffic Insight, but the specified Traffic Insight instance is not enabled)
® Rejected (Destination type is Traffic Insight, but the specified Traffic Insight instance source is not

IPFIX)

® Rejected (Internal error: destination type is Traffic Insight, but the specified Traffic Insight instance is

invalid)

® Rejected (Destination type is hosthame or IP address, but no destination is specified)

® Rejected (Destination type is hostname or IP address, but the specified hostname or IP address is

invalid)

Parameter Description

<name> Name of the flow exporter.
statistics The statistics parameter adds statistical information
about the flow exporter to the output.
Examples

Display the configuration of a flow exporter named exporter-1.

switch# show flow exporter exporter-1

Description : Exports to the first collector
Status : Accepted
Export Protocol : ipfix
Destination Type : Hostname or IP address
Destination : 192.168.0.1
Transport Configuration

Protocol : UDP

Port 3 9995

switch# show flow exporter exporter-1 statistics

Flow exporter 'exporter-1'

Reports sent : 14961

Related Commands

Command

Description

flow exporter

Define how a flow monitor exports the flow reports.

Command History
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Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 config Administrators or local user group members with execution
8360 config-flow-exporter rights for this command.

show flow monitor

show flow monitor [<name>] [statistics]

Description

Display flow monitor configuration and status. When no monitor name is specified, the output of this
command displays information for all flow monitors.

The output of this command can indicate the following status types:

® Accepted

® Rejected (Internal error: monitor does not exist)

m Rejected (A record must be assigned to the monitor, but no record is assigned)
® Rejected (The state of the assigned record is rejected)

® Rejected (Internal error: failure in processing the record configuration)

® Rejected (The state of one or more of the assigned flow exporters is rejected)

Parameter Description

<name> Name of the flow monitor.
statistics Display additional flow and cache statistics.
Examples

Display the configuration of a flow moitor named flow-monitor-1.

switch# show flow monitor monitor-1

Flow monitor 'monitor-1'

Description : Used for IPv4 traffic analysis
Status : Accepted
Flow Record : record-1
Flow Exporter (s) : exporter-1, exporter-2
Cache Configuration
Inactive Timeout : 1800
Active Timeout : 300

switch# show flow monitor monitor-1 statistics
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Flow monitor 'monitor-1'"'
Current Entries 2
Flows Added : 4
Total Flows Aged 3 2
Active Timeout 1
Inactive Timeout 1

— The flow monitor statistics counters will be reset to zero after VSF ISSU switchover.

Related Commands

Command Description

flow monitor Define a flow monitor configuration, including the flow exporter
and flow record associated to that monitor.

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 config Administrators or local user group members with execution
8360 config-flow-exporter rights for this command.

show tech ipfix

show tech ipfix

Description

Shows the IPFIX configuration settings.

Examples

The example shows the IPFIX configuration settings.

switch#show tech ipfix

Show Tech executed on Tue Apr 11 02:43:06 2023

[Begin] Feature ipfix

dhhkrxhkhkhkhhkhkrkhkkhkrkhkhkrhkhkhkhkhkrkhxhkhkxkhkxk*k

Command : show flow exporter
hAhkhhkhkhkhrkhkkhkkhkhkhkhhkkhkhkrhkkhkkhkhhkhkkhkkhhkrxhkhkxkxk
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Flow exporter 'ipfix'

Status : Accepted
Export Protocol : ipfix
Destination Type : Traffic Insight
Destination :tl

Transport Configuration

Protocol : udp

Port : 4739

Flow exporter 'V6EL'

[End] Feature ipfix

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 Manager (#) Administrators or local user group members with execution rights
8360 for this command.

diag-dump ipfix basic

diag-dump ipfix basic

Description

Displays diagnostic information for IPFIX.

Examples

diag-dump ipfix basic

[Start] Feature ipfix Time : Tue Apr 11 02:23:03 2023

[Start] Daemon ipfixd
- IPFIX Record Cache dump -
- IPFIX Record ipfix -

:— IPFIX Monitor véti completed -
- End of IPFIX Monitor Cache dump -
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[Start] Daemon ops-switchd

Key format: <traffic type> <coalescence id> <agent id> <asic port>

Key TCAM Entry ID Count
1 1532781829 3 20 O0xffff7c7e7a00 1
1 3217499901 1 12 Oxff£f£91187580 1
1 3217499901 1 13 O0xf£f££91183d80 1
1 3217499901 1 14 0xfff£91186e80 1

[End] Feature ipfix

Diagnostic—-dump captured for feature ipfix

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 Manager (#) Administrators or local user group members with execution rights
8360 for this command.
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Chapter 14

Traffic Insight

Traffic insight allows monitoring of large amount of data that it collects from various flow exporters like
IPFIX provide the ability to filter, aggregate, and sort the data based on user flow monitor requests.
Traffic insight tracks different monitor requests simultaneously and provides monitor reports per
request.

Protocol and feature details

When traffic insight is enabled and clients on the network access SaaS services or public websites, a flow
exporter like IPFIX caches flows in both directions and collects traffic statistics and source and
destination MAC addresses.

The Application Recognition and Control (ARC) feature identifies the application corresponding to these
flows and reports them to IPFIX. The IPFIX sends the flow record to traffic insight, and the traffic insight
feature collects these records and updates the bidirectional traffic information to the Open vSwitch
Database (OVSDB). For deployments that include network management and monitoring through Aruba
Central.

Supported Platforms

The following table list the supported platforms for Traffic Insight.

Table 1: Supported platforms for Traffic Insight.

Platform Traffic Insight

8360 Yes only dns-average-latency

Supported Monitor Types

Traffic insight supports below monitor types.

= DNS Average Latency
° Monitors dns request and response flows and provides average dns-latency details per client

o Every 5 minutes the client insights table in the data base is updated with dns average latency
details

— After enabling the client-insight feature the DNS average latency details are published for clients
— that onboard the switch.

Caveats for Traffic Insight

The following section provides details on the caveats to be noted for Traffic Insight.
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= Only one traffic-insight instance is allowed.
® Maximum number of supported traffic insight monitors is 1

The below example describes the configuration of Traffic Insight.

Prerequisite:

® Enable IPFIX—Flow data is exported to Traffic Insight, which is an internal IPFIX collector.
= Both IPFIX and Client Insight feature should be enabled for Traffic Insight to publish the dns average

latency.

Step 1: Create and enable Traffic Insight instance and specify the flow source

switch(config)# traffic-insight TI_Instance-01 -->Creates a Traffic Insight
instance with name TI Instance-01

switch (config-ti)# source ipfix

switch (config-ti)# enable

Step 2: Specify the flow configuration

switch(config)# flow exporter <EXPORTER NAME>
destination type traffic-insight
destination traffic-insight test
template data timeout <TIMEOUT VALUE>

switch(config)# flow record <RECORDED NAME>

match
match
match
match
match
match

ipv4 destination address
ipv4 protocol

ipv4 source address

ipv4 version

transport destination port
transport source port

collect counter bytes

collect counter packets

collect application dns response-code

collect timestamp absolute first

collect timestamp absolute last
switch(config)# flow monitor <MONITOR NAME>

cache

timeout active <TIMEOUT VALUE>

exporter <EXPOTER NAME>
record <RECORDED NAME>
switch (config)# interface <Inboud Interface>
switch (config-if) #ip flow monitor flow-monitor-1 in

switch (config)# interface <Outbound Interface>
switch (config-if) #ip flow monitor flow-monitor-1 in

—-->Sets the source protocol to

collect flow information

-->Enables Traffic Insight

-->Enable IPv4 or IPv6 flow
monitor on both inbound and
outbound interfaces

Step 2: Specify the monitoring parameters for flow monitoring

switch (config-ti)# monitor DNSLatency type dns-average-latency

Step 4: Specify the show commands to get the desired output
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switch# show traffic-insight instance-1 monitor-type dns-average-latency mntr2

Name : mntr2

Type : dns-average-latency

Start time for latency calculation : 10/10/2022 04:47:26.869937 UTC

End time for latency calculation : 10/10/2022 04:48:26.812820 UTC

client mac client ip dns_server ip dns_avergae latency (msec)

aa:aa:aa:aa:aa:aa 192.168.11.1 172.0.0.1 200
bb:bb:bb:bb:bb:bb 192.168.12.1 172.1.1.1 300
CE3CEIECICECEICE 192.168.13.1 172.2.2.2 150

diag-dump traffic-insight basic

diag-dump traffic-insight basic

Description

Displays diagnostic information for Traffic Insight.

Examples

Switch# diag-dump traffic-insight basic

[Start] Feature traffic-insight Time : Wed Nov 2 18:26:45 2022

[Start] Daemon traffic-insightd
Printing App cache:

TI CPDI Clients MACs learnt: 0
Printing flows for instance test
Printing flows for instance test
Printing DNS cache received:
CLIENT: 100.10.10.10

DNS SERVER IP LATENCY TOTAL_ SAMPLES PORT REQUEST TIME RESPONSE
TIME
100.10.10.2 261 4

Printing DNS IP MAC cache:
IP address MAC address
100.10.10.10 00:50:56:96:8a:67

[End] Feature traffic-insight

Diagnostic-dump captured for feature traffic-insight

Command History

Modification

10.11 Command introduced.
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Command Information

Platforms Command context Authority
8100 Manager (#) Administrators or local user group members with execution rights
8360 for this command.

show capacities traffic-insight

show capacities traffic-insight

Description

Displays the system capacities status and their values for Traffic Insight

Examples

Switch# show capacities traffic-insight

System Capacities: Filter TRAFFIC INSIGHT

Capacities Name Value
Maximum number of Traffic-insight instances 1
Maximum number of Traffic-insight monitors 5

Command History

Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 Manager (#) Administrators or local user group members with execution rights
8360 for this command.

show debug buffer module trafficinsight

show debug buffer module trafficinsight

Description
Displays Traffic Insight debug logs stored in the debug buffer.

Examples

Switch# show debug buffer module trafficinsight

2022-10-26:11:11:30.689510|traffic-insightd|LOG

Traffic Insight



DEBUGIAMMIl/l|TRAFFICINSIGHT\TRAFFICINSIGHT_PACKET\Unsupported record id: 210
2022-10-26:11:11:30.689573 |traffic-insightd|LOG
DEBUGIAMMIl/l|TRAFFICINSIGHT\TRAFFICINSIGHT_PACKET\DMAC: 10:4£:58:88:08:00
2022-10-26:11:11:30.689639|traffic-insightd|LOG
DEBUGIAMMIl/l|TRAFFICINSIGHT\TRAFFICINSIGHT_PACKET\Unsupported record id: 210
2022-10-26:11:11:30.689700|traffic-insightd|LOG
DEBUGIAMMIl/l|TRAFFICINSIGHT\TRAFFICINSIGHT_PACKET\octetDeltaCount: 13751
2022-10-26:11:11:30.689761 |traffic-insightd|LOG
DEBUGIAMMIl/l|TRAFFICINSIGHT\TRAFFICINSIGHT_PACKET\packetDeltaCOunt: 36
2022-10-26:11:11:30.689823|traffic-insightd|LOG
DEBUGIAMMIl/l|TRAFFICINSIGHT\TRAFFICINSIGHT_PACKET\Source interface: 0
2022-10-26:11:11:30.689887|traffic-insightd|LOG
DEBUGIAMMIl/l|TRAFFICINSIGHT\TRAFFICINSIGHT_PACKET\Unsupported record id: 252
2022-10-26:11:11:30.689949 |traffic-insightd|LOG
DEBUGIAMMIl/l|TRAFFICINSIGHT\TRAFFICINSIGHT_PACKET\App id: 3235
2022-10-26:11:11:30.690159 | traffic-insightd|LOG
DEBUGIAMMIl/l|TRAFFICINSIGHT\TRAFFICINSIGHT|ti_recv_mesSages_in_cpdi_layer:
Received message with size 200 from DL

2022-10-26:11:11:30.690184 |traffic-insightd|LOG

DEBUG|AMM|1/1 | TRAFFICINSIGHT | TRAFFICINSIGHT |ti cpdi layer handle events: Handling
message in CPDI event 10

2022-10-26:11:11:30.690321 |traffic-insightd|LOG
DEBUGIAMMIl/l|TRAFFICINSIGHT\TRAFFICINSIGHT|ti_topn_add_record_to_monitor:New TOPN
hash node created for SIP 3501::100, DIP 3701::100, VRF default,dst port 80

Command History

Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 Manager (#) Administrators or local user group members with execution rights
8360 for this command.

show events traffic-insightd

show events -d traffic-insightd

Description

Displays event logs generated by the switch modules since the last reboot for Traffic Insight.

Examples
Showing event logs of Traffic Insight:

Switch# show events -d traffic-insightd

2022-10-26T07:55:17.369208+00:00 6410 traffic-insightd[2518]: Event|14005|LOG
INFO|UMM| - |Traffic Insight instance tl enabled
2022-10-26T07:55:17.369309+00:00 6410 traffic-insightd[2518]: Event|14001|LOG
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INFO|UMM|-|Instance tl created

2022-10-26T08:09:53.077469+00:00 EdgeInt traffic-insightd([2518]: Event|14003|LOG
INFO|UMM|-|dns-avergae-latency running-statistics cleared for the monitor top3 and
instance tl

2022-10-26T08:24:52.998692+00:00 EdgeInt traffic-insightd[2518]: Event|[14003|LOG
INFO|UMM| - |dns-avergae-latency running-statistics cleared for the monitor top3 and
instance tl

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 Manager (#) Administrators or local user group members with execution rights
8360 for this command.

show running-config traffic-insight

show running-config traffic-insight

Description

Display configuration settings for all traffic insight instances.

Examples

switch# show running-config traffic-insight
traffic-insight config-TI 1

enable

source ipfix

|

monitor mntr2 dns-average-latency

Related Commands

Command Description

traffic insight Create and configure a traffic insight instance

Command History

Modification

10.11 Command introduced.

Command Information

Traffic Insight



Platforms Command context | Authority

8100 Operator (>) or Administrators or local user group members with
8360 Manager (#) execution rights for this command.

show tech traffic-insight

show tech traffic-insight

Description

Shows the Traffic Insight configuration settings.

Examples

The example shows the Traffic Insight configuration settings.

Switch# show tech traffic-insight

Show Tech executed on Wed Oct 26 11:11:37 2022

[Begin] Feature traffic-insight

KA KK A KNI XA AA A A AN A A AA A A AR A A AR A A AKXk Kk

Command : show running-config traffic-insight
KKK KA KA KR AR AR AR AR AR AR AR AR AN AN KA KN KKK
traffic-insight tl

enable

source ipfix

|

monitor dns type dns-average-latency

[End] Feature traffic-insight

Show Tech commands executed successfully

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 Manager (#) Administrators or local user group members with execution rights
8360 for this command.

show traffic-insight monitor-type

show traffic-insight <INSTANCE NAME> monitor-type dns-avergae-latency <MONITOR NAME>

Description
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Display information for traffic insight monitored flows.

Parameter Description

<INSTANCE NAME> Name of the traffic insight instance, string of maximum length up
to 32 characters.

monitor-type Specifies traffic insight monitor type.

NOTE: For 8100 and 8360 only dns-avergae-latency flow is
supported

<MONITOR NAME> Specify a monitor name to display information for that monitor.

Examples

The following example shows dns-average-latency data for mntr2 monitoring, for instance instance-
1

switch# show traffic-insight instance-1 monitor-type dns-average-latency mntr2

Name : mntr2

Type : dns-average-latency

Start time for latency calculation : 10/10/2022 04:47:26.869937 UTC

End time for latency calculation : 10/10/2022 04:48:26.812820 UTC

client mac client ip dns_server ip dns_avergae_ latency (msec)

aa:aa:aa:aa:aa:aa 192.168.11.1 172.0.0.1 200
bb:bb:bb:bb:bb:bb 192.168.12.1 172.1.1.1 300
CCHCCHCCHECHECEEE 192.168.13.1 172.2.2.2 150

Related Commands

Command Description

traffic insight ‘ Create and configure a traffic insight instance.

Command History

Release Modification

10.12.1000 The dns-onboarding-latency sub-parameter was introduced.

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 Manager (#) Administrators or local user group members with execution rights
8360 for this command.

traffic insight

traffic-insight <INSTANCE NAME>

Traffic Insight



[no] enable
[no] source ipfix

[no] monitor <NAME> type dns-average-latency

Description

Traffic insight monitors data collected from flow exporters like the IP Flow Information Export (IPFIX)
flow exporter. Traffic insight tracks multiple monitor requests simultaneously and provides monitor

reports for each request.

Parameter Description

<INSTANCE NAME>

Name of the traffic insight instance, string of maximum length up
to 32 characters.

[no] enable

Enable or disable this traffic insight configuration

[no] source ipfix

The traffic insight configuration uses this source protocol to
collect traffic flows. The only available protocol is ipfix.

monitor <INSTANCE NAME>

Enable flow monitoring on a traffic insight instance and configure
rules for filtering and grouping traffic flows.

type Specifies type of the monitor
dns-average-latency Monitors DNS request and response flows and provides average
dns-latency details per client. The Traffic Insight application flow
table in the database is updated every 5 minutes with dns average
latency information.
no Negate a command or set its defaults
Examples

The following example creates a traffic insight instance named TI_1:

switch(config)# traffic-insight TI_1

The following example deletes a traffic insight instance named T1_1:

switch(config)# no traffic-insight TI_1

The following example enables traffic insight instance for T1_1 instance:

switch(config)# traffic-insight TI 1:

switch (config-ti) #enable

The following example disables traffic insight instance for T1_1 instance:

switch (config)# traffic-insight
switch(config-ti) #no enable

The following example sets the source protocol for T1_1 instance to collect flows information from IPFIX:

AOS-CX 10.12 Security Guide | (8100, 8360 Switch Series)

224



switch(config)# traffic-insight TI_1
switch (config-ti)# source ipfix

The following example removed the source protocol for T1_1 instance:

switch(config)# traffic-insight TI_1
switch(config-ti)# no source ipfix

The following examples create a traffic insight monitor for dns-average-latency for the mnti3
instance:

switch (config-ti)# monitor mnti3 type dns-average-latency

Command History

Release Modification

10.12.1000 The dns-onboarding-latency sub-parameter was introduced.

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 config Administrators or local user group members with execution rights
8360 for this command.

Traffic Insight



Chapter 15

Client Insight

The Client Insight feature captures L2, L3, and L4 onboarding details such as time taken for
authentication, acquiring IP address and DNS resolution of the clients. The details published by the
Client Insight feature help in providing better insight into the client activities, using the Aruba Central
application. Client Insight can also be configured to generate event logs with client onboarding status.

Figure 1 Onboarding Event Workflow
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event send in senialized

DNS
g
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L2 Failure Success Failure / Timeout
On-boarding failure ; ) '
L2 failed Only one on-boarding event for each client

Central

Following is a brief explanation of the various stages in the feature:

m | 2 stage—Client undergoes authentication or authorization. If security is disabled on the port, then
the client is treated as L2 on-boarded client. For L2 clients undergoing authentication, RADIUS and
authentication latencies are published in the Client Insight table. Using the authentication start and
end time, port access publishes authentication start timestamp, end timestamp and authentication
latencies to the Client Insight table. It also publishes time taken by authentication methods to send
request and receive response from the RADIUS server. From these values, the following
authentication latency can be derived:

° dotlx radius latency—Time taken to complete 802.1x RADIUS authentication.

° macauth radius latency—Time taken to complete mac-auth RADIUS authentication.

radius_latency values are a subset of auth latency. Depending on the configuration, only
— one of either 802.1X and mac-auth RADIUS latency values is published. In case of concurrent
— onboarding or authentication precedence with priority, when both the methods are enabled,
both latencies are published.

m | 3 stage—Client acquires an IP address through the DHCP process, in case the onboarding latency
would be the time taken by the DHCP exchange. Onboarding details are captured for only those
clients that onboard the switch after enabling Client Insight configurations. Onboarding data will not
be available or published for the existing clients before the Client Insight feature is enabled.
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The DHCP discover, offer, request, and acknowledge (DORA) message exchange between client and
server need to be tracked to calculate per-client DHCP latency.

L4 stage—Client accesses DNS service for it's DNS name resolution use cases.

Client Insight feature is supported on AOS-CX 4100i, 6000, 6100, 6200, 6300, 6400, 8325, 8360, 8400,
and 10000 Switch Series.

Listed below are the prerequisties to configure Client Insight:

DHCP snooping must be enabled to capture the L3 onboarding status of clients. If DHCP snooping is
not enabled, then all clients are marked with L3 timeout as onboarding status.

Port access configuration is recommended if the authentication and latency values must be derived.
If port access is not configured, MAC learn is considered to be L2 onboarding success.

For average DNS latency, Traffic Insight instance must be configured for DNS packet sampling.

On platforms where the Traffic Insight feature is not available, the Average DNS Latency values are
not available.

Onboarding details will not be captured for clients onboarded during process restart.

There can be multiple onboarding event logs for a client if the client MAC ages out and rejoins
repeatedly.

UBT clients are ignored by Client Insight.

Upon successful L3 onboarding, if switch relearns the client's MAC after the MAC ages out, L3
onboarding timestamp values would be older than L2 onboarding timestamps.

In case of unavailability of L2 and L3 timestamps, the timestamp value in the onboarding event log
will be displayed as -1.

Following are some of the scenarios where the L3 timestamp could be unavailable:

° For clients onboarded while Client Insight is in disabled state, followed by feature enable and
client MAC being aged out and relearnt in switch.
In this scenario, the event log generated will have L2 timestamps but not L3 timestamps.

o For successfully onboarded clients who have acquired IP address. Switch reboot will flush client
MAC from the system and any traffic other than DHCP exchange will trigger client onboarding.
In this scenario, L3 timestamp will not be available since the DHCP exchange did not take place
during client onboarding.

When a client is authenticated using port access device-mode, all Client Insight entries on the port

except device MAC address will be cleared from the database. Further, Client Insight will only
monitor device MAC client on the port and ignore other clients.

Listed below are the limitations:

Client Insight



® Clients with static IP configuration—Static IP or static binding clients will enter L3 timeout state, as
DHCP process will not be triggered for them

® |2 and L3 stage timeout values are configured as 3 minutes and 2 minutes. These values cannot be
modified.

= For MAC authenticated clients, with concurrent onboarding or authentication priority, there is a delay
in initiating the onboarding event. This is because authentication precedence and priority status is
published only after the 802.1X authentication process is complete.

= [f the client onboarding is successful after the onboarding timeout, no new event is generated. To
check the current onboarding status, Aruba Central must monitor the events from appropriate
features (port access, DHCP snooping). The same is applicable for clients where the onboarding fails.

= Old L3 latency values are published when the port to which clients are connected flaps, as the client
will not trigger DHCP process after L2 authentication on rejoin.

= ND-snooping binding clients will enter L3 timeout state, as DHCP process will not be triggered for
them.

®m  UBT clients will not be monitored.
®m (Clients that are onboarded on the LAG interfaces will not be monitored.

® DHCP snooping must be enabled for L3 onboarding stage updates.
® A Traffic Insight instance must be created to check the average DNS latency values.

®  Authentication is not required for dynamic clients. Therefore, if port access is disabled on the port, it
will be considered as L2 successful soon after the MAC address is learnt.

How do you check for a client's onboarding history?

To check a client's onboarding history, validate the client's onboarding event logs using the sh events -
c client-insight -r command.

L3 latency data is not present for a client
if L3 latency data is not present for a client in the diag-dump output, validate the DHCP snooping
binding table.

Client details is missing in the client-insight table

If any client MAC address is not present in the MAC address table, the client-insight table will not have
any information regarding that client.

client-insight enable

client-insight enable
no client-insight enable

Description
Enables the Client Insight feature on the device. Client Insight is disabled by default at the device level.
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The no form of the command disables Client Insight.

Examples
Enabling the Client Insight feature:

switch (config) # client-insight enable

Disabling the Client Insight feature:

switch(config)# no client-insight enable

For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 config Administrators or local user group members with execution rights
8360 for this command.

client-insight on-boarding event logs

client-insight
event-log
client-onboarding

Description

Enables generation of event logs that lists the onboarding status of each client. Onboarding event logs
are disabled by default. For onboarding event logs to work, the Client Insight feature should be enabled
before client onboarding. Use the no form of the command to disable onboarding event logs for clients.

Parameter Description

event-log Configure client onboarding event logs.
client-onboarding Enable client onboarding event logs.
Examples

Enabling client onboarding event logs:

switch(config) # client-insight event-log client-onboarding

Client Insight



Disabling client onboarding event logs:

switch(config)# no client-insight event-log client-onboarding

|_—} For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 config Administrators or local user group members with execution rights
8360 for this command.

diag-dump client-insight basic

diag-dump client-insight basic

Description

Displays the status of the Client Insight feature—whether enabled or disabled globally. It also displays

latencies for all active clients that are onboarded.

Examples

switch# diag-dump client-in basic

[Start] Feature client-insight Time : Tue Jul 25 05:32:14 2023

[Start] Daemon client-insightd

Global client-insight = ENABLED
Client on-boarding event logs = ENABLED
Client dns on-boarding latency= ENABLED

Displaying client entries with (mac) as key.
Total number of entries: 2

MAC : 00:50:56:96:0e:3f
Overall on-boarding status : successful
Overall on-boarding failure reason : -

L2 on-boarding detail
L2 on-boarding status : successful
L2 on-boarding failure reason : -
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L2 on-boarding start time
L2 on-boarding end time

L2 on-boarding latency : 0 min,
802.1x RADIUS latency 3 =
MAC-Auth RADIUS latency 3 =

L3 on-boarding detail
IP on-boarding status 3
IP on-boarding failure reason 3 =
L3 on-boarding latency :

IPv4 on-boarding status
IPv6 on-boarding status 3 =

DHCPv4
Status : successful
Failure reason : -

Start time
End time

DNS details

DNS on-boarding status successful
Failure reason g =

Server IP: 11.11.11.2

On-boarding latency 0 min, 0 sec,

DNS request time
DNS response time

Average latency:

Server IP: 11.11.11.2

Average latency

DNS start time for latency calculation
DNS end time for latency calculation
Number of DNS requests

12.12.12.2

Server IP:

Average latency

DNS start time for latency calculation
DNS end time for latency calculation
Number of DNS requests

Server IP: 13.13.13.2

Average latency

DNS start time for latency calculation
DNS end time for latency calculation
Number of DNS requests

07/25/2023 05
07/25/2023 05
0 sec,

0 min,

07/25/2023 05:28:50.485325 UTC
07/25/2023 05:28:53.941117 UTC

0 us

successful

3 sec, 455792

successful

DHCPv6

Status

us

:28:50.495425 UTC
:28:50.495425

UTC

Failure reason : -

306 us
07/25/2023 05:28:59.656937 UTC
07/25/2023 05:28:59.657243 UTC

7091960 usec
07/25/2023 05:
07/25/2023 05:
14

7954 usec
07/25/2023 05:
07/25/2023 05:
12

7388 usec
07/25/2023 05:
07/25/2023 05:
12

23:
28:

23:
28:

Start time
End time

51.
51,

51,
51.

335296
323025

335296
323025

.335296
.323025

UTC
UTC

UTC
UTC
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[End] Feature client-insight

Diagnostic-dump captured for feature client-insight

|_—} For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 Operator (>) or Manager | Administrators or local user group members with execution rights
8360 (#) for this command.

show capacities client-insight-client-limit

show capacities client-insight-client-limit
Description

Displays the maximum number of clients supported by the Client Insight feature on the switch.

Examples

switch# show capacities client-insight-client-limit

System Capacities: Filter Client-Insight client limit
Capacities Name Value

|_—= For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.11 Command introduced.

Command Information
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Platforms Command context Authority

Operator (>) or Manager | Administrators or local user group members with execution rights
8100 (#) for this command.

8360

show capacities-status client-insight-client-limit

show capacities-status client-insight-client-limit

Description

Displays the maximum number of clients learnt by the Client Insight feature on the switch.

Examples

switch# show capacities-status client-insight-client-limit
System Capacities Status: Filter Client-Insight client limit
Capacities Status Name Value Maximum

Number of clients learnt by Client-Insight feature 0 4096

For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 Operator (>) or Manager Administrators or local user group members with execution rights
8360 (#) for this command.

show events -c client-insight
show events -c client-insight
Description

Displays all the events logged by the Client Insight feature.
Following events are logged by the Client Insight feature:

Client Insight



Table 1: Events Logged by Client Insight

Process

Severity

Message

Description

client-
insightd

Info

Client {mac} {vlans} on
{port name} successfully
on-boarded. Client on-
boarding started at {ob_
start ts}; L2 complete at
{12 _end ts}; L3 complete at
{13 end ts}

Client successfully on-
boarded with given
timestamp values.

client-
insightd

14302

Info

Client {mac} {vlans} on
{port name} partial success
in on-boarding. L2 status:
{12 ob state} L3 status:
{13 ob state}. Client on-
boarding started at {ob_
start ts};L2 complete at
{12 end ts}; L3 complete at
{13 end ts}

Client on-boarding is partial-
successful with given
timestamp values.

client-
insightd

14303

Info

Client {mac} on {port name}
failed to on-board with
status: {onboarding status}
reason_code: {failure

phase id}

Client failed to on-board with

given status and reason code.

client-
insightd

14304

Info

Maximum system wide client
limit {client-number}

reached

Maximum system wide client
limit is reached

client-
insightd

14305

Info

Maximum system wide client
limit {client-number}

reached

Maxiumum system wide
client limit is reached

client-
insightd

14306

Info

Client {mac} successfully
on-boarded on VLAN {vlans};
Client on-boarding started
at {ob_start ts}; L2
complete at {12 end ts}; L3
complete at {13 end ts};
ARP to GW response received
at {arp end ts}; DNS on-

boarding to (dns_server ip)

Client successfully on-
boarded with given
timestamp values.
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Process

Event
ID

Severity

Message

Description

completed at {dns end ts}

client-
insightd

14307

Info

Client {mac} on-boarded on
VLANs {vlans} and failed on
VLANs {failed vlans};
Client on-boarding started
at {ob_start ts}; L2
complete at {12 end ts}; L3
complete at {13 end ts};
ARP to GW response received
at {arp end ts}; DNS on-
boarding to (dns_server ip)
completed at {dns end ts};
L2 status {12 ob state}
failure reason code - {12
failure reason}; L3 status
{13 ob state} failure
reason code - {13 failure
reason}; DNS on-boarding
status {dns status}

failure reason code - {dns_

failure reason}

Client on-boarding is partial-
successful with given
timestamp values.

client-
insightd

14308

Info

Client {mac} failed to on-
board with status:
{onboarding status} in
failure phase: {failure
phase id} with reason:

{failure reason}

Client failed to on-board with
given status, phase_id and
reason code.

|_—= For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Modification

10.11

Command introduced.

Command Information
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Platforms Command context Authority

8100 Operator (>) or Manager Administrators or local user group members with execution rights
8360 (#) for this command.

show tech client-insight

show tech client-insight

Description

Displays if the global Client Insight and client on-boarding event log features are enabled or disabled.
Also displays the latencies for all active clients that are onboarded.

Examples

switch# show tech client-insight

Show Tech executed on Thu May 18 15:05:43 2022

[Begin] Feature client-insight

hhkrxhkhkhkhhkhkhkrhkhkrhkhkrhkkhkhkhkhkrkhxhkhkxkhkxk*k

Command : show client-insight

AKX KK A KA KR A KR AR AR AR AR AKRAKRAKRKAKRN AR KRR KKK
Client Insight Information:

Global client-insight = ENABLED
Client on-boarding event logs ENABLED

[End] Feature client-insight

Show Tech commands executed successfully

Displaying L2, L3 client latencies and details:

switch# show tech client-insight

Show Tech executed on Thu Sep 22 06:34:16 2022

[Begin] Feature client-insight

KAKRKAKRKAAKAAAA AN A A KA A A AN A A A A A A AKXk k K

Command : diag-dump client-insight basic
AKX A KA KR A KA A KR A KR AR A KRNI KA A KRN A AN AN AN AN KA KK KK

[Start] Feature client-insight Time : Thu Sep 22 06:34:16 2022

[Start] Daemon client-insightd

Global client-insight = ENABLED
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Client on-boarding event logs = ENABLED

Displaying client entries with (mac) as key.
Total number of entries: 1

MAC : 00:11:01:00:00:08

Overall on-boarding status g =
Overall on-boarding failure reason : -

L2 on-boarding detail

L2 on-boarding status : successful

L2 on-boarding failure reason : -

L2 authentication start time : 05/18/22 15:01:01.456789 UTC
L2 authentication end time : 05/18/22 15:01:02.123456 UTC
L2 authentication latency : 0 min, 0 sec, 666667 us
802.1x RADIUS latency 3 =

MAC-Auth RADIUS latency : 0 min, 0 sec, 332456 us

L3 on-boarding detail
L3 on-boarding status : in progress
L3 on-boarding failure reason g =
L3 on-boarding latency 3 =

IPv4 on-boarding status : successful
IPv6 on-boarding status 3 =

DHCPv4 DHCPvV6
Status : successful Status 3 =
Failure reason : - Failure reason : -
Start time : 05/18/22 15:01:02.456789 UTC Start time =
End time : 05/18/22 15:01:02.999988 UTC End time : -

VLAN 20
IP details
IPv4 on-boarding status : In Progress

IPv6 on-boarding status 3 =

DHCPv4 DHCPv6
Status : In Progress Status 3 =
Failure reason : - Failure reason : -
Start time : 05/18/22 15:01:03.256485 UTC Start time : -
End time 3 = End time 3 =

DNS details

Server IP: 172.16.1.8

Average latency : 0 min, 0 sec, 432456 us

DNS start time for latency calculation : 05/18/22 15:01:03.123456 UTC
DNS end time for latency calculation : 05/18/22 15:01:03.425466 UTC
Number of DNS requests : 16
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Server IP: 2003::1

Average latency : 0 min, O sec, 432456 us

DNS start time for latency calculation : 05/18/22 15:01:03.123456 UTC
DNS end time for latency calculation : 05/18/22 15:01:03.425466 UTC
Number of DNS requests : 16

[End] Feature client-insight

Diagnostic—-dump captured for feature client-insight

[End] Feature client-insight

Show Tech commands executed successfully

Show Tech took 43 seconds for execution

|_—} For more information on features that use this command, refer to the Security Guide for your switch model.

Command History

Release Modification

10.11 Command introduced.

Command Information

Platforms Command context Authority
8100 Operator (>) or Manager | Administrators or local user group members with execution rights
8360 (#) for this command.
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Chapter 16
PKI

The public key infrastructure (PKI) feature enables administrators to manage digital certificates on the
switch. The switch uses certificates to validate SSH clients when acting as an SSH server, and when
communicating with syslog servers when TLS encryption is used.

Digital certificate

A digital certificate is an electronic form of identification that stores important information about an
entity (such as a computer, program, or website). Certificates help secure digital transactions by
enabling the end parties to validate each other's identity. Digital certificates are issued by a certificate
authority (CA) and are composed of an encoded string of characters (usually stored in a file). For
example:

MIIDsDCCApgCCQDJotuPPj9GCDANBgkghkiGOwOBAQsAADCBgzELMAKGAIUEBOh
VVMxEzARBgNVBAgMCkNhbG1lmb3JuaWExEDAOBgNVBAcCBM1JvY2tsaW4xDDAKBg
BAOMAOhQTJEVMBMGA1UECWWMSFBOUM9zZXZpbGx1MSokwAYDVQQODDCFocG5zdz

MioDy0096DvSMPsnOal+jnZ3RA0zN8y+nLgotXUsg36p0/Ncc51oQhyUdcAbgAl
rzSLgyTnpXZKumvlaoTk3pzrIf7m5V103GTbgHGSFCzgO6QWxVxu9d7julo59S
aOIT7JSsYI5SLsLpVz9729S599r)/1LoH+rLN1IRDVXpS+J51

The switch can import PEM encoded ITU-T X.509 v3 certificates. (Certificates can be converted to human-
readable form using a software decoder.)

An X.509 digital certificate typically includes the following information:

= Signature algorithm: The cryptographic algorithm used to generate the digital signature.
= Signature value: Digital signature of the certificate generated using the CA's private key.
= Version number: X.509 version number.

® Serial number: Certificate serial number.

= |ssuer name: Name of the certificate authority (CA) that issued the certificate.

= Validity period: Beginning and ending dates.

® Subject name: Name of the entity to which the certificate is issued.

® Subject public key and key algorithm.

m Key usage extension: Purpose of the certificate.

Certificate authority

A certificate authority (CA) is an entity that can issue and sign digital certificates. A CA can be a well-
known, trusted commercial company, or a private entity controlled by your organization. For a
commercial CA, the CA validates the credentials of a user before issuing a certificate and signing it,
guaranteeing a certificate holder's identity. For a private CA, self-signed certificates can be generated as
needed for devices on your network without paying a commercial company.
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Root certificate

Aroot certificate is a self-signed certificate that is deemed the root of trust for a certificate chain. This is
the certificate that identifies a CA, and is used by the CA to sign any certificates that it issues. When two
peers attempt to establish a secure connection, they use the CA's public key to verify that each other's
certificates were indeed signed by a trusted certificate authority.

Each root CA certificate has a unique fingerprint, which is the hash value of the certificate content. The
fingerprint of a root CA certificate can be used to authenticate the validity of the root CA.

In a certificate chain, the root CA generates a self-signed certificate, and each lower level CA holds a CA
certificate (intermediate certificate) issued by the CA immediately above it. The hierarchy of these
certificates forms a chain of trust.

Leaf certificate

This is the certificate used by a software entity, such as a syslog client, to identify itself to a peer when
establishing a secure connection.

Intermediate certificate

An intermediate certificate is a CA which has been issued by the root certificate or by another
intermediate certificate. Intermediate CAs can issue leaf certificates and sit in between the root and leaf
certificates. The use of an intermediate CA allows administrators to segregate their PKI groups.

Trust anchor

This is the certificate that acts as the base of trust for the validation of other certificates. A trust anchor
can be a root or intermediate certificate issued by a CA.

OCsP

The online certificate status protocol (OCSP) is a real-time method for determining the revocation status
of a certificate. When two peers attempt to establish a secure connection, they can query an OCSP
responder to determine the status (valid or revoked) of each other's certificates. The OCSP responder
for a certificate is typically provided by a server managed by the CA that issued the certificate.

The AOS-CX Switch Series switches provides for installation of certificate authority (CA) certificates and
the generation and installation of leaf certificates.

Trust anchor profiles

The switch supports 64 trust anchor (TA) profiles. Each TA profile stores a trusted CA certificate. The
certificate can be either a root CA certificate, which must be self-signed, or an intermediate CA
certificate that is issued by another CA.

The certificate must have its BasicConstraints field with CA key set to true, and its KeyUsage extension field
set with keyCertSign and/or cRLSign.

CA certificates are used to:

® Validate the certificates that remote peers present when attempting to establish a secure connection
with a service on the switch, for example, the SSH server.
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® Validate leaf certificates installed on the switch that are used, for example, by the syslog client, the
Web Ul, or REST API.

The TA profile also enables configuration of real-time checking of certificate revocation (through OCSP).

Leaf certificates

Leaf certificates can be installed on the switch for use by features such as the syslog client, the Web Ul,
or REST API. If you are purchasing a certificate from a trusted CA, the switch can generate the certificate
signing request (CSR) that is used to obtain the certificate. The switch can also directly generate self-
signed certificates. Alternatively, the certificate and private key can be generated outside the switch and
then imported. X509 certificate management software such as OpenSSL can be used to generate the
private key and CSR and then combine the certificate and private key into one PEM or PKCS#12 file
suitable for importation into the switch.

Mandatory matching of peer device hostname

While validating the peer device certificates, the switch checks that the peer device configured
hostname matches either the Subject Alternative Name (SAN) field or the Common Name (CN) within
the certificate Subject field. If the SAN field is present and matches the hostname, validation succeeds,
otherwise it fails. If the SAN field is not present, and the CN matches the hostname, validation succeeds,
otherwise it fails.

EST (Enroliment over Secure Transport) (RFC 7030) defines the protocol that devices use to request
trusted certificate authority (CA) certificates and to enroll / re-enroll device certificates from CA services
using secure channels, specifically HTTP over TLS.

Devices can be configured to request the trusted CA certificates and to request enroliment, and re-
enrollment of device certificates automatically, without the need for administrator intervention, while
maintaining the security and integrity of the whole enrollment process.

The switch includes an EST client implemented as a part of the PKl infrastructure.

For detailed CLI command descriptions, see:

— = PK| commands

® PK| EST commands

EST usage overview

® The EST client on the switch requires EST profile configuration, including EST server URL and the VRF
providing HTTP connection to the EST server.

® At the time the URL is set in the EST profile, the switch connects to the EST server and downloads the
trusted CA certificate chain. To accommodate CA certificate updates, the certificate chain is also
downloaded before a certificate enroliment or re-enrollment is attempted.

® EST supports up to:
°© 16 EST profiles
° 63 trusted CA certificates downloaded from EST servers.
o 18 device certificates enrolled through EST services.
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m EST profile configuration is supported through the CLI and the REST APl PKI_EST Profile.

® (A certificate request and device certificate enroliment is supported through the CLI and the REST
custom APl certificateManager /certificate

Prerequisites for using EST for certificate enrollment

® Establish the PKI infrastructure for you organization, with the CA chain and service ready to issue
certificates. Issue a service certificate for the EST server.

® |nstall the root CA certificate in a TA profile on the switch that will validate the EST server certificate
using CLI commands crypto pki ta-profile and ta-certificate.

® QOptionally, preconfigure an EST client certificate on the switch.

® Make the EST server reachable from the switch. Connect the CA service(s) to the EST server. If there is
a client certificate for the EST client, install the root CA certificate on the server that will validate the
client certificate.

EST profile configuration

In the global configuration context, create an EST profile and enter its context:
crypto pki est-profile <EST-NAME>

In an EST profile context, configure the EST profile parameters using these commands:

url <URL>

vrf <VRF-NAME>

username <USERNAME> password [ciphertext <CIPHERTEXT-PASSWORD> |
plaintext <PLAINTEXT-PASSWORD>]

retry-interval <INTERVAL>

retry-count <RETRIES>

arbitrary-label <LABEL>

arbitrary-label-enrollment <LABEL>

arbitrary-label-reenrollment <LABEL>

reenrollment-lead-time <LEAD-TIME>

Certificate enrollment

In the global configuration context, create a certificate and enter its context:
crypto pki certificate <CERT-NAME>

In a certificate configuration context, configure the certificate parameters:

key-type {rsa [key-size <K-SIZE>] | ecdsa [curve-size <C-SIZE>]}
subject [common-name <COMMON-NAME>]

[country <COUNTRY>]

[locality <LOCALITY>]

[org <ORG-NAME>]

[org-unit <ORG-UNIT>]

[state <STATE>]

In a certificate configuration context, enroll the certificate using an EST service:
enroll est-profile <EST-NAME>

Certificate re-enrollment

® The re-enrollment request is sent automatically to the same EST server that was used for the original
enrollment.
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= The switch presents the enrolled certificate being re-enrolled to the EST server for authentication. If
the certificate has expired or authentication fails for any reason, the switch falls back to using the EST
client certificate or the username and password in the EST profile, whichever is configured, and
performs a new certificate enrollment.

® Re-enroliment lead-time is configurable in the EST profile using CLI command reenrollment-lead-
time. It sets the number of days before certificate expiry date that certificate re-enroliment will be
initiated.

Checking EST profile and certificate configuration

Show the list of EST profiles or details of a specific EST profile:
show crypto pki est-profile [<EST-NAME>]

Show a list of TA profiles whether directly configured or EST-enrolled, or details of a specific TA profile:
show crypto pki ta-profile [<TA-NAME>]

Show the list of certificates whether directly configured or EST-enrolled, or details of a specific
certificate:
show crypto pki certificate [<CERT-NAME> [plaintext | pem]]

Show all certificates assigned to the switch EST client as well as certificates that are assigned to other
applications on the switch.:
show crypto pki application

EST best practices

Ensure the following:

= Atime synchronization service is used on both the switch (the EST client) and the EST server.

® |n all CA certificates, the Basic Constraints field has ca set to true, pathlen is set appropriately, and
Key Usage iS set with keyCertSign.

® |n all leaf certificates, the Extended Key Usage field is set with the appropriate purpose as follows:

o For server certificates, set with serverauth. The Key Usage field has at least one of
digitalSignature, keyEncipherment, Of keyAgreement.

o For client certificates, set with clientauth. The Key Usage field has atleast one of
digitalSignature, OI keyAgreement.

® The EST server is configured to include the intermediate issuer CA certificates in the trusted CA
certificate chain that the EST server sends to the switch (the EST client) upon request.

This example illustrates the configuration of an EST profile and enrolling application certificates using an
EST server.

Prerequisites:

" An EST server is reachable from the switch management port.
= Availability of the root CA certificate used to validate the server certificate.

This example shows the following:

® |nstalling the root CA certificate as a TA profile for validation of the EST server certificate.

= Configuring an EST profile with the EST server information, including the username and password for
client authentication and the EST server URL.
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® |ssuing a request to enroll a leaf certificate using the EST server.
= Assigning the enrolled certificate to the EST client and syslog client on the switch.

Each section in the below example is preceded by descriptive text.

Example

The switch in its default configuration state.

switch# show running-config
Current configuration:
|
!Version AOS-CX FL.10.06.0001CM
lexport-password: default
user admin group administrators password ciphertext AQBapTLgcT+DNrtdObmdXIP2LOAY
NUpwwyQEIZX40MKtwlXcYgAAAOMK] fxH+ugf3Fe2Jullar2ukKG7A/R6bgMO/ZHS364N0OmMpXV/Ko37ZhCg
cFpa0OJsk01+IJPRUkbpigCeEObM670d8/vrASJaO6EA]+RBnWCrifwdChcUUS3XpbCUL7dmxYHNg
|
g
ssh server vrf default
ssh server vrf mgmt
vsf member 1
type jl668a
vlian 1
spanning-tree
interface mgmt
no shutdown
ip dhcp
interface 1/1/1
no shutdown
no routing
vlan access 1
interface 1/1/2
no shutdown
no routing
vlan access 1
interface 1/1/3
no shutdown
no routing
vlan access 1

interface 1/1/26

no shutdown

no routing

vlan access 1
interface 1/1/27

no shutdown

no routing

vlan access 1
interface 1/1/28

no shutdown

no routing

vlan access 1
interface vlan 1

ip dhcp
|
1
https-server vrf default
https-server vrf mgmt
switch#
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The mgmt port is connected to a network with DNS available and the
EST server reachable.

switch# show interface mgmt

Address Mode : dhcp

Admin State : up

Mac Address : 38:21:¢c7:59:cd:81
IPv4 address/subnet-mask : 999.100.205.146/24
Default gateway IPv4 : 999.100.205.1

IPv6 address/prefix g
IPv6 link local address/preflx fe80::3a21:c7ff:fe59:cd81/64
Default gateway IPv6
Primary Nameserver
Secondary Nameserver
switch#

Configure the root CA cert as a TA profile that will validate the server cert.

switch# config

switch (config) #

switch(config)# crypto pki ta-profile root-ca-for-est-server

switch (config-ta-root-ca-for-est-server) #

switch (config-ta-root-ca-for-est-server)# ta-certificate import terminal

Paste the certificate in PEM format below, then hit enter and ctrl-D:

switch (config-ta-cert)# ----- BEGIN CERTIFICATE-----

NVBAYTonfig-ta-cert)# MIIB2DCCAX6gAwIBAgIJAKtmIVZZy9IRAMAOGCCgGSM4 9BAMCMGIxCzAJBY
QKEwNIonfig-ta-cert)# ALlVTMQOswCQYDVQQIEwWJDQTESMBAGALIUEBxMJUm9zZXZpbGx1MOwwCgYDVQ
OyMDAlonfig-ta-cert)# UEUxDjAMBgNVBAsTBUFydWJhMROWEgYDVQODEwtkYW51c3QtcmOvdDAeFw

YDVROPonfig-ta-cert)# VCnKTlhxfmV72nfxYpI979UsopuP5nCjHTALMAWGALIUJEWQFMAMBAf8wCwW
eobyNOonfig-ta-cert) # BAQDAgEGMA0OGCCOGSM49BAMCAOGAMEUCIQDb/uHvU8DFRTyfnPOwkli6sd
c=00 (config-ta-cert) # UvUO5t7/rrVxRQIgMHGjHhaN1lnkjYBG8Ei3C1UDILiK107McMTCWV0o4Ik5
switch (config-ta-cert)# ----- END CERTIFICATE-----
switch (config-ta-cert) #
The certificate you are importing has the following attributes:
Subject: C = US, ST = CA, L = Roseville, O = HPE, OU = Aruba, CN = danest-root
Issuer: C = US, ST = CA, L = Roseville, O = HPE, OU = Aruba, CN danest-root
Serial Number: 0xAB6626FXXXXD45D
TA certificate import is allowed only once for a TA profile
Do you want to accept this certificate (y/n)? y
switch (config-ta-root-ca-for-est-server) #
switch (config-ta-root-ca-for-est-server) # exit

(

(

switch (confiqg) #
switch (config) # show crypto pki ta-profile

TA Profile Name TA Certificate Revocation Check

root-ca-for-est-server Installed, valid disabled

switch (config) #

Configure the EST profile with the EST server URL, username/password.
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switch (config)# crypto pki est-profile test-est-server
switch(config-est-test-est-server) #

switch(config-est-test-est-server)# user fred password plaintext barney

switch (config-est-test-est-server) #

switch (config-est-test-est-server)# url https://999.0.10.229:8443/.well-known/est
switch(config-est-test-est-server) #

switch (config-est-test-est-server)# exit

switch (config) #

At the time the EST URL is set, the switch sends a request to the EST server to
get the set of trusted CA certs. If that is successful, TA profiles will be
auto-created for those CA certs.

Display the list of TA profiles and EST profile details.

switch (config) # show crypto pki ta-profile

TA Profile Name TA Certificate Revocation Check
test-est-server-est-tal0 Installed, wvalid OCSP
test-est-server-est-tal2 Installed, valid OCSP
test-est-server-est-tal5 Installed, valid OCSP
test-est-server-est-tall Installed, valid OCSP
root-ca-for-est-server Installed, wvalid disabled
test-est-server-est-tal4 Installed, valid OCSP
test-est-server-est-tal3 Installed, valid OCSP

switch (config)# show crypto pki est-profile
Downloaded Enrolled
Profile Name TA Profiles Certificates

test-est-server 6 1

switch(config)# show crypto pki est-profile test-est-server

Profile Name : test-est-server

Service VRF : mgmt

Service URL : https //999.0.10.229:8443/.well-known/est
Arbitrary Label : not configured
Arbitrary Label Enrollment : not configured
Arbitrary Label Reenrollment : not configured

Authentication Username : fred

Authentication Password
AQBapR7ndgokalWQUQvK+Dvd3S6m+s9fdaPdekaIYEMnMBgAAAHthl1YWA

Retry Interval : 30 seconds
Retry Count : 3 times
Reenrollment Lead Time : 2 days

Downloaded TA Profiles 3 6
Enrolled Certificates 2
cert-for-app
switch (config) #

Originally, the switch only has two built-in certificates.
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switch (config) # show crypto pki certificate

Certificate Name Cert Status EST Status Associated Applications
device-identity installed n/a none
local-cert installed n/a dotlx-supplicant,

est-client, hsc,
https-server,
syslog-client

Create a new certificate, configure its key type, key size, and subject fields.

switch (config) # crypto pki certificate cert-for-app

switch (config-cert-cert-for-app) #

switch (config-cert-cert-for-app) # key-type ecdsa curve-size 521
switch (config-cert-cert-for-app) #

switch (config-cert-cert-for-app)# subject

Do you want to use the switch serial number as the common name (y/n)? n
Common Name: 999.100.205.146

Org Unit: Aruba-Roseville

Org Name: HPE

Locality: Roseville

State: CA

Country: US

switch (config-cert-cert-for-app) #

Request to enroll the certificate through the EST server.

switch (config-cert-cert-for-app) # enroll est-profile test-est-server

You are enrolling a certificate with the following attributes:

Subject: C=US, ST=CA, L=Roseville, OU=Aruba-Roseville, O=HPE,
CN=999.100.205.146

Key Type: ECDSA (521)

Continue (y/n)? y

Certificate enrollment via test-est-server has been initiated. Please use
'show crypto pki certificate cert-for-app' to check its status.

switch (config-cert-cert-for-app) #

Check the cert status to see if enrollment is successful. It is.

switch (config) # show crypto pki certificate

Certificate Name Cert Status EST Status Associated Applications
device-identity installed n/a none
local-cert installed n/a dotlx-supplicant,

est-client, hsc,

https-server,

syslog-client
cert-for-app installed enroll success none
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switch (config-cert-cert-for-app) #
switch (config-cert-cert-for-app) # exit
switch (config) #
switch(config) # show crypto pki certificate cert-for-app pem
Certificate Name: cert-for-app
Associated Applications:
est-client
Certificate Status: installed
EST Status: enroll success
Certificate Type: regular
Intermediates:
Subject: C = US, ST = CA, O = HPE, OU = Aruba, CN = danest-int2
Issuer: C = US, ST = CA, O = HPE, OU = Aruba, CN = danest-intl
Serial Number: 0x02
Subject: C = US, ST = CA, O = HPE, OU = Aruba, CN = danest-intl
Issuer: C = US, ST = CA, L = Roseville, O = HPE, OU = Aruba, CN = danest-
root
Serial Number: 0x01
Subject: C = US, ST = CA, L = Roseville, O = HPE, OU = Aruba, CN = danest-root
Issuer: C = US, ST = CA, L = Roseville, O = HPE, OU = Aruba, CN = danest-
root
Serial Number: 0xAB6626FXXXXD45D

MIICizCCAjKgAwIBAgICAIgwCQYHKoZIZzjO0EATBOMQOswCQYDVQOGEWJVUZzELMAKG
A1UECBMCQOExDDAKBgNVBAOTAOhQRTEOMAWGA1UECXMFQXJ1YmEXFDASBgNVBAMT
C2RhbmVzdClpbnQyMB4XDTIwWMTAYyODESNTczOVOXDTIWMTEYNTESNTczOVowbzEL

RTEOMAWGA1UECxXMFQXJ1YmExXFDASBgNVBAMTC2RhbmVzdClpbnQxggECMAkGBYQG
SM4 9BAEDSAAWRQIgVC1kVIewXhpBSQVgVsQ36MbzrhR4XsaGbQeu7+08gbUCIQCH
cS17gcLbNxJ1WVr2jnZpPBxy9vID38F]jirJiGZ5cZw==

MIIBpzCCAU2gAwWIBAgGIBAjAJTBgcghkjOPQOBME4xCzAIJBgNVBAYTAIVIMOSWCQYD
VQQIEwJDQTEMMAOGA1UEChMDS FBFMQ4wDAYDVQQLEWVBcnViYTEUMBIGAL UEAXML
ZGFuZXNOLW1udDEwHhcNMj AwNT IwMDUyNDEXWhcNMzAwNTE4MDUyNDEXW ) BOMQsw

7TovbXodgN81gDvB11VTJIY1LBSz19FKMAMBSwWDAYDVROTBAUWAWEB/ zZALBgNVHQ8E
BAMCAQYWCQYHK0ZIz]jOEAQNJADBGAIEA+13x7KEZsxObVruMlkwgWe+QX1iLKbgNL
fL0773sSMhYCIQD/dFBkH/yNONFzb3wI70a00083HY2p/47t2pIBk/INfg==

MIIBuTCCAWGGAwIBAGIBATAJBgcqhkijOPQOBMGIXCzAJBGNVBAYTALVTMOSWCQYD
VQQIEwJDQTESMBAGA1UEBxMJUM9z ZXZpbGx1MOwwCqYDVQQKEWNIUEUxDj AMBGNV
BASTBUFydWJhMRQWEgYDVQQDEwtkYW51c3Qtcm9vdDAe Fw0yMDAIMAWNTE 1M Na

BgNVHRMEBTADAQH/MASGA1UdDWQEAWIBBjAJBgcghk JOPQOBAOCAMEQCIGr1ZmBX
SmbhDvGI9pRiXGO0YMqVbvZd37jROAE+mEk2j fAiBFGhzMjUadhQbuPUTNs9A7bdYk
wej0mJeSbRpd7sqwRQ==

MIIB2DCCAX6gAWIBAGIJAKtmIVZZyIRAMAOGCCgGSM4 9IBAMCMGIxCzAJBgNVBAYT
A1VTMQOswCQYDVQQIEwJDQTESMBAGALUEBxMJIUM9z ZXZpbGx1MOwwCgYDVQOKEWNT
UEUxDjAMBgNVBAsTBUFydWJIhMRQWEgYDVQQODEwtkYW51c3Qtcm9vdDAeFwOyMDAL

VCnKT1lhxfmV72nfxY¥pI979UsopuP5nCjHTADMAWGALUJEWQFMAMBAf8wCwYDVROP
BAQDAgEGMA0OGCCgGSM4 9BAMCAOgAMEUCIQDb/uHvUSDFRTyfnP9wkli6sdeo6yNO
UvUO5t7/rrVXRQIgMHGjHhaN1nkjYBG8Ei3C1UDILiK107McMTCWVo4Ik5¢c=

switch (config) #
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Initially, all applications use the default local-cert.

switch (config)# show crypto pki application

Associated Applications Certificate Name Cert Status

est-client not configured, using local-cert
https-server not configured, using local-cert
syslog-client not configured, using local-cert

switch (confiqg) #

Assign the newly enrolled cert to applications as desired.
In this example, the cert is assigned to the est-client and syslog.

switch (config) # crypto pki application est-client certificate cert-for-app
switch(config)# crypto pki application syslog-client certificate cert-for-app
switch (config) #

switch (config)# show crypto pki application

Associated Applications Certificate Name Cert Status

est-client cert-for-app valid

https-server not configured, using local-cert
syslog-client cert-for-app valid

switch (config) #

This example shows the following:

® |nstalling a root CA as a TA profile.
® (Creating a CSR for a leaf certificate.

® |nstalling the signed leaf certificate issued by an intermediate CA. The intermediate CA certificate is
included after the signed leaf certificate.

Each section in the below example is preceded by descriptive text.

Example

Install root CA as a TA profile

switch (config) # crypto pki ta-profile root

switch (config-ta-root)# ta-certificate import terminal

Paste the certificate in PEM format below, then hit enter and ctrl-D:

switch (config-ta-cert)# ----—- BEGIN CERTIFICATE-----

switch (config-ta-cert)# MIIGATCCA+mgAwIBAgIJAL/JIZfJ0GpcMAOGCSgGSIUAMIGOMOswCQYD
switch (config-ta-cert)# VQQGEwWJVUzETMBEGA1UECAWKQ2FsaWZvcmbpYTESBwwJUmM9zZXZpbGx1
switch (config-ta-cert)# MQwwCgYDVQQKDANIUEUXEzARBgNVBAsSMCk51dmcxFTATBgNVBAMMDFR1
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switch (config-ta-cert) # rvadRXSAsUlevJRNNOyINrEJyOfUX2hAfLaiBYP+In6gKTAwVh1xLiXn
switch (config-ta-cert)# LlryAb2/god4BTYjil3eJyXxweUHheuBeesEslBawLv0OcPCQPTTdbc970
switch (config-ta-cert)# iWbyAmfSpD/TS3AgCLNBFPKEKsmsOf0LF3/C9dRUXjIHT/LDBr+1gzY3
switch (config-ta-cert) # m2NCvxY=

switch(config-ta-cert) # ----—- END CERTIFICATE-——--

switch (config-ta-cert) #

The certificate you are importing has the following attributes:

Subject: C = US, ST = California, L = Roseville, O = HPE, OU = Networking,

CN = Test CA root, emailAddress = generic@corp.com

Issuer: C = US, ST = California, L = Roseville, O = HPE, OU = Networking,

CN =Test CA root, emailAddress = generic@corp.com

Serial Number: 0xBFC92197xxXXXXXXX

TA certificate import is allowed only once for a TA profile

Do you want to accept this certificate (y/n)? y

switch (config-ta-root)# exit

Create a CSR for a leaf certificate

switch (config)# crypto pki certificate leaf

switch (config-cert-leaf)# subject

Do you want to use the switch serial number as the common name (y/n)? y

Common Name: SGIZxxXXXX

Org Unit:

Org Name:

Locality:

State:

Country:

switch (config-cert-leaf) # enroll terminal

You are enrolling a certificate with the following attributes:

Subject: C=<empty>, ST=<empty>, L=<empty>, OU=<empty>, O=<empty>,
CN=SG9ZxxXXXXX

Key Type: RSA (2048)

Continue (y/n)? y

MIICWjCCAUICAQIWFTETMBEGA1UEAWWKUOC5WktONDAWSOZIhveN
AQEBBQADggEPADCCAQoCggEBAMKdtoucDEMeuZjPGvCcWTm4D39A
WBASK/bdudvM1E2B/uirU2TX7mF61N30akClSxZ0oofZAmBPCzI3

wZtb5c8fYCSR+TpLwZAdoXrvGJdqdlaGzVe/kVib7rMoulBksfBo/
JwO+7x8Vn5h1dGCrsl19CPJienni/fgq24+1CJzspMbYIBKU9EIL+P
SND9BmMNOIzEmMDO26F+Ip74DgFCIYjXt13uPJk4cwIkXql2lhlcrG
UlatpvJNEpZOtfoEryDJSsOpHXky7Vj1ltYABIuDy

Install the signed leaf certificate issued by an intermediate CA. The
lintermediate CA certificate is included after the signed leaf certificate.

switch (config-cert-leaf)# import terminal ta-profile root

Paste the certificate in PEM format below, then hit enter and ctrl-D:
switch(config-cert-import)# ----—- BEGIN CERTIFICATE-----

switch (config-cert-import)# MIIEKTCCAhGgAwWIBAgIJAOILSOoBmKxtbMAOGCSgGSIYxCzAJBgNV
switch (config-cert-import) # BAYTAkKkFVMRUwWEwWYDVQQIDAxJbnR1lcml1lZGNVBAOMGE1udGVybmV0
switch (config-cert-import)# IFdpZGdpdHMgUHR5IEx0ZDENMASGALUEAWOYMDAIMTQyMDI3MT1a
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switch (config-cert-import
switch (config-cert-import
switch (config-cert-import

# axnZcIaNp4eNi95in+TvckXA0eMLScNyR7IF+Win56H0fQKYsHp/
# j1llbCkyBlxKnn6IpzIj/hvAx3NpAOjXx/qJA+V/cltaAL6+QPZmI
# vr5GZsoV72BHFOXxoteZ1lmWMUAV1dYXXP2DzEUbttr9zojwzOMyK
#

switch (config-cert-import 0z5tcO0B1lGfJAtghykw==
switch (config-cert-import)# ----- BEGIN CERTIFICATE-----

switch (config-cert-import
switch (config-cert-import
switch (config-cert-import

# MIIFyzCCA70gAWIBAgIJAOLILSOBmMKxtwMAOGCSgGCIGOMQswCQYD
# VQOGEWJVUzETMBEGA1UECAWKQ2FsaWzZvclUEBwwJUmM9zZXZpbGx1
#

( )
( )
( )
( )
switch (config-cert-import)# ----- END CERTIFICATE-----
( )
( )
( )
( ) MOwwCgYDVQOKDANIUEUxXxEZARBgGNVBAsMCmcxFTATBgNVBAMMDFER1

switch (config-cert-import) # LMI9DV3YNWOM4UMMP2HXaDDfgxZPX9Zsj6Gl/stRCh8SVEsF2duYR
switch (config-cert-import) # SbrLfEpiDhXrzZVXxF911jRABO2JPLSUufg7xr6M/K5aCujxVYzK7
switch (config-cert-import) # DQaCEwSNImClvpYlY2TG3d1lUQPZDeQOAHWuUBd4HewgDHWEp/T04=
switch (config-cert-import)# ----- END CERTIFICATE--——-—

switch (config-cert-import) #

Leaf certificate is validated with root and imported successfully.

switch (config-cert-leaf) #

This procedure describes how to create (wholly inside the switch) and install a self-signed X.509 leaf
certificate. And associate it with one of the following switch features: syslog client, HTTPS server, or HSC
(hardware switch controller).

Procedure

1. Create a leaf certificate context with the command crypto pki certificate. This switches to the
leaf certificate configuration context.

Define leaf certificate properties with the command subject.

Set the encryption key type for the leaf certificate with the command key-type.
Generate and install the self-signed certificate with the command enroll self-signed.
Exit the leaf certificate context with the command exit.

Associate the leaf certificate with a switch feature (syslog client, HTTPS server, or HSC) with the
command crypto pki application.

o v A WN

Example

This example:

® Creates the leaf certificate context.

® Defines the leaf certificate characteristics.

® (Creates and installs the self-signed leaf certificate.

® Associates the leaf certificate with the syslog client (application) on the switch.

switch (config) # crypto pki cert SS_IC
8400X (config-cert-SS LC)# subject common-name SSLeaf country US
state CA locality Rocklin org Company org-unit Site
8400X (config-cert-SS LC) # key-type rsa key-size 3072
8400X (config-cert-SS LC)# enroll self-signed
You are enrolling a certificate with the following attributes:
Subject: C=US, ST=CA, L=Rocklin, OU=Site, O=Company,
CN=SSLeaf
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Key Type: RSA (3072)

Continue (y/n)? y

Self-signed certificate is created and enrolled successfully.

8400X (config-cert-SS LC) # exit

switch(config)# crypto pki application syslog-client certificate SS_LC

This procedure describes how to install a self-signed X.509 leaf certificate (that was created outside the
switch). And then associate the certificate with one of the following switch features: syslog client, HTTPS
server, or HSC (hardware switch controller).

Prerequisites

A self-signed leaf certificate (including private-key data) must be created outside the switch.

Procedure

1. Create the leaf certificate context with the command crypto pki certificate Which then
switches to the created leaf certificate context.

2. Import the leaf certificate data into the switch with the command import (self-signed leaf

certificate).
3. Exit the leaf certificate context with the command exit.

Associate the leaf certificate with a switch feature (syslog client, HTTPS server, or HSC) with the
command crypto pki application.

Example

This example:

® (Creates the leaf certificate context.
® |mports the self-signed leaf certificate.
® Associates the leaf certificate with the syslog client (application) on the switch.

switch (config)# switch(config)# crypto pki certificate SS_LC2

switch (config)# switch (config-cert-SS LC)# import terminal self-signed

Paste the certificate in PEM format below, then hit enter and ctrl-D:

switch (config-cert-import) # ----- BEGIN CERTIFICATE-----

switch (config-cert-import)# MIIFRDCCAyygAwIBAgIQP8nnS2Vpl5ul07xXMdktDJIzANBgkghkiG9
switch (config-cert-import) # MQOswCQYDVQGEwWJVUEOMAWGA1UECgwFXJ1YmxDAOgNBAMMB1 Jvb3gw
switch (config-cert-import)# HhcNMTKkNDEwMjIwNT1WhcjIwMTAOM]IWNE1WjBzQswQYDVQQGEwWJIV

switch (config-cert-import) # 1fIYZYGQylaOAwFuPTTxBXHYWRxTPbUYUS5tumJrfwRPmME40OVY8S9D
switch (config-cert-import) # 1INGNm3NGO3GgPScs/TFI9bVyFA5SBOrS51mm7kNfRY1K8D/kMTfRreS
switch (config-cert-import)# YQlulNgShps=

switch(config-cert-import)# ----- END CERTIFICATE-----

switch(config-cert-import)# ----- BEGIN ENCRYPTED PRIVATE KEY-----

switch (config-cert-import) # MIIFDJjBABgkghkiG9wBBQOwMzAbBgkgkiw0QwwDQImNpJIMN7sVGwC
switch (config-cert-import)# MBQGCCgGSIb3DQOMHALt+2gadNAASCMgS5LYJ4AFM3EffhH5p51Ggr8
switch (config-cert—import)# IJ6L/UhEtH523nUkdV6gvoAWgoYaeD83PeswToAGV5VS8OMFTPttr

switch (config-cert-import) # OgSecgZsG6arbx0ESaYBirlc/6rPslpcjbDxw283DiD1MWOpeoS2a
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switch (config-cert-import) # iKnXnUMpVPfLc74ty2S41DtHO0X9Sgf6aalljiStg+N7cNDIXEGt]/
switch (config-cert-import) # cbid=

switch(config-cert-import)# ----- END ENCRYPTED PRIVATE KEY-----

switch (config-cert-import) #

Enter import password: ****xxx%*

Leaf certificate is validated as self-signed certificate and imported
successfully.

switch (config-cert-SS LC2) # exit

switch(config)# crypto pki application syslog-client certificate SS_LC2

Prerequisites

m A certificate of a root CA (that is used as the signer).
® Revocation checking URLs for the CA (optional).

Procedure

1. Create a TA profile with the command crypto pki ta-profile which then switches to the
created TA profile context.

e Step 2 is optional and suggested only for advanced users.

2. Optionally enable certificate revocation checking with the command revocation-check ocsp.
Most certificates contain revocation checking URLs for OCSP. If you want to override these URLs,
configure custom revocation checking URLs with the command ocsp url.

3. Import the certificate of the root CA with the command ta-certificate.

Example

This example installs the certificate root-cert and defines custom revocation checking URLs:

switch (config) # crypto pki ta-profile root-cert

switch (config-ta-root-cert)# revocation-check ocsp

switch (config-ta-root-cert)# ocsp url primary http://ocsp-server.site.com

( )# ocsp url secondary http://ocsp-server2.site.com
switch (config-ta-root-cert)# ta-certificate import terminal

Paste the certificate in PEM format below, then hit enter and ctrl-D:
switch(config-ta-cert)# ---—- BEGIN CERTIFICATE--—---

switch (config-ta-cert)# MIIDuTCCAQECCQCuoxeJ2ZNYcjANBgkghkiGO9wOBAQsFADCBgzELMAERh
switch (config-ta-cert)# VVMxEzARBgNVBAgMCkNhbGlmb3JuaWExXxEDAOBgNVBACMB1JvY2tsDAKBg
switch (config-ta-cert)# BAoMAOhQTJjEVMBMGAlUECwWwMSFBOUM9zZXZpbGx1MSowKAYDVQocG5zdz

switch (config-ta-root-cert

switch (config-ta-cert)# x3WFf3dFZ809sd5LVAHNeH/ztb9MP34z+1e1V346r12L2kpxmTOVJIVYyTO

switch (config-ta-cert)# BIzD/ST/HaWI+0S+S80rm93PSscEbb9GWk7vshh5EnW/moehBKcE401lzy

switch (config-ta-cert)# 3LvMLZcssSe5J2Ca2XIhfDme8UaNz7syGYMsAWONG7yYHWKEOQuIs

switch(config-ta-cert)# ---—- END CERTIFICATE-—-——--

switch (config-ta-cert) #

The certificate you are importing has the following attributes:

Issuer: C=US, ST=CA, L=Rocklin, O=Company, OU=Site,
CN=site.com/emailAddress=test.calsite.com

Subject: C=US, ST=CA, L=Rocklin, O=Company, OU=Site,
CN=8400/emailAddress=test.calsite.com

Serial Number: 12121221634631568498 (0xaeab51217d5945772)
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This procedure describes how to create and install a downloadable user role (DUR) certificate.

TA certificate import is allowed only once for a TA profile
Do you want to accept this certificate (y/n)? y

TA certificate accepted.

switch (config-ta-root-cert) #

Prerequisites

® A certificate of a root CA (that is used as the signer).

Procedure

1.

2.

Exa

created TA profile context.
Import the certificate of the root CA with the command ta-certificate.

mple

switch (config)# crypto pki ta-profile DUR-cert

switch (config-ta-DUR-cert) # ta-profile

switch (config-ta-cert)# ----- BEGIN CERTIFICATE-----

switch (config-ta-cert) #
MIIGFJjCCA/6gAWIBAgIJAMt1KN7Gy9GCMAOGCSgGSIb3DQERBCWUAMIGWMQSWCQYD
VOOGEWJJTJESMBAGALIUECAWIS2FybmFOYWAhMRIWEAYDVQQOHDAICYWS5nYWxvemUx
DDAKBgNVBAOMAOhQRTEMMAOGA1UECWWDSFBOMRCWEFQYDVQQDDA4xXNS4 yMTIuMj Ix
LIESNDEgMCgGCSgGSIb3DQEJARYbcmFkaGFrcmlzaG5hbi5nb3BhbEBocGUUY29t
MCAXDTIwWMDExXNTAS5MzgwM1oYDzQxODMxMDIyMDkzODAZW]jCB1jELMAkKGALUEBhMC
SU4xEjAQBgNVBAgMCUthcm5ShdGFnYTESMBAGA1UEBwwJIQmEFuZ2Fsb3J1MOwwCgYD
VQQKDANIUEUxDDAKBgNVBAsSMAOhQTjEXMBUGA1UEAWWOMTUUMjEYL] IyMS4x0TQx
KjAoBgkghkiGI9wOBCQEWG3JhZGhha3Jdpc2huYW4uzZ2 9wYWxAaHB1LmNVvOTCCALIw
DQYJKoZIhveNAQEBBQADgGIPADCCAGoCggIBALs99p/xr JHXgYTAL VAW wgHgI It
aRwisIoA8iKBZN3zmclHKINeGHYXJ10QNC7xfAFSptwgmQ+bhawLuGLNWWM1 zQdP
68GmJIS10Jn1xkQ1VIw]jrDCEk5t7RAMY /bZKPRIPnfzbZ03Nv3tgp9h/bWTP1lyl7S
SzYdDF9SiEVEx/4EWicXIDx21e44kE+9CGB817Q/kovALIiIJREIJxtVv2WILVE4g/X
2pBU2WMMKhxU95JX2WAIrbHIM1sETUMvb6itg6]jfhnPDIzWF5Xbb0c22HsJ6oYnvy
FylHgkN5QjTBaWo 9UpvVeeNEAL2tm8D7USRGIO5u0Y01j4XplbQgDE/S6b6LHYQZ
4TLZIEjBn9tH1hXoPdOwXAdpXnYgBZ0UO4ZHaRxvGS5wEsvZ3LOyJXNU1J2Z50sC+
HkJRr5tMKV9DcO0gON81LPXj4+JmubyWi7ABM8+ktNyDgTeGgMaUZaB+NvGwQyMUr
NtgvamOntI+/njWOViKYEwWQJ40BID+0sWXJHFrgqf ZpbVYTQjZktDDnVhSL9Z5Fce
5+ATBB1CCFCNc933fv29jC0oVW]Z2RHt /8BODAPY /hDPb0epy+WE0oSxTQzQ++D+M
s9aBPYVgwCKE2mkT61ngBhAaNNiSK7wiUU92rHvYhRr2W6Zib+wUIBFWZ I zFKbXd
D8I7P0ZmOhf/j0wVAgGMBAAG]YzBhMBOGA1UdDgQWBBRVOriw2MVuuc/Y9VtGgstN
PTrm+DAfBgNVHSMEGDAWGBRVOriw2MVuuc/Y9VtGgstNPTrm+DAPBgNVHRMBAT8E
BTADAQH/MA4GA1UdDWEBR/wQEAWIBhjANBgkghkiGI9wOBAQsFAAOCAGEAUTfff1Ci
1yA7yg37)1xzdnGXiuR+00x1iuz62xBcubF/p2SwsieesQCJ20diOcagqeYXIATIiI2
EAHpesan700ap2KQ/Xw/00H3/g+SQ047LiG1iZjWLeGjaJ5NXBBrabMhzZXjli1EEG
700n0dehM7am5bsLRhYVRR+TesWEceNoFQON11yigpGWCPII8Q4eL4MsSTEM16Qk1
yaVDzQko2FWI9P3sDV7/RGWKrxJIYT8HQPrU6WZUaT7+CO0GSEwgP8peg7HOaInKM6Z
1smFXaS1TvHGbgjIm8uReWrlwNr+V3nugzOCUFspy320exPO90£fJ873K1glIbEfxw
bmWMg6zalKQ9rzyNVI2ucp9F70yXz0vy/6/FagulKkv2BoUXExU9AVwWCkDsdVnun
TuQM1ly2CVGpj+5bhcDRS3ZUMKWAMWOUuBwWkyOBiE1A48LN7R/OYbOmr4QkmveAJAD
MOZIGK4KbutsrIGsTOvs+1U9wrfdiG2TiZ1hsWIT47EYg/C9ZkeDtQUuilob6ual
Wt/211/ePUbsSZn9YX9jLBNESNWbWIB5wyqhAhlAwOpC5KVKkHPOSXPOLJZPNO2RI
UKVVT7wgGOMMFwKVNn4MoNEdQCYwRsTt610+yY1C1dA6xsGOLUXa2SpuX/gpovaNWw

Create a TA profile with the command crypto pki ta-profile which then switches to the
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6VA20AAIJICSFB4KylgncPvV2gUr+GbD01M=
switch(config-ta-cert)# ----—- END CERTIFICATE--—--—-—
switch (config-ta-cert) #

This procedure describes how to create and install an X.509 leaf certificate that is initiated inside the
switch but signed outside the switch by a CA. And then associate the certificate with one of the following
switch features: syslog client, HTTPS server, or HSC (hardware switch controller).

Prerequisites

Root CA certificate root-cert must be installed as described in Installing a certificate of a root CA.

Procedure

1. Create a leaf certificate context with the command crypto pki certificate which then switches
to the created leaf certificate configuration context.

2. Define leaf certificate properties with the command subject.

3. Set the encryption key type for the leaf certificate with the command key-type.

4. Generate the certificate signing request (CSR) with the command enrol1 terminal.

5. Use the CSR to obtain a leaf certificate from the root CA, using the root CA directly as the signer
CA.

6. Import the leaf certificate into the switch with the command import (CA-signed leaf
certificate).

7. Exit the leaf certificate context with the command exit.

8. Associate the leaf certificate with a switch feature (syslog client, HTTPS server, or HSC) with the
COﬁHﬂand<:rypto pki application

Example

This example:

® Creates the leaf certificate context.
®m Defines the leaf certificate characteristics.

® Generates the leaf certificate signing request in the switch for getting signed outside the switch by a
CA.

® |mports the CA-signed leaf certificate into the switch.
® Associates the leaf certificate with the syslog client (application) on the switch.

switch (config) # crypto pki certificate lcert
switch (config-cert-lcert)# subject common-name Leaf country US state CA
locality Rocklin org Company org-unit Site
switch(config-cert-lcert)# key-type rsa key-size 3072
switch (config-cert-lcert)# enroll terminal
You are enrolling a certificate with the following attributes:
Subject: C=US, ST=CA, L=Rocklin, O=Company, OU=Site
CN=Leaf
Key Type: RSA (2048)
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Continue (y/n)? y

MIIBozCCAQWCAQAWYzEVMBMGA1UEAXMMcG9kMDEtODQWMCO0xMQ4wDAYDV
nViYTEMMAOGA1UEChMDSFBFMRIWEAYDVQQOHEw1Sb3N1dmlsbGUxCzAJBg
NBMQswCQYDVQQGEwJVUzCBnzANBgkghkiGOwOBAQEFAAOB]QAWgYkCgYE

GBAJ4L31FFfWBEL+KAKPOG]ZcVmwlBMgSKFtOFNF9nzmUmONmU3SKy6dz
7Au22mf31WDxzrtCC/dj5RtWIeJekxp2LCIK/3eRXUwbYveQDKcxH75 97
ace+2tA68F2v1gRCQ/hcQHOYmNuag4Ne3w0dhm7H1Urx

switch (config-cert-lcert)# import terminal ta-profile root-cert

Paste the certificate in PEM format below, then hit enter and ctrl-D:
switch(config-cert-import) # ----- BEGIN CERTIFICATE-----

switch (config-cert-import)# MIIFRDCCAyygwIBAgIQPnnS2Vp5u07XMdktDJIzANBgkghkiGOw0OBv
switch (config-cert-import) # MQswCQYDVQGEwJVEOMAwWGlUECgwFJ1YmxDAOgNBMMB1Jvb3QgQO0EwW
switch (config-cert-import)# HhcNMTkNDEwM]IwNTWc)IwMTAOM]wNEIWBzQswQYDVQQOGEwWJVUZEL

switch(config-cert-import)# 1fIYZYGQylaOAwFuTTxBXYwRxPbUYUS5tumrfwRPmE40OVY8S9DQgcr
switch (config-cert-import) # INGNm3NGO03GgPcs/T9bVyF5BOrS51mm7kNfRY18D/kMTfRreSdxis
switch (config-cert-import)# YQlulNgShps=

switch(config-cert-import) # ----- END CERTIFICATE-----

switch (config-cert-import) #

Leaf certificate is validated with root-cert and imported successfully.

switch (config-cert-lcert) # exit

switch(config)# crypto pki application syslog-client certificate lcert

This procedure describes how to install an X.509 leaf certificate that was created and signed (by a CA)
outside the switch. And then associate the certificate with one of the following switch features: syslog
client, HTTPS server, or HSC (hardware switch controller).

Prerequisites

®m Root CA certificate root-cert installed as described in Installing a certificate of a root CA.
® A CA-signed leaf certificate (including private-key data) created outside the switch.

Procedure

1. Create the leaf certificate context with the command crypto pki certificate which then
switches to the created leaf certificate context.

2. Import the leaf certificate into the switch with the command import (CA-signed leaf

certificate).
3. Exit the leaf certificate context with the command exit.

4. Associate the leaf certificate with a switch feature (syslog client, HTTPS server, or HSC) with the
command crypto pki application.

Example

This example:
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® (Creates the leaf certificate context.
= imports the CA-signed leaf certificate.
® Associates the leaf certificate with the syslog client (application) on the switch.

switch(config)# switch(config)# crypto pki certificate CA_LC

switch (config)# switch(config-cert-CA LC)# import terminal ta-profile root-cert
Paste the certificate in PEM format below, then hit enter and ctrl-D:

switch (config-cert-import)# ----- BEGIN CERTIFICATE--—-—--

switch (config-cert-import) # MIIFRDCCAyygAwIBAgIQP8nn2Vpl5u07XMktDIJANBgkaghkiGOwOBv
switch (config-cert-import) # MQswCQYDVQGEwWJVUEOMAW1UECgwFX1YmxDOgNBAMMB1Jvb3QgQO0EwW
switch (config-cert-import)# HhcNMTkNDEwM]IwNT1WhjIMTAOM]IwNE1jBzQswYDVQQGEwWJVUzZEL
switch
switch

config-cert-import)# 1fIYZYGQylaOAwFuPTTxBXHYRxTPbUYUtmJrwRPmE40VY8S9DQgcr
config-cert-import)# INGNm3NGO3GgPScs/TF9bVyFABOrlmm7kNfR1K8D/kMTfRreSdxis

switch (config-cert-import)# YQlulNgShps=
switch (config-cert-import)# ----- END CERTIFICATE---—-—-
switch(config-cert-import)# ----- BEGIN ENCRYPTED PRIVATE KEY-----

switch
switch
switch

config-cert-import)# MIIFDjBABgkghkiGO9wBBQOwMzAbBgkiwQwwQImNpJIMN7sVGwCAggA
config-cert-import) # MBQOGCCgGSIb3DOMHAILt+2gadNAASCMgLYJ4AFEfhH5p51Ggr86VgsS
config-cert-import)# IJ6L/UhEtH523nUkdV6gvoAWgoYaeD8eswAGv5VS8OMETPttrn5/K

switch (config-cert-import) # OgSecqgZsGbarbx0ESaYBirlc6rPslpcbDx283DDIMWOpeoS2aEmOX
switch (config-cert-import) # iKnXnUMpVPfLc74ty2S41tH0X9gfaalliStg+N7cNDIXfGtjava+/
switch (config-cert-import) # cbid=

switch (config-cert-import)# ----- END ENCRYPTED PRIVATE KEY-----

switch (config-cert-import) #

Enter import password: ****xxx%

Leaf certificate is validated with root-cert and imported successfully.

switch (config-cert-CA LC)# exit

switch(config)# crypto pki application syslog-client certificate CA LC

crypto pki application

crypto pki application <APP-NAME> certificate <CERT-NAME>
no crypto pki application <APP-NAME> certificate <CERT-NAME>

Description

Associates a leaf certificate with a feature (application) on the switch. By default, all features are
associated with the default, self-signed certificate 10cal-cert. This certificate is created by the switch
the first time it starts.

The no form of this command associates the specified feature with the default certificate.

Parameter Description

<APP-NAME> Specifies the name of a feature on the switch:

® dotlx-supplicant: 802.1X supplicant

B est-client: EST client

hsc: Hardware switch controller
https-server: HTTPS server

syslog-client: Syslog client

syslog-client communicates with syslog server over TLS.
You can associate a certificate with the syslog-client
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Parameter Description

application by enrolling the certificate manually or through EST.

<CERT-NAME> Specifies the name of an installed leaf certificate.

Examples

Associating the EST client with leaf certificate leaf-cert1:

switch(config)# crypto pki application est-client certificate leaf-certl
Associating the syslog client with leaf certificate leaf-cert:

switch (config)# crypto pki application syslog-client certificate leaf-cert
Setting the syslog client to use the default certificate:

switch(config) # no crypto pki application syslog-client certificate
Associating the HTTPS server with leaf certificate leaf-cert2:

switch(config) # crypto pki application https-server certificate leaf-cert2
Associating the 802.1X supplicant with leaf certificate cert1:

switch (config) # crypto pki application dotlx-supplicant certificate certl

Command History

Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

crypto pki certificate

crypto pki certificate <CERT-NAME>
no crypto pki certificate <CERT-NAME>

Description

Creates a leaf certificate and changes to its context config-cert-<CERT-NAME>, If the specified leaf
certificate exists, this command changes to its context.
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The first time the switch starts it creates a self-signed, default leaf certificate called 10cal-cert. This
certificate is used by any switch application that does not have an associated leaf certificate.

The no form of this command deletes the specified leaf certificate. The default leaf certificate 10ca1-
cert cannot be deleted.

Parameter Description

<CERT-NAME> Specifies the name of a leaf certificate. Range: 1 to 32
alphanumeric characters (excluding ").

Examples

Creating leaf certificate leaf-cert:

switch(config)# crypto pki certificate leaf-cert
switch (config-cert-leaf-cert) #

Deleting leaf certificate leaf-cert:

switch(config)# no crypto pki certificate leaf-cert

The leaf certificate has associated applications. Deleting the certificate
will make the applications use the default certificate local-cert.
Continue (y/n)? y

switch (config) #

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

crypto pki ta-profile

crypto pki ta-profile <TA-NAME>
no crypto pki ta-profile <TA-NAME>

Description
Creates a trust anchor (TA) profile and changes to the config-ta-<Ta-NAME> context for the profile.

Each TA profile stores the certificate for a trusted CA. Up to 64 profiles can be defined.

If the specified TA profile exists, this command changes to the config-ta-<Ta-NaME> context for the
profile.

The no form of this command removes the specified TA profile.
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& When creating a new profile, If you exit the config-ta-<TA-NAME> context without importing the TA certificate,
— the profile is discarded.

Parameter Description

<TA-NAME> Specifies the TA profile name. Range: 1 to 48 alphanumeric
characters excluding ".

NOTE: The TA profile name cannot end with est-ta<nn>where
<nn>is 00 to 99. For example, company-trust-anchor-est-
ta01 is not allowed. This TA profile name suffix is reserved for TA
profiles that are created for CA certificates from EST servers.

Examples
Creating the TA profile root-cert:

switch(config) # crypto pki ta-profile root-cert
switch (config-ta-root-cert) #

Removing TA profile root-cert:

switch(config) # no crypto pki ta-profile root-cert

Command History

Release Modification

10.07 or earlier ‘ -

Command Information

Platforms Command context Authority

All platforms config Administrators or local user group members with execution rights
for this command.

enroll self-signed

enroll self-signed

Description
Generates a key pair and generates a self-signed certificate with it.

The subject fields and key type of the current leaf certificate must be defined before running this
command. If not, you are prompted to fill in the subject fields, and the key type is set to rsa 204s.

Example

Enrolling the leaf certificate leaf-cert:
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switch (config-cert-leaf-cert)# enroll self-signed
You are enrolling a certificate with the following attributes:
Subject: C=US, ST=CA, L=Rocklin, OU=Site, O=Comp,
CN=Leaf01
Key Type: RSA (2048)

Continue (y/n)? y
Self-signed certificate is created and enrolled successfully.

switch (config-cert-leaf-cert) #

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config-cert-<CERT-NAME> Administrators or local user group members with
execution rights for this command.

enroll terminal

enroll terminal

Description

Generates a key pair and certificate signing request (CSR) for the current leaf certificate. Use the CSR to
obtain a signed certificate from a certificate authority (CA), and then import the certificate onto the
switch with the command import terminal.

The key type, and the certificate common name in the subject fields of the current leaf certificate must
be completed before running this command.

Example

Enrolling the leaf certificate leaf-cert:

switch (config-cert-leaf-cert)# enroll terminal
You are enrolling a certificate with the following attributes:
Subject: C=US, ST=CA, L=Rocklin, OU=Site, O=Comp,
CN=Leaf01l
Key Type: RSA (2048)

Continue (y/n)? y

MIIBozCCAQWCAQAWYZEVMBMGA1UEAXMMcGI9kMDEtODQWMCOxMQ4wWDAYDVQQLEWV
nViYTEMMAOGA1UEChMDSFBFMRIWEAYDVQQOHEwW1 Sb3N1dmlsbGUxCzAIJBgNVBAgT
NBMQswCQYDVQQGEwWJVUzCBnzANBgkghkiGO9wOBAQEFAAOB]QAwWgYkKkCgYEAtKCLS

GBAJ4L31FFfWBEL+KAKPpOG]ZcVmwlBMgSKEFtOFNEF 9nzmUmONmU3SKy6dzQ+6ynR
7Au22mf31WDxzrtCC/dj5RtWIeJekxp2LCIK/3eRXUwbYveQDKcxH7 ) 9ZB+BAp2
ace+2tA68F2v1gRCQ/hcQHOYmNuagq4Ne3w0dhm7H1Urx
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switch (config-cert-leaf-cert) #

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config-cert-<CERT-NAME> Administrators or local user group members with
execution rights for this command.

import (CA-signed leaf certificate)

import terminal ta-profile <TA-NAME> [password <PW>]
import <REMOTE-URL> ta-profile <TA-NAME> [password <PW>] [vrf <VRF-NAME>]
import <STORAGE-URL> ta-profile <TA-NAME> [password <PW>]

Description

Imports a CA-signed leaf certificate and then validates the certificate against the specified TA profile. If
the imported data includes a private key, the private key must match the leaf certificate being imported.
If the imported data does not include a private key, the certificate must match a CSR that was previously
generated with the command enroll terminal and must be signed by the CA whose root certificate is
installed in the specified TA profile. The TA profile must exist and have a TA certificate configured.

Parameter Description

terminal Import the certificate by pasting PEM-format data at the console.
Upon execution, the config-cert-import context is entered for
certificate pasting. To complete certificate data entry press
Control-D in your terminal program. Alternatively, the pasted
certificate data can include at its end the delimiter END OF
CERTIFICATE (after the ----- END CERTIFICATE----- line),
making entry of Control-D unnecessary.

ta-profile <TA-NAME> Specifies the TA profile name. Range: 1 to 48 alphanumeric
characters excluding "

password <Pw> Specifies the plaintext password used to decrypt the private key in
the imported certificate data. When this parameter is omitted, the
password is prompted for as required. Range: 1 to 32
alphanumeric characters.

<REMOTE-URL> Specifies a certificate data file on a remote TFTP or SFTP server.
The URL syntax is:

{tftp:// | sftp://<USER>Q@} {<IP>|<HOST>}

[:<PORT>] [;blocksize=<SIZE>]/<FILE>

vrf <VRF-NAME> Specifies the name of the VRF to use for the remote URL file
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Parameter Description

transfer. The default is mgmt.

<STORAGE-URL> Available on switch families that provide USB device file import
capability, specifies a certificate data file on a USB storage device
inserted in the switch USB port. The URL syntax is usb: /<FILE>.

Usage

® The imported data must include all the intermediate CA certificates in the certificate chain leading to
the certificate imported into the specified TA profile.

= This command cannot be used with the default certificate 1ocal-cert.

® The PEM data format is supported for all import sources. The PKCS#12 data format is supported for
<REMOTE-URL>and <STORAGE-URL>.

® The PEM data must be delimited with these lines for the certificate data:

Examples

Importing a leaf certificate from the console:

switch (config) # crypto pki certificate leaf-cert

switch (config-cert-leaf-certl)# import terminal ta-profile root-cert

Paste the certificate in PEM format below, then hit enter and ctrl-D:

switch (config-cert-import) # ----- BEGIN CERTIFICATE-----

switch (config-cert-import) # MIIFRDCCAYyygAwIBAgQP8nS2Vpl5u0xXMdkDJIzANBgkaghkiGOw0OBv
switch (config-cert-import) # MQOswCQYDVQGEwJVUEOMAWGA1UCgwFXJ1YmDAgNBAMM1 Jvb3QgQO0EwW
switch (config-cert-import)# HhcNMTkNDEwMJIwWNT1WhcjIwMTOMIwNELIW])zQswQDVQOGEwWIVUZEL

switch (config-cert—import)# 1fIYZYGQylaOAwFuPTTxBXHYwWRxTPbUYU5umJfRPmE4VY8S9DQgcr
switch (config-cert-import) # INGNm3NGO03GgPScs/TFIbVyFA5BOS51mmkfRYK8D/kMTfRreSdxis
switch (config-cert-import)# YQlulNgShps=

switch(config-cert-import)# ----- END CERTIFICATE-----

switch (config-cert-import) # ----- BEGIN ENCRYPTED PRIVATE KEY-—-—---

switch (config-cert-import) # MIIFDJjBABgkghkiGI9wBBQOwMzAbBggkw0QwwDQIpJMN7sVGwCAggA
switch (config-cert-import) # MBQGCCgGSIb3DOMHALt+2gadNAASCgLYJ4Am3EfhHS5p51Ggr86VgsS
switch (config-cert-import)# IJ6L/UhEtH523nUkdV6gvAgoYaD83PswToAGV5VS8OMFTPttrn5/K

switch (config-cert-import) # OgSecqgZsG6arbx0ESaYBirlc/6rPspcijbx283iD1MWOpeoS2aEmOX
switch (config-cert-import) # 1iKnXnUMpVPfLc74ty2S41DtHOX9gf6aaljStg+7cNDIXfGtjav2a+/
switch (config-cert-import) # cbd=

switch (config-cert-import)# ----- END ENCRYPTED PRIVATE KEY-----

switch (config-cert-import) #

Enter import password: ****xkxx%

Leaf certificate is validated with root-cert and imported successfully.

switch (config-cert-leaf-cert) #

Importing a leaf certificate from a remote file:
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switch (config) # crypto pki certificate leaf-cert2
switch (config-cert-leaf-cert2)# import tftp://1.1.1.2/c2.pl2 ta-profile root-cert

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 3722 100 3722 0 0 391k @ ==g==3== ==g==g== ==g==3== 39k

100 3722 100 3722 0 0 376k 0 ==g==g== ==go=g== ==g==g== J76k

Enter import password: ****kxx%
Leaf certificate is validated with root-cert and imported successfully.
switch (config-cert-leaf-cert2)#

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config-cert-<CERT-NAME> Administrators or local user group members with
execution rights for this command.

import (self-signed leaf certificate)

import terminal self-signed [password <PW>]
import <REMOTE-URL> self-signed [password <PW>] [vrf <VRF-NAME>]
import <STORAGE-URL> self-signed [password <PW>]

Description

Imports a self-signed leaf certificate including its matching private key.

Parameter Description

terminal Import the certificate by pasting PEM-format data at the console.
Upon execution, the config-cert-import context is entered for
certificate pasting. To complete certificate data entry press
Control-D in your terminal program. Alternatively, the pasted
certificate data can include at its end the delimiter END OF
CERTIFICATE (after the ----- END CERTIFICATE----- line),
making entry of Control-D unnecessary.

password <PW> Specifies the plaintext password used to decrypt the private key in
the imported certificate data. When this parameter is omitted, the
password is prompted for as required. Range: 1 to 32
alphanumeric characters.

<REMOTE-URL> Specifies a certificate data file on a remote TFTP or SFTP server.
The URL syntax is:

{tftp:// | sftp://<USER>Q@} {<IP>|<HOST>}

[:<PORT>] [;blocksize=<SIZE>]/<FILE>

vrf <VRF-NAME> Specifies the name of the VRF to use for the remote URL file
transfer. The default is mgmt.
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Parameter Description

<STORAGE-URL> Available on switch families that provide USB device file import
capability, specifies a certificate data file on a USB storage device
inserted in the switch USB port. The URL syntax is usb: /<FILE>.

Usage

® This command cannot be used with the default certificate 1ocal-cert.

® The PEM data format is supported for all import sources. The PKCS#12 data format is supported for
<REMOTE-URL> and <STORAGE-URL>.

® The PEM data must be delimited with these lines for the certificate data:

Example

Importing a self-signed leaf certificate from the console:

switch (config) # crypto pki certificate ss-leaf-cert

switch (config-cert-ss-leaf-cert)# import terminal self-signed

Paste the certificate in PEM format below, then hit enter and ctrl-D:

switch (config-cert-import) # —----- BEGIN CERTIFICATE-----

switch (config-cert-import) # MIID2TCCASGgAWIBAgIJAKcrqokm6p9GMAOGCSgGSIb3DOEBCWUAM
switch (config-cert-import)# tDCCASygAwIBAgICEAEWDQYJKoZIhvcNAQELBQAWgYgxCzABAYTAL
switch (config-cert-import)# VQOGEwJVUzZELMAkGAlUECAWCQOExDTALBgNVBAcCMBFJvc2UxDDAKB

switch (config-cert-import) # +fWQLxhp+jKJIGZGOZz/FENt2uSfZHz1Xiu8n3g+EggExenY1pBRJr
switch (config-cert-import) # VuEEoNb/YfkPXHHvadzfx223g+f694wlVsHkENSzgr2goHpa2fOzqg
switch (config-cert-import) # alewwdmVgCES+x8bvhf3C/6IB6ePkEsnM1HNTeM=
switch(config-cert-import)# ----- END CERTIFICATE----—-

switch (config-cert—-import)# ----- BEGIN ENCRYPTED PRIVATE KEY-----

switch (config-cert-import) # MIIFDJjBABgkghkiG9wOBBQOwMzAbBgkghkiGOwOBBQwwDgQIt8N1i3
switch (config-cert-import) # MBQGCCgGSIb3DOMHBAiBHrejkcdpdASCBMjVxrrYYPNt3Vlabroks
switch (config-cert-import)# 5GE0U99awh9ys4360WRI5XOFGThvjkTyRWG511nGwVelZs/7TPXWI

switch (config-cert-import) # hzc5ZT/w2F081icRISmFbGOoTAAWIIIWMOXGweaWQJIDyKGrhg89Grnv
switch (config-cert-import)# M2UuP/tYuu0328QcenKZEJmZKCbx780FRR+pgmadoeMaFTIyXE6Pr
switch (config-cert—-import)# GAdCK8tkDiJ9DKbgqdM5WO/nTIfqwlUQ1lf127dNrBAodsHdrw3UR99H
switch (config-cert-import) # SPo=

switch (config-cert-import)# ----- END ENCRYPTED PRIVATE KEY-----—

switch (config-cert-import) #

Enter import password: ***xkxxx*

Leaf certificate is validated as self-signed certificate and imported
successfully.

switch (config-cert-ss-leaf-cert) #

Importing a leaf certificate from a remote file:

switch (config)# crypto pki certificate ss-leaf-cert2
switch (config-cert-ss-leaf-cert2)# import tftp://1.1.1.2/ss2.pl2 self-signed
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[

% Total % Received $ Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 3230 100 3230 0 0 875k @ ==g==8== ==g==g== ==g==g== {75k
100 3230 100 3230 0 0 831k @ ==g==g8== ==go=g== ==g==g==GIJLk

Enter import password: ***xkxxx*

Leaf certificate is validated as self-signed certificate and imported
successfully.

switch (config-cert-ss—-leaf-cert2) #

Command History

Release Modification

10.07 or earlier -

Command Information

Platforms Command context Authority

All platforms config-cert-<CERT-NAME> Administrators or local user group members with
execution rights for this command.

key-type
key-type {rsa [key-size <K-SIZE>] | ecdsa [curve-size <C-SIZE>]}
Description

Sets the key type and key size for the current leaf certificate. The key type of the default certificate
local-cert cannot be changed.

Parameter Description

rsa Selects the RSA key type.

key-size <K-SIZE> Specifies the RSA key size in bits. Supported values: 2048, 3072,
4096. Default: 2048

ecdsa Selects the ECDSA key type.

curve-size <C-SIZE> Specifies the ECDSA elliptic curve size in bits. Supported values:

256, 348, 521. Default: 256

Examples

Setting RSA encryption on the leaf certificate leaf-cert:

switch(config)# crypto pki certificate leaf-cert
switch (config-cert-leaf-cert)# key-type rsa key-size 3072

Setting ECDSA encryption on the leaf certificate leaf-cert:
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switch (config) # crypto pki certificate leaf-cert
switch (config-cert-leaf-cert)# key-type ecdsa curve-size 521

Command History

Release Modification

10.07 or earlier --

Command Information

Platforms Command context Authority

All platforms config-cert-<CERT-NAME> Administrators or local user group members with
execution rights for this command.

ocsp disable-nonce
ocsp disable-nonce

no ocsp disable-nonce
Description

Configures exclusion of the nonce from OCSP requests. A nonce is a unique identifier that an OCSP
clientinserts in an OCSP request and expects the OCSP responder to include it in the corresponding
OCSP response. The nonce mechanism helps prevent replay attacks in which a malicious player
attempts to masquerade as the OCSP responder. Although the nonce is included by default, it can be
excluded. Some OCSP responders choose to not support the use of the nonce due to performance
considerations.

The no form of this command re-enables nonce inclusion in OCSP requests.

Examples

Disable inclusion of the nonce in OCSP requests for TA profile root-cert:

switch (config) # crypto pki ta-profile root-cert
switch (config-ta-root-cert)# ocsp disable-nonce

Enable inclusion of the nonce in OCSP requests for TA profile root-cert:

switch (config) # crypto pki ta-profile root-cert
switch (config-ta-root-cert)# no ocsp disable-nonce

Command History

Release Modification

10.07 or earlier -

Command Information
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Platforms Command context Authority

All platforms config-ta-<TA-NAME> Administrators or local user group members with execution
rights for this command.

ocsp enforcement-level

ocsp enforcement-level {strict | optional}
no enforcement-level

Description
Sets either strict or reduced enforcement of the OCSP check of certificates. Strict enforcement is

enabled by default.
The no form of this command resets enforcement to its default of strict.

Parameter Description

strict Sets strict OCSP checking of certificates. The certificate is accepted
only if all possible checking (including validation failures, software
system errors, configuration errors, transactional errors) is
successful.

optional Sets reduced OCSP checking of certificates. The certificate is
accepted unless one or more of these validation errors occur:

® Response signature invalid.

= Nonce in response mismatch.

® Certificate revoked, but only when revocation checking is
possible. if revocation check is not possible, the certificate is
still accepted if there are no other validation errors.

Examples
Setting reduced OCSP checking of certificates:

switch (config)# crypto pki ta-profile root-cert
switch (config-ta-root-cert)# ocsp enforcement-level optional

Setting strict OCSP checking of certificates:

switch (config)# crypto pki ta-profile root-cert
switch (config-ta-root-cert)# ocsp enforcement-level strict

Command History

Modification

10.07 or earlier -

Command Information
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Platforms Command context Authority

All platforms config-ta-<TA-NAME> Administrators or local user group members with execution
rights for this command.

ocsp url

ocsp url {primary | secondary} <URL>
no ocsp url {primary | secondary}

Description

Configures the OCSP responder URLs that the current TA profile uses to verify the revocation status of
an X.509 digital certificate. These URLs override the OCSP responder URL contained within the peer
certificate being verified (as well as URLs defined in any intermediate CAs in the chain of trust).

If no OCSP responder URLs are defined for a TA profile (default setting), then the OCSP responder URL
in the peer certificate is used for revocation status checking. (The OCSP responder URL is contained in a
certificate's Authority Information Access field, which is an X.509 v3 certificate extension.)

The no form of this command deletes the specified OCSP responder URL (primary or secondary) from
the current TA profile.

Parameter Description
{primary | secondary} <URL> Specify the HTTP URL of the primary or secondary OCSP
responder using either a fully qualified domain name or IPv4
address.
Exam