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About the Documentation

« Documentation and Release Notes on page xxxi
« Documentation Conventions on page xxxi
« Documentation Feedback on page xxxiii

« Requesting Technical Support on page xxxiv

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http://www.juniper.net/books.

Documentation Conventions

Table 1Ton page xxxii defines notice icons used in this guide.
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Table 1: Notice Icons

Icon Meaning

Informational note

Description

Indicates important features or instructions.

Caution

Indicates a situation that might result in loss of data or hardware damage.

Warning

Alerts you to the risk of personal injury or death.

Laser warning

Alerts you to the risk of personal injury from a laser.

Tip

Indicates helpful information.

Best practice

@
A
4L
é
v
O

Alerts you to a recommended use or implementation.

Table 2 on page xxxii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Bold text like this

Description

Represents text that you type.

Examples

To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
« |dentifies guide names. actions.
« Identifies RFC and Internet draft titles. ¢ JUnos OS CLJ User Guide
« RFC1997 BGP Communities Attribute
[talic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
XXXii Copyright © 2016, Juniper Networks, Inc.
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Table 2: Text and Syntax Conventions (continued)

Convention

Text like this

Description Examples

Represents names of configuration « To configure a stub area, include the
statements, commands, files, and stub statement at the [edit protocols
directories; configuration hierarchy levels; ospf area area-id] hierarchy level.

or labels on routing platform « Theconsole portis labeled CONSOLE.
components.

< > (angle brackets)

Encloses optional keywords or variables.  stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually  broadcast | multicast
exclusive keywords or variables on either

side of the symbol. The set of choicesis  (stringl | string2 | string3)
often enclosed in parentheses for clarity.

# (pound sign)

Indicates a comment specified on the rsvp { # Required for dynamic MPLS only
same line as the configuration statement
to which it applies.

[ 1 (square brackets) Encloses a variable for which you can community name members [
substitute one or more values. community-ids ]
Indentionand braces ({}) Identifies a level in the configuration [edit]
hierarchy. routing-options {
static {
; (semicolon) Identifies a leaf statement at a route default {
configuration hierarchy level. nextlhop address;
retain;
1
1

}

GUI Conventions

Bold text like this

Represents graphical userinterface (GUI) « Inthe Logical Interfaces box, select
items you click or select. All Interfaces.

« To cancel the configuration, click
Cancel.

> (bold right angle bracket)

Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

« Online feedback rating system—On any page of the Juniper Networks TechLibrary site
at http://www.juniper.net/techpubs/index.ntml, simply click the stars to rate the content,
and use the pop-up form to provide us with information about your experience.
Alternately, you can use the online feedback form at
http://www.juniper.net/techpubs/feedback/.
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« E-mail—Sendyour comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http://www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http:/kb.juniper.net/

« Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).
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For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.html.
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PART 1

Junos Space User Interface

. Getting Started on page 3

« Understanding the Junos Space User Interface on page 9
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CHAPTERI1

Getting Started

« Logging In to Junos Space on page 3

« Changing User Passwords on page 4

« Using the Getting Started Assistants on page 5
« Accessing Help on page 6

« Logging Out on page 6

Logging In to Junos Space

You connect to Junos® Space from your Web browser. Internet Explorer versions 8.0 and
9.0, and latest stable versions of Mozilla Firefox and Google Chrome Web browsers are
supported.

a WARNING: To avoid a BEAST TLS 1.0 attack, whenever you log in to Junos
Space in a browser tab or window, make sure that the tab or window was
not previously used to surf a non-https website. Best practice is to close your
browser and relaunch it before logging in to Junos Space.

0 NOTE: Beforeyou can login to the system, your browser must have the Adobe
Flash Version 10 or later plug-in installed.

o NOTE: If you are using Internet Explorer to connect to Junos Space, install
the Google Chrome Frame plug-in for the Topology Discovery feature to work
properly.

To access and log in to Junos Space:

1. Inthe address field of your browser window, type

https://<IP Address>/mainui/
where </P Address> is the Web IP address for Web access to Junos Space.

2. Press Enter or click Search.
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The system login screen appears.

3. Type your username and password. The default username is super; the password is
juniper123. For information about how to change your username, consult your system
administrator.

4. (Optional) Perform remote authentication with Challenge-Response configured on
a server.

Provide valid responses for the challenge questions you are asked to log in successfully.
5. Click Log In.

The Junos Space Network Management Platform dashboard appears.

0 NOTE: Bydefault, Junos Space Network Management Platform authenticates
a user using its username and password. However, you can use certificates
to authenticate and authorize sessions among various servers and users. To
configure certificate-based authentication, see “Certificate Management
Overview” on page 657.

Related . Logging Out of Junos Space on page 6
D tati
ocumentation . Changing Your Password on Junos Space on page 4
« Junos Space User Interface Overview on page 9

« Junos Space Log In Behavior with Remote Authentication Enabled on page 679

Changing User Passwords

Users who are logged in to Junos Space Network Management Platform can change
their account passwords by using the User Preferences icon on the Junos Space
application banner. No particular Junos Space role is required for users to change their
passwords.

Beginning with Junos Space Network Management Platform Release 12.1, Junos Space
has implemented a default standard for passwords that is compliant with industry
standards for security.

0 NOTE: Upgrading to Junos Space Platform 12.1 or later causes the default
standard to take effect immediately. All local users will get password
expiration messages the first time they log in after the update.

e NOTE: If you do not have a local password set, you will not be able to set or
change it.
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0 NOTE: Using User Preferences to change your password only works for local
passwords. The change does not affect any passwords that an administrator
might have configured for you on a remote authentication server.

To change your user password:

1. Click the User Preferences icon on the upper right, in the Junos Space application
banner.

The User Preferences — Change Password dialog box appears.
2. Type your old password.

3. Display the rules for password creation by mousing over the information icon (small
blue [i]) next to the password field.

Type your new password.
4. Retype your password to confirm it.
5. Click OK.

You are logged out of the system. You have to log in again using your new password.
Other sessions for the same user are unaffected until the next login.

Related . Creating User Accounts on page 509

D mentation
ocumentatio Logging In to Junos Space on page 3

Configuring Password Settings for Junos Space Network Management Platform on
page 628

Using the Getting Started Assistants

The Getting Started assistants display steps and help on how to complete common
tasks. Getting Started is a section in the sidebar that appears when you log in to the
system if the Show Getting Started on Startup check box at the bottom of the section is
selected. If the sidebar is not shown, you can display it by selecting the Help icon in the
Junos Space header.

The Getting Started topics are context-sensitive per application. Getting Started displays
all the stepsinatask. Fromastepinatask, you canjump to that pointin the userinterface
to actually complete it.

Some applications implement the Getting Started assistants; others do not.
To use a Getting Started assistant:

1. Select an application in the task tree.

2. Ifthesidebaris not already displayed, select the Help icon at the right side of the Junos
Space header. (Mouse over the icons to see their descriptions.)
The sidebar appears.
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Related
Documentation

Accessing Help

3. Inthe sidebar, expand Getting Started.
A main Getting Started topic link appears in the sidebar.
4. Select a main topic.

For example, in the Network Management Platform application, click Increase Space
Capacity link. A list of required steps appears in the sidebar. Each step contains a task
link and a link to the Help.

5. Perform a specific step by clicking the link.

You jump to that pointin the userinterface. The assistant remains visible in the sidebar
to aid navigation to subsequent tasks.

6. Access Help for a specific step by clicking the Help icon next to that step.

« Accessing Help on Junos Space on page 6

Related
Documentation

Logging Out

Junos Space provides complete documentationin a Help system that is context-sensitive
per workspace. The Help system provides information about each element in the system,
including workspaces, dashboards, tasks, inventory pages, and actions. The Help system
also provides frequently asked questions (FAQs) and the entire system documentation.
Help topics appear as links in the sidebar.

To access online Help:

1. Click the workspace within which you want to work.
2. Click the Helpicon.

The sidebar appears, if it is not already displayed, with the Help section open listing
specific topics for that workspace and tasks.

3. Click a topic link to view its contents.
The Help topic appears in a separate window.

4. Click the >> button at the top right of the sidebar to hide it.

. Using the Getting Started Assistants on page 5

« Junos Space User Interface Overview on page 9

When you complete your administrative tasks in the Junos Space user interface, log out
to prevent unauthorized users from intruding.
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To log out of the system:

1. Click the Log Out icon in the Junos Space application banner.

The logout page appears. A user who is idle and has not performed any action, such
as keystrokes or mouse-clicks, is automatically logged out of Junos Space to the
Logout page. This setting conserves server resources and protects the system from
unauthorized access. The default setting is 5 minutes. You can change the setting on
the Applications inventory page. Select Administration > Applications > Network
Management Platform > Modify Application Settings > User > Automatic logout after
inactivity (minutes).

To log in to the system again, click the Click here to log in again link on the logout page.

Related . Logging Into Junos Space on page 3
D tati
ocumentation . Changing Your Password on Junos Space on page 4
« Modifying Junos Space Application Settings on page 624

« Junos Space User Interface Overview on page 9
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CHAPTER 2

Understanding the Junos Space User
INnterface

« Junos Space User Interface Overview on page 9
« Global Search on page 20
« Navigating the Junos Space User Interface on page 26

« Filtering Inventory Pages on page 27

Junos Space User Interface Overview

The Junos Space user interface is designed to look and behave in a familiar way for most
users. To familiarize yourself with it quickly, try the example in “Navigating the Junos
Space User Interface” on page 26. It will direct you back to this topic for any
less-than-obvious details.

Multiple users can have concurrent access to the user interface via Web browsers. All
users have access to the same current information in the same system wide database.
Access to tasks and objects is controlled by permissions assigned to each user.

The examples shown here are from the Junos Space Network Management Platform
user interface. Other applications may have design variations.

The Main Display

When you have logged in to Junos Space, the first display you see is shown in
Figure 1 on page 10.
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Figure 1: Junos Space First Display
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This display has three main parts: a task tree on the left, which is always available; a main
window on the right, whose content changes as you select items from the task tree; and
a banner across the top, which offers the date and time, global search, and several icon
buttons for frequently used actions. These parts are described in the following sections.
« Banneron page 10

. Task Tree on page 11

« Main Window on page 12

Banner

The banner displays the date and server time in the active time zone, global search, and
the global actions icons.

Figure 2: Junos Space Banner
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This banner is always present. Table 3 on page 10 describes the global action icons on
the right side of the banner.

Table 3: Global Action Icons

Global Action
Icon

Description

Displays the application Help. To access workspace context-sensitive Help, click the Help icon after
navigating to that workspace. See “Accessing Help on Junos Space” on page 6.

Displays the My Jobs dialog box from which you can view the progress and status of current managed
jobs. See “Viewing Your Jobs” on page 465.

Displays the User Preferences dialog box from which you can change user preferences, such as the
password. See “Changing Your Password on Junos Space” on page 4.

Logs you out of the system. See “Logging Out of Junos Space” on page 6.
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For more information about global search, see “Global Search” on page 20.

Task Tree

The task tree on the left side of the display is always present and is the navigation center
for Junos Space. As shown in Figure 1 on page 10, when you first log in, the box at the top
of the tree beneath the Applications banner displays Network Management Platform by
default. You can drop this list down to see all the other Junos Space applications available
on your system. (You can install other applications using the Manage Applications task
group, as described in the “Application Management Overview” on page 621.)

You can collapse the task tree to the left by clicking the Double Left arrows in its header,
and re-expand it by clicking the Double Right arrows.

Below the application name is the word Dashboard, selected by default. It indicates that
what you see in the right-hand window is the dashboard for the current application, in
this case for the Platform. The dashboard shows several measures of overall system
health.

Below the Dashboard item in the tree is a list of the task groups available in the current
application. This list forms the top level of the task tree. If you select a different application
from the Application box, you will see the task group list change. This topic describes the
task groups for the Platform; for the task groups in other applications, see their respective
documentation.

The task groups in the Platform are described at a high level in Table 4 on page 11.

Table 4: Task Group (Workspace) Names

Task Group

Name Function

Devices Manage devices, including adding, discovering, importing, and updating
them. See “Device Management Overview” on page 35.

Device Templates  Create configuration definitions and templates used to deploy configuration
changes on multiple Juniper Networks devices. See “Device Templates
Overview” on page 178.

Devicelmagesand Download a device image from the Juniper Networks Software download

Scripts site to your local file system, upload it into Junos Space, and deploy it on
one or more devices simultaneously. See “Device Images Overview” on
page 273.

Use Junos OS scripts (configuration and diagnostic automation tools) to
deploy, verify, enable, disable, remove, and execute scripts deployed to

devices.
Network Assess the performance of your network, not only at a point in time, but
Monitoring also over a period of time. See “Network Monitoring Workspace Overview”
on page 365.
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Table 4: Task Group (Workspace) Names (continued)

Task Group

Name Function

Config Files Maintain copies of device running, candidate, and backup configuration
files, providing for device configuration recovery and maintaining consistency
across multiple devices. See “Managing Configuration Files Overview” on
page 444,

Job Management Monitor the progress of ongoing jobs. See “Jobs Overview” on page 461.

Users Add, manage, and delete users. See “Configuring Users to Manage Objects
in Junos Space Overview” on page 480.

Audit Logs View and filter system audit logs, including those for user login and logout,
tracking device management tasks, and displaying services that were
provisioned on devices. See “Junos Space Audit Logs Overview” on page 531.

Administration Add network nodes, back up your database, manage licenses and
applications, or troubleshoot. See “Adding a Node to an Existing Junos Space
Fabric” on page 556, “Backing Up and Restoring the Database Overview” on
page 604, “Downloading the Troubleshooting Log File from the UI” on page 650,
“Downloading the Troubleshooting Log File In Maintenance Mode” on
page 652, “Application Management Overview” on page 621, “Viewing Tags
for a Managed Object” on page 696.

You can expand any of these task groups by clicking the expansion symbol to the left of
its name. When you do so, the next level of the task tree for that task group opens. Some
items at this second level may also be expandable subgroups. The tree does not go
deeper than three levels.

You can expand as many task groups as you like: previously expanded ones remain open
until you collapse them. The design of the task tree enables you to jump from area to
area within an application with the minimum number of selections.

Main Window

When you log into Junos Space, the main window shows the Platform application
dashboard.

When you select a task group name (as opposed to expanding it), the main window
changes and displays graphical statistics for that task group. Task groups are also referred
to as workspaces, so this display is called Workspace Statistics. It is similar in functionality
to the overall system dashboard, but it pertains only to that task group.

Selecting the name of a subtask whose name begins with “Manage” causes the main
window to display an inventory of the objects managed in table format.

Each of these tools is discussed in a later section of this topic.
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Application Dashboard

When you select an application In the box above the task tree, a dashboard displays
graphical data about devices, jobs, users, administration, and so on.

The dashboard provides a snapshot of the current status of objects managed and
operations performed within a Junos Space application. The Platform dashboard, displays
the system health of your network and the percentage of jobs run successfully and in
progress.

Figure 3: Platform Dashboard
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The following sections describe the parts of the Platform Dashboard.

Dashboard Gadgets

The Platform dashboard contains gadgets (graphs and charts) that display statistics
that provide a quick view of system health. They include a gauge for overall system
condition and graphs that display the fabric load and active users history. For an
explanation of the data shown in these gadgets, see “Overall System Condition and
Fabric Load History Overview” on page 568.

You can move and resize gadgets. All dashboard gadgets are visible for all users and are
updated in real time. To print or save a graph or chart, right-click it to bring up a menu.

Select (single-click) a gadget or gadget elements to see more detailed information.
Typically, selecting a gadget element takes you either to the statistics page of the
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associated task group, or to an inventory page. Some gadgets let you filter information
by selecting a specific segment or bar from a chart, or a specific line of a table. For
example, if you select the red segment on the Job Information gadget, you navigate to
the Job Management > Manage Jobs inventory page, which in this case displays only

failed tasks.

Return to the dashboard by selecting Dashboard in the task tree.

NOTE: If you do not have user privileges to view certain application data, you
cannot view more detailed information if you select a gadget.

Table 5 on page 14 describes the mouse-over and selection (single-click) operations
you can perform on dashboard gadgets.

Table 5: Gadget Mouse-Over and Selection Operations

Mouse-Over
Information

Double-Click Navigation

Overall System
Condition gauge

Select the indicator needle to display the
Administration > Manage Fabric page. See
“Overall System Condition and Fabric Load
History Overview” on page 568.

Fabric Load History
graph

Mouse over a graph
data point to view the
CPU usage (average
usage percentage)

Select a graph data point to display the
Administration > Manage Fabric page. See
“Viewing Nodes in the Fabric” on page 557.

Active Users History
graph

Mouse over a graph
data point to view the
active users history
(total count)

Select the graph data point to display the
Users statistics page, filtered by active users.
See “Viewing User Statistics” on page 524.

Job information pie
chart

Mouse over the pie
chart to view the
percentage of jobs that
have been successful.

Select a segment of the pie chart to display
the Job Management > Manage Jobs inventory
page, filtered by that segment. To see the list
unfiltered, select the red X beside the filter
criterion, above the column headings on the
left side. See “Viewing Scheduled Jobs” on
page 466.

Task Group (Workspace) Statistics

When you select the name of a task group (workspace) in the task tree, Junos Space
displays high-level statistics representing the status of managed objects in that task

group.

Copyright © 2016, Juniper Networks, Inc.



Chapter 2: Understanding the Junos Space User Interface

Inventory Page

Figure 4: Workspace Statistics Pages
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To print or save the statistics, right-click the graphic (bar chart or pie chart).
You can move charts and graphs on the screen or resize them.

If a chart has more data points than can be viewed clearly simultaneously, a scroll bar
appears at the bottom or side of the chart.

If you click a bar or pie-chart segment, you navigate to the corresponding inventory page,
filtered according to the bar or segment you selected. For example, if you click the MX240
devices bar in the Device Count by Platform bar chart, you navigate to the Platform >
Devices > Manage Devices inventory page, which in this case displays all the MX240
devices on the network that are discovered and managed by Junos Space.

If you click the slice in the Device Status pie chart that represents the number of devices
that are down, you navigate to the Manage Devices inventory page that displays all the
devices on the network that are down.

Throughout the Junos Space user interface, you navigate to an inventory page by selecting
an application, expanding an application task group, then selecting a management task,
such as Manage Devices, Manage Users, or Manage Jobs. For example, to view the Manage
Devices inventory page, select Platform > Devices > Manage Devices.

On the inventory pages, managed objects are displayed in tables. The columns shown
vary depending on which Junos Space applications you have installed.

Each managed object stored in the Junos Space database includes specific data. For
example, devices are stored in the database according to device name, interfaces, OS
version, platform, IP address, connection, managed status, and several other items of
information.

Inventory pages enable you to view and manipulate managed objects individually or
collectively. Managed objectsinclude devices, logs, users, jobs, clients, software, licenses,
and so forth. You can browse, zoom, filter, tag, and sort objects.

You can manipulate objects in tables by changing the width of columns, sorting columns,
and hiding columns.
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Select an object or objects by selecting the check box to the left of each object. You can
select one, several, or all objects and perform actions on them using right-click actions
or items on the Actions menu on the right side of the inventory page banner. Selecting
the box to the left in the first column of the column head row selects or deselects all
items.

0 NOTE: The functionandimplementation of individual inventory pages depend
on the Junos Space application design.

Banner Icon Buttons

Depending on the nature of the inventory page, its banner may contain any of the icons
shown in Table 6 on page 16. Mouse over an icon to see its name.

Table 6: Inventory Page Banner Icon Buttons

Symbol | Name Function

& Tag Displays or hides a left-side tag menu that allows you to filter inventory page contents
according to tags. See “Filtering the Inventory by Using Tags” on page 697.

Display Quick View Displays or hides a small window summarizing data about the selected object.
Create Object Displays a window in which you can create an instance of this type of object.
Show Object Details Displays a window containing full details about the selected object: for example, all the

permissions of a user.

Modify Object Displays a window allowing you to edit the selected object.

Delete Object Deletes the selected object.

|® !‘\. |@9 IO ®

Return to the inventory page by closing the window in which you are currently in, if possible,
or by selecting within the breadcrumbs at the top of the page.

Sorted-by Indicator

The Sorted-by indicator is a small arrowhead next to a column name. It displays how
the objects are sorted in a column. After you have sorted a column, the column name is
highlighted and the indicator appears.

You can sort inventory data using the Sort Ascending and Sort Descending commands
in the column header drop-down menu. Click the down arrow on a table header to view
the sort menu. In Figure 5 on page 17, the device inventory is sorted by the Name column.
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Figure 5: Sorting Tables
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Some columns do not support sorting.

Show or Hide Columns

Hide table columns by deselecting the column name on the Columns Cascading menu,

as shown in Figure 6 on page 17. It is available in any column. Only selected column

names appear in the inventory table.

Figure 6: Showing or Hiding Columns in Tables
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Candidate Configuration State
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Device Family

Platform

Vendor

Schema Version

IP Address

Connection Status
Managed Status
Authentication Status
Serial Number

Connection Type

AlS Install Package Version
Event Profile

The Filter submenus let you temporarily hide all the entries in the table that do not match

the criteria that you are interested in. These features let you quickly find and evaluate
the table entries of interest. For details, see “Filtering Inventory Pages” on page 27.
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To filter tables on various criteria, right-click the column header and use the Filter
submenu. The choices available depend on the nature of the selected column.

Whenever you filter a table, the application displays the filter criteria, including the
columns being filtered, above the table. The inventory table also displays a red X to the
left of the filter criteria. You can clear the filter and restore the table to its original view
by clicking the red X.

Figure 7: Typical Filter Submenu
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Search Field

Use the Search text field on the right of the inventory page banner to look for specific
objects to display on the inventory landing page. To find objects (within any columns)
on this page, enter the search criteria in the Search field. This field supports the same
search syntax as the global search field (see “Global Search” on page 20). For example,
enter “os:junos AND down” to find devices that are down on the devices inventory landing
page. This feature is more powerful than the column filter because it allows you to use
Boolean expressions.

Clicking the magnifying glass at the right in the search field displays a list of inventory
objects. When you select a search option from the list, inventory items specific to that
search option only are displayed on the page.

Figure 8: Search

10] p
Mumbai
Bangalore
EX4200_10.205.56.2
10.205.56.3

1
Tag names starting with: 10
10.205.56.3_root (public)
10.205.56.4_root (public)

You can create tags to categorize objects. For more information about tagging objects
to select similar objects, see “Tagging an Object” on page 695.

To display all the inventory objects on the page again, clear the contents of the Search
box and press Enter.
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0 NOTE: You must append "*" if you want to search using partial keywords.
Otherwise, the search returns O (zero) matches or hits.

Actions Menu

You can perform actions on one or more selected items on an inventory page by using
the Actions menu at the right side of the banner, or by right-clicking the items. To use the
Actions menu, select one or more objects, select the Actions menu, and select an action
or subgroup of actions. (A subgroup has an arrowhead next to its name.) For example,
to view the physical interfaces of a device, select that device on the Manage Devices
inventory page, open the Actions menu, expand the Device Inventory subgroup, and select
View Physical Inventory.

You can also select one or more items on the inventory page, then right-click. The
right-click menu appears, providing the same functionality as the Actions menu.

o NOTE: If you are using Mozilla Firefox, the Advanced JavaScript Settings
might disable the right-click menu.

To ensure that you can use the right-click menu:

1. InMozilla Firefox, select Tools > Options to display the Options dialog box.
2. Inthe Options dialog box, click the Content tab.

3. Click Advanced to display the Advanced JavaScript Settings dialog box.
4. Select the Disable or replace context menus option.

5. Click OK in the Advanced JavaScript Settings dialog box.

6. Click OK in the Options dialog box.

Paging Controls

Figure 9 on page 19 shows the paging controls that appear at the bottom of the inventory
page. You can use these controls to browse the inventory when the inventory is too large
to fit on one page.

Figure 9: Page Information Bar

Wore | * 17 Displaying 1- 12 0712 | show [JIRA tems

The Page box lets you jump to a specific page of managed objects. Type the page number
in the Page box and press Enter to jump to that page. The Show box enables you to
customize the number of objects displayed per page. Table 7 on page 20 describes other
table controls.
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Related
Documentation

Global Search

Table 7: Table Paging and Refreshing Controls

Page Control Operation

D Advances to the next page of the table.
4 Returns to the previous page of the table.
Pi Displays the last page of the table.
Iq Displays the first page of the table.
Refreshes the table content.
™
&

« Device Management Overview on page 35
. Tagging an Object on page 695

. Filtering Inventory Pages on page 27

You can use the search feature at the top of the Junos Space user interface to quickly
locate any object within Junos Space. Junos Space allows you to perform a full-text
search operation for objects within the system.

The search results are displayed on the basis of how the Junos Space Network
Management Platform objects are indexed. Table 8 on page 21 lists the indexed objects
on which you can perform a search operation by using the global search feature. The
scope of search in Junos Space Release 13.1is restricted to the objects in Junos Space
Network Management Platform.

20
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Table 8: Searchable Objects

Object

Category | Indexed Fields (Objects)

Device name

Description

Name of the device.

deviceFamily

Device family, such as Junos OS, Junos ES, Junos EX, and so on

platform Hardware platform, such as MX80, EX4200-24T, and so on
0s Junos OS version
ip Device management IP address

connectionStatus

Device connection state—whether the device is up or down

managedStatus

Device management status, such as “In Sync,” “Connecting,” “Sync Failed,” and
soon

serialNumber

Serial number

ccState

Candidate Config State, such as “Created,” “Accepted,” or “Rejected.”

vendor

Vendor

authenticationStatus

Authentication status indicates how the device is connected to Space, such as
“Credential Based,” “Key based,” or “Key Conflict.” Credential-based uses
username and password for connection, whereas, key-based needs an RSA
key for establishing a connection. The GUI displays key conflict when the keys
on Junos Space and device are not the same.

connectionType

Connection type
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Table 8: Searchable Objects (continued)

Object
Category

Indexed Fields (Objects)

Description

Physical name Name of the physical interface
interface
ip Assigned IP address
mac MAC address
operationStatus Operational status—whether the operational status of the physical interface
is up or down
adminStatus Administrative status—whether the administrative status of the physical
interface is up or down
linkLevelType Link Level Type
linkType Link type of the physical interface, such as full-duplex or half-duplex
speed Link speed on the physical interface, which can be 800 Mbps, 1000 Mbps, and
soon
mtu MTU of the physical interface. For example, 1514, 9192, Unlimited, and so on
description Description of the physical interface
Logical name Name of the logical interface
interface
ip |IP address
encapsulation Encapsulation on the logical interface, such as VLAN-VPLS
vlanid Assigned VLAN number
description Description of the logical interface
22 Copyright © 2016, Juniper Networks, Inc.
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Table 8: Searchable Objects (continued)

Object
Category

Indexed Fields (Objects)

Description

Device name Module name of the hardware inventory
Physical
Inventory version Software release version
modelNumber Model number of the module
model Device family
partNumber Part number of the module
serialNumber Serial number of the module
status Status
description Description of the module
Software  model The model of this device. Possible device families include J Series, M Series, MX
Inventory Series, TX Series, SRX Series, EX Series, BXOS Series, and QFX Series.
routingEngine Routing engine
name Name of the installed software package.
version Version number of the installed software package.
type Type of the installed software package. Permitted values are operating-system,
internal-package, and extension.
major Maijor portion of the version number. For example, in version 13.1R1.14, the major
portionis 13.
minor Minor portion of the version number. For example, in version 13.1R1.14, the minor
portionis 1.
revisionNumber The revision number of the package. For example, in version 13.1R1.14, the revision
number is 1.14.
description Description of the installed software package.
Tags name List of tags assigned to an object

To search for objects using the global search feature:

1. Inthe Search field at the top of the Junos Space user interface, type the search criteria.
Then press Enter or click the magnifying glass icon adjacent to the Search field.
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All objects matching the search criteria appear on the search results page. The area
on the left displays the search results with appropriate filters. The area on the right
displays the search results with a short description about each.

The search criteria you typed are highlighted in the search results. Each search result
may also provide a URL to help you navigate to the corresponding object on the
inventory landing page.

0 NOTE: The search results are filtered on the basis of your Role-Based
Access Control (RBAC) permissions. For example, if you are not assigned
the "View Physical Interface" permission, then no physical interfaces are
displayed on the search results page.

2. Click the URL provided with the search result to navigate to the inventory landing page
of the desired object.

To filter the search results, select the relevant category or subcategories displayed on
the left of the search results page.

To view the previous search results, click “Last Search Results.” However, if this is your
first search after logging in to Junos Space, then this link is not displayed.

To clear the search criteria in the Search field, click the close icon “x” on this field.
To dismiss the search results page, click one of the following:

« Closeicon ‘x’ on the search results page
« Hide Search Results link

. Left navigation tree, search box, or any of the utility icons

If you do not enter anything in the Search field and perform a search operation, Junos
Space displays the following error message:
No matching results found. Please enter another text to search.

The global search operation supports query expressions. You can search for phrases and
multiple terms. The default operator for multiple terms is the OR operator.

Table 9 on page 25 provides examples of query expressions that you can enter in the
Search field.

24
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NOTE:
When you enter a query expression, be aware of the following:

« You must add a back slash “\” if you want to use the following special
characters in the search text:

+-&&IITO L[] %20\
. Field names are case-sensitive.

For example, if you have a few systems running on Junos OS 12.3 Release
4.5,thenos: 12.3R4.5 returns search results, whereas OS: 12.3R4.5 does not
return search results. This is because the field name that is indexed is “0s”
and not “OS.”

. |f you want to search for a term that includes a space, enclose the term
within double quotation marks.

For example, to search for all devices that are synchronized (that s, In
Sync), enter “In Sync” in the Search field.

« You must append "*" if you want to search using partial keywords.
Otherwise, the search returns O (zero) matches or hits.

Table 9: Supported Query Expressions in the Search Field

Query Expression Matches Object That Contain

snmp snmp

snmp ntp snmp or ntp
snmp OR ntp snmp or ntp
snmp AND ntp snmp and ntp

protocol:snmp

snmp in the protocol field

protocol:snmp AND NOT subject:snmp

snmp in the protocol field but not in the subject field

(snmp OR ntp) AND http

http and the terms—snmp or ntp

description:”http server”

Exact phrase “http server” in the description field

description: “http server”~5

http and server within five positions of one another in the description field

ged

Terms that begin with “ge-,” such as ge-0/0/1 or ge-0/0/1.4

s??p

Terms such as smtp or snmp

lastmodified:[1/1/2012 TO 12/31/2012]

Last modified field values between the dates January 1,2012 and December
31,2012

Copyright © 2016, Juniper Networks, Inc.

25



Junos Space Network Management Platform User Guide

Table 9: Supported Query Expressions in the Search Field (continued)

Query Expression Matches Object That Contain

port:(80 8080 8888)

80, 8080, or 8888 in the port field

IPAddress:10.1.1.1

10.1.1.1 0r 10.1.1.0/24 in the IPAddress field

Documentation

« Junos Space User Interface Overview on page 9

Navigating the Junos Space User Interface

This topic takes you on a quick tour of one part of the Junos Space user interface to show
you how it works. Navigation is the same throughout the Junos Space Network
Management Platform. Other applications within Junos Space may show some
differences.

In this example, we take a path that you might follow frequently: looking at the list of all
devices under management. The role and permissions that you have will govern what
commands or actions are available to you.

The entire userinterface is described in “Junos Space User Interface Overview” on page 9.

« Navigating the Task Tree: The Devices Workspace on page 26

Navigating the Task Tree: The Devices Workspace

Use the task tree on the left side of the display to navigate application workspaces and
tasks. When you select an application, all of the task groups (also called workspaces)
are displayed in the task tree.

To navigate this example:

1. Inthe application menu, select Network Management Platform if it is not already
selected. (It is the default selection when you log in.)

The Platform dashboard appearsin the right window. In addition, all of the task groups
within Platform are shown collapsed in the task tree.

2. Select Devices by clicking on that name.
Graphical summaries about the devices in the network appear.
3. Expandthe Devices task group by clicking the expansion symbol to the left of its name.

Tasks related to managing devices are displayed in the expanded portion of the tree.
Some (for example, Discover Devices) can be further expanded.

4. Select Manage Devices.

A table containing data about all Junos Space devices appears. This kind of table is
called aninventory page. If you are the first user, it might contain no data at this point.
From this window, you can take various actions related to devices. You can see these

26
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by selecting the Actions menu at the right end of the upper task bar. (All actions are
shown, but only those available to you for a selected device are enabled.)

5. If there are device entries in the table, select one by clicking anywhere inits line. Mouse
over the Quick View icon in the task bar to display Quick View (summary) information
about the selected device.

0 NOTE: lcons for other tasks such as creating, modifying, and deleting
items appear adjacent to the Quick View icon in some other inventory
pages. The Users inventory page displays all these icons.

6. Toreturn at any time to the next higher level of the path you have taken, select the
level you want in the breadcrumbs at the top left of the window. (Pressing the Back
button of your browser takes you back to your starting point, which you may or may
not want.)

Notice that you can jump to any other point in the Platform application by expanding a
portion of the task tree and selecting the item you want.

Related . Junos Space User Interface Overview on page 9
Documentation

Filtering Inventory Pages

On many inventory pages, you can use the Filter submenu to temporarily hide all of the
entries in the table that do not match criteria that you are interested in. This feature lets
you quickly find and evaluate the table entries of interest.

Many of the columns in Junos Space inventory page tables permit filtering. Depending
on the table, different columns can be filtered on. Table 10 on page 28 lists the tables
that permit filtering.
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Table 10: Filter-enabled Tables and Columns

Work-space

Devices

Page / Table

Manage Devices

Columns

All columns except:

« Physical Interfaces
« Logical Interfaces
« Connection Type

Manage Devices

View Change Requests

All columns except:

« Creation Time
« Last Update Time
« Deployment Status

View Space Changes

All columns except Creation
Time

View Physical Interfaces

All columns except:

« |P Address
« Logical Interfaces

View Logical Interfaces

All columns except
Encapsulation

View License Inventory

View Software Inventory

Add Deployed Devices

All columns

Add Deployed Devices

View Device Status

All columns except:

« |IP Address
« Connection Status
« Managed Status

Manage Device Adapter

All columns

Device Templates

Manage Definitions

All columns except:

« Device Family
o Last Update Time
o State

Manage Templates

All columns except:

« Last Update Time
« State

28

Copyright © 2016, Juniper Networks, Inc.



Chapter 2: Understanding the Junos Space User Interface

Table 10: Filter-enabled Tables and Columns (continued)

Work-space

Device Images and Scripts

Page / Table Columns

Manage Images All columns except:
« Series

Manage Scripts All columns except:

« Creation Date
« Last Updated Time

Manage Operations All columns except Priority
Manage Operations View Operation Results All columns
Manage Script Bundles All columns except:

Config Files

« Creation Date
« Last Updated Time

Manage Config Files

To filter tables on various criteria, click the down arrow on a column header and use the
Filter submenu. The choices available depend on the nature of the selected column. You
can create filters that use criteria from more than one column.

Whenever you filter a table, Junos Space displays the filter criteria, including the columns
being filtered, above the table. Junos Space also identifies the columns being filtered by
changing their column headers to italic text.

Junos Space displays a red X to the right of the filter criteria above the table. You can
clear the filter and restore the table to its original view by clicking the red X.

The following procedures describe how to use the different types of available filters and
the different filtering features.

To filter a table on entries in a date column:

1. Click the down arrow on the column header and select Filters.

The Filters submenu shows a list of operators. If the column includes both dates and
times, you can also use a wizard to enter the time. Figure 10 on page 30 shows a typical
Filter submenu for a date column.
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Figure 10: Typical Submenu for a Date Column
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2. From the Filter submenu, select Before, After, or On and click the calendar icon to
select the date from the calendar.

You can select both Before and After dates and times to filter the column by a specific
time period. You can also select On to view events recorded on a specific date. After
the selection, click Go to view the events on the chosen date and time. Click Today
and specify the time to view the events that occurred today at the specified time.

To filter a table on entries in a text string column:

1. Click the down arrow on the column header and select Filters.
The Filters submenu opens a text box.

2. Inthe text box, type the alphanumerical string you want to filter on.

Tofilter a table on entries in a column of discrete elements (for example, a Status column
where the only entries are “Success” and “Failure”):

1. Click the down arrow on the column header and select Filters.
The Filters submenu opens a list of valid elements for the column.

2. Onthe list of elements, select the check boxes for one or more elements to filter the
table for only those entries.

To filter a table on entries in a column of Boolean (“true” or “false”) values:

1. Click the down arrow on the column header and select Filters.

2. Select either True or False from the Filters submenu.
To filter a table on entries in a list of numerical values:

1. Click the down arrow on the column header and select Filters.

30
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2. Enter values for the different operators.

You can filter a table for entries that match filters for values in multiple columns. For
example, you can filter for all events on a certain date whose status was "success." When
you use multiple filters, the filters are joined with logical "and."

To use multiple filters:

1. Use the Filters submenu as described previously to filter for criteria in one column.

2. Use the Filters submenu as described previously to filter for criteria in a different
column.

To clear all filters and restore the table to its original unfiltered view, click the red X above
the table.

To clear only the part of a filter that applies to a single column, click the down arrow on
the column header and clear the check box next to Filter.

Related . Junos Space User Interface Overview on page 9
Documentation
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Devices

« Device Management Overview on page 35
« Device Configuration on page 51

« Device Inventory on page 73

« Device Operations on page 93

« Device Access on page 105

« Device Monitoring on page 119

« Custom Attributes on page 125

« Discover Devices on page 131

« Deployed Devices on page 139

« Unmanaged Devices on page 153

« Secure Console on page 157

« Manage Device Adapter on page 165
« Upload Keys to Devices on page 169
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Device Management Overview

« Device Management Overview on page 35

« Viewing Device Statistics on page 36

« Device Inventory Management Overview on page 40

- Viewing Managed Devices on page 41

« Viewing Devices and Logical Systems with QuickView on page 46

« Understanding How Junos Space Automatically Resynchronizes Managed
Devices on page 47

« Troubleshooting Devices on page 49

Device Management Overview

You can use Junos Space Network Management Platform to simplify management of
the network devices running Junos OS software.

In addition, Junos Space Network Management Platform can record the presence of
non-Juniper devices, i.e. unmanaged devices in the network, thereby providing better
visibility into the network, simplifying debugging and problem isolation. Junos Space
Network Management Platform displays the IP address and host name of unmanaged
devices. SNMP credentials and device status of unmanaged devices are not displayed;
these devices’ status in several categories is shown as NA. For instructions on adding
unmanaged devices to Junos Space Network Management Platform, see “Adding
Unmanaged Devices” on page 153

From the Devices workspace, you use device discovery to discover devices and (if the
network is the system of record) synchronize device configurations with the Junos Space
Network Management Platform database. You can use device discovery to discover one
or many devices at a time. After Junos Space Network Management Platform discovers
your network devices, you can perform the following tasks to monitor and configure
devices from Junos Space Network Management Platform:

. View statistics about the managed devices in your network, including the number of
devices by platform and the number of Junos family devices by release.

« View connection status and configuration status for managed devices.

« View operational and administrator status of the physical interfaces on which devices
are running.
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Related
Documentation

- View hardware inventory for a selected device, such as information about power
supplies, chassis cards, fans, FPCs, and available PIC slots.

« If the network is the system of record, resynchronize a managed device to update the
device configuration in the Junos Space Network Management Platform database to
reflect that of the physical device. (If Junos Space Network Management Platform is
the system of record, this capability is not available.)

« Deploy service orders to activate a service on your network devices.

. Troubleshoot devices.

« Device Discovery Overview on page 131

« Device Inventory Overview on page 40

« Discovering Devices on page 132

« Systems of Record in Junos Space Overview on page 733

« Understanding How Junos Space Automatically Resynchronizes Managed Devices on
page 47

. Viewing Managed Devices on page 41
. Exporting License Inventory on page 80

. Troubleshooting Devices on page 49

Viewing Device Statistics

The Devices statistics page provides three types of data for managed devices:

« Device Count by Platform—The number of Juniper Networks devices organized by type
« Device Status—The connection status of managed devices on the network

« Device Count by OS—The number of devices running a particular Junos OS release
To view device statistics, select Platform > Devices.
This topic includes the following tasks:

« Viewing the Number of Devices by Platform on page 37
« Viewing Connection Status for Devices on page 37

« Viewing Devices by Junos OS Release on page 38

36
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Viewing the Number of Devices by Platform

Figure 11 on page 37 shows the Device Count by Platform report. The bar chart shows
the number of Juniper Networks devices on the y axis discovered by platform type on the
x axis. Each vertical bar in the chart displays the number of managed devices for a

platform.

Figure 11: Device Count by Platform Report
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To view more detailed information about devices per platform:

« Click a bar in the bar graph. The Device Management inventory page appears filtered
by the device type you selected. See “Viewing Managed Devices” on page 41.

To save the bar chart as an image or to print for presentations or reporting:

- Right-click the bar chart and use the menu to save or print the image.

Viewing Connection Status for Devices
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Figure 12 on page 38 shows the Device Status report. The pie chart displays the percentage
and number of devices that are connected and disconnected on the network. The up or
down status is expressed as a percentage of the total number of devices.

Figure 12: Device Status Report

Device Status

To view more detailed device status information:

« Click a slice in the pie chart. The Device Management inventory page appears filtered
by the devices that are up or down. See “Viewing Managed Devices” on page 41.

To save the pie chart as an image or to print for presentations or reporting:

« Right-click the bar chart and use the menu to save or print the image.

Viewing Devices by Junos OS Release
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Figure 13 on page 39 shows the Device Count by OS report. The bar chart shows the
number of Juniper Networks devices on the network (the y axis) categorized by running

a certain Junos OS release (the x axis).

Figure 13: Device Count by OS Report

Device Count by 0S
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To view more detailed information about devices running a particular Junos OS release:

. Clickabarinthe chart. The Device Management inventory page appears. See “Viewing

Managed Devices” on page 41.

To save the pie chart as an image or to print for presentations or reporting:

« Right-click the bar chart and use the menu to save or print the image.

Related . Viewing Managed Devices on page 41

Documentation

. Viewing Physical Inventory on page 73

« Discovering Devices on page 132
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Device Inventory Management Overview

You manage device inventory through the Device Management applicationin the Devices
workspace. From the Device Management inventory you can perform several functions:

List the device inventory to view information about the hardware and software
components of each device that Junos Space manages.

View information about the scripts associated with the devices and details of script
execution on devices.

View information about the service contract or end-of-life status for a part.

View the operational and administrator status for the physical interfaces on which
devices are run.

Change credentials for a device.

View location and ship-to-address of a device if address groups are configured in
Service Now.

Export the device inventory information for use in other applications, such as those
used for asset management.

Troubleshoot a device.

If the network is the system of record, resynchronize the network devices managed by
Junos Space Network Management Platform.

The device inventory in the Junos Space Network Management Platform database is
generated when the deviceis first discovered and synchronized in Junos Space Network
Management Platform. After a device is synchronized, the device inventory in the Junos
Space Network Management Platform database matches the inventory on the device
itself.

If either the physical (hardware) or logical (config) inventory on the device is changed,
thenthe inventory on the device is no longer synchronized with the Junos Space Network
Management Platform database. However, Junos Space Network Management
Platform automatically triggers a resync job when a configuration change request
commit or out-of-band CLI commit occurs on a managed device.

You can also manually resynchronize the Junos Space Network Management Platform
database with the physical device by using the Resynchronize with Network command
from the Devices workspace in the Junos Space Network Management Platform user
interface.

If Junos Space Network Management Platform is the system of record, the database
values have precedence over any out-of-band changes to network device configuration,
and neither manual nor automatic resynchronization is available.

To reach the device management applications, select Devices > Device Management.

Related . Device Management Overview on page 35

Documentation

« Device Discovery Overview on page 131
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« Viewing Physical Inventory on page 73
« Systems of Record in Junos Space Overview on page 733

« Understanding How Junos Space Automatically Resynchronizes Managed Devices on
page 47

« Resynchronizing Managed Devices With the Network on page 94
« Exporting Physical Inventory Information on page 86
. Exporting License Inventory on page 80

. Troubleshooting Devices on page 49

Viewing Managed Devices

You can view operating system, platform, IP-address, license, connection status, and
several other types of information for all the managed devices in your network. Device
information is displayed in a table. Unmanaged devices are also shown, but without
status and some other information.

You can also view managed devices from the Network Monitoring workspace, via the
Node List (see “Viewing the Node List” on page 371). If the network is the system of
reference, the Network Monitoring workspace also enables you to resync your managed
devices (see “Resyncing Nodes” on page 372).

Neither manual nor automatic resynchronization occurs when Junos Space Network
Management Platformis the system of reference. See “Systems of Record in Junos Space
Overview” on page 733.

« Viewing Devices on page 42
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Viewing Devices

To view configuration and run-time information for devices:

1. Select Devices > Device Management.

The Device Management page appeatrs.

Figure 14: Device Management Page
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Table 11on page 43 describes the fields displayed in the inventory window. In the table,
an asterisk indicates that this column is not shown by default.
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Table 11: Fields in the Device Management Table

Field Description

Name

The device configuration name.

Physical Interfaces

Link to the view of physical interfaces for the device. (NA for an unmanaged device.)

Logical Interfaces

Link to the view of logical interfaces for the device. (NA for an unmanaged device.)

OS Version

Operating system firmware version running on the device. (Unknown for an unmanaged device.)

Device Family

Device family of the selected device. (For an unmanaged device, this is the same as the vendor
name you have provided. It is shown as Unknown if no vendor name was provided and if SNMP
is not used or has failed.)

Platform Model number of the device. (For an unmanaged device, the platform is discovered through
SNMP. If it cannot be discovered it is shown as Unknown.)
Vendor* The device vendor. (For an unmanaged device, the vendor name is displayed as Unknown if

the vendor name was not provided and it cannot be discovered through SNMP.)

Schema Version*

The DMI schema version that Junos Space Network Management Platform has for this device.
(Unknown for an unmanaged device.) See “Managing DM| Schemas Overview” on page 714.

IP Address

IP address of the device.

Connection Status

Connection status of the device in Junos Space. Values differ between network as system of
record NSOR) and Junos Space as system of record (SSOR).

« up—Device is connected to Junos Space Network Management Platform.

When connection status is up, in NSOR, the managed status is Out of Sync, Synchronizing,
In Sync, or Sync Failed.

In SSOR, status is In Sync, Device Changed, Space Changed, Both Changed, or Unknown
(which usually means connecting).

« down—Device is not connected to Junos Space Network Management Platform.
When Connection status is down, the managed status is None or Connecting.
« NA—The device is unmanaged.
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Table 11: Fields in the Device Management Table (continued)

Field Description

Managed Status

Current status of the managed device in Junos Space Network Management Platform:

« Connecting— Junos Space Network Management Platform has sent connection RPC and is
waiting for first connection from device.

« InSync—Sync operation has completed successfully, and Junos Space Network Management
Platform and the device are synchronized.

« None—Device is discovered, but Junos Space Network Management Platform has not yet
sent connection RPC.

o Outof Sync—InNSOR, device has connected to Junos Space Network Management Platform,
but the sync operation has not been initiated, or an out-of-band configuration change on
the device was detected and auto-resync is disabled or has not yet started.

« Device Changed, Space Changed, Both Changed—In SSOR, Junos Space Network Management
Platform and the device are not in sync, and the party that has been changed is noted. Neither
automatic nor manual resync is available.

« Synchronizing—Sync operation has started because of device discovery, a manual re-sync
operation, or an automatic re-sync operation.

« Sync Failed—Sync operation failed.
« Unmanaged—Device is unmanaged.

Authentication Status

« Key Based—Authentication key was successfully uploaded.

« Credential—Key upload was not attempted; login to this device is by credentials.
« Key Conflict—Device was not available; key upload was unsuccessful.

« NA—Device is unmanaged.

Serial Number*

Serial number of the device chassis. (Unknown for an unmanaged device.)

Connection Type*

Current connection status for the device: Up, Out of Sync, Down, or Unknown. (See
Table 12 on page 44).

AIS Install Package Version*

Version of the script used to install a bundle of applications via the event profile feature of the
Service Now application.. ("—"if not used.)

Event Profile*

Name of the event profile installed via the Service Now application. ('—’ is none is installed.)

Table 12 on page 44 describes the connection status icons.

Table 12: Device Connection Status Icon

Icon Description

Connection is up—The device is connected to Junos Space Network Management Platform and is running properly.

NOTE: Before you can update a device from Junos Space Network Management Platform (deploy service orders),
the device connection must be up.

Out of sync—The device is connected to Junos Space Network Management Platform but the device configuration
0 in the Junos Space Network Management Platform database is out of sync with the physical device.

44
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Table 12: Device Connection Status Icon (continued)

Icon Description

Connection is down—The device is not currently connected to Junos Space Network Management Platform or an
0 event has occurred, either manually by an administrator or automatically by the flow of a type of traffic, that has
stopped the device from running.

- The device is unmanaged. Status is not available.

2.

Sort the table by mousing over the column header for the data you want to sort by
and clicking the down arrow. Select Sort Ascending or Sort Descending.

Show columns not in the default table view, or hide columns, as follows:
1. Mouse over any column header and click the down arrow.
2. Select Columns from the menu.

3. Select the check boxes for columns that you want to view. Clear the check boxes
for columns that you want to hide.

View information about devices as follows:

. Torestrict the display of devices, enter a search criterion of one or more characters
in the Search bar and press Enter.

All devices that match the search criterion are shown in the main display area.

. To view hardware inventory information for a device, select the row for the device,
and select Device Inventory > View Physical Inventory from the Actions menu or the
right-click menu.

- Toview the physical or logical interfaces for a device, select the View link in the
appropriate column and row for the device.

For information about filtering rows to see information about only those devices of
interest, see “Filtering Inventory Pages” on page 27 You can filter for unmanaged devices
only in those columns that contain resolved values.

Related .
Documentation

Viewing Device Statistics on page 36

Viewing Physical Inventory on page 73
Exporting License Inventory on page 80
Viewing Physical Interfaces on page 76
Discovering Devices on page 132

Viewing the Node List on page 371

Filtering Inventory Pages on page 27

Junos Space User Interface Overview on page 9

Resyncing Nodes on page 372
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Systems of Record in Junos Space Overview on page 733

Viewing Devices and Logical Systems with QuickView

The QuickView feature shows you the type and status of a device or logical system using
anicon.

To view a device or logical system using Quick View:

1.

2.

Select Network Application Platform > Devices > Device Management.
Select the Quick View action button on the menu bar.

Alternatively, at the right edge of the Platform window, find the sidebar open arrow
for the Device Management table.

0 NOTE: Be careful to find the correct sidebar open arrow. There are two;
one on the left that opens the Quick View sidebar, and one on the right
that opens the Help panel.

The Quick View sidebar arrow in green. The other arrow, highlighted in red, opens the
Help sidebar.

Click the Quick View sidebar open arrow.

Platform opens the Quick View sidebar. The Quick View shows the status of the device
that is currently selected in the table.

You can close the Quick View window in the same way that you opened it.

Related .
Documentation

Understanding Logical Systems for SRX Series Services Gateways on page 97
Viewing the Physical Device for a Logical System on page 99

Viewing Logical Systems for a Physical Device on page 100

Junos Space User Interface Overview on page 9

Creating a Logical System (LSYS) on page 98

Deleting Logical Systems on page 99

Junos OS Logical Systems Configuration Guide for Security Devices
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Understanding How Junos Space Automatically Resynchronizes Managed Devices

When configuration changes are made on a physical device that Junos Space Network
Management Platform manages, Junos Space Network Management Platform reacts

differently depending on whether the network itself is the system of record (NSOR) or
Junos Space Network Management Platform is the system of record (SSOR).

In the NSOR case, Junos Space Network Management Platform receives a system log
message and automatically resynchronizes with the device. This ensures that the device
inventory information in the Junos Space Network Management Platform database
matches the current configuration information on the device.

In the SSOR case, the Junos Space Network Management Platform receives a system
log message from device after the device change is committed. Managed status for that
device changes to out-of-sync, but no resynchronization occurs. The Junos Space Network
Management Platformn administrator has the option of resetting the network device’s
configuration to the Junos Space Network Management Platform database values or
not doing so.

This topic covers:

- Network as System of Record on page 47

« Junos Space as System of Record on page 49

Network as System of Record

After Junos Space Network Management Platform discovers and imports a device, if the
network is the system of record, Junos Space Network Management Platform enables
the auto-resync feature on the physical device by initiating a commit operation.

After auto-resynchronizationis enabled, any configuration changes made on the physical
device, including out-of-band CLI commits and change-request updates, automatically
trigger resynchronization on the device. Figure 15 on page 48 shows how a commit
operation on the device triggers resynchronization.
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Figure 15: Resynchronization Process
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When a commit operation is performed on a managed device under NSOR, Junos Space
Network Management Platform, by default, schedules a resync job to run 20 seconds
after the commit operation is received. However, if Junos Space Network Management
Platform receives another commit notification within 20 seconds of the previous commit
notification, no additional resync jobs are scheduled because Junos Space Network
Management Platform resynchronizes both commit operations in one job. This damping
feature of automatic resynchronization provides a window of time during which multiple
commit operations can be executed on the device, but only one or a few resync jobs are
required to resynchronize the Junos Space Network Management Platform database
after multiple configuration changes are executed on the device.

You can change the default value of 20 seconds to any other duration by specifying the

value in seconds in the Administration > Applications > Network Management Platform >
Modify Application Settings > Device > Max auto resync waiting time secs field. For example,
if you set the value of this field to 120 seconds, then Junos Space Network Management
Platform automatically schedules a resync job to run 120 seconds after the first commit
operation is received. If Junos Space Network Management Platform receives any other
commit notification within these 120 seconds, it resynchronizes both commit operations
in one job.

When Junos Space Network Management Platform receives the device commit
notification, the device status is “Out of Sync”. When the resync job begins on the device,
the Managed Status for the device displays “Synchronizing” and then “In Sync” after the
resync job has completed, unless a pending device commit operation causes the device
to display “Out of Sync” while it was synchronizing.

48
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When a resync job is scheduled to run but another resync job on the same device is in
progress, Junos Space Network Management Platform delays the scheduled resync job.
Thetimedelay is determined by the damper interval that you can set from the application
workspace. By default, the time delay is 20 seconds. The scheduled job is delayed as
long as the other resync job to the same device is in progress. When the currently running
job finishes, the scheduled resync job starts.

You can disable the auto-resync feature in the Application workspace. When auto-resync
is turned off, the server continues to receive notifications and will go into the out-of-sync
state; however, the auto-resync does not run on the device. To resynchronize a device
when the auto-resync feature is disabled, you can use the resync feature to manually
resync the device.

For information about setting the damper interval to change the resync time delay and
information about disabling the auto-resync feature, see “Modifying Junos Space
Application Settings” on page 624.

Junos Space as System of Record

If Junos Space Network Management Platform is the system of record, the automatic
resynchronization described above does not occur. When Junos Space Network
Management Platform receive the device commit notification, device status becomes
Out of Sync and remains so unless you push the system-of-record configuration from
the Junos Space Network Management Platform database down to the device.

Related . Systems of Record in Junos Space Overview on page 733
Documentation « Resynchronizing Managed Devices With the Network on page 94
« Device Discovery Overview on page 131
« Device Inventory Overview on page 40

« Viewing Managed Devices on page 41

Troubleshooting Devices

You can check the configuration settings of one or more devices from Junos Space
Network Management Platform using Looking Glass. It enables you to execute show
commands across multiple devices to compare the configuration and runtime information.
See “Using Looking Glass” on page 96.

In Junos Space Network Management Platform you can also perform troubleshooting
on N-PE devices from Network Activate. See the Troubleshooting N-PE Devices Before
Provisioning a Service topic in the Network Activate documentation.

Related . Deploying Device Instances on page 149
Documentation
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Device Configuration

Viewing Active Configuration on page 52

Adding Configuration Filters on page 53

Modifying Device Configuration Overview on page 53

Selecting the Device and the Configuration Perspective on page 54

Modifying the Configuration on the Device on page 55

Modifying Unmanaged Device Configuration on page 57

Reviewing and Deploying the Device Configuration on page 57

Configuration Guides Overview on page 63

Saving the Configuration Created using the Configuration Guides on page 63
Deploying the Configuration Created using the Configuration Guides on page 64
Previewing the Configuration Created using the Configuration Guides on page 64
Resolving Out-of-Band Configuration Changes on page 65

Viewing Configuration Change Log on page 66

Viewing Assigned Shared Objects on page 68

Viewing Template Deployment (Devices) on page 70
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Viewing Active Configuration

Related
Documentation

This action enables you to view the current configuration on the device. To display all of
a device’s configuration options, Junos Space Network Management Platform requires

the DMI schema for that device type. To upload a DMI schema to Junos Space Network
Management Platform, see Managing DMI Schemas Overview.

If Junos Space Network Management Platform does not have the DMI schema for that
device type, it uses a default DMI schema. The default DMI schema does not necessarily
display all your device’s configuration options, whereas having the DMI schema specific
to that device enables Junos Space Network Management Platform to let you view all
of the device’s configuration options. If Junos Space Network Management Platform
uses the default schema, some already configured parameters on the device might not
be displayed. To view the active configuration:

1. Select Network Application Platform > Devices > Device Management.
The Device Management page is displayed.

2. Right-click the device whose configuration you want to view and select View Active
Configuration from the contextual menu.

The View Active Configuration page is displayed.

Inthis page, The left pane shows the Junos OS statement hierarchy and the right pane
shows the active configuration in the XML view.

3. Use the expander buttons (plus and minus) to explore the Junos OS statement
hierarchy.

4. See which configuration optionsin the hierarchy are actually set by selecting Configured
Data from the Perspective list on the top of the left pane next to the magnifying glass
searchicon.

5. Select the Settings icon to modify the custom settings related to Multi-select and
Autorefresh.

6. Select the Create Filter icon to add a configuration filter.

7. Search for a particular option. See Finding Configuration Options. Although that topic
deals with Device Templates, the principle is exactly the same.

« Modifying Device Configuration Overview on page 53
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Adding Configuration Filters

This option allows creating new filter using the DMI schema for the device types. Filter
name is a unique identifier for the filter and device family is used to define a filter based
on the DMI schema for the device type. Create Filter GUI has two trees, one is the DMI
schema tree which has Junos OS statement hierarchy for the device family selected
above. Right side tree is the filtered tree constructed by selecting the nodes in the Junos
OS statement hierarchy.

To add a configuration filter:

1. Select a node from the left side tree to make it available at right side tree. Selecting
of any node intern selects all its children and expands the node using expander buttons
(plus).

2. Selected children will be displayed at both the trees only if you expand that node.

3. Change the device family in the selection list to reload the left side tree with that
particular DMI schema for the device type.

4. Select a filter from the Filter Selection-list to filter Configuration Tree.

Related . Viewing Active Configuration on page 52
Documentation

Modifying Device Configuration Overview

This action enables you to view and modify a device’s configuration. To display all
configuration options of a device, Junos Space Network Management Platform requires
the DMI schema for that device type. To upload a DMI schema to Junos Space Network
Management Platform, see “Managing DMI| Schemas Overview” on page 714.

If Junos Space Network Management Platform does not have the DMI schema for that
device type, it uses a default DMI schema. The default DMI schema does not necessarily
display all configuration options of the device, whereas having the DMI schema specific
to that device enables Junos Space Network Management Platform to let you edit all
configuration options of the device. If Junos Space Network Management Platform uses
the default schema, some already configured parameters on the device might not be
displayed.

Junos Space Network Management Platform checks for an exact match between the
device and DMI schema every time you edit the configuration of the device.

You can edit the configuration on the device using the schema-based Configuration
Editor or Configuration Guides. To know more about Configuration Guides, see
“Configuration Guides Overview” on page 63.

The sequence of tasks to edit a device configuration is as follows:

1. Selecting the Device and the Configuration Perspective on page 54

2. Modifying the Configuration on the Device on page 55
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Related
Documentation

The Junos OS devices can maintain up to 49 copies of a configuration file. Junos Space
Network Management Platform provides database management of configuration files
(see “Systems of Record in Junos Space Overview” on page 733).

. Managing Configuration Files Overview on page 444

. Managing DMI Schemas Overview on page 714

Selecting the Device and the Configuration Perspective

You can modify the device configuration using the Schema-based Configuration Editor.
The Modify Configuration page shows the DMI schema applied by Junos Space Network
Management Platform to the selected device. If Junos Space Network Management
Platform has the same DMI schema as the device, then that schema will be applied. If
Junos Space Network Management Platform does not then it displays the default schema
for the selected device'’s type. The default schema does not necessarily show all of the
configuration options available in the actual device schema. Therefore, you cannot
configure those options by using Junos Space Network Management Platform; you must
go to the device itself. To avoid this situation, upload the device’s schema to Junos Space
Network Management Platform using the DMI Schema management workspace (see
“Managing DMI Schemas Overview” on page 714).

This topic describes how to select the device and the configuration perspective before
editing the configuration.

To select the device and the perspective:

1. Select Devices > Device Management, and select a single device.
2. From the Actions menu, select Device Configuration > Modify Configuration .

The Modify Configuration page is displayed. The default perspective is All Data, which
means all configuration options, whether set or not. The left pane shows the Junos
OS statement hierarchy. The right pane shows the values in the running configuration.

3. Explore the configuration details in the following ways:

« Use the expander buttons (plus and minus) to explore the Junos OS statement
hierarchy.

- Mouse over the blue information icon next to each Junos OS statement to display
explanatory text. The information is the same as that in the device CLI.

. See which configuration options in the hierarchy are actually set by selecting
Configured Data from the Perspective list on the top of the left pane next to the
magnifying glass search icon.

. Likewise, in the right pane, select Configured Data on the list at the right of the title
bar to display in the right pane only those options that are actually configured.

- Search for a particular option. For more information about searching for a particular
option, see “Finding Configuration Options” on page 199. Although that topic deals
with Device Templates, the principle is exactly the same.
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Related . Modifying Device Configuration Overview on page 53
D .
ocumentation . Modifying the Configuration on the Device on page 55

. Updating a DMI Schema on page 716

Modifying the Configuration on the Device

You can modify the configuration on a device from the View/Edit Configuration page.
This topic describes the individual operations involved in modifying a device configuration
after you have selected your device and the configuration perspective.

To modify a configuration option:

1. Select Network Application Platform > Devices > Device Management.
The Device Management page is displayed.

2. Right-click the device whose configuration you want to modify and select View/Edit
Configuration.

The View/Edit Configuration page is displayed.
3. Select a configuration option from the hierarchy in the left pane.

The contents of the right pane changes to reflect your selection on the left, and the
full name of the configuration option appears on the title bar on the right pane.

The parameters of a configuration option are displayed varies depending on the data
type of the option. The data type is shown in a tooltip when you mouse over an option
in the hierarchy. It is the data type that determines how the parameter is validated,
and the data type is in turn determined by the DMI schema.

The options displayed in table rows can be manipulated as follows:
- Edited by selecting a row and selecting the diagonal pencil icon
- Added by selecting the plus icon

. Deleted by selecting a row and selecting the minus icon

The variety in the data presentation only affects how you arrive at the value you want
to change, not the value itself.

For more information about the correlation between data types and validation
methods, see “Creating a Template Definition” on page 189.

A parameter available for configuration is usually displayed as a link called
View/Configure.

4. Select View/Configure until you arrive at the parameter that you want to change.
5. Make your change.

In the hierarchy on the left, the option you have changed is highlighted, and the option
label is in bold. This distinguishes it from subsequent options that you simply visit,
without making any changes. If you have opened up the hierarchy, you can see not
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Related
Documentation

only the name of the principal option, but also the name of the particular parameter
that you have changed- for example not only “SNMP,” but also “Description.”

0 NOTE: Your edits are saved when you click anywhere else on the Edit
Device Configuration page, whether another configuration option or any
of the buttons.

(Optional) Forinformation about individual parameters, click the little blue information
icons to the right of the configuration settings to display the explanations.

(Optional) To add comments about individual parameters, click the little yellow
comment icons next to the configuration settings and enter your comments.

(Optional) To activate or deactivate a configuration option, click the Activate or
Deactivate link respectively.

e NOTE: You can activate or deactivate a configuration option only if the
configuration node exists.

(Optional) Enter in the Comments field any remarks that you want to be seen when
the consolidated configuration is reviewed. The remarks appear as a title for the
configuration.

If you do not enter anything in this field, the label for the configuration is only something
similar to Generated config change from: created by super at 2012-09-14 01:33:26.564
(11tem).

. Click OK.

The Device Management page reappears.

Modifying Device Configuration Overview on page 53
Selecting the Device and the Configuration Perspective on page 54
Managing DMI Schemas Overview on page 714

Creating a Template Definition on page 189

56

Copyright © 2016, Juniper Networks, Inc.



Chapter 4: Device Configuration

Modifying Unmanaged Device Configuration

Related
Documentation

In the Junos Space Network Management Platform context, unmanaged devices are
those made by vendors other than Juniper Networks, Inc. You can add such devices to
Junos Space Network Management Platform manually, or by importing multiple devices
simultaneously from a CSV file.

To modify the configuration on a non-Juniper device:

1. Select Network Management Platform > Devices > Device Management.

The Device Management page is displayed. This page lists the unmanaged devices
added to Junos Space Network Management Platform.

2. Right-clickthe unmanaged device whose configuration you want to modify and select
View/Edit Unmanaged Device Configuration. The Modify Unmanaged Device
Configuration page is displayed.

3. Modify the loopback address in the Loopback address field.
4. Modify the loopback name in the Loopback Name field.
5. Click Save.

A jobis created. Click the Job ID to view the job details.

« Device Management Overview on page 35

Viewing Managed Devices on page 41

Reviewing and Deploying the Device Configuration

When you finish modifying a device configuration, you can review and deploy the
configuration using the Review/Deploy Configuration page. You can review and deploy
configurations created using the Schema-based Configuration Editor or the Configuration
Guides. You can review these configurations in a device-centric view, approve or reject
appropriate configuration changes, and deploy them to one or more devices in a single
commit operation.

In Junos Space Network Management Platform, different users can create configuration
templates for a particular device. A single reviewer can then view all of these
configurations for multiple devices (see “Viewing Assigned Shared Objects” on page 68)
to decide which of them to deploy, and in which sequence.

0 NOTE: Itispossible to create a configuration thatis not shared, in which case,
only its creator can deploy it. For example, configurations scheduled for
deployment that were created with the Schema-based Configuration Editor
are not shared, and are therefore not visible as a shared object.
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You can perform the following tasks on the Review/Deploy Configuration page:

« Viewing the Device Configuration Changes on page 58

« Validating the Configuration on the Device on page 59

« View the Device-Configuration Validation Report on page 59

« Excluding or Including a Group of Configuration Changes on page 60
« Deleting a Group of Configuration Changes on page 60

« Approving the Configuration Changes on page 61

« Rejecting the Configuration Changes on page 61

« Deploying the Configuration Changes on page 62

Viewing the Device Configuration Changes

You can view the configuration changes you want to deploy on the device, on the
Review/Deploy Configuration page. To view the configuration changes:

1. Select Network Management Platform > Devices > Device Management.
The Device Management page appears.

2. Right-click the device whose configuration you have modified and want to deploy and
select Review/Deploy Configuration.

The Review/Deploy Configuration page is displayed. The Select Devices section on
the left side of this page displays the device on which you are about to deploy to the
configuration. The right side of this page displays the modified configuration that you
are about to deploy on the device.

0 NOTE: You can also select multiple devices and view the configuration
changes on these devices in the Change Summary tab.

The following table show the columns displayed in the Select Devices section.

Table 13: Selected Devices Columns

Column Name Description

Device ID ID of the device.

Device Name Name of the device.

Validation Validation results of the configuration on the device.

Status Status of the modified configuration - approved, rejected, or deployed

on the device.
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The right side of the page displays different tabs to view the configuration deltas from
the running configuration. Delta is the differential configuration that you are about to
deploy on the device. The following table lists the tabs.

Table Name Description

Change Summary

Pending configuration changes for the device.

Delta Config (CLI)

Deltas from the running configuration in CLI.

Delta Config (XML)

Deltas from the running configuration in XML.

Additional Info

Add comments to the audit trail.

3. Click the Delta Config (CLI) tab to view deltas from the running configuration in CLI
format.

4. Click the Delta Config (XML) tab to view deltas from the running configuration in XML
format.

5. Click the Additional Info tab to add comments to the audit trail in the Comments
section.

Validating the Configuration on the Device

You can validate the delta configuration on the device and view the validation results
before deploying the configuration changes to the device. To validate the delta
configuration on the device:

1. Select Network Application Platform > Devices > Device Management.
The Device Management page appears.

2. Right-click the device whose configuration you have modified and want to deploy and
select Review/Deploy Configuration .

The Review/Deploy Configuration page is displayed.
3. Inthe Change Summary tab, click the Validate on Device link.

A job is created. You can click the Job ID to view the job details.

View the Device-Configuration Validation Report

When you complete validating the configuration on the device, you can view the validation
results. To view the validation results:

1. Select Network Management Platform > Devices > Device Management.
The Device Management page appears.

2. Right-click the device whose configuration you have modified and want to deploy and
select Review/Deploy Configuration .

The Review/Deploy Configuration page is displayed.
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3. Onthe Change Summary tab, click the Device Validation Report link.
A pop-up window displays the results of the validation.

4. Click Close.

Excluding or Including a Group of Configuration Changes

You can exclude or include a specific group of configuration changes. If you exclude the
configuration change, the change will not be deployed to the device during the deploy
operation. To exclude or include a specific group of configuration changes:

1. Select Network Management Platform > Devices > Device Management.
The Device Management page appears.

2. Right-click the device whose configuration you have modified and want to deploy and
select Review/Deploy Configuration.

The Review/Deploy Configuration page is displayed.

3. Onthe Change Summary tab, click Exclude to exclude changes in the template or
changes from the Schema-based Configuration Editor.

4. On the Change Summary tab, click Include to include any templete changes to the
configuration that you are deploying to the device.

5. Click Close.

Deleting a Group of Configuration Changes

You can delete a specific group of configuration changes. If you delete the configuration
change, the change is not deployed to the device during the deploy operation. To delete
a specific group of configuration changes:

1. Select Network Management Platform > Devices > Device Management.
The Device Management page appears.

2. Right-click the device whose configuration you have modified and want to deploy and
select Review/Deploy Configuration .

The Review/Deploy Configuration page is displayed.

3. Onthe Change Summary tab, click Delete to delete any changes from the
Schema-based Configuration Editor.

4. Click Close.
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Approving the Configuration Changes

You can approve the configuration changes after you have successfully validated the
configuration changes on the device. Approving the configuration is the last step you
perform before you deploy the configuration on the device. To approve the configuration:

1. Select Network Management Platform > Devices > Device Management.
The Device Management page appears.

2. Right-click the device whose configuration you have modified and want to deploy and
select Review/Deploy Configuration.

The Review/Deploy Configuration page is displayed.
3. Click Approve to approve the configuration.

4. Click Yes on the confirmation pop-up window.

0 NOTE: If you cannot approve the configuration on the Review/Deploy
Configuration page, check if the Enable approval workflow for configuration
deployment check box at Administration > Applications > Modify Application
Settings > Devices is not selected. By default, this check box is selected.

Rejecting the Configuration Changes

You can reject the configuration changes you have approved earlier. Rejecting the
configuration changes prevents the configuration from being deployed on the device. To
reject the configuration:

1. Select Network Management Platform > Devices > Device Management.
The Device Management page appears.

2. Right-click the device whose configuration you have modified and want to deploy and
select Review/Deploy Configuration.

The Review/Deploy Configuration page is displayed.
3. Select an approved configuration change and click Reject .

4. Click Yes on the confirmation pop-up window.
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Deploying the Configuration Changes

Related
Documentation

You can deploy the configuration changes you have approved earlier. Deploying the
configuration changes pushes the configuration from being deployed on the device. To
deploy the configuration:

1.

Select Network Management Platform > Devices > Device Management.
The Device Management page appears.

Right-click the device whose configuration you have modified and want to deploy and
select Review/Deploy Configuration.

The Review/Deploy Configuration page is displayed.
Click Deploy.

The Deploy Configuration pop-up window is displayed. You can deploy the
configuration immediately or schedule to deploy the configuration at a later point in
time.

To deploy the configuration to the device immediately, select the Deploy Now option
button.

To schedule a deployment, select Deploy Later and specify the schedule.

Click OK.

0 NOTE: If you are upgrading to Junos Space Network Management Platform

13.1from an earlier version, you should deploy all consolidated configurations
and change requests before the upgrade. The upgrade deletes all consolidated
configurations and change requests.

. Viewing Assigned Shared Objects on page 68

. Assigning a Device Template to Devices on page 220

62

Copyright © 2016, Juniper Networks, Inc.



Chapter 4: Device Configuration

Configuration Guides Overview

The Device Management Interface (DMI) schema-based Configuration Editor that is
shipped with Junos Space Network Management Platform helps you modify the entire
configuration of a device. However, to modify only a part of the configuration of the
device, use the custom-built user interface of Configuration Guides.

Configuration Guides are deployed as a single application on the Junos Space Network
Management Platform. When you install Junos Space Network Management Platform
on a device, the Configuration Guides packaged in the application are automatically
displayed on the View/Edit Configuration page. All changes to the device configuration
you made using the Configuration Guides are collected as a single change request. The
configuration changes you make in one Configuration Guide are visible in other
Configuration Guides and the Configuration Editor. If you change a parameter using two
Configuration Guides, the change made in the last Configuration Guide is accepted. The
changes are merged in chronological order. You can preview the combined configuration
changes in XML and CLI formats.

When you have finished editing the device configuration using the Configuration Guides,
you can finalize the changes by previewing and saving the changes, or by deploying the
changes on the device. Clicking the Deploy buttontakes you to the Review/Deploy
Configuration page.

Related . Modifying Device Configuration Overview on page 53
Documentation

Saving the Configuration Created using the Configuration Guides

You can access Configuration Guides from the Devices workspace in Junos Space Network
Management Platform. You can save the configuration on Junos Space Network
Management Platform..

To save the device configuration created using the Configuration Guides:

1. Select Network Management Platform > Devices > Device Management.
2. Select the device for which you want to use Configuration Guides.
3. Right-click the device and select Device Configuration > Modify Configuration.

The Modify Configuration page is displayed. This page lists the Configuration Guides
deployed with the hot-plugged application. You can also open the generic configuration
editor by clicking the Schema-based Configuration Editor link.

4. Use the Configuration Guides to modify the device configuration.

5. Click Save.

Related . Configuration Guides Overview on page 63
Documentation
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Deploying the Configuration Created using the Configuration Guides

Related
Documentation

You can access Configuration Guides from the Devices workspace in Junos Space Network
Management Platform. You can deploy the configuration on the devices.

To deploy the device configuration using the Configuration Guides:

1. Select Network Management Platform > Devices > Device Management.
2. Select the device for which you want to use Configuration Guides.
3. Right-click the device and select Device Configuration > View/Edit Configuration.

The View/Edit Configuration page is displayed. This page lists the Configuration Guides
deployed with the hot-plugged application. You can also open the generic configuration
editor by clicking the Schema-based Configuration Editor link.

4. Use the Configuration Guides to modify the device configuration.
5. Click Deploy.
The Deploy Options page is displayed.
6. Select the appropriate deployment schedule from the Date and Time options.

7. Click Deploy.

. Configuration Guides Overview on page 63

Previewing the Configuration Created using the Configuration Guides

You can access Configuration Guides from the Devices workspace in Junos Space Network
Management Platform. You can preview the configuration before deploying it to the
devices

To preview the device configuration created using the Configuration Guides:

1. Select Network Management Platform > Devices > Device Management.
2. Select the device for which you want to use the Configuration Wizard.
3. Right-click the device and select Device Configuration > Modify Configuration.

The Modify Configuration page is displayed. This page lists the Configuration Guides
deployed with the hot-plugged application. You can also open the generic configuration
editor by clicking the Schema-based Configuration Editor link.

4. Use the Configuration Guides to modify the device configuration.
5. Click Preview.

The View Configuration Change page is displayed. You can view the configuration
changes either in the CLI or XML formats.

6. Click Close.
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Related
Documentation

« Configuration Guides Overview on page 63

Resolving Out-of-Band Configuration Changes

When Junos Space Network Management Platform is the system of record, users may
make out-of-band configuration changes to network devices by manually using the
device’'s management CLI, but there is no automatic resynchronization with the Junos
Space Network Management Platform database.

By viewing the configuration change log, you can see the history and details of all device
configuration changes, whether initiated from Junos Space Network Management
Platform or not. You can investigate details of the changes that were made, and you can
decide to accept or reject the changes. If you accept them, the Junos Space Network
Management Platform database is updated to reflect the new configuration. If you reject
them, the device'’s out-of-band configuration changes are reverted.

You can resolve changes directly from the device inventory landing page by using the
action Resolve OOP Change from the Actions menu. However, the configuration change
log gives more detailed information.

- Viewing the Configuration Change Log on page 65

- Managing Configuration Changes on page 66

Viewing the Configuration Change Log

To view configuration changes:

1. Select Devices > Device Management.
The Devices inventory landing page is displayed.

2. Select the device whose configuration log you want to see.

3. Select Device Configuration > View Configuration Change Log from the Actions menu.
The configuration change log is displayed. Table 14 on page 65 describes its contents.

Table 14: Configuration Change Log

Timestamp

Author

The date and time at which the configuration change was made.

The user ID of the person who made the change. For anin-band change, this is the Junos Space
username; for and out-of-band change, it is the credential used to log into the CLI management
interface.

Configuration Changes

Change Type

Application Name

A link to a View Configuration Change XML window in which the details of the change for this
device are shown as XML.

The type of the change: in band or out of band. Out-of-band changes are further denoted as
Outstanding, Accepted, or Rejected.

The name of the Junos Space application from which the change was requested.
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Table 14: Configuration Change Log (continued)

Commit Comments The commit comments included in the system log entry related to committing this change.
These may include notes from the user who made the commit, as well as the timestamp and
username.

Managing Configuration Changes
To accept or reject configuration changes:

1. Select Resolve outstanding out of band changes, at the top of the Configuration Change
Log window. You can also take this action directly from the devices inventory landing
page by selecting Resolve OOB Changes in the Actions menu.

The Resolving OOB Changes window appears. Table 15 on page 66 describes the
columns in this window.

Table 15: Resolving Out-of-Band Changes

Timestamp The date and time at which the configuration change was made.

Author The user ID of the person who made the change. For an in-band change, this is the Junos Space
username; for and out-of-band change, it is the credential used to log into the CLI management
interface.

Application Name The name of the Junos Space application from which the change was requested.

Config Change A link to a View Configuration Change XML window in which the details of the change for this

device are shown as XML.

Action Option buttons enabling you to select Accept or Reject.

Related . Systems of Record in Junos Space Overview on page 733
Documentation

Viewing Configuration Change Log

Viewing the Configuration Change Log enables you to resolve out of band changes, which
are those changes made on the device itself.

When the mode in Network Management Platform > Administration > Applications >
Modify Application Settings > Device is Space as the System of Record (SSOR), the
system tracks both in-band (Space) and out-of-band (non-Space) changes. When the
mode in Application Settings is Network as the System of Record (NSOR) (the default),
the system tracks only in-band (Space) changes.

To view the Configuration Change Log,

1. Select Devices > Device Management.
2. Select the device whose config change log you want to view.

3. Select Device Configuration > View Configuration Change Log from the Actions menu.

66 Copyright © 2016, Juniper Networks, Inc.



Chapter 4: Device Configuration

The View Config Change Log page appears, displaying the information listed in
Table 16 on page 67.

Table 16: View Configuration Change Log Table

Column Header Explanation

Timestamp Time when the change was committed

Author Creator of the change

Configuration Change Description of the change

Change Type Type of change, that is, the workspace or tool that was used
Application Name Name of the Junos Space application that was used
Commit Comments Any comments made by the person committing the change.

4, Toresolve any out of band changes, see “Resolving Out-of-Band Configuration
Changes” on page 65.

Related . Modifying Device Configuration Overview on page 53

Documentation « Resolving Out-of-Band Configuration Changes on page 65

. Viewing Assigned Shared Objects on page 68
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Viewing Assigned Shared Objects

An assigned shared object is a configuration or a configuration template created for
multiple devices, that is, an object that has been assigned to more than one device.

The View Assigned Shared Objects is a device-centric action that enables you to view

configurations created in the applications and workspaces listed below for each device,
and queue them up in preparation for publishing those changes. You can accept or reject
the pending configurations, and you can change the sequence in which the changes will
be committed. Accepting a configuration is assigning it, and rejecting it is unassigning it.

Configurations created by the following application workspaces can be assigned to
devices:

« Network Management Platform

- Device templates
« Security Design

- IPSEC VPNS

- |IDP Profiles

- Security Policies

All configurations that have been created for the device are assigned and will be
candidates for deployment, unless you unassign them.

Viewing assigned shared objects can only be done on a per-device basis.
You can select only one device at a time. To view assigned shared objects:

1. Select Devices > Device Management.
The Device Management page appears.
2. Select the device whose assigned objects you want to view, and either

- Select Device Configuration > View/Assign Shared Objects from the Actions
dropdown.

The View/Assign Shared Objects page appears, listing the running configuration and
the pending configurations on the right and displaying the workspaces where they
originated on the left.

The pending configurations are shown in a table, whose data is described in
Table 17 on page 68.

Table 17: View Assigned Shared Objects Table

Column Heading Content

Name Name of the configuration, assigned at time of creation
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Table 17: View Assigned Shared Objects Table (continued)

Column Heading Content

Published Yes or No. Templates cannot be deployed unless they are published. You can go to the
Configuration Templates workspace to publish a template by clicking Configuration
Templates on the panel to the left of the table.

Status Deployed or Not Deployed

Modified By Name of person who last modified the configuration

Modify Time Expressed as a date (year-month-day), followed by a time (hours:minutes:seconds) and
a timezone.

Description Text entered in the Description field when the configuration was created.

All of the columns in the table have filtering enabled. Each of the configurations listed
can be selected and all of the following can be performed:

- Assign Templates

- Unassign Templates

« Move Up / Move Down

From this page, you can also navigate back to the application where a configuration was
created.

To assign a template:

1.

Onthe left side of the page, select the workspace where the configuration was created.
The table on the right displays the configurations created in the selected workspace.
Select the check box for the configuration you want to assign, and click the [+] sign.

The template is assigned.

Finish by clicking Save Changes or Save & Publish Changes.

To unassign a template:

1.

Onthe left side of the page, select the workspace where the configuration was created.
The table on the right displays the configurations created in the selected workspace.
Select the check box for the configuration you want to unassign, and click the [-] sign.

A Confirm dialog appears, asking you whether you want to unassign the selected
object.

Click Yes to dismiss the dialog.

The template disappears from the table.

4. Finish by clicking Save Changes or Save & Publish Changes.
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Related
Documentation

To change the sequence of objects, assigned or otherwise,

1.

Select the check box for the configuration whose position you want to change, and
click the up or the down arrow.

The object moves up or down in the display as required.
(Optional) Continue moving objects the same way until you are satisfied.

Finish by clicking Save Changes or Save & Publish Changes.

« Modifying the Configuration on the Device on page 55

Viewing Template Deployment (Devices)

Viewing template deployment from the Devices workspace enables you to view which
templates are deployed on a device, the version of the template deployed on the device,
and find out whether the device was in sync with the template at the time the last audit
was performed, as well as other relevant details.

To get this information, you must perform an audit at least once after deploying a
template. To ensure the information presented to you is current, perform a template
configuration audit immediately before viewing template deployment. If there are any
differences between template and device since the template was deployed.

To view the list of templates deployed on a device:

1.

Select Devices > Device Management.
Device Management page lists all the devices.
Select the device and select View Template Deployment from the Actions menu.

The View Deployment page appears. lists the devices on which the template is
deployed. Each device displayed in the table includes details of the device. The details
include the name of the device, IP address of the device, version of the template, time
when the template was deployed to the device, Junos Space user who deployed the
template, job ID for deployment, template audit status, and the time when the
template was audited.

Column Header

Description

Name

Template Version

Name of the template that is deployed to the device.

Version of the template currently deployed to the device.

Deploy Time Time at which the template was deployed to the device named in this row.
Deployed By Login ID of the person who deployed the template to the device named in this row.
Job ID ID of the job constituted by deployment of this template to the device named in this
row.
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Audit Status Unavailable, in sync or not in sync.

Audit Time Time at which the template was deployed to the device named in this row.

3. Toview the details of the template that is deployed to the device, double-click on the
template name.

The Template Details window appears.

4. Toview the change summary represented by a template version, click the number of
the template version.

The Template Change Summary window appears, showing the configuration options
that were changed due to the configuration snippet being deployed to the device.

5. Toview the status of the job represented by deployment of the template, click the
job ID.

The Job Management window appears.

6. Toview any differences between a template and the configuration on the devices to
which it has been deployed, first ensure an audit has been performed on the template
since it was deployed (see “Auditing Template Configuration” on page 219).

0 NOTE: To view current information, audit the template configuration
immediately before doing this: see “Auditing Template Configuration” on
page 219.

e NOTE: Each audit is performed as a job. It may take some time to finish
auditing, if a large number of devices were selected for auditing.

The possible states for a template audit are displayed in the Audit Status column:
« Insync
« Outofsync

. Unavailable—The Unavailable status is when no audit is performed on a device for
a particular template. See “Auditing Template Configuration” on page 219.

To view the audit status, click the link for the device in the Audit Status column.
The Template Audit Result window appears.

Under the Audit Status heading, any differences found last time the template was
audited are listed. Such differences will be due to someone having altered the device
configuration between the two template deployments.

7. Toreturn to the Device Management page from the View Deployment page, click
Cancel.
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Related . Modifying Device Configuration Overview on page 53
Documentation
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Device Inventory

« Viewing Physical Inventory on page 73

« Displaying Service Contract and EOL Data in the Physical Inventory Table on page 75
« Viewing Physical Interfaces on page 76

» Viewing Logical Interfaces on page 77

« Viewing and Exporting License Inventory on page 80

« Viewing and Exporting Software Inventory on page 84

« Exporting Physical Inventory Information on page 86

» Viewing Associated Scripts on page 87

« Executing Scripts on a Physical Inventory Component on page 87

« Executing Scripts on a Physical Interface on page 88

« Executing Scripts on a Logical Interface on page 89

« Applying CLI Configlets to a Physical Inventory Element on page 90
« Applying CLI Configlets to a Physical Interface on page 90

« Applying CLI Configlets to a Logical Interface on page 91

Viewing Physical Inventory

Hardware inventory information shows the slots that are available for a device and
provides information about power supplies, chassis cards, fans, part numbers, and so
forth. Junos Space Network Management Platform displays hardware inventory by device
name, based on data retrieved both from the device during discovery and resync
operations, and from the data stored in the hardware catalog. For each managed device,
the Junos Space Network Management Platform hardware catalog provides descriptions
for field replaceable units (FRUs), part numbers, model numbers, and the pluggable
locations from which empty slots are determined.

Sorting is disabled for the hardware inventory page to preserve the natural slot order of
the devices.
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To view hardware inventory for devices that Junos Space Network Management Platform
manages:

1.

Related .
Documentation

Select Devices > Device Management.
The Device Managementinventory page displays the devices managed in Junos Space
Network Management Platform in a table.

Select a device whose inventory you want to display.

Select Device Inventory > View Physical Inventory from the Actions menu.
The inventory is displayed in a table.

You can expand certain categories (for example, the Routing Engine category) to
show data for all memory (RAM and disk) installed on device components.

In the table, the address group sub types, namely, location and ship-to-address of a

device will be displayed as columns only if Service Now contains address Group and

is associated with devices. If no address group is configured in Service Now, then these
columns will not be displayed.

The Status field on the Physical Inventory page displays the status of the device
component. The status is updated during periodic re-synchronization and on
notification. The different status indicators are Green (device component is present
and online), Red (device component is present and offline), and Gray (device
component status is unknown).

Chassis cluster devices shows information for both the primary and secondary device.

The device inventory for a Junos Space Network Management Platform installation
that includes Service Now and Service Insight includes columns related to service
contracts and end-of-life status. For detailed information, see “Displaying Service
Contract and EOL Data in the Physical Inventory Table” on page 75.

(Optional) Click Export at the top of the inventory page to export the table in CSV
format. See “Exporting Physical Inventory Information” on page 86.

Click Return to Inventory View to return to the device inventory page.

Displaying Service Contract and EOL Data in the Physical Inventory Table on page 75
Exporting Physical Inventory Information on page 86

Viewing Managed Devices on page 41

Viewing Physical Interfaces on page 76

Resynchronizing Managed Devices With the Network on page 94

Exporting License Inventory on page 80

Understanding How Junos Space Automatically Resynchronizes Managed Devices on
page 47

74
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Displaying Service Contract and EOL Data in the Physical Inventory Table

Problem Description: As of Release 11.3 of Junos Space, the Physical Inventory table can include
columns related to the part’s service contract and end-of-life (EOL) status.
The service contract data in this table is populated by the Service Now Devices table.
The EOL data in this table is populated by the Service Insight Exposure Analyzer table.
If Service Now or Service Insight is not installed, or if the required tables are empty, these
columns are not displayed in the Physical Inventory table.

Solution To investigate missing service contract and EOL data:

1. Use the table column display filters to check whether the columns have been hidden.

Select the columns you want. If the columns cannot be selected (are not listed), check
your Service Now and Service Insight settings.

2. Check the Service Now Devices table for details about the devices managed with
Junos Space Network Management Platform, including information about the service
contract.

If you are unable to view service contract information, check the Service Now settings
to ensure the following items have been properly configured:

. Service Now Organization. See Organizations Overview topic in the Service Now
documentation.

. Service Now Device. See Service Now Devices Overview topic in the Service Now
documentation.

. Service Now Device Group. See Associating Devices with a Device Group topic in
the Service Now documentation.

. Service Now Event Profile. See Event Profiles Overview topic in the Service Now
documentation.

3. Check the Service Insight Exposure Analyzer table for details about the devices
managed with Junos Space Network Management Platform, including information
about EOL announcements.

The EOL Status column indicates whether EOL data is available or not. EOL data is
available only if there is an EOL bulletin. EOL data is typically unavailable for newer
products. If the Exposure Analyzer table does not contain records, there might be a
problem with the Service Now configuration. Service Now manages the communication
between Junos Space Network Management Platform and the Juniper Networks
support organization, which is the originating source of EOL data. If the Service Insight
Exposure Analyzer table is empty, check the following Service Now settings:

. Service Now Organization. See the Organizations Overview topic in the Service Now
documentation.

. Service Now Device. See the Service Now Devices Overview topic in the Service
Insight documentation.
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Related
Documentation

. Viewing Physical Inventory on page 73

Viewing Physical Interfaces

Junos Space Network Management Platform displays physical interfaces by device name,
based on the device information in its database. You can view the operational status and
administrative status of physical interfaces for one or more devices to troubleshoot
problems.

Sorting is disabled for the physical interfaces view to preserve the natural slot order of
the devices.

If the interface status changes on the managed device, the information is not updated
in Junos Space Network Management Platform until the device is resynchronized with
the Junos Space Network Management Platform database.

You can access the Physical Interfaces view either from the Manage Devices inventory
page, or from within the Physical Inventory page.

To view the physical interfaces for devices from the Manage Devices inventory page:

1. Select Devices > Device Management.
2. Select the device for which you want to view the physical interfaces.
3. Select Device Inventory > View Physical Interfaces from the Actions menu.

Junos Space Network Management Platform displays a table containing the status
of the physical interfaces for the device. Table 18 on page 76 describes the information
that can be displayed for the physical Interfaces. Some columns may be hidden. To
expose them, mouse over any column head, click the down arrow that appears, select
Columns from the resulting menu, and check the columns you want to see.

Table 18: Physical Interfaces Columns

Field Description

Device Name

The device configuration name.

Physical Interface Name

IP Address

Standard information about the interface, in the format type-/foc/pic/port, where
type is the media type that identifies the network device; for example, ge-0/0/6.

The IP address for the interface.

Logical Interfaces

A link to the table of logical interfaces for the device.

MAC Address

The MAC address of the device.

Operational Status

The operational status of the interface: up or down.

Admin Status

The admin status of the interface: up or down.
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Table 18: Physical Interfaces Columns (continued)

Field Description

Encapsulation

The encapsulation type used on the physical interface.

Link Type

The physical interface link type: full duplex or half duplex.

Speed (Mbps)

The speed at which the interface is running.

MTU

The maximum transmission unit size on the physical interface.

Description

An optional description for this interface configured on the device. It can be any
text string of 512 or fewer characters. Any longer string is truncated to 512. If there
is no information, the column entry is blank.

Related
Documentation

4. Click Return to Inventory View at the top of the inventory page.
To view the physical interfaces from physical inventory page:

1. Select Devices > Device Management.
2. Select the device that has the physical inventory of interest.
3. Select Device Inventory > View Physical Inventory from the Actions menu.
A tree grid is displayed with all the physical inventory elements of the device.

4. Fromthe tree grid of the physical inventory, right click the component and select View
Physical Interfaces.

Junos Space Network Management Platform displays a table containing the status
of the physical interfaces for the device. Table 18 on page 76 describes the information
that can be displayed for the physical Interfaces. Some columns may be hidden. To
expose them, mouse over any column head, click the down arrow that appears, select
Columns from the resulting menu, and check the columns you want to see.

5. Select Return to Physical Inventory at the top left of the display

« Viewing Managed Devices on page 41
« Viewing Physical Inventory on page 73
« Exporting License Inventory on page 80

. Viewing Logical Interfaces on page 77

Viewing Logical Interfaces

You canview logical interfaces on a per-port basis or on a per-device or per-logical system
basis. You can view the logical interface configurations for one or more devices or logical
systems to troubleshoot problems.
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You can access the Logical Interfaces view in either of two ways: from the Manage Devices
inventory page, or from within the Physical Interfaces view. These two procedures are
described separately below.

To view the logical interfaces configured for a selected device from the Manage Devices
inventory page:

1. Select Devices > Device Management.
A tabular list of devices appears.

2. Select the device for which you want to view logical interface information.
3. Do one of the following:

. Select the View link in the Logical Interfaces column.

. Select Device Inventory > View Logical Interfaces.

- Right-click the selected device in the table and select View Logical Interfaces from
the menu that appears.

Junos Space Network Management Platform displays the status of the logical
interfaces for the selected device in a table. Its possible fields are described in
Table 19 on page 79. Some columns may be hidden. To expose them, mouse over
any column head, click the down arrow that appears, select Columns from the
resulting menu, and check the columns you want to see.

4. Select Return to Inventory View at the top left of the display.

To view the logical interfaces configured for a physical interface from the Physical
Interfaces view:

1. Select Devices > Device Management.
The device inventory table appears.

2. Find the device that has the physical interfaces of interest.
3. Inthe table row for the device, select the word View in the Interfaces column.

Junos Space Network Management Platform opens a table that shows all of the
physical interfaces for the device.

4. From the table of physical interfaces, find the interface for which you want to view
the logical interfaces.

5. Inthe table row for the physical interface, select the word View in the Logical Interfaces
column.

Junos Space Network Management Platform displays the status of the logical
interfaces for the selected physical interface. Its fields are described in

Table 19 on page 79. Some columns may be hidden. To expose them, mouse over any
column head, click the down arrow that appears, select Columns from the resulting
menu, and check the columns you want to see.

6. Select Return to Physical Interfaces at the top left of the display.
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Table 19: Logical Interfaces Columns

Field Description

Device Name The device configuration name.

Interface Name Standard information about the interface, in the format type-/foc/pic/port/logical
interface, where type is the media type that identifies the network device; for
example, ge-0/0/6.135.

IP Address The IP address for the logical interface.

Encapsulation The encapsulation type used on the logical interface.

Vlan The VLAN ID for the logical interface.

Description An optional description configured for the interface. It can be any text string of 512

or fewer characters. Any longer string is truncated. If there is no information, the
column entry is blank.

Related . Viewing Physical Interfaces on page 76
Documentation
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Viewing and Exporting License Inventory
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The Device Licence Inventory feature enables you to display the currently installed license
inventory information for all DMI schema-based devices under Junos Space Network
Management Platform management.

The license inventory is generated when the device is first discovered and synchronized
in Junos Space Network Management Platform.

The licenses used by all Juniper Networks devices are based on SKUs, which represent
lists of features. Each license includes a list of features that the license enables and
information about those features. Sometimes the license information also includes the
inventory keys of hardware or software elements upon which the license can be installed.

o NOTE: Toview thelicense(s) for Junos Space Network Management Platform
itself, see “Viewing Licenses” on page 619.

This topic also covers:

. Absence of license
. Trial information
« Count-down information

. Date-based information

DMI enables each device family to maintain its own license catalog in the DMI Update
Repository. The license catalog is a flat list of all the licenses used by a device family.
Thekey for alicense element isits SKU name. Each license element in the catalog includes
a list of features that the license enables and information about each feature (that is, its
name and value). Optionally, the license element can also list the inventory keys of
hardware or software elements and where it can be installed.

If the license inventory on the device is changed, the result depends on whether the
network is the system of record or Junos Space Network Management Platform is the
system of record. See “Systems of Record in Junos Space Overview” on page 733.

If the network is the system of record, Junos Space Network Management Platform
automatically synchronizes with the managed device. You can also manually
resynchronize the Junos Space Network Management Platform license database with
the device by using the Resynchronize with Network action. See “Resynchronizing Managed
Devices With the Network” on page 94.

If Junos Space Network Management Platformis the system of record, neither automatic
nor manual resynchronization is available.

Viewing device license inventory does not include pushing license keys to devices. You

can, however, push licenses with the Configuration Editor to any device that has license
keys in its configuration. See “Modifying Device Configuration Overview” on page 53. You
can export device license inventory information to a CSV file for use in other applications.

License inventory information shows individually installed licenses as well as a license
usage summary, with statistics for various features.
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To view license inventory for a device:

1.

Select Devices > Device Management.

The Device Management inventory page displays the devices managed in Junos Space
Network Management Platform.

Select Device Inventory > View License Inventory from the Actions menu.

The License Inventory page displays the license information listed in
Table 20 on page 82.

o NOTE: Need Counts inred indicate violations. In other words, entries in
red indicate that you are using features that you are not licensed to use.
You may also encounter the message that you have no licenses installed.

(Optional) View the list of licensed features for the selected license by double-clicking
a license usage summary or clicking on the forward action icon to the left of a license
usage summary.

The information displayed is described in Table 21 on page 83.
(Optional) Click Return to Inventory View at the top of the inventory page.

(Optional) Click Export at the top of the inventory page, to export the license inventory
information.

The Export Device License Information dialog box appears, displaying a link: Download
license file for selected device (CSV format).

(Optional) Click the download link.

The Opening Device License-xxxxxxCSV dialog box appears, where xxxxxx represents
a number.

Open the file with an application of your choice, or download the file by clicking Save.

The CSV file contains the fields described in Table 21 on page 83 and
Table 22 on page 83. These fields are not populated if the information is not available
for the selected license.

o NOTE: Exporting device license information generates an audit log entry.

Table 20: License Usage Summary Fields

Field Description

Feature name

Name of the licensed SKU or feature. It can be used to look up the license with Juniper Networks.
Not all devices support this.

License count

Number of times an item has been licensed. This value may have contributions from more than
one licensed SKU or feature. Alternatively, it may be 1, no matter how many times it has been
licensed.
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Table 20: License Usage Summary Fields (continued)

Field Description

Used count Number of times the feature is used. For some types of licenses, the license count will be 1, no
matter how many times it is used. For capacity-based licensable items, if infringement is
supported, the license count may exceed the given count, which has a corresponding effect on
the need count.

Need count Number of times the feature is used without a license. Not all devices can provide this
information.
Given count Number of instances of the feature that are provided by default.

Table 21: License Feature or SKU Fields

Field Description

Feature Name Name of the licensed SKU or feature. It can be used to look up the license with Juniper Networks.
Not all devices support this.

Validity Type The SKU or feature is considered permanent if it is not trial, count-down, or data-based.

Table 22: Additional Fields in CSV Files

Field Description

State Status of the license: valid, invalid, or expired. Only licenses marked as valid are considered
when calculating the license count.

Version

Type Permanent, trial, and so on.
Start Date Licensed feature starting date.
End Date Licensed feature ending date.
Time Remaining Licensed feature time remaining.

Related . Viewing Managed Devices on page 41

D .
ocumentation . Resynchronizing Managed Devices With the Network on page 94

« Understanding How Junos Space Automatically Resynchronizes Managed Devices on
page 47

« Systems of Record in Junos Space Overview on page 733
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Viewing and Exporting Software Inventory

The Device Software Inventory feature enables you to display the currently installed
software inventory information for all DMI schema-based devices under Junos Space
Network Management Platform management.

The software inventory is generated when the device is first discovered and synchronized
in Junos Space Network Management Platform. If the software inventory on the device
is changed by a local user, the result depends on whether the network is the system of
record or Junos Space Network Management Platform is the system of record. See
“Systems of Record in Junos Space Overview” on page 733.

If the network is the system of record, Junos Space Network Management Platform
automatically synchronizes with the managed device. You can also manually
resynchronize the Junos Space Network Management Platform software database with
the device by using the Resynchronize with Network action. See “Resynchronizing Managed
Devices With the Network” on page 94.

If Junos Space Network Management Platform is the system or record, neither automatic
nor manual resynchronization is available. You can reset the device configuration from
the values in the Junos Space Network Management Platform database if and when you
want to do so.

If you need toinstall software on a device, see “Modifying Device Configuration Overview”
on page 53. You can export device software inventory information to a CSV file for use
in other applications (steps 5 through 7).

To view software inventory for a device:

1. Select Devices > Device Management.

The Device Managementinventory page displays the devices managedin Junos Space
Network Management Platform.

2. Select a device or devices by clicking the boxes next to their names, and then select
Device Inventory > View Software Inventory from the Actions menu. You can sort the
device column either by clicking the arrow in the column head or by mousing over the
column head and clicking your choice of Sort Ascending or Sort Descending.

If you selected more than one device, the report is grouped by device name. You can
expand or contract each section by clicking the icon to the left of each device name.

3. (Optional) You can control which columns are displayed by mousing over any column
head and clicking Columns in the drop-down menu, then checking the column names
that you want. The Version column is redundant with the Major, Minor, and Revision
columns. You might need only one or two of these.

4. (Optional) Click Return to Inventory View at the top of the software inventory page.

5. (Optional) Click Export, at the top of the inventory page, to export the software
inventory information.
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The Export Software Inventory dialog box appears, displaying a link: Download
software inventory for selected device (CSV format).

(Optional) Click the download link.

Open the file with an application of your choice, or download the file by clicking Save.
You can designate a filename and location.

The CSV file contains the following fields: Device Name, Product Model, Package
Name, Version, Type, and Description, as detailed in Table 23 on page 85, irrespective
of the columns you have chosen to display on the screen. These fields are not
populated if the information is not available for the selected software.

Table 23: Software Inventory Fields

Field Description

Device

Name of the device on which this software inventory is present.

Model

The model of this device. Possible device families include J Series, M Series, MX Series, TX
Series, SRX Series, EX Series, BXOS Series, and QFX Series.

Routing engine

On a device supporting multiple Routing Engines, indicates which Routing Engine is described.

Package name

Name of the installed software package.

Description Description of the installed software package.

Version Version number of the installed software package.

Type Type of the installed software package. Permitted values are operating-system,
internal-package, and extension.

Major Major portion of the version number. For example, in version 11.4R1.14, the major portion is 11.

Minor Minor portion of the version number. For example, in version 11.4R1.14, the minor portion is 4.

Revision number

The revision number of the package. For example, in version 11.4R1.14, the revision number is
1.14.

Related
Documentation

Viewing Managed Devices on page 41
Resynchronizing Managed Devices With the Network on page 94

Understanding How Junos Space Automatically Resynchronizes Managed Devices on
page 47

Systems of Record in Junos Space Overview on page 733

Device Images and Scripts Overview on page 269
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Exporting Physical Inventory Information

You can view the list of devices managed through Junos Space Network Management
Platform and export the device information to a comma-separated value (CSV) file from
the Devices workspace. You can import this CSV file into other applications, such as
those you use for asset management. The export task runs as a Junos Space Network
Management Platform job.

You can view the device inventory summary in a tabular format from the Device
Management task in the task tree.

To export the device inventory summary:

1.

Display the device inventory by selecting Devices > Device Management.
The Device Management table appears.
Select the devices you want to include in the device inventory report.

(Optional) To preview the device information before you export to the CSV file, select
Device Inventory > View Physical Inventory from the Actions menu.

The physical inventory page appears.

You can expand the information in this view to see the details of each device. Click
the plus sign (+) to the left of the device in the list.

If you want to change the content of the report, select the Return to Inventory View
link in the top-left corner to display the device summary table again. You can make
a new selection or continue with the export.

Select Device Inventory > Export Physical Inventory from the Actions menu to create
the CSV file.

The Export Inventory dialog box appears.

Click either the Export Selected button or the Export All button to begin creating the
CSV file.

Clicking an export button starts a Junos Space Network Management Platform job
that creates and saves the CSV report. When the job is completed, the Export Inventory
Job Status report indicates the job is 100% complete.

Click the Download link in the Export Inventory Job Status report to download the CSV
file.

The CSV file you have downloaded displays the physical inventory details such as the
name of the device, chassis, name of the module, name of the sub module, name of
the sub sub module, name of the sub sub sub module, model number of the device,

model of the device, part number of the device, revision number of the device, serial

number of the device, and the description provided for the device.

You can import this CSV file into other applications, such as those you might use for
asset management.
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Related .
Documentation

Device Inventory Overview on page 40

Viewing Managed Devices on page 41

Junos Space User Interface Overview on page 9
Viewing Physical Inventory on page 73

Device Management Overview on page 35

Device Discovery Overview on page 131

Viewing Associated Scripts

To view the scripts associated with the devices:

1.

Related .
Documentation

Select Devices > Device Management.

The Device Management page is displayed.

Select the devices for which you want to view the associated scripts.
Select Device Inventory > View Associated Scripts from the Actions menu.

The View Associated Scripts page is displayed. This page displays all the scripts that
are deployed on the devices you have selected. You can view the script name, script
type, staged version of the script, latest version of the script, and the activation status
of the script.

Device Inventory Overview on page 40

Executing Scripts on a Physical Inventory Component

To execute scripts on a physical inventory component of the device:

1.

Select Platform > Devices > Device Management.

Select the device of interest.

Right click the device and select Device Inventory > View Physical Inventory.

Right click the physical inventory component of interest and select Execute Script.

The Execute Script page displays the scripts that are associated and enabled on the
selected device. The context of the script also matches with the context of the selected
physical inventory component of the device.

Select the script that you want to execute on the physical inventory component of
the device.

You can click the View Context link to view the context of the selected physical
inventory component of the device.

Enter the values for the parameters.
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7.

To schedule a time for executing scripts on the physical inventory component of the
device, select the Schedule at a later time check box and specify the date and time
when you want the script to be executed.

Click Execute.

The Script Execution Job Results window displays the following information - Device
name, Entity name, Script Execution status and Script Execution Results. The result
HTML is processed and rendered to allow you to read and understand the Script
Execution Results. A progress bar indicates the status of Script Execution Job.

0 NOTE: If you schedule the Script Execution Job for a later point in time,
the Script Execution Job Results window does not appear. Instead the Job
dialog box displays a link to the Job ID. You can click the link to view the
status of this task on the Manage Jobs page.

You can double click the task to view the Script Management Job status
window. Clicking the View results link in the Description column displays
the results of Script Execution. Here the result HTML is processed and
rendered to allow you to read and understand the Script Execution Results.

Related . Applying CLI Configlets to the Physical Inventory on page 90

Documentation

Executing Scripts on a Physical Interface

To execute scripts on a physical interface of the device:

1.

Select Platform > Devices > Device Management.

Select the device of interest.

Right click the device and select Device Inventory > > View Physical Interfaces .
Right click the physical interface of interest and select Execute Script.

The Execute Script page displays the scripts that are associated and enabled on the
selected device. The context of the script also matches with the context of the selected
physical interface of the device.

Select the script that you want to execute on the physical interface of the device.

You can click the View Context link to view the context of the selected physical interface
of the device.

Enter the values for the parameters.

To schedule a time for executing scripts on the physical interface of the device, select
the Schedule at a later time check box and specify the date and time when you want
the script to be executed.

Click Execute.
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Related .
Documentation

The Script Execution Job Results window displays the following information - Device
name, Entity name, Script Execution status and Script Execution Results. The result
HTML is processed and rendered to allow you to read and understand the Script
Execution Results. A progress bar indicates the status of Script Execution Job.

0 NOTE: If you schedule the Script Execution Job for a later point in time,
the Script Execution Job Results window does not appear. Instead the Job
dialog box displays a link to the Job ID. You can click the link to view the
status of this task on the Manage Jobs page.

You can double click the task to view the Script Management Job status
window. Clicking the View results link in the Description column displays
the results of Script Execution. Here the result HTML is processed and
rendered to allow you to read and understand the Script Execution Results.

Executing Scripts on a Logical Interface

To execute scripts on a logical interface of the device:

1.

Select Platform > Devices > Device Management.

Select the device of interest.

Right click the device and select Device Inventory > > View Physical Interfaces .
Right click the logicall interface of interest and select Execute Script.

The Execute Script page displays the scripts that are associated and enabled on the
selected device. The context of the script also matches with the context of the selected
logical interface of the device.

Select the script that you want to execute on the logical interface of the device.

You can click the View Context link to view the context of the selected logical interface
of the device.

Enter the values for the parameters.

To schedule a time for executing scripts on the logical interface of the device, select
the Schedule at a later time check box and specify the date and time when you want
the script to be executed.

Click Execute.

The Script Execution Job Results window displays the following information - Device
name, Entity name, Script Execution status and Script Execution Results. The result
HTML is processed and rendered to allow you to read and understand the Script
Execution Results. A progress bar indicates the status of Script Execution Job.
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Related
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0 NOTE: If you schedule the Script Execution Job for a later point in time,
the Script Execution Job Results window does not appear. Instead the Job
dialog box displays a link to the Job ID. You can click the link to view the
status of this task on the Manage Jobs page.

You can double click the task to view the Script Management Job status
window. Clicking the View results link in the Description column displays
the results of Script Execution. Here the result HTML is processed and
rendered to allow you to read and understand the Script Execution Results.

Applying CLI Configlets to a Physical Inventory Element

Related
Documentation

To apply a CLI configlet to a physical inventory element on a device:

1.

Select Platform > Devices > Device Management.

Select the device of interest.

Right click the device and select Device Inventory > View Physical Inventory.

Right click the physical inventory element for which the CLI configlet has to be applied
Select Apply CLI Configlets.

The Apply CLI Configlet page displays the list of CLI configlets that match the context
of the selected physical inventory element.

Select the CLI configlet to be applied and enter the value for parameters if required.

Click Apply (On the second step of the wizard if preview is enabled).

Applying CLI Configlets to a Physical Interface

To apply a CLI configlet to a physical interface of a device:

1.

Select Platform > Devices > Device Management.

Select the device of interest.

Right click the device and select Device Inventory > View Physical Interfaces.
Right click the physical interface for which the CLI configlet has to be applied
Select Apply CLI Configlets.

The Apply CLI Configlet page displays the list of CLI configlets that match the context
of the selected physical interface.
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6.

7.

Related .
Documentation

Select the CLI configlet to be applied and enter the value for parameters if required.

Click Apply (On the second step of the wizard if preview is enabled).

Applying CLI Configlets to a Logical Interface

To apply a CLI configlet to a logical interface of a device:

1.

Related .
Documentation

Select Platform > Devices > Device Management.

Select the device of interest.

Right click the device and select Device Inventory > View Logical Interfaces.
Right click the logical interface for which the CLI configlet has to be applied
Select Apply CLI Configlets.

The Apply CLI Configlet page displays the list of CLI configlets that match the context
of the selected logical interface.

Select the CLI configlet to be applied and enter the value for parameters if required.

Click Apply (On the second step of the wizard if preview is enabled).
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Device Operations

Deleting Devices

« Deleting Devices on page 93

« Resynchronizing Managed Devices With the Network on page 94

« Using Looking Glass on page 96

« Understanding Logical Systems for SRX Series Services Gateways on page 97
. Creating a Logical System (LSYS) on page 98

« Deleting Logical Systems on page 99

« Viewing the Physical Device for a Logical System on page 99

« Viewing Logical Systems for a Physical Device on page 100

« Putting a Device in RMA State and Reactivating Its Replacement on page 101
« Applying CLI Configlets to a Device on page 103

« Executing Scripts on Devices on page 103

« Executing Scripts on Devices Remotely with JUISE on page 104

You can delete devices from Junos Space Network Management Platform. Deleting a
device removes all device configuration and device inventory information from the Junos
Space Network Management Platform database.

To delete a device from Junos Space Network Management Platform:

1. Select Devices > Device Management.
Graphical summaries about the devices in the network appear.

2. Expand the Devices workspace by clicking the expansion symbol to the left of its
name.

Tasks related to managing devices are displayed in the expanded portion of the tree.
Some (for example, Discover Devices) can be further expanded.

3. From the task tree, select Device Management.

The Device Management inventory page displays information about the devices
managed in Junos Space Network Management Platform.
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Related
Documentation

4.

(Optional) View summary information for a device before deleting by selecting the
device and moving the scroll bar to the far right.

Junos Space Network Management Platform displays basic device information,
including name, OS version, platform, IP address, and connection status.

From the Device Management inventory page, select one or more devices to delete.

If provisioning services are associated with a device that you want to delete, you must
remove the provisioning services before deleting the device. See Deleting a Service
Order.

Select Device Operations > Delete Devices from the Actions menu.
Junos Space Network Management Platform displays the Delete Devices dialog box.
Select Delete to delete the selected devices.

Junos Space Network Management Platform deletes all device configuration and
inventory information for the selected devices from the Junos Space Network
Management Platform database.

Viewing Managed Devices on page 41
Viewing Physical Inventory on page 73
Viewing Physical Interfaces on page 76

Discovering Devices on page 132

Resynchronizing Managed Devices With the Network

If the network is the system of record, you can resynchronize a managed device at any
time. For example, when a managed device is updated by a device administrator from
the device's native GUI or CLI, you can resynchronize the device configurationin the Junos
Space Network Management Platform database with the physical device. (If Junos Space
Network Management Platform is the system of record, this capability is not available.
See “Systems of Record in Junos Space Overview” on page 733.)

To resynchronize a device:

1.

2.

Select Devices > Device Management workspace.

Expand the Devices workspace by clicking the expansion symbol to the left of its
name.

Tasks related to managing devices are displayed in the expanded portion of the tree.
Some (for example, Discover Devices) can be further expanded.

Select Device Management.

The Device Management inventory page displays the list of managed devices by name
and IP address.

From the Device Management inventory page, select one or more devices to
resynchronize:
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5. Select Device Operations > Resynchronize with Network to reimport the devices in

Related .
Documentation

Junos Space Network Management Platform.

Junos Space Network Management Platform displays the Resynchronize Devices
dialog box.

Click Confirm.

Junos Space Network Management Platform starts resynchronizing the device and
displays the Resynchronization status message, as shown in the following example.

Click the Job ID to view details about the device resynchronization, or click OK to close
the message.

When a resync job is scheduled to run but another resync job on the same device is
in progress, Junos Space Network Management Platform delays the scheduled resync
job. The time delay is determined by the damper interval that you set from the
application workspace. By default the time delay is 20 seconds. The scheduled job is
delayed as long as the other resync job to the same device is in progress. When the
job that is currently running finishes, the scheduled resync job starts. See “Modifying
Junos Space Application Settings” on page 624.

Understanding How Junos Space Automatically Resynchronizes Managed Devices on
page 47

Systems of Record in Junos Space Overview on page 733
Device Inventory Overview on page 40

Viewing Managed Devices on page 41

Viewing Physical Inventory on page 73

Viewing Physical Interfaces on page 76

Exporting License Inventory on page 80
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Using Looking Glass

You can check the configuration settings of one or more devices from Junos Space
Network Management Platform using Looking Glass. It enables you to execute show
commands across multiple devices to compare the configuration and runtime information.

Looking Glass supports many Junos OS show commands, which you can seeina
drop-down list. The availability of commands depends on the device platform and the
OS version. (The show commands supported for each device platform and Junos OS
version are loaded into the database during configuration import.)

Looking Glass offers two views for the commmand outputs—text output and table view.
Text output simulates the CLI, whereas table view resembles the information display on
the Devices page in Junos Space Network Management Platform.

Although Looking Glass is available for most devices, not every user can manage all
devices. Permissions to use Looking Glass must be assigned as part of a user’s role.
Without permissions to manage a device, you cannot use Looking Glass on it.

O NOTE: Looking Glass does not support ScreenOS or logical systems.

To run a show command from Junos Space Network Management Platform:

1. From the task tree, select Devices > Device Management.

The Device Managementinventory page displays the devices managed in Junos Space
Network Management Platform.

2. Select Device Operations > Looking Glass from the Actions menu.

The Looking Glass page appears, displaying the name of the device(s) selected and
their icons on the upper part of the page, above the Execute Command field and the
Refresh Response button.

3. Begin to enter a show command in the Execute Command field.

A list of suggestions appears below the field. The suggestions are based on the
commands that can be executed on the device(s) currently selected. Usually viewing
the entire list requires vertical scrolling.

4. Either finish entering your command or select it from the list.

5. If the command you are running requires your input, replace the part of the command
shown as text in angle brackets with your own data. For example, replace <slot> in
show chassis routing-engine <slot> with the slot number, as in show chassis
routing-engine 1.

0 NOTE: If you do not enter required input, there is no output in response to
the show command.
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6.

Click Refresh Response if necessary. (If you typed an entire command without selecting
from the drop-down list, you will need to do this.)

The command you entered or selected is displayed to the right of the Refresh Response
button. The command output is displayed in the lower panel of the page.

Especially in table view, you should expect to scroll horizontally. With multiple devices
selected, you must scroll vertically as well.

If there is no output, the lower part of the page remains blank.

All the details shown in Looking Glass are obtained directly from the devices and may
not be formatted as well as those displayed on the Space inventory landing pages.

(Optional) To change the way the output is displayed, click the Format Text View
icon in the Execute Command banner, between the View Response button and the
displayed command name. The default view is Table View.

(Optional) To display only a single device’s output on a page showing the output for
multiple devices, click the device’s icon in the upper part of the page.

A green check mark appears on the icon, and the lower panel of the window displays
the output for the selected device only.

(Optional) To remove all selections, click in the empty part of the upper section of
the page.

All check marks disappear, and the lower panel displays no output.

. (Optional) To display the output for a subset of devices on a page showing the output

for multiple devices, hold down the Ctrl key or the Shift key as you click the icons for
the devices whose output you want to display.

Green check marks appear on the icons of the devices you select, and the lower panel
of the window displays the output for the selected devices only.

Q TIP: If you are looking at output across multiple devices in Format Text View,

Related .
Documentation

use theindividual vertical scrollbar at the far right of the page for each device
to see the entire output. You can position the slider to show the same output
parameters for different devices you are comparing.

Viewing Managed Devices on page 41
Viewing Physical Inventory on page 73
Viewing Physical Interfaces on page 76

Discovering Devices on page 132

Understanding Logical Systems for SRX Series Services Gateways

Logical systems for SRX Series devices enable you to partition a single device into secure
contexts. Each logical system has its own discrete administrative domain, logical
interfaces, routing instances, security firewall and other security features. By transforming
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Related
Documentation

an SRX Series device into a multitenant logical systems device, you can give various
departments, organizations, customers, and partners—depending on your
environment—private use of portions of its resources and a private view of the device.
Using logical systems, you can share system and underlying physical machine resources
among discrete user logical systems and the master logical system. The logical systems
feature runs with the Junos operating system (Junos OS) on SRX1400, SRX3400,
SRX3600, SRX5600, and SRX5800 devices.

For detailed information about understanding and configuring logical systems for SRX
series services gateways, see Junos OS Logical Systems Configuration Guide for Security
Devices

. Viewing Devices and Logical Systems with QuickView on page 46
. Viewing the Physical Device for a Logical System on page 99

. Viewing Logical Systems for a Physical Device on page 100

« Creating a Logical System (LSYS) on page 98

« Deleting Logical Systems on page 99

. Junos OS Logical Systems Configuration Guide for Security Devices

Creating a Logical System (LSYS)

Related
Documentation

For detailed information about using logical systems on Juniper Networks security devices,
see Junos OS Logical Systems Configuration Guide for Security Devices

To create a new logical system on a physical device:

1. Select Devices > Device Management.

2. Select a physical device and then select Device Operations > Create LSYS from the
Actions menu.

The new logical system window opens, prompting you to enter information for the
new logical system.

3. Inthe LSYS device name box, enter the name for the new logical system.

4. From the LSYS profile menu, choose a logical system security profile for the new
logical system. For more information about security profiles, see Junos OS Logical
Systems Configuration Guide for Security Devices

5. Click Finish to create the new logical system.

Junos Space Network Management Platform shows you the ID number of the job for
creating the new logical system. You can click on the ID number to check status of
the job.

. Understanding Logical Systems for SRX Series Services Gateways on page 97

Viewing Devices and Logical Systems with QuickView on page 46

Viewing the Physical Device for a Logical System on page 99
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. Viewing Logical Systems for a Physical Device on page 100
. Deleting Logical Systems on page 99

« Junos OS Logical Systems Configuration Guide for Security Devices

Deleting Logical Systems

Related
Documentation

For detailed information about using logical systems on Juniper Networks security devices,
see Junos OS Logical Systems Configuration Guide for Security Devices

0 NOTE: We recommend that you not delete an SRX root device and an LSYS

simultaneously in Junos Space Network Management Platform. Although
deleting the SRX root device will delete the root device and the LSYS
instances from Junos Space Network Management Platform, it will not remove
the LSYS configuration from the device, whereas deleting an LSYS will remove
LSYS-related configuration from the device.

To delete one or more existing logical systems:

1. Select Devices > Device Management.

2. Select a logical system and then select Device Operations > Delete Devices from the

Actions menu.

Junos Space Network Management Platform opens a dialog box prompting you to
confirm the deletion of the selected logical systems.

3. Click Confirm to proceed with the deletion of the logical systems, or click Cancel to

return to the Manage Devices view without deleting the logical systems.

. Understanding Logical Systems for SRX Series Services Gateways on page 97
« Viewing Devices and Logical Systems with QuickView on page 46

. Viewing the Physical Device for a Logical System on page 99

. Viewing Logical Systems for a Physical Device on page 100
. Creating a Logical System (LSYS) on page 98

. Junos OS Logical Systems Configuration Guide for Security Devices

Viewing the Physical Device for a Logical System

For detailed information about using logical systems on Juniper Networks security devices,
see Junos OS Logical Systems Configuration Guide for Security Devices
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To view the physical device on which a selected logical system is configured:

1. Select Devices > Device Management.
2. Inthe tabular view, locate the table row for the logical system.

The logical system name will be followed by link text indicating the name of the
physical device on which the logical system is configured.

3. Click on the link text next to the name of the logical system.

Space Platform filters the device inventory list so that it shows only the entry for the
physical device on which the logical system is configured.

4. To clear the filter and return the inventory list to its original view, click the red X next
to the filter criteria above the inventory list.

Related . Understanding Logical Systems for SRX Series Services Gateways on page 97
Documentation . Viewing Devices and Logical Systems with QuickView on page 46
. Viewing Logical Systems for a Physical Device on page 100
. Creating a Logical System (LSYS) on page 98
. Deleting Logical Systems on page 99

« Junos OS Logical Systems Configuration Guide for Security Devices

Viewing Logical Systems for a Physical Device

For detailed information about using logical systems on Juniper Networks security devices,
see Junos OS Logical Systems Configuration Guide for Security Devices

To view the logical systems configured on a selected physical device:

1. Select Devices > Device Management.
2. Locate the table row for the physical device.

If the device supports logical systems, the device name will be followed by link text
indicating how many logical systems are configured on it. If no logical systems are
configured on the device, the link text reads “0 LSYS(s).”

3. Click on the link text next to the name of the physical device.

Space Platform filters the device inventory list so that it lists the logical systems
configured on the selected physical device.

4. To clear the filter and return the inventory list to its original view, click the red X next
to the filter criteria above the inventory list.

Related . Understanding Logical Systems for SRX Series Services Gateways on page 97

D tati
ocumentation « Viewing Devices and Logical Systems with QuickView on page 46

« Viewing the Physical Device for a Logical System on page 99
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« Creating a Logical System (LSYS) on page 98
. Deleting Logical Systems on page 99

« Junos OS Logical Systems Configuration Guide for Security Devices

Putting a Device in RMA State and Reactivating Its Replacement

Sometimes, because of hardware failure, a device managed by Junos Space Network
Management Platform needs to be returned to the vendor for repair or replacement. In
such cases, Junos Space Network Management Platform can keep on record the
configuration of the defective device until you can obtain an equivalent replacement
device from the vendor. You create this record by putting the defective device in Return
Materials Authorization (RMA) state before removing it. In this way, you prevent the
configuration from being deleted from the Junos Space Network Management Platform
database when the device is removed.

Before connecting the replacement device, you must configure it with such basic
information as the name, IP address, and login credentials (which must exactly match
those of the original device when it was put in RMA state).

Once the replacement device has been reconnected within your network, you perform
the Reactivate from RMA task to cause Junos Space Network Management Platform to
read its settings, put the preserved configuration onto it, and bring it back under
management. Because the two devices are perceived as equivalent, this operation is
considered reactivation, even if the replacement device is new.

Do not delete or physically disconnect the defective device before performing the Put in
RMA State task.

a WARNING: Remove any provisioning services associated with a device before
putting it in RMA state.

« Putting a Device in RMA State on page 101

« Reactivating a Replacement Device on page 102

Putting a Device in RMA State

If you want to return a device to the vendor under RMA, but you do not want to delete its
configuration from the Junos Space Network Management Platform database, put the
device in RMA state.
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To have Junos Space Network Management Platform keep on record the configuration
of a defective device so that you can later deploy that configuration to the defective
device's replacement:

1. Select Devices > Device Management.

The Device Management inventory page displays the devices managed in Junos Space
Network Management Platform.

2. Select the defective device.

3. Select Device Operations > Put in RMA State from the Actions menu.
The RMA Device window appears.

4. Click Confirm to put the selected device in RMA state.

The RMA Devices Information window appears, displaying the job ID, which you can
click to view details.

5. Click OK to return to the Device Management inventory page.

The defective device is still displayed, but it is no longer active. The Connection Status
column reports that the device is down, and the Managed Status column reports that
the device is In RMA.

Reactivating a Replacement Device

Before you begin, you must perform basic configuration on the replacement device, such
as the name, IP address, and login credentials. These values must match those of the
original device when it was put in RMA state.

To have Junos Space Network Management Platform deploy the configuration of a
defective device to a replacement device:

1. Connect the replacement device to your network in the same way as the defective
device was connected.

2. Select Devices > Device Management.

The Device Managementinventory page displays the devices managed in Junos Space
Network Management Platform.

3. Select the item that formerly represented the defective device. (It in fact now
represents the replacement device, without the need for you to make any changes to
it.)

4. Select Device Operations > Reactivate from RMA from the Actions menu.
5. Click Confirm to activate the replacement device.

The RMA Devices Information window appears, displaying the job ID, which you can
click to view details.

6. Click OK to return to the Device Management inventory page.

The replacement device is displayed, now with the defective device’s configuration.
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As activation proceeds, intermediate states such as Reactivating are displayed under
Managed Status. The replacement device is active and under management when
Connection Status reports that the device is up, and Managed Status reports In Sync.

Applying CLI Configlets to a Device

To apply a CLI configlet to a device:

1.

2.

Select Platform > Devices > Device Management.
Right click the device of interest and select Device Operations > Apply CLI Configlet.

The Apply CLI Configlet page displays the list of CLI configlets that match the context
of the selected device.

Select the CLI configlet to be applied and enter the value for parameters if required.

Click Apply.

Related . Executing Scripts on Devices on page 103

Documentation

Executing Scripts on Devices

To execute scripts on a selected device from the Manage Devices Inventory page:

1.

2.

Select Platform > Devices > Device Management.
Select the device of interest.
Right click the device and select Device Operations > Execute Scripts.

The Execute Scripts page displays the scripts that are associated and enabled on the
selected device. The context of the script also matches the context of the selected
device.

Select the script that you want to execute on the device.
You can click the View Context link to view the context of the selected device.
Enter the values for the parameters.

To schedule a time for executing scripts on devices, select the Schedule at a later time
check box and specify the date and time when you want the script to be executed.

Click Execute.

The Script Execution Job Results window displays the following information - Device
name, Entity name, Script Execution status and Script Execution Results. The result
HTML is processed and rendered to allow you to read and understand the Script
Execution Results. A progress bar indicates the status of Script Execution Job.
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0 NOTE: If you schedule the Script Execution Job for a later point in time,
the Script Execution Job Results window does not appear. Instead the Job
dialog box displays a link to the Job ID. You can click the link to view the
status of this task on the Manage Jobs page.

You can double click the task to view the Script Management Job status
window. Clicking the View results link in the Description column displays
the results of Script Execution. Here the result HTML is processed and
rendered to allow you to read and understand the Script Execution Results.

Related . Applying CLI Configlets to Devices on page 103
Documentation

Executing Scripts on Devices Remotely with JUISE

From Junos Space Release 13.1 onwards, the Junos Space image comes integrated with
the Junos OS User Interface Scripting Environment (JUISE—-juise-0.3.10-1version) which
enables you to execute a script on a remote device from the Junos Space server without
having to discover the device or stage the script on the device. The only condition that
should be met is that the device should be reachable from the Junos Space server.

By default, JUISE is installed when you install or upgrade to Junos Space Release 13.1.
Only SLAX scripts (*slax) can be executed using JUISE.

To execute scripts on Junos OS devices with JUISE:

1. Logon to the Junos Space server system console.
2. Type the following command:
juise [[user]@target] [options] [script] [param value], where
- user—Username of the target device
. target—Target device on which you want to execute the script
. options—Options to customize the execution of the script
. script—Path to the script file on the Junos Space server

. paramvalue—A set of name/value pairs that are passed as parameters to the script

For example, juise -—user root -—target 10.1.1.1 /home/admin/show_chassis_hardware.slax

Related . Scripts Overview on page 275
Documentation
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Device Access

« Secure Console Overview on page 105

« Connecting to a Device From Secure Console on page 106

« Launching a Device’s Web Ul on page 109

. Changing Device Credentials on page 110

« Key-based Authentication Overview on page 111

« Generating and Uploading Authentication Keys to Devices on page 112
« Resolving Key Conflicts on page 116

« Changing Device Authentication from Password-based to Key-based
Authentication on page 116

Secure Console Overview

Related
Documentation

From the Junos Space user interface, you can use the Secure Console feature to open
an SSH session to connect to a Junos Space Network Management Platforrm managed
device or unmanaged device. The Secure Console is a terminal window embedded in
Junos Space Network Management Platform that eliminates the need for a third party
SSH client.

Secure Console initiates the SSH session from the Junos Space server (rather than from
your browser) to provide a secure and reliable connection for both managed and
unmanaged devices.

You can use Secure Console to connect to any managed device in Junos Space Network
Management Platform by using the credentials previously stored for the device. To
connect to devices that are not managed by Junos Space Network Management Platform,
you must provide device credentials before connecting to the device.

You can establish multiple SSH connections to connect to different devices
simultaneously, with each SSH connection in a different window.

You must have Super Administrator or Device Manager privileges to open an SSH session
to a device in Junos Space Network Management Platform.

. Connecting to a Device From Secure Console on page 106
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Connecting to a Device From Secure Console

You can use Secure Console to establish a connection to a device directly from the Junos
Space user interface. Secure Console uses the SSH protocol to provide a secure remote
access connection to a device. After you connect to a device, you can enter CLI commands
from the terminal window to monitor or troubleshoot the device. You can use Secure
Console to establish a connection to a managed device or unmanaged device. An
unmanaged device is a device that has not been discovered in Junos Space Network
Management Platform.

This topic includes the following tasks:

« Connecting to a Managed Device from the Device Management Page on page 106
. Connecting to an Unmanaged Device from the Device Management Page on page 107

. Connecting to a Managed or Unmanaged Device from the Secure Console
Page on page 108

Connecting to a Managed Device from the Device Management Page

To open an SSH session to connect to a managed device, the following conditions must
be met:

« You must have Super Administrator or Device Manager privileges in Junos Space
Network Management Platform.

« The status of the managed device must be “UP”

You can use Secure Console to establish a connection to a Junos Space Network
Management Platform managed device. Secure Console uses the SSH protocol to provide
a secure remote access connection to your managed devices.

To connect to the managed device:

1. Select Devices > Device Management.

The Device Management inventory page displays managed devices by name and IP
address.

2. Select a device by selecting the table row for the device.
3. Inthe Actions menu, click Secure Console.

A terminal window opens in a non-modal popup with the SSH connection opened on
the selected device.

0 NOTE: You might encounter the error messages “Unable to Connect”,
“Authentication Error”, or “Connection Lost or Terminated”, which are
displayed as standard text in terminal window. When an error occurs, all
other functionality in the terminal window is stopped. When you encounter
such an error, you can close the terminal window and open a new SSH
session.
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4.

5.

6.

From the terminal window prompt, you can enter CLI commands to monitor or
troubleshoot the device.

Secure Console supports the following terminal control characters:

« CRTL + A—moves cursor to start of the command line
« CRTL + E—moves cursor to end of the command line
« T (up arrow key)—repeats the last command

« TAB—completes a partially typed command

To terminate the SSH session, type exit from the terminal window prompt and press
Enter.

Click in the top right corner of the terminal window to close the window.

Connecting to an Unmanaged Device from the Device Management Page

You can use Secure Console to establish a connection to an unmanaged device.

To open an SSH session to connect to an unmanaged device, the following conditions
must be met:

You must have Super Administrator or Device Manager privileges in Junos Space
Network Management Platform.

The device is configured with a static management IP address that is reachable from
the Junos Space Appliance.

SSH v2 is enabled on the device. To enable SSH v2 on a device, issue the following CLI
command:

set system services ssh protocol-version v2
The status of the device must be “UP”

A valid user name and password is created on the device.

To connect to an unmanaged device:

1.

From the task tree, select Devices > Secure Console.
The Secure Console dialog box appears.
Specify the IP address of the device.

To establish an SSH connection for the device, specify the administrator user name
and password.

The name and password must match the name and password configured on the
device.

Specify the port number.
Click Connect.

A terminal window opens in a non-modal popup with an SSH connection opened on
the selected device.
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0 NOTE: You might encounter the error messages “Unable to Connect”,
“Authentication Error”, or “Connection Lost or Terminated”, which are
displayed as standard text in terminal window. When an error occurs, all
other functionality in the terminal window is stopped. If you encounter
such an error, you can close the terminal window and open a new SSH
session.

6. From the terminal window prompt, you can enter CLI commands to monitor or
troubleshoot the device.

Secure Console supports the following terminal control characters:

- CRTL + A—moves cursor to start of the command line
« CRTL + E—moves cursor to end of the command line
« T (up arrow key)—repeats the last command

« TAB—completes a partially typed command

7. Toterminate the SSH session, type exit from the terminal window prompt, and press
Enter.

8. Click in the top right corner of the terminal window to close the window.

Connecting to a Managed or Unmanaged Device from the Secure Console Page

Before you connect to a managed or unmanaged device from the Secure Console page,
ensure that:

« You have the privileges of a Super Administrator or Device Manager in Junos Space
Network Management Platform.

« The device is configured with a static management IP address. This IP address should
be reachable from the Junos Space Appliance.

. The SSH v2 protocol is enabled on the device.

To enable SSH v2 on a device, enter the set system services ssh protocol-version v2
command at the command prompt.

« The status of the device is “UP”.

« Avalid username and password are created on the device.
To connect to a managed or unmanaged device from the Secure Console page:

1. Onthe Junos Space Network Management Platform user interface, select Devices >
Secure Console.

The Secure Console page is displayed. This page displays the fields you need to specify
to connect using the Secure Console.

2. Inthe IP Address field, enter a valid IP address of the device.

3. Inthe Username field, enter the username of the device.
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The username must match the username configured on the device.
4. In the Password field, enter the password to access the device.

The password must match the password configured on the device.
5. Inthe Port field, enter the port number to use for the SSH connection.

The default value is 22. If you want to change the value, specify a value specified in
the SSH port for device connection field on the Modify Application Settings page in
the Administration workspace.

6. Click Connect.

A terminal window opens in a non-modal popup with an SSH connection opened on
the selected device.

6 NOTE: You might encounter the error messages “Unable to Connect”,
“Authentication Error”, or “Connection Lost or Terminated”, which are
displayed as standard text in terminal window. When an error occurs, all
other functionality in the terminal window is stopped. If you encounter
such an error, you can close the terminal window and open a new SSH
session.

7. From the terminal window prompt, you can enter CLI commands to monitor or
troubleshoot the device.

Secure Console supports the following terminal control characters:

« CRTL + A—moves cursor to start of the command line
« CRTL + E—moves cursor to end of the command line
« T (up arrow key)—repeats the last command

. TAB—completes a partially typed command

8. To terminate the SSH session, type exit from the terminal window prompt, and press
Enter.

9. Click in the top right corner of the terminal window to close the window.

Related . Secure Console Overview on page 105
Documentation

Launching a Device’s Web Ul

The Launch Device WebUI action enables you to access the WebUI| of a device to manage
it directly. The device should have the required Web Ul componentsinstalled and enabled
(for example, J-web).

Once launched, the Web Ul appears either in a new tab in your browser or in a new window.
Ensure you enable pop-ups on your browser for the device for which the Web Ul is being
launched.
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To launch a device Web Ul:

1. Select Devices > Device Management.

The Device Management inventory page displays information about the devices
managed in Junos Space Network Management Platform.

2. Select Device Access > Launch Device WebUI from the Actions menu.
3. Click the https://ipaddress link.

Log in and perform the desired operations, following the instructions for your device.

Related . Viewing Managed Devices on page 41
D mentation
ocumentatio « Understanding How Junos Space Automatically Resynchronizes Managed Devices on
page 47
. Managing Configuration Files Overview on page 444

. Selecting the Device and the Configuration Perspective on page 54

Changing Device Credentials

You can change the login credentials for any device that Junos Space Network
Management Platform manages. Changing the credentials for a managed device updates
the credentials in Junos Space Network Management Platform but not on the device
itself. To change credentials on a device, you must access the device directly from the
CLI.

We recommend that you bring down the managed device connection before you change
the login credentials.

To change the login credentials for devices that Junos Space Network Management
Platform manages:

1. Select Devices > Device Management.

The Device Management inventory page displays information about the devices
managed in Junos Space Network Management Platform.

o NOTE: You can select one or more devices and apply the same login
credentials to the selected devices.
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2. Change credentials for one or more managed devices for which the connection status
is down as follows:

a. Select the device or devices for which you want to change login credentials.
b. Select Change Credentials from the Actions menu.
c. Enter a username and password, and reenter the password.

d. Click Confirm.

The new login credentials for the selected devices are updated in the Junos Space
Network Management Platform database.

Change credentials for one or more managed devices for which the connection status
is up.

a. Select one or more devices for which you want to change the login credentials.

b. Select Change Credentials from the Actions menu.

The Change Credentials dialog box appears.

c. Clear the Do not change device credentials in the database for devices currently
connected to Junos Space check box.

The Change Credentials dialog box displays the selected devices that are connected
to Junos Space Network Management Platform.

d. Enter a username and password, and reenter the password.

e. Click Confirm.

The new login credentials for the selected devices are updated in the Junos Space
Network Management Platform database.

Related . Connecting to a Device From Secure Console on page 106
Documentation

Key-based Authentication Overview

Junos Space Network Management Platform can discover and manage a device either
by presenting credentials (username and password) or by key-based authentication.

Junos Space Network Management Platform supports RSA keys for key-based
authentication. RSA is an asymmetric-key or public-key algorithm using two keys that
are mathematically related. Junos Space Network Management Platform includes a
default set of public-private key pairs. However, we recommmend that you generate your
own public/private key pair with a passphrase applied. Generate your keys by following
theinstructionsin “Generating and Uploading Authentication Keys to Devices” on page 112.
The public key can be uploaded to devices being managed by Junos Space Network
Management Platform. The private key is encrypted and stored on the system running
Junos Space Network Management Platform. Junos Space Network Management
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Related
Documentation

Platform uses username and password credentials to log in to a device for the first time
in order to copy and upload the public key. Any further communication to the devices is
done using key-based authentication, without passwords.

Itis advisable to protect the private key on the Junos Space system by using a passphrase,
which is merely a long password that can include spaces and tabs and is much more
difficult to break by brute-force guessing than is one shorter string.

You do not have to use RSA-based authentication on every device in your network; you
can use passwords on some systems if you prefer or they require it.

Setting up key-based authentication between two computers is a multi-step process
that is well described on many IT-related Internet sites (asis the public-key cryptography
to whichit is related). Junos Space Network Management Platform automates all of this
key-creation and uploading process for you. It also tracks and reports the authentication
status of each device in the Devices workspace.

. Generating and Uploading Authentication Keys to Devices on page 112

Generating and Uploading Authentication Keys to Devices

Generating Keys

« Generating Keys on page 112
« Uploading Keys to Devices for the First Time on page 113

« Upload Keys on Managed Devices that have Conflicting keys with Junos
Space on page 114

« Verifying Device Key Status on page 115

To generate a public/private key pair for authentication during login to network devices:

1. Select Administration > Fabric and select the Generate Key icon on the Actions menu.
The Key Generator dialog box appears.

2. (Optional) In the Passphrase box, enter a passphrase to be used to protect the private
key, which will remain on the system running Junos Space Network Management
Platform and will be used during device logins.

The passphrase must have a minimum of 5 and a maximum of 255 characters. It may
include spaces and tabs. A long passphrase with space and tab characters is harder
to break by brute-force guessing. Although a passphrase is not required, it is
recommended because it will impede an attacker who gains control of your system
and tries to log in to managed network devices.

3. (Optional) Schedule the Junos Space Network Management Platform to generate
the keys at a later time.

- To specify a later start date and time for the key generation, select the Schedule at
a later time check box.

. Toinitiate the key generation as soon as you click Generate, clear the Schedule at
a later time check box (the default).

12
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0 NOTE: The selected time in the scheduler corresponds to Junos Space

server time but using the local time zone of the client computer.

4. Perform one of the following:

. To generate the keys, click Generate.

. To exit the Key Generator dialog box, click Cancel. The keys are not generated.

Uploading Keys to Devices for the First Time

To upload authentication keys to multiple managed devices for the first time:

1. Select Devices > Device Management.
The Device Management inventory page appears.

2. Onthe menu bar, click the Upload Keys to Devices icon.
The Upload Keys to Devices dialog box appears.

3. To upload keys to a single device:

a.

Select Add Manually.

The Authentication Details box appears within the Upload Keys to Devices dialog
box.

Select IP Address or Hostname.

In the IP Address/Host Name box, enter the IP address or the hostname of the
target managed device.

In the Device Admin box, enter the appropriate username for that device.
In the Password box, enter the password for that device.

(Optional) To authorize a different user on the target device, select the Authorize
different user on device check box and enter the username in the User on Device
field.

If the username you specify in the User on Device field does not exist on the device,
a user with this username is created and the key is uploaded for this user. If the
User on Device field is not specified, then the key is uploaded for the “admin” user
on the device.

Click Next.
Click Finish to upload keys to the device.
The Job Information dialog box appears.

(Optional) Click the Job ID in the Job Information dialog box to view job details for
the upload of keys to the device. The Job Management page appears. View the job
details to know whether this job is successful.

4. To upload keys to multiple devices:
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. Select Import From CSV.

. (Optional) To see a sample CSV file as a pattern for setting up your own, select

View Sample CSV. A separate window appears, allowing you to open or download
a sample CSV file.

You should enter the device name, IP address, device password, and a username
on the device. If the username you specify in the user on device column does not
exist on the device, a user with this username is created and the key is uploaded
for this user. If the user on device column is not specified, then the key is uploaded
for “user admin” user on the device.

. Once you have a CSV file listing the managed devices and their data, select Select

a CSV To Upload. The Select CSV File dialog box appears.

. Click Browse to navigate to where the CSV file is located on the local file system.

Make sure that you select a file that has .csv extension.

. Click Upload to upload keys to the device.

Junos Space Network Management Platform displays the following error if you try
to upload non-csv file formats:
Please select a valid CSV file with '.csv' extension.

Click OK on the information dialog box that appears. This dialog box displays
information about the total number of records that were uploaded and whether
this operation was a success.

You can see a green tick mark adjacent to the Select a CSV To Upload field, which
indicates that the file has been successfully uploaded.

. Click Next.

. Click Finish.

The Job Information dialog box appears.

(Optional) Click the Job ID in the Job Information dialog box to view job details for
the upload of keys to the device. The Job Management page appears. View the job
details to know whether this job is successful.

RSA Keys are uploaded automatically to all the managed devices (that were discovered
through RSA authentication) in Junos Space, if a new key is generated on Junos Space.

Upload Keys on Managed Devices that have Conflicting keys with Junos Space

To upload authentication keys to one or several managed devices manually:

1.

Select Devices > Device Management.
The Device Management inventory page appears.

Select the check boxes to the left of the names of the devices to which you want to
upload keys.

On the menu bar, click the Upload Keys to Devices icon.

The IP address of the devices are pre-populated.

N4
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4. In the User Name field, enter the appropriate username for that device.

5. Inthe Password field, enter the password for that device. Confirm it by reentering it in
the Re-enter Password box.

6. Select Next to provide details for the next device.

7. Select Upload to upload keys to the managed devices.
The Upload Authentication Key dialog displays a list of the devices with their
credentials for your verification.

0 NOTE: If you do not specify a username in the User Name field, the key is
uploaded for “user admin” user on the device. If the username you specify in
the User Name field does not exist on the device, a user with this username
is created and the key is uploaded for this user.

Verifying Device Key Status

To verify the authentication status of managed devices:

« Select Devices > Device Management.
The Device Management inventory page appears.

The Authentication Status column displays one of the following values:
- Key Based—Authentication key was successfully uploaded.

- Credentials Based—Key upload was not attempted; login to this device is by
credentials.

- Key Conflict—Junos Space and device do not have the same key.

- NA—"NA" is displayed mostly for LSYS devices and wwJunos devices.

Related . Key-Based Authentication Overview on page 111
D tati
ocumentation « Device Discovery Overview on page 131
« Discovering Devices on page 132

« Resolving Key Conflicts on page 116
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Resolving Key Conflicts

Documentation

Devices connect to Junos Space Network Management Platform using the RSA Key.
When the device is disconnected or down, if the a new RSA key is generated from the
Administration workspace, the device will not be able to reconnect to Junos Space
Network Management Platform when the device comes up. The Authentication Status
column in the Device Management page shows that the device is in the Key Conflict
state. You can use the Resolve Key Conflict in such instances to resolve the key conflict
and provide the new RSA key.

To resolve key conflicts:

1. Select Devices > Device Management.

2. Select the devices that are in the Key Conflict state.

3. Right-click and select Device Access > Resolve Key Conflict from the contextual menu.
4. Enter the device credentials.

The device is pushed to the Key Based state.

. Key-Based Authentication Overview on page 111

. Changing Device Authentication from Password-based to Key-based Authentication
on page 116

Changing Device Authentication from Password-based to Key-based Authentication

Junos Space Network Management Platform supports RSA keys for key-based
authentication. Junos Space Network Management Platform automates all of this
key-creation and uploading process. It also tracks and reports the authentication status
of each device in the Devices workspace. You can also change the authentication
mechanism from Password-based to Key-based.

To change the device authentication from password-based to key-based:

1. Select Devices > Device Management.

2. Select the devices for which you want to change the authentication from
password-based to key-based.

3. Select Device Access > Modify Authentication from the contextual menu.
The Modify Authentication window is displayed.
4. Select the Key Based option button.

5. Select the devices for which you want to change the authentication from
password-based to key-based.

6. Inthe Username field, enter the username of the device.

16
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In case the user does not exist on the device, the user is automatically created.
7. Click Modify.

A Jobis created. You can view the status of this job in the Job Management workspace.

Related . Key-Based Authentication Overview on page 111
Documentation
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Device Monitoring

« Viewing and Managing Alarms on page 119

Viewing and Managing Alarms

Junos Space Network Management Platform is monitored by default using built-in SNMP
manager. The Junos Space Network Management Platform node is listed in the node list
(Network Management Platform > Network Monitoring > Node List), and referred to as

Junos Space Network Management Platform node.

There are two basic categories of alarm: acknowledged and outstanding. Acknowledging
an alarm indicates that you have taken responsibility for addressing the corresponding
network or systems-related issue. Any alarm that has not been acknowledged is
considered outstanding and is therefore visible to all users on the Alarms page, which
displays outstanding alarms by default.

If an alarm has been acknowledged in error, you can find the alarm and unacknowledge
it, making it available for someone else to acknowledge.

When you acknowledge, clear, escalate, or unacknowledge an alarm, this information is
displayed in the alarm’s detailed view. You can click the alarm ID to view fields such as
Acknowledged By, Acknowledgement Type, and Time Acknowledge. These fields display
details such as who acknowledged, cleared, escalated, or unacknowledged the alarm;
the acknowledgement type (acknowledge, clear, escalate, or unacknowledge); and the
date and time the action was performed on the alarm.

O NOTE: If aremote user has cleared, acknowledged, escalated,
unacknowledged an alarm, the detailed alarm view displays admin instead
of the actual remote user in the Acknowledged By field.

Whenyou purge alarms, the selected alarms and all corresponding alarm history is purged
from the database.
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Viewing Alarms

You can search for alarms by entering an individual ID on the initial Alarms page, or by
sorting by the column headings on the Alarms page that displays alarms.

» Viewing Alarms on page 120

. Acknowledging Alarms on page 122

« Clearing Alarms on page 122

« Escalating Alarms on page 122

» Unacknowledging Alarms on page 122

« Viewing Acknowledged Alarms on page 123

To view alarms:

1. Select Network Monitoring > Alarms.
2. Select one of the following links:

. Allalarms (summary)

. All alarms (detail)

. Advanced Search

The Alarms page appears with the list of alarms. By default, the first view for all alarms,
both summary and details, shows outstanding alarms, as indicated by the content of
the Search constraints box.

3. (Optional) Use the toggle control (the minus sign) in the Search constraints box to
show acknowledged alarms.

4. (Optional) You can refine the list of alarms by either or both of the following:
. Entering information in the Alarm text box.

. Selecting a time period from the Time list. You can choose only time spans ending
now, for example, Last 12 hours.

Select Search.

5. (Optional) To view the alarm history for an alarm, select the alarm ID. The alarm
history displays the details of previous event or alarm occurrences that map to the
event UEI, node ID, IP address, and ifindex of the selected alarm. In addition, when
clearing, acknowledging, escalating, or unacknowledging alarms, the alarm action
details are also displayed for the corresponding alarms.

The Alarm history provides the following details:

« EventID
. Alarm D
« Creation Time
- Severity

« Operation Time

120
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« User

« Operation
Links at the top of the page, under the title, provide access to further functions:

. View all alarms
. Advanced Search
« Long Listing/Short Listing

Table 24 on page 121 describes the information displayed in the columns of the Alarms
page. An X indicates that the data is present in the Short Listing or Long Listing displays.

Table 24: Information Displayed in the Alarms List

Short
Listing Long Listing | Comments

Ack check box X X

D X X Click the ID to go to the Alarm alarm ID section of the Alarms
page.

Severity Color-coding X Toggle enables you to show only alarms with this severity, or

only not to show alarms with this severity.

UEI X Togsgle enables you to show only events with this UEI, or not
to show events with this UEI.

Node X X Toggles enable you to show only alarms on this IP address, or
not to show alarms for this interface.

Interface X

Service X

Count X X Click the count to view the Events page for the event that
triggered this alarm.

Last Event Time X X Mouse over this to see the event ID. Toggles enable you to
show only alarms occurring after this event, or only alarms
occurring before this event.

First Event Time X

Log Msg X X

. Severity Legend—Click to display a table in a separate window showing the full
explanations and color coding for the degrees of severity.

« Acknowledge/Unacknowledge entire search—Click to perform the relevant action on
all alarms in the current search, including those not shown on your screen.
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Acknowledging Alarms

To acknowledge an alarm:

1.

Select the alarm’s Ack check box. To select all alarms, at the bottom of the page, click
Select All.

2. At the bottom of the page, select Acknowledge Alarms from the list on the left, and

Clearing Alarms

click Go.

The alarm is removed from the default view of all users.

To clear an alarm:

1.

Select the alarm’s Ack check box. To select all alarms, at the bottom of the page, click
Select All.

2. At the bottom of the page, select Clear Alarms from the list on the left, and click Go.

Escalating Alarms

To escalate an alarm:

1.

Select the alarm’s Ack check box. To select all alarms, at the bottom of the page, click
Select All.

At the bottom of the page, select Escalate Alarms from the list on the left, and click
Go.

The alarm is escalated by one level.

(Optional) To view the severity to which an alarm has been escalated, click the alarm’s
ID.

Unacknowledging Alarms

To unacknowledge an alarm:

1.

Display the list of acknowledged alarms by toggling the Search constraint box so that
it shows Alarm is acknowledged.

Select the Ack check box of the alarm you acknowledged in error. To select all alarms,
at the bottom of the page, click Select AlL.

At the bottom of the page, select Unacknowledge Alarms from the list on the left, and
click Go.

The alarm appears again in the default view of All Alarms.

122
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Viewing Acknowledged Alarms

To view acknowledged alarms:

1. Select Network Monitoring > Alarms and click All Alarms (summary) or All Alarms
(details).

The Alarms page appears listing the alarms.

2. Inthe Search constraints field, click the minus sign to toggle between acknowledged
and outstanding alarms.

3. (Optional) To remedy an alarm acknowledged by mistake, unacknowledge it.

Related . Viewing, Configuring, and Searching for Notifications on page 395
Documentation
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Custom Attributes

« Adding Custom Labels on page 125
« Managing Custom Labels on page 128

Adding Custom Labels

You add custom labels to associate additional data to devices, device interfaces, and
device inventory. After you add the custom labels, you can specify the value for these
custom labels. Junos Space Network Management Platform provides two pre-defined
custom labels - Manufacturer ID and Manufacturer Name. The custom labels and the
values are stored in the Junos Space Network Management Platform database. You can
view, modify, and delete these custom labels.

The maximum allowed length of the custom Label and value is 255 characters. You
cannot add any special characters except spaces and underscore (_) in the name of the
label.

« Adding Custom Labels for a Device on page 125
« Adding Custom Labels for Physical Inventory on page 126
« Adding Custom Labels for a Physical Interface on page 127

« Adding Custom Labels for a Logical Interface on page 127

Adding Custom Labels for a Device

To add custom labels for a device:

1. Select Network Management Platform > Devices > Device Management.
The Device Management table is displayed.

2. Right-click the device for which you want to add the custom label and select Manage
Customized Attributes.

The Manage Customized Attributes page is displayed.
3. Click the Add label icon.

The Label Name and Value field is displayed. You can either choose a pre-defined
label or add a new custom label.

4. To choose a pre-defined label:
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5.

6.

7.

a. Select the pre-defined label from the Label Name dropdown.
b. In the Value field, enter an appropriate value.

To add a new custom label:

a. Inthe Label Name dropdown, enter the name for the new label.
b. In the Value field, enter the value for the new label.

Click Submit.

Click Close.

Adding Custom Labels for Physical Inventory

To add custom labels for physical inventory:

1.

Select Network Management Platform > Devices > Device Management.
The Device Management table is displayed.

Right-click the device for which you want to add the custom label and select Device
Inventory > View Physical Inventory from the contextual menu.

The View Physical Inventory page is displayed.

Right-click the physical inventory element of the device for which you want to add
the custom label and select Manage Customized Attributes.

The Manage Customized Attributes page is displayed.
Click the Add label icon.

The Label Name and Value field is displayed. You can either choose a pre-defined
label or add a new custom label.

To choose a pre-defined label:

a. Select the pre-defined label from the Label Name dropdown.
b. In the Value field, enter an appropriate value.

To add a new custom label:

a. Inthe Label Name dropdown, enter the name for the new label.
b. Inthe Value field, enter the value for the new label.

Click Submit.

Click Close.

126
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Adding Custom Labels for a Physical Interface

To add custom labels for a physical interface:

1.

Select Network Management Platform > Devices > Device Management.
The Device Management table is displayed.

Right-click the device for which you want to add the custom label and select Device
Inventory > View Physical Interfaces .

The View Physical Interfaces page is displayed.

Right-click the physical interface of the device for which you want to add the custom
label and select Manage Customized Attributes.

The Manage Customized Attributes page is displayed.
Click the Add label icon.

The Label Name and Value field is displayed. You can either choose a pre-defined
label or add a new custom label.

To choose a pre-defined label:

a. Select the pre-defined label from the Label Name dropdown.
b. Inthe Value field, enter an appropriate value.

To add a new custom label:

a. Inthe Label Name dropdown, enter the name for the new label.
b. In the Value field, enter the value for the new label.

Click Submit.

Click Close.

Adding Custom Labels for a Logical Interface

To add custom labels for a logical interface:

1.

Select Network Management Platform > Devices > Device Management.
The Device Management table is displayed.

Right-click the device for which you want to add the custom label and select Device
Inventory > View Logical Interfaces.

The View Logical Interfaces page is displayed.

Right-click the logical interface of the device for which you want to add the custom
label and select Manage Customized Attributes from the contextual menu.

The Manage Customized Attributes page is displayed.
Click the Add label icon.

The Label Name and Value field is displayed.
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In the Label Name dropdown, enter the name for the new label.
In the Value field, enter the value for the new label.
Click Submit.

Click Close.

Related . Device Management Overview on page 35

Documentation

« Managing Custom Labels on page 128

Managing Custom Labels

You add custom labels to associate additional data to devices, device interfaces, and
device inventory. You can modify or delete the custom labels associated with the devices,
device interfaces, and device inventory.

« Modifying Custom Labels on page 128

« Deleting Custom Labels on page 128

Modifying Custom Labels

Deleting Custom Labels

To modify a custom label:

1.

Select Network Management Platform > Devices > Device Management.
The Device Management table is displayed.

Right-click the device for which you want to modify the custom label and select Modify
Customized Attributes from the contextual menu.

If you want to modify the custom label associated with a physical interface, logical
interface, or the device inventory, navigate to the appropriate page.

Select the custom label you want to modify and change the value or the name of the
label.

Click Submit.

Click Close.

To delete a custom label:

1.

Select Network Management Platform > Devices > Device Management.
The Device Management table is displayed.

Right-click the device for which you want to delete the custom label and select Modify
Customized Attributes from the contextual menu.

If you want to delete the custom label associated with a physical interface, logical
interface, or the device inventory, navigate to the appropriate page.

128
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4. Select the custom label you want to delete and click the Delete label icon.
5. Click Submit.

6. Click Close.

Related . Adding Custom Labels on page 125
Documentation
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Discover Devices

« Device Discovery Overview on page 131

« Discovering Devices on page 132

Device Discovery Overview

You use device discovery to add devices to Junos Space Network Management Platform.
Discovery is the process of finding a device and then synchronizing the device inventory
and configuration with the Junos Space Network Management Platform database. To
use device discovery, Junos Space Network Management Platform must be able to
connect to the device.

To discover network devices, Junos Space Network Management Platform uses the SSH
and SNMP protocols. Device authentication initially is handled through administrator
login SSH v2 credentials and SNMP v1/v2c or v3 settings, which are part of the device
discovery configuration. You can continue to use credentials for these devices thereafter,
or you can create and upload RSA keys to devices to allow Junos Space Network
Management Platform to authenticate itself to them automatically during later
discoveries.

You can specify a single IP address, a DNS hostname, an IP range, or an IP subnet to
discover devices on a network. During discovery, Junos Space Network Management
Platform connects to the physical device and retrieves the running configuration and the
status information of the device. To connect with and configure devices, Junos Space
Network Management Platform uses Juniper Network’s Device Management Interface
(DMI), which is an extension to the NETCONF network configuration protocol.

When discovery succeeds, Junos Space Network Management Platform creates an object
in the Junos Space Network Management Platform database to represent the physical
device and maintains a connection between the object and the physical device so their
information is linked.

When configuration changes are made in Junos Space Network Management Platform,
forexample, when you deploy service orders to activate a service on your network devices,
the configuration is pushed to the physical device.

If the network is the system of record (NSOR), when configuration changes are made on
the physical device (out-of-band CLI commits and change-request updates), Junos
Space Network Management Platform automatically resynchronizes with the device so
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Related
Documentation

that the device inventory information in the Junos Space Network Management Platform
database matches the current device inventory and configuration information. If Junos
Space Network Management Platform is the system of record (SSOR), this
resynchronization does not occur and the database is unchanged.

The following device inventory and configuration data is captured and stored in relational
tables in the Junos Space Network Management Platform database:

. Devices—hostname, IP address, credentials

« Physical Inventory—chassis, FPM board, Power Entry Module (PEM), Routing Engine,
Control Board (CB), Flexible PIC Concentrator (FPC), CPU, Physical Interface Card
(PIC), transceiver (Xcvr), fan tray

Junos Space Network Management Platform displays the model number, part number,
serial number, and description for each inventory component, when applicable.

. Logical Inventory—subinterfaces, encapsulation (link-level), type, speed, maximum
transmission unit (MTU), VLAN ID

« License information:

- License usage summary—license feature name, feature description, licensed count,
used count, given count, needed count

- Licensed feature information—original time allowed, time remaining

- License SKU information—start date, end date, and time remaining
. Loopback interface

Other device configuration data is stored in the Junos Space Network Management
Platform database as binary large objects, and is available only to northbound interface
(NBI) users.

. Discovering Devices on page 132
. Viewing Managed Devices on page 41
« Systems of Record in Junos Space Overview on page 733

« Understanding How Junos Space Automatically Resynchronizes Managed Devices on
page 47

« Resynchronizing Managed Devices With the Network on page 94
« Device Management Overview on page 35
« Device Inventory Overview on page 40

. Managing DMI Schemas Overview on page 714

Discovering Devices

You use device discovery to automatically discover and synchronize Junos OS devices
in Junos Space Network Management Platform. Device discovery is a three-step process

132

Copyright © 2016, Juniper Networks, Inc.



Chapter 10: Discover Devices

in which you specify target devices, a probe method (ping or SNMP or both, or none),
and, optionally, credentials to connect to each device.

NOTE: The values that you enter to specify the targets, probe method, and
credentials are persistent from one discovery operation to the next, so you
do not have to reenter information that is the same from one operation to
the next.

NOTE: To perform discovery on a device with dual Routing Engines, always
specify the IP address of the current master Routing Engine. When the current
master IP address is specified, Junos Space Network Management Platform
manages the device and the redundancy. If the master Routing Engine fails,
the backup Routing Engine takes over and Junos Space Network Management
Platform manages the transition automatically without bringing down the
device.

NOTE: When you initiate discovery on a device, Junos Space Network
Management Platform automatically enables the NETCONF protocol over
SSH by pushing the following command to the device:

set system services netconf ssh

To discover and synchronize devices, complete the following tasks:

1. Specifying Device Targets on page 133

2. Specifying Probes on page 135

3. Specifying Credentials on page 136

Specifying Device Targets

To specify the device targets that you want Junos Space Network Management Platform
to discover:

1. Select Devices > Device Discovery > Discover Targets.

The Discover Targets dialog box appears.

2. You can add devices using either the CSV Upload button or the Add icon, or both
together.

Use the CSV Upload feature to add devices in bulk. You can add hundreds of devices
to Junos Space Network Management Platform by using a CSV file that contains
information extracted from an LDAP repository.

To view a sample CSV filg, click the CSV Sample link.

- The File Download dialog box appears.

. Click Open to view a sample CSV file.
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0 NOTE: Steps 4—7 below are optional if you use only the Add icon to add
devices. Steps 8—10 below are optional if you use only the CSV Upload
button to add devices. Follow steps 4—10 if you use both the CSV Upload
button and the Add icon to add devices.

3. Click the CSV Upload button to add your own CSV files.

6 NOTE: The format of the CSV file that you are uploading should exactly
match the format of the sample CSV file.

A dialog box appears.
4. Click Browse.
The CSV File Upload dialog box appears.
5. Navigate to the desired CSV file, select it, and then click Open.

The CSV File Upload dialog box reappears, this time displaying the name of the
selected file.

6. Click Upload to upload the selected CSV file.

7. Click the Add icon to add devices by specifying IP addresses, |IP address range, IP
subnet, or host name.

The Add Device Target dialog box appears.

8. Choose one of the following options to specify device targets:

. Select the IP option button and enter the IP address of the device.

. Select the IP Range option button and enter a range of IP addresses for the devices.
The maximum number of IP addresses for an IP range target is 1024.

- Select the IP subnet option button and enter an IP subnet for the devices.
« Select the Host name option button and enter the hostname of the device.

9. Click Add to save the target devices that you specified, or click Add More to add more
device targets. When you have added all device targets that you want Junos Space
Network Management Platform to discover, click Add.

The Discover Targets Dialog box displays the addresses of the configured device
targets.

10. Click Discover from the Discover Targets dialog box.

0 NOTE: You need to navigate through the Specify Probes and Specify
Credentials dialog boxes before you click the Discover button.

In the next task, you specify a probe method to connect to and discover the device targets.
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Specifying Probes

To configure the method Junos Space Network Management Platform uses to discover
the device targets:

1.

Select Devices > Device Discovery > Specify Probes.

The Specify Probes dialog box appears.

2. Select a probe method (or SSH) to discover target devices:

- If SNMP is configured for the device, select Use SNMP, and clear the check box Use

Ping.

Junos Space Network Management Platform uses the SNMP GET command to
discover target devices.

If SNMP is not configured for the device, select the check box Use Ping, and clear
the check box Use SNMP.

Junos Space Network Management Platform uses the Juniper Networks Device
Management Interface (DMI) to directly connect to and discover devices. DMI is an
extension to the NETCONF network management protocol.

When both the Use Ping and Use SNMP check boxes are selected (the default),
Junos Space Network Management Platform can discover the target device more
quickly, if the device is pingable and SNMP is enabled on the device.

3. Click the Addicon (+).

An Add SNMP Settings dialog box appears.

4. The following figure shows the Add SNMP Settings dialog box when you select SNMP

V1/V2C. If you make this selection, specify a community string, which can be public,
private, or a predefined string.

Figure 16: Modify SNMP Setting Dialog Box

Modify SNMP Settings

@ SNMP VIN2C ) SNMP V3

Community: | public

Figure 17 on page 136 shows the Add SNMP Settings dialog box when you select SNMP
V3.
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Specifying Credentials

Figure 17: SNMP v3 Options

Modify SNMP Settings
~) SNMP VAN2C @ SNMP V3
Username:
Privacy type: | Please select .. i

Privacy password:
Authentication type: Flease select ~

Authentication password:

If you make this selection, complete the following settings:

. Enter the username.
. Select the privacy type (AES 128, DES, or none).

. Enter the privacy password (if AES 128 or DES). If you specify none for the privacy
type, the privacy function is disabled.

. Select the authentication type (MD5, SHA, or none).

- Enter the authentication password (if MD5 or SHA). If you specify none for the
authentication type, the authentication function is disabled.

Click Add to save the SNMP settings, or click Add More to add additional configurations.
After using Add More, click Add to save the settings and close the dialog box.

The Specify Probes dialog box displays the configured SNMP settings.

5. Click Discover in the Specify Probes dialog box.

Optionally, specify an administrator name and password to establish the SSH connection
for each target device that you configured. If you are using key-based authentication, you
do not need to do this step.

1.

Select Devices > Device Discovery > Specify Credentials.
The Specify Credentials dialog box appears.

Click the Add icon.

The Add Device Login Credential dialog box appears.

Specify the administrator username and password, and confirm the password. The
name and password must match the name and password configured on the device.

Save the user name and password that you specified by selecting Add or Add More
to add another username and password. If you use Add More, select Add after you
have finished adding all login credentials.

136
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The Credential dialog box displays the administrator user names that you configured.

Schedule the device discovery operation:

« Clear the Schedule at a later time check box (the default) to initiate the discovery
operation when you complete Step 7 in this procedure.

« Select the Schedule at a later time check box to specify a later start date and time
for the discovery operation.

0 NOTE: The selected time in the scheduler corresponds to Junos Space
server time but is mapped to the local time zone of the client computer.

Select Discover to start the discovery job.

The Discovery Status report appears. It shows the progress of discovery in real time.
Click a bar in the chart to view information about the devices currently managed or
discovered, or for which discovery failed.

To view device discovery details, select View Detailed Report.

The report displays the IP address, hostname, and discovery status for discovered
devices.

e NOTE: If the discovery operation fails, the Description column in the
Detailed Report table indicates the cause of failure.

You can also view the device discovery job in the Jobs workspace.

To view device discovery from the Jobs workspace:

1.

Related .
Documentation

Select Jobs > Job Management.
The Job Management inventory page appears.

. Enter Discover Network Elements in the search box to view device discovery jobs.

Viewing Managed Devices on page 41
Viewing Scheduled Jobs on page 466
Resynchronizing Managed Devices With the Network on page 94

Understanding How Junos Space Automatically Resynchronizes Managed Devices on
page 47

Viewing Physical Inventory on page 73
Viewing Physical Interfaces on page 76
Exporting License Inventory on page 80
Managing DMI Schemas Overview on page 714

Key-Based Authentication Overview on page 111
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Deployed Devices

Adding Deployed Devices

Adding Deployed Devices on page 139

Add Deployed Devices Wizard Overview on page 141

Managing Deployed Devices on page 142

Adding SRX Series Devices Overview on page 143

Adding Devices on page 145

Deploying Device Instances on page 149

To create a Task Instance:

1.

Select Devices > Deployed Devices > Add Devices.

In the Name box, enter a name for the new Task Instance.

In the Description box, enter a description for the new Task Instance.

You can add a new Task Instance either by importing a CSV file or manually.

To add a new Task Instance by importing a CSV file:

a.

b.

Select the Import to CSV option button.

Select the View Sample CSV link in the Import section to see a sample of the
CSF file that should be uploaded.

Save the sample CSV file to your storage location.

Make necessary changes in this CSV file and rename it with an appropriate
name.

0 NOTE: Do not add ordelete any columnsinthe CSV file. You cannot
upload the CSV file successfully if you add or delete any columns.

Select the Select a CSV To Upload link in the Import section.
The Select CSV File dialog box appears.

Click Browse and upload the CSV file from your storage location.
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g. Ifthe CSV fileis successfully uploaded, a Green mark appears next to the Select
a CSV To Upload link.

The Upload dialog box appears.
h. Click OK.

To add a new Task Instance manually:
a. Select the Add Manually option button.
b. Enter the following details in the Device Details section:
. From the Platform list, select an appropriate platform.
. From the OS Version list, select an appropriate OS version.

- Inthe Number of devices box, enter the number of devices with the same
platform and OS version.

e NOTE: If you add multiple devices, a unique numerical identifier is
appended at the end of each device name.

c. Inthe Authentication Details section:
- Inthe Username box, choose an appropriate user name.
- In the Password box, enter a password.

- In the Re-enter Password box, reenter the password.

. Click Next.

. This wizard page displays rows that make up the configured Task Instance. Select a

row or rows and use the icons described in Table 25 on page 140 to view or download
management CLI commands.

Table 25: Icons to View or Download Management CLI Commands

Icon Description

| ados

el

View the management CLI commands.

Download the management CLI commands.

Click Finish.

The new Task Instance you have added appears in the Add Deployed Devices inventory
page. A new job is created and the job ID appears in the Job Information dialog box.

. Click the job ID to view more information about the job created.

This action directs you to the Job Management workspace.

140
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Related . Add Deployed Devices Wizard Overview on page 141
D .
ocumentation « Managing Deployed Devices on page 142

. Managing DMI Schemas Overview on page 714

Add Deployed Devices Wizard Overview

Network devices deployed on the network can be easily managed by Junos Space Network
Management Platform using the Discover Devices task. However, for security devices,
SSH and ping are disabled on the device interface for any incoming traffic. Hence, security
devices cannot communicate with Junos Space Network Management Platform. In such
instances, you can use the Add Deployed Devices Wizard to enable communication
between security devices and Junos Space Network Management Platform. The Add
Deployed Devices Wizard creates a Task Instance that you can use to obtain management
CLI commands related to these devices. These CLI commands can be pasted on the
device console, enabling the device to connect to Junos Space Network Management
Platform for further management.

You can create Task Instances either manually or by uploading a comma-separated
values (CSV) file. You need to specify the following details to create a Task Instance:

« Device name

« Device platform
« OS version

« Device count

« Authentication details

You can store the management CLI commands obtained from a Task Instance and paste
it on the device console or on a command-line session on the device.

0 NOTE:
If you are using Internet Explorer to download the management CLI
commands, you must customize the browser settings to download them.
Perform the following steps to customize the Internet Explorer settings:

1. Open Internet Explorer and select Tools > Internet Options.
2. Click the Security tab and select the Custom Level tab.

3. Inthe Automatic prompting for file downloads section, click the Enable
option button.

Related . Adding Deployed Devices on page 139

Documentation
. Managing Deployed Devices on page 142

. Managing DMI Schemas Overview on page 714
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Managing Deployed Devices

Task Instances are listed in the Add Deployed Devices inventory page. You can view or
download the management CLI commands associated with Task Instances. You can
also view the device instance status or delete Task Instances.

This topic describes the following tasks related to Task Instances and management CLI
commands:

« Viewing the Details of a Task Instance on page 142
« Viewing the Device Status on page 142
« Deleting a Task Instance on page 143

« Downloading Management CLI Commands on page 143

Viewing the Details of a Task Instance

To view the details of a Task Instance:

1. From the task tree, select the Devices workspace.
Graphical summaries about the devices in the network appear.
2. Expand the Devices workspace by clicking the expansion symbol to the left of its name.
Tasks related to managing devices are displayed in the expanded portion of the tree.
3. Select Deployed Devices.
The Deployed Devices inventory page appears.
4. Double-click the row for the Task Instance whose details you intend to view.
The details of the Task Instance are displayed in the Add Instance Details dialog box.

5. Click Close to close the Add Instance Details dialog box.

Viewing the Device Status

To view the device status:

1. Select Devices > Deployed Devices .
The Deployed Devices inventory page appears.

2. Select the Task Instance for which you intend to view the device status, and click View
Device Status from the Actions menu.

A new dialog box displays the connection status and managed status of the devices.

3. Click Back on the top-left corner to return to the inventory page.
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Deleting a Task Instance

To delete a Task Instance you have created:

1. Select Devices > Deployed Devices.
The Deployed Devices inventory page appears.

2. Select the Task Instance you intend to delete and click the Delete link from the Actions
menu.

The Delete Instance dialog box appears.

3. Select the Task Instance you want to delete and click Delete.

Downloading Management CLI Commands
To download management CLI commands from the Task Instance you have created:

1. From the task tree, select Devices > Deployed Devices .
The Deployed Devices inventory page appears.

2. Select the Task Instance containing the management CLI commands you intend to
download and click the Download Management CLlIs link from the Actions menu.

The Download Management CLIs dialog box appears.
3. Click the Download Management CLIs link.

4. Save the .zip file in your local host.

Related . Add Deployed Devices Wizard Overview on page 141
D .
ocumentation « Adding Deployed Devices on page 139

. Managing DMI Schemas Overview on page 714

Adding SRX Series Devices Overview

You can use the Add Device wizard to create deployment instances that are used to
deploy SRX Series devices. You can create deployment instances either manually or by
uploading a comma-separated values (CSV) file. A deployment instance contains the
configlets used to deploy branch SRX Series devices that are currently using the factory
default settings.

A configlet is a small subset of a configuration used by a device to obtain an IP address
and connect back to the management station for further management. A configlet
contains information about the device series, device platform, OS version, and the
connection details used to bootstrap the device. It can be used to deploy devices from
an external storage device such as a USB stick.

You need to specify the following details to create a configlet:
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« Device name

« Device series

« Device platform

« OS version

« Device count

« Connectivity type
« Interface

« Connection profile

« Encryption password

You can store this configlet in an external USB storage device and plug it into the SRX
Series device to start it. The device count and encryption option determine the subsequent
steps in starting the SRX Series device using the configlet.

The following parameters determine the steps in booting the SRX Series device using
the configlet:

« Plain text configlet

If you save the configlet as a plain text file, the device will not prompt you to enter a
password during the startup process.

« Encrypted configlet using AES encryption with a custom key

If you encrypt the configlet with a custom key, the device will prompt you to enter a
password. You are required to enter the 16-character password specified during the
creation of the configlet. You can also save a text file named key.txt in the USB storage
device that you are using to start the device. This file contains the password; the device
will automatically use the password specified in this file.

« Device count valueis

If you create an individual configlet for each device with a Device Count column value
of 1, the configlet contains the hostname. The device does not prompt you to enter the
hostname during startup.

« Device count value greater than 1

You can start devices with similar network connection parameters (for example,
obtaining IP address through DHCP) using an individual configlet. This is done by
specifying the number of devices that can be started with the same configlet in the
Device Count column. If you create such a configlet, the devices prompts for a hostname
during startup. You are required to enter a unique hostname for each of the devices
that are used to startup using this configlet. You can also save a text file named
hostname.txt in the USB storage device which you are using to start the device. This
file contains the hostnames for all devices that are started using the configlet.
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0 NOTE: By default, the configlet that you download is named Configlets.zip.

This zip file is unzipped to obtain the configlet files. You should not rename
the configlet files. Renaming the configlet files may not complete the device
startup process.

0 NOTE: Ifyou are using Internet Explorer to download the configlets, you need

Related .
Documentation

Adding Devices

to customize the browser settings to download them. Perform the following
steps:

1. Open Internet Explorer and navigate to Tools > Internet Options.
2. Click the Security tab and select the Custom Level tab.

3. Inthe Automatic prompting for file downloads section, click the Enable
option button.

Adding Devices on page 145
Deploying Device Instances on page 149

Managing DMI Schemas Overview on page 714

This topic includes the following procedures:

Creating a Deployment Instance on page 145

Adding a Deployment Instance by Importing a CSV File on page 146
Adding a Deployment Instance Manually on page 147

Working with Rows and Columns on page 147

Working with Configlets on page 149

Creating a Deployment Instance

To create a new deployment instance:

1.

From the task tree, select the Devices workspace.

Graphical summaries about the devices in the network appear.

Expand the Devices workspace by clicking the expansion symbol to the left of its name.
Tasks related to managing devices are displayed in the expanded portion of the tree.

Expand the Add Deployed Devices workspace by clicking the expansion symbol to the
left of its name.

The Add Deployed Devices inventory page appears.

4. From the task tree, select Add Devices.
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The Add Devices dialog box appears.
In the Name box, enter a name for the new deployment instance.
In the Description box, enter a description for the new deployment instance.

Add a new deployment instance either by importing or manually adding a CSV file.
See “Adding a Deployment Instance by Importing a CSV File” on page 146 or “Adding
a Deployment Instance Manually” on page 147.

Click Next.

The Add Devices dialog box appears, displaying a table of settings for the deployment
instance that you have added manually or uploaded using a CSV file. Each record in
the table can be used to create a configlet.

Implement the configlet. See “Working with Rows and Columns” on page 147 and
“Working with Configlets” on page 1409.

. Click Finish.

The new deployment instance you have added appears in the Device Details inventory
page. A new job is created and the job ID appears in the Job Information dialog box.

. Click the job ID to view more information about the job created.

This action directs you to the Job Management workspace.

0 NOTE: When you have a large number of devices, we recommend you wait

for the Job to complete before downloading the configlets.

Adding a Deployment Instance by Importing a CSV File

To add a new deployment instance by importing a CSV file:

1.

Select the Import to CSV option button.
Select the View Sample CSV link in the Import section to view a sample of a CSV file.
Save the sample CSV file to your storage location.

Make necessary changes in this CSV file and rename it with an appropriate name.

0 NOTE: Donotadd or delete any columnsinthe CSV file. You cannot upload
the CSV file successfully if you add or delete any columns.

Select the Select a CSV To Upload link in the Import section.
The Select CSV File dialog box appears.
Click Browse and upload the CSV file from your storage location.

If the CSV file is successfully uploaded, a Green mark appears next to the Select a
CSV To Upload link.

146
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The Upload dialog box appears.
8. Click OK.

Adding a Deployment Instance Manually

To add a new deployment instance manually:

1. Select the Add Manually option button.

2. Enter the following details in the Device Details section:

. From the Platform list, select an appropriate platform.
. From the OS Version list, select an appropriate OS version.

- Inthe Number of devices box, enter the number of devices with the same connection
details.

These devices will use a common connection profile.

3. Enter the following details in the Connectivity Details section:

- Specify an Interface Type: Ethernet or ADSL.

- The Interface box displays the default interface in the untrust zone, depending on
the connection type chosen. Make changes to this field if necessary.

- Select an appropriate IP assignment type.

- Select an appropriate connection profile.

Working with Rows and Columns

The Rapid Deployment dialog box displays a table of settings for the deployment instance
that you have added manually or uploaded using a CSV file. Each record in the table can
be used to create a configlet.

You can clone, delete, sort the rows, and hide the columns in the Rapid Deployment
dialog box.

Table 26 on page 148 describes the icons used to perform these tasks.
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Table 26: Icons in the Rapid Deployment dialog box

Icon Description

View the details of a configlet.
To view a configlet:

1. Select the check box to the left of the row corresponding to the configlet you want to
view.

2. Click the View Configlet icon.

Clone a row from the deployment instance table.
To clone rows:

1. Select the check boxes to the left of the rows you want to clone.
2. Specify the number of clones in the Clone Times field.

3. Click the Cloneicon.

The new rows appear at the end of the table.

Delete a row from the deployment instance table.
To delete rows:

1. Select check boxes to the left of the rows you want to delete.

2. Click the Delete icon

Download configlets.
To download the configlets:

1. Select the check boxes to the left of the rows corresponding to the configlets you want
to download.

2. Click the Download Configlet icon.

NOTE: If you are using Internet Explorer to download the configlets, you need to customize
the browser settings to be able to download them. Perform the following steps to customize
the Internet Explorer settings:

1. Open Internet Explorer and navigate to Tools > Internet Options.
2. Click the Security tab and select the Custom Level tab.
3. Inthe Automatic prompting for file downloads section, click the Enable option button.

Table 27 on page 148 lists the fields that you need to add manually.

Table 27: Fields Manually Entered in the Rapid Deployment Dialog Box

Field Description

Device Count

Specify the number of devices that can be deployed using this configlet.

Interface IP

Specify the IP address of the interface.

148
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Table 27: Fields Manually Entered in the Rapid Deployment Dialog Box (continued)

Field Description

Gateway Specify the IP address of the gateway.

Working with Configlets
You can use the procedures in this section to package the configlet.
To encrypt the configlet:

1. Select the type of encryption you want to use in the Encryption section: AES or Plain
Text.

2. Enter a password with 16 characters in the corresponding field.

e NOTE: You will need to provide this password when you deploy devices
using this configlet.

To save the configlet to a disk drive:
« Click the Click Here link next to the field in the Save section.
To save the configlet to an FTP location:

1. Select the option button corresponding to the file transfer method you want to use.

2. Entertheuser D, password, server address and folder details in the appropriate fields.

Related . Adding SRX Series Devices Overview on page 143

D tati
ocumentation Deploying Device Instances on page 149

Managing DMI Schemas Overview on page 714

Deploying Device Instances

You can view, delete and search for specific deployment instances listed in the Deploy
Devices inventory page. You can also download configlets from a specific deployment
instance.

You can perform the following tasks on the deployment instances and configlets:

1. Viewing the Details of a Deployment Instance on page 150
2. Viewing the Device Status on page 150

3. Deleting a Deployment Instance on page 150

4. Downloading Configlets on page 150
5

. Searching for a Deployment Instance on page 151

Copyright © 2016, Juniper Networks, Inc. 149



Junos Space Network Management Platform User Guide

Viewing the Details of a Deployment Instance

To view the details of a deployment instance:

1. From the task tree, select Devices > Deployed Devices.
The Deploy Devices inventory page appears.

2. Double-click the icon for the deployment instance whose details you intend to view.
The Deployment Instance Details report appears.

3. Click Close.

Viewing the Device Status

To view the device status:

1. From the task tree, select Devices > Deploy Devices.
The Deploy Devices inventory page appears.

2. Select the deployment instance you intend to view the device status for and click the
View Device Status link from the Actions menu in the left corner of the inventory page.

A dialog box displays the connection status of the devices.

3. Click Back on the left corner of this dialog box to return to the inventory page.

Deleting a Deployment Instance

To delete a deployment instance you have created:

1. From the task tree, select the Devices > Deploy Devices.
The Deploy Devices inventory page appears.

2. Select the deployment instance you intend to delete and click the Delete link from
the Actions menu in the left corner of the inventory page.

The Delete Deployment Instance dialog box appears.

3. Select the deployment instance you want to delete and click Delete.

Downloading Configlets

To download the configlet you have created:

1. From the task tree, select Devices > Deploy Devices.
The Deploy Devices inventory page appears.

2. Select the deployment instance containing the configlet you intend to download and
click the Download Configlets link from the Actions menu in the left corner of the
inventory page.

The Download Configlets dialog box appears.
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3. Select the Download XML based Configlets link in the Download Configlets dialog box.

4. Save the .zip file in your storage location.

0 NOTE: You can also download the configlets when you are creating a
deployment instance. However, for a large number of devices we
recommended downloading the configlets from the inventory page. See
“Adding Devices” on page 145.

0 NOTE: You cannot download the configlets associated with a deployment
instance if a job related to that deployment instance is in progress. The
Download Configlets action is disabled until the job is completed.

Searching for a Deployment Instance

To search for a deployment instance you have created:

1. From the task tree, select Devices > Deploy Devices.

The Deploy Devices inventory page appears.
2. Inthe Search box, enter the name of the deployment instance you want to search.
3. Click the magnifying glass icon next to the Search box.

The Deploy Devices inventory page is populated with the deployment instances
matching your search criterion.

Related . Adding SRX Series Devices Overview on page 143

D tati
ocumentation « Adding Devices on page 145
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Unmanaged Devices

« Adding Unmanaged Devices on page 153

Adding Unmanaged Devices

In the Junos Space Network Management Platform context, unmanaged devices are
those made by vendors other than Juniper Networks, Inc. You can add such devices to
Junos Space Network Management Platform manually, or by importing multiple devices
simultaneously from a CSV file. You need to provide the IP address or the host name of
the non-Juniper devices. The other details such as the vendor names, SNMP credentials,
and the loopback address details. If Junos Space Network Management Platform can
communicate with the device using SNMP, the information gathered via SNMP overrides
the information that you enter.

Creating an unmanaged device from a vendor other than Juniper Networks also creates
a tag for that vendor (for example, CISCO) and assigns that tag to the device.

To add a non-Juniper device to Junos Space Network Management Platform manually:

1. Select Network Management Platform - Devices > Unmanaged Devices.
The Add Unmanaged Devices page appears.

2. Select the Add Manually option button.
The Device Details area appears.

3. Select Host Name or IP Address.
The first box changes to represent your selection. Enter the appropriate name or
address value for the device.

4. (Optional) In the Vendor box, enter the name of the device’s vendor.
The maximum length is 256 characters. Spaces are acceptable.

5. Select the Configure Loopback check box if you want to configure the loopback address
for the device. If you do so, the Loopback Settings area appears. This is an optional
field.

a. Inthe Loopback Name field, enter the loopback name for the device.
b. Inthe Loopback Address field, enter the loopback address for the device.

The loopback address should be a valid IP address in the range of 1.0.0.0 to
223.255.255.255
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6. Select the SNMP box if you want to use SNMP to gather device information.
If you do so, the SNMP Settings area appears.

7. Use the option buttons to select either SNMP V1/V2C or SNMP V3.

. If you select SNMP V1/V2C, the Community box appears. Enter the appropriate
SNMP community string (password) to give access to the device.

- If you select SNMP V3, several boxes appear, as described in Table 28 on page 154.
Enter values as appropriate.

Table 28: SNMP V3 Configuration Parameters

Username The username previously configured on the device.

Authentication type The algorithm used for authentication: MD5, SHAT, or None. MD5 or SHAT is used to create a
hash of the authentication password. Note that only this password is encrypted, not any other
packets transmitted.

Authentication password The password that authenticates Junos Space Network Management Platform to the device
to gain access to it. The password must have at least eight characters and can include
alphanumeric and special characters, but not control characters.

Privacy type The encryption algorithm: AES128, DES, or None, used to encrypt transmitted packets.

Privacy password The password that allows reading the transmissions themselves. The password must have
at least eight characters.

8. Press Finish to complete the addition of this device.

To add a non-Juniper device or multiple devices to Junos Space Network Management
Platform using a CSV file:

1. Select Devices > Add Unmanaged Devices.
The Add Unmanaged Devices page appears.
2. Select the Import from CSV option button.
The Import area appears, displaying the following links:
- View Sample CSV
. Select a CSV file to Upload.

Clicking View Sample CSV displays a CSV file with the format shown in
Table 29 on page 154.

Table 29: Sample CSV for Importing Unmanaged Devices

Column Heading Sample Data Field Constraints

Host Name or IP Address Sunnyvale_R1 Name: Limit of 256 characters, no spaces.
IP address: Dotted decimal notation.
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Table 29: Sample CSV for Importing Unmanaged Devices (continued)

Column Heading Sample Data Field Constraints

Vendor ABC Alphabetic characters only

Device UserName root No validation from Junos Space Platform

Device Password root123 No validation from Junos Space Platform

SNMP Version SNMPV3 SNMPV3, or SNMPV1 or v2C

Community N/A (for SNMP V3) Community string (authentication password) for V2; otherwise,
N/A

SNMP Username admin Username for SNMP V3; otherwise N/A

Authentication Type MD5 MD5, SHAT, or N/A

Authentication Password admini123 Must have at least eight characters and can include alphanumeric

and special characters, but not control characters

Privacy Type

DES DES, AESI128, or N/A

Privacy Password

admini123 Must have at least eight characters and can include alphanumeric
and special characters, but not control characters. Can be same
as authentication password, or different.

Loopback Name (6]0) The loopback name for the device.
Loopback Address 127.0.0.1 The loopback address for the device. The loopback address should
be a valid IP address in the range of 1.0.0.0 to 223.255.255.255
3. Once you have a complete CSV file, select Select a CSV file to Upload.
4. Click Next.
The Add Managed Devices page displays the list of unmanaged devices with their
details.
5. Click Finish.
You are redirected to the Unmanaged Devices page.
o NOTE: You should enter a valid loopback address or enter “N/A” in the
Loopback Address column. If you enter an invalid loopback address or leave
the cell empty, the associated unmanaged device is not added to Junos Space
Network Management Platform.
Related . Device Management Overview on page 35

Documentation
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. Viewing Managed Devices on page 41

156 Copyright © 2016, Juniper Networks, Inc.



CHAPTER13

Secure Console

« Configuring SRX Device Clusters in Junos Space on page 157

Configuring SRX Device Clusters in Junos Space

You can create a cluster of two SRX-series devices that are combined to act as a single
system, or create a single-device cluster and then add a second device to the cluster
later. You can also configure a standalone device from an existing cluster device.

0 NOTE: You can discover and manage SRX device clusters in Junos Space
Network Management Platform.

This topic includes the following tasks:

« Configuring a Standalone Device from a Single-node Cluster on page 157
« Configuring a Standalone Device from a Two-Node Cluster on page 159
« Configuring a Primary Peer in a Cluster from a Standalone Device on page 160

« Configuring a Secondary Peer in a Cluster from a Standalone Device on page 161

Configuring a Standalone Device from a Single-node Cluster

You can configure a standalone device from device that is currently configured as a
single-node cluster.

To configure a single-node cluster as a standalone device:

1. Select Devices > Secure Console.
The Secure Console dialog box appears.

2. Specify the IP address of the single-node cluster device.

0 NOTE: A device in a single-node cluster is always the primary member.

3. To establish an SSH connection for the device, specify the administrator user name
and password. The name and password must match the name and password
configured on the device.
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4.

Click Connect.

The device key fingerprint window appears, as shown in the following example.

Figure 18: Validating the Server Key Fingerprint

inpri@172.19.90.164

Verify that the fingerprint is for the device you want to connect to, then type y and
press Enter to validate the Server’s key fingerprint.

A terminal window opens in a non-modal popup with an SSH connection opened on
the selected device.

Enter the set chassis command to remove the cluster configuration:

set chassis cluster cluster-id O node O
Reboot the device, by entering the command:

request system reboot

. Copy the outbound-ssh configuration from group node to system level, for example:

set system services outbound-ssh client 00089BBC494A device-id 6CFF68

set system services outbound-ssh client 00089BBC494A secret "SABC123"

set system services outbound-ssh client 00089BBC494A services netconf

set system services outbound-ssh client 00089BBC494A 10.155.70.252 port 7804

Copy the system log configuration from group node to system level:

set system syslog file default-log-messages any any
set system syslog file default-log-messages structured-data

. Copy the fxp0 interface setting from group node to system level, for example:

set interfaces fxpO unit O family inet address 10.155.70.223/19

. Delete the outbound-ssh configuration from the group node, for example:

delete groups nodeO system services outbound-ssh

. Delete the system log configuration from the group node, for example:

delete groups nodeO system syslog file default-log-messages any any
delete groups nodeO system syslog file default-log-messages structured-data

. Delete the interfaces configuration from the group node, for example:

delete groups nodeO interfaces fxpO unit O family inet address 10.155.70.223/19

. Commit the configuration changes on the device:

commit
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15.

16.

In the Junos Space user interface, the device connection status will go down and then
up again. After the device connection is back up, you can verify that the device you
configured displays as a standalone device.

To terminate the SSH session, type exit from the terminal window prompt, and press
Enter.

Click in the top right corner of the terminal window to close the window.

Configuring a Standalone Device from a Two-Node Cluster

You can configure a standalone device from the secondary peer device in a cluster.

O NOTE: You cannot use the primary peer in a two-node cluster to configure

a standalone device.

To configure a secondary peer device in a cluster as a standalone device:

1.

Select Devices > Secure Console.
The Secure Console dialog box appears.
Specify the IP address of the secondary peer device.

To establish an SSH connection for the device, specify the administrator user name
and password. The name and password must match the name and password
configured on the device.

Click Connect.
The device key fingerprint window appears, as shown in the following example.

Verify that the fingerprint is for the device you want to connect to, then type y and
press Enter to validate the Server’s key fingerprint.

A terminal window opens in a non-modal popup with an SSH connection opened on
the selected device.

Disconnect the HA cable from the device that you want to configure as a standalone
device.

Enter the set chassis command for the peer device, for example:

set chassis cluster cluster-id O node 1
Reboot the device, by entering the command:

request system reboot
Copy the outbound-ssh configuration from group level to system level, for example:

set system services outbound-ssh client 00089BBC494A device-id 6CFF68

set system services outbound-ssh client 00089BBC494A secret "SABC123"

set system services outbound-ssh client 00089BBC494A services netconf

set system services outbound-ssh client 00089BBC494A 10.155.70.252 port 7804

. Copy the system log configuration from group level to system level:

set system syslog file default-log-messages any any
set system syslog file default-log-messages structured-data
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16.

17.

. Copy the fxp0 interface setting from group level to system level, for example:

set interfaces fxpO unit O family inet address 10.155.70.223/19

. Delete the outbound-ssh configuration from the group level, for example:

delete groups nodel system services outbound-ssh

. Delete the system log configuration from the group level, for example:

delete groups nodel system syslog file default-log-messages any any
delete groups nodel system syslog file default-log-messages structured-data

. Delete the interfaces configuration from the group level, for example:

delete groups nodel interfaces fxp0 unit O family inet address 10.155.70.223/19

. Commit the configuration changes on the device:

commit

In the Junos Space user interface, the device connection status will go down and then
up again. After the device connection is back up, you can verify that the device you
configured displays as a standalone device.

After the device connections are up, verify the following changes in the Manage Devices
inventory landing page:

« The device you configured now displays as a standalone device.

. Theclusterthat formerly included a primary and secondary peer device now displays
the primary peer device only.

To terminate the SSH session, type exit from the terminal window prompt, and press
Enter.

Click in the top right corner of the terminal window to close the window.

Configuring a Primary Peer in a Cluster from a Standalone Device

You can create a device cluster from two standalone devices. Use the following procedure
to configure a standalone device as the primary peer in a cluster.

To configure a primary peer in a cluster from a standalone device:

1.

Select Devices > Secure Console.
The Secure Console dialog box appears.

Specify the IP address of the standalone device that you want to configure as the
primary peer in the cluster.

To establish an SSH connection for the device, specify the administrator user name
and password. The name and password must match the name and password
configured on the device.

Click Connect.
The device key fingerprint window appears.

Verify that the fingerprint is for the device you want to connect to, and type y and
press Enter to validate the Server’s key fingerprint.
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A terminal window opens in a non-modal popup with an SSH connection opened on
the selected device.

6. For the standalone device, enter the command:

set chassis cluster cluster-id 1 node O
7. Reboot the device, by entering the command:

request system reboot

8. Copy the outbound-ssh configuration from the system level to the group level, for
example:
set groups nodeO system services outbound-ssh client 00089BBC494A device-id 6CFF68
set groups nodeO system services outbound-ssh client 00089BBC494A secret "SABC123"
set groups nodeO system services outbound-ssh client 00089BBC494A services netconf
set groups nodeO system services outbound-ssh client 00089BBC494A 10.155.70.252 port
7804

9. Copy the fxpO interface configuration from the system level to the group level, for
example:

set groups nodeO interfaces fxpO unit O family inet address 10.155.70.223/19
10. Copy the system log configuration from system level to group level:

set groups nodeO system syslog file default-log-messages any any
set groups nodeO system syslog file default-log-messages structured-data
1. Delete the outbound-ssh configuration from the system level, for example:

delete system services outbound-ssh
12. Delete the system log configuration from the system level, for example:

delete system syslog file default-log-messages any any
delete system syslog file default-log-messages structured-data

13. Delete the interfaces configuration from the system level, for example:

delete interfaces fxp0O unit O family inet address 10.155.70.223/19
14. Commit the configuration changes on the device again:

commit
After the device connection is up, verify the following changes:

- Inthe Manage Devices inventory landing page:
- The cluster icon appears for the device.

- The new cluster device appears as the primary device.

- Inthe physicalinventory landing page, Junos Space Network Management Platform
displays chassis information for the primary device cluster.

15. To terminate the SSH session, type exit from the terminal window prompt, and press
Enter.

16. Click in the top right corner of the terminal window to close the window.

Configuring a Secondary Peer in a Cluster from a Standalone Device

If a device cluster contains only a primary peer, you can configure a standalone device
to function as a secondary peer in the cluster. Use the following procedure to ensure that
Junos Space Network Management Platform is able to manage both devices.
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To add a standalone device to a cluster:

1. Select Devices > Secure Console.
The Secure Console dialog box appears.

2. Specify the IP address of the standalone device that you want to configure as a
secondary peer in a cluster.

3. To establish an SSH connection for the device, specify the administrator user name
and password. The name and password must match the name and password
configured on the device.

4. Click Connect.
The device key fingerprint window appears.

5. Verify that the fingerprint is for the device you want to connect to, and type y and
press Enter to validate the Server’s key fingerprint.

A terminal window opens in a non-modal popup with an SSH connection opened on
the selected device.

From the terminal window prompt, you can enter CLI commands to create a standalone
device from the device cluster.

6. For the standalone device, enter the command:

set chassis cluster cluster-id 1 node 1
7. Enter the command:

request system reboot
8. Copy the outbound-ssh configuration from the system level to the group level, for
example:

set groups nodel system services outbound-ssh client 00089BBC494A device-id 6CFF68
set groups nodel system services outbound-ssh client 00089BBC494A secret "SABC123"
set groups nodel system services outbound-ssh client 00089BBC494A services netconf
set groups nodel system services outbound-ssh client 00089BBC494A 10.155.70.252 port
7804

9. Copy the fxpO interface configuration from the system level to the group level, for
example:

set groups nodel interfaces fxpO unit O family inet address 10.155.70.223/19
10. Copy the system log configuration from system level to group level:

set groups nodel system syslog file default-log-messages any any
set groups nodel system syslog file default-log-messages structured-data
1. Delete the outbound-ssh configuration from the system level, for example:

delete system services outbound-ssh
12. Delete the system log configuration from the system level, for example:

delete system syslog file default-log-messages any any
delete system syslog file default-log-messages structured-data
13. Delete the interfaces configuration from the system level, for example:

delete interfaces fxp0 unit O family inet address 10.155.70.223/19
14. Commit the configuration changes on the device again:

commit
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15. Connect the HA cable to each device in the cluster.
16. Establish an SSH connection to the primary device in the cluster.

17. On the primary device, make some trivial change to the device, for example, add a
description, and commit the change:

commit
After the device connections are up for both devices in the cluster, verify the following
changes:

- Inthe Manage Devices inventory landing page:
- Each peer device displays the other cluster member.
- The cluster icon appears for each member device.

- One device appears as the primary device and the other as the secondary device
in the cluster.

- Inthe physical inventory landing page, chassis information appears for each peer
device in the cluster.

18. To terminate the SSH sessions, type exit from the terminal window prompt, and press
Enter.

19. Click in the top right corner of the terminal window to close the window.
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Manage Device Adapter

« Worldwide Junos OS Adapter Overview on page 165
« Installing the Worldwide Junos OS Adapter on page 166

Worldwide Junos OS Adapter Overview

The Junos Space wwadapter enables you to manage devices running the worldwide
version of Junos OS (ww Junos OS devices) through Junos Space Network Management
Platform.

ww Junos OS devices use Telnet instead of Secure Shell (SSH2) to communicate with
other network elements. Junos Space Network Management Platform uses the failover
approach when identifying a ww Junos OS device. It first tries to initiate a connection to
the device using SSH2. If it cannot connect to the device, Junos Space Network
Management Platform identifies the device as a ww Junos OS device. Since Junos Space
Network Management Platform does not support Telnet, it uses an adapter to
communicate with ww Junos OS devices. Junos Space Network Management Platform
connects to the adapter using SSH2 and the adapter starts a Telnet session with the
device.

Before you install the wwadapter, complete the following prerequisites:

. Download the adapter image from the local client workstation.
« Ensure that the Junos Space servers have been deployed and are able to access devices.

« Configure Junos Space Network Management Platform to initiate connections with
the device.

o NOTE: Ensure that you allow at least three Telnet connections between the
ww Junos OS device and the Junos Space server. Junos Space Network
Management Platform needs a minimum of three Telnet connections with
the device in order to be able to manage it.
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Related

Documentation

O NOTE: For ww Junos OS devices, the Junos Space Service Now application
works only on Al-Scripts version 2.5R1and later.

The Secure Console workspace and the optionin the right-click context menu
in the Manage Devices workspace are disabled for ww Junos OS devices.

For more information, see “Installing the Worldwide Junos OS Adapter” on page 166.

. Installing the Worldwide Junos OS Adapter on page 166

Installing the Worldwide Junos OS Adapter

This section shows you how to install and use the wwadapter to manage devices running
on the worldwide version of Junos OS (ww Junos OS devices).

This section includes the following tasks:

- Installing the wwadapter Image on page 166

« Connecting to ww Junos OS Devices on page 167

Installing the wwadapter Image

Before you install the wwadapter, you must upload the ww Junos OS device wwadapter
image file.

To upload the wwadapter image file:

1. Select Devices > Device Adapter .
2. Select the Add Device Adapter icon on the menu bar.

3. Browse to the wwadapter image file and select the filename so that the full path
appears in the Software File field.

4. Click Upload to bring the image into Junos Space Network Management Platform.
A status box shows the progress of the image upload. Adding the wwadaptor image
file automatically installs the wwadapter.

Before you connect to any device, you must verify that the installation was successful.

To verify that the installation was successful, look at the device console on the Space
server.

1. On the server, change directories to verify that the wwadapter directory has been
created.
cd /home/jmp/wwadapter

2. To verify that the wwadapter is running, enter the following command on the Space
server:

prompt > service wwadapter status
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wwadapter running
If the wwadapter is not active, you see the following status:
wwadapter stopped
Use the following commands to start or stop the wwadapter:
To start the wwadapter:
service wwadapter start
To stop the wwadapter:

prompt > ps —ef | grep wwadapter
promt > kill -9 {wwadapter pid}

To see the wwAdapter logs, change directories to the wwadapter directory.

cd /home/jmp/wwadapter/var/errorLog/DmiAdapter.log

To view the contents of the error log file, open it with any standard text editor.

To view the contents of the log4j configuration file, change directories to the wwadapter
directory.

cd /home/jmp/wwadapter /wwadapterlog4j.lcf

Connecting to ww Junos OS Devices

A device running worldwide Junos OS (ww Junos OS device) cannot initiate a connection
with Junos Space Network Management Platform. Junos Space Network Management
Platform must initiate the connection to the device. To configure this setting:

1. Select Administration > Applications.

The Applications page appears displaying all the applications currently running in the
Junos Space server.

2. Select Network Management Platform and select Modify Application Settings from
the Actions dropdown.

The Modify Application Settings page appears.
3. Select Junos Space initiates connection to device.

4. Select Support ww Junos Devices so that Junos Space Network Management Platform
can connect to a ww Junos OS device using the wwadapter.

After Junos Space Network Management Platform has discovered the ww Junos OS
device through the wwadapter (“Discovering Devices” on page 132), it manages the device
just as it would manage a device that runs the domestic version of Junos OS.

O NOTE: The Secure Console workspace and the SSH to Device option on the
right-click contextual menu in the Manage Devices workspace are disabled
for ww Junos OS devices.
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0 NOTE: If you are not able to discover the WW Junos OS device , make sure
that the NMAP utility returns ‘telnet’ as open for port 23 on the device.

S nmap —p23 < Device IP >

Related . Modifying Junos Space Application Settings on page 624
Documentation
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Upload Keys to Devices

« Key-based Authentication Overview on page 169

« Generating and Uploading Authentication Keys to Devices on page 170

Key-based Authentication Overview

Junos Space Network Management Platform can discover and manage a device either
by presenting credentials (username and password) or by key-based authentication.

Junos Space Network Management Platform supports RSA keys for key-based
authentication. RSA is an asymmetric-key or public-key algorithm using two keys that
are mathematically related. Junos Space Network Management Platform includes a
default set of public-private key pairs. However, we recommend that you generate your
own public/private key pair with a passphrase applied. Generate your keys by following
theinstructionsin “Generating and Uploading Authentication Keys to Devices” on page 112.
The public key can be uploaded to devices being managed by Junos Space Network
Management Platform. The private key is encrypted and stored on the system running
Junos Space Network Management Platform. Junos Space Network Management
Platform uses username and password credentials to log in to a device for the first time
in order to copy and upload the public key. Any further communication to the devices is
done using key-based authentication, without passwords.

Itis advisable to protect the private key on the Junos Space system by using a passphrase,
which is merely a long password that can include spaces and tabs and is much more
difficult to break by brute-force guessing than is one shorter string.

You do not have to use RSA-based authentication on every device in your network; you
can use passwords on some systems if you prefer or they require it.

Setting up key-based authentication between two computers is a multi-step process
that is well described on many IT-related Internet sites (as is the public-key cryptography
to whichit is related). Junos Space Network Management Platform automates all of this
key-creation and uploading process for you. It also tracks and reports the authentication
status of each device in the Devices workspace.

Related . Generating and Uploading Authentication Keys to Devices on page 112
Documentation
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Generating and Uploading Authentication Keys to Devices

Generating Keys

Generating Keys on page 170
Uploading Keys to Devices for the First Time on page 170

Upload Keys on Managed Devices that have Conflicting keys with Junos
Space on page 172

Verifying Device Key Status on page 173

To generate a public/private key pair for authentication during login to network devices:

1.

Select Administration > Fabric and select the Generate Key icon on the Actions menu.
The Key Generator dialog box appears.

(Optional) In the Passphrase box, enter a passphrase to be used to protect the private
key, which will remain on the system running Junos Space Network Management
Platform and will be used during device logins.

The passphrase must have a minimum of 5 and a maximum of 255 characters. It may
include spaces and tabs. A long passphrase with space and tab characters is harder
to break by brute-force guessing. Although a passphrase is not required, it is
recommended because it will impede an attacker who gains control of your system
and tries to log in to managed network devices.

(Optional) Schedule the Junos Space Network Management Platform to generate
the keys at a later time.

. To specify a later start date and time for the key generation, select the Schedule at
a later time check box.

- Toinitiate the key generation as soon as you click Generate, clear the Schedule at
a later time check box (the default).

0 NOTE: The selected time in the scheduler corresponds to Junos Space
server time but using the local time zone of the client computer.

4. Perform one of the following:

. To generate the keys, click Generate.

. To exit the Key Generator dialog box, click Cancel. The keys are not generated.

Uploading Keys to Devices for the First Time

To upload authentication keys to multiple managed devices for the first time:

1.

Select Devices > Device Management.
The Device Management inventory page appears.

2. On the menu bar, click the Upload Keys to Devices icon.

170
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The Upload Keys to Devices dialog box appears.

3. To upload keys to a single device:

a.

Select Add Manually.

The Authentication Details box appears within the Upload Keys to Devices dialog
box.

Select IP Address or Hostname.

In the IP Address/Host Name box, enter the IP address or the hostname of the
target managed device.

In the Device Admin box, enter the appropriate username for that device.
In the Password box, enter the password for that device.

(Optional) To authorize a different user on the target device, select the Authorize
different user on device check box and enter the username in the User on Device
field.

If the username you specify in the User on Device field does not exist on the device,
a user with this username is created and the key is uploaded for this user. If the
User on Device field is not specified, then the key is uploaded for the “admin” user
on the device.

Click Next.
Click Finish to upload keys to the device.
The Job Information dialog box appears.

(Optional) Click the Job ID in the Job Information dialog box to view job details for
the upload of keys to the device. The Job Management page appears. View the job
details to know whether this job is successful.

4. To upload keys to multiple devices:

Select Import From CSV.

(Optional) To see a sample CSV file as a pattern for setting up your own, select
View Sample CSV. A separate window appears, allowing you to open or download
a sample CSV file.

You should enter the device name, IP address, device password, and a username
on the device. If the username you specify in the user on device column does not
exist on the device, a user with this username is created and the key is uploaded
for this user. If the user on device column is not specified, then the key is uploaded
for “user admin” user on the device.

Once you have a CSV file listing the managed devices and their data, select Select
a CSV To Upload. The Select CSV File dialog box appears.

Click Browse to navigate to where the CSV file is located on the local file system.
Make sure that you select a file that has .csv extension.

Click Upload to upload keys to the device.
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Junos Space Network Management Platform displays the following error if you try
to upload non-csv file formats:
Please select a valid CSV file with '.csv' extension.

f. Click OK on the information dialog box that appears. This dialog box displays
information about the total number of records that were uploaded and whether
this operation was a success.

You can see a green tick mark adjacent to the Select a CSV To Upload field, which
indicates that the file has been successfully uploaded.

g. Click Next.
h. Click Finish.
The Job Information dialog box appears.

i. (Optional) Click the Job ID in the Job Information dialog box to view job details for
the upload of keys to the device. The Job Management page appears. View the job
details to know whether this job is successful.

RSA Keys are uploaded automatically to all the managed devices (that were discovered
through RSA authentication) in Junos Space, if a new key is generated on Junos Space.

Upload Keys on Managed Devices that have Conflicting keys with Junos Space

To upload authentication keys to one or several managed devices manually:

1.

Select Devices > Device Management.
The Device Management inventory page appears.

Select the check boxes to the left of the names of the devices to which you want to
upload keys.

On the menu bar, click the Upload Keys to Devices icon.
The IP address of the devices are pre-populated.
In the User Name field, enter the appropriate username for that device.

In the Password field, enter the password for that device. Confirm it by reentering it in
the Re-enter Password box.

Select Next to provide details for the next device.

Select Upload to upload keys to the managed devices.
The Upload Authentication Key dialog displays a list of the devices with their
credentials for your verification.

0 NOTE: If you do not specify a username in the User Name field, the key is

uploaded for “user admin” user on the device. If the username you specify in
the User Name field does not exist on the device, a user with this username
is created and the key is uploaded for this user.
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Verifying Device Key Status

To verify the authentication status of managed devices:

« Select Devices > Device Management.

Related .
Documentation

The Device Management inventory page appears.
The Authentication Status column displays one of the following values:
- Key Based—Authentication key was successfully uploaded.

- Credentials Based—Key upload was not attempted; login to this device is by
credentials.

- Key Conflict—Junos Space and device do not have the same key.

- NA—"NA” is displayed mostly for LSYS devices and wwJunos devices.

Key-Based Authentication Overview on page 111
Device Discovery Overview on page 131
Discovering Devices on page 132

Resolving Key Conflicts on page 116
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« Overview on page 177
« Template Definitions on page 183

« Templates on page 209
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Overview

« Device Templates Overview on page 177

Device Templates Overview

« Device Templates Overview on page 178

« Device Templates Workflow on page 181

« Viewing Statistics for Templates and Definitions on page 181
« User Privileges in Device Templates on page 182

« Changing Template Definition States on page 182
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Device Templates Overview
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The Device Templates workspace provides the tools to create custom device templates
deployable through Junos Space Network Management Platform. Unlike other systems
that provide configuration of most aspects of a device and allow implementation of
some form of template, Device Templates enables you to set all configuration parameters
for any supported device because it is DMI schema-driven. In other words, all Juniper
devices managed by Junos Space Network Management Platform convey to the system
all their parameters, which are displayed for configuration in the Configuration Editor and
in Device Templates.

Templates are an excellent way to create the base build of a new device. Using device
templates, you can configure, for example, routing protocols such as bgp, ospf, isis or
even static routes. You can even set up CSV files (outside of Junos Space Network
Management Platform) as a basis for your template definitions.

0 NOTE: When you deploy a template to a device, even the unconfigured
parameters are committed. This means that if you applied two templates to
a device, only the configuration contained in the last template would be
retained. For example, if you set SNMP location in the first template you
deployed, but did not do so in the second template, the SNMP location
information would be lost as soon as you deployed the second template.
Therefore, to build up a complex configuration by applying multiple templates
in stages, you should modify the last deployed definition or template each
time you add a layer of complexity.

This behavior also has implications for versioning. In order for Space to retain
version information, every time a template is deployed to a device, the
previous template deployed to the device is undeployed, even if the
subsequent template only contains additional parameter settings. In other
words, template deployment is not additive.

The device templates workflow has two [predefined] roles:

« The Template Design Manager—A designer who understands both:
- The technical details of device configuration

- How to implement this knowledge to solve specific business problems

« The Template Manager—An operator, a junior individual to execute the orders of the
designer.

A template design manager (hereinafter referred to as a “designer”) creates template
definitions and publishes them. A template manager (hereinafter referred to as an
operator”) selects a template definition and creates from it a template to configure one
or more devices. The operator then tests the template on the device (without deploying
it). If the template is validated, the operator deploys the template to the devices.

With this division of labor, the operator does not need specialist knowledge. The designer
can design the device templates to allow (or prevent) specific tasks to be performed by
specified administrator roles. Alternatively, one person can have both roles.
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While creating the definition, the designer can verify what the operator sees when creating
a template from the definition. The operator, however, can gain no insight into what the
designer saw when creating the definition. This has important consequences: while the
designer can identify configuration options simply through their place in the hierarchy
represented as a tree, the operator is entirely dependent on the name of the option. It is
by means of the label alone that an operator determines which parameter he or she is
configuring.

Designers can choose not only which options to display to their operators, but also whether
to display them at all. They can make configuration options editable or read-only, and
even provide customized explanations for operators.

Operators can immediately deploy a template to the devices they select, or schedule
deployment for a later date. With Junos Space Network Management Platform as the
System of Record (in the SSOR mode), the operator can deploy a template on a device
in two ways:

. Assign a template to a device by using the Assign to Device workflow in the Device
Templates workspace, and approve and deploy the template by using the
Review/Deploy Configuration workflow in the Devices workspace.

. Deploy a template to a device using the Deploy workflow in the Device Templates
workspace.

If you assign a template to a device and use the Deploy workflow to deploy that template
on the same device, the template is not deployed to the device. The managed status of
the device is shown as "Space Changed" in the Device Management page.

0 NOTE: Youcannot edit, publish, or delete a template definition if the template
definition is being edited by another user. You will receive a pop-up message
indicating the user who is currently editing the template definition.

0 NOTE: You cannot edit or delete a template if the template is being edited
by another user. You will receive a pop-up message indicating the user who
is currently editing the template.

0 NOTE: Werecommend that you do not navigate to other pages or other Junos
Space applications when modifying a template or a template definition. Save
the changes before you navigate to other pages or other Junos Space
applications.

Related . Device Templates Workflow on page 181
Documentation
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Device Templates Workflow

The device templates workflow has two parts, corresponding to the two roles associated
with this workspace:

« The Template Design Manager, or template designer, who creates the template
definition (see “Creating a Template Definition Overview” on page 188).

« The Template Manager, or template administrator, who creates a template from a
template definition (see “Creating a Template Overview” on page 222).

Figure 19 on page 181 diagrams the role responsibilities and the workflow for creating a
definition, then a template from the definition, and finally deploying the template to
devices.

Figure 19: Workflow for Device Template Definition and Template Creation

Stage 1: Template Designer Stage 2: Template Administrator
Create Template | > Publish Template » Create Template » Deploy Template

Definition ' Definition

Related . Creating a Template Definition Overview on page 188

Documentation
. Creating a Template Overview on page 222

Viewing Statistics for Templates and Definitions

The device template statistics page shows the states of both definitions and templates,
and the number of templates per device family.

All the charts are interactive. Clicking the enabled templates part of the Template Status
chart, for example, takes you directly to the page displaying that category of template.

o NOTE: Do not use your browser’s Back and Forward buttons to navigate in
Device Templates pages.

The Device Templates statistics page displays the following information:

. Template Status—this pie chart shows the templates that are enabled, disabled, and
needing review. The templates based on a definition that is currently in a published
state are enabled. Templates based on a definition that is currently unpublished are
disabled. Templates based on a republished definition are marked as needing review.

. Template Definition Status—this pie chart shows published and unpublished definitions
(available for template creation and unavailable, respectively).

. Template Count by Device Family—this bar chart shows the number of templates per
device family (each template can apply to only one device family).
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Related
Documentation

. Changing Template Definition States on page 182
. Viewing Template Inventory on page 225

. Viewing Template Definition Inventory on page 185
. Managing Template Definitions on page 183

« Publishing and Unpublishing a Template Definition on page 184

User Privileges in Device Templates

Related
Documentation

In Junos Space Network Management Platform Users, the two roles for Device Templates
users are predefined: Template Design Manager for the definition designer and Template
Manager for the operator. For ease of use, in this documentation we refer to the Template
Design Manager as the designer, and to the Template Manager as the operator.

You must have Template Design Manager privileges to create, delete, modify,and manage
template definitions.

You must have Template Manager Privileges to create, deploy, delete, modify, and
manage templates.

« Role-Based Access Control Overview on page 479

Changing Template Definition States

Related
Documentation

When a designer finishes creating a template definition, that definition is automatically
published by default. Designers can perform a series of operations on definitions, but to
do so, they must first unpublish the definitions. Operators can see only published
definitions; unpublished ones are not visible for them.

Ensure that you have the appropriate permissions before undertaking any of these tasks
or operations. See “User Privileges in Device Templates” on page 182

. To be available for use by operators, template definitions must be published. Template
definitions that are unpublished are not available for the creation of templates.

. Templates based on a definition that was unpublished after the templates were created
are automatically disabled.

« Templates based on a definition that was unpublished and then republished are marked
as needing review. They cannot be deployed before the operator reviews them.

. Templates based on a definition that has been deleted are permanently disabled.

. Templates based on a published definition that has not been unpublished in the
meantime are enabled.

« Publishing and Unpublishing a Template Definition on page 184
. Creating a Template Definition Overview on page 188

. Creating a Template on page 223

182
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Template Definitions

Manage Definitions

- Manage Definitions on page 183
« Create Definition on page 188

« Manage CSV Files on page 204
« Import Definitions on page 205

« Managing Template Definitions on page 183

« Publishing and Unpublishing a Template Definition on page 184
- Modifying a Template Definition on page 185

« Viewing Template Definition Inventory on page 185

« Cloning a Template Definition on page 186

« Deleting a Template Definition on page 187

« Exporting a Template Definition on page 187

Managing Template Definitions

Before you begin, make sure you have the appropriate permissions; see “User Privileges
in Device Templates” on page 182.

o NOTE: Do not use your browser’s Back and Forward buttons to navigate in
Device Templates pages.

To manage Device Template definitions, from the task tree, navigate to the Definitions
inventory page by selecting Device Templates > Definitions. The Definitions inventory
page displays all published or unpublished template definitions in a table format view.
You canselect or deselect all items, and you can use the search function to find a template
definition by name.

From the Definitions page, you can use the Actions menu to publish, unpublish, modify,
view, clone, delete, import, and export a template definition. You can also tag and untag
an object.
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Related . Creating a Template Definition Overview on page 188
Documentation « Publishing and Unpublishing a Template Definition on page 184
. Modifying a Template Definition on page 185

. Deleting a Template Definition on page 187

« Importing a Template Definition on page 206
« Exporting a Template Definition on page 187
« Cloning a Template Definition on page 186

« Managing Templates Overview on page 209

. Changing Template Definition States on page 182

Publishing and Unpublishing a Template Definition

In the lifecycle of a definition there are two states.

0 NOTE: If you unpublish a definition that is already being used as the basis
for templates, all templates based on that definition are disabled.
Republishing the definition alone is not enough to reenable the templates.
The templates must be reviewed before they can be reenabled (see
“Managing Templates Overview” on page 209).

1. Toview all template definition states, select Device Templates > Definitions.

Q TIP: To use an existing published definition as the basis for a new definition,
clone the existing definition and make your modifications to the clone (see
“Cloning a Template Definition” on page 186.

To publish a template definition:

1. Select Device Templates > Definitions, and select the definition.

2. Select Publish Template Definition or Unpublish Template Definition or select the
appropriate command from the Actions menu.

If you try to unpublish a definition already being used for templates, the Unpublish
Template Definition dialog box notifies you that in unpublishing, you will disable those
templates, and prompts you to confirm you want to do this.

Related . Cloning a Template Definition on page 186

Documentation . Modifying a Template Definition on page 185

. Changing Template Definition States on page 182
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Modifying a Template Definition
You can modify a template definition only when it is unpublished.

To modify a published definition, you must first unpublish it (see “Publishing and
Unpublishing a Template Definition” on page 184).

When you modify a template definition, you cannot change the device family. Also, by
default, the same OS and schema versions are used as in the original template definition.

When you modify a template definition, you cannot change any existing pages. You can
only add additional pages.

To modify a template definition:

1. Select Device Templates > Definitionsand select the definition by clicking its check
box.

2. Select Modify Template Definition or select the appropriate command from the Actions
menu.

3. To make the modified definition available to operators, publish it.

0 NOTE: Because you must unpublish a definition before modifying it, any
templates based on that definition are disabled. After you modify a definition
and republish, templates based on that definition are not automatically
reenabled. The status of the affected templates is Needs Review.

Related . Publishing and Unpublishing a Template Definition on page 184
Documentation « Cloning a Template Definition on page 186
. Deleting a Template Definition on page 187
. Importing a Template Definition on page 206

. Exporting a Template Definition on page 187

Viewing Template Definition Inventory

To view Device Template definition inventory, select Device Templates > Definitions. The
Definitions inventory page appears.

You can display template definitions in tabular view. You can also do the following:

. Use the Search function to find a particular template definition.
. Select all template definitions on a page, or you can deselect them.
« You can refresh the page by clicking the Refresh icon in the status bar.

« When you have selected a template definition, you can perform actions on it by
right-clicking it or hovering over the Actions menu.

Copyright © 2016, Juniper Networks, Inc. 185



Junos Space Network Management Platform User Guide

Related
Documentation

. Managing Template Definitions on page 183

« Publishing and Unpublishing a Template Definition on page 184
. Modifying a Template Definition on page 185

« Cloning a Template Definition on page 186

. Deleting a Template Definition on page 187

« Importing Template Definitions Overview on page 205

. Importing a Template Definition on page 206

. Exporting a Template Definition on page 187

Cloning a Template Definition

Related
Documentation

Cloning a template definition is the same as copying it. If you want to copy a definition
from one Junos Space fabric to another, however, you must import or export it.

To modify a template definition without disabling templates based upon that definition,
first clone the definition, then modify the clone.

Unlike the Modify function, the Clone function does not require that a definition be
unpublished.

Whenyou clone a template definition, you cannot change the device family or any existing
pages.

To add additional pages, modify the clone (see “Modifying a Template Definition” on
page 185).

To clone a template definition:

1. Select Device Templates > Definitions, and select the definition by clicking its check
box.

2. Select Clone Template Definition from the Actions menu.
The new definition appears, named Clone of ...

3. To make the cloned definition available to operators, publish it (see “Publishing and
Unpublishing a Template Definition” on page 184).

. Deleting a Template Definition on page 187

Modifying a Template Definition on page 185

Publishing and Unpublishing a Template Definition on page 184

Importing Template Definitions Overview on page 205

186
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Deleting a Template Definition

Related
Documentation

You can delete a template definition only when it is unpublished. This status is indicated
by an appropriate icon. A different icon indicates a published definition.

To delete a published definition, you must first unpublish it (see “Publishing and
Unpublishing a Template Definition” on page 184). When you unpublish a definition, any
templates based on that definition are disabled. When you delete a definition, all
templates based on that definition are permanently disabled. They can therefore be
neither modified nor deployed.

To delete a template definition:
1. Select Device Templates > Definitions, and select the definition.

2. Select Delete from the Actions menu.

Q TIP: Ensure that you have a plan in place before you delete a definition that
is being used for templates. All templates based on a deleted definition are
disabled.

« Publishing and Unpublishing a Template Definition on page 184
« Cloning a Template Definition on page 186
« Modifying a Template Definition on page 185

. Changing Template Definition States on page 182

Exporting a Template Definition

Exporting a template definition enables you to transfer it to another Junos Space fabric.
Before you begin, you must have a template definition already created.
To export a definition:

1. From the Definitions page, select the definition to export.
2. Select Export from the Actions menu.
The Export Template Definition dialog box appears.
3. Click Download file for selected template definitions (tgz format).

The Opening xxx.tgz dialog box appears. (XXX is a placeholder for the name of the
definition.)

4. Select Save File and click OK.
You may have to toggle between the option buttons to activate the OK button.

The Enter name of file to save to ... dialog appears.
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Related
Documentation

Create Definition

5. Rename the file if desired and save it to the appropriate location.

The Export Template Definition dialog reappears.

6. Click Close.

Although the exported definition file is an . XML file, it is saved as a .tgz file, which is
the format the system uses to import XML files.

You can now import the definition into another Junos Space fabric.

Importing Template Definitions Overview on page 205

Importing a Template Definition on page 206

Cloning a Template Definition on page 186

Managing Template Definitions on page 183

Creating a Template Definition Overview on page 188

Creating a Template Definition on page 189

Finding Configuration Options on page 199

Specifying Device-Specific Values in Definitions on page 200

Working with Rules on page 203

Creating a Template Definition Overview

The workflow for creating a template definition is illustrated by Figure 20 on page 188.

Figure 20: Template Definition Workflow

Template Designer

Create Template

i

Definition

Select Juniper
Networks Device
Family Series

/

Name, Describe & Adjust
Select Configuration——m  Configuration
Options Option Properties

Default Values

Set Configuration | Publish Template

Definition

Creating a template definition includes the following tasks, described in “Creating a
Template Definition” on page 189, unless specified otherwise:

1.

Select a device family.

2. Select the configuration options (parameters) to be included in the definition. .

188
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3. Define the text, labels, and template Ul elements the operator sees, which includes
defining which options or parameters the operator sees and can change in the
template.

4. Determine which - if any - parameters will be governed by CSV files or rules. See
“Specifying Device-Specific Values in Definitions” on page 200, “Managing CSV Files”
on page 204, and “Working with Rules” on page 203.

5. Setthe default values for the template parameters, i.e. the range of permissible values
the operator can enter.

6. Preview the template and if necessary modify the definition. See “Modifying a Template
Definition” on page 185.

0 NOTE: Template definitions are published by default. If you want to avoid
making a definition available to operators, you must unpublish it. See
“Publishing and Unpublishing a Template Definition” on page 184.

Related . Device Templates Overview on page 178

Documentation
u : « Device Templates Workflow on page 181

Creating a Template Definition

« Selecting the Device Family and Naming the Definition on page 189
« Creating Configuration Pages on page 190

. Determining Editable Parameters on page 192

« Filling in the General Tab on page 193

« Filling in the Description Tab on page 195

« Filling in the Validation Tab on page 196

« Filling in the Advanced Tab on page 197

« Specifying Default Values for Configuration Options on page 198

Selecting the Device Family and Naming the Definition

Each template definitionis associated with a Juniper Networks Device Family DMI schema.
Before creating any template definitions, you must set a default DMI schema for each
device family. See “Setting a Default DMI Schema” on page 722.

To select the device family and name the template definition:

1. Select Device Templates.

The Device Templates statistics page appears, displaying all available statistics for
both template definitions and templates.

2. Select Definitions.

The Templates inventory page appears, displaying all template definitions.
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Click the Create Template Definition icon on the menu bar.
The Create Template Definition page appears.

From the Device Family Series panel, select the device family to which your definition
will apply.

The Junos OS versions and hardware platforms supported by the selected device
family appear in the Description panel on the right. The OS version that appears on
the lower left is the one that is set as default for that device family.

0 NOTE: Unless you include it in the definition name or description, the
operator will not know which device family this definition applies to.

Select the appropriate OS version from the drop-down list in the lower part of the left
panel.

0 NOTE: If you do not use the latest DMI schema, you will not have access
to all the most recent device configuration options.

Click Next.

The second Create Definition page appears.

Creating Configuration Pages

Create configuration pages to organize and group the device configuration parameters
you include in your device template definition.

The second Create Definition page displays the selected device family, the Available
Configuration panel, and the Selected Configuration Layout panel.

1.

In the Name box, enter a name for the template definition (limit of 63 characters).

Do not input any leading or trailing spaces. If you do, an error icon appears next to the
field, and mousing over the icon displays a tooltip explaining that leading or trailing
spaces are not permitted.

Each template definition must have a unique name.
(Optional) Enter a description in the Description box (limit of 255 characters).

The operators who use the template definition to create templates rely on the
description for information on the definition.

In the Available Configuration panel on the left, select from the View All Configuration
drop down list any of the following:

- View All Configuration—For all configuration options available for the selected
device family’s default DMI schema.

190
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« Common Configuration—For the parameters typically configured for the selected
device family; for example, for J/M/MX/T/TX, these are Interfaces, Routing options,
SNMP, and System.

. MPLS Pre-staging—For the parameters necessary to configure this for the selected
device family; for example, for J/M/MX/T/TX, these are Interfaces, Protocols, and
Routing options.

4. Display the hierarchy of Junos OS configuration options available for the device family
by clicking the plus sign to the left of Configuration at the top of the tree.

The hierarchy appears in the form of a list. Each item can be expanded by clicking the
plus sign.

5. (Optional) To find particular configuration options, see “Finding Configuration Options”
on page 199.

6. Adefault page, Config Page 1, is available to hold your groups of configuration options.
Create additional pages by clicking the green plus sign at the top of the Selected
Configuration Layout panel.

A new page appears in the left panel of the Selected Configuration Layout. By default,
the page is named Config Page [x].

7. (Optional) To rename a page, select it and overwrite the text in the Label field on the
General tab.

8. (Optional) To enter a description to help the operator or template administrator using
this definition to create a template, overwrite the word Default in the Description field.

9. (Optional) Delete a page by selecting a page in the Selected Configuration Layout
panel, and clicking the red X at the top of the panel.

10. To choose configurable options, drill down through the hierarchy in the Available
Configuration panel. Unless you have opened a directory, selecting it and moving it
does not transfer the directory’s contents into your definition. You can select multiple
options simultaneously by holding down the Ctrl key.

There are three ways to move an option from the Available Configurations panel to
a page in the Selected Configuration Layout panel:

- Drag one or more options from the Available Configuration panel to the Selected
Configuration Layout panel, and drop it directly onto the appropriate page in the
Selected Configuration Layout panel.

« First, select the destination page in the Selected Configuration Layout panel, then
the option(s) to be moved.

Click the orange arrow between the panels.

The option moves from the Available Configuration panel to the Selected
Configuration Layout panel.

. First select a page in the Selected Configuration Layout panel, then double-click
an option in the Available Configuration panel.
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The option moves to the selected page. Note that the page does not open
automatically. The minus sign to the left of an empty page changes to a plus sign

if the move was successful.

Any sequence is permissible, and there is no limit on the number of options a page

can hold.

You cannot put children of the same parent into different pages.

If you drill down and select a parameter deep in the hierarchy, dragging that parameter
causes all the other parameters that require configuration to come with it.

Determining Editable Parameters

The template definition designer specifies not only which device parameters appear in
the definition, but also which parameters can be edited by the operator when he or she
creates a template. The designer also sets the defaults for the editable parameters.

The data type of an option or parameter determines the configurability of the optionin
the finished definition. The data type is set in the DMI schema.

Table 30 on page 192 lists the data types for the configuration options, and the tabs
associated with each type. The data type is determined by the DMI schema, and it also
determines the method of validation and the way the parameters are displayed.

To create a useful template definition, it is helpful to determine in advance which
parameters or configuration options you want your operators to be able to set themselves,
which parameters are to be read-only, and which, if any, are to be hidden from the
operator. The data type of an option only determines how it will be displayed.

Table 30: Data Types and Tabs

Tabs

Container Container data type holds other data types. * *

Table Table data type displays a list of records with identical  * & & &
structure.

String - Key String - Key data type identifies the uniqueness of the * * * *

columninatable recordinthe table. If the table has a key specified, only
one record with the given key could exist.

String String data type contains character strings. * * * *

Integer [Number] Integer [Number] data typeisusedtospecifyanumeric  * * * *
value without a fractional component.

Boolean Boolean data type has two possible values: true and * * &
false. True if checked and False if unchecked.
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Table 30: Data Types and Tabs (continued)

= Types Description
* *

Enumeration Enumeration data type defines a variable to be a set of  *
predefined constants. The variable must be equal to
one of the values that have been predefined for it. Use
this data type to create drop-down lists.

Choice Choice data type provides a radio button. Check the & i i3
radio button to use the configuration option in the
template.

Table 31 on page 193 lists the validation parameters for the data types supporting
validation.

Table 31: Data Types and Validation Parameters

Data Type Validation Parameters

Integer [Number] Min Value Max Value

String Min Length Max Length Regular Expression
Table Min Occurrence Max Occurrence

String - Key columnin a table  Min Length Max Length Regular Expression

- All configuration options of the table data type have a key column by default.

. To save the settings you enter, select another tab or option or configuration page. The
Next button also saves your settings. To save the entire template definition, click Finish.

Filling in the General Tab

The General tab enables you to create field labels that help the operator enter correct
field data. The General tab applies to both the configuration pages and the configuration
options you select. Here we are dealing with the options. For certain data types, filling in
the General tab is optional.

To fill in the General tab for an option,

1. In the Selected Configuration Layout pane, select a configuration option.
The General tab appears, displaying the default text.

2. (Optional) To rename the selected option, in the Label field, overwrite the default or
existing name.
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g TIP: Because the configuration options lose their context when you move
them out of the tree in the Available Configuration panel, consider changing
the default labels to indicate to operators creating templates what these
parameters are for. The default labels are ambiguous without the context

of the tree. For example, there are many options called pool.

The Data Type box displays the selected option’s data type, which determines not
only the tabs displayed, but also the method of validation. For tables showing the
various data types and their tabs, see Table 30 on page 192 and Table 31 on page 193.

3. (Optional) If the data type of an optionis String, it is possible to provide the template
administrator or operator a drop-down list to choose from when creating templates
from this definition. To provide a drop-down list of choices, change the data type of
the selected option to Enumeration by clicking the Enumeration option button in the
Data Type box.

Either a box containing ready-made choices appears, or a box to contain the choices
you create appears, and next to it, a green plus [+] and a red minus [-] icon.

- To create each drop-down list choice, click the green plus [+] icon
A text field appears, to the right of it an OK button, a Close button, and a red X.

. Enter text in the field (limit 255 alphanumeric characters), and click OK when
finished.

The newly created choice appears in the box to the left of the text field.

. TIP: Keep your choices short, otherwise they are hard to read when you
specify the default values and or when the operator tries to select from
the list. You can create up to 23 choices.

- (Optional) To delete a drop-down list choice, select it and click the red minus [-]
icon.

The choice disappears from the box.
« To finish adding choices, click Close or the red X to the right of the text field.

4. To save your entries on the General tab, select another tab or another option, or click
Next or Finish.

Either fill in the General tab as described above for each option in your configuration
group, or go on to fill in the Description tab for the current option.
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Filling in the Description Tab

The Description tab enables you to add descriptive text to help the operator enter the

correct data. When the operator creates a template, he or she can view your description
or explanation by clicking the little Information icon to the right of the parameter (in the
template). A pop-up appears, displaying the content you entered in the Description field.

To fill in the Description tab:

1. Inthe Selected Configuration Layout pane, select a configuration option. It can be the
same option for which you have just filled out the General tab, or any other option.

2. Click the Description tab to display it.

3. Inthe Description field, enter [additional] descriptive text for the selected configuration
option, or leave the default text, if desired.

4. To save your the description, move to another tab or another option, or click Next.
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Filling in the Validation Tab

When you define fields in which you intend the operator to enter content, you usually
restrict or limit that content in order to prevent validation errors during deployment. For
example, if you define a field that you label Hostname, you could use a regular expression
to prevent the operator from entering anything other than an IP address. Another situation
might be when a particular attribute allows values A/B/C/D/E, but you want templates
that allow only values A/C.

9 TIP: Remember that the definition is just the “template of the template.”
Therefore in the definition you only need to set up one Primary Resolver, for
example, because it is during template creation that the number of actual
instances will be determined.

The Validation tab displays the validation criteria for the selected configuration option.
Not all options have Validation tabs. The validation criteria are determined by the option’s
data type: string, integer/number, table, container, choice, or enumeration.

For a table showing data type correlated to validation criteria, seeTable 30 on page 192
and Table 31 on page 193.

0 NOTE: If values are already displayed on the validation tab, they provide the
range that governs the default values you set for the definition. The operator
only sees the validation criteria and their values if you supply them when you

create an error message.

You do not always need to enter anything on the Validation tab. However, in certain
cases, input is mandatory, for example when a hostname is to be validated.

To fill in the Validation tab:

1. Inthe Selected Configuration Layout pane, select a configuration option of the
appropriate type. It can be the same option for which you have just filled out the
General and the Description tabs, or any other option for which validation is relevant.

2. Click the validation tab in the Create Template Definition page.
3. Enter the parameters for the option in the appropriate fields.

If the fields already display default values and you change them, ensure that your
values do not exceed the default values.

The Regular Expression Error Message box on the Validation tab appears only if you
configure an option of the string data type.

4. (Optional) For a string, in the Regular Expression field, enter a regular expression to
further constrain what the operator can enter.

5. (Optional) For a string, compose an error message.
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This is not a validation parameter but instead a clue to enable the operator to enter
correct field data. The text you enter here is displayed when an operator enters invalid
contentinatemplate field. An error message is very helpful for ensuring that operators
are successful in creating templates. You cannot enter an error message if you have
not entered a regular expression.

6. To save your entries, select another tab or another option, or click Next or Finish.

Filling in the Advanced Tab

The settings on the Advanced tab determine whether:

. The operator can see the selected option or edit its values

. Device-specific values will be used for the selected option. The Device Specific checkbox
only appears for options of these data types:

- Integer
. String
- Boolean

. List

To fill in the Advanced tab:

1. Inthe Selected Configuration Layout pane, select a configuration option. It can be the
same option for which you have just filled out other tabs, or any other.

If it is not already visible, the General tab appears.
2. Select the Advanced tab.

3. Select Editable, Readonly, or Hidden, depending on whether the operator creating the
template should see this device configuration parameter, or change it.

If you hide an option, not only will the operator not see the settings for the option, but
also he or she will not see the option itself.

4. (Optional) To mark this configuration option as device-specific, click the Device Specific
check box.

See “Specifying Device-Specific Values in Definitions” on page 200 for further instructions
on using CSV files for this purpose. You can use rules instead of or in addition to CSV
files to specify device-specific values. See “Working with Rules” on page 203 for more
information on this.

5. To save your entries, select another tab or another option, or click Next. .
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Specifying Default Values for Configuration Options

If you choose not to enter default values, the operator must decide what values to enter
when creating a template.

To specify default values for configuration parameters:

1.

On the second Create Definition page, on the Specify default values for configuration
parameters page, on the left, select one of your configuration pages.

To the right a breadcrumb of that name appears, and in the pane under that, the
options you added to the page on the Create Definition page.

(Optional) To add comments for individual parameters, click the little yellow comment
icons next to the configuration settings and enter your comments.

(Optional) To activate or deactivate a configuration option, click the Activate or
Deactivate link respectively.

0 NOTE: You can activate or deactivate a configuration option only if the
configuration node exists.

To display the fields for the default values, click View/Configure.

The layout of the fields on the page varies depending on the data type of the
configuration option you selected. For more details, see Table 30 on page 192.

To add a row to a table, click the plus sign (+).

The fields for the options displayed in the previous view appear. Whether the operator
can edit the option values depends on the settings you made on the Advanced tab,
Editable, Readonly, or Hidden.

To remove a row from a table, select the row and click the minus sign (-). To edit a
table row, select the row and click the pencil icon (looks like a diagonal line).

As you drill down, successive breadcrumbs appear, with the names of the options you
clicked to configure, enabling you to navigate through multiple configuration option
levels. The operator also sees these breadcrumbs, and uses them to navigate.

Enter the data as appropriate.

g TIP: To review your settings, click Back at the bottom of the page.

Any field that you have marked as editable can remain empty, but do not
leave hidden and read-only fields empty.

If you enter an invalid value, a red exclamation mark icon appears. Click the icon to
find out what the value should be. The same icon is also visible to the operator when
creating a template.
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Click the blue Information icon on the far right of each setting to view the explanatory
or descriptive text for the operator that you entered on the Description tab.

7. (Optional) To verify what the operator sees, click Operator View.
8. (Optional) Add settings in the Operator View.

When you click Designer View, a message appears, asking “Do you want to save this
draft before you leave this page?”

9. (Optional) To save the settings you made in the Operator View, click Yes.
10. To complete your definition, return to the designer view by clicking Designer View .

11. Repeat these steps as necessary to specify default values for all the parameters in
your definition.

12. To complete the template definition, click Finish.

Related . Finding Configuration Options on page 199
Documentation « Specifying Device-Specific Values in Definitions on page 200

. Setting a Default DMI Schema on page 722

Finding Configuration Options

There are two ways to locate particular configuration options: you can browse the list or
use the search function.

To display the top level configuration options, click the plus sign [+] or expansion icon
at the top of the tree in the Available Configuration pane. Many of the options contain
further parameters. To display these, click on the plus sign [+] or expansion icon left of
the option.

To search for a specific configuration option:

1. Click the magnifying glass icon.
The search term bar appears.
2. Enter your search term.

As soon as you enter the first three letters, the bar opens downwards, displaying the
search results.

Search displays only the first ten matches for your term.

g TIP: Search results appear while you are typing. You can continue typing
or even delete text. Note that the cursor might not be visible in the search
field if the focus is somewhere within the list of search results.

The order of the search results is not dependent on the order of those items in the
Available Configuration pane. It is based on the similarity of your search term to indexed
fields.
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3. While the result list is still visible, select a result by:
- Using the mouse to click oniit.
. Pressing the Enter key to select the first result in the list.

- Using the up and down arrow keys on the keyboard to move through the list, pressing
the Enter key to select a result.

The tree in the Available Configuration pane jumps to the location of the match for
the result you selected and highlights the option. The list of results disappears.

4. (Optional) To review the results that you did not select, either:
« Click the white arrows next to the Search box.
Click the arrow to the left to move to the result listed previous to the selected result.
Click the arrow to the right to move to the resulted after the selected result.
. Use the left and right arrow keys on the keyboard.
Press the arrow to the left to move to the result listed previous to the selected result.
Press the arrow to the right to move to the resulted after the selected result.

5. To close the search bar, click the X in the top right corner of the bar.

Related . Creating a Template Definition on page 189
Documentation

Specifying Device-Specific Values in Definitions

Template designers can use a comma-separated value (CSV) file to provide
device-specific values for a template definition. For example, the CSV file shown in the
examplein Figure 21 on page 200 could be used to provide the value for the SNMP contact.

Figure 21: CSV File for SNMP Contact

Al - ia e | device
A

fican B c D E £ 5 H
1 [devica Jeontacr ip

2 SanDiego-sd-contac 123123123123
3 Sacremen sac-conta 123123123124

]

15
|W-4-b-H) demo . Sheet2 - Sheetd
Ready
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A single CSV file can be used to supply as many values as you wish, because the same
file can be used in many situations. For example, the file shown in Figure 21 on page 200
could also be used to specify IP addresses.

Once you have created a CSV file, you import it into Space, and manage it using the
Manage CSV Files task in the Device Templates workspace.

To create a CSV file for use in Space, use any appropriate program such as Notepad or
Excel

1.

2.

3.

For each value to be specified, use one column.
For each device, use one row.
Create a header row to name your columns.

It does not matter what you name your columns - you could call them anything, but
each name must be unique, because Space uses them to identify the values for the
template definition.

Inthe exampleillustratedin Figure 21 on page 200,if you wanted the value sac-contact
in your definition, you would need to specify the column Contact, while the key column
would be Sacramento.

If you wanted to specify interfaces and other values, you would simply add a column
for each type of value, as in Table 32 on page 201, which specifies two interfaces on a
single device, as well as MTU and traps for each:

o NOTE: You must correctly identify the column from which the value is to
be taken and the key column when you select the CSV file during the
template definition creation process. You do not necessarily need to note
down this information, because you can view the contents of the CSV file
in Space when you choose column and key column.

Table 32: CSV File for Interfaces

device

gemini-re0

interface-1 mtu-1 traps-1 interface-2 mtu-2 traps-2

ge-0/1/1

1514 1 ge-0/1/2 1518 0

To use a CSV file to set device-specific values in a template definition:

1.

Select Device Templates > Definitions > and click the Create Template Definition icon.
The Create Template Definition page appears.

Add the configuration option for which you want to supply device-specific values
using a CSV file that you have already created (see “Managing CSV Files” on page 204).

Click the Advanced tab.
Select the Device Specific check box.

Click Next.
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You see the device-specific value link immediately if it is not buried, for example in a
table. If you find the link immediately in the next screen, skip to Step 6. In the example
illustrated in Step 4, note that the Device Specific check box applies to the Operation
configuration option, which is a child of the MIB profile. Therefore clicking the Next
button shows only a link for configuring the MIB profile, as shown.

To see the device-specific value link, drill down into the MIB profile by clicking Click
to Configure.

This reveals the table where the Operation option appears (on the far right of the
screen capture) as a column heading, along with the other children of the MIB profile.

In the example illustrated, you must click the Add button above the table to display
the Device Specific Value link next to the Operation label.

6. Click the Device Specific Value link.

Where the device-specific value is in a table, as in the example illustrated, you must
confirm that you want to add a row to the table. Click Yes.

The Device Specific Value [name of selected configuration option] dialog box appears.
7. Select the Resolve the value from a CSV file at deploy time check box.
8. Click Please select a CSV file.

The Manage CSV files dialog box appears.

Use the Manage CSV files dialog box to either select a file already in the system, or
to navigate and upload CSV files from the local file system. You can view the content
of a CSV file already in the system by selecting it in the left pane. Its content displays
in the right pane.

9. Toupload afile not already in the system, follow the procedure described in “Managing
CSV Files” on page 204.

or
To use a CSV file already in the system, select it and click OK.

The Device Specific Value [name of selected configuration option] dialog box
reappears, this time displaying the name of the CSV file you selected in the previous
steps, and the name of the configuration option whose value is to be specified by the
CsV file

10. Specify the column and the key column in the CSV file.

a. For Column select the column with the value to be used. You could begin by
specifying any of the values, but we will specify the name of the first interface: you
would select interface-1, and for Key Column you would select gemini-re0. These
specify the value ge-0/1/1.

b. Still in the Device Specific Value [name of selected configuration option] dialog
box, click Save.
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Related
Documentation

Working with Rules

The Create Definition / Specify default values for configuration parameters page
reappears.

1. Continue with Specifying Default Values for Configuration Options in “Creating a
Template Definition” on page 189.

. Creating a Template Overview on page 222

. Deploying a Device Template on page 213

Device Templates uses rules to supplement the device-specific value capability supplied
by CSV files. Specify rules to resolve device specific values at the time of deployment.

You can use rules in addition to CSV files, or instead of CSV files.

The system resolves device specific values by first checking the CSV file and then the
rules. If both the CSV file and the rules return a value, the CSV file takes precedence. If
neither the CSV file nor the rules return a value, deployment validation will fail. If a rule
cannot provide the requisite value, the operator will be prompted to enter it at deployment.

Rules are applied in the order shown. You can change the order as necessary.

You can create rules for devices whose names start with a specific word, or rules for
devices with a specific tag.

For the selected configuration option, on the Advanced tab, select the Device Specific
Value check box.

You can add, edit, move, and delete rules.
You canonly select onerule at atime. If noruleis selected, only the Add button is enabled.
To add arule:

1. In the Device Specific Value dialog, select the check box to the left of Specify rules to
resolve the value at deploy time.

The rules section of the dialog is activated, displaying the name of the configuration
option for which you are setting a device specific value.

2. Click the [+]icon.
Two options appear:
- Rule matching tagged device
- Rule matching device name.
3. Select the appropriate option.
Arule appears, depending on your selection in the previous step, either of the following:
. Set to a specific value for devices tagged with a specific tag

. Set to a specific value for devices with name starting with a specific word.
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Related
Documentation

Manage CSV Files

In both cases, the phrase “a specific value” is a link, as are “a specific tag” and “a
specific word.”

4. Click either a specific tag or a specific value.
The Set Sdsv field appears.
5. Enter the appropriate value.

If the value you enter is not valid, an error message appears in the form of a tool tip
explaining why the entry is invalid.

6. To save your input, click the OK button. To clear your input, click the [ X] button.
The rule reappears, this time with your input replacing the link.

7. (Optional) To change the sequence of in which the rules will be applied, select a rule
and click either the up arrow icon or the down arrow icon.

The selected rule moves to the new position.
8. (Optional) To delete a rule, select the rule and click the [X] button.
The selected rule disappears.

9. (Optional) To clone arule, select the rule and click the last icon on the right, next to
the down arrow.

A clone of the selected rule appears.

10. (Optional) Refresh the rules display by clicking the Refresh icon in the lower bar of
the Rules section of the Device Specific Value dialog.

1. When you have finished working with rules, close the Device Specific Value dialog box
by clicking Close.

« Managing Template Definitions on page 183

. Creating a Template Overview on page 222

Managing CSV Files

« Managing CSV Files on page 204

Device Templates uses CSV files to specify device-specific values, in addition to rules
(see “Working with Rules” on page 203). The Managing CSV Files task describes how to
import this type of CSV file into Space. For instructions on the procedure for linking the
file to a definition and identifying the key column for Device Templates, see “Specifying
Device-Specific Values in Definitions” on page 200.

Although designers can configure the parameter governed by the CSV file as editable,
operators can neither view nor change the file when they create templates.

The CSV files you use can be any file format (for example, .xls or .txt) as long as they
have appropriate columns and key columns. That means one row per device. If you want
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to reference several interfaces on a single device, then each of the interfaces must have
its own column.

You can add a record to a CSV file from within Device Templates. However, if you change
a CSV file outside Junos Space Network Management Platform, from its native application
(for example, Microsoft Excel or Notepad), you must upload it again. You can do this
within the device templates workflow.

To add the CSV files you use for template definitions to Junos Space Network
Management Platform:

1. Select Device Templates > Definitions and click the Manage CSV Files icon.
The Manage CSV Files page appears.

2. Click Upload.
The CSV File upload dialog appears.

3. Click Browse.
The File Upload dialog opens.

4. Navigate to the desired CSV file, select it and click Open.

The CSV File upload dialog reappears, this time displaying the name of the selected
file.

5. Click Upload.

The Manage CSV Files page reappears. The name of the file just imported appears in
the left pane.

To display the content of a file, select its name in the left pane. Its content displays
in the right pane.

To use the file you just uploaded, either follow the sequence of tasks in “Creating a
Template Definition Overview” on page 188 or go directly to “Specifying Device-Specific
Values in Definitions” on page 200.

Related . Managing Template Definitions on page 183

Documentation
v ! . Creating a Template Overview on page 222

Import Definitions

« Importing Template Definitions Overview on page 205

« Importing a Template Definition on page 206
Importing Template Definitions Overview

The Import Definition facility in Device Templates enables you to import template
definitions from XML files and export template definitions to XML files. You can therefore
send definitions to other parties and or transfer definitions from one Junos Space fabric
to another.
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Related
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A definition retains its state when it is exported or imported: published definitions that
are exported also appear as published when they are imported. Therefore, if you import
a definition that was published, but do not want it to be available to operators, you must
unpublish it either before you export it or immediately after importing it.

« Exporting a Template Definition on page 187
. Importing a Template Definition on page 206
« Publishing and Unpublishing a Template Definition on page 184

« Managing Template Definitions on page 183

Importing a Template Definition

Importing a template definition enables you to transfer a definition from another Junos
Space fabric.

A template definition is based on a specific OS version, or DMI schema. If the definition
you import is based on a schema that is not found, the definition is set to the default DMI
schema assigned to the device family to which the definition applies. If you have not set
default schemas for your device families, Junos Space Network Management Platform
defaults to the most recent schema for each.

Before you begin, make sure you have access to a template definition file. Although it is
an XML file, the system expects to find it packed into a .tgz file, which is the way the
system exports .XML files (see “Exporting a Template Definition” on page 187).

To import a template definition:

1. Select Device Templates > Definitions.
The Definitions dialog appears.
2. Select Import Template Definitions from the Actions menu.
3. To locate a definition file, click the Browse button.
The File Upload dialog box opens.
4. Navigate to the appropriate file, select it, and click Open.

The Import Definition dialog box reappears, displaying the name of the selected file
in the Definition File box.
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0 NOTE: Under some circumstances, when the Import Definition dialog box
reappears, it displays a message beginning the phrase “Confirm name
mapping of”. This message serves as a warning that the system has
changed:

- The name mapping on the CSV file associated with the imported
definition.

. The name of the definition itself.

5. Click Import.

The Manage Template Definitions page reappears, displaying the newly imported
template definition.

The newly imported definition has the same name as the original definition, so you may
wish to use the Modify action to rename it.

Related . Importing Template Definitions Overview on page 205
Documentation « Exporting a Template Definition on page 187
. Modifying a Template Definition on page 185

« Managing Template Definitions on page 183
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Templates

Manage Templates

. Manage Templates on page 209
« Create Template on page 226

Managing Templates

- Managing Templates Overview on page 209

« Deleting a Template on page 212

« Deploying a Template on page 213

« Modifying a Template on page 214

. Undeploying a Template on page 215

. Viewing Template Deployment (Device Templates) on page 217
« Auditing Template Configuration on page 219

» Assigning a Template to a Device on page 220

« Unassigning a Template From a Device on page 221
« Creating a Template Overview on page 222

« Creating a Template on page 223

- Viewing Template Inventory on page 225

. Viewing Template Statistics on page 226

Overview

The Templates page gives you access to the entire template workflow.

The Templatesinventory page enables you to view the Junos OS device templates created
to deploy configuration changes to multiple Juniper Networks discovered devices
simultaneously. Device templates are created on the basis of template definitions. The
designer who creates the definitions can assign the template operator settings to
configure, review, or validate as necessary. The template operator then deploys the
templates.

Device templates appear as rows in a table in tabular view.

From Device Templates > Templates, you can create , deploy, modify, or delete device
templates.
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Template States

Device templates have several states that are indicated in the State column of the table:
review, disabled, and enabled—ready to deploy. The title and description tell you how to
manage the device template. See Table 33 on page 210.

Table 33: Device Template State Icon Indicators

State Icon Description

Needs Review—The device template cannot be deployed until you review it. This state is triggered
by a designer modifying the definition on which the template is based. That template is then
automatically moved into the Needs Review state.

Disabled—The device template cannot be deployed. This state is triggered by the designer
unpublishing the definition upon which a template is based. That template is then automatically
disabled.

Enabled—The device template can be deployed. As soon as you finish creating a template, it is
enabled automatically.

Filtering and Searching Templates

You can filter the view of the device templates by state using the Device Templates
statistics page. A quick way to view which templates you need to review, modify, or deploy
is to click the status type in the Template Status pie chart—Disabled, Enabled, Needs
Review. The Manage Templates inventory page appears filtered by the state you selected.

You can also search for templates by name using the Search box at the top-right in the
Templates inventory page. If you start typing a template name in the Search box, you
see the name in the Search Name list.

Device Template Detailed Information

Detailed template information in the Manage Templates inventory page is displayed in
table columns. Table 34 on page 210 describes the device template detailed information.

Table 34: Descriptive Information

Information Description

Name Unigue name for the template.

Description Description of the device template.

Device Family Refers to the Juniper Networks DMI Schema, for example J/M/MX/T/TX.
Last Modified By Login name of the operator who last modified the template.

Last Update Time Time when the template was last updated.
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Table 34: Descriptive Information (continued)

State

Template deployment readiness: needs review, disabled, or enabled.

Related
Documentation

Template Actions

From the Manage Templates inventory page, you can perform the following actions:

« Delete Template—See “Deleting a Device Template” on page 212.

« Deploy Template—See “Deploying a Device Template” on page 213.

« Modify Template—See “Modifying a Device Template” on page 214.

- Undeploy Template—See “Undeploying a Device Template” on page 215

. View Template Deployment—See “Viewing Template Deployment Details (Device
Templates)” on page 217

« Audit Template Configuration—See “Auditing Template Configuration” on page 219
« Assign Template to Device—See “Assigning a Device Template to Devices” on page 220

« Unassign Template From Device—See “Unassigning a Device Template From Devices”
on page 221

« Publish Template to CC—See Publishing a Template To CC

« Unpublish Template fromn CC—See Unpublishing a Template From CC
« Create Template—See “Creating a Template” on page 223

. Taglt—See “Tagging an Object” on page 695.

- View Tags—See “Viewing Tags for a Managed Object” on page 696.

« UnTag It—See “Untagging Objects” on page 697.

. ClearAll Selections—All selected device templates on the Manage Templates inventory
page are deselected. This action works the same as the Select: None link to the left of
the Search box.

. Creating a Template Overview on page 222

« User Privileges in Device Templates on page 182
« Deploying a Device Template on page 213

« Modifying a Device Template on page 214

. Deleting a Device Template on page 212

. Creating a Tag on page 698

. Tagging an Object on page 695

. Viewing Tags for a Managed Object on page 696

. Untagging Objects on page 697
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Deleting a Template

Deleting a device template removes it from the Junos Space Network Management
Platform database.

You need to have the appropriate user privileges before undertaking this task (see “User
Privileges in Device Templates” on page 182).

1. Select Device Templates > Templates.
The Templates inventory page appears.

2. Select the device template you want to delete and select Delete Template from the
Actions menu.

A window appears with the Unpublish from CC checkbox selected by default. Leave
the default setting to ensure that the template is not deployed in a consolidated
configuration (CC). If the CC has gone beyond the Prepared state, removal of the
template will cause the CC to revert to the Generated state .

3. Click OK.

The device template disappears from the Templates inventory page

Related . Creating a Template Overview on page 222

D tati
ocumentation Modifying a Device Template on page 214

Publishing a Template To CC
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Deploying a Template

Deploying a device template allows the Template Administrator or operator to update
the device configuration on multiple devices. Deploying a template is the second stage
of creating a template. For more information about creating a template, see “Creating a
Template” on page 223. You can deploy a template when you create it or schedule it to
deploy later.

Before deploying a template to a device, ensure that you have not assigned the template
to the same device. If you assign a template to a device and use the Deploy workflow to
deploy that template on the same device, although the template is deployed to the
device Junos Space Network Management Platform does not reflect this managed status.
The managed status of the device is shown as "Space Changed" in the Device
Management page.

0 NOTE: When you select devices in a service order selection, you can select
devices that are down. This is permitted because the device status could
change between the time the deploy is submitted and the time the actual
push is performed.

Junos Space Network Management Platform allows you to validate the template against
the device family and against the device.

To deploy a device template:

1. Select Device Templates > Templates.
The Templates inventory page appears.

2. Select the template you want to deploy and select Deploy Template from the Actions
menu.

3. Select the devices to which you want to deploy the template.
4. Click Next.
The Review Changes page appears for you to review the validation result.

This is the static template validation related to the CSV file. Does the CSV file have
all the device specific values? If there is an error, request that the designer fix the CSV
file or ensure that the right devices have been selected to deploy the template.

The validation ensures that the template is syntactically correct against the device
family.

5. Click validate to test the template against the selected device.

The device validation ensures that the template is semantically correct. Junos Space
Network Management Platform performs a check on the device and displays any
errors in the Device Validation Result dialog box, which lists all the devices that are
affected.

6. If the device validation result is successful, click OK.
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7. Click Next.
The Deployment Confirmation dialog box appears.

You can select the deployment options, including scheduling deployment at a later
time.

If you schedule deployment at a later time, set the time and date.
If you do not schedule template deployment, the template deploys immediately.
8. Click Finish.

Junos Space Network Management Platform creates a job. The Deploy Template Job
Information dialog box appears.

9. Click the job ID to ensure the template deployment is successful.
10. Click OK.

1. Ifyouneedto troubleshoot template deployment, see “Viewing Template Deployment
Details (Device Templates)” on page 217. You can also navigate to Audit Logs > Audit
Log to review what configuration was deployed on each device.

The Audit Log page captures all template deployment operations.

0 NOTE: If youdeploy the template whenin SSOR mode, Junos Space Network
Management Platform automatically assigns the template to the device. To
subsequently modify the template, use one of the following workflows:

. Unassign the template from the device, modify the template, and deploy
the template using the Deploy workflow.

. Modify the template and approve and deploy the template on the device
using the Review/Deploy Configuration workflow in the Devices workspace.

. Creating a Template Overview on page 222

. Creating a Template on page 223

« Modifying a Device Template on page 214

« Deleting a Device Template on page 212

« Viewing Template Deployment Details (Device Templates) on page 217

« Undeploying a Device Template on page 215

Modifying a Template

Modifying a device template allows you to make changes to it before deploying.

If you need to modify the template after deployment, the Template Designer must check
the template and the template definition to fix any errors. Thereafter, you must redeploy
the template. For more information about deploying a template, see “Deploying a Device
Template” on page 213.

214
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You must have the appropriate user privileges before undertaking this task (see “User
Privileges in Device Templates” on page 182).

A device template must be enabled for you to modify or deploy it.

To modify a device template:

1.

Related .
Documentation

Select Device Templates > Templates.
The Templates inventory page appears.

Select the device template you want to modify and select Modify Template from the
Actions menu.

Modify the template name, description, or configuration settings.
Click Finish.
Now, you can deploy the template.

If you need to modify the template after deployment, the Template Designer must
check the template and the template definition to fix any errors. Thereafter, you must
redeploy the template. For more information about deploying a template, see
“Deploying a Device Template” on page 213

Creating a Template Overview on page 222
Creating a Template on page 223
Deploying a Device Template on page 213

Deleting a Device Template on page 212

Undeploying a Template

Undeploying a device template allows the Template Administrator or operator to remove
the template configuration on one or more devices.

0 NOTE: When you select devices in a service order selection, you can select

devices that are down. This is permitted because the device status could
change between the time the undeploy is submitted and the time the actual
pull is performed.

To undeploy a device template:

1.

Select Device Templates > Templates.
The Templates inventory page appears.

Select the template you want to undeploy and select Undeploy Template from the
Actions menu.

The Templates inventory page appears, displaying the Junos Space Network
Management Platform devices to which the selected template was deployed.
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3. Select the devices from which you want to undeploy the template.

4. Click Next.

The Review Changes page appears for you to review the configuration changes that
would result from undeploying the template from the selected device(s). This page
displays the information listed in Table 35 on page 216

Table 35: Review Changes Page

Device Name

Device Specific Value

Column heading: name(s) of the device(s) to which the template was deployed.

Column heading: name of configuration option to which device-specific values were
applied (see “Specifying Device-Specific Values in Definitions” on page 200).

Audit Result

Column heading: displays the last audit result..

Change Summary

Tab: displays the summary of changes that will result from undeployment.

Deployed Tab: displays the configuration pushed to the device via Template Deploy.
Audit Result Tab: displays in sync, not in sync, or unavailable.

. To view the Change Summary for a device, click on the name of a device in the table
on the left of the Review Changes page.
The Change Summary tab appears on theright, displaying any changes resulting from
the undeployment.
To view the device’s current configuration, click the Deployed tab.
To view the audit of the deployment of the current template to the device, click the
Audit Result tab.

. Tovalidate the changed configuration directly on the device, on the Change Summary
tab, click Validate on Device.
The device validation ensures that the template is semantically correct. Junos Space
Network Management Platform performs a check on the device and displays any
errors in the Device Validation Result dialog box, which lists all the devices that are
affected.
If the device validation result is successful, click OK.

. Click Next.
The Undeployment Confirmation dialog box appears.
You can select the undeployment options, including scheduling deployment at a later
time.
If you schedule undeployment at a later time, set the time and date.
If you do not schedule template deployment, the template undeploys immediately.

. Click Finish.

216 Copyright © 2016, Juniper Networks, Inc.



Chapter 18: Templates

Related
Documentation

Junos Space Network Management Platform creates a job. The Deploy Template Job
Information dialog box appears.

10. Click the job ID to ensure the template deployment is successful.
1. Click OK.

12. If you need to troubleshoot template deployment, see “Viewing Template Deployment
Details (Device Templates)” on page 217. You can also navigate to Platform > Audit
Logs > View Audit Logs to review what configuration was deployed on each device.

The Audit Log page captures all template undeployment operations.

. Deploying a Device Template on page 213

. Viewing Template Deployment Details (Device Templates) on page 217
. Auditing Template Configuration on page 219

. Modifying a Device Template on page 214

. Deleting a Device Template on page 212

Viewing Template Deployment (Device Templates)

Viewing template deployment enables you to find out which devices a template has
been deployed to, the version of the template that was deployed to each device, and to
find out whether the device was in sync with the template at the time the last audit was
performed, as well as other relevant details.

To get this information, you must perform an audit at least once after deploying a
template. To ensure the information presented to you is current, perform a template
configuration audit immediately before viewing template deployment. If there are any
differences between template and device since the template was deployed.

To view the list of devices on which a template is deployed:

1. Select Device Templates > Templates.

The Templates page appears.
2. Select the template whose deployment you want to view.
3. Choose View Template Deployment from the Actions menu.

The View Deployment page appears. It shows the information described in
Table 36 on page 217

Table 36: View Deployment Table

Column Header

Description

Name

Name of the device(s) to which the template is deployed.

IP Address

IP address of the device(s) to which the template is deployed.

Template Version

Version of the template currently deployed to the device named in this row.
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Table 36: View Deployment Table (continued)

Deploy Time

Time at which the template was deployed to the device named in this row.

Deployed By

Login ID of the person who deployed the template to the device named in this row.

Job ID

ID of the job constituted by deployment of this template to the device named in this row.

Audit Status

Unavailable, in sync or not in sync.

Audit Time

Time at which the template was deployed to the device named in this row.

. To view details of a device to which the template was deployed, double-click on the

device name or its IP address

The Device Details window appears.

. To view the change summary represented by a template version, click the number of

the template version.

The Template Change Summary window appears, showing the configuration options
that were changed due to the configuration snippet being deployed to the device.

. To view the status of the job represented by deployment of the template, click the

job ID.
The Job Management window appears.

To view any differences between a template and the configuration on the devices to
which it has been deployed, first ensure an audit has been performed on the template
since it was deployed (see “Auditing Template Configuration” on page 219).

0 NOTE: To view current information, audit the template configuration
immediately before doing this: see “Auditing Template Configuration” on
page 219.

e NOTE: Each audit is performed as a job. It may take some time to finish
auditing, if a large number of devices were selected for auditing.

The possible states for a template audit are displayed in the Audit Status column:
« Insync
« Outofsync

- Unavailable—The Unavailable status is when no audit is performed on a device for
a particular template. See “Auditing Template Configuration” on page 219.

To view the audit status, click the link for the device in the Audit Status column.

The Template Audit Result window appears.
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8.

Under the Audit Status heading, any differences found last time the template was
audited are listed. Such differences will be due to someone having altered the device
configuration between the two template deployments.

To return to the Templates page from the View Deployment page, click Cancel.

Related . Managing Templates Overview on page 209

Documentation

« Auditing Template Configuration on page 219

« Undeploying a Device Template on page 215

Auditing Template Configuration

To verify the extent to which a template and the device to which it has been deployed
match, start by using the audit template configuration action. The audit can be performed
immediately or scheduled for a particular time. Performing this action immediately before
you view template deployment ensures that you see current information.

To view any differences between a template and the configuration on the devices to
which it has been deployed,

1.

2.

Select the template whose deployment you want to audit.
Select Audit Template Config from the Actions menu,
The Audit Template Configuration window appears.

Select either Audit Now or Audit Later. If you select Audit Later, you must select the
date and time by clicking the list boxes.

Click Confirm.

The Audit Template Config Information window appears.

To view details about the time of deployment, etc., click the job ID.
The Job Management page appears.

To view the audit status, click either Insync or Out of sync under the column heading
Audit Status.

The Template Audit Result window appears. If Out Of Sync, it does not display the
differences. It just indicates that the configuration is not the same.

e NOTE: Template audit is performed on all the devices associated with
the template. We do not have the option to select individual devices that
are associated with the template for audit.

Related . Managing Templates Overview on page 209

Documentation

. Viewing Template Deployment Details (Device Templates) on page 217

. Undeploying a Device Template on page 215
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Assigning a Template to a Device

Assigning a template to a device enables you set up the template for deployment without
actually deploying it or scheduling it for deployment. Assigning a template enables you
to put the template into a queue for the device, so that all the accumulated configuration
changes waiting in the queue for the device can be reviewed before any of them are
deployed.

0 NOTE: A template that has been assigned to a device cannot be deployed

directly. An assigned template becomes part of a consolidated configuration.

To assign a template to a device:

1.

Select Device Templates > Templates.
The Templates page appears.

Select the template to be assigned, and select Assign to Device from the Actions
menu.

The Assign to Device page appears.

Either

- Select from the table the device to which the template is to be assigned,

or

. Search for the device using the Search field at the top of the page. You can either:

- Enter the name of the device in the Search field

or
- Select the device name from a list of search results. To do this, either:

- Start entering the name of the device so that all the devices whose names
begin the same way are displayed in a list.

or

- Click the magnifying glass search icon to display a list of device names.
Select the device.

Click Next.

The Confirm Assignment page appears, displaying the name of the device you selected
in the last step.

(Optional) To make this assignment visible to others, select the Publish changes in
Consolidated Config check box. The template assignment will then appear when the
View Assigned Shared Objects action is performed on the device, and it will also
appear when a consolidated config is generated.
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0 NOTE: If youdo not select the Publish changes in Consolidated Config check
box, the template does not become available for deployment by others,
even as part of a consolidated configuration. To deploy such a template,
the creator of an unpublished assignment must generate his or her own
consolidated config.

6. To confirm the assignment of this template to this device, click Finish.
The Template Assign Confirmation window appears.
7. To dismiss the Template Assign Confirmation window, click OK.

The Assign to Device page reappears.

Once you have assigned a template to a device, you can proceed toward deploying the
template by generating a consolidated configuration (see Managing Consolidated
Configurations).

Related . Viewing Assigned Shared Objects on page 68
D mentation
ocumentation " pubiishing a Template To CC

« Unpublishing a Template From CC

Unassigning a Template From a Device

Unassigning a template from a device enables you to remove the template from the
device so that it is not considered for deployment. Unassigning a template enables you
to remove the template from the queue for the device, so that it can no longer become
part of a consolidated configuration. Unassigning unpublishes changes from Consolidated
Configuration.

To unassign a template from a device:

1. Select Device Templates > Templates.
The Templates page appears.

2. Select the template to be unassigned, and select Unassign to Device from the Actions
menu.

The Unassign from Device page appears, displaying a table containing the devices to
which it was assigned.

3. Either
- Select from the table the devices from which the template is to be unassigned,
or
. Search for the devices using the Search field at the top of the page. You can either:

- Enter the name of the device in the Search field

or
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Related
Documentation

- Select the device name from a list of search results. To do this, either:

- Start entering the name of the device so that all the devices whose names
begin the same way are displayed in a list.

or

- Click the magnifying glass search icon to display a list of device names.
Select the device.

4. Click Next.

The Confirm Unassignment page appears, displaying the name of the device(s) you
selected in the last step.

5. To confirm the unassignment of this template to this device, click Finish.
The Template Unassign Confirmation window appears.
6. To dismiss the Template Assign Confirmation window, click OK.

The Assign to Device page reappears.

. Assigning a Device Template to Devices on page 220

« Viewing Assigned Shared Objects on page 68

Creating a Template Overview

Related
Documentation

Device templates enable you to update the configuration committed on multiple Juniper
Networks devices in one mechanism. Deploying device templates from Junos Space
Network Management Platform saves time and reduces the risk of errors, especially
when you are responsible for updating the configuration on a large number of devices in
the same network when many of the configuration parameters are the same.

The Junos Space Network Management Platform device templates user interface is
based upon Juniper Network device family schemas. The Device Management Interface
(DMI) enables Junos Space Network Management Platform to connect with and configure
Juniper Networks devices.

This topic covers template creation. Template definitions must be available before you
can create any templates.

Ensure that you have the appropriate user permissions before undertaking any of these
tasks (see “User Privileges in Device Templates” on page 182).

0 NOTE: Do not use your browser’s Back and Forward buttons to navigate in
Device Templates pages.

. Creating a Template on page 223

« Deploying a Device Template on page 213
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Creating a Template

Device templates enable operators to update the Junos OS configuration running on
multiple Juniper Networks devices at once. Operators can create and deploy device
templates (based on definitions created by designers) from Platform > Device Templates
> Manage Templates.

Before you begin, ensure that you have the appropriate permissions (see “User Privileges
in Device Templates” on page 182).

1. Selecting a Template Definition on page 223

2. Naming and Describing a Template on page 223

3. Entering Data and Finishing the Template on page 224

4. Deploying the Template on page 225

Selecting a Template Definition

The Select Template Definitions inventory page enables you to select a template definition
from which to create a device template.

You can view the details of the template definition by clicking the Details button on each
definition icon in the image view, or by looking at the grid view.

Operators cannot create or change template definitions, only templates Themselves.
You can regard the device template as an instance of a template definition. You can only
make changes to the configuration parameters in your template if the designer has made
them editable.

To select a template definition:

1. Select Device Templates > Templates and select the Create Template icon.

2. Select a template definition.

Q TIP: Operators can only see published definitions. If you do not see a
definition that you expect to see, the designer might have unpublished it.

3. Click Next.

The Create Template page appears.

Naming and Describing a Template

The Create Templates page enables you to view the definition content so that you can
name and describe the template you will create from it.

To name and describe a device template:

1. Onthe Create Templates page, in the Template Name box, enter a name for the
device template.
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The template name is required. The template name must be unique and limited to
63 characters.

2. Enter a template description in the Description box.
The template description is optional and limited to 255 characters.

If you leave a required field empty, an error message prompts you to fix the error.

Entering Data and Finishing the Template

In your template, you can see only the parameters that the definition designer has made
visible. You can edit only the parameters that the definition designer has made editable.
If you are looking at a template that is in the Needs Review state, it is necessary to look
at all the visible parameters, whether you can change them or not.

1. Inthe Create Template page, on the left, select a configuration page.

To the right a breadcrumb of that name appears, and in the pane under that, the
configuration options.

g TIP: To navigate through the configuration options on any page, click the
breadcrumbs.

As you drill down, successive breadcrumbs appear, with the names of the
options you clicked to configure, enabling you to navigate through multiple
configuration option levels.

The layout of the configuration settings on the page varies depending on
the data type of the configuration option selected.

2. Todisplay the settings that are not immediately evident, click Click To Configure.

3. (Optional) Forinformation on the individual parameters, click the little blue information
icons to the right of the configuration settings to display the explanations the designer
wrote.

4. (Optional) Toadd comments for individual parameters, click the little yellow comment
icons next to the configuration settings and enter your comments.

5. (Optional) To activate or deactivate a configuration option, click the Activate or
Deactivate link respectively.

6 NOTE: You can activate or deactivate a configuration option only if the
configuration node exists.

6. (Optional) Add any required configuration specifics.

You can change only configuration options that the definition designer made editable.
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o NOTE: You must click through all the settings to ensure that all necessary
values are populated.

7. (Optional) To add a row to a table, click the plus sign (+).

To remove a row from a table, select the row and click the minus sign (-). To edit a
table row, select the row and click the pencil icon (looks like a diagonal line).

Enter the data, as appropriate.

If you enter an invalid value, a red exclamation mark icon appears. Click the icon to
find out what the value should be.

As appropriate, click the Undo and Redo icons to the right of the fields.
Click Finish.

The template appears on the Manage Templates inventory page. The template details
include the name, description, device family, last modified by login name, last update
time, and state. The template is automatically enabled.

Deploying the Template

To deploy a device template to selected devices, see “Deploying a Device Template” on
page 213.

Related .
Documentation

Deploying a Device Template on page 213
Modifying a Device Template on page 214

Publishing and Unpublishing a Template Definition on page 184

Viewing Template Inventory

To view Device Template inventory, in the Device Templates workspace, click Templates.
The Templates inventory page appears.

You can display templates in tabular view. You can also do the following:

Related .
Documentation

Use the Search function to find a particular template.
Select all templates on a page, or you can deselect them.
You can refresh the page by clicking the Refresh icon in the status bar.

When you have selected a template, you can perform actions on it by right-clicking it
or hovering over the Actions menu.

Deleting a Device Template on page 212
Deploying a Device Template on page 213
Modifying a Device Template on page 214

Tagging an Object on page 695
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. Untagging Objects on page 697

. Viewing Device Template Statistics on page 226

Viewing Template Statistics

Related
Documentation

Create Template

The device template statistics page shows the states of both definitions and templates,
and the number of templates per device family.

All the charts are interactive. clicking the enabled templates part of the Template Status
chart, for example, takes you directly to the page displaying that category of template.

0 NOTE: Do not use your browser’s Back and Forward buttons to navigate in
Device Templates pages.

The Device Templates statistics page displays the following information:

. Template Status—this pie chart shows the templates that are enabled, disabled, and
needing review. The templates based on a definition that is currently in a published
state are enabled. Templates based on a definition that is currently unpublished are
disabled. Templates based on a republished definition are marked as needing review.

« Template Definition Status—this pie chart shows published and unpublished definitions
(available for template creation and unavailable, respectively).

. Template Count by Device Family—this bar chart shows the number of templates per
device family (each template can apply to only one device family).

. Changing Template Definition States on page 182
. Viewing Template Inventory on page 225
« Managing Template Definitions on page 183

. Publishing and Unpublishing a Template Definition on page 184

- Creating a Template Overview on page 227

« Creating a Template on page 227
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Creating a Template Overview

Related
Documentation

Creating a Template

Device templates enable you to update the configuration committed on multiple Juniper
Networks devices in one mechanism. Deploying device templates from Junos Space
Network Management Platform saves time and reduces the risk of errors, especially
when you are responsible for updating the configuration on a large number of devices in
the same network when many of the configuration parameters are the same.

The Junos Space Network Management Platform device templates user interface is
based upon Juniper Network device family schemas. The Device Management Interface
(DMI) enables Junos Space Network Management Platform to connect with and configure
Juniper Networks devices.

This topic covers template creation. Template definitions must be available before you
can create any templates.

Ensure that you have the appropriate user permissions before undertaking any of these
tasks (see “User Privileges in Device Templates” on page 182).

0 NOTE: Do not use your browser’s Back and Forward buttons to navigate in
Device Templates pages.

. Creating a Template on page 223

. Deploying a Device Template on page 213

Device templates enable operators to update the Junos OS configuration running on
multiple Juniper Networks devices at once. Operators can create and deploy device
templates (based on definitions created by designers) from Platform > Device Templates
> Manage Templates.

Before you begin, ensure that you have the appropriate permissions (see “User Privileges
in Device Templates” on page 182).

1. Selecting a Template Definition on page 227

2. Naming and Describing a Template on page 228

3. Entering Data and Finishing the Template on page 229

4. Deploying the Template on page 230

Selecting a Template Definition

The Select Template Definitions inventory page enables you to select a template definition
from which to create a device template.

You can view the details of the template definition by clicking the Details button on each
definition icon in the image view, or by looking at the grid view.
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Operators cannot create or change template definitions, only templates Themselves.
You can regard the device template as an instance of a template definition. You can only
make changes to the configuration parameters in your template if the designer has made
them editable.

To select a template definition:

1. Select Device Templates > Templates and select the Create Template icon.

2. Select a template definition.

Q TIP: Operators can only see published definitions. If you do not see a
definition that you expect to see, the designer might have unpublished it.

3. Click Next.

The Create Template page appears.

Naming and Describing a Template

The Create Templates page enables you to view the definition content so that you can
name and describe the template you will create from it.

To name and describe a device template:

1. Onthe Create Templates page, in the Template Name box, enter a name for the
device template.

The template name is required. The template name must be unique and limited to
63 characters.

2. Enter a template description in the Description box.
The template description is optional and limited to 255 characters.

If you leave a required field empty, an error message prompts you to fix the error.
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Entering Data and Finishing the Template

In your template, you can see only the parameters that the definition designer has made
visible. You can edit only the parameters that the definition designer has made editable.
If you are looking at a template that is in the Needs Review state, it is necessary to look
at all the visible parameters, whether you can change them or not.

1. Inthe Create Template page, on the left, select a configuration page.

To the right a breadcrumb of that name appears, and in the pane under that, the
configuration options.

g TIP: To navigate through the configuration options on any page, click the
breadcrumbs.

As you drill down, successive breadcrumbs appear, with the names of the
options you clicked to configure, enabling you to navigate through multiple
configuration option levels.

The layout of the configuration settings on the page varies depending on
the data type of the configuration option selected.

2. Todisplay the settings that are not immediately evident, click Click To Configure.

3. (Optional) Forinformation on the individual parameters, click the little blue information
icons to the right of the configuration settings to display the explanations the designer
wrote.

4. (Optional) Toadd comments for individual parameters, click the little yellow comment
icons next to the configuration settings and enter your comments.

5. (Optional) To activate or deactivate a configuration option, click the Activate or
Deactivate link respectively.

0 NOTE: You can activate or deactivate a configuration option only if the
configuration node exists.

6. (Optional) Add any required configuration specifics.

You can change only configuration options that the definition designer made editable.

0 NOTE: You must click through all the settings to ensure that all necessary
values are populated.

7. (Optional) To add a row to a table, click the plus sign (+).

To remove a row from a table, select the row and click the minus sign (-). To edit a
table row, select the row and click the pencil icon (looks like a diagonal line).

8. Enter the data, as appropriate.
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If you enter an invalid value, a red exclamation mark icon appears. Click the icon to
find out what the value should be.

As appropriate, click the Undo and Redo icons to the right of the fields.
9. Click Finish.

The template appears on the Manage Templates inventory page. The template details
include the name, description, device family, last modified by login name, last update
time, and state. The template is automatically enabled.

Deploying the Template

To deploy a device template to selected devices, see “Deploying a Device Template” on
page 213.

Related . Deploying a Device Template on page 213

Documentation
. Modifying a Device Template on page 214

« Publishing and Unpublishing a Template Definition on page 184
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« CLI Configlets Overview on page 233
. Managing CLI Configlets on page 243
« Configuration Views Overview on page 255
« Managing Configuration Views on page 261

« XPath and Regex on page 265

Copyright © 2016, Juniper Networks, Inc. 231



Junos Space Network Management Platform User Guide

232 Copyright © 2016, Juniper Networks, Inc.



CHAPTER19

CLI Configlets Overview

« CLI Configlets Overview on page 233

CLI Configlets Overview

« CLI Configlets Overview on page 233
« CLI Configlets Workflow on page 235
« Configlets User Roles on page 237

« Configlet Context on page 238

« Nesting Parameters on page 242

CLI Configlets Overview

Configlets are configuration tools provided by Junos OS that enables the user to apply
configuration onto the device by reducing configuration complexity. Configlet is a
configuration template which is transformed to CLI configuration string before being
applied to a device. The dynamic elements (strings) in configuration templates are
defined using template variables. These variables act as an input to the process of
transformation, to construct the CLI configuration string. These variables can contain
anything; it can be the interface name, device name, description text or any such dynamic
values. The value of these variables are either got from the user, system or given by the
context at the time of execution.

Velocity templates (VTL) are used to define configlets.

Configlet Workspace can be accessed by selecting CLI Configlets from the left navigation.
From the configlets work space the following tasks can be performed:

« Viewing the statistics of the CLI configlets present in Junos Space Network Management
Platform.

. Creating, modifying, cloning, applying, or deleting a CLI configlet.

Apart from the configlet workspace, CLI configlets can be applied from the device
management workspace. It can be triggered from the actual elements for which the
configuration has to be applied. The context of the element for which the configlet is
being applied is called as an execution context.
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e NOTE: CLI Configlets are not supported on SSG Series devices, NetScreen
Series devices, TCA Series devices, BXOS Series devices, and Media Flow
devices.

Configlet Variables

Variables in configlets consists leading “$”. Configlets use three kinds of variables

Default Variables

The value of these variables need not be input by the user, it’s taken from the current
execution context. The following are the default variables.

$DEVICE The name of the host which the configlet is being applied

$INTERFACE The name of the interface for which the configlet is being applied

SUNIT The unit number of the logical interface for which the configlet is being applied
$CONTEXT The context of the element for which the configlet is being applied

Related
Documentation

User defined Variables

The user provides the values for these variables at the time of execution. Text field or
Selection field is used to get the value from the user.

Predefined Variables

These are the variables for which the values are predefined while creating the configlet.
These are also called invisible parameters since they cannot be modified by the user.

Velocity Templates

Junos Space Network Management Platform enables the user to definite the device
configuration in the form of Velocity Templates. These templates are called configlets.
Configlets are transformed into CLI configuration before being applied to the device, this
transformation is directed by references and directives of VTL.

References are used to embed dynamic content in the configuration text and directives
allow dynamic manipulation of the content.

Please refer http://velocity.apache.org/engine/devel/user-guide.html for detailed
documentation on VTL. VTL variable is a type of reference and consists of a leading "$"
character followed by a VTL Identifier.

. Managing CLI Configlets on page 243
« Viewing CLI Configlet Statistics on page 247
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CLI Configlets Workflow

A configlet can be defined from the configlet workspace. Table 37 on page 235 lists the
parameters to be defined for a configlet.

Table 37: Parameters for a Configlet

Parameter Description

Name Name of the configlet. The Name cannot exceed 255 characters. Allowable
characters include the dash (-), underscore (_), letters, and numbers and the
period (.). You cannot have two configlets with the same name.

Category The Category of the configlet. The Category cannot exceed 255 characters.
Allowable characters include the dash (-), underscore (_), letters, and numbers
and the period (.).

Device Family Series The device family series which the configlet will be applicable for.

Context The context for which the configlet would be applicable for. This is an optional
field.

Description Description of the configlet. The description cannot exceed 2500 characters. This

is an optional field.

Preview options Selecting the Show Parameters option displays the parameters that are present
in the configlet. The Show Configuration option displays the consolidated
configuration before applying the configlet.

Post-view options Selecting the Show Parameters option displays the parameters that are present
in the configlet. The Show Configuration option displays the consolidated
configuration after applying the configlet.

Configlet Content The actual configlet is defined here. The configlet can contain multiple pages and
follows a tab like structure. The configuration being applied onto the device can
be split among multiple pages, while applying the configuration in all the pages
would be combined together in order of the page numbers and applied onto the
device as a single commit operation. A configlet is always validated before moving
to the next screen.

o NOTE: You cannot move to the next screen if the configlet content is invalid.
Validation involves bracket matching.

Parameters are the variables defined in the configlet whose values are either got from
the environment or given by the user during execution. Parameters appear in the second
step in the create/edit CLI configlet wizard. All the variables provided in the configlet
except default variables are listed in this page initially.

To configure a parameter, click the modify icon on the toolbar. The Edit Configlet
Parameter screen appears. The attributes of a parameter are set from this screen.
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To add an additional parameter, click the add icon on the tool bar. The Add Configlet
Parameter screen appears. The attributes of a parameter are set from this screen.

To delete a parameter, click the delete icon on the toolbar. By default, all the variables
present in the configlet are listed in the parameters page. However, the local variables
have to be deleted manually.

Table 2 lists the attributes of the configlet parameters.

Configlet Parameter Attributes

Description

Parameter This field contains name of the parameter.
Display Nam Display name of the parameter.

Description Description of the parameter.

Types The three kinds of parameters supported are:

« Text field — You can give a custom value. A text field is shown to get the
value of this field from the user while executing the configlet. The default
value for this field can either be configured with an XPath in the field
Configured Value XPath or with a plain string in the field Default Value.
This returns a single value.

« Selection field — You can select a value from a set of options. A selection
field is shown to get the value of this field from the user while executing
this configlet. The default value for this field can either be configured
with an XPath in the field Configured Value XPath or with a plain string
in the field Default Value. The options can be configured by an XPath in
the field Selection Values XPath, or by a csv string in the field Selection
Values. This returns a single value.

NOTE: Though this returns a single value, the return value is of array
type and the selected value can be taken from index O.

« Invisible field — You cannot edit this field. This parameter refers to a
values either defined explicitly as a csv string in the field Default Value
field or by an XPath in the field Configured Value XPath. This field returns
an array of values.

Configured Value XPATH

This field is used to give the XPath of the configured values. The behavior
of this field depends on the type of parameter. When the parameter type
is text field or selection field, the corresponding value present in the XPath
is taken as the default value. This value can be modified. In case the XPath
returns multiple values, the first value returned is considered. When the
parameter type is invisible field, then the list of values returned by the XPath
is taken as the value of the parameter.

. Invisible field will have configured & selection value xpath only when the
parameter scope is either device/entity specific, it will be disabled for global.

NOTE: When using $INTERFACE, $UNIT, Configured Value Xpath, Invisible
Params, Selection fields; the variable definition in the configlet editor should
contain .get(0) inorder to fetch the value from the array. Eg:
$INTERFACE.get(0)
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Conﬁglet e

Default Value

The behavior is same as that of Configured value XPath except that the
value is given explicitly. This field is considered only when Configured Value
XPATH is not specified or if the XPath doesn't return any value.

Selection Values XPATH

This field is enabled only for parameter type Selection Field. This field
contains the XPath (with reference to device xml) to fetch the set of values
for the selection field.

Selection Values

This field is same as Selection values XPath except that the value is given
explicitly. This field is considered only when Selection Values XPATH is not
specified or if the XPath doesn't return any value.

NOTE: : Comma separated values can be used in order to provide an array
of values in the Default Value and Selection values field.

NOTE: While defining the XPath, the text node has to be directly accessed
with text() function. Otherwise it will return the complete xml of the node.
An example would be
/device/interface-information/physical-interface/name/text() to fetch
the names of all interfaces.

Order The order of the parameter. The relative order in which the field has to be
displayed while getting input at the time of execution.
Regex Value This field contains the regular expression for the parameter which is used

to validate the parameter value while applying the configlet to the device.

Related . Managing CLI Configlets on page 243

Documentation

« Viewing CLI Configlet Statistics on page 247

Configlets User Roles

The Junos Space User Administrator is a role assigned to a Junos Space administrator
that enables the administrator to grant or deny access to different Junos Space tasks.
The Junos Space administrator creates users and assigns roles (permissions) so that
you can access and perform different tasks. You cannot view the pages that you do not
have access to. You can create users and manage them on the Manage Users page if
you have User Administrator permissions. To create and manage these users, navigate
to Application Selector > Network Management Platform > Users > Manage Users. The
Manage Users page lists the existing users. Use this page to create and assign roles to

the Configlets users.

Table 38 on page 237 describes the Configlets tasks that different users have access to,
based on the roles assigned to them.

Table 38: Configlets User Roles Permissions

User Role Permitted Tasks

CLI Configlets Manager

Viewing, creating, modifying, cloning, deleting, applying configlets.
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Table 38: Configlets User Roles Permissions (continued)

User Role Permitted Tasks

CLI Configlets Operator Applying CLI configlets.

Related . Managing CLI Configlets on page 243

Documentation « Viewing CLI Configlet Statistics on page 247

Configlet Context

For CIM and CTM, there is a need to have an ability to restrict script/configlet execution
to certain elements of interest. For example, one might need to restrict the scope of
execution of 'disable interface' script to just the interfaces that are enabled. Having a
context associated to the script/configlet solves this problem of restricting the scope of
them. Context of an elementis basically a unique path which leads to its XML counterpart
in the DeviceXML.

For all context related computations, we consolidate the XMLs fetched form the device
under one node namely 'device', this includes configuration xml, interface-information
xml, chassis-inventory xml and system-information xml.

The device xml looks like

<device>
<interface-information>.....</interface-information>
<system-information>.....</system-information>
<chassis-inventory>.....</chassis-inventory>
<configuration>....</configuration>

</device>

The following are the commands to view the XML form CLI.

XML type Command

Chassis Inventory > show chassis hardware | display xml
Interface Information > show interfaces | display xml
Configuration > show configuration | display xml

System Information
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o NOTE: The command for system information xmlis not available. Aninstance

of system information xml is given below,

<system-information>

<hardware-model>ex4200-24t</hardware-model>

<0S-name>junos-ex</0s-name>
<os-version>11.3R2.4</os-version>
<serial-number>ABCDE12345</serial-number>
<host-name>ex-devicel</host-name>
<virtual-chassis/>

</system-information>

Context of an Element

Context of an element is the XPath that maps to the XML node that represents the
element in the device xml. The Context takes the following form for each type of element

Element Type XML referred Context pattern

Device N/A /device

Physical Inventory element Chassis Inventory /device/chassis-inventory/*

Physical Interface Interface Information /device/interface-information/*

Logical Interface Configuration /device/configuration/*
Examples:

Element Context

Description

Device /device The context of a
device

Chassis /device/chassis-inventory/chassis[name='Chassis'] Context of a chassis

Routing /device/chassis-inventory/chassis[name="'Chassis']/chassis-module[name="'Routing The context of a

Engine Engine 0'] routing engine

FPC /device/chassis-inventory/chassis[name="'Chassis']/chassis-module[name='FPC 1'] The context of an FPC
inslot1

PIC /device/chassis-inventory/chassis[name="'Chassis']/chassis-module[name="'FPC The context of a PIC

1']/chassis-sub-module[name="PIC 4']

in slot 4 under FPC in
slot 1

Logical device/configuration/interfaces/interface[name="'ge-0/0/1]/unit[name='0']
Interfaces

The context of logical
interface ge-0/0/1.0
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Physical
Interfaces

/device/interface-information/physical-interface[name="'ge-0/1/1] The context of a

physical interface
ge-0/1/1

Context filtering

The context attribute of the script/configlet dictates which elements(inventory
component/logical interface/physical interface) they are applicable to.

The rule to check whether the script/configlet is applicable to an element is as follows

. Evaluate the context XPath associated to a script/configlet on the device XML. This
results in a set of xml nodes.

« If the resultant xml node list contains the xml node representing the subject element,
then the script/template entity is applicable for it and not applicable otherwise.

Given below are few examples of script or configlet contexts with their descriptions:

« /device/chassis-inventory/chassis|name="'Chassis']/chassis-module[starts-with(name,'Routing
Engine')] - Applicable to all routing engines

« /device/chassis-inventory/chassis[name="'Chassis']/chassis-module[ starts-with(name,'FPC')]
- Applicable to all FPCs

. /device[starts-with(system-information/os-version,"11") ]/interface-information/

physical-interface[starts-with(name,"ge")] - Applicable to all interfaces of type 'ge'
which has system os-version as 11

. /device/interface-information/physical-interface[admin-status="up”] - Applicable
to all physical interfaces with admin status in up state.

« /device/chassis-inventory/chassis[name='Chassis']/chassis-module
[starts-with(name,'FPC')]/chassis-sub-module[starts-with(name,'PIC")] | /
device/chassis-inventory/chassis[name="'Chassis']/chassis-module
[starts-with(name,'FPC')]/chassis-sub-module[starts-with(name,'MIC")]

/chassis-sub-sub-module[starts-with(name,'PIC')] - Applicable to all PICs

0 NOTE: If we intend to specify the scope of a script as PIC's, then we would
have to consider two different XPaths the PIC can take (One with MIC
in-between and one without). We have to give an OR combination of both
the XPaths.
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0 NOTE: If no context is associated to a script/configlet, then the context of
the script is taken is “/device”. These scripts/configlets would be listed for
execution for devices.

Example

Consider the following device XML

<device>

<interface-information>
<physical-interface>
<name>ge-0/0/0</name>
<admin-status>up</admin-status>

</physical-interface>
<physical-interface>
<name>ge-0/0/1</name>
<admin-status>down</admin-status>

</physical-interface>

</interface-information>
.<"i—— ALL THE OTHER NODES -->
;;device>

Context of an element

Context of physical-interface ge-0/0/0 is
/device/interface-information/physical-interface[name="'ge-0/0/0']

This XPath maps to the below node. Thisis the XML counterpart of the interface ge-0/0/0

<physical-interface>
<name>ge-0/0/0</name>
<admin-status>up</admin-status>

</physical-interface>

Context of a script/configlet

If the user wants to write a configlet to set the admin status of an interface down if its
up, the context of the script can be set as
/device/interface-information/physical-interface[admin-status="'up']

This configlet will be enabled only for interfaces with admin status up. Since in our
example, ge-0/0/0 satisfies the above condition, this configlet can be executed on the
same.

Related . CLIConfiglets Overview on page 233

Documentation « CLI Configlets Workflow on page 235
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Nesting Parameters

Related
Documentation

You can use XPath context to define the default option/selectable options of a parameter.
This XPath could have dependencies on other parameters. Consider the example below
A configlet requires two inputs, a Physical Interface (Input-1) and a Logical Interface
(Input-2) that is a part of the selected Physical Interface(Input-1). We define a parameter
PHYINT to get the name of the physical interface and a parameter LOGINT to get the
name of the logical interface. We define the SELECTIONVALUESXPATH for PHYINT as
"/device/interface-information/physical-interface/name/text()". User selects a value
from the options listed by the Xpath. Since the selection values listed for LOGINT
parameter is dependent on the value selected for PHYINT, we can define the
SELECTIONVALUESXPATH of LOGINT as
"/device/configuration/interfaces/interface[name='$PHYINT']/unit/name/text()". This
ensures that, only the logical interfaces of the selected physical interface are listed.

« CLI Configlets Overview on page 233
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Managing CLI Configlets

- Manage CLI Configlets on page 243
« Viewing CLI Configlet Statistics on page 247
« CLI Configlet Examples on page 248

Manage CLI Configlets

. Managing CLI Configlets on page 243

Managing CLI Configlets

You can access the Configlet page by selecting CLI Configlets > Configlets in the left
navigation menu. The configlets page lists the configlets present in the system.
Table 39 on page 243 describes the details on the Configlets page.

The fields Name, Category, Creation Time, Last updated time, and Last Modified By have
the drop down list enabled with the filter option. This has an input field wherein you can
enter the filter criteria. If you apply the filters, the table contents display only the values
that match the filter criteria. The Description field does not support the filter option.

Table 39: Configlet Details

Field Description

Name Name of the configlet

Category Category the configlet belongs to

Description Description of the configlet

Creation Time Date and time when the script was created.

Last Updated Time Latest time when the script was last updated.

Last Modified By Login ID of the user who last modified the configlet.

« Creating CLI Configlets on page 244
« Viewing CLI Configlets on page 245
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« Editing CLI Configlets on page 245
« Cloning CLI Configlets on page 245
« Deleting CLI Configlets on page 246
« Applying CLI Configlets on page 246

Creating CLI Configlets

To create a configlet:

1. Select CLI Configlets > Configlets > Create CLI Configlet.
The Create CLI Configlet page appears.

2. Enter the necessary parameters.

3. Click Next to view the Parameters page.

Table 40 on page 244describes the information on the Parameters page.

Table 40: Parameters Page

Field Description

Parameter The name of the parameter as used in the configlet

Display Name User friendly name for the parameter

Description Description of the parameter

Parameter Type Type of the parameter. It can take one of the following values:

« Text Field — User can give his own value.
« Selection Field — User can select a value form a set of options.
« Invisible Field — This parameter refers to a value either defined explicitly or by an XPath.

Configured Value XPath

This field specifies the XPath (With reference to device XML), from which the value of the
parameter has to be fetched. In case of Selection field and invisible field, this is the default
value and cannot be modified.

Default Value

The behavior is same as that of Configured value Xpath except that the value is given explicitly.
This field is considered only when XPath is not specified.

Selection Values Xpath

This field is enabled only for parameter type Selection Field. This field contains the XPath
(with reference to device xml) to fetch the set of values for the selection field.

Selection Values

This field is same as Selection values XPath except that the comma separated value is given

explicitly.
Order The order in which the parameters would be listed while applying.
The parameters are auto populated along with the display name, parameter type and
order onto this screen based on the configlet content provided earlier. All the variables
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used in the configlet definition except default variables are listed here. These
parameters can be configured.

4. Click Create to create the configlet.

Viewing CLI Configlets

To view details of a CLI configlet:

1. Select CLI Configlets > Configlets.

The Configlets page displays the configlets in a table.
2. Select a configlet whose details you want to view.
3. From the Actions menu, select View CLI Configlet.

The View CLI Configlet window appears. The details of the configlet can be viewed
from this window.

4. Click Close to go back to the Configlets page.

Editing CLI Configlets

To edit a CLI configlet:

1. Select CLI Configlets > Configlets.
The Configlets page displays the configlets in a table.
2. Select the configlet you want to edit.
3. From the Actions menu, select Edit CLI Configlet.
The Edit CLI Configlet page appears. Modify the necessary parameters.

4. Click Update to save your changes and go to the configlets page.

Cloning CLI Configlets

To clone a CLI configlet:

1. Select CLI Configlets > Configlets.
The Configlets page displays the configlets in a table.
2. Select the configlet you want to clone.
3. From the Actions menu, select Clone CLI Configlet.
The Clone CLI Configlet page appears.

4. Click Create to save your changes and go to the configlets page.
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Deleting CLI Configlets

To delete a CLI configlet:

1.

Select CLI Configlets > Configlets.

The Configlets page displays the configlets in a table.

Select the configlet you want to delete.

From the Actions menu, select Delete CLI Configlet.

The Delete Operations dialog box lists the operations that you chose for deletion.

Click Confirm to delete the configlet.

Applying CLI Configlets

To apply a CLI configlet on a device from the Configlets page:

1.

Select CLI Configlets > Configlets.

The Configlets page displays the configlets in a table.

Select the configlet you want to apply to a device.

Right click the selected configlet in the table and select Apply CLI Configlet.

The Apply CLI Configlet page appears.

Select the device that you want to apply the configlet on.

Enter the values for the parameters. (Only text field and selection field are displayed)

To view the description of the parameter hover the mouse pointer over the entry in
the Parameter column.

In as text field, the user can enter any value while for a selection filed, the user can
select one of the values from a given set. The set of values present and the default
value selected are all defined while creating a template.

Click Next.

The preview of the configlet appears. The preview page displays the parameters and
the configuration being applied.

0 NOTE: The information displayed in the preview page depends on the
preview options selected during creation of the configlet.

Click validate to perform the configuration validation check. This step is optional.

The Validate configlet dialog box appears, asking that you wait while the configuration
is being validated. When it has finished, the device validation status appears,
announcing success or failure.

Click Apply to apply the configuration.

246

Copyright © 2016, Juniper Networks, Inc.



Chapter 20: Managing CLI Configlets

The apply CLI configlet job results window appears. The Results page displays the
parameters and the configuration that was applied.

0 NOTE: The information displayed in the Results page depends on the
postview options selected during creation of the configlet.

9. Close the window to go back to Configlets page.

Related . CLIConfiglets Overview on page 233

D tati
ocumentation « Viewing CLI Configlet Statistics on page 247

Viewing CLI Configlet Statistics

The configlets statistics page provides two types of data for the configlets. - CLI configlet
count by device family, and the CLI configlet count by category. CLI configlet count by
device provides the number of configlets applicable to the respective device family. CLI
configlet count by category provides the number of configlets belonging to the respective
categories. To view configlets statistics, select Platform > CLI Configlets.

Figure 22: CLI Configlets Statistics
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Viewing the Number of Configlets by Device Family

The bar chart shows the number of Configlets on the y axis and device family series on
the x axis.

To view more detailed information about configlets per device family, click a bar in the
bar graph. The configlets page appears filtered by the device family type you selected.

To save the bar chart as an image or to print for presentations or reporting, right click the
bar chart and use the menu to save or print the image.
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Viewing the Number of Configlets by Category

The bar chart shows the number of Configlets on the y axis and category on the x axis.

To view more detailed information about configlets per category, cick a bar in the bar
graph. The configlets page appears filtered by the category you selected.

To save the bar chart as an image or to print for presentations or reporting, right click the
bar chart and use the menu to save or print the image.

Related . CLIConfiglets Overview on page 233
Documentation

CLI Configlet Examples

« CLI Configlet Examples on page 248

CLI Configlet Examples

Example 1 - Setting the description of a physical interface

Context: /device/interface-information/physical-interface This configlet is targeted for
physical interface

Configlet:
interfaces {

$INTERFACE{
description “$DESC”;

1
1
Parameters
Parameter Details
$INTERFACE This is a default variable and the value would be the name of the interface which the configlet

is invoked from. This would be null if the configlet is invoked from configlet workspace as the
execution is not associated a specific interface.

$DESC A text field to get the description string. The value is got at the time of execution.

On Applying the configlet, the user needs to input the parameters. For our example, user
needs to input a value for $DESC.

Consider our example being applied to an interface ge-0/1/3 and the following values
are given as input.

Parameter Value

$DESC TEST DESC
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The generated configuration string would be

interfaces {
ge-0/1/3{
description “TEST DESC”;
1
1

Example 2 - Setting the vlan of a logical interface, where the vlan id is chosen
from a predefined set of values

Context: /device/configuration/interfaces/interface/unit This configlet is targeted for
logical interface

Configlet

interfaces {
$INTERFACE {
vlan-tagging;
unit $UNIT{
vlan-id $VLANID.get(0);
1
1
}

##Since VLAN id will be given as a selection field, the value would be a collection and to
get the first selected value, use .get(0)

Parameter Details

$INTERFACE This is a default variable and the value would be the name of the interface which the configlet is
invoked from. This would be null if the configlet is invoked from configlet workspace as the execution
is not associated a specific interface.

SUNIT This is a default variable and the value would be the unit name of the logical interface which the
configlet is invoked from. This would be null if the configlet is invoked from configlet workspace as
the execution is not associated a specific logical interface.

$VLANID This is a selection field and the value would be chosen at the time of execution.
Type: Selection Field
Selection Values: 0,1,2,3

Default Value: 3

On applying the configlet, the user needs to input the parameters. For our example, user
needs to input a value for $VLANID.

Consider our example being applied to an interface ge-0/1/3.3 and the following values
are given as input.
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0 NOTE: Since $VLANID is defined as a selection field, the user has to select
one values form a list. The list of options are either specified by Selection
Values Xpath or in Selection Values field. The default selection in the list
would be 3 as defined in the default value field.

Parameter Value

$VLANID 2

The generated configuration string would be

interfaces {
ge-0/1/3 {
vlan-tagging;
unit 3{
vlan-id 2;
}
1
1

Example 3 - Setting a description on all the interfaces of a device

Context: NULL or /device. Targeted to a device, the context of a device can either be null
or /device

Configlet

interfaces {
#foreach($INTERFACENAME in $INTERFACENAMES)
$INTERFACENAME {
description “$DESC”;

}
#end
1
Parameter Details
$INTERFACENAMES An invisible variable with an XPath configured to fetch all the interface
names.
Configured values XPath:
/device/interface-information/physical-interface/name/text()
$DESC A text field to get the description string. The value is got at the time of

execution.

The following input is given while executing the configlet

Parameter Value

$DESC TEST DESC
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The generated configuration string would be (when the device has three physical
interfaces, ge-0/0/0, ge-0/0/1amd ge-0/0/2).

interfaces {
ge-0/0/0 {
description “TEST DESC”;
1
ge-0/0/11
description “TEST DESC”;
1
ge-0/0/2 {
description “TEST DESC”;
1
1

Example 4 - Need to set a configuration in all the PICs belonging to a device and
certain configuration only on the first PIC of FPC O

Context: NULL or /device. Targeted to a device, the context of a device can either be null
or /device

##$SELEMENTS :
/device/chassis-inventory/chassis/chassis-module[starts-with(name,"FPC")]

/name/text() | /device/chassis-inventory/chassis/chassis-module
[starts-with(name,"FPC")]/chassis-sub-module[starts-with(name,"PIC")]/name/text()
##this will contain the list of all FPCs and PICs in Depth-first traversal order.

##Hierarchy array is a 2 dimensional array used to store FPC-PIC hierarchy, with each
row containing PICs belonging to a single FPC, The first element is the FPC.

Configlet

#set( $HIERARCHY =1[1])
#set( $LOCALARRAY =[1)
#foreach ( $ELEMENT in $ELEMENTS )
#if ($ELEMENT.startsWith("FPC"))
## Create a new array for each FPC with the first element as FPC
#set( $LOCALARRAY = [$ELEMENT])
#set( $result = $HIERARCHY.add($LOCALARRAY))
#elseif($ELEMENT.startsWith("PIC"))
## Add the PIC in the current Local array, this is the array of the parent FPC
#set( $result = $LOCALARRAY.add($ELEMENT))
#end
#end
chassis {

redundancy {

failover on-disk-failure;

graceful-switchover;
1
aggregated-devices {

ethernet {

device-count 16;

}
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1

#foreach ($HIERARCHYELEMENT in $HIERARCHY )
$HIERARCHYELEMENT.get(0) {

#set($HIERARCHYELEMENTSIZE = $HIERARCHYELEMENT.size() - 1)
#foreach ($HIERARCHYELEMENTINDEX in [1..$HIERARCHYELEMENTSIZE] )
$HIERARCHYELEMENT.get($HIERARCHYELEMENTINDEX){

## Set the tunnel services setting for the first PIC in FPC O
#if($HIERARCHYELEMENTINDEX ==1&& $HIERARCHYELEMENT.get(0) == "FPC 0")
tunnel-services {
bandwidth 1g;
}
#end
traffic-manager {
ingress-shaping-overhead O;
egress-shaping-overhead O;
mode ingress-and-egress;
}
}
#end
1
#end
1

Parameters

Parameter Details

$ELEMENTS This is an invisible field and the value cannot be set by the user at the time

of execution. The values are taken form a predefined XPath
Type: Invisible field
Configured Value XPath:
/device/chassis-inventory/chassis/chassis-module[ starts-with(name,"FPC")]
/name/text()/device/chassis-inventory/chassis/chassis-module[starts-with
(name,"FPC")]/chassis-sub-module[starts-with(name,"PIC")]/name/text()
This XPath returns the list of FPCs and PIC is Depth First Traversal order.

While executing this Configlet, the XPath of $ELEMENTS param will return the list of

FPCs and PIC present in the device. The values for instance would be [FPC O,PIC O,PIC

1, FPC1, PIC O, PIC 1] This order implies the association

FPCO

PICO

PIC1

FPC1

PICO
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PIC1

When the configlet is executed, we get the following configuration string

chassis {
redundancy {
failover on-disk-failure;
graceful-switchover;
1
aggregated-devices {
ethernet {
device-count 16;
}
1
fpc1{
pic O {
tunnel-services {
bandwidth 1g;
1
traffic-manager {
ingress-shaping-overhead O;
egress-shaping-overhead O;
mode ingress-and-egress;
1
}
pic1{
traffic-manager {
ingress-shaping-overhead O;
egress-shaping-overhead O;
mode ingress-and-egress;
1
}
1
fpc2{
pic O {
traffic-manager {
ingress-shaping-overhead O;
egress-shaping-overhead O;
mode ingress-and-egress;
}
}
pic1{
traffic-manager {
ingress-shaping-overhead O;
egress-shaping-overhead O;
mode ingress-and-egress;
1
}
1
}

Example 5 - Halting the description of a physical interface

Context: /device/interface-information/physical-interface This configlet is targeted for

physical interface
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Configlet

interfaces {
#if( $INTERFACENAME == 'ge-0/0/0')
#terminate('Should not change description for ge-0/0/0 interfaces.')
#{elsel
$INTERFACENAME {
unit O {
description "Similar desc";
family ethernet-switching;
}
1
#end
1

Related . CLIConfiglets Overview on page 233

D tati
ocumentation « Viewing CLI Configlet Statistics on page 247
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« Configuration View Overview on page 255
« Configuration View Variables on page 256
« Configuration View Workflow on page 256
« Configuration Views User Roles on page 257

« XML Extensions on page 258

Configuration View Overview

Configuration Views are configuration tools provided by Junos OS that enables the user
who wants to see configuration details in his/her own way. Two types of configuration
views are Form View and Grid View. Form View is simple view of configuration as key
value pair. The dynamic fields in form view are defined using parameters. Grid view, a
customizable grid that can show key(column) list of values(rows) pair. The dynamic
column values in grid view are defined using parameter definitions. Velocity templates
(VTL) are used to define the parameters.

Configuration Views Workspace can be accessed by selecting Configuration Views from
the task bar. From the Configuration View work space the following can be performed:

. View the statistics of the Configuration Views present in Junos Space Network
Management Platform.

« Create, Modify, Delete a Configuration Views.

Configuration Views can be created from the View Device Configuration workspace. It
can be triggered from the actual elements for which the configuration has to be applied.
The actual elements are represented in a tree structure of device configuration xml. The
context of the element for which the Configuration View is being created is called
execution context.

Related . Manage Configuration Views on page 261
Documentation
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Configuration View Variables

A parameter name in Configuration View consists of a leading “$”. Configuration View
uses three kinds of variables. Configuration views can use the following default variables
to define a parameter.

Default Variables

The values of the variables are taken from the current execution context. The following
are the default variables.

Variable Value

$DEVICE The name of the host which the configuration view is being created

$INTERFACE Name of the interface for which the configuration view is being created

SUNIT The unit number of the logical interface for which the configuration view is being created
$CONTEXT The context of the element for which the configuration view is being created

Related
Documentation

Velocity Templates

Junos Space Network Management Platform enables the user to define the device
configuration view parameter's XPath using Velocity Templates. Nested parameters are
referred using VTL. Please refer http://velocity.apache.org/engine/devel/user-guide.html
for detailed documentation of VTL. VTL variable is a type of reference and consists of a
leading "$" character followed by a VTL Identifier.

« Manage Configuration Views on page 261

Configuration View Workflow

A configuration view can be defined form the Configuration View workspace, Configuration
View will have the following parameters to be defined.

Name Name of the configuration view. The Name cannot exceed 255 characters. Allowable characters
include the dash (-), underscore (_), letters, and numbers and the period (.). You cannot have two
configuration view with the same name.

Title Title of the configuration view. The title cannot exceed 255 characters. Allowable characters

include the dash (-), underscore (_), letters, and numbers and the period (.).

Device Family Series

The device family series which the configuration view will be applicable for.

Context The context for which the configuration view would be applicable for.
Description Description of the configuration view. The description cannot exceed 2500 characters. This is an
optional field.
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Order Order of the configuration view tab in Device Configuration View. Order accepts only numbers.

View Type View types are Form View and Grid View.

Parameters are the variables defined in the configuration view whose values are got from
the environment. Parameters appear in the create/edit configuration view, as they are
added to configuration view. To configure a parameter, click modify icon on the toolbar,
the Edit Form View Parameter appears. The attributes of a parameter are set from this
screen. To add additional parameter, clicks add icon on the tool bar, the Add Form View
Parameter screen appears. The attributes of a parameter are set from this screen. To
delete a parameter, click the delete icon on the toolbar. A parameter has the following
specific attribute.

Parameter Name of the parameter.

Index Parameter To consider a parameter as an index parameter or not. This is applicable for a grid view
only. An index parameter should meet at least one of the following two conditions
except when only one parameter is defined in a grid view.

« Anindex parameter should refer at least one of the other index parameters.
« Anindex parameter should be referred in one of the other parameters.

A non index parameter should always refer at least one index parameter.

Display Name Display name of the parameter.

Configured Value XPATH This field is used to give the XPath of the configured values. The behavior of this field
depends on the type of view. When the view type is form, the corresponding value
present in the XPath is taken as the field value. In case XPath returns multiple values,
first value returned is considered. In case the XPath returns multiple values, the first
value returned is considered. When the view type is grid, the following behavior is
followed. If more than one parameters defined then following rules should be met.

« Forindependent index parameters, a join would be performed between the values
returned by the XPath and the existing set of rows.

« For dependent index parameters, join would be performed between the values
returned by the XPath and the correspondent row.

For non index parameters, if list of values returned then they are aggregated into comma
separated values.

Order The order of the parameter. The relative order in which the parameter has to be
displayed.

Related . Manage Configuration Views on page 261
Documentation

Configuration Views User Roles

The Junos Space User Administrator is a role assigned to a Junos Space administrator
that enables the administrator to grant or deny access to different Junos Space tasks.
The Junos Space administrator creates users and assigns roles (permissions) so that
you can access and perform different tasks. You cannot view the pages that you do not
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have access to. You can create users and manage them on the Manage Users page if
you have User Administrator permissions. To create and manage users, navigate to
Platform > Users > User Accounts. The Manage Users page lists the existing users. Use
this page to create and assign roles to the Configuration View users. The following table
describes the Configuration View tasks that different users have access to, based on the
role assigned to them.

User Role Permitted Tasks

Configuration View Manager Viewing, creating, modifying, deleting configuration views and Viewing device
configuration.

Configuration View Operator Viewing Configuration view details and device configuration details

Related
Documentation

XML Extensions

« Manage Configuration Views on page 261

In configuration-view, the querying is not restricted to the Device XML data. Space lets
users define parameters that can fetch additional details that are not a part of the device
XML itself.

Operational Status

In the config viewer, realtime status of the component could be queried using the XPATH
<xpath-of-the-component>/oper-status.

0 NOTE: For physical interface component
<xpath-of-physical-inteface>/oper-status/text() wouldn't work. Its only
possible to query with <xpath-of-physical-inteface > >/oper-status. This
limitation doesn't apply for chassis components.

Customized Attributes

In config viewer, Custom attributes of a component could be queried using the XPATH
<xpath-of-the-component>/customized-attribute[name="'<attribute-name>"].

While defining a view with customized attribute, the user has an option to make it editable.
Making a customized attribute editable would allow the user to edit the values inline.
Changes would be persisted immediately. To make a customized attribute editable,
enable the checkboxs ‘Customized Attribute’ and ‘Editable’. Custom attributes are editable
only in Grid View.

258
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0 NOTE: For custom attributes XPATH
<xpath-of-the-component >/customized-attribute[name="'<attribute-name>']

would work properly, but /text() or any other extensions at the end of the
xpath wouldn’t work.

Related . Manage Configuration Views on page 261
Documentation
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Managing Configuration Views

- Manage Configuration Views on page 261

« Viewing Configuration Views Statistics on page 263

Manage Configuration Views

Configuration Views landing page can be accessed by selecting Configuration Views>
Configuration View from the task bar. The configuration views landing page will list the
configuration views present in the system. The following describes the information that
appears on the Configuration Views page. The fields Name, Title, Creation Time, Last
updated time, and Last Modified By have the drop down list enabled with the filter option,
which has an input field wherein you can enter the filter criteria. On applying the filter(s),
the table contents display only the values that match the filter criteria. The field
Description, however, does not support the filter option.

Field Description

Name Name of the configuration views.

Title Title of the configuration view

Device Family Family of the device to which it belongs to

Description Description of the configuration views

Order The order in which the view has to be applied and it accepts only values > O.
View Type The views are Form view, Grid view, and XML view.

Creation Time Date and time when the configuration views was created.

Last Updated Time Latest time when the configuration views was last updated.

Last Modified By Login ID of the user who last modified the configuration views.
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You can perform the following tasks from the Configlets page:

. Create Configuration View on page 262
« View Configuration View on page 262
« Edit Configuration View on page 263

« Delete Configuration View on page 263

Create Configuration View

1. From the taskbar, select Configuration Views > Configuration View > Create
Configuration View. The Create Configuration View page appears.

The following describes the information that appears on the parameters/columns

section
Field Description
Parameter The name of the parameter as used in the configuration form view
Display Name The name of the parameter as used in the configuration grid view

Script Dependent

The configuration view is dependent on any local script or not.

Local Script Name

If configuration view is dependent on any local script, its name will be mentioned.

Index Column

Index column or not.

Display Name

User friendly name for the parameter/column name.

Configured Value XPath

This field specifies the XPath (With reference to device XML), from which the value(s)
of the parameter/column has to be fetched.

Customized Attribute To associate additional data to devices, device interface and device inventory.
Editable Either the customized attribute is editable or not.
Order The order in which the parameters/columns would be displayed while applying.

2. Click on Create to create the configuration view.

View Configuration View

To view details of a Configuration View:

1. From the taskbar, select Configuration Views > Configuration View. The configuration
view page displays the configuration view in a table.

2. Select a configuration view whose details you want to view.

3. From the Actions menu, select View configuration view. The View Configuration View
window appears.
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The details of the configuration view can be viewed from this window.

4. Click Close to go back to the Configuration View page.

Edit Configuration View

To modify a Configuration View:

1. From the taskbar, select Configuration Views > Configuration View. The configuration
view page displays the configuration view in a table.

2. Select a configuration view whose details you want to edit.

3. From the Actions menu, select Edit Configuration View. The Edit Configuration View
window appears.

4. Modify the necessary sections and click on Update to save your changes and go to
the Configuration View page.

Delete Configuration View

You can use Junos Space Network Management Platform to delete a Configuration View
from the Junos Space Network Management Platform database. To delete a Configuration
View:

1. From the taskbar, select Configuration Views > Configuration View. The configuration
view page displays the configuration view in a table.

2. Select a Configuration View you want to delete.

3. From the Actions menu, select Delete Configuration View. The Delete Operations
dialog box lists the operations that you chose for deletion.

4. Click on Confirm to delete the Configuration View.

Related . Viewing Configuration Views Statistics on page 263
Documentation

Viewing Configuration Views Statistics

The configuration view statistics page provides two types of data for the configuration
view.

« Configuration view count by device family — The number of configuration view
applicable to the respective device family.

« Configuration view count by category — The number of configuration view belonging
to the respective categories.

To view configuration view statistics, select the Platform > Configuration Views.

Viewing the Number of Configuration Views by device family
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Related
Documentation

The following figure shows the Configuration Views Count by Device family report. The
bar chart shows the number of Configuration Views on the y axis and device family series
on the x axis.

To view more detailed information about configuration views per device family, click a
bar in the bar graph. The configuration views page appears filtered by the device family
type you selected.

To save the bar chart as an image or to p