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ENDUSER LICENSE AGREEMENT

READ THIS ENDUSER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, ORUSING THE SOFTWARE.
BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS
CONTAINED HEREIN, YOU (AS CUSTOMER OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO
BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED
HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND (B) YOU MAY CONTACT JUNIPER NETWORKS
REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or
Juniper Networks (Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred
to herein as “Juniper”), and (ii) the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable
license(s) for use of the Software (“Customer”) (collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for
which Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by
Juniper in equipment which Customer purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades
and new releases of such software. “Embedded Software” means Software which Juniper has embedded in or loaded onto the Juniper
equipment and any updates, upgrades, additions or replacements which are subsequently embedded in or loaded onto the equipment.

3. LicenseGrant.Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer
a non-exclusive and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the
following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by
Customer from Juniper or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units
for which Customer has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access
Client software only, Customer shall use such Software on a single computer containing a single physical random access memory space
and containing any number of processors. Use of the Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines
(e.g., Solaris zones) requires multiple licenses, regardless of whether such computers or virtualizations are physically contained on a single
chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may
specify limits to Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent
users, sessions, calls, connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of
separate licenses to use particular features, functionalities, services, applications, operations, or capabilities, or provide throughput,
performance, configuration, bandwidth, interface, processing, temporal, or geographical limits. In addition, such limits may restrict the use
of the Software to managing certain kinds of networks or require the Software to be used only in conjunction with other specific Software.
Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable licenses.

d. For any trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the
Software. Customer may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not
extend or create an additional trial period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s
enterprise network. Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the
Steel-Belted Radius software to support any commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase
the applicable license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees
not to and shall not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized
copies of the Software (except as necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the
Software, in any form, to any third party; (d) remove any proprietary notices, labels, or marks on or in any copy of the Software or any product
in which the Software is embedded; (e) distribute any copy of the Software to any third party, including as may be embedded in Juniper
equipment sold in the secondhand market; (f) use any ‘locked’ or key-restricted feature, function, service, application, operation, or capability
without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even if such feature, function, service, application,
operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper to any third party; (h) use the
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Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper reseller; (i)
use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that
the Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking
of the Software to any third party without the prior written consent of Juniper; or (l) use the Software in any manner other than as expressly
provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper,
Customer shall furnish such records to Juniper and certify its compliance with this Agreement.

6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper.
As such, Customer shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence,
which at a minimum includes restricting access to the Software to Customer employees and contractors having a need to use the Software
for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to
the Software, associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance
of any right, title, or interest in the Software or associated documentation, or a sale of the Software, associated documentation, or copies
of the Software.

8. Warranty, Limitation of Liability, Disclaimer ofWarranty. The warranty applicable to the Software shall be as set forth in the warranty
statement that accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support
the Software. Support services may be purchased separately. Any such support shall be governed by a separate, written support services
agreement. TO THE MAXIMUM EXTENT PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA,
OR COSTS OR PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. IN NO EVENT SHALL JUNIPER
BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE.
EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW, JUNIPER DISCLAIMS ANY
AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES
JUNIPER WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT
ERROR OR INTERRUPTION, OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’
or licensors’ liability to Customer, whether in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid
by Customer for the Software that gave rise to the claim, or if the Software is embedded in another Juniper product, the price paid by
Customer for such other product. Customer acknowledges and agrees that Juniper has set its prices and entered into this Agreement in
reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same reflect an allocation of risk between
the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss), and that the same
form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination
of the license granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related
documentation in Customer’s possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from
the purchase of the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction
shall be provided to Juniper prior to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All
payments made by Customer shall be net of any applicable withholding tax. Customer will provide reasonable assistance to Juniper in
connection with such withholding taxes by promptly: providing Juniper with valid tax receipts and other required documentation showing
Customer’s payment of any withholding taxes; completing appropriate applications that would reduce the amount of withholding tax to
be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder. Customer shall comply with
all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related to any
liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under
this Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any
applicable foreign agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such
restrictions, laws or regulations, or without all necessary approvals. Customer shall be liable for any such violations. The version of the
Software supplied to Customer may contain encryption or other capabilities restricting Customer’s ability to export the Software without
an export license.
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12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use,
duplication, or disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS
227.7201 through 227.7202-4, FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT III) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer
with the interface information needed to achieve interoperability between the Software and another independently created program, on
payment of applicable fee, if any. Customer shall observe strict obligations of confidentiality with respect to such information and shall use
such information in compliance with any applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software.Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products
or technology are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement,
and such licensor or vendor shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party
software may be provided with the Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent
portions of the Software are distributed under and subject to open source licenses obligating Juniper to make the source code for such
portions publicly available (such as the GNU General Public License (“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper
will make such source code portions (including Juniper modifications, as appropriate) available upon request for a period of up to three
years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194 N. Mathilda Ave., Sunnyvale, CA

94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and a copy of the LGPL

at http://www.gnu.org/licenses/lgpl.html .

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws
principles. The provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes
arising under this Agreement, the Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal
courts within Santa Clara County, California. This Agreement constitutes the entire and sole agreement between Juniper and the Customer
with respect to the Software, and supersedes all prior and contemporaneous agreements relating to the Software, whether oral or written
(including any inconsistent terms contained in a purchase order), except that the terms of a separate written agreement executed by an
authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict with terms contained
herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in writing
by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity
of the remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the
Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de
même que tous les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that
this Agreement and all related documentation is and will be in the English language)).
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About This Guide

This preface provides the following guidelines for using the Junos
®
OS Junos Scope

Software User Guide:

• Junos Documentation and Release Notes on page xxxv

• Objectives on page xxxvi

• Audience on page xxxvi

• Supported Routing Platforms on page xxxvii

• Using the Indexes on page xxxvii

• Documentation Conventions on page xxxvii

• Documentation Feedback on page xxxix

• Requesting Technical Support on page xxxix

Junos Documentation and Release Notes

For a list of related Junos documentation, see

http://www.juniper.net/techpubs/software/junos/ .

If the information in the latest release notes differs from the information in the

documentation, follow the Junos Release Notes.

To obtain the most current version of all Juniper Networks
®

technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

Juniper Networks supports a technical book program to publish books by Juniper Networks

engineers and subject matter experts with book publishers around the world. These

books go beyond the technical documentation to explore the nuances of network

architecture, deployment, and administration using the Junos operating system (Junos

OS) and Juniper Networks devices. In addition, the Juniper Networks Technical Library,

published in conjunction with O'Reilly Media, explores improving network security,

reliability, and availability using Junos OS configuration techniques. All the books are for

sale at technical bookstores and book outlets around the world. The current list can be

viewed at http://www.juniper.net/books .
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Objectives

This guide provides a reference for you to install, set up, and use the Junos Scope software.

The Junos Scope software is a Juniper Networks network management application that

lets you configure and monitor Juniper Networks routers on your network.

NOTE: For additional information about Junos OS—either corrections to or
information thatmight have been omitted from this guide—see the software
release notes at http://www.juniper.net/.

Audience

This guide is designed for the Junos Scope software administrator and those who have

access to manage Juniper Networks J Series (releases 9.3 and earlier), M Series, MX

Series, or T Series routing platforms.

To use this guide, you should have good UNIX (Solaris) system administration skills,

database administration skills (MySQL), an understanding of the Junos OS command-line

interface (CLI), and a knowledge of the Junos XML management protocol.

In addition, you need a broad understanding of networks in general, the Internet in

particular, networking principles, and network configuration. You must also be familiar

with one or more of the following Internet protocols:

• Border Gateway Protocol (BGP)

• Distance Vector Multicast Routing Protocol (DVMRP)

• Intermediate System-to-Intermediate System (IS-IS)

• Internet Control Message Protocol (ICMP) router discovery

• Internet Group Management Protocol (IGMP)

• Multiprotocol Label Switching (MPLS)

• Open Shortest Path First (OSPF)

• Protocol-Independent Multicast (PIM)

• Resource Reservation Protocol (RSVP)

• Routing Information Protocol (RIP)

• Simple Network Management Protocol (SNMP)

Personnel operating the equipment must be trained and competent; must not conduct

themselves in a careless, willfully negligent, or hostile manner; and must abide by the

instructions provided by the documentation.
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Supported Routing Platforms

For the features described in this manual, the Junos OS currently supports the following

routing platforms:

• J Series (releases 9.3 and earlier)

• M Series

• MX Series

• T Series

Using the Indexes

This reference contains a standard index with topic entries.

Documentation Conventions

Table 1 on page xxxvii defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Table 2 on page xxxvii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

xxxviiCopyright © 2010, Juniper Networks, Inc.
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• A policy term is a named structure
that defines match conditions and
actions.

• Junos System Basics Configuration
Guide

• RFC 1997,BGPCommunities Attribute

• Introduces important new terms.

• Identifies book names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure the machine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• The console port is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; IP addresses; configuration
hierarchy levels; or labels on routing
platform components.

Text like this

stub <default-metricmetric>;Enclose optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same line as the configuration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Enclose a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identify a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

J-Web GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Represents J-Web graphical user
interface (GUI) items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of J-Web
selections.

> (bold right angle bracket)
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Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can send your comments to

techpubs-comments@juniper.net, or fill out the documentation feedback form at

https://www.juniper.net/cgi-bin/docbugreport/. If you are using e-mail, be sure to include

the following information with your comments:

• Document or topic name

• URL or page number

• Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance

Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,

or are covered under warranty, and need postsales technical support, you can access

our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf .

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/ .

• JTAC Hours of Operation —The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides you with the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://www.juniper.net/alerts/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/
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http://www.juniper.net/company/communities/
http://www.juniper.net/cm/


To verify service entitlement by product serial number, use our Serial Number Entitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on the Web or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/ .

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, visit us at

http://www.juniper.net/support/requesting-support.html
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CHAPTER 1

Junos Scope Software Overview

This chapter provides an overview of the Junos Scope software, an element management

application that provides tools for managing IP services for configured devices on the

network, such as the J Series (releases 9.3 and earlier), M Series, MX Series, and T Series

routing platforms. (See Figure 1 on page 3.)

Figure 1: Junos Scope Software Element Management Tools

Junos Scope element management tools include:

• Looking Glass for viewing real-time operational, diagnostics, and troubleshooting

information for a selected device.

• Configuration Manager for managing current and archived device configurations. The

Web-based Configuration Browser lets you view the current device configuration. The

Web-based Configuration Editor lets you edit the current device configuration. The

repository tools let you archive and import device configurations, and store them in

the Junos Scope CVS repository. Other repository tools let you manipulate the archived

configuration and manage Junos OS-based scripts such as commit scripts, operation

(op) scripts, and event scripts.

• Inventory Management System for scanning the inventory, such as software, license,

and hardware, on selected devices on the network. The Inventory Management System
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also allows you to view predefined reports or generate custom reports. The system

also includes a demo database from which you can generate demo reports.

• Software Management for managing the download, installation, and deployment of

software images in a network.

• Provisioning for configuring MPLS and GRE tunnels and provisioning pseudowires.

• Monitor for viewing and managing scheduled and pending operations, the final status

of completed tasks, and all authentication activities and privileged operations performed

by authorized users. The Monitoring tool lets you purge status and log records that are

no longer needed.

• Settings (Administration) for modifying Junos Scope system settings that affect its

operation.

The following topics provide an overview of the Junos Scope software:

• Junos Scope Software Architecture on page 4

• Licensed Junos Scope Modules on page 6

• Junos Scope Software Features on page 7

Junos Scope Software Architecture

The Junos Scope software is a Web server application that runs on a UNIX workstation.

You can connect to the Junos Scope software and log in from a client workstation running

a Microsoft Internet Explorer 6 or Netscape Navigator 6 Web browser or later with

JavaScript enabled. Junos Scope accepts Hypertext Transfer Protocol over Secure Sockets

Layer (HTTPS) or Hypertext Transfer Protocol (HTTP) connections. (See Figure 2 on

page 5.)
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Figure 2: Junos Scope Software Architecture

The Junos Scope software includes a Structured Query Language (SQL) database for

storing the data collection. The Junos Scope software is bundled with MySQL, a relational

database management system (RDBMS) which provides an SQL interface for extracting

Inventory Management System information to an external inventory application. The

Junos Scope software also includes a Concurrent Versions System (CVS) repository for

archiving revisions of configuration files.

The Junos Scope software is a client of the Junos XML protocol server that runs on the

router. The Junos Scope software connects to the Junos XML protocol server, which

allows connection to routers using Junos XML protocol-specific access protocols, such

as secure sockets layer (SSL) (a protocol for sending encrypted text over a Transmission

Control Protocol [TCP] connection), and clear-text. The Junos Scope software uses the

Junos XML management protocol to interact with the router, sending and receiving

information in Extensible Markup Language (XML) for operations such as archiving,

restoring, and browsing a configuration file, and obtaining router operational status

information.
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The Junos Scope software connects to Juniper Networks J Series (releases 9.3 and earlier),

M Series, MX Series, and T Series routing platforms running the current Junos OS Release

and including at least two previous releases. Starting Release 9.3, Junos Scope software

also supports devices running BXOS software.

NOTE: Junos Scope features such as Looking Glass, transfer on commit,
partial config audit, config editor, config view, deploy scripts, and disable
scripts are not supported on BXOS devices.

The Junos Scope software provides security between the client and the server. MD5 RSA

certification is available between the Junos Scope server and the client Web browser.

All communication is encrypted between the client Web browser and the Junos Scope

server. The Junos Scope software installation creates an X.509 digital certificate for the

HTTPS server. The Junos Scope software administrator can use self-assigned certificates

or have one assigned by a trusted certificate authority.

The Junos Scope software installer installs the Junos Scope software. The installer owns

the installation and has privileges to upgrade and reconfigure.

The Junos Scope installation program creates an administrator account that allows the

Junos Scope administrator to log in to the software and set up systems settings that

control how the software operates. See “Settings” on page 13.

Licensed Junos ScopeModules

Some Junos Scope software modules, such as Looking Glass, Configuration Management,

Inventory Management, Provisioning, and Software Management, are available only if

they are licensed and if the software administrator has installed them. If a software

module is not installed, it is disabled (unavailable) on the Junos Scope main window,

and you cannot use it.

In the Junos Scope main window shown below, Looking Glass and Software Manager

are neither licensed nor installed.
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Junos Scope Software Features

The main window is displayed when you log in to the software using a Web browser on

a client workstation. The main window includes the main command links to all of the

various Junos Scope software modules. For more information about the parts of the

Junos Scope main window, see Figure 16 on page 473.

The Junos Scope software provides the following main modules. They appear as main

command menus and as tabs in the Junos Scope software user interface. Each main

menu has a set of submenus that correspond to administrator or user tasks.

• Looking Glass on page 8

• Configuration Management on page 8

• Inventory Management on page 10

• Software Manager on page 11

• Provisioning on page 12

7Copyright © 2010, Juniper Networks, Inc.

Chapter 1: Junos Scope Software Overview



• Monitor on page 12

• Settings on page 13

Looking Glass

The Looking Glass module provides a graphical user interface (GUI) for querying and

viewing device status and troubleshooting information from connected devices, including

router chassis, system management, Adaptive Services (AS) Physical Interface Card

(PIC), Border Gateway Protocol (BGP), Intermediate System-to-Intermediate System

(IS-IS), Open Shortest Path First (OSPF), Multiprotocol Label Switching (MPLS), and

Resource Reservation Protocol (RSVP) status information. For more information about

Looking Glass, see “Using Looking Glass” on page 449.

ConfigurationManagement

The Junos Scope software configuration management module lets users manage device

configurations that are currently running on connected devices and configurations that

have been archived or imported in the Junos Scope CVS repository.

Current

The configuration management module lets you view and edit current device

configurations using the Configuration Browser and the Configuration Editor.

Configuration Browser

(Configuration > Current >View) Provides a GUI for viewing the setup of the currently

committed configuration that is running on a selected device. Use the Configuration

Browser to view the configuration statement hierarchy in brief or detailed mode, including

viewing statement inheritance. For more information, see “Using the Configuration

Browser” on page 457.

Configuration Editor

(Configuration > Current > Edit) Provides a GUI for editing a configuration on a selected

device. Use the Configuration Editor to modify the existing configuration. You can also

use the Configuration Editor to commit the modified configuration, as well as discard

any unwanted configuration changes. If a device has redundant Routing Engines,

committed changes will be synchronized on both the master and backup. For more

information, see “Using the Configuration Editor” on page 463.

Repository

The configuration management module lets you archive and import devices configurations

into the Junos Scope CVS repository. The repository holds version of device configurations.

Each device can have many different versions of a configuration in the repository. Once

a device configuration version is stored in the Junos Scope repository, you can manipulate

it, including tag, audit, compare, display, or restore.

Archive

(Configuration > Repository > Archive) Lets you download the active configuration file

from a device or group of devices. The downloaded version of the configuration file is

archived in the Junos Scope software CVS repository. You can save configuration archive

operations and combine them with other operations, such as restore and inventory scan,
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to be run concurrently or sequentially in real time or at a scheduled interval. For more

information, see “Archiving and Manipulating Device Configurations” on page 197.

Archive Tags

(Configuration > Repository > Archive Tags) Lets you associate tags with a configuration

version so you can compare it with another version. The comparison can be made with

the active or current configuration or with a version from the Junos Scope CVS repository.

For more information about tagging device configurations, see “Setting Up Archived

Configuration Tags and Auditing Configurations and Partial Configurations” on page 213.

Audit Configurations

(Configuration > Repository > Audit Configurations) Lets you check for differences

between device configuration versions in the Junos Scope CVS repository for one or more

devices. For more information about auditing differences in device configurations, see

“Setting Up Archived Configuration Tags and Auditing Configurations and Partial

Configurations” on page 213.

Compare

(Configuration > Repository > Compare) Lets you compare the differences between the

contents of two revisions of a configuration file that you select in Junos Scope. By default,

the Junos Scope software compares the newer revision of a configuration file to an older

one. You can also select to compare an older revision of a configuration file with a newer

one. For more information, see “Comparing Configuration Files” on page 229.

Display

(Configuration > Repository > Display) Displays the contents of a configuration file

revision that you select in Junos Scope. For more information, see “Displaying a

Configuration File” on page 241.

Transfer on Commit

(Configuration > Repository > Transfer on Commit) Lets you configure devices to transfer

its currently active configuration to Junos Scope each time a candidate configuration is

committed. For more information, see “Configuring the Junos Scope Server for Transfer

on Commit” on page 204.

Import

(Configuration > Repository > Import) Lets you import into Junos Scope a portion or all

of a device configuration that you have saved in ASCII file format to a file on the local file

system. The imported configuration is stored in the CVS repository. You can then compare,

display, or restore the imported configuration. For more information about importing

configuration files, see “Importing and Deleting Configuration Files” on page 233.

Restore

(Configuration > Repository > Restore) Uploads an archived configuration file to the

device from which it was archived or uploads an imported configuration to a selected

device. Junos Scope locks the device configuration and loads the new configuration on

the device, overriding or merging (discarding) the old configuration. Junos Scope issues

a commit confirmed command and a commit-configuration Junos XML protocol XML tag
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command. If the target device has installed and configured dual Routing Engines, Junos

Scope issues acommitsynchronizecommand. Junos Scope then unlocks the configuration.

If an error occurs, Junos Scope issues a rollback command, causing the configuration to

revert to the last saved configuration.

You can save configuration restore operations and combine them with other operations,

such as archive and inventory scan, to be run concurrently or sequentially in real time or

at a scheduled interval.

For more information, see “Restoring a Configuration File” on page 245.

Delete

(Configuration > Repository > Delete) Lets you delete user imported configuration files

from the Junos Scope CVS repository. For more information see “Importing and Deleting

Configuration Files” on page 233.

Save

(Configuration > Repository > Save) Lets you save archived configurations to a local file

system. For more information see “Archiving and Manipulating Device Configurations”

on page 197.

Edit

(Configuration > Repository > Edit) Lets you edit an archived configuration file. For more

information see “Archiving and Manipulating Device Configurations” on page 197.

Scripts

(Configuration > Repository > Scripts) Lets you Lets you manage Junos OS-based scripts.

Junos OS-based scripts such as commit scripts, operation (op) scripts, and event scripts

can be imported into the Junos Scope CVS repository from the local file system and

deployed to a group of routers.You can also view, edit, compare, and disable these scripts.

For more information see “Managing Junos Scripts” on page 253.

Inventory Management

The Inventory Management System module consists of two main features: Scan and

Reports.

If the Inventory Management System software module is not licensed for use, the Junos

Scope software administrator should select not to install it. If this software module is

not installed, it is disabled (unavailable) in the Junos Scope main window.

An external inventory application can connect to the Inventory Management System

database and extract inventory data, such as hardware, software, licensed features, and

inventory scan events, from the database by way of a Structured Query Language (SQL)

interface. A unique username and password must be configured during the Junos Scope

software installation to enable read-only access to the Inventory Management System

database.
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The Inventory Management System includes Demo reports generated from a

demonstration database so you can learn how to use report features with having to

actually scan device inventory on the production network.

Scan

The Scan feature scans the inventory of one or more selected devices for hardware,

software feature licenses, and Junos OS and its installed packages. The Inventory

Management System scans devices in real time or as part of a scheduled operation. You

can save inventory scan operations and combine them with other operations, such as

archive and restore, to be run concurrently or sequentially in real time or at a scheduled

interval.

For more information about scanning inventory items on devices, see “Scanning Inventory

Data” on page 371.

Reports

Once device inventory has been scanned and stored in the Junos Scope database, you

can generate various predefined or user-specified reports. You can manipulate inventory

reports using tools to sort, query, and configure columns. You can save custom inventory

reports, including user-specified definitions and controls. All Junos Scope users can view

and share saved inventory reports. The Inventory Management System displays reports

in a browser in HTML, and can also be exported in Extensible Markup Language (XML),

comma-separated values (CSV) text, Adobe PDF, and Microsoft Excel formats. For more

information, see “Using Inventory Reports” on page 377.

Repository

The Inventory Management System repository allows you to schedule custom inventory

reports to run at a specified time without intervention and to view archived custom

inventory reports that have been run.

• Schedule—The Junos Scope Inventory Management System now allows you to run

custom inventory reports (such as event, hardware, software, and license) at a specified

time without intervention. You can schedule custom inventory reports that you save

to a filename. You can also save scheduled custom inventory report operations and

combine them using Task Manager (Settings > Saved Operations) with other operations,

such as archive, restore, inventory scan, install software image, and download software

image.

• Repository—You can view scheduled report status using Monitor > Status. Scheduled

reports are archived in the Inventory Management System repository for future viewing

in Adobe PDF or Microsoft Excel format.

For more information about scheduling and viewing custom inventory reports, see

“Scheduling Custom Inventory Reports and Viewing Archived Inventory Reports” on

page 401.

SoftwareManager

Software Manager is a licensable module that controls the deployment and installation

of Junos OS images in a network. Administrators can use Software Manager as the central
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management point from which to import, download and install software images in a

controlled and auditable manner. Used with other Junos Scope features, such as the

Task Manager, Scheduler and Inventory Manager, Software Manager allows the

administrator to better control how and when Junos OS images are rolled out in a network.

For more information about Software Manager, see “Using the Software Manager” on

page 429.

Provisioning

Provisioning is a licensable module that enables you to provision MPLS and GRE tunnels

as well as pseudowires for carrying legacy network traffic over MPLS and IP networks.

To access Provisioning tab, you must have installed IP Backhaul manager license.

Provisioning tab enables you to configure and provision MPLS and GRE tunnels, and to

provision, filter, and test pseudowires. For more information about Provisioning, see

“Using Pseudowires” on page 285.

Monitor

The Junos Scope monitor operations component lets users perform the following tasks.

Operations

Display a schedule of pending operations that are configured. You can also delete

operations. An operation appears in Manage Operations when you use the Configuration

> Repository > Archive command and the Inventory Management > Scan command to

set an archive schedule for a specified time and interval. An operation is not listed when

you schedule an operation using the Now option. For more information, see “Managing

Operations” on page 345.

Status

Display the status of all Junos Scope operations run on all devices, groups, or selected

devices. You can apply a filter to see only specific operations, such as operations run at

a specific time or with a particular status. The Junos Scope operations are listed by device

or group name on which the operation occurs, operation status, operation start time, last

update time, and any message about the operation. Operation status includes pending,

connecting, writing, success, or error. For more information, see “Viewing and Maintaining

Operation Status” on page 347.

Audit Log

Display the records of all Junos Scope user authentication activities and privileged

operations that are stored in the database. Authentication activities include user logins,

login failures, logouts, and session timeouts. Privileged operations are changes of

information in the system or network, including configuration commits, configuration

archives, user account additions, user account deletions, password changes, device

additions, device deletions, label association changes, and authentication information

changes. User authentication activity and privileged operation audit records are also sent

as system log messages to the system log server and to an optional RADIUS accounting

server if one is configured.
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Purge

Delete unwanted records from both the Status and Audit Log tables. The Status Log

displays the records of all Junos Scope operations run on all devices, groups, or selected

devices. The Audit Log table displays the records of all Junos Scope user authentication

activities and privileged operations that are stored in the database. You can filter the

records you don’t want by specified criteria.

Settings

The Junos Scope system settings component lets the administrator set up the software

to work with the following information.

Authentication Information

Specify the authentication information (login and password for accessing a device). The

Junos Scope software administrator can chose to have sensitive data encrypted at export.

For more information, see “Setting Up Authentication Information” on page 37.

AccessMethods

Specify the access method (Junos XML protocol access protocol to connect to the Junos

XML protocol server running on a device) configured on a device for remotely connecting

to that device from the Junos Scope software. The Junos Scope software administrator

can chose to have sensitive data encrypted at export. For more information, see “Setting

Up Access Methods” on page 45.

Devices

Connect to and discover information about devices on the network. The Junos Scope

software performs operations on devices, such as archive, display, compare, or restore.

Additionally, the Junos Scope software scans devices for inventory information. You can

associate a device with one or more text labels used to statically organize a group of

devices for Junos Scope operations. For more information, see “Setting Up Devices” on

page 55.

Groups

Group devices for performing immediate or scheduled operations using criteria, such as

device name, model, hostname, comment, or label (see “Labels” on page 13). For more

information, see “Setting Up Groups” on page 69.

Labels

Labels, in free text format, provide a way to statically associate a group of devices. A

label must have a unique name, such asEdge; an optional category name, such asRouter

Type, so you can logically organize labels; and an optional comment to help you

understand the label purpose. You can associate an existing label with one or more

devices. You can use a label as a rule in the group criteria wizard for setting up groups of

devices. For more information about setting up labels, see “Setting Up Labels” on page 85.

For more information about associating a device with a label, see “Setting Up Devices”

on page 55. For more information about using a label to create a group, see “Setting Up

Groups” on page 69.
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Schedules

Specify the time or interval when you want the Junos Scope software to perform

operations on one or more devices, such as archive, display, or compare a device

configuration, or scan device hardware, software, or licensed feature inventory. For more

information, see “Setting Up Schedules” on page 91.

Users

Provides the following user authentication:

• Local Authentication—Set up local accounts and a template account so that local

users and users with RADIUS accounts can log in to Junos Scope with the appropriate

permissions. For more information, see “Setting Up User Local Authentication” on

page 99.

• User Group Authorization—Create user groups of one or more Junos Scope users that

have specified permissions and access to devices and device groups configured in the

Junos Scope software. The administrator can associate devices and device groups to

a user group. User group authentication provides four predefined user groups:

administrator, read-write user, read-only user, and nobody. Every user group must be

associated with one of permission level: superuser, read-write, read-only, and none.

For more information about user group authorization, see “Setting Up User Group

Authorizationand Viewing User Permissions” on page 109.

• Authentication Policy—Configure and enforce an authentication policy for each Junos

Scope user. The Junos Scope administrator can edit the user authentication policy,

including locking the account, specifying maximum login attempts, and setting an

access window within which the failed login attempts occur. For more information

about authentication policy, see “Editing a User Authentication Policy” on page 139.

RADIUS Configuration

Set up RADIUS server host information so that users with RADIUS accounts can log in

to Junos Scope. The Junos Scope administrator can also specify the port to which all

user authentication activity and privileged operation audit records are sent. For more

information, see “Setting Up RADIUS Configuration” on page 147.

Import/Export All Data

Import or export required Junos Scope database data from or to another Junos Scope

server.

Export All

The Junos Scope administrator can now export all Junos Scope data, with the following

options for sensitive data:

• Encrypt sensitive data and provide key at import time—Sensitive data is exported

encrypted and the key to decrypt it is not included in the exported data, but is supplied

during import.
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• Encrypt sensitive data and include decryption key—Sensitive data is exported encrypted,

along with the key needed to decrypt the data. This lets you easily export authentication

information to another system.

• Export sensitive data unencrypted—Sensitive data is not encrypted at export.

Import All

The Junos Scope administrator can import sensitive data by supplying a key if the data

was exported using the “ encrypt sensitive data and provide key at import time” method.

Select an import method to be used if a conflict occurs between existing records stored

in the Junos Scope server and imported records when synchronizing Junos Scope settings

imported from multiple servers. The available import method options include ignore,

merge, and override.

For more information, see “Importing and Exporting All Settings Data” on page 163.

Saved Operations (TaskManager)

You can save operations such as archive, restore, and inventory scan from devices on

the network and reuse them to build compound operations. You can specify the order in

which you want these compound operations to be executed. Reusing operations reduces

production time and errors.

Use the Task Manager (Setting > Saved Operations) to create compound operations

from archive, restore, or inventory operations that you save to reuse later. From Task

Manager (the Saved Operations page), you can add compound operations, specify their

execution order, run operations in real time or as part of an existing schedule, view simple

operation settings. Edit the order in which compound operations run (concurrently or

sequentially), and delete operations.
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PART 2

Installing Junos Scope Software

• Installing, Reconfiguring, Reinstalling, Upgrading, or Uninstalling the Junos Scope

Software on page 19

• Uninstalling the Junos Scope Software on page 33
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CHAPTER 2

Installing, Reconfiguring, Reinstalling,
Upgrading, orUninstalling the JunosScope
Software

This chapter describes how to install the Junos Scope software to run on a UNIX server

in your network, how to connect to the software from a supported Web browser, and

how to log in. It also describes how to reinstall, upgrade, and uninstall the software.

The user who installs the Junos Scope software on a Linux server as root must exist in

\etc\passwd. This is a MySQL requirement. The Junos Scope installer must provide the

Junos Scope software administrator username and password.

This chapter includes the following topics:

• Junos Scope Software System Requirements on page 20

• Junos Scope Software Client Workstation Requirements on page 22

• RADIUS Server Requirements on page 22

• Prerequisite Information on page 22

• Installation Overview on page 23

• Starting the Junos Scope Software Installation on page 24

• Installing the Junos Scope Software on page 25

• Reconfiguring the Junos Scope Software on page 28

• Reinstalling and Upgrading the Junos Scope Software on page 29

• Starting the Junos Scope Software Manually on page 29

• Starting the Junos Scope Software Automatically at Boot Time on page 29

• Connecting to the Junos Scope Software from a Client Workstation and Logging

In on page 30

• Stopping the Junos Scope Software on page 31

• Shutting Down the Junos Scope Software on page 31

• Where to Go from Here on page 31
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Junos Scope Software SystemRequirements

You can install the Junos Scope software on a UNIX Sun Solaris or Linux server. Ensure

that the UNIX server on which you install the Junos Scope software meets the minimum

system requirements. For a Sun Solaris server, see Table 3 on page 20. For a Linux server,

see Table 4 on page 20.

Sun Solaris Server SystemMinimumRequirements

Before you install the Junos Scope software on a UNIX Sun Solaris server, ensure that

the server meets the minimum system requirements shown in Table 3 on page 20.

Table 3: Junos ScopeMinimumSunSolaris Server SystemRequirements

MinimumRequirementSystem

Solaris 5.8 and aboveOperating system

UltraSPARC III or equivalentProcessor

1.3 GHz or fasterSpeed

1 gigabyte (GB)RAM

1 GBFree disk space

Red Hat Linux Server SystemMinimumRequirements

Before you install the Junos Scope software on a UNIX Linux server, ensure that the server

meets the minimum system requirements shown in Table 4 on page 20. (See also “Red

Hat Enterprise Linux ES File Package Requirements” on page 21.)

Table 4: Junos ScopeMinimum Linux Server SystemRequirements

MinimumRequirementSystem

Red Hat certified hardware platformsHardware

Red Hat Enterprise Linux ES version 3 and 4Operating system

Pentium 4 processorProcessor

2.8 GHz or fasterSpeed

1 GBRAM

1 GBFree disk space
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NOTE: To receive system logmessages fromthe JunosScope software, start
syslogd in Red Hat Enterprise Linux with the -r option.

Red Hat Enterprise Linux ES File Package Requirements

If a minimal install of Red Hat Enterprise Linux ES is done on the server, the Junos Scope

software administrator should ensure that the file packages shown in Table 5 on page 21

are installed for the Junos Scope software to run properly. Each package should be

available in a full install of Red Hat Enterprise Linux ES.

Table 5: Red Hat Enterprise Linux ES File Package Requirements

Required File PackagesVersion

krb5-libs-1.2.7-44.i386.rpm

XFree86-libs-4.3.0-81.EL.i386.rpm

Red Hat Enterprise Linux ES version 3 (Update 5)

krb5-libs-1.2.7-47.i386.rpm

XFree86-libs-4.3.0-97.EL.i386.rpm

Red Hat Enterprise Linux ES version 3 (Update 6)

compat-libcom_err-1.0-5.i386.rpm

krb5-libs-1.3.4-12.i386.rpm

xorg-x11-deprecated-libs-6.8.2-1.EL.13.6.i386.rpm

xorg-x11-libs-6.8.2-1.EL.13.6.i386.rpm

Red Hat Enterprise Linux ES version 4 (Update 1)

compat-libcom_err-1.0-5.i386.rpm

krb5-libs-1.3.4-17.i386.rpm

xorg-x11-deprecated-libs-6.8.2-1.EL.13.6.i386.rpm

xorg-x11-libs-6.8.2-1.EL.13.6.i386.rpm

Red Hat Enterprise Linux ES version 4 (Update 2)

To verify that the file package krb5-libs-1.3.4-17.i386.rpm is installed, use the following

command:

hostname% rpm --query --package krb5-lib-1.3.4-17.i386.rpm

You can install each package individually using rpm, from the original Red Hat Enterprise

Linux ES distribution.

To install the file package xorg-x11-libs-6.8.2-1.EL.13.6.i386.rpm, use the following

command:

hostname% rpm --install xorg-x11-libs-6.8.2-1.EL.13.6.i386.rpm
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Junos Scope Software ClientWorkstation Requirements

Ensure that the client workstation from which you connect to the Junos Scope software

is running either Microsoft Internet Explorer 6 or Netscape Navigator 6 or later with

JavaScript enabled. Also ensure that you enable cookies on the browser. If you try to

launch Junos Scope on Internet Explorer or Firefox with the cookies disabled, every click

will take you to the login page.

RADIUS Server Requirements

Ensure that the Remote Authentication Dial-In User Service (RADIUS) server complies

with RFC 2865.

Prerequisite Information

Before you install the Junos Scope software, you should know the following information:

• The user who installs the Junos Scope software on a Linux server as root must exist in

\etc\passwd. This is a MySQL requirement.

• SQL database connection—The Junos Scope default installation uses a locally installed

MySQL database for which the default Java Database Connectivity (JDBC) URL is

appropriate. If you enter a URL that points to a JDBC database other than the one

bundled with the product, it is not supported.

• Information for creating an X.509 digital certificate—The Junos Scope software

installation creates an X.509 digital certificate for the HTTPS server. You must provide

the following information:

• Common server name; for example, nms.juniper.net.

• Organization that runs the server; for example, Juniper Networks, Inc.

• State or province where the server is located; for example, California.

• Country where the server is located; for example, a two-letter code such as US.

• Junos Scope software installation directory—By default, the Junos Scope software is

installed into the current working directory.

• Recommended Java Runtime patch cluster—The Junos Scope installation recommends

the current patch cluster for the Junos Scope software for correct operation. For

example, for a workstation running Solaris 5.8, the following patch cluster is required:

J2SE_Solaris_8_Recommended Patch Cluster. The patch cluster is available from

http://sunsolve.sun.com/pub-cgi/show.pl?target=patches/patch-access. Installation

must be performed by root. If your workstation does not have the required patch cluster,

you can install it after the Junos Scope installation.
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Installation Overview

This section provides an overview summary of what happens when you run the Junos

Scope software installation program. The installation program does the following:

• Displays the Junos Scope Software License Agreement for you to accept. If you do not

accept the agreement, the installation program will not continue.

• Informs you of and recommends the proper Java Runtime patch cluster that must be

installed for the UNIX workstation operating system. If your workstation does not have

the proper patch cluster, the Junos Scope software will not operate correctly. You can

install the patch cluster as root after you install the Junos Scope software.

• Checks the Junos Scope software installation file data integrity and extracts the required

files. If a data integrity problem is detected, the installation will not continue.

• Asks whether you want to protect user, group, or all data files.

• Prompts for the HTTPS port that the Junos Scope software Web server uses for its

transactions. It is recommended that you use the HTTPS port for communication

between the Junos Scope Web browsers and the Junos Scope server.

• Asks whether you want the Junos Scope software Web server to accept insecure HTTP

requests and prompts for the HTTP port on which to listen.

• Asks whether you want the Junos Scope software Web server to resolve client

addresses.

• Prompts for the JDBC URLs to access the Junos Scope database and the Junos Scope

demo database.

• Prompts for the key used to encrypt and decrypt sensitive data.

• Prompts for the password for the Junos Scope software database superuser.

• Prompts for the Junos Scope software database username and password.

• Prompts for the database username and password for the SQL interface to the Inventory

Management System.

• Asks whether you want to enable the SQL interface to the Inventory Management

System.

• Prompts for the Junos Scope software administrator username and password.

• Confirms whether you want to enable Junos Scope debug logging.

• Prompts for a pipe or syslog logging server facility to indicate how the syslog daemon

(syslogd) decides where to send Junos Scope software system log messages it receives.

There are eight logging facilities commonly used for syslog, including local0 through

local7. The default is local2.

• Generates an X.509 digital certificate to authenticate the Junos Scope HTTPS Web

server.

• Confirms whether you want to continue the Junos Scope installation, go back and

change existing installation settings, or quit.
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• Extracts the database files and generates an X.509 digital certificate with the settings

you indicated.

• Prompts you to select to install the Junos Scope software licensed features—such as

Looking Glass, Configuration Manager (Configuration menu), or Inventory

Management—that you have purchased and are authorized to use. Only the software

features that you install will be enabled in the Junos Scope main window.

• Prepares the Junos Scope software database tables, then installs them.

• Initializes and checks the Junos Scope software database.

• Starts Tomcat, an application server from the Apache Software Foundation that

executes Java servlets and renders Web pages.

Starting the Junos Scope Software Installation

This section describes how to start the Junos Scope software installation. Before installing

the Junos Scope software, ensure that the workstation meets the system requirements

(see “Junos Scope Software System Requirements” on page 20). You can download the

Junos Scope software from the Juniper Networks Web site.

Downloading the Junos Scope Software from the Juniper Networks SoftwareWeb Page

To download the Junos Scope software, follow these steps:

1. Using a Web browser, go to the following location:

http://www.juniper.net/support/csc/swdist-encr/swdist-jtk/

2. Log in to the Juniper Networks authentication system using your username and

password supplied by a Juniper Networks representative. To download the software,

you must have a service contract and an access account. If you do not have an access

account, complete the registration form at the Juniper Networks Web site,

https://www.juniper.net/registration/Register.jsp.

3. Download the Junos Scope software to your local UNIX host.

4. Start the Junos Scope installation program with the following command:

hostname% download-directory/jtk-install-X.XXX.X-sunos5-sparc.sh install-directory

or

hostname% download-directory/jtk-install-X.XXX.X-linux2-i386.sh install-directory

Replace download-directory with the directory into which you downloaded the Junos

Scope software from the software download page.

/jtk-install-X.XXX.X-sunos5-sparc.sh or jtk-install-X.XXX.X-linux2-i386.sh is the

Junos Scope software file. Replace X with the software version to download (for

example, 7.3R1.3).

Replace install-directorywith the directory in which to install the Junos Scope software.

If you do not specify an installation directory, the software is installed in the current

directory.
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For information about installing Junos Scope, see “Installing the Junos Scope Software”

on page 25.

Installing the Junos Scope Software

To install the Junos Scope software, follow these steps:

1. To accept the Junos Scope Software License Agreement, type Yes. If you do not

accept the terms of the agreement, you cannot install the Junos Scope software.

The Junos Scope installation informs you that if problems are encountered with the

Java Runtime, you must install or update the required patch cluster. The installation

recommends the required patch cluster; for example for Solaris 5.8,

J2SE_Solaris_8_Recommended Patch Cluster is required. Patch clusters are available

from http://sunsolve.sun.com/pub-cgi/show.pl?target=patches/patch-access. We

recommend that you install the latest patch cluster before reporting problems with

the Java Runtime.

On a Linux server, the Junos Scope installation checks to ensure that the required linux

packages are installed. If any of the packages (see “Red Hat Enterprise Linux ES File

Package Requirements” on page 21) are missing the installation lists the missing

packages and waits for you to press any key to continue with the Junos Scope

installation. We recommend that you install all the linux packages for proper

functioning of Junos Scope features.

2. To confirm whether you want to continue the Junos Scope installation or quit, type

C.

The Junos Scope installation checks the installation file data integrity, then extracts

the installation files. This process takes a few minutes.

3. Specify how you want to protect Junos Scope data files. The available options for

protecting data files associated with Junos Scope include:

• user—Only the user installing Junos Scope can read.

• group—Any user in the Junos Scope installer's group can read but not write.

• all—Any Junos Scope user can read but not write.

4. Indicate the HTTPS port on which the Junos Scope Web server should listen for HTTPS

requests. The default port is 8443.

NOTE: If you specify a port number less than 1024, the servermust run as
root.

It is recommended that you use the HTTPS port for communication
between the Junos ScopeWeb browsers and the Junos Scope server.

5. Indicate the HTTP port on which to listen for HTTP requests. The default port is 8080.
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NOTE: If you specify a port number less than 1024, the servermust run as
root.

6. Indicate the port on which the Junos Scope server should listen for control messages.

The recommended port is 8005. The server listens on local port 8005 for control.

Connections can only be made from the local host.

7. Indicate the HTTP port on which the Junos Scope report server should listen. The

default is 8888.

8. Indicate the JDBC URLs for accessing the Junos Scope database. The default URL is

jdbc:mysql://localhost/jtk.

9. Indicate the JDBC URLs for the demo database. The default URL is

jdbc:mysql://localhost/demo.

10. Type the key used to encrypt and decrypt the import and export of sensitive data. This

key can be up to 16 characters long. Retype the password to confirm it. The key is

concealed and stored in the Junos Scope software.

11. Confirm whether you want the Junos Scope installation to install MySQL in

<install-directory>/mysql. The default is yes. If MySQL is already installed on the

workstation, indicate no to use that database.

12. (Prompted only if install is done as root.) Type the username of the person installing

the Junos Scope software, not root. If the Junos Scope installation is run by root,

MySQL will change its UID identifier to a less privileged user. Unless using privileged

ports, the Junos Scope server is also run as this user.

NOTE:

A JunosScope software password shouldmeet the following restrictions:

• Allow the full range of ASCII characters (except control characters).

• Enforce aminimum of 6 characters.

• Require a change in the character set, including uppercase, lowercase,
numeric, and punctuation.

13. (Prompted only if install is done as root.) Type the name of the group that owns the

Junos Scope installation. The default is the primary group of the user you specified in

Step 12.

14. Type the password for the database (internal) administrative user, then retype the

password to confirm it. The password should contain numbers and/or punctuation.

15. Type the database user for JDBC access. The default is jtk. All access to the Junos

Scope database is done as this user.

16. Type the password for the database user, then retype the password to confirm it. The

password should contain numbers and/or punctuation.
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17. Confirm whether you want to enable access to the Inventory Management System

SQL interface. The default isno. If you selectno, the database username and password

(see Steps 18 and 19) will not be displayed because the SQL interface is not enabled.

WARNING: If you select no, the SQL interface cannot be accessed by any

other application or host except Junos Scope clients. If you select yes, the

MySQL database can be accessed by any application with Inventory
Management System user credentials.

18. (If you enabled the Inventory Management System SQL interface) Type the username

for the SQL interface to the Inventory Management System database. The default is

ims.

19. (If you enabled the Inventory Management System SQL interface) Type a password

for the SQL interface to the Inventory Management System, then retype the password

to confirm it. The password should contain numbers and/or punctuation.

20. Type the Junos Scope administrative user account name. The default account name

is admin. The Junos Scope installation creates this initial Junos Scope administrative

user account so the administrator can use it to add other users.

21. Type the password for the Junos Scope administrator, then retype the password to

confirm it. The password for the administrator should not match the username, and

should not be a word that can be easily guessed.

22. Confirm whether you want to enable debug logging for technical support purposes.

The default is no.

23. Type the idle session timeout in minutes. The default is 60 minutes.

24. Type the syslog facility or pipe where you want the syslog daemon (syslogd) to sent

Junos Scope software system log messages it receives. The available eight logging

facilities include local0 to local7. The default is local2.

25. Type the Java Virtual Machine (JVM) heap size in Mega Bytes. The default and minimum

recommended JVM heap size is 675 MB. You need to enter at least the minimum

recommended value of the JVM heap size to proceed with the installation. You can

specify a higher JVM heap size value for better performance but it may affect the

server startup process.

26. Provide the following information to generate an X.509 certificate for the Junos Scope

HTTPS server (Web browsers will not accept a certificate that appears to belong to

a different host):

• The common name for the Junos Scope software server. For example, specify the

Common Name field of an X.509 certificate. A wildcard entry such as *.juniper.net

will work. The default name is the hostname.

• The organization unit that runs the server (optional). For example, specify Network

Management.

• The organization that runs the server. For example, specify Juniper Networks Inc.
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• The locality name or location of this server (optional). For example, specify

Sunnyvale.

• The state or province where the server is located. For example, specify California.

• The country code where this server is located. For example, type a two-letter code

such as US or AU.

27. Enter the Junos Scope software serial number available in the Software Serial Number

Certificate email, or printed on the Junos Scope CD label and then re-enter the serial

number to confirm.

28. Select the Junos Scope software features that you are licensed to operate: Looking

Glass, Configuration Manager (Configuration menu), Inventory Manager, Software

Manager, or IP Backhaul Manager. If you do not have a license to install a feature,

select no (the default). If you have a license to install a feature, select yes. Any feature

that you select not to install will be disabled (unavailable) in the Junos Scope main

window.

• For more information about the Looking Glass feature, see “Using Looking Glass”

on page 449.

• For more information about the Configuration Manager features, see “Using the

Configuration Browser” on page 457 and “Using the Configuration Editor” on page 463.

• For more information about the Inventory Management feature, see “Using Inventory

Reports” on page 377.

• For more information about the Software Manager feature, see “Using the Software

Manager” on page 429.

• For more information about the IP Backhaul Manager feature, see “Using

Pseudowires” on page 285.

29. Confirm whether you want to continue the Junos Scope installation, start over, reset

the selections to their default, or quit.

The Junos Scope installation program extracts the database files and generates a

certificate for the settings that you indicated. For example, CN=sunmaker.juniper.net,

OU=Engineering, O=Juniper Networks Inc., S=California, C=US.

The Junos Scope installation takes a few minutes to prepare and install the database

tables. The installation then shuts down the database, then restarts and checks it.

The installation starts Tomcat, an application server from the Apache Software

Foundation that executes Java servlets and renders Web pages. When this is done,

the Junos Scope installation is complete.

Reconfiguring the Junos Scope Software

You can change the following Junos Scope software installation settings without rerunning

the installation program.
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• The HTTPS and HTTP ports on which the Junos Scope Web server should listen

• The port on which the Junos Scope server listens for control messages

• The HTTP port on which the Junos Scope report server should listen

• The Java Database Connectivity (JDBC) URL for accessing the Junos Scope database

• Access to the Inventory Management System SQL interface

• Debug logging

• Idle session timeout

• Licensed software modules

You cannot change some settings such as passwords.

To change Junos Scope software settings, use the following command:

hostname% <install-directory>/jtk/bin/jtk-setup.sh

Reinstalling and Upgrading the Junos Scope Software

The process for reinstalling or upgrading the Junos Scope software is the same as for

installing the software. To install the Junos Scope software, see “Installing the Junos

Scope Software” on page 25.

To reinstall or upgrade the Junos Scope software, you must use the same user ID as the

one used for the currently installed software.

Starting the Junos Scope SoftwareManually

The Junos Scope software is automatically started after you install or upgrade the Junos

Scope software. If you stop the Junos Scope software, you can restart it using the following

procedure.

To start the Junos Scope software after running the installation program, follow these

steps:

1. Type the following command:

hostname% <install-directory>/jtk/rc.d/jtk start

2. Connect to the Junos Scope software server and log in. For more information, see

“Connecting to the Junos Scope Software from a Client Workstation and Logging In”

on page 30.

If you reboot the UNIX workstation on which you installed the Junos Scope software, the

Junos Scope software will not start automatically. For more information, see “Starting

the Junos Scope Software Automatically at Boot Time” on page 29.

Starting the Junos Scope Software Automatically at Boot Time

To start the Junos Scope software and the database when the UNIX workstation boots,

type the following command:
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hostname% ln -s <install-directory>/jtk/rc.d/jtk/ /etc/rc2.d/S99jtk

Connecting to the Junos Scope Software from a ClientWorkstation and Logging In

You can connect to the Junos Scope software Web server from a UNIX or PC client

workstation running Microsoft Internet Explorer 6 or Netscape Navigator 6 or later.

The Junos Scope administrator can log in to Junos Scope with the administrative username

and password specified during the installation process.

The default administrative username is admin. The administrator can add new users to

log in and use the Junos Scope software. Each user must have a unique username and

password. For more information about adding new users, see “Setting Up User Local

Authentication” on page 99.

To connect to the Junos Scope software Web server and log in, follow these steps:

1. Start your Web browser.

2. Enter the following URL in your Web browser Address text box:

https://hostname:port-number/jtk

Where hostname is the name of the UNIX workstation on which the Junos Scope

software is installed, andport-number is the port on which the Junos Scope Web server

listens for HTTPS requests. The default port is 8443. The Junos Scope Login dialog

box appears.

3. In the Username text box, type the administrative username. The username is the

Junos Scope software administrative username specified during installation.

4. In the Password text box, type the administrative user’s password.

5. Click Log In. The Junos Scope main window appears.
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For more detailed information about the Junos Scope main window, see “Junos Scope

Main Window” on page 473.

Stopping the Junos Scope Software

To stop the Junos Scope software and the database, type the following command:

hostname% <install-directory>/jtk/rc.d/jtk stop

Shutting Down the Junos Scope Software

To automatically shut down the Junos Scope software during system shutdown, type

the following commands:

hostname% In -s <install-directory>/jtk/rc.d/jtk /etc/rc2.d/K19jtk
hostname% In -s <install-directory>/jtk/rc.d/jtk /etc/rc0.d/K19jtk

Where to Go fromHere

To set up the Junos Scope software for configuration and fault management operations,

see the following sections:

• To specify the authentication information (login and password for accessing a router)

configured on a router for remotely connecting to that router from the Junos Scope

software, see “Setting Up Authentication Information” on page 37.

• To specify the access method (Junos XML protocol access protocol to connect to the

Junos XML protocol server running on a router) configured on a router for remotely

connecting to that router from the Junos Scope software, see “Setting Up Access

Methods” on page 45.
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• To specify the Juniper Networks routing platforms to which you want to connect the

Junos Scope software, see “Setting Up Devices” on page 55.

• To specify router groups for configuration management operations, see “Setting Up

Groups” on page 69.

• To add labels for dynamically organizing and categorizing groups of devices, see “Setting

Up Labels” on page 85.

• To add schedules for archiving router configuration files, see “Setting Up Schedules”

on page 91.

• To add user local authentication and RADIUS configuration settings, see “Setting Up

User Local Authentication” on page 99.

• To configure user authentication on a RADIUS server and in the Junos Scope software

so that users with a RADIUS account can log in to the Junos Scope software, see

“Setting Up RADIUS Configuration” on page 147.

• To import all Junos Scope data from another server or to export all Junos Scope data

to another server, see “Importing and Exporting All Settings Data” on page 163.
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CHAPTER 3

Uninstalling the Junos Scope Software

This chapter describes how to stop and remove the Junos Scope software that is running

on a UNIX server. Uninstall should either be performed as the UNIX user who first installed

the Junos Scope software or as root.

• Starting the Junos Scope Software Uninstall Process on page 33

Starting the Junos Scope Software Uninstall Process

To uninstall the Junos Scope software, follow these steps:

1. Stop the Junos Scope software and database by changing to the directory where you

installed the Junos Scope software and typing the following command:

hostname% <install-directory> /jtk/rc.d/jtk stop

2. Remove the Junos Scope software by typing the following command:

hostname% rm -rf <install-directory>

NOTE: This command removes the Junos Scope <install-directory> ,

including all data.

33Copyright © 2010, Juniper Networks, Inc.



Copyright © 2010, Juniper Networks, Inc.34

Junos 10.4 Junos Scope Software User Guide



PART 3

Modifying JunosScopeSoftwareSettings

• Setting Up Authentication Information on page 37

• Setting Up Access Methods on page 45

• Setting Up Devices on page 55

• Setting Up Groups on page 69

• Setting Up Labels on page 85

• Setting Up Schedules on page 91

• Setting Up User Local Authentication on page 99

• Setting Up User Group Authorizationand Viewing User Permissions on page 109

• Setting Up a Global Authentication Policy on page 131

• Editing a User Authentication Policy on page 139

• Setting Up RADIUS Configuration on page 147

• Importing and Exporting All Settings Data on page 163

• Using Task Manager (Saved Operations) on page 171

35Copyright © 2010, Juniper Networks, Inc.



Copyright © 2010, Juniper Networks, Inc.36

Junos 10.4 Junos Scope Software User Guide



CHAPTER 4

Setting Up Authentication Information

This chapter describes how to set up the Junos Scope software to connect to routing

platforms on your network for configuration operations.

You can specify the authentication information (login and password for accessing a

router) configured on a router for remotely connecting to that router from the Junos

Scope software. The Junos Scope software supports secure sockets layer (SSL) and

clear-text access protocols. We recommend that you set up authentication information

and access methods before you set up routers.

You can import authentication information from another Junos Scope server or export

it as backup or for importing to another server.

You must have superuser permissions to set up authentication information.

This chapter includes the following topics:

• Prerequisites for Authentication Information on page 37

• Understanding Authentication Information and Access Methods on page 37

• Adding Authentication Information on page 38

• Viewing Authentication Information on page 38

• Editing Authentication Information on page 39

• Importing Authentication Information on page 41

• Exporting Authentication Information on page 42

• Deleting Authentication Information on page 43

Prerequisites for Authentication Information

You should know the authentication user account (login name and password) configured

on the router for users to access that router. The user account information is configured

on the router at the [edit system login] hierarchy level.

Understanding Authentication Information and AccessMethods

If each router has the same username, password, and access protocol configured, you

can set up one access method for all routers.
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Different Junos Scope users can use the same authentication information to access a

router if they all have the same permissions. If a user’s permissions are different, you

must create two different authentication information entries.

You can create two access methods using the same authentication information and

different access protocols. Or you can create two access methods with the same

selections but with a different access method name.

Adding Authentication Information

To add additional authentication information, follow these steps:

1. From the Junos Scope main window, click Settings > Authentication Information. The

Authentication Information dialog box appears.

2. Click Add. The Add Authentication Information dialog box appears.

3. In the Authentication Information Name text box, type a name for the authentication

information. This name will be listed in the Authentication Information drop-down

list box in the Add Access Methods dialog box.

4. In the Username text box, type a user login name that is configured on the router. This

must be the username of a valid user on the router.

5. In the Password text box, type a user password that is configured on the router. This

must be the password of a valid user on the router.

6. In the Confirm Password text box, retype the user password to confirm it.

7. Click OK. The Authentication Information dialog box appears with the new

authentication information listed.

Viewing Authentication Information

To view added authentication information, follow these steps:

1. From the Junos Scope main window, click Settings > Authentication Information. The

Authentication Information dialog box appears.
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The authentication information is listed alphabetically by Authentication Information

Name. From the Authentication Information dialog box, you can add, edit, delete,

export, or import authentication information. Select the check box for the

authentication information item to edit or delete.

2. Select one of the following ways to export authentication information from the Junos

Scope software:

• Encrypt sensitive data and provide key at import time—Sensitive data is exported

encrypted and the key to decrypt it is not included in the exported data, but is supplied

during import.

• Encrypt sensitive data and include decryption key—Sensitive data is exported encrypted,

along with the key needed to decrypt the data. This lets you easily export authentication

information to another system.

• Export sensitive data unencrypted—Sensitive data is not encrypted at export.

Editing Authentication Information

To edit existing authentication information that has changed on a router, follow these

steps:

1. In the Junos Scope main window, click Settings > Authentication Information. The

Authentication Information dialog box appears.

2. Select the check box for the authentication information that you want to edit.

3. Click Edit. The Edit Authentication Information dialog box appears.
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4. Edit the appropriate authentication information.

5. Click OK. The edited authentication information is listed in the Authentication

Information dialog box.

You can also change your password by clicking on the Change Password link located at

the top right corner of the dialog box. To change you password, follow these steps:

1. Click on the Change Password link located at the top right corner of the dialog box.

The Change Password dialog box appears.

2. Enter the new password in the Password field.

3. Enter the same value in the Confirm Password field to confirm the new password.

4. Click Submit to change your password or click Reset to reset the fields to their original

values.

You can also change your password in the Junos Scope server using command-line

interface (CLI) commands. To change your password, follow these steps:

1. Login to the Junos Scope server and enter jtk/rc.d/cliutility and enter your username

when prompted.

user@host> jtk/rc.d/cliutility
Please authenticate yourself
User name:

2. To change your password, enter the following command: change password
“username” “newpassword”

user@host>change password “user1” “newpassword123”
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Importing Authentication Information

You can import authentication information from another Junos Scope server or by using

the provided sample XML import file export-import-sample.xml, located on the Junos

Scope server.

Importing authentication information is useful when you do not want to enter setup

information manually.

To import authentication information, follow these steps:

1. In the Junos Scope main window, click Settings >Authentication Information. The

Authentication Information dialog box appears.

2. Click Import. The Import Authentication Information dialog box appears.

3. In the File text box, either browse to or type the name of the XML file that you want

to import. For example, you can import the default access.xml file exported from

another Junos Scope server, or use the export-import-sample.xml file as a guide to

generate a file to import.

4. Type the key to decrypt the sensitive authentication information data that you want

to import. The key is required if you selected not to include it when the data was

exported. This key can be up to 16 characters long and was created during the Junos

Scope installation.

5. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.
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• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record merges with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.

6. Click Import. The Import status dialog box appears.

The dialog box indicates the number of records imported successfully and

unsuccessfully. The Details column provides a description for records that fail import.

7. Click OK. The imported data is listed in the Authentication Information dialog box.

Exporting Authentication Information

You can export authentication information that you want to back up or import to another

Junos Scope server.

To export authentication information, follow these steps:

1. In the Junos Scope main window, click Settings >Authentication Information. The

Authentication Information dialog box appears.
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2. Click Export. The File Download dialog box appears.

3. Click Save to export the Authentication Information and save it to the local file system

in a file named Junos Scope-access-methods.xml. Click Open to view the export file

contents.

Deleting Authentication Information

NOTE: You cannot delete authentication information that is currently being
used by an accessmethod. Youmust first delete the accessmethod, then
delete the authentication information. You cannot delete an accessmethod
if it is currently being used by a device. Youmust first delete the device, then
delete the accessmethod.

To delete authentication information, follow these steps:

1. In the Junos Scope main window, click Settings >Authentication Information. The

Authentication Information dialog box appears.

2. Select the check box for the authentication information that you want to delete.

3. Click Delete. The authentication information is deleted from the Authentication

Information table.
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CHAPTER 5

Setting Up Access Methods

This chapter describes how to set up the Junos Scope software to connect to routing

platforms on your network for configuration operations.

You can specify the access method (Junos XML protocol or NETCONF access protocol

to connect to the Junos XML protocol or NETCONF server running on a router) configured

on a router for remotely connecting to that router from the Junos Scope software. The

Junos Scope software supports secure sockets layer (SSL) and clear-text access protocols

for Junos XML protocol, and Secure Shell (SSH) for NETCONF. We recommend that you

set up access methods before you set up routers.

You can import access method information from another Junos Scope server or export

it as backup or for importing to another server.

You must have superuser permissions to set up access methods.

This chapter includes the following topics:

• Understanding the Junos XML management protocol on page 45

• Supported Junos XML protocol Access Protocols on page 46

• Prerequisites for Establishing a Junos XML protocol Server Connection on page 46

• Understanding the NETCONF XML management protocol on page 49

• Understanding Authentication Information and Access Methods on page 50

• Adding an Access Method on page 50

• Viewing Access Methods on page 51

• Editing Access Method Information on page 51

• Importing Access Methods on page 52

• Exporting Access Methods on page 53

• Deleting Access Methods on page 54

Understanding the Junos XMLmanagement protocol

The Junos XML management protocol is an Extensible Markup Language (XML)

application that Juniper Networks routers use to exchange information with client

applications. XML is a metalanguage for defining how to mark the organizational structures

and individual items in a data set or document with tags that describe the function of
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the structures and items. The Junos XML management protocol defines tags for describing

router components and configuration.

Client applications can configure or request information from a router by encoding the

request with Junos XML protocol tags and sending it to the Junos XML protocol server

on the router. (The Junos XML protocol server is a component of the management daemon

[mgd process] running on the router and does not appear as a separate entry in process

listings.) The Junos XML protocol server directs the request to the appropriate software

modules within the router, encodes the response in Junos XML protocol tags or formatted

ASCII as requested by the client application, and returns the result to the client application.

For example, to request information about the status of a router’s interfaces, a client

application can send the Junos XML protocol <get-interface-information> tag element.

The Junos XML protocol server gathers the information and returns it in the

<interface-information> tag element. For more information about the Junos XML protocol

server, see the Junos XML Management Protocol Guide.

Supported Junos XML protocol Access Protocols

The Junos Scope software uses SSL and clear-text Junos XML protocol access protocols

(see Table 6 on page 46), which also specify the associated authentication mechanism.

The SSL protocol is preferred because it encrypts security information (such as a

password) before transmitting it across the network. The clear-text protocol does not

encrypt security information.

Table 6: Supported Access Protocols and AuthenticationMechanisms

Authentication
MechanismAccess Protocol

Junos XML
protocol-specific

clear-text, a Junos XML protocol-specific protocol for sending
unencrypted text over a Transmission Control Protocol (TCP)
connection

Junos XML
protocol-specific

SSL, a Junos XML protocol-specific protocol for sending encrypted
text over a TCP connection

Prerequisites for Establishing a Junos XML protocol Server Connection

To create a connection, both the Junos XML protocol server and the client application

must be able to access the software for the access protocol used by the client application.

The Junos XML protocol server can access the protocols listed in Table 6 on page 46

because the Junos OS distribution includes them. On most operating systems, client

applications can access the software for TCP (used by the Junos XML protocol-specific

clear-text protocol) as part of the standard distribution. For information about obtaining

SSL software, see http://www.openssl.org.
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The following topics describe the prerequisites for establishing a connection with the

Junos XML protocol server:

• Prerequisites for clear-text Connections on page 47

• Prerequisites for SSL Connections on page 47

When the prerequisites are satisfied, the client application connects to the Junos XML

protocol server by opening a socket or other communications channel to the Junos XML

protocol server machine (router) and invoking one of the remote-connection routines

appropriate for the programming language and access protocol that the application

uses.

Prerequisites for clear-text Connections

If the client application uses the clear-text protocol to send unencrypted text directly

over a TCP connection without using any additional protocol (such as SSL), you must

activate thexnm-clear-text service on port 3221 on the Junos XML protocol server machine.

To do this, follow these steps:

1. Enter command-line interface (CLI) configuration mode on the Junos XML protocol

server machine and issue the following command:

[edit]
user@host# set system services xnm-clear-text

2. Commit the configuration:

[edit]
user@host# commit

Prerequisites for SSL Connections

The SSL protocol uses public-private key technology, which requires a paired private key

and authentication certificate. To enable a client application to establish SSL connections,

follow these steps:

1. Install the SSL client on the machine where the client application runs.

Skip this step if the client application uses the Junos XML protocol Perl module

described in “ Write Perl Client Applications” in the Junos XML Management Protocol

Guide. As part of the Perl module installation procedure, you install a prerequisites

package that includes the necessary SSL software.

2. Use one of the following two methods to obtain an authentication certificate in

privacy-enhanced mail (PEM) format:

• Request a certificate from a Certificate Authority; these agencies usually charge a

fee.

• Issue the following openssl command to generate a self-signed certificate; for

information about obtaining the openssl software, see http://www.openssl.org.

The command writes the certificate and an unencrypted 1024-bit RSA private key

to the certificate-file.pem file. The command appears here on two lines only for

legibility:
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% openssl req -x509 -nodes -newkey rsa:1024 \
-keyout certificate-file .pem -out certificate-file .pem

3. Enter CLI configuration mode on the Junos XML protocol server and issue the following

commands to import the certificate. In the first command, substitute the certificate

name for the certificate-name variable. In the second command, for the URL-or-path

variable, substitute the name of the file that contains the paired certificate and private

key, either as a URL or as a pathname on the local disk.

[edit]
user@host# edit security certificates local certificate-name
[edit security certificates local certificate-name ]
user@host# set load-key-file URL-or-path?

NOTE: The CLI expects the private key in the specified file (URL-or-path

) to be unencrypted. If the key is encrypted, the CLI prompts for the
passphrase associated with it, decrypts it, and stores the unencrypted
version.

4. Issue the following commands to activate the xnm-ssl service, which listens on port

3220. In the last command, substitute the same value for the certificate-name variable

as in Step 3.

[edit security certificates local certificate-name ]
user@host# top
[edit]
user@host# edit system services
[edit system services]
user@host# set xnm-ssl local-certificate certificate-name

5. Verify that 127.0.0.1 is one of the IP addresses configured for the loopback interface,

lo0, on the Junos XML protocol server machine. The output from the show interfaces

lo0 command must include an address statement similar to the following:

[edit system services]
user@host# top
[edit]
user@host# show interfaces lo0
unit 0 {
family inet {
address 127.0.0.1/32;

}
}

If necessary, issue the following command to add the address at the [edit interfaces

lo0 unit 0 family inet] hierarchy level:

[edit]
user@host# set interfaces lo0 unit 0 family inet address 127.0.0.1

6. Commit the configuration:

[edit]
user@host# commit
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Understanding the NETCONF XMLmanagement protocol

The NETCONF XML management protocol (application programming interface) is an

Extensible Markup Language (XML) application that client applications use to request

and change configuration information devices that run operating systems that are

compatible with NETCONF XML management protocol. Applications use the API to

display, edit, and commit configuration statements (among other operations), just as

administrators use CLI configuration mode commands such as show, set, and commit

to perform those operations.

The NETCONF XML management protocol is described in RFC 4741, NETCONF

Configuration Protocol, available at http://www.ietf.org/rfc/rfc4741.txt.

Client applications request or change information on a routing platform by encoding the

request with tag elements from the NETCONF XML management protocol and sending

it to the NETCONF server on the routing platform. (The NETCONF server is integrated

into the Junos OS and does not appear as a separate entry in process listings.) The

NETCONF server directs the request to the appropriate software modules within the

routing platform, encodes the response in NETCONF XML management protocol XML

tag elements, and returns the result to the client application. For example, to request

information about the status of a routing platform’s interfaces, a client application sends

the <get-interface-information> tag element from the Junos XML API. The NETCONF

server gathers the information from the interface process and returns it in the

<interface-information> tag element.

For more information about NETCONF XML management protocol, see the Junos OS

NETCONF XMLManagement Protocol Guide.

Prerequisites for Establishing a NETCONF Server Session

The NETCONF server communicates with client applications within the context of a

NETCONF session. The server and client explicitly establish a connection and session

before exchanging data, and close the session and connection when they are finished.

Client applications access the NETCONF server using the SSH protocol and use the

standard SSH authentication mechanism.

Before you establish a NETCONF server session, ensure that:

• The NETCONF server and client applications comply withRFC4742,Using theNETCONF

Configuration Protocol over Secure Shell (SSH), available at

http://www.ietf.org/rfc/rfc4742.txt.

• SSH Software is installed on the configuration management server.

You must enable NETCONF over SSH protocol on port 830 of the device running

NETCONF server. To do this, enter the set system services netconf ssh command at the

command line interface of the NETCONF server device.

[edit]
user@host# set system services netconf ssh

49Copyright © 2010, Juniper Networks, Inc.

Chapter 5: Setting Up Access Methods

http://www.ietf.org/rfc/rfc4741.txt
http://www.ietf.org/rfc/rfc4742.txt


Understanding Authentication Information and AccessMethods

Setting up an access method requires that you add authentication information first, then

add access method information.

If each router has the same username, password, and access protocol configured, you

can set up one access method for all routers.

Different Junos Scope users can use the same authentication information to access a

router if they all have the same permissions. If a user’s permissions are different, you

must create two different authentication information entries.

You can create two access methods using the same authentication information and

different access protocols. Or you can create two access methods with the same

selections but with a different access method name.

Adding an AccessMethod

You are not done setting up access methods without at least one authentication

information entry. You can use the Add button to add a new entry, or edit or delete an

existing entry.

To add an access method, follow these steps:

1. From the Junos Scope main window, click Settings > Access Methods. The Access

Methods dialog box appears.

2. Click Add. The Add Access Method dialog box appears.

3. In the Access Method Name text box, type a name for the remote router access method

to use in the Junos Scope software. This is the access method name used in the Add

Device dialog box. See “Adding a Device” on page 56.

4. In the Access Method Type drop-down list box, select a supported access protocol

that is configured on the router:,Junos XML protocol over clear-text, Junos XML protocol

over SSL, or NETCONF over SSH.

NOTE: TheNETCONFoverSSHoption isavailableonly if youhave installed
IP Backhaul Manager license.

NOTE: Youmust choose the NETCONF over SSH option if you want to
accessBXOSdevices. BXOSdevices support only theNETCONFover SSH
accessmethod.

5. In the Authentication Information drop-down list box, select an authentication name.

This is the same name that you created in the Add Authentication Information dialog

box.

6. Click OK. The new access method is listed in the Access Methods dialog box.
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Viewing AccessMethods

To view added access methods, follow these steps:

1. From the Junos Scope main window, click Settings > Access Methods. The Access

Methods dialog box appears.

The access methods are listed alphabetically in the table by name, connection type,

and authentication information name. The Access Methods dialog box, lets you add,

edit, delete, export, or import data. Select the check box for the access method item

to edit or delete.

2. Select one of the following ways to export authentication information from the Junos

Scope software:

• Encrypt sensitive data and provide key at import time—Sensitive data is exported

encrypted and the key to decrypt it is not included in the exported data, but is

supplied during import.

• Encrypt sensitive data and include decryption key—Sensitive data is exported

encrypted, along with the key needed to decrypt the data. This lets you easily export

access methods information to another system.

• Export sensitive data unencrypted—Sensitive data is not encrypted

at export.

Editing AccessMethod Information

To edit access method information, follow these steps:

1. In the Junos Scope main window, click Settings > Access Methods. The Access Methods

dialog box appears.

2. Select the check box for the access method that you want to edit.
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3. Click Edit. The Edit Access Method dialog box appears.

4. Edit the access method name, access method type, or authentication information.

5. Click OK. The edited access method information is listed in the Access Methods dialog

box.

Importing AccessMethods

You can import access method or authentication information from another Junos Scope

server or by using the provided sample XML import fileexport-import-sample.xml, located

on the Junos Scope server.

Importing an access method or authentication information is useful when you do not

want to enter setup information manually.

To import access methods, follow these steps:

1. In the Junos Scope main window, click Settings >Access Methods. The Authentication

Information or Access Methods dialog box appears.

2. Click Import. The Import Access Methods dialog box appears.

3. In the File text box, either browse to or type the name of the XML file that you want

to import. For example, you can import the default access.xml file exported from
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another Junos Scope server, or use the export-import-sample.xml file as a guide to

generate a file to import

4. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record merges with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.

5. Click Import. The Import status dialog box appears.

The dialog box indicates the number of records imported successfully and

unsuccessfully. The Details column provides a description for records that fail import.

6. Click OK. The imported data is listed in the Access Methods dialog box.

Exporting AccessMethods

You can export access methods that you want to back up or import to another Junos

Scope server.

To export access methods, follow these steps:
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1. In the Junos Scope main window, click Settings >Access Methods. The Access Methods

dialog box appears.

2. Click Export. The File Download dialog box appears.

3. Click Save to export the access methods data and save it to the local file system in a

file named Junos Scope-access-methods.xml. Click Open to view the export file

contents.

Deleting AccessMethods

NOTE: You cannot delete authentication information that is currently being
used by an accessmethod. Youmust first delete the accessmethod, then
delete the authentication information. You cannot delete an accessmethod
if it is currently being used by a device. Youmust first delete the device, then
delete the accessmethod.

To delete an access method, follow these steps:

1. In the Junos Scope main window, click Settings >Access Methods. The Access Methods

dialog box appears.

2. Select the check box for the access method that you want to delete.

3. Click Delete. The access method is deleted from the Access Methods table or the

Authentication Information table.
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CHAPTER 6

Setting Up Devices

This chapter describes how to add the routers or devices on which you want to run Junos

Scope software configuration management and monitoring operations.

The Junos Scope software supports Juniper Networks routing platforms running the Junos

XML protocol server and Junos OS. In the Junos Scope software, each router must have

a unique device name, Domain Name System (DNS) name or IP address, remote access

method, model number, and an optional comment. We recommend that you set up

access methods before you set up devices (see “Setting Up Access Methods” on page 45).

You can associate one or more existing labels to a device when you add, copy, or edit it.

Labels, in free text format, provide a way to define static associations with a group of

devices, such as 'Region: North', 'Customer: Important', and so on. You create labels

using the Settings > Labels command. When you create labels, you can associate them

with devices. Operations such as archive configuration and scan inventory can be

performed on a large group of routers based on labels. For more information about setting

up labels, see “Setting Up Labels” on page 85.

You can import device information from another Junos Scope server or export it as backup

or for importing to another server.

You must have superuser permissions to set up devices.

The following topics describe how to manage devices using the Junos Scope software:

• Prerequisites for Adding a Device on page 56

• Adding a Device on page 56

• Associating a Device with a Label on page 58

• Copying a Device on page 59

• Viewing Devices on page 60

• Editing a Device on page 61

• Importing Device Information on page 62

• Exporting Device Information on page 64

• Deleting a Device on page 65

• Synchronizing the Device Details on page 66

• Updating Device Interface Details on page 67
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Prerequisites for Adding a Device

Before setting up devices, you should have the following information for each router you

want the Junos Scope software to manage:

• The name of the router that you want to use for the Junos Scope software.

• The router DNS name or IP address. This can be an IP address (you can specify the

loopback IP address) or DNS name ( router-name.domain-name ) that resolves to the

address that the Junos Scope software uses to connect.

• The Junos XML protocol access protocol configured on the router (see “Supported

Junos XML protocol Access Protocols” on page 46 and “Prerequisites for Establishing

a Junos XML protocol Server Connection” on page 46).

Adding a Device

You must first add a router, as described in this procedure, before you can manage it.

To add a device, follow these steps:

1. In the Junos Scope main window, click Settings > Devices. The Devices dialog box

appears.

2. Click Add. The Add Device—Enter Connection Information dialog box appears.

3. Type a DNS name or IP address for the device.

4. In the Access Method drop-down list box, select an access method for connecting to

the device.

5. Click Next.

The Junos Scope software connects to the device, and the Add a Device—Verify Device

Information dialog box appears displaying the device hostname, domain name,

hardware model number, Junos OS version and whether it is supported, and the

number of Routing Engines installed on the device.
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6. Click Next. The Add Device—Edit Device Information dialog box appears with the

information about the device already filled in.

7. Verify that the device information is correct and add a descriptive comment and

location of the device if required.

8. Click the label check box(es), if configured, at the bottom area of the dialog box to

associate the device with an existing label. A label is used to statically group multiple

devices so that Junos Scope operations, such as archive and inventory scan can be
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performed on them. For information about setting up labels, see “Setting Up Labels”

on page 85.

9. Click OK. The new device information is stored in the Junos Scope software database

and is listed in the Devices dialog box.

You can also add a device to the Junos Scope database using command-line interface

(CLI) commands. To add a device, follow these steps:

1. Login to the Junos Scope server and enter jtk/rc.d/cliutility and enter your username

when prompted.

user@host> jtk/rc.d/cliutility
Please authenticate yourself
User name:

2. To add a device, enter the following command:add device -name "device name"
-ip/dns "ip" -accessmethod "Method" -model <model > -location < location >
-comment < comment > -labels "labels"

user@host>add device -name "router5" -ip/dns "10.204.70.100" -accessmethod
"access" -model T320 -location americas -comment force added -labels "North"

Associating a Device with a Label

Use labels to statically organize devices into logical groups. You can associate a device

with existing labels when you add, copy, or edit a device. For more information about

creating labels, see “Setting Up Labels” on page 85.

To associate a device with a label, do the following:

1. In the Junos Scope main window, click Settings > Devices. The Devices dialog box

appears.

2. Add a new device, copy an existing device, or edit an existing device:

• For more information about adding a device, see “Adding a Device” on page 56.

• For more information about copying a device, see “Copying a Device” on page 59.
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• For more information about editing a device, see “Editing a Device” on page 61.

• From the Add Device—Edit Device Information dialog box, Add Device—Edit Device

Information dialog box, or the Devices—Edit Device dialog box, select one or more

label boxes at the bottom of a dialog box.

3. Click OK to associate the added, copied, or edited device with the label(s).

Copying a Device

To copy a device that you have added, follow these steps:

1. In the Junos Scope main window, click Settings > Devices. The Devices dialog box

appears.

2. Select the check box for the device you want to copy.

3. Click Copy. The Add Device—Edit Device Information dialog box appears. When you

copy a device, a number is appended to the device name corresponding to the number

of times you copied the device.

NOTE: You can copy a device up to nine times without renaming it. An
error message appears when you copy it the tenth time.
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4. Edit the device information for the device.

5. Edit the label associated with the copied device by clicking the appropriate check

boxes at the bottom area of the dialog box. Labels that are associated with the original

device are also checked for the copied device.

6. Click OK. The device is stored in the Junos Scope software database and is listed in

the Devices dialog box.

Viewing Devices

You can view at a glance the routers you configure and monitor using the Junos Scope

software. The Devices dialog box is empty until you add a device.

To view devices, do the following:
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1. in the Junos Scope main window, click Settings > Devices. The Devices dialog box

appears with a list of routers added for management by the Junos Scope software.

Devices are listed by device name, DNS name or IP address, access method, model

number, location, and comment.

You can sort the Devices table data by clicking column name. Clicking the column

name toggles between ascending and descending sort order.

From the Devices dialog box, you can add, copy, edit, delete, export, or

import devices.

Editing a Device

When there are changes to devices on your network, you can edit router information.

To edit a device, follow these steps:

1. In the Junos Scope main window, click Settings > Devices. The Devices dialog box

appears.

2. Select the check box for the device that you want to edit.

3. Click Edit. The Edit Device dialog box appears.
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4. Edit the device information as needed.

5. Edit the labels associated with a device by clicking the appropriate check boxes at

the bottom of the dialog box.

6. Click OK. The edited device information is stored in the Junos Scope software database

and is displayed in the Devices dialog box.

You can also edit a device in the Junos Scope database using command-line interface

(CLI) commands. To add a device, follow these steps:

1. Login to the Junos Scope server and enter jtk/rc.d/cliutility and enter your username

when prompted.

user@host> jtk/rc.d/cliutility
Please authenticate yourself
User name:

2. To edit a device, enter the following command: edit device -name "device name"
-ip/dns "ip" -accessmethod "Method" -model <model > -location < location >
-comment < comment > -labels "labels"

user@host>edit device -name "router5" -ip/dns "10.204.70.100" -accessmethod
"access" -model T320 -location americas -comment force added -labels "South"

Importing Device Information

You can import device information from another Junos Scope server, or you can use the

provided sample XML import file export-import-sample.xml as a guide.
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Importing device information is useful when you do not want to enter setup information

manually.

To import device information, follow these steps:

1. In the Junos Scope main window, click Settings >Devices. The Devices dialog box

appears.

2. Click Import. The Import Devices dialog box appears.

3. In the File text box, either type the name of the XML file that you want to import or

browse to it. For example, you can import the default devices.xml export file from

another Junos Scope server or use the provided sample export-import-sample.xml

XML file to generate a file to import.

4. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record merges with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.
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5. Click Import. The Import status dialog box appears.

The dialog box indicates the number of records imported successfully and

unsuccessfully. The Details column provides a description for records that fail import.

6. Click OK. The imported data is listed in the Devices dialog box.

Exporting Device Information

You can export device information that you want to back up or import to another Junos

Scope server.

To export device information, follow these steps:

1. In the Junos Scope main window, click Settings > Devices. The Devices dialog box

appears.

2. Click Export. The File Download dialog box appears.

3. Click Save to export the access methods data and save it to the local file system in a

file named Junos Scope-devices.xml. Click Open to view the export XML file content.
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NOTE: The Junos Scope- XML file prefix is not generated if you use the

Microsoft Internet Explorer 6.0Web browser to export Junos Scope setup
data. You will only see the devices filename.

Deleting a Device

You can delete devices that no longer exist or need management from the Junos Scope

software database.

NOTE: Youcannotdeleteadevice that is associatedwithanactiveoperation
schedule.Todelete thatdevice, youmustclickManageOperationsanddelete
the schedule associated with the device first, then delete the device using
the following procedure.

When you delete a device, the corresponding label(s) with which the device
is associated are also removed.

To delete a device, follow these steps:

1. In the Junos Scope main window, click Settings > Devices. The Devices dialog box

appears.

2. Select the check box for the device that you want to delete.

3. Click Delete.

The device is deleted from the Junos Scope database. Any operations scheduled for

the deleted device will fail unless you delete the scheduled operation using “Managing

Operations” on page 345.

You can also delete a device from the Junos Scope database using command-line

interface (CLI) commands. To delete a device, follow these steps:

1. Login to the Junos Scope server and enter jtk/rc.d/cliutility and enter your username

when prompted.
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user@host> jtk/rc.d/cliutility
Please authenticate yourself
User name:

2. To delete a device, enter the following command: delete device “device name”

user@host>delete device “router5”

Synchronizing the Device Details

You can update the Junos Scope database with the interface details of a device at any

desired time. Junos Scope gets the interface details from the device and updates the

database with these details.

To update the Junos Scope database with the device details, follow these steps:

1. In the Junos Scope main window, click Settings > Devices. The Devices dialog box

appears.

2. Click Sync Device Details. The Select Group or Device(s) for Re-sync dialog box

appears.

3. Select the device or group of devices whose details you want synchronize with the

Junos Scope database, from the Group or Select Devices list box. Shift-click to select

multiple devices from the Select Device(s) drop-down list box.

4. Click Next. The Confirm Selection dialog box appears.
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5. Confirm that the selections you made are correct and click Finish to synchronize the

interface details of the device with the Junos Scope database. Click Previous to return

to Select Group or Device(s) for Re-sync dialog box. Click Cancel to return to the

Device dialog box.

The View Status Records dialog box lists the synchronization status by Operation name,

Operation Type, Device Name, Report Name, User, Status, Start time, Last Updated Time

and Message.

Updating Device Interface Details

You can manually update the Junos Scope database with the details of a specific interface

of a device. Junos Scope gets the details of the specified interface from the device and

updates the database with these details. You can add, edit, or delete an interface from

the Junos Scope database. Junos Scope also provides you with the loopback address

field where you can set a loopback address for the device.

To update the interface details of a device in Junos Scope, follow these steps:

1. In the Junos Scope main window, click Settings > Devices. The Devices dialog box

appears.

2. Select the device whose details you want to update by selecting the check box in the

corresponding row..

3. Click Update Interface Details. The Update Interface Details dialog box appears.
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4. Type a loopback address for the device in the Loopback Address: field.

5. Type the name of the interface, whose details are to be updated in the Junos Scope

database, in the Enter Interface field.

6. Click Add in the Action column to add the interface to the list of interfaces displayed

in the Interfaces column.

You can remove interfaces from the Interfaces list by selecting the interface and

clicking Remove. Click Remove All to clear the Interface list.

7. ClickSave to save the loopback address and update the interface details of the device.

Click Reset to restore all the fields to the last saved values.

Click Cancel to go back to the Device List page.
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CHAPTER 7

Setting Up Groups

This chapter describes how to define groups of routers (devices) on which you want to

run Junos Scope operations. The Junos Scope software can perform operations on groups,

such as archiving a configuration file from a group of devices or scanning the hardware,

licensed features, and software packages installed.

You can associate devices with Junos Scope software operations. Groups are comprised

of devices that are associated by some common factor, such as device name, model,

hostname, comment, or label. A group is a separate entity that has no effect until you

associate it with an operation, such as archive.

You can specify the rules for querying a group from the device information stored in the

Junos Scope software database. You can define rules by combining a device attribute

(device name, device hostname, model, comment, or label) with a positive (“does/is” )

or negative (“not” ) comparison operator and a value. After you have added the first rule,

you can add other rules to the end of the list of rules, insert them after a given rule, or

insert them before a given rule with either “and” or “or” joining the new rule. You can also

delete existing rules from the list.

Device attributes (for example, name, model, as comparison) provide a way to

dynamically associate a group of devices. Label comparisons provide a way to statically

associate a group of devices.

We recommend that you set up devices before you set up groups so that there will be

device information in the Junos Scope software database from which to select. For

information about setting up devices for the Junos Scope software, see “Setting Up

Devices” on page 55.

You must have superuser permission to set up groups.

The following topics describe how to manage groups:

• Adding a Group on page 70

• Using a Label as a Group Rule Comparison on page 75

• Copying a Group on page 76

• Editing a Group on page 77

• Viewing Groups on page 79

• Viewing Group Members on page 79
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• Importing Group Information on page 80

• Exporting Group Information on page 82

• Deleting a Group on page 83

Adding a Group

You can add a group of two or more devices for management.

To add a group, follow these steps:

1. In the Junos Scope main window, click Settings > Groups. The Groups dialog box

appears.

2. Click Add. The Add Group dialog box appears.

3. In the Group Name text box, type a name for the device group that you want to add.

The group name can be as long as you want.

4. In the Comment text box, type an optional descriptive comment for the device group.

The comment can be as long as you want.

5. Click Criteria Wizard to create a rule for querying device group members from the

Junos Scope software database. The Define Group Membership Criteria dialog box

appears.

6. Click Append to add a criteria rule. The Add Condition dialog box appears.
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7. In the Comparisons drop-down list box, select the device information you want to

compare. The available options include device name, device hostname, model,

location, comment, and label. If you do not want to use a label as a comparison in a

rule, skip to Step 9.

8. To use an existing label as a rule to statically organize a group of devices, do the

following:

a. Select the Has Label option in the Comparisons drop-down list box. The Add

Condition dialog box appears listing the existing label and category names.

b. Select the label category and label name in the description drop-down list box.

c. Click OK.

9. Click either Text Compare or Numeric Compare, and do one of the following.

a. For Text Compare, follow these steps:

• From the first drop-down list box, select whether the comparison does or does

not compare.

• From the second drop-down list box, select whether the comparison contains,

begins with, ends with, or equals.

• In the text box, type the text that you want to compare.

b. For Numeric Compare, follow these steps:

• From the first drop-down list box, select whether the comparison is or is not a

comparison.

• From the second drop-down list box, select whether the comparison is greater

than, less than, or equal to.

• In the text box, type the value that you want to compare.

10. Click OK. The Define Group Membership Criteria dialog box appears, and the new

criteria rule is displayed.
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11. Click View Members to verify that the members (devices) you want are in the group

you specified. The Group Members dialog box appears.

12. Click OK. The Define Group Membership Criteria dialog box reappears.

13. Click Exit Criteria Wizard. The Add Group dialog box appears, and the Criteria Rule

you created is listed.

14. Click OK. The group is added to the Junos Scope software database and listed in the

Groups dialog box.
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AddingMultiple Criteria Rules with Logic

To add multiple criteria rules with logic, follow these steps:

1. Repeat Step 1 through Step 12 in “Adding a Group” on page 70.

2. In the Define Group Membership Criteria dialog box, select the criteria logic that you

want from the Logic (if adding new rule) drop-down list box; select either AND or OR.

3. Click Append.

You can also click one of the following command buttons:

• Insert After—Inserts the new rule after the criteria rule that you selected in Step 2.

• Insert Before—Inserts the new rule before the criteria rule that you selected in Step

2.

The Add Condition dialog box appears.
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4. In the Comparisons drop-down list box, select the device information you want to

compare. The available options include device name, device hostname, model,

location, and comment.

5. Select either Text Compare or Numeric Compare, and do one of the following.

a. For Text Compare, follow these steps:

• From the first drop-down list box, select whether the comparison does or does

not compare.

• From the second drop-down list box, select whether the comparison contains,

begins with, ends with, or equals.

• In the text box, type the text that you want to compare.

b. For Numeric Compare, follow these steps:

• From the first drop-down list box, select whether the comparison is or is not a

comparison.

• From the second drop-down list box, select whether the comparison is greater

than, less than, or equal to.

• In the text box, type the value that you want to compare.

6. In the Add Condition dialog box, click OK. The Define Group Membership Criteria dialog

box appears with the criteria rules displayed.
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7. To add another rule, repeat Step 2 through Step 6.

8. In the Define Group Membership Criteria dialog box, click Exit Criteria Wizard. The Add

Group dialog box appears.

9. In the Add Group dialog box, add a group name and an optional comment, then click

OK.

The group is added to the Junos Scope software database and the Groups dialog box.

Using a Label as a Group Rule Comparison

You can use a label as a comparison to create a group rule. You can select from existing

label comparisons.
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To use a label comparison to create a group rule, do the following:

1. From the Junos Scope main window, click Settings > Groups. The Group dialog box

appears with the existing groups displayed.

2. Click Add, or select a group box and click Copy or Edit. The Add Group or Edit Group

dialog box appears.

• For information about adding a group, see “Adding a Group” on page 70.

• For information about copying a group, see “Copying a Group” on page 76.

• For information about editing a group, see “Editing a Group” on page 77.

3. Click Criteria Wizard. The Define Group Membership Criteria dialog box appears.

4. Click Append. The Add Condition dialog box appears.

5. Select Has Label in the Comparisons drop-down list box. The Add Condition dialog

box displays the available labels.

6. Select a label.

7. Click OK. The Define Group Membership Criteria dialog box appears from which you

can exit the Criteria Wizard, view group members, add another rule condition, insert

a condition, delete a rule condition, or cancel the operation.

• For information about adding a group, see “Adding a Group” on page 70.

• For information about copying a group, see “Copying a Group” on page 76.

• For information about editing a group, see “Editing a Group” on page 77.

Copying a Group

To copy a group that you have created, follow these steps:

1. In the Junos Scope main window, click Settings > Groups. The Groups dialog box

appears with the added groups displayed.

2. Select the check box for the group you want to copy.

3. Click Copy.

The Add Group dialog box appears. A 1 (the number one) appears after the group

name (for example,copied-group-name 1).
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4. You can edit the group name and the comment. You can also modify the group criteria

by clicking Criteria Wizard. See “Adding a Group” on page 70.

5. Click OK. The copied group is added to the Groups dialog box.

Editing a Group

You can edit the group information when you want to make changes to the group name,

criteria rules, or comment.

To edit a group, follow these steps:
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1. In the Junos Scope main window, click Settings > Groups. The Groups dialog box

appears.

2. Select the check box for the group you want to edit.

3. Click Edit. The Edit Group dialog box appears.

4. You can edit the group name or the comment. The group name can be up to 20

characters in length. The comment can be as long as you want.

You can also edit the criteria rule by clicking Criteria Wizard and following these steps:

a. Click Criteria Wizard. The Define Group Criteria dialog box appears.

b. If you are adding a new rule to the existing selection criteria, select a criteria rule

option.

c. Select the Logic option that you want in the Logic drop-down list box; either AND

or OR.

d. Click one of the following:

• Exit Criteria Wizard—Exits the criteria wizard without adding a new criteria rule.

• View Members—Displays the devices that are in the group.

• Append—Adds the new rule to end of the existing rule.

• Insert After—Inserts the new rule after the existing rule.

• Insert Before—Inserts the new rule before the existing rule.

• Delete—Deletes the selected rule.

e. Click Exit Criteria Wizard. The edited group information appears in the Edit a Group

dialog box.

f. Click OK. The Groups dialog box appears with the edited group information. The

group information is also updated in the Junos Scope software database.
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Viewing Groups

You can view device groups that are available for management.

To view groups, in the Junos Scope main window, click Settings > Groups. The Groups

dialog box appears with the groups listed in alphabetical, ascending order by group

name, criteria rules, and comment.

Click a table column name to sort by that column. Clicking the column name toggles

between ascending and descending sort order.

From the Groups dialog box, you can add a new group, view group members, edit an

existing group, copy a group, or delete a group.

Viewing GroupMembers

You can view the devices or members that are included in a group.

To view group members, follow these steps:
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1. In the Junos Scope main window, click Settings > Groups. The Groups dialog box

appears with the added groups displayed.

2. In the Groups dialog box, select the check box for one or more groups for which you

want to view members.

3. Click View Members. The Group Members dialog box appears.

The Group Members dialog box displays the names of all devices in the selected

group(s).

4. Click OK.

Importing Group Information

NOTE: You can only import a group that you have exported from another
Junos Scope server. You cannot import a group using amodified
export-import-sample.xml file. For more information about exporting group

setup data, see “Exporting Group Information” on page 82.

Importing group information is useful when you do not want to enter setup information

manually.

To import group information, follow these steps:

1. In the Junos Scope main window, click Settings > Groups. The Groups dialog box

appears.

2. Click Import. The Import Groups dialog box appears.
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3. In the File text box, either browse to or type the name of the XML file that you want

to import. For example, you can import the default groups.xml file exported from

another Junos Scope server.

4. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record merges with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.

5. Click Import. The Import status dialog box appears.
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The dialog box indicates the number of records imported successfully and

unsuccessfully. The Details column provides a description for records that fail import.

6. Click OK. The imported data is listed in the Groups dialog box.

Exporting Group Information

You can export group information that you want to save to the local file system or import

to another Junos Scope server.

To export group information, follow these steps:

1. In the Junos Scope main window, click Settings > Groups. The Groups dialog box

appears.

2. Click Export. The File Download dialog box appears.

3. In the File Download dialog box, click Save to export the file and save it to the local

file system in a file named Junos Scope-groups.xml. Click Open to view the contents

of the export XML file.

4. Click Export.
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Deleting a Group

You can delete group information from the Junos Scope software database. When you

delete a group, you are not deleting the devices. You only delete the information that

groups the devices from the Junos Scope software database.

NOTE: You cannot delete a group that is used in a scheduled operation. You
must firstdelete theoperationscheduled for thegroup, thendelete thegroup
using the Settings > Groups command. See “Managing Operations” on
page 345.

To delete a group, follow these steps:

1. In the Junos Scope main window, click Settings > Groups. The Groups dialog box

appears.

2. Select one or more groups that you want to delete.

3. Click Delete.

The group is deleted from the Junos Scope software database. Any scheduled

operations associated with the group will fail unless you remove the operation. For

more information, see “Managing Operations” on page 345.

83Copyright © 2010, Juniper Networks, Inc.

Chapter 7: Setting Up Groups



Copyright © 2010, Juniper Networks, Inc.84

Junos 10.4 Junos Scope Software User Guide



CHAPTER 8

Setting Up Labels

This chapter describes how to create labels, or text names, that help you to statically

organize a large group of devices on the network so that Junos Scope operations, such

as archive configuration and scan inventory, can be performed on them.

A label consists of a unique name, a category used to logically organize labels, and a

comment to describe the purpose of the label. For example, you could create the following

labels—North, South, East, and West—in a category called Region.

You can associate an existing label with one or more devices. You can also use a label

as a rule in the group criteria wizard for setting up groups of devices. For more information

about associating a device with a label, see “Setting Up Devices” on page 55. For more

information about using a label as a criterion for creating a group, see “Setting Up Groups”

on page 69.

You can edit, copy, and delete labels. Additionally, you can import labels that have been

saved to the local file system from another Junos Scope server and export them to the

local file system.

You must have superuser permissions to set up labels.

The following topics describe how to set up labels using the Junos Scope software:

• Adding a Label on page 85

• Associating Devices with a Label on page 86

• Editing a Label on page 87

• Copying a Label on page 87

• Viewing Labels on page 87

• Importing a Label on page 87

• Exporting a Label on page 88

• Deleting a Label on page 88

Adding a Label

To add a label, follow these steps:
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1. Click Settings > Labels. The Labels dialog box appears. The Labels dialog box is empty

until you add labels.

2. Click Add. The Add Label dialog box appears.

3. In the Name text box, type a label name.

A label must have a unique name that does not match any existing label or group

name used in the Junos Scope software. For example, you could use a network name,

customer name, a specific service name, and so on. The label name can be up to 40

characters long.

4. In the Category text box, type a category for the label. The category is a name that

you can use to group related labels. For example, you can specify the type of network,

a customer location, or the type of device. The category name is 40 characters long.

5. In the Comment text box, type an optional comment. The comment should describe

the purpose of the label.

6. Click OK. The label is listed in the Labels dialog box. For more information, see “Viewing

Labels” on page 87.

Associating Devices with a Label

You can associate devices that have been added to the Junos Scope software with an

existing label. Associating a label with a device lets you statically control Junos Scope

operations that occur on multiple devices, such as archiving a device configuration or

scanning device inventory.

To associate a label with a device, follow these steps:

1. Click Settings > Labels. The Labels dialog box appears.

2. Click Associate Devices in the Actions column for the label that you want to associate.

The Associate Devices to Label dialog box appears.

3. Select one or more available devices that you want to associate with the selected

label:

• Use Shift+click to select several devices in a row in the Available Devices list box.

• Use Ctrl+click to randomly select several devices in the Available Devices list box.

• Click Add to add the selected available devices to the Selected Devices list box.

• Click Add All to add all of the selected devices to the Selected Devices list box.

• Click Remove to clear selected devices from the Selected Devices list box.

• Click Remove All to clear all devices from the Selected Devices list box.

4. Click OK.
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Editing a Label

You can edit a label name, category, or optional comment.

To edit a label, follow these steps:

1. Click Settings > Labels. The Labels dialog box appears.

2. Click Edit in the Actions column for the label you want to edit. The Edit Label dialog

box appears.

3. Edit the label name, category, or comment.

4. Click OK.

Copying a Label

Copying a label provides a quick way of adding similar labels. You must however, edit

the label name so that it is unique.

To copy a label, follow these steps:

1. Click Settings > Labels. the Labels dialog box appears.

2. Click Copy in the Actions column of the label you want to copy. The Copy Label dialog

box appears.

3. Edit the label name so that it does not match any other label name. You can also edit

the label category or comment.

4. Click OK.

Viewing Labels

You can view, at a glance, the labels that you have added.

To view existing labels, follow these steps:

1. Click Settings > Labels. The Labels dialog box appears.

2. You can sort the Name, Category, and Comment columns in ascending or descending

order. Click a column to sort it in ascending order; click the column again to sort it in

descending order.

Importing a Label

You can import labels that have been saved to the local file system from another Junos

Scope server.

To import labels from a file on the local file system, follow these steps:
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1. Click Settings > Labels. The Import Labels dialog box appears.

2. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record merges with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.

3. Click Import. The Import Results dialog box appears indicating the import status of

the label.

4. Click OK. The imported data is listed in the Labels dialog box.

Exporting a Label

You can export all labels that you have added to a file on the local file system. The label

information is exported in XML format. The resulting file is called export.

To export all label information, follow these steps:

1. Click Settings > Labels. The Labels dialog box appears.

2. Click Export. The File Download dialog box appears.

3. Click Save to export the labels data and save it to the local file system in a file named

Junos Scope-labels.xml. Click Open to view the labels export file content.

4. Navigate to where you want to save the Label export file.

5. Click Save.

Deleting a Label

You can delete labels that you no longer need.

To delete a label, follow these steps:
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1. Click Settings > Labels. The Labels dialog box appears.

2. Click Delete in the Actions column for the label that you want to delete.

The label is deleted from the Junos Scope database provided no scheduled operation

is using the label. If the label is being used by a scheduled operation, a message

appears stating that the label is already in use. In that case, delete the scheduled

operation that includes the labels you want to delete (see “Deleting a Schedule” on

page 97).
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CHAPTER 9

Setting Up Schedules

This chapter describes how to set up schedules for running a configuration management

operation, such as archive, restore, and inventory scan. You can specify the date, time,

and interval when you want a Junos Scope software operation to occur.

A schedule is an independent entity that has no effect until you use it for an operation.

When you set up a schedule, you are not doing anything operation related. You can use

the same schedule for multiple operations.

When you want to see information about when an operation ran and when it is scheduled

to run again, use the Manage > Operations command (see “Viewing Scheduled

Operations” on page 345). The Operations page provides status information only for

operations run using an existing schedule not for operations run using the Now schedule

option.

You can import schedule information from another Junos Scope server or export it as

backup or for importing to another server.

You must have superuser permission to set up a schedule.

This chapter includes the following topics:

• Adding a Schedule on page 91

• Copying a Schedule on page 92

• Viewing Schedules on page 93

• Editing a Schedule on page 94

• Importing Schedule Information on page 94

• Exporting Schedule Information on page 96

• Deleting a Schedule on page 97

Adding a Schedule

As the Junos Scope software administrator, you can add a schedule for archiving a

configuration file from an added router.

To add a schedule, follow these steps:
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1. In the Junos Scope main window, click Settings > Schedules. The Schedules dialog

box appears.

2. Click Add. The Add Schedule dialog box appears.

3. In the Schedule Name text box, type a name for the archive schedule that you want

to add. The schedule name must be less than 20 characters long.

4. In the Start Date drop-down list boxes, select a schedule start date.

5. In the Start Time drop-down list boxes, select a schedule start time.

6. In the Time Interval drop-down list box, select the schedule time interval.

7. In the Comment text box, type an optional descriptive schedule comment.

8. Click OK.

The schedule is saved in the Junos Scope software database and is listed in the

Schedules dialog box.

Copying a Schedule

To copy a schedule that you have added, follow these steps:

1. In the Junos Scope main window, click Settings > Schedules. The Schedules dialog

box appears.

2. Select the check box for the schedule you want to copy.

3. Click Copy. The Add Schedule dialog box appears.
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The copied schedule appears with a 1 (the number one) after its name.

4. Edit the copied schedule appropriately using the procedure “Editing a Schedule” on

page 94.

5. Click OK. The copied schedule is listed in the Schedules dialog box.

Viewing Schedules

You can view all schedules that have been added for Junos Scope software management.

To view schedules, in the Junos Scope main window, click Settings > Schedules. The

Schedules dialog box appears with the list of added schedules.

From the Schedules dialog box, you can add, edit, or delete one or more schedules.

Click a table column name to sort by that column. Clicking the column name toggles

between ascending and descending sort order.
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Editing a Schedule

You can edit a schedule when you want an operation, such as archiving, to occur at a

different time.

To edit a schedule, follow these steps:

1. In the Junos Scope main window, click Settings > Schedules. The Schedules dialog

box appears.

2. Select the schedule that you want to edit.

3. Click Edit. The Edit Schedule dialog box appears.

4. Edit the schedule information as needed.

5. Click OK.

The edited schedule information is stored in the Junos Scope software database and

listed in the Schedules dialog box.

Importing Schedule Information

You can import device information from another Junos Scope server, or you can use the

provided sample XML import file export-import-sample.xml as a guide.
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NOTE: Use only utc-milliseconds in the <start-time> element. This is the

number of milliseconds since the epoch January 1, 1970. The <start-time>

element text is ignored.The<period>element text canbeeveryminute, every

5minutes, every 15minutes, every 30minutes, every hour, every 6 hours,
every 12 hours, every day, every 2 days, every week, every twoweeks, every
month, or every year.

Importing device information is useful when you do not want to enter setup information

manually.

Importing access method or authentication information is useful when you want to use

existing access method and authentication data that you have exported from another

Junos Scope software server instead of adding that information manually.

To import schedules information, follow these steps:

1. In the Junos Scope main window, click Settings > Schedules. The Schedules dialog

box appears.

2. Click Import. The Import Schedules dialog box appears.

3. In the File text box, either browse to or type the name of the XML file that you want

to import. For example, you can import the default schedules.xml export file from

another Junos Scope server or use the provided sample export-import-sample.xml

XML file on the Junos Scope server to generate a file to import.

4. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.
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• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record merges with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.

5. Click Import. The Import status dialog box appears.

The dialog box indicates the number of records imported successfully and

unsuccessfully. The Details column provides a description for records that fail import.

6. Click OK. The imported data is listed in the Groups dialog box.

Exporting Schedule Information

You can export schedule information that you want back up or import to another Junos

Scope server.

To export schedule information, follow these steps:

1. In the Junos Scope main window, click Settings > Schedules. The Schedules dialog

box appears.

2. Click Export. The File Download dialog box appears.
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3. Click Save to export the schedule information to the local file system in a file named

Junos Scope-schedules.xml. Click Open to view the contents of the schedule export

file.

Deleting a Schedule

You can delete an operation schedule that you no longer want to occur.

NOTE: You cannot delete a schedule that is scheduled to be run. Youmust
delete the operation first, then delete the schedule. See “Managing
Operations” on page 345.

To delete a schedule, follow these steps:

1. In the Junos Scope main window, click Settings > Schedules. The Schedules dialog

box appears.

2. Select the schedule(s) that you want to delete. You can delete one or more schedules

at a time.

3. Click Delete. The schedule information is deleted from the Manage Schedules dialog

box and from Junos Scope software database.
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CHAPTER 10

Setting Up User Local Authentication

This chapter describes how to set up users to use the Junos Scope software to run

configuration management operations and monitor Juniper Networks routing platforms.

You can add the users you want to log in to and use the Junos Scope software, and specify

user groups with permissions to perform authorized Junos Scope software operations.

You can add, change, and delete Junos Scope software user information when personnel

changes occur.

You can import user information from another Junos Scope server or export it as backup

or for importing to another server.

You must have superuser permission to set up users.

This chapter includes the following topics:

• Predefined User Groups on page 99

• Adding a User on page 101

• Copying a User on page 102

• Viewing Users on page 103

• Editing User Information on page 103

• Importing User Information on page 105

• Exporting User Information on page 106

• Deleting a User on page 107

Predefined User Groups

There are four predefined user groups. The administrator can create other user groups,

but each user group must be associated with one permission level. For information about

Junos Scope software permission levels, see “Predefined User Groups” on page 111, “User

Group Permission Levels” on page 112, and “Permissions and Junos Scope Feature Access

Privileges” on page 112.

• Administrator—A user group that has full access to the Junos Scope software. (Settings

menu) and read and write privileges to Junos Scope managed devices. The initially

configured Junos Scope installer is always part of this user group. The administrator

user group has read-write access to all devices.
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An Administrator user has access to the following Junos Scope modules:

• Authentication Information

• Access Methods

• Devices

• Groups

• Labels

• Schedules

• Users

• RADIUS Configuration

• Import/Export Data

• Saved Operations

• Transfer on commit

• Read-write user—A user group that has read-write privileges to Junos Scope managed

devices and operations. If you import Junos Scope settings or upgrade from a release

earlier than Junos Scope 8.2, any user having read-write permission is added to this

user group.

A read-write user has access to the following Junos Scope modules:

• Groups

• Schedules

• Saved Operations

• Transfer on commit

• Read-only user—A user group that has only read privileges to Junos Scope managed

devices and operations. If you import Junos Scope settings or upgrade from a release
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earlier than Junos Scope 8.2, any user having read-only permission is added to this user

group.

• Nobody—A user group that can only log in to the Junos Scope software. The nobody

user group does not have access to any Junos Scope managed devices. No devices or

device groups can be associated with this user group.

Adding a User

You can enable users to perform certain Junos Scope operations. Each user must have

a username, password, and permissions.

To add a user, follow these steps:

1. In the Junos Scope main window, click Settings > Users > Local Authentication. The

Local Authentication dialog box appears.

2. Click Add. The Add User dialog box appears.

3. In the Username text box, type the name of the user you want to add. The username

can be up to 20 characters long.

4. In the Password text box, type the user password. The user password should be

between 6 and 128 characters long.

A Junos Scope software password should meet the following restrictions:

• Allow the full range of ASCII characters (except control characters).

• Enforce a minimum of 6 characters.

• Require a change in the character set, including uppercase, lowercase, numeric, and

punctuation.

5. In the Confirm Password text box, retype the user password to confirm it.

6. In the User Groups drop-down list box, select one or more user groups for the user.

Press Ctrl+click to select several user groups randomly. Press
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Shift+click to select several user groups in a row. For more information about user

groups and permissions, see “Predefined User Groups” on page 99, “User Group

Permission Levels” on page 112, and “Permissions and Junos Scope Feature Access

Privileges” on page 112.

7. Click OK.

The new user is added to the Junos Scope software database and listed in the Users

dialog box by username, access privilege level, and toolbox access level.

You can also add a user from the Junos Scope server using command-line interface (CLI)

commands. To add a user, follow these steps:

1. Login to the Junos Scope server and enter jtk/rc.d/cliutility and enter your username

when prompted.

user@host> jtk/rc.d/cliutility
Please authenticate yourself
User name:

2. To add a user, enter the following command: add user –login “name” –password
“password” –group < group >

user@host>add user –login “username” –password “userpassword” –group
administrator

Copying a User

To copy a user that you have added, follow these steps:

1. In the Junos Scope main window, click Settings > Users > Local Authentication. The

Local Authentication dialog box appears.

2. Select the check box for the user you want to copy.

3. Click Copy. The Add/Copy User dialog box appears.
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The copied user appears with a 1 (the number one) after the name.

4. Edit the copied user information using the procedure “Editing User Information” on

page 103.

Viewing Users

You can view a list of users and other administrators who have access privileges to use

the Junos Scope software.

To view Junos Scope software users, in the Junos Scope main window, click

Settings > Users > Local Authentication. The Local Authentication dialog box appears

with a list of all added users by username and permissions.

From the Local Authentication dialog box, you can search for, add, edit, or delete Junos

Scope software users. Click a table column name to sort by that column. Clicking the

column name toggles between ascending and descending sort order.

To search for a specific Junos Scope software user, enter the username in the Enter Name

field and click Search. The table displays information about the user that you have

specified.

Editing User Information

You can make changes to user information when personnel changes occur.

To edit user information, follow these steps:

1. In the Junos Scope main window, click Settings > Users > Local Authentication. The

Local Authentication dialog box appears.

2. Select the check box for the user that you want to edit.

3. Click Edit. The Edit User dialog box appears.
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4. Edit the user information as needed:

a. In the Username text box, type the name of the user you want. The username can

be up to 20 characters long.

b. In the Password text box, type the user password. The user password should be

between 6 and 128 characters long.

A Junos Scope software password should meet the following restrictions:

• Allow the full range of ASCII characters (except control characters).

• Enforce a minimum of 6 characters.

• Require a change in the character set, including uppercase, lowercase, numeric,

and punctuation.

c. In the Confirm Password text box, retype the user password to confirm it.

5. In the User Groups drop-down list box, select the user groups for the user. Press Ctrl

+ click to randomly select several user groups. Press Shift + click to select several user

groups in a row. For more information about user groups and permissions, see

“Predefined User Groups” on page 111, “User Group Permission Levels” on page 112,

and “Permissions and Junos Scope Feature Access Privileges” on page 112.

6. Click OK.

The user information is changed in the Junos Scope software database. The changed

username or permissions appear in the Users dialog box.

You can also edit user information in the Junos Scope server using command-line interface

(CLI) commands. To edit a user, follow these steps:

1. Login to the Junos Scope server and enter jtk/rc.d/cliutility and enter your username

when prompted.

user@host> jtk/rc.d/cliutility
Please authenticate yourself
User name:
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2. To modify the username, enter the following command: edit user name “user name”
“new user name”

user@host>edit user name “user1” “user2”

3. To modify the password, enter the following command: edit user password “user
name” “new password”

user@host>edit user password “user1” “newpassword”

4. To modify the user groups, enter the following command:editusergroup“username”
< group >

user@host>edit user group “user1” read-write user

Importing User Information

You can import user information from another Junos Scope server, or you can use the

provided sample XML import file export-import-sample.xml as a guide.

Importing user information is useful when you do not want to enter setup information

manually.

To import user information, follow these steps:

1. In the Junos Scope main window, click Settings > Users > Local Authentication. The

Local Authentication dialog box appears.

2. Click Import. The Import Users dialog box appears.

3. In the File text box, either browse to or type the name of the XML file that you want

to import. For example, you can import the default users.xml export file from another

Junos Scope server or use the provided sample export-import-sample.xmlXML file on

the Junos Scope server to generate a file to import.
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4. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented

as necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence

over the fields of the existing record. Any imported record that does not exist in the

Junos Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.

5. Click Import. The Import status dialog box appears.

The dialog box indicates the number of records imported successfully and

unsuccessfully. The Details column provides a description for records that fail import.

6. Click OK. The imported data is listed in the Users Local Authentication dialog box.

Exporting User Information

You can export user information that you want to save to the local file system or import

to another Junos Scope server.

To export user information, follow these steps:
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1. In the Junos Scope main window, click Settings > Users > Local Authentication. The

Local Authentication dialog box appears.

2. Click Export. The File Download dialog box appears.

3. Click Save to save the RADIUS authentication data and export it to the file system in

a file named Junos Scope-radiusClients.xml. Click Open to view the contents of the

export file.

Deleting a User

The Junos Scope software administrator can delete users who no longer need to perform

Junos Scope operations.

To delete a user, follow these steps:

1. In the Junos Scope main window, click Settings > Users > Local Authentication. The

Local Authentication dialog box appears.

2. Select the check box for the user you want to delete.

3. Click Delete.

The user is removed from the Junos Scope software database and the Users dialog

box.

You can also delete a user from the Junos Scope server using command-line interface

(CLI) commands. To delete a user, follow these steps:

1. Login to the Junos Scope server, enter jtk/rc.d/cliutility and enter your username

when prompted.

user@host> jtk/rc.d/cliutility
Please authenticate yourself
User name:

2. To delete a user, enter the following command: delete user “username”

user@host>delete user “user1”
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CHAPTER 11

Setting Up User Group Authorization
and Viewing User Permissions

This chapter describes how to set up Junos Scope user group authorization for device

access based on the user group association. The Junos Scope administrator can assign

one or more users to belong to a user group.

There are two types of user groups: predefined and user-defined. After the Junos Scope

software is installed, there are four predefined user groups, each associated with a

permission level, and no user-defined user groups. The four pre-defined user groups are:

• Administrator

• Read-write user

• Read-only user

• Nobody

Each user group must have a permission level assigned to it. Four permission levels are

available:

• Superuser

• Read-write

• Read-only

• None

The name and permission level assigned to the four predefined user groups are fixed,

and cannot be changed or deleted.

If this group-based authorization feature is not used, the Junos Scope administrator does

not have to create any new user-defined user groups. The administrator can simply treat

three predefined user groups—for example, administrator, read-write user, and read-only

user—as the three distinct permission levels of superuser, read-write, and read-only.

You can assign any name to user-defined user groups except for names that already

exist, however, the permission level available is limited to read-only and read-write. In

other words, the administrator cannot create a new user group with either superuser or

none permission levels. The administrator and nobody user groups have unique

authorization privileges across all devices.

109Copyright © 2010, Juniper Networks, Inc.



The nobody user group and none permission level allow a user account to be created

without access permission to any device, for example, a guest or demo account.

Each user must belong to at least one user group, but a user can belong to multiple user

groups. A user assigned to multiple user groups will have the least restrictive permission.

The order of permission restrictions, from least to the highest, is superuser, read-write,

read-only, and none.

The administrator can assign a user group either read-only or read-write access permission

to available devices and device groups that have been configured in the Junos Scope

software. When a user group is assigned read-write access to devices or device groups,

the users in the user group can do read-write operations on those devices and device

groups, such as Configuration > Repository > Archive and Restore. When a user group is

assigned read-only access to devices or device groups, the users in the user group can

do read-only operations on those devices and device groups in the read-only operations,

such as Monitor > Status and Configuration > Current > View. However, a user belonging

to two user groups—one read-write and one read-only—has read-write access to devices

and device groups in read-write user groups. Devices and device groups listed for read-only

user groups are not available for write actions.

When devices are added to a device group, the device list includes only those devices to

which the user has access permission. A user in a user group with access to a device

group can operate on those members of the device group to which the user has access.

For example, user group usergroup1 has read-write permission. usergroup1 has read-write

access to devices device1, device2, and device3. usergroup1 also has read-write access

to device group devgroup1. devgroup1 has device members device1, device2, device3, and

device4. In this case, when user user1 belonging to usergroup1 tries to use devgroup1 in a

read-write operation, such as Archive, devgroup1 will be expanded to member devices

device1, device2, and device3.

NOTE: The device device4 will not be in the expanded list of members of
devgroup1 in the archive operation.

If a user group has either superuser or read-write permission, it has read-write access to

all devices associated with that user group. If the user group has read-only permission,

it has read-only access to all devices associated with that user group. If a user group has

no access, it can only log in to the Junos Scope software, but cannot access any devices.

The administrator user group has full permission to all devices on the network configured

in the Junos Scope software. The administrator can create a network operations center

(NOC) technician user group that has read-write permission to all devices configured in

a network region. The administrator can also create a network operations center (NOC)

operator user group that has read-only access to monitor all devices configured on the

network.

You must belong to the administrator user group to set up user groups and edit

associations among user groups, users, devices, or device groups.
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Using Monitor > Operations, users can monitor scheduled operations of users belonging

to the same user group, but can not view operations scheduled by users belong to different

user groups. Users belonging to the administrator user group can monitor operations

scheduled by any user.

Using Settings > Saved Operations, users can use only those saved operations that have

been created by users belonging to the same user group, but cannot use saved operations

created by users belonging to different user groups. Users belonging to the administrator

user group can use saved operations created by any user.

This chapter includes the following topics:

• Predefined User Groups on page 111

• User Group Permission Levels on page 112

• Permissions and Junos Scope Feature Access Privileges on page 112

• Adding a User Group on page 118

• Viewing and Managing User Group Authorization Settings on page 120

• Viewing User Permissions on page 122

• Editing User Group Settings on page 123

• Associating Devices to User Groups on page 124

• Associating Device Group Access to User Groups on page 125

• Exporting User Groups on page 126

• Importing User Groups on page 127

• Deleting User Group Authorization on page 128

Predefined User Groups

There are four predefined user groups. The administrator can create other user groups,

but each user group must be associated with one permission level.

• Administrator—A user group that has full access to the Junos Scope software. (Settings

menu) and read and write privileges to Junos Scope managed devices. The initially

configured Junos Scope installer and administrative user is always part of this user

group. The administrator user group has read-write access to all devices. If you import

Junos Scope settings or upgrade from a release earlier than Junos Scope 8.2, any user

having superuser permission level is added to this user group.

• Read-write user—A user group that has read-write privileges to Junos Scope managed

devices and operations. If you import Junos Scope settings or upgrade from a release

earlier than Junos Scope 8.2, any user having read-write permission is added to this

user group.

• Read-only user—A user group that has only read privileges to Junos Scope managed

devices and operations. If you import Junos Scope settings or upgrade from a release
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earlier than Junos Scope 8.2, any user having read-only permission is added to this

user group.

• Nobody—A user group that can only log in to the Junos Scope software. The nobody

user group does not have access to any Junos Scope managed devices. No devices or

device groups can be associated with this user group.

User Group Permission Levels

There are four user group permission levels. The permission level of a user group

determines what Junos Scope tasks or operations a user can perform and the level of

device access.

• Superuser—Performs all Junos Scope management functions, manages user accounts,

views and modifies Junos Scope settings, and has full access to devices

• Read-write—Has full access to devices with all functions available, but cannot set up

Junos Scope settings.

• Read-only—Can view a device configuration, but cannot modify it, or perform any

operation

• None—Is denied access to any devices and can only log in.

Permissions and Junos Scope Feature Access Privileges

Table 7 on page 112 describes the authorization that a user group needs to perform Junos

Scope software tasks and access devices on the network that have been configured for

element management.

Users with none permission can view the same Junos Scope operations as a user with

read-only permission. The difference is that users with none permission cannot see or

access any devices.

Table 7: Junos Scope User Group Permissions and Access Privileges

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

The Junos Scope software installation is
performed by the application installer.

———XInstall, reinstall, upgrade, or
downgrade Junos Scope
software
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Table 7: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

If the installer upgrades the Junos Scope
software from an earlier version, existing
users are assign to one of the three
predefined user groups (administrator,
read-write user, and read-only user),
based on their existing permission level.
In other words, users with superuser
permission are put into the administrator
user group; users with read-write
permission are put to the read-write user
group; and users with read-only
permission are put into the read-only user
group.

————Upgrade Junos Scope from a
previous release

Looking Glass

Superuser, read-write, or read-only
permission is required to access Looking
Glass. Looking Glass reports require
read-write or read-only permissions to a
selected device. When a user, under a
given user group, runs a query, the Device
list is populated only with devices with
read or read-write access.

XXXXQuery

Configuration Manager

Superuser, read-write, or read-only
permission is required for a user to browse
a device configuration. Read-write or
read-only permission is required for a user
to browse a device configuration. The
Device drop-down list box is populated
only with devices with read-write or
read-only access.

XXXXConfiguration Browser

Superuser or read-write is required for a
user to edit a device configuration.
Read-write permission is required for a
user to edit a device configuration. The
Device drop-down list box is populated
only with devices with read-write access.

——XXConfiguration Editor

Superuser or read-write permission is
required for a user in a user group to
archive a configuration in the Junos Scope
repository. TheGroupandSelectDevice(s)
drop-down list boxes are populated only
with groups or devices with read-write
access.

——XXArchive
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Table 7: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

Superuser or read-write permission is
required to use Archive Tags. TheSelected
Device(s)drop-down list box is populated
only with devices with read-write access.
The group drop-down list box is populated
with device groups with read-write access.

——XXArchive Tag

Superuser or read-write permission is
required to use Audit Configurations. The
Selected Device(s) drop-down list box is
populated only with devices with
read-write access. The group drop-down
list box is populated with device groups
with read-write access.

——XXAudit Configurations

Superuser or read-write permission is
required to use Audit Partial
Configurations. The Select Device(s)
drop-down list box is populated only with
devices with read-write access. The group
drop-down list box is populated with
device groups with read-write access.

——XXAudit Partial Configuration

Superuser or read-write permission is
required for a user to import a
configuration into the Junos Scope
repository. Importing a configuration does
not have any association with a device,
therefore the user group requirement for
import is read-write access for any device.

——XXImport

Superuser, read-write, or read-only
permission is required for a user to
compare configuration file versions in the
Junos Scope repository. The Device
drop-down list box is populated only with
devices with read-write or read-only
access.

XXXXCompare

Superuser or read-write permission is
required for a user to view a configuration
file in the Junos Scope repository. The
Device drop-down list box is populated
only with devices with read-write or
read-only access.

X—XXDisplay
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Table 7: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

Superuser or read-write permission is
required to use Transfer on Commit. The
Selected Device(s) drop-down list box is
populated only with devices with
read-write access. The group drop-down
list box is populated with device groups
with read-write access.

--XXTransfer on Commit

Superuser or read-write permission is
required to use Config Associations. The
Selected Device(s) drop-down list box is
populated only with devices with
read-write access. The group drop-down
list box is populated with device groups
with read-write access.

--XXConfig Associations

Superuser or read-write permission is
required to restore a device configuration.
The Device drop-down is populated only
with devices with read-write access.

——XXRestore

Read-write permission is required for a
user to deploy an imported configuration
file to multiple routers and perform a
simultaneous update of configurations on
these devices. The Select Device(s)
drop-down list box is populated only with
devices with read-write access. The group
drop-down list box is populated with
device groups with read-write access.

——XXLoad Configuration

Superuser or read-write permission is
required to delete an imported
configuration file. The name column lists
the imported configuration files in the CVS
repository.

——XXDelete

Superuser or read-write permission is
required to edit a configuration file. The
Configuration File drop-down list box lists
archived configuration files and the Device
drop-down list box lists the devices from
which the configuration file has been
archived.

——XXEdit
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Table 7: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

Superuser or read-write permission is
required to save a configuration file to a
local machine. The Configuration File
drop-down list box lists archived
configuration files and the Device
drop-down list box lists the devices from
which the configuration file has been
archived.

——XXSave

Superuser or read-write permission is
required to manage Junos OS-based
scripts. Junos OS-based scripts such as
commit scripts, operation (op) scripts, and
event scripts can be imported into the
Junos Scope CVS repository from the local
file system and deployed to a group of
routers.You can also view, edit, compare,
and disable these scripts.

——XXScripts

Inventory Management

Superuser or read-write permission is
required to scan a device for inventory.
The Group and the Select Device(s)
drop-down list box is populated only with
groups or devices with read-write access.

——XXScan

Superuser, read-write, ore read-only
permission is required to view inventory
reports. The Device drop-down list box in
the Search and Advanced Query dialog
boxes are limited to those devices with
read or read-write access. In the Custom
Report page, only those reports created
by users in the same user group are visible.
Read-only users cannot save or delete
custom reports.

XXXXReports > Inventory

Superuser, read-write, ore read-only
permission is required to view Demo
reports. Read-only users cannot save or
delete custom reports.

XXXXReports > Demo

Superuser or read-write permission is
required.

——XXRepository > Schedule

Superuser or read-write permission is
required.

——XXRepository > View

Software Management
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Table 7: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

Device read-write access is required for
users in a user group to perform
operations, including image import,
download, install, and delete.

———XImages

Monitor

Only those operations scheduled by users
in the same user group are visible. Users
in the Administrator user group can view
all operations. Read-only users cannot
delete operations.

XXXXOperations

TheGroupandSelectedDevicedrop-down
list boxes are limited to those devices with
read-only or read-write access. Even when
All Devices is selected, a subset of the
device operation status is shown, based
on the user group. Users in the
administrator user group can view all
status.

XXXXStatus

Users in the administrator user group can
only view Audit Log events.

———XAudit Log

Users in the administrator user group can
purge Status records and Audit Log
events.

———XPurge

Settings

Only users in the administrator user group
can view this page.

———XAuthentication Information

Only users in the administrator user group
can view this page.

———XAccess Methods

Only users in the administrator user group
can view this page.

———XDevices

Only users in the administrator user group
can view this page.

———XGroups

Only users in the administrator user group
can view this page.

———XLabels

Only users in the administrator user group
can view this page.

———XSchedules
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Table 7: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

Only users in the administrator user group
can view this page.

———XUsers > Local Authentication

Only users in the administrator user group
can view this page.

———XUsers > User Group
Authorization

Only users in the administrator user group
can view this page.

———XUser > Authentication Policy
> Global Authentication

Only users in the administrator user group
can view this page.

———XUser > Authentication Policy
> User Authentication Policy

Only users in the administrator user group
can view this page.

———XRADIUS Configuration

Only users in the administrator user group
can view this page.

———XImport/Export Data

Only those operations saved by users in
the same user group are visible in the
Available Operations list box, in the Add
Compound Operations dialog box.

——XXSaved Operations

Adding a User Group

The Junos Scope administrator can add one or more users to a user group.

To add a user to a user group, follow these steps:

1. In the Junos Scope main window, click Settings > Users > User Group Authorization.

The User Group Authorization dialog box appears.

2. Click Add. The Add/Edit User Group Authorization dialog box appears.
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3. Type the name of the user group you want to add in the User Group Name text box.

4. Select the permission you want for the user group from the Permission drop-down

list box.

5. Type an optional comment about the user group you want to add.

6. Select the user(s) you want to include in the user group. The users are created using

the Settings > Local Authentication command. Select the user(s) you want in the

Available Users list box, then click Add. Click Add All to include all listed users. The

selected users appear in the Selected Users list box.

7. Click OK.

8. The new user group appears in the User Group Authorization dialog box.
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Viewing andManaging User Group Authorization Settings

Use the User Group Authorization dialog box to view and manage existing user group

settings.

To view and manage user group authorization settings, follow this step:
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1. In the Junos Scope main window, click Settings > Users > User Group Authorization.

The User Group Authorization dialog box appears.

The User Group Authorization dialog box lets you view existing user groups and perform

several operations, such as add, edit, associate devices, associate device groups, and

delete user groups.

The user group authorization information is displayed in the dialog box in tabular format.

The columns of information are as follows:

• The User Group column lists the names of the existing user groups in alphabetical

order. Click the column header to sort the table alphabetically in ascending and

descending order.

• The Permission column displays the user group access privilege name.

• The Users column list box displays the names of the users in the user group.

• The Devices column list box displays the names of the devices to which the user group

has access.

• The Device Groups column list box displays all device groups the user group has access.

A drop-down list box displays the names of multiple devices.

• The Actions column provides the following links for actions to manage user groups:
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• Edit—Lets you edit user group settings using the Associate Users to a User Group (Edit

User Group) dialog box. For more information about editing user group settings, see

“Editing User Group Settings” on page 123.

• Associate Devices—Lets you add device access to user groups using the Associate

Devices to a User Group (Add Device Access) dialog box. For more information about

adding device access to user groups, see “Associating Devices to User Groups” on

page 124.

• Associate Device Groups—Lets you add device group access to user groups using the

Associate Device Groups to a User Groups (Add Device Group Access) dialog box. For

more information about adding device group access to user groups, see “Associating

Device Group Access to User Groups” on page 125.

• Delete—Removes the user group from the Junos Scope database. For more information

about deleting user groups, see “Deleting User Group Authorization” on page 128.

Viewing User Permissions

You can view user permissions for access to devices and device groups, if you have

superuser permissions.

To view user permissions, follow these steps:

1. In the Junos Scope main window, click the Logged in as <username> link at the top

right. The User Permissions dialog box pops up.

2. In the User drop-down list box, select the user whose permissions you want to view.
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The User Permissions dialog box displays the permission, user groups, devices, and

device groups to which the user belongs and has access:

• User drop-down list box/display field—For users belonging to the administrator

user group, the field is a drop-down list box. For users in other user groups, the field

is display only.

• Permission display field—Displays the permission level assigned to the user. The

permission level of a user determines what Junos Scope tasks or operations a user

can perform and the level of device access. Four permission levels are available:

superuser, read-write, read-only, and none. See “User Group Permission Levels” on

page 112 for more information.

• User Groups list box—Displays the user groups to which the user belongs. A user

must be a part of at least one user group, and can be part of multiple user groups.

This list box is not visible if you do not belong to the administrator user group.

• Devices list boxes—Displays the devices to which the user has read-write or read-only

access.

• Write Access list box—Displays the devices to which the user has read-write

access.

• Read Access list box—Displays the devices to which the user has read-only access.

• Device Groups table—Displays the device groups to which the user has access,

the permission levels assigned to the user as part of a device group, and the access

permissions the user has to devices as part of a device group:

• Name column—Displays the names of the device groups to which the user

group has access.

• Permission column—Displays the permission level assigned to the user as part

of the device group.

• Write Access Devices column—Displays the devices to which the user has

read-write access as part of the device group.

• Read Access Devices column—Displays the devices to which the user has

read-only access as part of the device group.

3. Click the Close link.

Editing User Group Settings

The Junos Scope administrator can change the following user group authorization settings

when changes occur.

• User group name, if it is not a pre-existing user group.

• User group access permission.

• Users in the user group. You can select to add users from an existing user group.

• User group optional comment.
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You cannot delete pre-existing user groups, which are administrator, read-write user,

read-only user, and nobody.

To edit user group settings, follow these steps:

1. In the Junos Scope main window, click Settings > Users > User Group Authorization.

The User Group Authorization dialog box appears.

2. Click the Edit action link for the user group you want to edit. The Add/Edit User Group

Authorization dialog box appears.

3. Change the user group settings that you want. You can modify the user group name,

permission and optional comment. You can also change the selected users in the user

group, including select users from an existing user group.

4. Click OK. The information appears in the Authorization (User Group Authorization)

dialog box.

Associating Devices to User Groups

Once you create a user group, you can associate the devices to which you want that user

group to have access. The existing devices available to associate are ones that you have

already added using the Settings > Devices, Settings > Groups, and any labels used to

statically organize large groups of devices that you have created using Setting > Labels.

To add device access to a user group, follow these steps:

1. In the Junos Scope main window, click Settings > Users > User Group Authorization.

The User Group Authorization dialog box appears.

2. Click the Associate Devices action link. The Associate Devices to a User Group dialog

box appears.
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The dialog box displays the name, permission, and comment for the user group you

selected.

3. To add devices to which the user group can have access do one of the following:

• Click Add or Add All to add devices from the Available Devices list to the Selected

Devices list. Click Remove or Remove All to move devices from the Selected devices

list to the Available devices list.

• To add devices from an existing label or group, select the existing Label or Group

that you want from the Add Devices from Label/Group, then click Add to Selected

Devices. For information about labels, see “Setting Up Labels” on page 85. For

information about groups, see chapter “Setting Up Groups” on page 69.

4. Click OK. The user group now has access to the devices listed in the Selected Devices

list box.

Associating Device Group Access to User Groups

To add device groups to which you want a user group to have access.

1. In the Junos Scope main window, click Settings > Users > User Group Authorization.

The User Group Authorization dialog box appears.

2. Click the Associate Device Groups action link. The Associate Devices Groups to User

Group dialog box appears.
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The dialog box displays the name, permission, and comment for the user group you

selected. Device group names are listed in the Available Device Groups list. If you haven’t

set up device groups, see “Setting Up Groups” on page 69.

1. Select the device group(s) to which you want to add access for the user group, then

click Add. Click Add All to add all listed devices.

2. Click OK. The user group now has access to the devices listed in the Selected Device

Groups list box.

Exporting User Groups

You can export Junos Scope user group settings to an XML file on the local file system.

You can use this file to import user group settings to another Junos Scope server.

To export user group settings, follow these steps:

1. In the Junos Scope main window, click Settings > Users > User Group Authorization.

The User Group Authorization dialog box appears.

2. Click Export. The File Download dialog box appears.
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3. Do one of the following:

• Click Save to save the user group data and export it to the file system in a file named

Junos Scope-usergroups.xml. .

• Click Open to view the contents of the export file.

Importing User Groups

You can import user group data into the Junos Scope server from a Junos

Scope-usergroup.xml file that you have saved to the local file system.

To import user group authorization data, follow these steps:

1. In the Junos Scope main window, click Settings > Users > User Group Authorization.

The User Group Authorization dialog box appears.

2. Click Import. The Import User Groups dialog box appears.

3. In the File text box, either browse to or type the name of the XML file that you want

to import. For example, you can import the default JunosScope-usergroups.xmlexport

file from another Junos Scope server or use the provided sample

export-import-sample.xml XML file on the Junos Scope server to generate a file to

import.
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4. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented

as necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence

over the fields of the existing record. Any imported record that does not exist in the

Junos Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.

5. Click Import. The Import status dialog box appears.

Deleting User Group Authorization

You can delete Junos Scope a user group from the Authorization (User Group Permissions)

dialog box when you do not need them anymore. You cannot delete predefined user

groups, such as administrator read-write user, read-only user, and nobody.

To delete user group authorization data, follow these steps:

1. In the Junos Scope main window, click Settings > Users > User Group Authorization.

The User Group Authorization dialog box appears.
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2. Click the Delete action link for the user group you want to delete.

3. Confirm that you want to delete the user group authorization record.

The user group authorization record is removed from the User Group Authorization

dialog box and from the Junos Scope database.
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CHAPTER 12

Setting Up aGlobal Authentication Policy

This chapter describes how to setup and edit global authentication policies. The Junos

Scope administrator can configure global authentication policies, across all users, that

control access to the Junos Scope server from client machines. The global authentication

policy is used for users for whom user authentication policy has not been configured. An

administrator can configure a global authentication policy using maximum login attempts,

access windows and an access control list. An administrator can create an access list

which specifies which client machines should be denied or allowed access to the Junos

Scope software.

This chapter includes the following topics:

• Configuring a Global Authentication Policy on page 131

• Editing a Global Authentication Policy on page 134

• Importing Global Authentication Policy Information on page 134

• Exporting Global Authentication Policy Information on page 136

Configuring a Global Authentication Policy

To configure global authentication policies, follow these steps:
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1. From the Junos Scope main window, click Settings > Users > Authentication Policy

> Global Authentication Policy. The Global Authentication Policy dialog box appears.

The Global Authentication Policy dialog box displays the Maximum Login Attempts

and the Access Window fields with zero as the default value, and the Access Control

List Add button.

2. Enter the following information in the Global Authentication Policy dialog box:

• Maximum Login Attempts—The maximum number of consecutive failure login

attempts allowed within the access window for a user. If a user reaches the

maximum number of login attempts, the user status automatically becomes locked.

This field can have a value from 0 to 100. If the maximum login attempts is 0, the

authentication policy for the user will not be active, the user account will be assumed

to be unlocked, and the normal login mechanism will be applied. If a user account

status is unlocked, the user can successfully log in to the Junos Scope software by

providing a valid username and password. If the account status is locked, the user

is denied access to the Junos Scope software, even if the user provides a valid

username and password, and is shown the message “ The user account is currently

locked. Please contact the systemadministrator.” For the Junos Scope administrator

(the initially configured user), the user account is always unlocked.

• Access Window—The access window for a user account starts when the first login

failure occurs for the user account and runs until one of the following occurs:

• A user successfully logs in. The access window is then reset.

• A user tries unsuccessfully to log in for the maximum login attempts. The user

account is then locked and the access window timer is reset.

The Access Window field can have a minimum value of 0 (for example, all the field

minute(s), hour(s), second(s) having a value of 0) and a maximum value of 24 hours

for example, the hour(s) field can have a maximum value of 24, while the minute(s)

and second(s) fields have a value of 0). The default value is 0. However, individually,

the hour(s) field can have a value from 0 to 24, the minute(s) field can have a value

of from 0 to 59, and the second(s) field can have a value from 0 to 59. If the Access

Window field is 0, the authentication policy for the user account will not be active,

and the normal login mechanism will always be applied.
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The timer for the access window starts when an invalid login attempt is made on a

user account. If a user account is not locked and no further invalid login attempt is

tried for that account, the timer for the access window is automatically reset either

after a time period equal to the access window or if the user successfully logs in to

Junos Scope within the access window period.

If the authentication policy for a user account is set up with3maximum login attempts

and a 1-hour access window, the clock for the access window starts at the first

unsuccessful attempt when the user types an invalid password to login. If the user

makes three unsuccessful attempts within 1hour, then the user account will beLOCKED

at the third unsuccessful attempt and will be redirected to the “ The user account is

currently locked. Please see the systemadministrator.” message. Any further attempts

by the user to log in using the username, even with a valid password, will be denied.

3. Click Add. A row with empty fields will be added to the access control list table.

4. Enter the following information in the access control list table row:

• Network—The IP address of the client machines that should be allowed or denied

access to the Junos Scope software. In the Network field you can specify a specific

client address, in which case the user has to use the wild card as 32 (128 for IPv6),

or the specific first valid client address, in which case you have to use the mask as

the number of bits that should exactly match the given IP address.

• Mask—The network mask of the client machines that should be allowed or denied

access to the to the Junos Scope software. Specifies the number of bits of the client

IP that should match with the given IP address.

• Allow—The authentication action to be performed, whether to deny or allow access

to the client machine if the IP address is matched.

• Comment—The comment to identify access control list entry. You can provide a

comment to identify each access control list entry or to provide a reason for allowing

or denying access.

• Actions—The Move Up and Move Down options used for ordering access control

list entries. When a user logs in, the IP address of the machine from which he has

logged in is compared with the access list in sequence until a match is found. If a

match is found then the action specified (allow/deny) is done, and the process

does not continue further. However If no match is found the client is allowed access
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by default. Since order plays an important role in the access list, Move Up and Move

Down options are provided to change the order of access control list entries. The

Delete option is provided to delete an access control list entry.

NOTE: Repeat Steps 3 and 4 to addmore access control list entries to
the access control list table.

5. Click Save to commit the changes to the database.

Click Reset to clear all the values you have entered and restore the last saved values.

Editing a Global Authentication Policy

To edit global authentication policies, follow these steps:

1. From the Junos Scope main window, click Settings > Users > Authentication Policy >

Global Authentication Policy. The Global Authentication Policy dialog box appears.

2. Edit the appropriate authentication policy information. See steps 2 and 4 in “Configuring

a Global Authentication Policy” on page 131 for a description of the information.

3. Click Save to commit the changes to the database.

Click Reset to clear all the values you have entered and restore the last saved values.

Importing Global Authentication Policy Information

You can import authentication information from another Junos Scope server or you can

use the sample Junos Scope-globalPolicy.xml file as a guide.

Importing device information is useful when you do not want to enter information

manually.
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To import authentication policy information, follow these steps:

1. From the Junos Scope main window, click Settings > Users > Authentication Policy >

Global Authentication Policy. The Global Authentication Policy dialog box appears.

2. Click Import. The Import dialog box appears.

3. In the File text box, either browse to or type the name of the XML file that you want

to import. For example, you can import the default schedules.xml export file from

another Junos Scope server or use the provided sampleJunos Scope-globalPolicy.xml

XML file on the Junos Scope server to generate a file to import.

4. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented
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as necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence

over the fields of the existing record. Any imported record that does not exist in the

Junos Scope server is inserted.

• Override—All records in the Junos Scope server are reset to the default values, then

the imported data is updated in the database. Before the override operation occurs,

a message window appears with the following confirmation prompt: “The import

with override option will delete all the existing records. Do you want to continue?”

Select Yes or No to continue.

NOTE: Access control lists are always deleted whichever the import
methodselected,as theyaremeaningfulonlyasachunk.Accesscontrol
list data that is imported is added after validation of the data.

5. Click Import. The Import status dialog box appears.

The dialog box indicates the number of records imported successfully and

unsuccessfully. The Details column provides a description for records that fail import.

6. Click OK. The imported data is listed in the Global Authentication Policy dialog box.

Exporting Global Authentication Policy Information

You can export global authentication policy information that you want to back up or

import to another Junos Scope server.

To export global authentication policy information, follow these steps:

1. From the Junos Scope main window, click Settings > Users > Authentication Policy >

Global Authentication Policy. The Global Authentication Policy dialog box appears.
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2. Click Export. The File Download dialog box appears.

3. Click Save to export the global authentication policy information to the local file

system in a file named Junos Scope-globalPolicy.xml. Click Open to view the contents

of the export file.
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CHAPTER 13

Editing a User Authentication Policy

This chapter describes how to view and edit a user’s authentication policy. An

authentication policy determines the user access policy to the Junos Scope software.

A default authentication policy is automatically generated for all users already configured

in Junos Scope, all remote RADIUS users who have successfully logged in to Junos Scope,

and when a new user is created.

The Junos Scope administrator can edit a user’s authentication policy, which includes

the following information:

• Maximum login attempts—The number of consecutive login failure attempts allowed.

• Access window—A maximum time interval for the failure attempts, depending on the

authentication policy.

• User account status—Either LOCKED or UNLOCKED. If a user account is LOCKED, that

user is denied access to the system even if a user provides a valid username and

password. The user is denied access until the Junos Scope administrator changes the

status to UNLOCKED.

You must have superuser permission to edit an authentication policy for a user.

This chapter includes the following topics:

• Viewing User Authentication Policies on page 139

• Editing a User Authentication Policy on page 140

• Importing Authentication Policy Information on page 143

• Exporting Authentication Policy Information on page 144

Viewing User Authentication Policies

A user authentication policy is automatically generated and displayed in the

Authentication Policy table for:

• All users already configured in the Junos Scope software using Settings > Users > Local

Authentication

• All remote RADIUS users who have successfully logged in the Junos Scope software

• All new users created using Settings > Users > Local Authentication
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To view user authentication policies, do the following:

1. From the Junos Scope main window, click Settings >Users > Authentication Policy.

The Authentication Policy dialog box appears.

By default, user login information is listed alphabetically by username in the Authentication

Policy table in descending order. The username is the name a user uses to log in to the

Junos Scope software.

The Authentication Policy table also lists the user account status, eitherUNLOCKED(the

default) or LOCKED. The default is UNLOCKED. If the user account status is UNLOCKED,

the user can successfully log in to the Junos Scope software by providing a valid username

and password. If the user account status is LOCKED, the user is denied access to the

Junos Scope software, even if the user provides a valid username and password, and is

redirected to the “The user account is currently locked. Please contact system

administrator.”message. A user account remains locked until the Junos Scope

administrator unlocks it.

When a client device is denied access the “Access denied. Please contact system

administrator”message appears.

You can edit a user authentication policy by clicking the Edit link in the Actions column.

See “Editing a User Authentication Policy” on page 140.

Editing a User Authentication Policy

You can edit a user account authentication policy, which consists of the user status,

maximum login attempts, and the access window time within which a user must

successfully log in. You can also add new access control.

To edit a user authentication policy, follow these steps:
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1. From the Junos Scope main window, click Setting > Users > Authentication Policy.

The Authentication Policy dialog box appears.

2. In the Authentication Policy dialog box, click the Edit link in the Action column for the

user authentication information you want to edit. The Edit Authentication Policy dialog

box appears.

3. Edit the authentication policy settings that you want.

In the Edit Authentication Policy dialog box, the User Name display field displays the

name the user uses to log in to the Junos Scope software.

You can modify the following information in the Edit Authentication Policy dialog box:
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• Status—The user account status: either UNLOCKED (the default) or LOCKED. If a

user account status is UNLOCKED, the user can successfully log in to the Junos

Scope software by providing a valid username and password. If the account status

is LOCKED, the user is denied access to the Junos Scope software, even if the user

provides a valid username and password, and is redirected to the “Theuser account

is currently locked. Please contact the system administrator.” message.

• Maximum Login Attempts—The maximum number of consecutive failure login

attempts allowed within the access window for a user. If a user reaches the

maximum number of login attempts, the user status automatically becomes

LOCKED. This field can have a value from 0 to 100. If the maximum login attempts

is 0, the authentication policy for the user will not be active, the user account will

be assumed to be UNLOCKED, and the normal login mechanism will be applied.

For the Junos Scope administrator (the initially configured user), the user account

is always UNLOCKED.

• Access Window—The access window for a user account starts when the first login

failure occurs for the user account and runs until one of the following occurs:

• A user successfully logs in. The access window is then reset.

• A user tries unsuccessfully to log in for the maximum login attempts. The user

account is then LOCKED and the access window is reset.

The Access Window field can have a minimum value of 0 (for example, all the field

minute(s), hour(s), second(s) having a value of 0) and a maximum value of 24

hours for example, the hour(s) field can have a maximum value of 24, while the

minute(s) and second(s) fields have a value of 0). The default value is 0. However,

individually, the hour(s) field can have a value from 0 to 24, the minute(s) field can

have a value of from 0 to 59, and the second(s) field can have a value from 0 to

59. If the Access Window field is 0, the authentication policy for the user account

will not be active, and the normal login mechanism will always be applied.

The timer for the access window starts when an invalid login attempt is made on

a user account. If a user account is not locked and no further invalid login attempt

is tried for that account, the timer for the access window is automatically reset

either after a time period equal to the access window or if the user successfully logs

in to Junos Scope within the access window period.

If the authentication policy for a user account is set up with 3 maximum login

attempts and a 1-hour access window, the clock for the access window starts at

the first unsuccessful attempt when the user types an invalid password to login. If

the user makes three unsuccessful attempts within 1 hour, then the user account

will be LOCKED at the third unsuccessful attempt and will be redirected to the “The

user account is currently locked. Please see the systemadministrator.” message. Any

further attempts by the user to log in using the username, even with a valid password,

will be denied.

4. Click OK.
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Importing Authentication Policy Information

You can import authentication information from another Junos Scope server or you can

use the sample XML export-import-sample.xml file as a guide.

Importing device information is useful when you do not want to enter information

manually.

To import authentication policy information, follow these steps:

1. In the Junos Scope main window, click Settings > Users > Authentication Policy. The

Authentication Policy window appears.

2. Click Import. The Import dialog box appears.

3. In the File text box, either browse to or type the name of the XML file that you want

to import. For example, you can import the default schedules.xml export file from

another Junos Scope server or use the provided sample export-import-sample.xml

XML file on the Junos Scope server to generate a file to import.
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4. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented

as necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence

over the fields of the existing record. Any imported record that does not exist in the

Junos Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.

5. Click Import. The Import status dialog box appears.

The dialog box indicates the number of records imported successfully and

unsuccessfully. The Details column provides a description for records that fail import.

6. Click OK. The imported data is listed in the Authentication Policy dialog box.

Exporting Authentication Policy Information

You can export schedule information that you want back up or import to another Junos

Scope server.

To export schedule information, follow these steps:

1. In the Junos Scope main window, click Settings > Users Authentication Policy. The

Authentication Policy dialog box appears.
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2. Click Export. The File Download dialog box appears.

3. Click Save to export the authentication policy information to the local file system in

a file named Junos Scope-auth-policy.xml. Click Open to view the contents of the

schedule export file.
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CHAPTER 14

Setting Up RADIUS Configuration

Remote Authentication Dial-In User Service (RADIUS) is a client/server protocol and

software that enables remote access servers to communicate with a central server to

authenticate dial-in users and authorize their access to the requested system or service.

This chapter describes how to configure user authentication on a RADIUS server and in

the Junos Scope software so that users with a RADIUS account can log in to the Junos

Scope software.

The RADIUS system administrator configures one or more RADIUS servers to share user

account information with the Junos Scope software. The Junos Scope software

administrator, with superuser permissions, adds the RADIUS server host information in

Junos Scope. The Junos Scope administrator then creates one or more template accounts

in Junos Scope so that RADIUS users get the appropriate permissions after they log in.

This chapter includes the following topics:

• How RADIUS Configuration Works with Junos Scope on page 147

• Configuring the RADIUS Server on page 148

• Setting Up RADIUS Configuration in Junos Scope on page 152

• Configuring RADIUS Local and Remote Template Accounts in Junos Scope on page 158

• RADIUS User Login Scenarios on page 160

HowRADIUS ConfigurationWorks with Junos Scope

This section provides an overview of how Junos Scope RADIUS configuration works to

enable remote users with RADIUS accounts to log in with appropriate permissions. The

general sequence is as follows:

1. The RADIUS server administrator configures the RADIUS server(s) with Juniper

Networks vendor-specific RADIUS attributes and user account records. (See

“Configuring the RADIUS Server” on page 148.)

2. The RADIUS administrator ensures that all RADIUS servers are up and running.

3. The Junos Scope software administrator logs in to Junos Scope with superuser

permissions, and adds the RADIUS server host information in Junos Scope. (See

“Setting Up RADIUS Configuration in Junos Scope” on page 152.)
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4. The Junos Scope administrator adds local and remote template accounts as needed

in Junos Scope. (See “Configuring RADIUS Local and Remote Template Accounts in

Junos Scope” on page 158.)

5. A user with a RADIUS account logs in to the Junos Scope software with username

and password.

6. The Junos Scope software forwards a request to the RADIUS server to authenticate

the user’s login name.

7. If authentication succeeds, the RADIUS server returns the local username attribute

to the Junos Scope software.

8. The template account (user) set up in Junos Scope determines the user group to

which the RADIUS user belongs after log in.

9. The user logs in successfully with Junos Scope permissions derived from the least

restrictive permission levels of all user groups to which the user belongs.

Configuring the RADIUS Server

The sections that follow describe how to modify specific RADIUS server configuration

files with Juniper Networks vendor-specific attributes and user account information. All

RADIUS servers should comply with RFC 2865.

• Configuring an AAA Merit RADIUS server on page 148

• Configuring an SBR Server on page 149

• Configuring a FreeRADIUS Server on page 151

For other RADIUS servers, modify the configuration files required for that server according

to RFC 2138.

Configuring an AAAMerit RADIUS server

This section describes how to configure the clients, dictionary, users, and vendors

configuration files on an authentication, authorization, and accounting (AAA) Merit

RADIUS server. To do so, follow these steps:

1. Modify the RADIUS server ‘client’ configuration file as follows:

Junos Scope.server.name   secret        type=Juniper:nas

Replace Junos Scope.server.name with the name of the Junos Scope software server

to which you want users to log in. Replace secret with the shared secret between the

RADIUS server and the client. The Network Access Server (NAS) type is Juniper.

2. Modify the RADIUS server ‘dictionary’ configuration file as follows:

# Juniper Extensions
Juniper.attr    Juniper-Local-User-Name         1       string (1, 0)

Where Juniper-Local-User-Name is a RADIUS vendor-specific attribute used by Juniper

Networks.
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3. Modify the RADIUS server 'users' configuration file used to maintain the permitted

users list. For example, to add user 'edward' with password 'edward' and local user

template 'fritz', change the 'users' configuration file as follows:

edward Password = "edward"
        Juniper:Juniper-Local-User-Name = "fritz"

The Juniper:Juniper-Local-User-Name is optional.

4. Modify the RADIUS server ‘vendors’ configuration file as follows:

Juniper.attr Juniper.value 2636 Juniper

The Juniper Networks RADIUS Vendor ID attribute is 2636.

Configuring an SBR Server

This section describes how to configure a Steel-Belted RADIUS (SBR) server version 4.7

and other versions of the server.

• Configuring an SBR Server Version 4.7 on page 149

• Configuring Other SBR Server Versions on page 150

Configuring an SBR Server Version 4.7

To modify an SBR server version 4.7, follow these steps:

1. Start the Steel-Belted RADIUS Enterprise Edition Administrator program. The

Steel-Belted Radius Administrator window appears.

2. Click the Servers option button.

3. Click either the Local option button (if the server is running locally) or the Remote

option button, and specify the IP address of the remote server.

4. Click the Connect option button. A message is displayed in the Status field indicating

that the server started and displaying information about the server.

5. Click the RAS Clients option button.

6. Click Add.

7. In the Client Name text box, type a unique client name for the Junos Scope server.

You can also use the Junos Scope server DNS name as the client name.

8. Click OK.

9. Type the IP address of the Junos Scope server in the IP Address text field.

10. Select the Juniper M/T Series Make/Model value.

11. Click Edit Authentication Shared Secret, and type the shared RADIUS server secret.

12. Click Set.

13. To add new user accounts, modify the RADIUS server 'users' configuration. For

example, to add a user 'edward'with password 'edward'and local user template 'fritz',

follow these steps:
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a. Click the Users option button in the SBR Administration window.

b. Click the Add option button, and type the RADIUS username edward.

c. Click OK.

d. Click the Set Password option button, and type the password edward.

e. Make sure that the Allow PAP or CHAP option button is selected.

f. Click OK.

g. Click the Return List Attributes tab from the table.

h. Click the Ins option button at the bottom of the table. The Add New Attribute

window appears.

i. Select the Juniper-Local-User-Name from the Attribute list, and type the

corresponding local user template name fritz in the text field. The attribute is added

to the Return List Attribute table.

14. Click Save to save the configuration.

Configuring Other SBR Server Versions

NOTE: If the RADIUS server you are configuring is other than SBR server
version 4.7, perform the steps in this section before configuring the server as
described in “Configuring an SBR Server Version 4.7” on page 149.

To configure an SBR server version other than 4.7 (if that version does not already support

Juniper vendor-specific attributes) to make it capable of returning Juniper vendor-specific

attributes in an “access-accept” packet, follow these steps:

1. Copy the custom dictionary text into the “radius/service/Juniper.dct” file:

################################################################################
#
# This dictionary contains Juniper Vendor Specific Attributes
#
# (See README.DCT for more details on the format of this file)
################################################################################

# Use the Radius specification attributes
#
@radius.dct
#
# Juniper specific parameters
#
MACRO Juniper-VSA(t,s) 26 [vid=2636 type1=%t% len1=+2 data=%s%]
ATTRIBUTE Juniper-Local-User-Name Juniper-VSA(1, string) r
ATTRIBUTE Juniper-Allow-Commands Juniper-VSA(2, string) r
ATTRIBUTE Juniper-Deny-Commands Juniper-VSA(3, string) r
ATTRIBUTE Juniper-Allow-Configuration Juniper-VSA(4, string) r
ATTRIBUTE Juniper-Deny-Configuration Juniper-VSA(5, string) r
################################################################################
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# Juniper.dct - Juniper Networks dictionary
################################################################################

2. Copy the following text into the “radius/service/vendor.ini” file:

vendor-product = Juniper M/T Series
dictionary = Juniper
ignore-ports = no
port-number-usage = per-port-type
help-id = 2000

3. Add the following line to the “radius/service/dictiona.dcm ‘file:

@juniper.dct

4. Restart the RADIUS server to add the changes. A new Juniper RAS client model appears

in the Steel-Belted Radius Administrator window. The Juniper vendor-specific attributes

are available in the Return List Attributes list under a particular user.

Configuring a FreeRADIUS Server

To configure a FreeRADIUS server, follow these steps:

1. Modify the RADIUS server ‘clients.conf’ configuration file as follows:

client Junos Scope.server.IPAddress  {
 secret = Junos Scope
 shortname = Junos Scope.server.name
}

Replace JunosScope.server.IPAddresswith the IP address of the Junos Scope software

server to which you want users to log in. Replace Junos Scope with the shared secret

between the RADIUS server and the client. Replace JunosScope.server.namewith the

DNS name of the Junos Scope software server to which you want users to log in.

2. Modify the RADIUS server 'dictionary.juniper' configuration file as follows:

# Juniper Extensions
ATTRIBUTE    Juniper-Local-User-Name         1       string  Juniper

Where Juniper-Local-User-Name is a RADIUS vendor-specific attribute used by Juniper

Networks.

3. Modify the RADIUS server 'users'configuration file for maintaining the permitted users

list. For example, to add user 'Edward'with password 'Edward'and local user template

'fritz', change the 'users' configuration file as follows:

Edward Auth-type:=Local, User-Password = "Edward"
Juniper-Local-User-Name = "fritz"

The Juniper-Local-User-Name is optional.

4. Modify the RADIUS server 'dictionary.juniper' configuration file as follows:

VENDOR Juniper 2636 

The Juniper Networks RADIUS Vendor ID attribute is 2636.
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Setting Up RADIUS Configuration in Junos Scope

For each RADIUS server with user accounts that should have access to Junos Scope, you

must add that server host information in the Junos Scope software.

To set up RADIUS configuration in Junos Scope, see the following sections:

• Adding a RADIUS Configuration in Junos Scope on page 152

• Copying a RADIUS Configuration on page 153

• Editing a RADIUS Configuration on page 154

• Deleting a RADIUS Configuration on page 155

• Exporting RADIUS Configurations on page 155

• Importing RADIUS Configurations on page 156

Adding a RADIUS Configuration in Junos Scope

To add RADIUS server host information to Junos Scope, follow these steps:

1. Log in to Junos Scope with superuser permissions.

2. In Junos Scope, click Settings > RADIUS Configuration. The RADIUS Configuration

dialog box appears. The message “No RADIUS configuration present” appears if you

have not previously added a RADIUS configuration.

3. Click Add. The Add RADIUS Configuration dialog box appears.

4. Type the RADIUS server host DNS name or IP address in the text box. The name must

be less than 40 characters.

5. Type the RADIUS server port number in the text box. The default port number is 1812.

The port number value must be between 1 and 65,535.

6. Type the RADIUS accounting port number in the text box. The accounting port is the

port from which the Junos Scope software maintains a record of the loggable activities

that a user has performed. The default port number is 1813. The port number value

must be between 1 and 65,535.
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The RADIUS server port and the RADIUS accounting ports are optional, however, you

must supply at least one of them.

7. Type the RADIUS server secret in the text box. The secret must be less than

47 characters.

8. Type the RADIUS server secret again to confirm it.

9. Click OK. The RADIUS configuration record is listed in the RADIUS Configuration dialog

box by RADIUS server DNS name or IP address and RADIUS server port number.

Copying a RADIUS Configuration

You can copy an existing RADIUS configuration record using the RADIUS Configuration

Entry dialog box. To save the copied RADIUS configuration, you must change either the

RADIUS server DNS name or the IP address and port number.

To copy a RADIUS configuration, follow these steps:

1. Log in to Junos Scope with superuser permissions.

2. Click Settings >RADIUS Configuration. The RADIUS Configuration dialog box appears.

3. Select the RADIUS configuration record that you want to copy.

4. Click Copy. The Add RADIUS Configuration dialog box appears.
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5. Type the RADIUS server host DNS name or IP address in the text box. The name must

be less than 40 characters.

6. Type the RADIUS server port number in the text box. The default port number is 1812.

The port number value must be between 1 and 65,535.

7. Type the RADIUS accounting port number in the text box. The accounting port is the

port from which the Junos Scope software maintains a record of the loggable activities

that a user has performed. The default port number is 1813. The port number value

must be between 1 and 65,535.

The RADIUS server port and the RADIUS accounting ports are optional; however you

must supply at least one of them.

8. Type the RADIUS server secret in the text box. The secret must be less than

47 characters.

9. Type the RADIUS server secret again to confirm it.

10. Click OK. The copied RADIUS configuration record is added in the RADIUS Configuration

dialog box.

Editing a RADIUS Configuration

You can edit an existing RADIUS configuration record by changing the RADIUS server

DNS name, IP address and port number, or RADIUS server secret.

To edit a RADIUS configuration, follow these steps:

1. Log in to Junos Scope with superuser permissions.

2. Click Settings >RADIUS Configuration. The RADIUS Configuration dialog box appears.

3. Select the RADIUS configuration record that you want to edit.

4. Click Edit. The Edit RADIUS Configuration dialog box appears.
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5. Type the RADIUS server host DNS name or IP address in the text box. The name must

be less than 40 characters.

6. Type the RADIUS server port number in the text box. The default port number is 1812.

7. Type the RADIUS accounting port number in the text box. The accounting port is the

port from which the Junos Scope software maintains a record of the loggable activities

that a user has performed. The default port number is 1813. The port number value

must be between 1 and 65,535.

The RADIUS server port and the RADIUS accounting ports are optional; however, you

must supply at least one of them.

8. Type the RADIUS server secret in the text box. The secret must be less than

47 characters.

9. Type the RADIUS server secret again in the text box to confirm it.

10. Click OK. The edited RADIUS configuration record appears in the RADIUS Configuration

Entry dialog box.

Deleting a RADIUS Configuration

To delete a RADIUS Configuration, follow these steps:

1. Log in to Junos Scope with superuser permissions.

2. Click Settings >RADIUS Configuration. The RADIUS Configuration dialog box appears.

3. Select the RADIUS configuration record that you want to delete.

4. Click Delete. The RADIUS configuration record is deleted from the RADIUS

Configuration dialog box and the Junos Scope database.

Exporting RADIUS Configurations

You can export RADIUS configuration information to the local file system or import to

another Junos Scope server. You export all RADIUS configuration records to any XML

file. The default filename is radiusClients .

To export RADIUS configuration records, follow these steps:
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1. Log in to Junos Scope with superuser permissions.

2. Click Settings >RADIUS Configuration. The RADIUS Configuration dialog box appears.

3. Click Export. The File Download dialog box appears.

4. Click Save to save the RADIUS configuration data and export it to the file system in

a file named Junos Scope-radiusClients.xml. Click Open to view the contents of the

export file.

5. Navigate in the local file system to where you want to save the RADIUS configuration

records and click Save. The default RADIUS configuration entries export filename is

radiusClients.

6. Click Open to view the export XML file content.

NOTE: The Junos Scope- XML file prefix is not generated if you use the

Microsoft Internet Explorer 6.0Web browser to export Junos Scope setup
data. You will only see the radiusClients filename.

Importing RADIUS Configurations

You can import RADIUS configuration records from another Junos Scope server. You

can import any valid XML file.

Importing RADIUS configuration information is useful when you do not want to add

RADIUS configuration records manually.

To import RADIUS configuration records, follow these steps:

1. Log in to Junos Scope with superuser permissions.

2. Click Settings >RADIUS Configuration. The RADIUS Configuration dialog box appears.

3. Click Import. The Import RADIUS Configuration dialog box appears.
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4. Click Browse and navigate to where the radiusClients RADIUS configuration file is

located.

5. Type the key to decrypt the sensitive authentication information data that you want

to import. The key is required if you selected not to include it when the data was

exported. This key can be up to 16 characters long and was created during the Junos

Scope installation.

6. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record merges with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.

7. Double-click the radiusClients RADIUS configuration file.

8. The Import/Export Data dialog box appears confirming successful import of the

RADIUS configuration records.
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The Import/Export Data dialog box displays the RADIUS configuration records that

have been successfully imported, how many records are duplicates, how many records

did not import successfully, and any error descriptions.

9. Click OK. The imported RADIUS configuration records appear in the RADIUS

Configuration dialog box.

Configuring RADIUS Local and Remote Template Accounts in Junos Scope

The Junos Scope software uses local password authentication. You set up a username,

password, and permissions for each user allowed to log in to Junos Scope.
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However, when you use RADIUS authentication, you must set up single accounts (for

authorization purposes) that are shared by a set of users. You create these accounts

using the remote and local user template accounts.

A template account is a mapping between Junos Scope and the RADIUS server that

allows RADIUS users to get the appropriate permissions. When a user with a RADIUS

account logs in to Junos Scope, the software forwards the username and password to

the RADIUS server for authentication. If authentication succeeds, the RADIUS server

sends the Juniper-Local-User-Name attribute (if present for the user) to Junos Scope.

Based on the received Juniper-Local-User-Name attribute and the configured template

user accounts, Junos Scope determines the permissions for the user. The RADIUS account

user gets the same permissions as the template user.

You set up template accounts the same way you create users in Junos Scope. To add a

user in Junos Scope, see “Adding a User” on page 101. See also “RADIUS User Login

Scenarios” on page 160.

Local Template Accounts

When you configure a local template and a user logs in, the Junos Scope software sends

a request to the authentication server to authenticate the user's login name. When a user

is authenticated, the RADIUS server returns the local username to Junos Scope. If a local

username (for example, the Juniper-Local-User-Nameattribute) is specified for that login

name. the appropriate local template is selected. If no local template is returned by the

RADIUS server or no corresponding local template exists in Junos Scope, Junos Scope

will, by default, use the remote template (see “Remote Template Accounts” on page 159.)

Table 8 on page 159 shows the user account information that must exist on the RADIUS

server and in the local template account or user set up in Junos Scope.

Table 8: Local Template Account

Junos Scope Local Template AccountRADIUS Server User Account

Username: fritz

Password: fritz

Permissions: superuser

Username: “edward”

Password: ”edward”

Juniper-Local-User-Name= “fritz”

If a local user logs in to Junos Scope using username fritz and password fritz, the user

will log in successfully with superuser permissions. However, if a RADIUS user “edward”

logs in to Junos Scope successfully using username edward, that user gets the same

permissions as fritz. In this case, user “edward“ on successful login gets the superuser

permissions. If you change the permission for fritz to read-write, user ”edward”, on

successful login, will also get read-write permissions.

Remote Template Accounts

There can be only one remote template account in Junos Scope. You configure a remote

template in Junos Scope by creating a user with username remote and a password with

any secure name. (See “Adding a User” on page 101.)

159Copyright © 2010, Juniper Networks, Inc.

Chapter 14: Setting Up RADIUS Configuration



In Junos Scope, a remote template is for a user with username 'remote' with a RADIUS

account when either no Juniper-Local-User-Name attribute is specified for that user or

the specified local user does not exist in Junos Scope (see Table 9 on page 160).

For example:

• The Juniper-Local-User-Name attribute is not specified for the user on the RADIUS

server (see Table 11 on page 161)

• The Juniper-Local-User-Name attribute is specified, but the corresponding username

is not present in Junos Scope.

Table 9: Remote Template Account

Junos Scope Local Template AccountRADIUS Server User Account

Username: remote

Password: remote

Permissions: superuser

edward password = “ edward”

Juniper-Local-User-Name attribute is not
specified

Username “edward” will get the same permissions as the remote template (for example,

the same permissions as user remote) if configured in Junos Scope.

If neither the local nor remote template is configured in Junos Scope (for example, for

RADIUS user “edward”, if both users fritz and remote do not exist in Junos Scope), the

RADIUS user will not be able to log in.

For a user with an account in RADIUS to be able to successfully log in to Junos Scope,

Junos Scope must have at least remote user template configured.

RADIUS User Login Scenarios

This section provides several scenarios that describe the user account and template

account information that should be configured on the RADIUS server and in Junos Scope

for a user to log in to Junos Scope with certain permissions.

All RADIUS servers should be up and running for RADIUS users to log in to Junos Scope

successfully.

Scenario 1: Logging In to Junos Scopewhen a Remote Template Account Is Present

If a user account is present on the RADIUS server, the user should be able to log in to

Junos Scope if either the Juniper-Local-User-Name attribute is not specified, or the

username corresponding to the Juniper-Local-User-Nameattribute does not exist in Junos

Scope, but the username remote does (see Table 10 on page 161). See also “Remote

Template Accounts” on page 159.
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Table 10: RADIUSServer Setup, JunosScopeUser Information, and Login
Results

Successful Login ResultsJunos Scope User Setup InformationRADIUS Server Configuration

Username: bob

Password: bobpassword

Permissions: read-only

Username: remote

Password: remote

Permissions: read-only

bob password = ‘bobpassword’

Juniper-Local-User-Name is not specified

Scenario 2: Logging In to Junos Scopewhen a Local Template Account Is Present

If a user account is present on the RADIUS server, the user should be able to log in if the

Juniper-Local-User-Name attribute is specified and the corresponding local user is set up

in Junos Scope (see Table 11 on page 161 ).

Table 11: RADIUS Server Setup, Junos Scope User Information, Login
Results

Successful Login ResultsJunos Scope User Setup InformationRADIUS Server Configuration

Username: fritz

Password: fritz

Permissions: superuser

Username: fritz

Password: fritz

Permissions: superuser

edward password = ‘edward’

Juniper-Local-User-Name = ‘fritz’

Username: edward

Password: edward

Permissions: superuser

Username: remote

Password: remote

Permissions: read-only

Username: edward

Password: edward

Permissions: read-only

(If you delete user fritz first)

Scenario 3: Logging In to Junos Scopewhen the SameUser Account Is Present on the RADIUS
Server and in Junos Scope

If the same username and password are present on the RADIUS server and in Junos

Scope, the user can log in to Junos Scope using the username and password combination.

After login, the user has the permissions that exist in Junos Scope (see Table 12 on page 162

).
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Table 12: RADIUSServer Setup, Junos ScopeUser Information, and Login
Results

Successful Login ResultsJunos Scope User Set Up InformationRADIUS Server Configuration

Username: fritz

Password: fritz

Permissions: superuser

Username: fritz

Password: fritz

Permissions: superuser

honda password = ‘honda’

Juniper-Local-User-Name = ‘fritz’

Username: honda

Password: honda

Permissions: read-only

Username: honda

Password: honda

Permissions: read-only

Username: honda

Password: honda

Permissions: superuser

(If you delete user honda first)

If the same username is present on the RADIUS server and in Junos Scope, but the

passwords on the RADIUS server and in Junos Scope are different, the user can log in

using the username and both passwords. After login, the user gets the same permissions

as configured on the RADIUS server or locally in Junos Scope depending on whether the

username and password combination exists on the RADIUS server or in Junos Scope

(see Table 13 on page 162).

Table 13: RADIUS Server Setup, Junos Scope User Information, Login
Results

Successful Login ResultsJunos Scope User Setup InformationRADIUS Server Configuration

Username: honda

Password: honda

Permissions: superuser

Username: fritz

Password: fritz

Permissions: superuser

honda password = ‘honda’

Juniper-Local-User-Name = ‘fritz’

Username: honda

Password: honda123

Permissions: read-only

Username: honda

Password: honda123

Permissions: read-only
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CHAPTER 15

Importing and Exporting All Settings Data

This chapter describes how to import and export all Junos Scope software settings data

at once, including all dependancies, to and from the Junos Scope database in Extensible

Markup Language (XML) file format on the local file system.

You must have superuser permissions to import or export all Junos Scope data.

For information about importing and exporting individual access methods, devices, groups,

schedules, or user data, see the following chapters in this guide:

You must have superuser permission to import and export all setup data.

This chapter includes the following topics:

• Importing All Settings Data on page 163

• Exporting All Settings Data on page 167

Importing All Settings Data

To import all Junos Scope settings data at once, follow these steps:

1. In the Junos Scope main window, click Settings > Import/Export Data. The

Import/Export Data dialog box appears.

2. In the Import All Data area, type the XML filename or browse to the XML file you want

to import.

For example, you can import the default Junos Scope-all.xmlXML file from another

Junos Scope server or modify the sample export-import-sample.xml file on the Junos

Scope server accordingly. The contents of the sample XML file are as follows:
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<?xml version="1.0" encoding="ISO-8859-1" ?>
- <all-records xmlns:cinclude="http://apache.org/cocoon/include/1.0">
- <Junos Scope:users xmlns:Junos 
Scope="http://xml.juniper.net/jtk/export/1.0">
- <Junos Scope:user>
<Junos Scope:login>admin</Junos Scope:login>
<Junos Scope:password>@S@20954@D2A1C46FC4830C53@1B3568CD62D615C9</Junos 
Scope:passwo
rd>
<Junos Scope:user-role>superuser</Junos Scope:user-role>
</Junos Scope:user>
</Junos Scope:users>
- <Junos Scope:groups xmlns:Junos 
Scope="http://xml.juniper.net/jtk/export/1.0">
- <Junos Scope:group>
<Junos Scope:name>my-group</Junos Scope:name>
<Junos Scope:criteria>SELECT DISTINCT dev.name FROM devices dev WHERE (
dev.deleted_on = 0 ) AND ( ( dev.name LIKE '%delhi%' ) )</Junos 
Scope:criteria>
<Junos Scope:pretty>NAME does contain "delhi"</Junos Scope:pretty>
<Junos Scope:comment>my group</Junos Scope:comment>
</Junos Scope:group>
</Junos Scope:groups>
- <Junos Scope:labels xmlns:Junos 
Scope="http://xml.juniper.net/jtk/export/1.0">
- <Junos Scope:label>
<Junos Scope:name>my-label</Junos Scope:name>
<Junos Scope:category>core</Junos Scope:category>
<Junos Scope:comment />
</Junos Scope:label>
</Junos Scope:labels>
- <Junos Scope:devices xmlns:Junos 
Scope="http://xml.juniper.net/jtk/export/1.0">
- <Junos Scope:device>
<Junos Scope:name>munch</Junos Scope:name>
<Junos Scope:hostname>munch</Junos Scope:hostname>
<Junos Scope:priority>0</Junos Scope:priority>
<Junos Scope:model>J4300</Junos Scope:model>
<Junos Scope:comment />
<Junos Scope:default-access-method>my-access</Junos 
Scope:default-access-method>
<Junos Scope:device-label>my-label</Junos Scope:device-label>
</Junos Scope:device>
- <Junos Scope:device>
<Junos Scope:name>delhi</Junos Scope:name>
<Junos Scope:hostname>delhi</Junos Scope:hostname>
<Junos Scope:priority>0</Junos Scope:priority>
<Junos Scope:model>T320</Junos Scope:model>
<Junos Scope:comment />
<Junos Scope:default-access-method>my-access</Junos 
Scope:default-access-method>
<Junos Scope:device-label>my-label</Junos Scope:device-label>
</Junos Scope:device>
- <Junos Scope:device>
<Junos Scope:name>fivestar</Junos Scope:name>
<Junos Scope:hostname>fivestar</Junos Scope:hostname>
<Junos Scope:priority>0</Junos Scope:priority>
<Junos Scope:model>J6300</Junos Scope:model>
<Junos Scope:comment />
<Junos Scope:default-access-method>my-access</Junos 
Scope:default-access-method>
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<Junos Scope:device-label>my-label</Junos Scope:device-label>
</Junos Scope:device>
</Junos Scope:devices>
- <Junos Scope:schedules xmlns:Junos 
Scope="http://xml.juniper.net/jtk/export/1.0">
- <Junos Scope:schedule>
<Junos Scope:name>my-sched</Junos Scope:name>
<Junos Scope:start-time utc-milliseconds="1138645800653">Tue Jan 31 
00:00:00 IST
2006</Junos Scope:start-time>
<Junos Scope:period>every minute</Junos Scope:period>
<Junos Scope:comment />
</Junos Scope:schedule>
</Junos Scope:schedules>
- <Junos Scope:access-methods
xmlns:Junos Scope="http://xml.juniper.net/jtk/export/1.0">
<Junos Scope:encryption-format>encrypted-and-key-included</Junos 
Scope:encryption-fo
rmat>
<Junos Scope:encryption-key>@S@9DAA03366CD26456EFBC333E44620CA9</Junos 
Scope:encrypt
ion-key>
- <Junos Scope:authentication-information>
<Junos Scope:name>my-auth</Junos Scope:name>
<Junos Scope:login>regress</Junos Scope:login>
<Junos Scope:password>@S@14095E0A0A8999C6F8C35FA5F797795C</Junos 
Scope:password>
</Junos Scope:authentication-information>
- <usergroup>
<name>NOC Operator</name>
<role>read-only</name>
<comment>NOC operator</comment>
</usergroup>
<?xml version="1.0" encoding="ISO-8859-1"?>
<Junos Scope:global-policy
xmlns:Junos Scope="http://xml.juniper.net/jtk/export/1.0">
<Junos Scope:maximum-login-attempts>0</Junos Scope:maximum-login-attempts>
<Junos Scope:access-window>23</Junos Scope:access-window>
<Junos Scope:access-policy>
<Junos Scope:ip-address>172.17.23.151</Junos Scope:ip-address>
<Junos Scope:mask>23</Junos Scope:mask>
<Junos Scope:allow>1</Junos Scope:allow>
<Junos Scope:comment>blocking my machine</Junos Scope:comment>
</Junos Scope:access-policy>
<Junos Scope:access-policy>
<Junos Scope:ip-address>2344:2344:2344:2344:2344:2344:2344:2344</Junos 
Scope:ip-address>
<Junos Scope:mask>72</Junos Scope:mask>
<Junos Scope:allow>1</Junos Scope:allow>
<Junos Scope:comment>ipv6Test</Junos Scope:comment>
</Junos Scope:access-policy>
<Junos Scope:access-policy>
<Junos Scope:ip-address>127.127.127.126</Junos Scope:ip-address>
<Junos Scope:mask>30</Junos Scope:mask>
<Junos Scope:allow>1</Junos Scope:allow>
<Junos Scope:comment>test</Junos Scope:comment>
</Junos Scope:access-policy>
<Junos Scope:access-policy>
<Junos Scope:ip-address>127.127.127.127</Junos Scope:ip-address>
<Junos Scope:mask>32</Junos Scope:mask>
<Junos Scope:allow>1</Junos Scope:allow>
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<Junos Scope:comment>test</Junos Scope:comment>
</Junos Scope:access-policy>
</Junos Scope:global-policy>
- <Junos Scope:access-method>
<Junos Scope:name>my-access</Junos Scope:name>
<Junos Scope:type>clear-text</Junos Scope:type>
<Junos Scope:authentication>my-auth</Junos Scope:authentication>
</Junos Scope:access-method>
</Junos Scope:access-methods>
- <Junos Scope:radius-clients-config
xmlns:Junos Scope="http://xml.juniper.net/jtk/export/1.0">
- <Junos Scope:radius-server-entry>
<Junos Scope:server-name>10.209.148.102</Junos Scope:server-name>
<Junos Scope:port-no>1812</Junos Scope:port-no>
<Junos Scope:acct-port-no>1813</Junos Scope:acct-port-no>
<Junos 
Scope:shared-secret>@S@6DE028955F902AB28F435E9C314C38219490246BB894C586E582
6E93F712E90A3C9D8D53EE6AB4FE4B10FE0FAF25F636</Junos Scope:shared-secret>
</Junos Scope:radius-server-entry>
</Junos Scope:radius-clients-config>
</all-records>

3. Type the key to decrypt the sensitive data that you want to import if the key was not

included when the data was exported.

4. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented

as necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence

over the fields of the existing record. Any imported record that does not exist in the

Junos Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.

5. In the Import All Data area, click Import All Data. The Import/Export Data confirmation

dialog box appears.
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6. Click OK.

All setup information in the database is saved with all dependencies to the local file

system with the filename that you specified.

Exporting All Settings Data

You can export all Junos Scope settings data at once to an export XML file for importing

later to another Junos Scope server.

To export all setup data at once, follow these steps:
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1. In the Junos Scope main window, click Settings > Import/Export Data. The

Import/Export Data dialog box appears.

2. Select how you want sensitive data in authentication information exported from the

Junos Scope software. Sensitive authentication information can be exported in one

of the following ways:

• Encrypt sensitive data and provide key at import time—Sensitive data is exported

encrypted and the key to decrypt it is not included in the exported data, but is

supplied during import.

• Encrypt sensitive data and include decryption key—Sensitive data is exported

encrypted, along with the key needed to decrypt the data. This lets you easily export

all settings data to another system.

• Export sensitive data unencrypted—Sensitive password data is not encrypted at

export.

3. In the Export All Data area, click Export All Data. The File Download dialog

box appears.
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4. Click Save to export all of the setup data in the database to a default export XML file

named Junos Scope-all.xml. Click Open to view the contents of the export XML file.

NOTE: The Junos Scope-all XML filename is not generated if you use the

Microsoft Internet Explorer 6.0Web browser to export Junos Scope setup
data. You will see an export####### filename.
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CHAPTER 16

Using Task Manager (Saved Operations)

Use Task Manager to create compound operations from any simple and compound

operations that you have saved. A simple operation is an action applied to one or more

devices; for example, archive router1. A compound operation is a combination of simple

or compound actions applied to one or more devices; for example, archive all devices,

restore-merge all routers, then archive all routers again.

You save simple archive (Settings > Archive), restore (Settings > Restore), and inventory

scan (Inventory Management > Scan) operations by providing a unique name and an

optional comment. Saved operations are listed in the Task Manager (Settings > Saved

Operations). (See Figure 3 on page 172.)
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Figure 3: Saved Operations

Devices on the network may share a large portion of their configuration with one

another—they might have the same DNS, NTP, SNMP, system log, and RADIUS

configuration; the same firewall filters; the same routing protocols, and the same routing

policies. For this reason, you can take one configuration and import it into the Junos Scope

software using Configuration > Repository > Import, then save that configuration with a

unique name and a descriptive comment. Using Task Manager, you can then restore that

configuration (upload it) to multiple devices. Saving operations from a device or group

and reusing them reduces production time and errors.

With Task Manager, you can manipulate saved operations as follows:

• Create compound operations from simple operations and specify their execution order:

concurrent or sequential. Concurrent compound operation tasks run on one or more

devices in parallel or in no specified order; sequential compound operation tasks run

on one or more devices in the order that you specify.

• Run operations in real time or as part of an existing schedule.

• Assign devices to a saved operation, and run it real time or as part of an existing

schedule.

• View simple operation settings.
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• Edit all compound operation settings.

• Delete operations.

You can immediately view the status of operations that have run in real time. You can

view the status of these operations using an existing schedule (Monitor > Operations).

You can also view the status of a selected operation (Monitor > Status).

To use Task Manager operations, you must have superuser or read-write permission.

This chapter includes the following topics:

• Saving a Simple Operation on page 173

• Viewing Saved Operations on page 173

• Adding a Concurrent Compound Operation on page 174

• Adding a Sequential Compound Operation on page 176

• Running a Saved Operation on page 178

• Assigning Devices to a Saved Operation on page 181

• Viewing Simple Operation Settings on page 183

• Editing Compound Operation Settings on page 184

• Monitoring Run Operations on page 185

• Importing Saved Operations Information on page 190

• Exporting Saved Operations Information on page 192

• Deleting Saved Operations on page 192

Saving a Simple Operation

You can save simple operations, such as archive, restore, and inventory scan. A simple

operation is a Junos Scope action applied to a device; for example, archive router1.

You save simple operations in the archive, restore, and inventory scan user interfaces by

providing a unique name and an optional comment. Saved operations are listed in the

Settings > Saved Operations dialog box of the Task Manager.

To save an archive, restore, or inventory scan operation, do one of the following:

• To save an archive operation, see “Saving an Archive Operation” on page 203

• To save a restore operation, see “Saving a Configuration Restore Operation” on page 249

• To save an inventory scan operation, see “Saving an Inventory Scan Operation” on

page 374

Viewing Saved Operations

The Saved Operations dialog box lists simple operations (one action applied to a device)

that you have saved from the archive, restore, or inventory scan user interfaces. This
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dialog box also lists compound operations (multiple actions applied to a device) that

you can create using the Add button.

Use the Saved Operations dialog box to manage saved simple and compound operations

at a glance. You can do the following:

• Sort all saved operations by Name or Comment by clicking the column header.

• Combine simple operations to create compound operations and specify the order in

which they will run using the Add button and the Edit link. For more information, see

“Adding a Concurrent Compound Operation” on page 174, “Adding a Sequential

Compound Operation” on page 176, and “Editing Compound Operation Settings” on

page 184.

• Run simple and compound operations using the Run link. For more information, see

“Running a Saved Operation” on page 178.

• Delete operations using the Delete link. For more information, see “Deleting Saved

Operations” on page 192.

• View simple operation settings using the View link. The View link is specific to simple

operations only. For more information, see “Viewing Simple Operation Settings” on

page 183.

• Edit compound operation execution order, sequencing, and other settings using the

Edit link. For more information, see “Editing Compound Operation Settings” on page 184.

To view saved operations, do the following:

• From the Junos Scope main window, click Settings > Saved Operations. The Saved

Operations dialog box appears.

For more information about creating compound operations, see:

• Adding a Concurrent Compound Operation on page 174

• Adding a Sequential Compound Operation on page 176

Adding a Concurrent CompoundOperation

A concurrent compound operation is a combination of simple and compound actions,

the execution order of which is not guaranteed. From the Saved Operations dialog box,
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you can combine simple and compound operations to run concurrently in real time or at

a scheduled interval using the Add button and the Edit link. (See Figure 4 on page 175.)

Figure 4: Concurrent CompoundOperation

To add a concurrent compound operation, follow these steps:

1. From the Junos Scope main window, click Settings > Saved Operations. The Saved

Operations dialog box appears.

2. Click Add. The Add Compound Operation dialog box appears.
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3. Type a unique name for the concurrent compound operation in the Name text box.

4. Type an optional comment describing the concurrent compound operation in the

Comment text box.

5. Click the Concurrent option button.

6. Select the operations that you want to include in the concurrent compound operation

from the Available Operations list box and click Add. The selected operations appear

in the Selected Operations list box. The operations will be executed in parallel or no

specified order.

7. Click OK.

The compound operation name appears alphabetically in the Saved Operations dialog

box. You can edit compound operations from the Saved Operations dialog box by

clicking the Edit link. The Edit link is specific only to compound operations.

Adding a Sequential CompoundOperation

A sequential compound operation is a combination of simple or compound actions that

you want to execute on one or more devices in a specific order or sequence. From the

Saved Operations dialog box, you can combine simple or compound operations to create

compound operations that run sequentially in real time, or at a scheduled interval using

the Add button and the Edit link. (See Figure 5 on page 177.)
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Figure 5: Sequential CompoundOperation

To add a sequential compound operation, follow these steps:

1. From the Junos Scope main window, click Settings > Saved Operations. The Saved

Operations dialog box appears.

2. Click Add. The Add Compound Operation dialog box appears.
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3. Type a name for the sequential compound operation in the Name text box.

4. Type an optional comment describing the sequential compound operation in the

Comment text box.

5. Click the Sequential option button. The Move Up and Move Down action buttons are

enabled.

6. Select the operations that you want to be in the sequential operation from the Available

Operations list box, and click Add. The selected operations appear in the Selected

Operations list box.

7. Use the Move Up and Move Down action buttons to change the order in which the

operation will occur. These buttons are only available when you select the Sequential

option. The operations will be executed in the order in which they appear in the list

from top to bottom.

8. Click OK.

The compound operation appears alphabetically in the Saved Operations list box.

You can edit compound operations from the Saved Operations dialog box by clicking

the Edit link. The Edit link is specific only to compound operations.

Running a Saved Operation

You can run saved operations in real time or at a scheduled interval. The execution of

tasks in a concurrent compound operation is not guaranteed. The execution of tasks in

a sequential compound operation is guaranteed in the order that you specify in the Add

Compound Operation dialog box.

To run an operation that you have saved, follow these steps:

1. From the Junos Scope main window, click Settings > Saved Operations. The Saved

Operations dialog box appears.
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2. Click the Run link for the operation that you want to run. The Run Saved Operation

dialog box appears.

You can select to run the operation now or at a scheduled interval.

Running an Operation Now

To run an operation now or immediately, follow these steps:

1. In the Saved Operations dialog box, select the Run operation link for the operation

that you want to run. The Run Saved Operation dialog box appears.

2. Click the Now option button and click OK to run the operation, immediately in real

time. The View Status Records dialog box appears.
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The View Status Records dialog box lets you view the status of each task that ran in a

simple or compound operation. At a glance, you can see the operation name, operation

type, the device name on which the operation ran, the user who ran the operation,

operation status, start time, last updated time, and an operation status message.

The View Status Records dialog box refreshes every 10 seconds.

NOTE: If you run an operation using the Saved Operations wizard, you see
one additional status record with an operation type of “ run operation” to
indicate the status of running the saved operation. This status recordwill not
appear if you run an operation using the Archive, Restore, or Inventory Scan
wizards.

The status of a compound operation is successful when all tasks within it have run

successfully.

Running a Scheduled Operation

To run a scheduled operation, do the following:

1. In the Run Saved Dialog Box, click the Select Schedule option button.

2. Select a schedule, and click OK.

The Confirm Run Saved Operation dialog box appears.
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3. Confirm that the run settings for the operation are correct and click OK. The Saved

Operations dialog box appears. The operation runs at the selected scheduled interval.

Assigning Devices to a Saved Operation

You can assign devices or a group to a saved operation. The saved operation is used as

a template , but it will not run on the devices that were originally used in the saved

operation. Instead, the saved operation will run on the new device or group which is

specified by the user. For a sequential task that involves an image upgrade, you can

simultaneously execute the task on a maximum of 25 devices. A concurrent compound

operation is created and the saved operation concurrently operates on each of these

devices. If you assign a group to a saved operation, the group only expands once, and the

saved operation runs on the devices belonging to that group.

1. From the Junos Scope main window, click Settings > Saved Operations. The Saved

Operations dialog box appears.

2. Click the Assign Devices link for the operation that you want to run. The Assign Devices

for Running Saved Operation dialog box appears.
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3. Select the Group or Select Device(s) option button.

4. Select the group or devices that you want from the Group or Select Device(s) list box.

Shift + click to select multiple devices from the Select Device(s) drop-down list box.

5. Select when you want the operation to occur by clicking the appropriate option button:

• Now—(Default) Runs the operation immediately after you confirm it.

• SaveOperation as—Saves the current operation in the Settings > Saved Operations

table so you can combine that operation with other operations or run that operation

at a later time. Click the Save Operation as option button, then type an operation

name in the text box. You cannot assign any more devices to these saved operations.

• Select Schedule—Runs the operation at the scheduled time interval. Select the

schedule that you want in the schedule table.

6. Click OK.

• If you selected the Now option, the saved operation immediately runs on the devices

or group that you assigned to the operation.

• If you selected the Save Operation as option, the operation is saved and listed in

the Settings > Saved Operations dialog box. You cannot assign any more devices

to these saved operations therefore, only the Run, View, and Delete links are

displayed on the Status—View Status Records dialog box.

• If you selected the Select Schedule option and selected a schedule, the operation

runs when the operation is scheduled to be run.

When the operation run process is complete, the Status—View Status Records dialog

box appears.
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The Status—View Status Records dialog box lists the operation by operation name,

operation type, report name, username, operation status, last updated time, and

operation system log message. The operation status can be successful, failed, writing,

pending, rebooting, connecting, or working.

Viewing Simple Operation Settings

You can view the settings of a saved simple operation. For archive and inventory scan

operations, the View Simple Operation dialog box displays the operation name, operation

type, comment, and the devices on which the operation will execute. For restore

operations, the View Simple Operation dialog box also displays, the archived configuration

or the name of an imported configuration file, configuration revision level, configuration

load action, and whether the Routing Engines are synchronized.

To view simple operation settings, follow these steps:

1. From the Junos Scope main window, click Settings > Saved Operations. The Saved

Operations dialog box appears.
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2. Click the View link for the saved operation that you want. The View Simple Operation

dialog box appears.

3. Check that the operation settings are what you want, then click OK. You return to the

Saved Operations dialog box.

Editing CompoundOperation Settings

Editing compound operation settings gives you the flexibility of checking and changing

the settings for compound operations made up of archive, restore, and inventory scan

operations. Unlike simple operations, compound operations listed in the Saved Operations

dialog box have an Edit link.

You can edit the following compound operation settings:

• Name.

• Optional comment.

• Execution method—Concurrent or sequential. Concurrent compound operation tasks

run on one or more devices at the same time; sequential compound operation tasks

run on one or more devices in the order that you specify.

• For concurrent compound operations, you can edit the tasks that you want included.

For sequential compound operations, you can edit the order in which you want tasks

to occur.

To edit compound operation settings, follow these steps:

1. From the Junos Scope main window, click Settings > Saved Operations. The Saved

Operations dialog box appears.
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2. Click the Edit link for the saved operation that you want. The Edit Compound Operation

dialog box appears.

3. Edit the settings in the Edit Compound Operations dialog box, then click OK. The

Saved Operations dialog box appears.

Monitoring Run Operations

You can view the status of operations that have run in several ways:

• Immediately after running an operation using the Now schedule option (see “Monitoring

Operations Run in Real Time” on page 185)

• Using Monitor > Operations (see “Monitoring Operations Run Using a Schedule” on

page 187)

• Using Monitor > Status (see “Monitoring Selected Operation Status” on page 188)

Monitoring Operations Run in Real Time

When you run an operation in real time using the Now schedule option, the View Status

Records dialog box appears displaying the results of each task that was run.

To view the status of operations run in real time, follow these steps:

1. From the Junos Scope main window, click Settings > Saved Operations. The Saved

Operations dialog box appears.
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2. Click the Run link or the operation that you want to run. The Run Saved Operation

dialog box appears.

3. Click the Now option button, and click OK to run the operation immediately in real

time. The View Status Records dialog box appears.
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The View Status Records dialog box shows the status of each task that ran in a simple

or compound operation. At a glance, you can see the operation name, operation type,

the device name on which the operation ran, the user who ran the operation, operation

status, start time, last updated time, and an operation status message.

The View Status Records dialog box refreshes every 10 seconds.

The status of a compound operation is successful when all tasks within it have run

successfully.

Since a task can contain multiple Operations, in this step the operations in this task will

be listed down. You can now select the operation you wish to redo and click on next.

Junos Scope displays two list boxes one with all the devices on which the operation was

successful and the other list box will contain failed devices. You can select the devices

on which you wish to redo the operation from either of the list boxes.

NOTE:

• TheRedoWizard always displays a device list even if during a task creation
device group was selected.

• Only devices on which the operation failed (ERROR, ABORTED) or
successful are listed. Devices on which the operation is in any other state
is not be listed.

• Devices on which the Operation was executed but are deleted from Junos
Scope will be excluded from the list boxes.

Monitoring Operations Run Using a Schedule

Use the Operations dialog box to view operations that have run using an existing schedule.

An operation does not appear in the Operations dialog box if you ran it immediately using

the Now option. For more detailed information about using the Operations dialog box,

see “Managing Operations” on page 345.

To view the Operations dialog box, from the Junos Scope main window, click Monitor >

Operations. The Monitor Operations dialog box appears.
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The Operations dialog box lists all operations run using a schedule by operation type,

target devices, execution schedule, when the operation is scheduled to run again, last

run status, and an optional comment about the operation.

Click a link in the Last Status column for an operation to display the View Status Records

dialog box (for more information, see “Monitoring Operations Run in Real Time” on

page 185).

Monitoring Selected Operation Status

Use the Monitor Status dialog box to view the operation status of a saved operation that

you select. For more detailed information about monitoring operation status, see “Viewing

and Maintaining Operation Status” on page 347.

To view the status of a selected saved operation, follow these steps:

1. From the Junos Scope main window, click Operation > Status. The Status—Select

Device or Operation and Query Options dialog box appears.
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2. Click the Selected Operations option button, and select the saved operation for which

you want to view status.

3. Click OK. The View Status Records dialog box appears displaying the operation status

by operation name, operation type, device name, username, operation status, start

time, last updated time, and a status message.
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Click the Show Task link to display a page that displays the status records that are run

as part of the task you selected. Click Back to status to return to the View Status Records

dialog box.

Importing Saved Operations Information

You can import device information from another Junos Scope server, or you can use the

provided sample XML import file export-import-sample.xml as a guide. Importing saved

operations information is useful when you do not want to enter that information manually.

To import schedules information, follow these steps:

1. In the Junos Scope main window, click Settings > Saved Operations. The Saved

Operations dialog box appears.

2. Click Import. The Import Schedules dialog box appears.
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3. In the File text box, either browse to or type the name of the XML file that you want

to import. For example, you can import the default schedules.xml export file from

another Junos Scope server or use the provided sample export-import-sample.xml

XML file on the Junos Scope server to generate a file to import.

NOTE: The Junos Scope- XML file prefix is not generated if you use the

Microsoft Internet Explorer 6.0Web browser to export Junos Scope setup
data. You will only see the schedules filename.

4. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record merges with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.

5. Click Import. The Import status dialog box appears.
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The dialog box indicates the number of records imported successfully and

unsuccessfully. The Details column provides a description for records that fail import.

6. Click OK. The imported data is listed in the Saved Operations dialog box.

Exporting Saved Operations Information

You can export saved operations that you want back up or import to another Junos Scope

server.

To export export saved operations information, follow these steps:

1. In the Junos Scope main window, click Settings > Saved Operations. The Saved

Operations dialog box appears.

2. Click Export. The File Download dialog box appears.

3. Click Save to save the saved operations information to the local filesystem.

Deleting Saved Operations

You can delete saved operations. However, you cannot delete a simple operation that

is being used in a compound operation. Also, you cannot delete any simple or compound

operation that is already scheduled to run. To delete an operation that is already scheduled
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to be run, use Monitor > Operations. For more information, see “Managing Operations”

on page 345.

To delete an operation that you have saved, follow these steps:

1. From the Junos Scope main window, click Settings > Saved Operations. The Saved

Operations dialog box appears.

2. Click the Delete link for the operation that you want.
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PART 4

Performing Configuration Management

• Archiving and Manipulating Device Configurations on page 197

• Setting Up Archived Configuration Tags and Auditing Configurations and Partial

Configurations on page 213

• Comparing Configuration Files on page 229

• Importing and Deleting Configuration Files on page 233

• Displaying a Configuration File on page 241

• Restoring a Configuration File on page 245

• Managing Junos Scripts on page 253

• Managing Configuration File Associations on page 275
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CHAPTER 17

Archiving and Manipulating Device
Configurations

This chapter describes how to perform an archive operation that copies a configuration

file from a router or a group of routers to the Junos Scope software and stores it in the

Concurrent Versions System (CVS) repository, where all revisions of router configuration

files are stored.

This chapter also describes how to edit archived configurations, save archived

configurations to a local file system and save a configuration operation so that you can

combine it with other operations, such as restore and inventory scan, to run on devices

in your network that you specify,

Once archived, you can display a configuration, compare two revisions of a configuration,

or restore a configuration.

This chapter also describes how to configure a Junos device to transfer its device

configuration to the Junos Scope server when a commit succeeds.

You must have superuser or read-write permission to archive a configuration file.

This chapter includes the following topics:

• Archiving a Configuration File on page 197

• Editing Archived Configurations on page 200

• Saving Archived Configurations on page 201

• Saving an Archive Operation on page 203

• Configuring the Junos Scope Server for Transfer on Commit on page 204

• Configuring Devices to Transfer Committed Configurations on page 206

Archiving a Configuration File

To archive a configuration file, follow these steps:
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1. In the Junos Scope main window, click Configuration > Repository > Archive. The

Archive—Select device and time dialog box appears.

2. Select the Group or Select Device(s) option button.

3. Select the group or devices that you want from the Group or Select Device(s)

drop-down list box. Shift+click to select multiple devices from the Select Device(s)

drop-down list box.

4. In the Comment text box, type an optional descriptive comment about the archive

that you want to perform.

5. Select when you want the archive to occur by clicking the appropriate option button:

• Now—(Default) Performs an archive immediately after you confirm it.

• Select Schedule—Performs an archive at the scheduled time interval.

• Select to save the archive operation to run at a later time. Click Save Operation as,

then type an operation name in the text box.

6. Click Next. The Archive—Confirm selections dialog box appears. If you have selected

a BXOS device or a group that contains BXOS devices, go to step 7, else go to step 8.
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7. If you have selected a BXOS device or a group that contains BXOS devices, choose

one of the following options from the Confirm Selections dialog box.

NOTE: BXOS configuration is archived in xml format.

• Archive Startup Configuration—Choose this option if you want to archive the startup

configuration on the BXOS device. By default, Junos Scope archives the startup

configuration for BXOS devices.

• Archive Running Configuration—Choose this option if you want to archive the running

configuration on the BXOS device.

NOTE: If you choose to archive a running configuration that is the same
as the startup configuration archived on the Junos Scope server or vice
versa, Junos Scope does not create a new version of the archived
configuration when there is no difference between the archived
configuration and the one submitted for archiving. The Comment field
for the archived configuration indicates whether the archived
configuration is a running configuration or startup configuration.

8. Confirm that the archive options that you selected are correct.

9. Click Finish to confirm the archive.

• If you selected Now in Step 5, archiving occurs immediately and the Archive—Wait

for operation to complete dialog box appears.

• If you selected to save the archive operation, you return to the Configuration >

Repository menu. To view the saved operation, click Settings > Saved Operations.

• If you selected a schedule, archiving occurs when the operation is scheduled to be

run.

When the archive process is complete, the Archive—View operation status dialog

box appears.
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The Archive—View operation status dialog box lists the archive operation by device

name, status, start time, last update time, and status message. The Archive operation

status can be successful, failed, writing, pending, connecting, or working.

10. Click OK.

Editing Archived Configurations

To edit an archived configuration file, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Edit. The Select

Options dialog box appears.

2. Select a configuration file from the Configuration File drop-down list box.

3. Select the corresponding device from the Device drop-down list box.

4. Click Next. The Select Configuration Revision dialog box appears.

5. Select the configuration revision you want to edit by selecting the check box in the

corresponding row, then click Next. The Configuration Revision dialog box appears.
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6. Edit the configuration, then click Save. The Save Result dialog box appears displaying

whether the configuration file has been modified.

7. Click OK. The modified configuration file is added into the CVS repository as a new

revision.

Saving Archived Configurations

To save an archived configuration file to a local machine, follow these steps:
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1. In the Junos Scope main window, click Configuration > Repository > Save. The Select

Options dialog box appears.

2. Select a configuration file from the Configuration File drop-down list box.

3. Select the corresponding device from the Device drop-down list box.

4. Click Next. The Select Configuration Revision dialog box appears.

5. Select the configuration revision you want to save by selecting the check box in the

corresponding row, then click Next. The File Download dialog box appears listing the

archived configuration file, the file type, and the IP address of the router from which

you are downloading the configuration file. Click Previous to go back to the Select

Options dialog box.

6. Click Save to save the configuration file to the local machine.
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Saving an Archive Operation

You can save an archive operation and combine it with other operations to run them

concurrently or in sequence on specific devices.

To save an archive operation, follow these steps:

1. From the Junos Scope main window, click Configuration > Repository > Archive. The

Archive—Select Device and Time dialog box appears.

2. Select the group or device(s) that you want to archive.

3. Type an optional comment about the archive operation.

4. Click the Save Operation as option button and type a name for the archive operation

in the text box.

5. Click Next. The Archive Confirm Selections dialog box appears.
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6. Confirm that the selections for the archive operation you want to save are correct.

7. Click Finish. The Configuration > Repository menu appears.

To view the saved archive operation, click Settings > Saved Operations. To work with

saved operations, see “Using Task Manager (Saved Operations)” on page 171.

Configuring the Junos Scope Server for Transfer on Commit

You can configure a Junos device to transfer its device configuration to the Junos Scope

server when a commit operation succeeds. This feature ensures that the running

configuration on the device is always archived in Junos Scope. You should configure the

Junos Scope server for transfer-on-commit before configuring transfer-on-commit on

devices. You must have superuser permissions to configure the Junos Scope server for

transfer-on-commit.
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To configure the Junos Scope server for transfer-on-commit, follow these steps:

1. In the Junos Scope main window, click Home>Settings >Transfer on Commit. The

Archive Site dialog box appears.

2. Enter the directory to which the configuration will be transferred in the Junos Scope

Server Directory text box.

3. Enter the credentials used by the device to connect to the server in the User Name

and Password text boxes. This Junos Scope user and the Junos Scope administrator

need read-write permission to the directory to which the configuration will be

transferred.

4. Select the protocol used for connecting to the server from the Protocol drop-down

list box. You can choose the scp or ftp protocol. To use the scp protocol, the ssh

daemon must be running on the Junos Scope server.
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5. Select the default ports for the protocol selected or enter a port to use for connecting

to the server in the Port text box. The default ports are port 21 for ftp and port 22 for

scp.

6. Select the key type and public key details required for connecting using the scp

protocol.

7. Select whether to use the DNS name or IP address to connect to the Junos Scope

server.

8. Schedule the archive site scanning operation.

9. Click OK to configure the archive site. Click Reset to discard your changes.

Configuring Devices to Transfer Committed Configurations

You can configure a Junos device to transfer its device configuration to the Junos Scope

server when a commit operation succeeds. This feature ensures that the running

configuration on the device is always archived in Junos Scope. You can enable or disable

transfer-on-commit on selected devices after configuring the Junos Scope server for

transfer-on-commit. You can also select a transferred configuration that could not be

matched to any of the devices managed in Junos Scope, view the configuration file, select

a device, and archive the unmatched transferred configuration into its device archive.

This section contains

• Configuring Transfer on Commit on page 206

• Removing Transfer on Commit on page 207

• Archiving an Unmatched Configuration on page 209

Configuring Transfer on Commit

You can enable transfer-on-commit on selected devices. Configure your Junos Scope

server for transfer-on-commit before enabling transfer-on commit on devices. You must

have superuser or read-write permission to enable transfer-on-commit.
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To configure transfer on commit on selected devices, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Transfer on

Commit > Configure Transfer on Commit. The Select Group or Device(s) dialog box

appears.

2. Select the group or device(s) on which you want to configure transfer-on-commit.

3. Click Next. The Confirm Selections dialog box appears.

4. Confirm that the selections for performing the transfer-on-commit operation are

correct and click Finish. The View Status Records dialog box shows the status of the

transfer-on-commit operation.

Removing Transfer on Commit

You can disable transfer-on-commit on selected devices. You must have superuser or

read-write permission to disable transfer-on-commit.
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To remove Transfer on Commit from selected devices, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Transfer on

Commit > Remove Transfer on Commit. The Select Device(s) dialog box appears.

2. Select the device or devices on which you want to remove transfer-on-commit.

3. Click Next. The Confirm Selections dialog box appears.

4. Confirm that the selections for removing transfer-on-commit are correct and click

Finish. The View Status Records dialog box shows the status of the transfer-on-commit

operation.
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Archiving an Unmatched Configuration

Junos Scope associates a transferred configuration to a device based on the file name

of the transferred configuration. If Junos Scope is not able to match the file name of the

transferred configuration to any device, the configuration will be stored in the archive as

an unmatched configuration. You can select a transferred configuration that could not

be matched to any of the devices managed in Junos Scope, view the configuration file,

select a device, and archive the unmatched transferred configuration into its device

archive. You must have superuser or read-write permission to archive unmatched

configurations.

If you have set the host-name of a device to DNSName-re0 on one routing engine (RE)

andDNSName-re1 on the other RE and then commit the configuration file, the name of

this transferred configuration file is DNSName-re0. Junos Scope cannot match this

configuration file name to any device in the database because Junos Scope knows the

device only asDNSName. In this case, Junos Scope removes re0 or re1 from the hostname,

matches it to a device, and the configuration is archived under that device. If Junos Scope

cannot match the file name of the transferred configuration to any device, the

configuration is stored in the archive as an unmatched configuration.
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To archive unmatched configurations, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Transfer on

Commit > Archive Unmatched Configuration. The Select Unmatched Config dialog

box appears.

2. Select the configuration you want to match from the Select Config drop-down list

box and click Next. The View Config and Select Device dialog box appears.

3. Select the device to which you want to archive the unmatched configuration from the

Archive to Device drop-down list box.

Copyright © 2010, Juniper Networks, Inc.210

Junos 10.4 Junos Scope Software User Guide



4. Click Next. The Confirm Selections dialog box appears.

5. Confirm that the selections for archiving unmatched configurations are correct and

click Finish. The View Status dialog box shows the status of the archive operation.
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CHAPTER 18

Setting Up Archived Configuration Tags
and Auditing Configurations and Partial
Configurations

This chapter describes how to set up a unique tag and associate the tag with archived

device configuration revisions of one or more devices. It also describes how to check for

differences between configuration revisions of selected devices or a group of devices,

provided the device configuration exists in the repository. It also describes how to check

for differences between a part of the running configuration file and a baseline partial

configuration.

This chapter includes the following topics:

You must have superuser or read-write permission to set up and audit archived

configuration tags.

• Archiving Tags on page 213

• Auditing Configurations on page 220

• Auditing Partial Configurations on page 223

Archiving Tags

This section describes how to add, edit, copy, delete, and associate tags with archived

device configuration revisions of one or more devices. A tag serves as a unique identifier

that you can use to label a particular revision of a device configuration file in the CVS

repository. You can tag any CVS entry with a free text string (for example, golden,master,

or template). The same tag can be associated with multiple device configurations, but

not with multiple configuration revisions of the same device. If a tag already associated

with a configuration revision of a device is added to another configuration revision of the

same device, the tag will automatically be removed from the previous configuration

revision.

The Junos Scope administrator can select a device, view all configuration revisions for

the selected device in the repository, then assign a tag to one of the configuration revisions

of the selected device. The administrator can also select multiple devices and assign a

tag to a configuration revision of each selected devices iteratively. Alternatively, the

administrator can assign a tag to the Head Revision (latest revision) in the repository for
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all the selected devices. The administrator can compare any two configuration revisions

of a device to determine which configuration revision to tag.

Adding an Archived Configuration Tag

The Junos Scope administrator can add unique text tags to label specific device

configurations that have been archived in the Junos Scope CVS repository.

To add an archived configuration tag, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Archive Tags.

The Archive Tags dialog box appears.

Tags are listed in the Archive Configuration dialog box in alphabetical order by Name,

Comment, and Actions. See Table 14 on page 216 for a description of the information.

If you have not created any configuration archive tags, the dialog box will be empty.

2. Click Add. The Add Archive Tag dialog box appears.

3. In the Name text box, type a unique archive tag name.

Follow these rules when adding an archive tag name or you will not be able to associate

the tag with a device configuration:

• Tag name length must be no more than 40 characters.

• The first character of a tag name must be a letter.

• The rest of the tag name characters can be alphanumeric characters.

• The tag name can include a hyphen (-) or an underscore (_). Do not include a period

(.).

The archive tag namesHeadRevision andRunning are reserved tag names that can

be used for both source or target configuration files for comparison and auditing.
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4. In the Comment text box, type an optional comment for the tag name.

5. Click OK. The new tag appears in the Archive Configuration dialog box.

Viewing Archived Configuration Tags

Use the Archive Configuration dialog box to set up and maintain configuration tag names.

You can add, edit, copy, and delete tags. You can associate a tag with archived device

configuration revisions of one or more devices and also untag archived device configuration

revisions.

To view all archived configurations, follow this step:

1. In the Junos Scope main window, click Configuration > Repository > Archive Tags.

The Archive Tags dialog box appears.
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Tags are listed in the Archive Configuration dialog box in alphabetical order by Name,

Comment, and Actions. See Table 14 on page 216 for a description of the information.

If you have not created any configuration archive tags, the dialog box will be empty.

Table 14: Archive Configuration Dialog Box Labels

DescriptionColumn Name

Name of the archived configuration tag.Name

Comment entered while creating the archived configuration tag.Comment

Actions that can be performed on an archived configuration tag. The
possible actions are:

• Edit—Edit or rename the selected tag.

• Copy—Create a copy of the selected tag, including all associated
device configurations.

• Delete—Delete the selected tag.

• Set Archive Tag—Associate the selected tag to a device or devices.

Actions

Editing Archived Configuration Tags

The Junos Scope administrator can edit an archived configuration tag name and comment.

To edit a tag name and comment, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Archive Tags.

The Archive Tags dialog box appears.

2. Click the Edit action link for the tag that you want to edit. The Edit Archive Tags dialog

box appears.

3. Modify the tag name and comment.

4. Click OK. The modified tag information appears in the Archive Tags dialog box.

Copying Archived Configuration Tags

You can copy the archive configuration tag name and comment.
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To copy a tag name and comment, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Archive Tags.

The Archive Tags dialog box appears.

2. Click the Copy action link for the tag that you want to copy. The Copy Archive Tags

dialog box appears.

3. Modify the tag name or comment.

4. Click OK. The copied tag appears in the Archived Tags dialog box.

Associating Tags to Devices and Tagging Device Configuration Files

After a tag is created, the Junos Scope administrator must associate it with devices with

archived configurations in the Junos Scope CVS repository. The administrator can select

devices that have archived configurations to tag, view all the configurations of each

selected device, then assign a tag or untag iteratively. The administrator can also assign

a tag to the Head Revision (latest) in the repository for all devices selected.

NOTE: You cannot associate an archive tag to a device configuration unless
the tagnamemeets the rulesdescribed in “AddinganArchivedConfiguration
Tag” on page 214.

To associate and tag device configurations, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Archive Tags.

The Archive Tags dialog box appears.

2. Click the Set Archive Tag action link for the tag that you want to associate with devices.

The Associate Archive Tags with Devices dialog box appears.
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3. Select a device or devices and move them into the Selected Devices to Tag/Untag

list box using the buttons in the Add/Remove column.

4. Click one of the command buttons at the bottom of the dialog box to do the following:

• View/Tag/Untag Selected Devices—View all configuration revisions for each selected

device in the Selected Devices to Tag/Untag list box, select a configuration revision

and tag or untag configuration revisions for each device iteratively. Skip to step 5.

• Tag All Head Revisions—Assign a tag to the head revision (latest) in the repository

for all selected devices in the Selected Devices to Tag/Untag list box. If an existing

tag is added to the head revision (latest) of a device, the tag is automatically

removed from the old revision. If you click Tag All Head Revisions, the message

Successfully taggedheadrevisionofselecteddevicesappears in the Associate Archive

Tags with Devices dialog box after all the head revisions are tagged.

• Untag All—Untag all the configuration revisions for all selected devices in the

Selected Devices to Tag/Untag list box. If you click Untag All the message

Successfully untagged selected devices appears after all the configuration revisions

for the selected devices are untagged.

• Finish—Save any changes made and return to the Archive Tags dialog box.

5. If you click View/Tag/Untag Selected Devices, the Tag or Untag configuration revisions

dialog box appears.
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6. Select an archived configuration revision and click one of the command buttons at

the bottom of the dialog box to do the following:

• Tag—Apply the tag to the configuration revision selected.

• UnTag Master—Remove the tag from the configuration revision selected if the tag

has already been associated with the configuration revision.

• Next Device—Display the Tag or Untag Configuration Revisions dialog box for the

next device when you are tagging configuration revisions of multiple devices

iteratively. You can tag configuration revisions of multiple devices iteratively using

this command button.

• Previous Device—Display the Tag or Untag Configuration Revisions dialog box for

the previous device when you are tagging configuration revisions of multiple devices

iteratively.

• Compare—Compare two selected configuration revisions.

• Finish—Save any changes made and return to the Associate Archive Tags with

Devices dialog box.

7. Click Finish after you tag or untag configuration revisions to return to the Associate

Archive Tags with Devices dialog box.

Deleting Archived Configuration Tags

The administrator can delete archived configuration tags that are no longer in use.

To delete an archived configuration tag, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Archive Tags.

The Archive Tags dialog box appears.

2. Click the Delete action link for the tag that you want to associate. A confirmation

dialog box appears.
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3. Click OK. The tag is removed from the Archive Tags dialog box.

Auditing Configurations

A Junos Scope administrator can perform configuration audits on one or more devices

simultaneously, provided the device configuration exists in the repository. An administrator

can maintain a master router configuration for each managed device and compare this

record with the actual individual device configuration.

For any managed device, Junos Scope administrators can tag a configuration revision in

its repository as a "master" (or any free-text description), then compare (or audit) it with

another configuration revision. Comparisons can also be made with the “Running” and

“Head Revision” configurations. "Running" is the current configuration which Junos Scope

will obtain from the router. "Head Revision" is the most recent revision of a configuration

file in the repository. If the "Running" option is selected, Junos Scope attempts to obtain

the running configuration from the router, compare it with the latest revision in repository,

and archive it as the "Head Revision" if they are different, before using it for comparison.

If no difference is detected, the "Running " configuration is equivalent to the "Head

Revision" configuration.

The source file and target files for audit are identified by different tag names. Once the

audit configuration operation is complete the administrator can view any differences

between the source and target configurations across all selected devices.

To audit configurations, follow these steps:
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1. In the Junos Scope main window, click Configuration > Repository > Audit

Configurations. The Select devices, tags, and time dialog box appears.

2. Select the Group or Select Device(s) option button.

3. Select the group or devices that you want from the Group or Select Device(s) list box.

Shift+click to select multiple devices from the Select Device(s) drop-down list box.

4. Select the source tag and the target tag to be used for comparison, from the Source

Tag and Target Tag list boxes.

5. In the Comment text box, type an optional descriptive comment about the audit that

you want to perform.

6. Select when you want the audit to occur by clicking the appropriate option button:

• Now—(Default) Performs an audit immediately after you confirm it.

• Select Schedule—Performs an audit at the scheduled time interval.

• Save Operation as—Select to save the audit operation to run at a later time. Click

Save Operation as, then type an operation name in the text box.

7. Click Compare. The Confirm selections dialog box appears.
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8. Confirm the selections you made are correct and click Finish to audit the configurations.

Click Previous to return to the Select devices, tags and time dialog box and change

your selection.

• If you selected Now in Step 6, auditing occurs immediately and the View Status

Records dialog box appears.

• If you selected to save the archive operation, you return to the Configuration >

Repository menu. To view the saved operation, click Settings > Saved Operations.

• If you selected a schedule, archiving occurs when the operation is scheduled to be

run.
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The View Status Records dialog box lists the audit status by Operation name,

Operation Type, Device Name, Report Name, User, Status, Start time, Last Updated

Time and Message.

9. Click the Click to view differences link in the message column to compare the different

configuration revisions.

Auditing Partial Configurations

A Junos Scope user can audit a part of the configuration running on a router. A user can

find differences between a part of the running configuration file and a baseline partial

configuration.

NOTE: This feature is not supported on BXOS devices.

To audit partial configurations, follow these steps:

1. Click Configuration > Repository > Audit > Audit Partial Configurations. The Select

Partial Configuration Dialog Box appears.

2. Select the imported configuration file (baseline partial configuration) that you want

to compare with a running partial configuration from the Imported Configuration Files

drop-down list box.

NOTE: The baseline partial configurations that are imported to the Junos
Scope server must have their entire context.

3. Select the imported configuration file revision you want to compare with a running

partial configuration by selecting the option button in the corresponding row in the

Imported Config Versions table.

4. Click Next. The Select Devices and Time dialog box appears.
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5. Select the Group or Select Device(s) option button.

NOTE: BXOSdevices are not listed in the list of devices as auditing partial
configuration isnot supportedonBXOSdevices.However, youcanchoose
a device group that contains BXOS devices among other devices. In such
cases, Junos Scope carries out the partial configuration audit for devices
other than the BXOS devices, and returns an Unsupported Operation
message for the BXOS devices.

6. Select the group or devices that you want from the Group or Select Device(s) list box.

Shift+click to select multiple devices from the Select Device(s) list.

7. In the Comment text box, type an optional descriptive comment about the audit that

you want to perform.

8. Select the time you want the audit to occur by clicking the appropriate option button:

• Now—(Default) Performs an audit immediately after you confirm it.

• Save Operation as—Select to save the audit operation to run at a later time. Click

Save Operation as, then type an operation name in the text box.
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• Select Schedule—Performs an audit at the scheduled time interval. Click Select

Schedule and select the option button for the schedule you want.

9. Click Next. The Confirm Selections dialog box appears.

10. Confirm that the selections you made are correct and click Finish to audit the

configurations. Click Previous to return to the Select Devices and Time dialog box and

change your selection.

• If you selected to perform the audit operation now, auditing occurs immediately

and the View Status Records dialog box appears.

NOTE: If you have selected a device group that contains BXOSdevices,
Junos Scope displays an “Unsupported Operation” message for such
devices.
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• If you selected to save the audit operation, you return to the Configuration >

Repository > Audit menu. To view the saved operation, click Settings > Saved

Operations.

• If you selected a schedule, you return to the Configuration > Repository > Audit

menu and auditing occurs when the operation is scheduled to be run.

11. Click the “Click to view the audit result” link in the Message column to view differences

between a part of the running configuration file and a baseline partial configuration.

12. Select the compare output format—Colored Diff or Unidiff.

• Colored Diff Compare Output Type

If you selected the Colored Diff compare output option to view differences between

two configurations in color, the following compare output appears.

The Colored Diff highlights lines in the configuration file content that have been

removed in the older version, or changed or added in the newer version.

You can change the compare output type by selecting Unidiff in the View Type

drop-down list box.

• UniDiff Compare Output Type
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If you selected the Unidiff compare output option, the following compare output

appears.

A minus sign (-) represents a difference in one revision of the configuration file; a

plus sign (+) represents a difference in the other.

You can change the compare output type by selecting Colored Diff in the View Type

drop-down list box.
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CHAPTER 19

Comparing Configuration Files

This chapter describes how to compare the differences between two revisions of a

configuration file stored in the Junos Scope Concurrent Versions System (CVS) repository.

Configuration files are stored in CVS when you archive or import them from a router or a

group of routers or when you import them from a text file on your local file system.

By default, the Junos Scope software compares the newer revision of a configuration file

to the older revision. You can select to compare an older revision of a configuration file

to a newer revision.

To compare configuration files, there must be at least two revisions of the files in the

CVS repository. Junos Scope displays the differences of the configuration file revisions

in color or by prefacing the changes with plus signs (+) or minus signs (-).

All Junos Scope users can compare configuration files.

• Comparing Archives on page 229

Comparing Archives

To compare revisions of archived configuration files, follow these steps:
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1. In the Junos Scope main window, click Configuration > Repository > Compare. The

Compare—Select Options dialog box appears.

2. Do one of the following:

• To compare archived configurations, ensure that Archived Configuration is selected

in the Configuration File drop-down list box, then go to Step 3.

• To compare imported configuration files, select the filename of the file you want

to load in the Configuration File drop-down list box, then skip to

Step 4.

The names of the imported configuration files are listed in the Configuration File

drop-down list box. When you select an imported configuration file, the Device

drop-down list box is disabled because the file is not associated with any device.

3. In the Device drop-down list box, select a device for which you want to compare two

configuration files.

4. Click Next. The Compare—Select configurations dialog box appears with the available

configuration files listed by the date on which they were stored in the CVS repository,

and a revision level.
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Configuration file revisions are displayed in the Compare Archived Configurations

dialog box when you have archived or imported a configuration file. There must be at

least two configuration file revisions to compare. If no archived configuration revisions

are displayed, you have not archived a configuration file yet.

To archive a configuration file, see “Archiving and Manipulating Device Configurations”

on page 197. To import a configuration file, see “Importing and Deleting Configuration

Files” on page 233.

5. Select the check boxes for the two configuration file revisions to compare.

6. To compare the older file version to the new version, click the Swap revisions (Compare

older revision to newer) check box.

By default, the Junos Scope software compares the newer revision of a configuration

file to the older revision.

7. Select the compare output format—Colored Diff or Unidiff.

For more information about Colored Diff, see “Colored Diff Compare Output Type” on

page 231. For more information about Unidiff, see “Unidiff Output Compare Type” on

page 232.

8. Click Finish. The configuration file difference(s) display in the View Differences dialog

box.

Colored Diff Compare Output Type

If you selected the Colored Diff compare output option to view differences between two

configurations in color, the following compare output appears.
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The Colored Diff highlights lines in the configuration file content that have been removed

in the older version, or changed or added in the newer version.

You can change the compare output type by selecting Unidiff in the Compare Output

Type drop-down list box.

Click OK to return to the Compare—Select Configurations dialog box.

Unidiff Output Compare Type

If you selected the Unidiff compare output option, the following compare output appears.

A minus sign (-) represents a difference in one revision of the configuration file; a plus

sign (+) represents a difference in the other.

You can change the compare output type by selecting Colored Diff in the Compare Output

Type drop-down list box.

Click OK to return to the Compare—Select Configurations dialog box.
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CHAPTER 20

Importing andDeletingConfiguration Files

This chapter describes how to import all or part of a configuration file into the Junos

Scope software, where it is stored in the Concurrent Versions System (CVS) repository.

Each time you import a configuration file with the same name, it is stored as a new version.

This chapter also describes how to delete user-imported configuration files.

You can manually create a configuration file using a text editor. The configuration file

contents must follow the configuration file guidelines described in the Junos OS

configuration guides. The configuration file can be in XML or text format.

You can modify a configuration file, then import it again.

You must have superuser or read-write permission to import or delete a configuration

file and deploy a configuration to multiple devices.

This chapter includes the following topics:

• Importing a Configuration File on page 233

• Deleting an Imported Configuration File on page 235

• Loading Imported Configurations to Multiple Devices on page 236

Importing a Configuration File

To import a configuration file, follow these steps:

233Copyright © 2010, Juniper Networks, Inc.



1. In the Junos Scope main window, click Configuration > Repository > Import. The

Import—Upload configuration dialog box appears.

2. In the Local File text box, click Browse to navigate to the file on your file system that

you want to import. You can import configuration files in ASCII text format or XML

format.

3. In the Name in Repository text box, type the name that you want the file to have in

the CVS repository.

4. Type an optional comment to identify the version of the imported configuration file.

5. Click Next. The Import—Confirmation Selections dialog box appears showing the file

name, file type, and the comment that you specified.
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6. Click Finish. The Import—View Import Status dialog box appears indicating that the

configuration text file was imported into the Junos Scope software, versioned, then

stored in the CVS repository.

7. Click OK.

Deleting an Imported Configuration File

To delete an imported configuration file, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Delete. The Select

Files dialog box appears.

2. Select the configuration file you want to delete by selecting the check box in the

corresponding row.

3. Click Next. The Confirm Deletion dialog box appears.

4. Confirm the selections you made are correct, and click OK to delete the imported

configuration file. Click Previous to go back to the Select Files dialog box without

deleting the file.
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Loading Imported Configurations toMultiple Devices

You can deploy an imported configuration file to multiple routers and perform a

simultaneous update of configurations on these devices.

NOTE: TheRestoreoperationallowsaJunosScopeuser to restoreanarchived
configuration file from the Concurrent Versions System (CVS) repository to
thesame router fromwhich itwasarchivedor loadan importedconfiguration
file to any router using theRestore operation. However theRestore operation
supports only one device at a time unlike the Load Configuration feature.
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To load an imported configuration to multiple routers, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Load Configuration.

The Load Configuration dialog box appears.

2. Select the Group or Select Device(s) option button.

3. Select the group or devices that you want from the Group or Select Device(s)

drop-down list box. Shift+click to select multiple devices from the Select Device(s)

list.

4. Select whether you want to override, replace, or merge the current configuration on

the devices.

• Override—Discards the entire current configuration and loads the selected

configuration.

• Replace—Deletes a portion of the current configuration statement(s) and adds the

selected configuration.
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• Merge—(Default) Combines the selected configuration with the current

configuration. If there are conflicting statements, the statements in the incoming

configuration override those in the current configuration.

5. If the selected device is a Junos device that has two Routing Engines installed, click

the Synchronize Routing Engines check box. This option, if checked, loads the

configuration on both Routing Engines. .

6. In the Comment text box, type an optional descriptive comment about the bulk

configuration update operation you want to perform.

7. Select the imported configuration file or partial configuration you want to load by

selecting the check box in the corresponding row.

NOTE: If you have selected a BXOS device for loading the configuration,
ensure that the configuration you want to load is in well-formed xml
format. If the file is not in xml format or is structurally invalid, the load
operation fails and returns an “unsupported operation” error.

8. Select when you want to load the imported configuration file or partial configuration

to the devices by clicking the appropriate option button:

• Now—(Default) Loads the configuration immediately after you confirm it.

• Select Schedule—Loads the configuration at the scheduled time interval. Click

Select Schedule and select the option button for the schedule you want.

• Save Operation as—Saves the load configuration operation to run at a later time.

Click Save Operation as, then type an operation name in the text box.

9. Click Next. The Confirm Load Configuration dialog box appears.

10. If the selected device is a BXOS device, the Sync the Startup Configuration with

Running check box is displayed. This option, when checked, synchronizes the running

configuration with the startup configuration. If this option is not selected, only the
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running configuration is updated after the load operation. This option is displayed

only when you have selected a BXOS device for loading configuration.

11. Click Finish to load the configuration to the devices. Click Previous to return to the

Load Configuration dialog box.

• If you selected to upload the configuration now, then the View Status Records page

shows the progress of the operation

• If you selected to save the upload configuration operation, you return to the

Configuration > Repository > Load Configuration menu. To view the saved operation,

click Settings > Saved Operations.

• If you selected a schedule, uploading occurs when the operation is scheduled to be

run.
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CHAPTER 21

Displaying a Configuration File

This chapter describes how to display the contents of a configuration file that has been

stored in the Junos Scope Concurrent Versions System (CVS) repository. Configuration

files are stored in CVS when you archive them from a router or a group of routers or when

you import them from a text file on your local file system.

To display configuration file contents, you must have archived or imported at least one

configuration. All Junos Scope users can display configuration files.

• Displaying a Configuration on page 241

Displaying a Configuration

To display the contents of a configuration file, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Display. The

Display—Select Options dialog box appears.

2. Do one of the following:

• To display an archived configuration, ensure that Archived Configuration (the default

selection) is selected in the Configuration File drop-down list box, then go to Step

3.
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• To display an imported configuration file, select a filename in the Configuration File

drop-down list box, then skip to Step 4. Configuration filenames only appear in the

Configuration File drop-down list box when you have imported a configuration file.

If you have not imported a configuration file, Archive Configuration only appears in

the Configuration File drop-down list box.

The Device drop-down list box is disabled when you select an imported configuration

filename because an imported configuration is not associated with any device.

3. Select the device for which you want to display a configuration in the Device drop-down

list box. Devices are displayed in the drop-down list box only when you have added

them to the Junos Scope software. If no devices are displayed, you have not added a

device yet. See “Setting Up Devices” on page 55.

4. Click Next. The Display—Select configuration revision dialog box appears with the

available configuration file revisions listed by archive date, revision level, and comment.

5. Select the option button for the configuration file that you want to view.

Configuration revisions are listed in the Select Configuration Revision dialog box only

when you have archived or imported them. If you have not done so, the list is empty.

6. Click Next. The configuration file contents display in the Display—View Configuration

dialog box.
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7. Click Previous to return to the Select Configuration Revision dialog box.
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CHAPTER 22

Restoring a Configuration File

This chapter describes how to restore an archived configuration file from the Junos Scope

software Concurrent Versions System (CVS) repository to the same router from which

you archived it. It also describes how to upload an imported a configuration file to any

router. The configuration file is committed and overrides, replaces, or merges the active

configuration file currently running on the router.

Configuration file versions are stored in the CVS repository when you archive or import

them.

This chapter also describes how to save a restore operation so that you can combine it

with other operations, such as archive and inventory scan, to run on specified devices in

your network.

You must have superuser or read-write permission to restore a configuration file.

This chapter includes the following topics:

• What Happens on the Router During a Restore Operation on page 245

• Restoring a Configuration on page 246

• Saving a Configuration Restore Operation on page 249

What Happens on the Router During a Restore Operation

The following steps describe what happens on the router when the Junos Scope software

performs a restore and archive:

1. The user selects the configuration revision to restore.

2. Junos Scope connects to the Junos XML protocol server on the target router.

3. Junos Scope sends the following commands to the Junos XML protocol server to be

performed on the router:

a. Lock the router configuration.

b. Load the new configuration on the router, overriding (discarding), replacing (deleting

and adding), or merging (combining) the old configuration.

c. Issue a commit confirmed command.
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d. Issue a commit-configuration Junos XML protocol XML tag command. If the user

specified it, Junos Scope issues a commit synchronize command.

e. Unlock the configuration.

NOTE: If an error occurs, Junos Scope issues a rollback command,

causing the configuration to revert to the last saved configuration.

4. Junos Scope updates the final status values for the restore operation.

Restoring a Configuration

To restore a configuration file, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Restore. The

Restore—Select Options dialog box appears.

2. In the Device drop-down list box, select a device to which to restore a configuration

file.

3. Do one of the following:

• To restore an archived configuration, ensure that Archived Configuration (the default

selection) is selected in the Configuration File drop-down list box.

• To restore an imported configuration file, select a filename in the Configuration File

drop-down list box. Configuration filenames only appear in the Configuration File

drop-down list box when you have imported a configuration file. If you have not
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imported a configuration file, Archive Configuration only appears in the Configuration

File drop-down list box.

4. Click Next. The Restore—Select configuration revision dialog box appears with the

configurations stored in the Junos Scope CVS repository listed by archive date, revision,

and comment.

5. Click the option button for the configuration file that you want to restore.

NOTE: If you have selected a BXOS device in Step 2, youmust choose a
configuration file that is in a well-formed XML format for restoring on the
BXOS device. If the selected file is not in xml format or is structurally
invalid, the restore operation fails and an “Unsupported Operation”
message is returned.

TIP: For BXOS archived configurations, the comment field indicates
whether it is a startup configuration or a running configuration.

6. Select whether you want to override, replace, or merge (default) the current

configuration on the device. The available options include:

• Override—Discards all of the current configuration and loads the selected

configuration.

• Replace—Deletes the current configuration statement(s) and adds the selected

configuration.

• Merge—(Default) Combines the selected configuration statement(s) with the

current configuration. If there are conflicting statements, the statements in the

incoming configuration override those in the current configuration.

7. Do one of the following:

247Copyright © 2010, Juniper Networks, Inc.

Chapter 22: Restoring a Configuration File



• If the selected device is a Junos device that has two Routing Engines installed, click

the Synchronize Routing Engines check box. This option, if checked, restores the

configuration on both Routing Engines. This option is not displayed when you have

selected a device other than a Junos device.

• If the selected device is a BXOS device, click the Sync the Startup Configuration

with Running check box. This option, when checked, synchronizes the running

configuration with the startup configuration. If this option is not selected, only the

running configuration is updated after the restore operation. This option is displayed

only when you have selected a BXOS device for restoring configuration.

8. Select when you want the restore operation to occur.

• Click the Now option button to perform the restore operation immediately.

• Click the Save Operation as option button to save the restore operation so that you

can combine it with other operations to be run concurrently or in sequence. Type a

name for the restore operation in the text box.

9. Click Next. The Restore—Confirm your selections dialog box appears.

10. Click Finish to confirm the restore operation.

If you selected to save the restore operation, the Configuration > Repository menu

appears. To view the saved restore operation, click Settings >

Saved Operations.

11. The Restore—Wait for operation to complete dialog box appears; wait for the Restore

operation to complete.
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After a few seconds, the Restore—View operation status dialog box appears.

The Requested Operation Status dialog box lists the restore operation results by

device, status, start time, last update time, and status message.

12. Click OK.

Saving a Configuration Restore Operation

You can save restore operations and combine them with other saved operations to be

run concurrently or sequentially on specific devices either immediately or at a specified

time or interval.

To save a restore operation, follow these steps:
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1. From the Junos Scope main window, click Configuration > Repository > Restore. The

Restore—Select Options dialog box appears.

2. Select the configuration file or device that you want to restore to one or

more devices.

3. Click Next. The Restore—Select Device and Time dialog box appears.

4. Select the archive revision that you want to restore.

5. Select the Restore load action that you want.

• Override—Discards all of the current configuration and loads the selected

configuration.
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• Replace—Deletes the current configuration statement(s) and adds the selected

configuration.

• Merge—(Default) Combines the selected configuration statement(s) with the

current configuration. If there are conflicting statements, the statements in the

incoming configuration override those in the current configuration.

6. If the device has redundant Routing Engines, select whether to synchronize them.

7. Click the Save Operation as option button and type a unique name in the Save

Operation text box.

8. Click Next. The Restore—Confirm Your Selections dialog box appears.

9. Confirm that the restore selections that you want to save are correct, then click Finish.

You return to the Configuration > Repository menu. To view a saved restore operation,

click Settings > Saved Operations. To work with saved operations, see “Using Task

Manager (Saved Operations)” on page 171.
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CHAPTER 23

Managing Junos Scripts

This chapter describes how Junos OS-based scripts such as commit scripts, operation

(op) scripts, and event scripts can be imported into the Junos Scope CVS repository from

the local file system and deployed to a group of routers. Commit scripts are used to

enforce custom configuration rules, while op scripts are used to automate network

troubleshooting and network management. Event scripts are op scripts invoked in

response to event notifications such as system log messages and Simple Network

Management Protocol (SNMP) traps received by the event process. For more information

see the Junos Configuration and Operations Automation Guide. This chapter also describes

how users can view, edit, compare, and disable these scripts.

This chapter includes the following topics:

You must have superuser permission to manage Junos scripts.

• Importing Junos Scripts on page 253

• Viewing Junos Scripts on page 255

• Editing Junos Scripts on page 257

• Comparing Junos Scripts on page 259

• Deploying Junos Scripts on page 261

• Disabling Junos Scripts on page 265

• Deleting Junos Scripts on page 268

• [Warning: element unresolved in stylesheets: <change> (in <title>). This is probably

a new element that is not yet supported in the stylesheets.]Executing Junos

Scripts on page 269

Importing Junos Scripts

This section describes how you can import Junos OS-based scripts such as commit

scripts, op scripts, and event scripts into the Junos Scope CVS repository from the local

file system.

To import a Junos script into the Junos Scope CVS repository, follow these steps:
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1. In the Junos Scope main window, click Configuration > Repository > Scripts. The

Scripts dialog box appears.

All Junos OS-based scripts saved in the Junos Scope CVS repository are listed in the

Scripts dialog box alphabetically by name. The dialog box displays the script filename,

type, and the actions you can perform on scripts.

2. Click Import. The Import dialog box appears.

3. Browse to the location on your local machine where you have stored the Junos script

to be imported.

4. Enter the MD5 checksum value in the MD5Checksum For Verification (Optional) field.

The checksum can be obtained fromhttp://www.juniper.net/customers/support/when

you download the script. This checksum value is compared with the checksum stored

in Junos Scope to verify that the downloaded script is intact. This field is optional.

5. Select the script type from the Script Type drop-down list box.

There are three script types:

Copyright © 2010, Juniper Networks, Inc.254

Junos 10.4 Junos Scope Software User Guide

http://www.juniper.net/customers/support/


• Commit—A commit script enforces custom configuration rules. Each time a new

candidate configuration is committed, the script inspects the configuration. If a

configuration violates your custom rules, the script corrects the problem.

• Op—An op script automates network troubleshooting and network management.

It can perform any function available through the remote procedure calls (RPCs)

supported by two APIs: the Junos extensible markup language (XML) API and the

Junos XML management protocol.

• Event—Event scripts are op scripts invoked in response to event notifications such

as system log messages and SNMP traps received by the event process.

6. In the Comment text box, type an optional comment for the script.

7. Click Import. The Import Result dialog box appears.

8. Click OK. The new Junos script appears in the Scripts dialog box.

Viewing Junos Scripts

To view Junos scripts, follow these steps:
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1. In the Junos Scope main window, click Configuration > Repository > Scripts. The

Scripts dialog box appears.

All Junos scripts saved in the Junos Scope CVS repository are listed in the Scripts

dialog box alphabetically by name. The dialog box displays the script filename, type,

and the actions you can perform on Junos scripts.

2. Select the Junos script you want to view by clicking View in the Action column in the

corresponding row. The Select Revision dialog box appears.

The Select Revision dialog box lists the revisions of this script in the Junos Scope CVS

repository.

3. Select the revision you want to view by selecting the check box in the corresponding

row, then click View. The View dialog box appears.
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The script is displayed in the View Scripts dialog box.

4. Click Previous to return to the Select Revision dialog box to select another revision to

view. Click OK to return to the Scripts dialog box.

Editing Junos Scripts

To edit Junos scripts, follow these steps:
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1. In the Junos Scope main window, click Configuration > Repository > Scripts. The

Scripts dialog box appears.

All Junos scripts saved in the Junos Scope CVS repository are listed in the Scripts

dialog box alphabetically by name. The dialog box displays the script filename, type,

and the actions you can perform on Junos scripts.

2. Select the script you want to edit by clicking Edit in the Action column in the

corresponding row. The Select Revision dialog box appears.

The Select Revision dialog box lists the revisions of this script in the Junos Scope CVS

repository.

3. Select the revision you want to edit by selecting the check box in the corresponding

row, then click Edit. The Edit dialog box appears.
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The script is displayed in the Edit dialog box.

4. Modify the script as required in the Edit dialog box and click Save. The Save Result

dialog box appears displaying whether the script has been modified.

5. Click OK. The modified script is added into the CVS repository as a new revision.

Comparing Junos Scripts

To compare Junos scripts in the Junos Scope CVS repository, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Scripts. The

Scripts dialog box appears.
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All Junos scripts saved in the Junos Scope CVS repository are listed in the Scripts

dialog box alphabetically by name. The dialog box displays the script filename, type,

and the actions you can perform on scripts.

2. Select the scripts you want to compare by clicking Compare in the Action column in

the corresponding row. The Select Revision dialog box appears.

The Select Revision dialog box lists the revisions of this script in the Junos Scope CVS

repository.

3. Select the revisions you want to compare by selecting the check boxes in the

corresponding rows, then click Compare. The Compare dialog box appears.
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The two revisions that you selected to compare appear in the Compare display box.

The latest revision appears on the left; the older revision on the right. The differences

between the two configurations are highlighted. See the Legend for an explanation

of the highlighting.

Deploying Junos Scripts

To deploy a Junos script in the Junos Scope CVS repository to a router or group of routers,

follow these steps:
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1. In the Junos Scope main window, click Configuration > Repository > Scripts. The

Scripts dialog box appears.

All Junos scripts saved in the Junos Scope CVS repository are listed in the Scripts

dialog box alphabetically by name. The dialog box displays the script filename, type,

and the actions you can perform on scripts.

2. Select the scripts you want to deploy, then click Deploy. The Select Script Revision

and Options dialog box appears.
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3. Select the script revision that you want to deploy.

4. Select the Enable Script check box to activate the script you are deploying.

5. Select the Deploy on Both REs (in case of dual RE) check box to deploy the script on

both the routing engines. In case of dual routing engines, enabling this option will allow

you to deploy the script on both the routing engine systems (i.e. master routing engine

and backup routing engine). By default, the script is only deployed to the current

routing engine. The script is deployed to the other RE by performing a commit

synchronize operation on the RE that you are connected to.

NOTE: TheDeployonbothREs. (IncaseofDualREdevice)option is ignored

for single RE systems.

6. Select the Verify MD5 Checksum for downloaded script check box if you want to

ensure that the downloaded script is intact. If you select this option, the MD5 checksum

of the downloaded script is compared with the checksum stored in Junos Scope. If

they do not match, the operation fails and the error message “MD5 checksum of

downloaded script does not match the script in Junos Scope” appears in the Junos

Scope status (Monitor > Status > View Status Record).

7. Click Next. The Specify Devices and Time dialog box appears.

8. Select the device or group of devices to which you want to deploy the script, from the

Group or Select Devices list box. Shift-click to select multiple devices from the Select

Device(s) drop-down list box.

9. Select the protocol that should be used for the script deploy, from theUploadProtocol

drop-down list box. Junos Scope uses the protocol that you select to deploy the script.

The available options are FTP, SCP, and HTTP. HTTP is selected by default.
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NOTE: To enable script deploy using SCP or FTP, you need to set the
following configuration on your Junos device:
set system services ssh | ftp

10. Select the Use Junos Scope IP address for image transfer option if you want the

device(s)/group to connect to the Junos Scope server using the IP address of the

Junos Scope server. The device(s)/group will use the IP address of the Junos Scope

server instead of the Junos Scope server name.

11. Select when you want to deploy the script:

• Now—(Default) Performs the deploy operation immediately after you confirm it.

• Save Operation as—Select to save the deploy operation to run at a later time. Click

Save Operation as, then type an operation name in the text box. The operation is

saved as a compound operation. A compound operation is a set of basic operations

(such as deploying a single script) which, when run, invokes all the basic operations

that is made of.

For example, suppose you select to deploy two scripts– sample1.slax and

sample2.slax and save the deploy operation, which you name “CompoundOp”, to

run at a later time. CompoundOp is the compound operation that deploys the basic

operations CompoundOp_sample1.slax and CompoundOp_sample2.slax when you

select to deploy it.

• Click Next. The Confirm Selection dialog box appears.

12. Confirm that the selections you made are correct and click Finish to deploy the script

to the router or group of routers. Click Previous to return to Specify Devices and Time

dialog box.

• If you selected Now in Step 7, deploy occurs immediately and the View Status

Records dialog box appears.
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The View Status Records dialog box lists the deploy status by Operation name,

Operation Type, Device Name, Report Name, User, Status, Start time, Last Updated

Time, and Message.

• If you selected Save Operation as, to save the deploy operation, you return to the

Configuration > Repository > Scripts menu. To view the saved operation, click

Settings > Saved Operations.

Disabling Junos Scripts

NOTE: You can disable commit scripts and op scripts using this feature,
however you will have tomanually enable or disable event scripts on the
router.

265Copyright © 2010, Juniper Networks, Inc.

Chapter 23: Managing Junos Scripts



1. In the Junos Scope main window, click Configuration > Repository > Scripts. The

Scripts dialog box appears.

All Junos scripts saved in the Junos Scope CVS repository are listed in the Scripts

dialog box alphabetically by name. The dialog box displays the script filename, type,

and the actions you can perform on scripts.

2. Select the script you want to disable by clicking Disable in the Action column in the

corresponding row. The Specify Devices and Time dialog box appears.

3. [Warning: element unresolved in stylesheets: <change> (in <para>). This is probably

a new element that is not yet supported in the stylesheets.]
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Select theDisableonbothREs. (In caseofDualREdevice)option if you want to disable

the script on both routing engines. In case of dual RE devices, selecting this option will

allow you to disable the script on both the routing engine systems (i.e. master routing

engine and backup routing engine).

NOTE:

[Warning: element unresolved in stylesheets: <change> (in <para>). This
is probably a new element that is not yet supported in the stylesheets.]
The Disable on both REs. (In case of Dual RE device) option is ignored for

single RE systems.

4. Select the device or group of devices on which you want to disable the script from the

Group or Select Devices list box. Shift-click to select multiple devices from the Select

Device(s) drop-down list box.

5. Select at what time you want to disable the script:

• Now—(Default) Performs the disable operation immediately after you confirm it.

• Save Operation as—Select to save the disable operation to run at a later time. Click

Save Operation as, then type an operation name in the text box.

6. Click Next. The Confirm Selection dialog box appears.

7. Confirm that the selections you made are correct and click Finish to disable the script

on the selected router or group of routers. Click Previous to return to Specify Devices

and Time dialog box without disabling the script.

• If you selected Now in Step 4, disable occurs immediately and the View Status

Records dialog box appears.
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The View Status Records dialog box lists the disable status by Operation name,

Operation Type, Device Name, Report Name, User, Status, Start time, Last Updated

Time and Message.

• If you selected Save Operation as to save the disable operation, you return to the

Configuration > Repository > Scripts menu. To view the saved operation, click

Settings > Saved Operations.

Deleting Junos Scripts

To delete Junos scripts from the Junos Scope CVS repository, follow these steps:
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1. In the Junos Scope main window, click Configuration > Repository > Scripts. The

Scripts dialog box appears.

All Junos scripts saved in the Junos Scope CVS repository are listed in the Scripts

dialog box alphabetically by name. The dialog box displays the script filename, type,

and the actions you can perform on scripts.

2. Select the check boxes in the corresponding rows to select the scripts you want to

delete. Select the check box in the column header row to delete all the scripts in the

Junos Scope CVS repository.

3. Click Delete. The Confirm Deletion dialog box appears.

4. Click OK to confirm deletion of the script or scripts you selected. The Script dialog box

appears without the deleted scripts.

[Warning: element unresolved in stylesheets: <change> (in <title>). This is probably
a new element that is not yet supported in the stylesheets.]
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Executing Junos Scripts

To execute an operation script, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Scripts. The

Scripts dialog box appears.

All scripts saved in the Junos Scope CVS repository are listed in the Scripts dialog box

alphabetically by name. The dialog box displays the script filename, type, and the

actions you can perform on scripts.

2. Click the Execute link of the script that you want to execute. The Select Script Revision

and Options dialog box appears.
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3. Select the script revision that you want to execute.

4. Specify the parameters for the script execution by providing the parameter name and

value and clicking Add. The parameters are displayed in List of Parameters for script

execution. You can delete a parameter by selecting the parameter and clickingRemove.

5. Select the pattern type (success or failure) from the list and enter a pattern value in

the field. After the script executes successfully, Junos Scope searches for this value

in the output of the script execution and displays the status message in the Status

page (Monitor > Status > View Status Records).

• Success pattern — If you select this option from the list, Junos Scope displays a

“success” message in the Status page if the value is found in the output of the script

execution and a “failure” message if the value is not found in the output.

• Failure pattern — If you select this option from the list, Junos Scope displays a

“failure” message in the Status page if the value is found in the output of the script

execution and a “success” message if the value is not found in the output.

6. Select the device or group of devices on which you want to execute the script, from

the Group or Select Devices list box. Shift-click to select multiple devices from the

Select Device(s) drop-down list box.
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7. Select when you want to execute the script:

• Now— (Default) Performs the execute operation immediately after you confirm it.

• SaveOperationas—Select to save the script execution operation and run it at a later

time. Click Save Operation as, then type an operation name in the text box.

• Select Schedule—Performs the script execution operation at the scheduled time

interval. Select the schedule that you want in the schedule table.

8. Click Next. The Confirm Selection dialog box appears.

9. Confirm that the selections you made are correct and click Finish to execute the script.

Click Previous to return to Specify Devices and Time dialog box.

• If you selectedNow in Step 7, the execute operation occurs immediately and the

View Status Records dialog box appears.

The View Status Records dialog box lists the execute operation status by Operation

name, Operation Type, Device Name, Report Name, User, Status, Start time, Last

Updated Time, and Message.
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• If you selected Save Operation as, to save the execute operation, you return to the

Configuration > Repository > Scripts menu. To view the saved operation, click

Settings > Saved Operations.

• If you selected the Select Schedule option and selected a schedule, the script is

executed when the operation is scheduled to be run.

The status page (Monitor > Status > View Status Record) will change. The executed

operation script will have a new link ViewOutput displayed under the Action column.

Click ViewOutput to view the results of the operation script execution.
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CHAPTER 24

Managing Configuration File Associations

Junos Scope can be configured to act as an automatic configuration server (ACS). This

means that Junos Scope can supply configuration files to several devices simultaneously.

Junos Scope enables you to associate configuration files to a set of criteria that you

specify. These criteria can be a set of conditions for parameters such as hostname, model,

OS version and serial number with values that you specify; a pre-configured group of

devices; or a combination of both. Junos Scope can simultaneously serve up to 200

devices.

You can import configuration files into Junos Scope from an external source using the

Import feature (See “Importing and Deleting Configuration Files” on page 233) and can

store the imported configuration files in the server.

When a device requests for a configuration file, the server compares the device attributes

with the criteria and returns the URL of the first configuration file whose associated criteria

match the device attributes. The device uses this URL to download the associated

configuration file. If no configuration file is found, Junos Scope returns an HTTP 404 error

to the device.

This chapter describes how Junos Scope supplies configuration files to devices. It also

describes how you can create new configuration file associations, change the order of

the configuration associations, and delete configuration file associations.

In order to use Junos Scope as an ACS, you must have:

• Superuser, or read-write permissions.

• Installed IP Backhaul Manager license.

This chapter includes the following topics:

• How Configuration Association Works on page 276

• Creating and Editing a Configuration File Association on page 276

• Importing a Configuration File Association on page 278

• Changing the Order of the Configuration File Associations on page 279

• Deleting a Configuration File Association on page 281
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HowConfiguration AssociationWorks

Junos Scope enables you to import configuration files using the Import feature and store

the imported files in the server. You can associate an imported configuration file with a

set of criteria. Junos Scope returns a configuration file to a device if the attributes of the

requesting device match its associated criteria.

1. First, the device sends a request to the Junos Scope server. This request is in the form

of a URL which contains device details such a hostname, model, OS version, and serial

number. The URL that the device uses to send a request to the configuration server

has this format:

http://< ACS server >:< port >/jtk/download/config/getURL?hostname=?&

osVersion=?&model=?&serialNumber=?

Where ACS server is the ip address or hostname of the Junos Scope server.

For example, the URL that the device uses to send a request with values asd for

hostname, asdf for OS Version, sdf for model, and sdfg for serial number is:http://Junos

Scope-server/ jtk/ download/ config/ getURL?hostname=asdf& osVersion=asdf&

model=sdf& serialNumber=sdfg

2. When Junos Scope receives the request, it compares the device attributes with the

criteria of the configuration associations on the server. Junos Scope starts comparing

the device attributes with the criteria of the first configuration association in the list.

The comparison is done till a match is found or till it reaches the end of the list.

3. If the device attributes match the criteria in a configuration association, Junos Scope

constructs a URL which contains the configuration file and returns the URL to the

device.

If no match is found, and the default option is set, Junos Scope returns the URL of the

default configuration file.

The URL which Junos Scope returns to the device has this format: http://< ACS server

>:<port>/jtk/download/config/getConfig?configName=<ConfigPath>configVersion=<

ConfigRevision >

For example, the URL which Junos Scope returns to the device with values

user-supplied/ archivedHCL for configName, and 1.1 for configVersion is: http://Junos

Scope-server/ jtk/ download/ config/ getConfig? configName=user-supplied/

archivedHCL& configVersion=1.1

If no match is found, and the default option is not set, Junos Scope returns an HTTP

404 error to the device.

4. The device uses this URL to download the configuration file.

Creating and Editing a Configuration File Association

You can create a new configuration file association to the list of configuration associations.

You can also edit an existing configuration file association.
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Figure 6: Add NewConfiguration Association page

To add or edit a configuration file association, follow these steps:

1. In the Junos Scope main window, click Home > Configuration > Repository > Config

Associations > Add Config Association. The Add New Configuration Association page

appears. This page enables you to create a new configuration file association.

To edit an existing configuration file association, select the configuration association

from the list of configuration associations. This takes you to the Edit Configuration

Association page where you can edit that configuration file association.

2. Select a configuration file from the Imported Configuration Files list. This list contains

all the configuration files that were imported into Junos Scope.

3. Select the revision of the configuration file that Junos Scope returns to the device,

from the Imported Config Versions table. This is the version of the configuration file

that is returned to the device if the device attributes match the criteria of that

configuration association. This table lists the Revision number as well as the date

when the configuration file was last revised. The content in this table changes when

a different configuration file is selected.

If you select the Latest Revision option, Junos Scope always returns the last revised

version of the configuration file that is, the dynamic latest. This option is selected by

default.

If you select a particular version number, Junos Scope always returns that version of

the configuration file even if there are newer versions of that configuration file available.

4. In theComment text box, type an optional descriptive comment about the configuration

file association.

5. In the Enter a Criteria list, specify a rule by doing one of the following actions:
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• Default— Select this option if you want Junos Scope to return a default configuration

file if none of the device attributes match any of the criteria in the configuration

associations. You cannot associate criteria to a configuration file that has been

designated as the default configuration association.

• Device Attributes — Select this option to specify a set of rules that the returned

configuration file must match to.

Select the parameter from the Device Attribute list. The options are Hostname,

Model, OS Version, and Serial Number.

Set a rule for the parameter by selecting a combination of the options from the two

lists. The options for the first list are does, and does not. The options for the second

list are contain, begin with, end with, and equal. This sets the condition for the

selected parameter.

Specify a value that the device attribute must match in order to satisfy the criteria.

• Device inGroup— Select this option if you want Junos Scope to return the associated

configuration file if the requesting device belongs to a certain group. You can select

the group from the list. The hostname is used to check if the device belongs to the

selected group of devices.

6. In the Action list, select one of the two options in the Logic list and click Add to add

the rule to the Criteria list.

• Select AND if you want the device to match both the rules that are combined by

AND. This is the default selection.

• Select OR if you want the device to match either of the rules that are combined by

OR.

7. You can move the rules in the Criteria list by selecting the rule you want to move and

clicking one of these buttons:

• Move Up — Moves the selected rule to one row above its current position.

• Move Down — Moves the selected rule to one row below its current position.

You can also remove rules from the Criteria list by selecting the rule and clicking

Remove. Click Remove All to remove all the rules from the Criteria list.

8. Click Save to save the configuration file association. After saving the configuration

association, the Config Associations page, which contains the list of configuration file

associations is displayed. The new configuration association gets added to the end

of the list of configuration associations.

Click Reset to restore all the field values to their default value. If you are editing a

configuration association, then the field values change back to the last saved values

of that configuration association.

Click Cancel to go back to the Config Associations page which contains the list of

configuration file associations.

Importing a Configuration File Association

You can import configuration associations from an external source into Junos Scope

using the Import Configuration Association feature.
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Figure 7: Import Config Associations page

To import configuration associations into Junos Scope, follow these steps.

1. In the Junos Scope main window, click Configuration > Repository > Config Associations

> Import. The Import Config Associations page is displayed. Click Browse... to open a

dialog box from where you can select the XML file that contains the details of the

configuration association that you want to import.

2. Select the Override option to solve issues that may arise when you try to import a

configuration association that already exists in the server. TheOverrideoption removes

all the existing records of the configuration association which you are trying to import.

3. Click Import to import the configuration association into Junos Scope.

Click Cancel to return to the List of Configuration Associations page.

Changing the Order of the Configuration File Associations

When Junos Scope receives a request from a device, it starts comparing the device

attributes with the criteria from the first configuration association in the list to the last

configuration association, that is, the comparison is done from top to bottom. By reordering

the list of configuration file associations, you can change the order in which the criteria

are checked.

NOTE: The default configuration association is not displayed in the Reorder
Config Associations page. The default configuration association is always
the last configurationassociation listed in the server and this position cannot
be changed. This is because Junos Scope returns the default configuration
file only if the device attributes does not match the criteria specified in any
of the configuration associations. Because the comparison is done from top
to bottom, the default configuration file is always last on the list.

To change the order of the configuration file associations, follow these steps:
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1. In the Junos Scope main window, click Configuration > Repository > Config Associations

> Reorder Config Associations. The Reorder Config Associations page is displayed.

This page contains the list of the configuration associations and enables you to change

the order of the configuration file associations.

Figure 8: Reorder Config Associations page

2. Click the configuration association you want to move. The selected association will

be highlighted in grey. The entire row gets highlighted in blue whenever you move the

mouse over any part of the row.

3. To move the selected row, click one of these buttons:

• Move Up — Moves the selected row to one row above its current position.

• Move Down — Moves the selected row to one row below its current position.

• Move First — Moves the selected row to the top of the list of configuration

associations.

• Move Last — Moves the selected row to the bottom of the list of configuration

associations.

4. Click Save to save the order of the configuration associations. After saving the order,

the List of Configuration Associations page is displayed.

Click Reset to restore the original order of configuration associations.

Click Cancel to go back to the List of Configuration Associations page without saving

the changes to the order of configuration associations.
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NOTE: You can archive configurations for a device in Junos Scope using the
Archive feature. (See “Archiving andManipulating Device Configurations” on
page 197)Everymodification to theconfiguration file is savedasanewversion
and is archived in the server.

Select the Return Latest Archived Config checkbox if you want Junos Scope

to return the latest configuration file that was archived in the server for that
device. This option is selected by default. When the device sends a request,
Junos Scope returns the latest configuration file that is archived in the server
for that device. If Junos Scope doesn’t have a configuration file archived for
that device, then it starts comparing the device attributes with the criteria.

If the Return Latest Archived Config checkbox is not selected, Junos Scope

will directly start its comparison of the device attributes with the criteria in
the configuration associations.

Deleting a Configuration File Association

You can delete configuration file associations from the list of configuration associations.

To delete one or more configuration file associations from the list, follow these steps:

1. In the Junos Scope main window, click Configuration > Repository > Config

Associations. The Config Associations page is displayed with the list of configuration

file associations.

2. Select the configuration associations that you want to delete from the list od

configuration associations.

3. Click Delete to delete the configuration file associations.
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PART 5

Configuring Pseudowires

• Using Pseudowires on page 285

• Configuring MPLS and GRE Tunnels on page 287

• Provisioning Pseudowires on page 305

• Filtering and Testing Pseudowires on page 323

• Monitoring Pseudowires on page 329

• Using Diagnostic Tools on page 335
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CHAPTER 25

Using Pseudowires

Pseudowire is the emulation of native services (such as TDM and ATM) over

packet-switched services (such as IP and MPLS) networks. When you configure a

pseudowire, the packets travel over a PSN tunnel, which is either a Multiprotocol Label

Switching (MPLS) or a generic routing encapsulation (GRE) tunnel.

Before you can provision pseudowires, you must:

• Install IP Backhaul Manager license.

• Configure IP address for Io0.0 Interface of the device

• Configure NETCONF over SSH access methods

• Configure MPLS or GRE tunnels.

The Provisioning tab contains the following options:

• MPLS/GRETunnels—Enables you to configure LSP paths and protocols, and to provision

MPLS/GRE tunnel. For more information, see “Configuring MPLS and GRE Tunnels”

on page 287

• Pseudowires—Enables you to add, export, import, or delete pseudowires templates,

provision pseudowires, and filter pseudowires. For more information, see “Provisioning

Pseudowires” on page 305

• Monitoring—Enables you to monitor the working of a pseudowire. You can view

important attributes of a pseudowire, configure a trap destination, and create a

template for RMON events. For more information, see “Monitoring Pseudowires” on

page 329

• Diagnostics—Enables you to diagnose route problems in the network using diagnostic

tools such as LSP Ping, Ping, Traceroute, and BERT tests. For more information , see

“Using Diagnostic Tools” on page 335

NOTE: To access the Provisioning tab, youmust have a valid IP Backhaul
Manager license. The Provisioning tab appears disabled if you do not have a
valid IP Blackhaul Manager license installed.
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CHAPTER 26

Configuring MPLS and GRE Tunnels

The MPLS/GRE Tunnels option on the Provisioning tab of Junos Scope enables you to

configure the MPLS/GRE tunnels for pseudowire provisioning.

Configuring MPLS/GRE Tunnels involves three tasks:

• Configuring LSP Paths on page 288

• Configuring Protocols on page 290

• Provisioning MPLS and GRE Tunnels on page 298
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Configuring LSP Paths

LSP paths consist of ordered set of nodes through which MPLS packets travel. You can

specify the LSP paths for RSVP tunnel if you want to use static LSP paths. To add LSP

Paths, follow these steps:

1. In the Junos Scope main window, click Provisioning > MPLS/GRE Tunnels. The

MPLS/GRE Tunnels dialog box appears.

2. Click Configure LSP Paths. The Configure LSP Paths dialog box appears.

Copyright © 2010, Juniper Networks, Inc.288

Junos 10.4 Junos Scope Software User Guide



3. Click Add to add a new path. The Add A New LSP Path dialog appears.

4. From the Device Name drop-down, select the name of the device to which the LSP

Path will be applied.

5. In the Name text box, enter a name for the LSP Path. This field is mandatory.

6. In the Comment text box, enter a description for the LSP Path. This field is optional.

7. In the Enter IP Address text box, enter the IP address of the next hop node, and choose

one of the following status from the drop-down list adjacent to the Enter IP Address

text box:

• Strict—Indicates that the next hop must be adjacent.

• Loose—Indicates that the next hop is not necessarily adjacent.

8. Click Add to add the new node to the Path.

9. Repeat Steps 6 through 8 to add multiple nodes.

10. Use the Move Up and Move Down buttons to specify the sequence of nodes in the

path.

11. To remove a node from the Path, select a node and clickRemove. You can clickRemove

All to remove all the nodes that you have added.

12. Click Save to save the path information

NOTE: When you click Save, the path is saved only in the Junos Scope

database. The configuration for the path will be pushed to device only
during Provisioning of MPLS/GRE tunnels

13. Click Reset to go back to the last saved configuration for the path.
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Configuring Protocols

This section includes the following topics:

• Exporting Protocol Details on page 290

• Importing Protocol Details on page 290

• Configuring Protocols on page 291

Exporting Protocol Details

You can export protocol details that you want to back up or import to another Junos

Scope server. To export protocol details, follow these steps:

1. In the Junos Scope main window, click Provisioning > MPLS/GRE Tunnels > Configure

Protocols. The Select the Device and Protocol to be configured on Interfaces dialog

box appears.

2. Click Export. The File Download dialog box appears.

3. Click Save to export the access methods data and save it to the local file system in a

file named Junos Scope-deviceIfProtocolDetails.xml. Click Open to view the export

XML file content.

NOTE: The Junos Scope- XML file prefix is not generated if you use the

Microsoft Internet Explorer 6.0Web browser to export Junos Scope setup
data. You will only see the devices filename.

Importing Protocol Details

You can import protocol from another Junos Scope server.Importing device information

is useful when you do not want to enter setup information manually.

To import device information, follow these steps:

1. In the Junos Scope main window, click Provisioning > MPLS/GRE Tunnels > Configure

Protocols. The Select the Device and Protocol to be configured on Interfaces dialog

box appears.

2. Click Import. The Import Devices dialog box appears.

3. In the File text box, either type the name of the XML file that you want to import or

browse to it.

4. To support synchronizing Junos Scope settings imported from multiple servers, select

an import method to be used if a conflict occurs between existing records stored in

the Junos Scope server and imported records. The available import method options

include:

• Ignore— (Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing
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record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record merges with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.

5. Click Import. The Import status dialog box appears. The dialog box indicates the

number of records imported successfully and unsuccessfully. The Details column

provides a description for records that fail import.

6. Click OK. The Select the Device and Protocol to be configured on Interfaces dialog

box opens.

Configuring Protocols

You can specify the protocols to be configured on each interface. To configure a protocol,

follow these steps:
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1. Click Configure Protocols under MPLS/GRE Tunnels. The Configure Protocols dialog

box appears.

2. From the Device Name drop-down, select the name of the device on which you want

to configure the protocols.

3. From the Protocols drop-down, select one of the following: ISIS, MPLS, LDP, RSVP,

OSPF, INET.

4. Click Open. Depending on the protocol selected, parameters specific to the protocol

appear. The parameters for specific interfaces are described in the following sections.

NOTE: For all protocols except INET, you can select the Enable on all
Interfaces check box. For protocol-specific parameters, see the following
sections.

5. Click Save to save the interfaces to be used during MPLS/GRE Tunnel Provisioning.

NOTE: WhenyouclickSave, theprotocol information is savedto the Junos

Scopedatabase.Actual configurationwill bepushed todeviceonlyduring
provisioning of MPLS/GRE tunnels.
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For IS-IS

1. Select the interface from the list of interfaces.

2. Specify the Logical Unit. The Logical Unit is used to support multipoint technologies

such as Frame Relay, ATM, and VLANs. PPP encapsulations support only one logical

unit. Ensure that you configure the logic unit number as zero for these encapsulations

3. Click Disable if you want to disable IS-IS on the selected interface.

4. Select the Level from the drop-down.

5. Click Add.

6. To remove an interface from the configuration, select an interface and click Remove.

You can click Remove All to remove all the interfaces on which the protocol is

configured.
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For LDP

1. Select the interface from the list of interfaces.

2. Specify the Logical Unit. The Logical Unit is used to support multipoint technologies

such as Frame Relay, ATM, and VLANs. PPP encapsulations support only one logical

unit. Ensure that you configure the logic unit number as zero for these encapsulations.

3. Check Disable check box if you want to disable LDP on the selected interface.

4. Click Add.

5. To remove an interface from the configuration, select an interface and click Remove.

You can click Remove All to remove all the interfaces on which the protocol is

configured.
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For MPLS

1. Select the interface from the list of interfaces.

2. Specify the Logical Unit. The Logical Unit is used to support multipoint technologies

such as Frame Relay, ATM, and VLANs. PPP encapsulations support only one logical

unit. Ensure that you configure the logic unit number as zero for these encapsulations.

3. Check Disable check box to disable MPLS on the selected interface.

4. Click Add.

5. To remove an interface from the configuration, select an interface and click Remove.

You can click Remove All to remove all the interfaces on which the protocol is

configured.
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For OSPF

1. Select the interface from the list of interfaces.

2. Specify the Logical Unit. The Logical Unit is used to support multipoint technologies

such as Frame Relay, ATM, and VLANs. PPP encapsulations support only one logical

unit. Ensure that you configure the logic unit number as zero for these encapsulations.

You can select the Disable check box.

3. Specify the Area.

4. Select the Traffic Engineering (TE) check box to enable MPLS TE on the interface.

5. Click Add.

6. To remove an interface from the configuration, select an interface and click Remove.

You can click Remove All to remove all the interfaces on which the protocol is

configured.
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For RSVP

1. Select the interface from the list of interfaces.

2. Specify the Logical Unit. The Logical Unit is used to support multipoint technologies

such as Frame Relay, ATM, and VLANs. PPP encapsulations support only one logical

unit. Ensure that you configure the logic unit number as zero for these encapsulations.

You can select the Disable check box.

3. Check Disable check box if you want to disable RSVP on the selected interface.

4. Click Add.

5. To remove an interface from the configuration, select an interface and click Remove.

You can click Remove All to remove all the interfaces on which the protocol is

configured.
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For INET

1. Select the interface from the list of interfaces.

2. Specify the Logical Unit. The Logical Unit is used to support multipoint technologies

such as Frame Relay, ATM, and VLANs. PPP encapsulations support only one logical

unit. Ensure that you configure the logic unit number as zero for these encapsulations.

3. Check the Disable check box if you want to disable INET on the selected interface.

4. Specify the IP Address and the Numeric Subnet Mask. The mask can have values

ranging from 0 to 32.

5. Click Add.

6. To remove an interface from the configuration, select an interface and click Remove.

You can click Remove All to remove all the interfaces on which the protocol is

configured.

7. Click Export to export the setup data in XML file format to the file system. The File

Download dialog box opens

8.

ProvisioningMPLS and GRE Tunnels

Junos Scope supports the following types of tunnels: MPLS RSVP tunnel; MPLS LDP

tunnel; and GRE tunnel.

To provision MPLS/GRE Tunnels, follow these steps:
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1. In the Junos Scope main window, click Provisioning > Pseudowires > MPLS/GRE

Tunnel Provisioning. The Select Device Source dialog box appears. Here you can select

one of the device groups from a list of device groups already created by selecting the

radio button "Select device groups". Alternatively, you can create device groups by

grouping devices dynamically based on one of the following filtering criteria: location,

name, hostname, or model.

You can also directly select devices that are already added to Junos Scope by selecting

the Select Devices Directly radio button. In this case, all devices that are added to

Junos Scope are listed in the Select Devices list so that you can choose the devices

from the list.

2. Select an option button to specify whether you wish to Select Devices Directly or

Select a Device Group.

3. If you choose to select devices directly, you can either select the devices from the

Select Devices list or filter the list of devices to generate a subset of devices based

on the criterion of your choice. To filter the list of devices:

1. From the Select a Field drop-down list, select one of the following options: Device

Name, Device Hostname, Model, Location, and Comment.

2. From the Select an Operator drop-down list, select one of the following options:

Contains, Does not contain, Starts With, Ends With, and Equals.

3. Enter a string and click View to display a list of devices that meet the criteria

specified in the preceding steps.

For example, to list devices that have device names starting with J, select Device Name

from the Select Field drop-down list, Starts With from the Select an Operator

drop-down list, enter J in the text box, and click View. All devices that have device

names starting with J will be listed in the Select Devices list.
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4. Click Next. The Add/Edit/Delete MPLS/GRE Tunnels dialog box opens. Pseudowires

that are already provisioned or newly created for provisioning for the devices that

were selected in the previous step are shown at the bottom.

5. Select the type of tunnel you want to provision. Three types of tunnel are supported.

These are: MPLS-RSVP, MPLS-LDP, GRE.

6. Select the Source Device Name and Destination Device Name from the respective

drop-downs.

7. Under Provide Source Endpoint Details:

1. Specify an LSP Name and LSP Bandwidth. LSP Name is mandatory for MPLS-RSVP

tunnel type.

2. If you want the LSP Name specified in the preceding step to use a static LSP path,

select an LSP Path to be used as the Primary path for the LSP Name entered. This

field is required only if Tunnel type selected is MPLS-RSVP. For MPLS-LDP and

GRE tunnel types, this field is disabled.

3. If you want the LSP Name specified in step 1 to use a static LSP path, ,select an

LSP Path to be used as the Secondary path for the LSP Name entered. This should

be different from the Primary LSP Path.

This field is required only if Tunnel type selected is MPLS-RSVP. For MPLS-LDP

and GRE tunnel types, this field is disabled.

NOTE: LSPPrimaryPathandLSPSecondaryPathcannotbe thesame.
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4. From the respective drop-down list, select the Setup Priority, Reservation Priority,

and the QoS Priority. These fields are available only when the selected tunnel type

is MPLS-RSVP. For MPLS-LDP and GRE, tunnel types, these drop-down lists appear

disabled.

5. Check the Enable Fast Reroute check box to enable fast reroute.

This field is used only if Tunnel type selected is MPLS-RSVP Otherwise, this field

appears disabled.

6. Specify the Reroute Bandwidth, which is the bandwidth reserved for reroute

This field is enabled only if Tunnel Type is MPLS-RSVP and the Enable Fast Reroute

check box is checked. Otherwise this field is disabled.

7. Specify the Hop Limit, which is the maximum number of hops.

This field is enabled only if the tunnel type is MPLS-RSVP and Enable Fast Reroute

check box is selected. Otherwise this field is disabled.

8. Select the corresponding check boxes, if you wish to, Enable Node Link Protection

and Enable Link Protection. These check boxes are available only if the tunnel type

is MPLS-RSVP. Otherwise, these are disabled.

9. Select the GRE Interface, if the tunnel type is GRE, from the drop-down.

10. Specify the Logical Unit for tunnel interface or software tunnel interface.This field

is required only when tunnel type selected is GRE. For MPLS-RSVP and MPLS-LDP

this field is disabled.

8. Repeat step 3 and all the substeps for the Device End Point, under Provide Destination

Endpoint Details. Alternatively, you can click the Copy Source Endpoint Details to use

the same settings as the source end point for the destination end point.

9. Click Add Entry to add a record in the list area. For newly created records, the state is

shown asNewwhereas for edited records the state is shown asModified. The tabular

area at the bottom of the window displays all the tunnels between devices that are

selected in Step 1 of the wizard.

The following information is presented in the table:

• State — State reflects the state of the record, namely:

• New — If a record is newly added.

• Modified — If a record is modified.

• Unchanged — If a record is not modified.

NOTE: If multiple users are simultaneously accessing this wizard,
each user will have different working records and changes in records
will be stored at session level.

• Tunnel Type
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• Source Device

• Source LSP

• Source GRE Interface

• Destination Device

• Destination LSP

• Destination GRE Interface

10. You can do one of the following:

• Click Add—To add a new record.

• Select an existing record and click Edit to edit an existing record.

• Select an existing record and click Copy to copy an existing record.

• Select an existing record and click Delete to delete an existing record.

• Select an existing record and click Force Deploy to modify a record even though no

changes have been made. You can use this option to push the configuration details

to the devices, without making modifications to it, if you are editing the configuration

11. Click Next. The Confirm Add/Edit/Delete MPLS/GRE Tunnels dialog box opens. Click

Previous to go to the Select Device Source dialog box.

12. In the Confirm Add/Edit/Delete MPLS/GRE Tunnels dialog box, confirm that the

selections you made are correct and click Confirm. This opens the Select Time or

Schedule dialog box.
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Click Previous to go to the Add/Edit/Delete MPLS/GRE Tunnels dialog box.

13. Select when you want to provision MPLS/GRE Tunnels from the Select Time or

Schedule dialog box:

• Select Now to push the configuration to the devices immediately.

• Select Save Operation As and provide a name for the operation to save the

configuration as a named operation.

• SelectScheduleand select a schedule from the list of schedules. The configurations

will be pushed at the scheduled time.
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CHAPTER 27

Provisioning Pseudowires

This chapter describes how to provision pseudowires to devices in Junos Scope. A

pseudowire is a circuit defined by two end point devices on which legacy traffic can be

transported over IP/MPLS network. Pseudowire provisioning is the process of creating,

modifying or deleting pseudowires between end points and pushing the configurations

corresponding to the pseudowire to the devices. Junos Scope supports the provisioning

of both LDP-based Layer 2 Circuit and BGP-based Layer 2 virtual packet network (Layer

2 VPN) pseudowires.

Figure 9: Provisioning Pseudowires Page

Pseudowire provisioning involves the following steps:

1. Creating templates for pseudowires

2. Selecting Device Source and Source/Destination Endpoint devices

3. Creating, modifying, or deleting pseudowires between end points

4. Confirming Selections

5. Generating configuration for pseudowires generated in step 2 and provision

pseudowires by pushing configurations generated in step 3 to boxes

6. Filtering, viewing, and testing pseudowires
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This chapter includes the following topics:

• Pseudowire Template Wizard on page 306

• Provisioning Layer 2 Circuit Pseudowires on page 310

• Provisioning Layer 2 VPN Pseudowires on page 314

• Stitching Layer 2 Circuit and Layer 2 VPN Pseudowires on page 318

Pseudowire TemplateWizard

The pseudowire template wizard enables users to create, edit, or delete pseudowire

templates for:

1. ATM

NOTE: ATMpseudowires supported on Junos devices are for ATM-II PICs.

2. Structure-Agnostic Time Division Multiplexing (TDM) over Packet (SAToP)

3. Ethernet

A template is a set of parameters needed for provisioning pseudowires. .

Pseudowire Templates List

When you click Pseudowire Templates, the template list appears.

From the Pseudowires Templates window, you can:

1. Add a new template.

2. Delete an existing template.

3. Edit a an existing template.

4. Export or import templates.
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Adding and Editing Pseudowire Templates

To add or edit a pseudowire template

1. From Pseudowires, click Templates.

2. Select a pseudowire type and click Add.

3. Edit the parameters.

4. Click Save.

Table 15: Pseudowire Template Parameters

DescriptionParameter

Common Parameters

A unique label for the Pseudowire TemplateName

Type of Pseudowires. The following three types are supported:
TDM (SAToP), ATM, and Ethernet

Type

Comment

Add a control word to the layer 2 encapsulation for the
pseudowire

Control Word check box

Parameters for ATM and Ethernet

Available values for ATM are atm-ccc-cell-relay and
atm-ccc-vc-mux

Available values for Ethernet are ethernet-ccc, vlan-ccc, and
extended-vlan-ccc

Encapsulation

Bandwidth available for the pseudowireBandwidth

Parameters for SAToP

Allowed range is 1 to 1024Payload size

Allowed range is 0 to 255Idle pattern

Allowed range is 1 to 100Excessive packet loss threshold

Allowed range is 1000 to 65535 milliseconds.Excessive packet loss sample period

Specified in milliseconds.Jitter buffer latency

Parameters for ATM

Allowed options are 1–to-1–vcc, n–to-1-vcc, 1–to-1–vpc,
n-to-1-vpc, aal5–pdu and aal5–sdu

Mode
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Table 15: Pseudowire Template Parameters (continued)

DescriptionParameter

The maximum number of ATM cells that can be concatenated
before the packet switched network (PSN) packet is sent out.

Maximum Cell Concatenation

The maximum time that the device should wait for the specified
number of ATM cells to arrive for concatenation.

If the specified number of ATM cells have not arrived in the
specified time period, the device concatenates the ATM cells
that have arrived and sends out the PSN packet.

Timeout

Allowed values are enable and disableSequence Number Check

Allowed values are enable and disableSequence Number Switchover

ATMPseudowire Template

TDM (SAToP) Pseudowire Template
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Ethernet Pseudowire Template

Exporting Pseudowire Templates

You can export pseudowire templates in xml format.

To export Pseudowire Templates

1. Click Export. The Save File dialog box appears. All the pseudowire templates are

exported into an xml file.

2. Click Save. The Save File dialog box appears. Save the file to a location of your choice.

Importing Pseudowire Templates

You can import a pseudowire template that you have earlier exported and saved.

309Copyright © 2010, Juniper Networks, Inc.

Chapter 27: Provisioning Pseudowires



To import Pseudowire Templates

1. Click Import in the Pseudowire Templates dialog box. The Import PW Templates

dialog box appears.

2. Click Browse… and select the file you wish to import.

3. Select one of the option buttons: Ignore; Merge; Override

• Ignore—(Default) An existing record stored in the Junos Scope server takes

precedence over any imported record. The imported record is ignored and the existing

record is not affected. Any imported record that does not exist in the Junos Scope

server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented

as necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence

over the fields of the existing record. Any imported record that does not exist in the

Junos Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all

the existing records. Do you want to continue?” Select Yes or No to continue.

4. Click Import.

Provisioning Layer 2 Circuit Pseudowires

Pseudowire provisioning is the process of creating, modifying, or deleting pseudowires

between end points and pushing the configurations corresponding to the pseudowire to

the devices.

To provision a Layer 2 circuit pseudowire, follow these steps:
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1. In the Junos Scope main window, click Provisioning > Pseudowires > Provisioning

L2circuit Pseudowires. The Select Device Source dialog box appears. Here you can

select one of the device groups from a list of device groups already created by selecting

the radio button "Select device groups". Alternatively, you can create device groups

by grouping devices dynamically based on one of the following filtering criteria: location,

name, hostname, or model.

You can also directly select devices that are already added to Junos Scope by selecting

the Select Devices Directly radio button. In this case, all devices that are added to

Junos Scope are listed in the Select Devices list so that you can choose the devices

from the list.

2. Select an option button to specify whether you wish to Select Devices Directly or

Select a Device Group.

3. If you choose to select devices directly, you can either select the devices from the

Select Devices list or filter the list of devices to generate a subset of devices based

on the criterion of your choice. To filter the list of devices:

1. From the Select a Field drop-down list, select one of the following options: Device

Name, Device Hostname, Model, Location, and Comment.

2. From the Select an Operator drop-down list, select one of the following options:

Contains, Does not contain, Starts With, Ends With, and Equals.

3. Enter a string and click View to display a list of devices that meet the criteria

specified in the preceding steps.

For example, to list devices that have device names starting with J, select Device Name

from the Select Field drop-down list, and select Starts With from the Select an

Operator drop-down list, enter J in the text box, and click View. All devices that have

device names starting with J will be listed in the Select Devices list.
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4. Click Next. The Add/Edit/Delete Pseudowire dialog box opens. Pseudowires that are

already provisioned or newly created for provisioning for the devices that were selected

in the previous step are shown at the bottom.

5. Select the Source Device Name and Destination Device Name from the respective

drop-downs.

6. Select the type of interface you want to use from the Interface Type list. The options

are: TDM (SAToP), ATM, and Ethernet

7. Select a Template and Select a Tunnel from the respective drop-downs. The templates

in the drop-down list vary depending on the interface type that you have selected.

If the template type is ATM II, specify the VCI and VPI . These will be the same for both

endpoints. If the interface type is not ATM, then these fields are disabled.

If the interface type is Ethernet, specify the VLAN ID. VLAN ID is the same for both

endpoints. If the interface type is not Ethernet, then this field is disabled.

8. Specify the Virtual Circuit ID and provide a Description. The description is optional.

If the Virtual Circuit ID is not specified, a Virtual Circuit ID is automatically generated

for the pseudowire.

9. For the Source Endpoint and Destination Endpoint, specify the following:

For the Source Endpoint and Destination Endpoint, specify the following:

1. Device Name

2. CE Interface: CE-facing interface. The drop-down lists the interfaces available for

the endpoints specified.
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3. LSP Name: The drop-down list displays all LSPs configured on the endpoint devices

that you have specified. LSP Name is mandatory if the selected end point is a BXOS

device. LSP Name is optional if the end point is a Junos device.

4. Logical Unit (number): The default value is 0. If you do not specify this, the system

automatically assigns a unique logical unit based on the pseudowires that were

already provisioned.

5. If the pseudowire is to be provisioned over a GRE tunnel, select a GRE Interface

and a Logical Unit for the interface.

10. Click Add Entry. The pseudowire is listed at the bottom of the wizard.

The table at the bottom of the wizard displays:

• State: State can be one of the following:

• New: If the pseudowire is new.

• Modified: If an exiting pseudowire is modified.

• Unchanged: If an existing pseudowire is unchanged.

• Source Device Name

• Source CE Interface

• Destination Device Name

• Destination CE Interface

11. To view a pseudowire, select an existing record from the list and click View.

To modify a pseudowire, select an existing record from the list and click Edit.

To delete a pseudowire, select an existing record from the list and click Delete.

Select a pseudowire from the list and click ForceEdit to forcefully edit the pseudowire

configuration on devices without making any modifications to the pseudowire

configuration. The State field will be displayed as if it were modified even though no

change was made to the pseudowire.

12. Click Next. The Confirm Add/Edit/Delete Pseudowires dialog box opens.

13. In the Confirm Add/Edit/Delete Pseudowires dialog box, confirm that the selections

you made are correct and click Next. This opens the Select Time or Schedule dialog

box.
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Click Previous to return to Add/Edit/Delete Pseudowires dialog box.

14. Select when you want to push the configurations that were generated for the

pseudowires to the devices from the Select Time or Schedule dialog box:

• Now—(Default) Pushes the configuration to the device immediately after you

confirm it.

• Save Operation as—Select to push the configuration to the device. Click Save

Operation as, then type an operation name in the text box.

• Select Schedule—Pushes the configuration to the device at the scheduled time

interval. Select the schedule that you want in the schedule table.

15. Click OK. You can go back to the previous step at any time by clicking Previous.

Provisioning Layer 2 VPN Pseudowires

Pseudowire provisioning is the process of creating, modifying, or deleting pseudowires

between end points and pushing the configurations corresponding to the pseudowire to

the devices.

To provision a Layer 2 VPN pseudowire, follow these steps:
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1. In the Junos Scope main window, click Provisioning > Pseudowires > Provisioning

L2VPN Pseudowires. The Select Device Source dialog box appears. Here you can

select a device group from a list of device groups that were already created by selecting

the radio button "Select device groups". Alternatively, you can create device groups

by grouping devices dynamically based on one of the following filtering criteria: location,

name, hostname, or model.

You can also directly select devices from the list in the Select Devices Directly radio

button. In this case, all devices that have been added to Junos Scope are listed in the

Select Devices list.

2. Select an option button to specify whether you wish to Select Devices Directly or

Select a Device Group.

3. If you choose to select devices directly, you can either select the devices from the

Select Devices list or filter the list of devices to generate a subset of devices based

on the criterion of your choice. To filter the list of devices:

a. From the Select a Field drop-down list, select one of the following options: Device

Name, Device Hostname, Model, Location, and Comment.

b. From the Select an Operator drop-down list, select one of the following options:

Contains, Does not contain, Starts With, Ends With, and Equals.

c. Enter a string and click View to display a list of devices that meet your criteria.

For example, to list devices that have device names starting with J, selectDeviceName

from the Select Field drop-down list, select StartsWith from the Select an Operator

drop-down list. Enter J in the text box, and click View. All devices that have device

names starting with J will be listed in the Select Devices list.
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4. Click Next. The Add/Edit/Delete Pseudowire dialog box opens. Pseudowires that are

already provisioned or newly created for provisioning for the devices that were selected

in the previous step are shown at the bottom.

5. Enter the name of the VPNName field.

If it is not specified, a VPN name is automatically generated for the pseudowire.

6. Select the Source Device Name and Destination Device Name.

7. Select the type of interface you want to use from the Interface Type list. The options

are: TDM (SAToP), ATM, and Ethernet

8. Select a Template from the drop-down list. The templates in the drop-down list

depends on the interface type that you have selected.

If the template type is ATM II, specify the VCI and VPI . These are the same for both

endpoints.

If the interface type is Ethernet, specify the VLAN ID. VLAN ID is the same for both

endpoints.

9. Enter a value in the Route Distinguisher field. The route distinguisher is used to place

bounds around a VPN so the same IP address prefixes can be used in different VPNs.
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10. Enter a value in the VRF Community field. The syntax for the VRF community is not a

name. You must specify it in the format target:x:y.

11. For the Source Endpoint and Destination Endpoint, specify the following:

a. Device Name

b. CE Interface: CE-facing interface. The drop-down lists the interfaces available for

the endpoints specified.

c. Logical Unit (number): The default value is 0. If you do not specify a value, the

system automatically assigns a unique logical unit based on the pseudowires that

were already provisioned.

d. Enter Site Name and Enter Site ID: Enter the name and ID of the VPN site.

12. Click Add Entry. The pseudowire is listed at the bottom of the screen.

The table at the bottom of the screen displays:

• State: State can be one of the following:

• New: If the pseudowire is new.

• Modified: If an exiting pseudowire is modified.

• Unchanged: If an existing pseudowire is unchanged.

• VPN Name

• Source Device Name

• Source CE Interface

• Destination Device Name

• Destination CE Interface

13. To view a pseudowire, select an existing record from the list and click View.

To modify a pseudowire, select an existing record from the list and click Edit.

To delete a pseudowire, select an existing record from the list and click Delete.

Select a pseudowire from the list and click ForceEdit to forcefully edit the pseudowire

configuration on devices without making any modifications to the pseudowire

configuration. The State field will be displayed as if it were modified even though no

change was made to the pseudowire.
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14. Click Next. The Confirm Add/Edit/Delete Pseudowires dialog box opens.

15. In the Confirm Add/Edit/Delete Pseudowires dialog box, confirm that the selections

you made are correct and clickNext. The Select Time or Schedule dialog box appears.

Click Previous to return to Add/Edit/Delete Pseudowires dialog box.

16.

Select when you want to push the configurations that were generated for the

pseudowires to the devices:

• Now—(Default) Pushes the configuration to the device immediately after you

confirm it.

• Save Operation as—Saves the current operation so you can run that operation at a

later time. Click Save Operation as, then type an operation name in the text box.

• Select Schedule—Pushes the configuration to the device at the scheduled time

interval. Select the schedule that you want in the schedule table.

17. Click OK. You can go back to the previous step at any time by clicking Previous.

Stitching Layer 2 Circuit and Layer 2 VPN Pseudowires

You can generate a stitching configuration that connects an LDP-based Layer 2 circuit

pseudowire with a BGP-based pseudowire and push the generated configuration to a

selected device. You can stitch an Layer 2 circuit Pseudowire with a Layer 2 VPN

Pseudowire, a Layer 2 VPN Pseudowire with a Layer 2 VPN Pseudowire, or a Layer 2 circuit

Pseudowire with a Layer 2 circuit Pseudowire
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To stitch two pseudowires, follow these steps.

1. In the Junos Scope main window, click Provisioning > Pseudowires > Stiching

Pseudowires. The Stiching Pseudowires Step 1: Select Device Source dialog box

appears. Here you can select a device group from the list of device groups that were

already created. Alternatively, you can create device groups by grouping devices

dynamically based on one of the following filtering criteria: location, name, hostname,

or model

You can also directly select devices from a list of all devices that have been added to

Junos Scope.

2. To select the source and destination devices, select an option button to specify whether

you wish to Select Devices Directly or Select a Device Group

3. If you choose to select devices directly, you can either select the devices from the

Select Devices list or filter the list of devices to generate a subset of devices based on

the criterion of your choice. To filter the list of devices:

a. From the Select a Field drop-down list, select one of the following options: Device

Name, Device Hostname, Model, Location, and Comment.

b. From the Select an Operator drop-down list, select one of the following options:

Contains, Does not contain, Starts With, Ends With, and Equals.

c. Enter a string and click View to display a list of devices that meet the criteria

specified in the preceding steps.

For example, to list devices that have device names starting with J, selectDeviceName

from theSelectFielddrop-down list, and selectStartsWith from theSelectanOperator

drop-down list. Enter J in the text box, and click View. All devices that have device

names starting with J will be listed in the Select Devices list.
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4. Click Next. The Add/Edit/Delete Pseudowires dialog box appears.

5. Select the type of stitching that you want from the Stitching Type list. You can create

a stitching configuration between two Layer 2 circuit pseudowires, two Layer 2 VPN

pseudowires, or between a Layer 2 circuit and a Layer 2 VPN pseudowire.

6. Select the device to which you want to provision the stitched pseudowire. Click Fetch

Details to get the device details.

7. Enter the type of the stitching interface you want to use in the Stitching Interface field.

The most commonly used stitching interface is iw0. The iw0 interface is a control

plane construct that is used to program the hardware to perform a swap between

the inner label and the outer label on the traffic between the two pseudowires.

8. To set the details of the source pseudowire, select one of the parameters from the

Source Pseudowire Details list. The format in which details are displayed is

neighbor:interface:vcid. Enter a value in the Logical Unit field. The logical unit is used

to support multipoint technologies such as Frame Relay, ATM, and VLANs. PPP

encapsulations support only one logical unit. Ensure that you configure the logic unit

number as zero for these encapsulations.

Select an encapsulation type from the Encapsulation list. The options available for

encapsulation are SAToP, ethernet-ccc, vlan-ccc, and ppp-ccc.

9. To set the details of the destination pseudowire, select one of the parameters from

the Destination Pseudowire Details list. The format in which details are displayed is

VPNName:neighbor:inteface:site. Enter a value in the logical unit field, and select an

encapsulation type from the Encapsulation list. Ensure that you have entered different

values in the logical unit field for the source and destination pseudowires. The source

and destination pseudowires should also have different encapsulation types.

Copyright © 2010, Juniper Networks, Inc.320

Junos 10.4 Junos Scope Software User Guide



10. Click Add Entry. The new stitching configuration is displayed in the table below. You

can edit and delete a stitched pseudowire.

11. To edit a stitched pseudowire, select an existing record and click Edit. The

Add/Edit/Delete Pseudowires dialog box opens and you can edit the desired fields.

To delete a stitched pseudowire, select an existing record and click Delete.

To modify a record even though no changes have been made, select an existing record

and click Force Deploy. You can use this option to push the configuration details to

the devices, without making modifications to it, if you are editing the configuration.

12. ClickNext to go to the Confirm Add/Edit/Delete Pseudowires dialog box. ClickPrevious

to go back to the Select Device Source dialog box.

13. In the Confirm Add/Edit/Delete Pseudowires dialog box, confirm that the selections

you made are correct and click Next. This opens the Select Time or Schedule dialog

box.

Click Previous to return to Add/Edit/Delete Pseudowires dialog box.

14. Select when you want to push the configurations that were generated for the

pseudowires to the devices:

• Now—(Default) Pushes the configuration to the device immediately after you

confirm it.

• Save Operation as—Saves the current operation so you can run that operation at a

later time. Click Save Operation as, then type an operation name in the text box.
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• Select Schedule—Pushes the configuration to the device at the scheduled time

interval. Select the schedule that you want in the schedule table.

15. Click OK. You can go back to the previous step at any time by clicking Previous.
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CHAPTER 28

Filtering and Testing Pseudowires

This chapter describes how you can filter and test pseudowires. You can use filtering

criteria to monitor pseudowires that are already provisioned. Junos Scope supports the

filtering and testing of both LDP-based Layer 2 Circuit and BGP-based Layer 2 virtual

packet network (Layer 2 VPN) pseudowires.

You must have read-only, read-write and superuser permissions to filter and test

pseudowires.

This chapter includes the following topics:

• Filtering and Testing Layer 2 circuit Pseudowires on page 323

• Filtering and Testing Layer 2 VPN Pseudowires on page 325

Filtering and Testing Layer 2 circuit Pseudowires

To filter and test Layer 2 circuit pseudowires:

1. In the Junos Scope main window, click Provisioning > Pseudowires > Filter and Test

l2circuit Pseudowires. The Filter and Test l2circuit Pseudowires dialog box opens.

2. To view all the pseudowires provisioned by Junos Scope, select All Pseudowires:.

3. Select the device or group of devices whose pseudowire details you want to view from

theSelectDeviceGroupsorSelectDevices list box. Shift-click to select multiple devices.

4. Select the Select Pseudowire Endpoints button and select the endpoints of the

pseudowires from the two lists.

5. Enter a value in theVirtual Circuit ID field to view the details of all the Layer 2 circuit

pseudowires that have that virtual circuit ID.

6. Click OK. The pseudowires are filtered according to the criteria you specified and

displayed in a list.
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7.

Click View after selecting a pseudowire to display the details of the pseudowire.

8. Click Test to send the show l2circuit connections command to each endpoint of the

pseudowire, and to show the results.
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Filtering and Testing Layer 2 VPN Pseudowires

To filter and test Layer 2 VPN pseudowires:

1. In the Junos Scope main window, click Provisioning > Pseudowires > Filter and Test

l2vpn Pseudowires. The Filter and Test l2vpn Pseudowires dialog box opens.

2. To view all the pseudowires provisioned by Junos Scope, select All Pseudowires:.

3. Select the device or group of devices whose pseudowire details you want to view,

from the Select Device Groups or Select Devices list box. Shift-click to select multiple

devices.

4. Select the Select Pseudowire Endpoints button and select the endpoints of the

pseudowires from the two lists.

5. Enter a value in the VPNName, Site Name, and Site Id fields to view the details of all

the Layer 2 VPN pseudowires that have those values.

325Copyright © 2010, Juniper Networks, Inc.

Chapter 28: Filtering and Testing Pseudowires



6. Click OK. The pseudowires are filtered according to the criteria you specified and

displayed in a list.
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7. Click View after selecting a pseudowire to display the details of the pseudowire.

8. Click Test to send the show l2vpn connections command to each endpoint of the

pseudowire and to show the results. Click Previous to go back to the list of filtered

pseudowires.
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CHAPTER 29

Monitoring Pseudowires

This chapter describes how you can monitor the health of a pseudowire. Using the health

monitoring feature, you can display important attributes of a pseudowire, configure the

devices in Junos Scope with a trap destination, and create a template of the RMON events

for which the traps are generated.

A trap is a one-way message that is sent from a network element, such as a router or a

switch, to its network management system, such as Junos Scope. Junos Scope is notified

about each object on its managed devices without having to request information. SNMP

trap destinations define the hosts that will receive the SNMP traps that are generated

by the trap group when certain conditions apply. You can create a trap destination model

or template that contains default parameters for trap destinations and then associate

this model with one or more virtual routers. These parameters are used across many

virtual routers over multiple devices. The default parameters you select should be

appropriate to the needs of the virtual routers with which you are associating the trap

destination. A virtual router on a device is capable of configuring up to eight trap

destination hosts.

SNMP makes use of Remote Monitoring (RMON) enhancements to the management

information base (MIB) structure to monitor traffic and set an alarm when a certain

condition occurs. In the standard MIB, the network device had to be queried to obtain

information. RMON is proactive and can set alarms on a variety of traffic conditions,

including specific types of errors.

You must have read-only, read-write, and superuser permissions to monitor the health

of pseudowires.

This chapter includes the following topics:

• Monitoring Pseudowire Parameters on page 329

• Configuring a Trap Destination on page 331

• Configuring an RMON Probe on page 333

Monitoring Pseudowire Parameters

To view important attributes of a pseudowire, follow these steps:
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1. In the Junos Scope main window, click Provisioning > Monitoring > Monitor Pseudowire

Parameters. The Filter Pseudowires dialog box opens.

2. Define the criteria for filtering pseudowires by selecting and specifying any one of the

following details. You can define more than one criterion for filtering pseudowires.

• Select the device or group of devices whose pseudowire details you want to view

from theSelectDeviceGroupsorSelectDevices list box. Shift-click to select multiple

devices.

• Select the Select Pseudowire Endpoints button and select the endpoints of the

pseudowires from the two lists.

• Enter a value in theVirtual Circuit ID field to view the details of all the Layer 2 circuit

pseudowires that have that virtual circuit ID.

• Enter a value in the VPNName, Site Name , and Site Id fields to view the details of

all the Layer 2 VPN pseudowires that have those values.
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3. Click Filter. The Select Params dialog box opens. This dialog box displays all the

pseudowires that match the criteria that you specified in the previous step.

4. Select pseudowire parameters that you want to view from the Complete Params List

and click Add to add them to the Selected Params list. Click Add All to add all the

parameters from the Complete Params List. You can remove parameters from the

Selected Params list by selecting the parameter and clicking Remove. Click Remove

All to clear the Selected Params list.

5. Select the pseudowire whose details you want to view from the filtered list of

pseudowires.

6. Click Fetch Details. The selected details of the pseudowires are displayed in the

Pseudowires Param dialog box.

7. Click Back to go back to the Monitoring dialog box.

Configuring a Trap Destination

To configure an SNMP trap destination, follow these steps:
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1. In the Junos Scope main window, click Provisioning > Monitoring > Trap Destination

Configuration. The Configure Trap Destination dialog box opens.

2. Enter the IP address of the trap destination in the Trap Destination field. Ensure that

you entered a valid IP address in the trap destination field.

3. Select the device or group of devices to which you want to configure a trap destination

from the Select Device Groups or Select Devices list box. Shift-click to select multiple

devices.

4. Enter a comment about the configuration in the Comment field.

5. Select when you want the operation to occur by clicking the appropriate option button:

• Now—(Default) Performs the operation immediately after you confirm it.

• Save Operation as— Saves the operation with the name you give it to run at a later

time.

• Select Schedule—Performs the operation at the scheduled time interval.
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6. Click OK to run the operation according to the options you specified. The Confirm

Configuration dialog box opens. ClickCancel to go back to the Pseudowire Monitoring

dialog box

7.

Confirm the configuration details and click Finish to configure the trap destination for

the selected pseudowire.

Click Previous to back to the previous step. Click Cancel to go back to the Monitoring

dialog box.

Configuring an RMONProbe

To configure an RMON probe for a device in Junos Scope, follow these steps:

1. In the Junos Scope main window, click Provisioning > Monitoring > RMON Probe

Configuration. The Filter Pseudowires dialog box opens.

2. Define the criteria for filtering pseudowires by selecting and specifying any of the

following details. You can define more than one criteria for filtering pseudowires.

• Select the device or group of devices whose pseudowire details you want to view

from theSelectDeviceGroupsorSelectDevices list box. Shift-click to select multiple

devices.

• Select the Select Pseudowire Endpoints button and select the endpoints of the

pseudowires from the two lists.

• Enter a value in theVirtual Circuit ID field to view the details of all the Layer 2 circuit

pseudowires that have that virtual circuit ID.

• Enter a value in the VPNName, Site Name, and Site Id fields to view the details of

all the Layer 2 VPN pseudowires that have those values.
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3. Click Filter. The Select Prob Params dialog box opens. This dialog box displays all the

pseudowires that match the criteria that you specified in the previous step.

4. Select a parameter from the Select Parameter list. The available options include

Missing Packets, Jitter Buffer Underruns, Malformed Packets, Error seconds, and so

on.

Specify the range of values that the parameter can have in the Min Value and Max

Value fields. An alarm is triggered if the selected parameter has a value that exceeds

either limit.

5. Select the pseudowire for which you want to configure the RMON probe , from the

filtered list of pseudowires.

6. Click Configure Prob. The Confirm Configuration dialog box appears.

Click Previous to back to the previous step. Click Cancel to go back to the Monitoring

dialog box.

7. Confirm the configuration details and click Finish to configure the RMON probe for

the selected pseudowire. An alarm will be triggered whenever the selected parameters

cross their threshold values.

Click Previous to back to the previous step. Click Cancel to go back to the Monitoring

dialog box.

Copyright © 2010, Juniper Networks, Inc.334

Junos 10.4 Junos Scope Software User Guide



CHAPTER 30

Using Diagnostic Tools

This chapter describes how to use diagnostic tools to help you to capture and analyze

routing platform control traffic. Junos Scope supports the following diagnostic tools:

• LSP Ping—LSP ping is used to isolate and identify faults in an MPLS-based network.

• Ping—Ping is used to verify that the host can be reached over the network. The output

is useful for diagnosing host and network connectivity problems.

• Traceroute—Traceroute is used to display a list of routers that exist between the device

and a specified destination host. This output is useful for diagnosing a point of failure

in the path from the device to the destination host, and addressing the network traffic

latency and throughput problems.

• BERT Test — Bit error rate testing is used to test the quality of links.

You must have read-only, read-write, and superuser permissions to use the diagnostic

tools.

This chapter includes the following topics:

• Performing the LSP Ping Diagnostic Test on page 335

• Performing the Ping Diagnostic Test on page 338

• Performing the Traceroute Diagnostic Test on page 339

• Performing the BERT Test on page 340

Performing the LSP Ping Diagnostic Test

You can perform the LSP ping diagnostic test on both Layer 2 circuit pseudowires and

Layer 2 VPN pseudowires.

• Performing the LSP Ping Diagnostic Test on a Layer 2 circuit Pseudowire on page 335

• Performing the LSP Ping Diagnostic Test on a Layer 2 VPN Pseudowire on page 337

Performing the LSP Ping Diagnostic Test on a Layer 2 circuit Pseudowire

To perform the LSP ping diagnostic test on a Layer 2 circuit pseudowire, follow these

steps:
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1. In the Junos Scope main window, click Provisioning > Diagnostics > LSP Ping >

L2Circuit. The Filter Pseudowires dialog box opens.

2. To view all the pseudowires provisioned by Junos Scope, select All Pseudowires:.

3. Select the device or group of devices whose pseudowire you want to test, from the

Select Device Groups or Select Devices list box. Shift-click to select multiple devices.

4. Select the Select Pseudowire Endpoints button and select the endpoints of the

pseudowires you want to test from the two lists.

5. Enter a value in theVirtual Circuit ID field to view the details of all the Layer 2 circuit

pseudowires that have that virtual circuit ID.

6. Click Filter. The Select L2circuit Pseudowires dialog box displays all the pseudowires

that match the criteria that you specified in the previous step.

7. Select the pseudowires whose operation you want to test and click Run Command.

The Diagnostics dialog box displays a success or a failure message depending on the

operational status of the pseudowire.
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Performing the LSP Ping Diagnostic Test on a Layer 2 VPN Pseudowire

To perform the LSP Ping diagnostic test on a Layer 2 VPN pseudowire, follow these steps:

1. In the Junos Scope main window, click Provisioning > Diagnostics > LSP Ping > L2Vpn.

The Filter Pseudowires dialog box opens.

2. To view all the pseudowires provisioned by Junos Scope, select All Pseudowires:.

3. Select the device or group of devices whose pseudowire details you want to view,

from the Select Device Groups or Select Devices list box. Shift-click to select multiple

devices.

4. Select the Select Pseudowire Endpoints button and select the endpoints of the

pseudowires whose details you want view from the two lists.

5. Enter a value in the VPNName:, Site Name: , and Site Id: fields to view the details of

all the Layer 2 VPN pseudowires that have those values.
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6. Click Filter. The Select L2vpn Pseudowires dialog box opens. This dialog box displays

all the pseudowires that match the criteria that you specified in the previous step.

7. Select the pseudowires whose operation you want to test, and click Run Command.

The Diagnostics dialog box displays a success or a failure message depending on the

operational status of the pseudowire.

Performing the Ping Diagnostic Test

To perform the ping diagnostic test, follow these steps:
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1. In the Junos Scope main window, click Provisioning > Diagnostics > Ping. The Select

Devices dialog box opens.

2. Select a source device from the Source device list, and a destination device from the

Destination Device(s) list. ClickAdd to add the source-destination device combination

to the Selected Device Combinations list.

To select multiple destination devices for one particular device combination, shift-click

all the destination devices in the Select Device(s) drop-down list box. You can also

enter the IP address of the destination device in the Enter Hostname/IP Address field.

The format of the source-destination device combination is source:destination. In case

you have selected multiple destination devices, the format is then

source:destination:destination.

To remove a source-destination device combination, select the combination and click

Remove. Click Remove All to clear the Selected Device Combinations list.

3. ClickOK. The Ping Results dialog box displays a success or a failure message depending

on the operational status of the pseudowires between the selected source-destination

device combinations.

Performing the Traceroute Diagnostic Test

To perform the traceroute diagnostic test, follow these steps:
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1. In the Junos Scope main window, click Provisioning > Diagnostics > Traceroute. The

Select Devices dialog box opens.

2. Select a source device from the Source device list, and a destination device from the

Destination Device(s) list. ClickAdd to add the source-destination device combination

to the Selected Device Combinations list.

To select multiple destination devices for one particular device combination, shift-click

all the destination devices in the Select Device(s) drop-down list box. You can also

enter the IP address of the destination device in the Enter Hostname/IP Address field.

The format of the source-destination device combination is source:destination. In case

you have selected multiple destination devices, the format is then

source:destination:destination.

To remove a source-destination device combination, select the combination and click

Remove. Click Remove All to clear the Selected Device Combinations list.

3. Click OK. The Traceroute Results dialog box displays a success or a failure message

depending on the operational status of the pseudowires between the selected

source-destination device combinations.

Performing the BERT Test

To perform the BERT diagnostic test, follow these steps:
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1. In the Junos Scope main window, click Provisioning > Diagnostics > BERT Test. The

Select Interfaces dialog box opens.

2. Select the device on which you want to perform the BERT test from the Select Device

list.

3. Select an interface from the Select Interface list. Click Add to add it to the Selected

Interfaces list. You can select multiple destination devices for one combination.

Shift-click to select multiple interfaces.

To remove a interface from the Selected Interfaces list, select it and click Remove.

Click Remove All to clear the Selected Interfaces list.

4. Select the BERT algorithm from the BERT Algorithm list. This algorithm is the pattern

to send in the bit stream and is used to test the quality of the links on the selected

interfaces.

5. Enter a value in the Error Rate field. This can be an integer from 0 through 7, which

corresponds to a bit error rate from 10
0

(1 error per bit) to 10
7

(1 error per 10 million

bits). Ensure that the error rate value is between 0 and 7.
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6. Enter a value in the Period field to specify the duration of the test. By default, the

BERT period is 10 seconds. You can configure the BERT period to last from 1 through

240 seconds on most PICs. Ensure that the Period value is between 1 and 240.

7. Click OK. The BERT Test results dialog box displays whether the BERT test was a

success or a failure. Click on the success or failure message to view more details of

the BERT test.
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PART 6

Monitoring Operation Status

• Managing Operations on page 345

• Viewing and Maintaining Operation Status on page 347

• Monitoring and Maintaining the Audit Log on page 359
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CHAPTER 31

Managing Operations

This chapter describes how to view the operations that have run using an existing schedule

and to verify the next time they will run.

An operation appears in Monitor Operations when you run it using an existing schedule

that you create using Settings > Schedule. An operation does not appear in Monitor

Operations when you schedule an operation using the Now option.

All Junos Scope software users can view scheduled operations. Users with read-only

privileges cannot delete operations.

This chapter includes the following topics:

• Viewing Scheduled Operations on page 345

• Deleting a Scheduled Operation on page 346

Viewing Scheduled Operations

To view scheduled operations that have run and the next time they will run, do the

following:
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• In the Junos Scope main window, click Monitor > Operations. The Operations dialog

box appears.

The Operations dialog box lists operations that are scheduled to be run by action name

(a compound operation is labeled run operation), target device on which the operation

ran (a compound operation name is displayed in this column), schedule name, when the

operation is next scheduled to run, the last status, and an operation comment. If you

click a link in the Last Status column, the Monitor > Status dialog box appears displaying

the status of the operation.

If no scheduled operations appear in the Monitor—Operations dialog box, you have not

created a schedule. For more information about creating a schedule, see “Setting Up

Schedules” on page 91.

Deleting a Scheduled Operation

You can delete a scheduled operation if it is not being used by an existing schedule. If an

operation is being used in an existing schedule, you must first delete that schedule from

Manage Operations.

To delete a scheduled operation, follow these steps:

1. In the Junos Scope main window, click Monitor > Operations. The Operations dialog

box appears with a list of scheduled operations.

2. Select the check box for the scheduled operation that you want to delete.

3. Click Delete.

The scheduled operation is removed from the Junos Scope software database and

will not run.
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CHAPTER 32

ViewingandMaintainingOperationStatus

This chapter describes how to view the final status of configuration management

operations that have run on a selected router or group of routers. It also describes how

to purge the status table, after operation status records accumulate over a period of

time, to reclaim disk space on the Junos Scope server. Use the View Status Records dialog

box to view the status of all archive, restore, and inventory scan operations running on

all devices, groups, and selected devices.

You can view the final status of operations run on specific devices, groups, or selected

saved operations. You can view specific operation status by applying filters, such as

operations updated in the last selected amount of time, currently in a selected state, or

associated with a selected username. Operation status results are listed by device or

group name on which the operation occurs, operation name, username, operation status,

operation start time, last update time, and any message about the operation. Operation

status includes pending, connecting, writing, success, or error.

All Junos Scope software users can view operation status.

This chapter includes the following topics:

• Viewing Status on page 347

• Redoing a Task on page 352

• Purging the Status Table on page 353

Viewing Status

To view operation status, follow these steps:
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1. In the Junos Scope main window, click Monitor >Status. The Select Device and Query

Options dialog box appears.

2. Select the operations to query.

3. Select the Groups or Devices to query.

4. Select the data source and the custom inventory reports to query.

5. Select from the following Filters to query reports to view.
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• Limit to <#> rows per page drop-down list box—Filters the operation status by the

number of rows to display per page: 10, 25, 50, or 100. The default is 10 rows.

• Sort results by <column name> drop-down list box—Sorts the results by the last

modified time, operation name, operation type, device name, username, status,

start time, or message. The default is to sort by the last modified time.

• Refresh status every <selected time> drop-down list box—Updates the operation

status at an interval that you specify: Never, 10 seconds, 30 seconds, 1 minute, 2

minutes, 5 minutes, 15 minutes, 30 minutes, or 1 hour. The default is Never.

• Updated in last <time period> check box, text box, and drop-down list box—Filters

the operation status results by the last time period that you specify. The default is

0 seconds. Select the check box to enable this filter rule. Type a time value in the

time period text box. Click the down arrow to view the available time periods:

seconds, minutes, hours, and days.

• Currently in state check box and drop-down list box—Filters the operation status

by those that are currently in a particular state: pending, connecting, working, writing,

success, and error. The default is pending. Select the check box to enable this filter

rule.

• Associated with user drop-down list box—Displays the operation status results that

are associated with a selected username. The usernames that appear in the list

box are the users that have been added using Settings > Users. Select the check

box to enable this filter rule.

• Operation type drop-down list box—Displays the current Junos Scope operations

that you can save, such as archive, restore, report, scan inventory, install, and

download. The default is archive. Select the check box to enable this filter rule.

6. Click OK. The View Status Records dialog box appears.
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The dialog box displays the status of all final operations listed by operation name,

operation type, device name, report name, username, final operation status, operation

start time, last updated status time, status message, and a link that lets you view the

status of actions in the operation. Click Next Page to view additional operation status

information. See Table 16 on page 350 for a description of the information.

Sort the table information by clicking on a column header. Click on a column heading

to sort the table information in ascending or descending sort order.

Table 16: Monitor Status Table Column Descriptions

DescriptionColumn

Saved operation name. The name that you give an operation
when you save it to run at a later time using Settings > Saved
Operations.

Operation Name

The type of Junos Scope operation that was run. Some
operations, such as software image install, have multiple
actions. You can view all actions in an operation by clicking the
Show Task link.

Operation Type

Name of the device on which an operation was run.Device Name

Name of the custom report that was scheduled and run.Report Name

Username of the user who ran an operation.User

The status of the operation that ran. The status can be pending,
connecting, writing, rebooting, success, or error. The Message
column describes the operation status.

Status
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Table 16: Monitor Status Table Column Descriptions (continued)

DescriptionColumn

The time the operation ran.Start Time

The time the operation status was polled and refreshed.Last Updated Time

7. Click OK.
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Redoing a Task

You can now select a task and redo it. To redo a task, follow these steps:

1. Click the Redo Task button in the View Status Records dialog box that appears after

you perform an operation

or

Click Monitor > Status. Apply query options and filters in the Select Device and Query

Options dialog box and click OK. Click the Redo task hyperlink in the Actions column

of the View Status Records dialog box.

The Select the Operation in the Task for Redo dialog box appears.

2. Select the operation you want to redo from the Select Operation drop-down list box

and click Next. The Select the Device(s) on which the Operation has to be Redone

dialog box appears.

3. Select the device or devices on which the operation has to be redone from the Success

Devices list box, which lists all the devices on which the operation was successful,

and the Failed Devices list box, which lists all the devices on which the operation failed.

Select the All Success Devices check box to select all devices on which the operation

was successful and the All Failed devices check box to select all devices on which the

operation failed. Click Next. The Confirm Redo dialog box appears.
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4. Confirm the selections you made and click Finish. The View Status Records dialog

box displays the status of the operation.

Purging the Status Table

Most Junos Scope operations add multiple status records to the Status table. As more

operations are performed, this table grows in size and consumes disk space on the Junos

Scope software server. The data in the Status table is useful only to administrators. From

time to time, you must remove records that are no longer used in this table, and reclaim

disk space if you are an administrator. You can purge all or selected status log records

after filtering using the filter options provided in the Purge GUI.

353Copyright © 2010, Juniper Networks, Inc.

Chapter 32: Viewing and Maintaining Operation Status



You can filter Status Records, select the records to be purged and delete them.

To purge the Status table, follow these steps:

1. From the Junos Scope main window, click Monitor > Purge >Status. The Status Records

Filter options dialog box appears.

2. Select the records you want to purge. You can choose to select all, records within a

specified date range, or records that are a specified number of months old:

• Date Range: From Date (MM/DD/YYYY)/To Date (MM/DD/YYYY) option text

boxes—Type the date range within which to delete status records. Click the calendar

icon view a calendar from which you can select a date and get the local time. Click

Local Time to view the current time. Click OK in to insert the date that you selected.

• Months old operations option text box—Type the number months to go back and

retrieve status records to purge.

• All Operations option button—Selects all status records to purge.

• Select from the following filter rules.

• Limit to number of rows per page drop-down list box—Filters the operation status

by the number of rows to display per page: 10, 25, 50, or 100. The default is 10 rows.

• Sort results by column name drop-down list box—Sorts the results by the last

updated time, operation name, operation type, device name, username, status,

start time, or message. The default is to sort by the last updated time.

• Currently in state check box and drop-down list box—Filters the operation status

by those that are currently in a particular state: pending, connecting, working, writing,

warning, success, and error. The default is pending. Select the check box to enable

this filter rule.

• Associated with user drop-down list box—Displays the operation status results that

are associated with a selected username. The usernames that appear in the list
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box are the users that have been added using Settings > Users. Select the check

box to enable this filter rule.

• Operation type drop-down list box—Displays the current Junos Scope operations

that you can save, such as archive, restore, report, scan inventory, install, and

download. The default is archive. Select the check box to enable this filter rule.

3. Click Filter to proceed with the purge operation. The View Filtered Status Records

dialog box appears. Click Reset to clear all the values you have selected and return

to the default values.

The dialog box displays the filter criteria and the list of the filtered status records listed

by operation name, operation type, device name, report name, username, final

operation status, operation start time, last updated status time, and status message.

See Table 16 on page 350 for a description of the information. The records are initially

sorted by last updated time in descending order, with the most recent events at the

top of the list. Click on a column heading to sort the table information in ascending

or descending sort order. Select the check boxes in the corresponding rows to select

a filtered record. Select the check box in the column header row to select all filtered

records in the dialog box.

4. Do one of the following:

• Select the records you want to delete and click Delete Selected to purge the selected

records.
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If you click Delete Selected, the Confirm Purge Status Records dialog box appears

listing the records you selected for deletion. Enter the reason for deleting status

records in the Comment field.

• Click Delete All Filtered Records to delete all filtered records.

If you click Delete All Filtered Records, the Confirm Purge All Status Records dialog

box appears with the filter criteria and the number of records that will be deleted

permanently. Enter the reason for deleting the status records in the Comment field.
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5. Click OK in the Confirm Purge All Status Records dialog box to confirm purge of status

records. The Status Records are removed from the Status table in the Junos Scope

database. Click Cancel to go back to the View Filtered Status Records dialog box.
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CHAPTER 33

Monitoring andMaintaining the Audit Log

This chapter describes how to monitor authentication activity and privileged operation

events in the audit log. Junos Scope auditable events are stored in the Junos Scope

database and are subsequently sent to the system log server and an optional RADIUS

accounting server if one is configured (see Figure 10 on page 359). This chapter also

describes how to purge the audit log table, after audit log records accumulate over a

period of time, to reclaim disk space on the Junos Scope server.

Figure 10: Junos Scope Security-Enhanced Sensitive Data Logging

Authentication activity events include the following:

• User logs in

• Login attempt failures because of an invalid username and/or password

• User logs out

• User session times out

Privileged operation events are user actions that change information in the Junos Scope

system or in the network. Privileged events include the following:

• Configuration is committed on a device from the Configuration Editor

• Configuration is archived from a device

• Configuration is restored to a device

• User account is created
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• User account is deleted

• User password is changed

• Device is added

• Device is deleted

• Label association is changed

• Access method is changed

• Authentication information is changed

Each audit record includes the date and time, event category, event type, username, and

client IP address.

In addition to the internal audit log, audit events are also forwarded to the local syslog

server and the configured RADIUS server (if any) as RADIUS accounting messages.

You must have superuser permission to view the audit log.

This chapter includes the following topic:

• Displaying the Audit Log on page 360

• Purging the Audit Log Table on page 362

Displaying the Audit Log

The audit log displays Junos Scope authentication and privileged operation events by

date and time, event category, event type, username, and client IP address. You can

select filters to specify which records you want to see.

To display the Audit Log, follow these steps:

1. From the Junos Scope main window, click Monitor > Audit Log. The Audit Log Filters

dialog box appears.
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2. Select a filter rule to select the audit log records that you want to view:

• Limit tonumberof rows per page drop-down list box—Select how many record rows

you want to display per audit log page: 10, 25, 50, or 100. The default is 10.

• Sort results by column-name drop-down list box—Select the column of data by

which the audit log records will be sorted in the table: Time, Username, Client

address, Event type, or Message. The default is Time.

• Refresh Events every interval drop-down list box—Select when the audit log data

will be updated in the table: from Never up to 1 hour. The default is Never.

• Event Category drop-down list box—Select the events category to display: All,

Authentication, or Privileged Operations. Authentication activities include user login

success, failure, logout, and session timeout. Privileged operations are changes of

information in the system or in the network, such as restoring a configuration to a

device or changing a user password. The default is All.

• Event Type drop-down list box—This list box is dynamically populated based on

the event category that you selected. For example, if you select the authentication

event category, all authentication event message types appear in this drop-down

list box.

• Updated in last time period check box, text box, and drop-down list box—Select

the audit log records that have been updated in the last specified length of time.

You can select n seconds, minutes, hours, or days, where n represents the time you

specify. The default is 0 seconds.

• Associated with user drop-down list box—Select records that are associated with

a specified username.

3. Click OK. The Audit Log dialog box appears.

Each audit record includes the date and time, event category, event type, username, and

client IP address. The records are initially sorted by time in descending order so that the

most recent events are at the top of the list. See Table 17 on page 362.
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Table 17: Audit Log Columns

DescriptionColumn Name

The date and time that the event was logged. The format for date and time
is dowmon dd hh:mm:ss zzz yyyy.

Where:

• dow is the day of the week (Sun, Mon, Tue, Wed, Thu, Fri, Sat).

• mon is the month (Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov,
Dec).

• dd is the day of the month (01 through 31), as two decimal digits.

• hh is the hour of the day (00 through 23), as two decimal digits.

• mm is the minute within the hour (00 through 59), as two decimal digits.

• ss is the second within the minute (00 through 61), as two decimal digits.

• zzz is the time zone (and may reflect Daylight Saving Time). If time zone
information is not available, then zzz is empty; that is, it consists of no
characters at all.

• yyyy is the year, as four decimal digits.

Time

The name of the user who performed that action that was logged. The
default user is admin.

User

The IP address of the client from which the action occurred.Client Address

The title of the system log message that is logged.Event Type

The description of the system log message that is logged.Message

Purging the Audit Log Table

Most Junos Scope operations add multiple audit log records in the Audit Log table. As

more and more operations are performed, this table grows in size and consumes disk

space on the Junos Scope software server. The data in the Audit Log table is useful only

to administrators. From time to time, you must remove records that are no longer used

in the Audit Log table, and reclaim disk space if you are an administrator. You can purge

all or selected audit log records, after filtering audit log records, using the filter options

provided in the Purge GUI.
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To purge the Audit Log table, follow these steps:

1. From the Junos Scope main window, click Monitor > Purge > Audit Log. The Audit Log

Records Filter options dialog box appears.

2. In the Select Events Age area, specify the events you want to purge. You can choose

to select all events, events within a specified date range, or events that are a specified

number of months old.

3. Select from the following filter rules:

• Limit tonumberof rows per page drop-down list box—Select how many record rows

you want to display per audit log page: 10, 25, 50, or 100. The default is 10.

• Sort results by column-name drop-down list box—Select the column of data by

which the audit log records will be sorted in the table: Time, Username, Client

address, Event type, or Message. The default is Time.

• Event Category drop-down list box—Select the event category to display:

Authentication, or Privileged Operations. Authentication activities include user login

success, failure, logout, and session timeout. Privileged operations are changes of

information in the system or in the network, such as restoring a configuration to a

device or changing a user password. The default is Authentication.

• Event Type drop-down list box—This list box is dynamically populated based on

the event category that you selected. For example, if you select the Authentication
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event category, all authentication event message types appear in this drop-down

list box.

• Associated with user drop-down list box—Select records that are associated with

a specified username.

4. Click Filter to proceed with the purge operation. The View Filtered Events dialog box

appears. Click Reset to clear all the values you selected and return to the default

values.

The View Filtered Events dialog box displays the filter criteria and the list of the filtered

audit log records with the date and time, username, client IP address. event type, and

message. See Table 17 on page 362 for a description of the information.The records

are initially sorted by time in descending order, with the most recent events at the top

of the list. Click on a column heading to sort the table information in ascending or

descending sort order. Select the check boxes in the corresponding rows to select a

filtered record. Select the check box in the column header row to select all filtered

records in the dialog box.

5. Do one of the following:

• Select the records you want to delete and click Delete Selected to purge the selected

records.

If you click Delete Selected, the Confirm Purge Audit Log Records dialog box appears

listing the records you selected for deletion. Enter the reason for deleting audit log

records in the Comment field.
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• Click Delete All Filtered Records if you want to delete all the filtered records.

If you click Delete All Filtered Records, the Confirm Purge All Audit Log Records

dialog box appears with the filter criteria and the number of records that will be

deleted permanently. Enter the reason for deleting the audit log records in the

Comment field.

6. Click OK in the Confirm Purge All Audit Log Records dialog box to confirm purge of

audit log records. The audit log records are removed from the audit log table in the

Junos Scope database. Click Cancel to go back to the View Filtered Events dialog box.
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PART 7

Performing Inventory Management

• Inventory Management System Overview on page 369

• Scanning Inventory Data on page 371

• Using Inventory Reports on page 377

• Scheduling Custom Inventory Reports and Viewing Archived Inventory

Reports on page 401

• Exporting Inventory Management System Data on page 411
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CHAPTER 34

Inventory Management SystemOverview

This chapter provides an overview of the Junos Scope Inventory Management System

you use to keep track of changes to devices on the network as they occur. The Inventory

Management System keeps track of items installed in devices, such as hardware, software

components, and feature licenses.

The Inventory Management System scans for inventory items in real time or as part of

an existing scheduled operation, and stores the inventory records in the Junos Scope

database. For more information about scanning the device inventory, see “Scanning

Inventory Data” on page 371.

The Inventory Management System can generate predefined inventory reports from the

stored inventory records, or you can define your own report formats. You can save custom

inventory reports, including user-specified definitions and controls. Reports are saved in

the Junos Scope database, where all Junos Scope users can view them.

An Inventory Management System Demo lets you view and manipulate sample inventory

reports so you can practice and learn the full potential of the system before scanning

real production inventory data.

The Inventory Management System displays reports in a browser using HTML, and can

also be exported to Extensible Markup Language (XML), Comma-Separated Values

(CSV) text, Adobe PDF, and Microsoft Excel formats. For more information about the

Inventory Management System report, see “Using Inventory Reports” on page 377.

An external inventory application can connect to the Inventory Management System

database and extract inventory data, such as hardware, software, licensed features, and

inventory scan events from the database by way of a Structured Query Language (SQL)

interface. A unique username and password must be configured during the Junos Scope

software installation to enable read-only access to the Inventory Management System

database. For more information about extracting Inventory Management System data,

see “Exporting Inventory Management System Data” on page 411.

You must have one of the following access privilege levels to use the Inventory

Management System:

• Superuser—Generate reports, scan inventory, set up devices and schedules for inventory

scanning, and save and delete inventory reports

• Read-write—Generate reports, scan inventory, and save and delete inventory reports
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• Read-only—Generate reports

This chapter includes the following topics:

• Prerequisites for Using the Inventory Management System on page 370

• Where To Go From Here on page 370

Prerequisites for Using the Inventory Management System

Before you can use the Inventory Management System, you must set up and populate

access methods, devices, groups, and schedules in Junos Scope.

• To set up access methods, see “Setting Up Access Methods” on page 45.

• To set up devices, see “Setting Up Devices” on page 55.

• To set up groups, see “Setting Up Groups” on page 69.

• To set up schedules, see “Setting Up Schedules” on page 91.

NOTE: Junos Scope performs both hardware inventory scans and software
inventory scans on root system domain (RSD) devices but performs only
software inventory scans on a protected system domain (PSD) device. This
is because RSD and PSD devices share certain hardware resources such as
flexible PICs concentrators (FPCs), etc. If Junos Scope performs a hardware
inventory scan on a PSD device, it will send a copy of the hardware inventory
items to the RSD device. Junos Scope will not check if the device is a RSD
device or a PSD device. To find out if a device is PSD or not, check the value
in themodel field of the device. A PSD device will have ’-PSD’ appended at
the end.

Where To Go FromHere

• To use the Inventory Management System to scan for device inventory items, see

“Scanning Inventory Data” on page 371.

• To view and manipulate Inventory Management System reports of inventory items

stored in the Junos Scope demo or production database, see “Using Inventory Reports”

on page 377.

• To extract Inventory Management System data to an external inventory application

using a read-only SQL interface, see “Exporting Inventory Management System Data”

on page 411.
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CHAPTER 35

Scanning Inventory Data

This chapter describes how to use the Inventory Management System to scan devices

on the network and keep track of inventory items, such as hardware components in the

chassis, installed software packages, and feature licenses.

The Inventory Management System scans for inventory items in real time or as part of

an existing scheduled operation.

The Inventory Management System stores inventory data in the Junos Scope database.

To scan inventory data, you must have superuser or read-write access privilege levels.

This chapter includes the following topics:

• Understanding Inventory Items on page 371

• Performing an Inventory Scan on page 371

• Understanding Inventory Scan Status Messages on page 374

• Saving an Inventory Scan Operation on page 374

• Where To Go From Here on page 375

Understanding Inventory Items

An inventory scan gathers a listing of all inventory items, such as:

• Hardware components installed in a routing platform, including part numbers and

serial numbers

• Feature licenses for enabling software features on a routing platform

• Junos OS and packages installed on a routing platform

• Inventory events that occur when an inventory scan is performed

Performing an Inventory Scan

To perform an inventory scan, follow these steps:
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1. In the Junos Scope main window, click Inventory Management > Scan. The

Scan—Select Device and Time dialog box appears.

2. Select the devices you want scanned. Select either the Group (default) or Selected

Devices option button.

3. Click the down arrow to select the group or device(s) that you want scanned. You can

select multiple groups or devices by Shift or Control-clicking each device name that

you want.

NOTE: The Inventory Management System scans the inventory on both
theTXMatrix and itsattachedT640 routers; and theTXMatrixPlus router
and its attached T1600 router.

The TXMatrix routing platform consists of the switch-card chassis [SCC]
and the attached T640 routers (also known as line-card chassis [LCC]).

The TXMatrix Plus router consists of the switch-fabric chassis [SFC] and
theattachedT1600 router (alsoknownas line-cardchassis [LCC]).When
you want tomake any changes or perform a scan on an LCC, remember
tomake your changes through the SFCwhich controls the TXMatrix Plus
router. When you perform an inventory scan on an SFC and then on an
LCC, an event, which says that hardware was deleted from the SFC and
added to the LCC, is created. This happens because a hardware scan on
the SFC returns the hardware details of all its attached LCCs.

4. Select when you want the inventory scan to occur:

• Now—(Default) Performs an inventory scan immediately after you confirm it.
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• Save Operations as text box—Lets you save the inventory scan operation with a

unique name so that you can combine it with other operations to run on devices.

• Selected Schedule—Click an option button to schedule when you want inventory

scanning to occur.

5. In the Comment text box, type an optional descriptive comment about the inventory

scan that you want to perform.

6. Click Next. The Scan—Confirm Selections dialog box appears.

7. Click Finish to confirm the scan inventory operation. If you selected Now in Step 4,

inventory scanning occurs immediately and the Scan—Wait for Operation to Complete

message appears.

If you selected a predefined schedule, inventory scanning occurs when that schedule

is specified to run.

When the scan inventory operation is complete, the Scan—View Operation Status

dialog box appears displaying the status of the operation.
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Understanding Inventory Scan StatusMessages

The following inventory scan status output messages indicate that the operation was

successful:

• Successfully scanned items into inventory database

• No change in inventory database

The following operation status output messages indicate that the inventory scan failed

to process one or more inventory records in the database:

• Could not find inventory information for "hostname"

• Inventory database operation failed

• Could not open connection: hostname

Saving an Inventory Scan Operation

You can save inventory scan operations and combine them with other saved operations

to run concurrently or sequentially on specific devices either immediately or at a specified

time or interval.

To save an inventory operation, follow these steps:

1. From the Junos Scope main window, click Inventory Management > Scan. The

Scan—Select Device and Time dialog box appears.

2. Select a group or one or more devices on which to scan inventory.
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3. Click the Save Operation as option button and type a name for the saved inventory

scan operation in the text box.

4. Click Next. The Scan—Confirm Selections dialog box appears.

5. Check to see that the selections for the scan operation you want to save are correct.

6. Click Finish. The Inventory Management menu appears.

To view the saved archive operation, click Settings > Saved Operations. To work with

saved operations, see “Using Task Manager (Saved Operations)” on page 171.

Where To Go FromHere

• To view and manipulate Inventory Management System reports of inventory items

stored in the Junos Scope demo or production database, see “Using Inventory Reports”

on page 377.

• To extract Inventory Management System data to an external inventory application

using a read-only SQL interface, see “Exporting Inventory Management System Data”

on page 411.
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CHAPTER 36

Using Inventory Reports

This chapter describes how to view and manipulate Inventory Management System

reports of inventory data stored in the Junos Scope software database. Inventory data

is stored when the Inventory Management System scans devices on the network for

items, such as hardware components, software components, and feature licenses.

The Inventory Management System can generate predefined inventory reports from the

stored inventory records, or you can define your own report formats. You can save custom

inventory reports, including user-specified definitions and controls. Reports are saved in

the Junos Scope database, where all Junos Scope users can view them.

An Inventory Management System Demo lets you view and manipulate sample inventory

reports so you can practice and learn the full potential of the system before scanning

real production inventory data.

The Inventory Management System displays reports in a browser using HTML, and can

also be exported to Extensible Markup Language (XML), Comma-Separated Values

(CSV) text, Adobe PDF, and Microsoft Excel formats.

You must have superuser, read-write, or read-only access privilege levels to use the

Inventory Management System reports.

This chapter includes the following topics:

• Understanding Report Data Sources on page 377

• Navigating a Report on page 385

• Starting a New Report on page 385

• Opening a Custom Report on page 386

• Manipulating Report Data on page 387

• Viewing Report Data on page 397

• Where To Go From Here on page 399

Understanding Report Data Sources

A data source is a database from which you can view inventory report information. The

Inventory Management System provides two report data sources:
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• Inventory—Includes all inventory items that are created when you perform an inventory

scan on Juniper Networks devices on the network that has been added to Junos Scope.

You must perform an inventory scan of devices on the network for the Inventory data

source to have any data. For more information, see “Scanning Inventory Data” on

page 371.

• Demo—A demonstration database that includes sample inventory items that you can

use to practice viewing and manipulating inventory reports. When you open a demo

report, you see the word Demo in the title bar area to differentiate from your production

inventory reports. Some of the reports shown in this chapter are generated using the

Demo database.

To view Inventory Management System report data sources, from the Junos Scope main

window, click Inventory Management > Reports.

This section includes the following topics:

• Viewing a Report on page 378

• Understanding Types of Inventory Reports on page 379

• Searching for Inventory Report Data on page 384

Viewing a Report

You can view a report of inventory data that has been scanned and stored in the database

from devices on your network. Additionally, you can view reports from the demonstration

database. For information about scanning inventory items, see “Scanning Inventory Data”

on page 371.

To view a report, follow these steps:

1. Click Inventory Management > Reports. The Select a Data Source page appears.

2. Click Inventory or Demo. The Select a Report page appears.

3. Click the Report that you want. The Report Results page appears with the report that

you selected. The following report (Software Inventory—All) is generated from the

Inventory Management System demo database.

NOTE: If a report remains idle for more than 30minutes, any subsequent
manipulation on the expired reportwill result in an errormessage “Report
instance expired. Please select a data source again.” Click Select a Data
Source in the top right area of the title bar. Then select the report that you
were viewing from the Select a Report page.

For information about types of Inventory reports, see “Understanding Report Data

Sources” on page 377.
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NOTE: Inventory reports display inventory results for both the TXMatrix
and the attached T640 routers. The TXMatrix routing platform consist
of the TXMatrix (also known as the switch-card chassis [SCC]) and the
attached T640 routers (also known as line-card chassis [LCC]).

Understanding Types of Inventory Reports

The Inventory Management System provides the following types of reports:

• Events Inventory Reports on page 379

• Hardware Inventory Reports on page 380

• Licensing Inventory Reports on page 382

• Software Inventory Reports on page 383

Events Inventory Reports

Events reports list any changes or discrepancies found in an inventory scan as compared

with the inventory data stored in the database.

Table 18 on page 379 describes the type of inventory events that occur when Junos Scope

scans device inventory.

Table 18: Events Types

DescriptionEvent

Initial discovery of an inventory item.CREATE

Inventory item added to a device although it was previously associated
with the same or a different device (applicable to hardware inventory items
only).

ADD

Inventory item removed from a device.DELETE

Change in an inventory item attribute.UPDATE

Unable to store inventory item in the database due to a missing serial
number, licensed feature name, or software package name.

UNKNOWN

NOTE: Physical InterfaceCards(PICs)andFlexiblePICConcentrators (FPCs)
are tracked during an inventory scan by their containing chassis and slot
position within the chassis. Therefore, if youmove a PIC from FPC 0 to FPC
1within thesamechassisor toadifferentchassis, aDELETEevent isgenerated
with the old location and an ADD event is generated with the new location.

Table 19 on page 380 describes the type of Junos Scope inventory event reports that are

available. To view inventory reports, see “Viewing a Report” on page 378.
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Table 19: Type of Events Reports

DescriptionReport

Displays all inventory event records stored in the database. The report displays
records by device name, event type, item name, item description, event details,
serial number, Routing Engine, and time. (See Table 20 on page 380 for a
description of the report columns.)

All

Lets you search for specific inventory event records by device name, event type,
item name, hardware description, license description, event details, serial number,
item name, item description, event details, serial number, routing engine, or time.
When you select Search, the (Search) Specify Parameters dialog box appears
where you can specify the inventory records you want searched. (See “Searching
for Inventory Report Data” on page 384 for more information about searching for
inventory report records.)

Search

Table 20 on page 380 describes the Events report columns.

Table 20: Events Report Columns

Description
Report
Column

DNS name of device.Device

Type of event. Event types include CREATE, ADD, DELETE, UPDATE, and
UNKNOWN.

Type

Name of the inventory item scanned and stored in the Junos Scope database.Item

Description of the inventory item scanned and stored in the Junos Scope
database.

Description

Description of an action that caused an inventory event.Event Details

Component serial number. The serial number is not displayed for software or
licensing inventory items.

Serial Number

Routing Engine on which the Junos OS package is installed. This column
differentiates software inventory events associated with multiple Routing Engines
in a given device.

Routing Engine

Date and time the event record was scanned and stored in the Junos Scope
database.

Time

Hardware Inventory Reports

Hardware inventory reports list the hardware components installed in a device or router

chassis, including the part number and serial number.

Table 21 on page 381 describes the type of hardware inventory reports. To view inventory

reports, see “Viewing a Report” on page 378.
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Table 21: Types of Hardware Inventory Reports

DescriptionReport

Displays all hardware inventory records stored in the database. The report
displays records by device name, router model number, hardware name, version,
part number, Field Replaceable Unit (FRU) model number, Common Language
Equipment Identifier (CLEI) code, serial number, hardware description, chassis
identifier, module, submodule, sub-submodule, time created, and time last
scanned. (See Table 22 on page 381 for a description of the report columns.)

All

Lets you search for specific hardware inventory records by device name, router
model number, hardware name, version, part number, Field Replaceable Unit
(FRU) model number, Common Language Equipment Identifier (CLEI) code,
serial number, hardware description, chassis identifier, module, submodule,
sub-submodule, time created, and time last scanned. When you select Search,
the (Search) Specify Parameters dialog box appears where you can specify the
inventory records you want searched. (See “Searching for Inventory Report Data”
on page 384 for more information about searching for inventory report records.)

Search

Displays a listing of all device names by model number. (See Table 22 on page 381
for a description of the report columns.)

Summary

Table 22 on page 381 describes the Hardware Inventory report columns.

Table 22: Hardware Inventory Report Columns

Description
Report
Columns

DNS device name.Device

Routing platform.Model

Name of the hardware component.Name

Version of the hardware firmware.Version

Hardware component part number.Part Number

Field Replaceable Unit model number. The FRU Model Number will not be
displayed if a Junos version earlier than 8.2 is intalled on the device.

FRU Model
Number

Common Language Equipment Identifier code used to identify network
hardware. The CLEI code will not be displayed if a Junos version earlier than
8.2 is installed on the device.

CLEI code

Hardware component serial number.Serial Number

Hardware component description.Description

Routing platform chassis in which the hardware component is installed.
Information is displayed in this column for the TX Matrix routing platform.

Chassis
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Table 22: Hardware Inventory Report Columns (continued)

Description
Report
Columns

Component installed in the chassis; for example, an FPC.Module

Component installed inside another router component. A PIC is a submodule
installed inside an FPC.

Sub module

Component installed inside a submodule. An SFP is a sub-submodule installed
inside a PIC.

Sub sub module

Date and time the hardware item was scanned.Created

Date and time the hardware item was previously scanned.Last Scanned

Licensing Inventory Reports

Licensing inventory reports list the feature licenses that have been installed on devices

in the network, including the name of the licensed feature, number of licenses installed,

number of licenses that are currently being used, and the number of licenses that are

required to legally use the feature.

Table 23 on page 382 describes the type of licensing inventory reports. To view inventory

reports, see “Viewing a Report” on page 378.

Table 23: Types of Licensing Inventory Reports

DescriptionReport

Displays all licensing inventory records stored in the database. The report displays
records by device, model number, feature name, description, licenses installed,
licenses used, licenses needed, time created, and time last scanned. (See Table
24 on page 382 for a description of the report columns.)

All

Lets you search for specific licensing inventory records by device, model number,
feature name, description, licenses installed, licenses used, licenses needed,
time created, and time last scanned. When you select Search, the (Search)
Specify Parameters dialog box appears for you to specify the inventory records
you want searched. (See “Searching for Inventory Report Data” on page 384 for
more information about searching for inventory report records.)

Search

Displays the total number of feature license that are needed by feature name.
(See Table 24 on page 382 for a description of the report columns.)

Summary

Table 24 on page 382 describes the Licensing Inventory report columns.

Table 24: Licensing Inventory Report Columns

DescriptionReport Columns

DNS device name.Device
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Table 24: Licensing Inventory Report Columns (continued)

DescriptionReport Columns

Routing platform on which the feature license inventory item exists.Model

Feature license name.Feature Name

Feature license description.Description

Feature licenses used on a device.Licenses Used

Feature licenses installed on a device.Licences Installed

Feature used but not licensed.Licenses Needed

Date and time the feature license item was scanned.Created

Date and time the feature license item was previously scanned.Last Scanned

Software Inventory Reports

Software Inventory reports list the Junos OS and its packages that have been installed

on devices in the network, including the package name, package description, Junos OS

version, the Routing Engine on which the software is installed, and the total number of

devices on which each Junos version is installed. The Inventory Management System

scans software inventory by package. A package is a collection of files that make up a

software component.

Table 25 on page 383 describes the Junos OS packages.

Table 25: Junos OS Packages

NamePackage

Junos Kernel Software Suitejkernel

Junos Base OS Software Suitejbase

Junos Routing Software Suitejroute

Junos Packet Forwarding Engine Supportjpfe

Junos Online Documentationjdocs

Junos Crypto Software Suitejcrypto

Junos GGSN Softwarejggsn

Junos Base OS bootjunos

Junos Web Management softwarejweb

383Copyright © 2010, Juniper Networks, Inc.

Chapter 36: Using Inventory Reports



Table 26 on page 384 describes the types of software inventory reports. To view inventory

reports, see “Viewing a Report” on page 378.

Table 26: Types of Software Inventory Reports

DescriptionReport

Displays all Junos OS package inventory records stored in the database. The
default report displays records by device name, model, Routing Engine on which
the software package is installed, Junos OS version, package name, package
comment, time the record was created, and time the package was last scanned.
(See Table 24 on page 382 for a description of the report columns.)

All

Lets you search for specific Junos OS package inventory records by device name,
model, Routing Engine on which the software package is installed, package
name, package description, time the record was created, and time the package
was last scanned. When you select Search, the (Search) Specify Parameters
dialog box appears where you can specify the inventory records you want
searched. (See “Searching for Inventory Report Data” on page 384 for more
information about searching for inventory report records.)

Search

Displays the total number of devices on which each Junos version is installed.
Inventory records are listed by software version, device name, model, and the
Routing Engine on which the software is installed. (See Table 24 on page 382 for
a description of the report columns.)

Summary

Table 27 on page 384 describes the Software Inventory report columns.

Table 27: Software Inventory Report Columns

DescriptionReport Columns

DNS device nameDevice

Routing platform on which the software package was scannedModel

Routing Engine on which the software package is installedRouting Engine

Version of the Junos OSJunos Version

Name of the software packagePackage Name

Description of the software packagePackage Comment

Date and time the software package inventory item was createdCreated

Date and time the software package inventory item was previously
scanned

Last Scanned

Searching for Inventory Report Data

The Search Report option lets you specify the information that you want to appear in

the report results. The Search—Specify Parameters dialog box lets you search for specific

inventory items depending on the selected report type.
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To search for inventory report data, follow these steps:

1. Click Inventory Management > Reports. The Select a Data Source page appears.

2. Click Inventory. The Select a Report page appears.

3. Click the Search under the report type that you want. The Specify Parameters dialog

box appears.

4. Select the inventory item search operator in the drop-down list box next to the

inventory item name. For more information about search operators, see Table 29 on

page 391.

5. Select the inventory item description or value in the drop-down list box next to the

search operator. Type or copy a particular description for which you want to search.

6. Click Submit Query. The Inventory Management System displays a report displaying

the information for which you specified.

7. The Report Result page displays the search item and value. Click the edit link to edit

and specify a different search, if necessary.

Navigating a Report

You can scroll through a report in the Report Result window or display specific device

data.

Scrolling Through a Report

The Report Result window displays 50 lines of report data at a time in a window.

To scroll through a report, do one of the following:

• To scroll forward through a report one page at a time, click the right arrow (>).

• To scroll backward through a report one page at a time, click the left arrow (<).

• To scroll forward to the end of the report, click the double right arrows (>>).

• To scroll backward to the beginning of the report, click the double left arrows (<<).

Displaying Specific Device Data

To display data for a specific device, in the report you are viewing, click the name of the

device in the Device column. You can also view a specific device report by selecting a

Device report under each inventory report type.

Starting a NewReport

If the report you are viewing is not the one that you want, you can select to open a new

report.

To start a new report, follow this step:
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1. From any Report Results page, click Start New Report. The Start New Report command

is located at the top right of the Report Results page title bar area.

The Select a Report page appears. For more information about the type of inventory

reports, see “Understanding Types of Inventory Reports” on page 379.

Opening a CustomReport

A custom report is one that you have saved with customizations. All Junos Scope users

can open saved custom reports.

To open a custom report, follow these steps:
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1. Click Inventory Management > Reports. The Open Data source page appears.

2. Do one of the following:

• Click Custom in the command pane at the left.

• Click Open Custom Report at the far right in the title bar area.

3. In the left command pane under Reports, click Custom. The Open Custom Report

dialog box appears. If you have not saved a report, the dialog box looks like the

following.

4. Select the filename of the report you want to open.

5. Click the Execute arrow next to the report name.

Manipulating Report Data

From any Report Results page, you can use the tools to manipulate report data for your

specific needs. Table 28 on page 388 describes each tool.
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Table 28: Report Tools

DescriptionNameTool

Arranges inventory records in ascending sort order from small to big (where string 123 appears
first, followed by string abc, then followed by string ABC); with the exception of event time in
descending order (where the latest event appears first). For example, a sort by type will display
ADD first, followed by CREATE, DELETE, and UNKNOWN. To sort a report, see “Sorting Report
Data” on page 388 .

Sort

Queries report records to display only those based on the criteria that you specify. You can
show the query as columns or rows. To filter a report, see “Querying Report Data” on page 390
.

Advanced Query

Changes the order in which columns appear in an inventory report. To configure report columns,
see “Configuring Report Columns” on page 394 .

Configure Column

Clears all previously set customized controls such as sort, advanced query, and configure
column, then regenerates the report with the default controls.

Reset

Saves a report with the customizations that you specified in a file with a unique name that you
specify.

Save Custom Report

Displays a report in XML format. To view a report in XML format, see “XML” on page 397.XML

Displays a report in Microsoft Excel. To view a report in Excel, see “Microsoft Excel” on page 397.Excel

Displays a report in an Adobe Acrobat viewer. To view a report in Adobe Acrobat in PDF format,
see “Adobe Acrobat PDF” on page 398.

PDF

Displays a report in text format. To view a report in text format, see “Text” on page 398.Text

Sorting Report Data

You can customize a report using predefined or user-defined column sort orders.

To sort a report, follow these steps:

1. Select and run the report that you want.

2. In the Report Result window, click the Sort tool. The Sort window appears.

3. Do one of the following:

• Select a predefined column sort order. See “Sorting by a Predefined Order” on

page 388.

• Define your own column sort order. See “Sorting by User-Defined Order” on page 389.

Sorting by a Predefined Order

To sort a report by a predefined column sort order, follow these steps:

1. In the Select a Predefined Sort Order drop-down list box, select the predefined column

sort option that you want. The column sort order options differ depending on the type
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of report you have selected—events, hardware inventory, licensing inventory, or

software inventory.

If you have selected a user-defined sort order, that option displays at the bottom of

the Select a Predefined Sort Order drop-down list box.

2. Click Submit Query.

Sorting by User-Defined Order

You can sort the records in the columns in primary, secondary, and tertiary order. For

example, if two rows have the same values for the primary sort criteria, they will be sorted

based on their values for the secondary sort criteria. Records are sorted alphabetically,

numerically, or by time (the latest time is the largest value).

To sort by a user-defined column sort order, follow these steps:
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1. Select the primary column item that you want sort. Click the down arrow to view the

column selections.

2. Select the column sort order: ascending or descending.

3. Select the secondary and tertiary column items, then select the sort order. Click the

down arrow to see the selections.

4. Click Submit Query.

NOTE: If you leave a columnsort level blank, sorting stops at the last level
you specify.
Contradicting sortsare ignored.Sortperforms theprimary sort level,while
the secondary contradicting sort level is suppressed.

Querying Report Data

You can specify to display only specific report information in which you are particularly

interested. You can show a query as either columns or rows. You can then specify the

query criteria.

To perform an advanced query, follow these steps:

1. Select the report that you want. To run a report, see “Viewing a Report” on page 378.

2. In the Report Result window, click the Advanced Query tool. The Advanced Query

dialog box appears.
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3. Do one of the following:

• For events reports, specify the query criteria for the device name, event type, item

name, description, event details, serial number, Routing Engine, or time.

• For hardware inventory reports, specify the query criteria for the device name, model,

hardware name, hardware version, part number, serial number, hardware description,

chassis ID, module, submodule, sub-submodule, time created. or time last scanned.

• For licensing inventory reports, specify the query criteria for the device, model, feature

name, feature description, free ports used, licenses used, licenses installed, licenses

needed, time created, or time last scanned.

• For software inventory reports, specify the query criteria for the device name, model

number, Routing Engine on which the software package is installed, software version,

package name, package description, time created, or time last scanned.

• Select an Device query operator. Table 29 on page 391 provides a reference for the

query operators you can select.

Table 29: Advanced Query Operators

DescriptionOperator

(The default operator) Searches for records that exactly equal the search criteria.=

Searches for records that do not match the search criteria.not =

Searches for records that fall between a specified range.between

Searches for records that do not fall between a specified range.not between

Searches for records that match any of the specified values (up to four).in

Searches for records that match none of the specified values (up to four).not in

391Copyright © 2010, Juniper Networks, Inc.

Chapter 36: Using Inventory Reports



Table 29: Advanced Query Operators (continued)

DescriptionOperator

Searches for records that are less than the search criteria.<

Searches for records that are less than or equal to the search criteria.<=

Searches for records that are greater than the search criteria.>

Searches for records that are greater than or equal to the search criteria.>=

Searches for records that have an empty value in the specified column/field. For
example, perform an advance query for events inventory with "serial number is
not empty" and do one with "serial number is empty".

empty

Searches for records that have a non-empty value in the specified column/field.not empty

Searches for records that match the search criteria.like

Searches for records that do not match the search criteria.not like

NOTE: For the like and not like operators, use%as thewildcard for the
matching target. For example, bad%wouldmatch badlands but not
toobadlands. Tomatch toobadlands, use%bAd%. Thematch is case
insensitive.

4. In the Device search text box, type a device name in the Device search text box. You

can also click the device name in the report to view all records for

that report.

5. Select an event Type search operator.

6. In the Type search text box, type the event type that you want to see in the Type search

text box.

7. Select a Time search operator.

8. In the Time search text box, type a time. For this procedure, type the current date and

time. You can copy a specific date and time from a report and paste it into the search

text box.
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NOTE: The format for Time is EEEMMM dd HH:mm:ss z yyyy , where:

EEE = Day in week (for example, Tue.)

MMM =Month in year (for example, Jan.)

dd = Day inmonth (for example, 05)

HH = Hour in day (for example, 23)

mm =Minute in hour (for example, 20)

ss = Second inminute (for example, 47)

z = Time zone (for example, GMT)

yyyy = Year (for example, 2004)

9. Click Submit Query. The criteria you specified is displayed in the Report Result page.

For example, the following is an all events report advanced query.

The query produces the following report.

The like operator applies to columns with a string value such as device, type, item,

description, event details, serial number, and Routing Engine in any Events Inventory

reports. The like operator does not apply to Time, which has a type of Date.

For more information about using the like operator, see “Using the Like Device Query

Operator” on page 393.

To search for all items created on or after 3-5-2004 8pm PST 2004, type the following

in the search field: >= Fri Mar 05 20:00:00 PST 2004.

Using the Like Device Query Operator

The like operator uses% as the wildcard character. The following are several examples

of how to use the like operator wildcard to display specific information.
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Example 1 To search for all Gigabit Ethernet cards on the network, follow these steps:

1. On the Select a Reports page, select Hardware Inventory > All. The Report Result
page appears.

2. Click Advanced Query. The Advanced Query dialog box appears.

3. In the And Description drop-down list box, select like.

4. In the text box next to the And Description drop-down list box, type%G/E%.

5. Click Submit Query. The Report Result page displays all of the Gigabit Ethernet cards
by device.

Example 2 To search for all Gigabit Ethernet PICs on the network, follow these steps:

1. On the Select a Reports page, select Hardware Inventory > All. The Report Result
page appears.

2. Click Advanced Query. The Advanced Query dialog box appears.

3. In the And Description drop-down list box, select like.

4. In the text box next to the And Description drop-down list box, type%G/E%.

5. In the And Sub Module drop-down list box, select like.

6. In the text box next to the And Sub Module drop-down list box, type%PIC%.

7. Click Submit Query. The Report Result page displays all of the Gigabit Ethernet PICs
by device.

Example 3 To search for all 4X Gigabit Ethernet PICs on the network, follow these steps.

1. On the Select a Reports page, select Hardware Inventory > All. The Report Result
page appears.

2. Click Advanced Query. The Advanced Query dialog box appears.

3. In the And Description drop-down list box, select like.

4. In the text box next to the And Description drop-down list box, type%4XG/E%.

5. Click Submit Query. The Report Result page displays all of the 4X Gigabit Ethernet
cards by device.

Example 4 To search for a particular PIC, such as an 4X G/E, 1000Base-SX PIC on the network,
follow these steps:

1. On the Select a Reports page, select Hardware Inventory > Search. The Specify
Parameters page appears.

2. In the Description drop-down list box, select 4X G/E, 1000 BASE-SX. The drop-down
list box includes a description of all hardware available on the network.

3. Click Submit Query. The Report Result page displays all of the 4X G/E, 1000Base-SX
PICs by device name.

Configuring Report Columns

You can change the order in which columns appear in a displayed report.
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To change the column order in a report, follow these steps:

1. Select the report that you want. To run a report, see “Viewing a Report” on page 378.

2. In the Report Result window, click Configure Column. The Configure Columns dialog

box appears.

3. Configure the order of the columns as you want them to appear in your report by

selecting a name for each column number. Use the drop-down text boxes to select

column names.

The column options differ depending on the type of report you have selected:

• For event reports, the default column display order is device, type, item, description,

event details, serial number, and time.

• For hardware inventory reports, the default column display order is device, model,

name, version, part number, serial number, description, chassis ID, module,

submodule, sub-submodule, created, and last scanned.

• For licensing inventory reports, the default column display order is device, model,

feature name, description, free ports used, licenses used, licenses installed, licenses

needed, created, and last scanned.

• For software inventory reports, the default sort order is device name, model number,

Routing Engine on which the software image is installed, software version, software

package name, package description, date when the software inventory record was

created, and the date when the software inventory record was last scanned.
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NOTE: The report column sort order you specify remains in effect until
you change it again.
If you leaveacolumnnameempty, thatcolumnandsubsequentcolumns
will not appear in the report.

Resetting Report Customizations

Use Reset to clear all customized controls previously set, such as sort, advanced query,

and configure column, and regenerate the report with default controls.

Saving a CustomReport

Use Save Custom Report to save any customization you make on a report, such as sort,

advanced query, or configure columns. Saved reports are shared among all users. All

saved reports are identified by their unique filenames.

NOTE: Users with superuser and read-write privileges can save custom
inventory reports.

To save a report, follow these steps:

1. Select and run the report that you want.

2. Once you have a customized report (for example, sort, advance query, or configure

columns), click Save. The Save Report dialog box appears.

3. Type a filename in the text box. The report name must always start with a letter, and

can contain letters, numbers, and the characters . (period), - (dash), and _

(underscore). You can select a previously saved report to overwrite it.

4. Click Save or press Enter.

Deleting a Report

Users with superuser or read-only privileges can delete custom inventory reports.
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To delete a report, follow these steps:

1. In the Report Results page, click Custom in the left command pane. The Save Custom

Report dialog box appears.

2. Find the filename of the report you want to open.

3. Click the Delete [X] icon to the right of the report name.

Viewing Report Data

You can view inventory reports in Extensible Markup Language (XML), Adobe Acrobat

Portable Document Format (PDF), Microsoft Excel, or text format. If you select PDF or

Excel format, depending on the client (browser and operating system) MIME setting,

Acrobat Reader or Excel will either appear inside the browser, or run as a standalone

application.

XML

To view a report in XML, follow these steps:

1. Select and open the report you want.

2. In the Report Result window, click XML. The report appears in the Report Result

window in XML. Save it using the File > Save menu of the browser.

Microsoft Excel

To view a report in Microsoft Excel, follow these steps:

1. Select and open the report you want.

2. In the Report Result window, click Excel. Microsoft Excel opens and displays the current

report. You can manipulate the report in Excel, and save the file in XLS file format.

397Copyright © 2010, Juniper Networks, Inc.

Chapter 36: Using Inventory Reports



NOTE:

When you convert a report such as All Inventory Events toMicrosoft Excel
format, the time and date records in the Time columnmay not appear in
the correct format. To format the Time column records correctly, follow
these steps:

1. In Microsoft Excel, select the Time column.

2. Right-click to open the Format Cells dialog box.

3. Click the Number tab.

4. Select Time in the Category list box.

5. Select the correct time and date format in the Type list box.

6. Click OK.

7. Adjust the width of the Time column, if necessary, so that the entire
value can be displayed.

If the width of the Time column is narrower than the time value being
displayed, a series of #### characters appear.

Adobe Acrobat PDF

To view a report in Adobe PDF, follow these steps:

1. Select and open the report you want.

2. In the Report Result window, click PDF. Adobe Acrobat Reader opens and displays

the current report. You can manipulate the report in Adobe Acrobat, and save the file

in PDF file format.

Text

You can view Inventory Management System reports in text format.

NOTE: You can view reports in text format for all report types except
Hardware Inventory Summary and Licensing Inventory Summary.

Table 30 on page 399 describes the supported text format.
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Table 30: Report Text Formatting Options

DescriptionOptionText Format

Also called ISO-Latin or Latin-1, this character set is used
for HTTP (the transport protocol for Web documents)
and is also used in the creation of HTML documents.

ISO-8859-1Encoding

American Standard Code for Information Interchange,
the standard character set for use on the Internet.

US-ASCII

8-bit Unicode Transformation Format, a lossless,
variable-length character encoding for Unicode.

UTF-8

16-bit Unicode Transformation Format, a character
encoding form that provides a way to represent a series
of abstract characters from Unicode and ISO/IEC 10646
as a series of 16-bit words suitable for storage or
transmission by way of data networks.

UTF-16

DOS and Windows operating systems use carriage return
and line feed (CR/LF) as the line separator.

DOSLine separator

UNIX uses LF as the line separator.UNIX

Character used to separate report data columns., (comma)Separator character

Character used to separate report data columns.; (semicolon)

Character used to separate report data columns.tab

Character used to separate report data columns.| (pipe)

Character used to separate report data columns.space

No character used to separate report data columns.none

Includes report data column titles.YesInclude titles

Does not include report data column titles.No

To view a report in text format, follow these steps:

1. Select and open the report you want.

2. In the Report Result window, click the Text options that you want.

3. Click Get Text.

Where To Go FromHere

• To use the Inventory Management System to scan for device inventory items, see

“Scanning Inventory Data” on page 371.
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• To extract Inventory Management System data to an external inventory application

using a read-only SQL interface, see “Exporting Inventory Management System Data”

on page 411.
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CHAPTER 37

SchedulingCustom InventoryReportsand
Viewing Archived Inventory Reports

This chapter describes how to schedule custom Inventory Management System

reports—such as event, hardware, software, licensing—to run at a specified time without

intervention. Custom inventory reports are generated when you select an existing report

and save it using a unique name.

You can schedule custom inventory reports that you save by associated them with a

schedule that is created using Settings > Schedules.

You can save scheduled custom inventory report operations and combine them with

other operations—such as archive, restore, scan inventory, install image, or download

image—using Task Manager (Settings > Saved Operations) to run at a specified time.

Once a custom inventory report is run, the Inventory Management System archives that

report in the repository, so you can view it at a later time in Adobe PDF or Microsoft Excel

format using Inventory Management > Repository > View. Additionally, you can view the

custom inventory report operation status, including report name, username, status, start

time, and status message, using Monitor > Status.

To schedule custom inventory reports and view inventory report status, you must have

superuser and read-write privileges. All users can monitor custom inventory report status.

To view custom inventory reports, you must have either superuser, read-write privileges.

If a custom report is archived successfully, a successful system log messages is generated.

If a report can not be archived successfully, an error system log message is generated.

For more information about Junos Scope system log messages, see “Junos Scope System

Log Messages” on page 775.

This chapter includes the following topics:

• Scheduling a Custom Inventory Report on page 402

• Saving Scheduled Custom Inventory Report Operations on page 403

• Monitoring Scheduled Custom Inventory Report Operation on page 405

• Viewing Archived Custom Inventory Reports on page 408
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Scheduling a Custom Inventory Report

You can schedule custom inventory reports to run at a specified time. You cannot schedule

predefined Inventory Management System reports, because no name has been associated

with them.

A user with superuser privileges can create a report schedule using Settings > Repository

> Schedule. A user with superuser and read-write privileges can associate a custom

inventory report with that schedule.

1. In the Junos Scope main window, click Inventory Management > Repository > Schedule.

The Schedule Custom Report dialog box appears.

2. Select a data source for the report.

Demo is the only data source available until you perform an inventory scan on your

network devices. Thereafter, the Inventory data source is available. For information

about Inventory Management System data sources, see “Understanding Report Data

Sources” on page 377.

3. Select a custom report.

A custom report is one that you have saved. Saved custom reports are listed in the

Custom Report list box by name. To save a custom report, see “Saving a Custom

Report” on page 396.

4. Click the Select Schedule option button, then select an existing schedule.
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Schedules that you have created using Settings > Schedules are listed in the Select

Schedule table. If you have not created a schedule, see “Scheduling a Custom Inventory

Report” on page 402.

5. Click OK.

The Confirm Schedule Custom Report dialog box appears.

6. Ensure that the schedule inventory report options that you selected are correct, then

click OK.

The custom inventory report will run at the scheduled time that you specified. You

return to the Schedule dialog box.

Saving Scheduled Custom Inventory Report Operations

You can save scheduled custom inventory report operations. Using Task Manager

(Settings > Saved Operations), you can create compound operations from any simple

and compound operations that you have saved, such as archive, restore, inventory scan,

install image, or download image. For more information about working with saved

operations, see “Using Task Manager (Saved Operations)” on page 171.

To save a custom inventory report operation, follow these steps:

403Copyright © 2010, Juniper Networks, Inc.

Chapter 37: Scheduling Custom Inventory Reports and Viewing Archived Inventory Reports



1. In the Junos Scope main window, click Inventory Management System > Repository.

The Schedule Custom Report dialog box appears.

2. Click the Save Operation as option button.

3. Type a name for the operation in the Save Operation as text box.

4. Click OK.

The Confirm Save Schedule Report Operation dialog box appears.

5. Ensure that the save scheduled custom inventory operation options you selected to

save are correct, then click OK.

You return to the Schedule dialog box.
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Monitoring Scheduled Custom Inventory Report Operation

All Junos Scope users can view the status of custom inventory reports that have run. The

status of operations can be pending, connecting, working, writing, warning, success, or

error.

To monitor the status of custom inventory report operations that have run, follow these

steps:
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1. In the Junos Scope main window, click Monitor >Status.

The Status—Select Devices, Operations, Reports, and Query Options dialog box

appears.

2. Select the operations to query.

3. Select the Groups or Devices to query.

4. Select the data source and the custom inventory reports to query.
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5. Select the Filters to apply to view reports.

• Limit to <#> rows per page drop-down list box—Filters the operation status by the

number of rows to display per page: 10, 25, 50, or 100. The default is 10 rows.

• Sort results by <column name>drop-down list box—Sorts the results by the last

modified time, operation name, operation type, device name, username, status,

start time, or message. The default is to sort by the last modified time.

• Refresh status every <selected time> drop-down list box—Updates the operation

status at an interval that you specify: Never, 10 seconds, 30 seconds, 1 minute, 2

minutes, 5 minutes, 15 minutes, 30 minutes, or 1 hour. The default is Never.

• Updated in last <time period> check box, text box, and drop-down list box—Filters

the operation status results by the last time period that you specify. The default is

0 seconds. Select the check box to enable this filter rule. Type a time value in the

time period text box. Click the down arrow to view the available time periods:

seconds, minutes, hours, and days.

• Currently in state check box and drop-down list box—Filters the operation status

by those that are currently in a particular state: pending, connecting, working, writing,

success, and error. The default is Pending. Select the check box to enable this filter

rule.

• Associated with user drop-down list box—Displays the operation status results for

a selected username. The listed usernames that have been added using Settings

> Users. Select the check box to enable this filter rule.

• Operation type drop-down list box—Displays the current Junos Scope operations

that you can save, such as archive, restore, report, scan inventory, install, and

download. The default is archive. Select the check box to enable this filter rule.

6. Click OK.

The View Status Records dialog box appears with the status data that you queried.
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Viewing Archived Custom Inventory Reports

Once a custom inventory report runs, it is archived so you can view it later. If no custom

inventory report operations have run, then you will not be able to see any archive report

data. Only users with superuser and read-write access can view archived custom reports.

Users with read-write privileges can view only those reports that are generated by that

user. Users with superuser privileges can view reports generated by all users.

To view an archive report, follow these steps:
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1. In the Junos Scope main window, click Inventory Management > Repository > View.

The Select Archived Reports dialog box appears.

2. Select the report(s) to query.

a. Select either the All Report or Selected Report option button.

b. If you selected the Selected Report option button, select the data source, then

select the custom report name in the Custom Report list box.

3. Select the Filters to apply to the status query:

• Limit to <#> rows per page drop-down list box—Filters the operation status by the

number of rows to display per page: 10, 25, 50, or 100. The default is 10 rows.

• Sort results by <column name> drop-down list box—Sorts the results by the report

generation time, report name, or username. The default is to sort by the report

generation time.

• Associated with userdrop-down list box—Displays the operation status results that

are associated with a selected username. The listed usernames have been added

using Settings > Users. Select the check box to enable this filter rule.

• Start Datetext box and calendar—Specifies the beginning of a date range within

which to view archived reports. Click the calendar icon to view the current month.
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Select the date that you want, then click OK. The date appears in the Start Date

text box in dd/mm/yyyy format, where dd is the day, mm is the month, and yyyy is

the year).

• Till Date text box and calendar—Specifies the end of a date range within which to

view archived reports. Click the calendar icon to view a the current month. Select

the date that you want then click OK. The date appears in the Start Date text box

in dd/mm/yyyy format, where dd is the day, mm is the month, and yyyy is the year).

4. Click OK.

The View Archived Reports dialog box appears.

Archived reports are listed in the View Archived Reports dialog box by custom report

name, username of the person who scheduled the report to run, and generation date

when the report was run.

• To view an archived report in Adobe Acrobat PDF format, click the View PDF link.

• To view an archived report in Microsoft Excel format, click the View Excel link.

• To delete an archived report, click the Delete Report link.
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CHAPTER 38

Exporting InventoryManagement System
Data

This chapter is intended for users who are familiar with Relational Database Management

Systems (RDBMS) and the Structured Query Language (SQL), who want to develop

their own customer applications to access information from the Junos Scope Inventory

Management System. It is not meant to be a complete SQL reference. Refer to your

applicable SQL guides for complete reference information.

This chapter describes how an external inventory application can connect to the Junos

Scope Inventory Management System database and extract Juniper Networks device

inventory information by way of an SQL interface. The Junos Scope software is bundled

with MySQL, an open source relational database management system (RDBMS). (See

Figure 11 on page 411.) The query examples used in this chapter to extract inventory data

are for MySQL.

Figure 11: Export Inventory Management SystemData Topology Diagram

External inventory applications can extract inventory data, such as hardware, software,

licensed features, and inventory scan events, from the Junos Scope Inventory Management

System database. A unique username and password must be configured during the Junos

Scope software installation to enable read-only access to the Inventory Management

System database.
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Junos Scope versions 7.4 and higher support extracting Inventory Management System

database information to an external inventory application.

This chapter also describes the SQL database schema to facilitate data export, and also

describes each database table.

A demo Inventory Management System database is bundled with the Junos Scope

installation, which consists of tables populated with sample inventory data. You can

develop scripts or programs to practice extracting data from the demonstration database

without having to scan real inventory data into the production Inventory Management

System database. For more information about the demo tables, see “Demo Inventory

Management System Database Tables” on page 422.

This chapter includes the following topics:

• Inventory Management System Database Entity Relationship on page 412

• Enabling Access to the Inventory Management System SQL Interface on page 413

• Changing the Username and Password and Creating Additional Users for the Inventory

Management System SQL Interface on page 414

• Inventory Management System Database Tables on page 416

• Demo Inventory Management System Database Tables on page 422

• Demo Inventory Management System Reports on page 422

• Connecting to the Inventory Management System SQL Interface on page 422

• Querying All Hardware Inventory Items on page 423

• Querying All Hardware Inventory Items of a Device on page 424

• Querying Junos OS and Package Inventory Items on page 424

• Querying All Licensed Feature Inventory Data on page 425

• Querying Inventory Events Data on page 425

Inventory Management SystemDatabase Entity Relationship

Figure 12 on page 413 shows the Junos Scope Inventory Management System database

entity relationship diagram.
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Figure 12: Inventory Management SystemDatabase Entity Relationship
Diagram

Enabling Access to the Inventory Management SystemSQL Interface

The Junos Scope software installer can enable or disable access to the Inventory

Management System SQL interface during the Junos Scope installation process.
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After the Junos Scope software is installed, the installer can enable or disable the SQL

interface to the Inventory Management System by running the reconfiguration script

jtk-setup.sh.

CAUTION: Oncethe InventoryManagementSystemSQLinterfaceusername
and password have been added during Junos Scope software installation,
the Junos Scope software will not prompt again to add them for
reconfiguration.

Changing theUsernameandPasswordandCreatingAdditionalUsers for the Inventory
Management SystemSQL Interface

The database administrator can change the password of the database user already

configured to access the Inventory Management System SQL interface. The database

administrator can also create additional users to access the Inventory Management

System SQL interface and grant the required privileges by using the sample SQL query

below.

An SQL user with grant privileges (for example, root) can execute these statements:

-- grant read-only privilege to the inventory tables of @DBNAME@ for @DBUSER_IMS@,

-- per the specification of the interface module 'core' and 'ims'.
-- @DBNAME@ is the name of the database, e.g. 'jtk' or 'demo'
-- @DBUSER_IMS@ is the name of the database user for the SQL interface to IMS
-- @DBUSER_IMS_PASSWORD@ is the password of the database user for the SQL interface
 to IMS
GRANT SELECT (id) ON @DBNAME@.devices TO @DBUSER_IMS@@localhost IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT (id) ON @DBNAME@.devices TO @DBUSER_IMS@@"127.0.0.1" IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT (id) ON @DBNAME@.devices TO @DBUSER_IMS@@"@HOST_NAME@" IDENTIFIED 
BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (id) ON @DBNAME@.devices TO @DBUSER_IMS@@"@HOST_IP@" IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT (id) ON @DBNAME@.devices TO @DBUSER_IMS@@"%" IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT (name) ON @DBNAME@.devices TO @DBUSER_IMS@@localhost IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT (name) ON @DBNAME@.devices TO @DBUSER_IMS@@"127.0.0.1" IDENTIFIED 
BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (name) ON @DBNAME@.devices TO @DBUSER_IMS@@"@HOST_NAME@" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (name) ON @DBNAME@.devices TO @DBUSER_IMS@@"@HOST_IP@" IDENTIFIED 
BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (name) ON @DBNAME@.devices TO @DBUSER_IMS@@"%" IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT (hostname) ON @DBNAME@.devices TO @DBUSER_IMS@@localhost IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (hostname) ON @DBNAME@.devices TO @DBUSER_IMS@@"127.0.0.1" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (hostname) ON @DBNAME@.devices TO @DBUSER_IMS@@"@HOST_NAME@" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (hostname) ON @DBNAME@.devices TO @DBUSER_IMS@@"@HOST_IP@" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
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GRANT SELECT (hostname) ON @DBNAME@.devices TO @DBUSER_IMS@@"%" IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT (model) ON @DBNAME@.devices TO @DBUSER_IMS@@localhost IDENTIFIED BY
 '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (model) ON @DBNAME@.devices TO @DBUSER_IMS@@"127.0.0.1" IDENTIFIED 
BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (model) ON @DBNAME@.devices TO @DBUSER_IMS@@"@HOST_NAME@" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (model) ON @DBNAME@.devices TO @DBUSER_IMS@@"@HOST_IP@" IDENTIFIED 
BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (model) ON @DBNAME@.devices TO @DBUSER_IMS@@"%" IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT (comment) ON @DBNAME@.devices TO @DBUSER_IMS@@localhost IDENTIFIED 
BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (comment) ON @DBNAME@.devices TO @DBUSER_IMS@@"127.0.0.1" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (comment) ON @DBNAME@.devices TO @DBUSER_IMS@@"@HOST_NAME@" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (comment) ON @DBNAME@.devices TO @DBUSER_IMS@@"@HOST_IP@" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (comment) ON @DBNAME@.devices TO @DBUSER_IMS@@"%" IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT (deleted_on) ON @DBNAME@.devices TO @DBUSER_IMS@@localhost IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (deleted_on) ON @DBNAME@.devices TO @DBUSER_IMS@@"127.0.0.1" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (deleted_on) ON @DBNAME@.devices TO @DBUSER_IMS@@"@HOST_NAME@" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (deleted_on) ON @DBNAME@.devices TO @DBUSER_IMS@@"@HOST_IP@" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT (deleted_on) ON @DBNAME@.devices TO @DBUSER_IMS@@"%" IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.module_interface_version TO @DBUSER_IMS@@localhost 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.module_interface_version TO @DBUSER_IMS@@"127.0.0.1" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.module_interface_version TO @DBUSER_IMS@@"@HOST_NAME@" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.module_interface_version TO @DBUSER_IMS@@"@HOST_IP@" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.module_interface_version TO @DBUSER_IMS@@"%" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.hardware_inventory TO @DBUSER_IMS@@localhost IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.hardware_inventory TO @DBUSER_IMS@@"127.0.0.1" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.hardware_inventory TO @DBUSER_IMS@@"@HOST_NAME@" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.hardware_inventory TO @DBUSER_IMS@@"@HOST_IP@" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.hardware_inventory TO @DBUSER_IMS@@"%" IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.software_inventory TO @DBUSER_IMS@@localhost IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.software_inventory TO @DBUSER_IMS@@"127.0.0.1" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.software_inventory TO @DBUSER_IMS@@"@HOST_NAME@" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.software_inventory TO @DBUSER_IMS@@"@HOST_IP@" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.software_inventory TO @DBUSER_IMS@@"%" IDENTIFIED BY 
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'@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.packages_inventory TO @DBUSER_IMS@@localhost IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.packages_inventory TO @DBUSER_IMS@@"127.0.0.1" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.packages_inventory TO @DBUSER_IMS@@"@HOST_NAME@" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.packages_inventory TO @DBUSER_IMS@@"@HOST_IP@" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.packages_inventory TO @DBUSER_IMS@@"%" IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.licensing_inventory TO @DBUSER_IMS@@localhost IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.licensing_inventory TO @DBUSER_IMS@@"127.0.0.1" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.licensing_inventory TO @DBUSER_IMS@@"@HOST_NAME@" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.licensing_inventory TO @DBUSER_IMS@@"@HOST_IP@" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.licensing_inventory TO @DBUSER_IMS@@"%" IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.events_inventory TO @DBUSER_IMS@@localhost IDENTIFIED 
BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.events_inventory TO @DBUSER_IMS@@"127.0.0.1" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.events_inventory TO @DBUSER_IMS@@"@HOST_NAME@" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.events_inventory TO @DBUSER_IMS@@"@HOST_IP@" IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.events_inventory TO @DBUSER_IMS@@"%" IDENTIFIED BY 
'@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.inventory_event_types TO @DBUSER_IMS@@localhost IDENTIFIED
 BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.inventory_event_types TO @DBUSER_IMS@@"127.0.0.1" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.inventory_event_types TO @DBUSER_IMS@@"@HOST_NAME@" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.inventory_event_types TO @DBUSER_IMS@@"@HOST_IP@" 
IDENTIFIED BY '@DBUSER_IMS_PASSWORD@';
GRANT SELECT ON @DBNAME@.inventory_event_types TO @DBUSER_IMS@@"%" IDENTIFIED BY
 '@DBUSER_IMS_PASSWORD@';

Inventory Management SystemDatabase Tables

The Inventory Management System database user has read-only access or SELECT

privileges to the following Junos Scope Inventory Management System database tables:

• devices Table on page 417

• hardware_inventory Table on page 417

• software_inventory Table on page 418

• packages_inventory Table on page 418

• licensing_inventory Table on page 419

• events_inventory Table on page 420

• inventory_events_types Table on page 420

• module_interface_version Table on page 421
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The database user does not have access to other Junos Scope database tables that are

not described in this document.

devices Table

The devices database table stores all Juniper Networks devices added in Junos Scope.

For information about adding devices, see “Setting Up Devices” on page 55. Table 31 on

page 417 shows the fields and columns in the devices table.

Table 31: devices Table

ExtraDefaultKeyNullTypeField

auto_incrementPRIint(11)id

varchar(40)name

varchar(40)hostname

Yesvarchar(20)model

Yestextcomment

Yestimestamp(14)deleted_on

hardware_inventory Table

The hardware_inventory database table stores information about all hardware

components installed in devices added in Junos Scope. Table 32 on page 417 shows the

fields and columns in the hardware_inventory table.

Table 32: hardware_inventory Table

ExtraDefaultKeyNullTypeField

auto_incrementPRIint(11)id

0int(11)device_id

varchar(20)chassis_id

varchar(20)version

varchar(20)part_number

varchar(20)serial_number

varchar(40)name

Yesvarchar(40)module

Yesvarchar(40)submodule
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Table 32: hardware_inventory Table (continued)

ExtraDefaultKeyNullTypeField

Yesvarchar(40)subsubmodule

varchar(40)description

Yestextcomment

Yestimestamp(14)last_scanned

Yestimestamp(14)last_modified

Yestimestamp(14)created_on

Yestimestamp(14)deleted_on

software_inventory Table

The software_inventory database table stores information about all Junos OS packages

installed on devices added in Junos Scope. Table 33 on page 418 shows the fields and

columns in the software_inventory table.

Table 33: software_inventory Table

ExtraDefaultKeyNullTypeField

auto_incrementPRIint(11)id

0int(11)device_id

varchar(10)routing_engine

varchar(20)version

Yestimestamp(14)last_scanned

Yestimestamp(14)last_modified

Yestimestamp(14)created_on

Yestimestamp(14)deleted_on

packages_inventory Table

Thepackages_inventorydatabase table stores all Junos OS packages installed on devices

added in Junos Scope. Table 34 on page 419 shows the fields and columns in the

packages_inventory table.

Copyright © 2010, Juniper Networks, Inc.418

Junos 10.4 Junos Scope Software User Guide



Table 34: packages_inventory Table

ExtraDefaultKeyNullTypeField

auto_incrementPRIint(11)id

0int(11)device_id

varchar(10)routing_engine

varchar(20)name

varchar(100)comment

Yestimestamp(14)last_scanned

Yestimestamp(14)last_modified

Yestimestamp(14)created_on

Yestimestamp(14)deleted_on

licensing_inventory Table

The licensing_inventory database table stores information about all licensed features

installed on devices added in Junos Scope. Table 35 on page 419 shows the fields and

columns in the licensing_inventory table.

Table 35: licensing_inventory Table

ExtraDefaultKeyNullTypeField

auto_incrementPRIint(11)id

0int(11)device_id

varchar(64)feature_name

varchar(64)feature_description

0int(11)licensed_count

0int(11)used_count

0int(11)given_count

varchar(64)given_hint

0int(11)needed_count

Yestimestamp(14)last_scanned
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Table 35: licensing_inventory Table (continued)

ExtraDefaultKeyNullTypeField

Yestimestamp(14)last_modified

Yestimestamp(14)created_on

Yestimestamp(14)deleted_on

events_inventory Table

The events_inventory database table stores all events that occur during an inventory

scan using the Inventory Management System. For more information about running an

inventory scan, see “Scanning Inventory Data” on page 371. Table 36 on page 420 shows

the fields and columns in the events_inventory table.

Table 36: events_inventory Table

ExtraDefaultKeyNullTypeField

auto_incrementPRIint(11)id

0int(11)device_id

0int(11)hardware_id

0int(11)software_id

0int(11)package_id

0int(11)licensing_id

varchar(40)item

varchar(10)type

Yestextdescription

Yestextannotation

Yestimestamp(14)event_time

Yestimestamp(14)deleted_on

inventory_events_types Table

The inventory_events_types database table stores all inventory scan event types. Table

37 on page 421 shows the fields and columns in the inventory_events_types table.
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Table 37: inventory_events_types Table

ExtraDefaultKeyNullTypeField

auto_incrementPRIint(11)id

varchar(10)event_type

module_interface_version Table

Themodule_interface_versiondatabase table stores and identifies the module name and

version of the Inventory Management System database. Table 38 on page 421 shows the

fields and columns in the module_interface_version table.

Table 38: module_interface_version Table

ExtraDefaultKeyNullTypeField

PRIvarchar(40)module

0int(11)version

For example, the module field can be either:

module = core, version = 1
module = ims, version = 1

Theversion field is incremented when an update is made to the documented SQL interface

with respect to the module. An update occurs when:

• A new public column is added.

• The meaning of a public column changes.

• A public column is removed.

The module version identifies the public subset of the Junos Scope database schema.

Table-to-Module Mapping

Two modules are currently defined: ims and core.

ims Module

Version 1 of the ims module consists of the following tables:

• hardware_inventory Table on page 417

• “software_inventory Table” on page 418

• “packages_inventory Table” on page 418

• “licensing_inventory Table” on page 419

• “events_inventory Table” on page 420

• “inventory_events_types Table” on page 420
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core Module

The core module (version 1) consists of the devices table listed in Table 31 on page 417.

Demo Inventory Management SystemDatabase Tables

The demo inventory tables are populated with sample data. Use the demo inventory

tables to:

• Experiment and execute the sample query by way of the external SQL interface.

• See and generate sample reports based on the demo data. You can experiment and

use Inventory Management System reports without scanning devices on the network.

The demo tables are separate from the normal Junos Scope tables, and belong to a

different database; demo rather than jtk. The demo tables are created during the Junos

Scope Inventory Management System software installation.

The following demo tables, similar to those described in “Inventory Management System

Database Entity Relationship” on page 412, are created and populated with sample data.

• demo.devices

• demo.hardware_inventory

• demo.software_inventory

• demo.packages_inventory

• demo.licensing_inventory

• demo.events_inventory

• demo.inventory_event_types

• demo.module_interface_version

Demo Inventory Management SystemReports

Several demo custom reports are packaged as part of the Junos Scope installation.

Sample custom reports installed include:

• Licensing summary

• Sorted hardware summary

• All inventory changes in the network between Friday and Sunday

• All Gigabit Ethernet PICs

• All Junos OS Release 7.0 or higher

Connecting to the Inventory Management SystemSQL Interface

To connect to the Inventory Management System database using the MySQL client

provided in the Junos Scope installation, type the following:
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%<JTK_INSTALL>/mysql/bin/mysql \
- -socket=<JTK_INSTALL>/data/db/mysql.sock \
- -port=<DBPORT>\
- -host=<HOSTNAME>\
- -user=<DBUSER_IMS>\
- -password=<DBUSER_IMS_PASSWORD> $<DBNAME>

Where:

• <JTK_INSTALL> is the path of the Junos Scope installation.

• <DBPORT> is the port number of the database connection. The default port number

is 3306.

• <HOSTNAME> is the hostname of database server.

• <DBUSER_IMS> is the database user for read-only access to the Inventory Management

System. This is the username that the Junos Scope administrator provided during the

installation process.

• DBUSER_IMS_PASSWORD>< is the password for the Inventory Management System

database user. This is the password that the Junos Scope administrator provided during

the installation process.

• <DBNAME> is the database name jtk for accessing the production Inventory

Management System database, or demo for accessing the demonstration database.

Querying All Hardware Inventory Items

All of the database query examples are specific to MySQL. If the underlying database is

not MySQL, the query will be different.

To extract all active hardware inventory items stored in the Demo Inventory Management

System database, use the following query. (Enter the entire MySQL command syntax

on the same line.)

mysql>SELECT dev.name,
dev.model,
hw.name,
hw.version,
hw.part_number,
hw.serial_number,
hw.description,
hw.chassis_id,
hw.module,
hw.submodule,
hw.subsubmodule,
hw.last_scanned,
hw.created_on
FROM demo.hardware_inventory hw
INNER JOIN demo.devices dev

ON hw.device_id = dev.id
WHERE hw.deleted_on = 0 AND dev.deleted_on = 0;

When an item is no longer active, the deleted_on field is updated with the time the entry

was removed.
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You can make an entry inactive in one of two ways:

• When the item is no longer part of the network (for example, a PIC is removed from a

chassis).

• The row is administratively removed from the database by marking the deleted_on

field to non-zero, making it virtually hidden from the user. This is not done by user

action, but by manually setting the deleted_on field in the database.

The last_scanned field stores the timestamp of the item (row) when it was last updated

and processed by the Inventory Management System, regardless of whether the item

(row) itself was modified.

The created_on field stores the timestamp of the item (row) when it was first scanned

and processed by the Inventory Management System. If this item is removed from one

chassis and moved to another, the created_on timestamp will remain the same.

Querying All Hardware Inventory Items of a Device

To extract all active hardware inventory items of device XYZ, use the following query.

(Enter the entire MySQL command syntax on the same line.)

mysql> SELECTdev.name,
dev.model,
hw.name,
hw.version,
hw.part_number,
hw.serial_number,
hw.description,
hw.chassis_id,
hw.module,
hw.submodule,
hw.subsubmodule,
hw.last_scanned,
hw.created_on
FROMdemo.hardware_inventory hw
INNER JOINdemo.devices dev

ONhw.device_id = dev.id
WHEREhw.deleted_on = 0
ANDdev.deleted_on = 0
ANDdev.name = 'XYZ';

Querying Junos OS and Package Inventory Items

To extract all active software and package inventory items stored in the Inventory

Management System, use the following query. (Enter the entire MySQL command syntax

on the same line.)

mysql> SELECTdev.name,
dev.model,
sw.routing_engine,
sw.version,
pkg.name,
pkg.comment,
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sw.last_scanned,
sw.created_on
FROMdemo.software_inventory sw
INNER JOINdemo.packages_inventory pkg
ONsw.device_id = pkg.device_id
INNER JOINdemo.devices dev
ONsw.device_id = dev.id
WHEREsw.routing_engine = pkg.routing_engine
ANDsw.deleted_on = 0
ANDpkg.deleted_on = 0
ANDdev.deleted_on = 0;

Querying All Licensed Feature Inventory Data

To extract all active licensed features inventory items stored in the Inventory Management

System database, use the following query. (Enter the entire MySQL command syntax

on the same line.)

mysql> SELECTdev.name,
dev.model,
lic.feature_name,
lic.feature_description,
IF(given_count, given_count, "") AS given,
lic.used_count,
lic.licensed_count,
lic.needed_count,
lic.last_scanned,
lic.created_on
FROMdemo.licensing_inventory lic
INNER JOINdemo.devices dev ON lic.device_id = dev.id
WHERElic.deleted_on = 0 AND dev.deleted_on = 0;

Querying Inventory Events Data

To extract all active inventory events stored in the Inventory Management System

database, use the following query. (Enter the entire MySQL command syntax on the

same line.)

mysql> SELECTev.type,
ev.item,
ev.event_time,
ev.description AS details,
dev.name,
IF(ev.hardware_id != 0, hw.serial_number, "")
AS serial_number,
IF(ev.hardware_id != 0, hw.description,
IF(ev.software_id != 0, "",
IF(ev.package_id != 0, pkg.name,
IF(ev.licensing_id != 0,
lic.feature_description, ""))))
AS description,
IF(ev.software_id != 0, sw.routing_engine,
IF(ev.package_id != 0, pkg.routing_engine, ""))
AS routing_engine
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FROM demo.events_inventory ev
INNER JOIN demo.devices dev ON ev.device_id = dev.id

LEFT JOIN demo.hardware_inventory hwON ev.hardware_id = hw.id
LEFT JOIN demo.software_inventory swON ev.software_id = sw.id
LEFT JOIN demo.packages_inventory pkg ON ev.package_id = pkg.id
LEFT JOIN demo.licensing_inventory lic
ON ev.licensing_id = lic.id
WHERE ev.deleted_on = 0;
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PART 8

Performing Software Management

• Using the Software Manager on page 429

427Copyright © 2010, Juniper Networks, Inc.



Copyright © 2010, Juniper Networks, Inc.428

Junos 10.4 Junos Scope Software User Guide



CHAPTER 39

Using the Software Manager

This chapter describes how to use the Software Manager, a licensable module, to manage

the installation and deployment of software images on devices in the network. See Figure

13 on page 429.

Figure 13: Junos Scope SoftwareManager Operations

429Copyright © 2010, Juniper Networks, Inc.



You can download software images from the Juniper Networks Support Web page to

the local file system of your workstation. You can import these software images into the

Junos Scope server,

You can download a software image to a device or group of devices, and install that

image immediately or at a scheduled time. You can install an image previously

downloaded onto a device or directly from the Junos Scope server.

Using the Software Manager, the installation process occurs according to the installation

options that you select; see Step 3. Once installation is complete, the Software Manager

reboots the device, and verifies that the software that is running on the device matches

the software image installed.

You must have superuser privileges to use the Software Manager.

The following topics describe how to manage software images:

• Importing a Software Image on page 430

• Managing Software Images on page 431

• Downloading a Software Image and Saving a Download Software Image

Operation on page 432

• Installing a Software Image and Saving a Software Image Installation

Operation on page 436

• Deleting a Software Image on page 445

Importing a Software Image

Before you can install a software image using the Software Manager, you must first

download it from the Juniper Networks Support Web page to the local file system of your

workstation, then import it into the Junos Scope server.

To download software images from the Juniper Networks software download page, you

must have a service contract and an access account. If you do not have an access account,

complete the registration form at the Juniper Networks Web site:

https://www.juniper.net/registration/Register.jsp.

To import a software image into the Junos Scope software, follow these steps:

NOTE: To importaBXOSimage, youmusthave installed IPBackhaulManager
license.

1. Download the software image you need from the Juniper Networks Support Web site,

http://www.juniper.net/support/ to your workstation.

a. Select the Canada and US, Worldwide, or Junos-FIPS editions.

b. Select the software release that you want.

2. Log in to the Junos Scope software and click Software Management > Images.
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The Images dialog box appears. If you have not imported any software images, the

Images dialog box is empty.

3. Enter the MD5 checksum value in the Verify MD5 Checksum field. The checksum can

be obtained from http://www.juniper.net/customers/support/ when you download

the image. This checksum value is compared with the checksum stored in Junos Scope

to verify that the downloaded image is intact. This field is optional.

4. Click Import.

The Import Software Image dialog box appears.

5. Use Browse to navigate to the software image file on the local file system that you

want to import. For example, you can import a software image file, such as

jinstall-7.5R2.8-domestic-signed.tgz, to install on M Series and T Series routing

platforms.

6. Click Import.

The Junos OS imports the software image. This operation may take a while, depending

on the size of the image and the connection speed between the local machine and

the Junos Scope server. The imported software image file appears in the Images dialog

box. For more information about how to manage software images in the Images dialog

box, see “Managing Software Images” on page 431.

Managing Software Images

From the Images dialog box, you can:
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• Import other software images into the Junos Scope software from the local file system.

If you have not imported any software images, the Images dialog box is empty. For

more information about importing software images see “Importing a Software Image”

on page 430.

• Delete a software image by clicking the Delete link. For more information about deleting

software images, see “Deleting a Software Image” on page 445.

• Download a software image to a device or a group of devices immediately or at a

scheduled time by clicking the Download link. For more information about downloading

software images, see “Downloading a Software Image and Saving a Download Software

Image Operation” on page 432.

NOTE: Download option is not available for BXOS images.

• Install a software image to a device or a group of devices immediately or at a scheduled

time by clicking the Install link. For more information about installing a software image,

see “Installing a Software Image and Saving a Software Image Installation Operation”

on page 436.

To view and manage software images, do the following:

• In the Junos Scope main window, click Software Management > Images.

The Images dialog box appears.

Imported software images are listed in the Images dialog box by image name, version,

and type.

You can sort the Images table data by clicking a column name. Clicking the column

name toggles between ascending and descending sort order.

Downloading a Software Image and Saving a Download Software Image Operation

You can download a software image to a device or a group of devices immediately or at

a scheduled time. You can save a software image download operation so that you can

combine it with other operations. For example, you can combine saved download and

install operations using the Task Manager (Saved Operations) and schedule them to run
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simultaneously at a scheduled time. You can also ensure that the downloaded software

is intact by verifying that the MD5 checksum of the downloaded software image matches

that of the image stored in Junos Scope.

NOTE: Download option is not available for BXOS images.

To download a software image to a device and save a download software image

operation, follow these steps:

1. In the Junos Scope main window, click Software Management > Images.

The Images dialog box appears..

NOTE: For BXOS images, the Download link is not displayed.

2. Click the Download link for the software image that you want to download.

The Download Image dialog box appears.
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3. Select the Group or Select Device(s) option button.

4. Select the group or devices that you want from the Group or Select Device(s) list box.

Shift + click to select multiple devices from the Select Device(s) drop-down list box.

5. Select the protocol that should be used for image download, from the Select Transfer

protocoldrop-down list box. Junos Scope uses the protocol that you select to download

the image. The available options are FTP, SCP, and HTTP. HTTP is selected by default.

NOTE: To enable image downloads using SCP or FTP, you need to set the
following configuration on your Junos device:
set system services ssh | ftp

6. Select the Use Junos Scope IP address for image transfer option if you want the

device(s)/group to connect to the Junos Scope server using the IP address of the

Junos Scope server. The device(s)/group will use the IP address of the Junos Scope

server instead of the Junos Scope server name.

7. Select the Verify MD5 Checksum for downloaded image option if you want to ensure

that the downloaded software image is intact. If you select this option, the MD5

checksum of the downloaded image is compared with the checksum stored in Junos

Scope. If they do not match, the operation fails and the error message “MD5 checksum

of downloaded image does not match the image in Junos Scope” appears in the Junos

Scope status wizard (Monitor > Status > View Status Records).
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8. In the Comment text box, type an optional descriptive comment about the software

image download that you want to perform.

9. Select when you want the software image download to occur by clicking the

appropriate option button:

• Now—(Default) Performs a software image download immediately after you confirm

it.

• Save Operation as—Saves the current operation in the Settings > Saved Operations

table so you can combine that operation with other Junos Scope operations or run

that operation at a later time. Click the Save Operation as option button, then type

an operation name in the text box.

• Select Schedule—Performs a software image download at the scheduled time

interval. Select the schedule that you want in the schedule table.

10. Click Next.

• The Please Confirm—Download Image dialog box appears if you selected the Now

option.

• The Please Confirm—Save Operation dialog box appears if you selected the Save

Operation as option.

11. Confirm that the download software image or save download software image options

that you selected are correct.
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12. Click Finish to perform the operation that you confirmed.

• If you selected the Now option, the software image is downloaded to the device or

group of devices that you specified immediately

• If you selected the Save Operation as option, the operation is saved and listed in

the Settings > Saved Operations dialog box. To view the saved operation, click

Settings > Saved Operations. For more information about saving operations, see

“Using Task Manager (Saved Operations)” on page 171.

• If you selected the Select Schedule option and selected a schedule, the software

image is downloaded when the operation is scheduled to be run.

When the software image download process is complete, the Status—View Status

Records dialog box appears.

The Status—View Status Records dialog box lists the software image download

operation by operation name, operation type, report name, username, operation

status, last updated time, and operation system log message. The software

download operation status can be successful, failed, writing, pending, rebooting,

connecting, or working.

13. Check the status of the operation that you specified, then click OK.

Installing a Software Image and Saving a Software Image Installation Operation

From the Images dialog box, you can install software images that have been imported

into the Junos Scope software and downloaded to a device or a group of devices. You

can install an image previously downloaded onto a device (supported only for Junos OS

images) or use the image directly from the Junos Scope server. In case of dual routing
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engines systems, you can select the routing engine on which the software image should

be installed.

Using Software Manager, the installation process occurs according to the installation

options that you select; see Step 3. If you select the Archive Data and Executable Areas

(Snapshot) option, Software Manager performs a request system snapshot command

before installing the software. If the command fails, the Junos OS is not installed.

Once installation is complete, Software Manager reboots the device and reestablishes

connection. Finally, Software Manager verifies that the software running on the device

matches the software image installed.

This section covers the following topics:

• Installing a Junos OS Image on page 437

• Installing a BXOS Software Image on page 442

Installing a Junos OS Image

You can save an install software image operation so that you can combine it with other

operations or run it at a later time.

To install a Junos OS image and save an install software image operation, follow these

steps:

1. In the Junos Scope main window, click Software Management > Images.

The Images dialog box appears.

2. Click the Install link for the Junos OS image that you want to install.

The Install Image dialog box appears.
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3. Select the installation option(s) that you want.

• Use Image Already Downloaded Onto Device—Installs an image that has already

been downloaded to the /var/tmp directory of a device.

• Archive Data And Executable Areas (Snapshot)—(Default) This option is the

equivalent of the Junos OS request system snapshot command. The command

backs up the currently running and active file system partitions on the router to

standby partitions that are not running. Specifically, the root file system (/) is backed

up to /altroot, and /config is backed up to /altconfig. The rootand /config file systems

are on the router’s flash drive, and the /altroot and /altconfig file systems are on

the router’s hard drive. After you run the request system snapshot command, you

cannot return to the previous version of the software, because the running and

backup copies of the software are identical.

The request system snapshot command can fail on J Series devices when there is

no compact flash to back up the system.

• Load Succeeds If At Least One Statement Is Valid —Activates a partial load and

treats parsing errors as warnings instead of errors. Even if some of the statements

(but not all) are invalid, the software installation succeeds. This option is the

equivalent of using the request system software add <image> best-effort-loadCLI

command.

• Remove The Package After Successful Installation—Allows the system to find

enough room to upgrade a new software image. Use this option when installing a

software image from a local directory on a device that has minimal storage space.

This command is equivalent to the requestsystemsoftwareadduplinkCLI command.
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4. [Warning: element unresolved in stylesheets: <change> (in <para>). This is probably

a new element that is not yet supported in the stylesheets.]

Select the routing engine (R.E.) on which the software image should be installed, from

the Select Target RE (in case of Dual RE): list. The options are Current RE, Master RE,

and Backup RE. The Current RE option is selected by default.

• Master—If a Routing Engine is configured as master, it has full functionality. It receives

and transmits routing information, builds and maintains routing tables,

communicates with interfaces and Packet Forwarding Engine components, and

has full control over the chassis. Once a Routing Engine becomes master, it resets

the switch plane (SSB, SCB, and SFM) and downloads its current version of the

microkernel to the Packet Forwarding Engine components, guaranteeing software

compatibility.

• Backup—If a Routing Engine is configured to be the backup, it does not maintain

routing tables or communicate with Packet Forwarding Engine or chassis

components. However, it runs through its memory check and boot sequence to the

point of displaying a login prompt. A backup Routing Engine supports full

management access through the Ethernet, console, and auxiliary ports, and can

communicate with the master Routing Engine. Additionally, a backup Routing Engine

responds to the Routing Engine request chassis routing-enginemaster switch

command. The backup Routing Engine maintains a connection with the master

Routing Engine and monitors the master Routing Engine. If the connection is broken,

you can switch mastership by entering the switchover command. If the master

Routing Engine is hot-swapped out of the system, the backup takes over control of

the system as the new master Routing Engine. Once a Routing Engine becomes

master, it resets the switch plane and downloads its own version of the microkernel

to the Packet Forwarding Engine components.

NOTE:

[Warning: element unresolved in stylesheets: <change> (in <para>). This
is probably a new element that is not yet supported in the stylesheets.]
The install operation fails if you select the backup RE option for a single
RE device.

5. Select the Group or Select Device(s) option button.

6. Select the group or devices that you want from the Group or Select Device(s) list box.

Shift+click to select multiple devices from the Select Device(s) drop-down list box.

NOTE: When you have selected a Junos image for installation, only Junos
devices are listed in the list of devices. If you choose a device group that
contains devices that run operating systems other than Junos, the Status
page shows “Operation Not Supported” status for such devices.

7. In the Comment text box, type an optional descriptive comment about the software

image installation operation.
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8. [Warning: element unresolved in stylesheets: <change> (in <para>). This is probably

a new element that is not yet supported in the stylesheets.]

Select the Use Junos Scope IP address for image transfer option if you want the

device(s)/group to connect to the Junos Scope server using the IP address of the

Junos Scope server. The device(s)/group will use the IP address of the Junos Scope

server instead of the Junos Scope server name.

9. Select when you want the software image installation to occur and to save the

operation by clicking the appropriate option button:

• Now—(Default) Performs a software image installation immediately after you

confirm it.

• Save Operation as—Saves the current operation in the Settings > Saved Operations

table so you can combine that operation with other Junos Scope operations or run

that operation at a later time. Click the Save Operation as option button, then type

an operation name in the text box.

• Select Schedule—Performs a software image installation at the scheduled time

interval. Select the Select Schedule option, then select the schedule that you want

in the schedule table.

10. Click Next.

• If you selected the Now option, the Please Confirm—Install Image dialog box appears.

• If you selected the Save Operation as option, the Please Confirm—Save Install

Image dialog box appears.
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11. Confirm that the software image install options that you selected are correct.

12. Click Finish to confirm the software image install operation that you specified.

• If you selected the Now option, software image installation occurs immediately.

• If you selected the Save Operation as option, the operation is saved in the Settings

> Saved Operations table. To view the saved operation, click Settings > Saved

Operations. For more information about managing saved Junos Scope operations,

see “Using Task Manager (Saved Operations)” on page 171.

• If you selected the Select Schedule option, the software image installation occurs

when the operation is scheduled to be run.

When the software image install process is complete, the Status—View Status

Records dialog box appears.
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The Status—View Status Records dialog box lists the software image download

operation by operation name, operation type, report name, username, operation

status, last updated time, and operation system log message. The Archive operation

status can be successful, failed, writing, pending, connecting, or working.

The Software Manager reboots the device after the software is installed.

After the device reboots, connection must be reestablished with the device. If

connection is not established within a specified time, a “ could not open connection”

error message appears in the View Status Records dialog box table.

If connection is not established with the device it may because of one of the following

reasons, and you may have to install the software manually:

• The request system snapshot command may not work on some devices.

• There may not be enough available disk space on the device.

• The newly installed software may not be compatible with the existing

configuration.

• The newly installed software may not be compatible with the Physical Interface

Cards (PICs) that are installed on the device.

13. Click OK.

Installing a BXOS Software Image

The BXOS software installation follows a process that is different from the Junos OS

installation.

To install a BXOS software image from Junos Scope, follow these steps:

1. In the Junos Scope main window, click Software Management > Images.

The Images dialog box appears.

2. Click the Install link for the software image that you want to install.

The Install Image dialog box appears.

3. Choose the protocol, HTTP or HTTPS, for transferring the image from Junos Scope

server to the device or device groups on which you want to install the image.
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4. Specify the Installation Options:

• Create a Snapshot of Primary Image—Check this check box if you want to copy the

primary image as the backup before installing the new image. If this option is

checked, the backup image on the FLASH memory is replaced with a copy of the

primary image.

• Persist Running Configuration—Check this box if you want to copy the running

configuration to the start up configuration before installing the new image. When

this option is checked, the running configuration is copied to the start up

configuration.

5. [Warning: element unresolved in stylesheets: <change> (in <para>). This is probably

a new element that is not yet supported in the stylesheets.]

Select the routing engine (R.E.) on which the software image should be installed. The

options are Current RE , Master RE, and Backup RE. The Current RE is the default

option.

• Master—If a Routing Engine is configured as master, it has full functionality. It receives

and transmits routing information, builds and maintains routing tables,

communicates with interfaces and Packet Forwarding Engine components, and

has full control over the chassis. Once a Routing Engine becomes master, it resets

the switch plane (SSB, SCB, and SFM) and downloads its current version of the

microkernel to the Packet Forwarding Engine components, guaranteeing software

compatibility.

• Backup—If a Routing Engine is configured to be the backup, it does not maintain

routing tables or communicate with Packet Forwarding Engine or chassis

components. However, it runs through its memory check and boot sequence to the

point of displaying a login prompt. A backup Routing Engine supports full

management access through the Ethernet, console, and auxiliary ports, and can

communicate with the master Routing Engine. Additionally, a backup Routing Engine

responds to the Routing Engine request chassis routing-enginemaster switch

command. The backup Routing Engine maintains a connection with the master

Routing Engine and monitors the master Routing Engine. If the connection is broken,

you can switch mastership by entering the switchover command. If the master

Routing Engine is hot-swapped out of the system, the backup takes over control of

the system as the new master Routing Engine. Once a Routing Engine becomes

master, it resets the switch plane and downloads its own version of the microkernel

to the Packet Forwarding Engine components.

NOTE: BXOS devices are single REmachines. If you select any RE other
than the Current RE option, the operation will fail.

6. Select the Group or Select Device(s) option button.

7. Select the group or devices that you want from the Group or Select Device(s) list box.

Shift+click to select multiple devices from the Select Device(s) drop-down list box.
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NOTE: When you have selected a BXOS image for installation, only BXOS
devices are listed in the list of devices. If you choose a device groups that
contains devices that run operating systems other than BXOS, the status
page shows “Operation Not Supported” as the status for such devices.

8. In the Comment text box, type an optional descriptive comment about the software

image installation operation.

9. Select when you want the software image installation to occur and to save the

operation by clicking the appropriate option button:

• Now—(Default) Performs a software image installation immediately after you

confirm it.

• Save Operation as—Saves the current operation in the Settings > Saved Operations

table so you can combine that operation with other Junos Scope operations or run

that operation at a later time. Click the Save Operation as option button, then type

an operation name in the text box.

• Select Schedule—Performs a software image installation at the scheduled time

interval. Select the Select Schedule option, then select the schedule that you want

in the schedule table.

10. Click Next.

• If you selected the Now option, the Please Confirm—Install Image dialog box appears.

• If you selected the Save Operation as option, the Please Confirm—Save Install

Image dialog box appears.

11. Confirm that the software image install options that you selected are correct.

12. Click Finish to confirm the software image install operation that you specified.

• If you selected the Now option, software image installation occurs immediately.

• If you selected the Save Operation as option, the operation is saved in the Settings

> Saved Operations table. To view the saved operation, click Settings > Saved

Operations. For more information about managing saved Junos Scope operations,

see “Using Task Manager (Saved Operations)” on page 171.

• If you selected the Select Schedule option, the software image installation occurs

when the operation is scheduled to be run.

When the software image install process is complete, the Status—View Status

Records dialog box appears.
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The Status—View Status Records dialog box lists the software image download

operation by operation name, operation type, report name, username, operation

status, last updated time, and operation system log message. The Archive operation

status can be successful, failed, writing, pending, connecting, or working.

The Software Manager reboots the device after the software is installed.

After the device reboots, connection must be reestablished with the device. If

connection is not established within a specified time, a “ could not open connection”

error message appears in the View Status Records dialog box table.

If connection is not established with the device it may because of one of the following

reasons, and you may have to install the software manually:

• The request system snapshot command may not work on some devices.

• There may not be enough available disk space on the device.

• The newly installed software may not be compatible with the existing

configuration.

• The newly installed software may not be compatible with the Physical Interface

Cards (PICs) that are installed on the device.

13. Click OK.

Deleting a Software Image

You can delete software images that are no longer needed from the Software Manager.
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NOTE: You cannot delete a software image that is associatedwith an active
operation schedule. To delete that image, youmust clickManageOperations
and delete the schedule associated with the image first, then delete the
image using the following procedure.

To delete a software image, follow these steps:

1. In the Junos Scope main window, click Software Management > Images.

The Images dialog box appears.

2. Click the Delete link for the software image that you want to delete.

A confirmation dialog box appears.

3. Click OK.

The image is deleted from the Junos Scope software. Any operations scheduled for

the deleted image will fail unless you delete the scheduled operation using Monitor

> Operations, see “Managing Operations” on page 345.
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PART 9

Device Operational Monitoring Tools

• Using Looking Glass on page 449
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CHAPTER 40

Using Looking Glass

This chapter describes how to use the Looking Glass tool kit, which provides a graphical

user interface (GUI) for viewing device status and troubleshooting information from

Juniper Networks routers, including general router, chassis, interface, route, system

management, and routing protocol information.

This chapter includes the following topics:

• Viewing Router Operational Status Information on page 449

• Looking Glass Device Commands on page 450

Viewing Router Operational Status Information

Use Looking Glass to view operational status and troubleshooting information for a

selected router.

To view router operational status information, follow these steps:

1. From the Junos Scope main window, click Looking Glass > Query. The Looking Glass

Enter Query Information window appears.

2. In the Device list box, select the router that you want to monitor. The available routers

in the list box are those added by the Junos Scope software administrator.
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NOTE: You can view status and troubleshooting information from the TX
Matrix routing platform, which consists of the TXMatrix (also known as
the switch-card chassis [SCC]) and the attached T640 routers (also
known as the line-card chassis [LCC]).

3. In the Category list box, select the type of router command you want. See Table 39

on page 450 for a description of the available command categories.

4. In the Command list box, select the command that you want.

5. In the Refresh Command After drop-down list box, select how often you want Looking

Glass to send a request to the router for the device command information. The default

is Never. If you select 1 minute, Looking Glass will send a request for the device

command information to the router every minute.

6. If you selected a Refresh Command After value, click Start Timer.

7. Click Submit. The device command results appear.

8. Click Query to return the Looking Glass settings to their defaults.

Looking Glass Device Commands

Table 39 on page 450 describes the Looking Glass device commands.

Table 39: Looking Glass Device Commands

DescriptionDevice CommandCategory

Displays the current alarms, system uptime, and interface status information.Router Summary Information
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Table 39: Looking Glass Device Commands (continued)

DescriptionDevice CommandCategory

Displays the Adaptive Services (AS) Physical Interface Card (PIC) flow table
entries.

Stateful Firewall FlowsASP

Displays a count of the matching flow table entries.Stateful Firewall Flow Count

Displays stateful firewall conversation information.Stateful Firewall
Conversations

Displays Network Address Translation (NAT) pool information.NAT Pool Information

Displays adaptive services interface memory utilization.Service Set Memory Usage

Displays service interface CPU utilization as a percentage.Service Set CPU Usage

Displays information about Border Gateway Protocol (BGP) neighbors. Click a
BGP neighbor for a detailed view.

BGP Neighbor InformationBGP

Displays a summary of BGP and neighbor information.BGP Summary

Displays information about the current alarms, including alarm time, severity level,
and description.

Alarm StatusChassis

For routers with a craft interface, shows the operational status information that
is currently displayed.

Craft Interface Output

Displays environmental information about the router chassis, including temperature
and information about the fans, power supplies, and Routing Engine. The command
output displays component environmental status colors. Green is OK, yellow is
caution, red is alarm status.

Environment Information

Displays a list of all the router hardware components, including the revision level,
part number, serial number, and description. Click a hardware component for more
specific hardware information.

Hardware Summary

Displays operational information about the Routing Engine.Routing Engine Information

Displays operational status information about all router interfaces. Click an
interface name to view more detailed information about that interface.

Interface InformationInterfaces

Displays information about Intermediate System-to-Intermediate System (IS-IS)
neighbors.

IS-IS Adjacency InformationIS-IS

Displays status information about the interfaces on which IS-IS is configured.IS-IS Interface Information

Displays entries in the Label Distribution Protocol (LDP) label database.LDP DatabaseLDP

Displays the status of each interface on which LDP is enabled.LDP Interfaces

Displays a list of LDP neighbors.LDP Neighbor
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Table 39: Looking Glass Device Commands (continued)

DescriptionDevice CommandCategory

Displays the label-switched paths (LSPs) that the LDP created.LDP Path

Displays the entries in the LDP internal topology table. The internal topology table
contains routes from inet.0and inet.3and is used when binding labels to Forwarding
Equivalence Classes (FECs).

LDP Route

Displays information about LDP sessions.LDP Session

Displays LDP statistics.LDP Statistics

Displays information about configured and active dynamic LSPs in which this
router participates.

MPLS LSP InformationMPLS

Displays statistics about configured and active dynamic LSPs in which this router
participates.

MPLS LSP Statistics

Displays information about configured and active dynamic Multiprotocol Label
Switching (MPLS) LSPs in which this router participates.

MPLS LSP

Displays the named paths used in dynamic MPLS that have been configured on
this router.

MPLS Path

Displays information about interfaces on which MPLS is enabled. MPLS is enabled
on an interface when the interface is configured in both the mpls and interface
sections of the configuration hierarchy (with the set protocol mpls interface
interface-name and set interface interface-name unit 0 family mpls statements,
respectively).

MPLS Interface

Displays MPLS Constrained Shortest Path First (CSPF) statistics.MPLS OSPF

Displays the entries in the multicast forwarding table. You can display similar
information with the show route table inet.1 command.

Multicast RouteMulticast

Displays information about multicast reverse-path forwarding (RPF) calculations.Multicast RPF

Displays multicast statistics. The input and output interface multicast statistics
are consistent, but not timely. They are constructed from the forwarding statistics,
which are gathered at 30-second intervals. Show Multicast Statistics will always
lag true counts by up to 30 seconds.

Multicast Statistics

Displays usage information about the 10 most active Distance Vector Multicast
Routing Protocol (DVMRP) or Protocol Independent Multicast (PIM) groups.

Multicast Usage

Displays the entries in the Open Shortest Path First (OSPF) link-state database,
including information about link-state advertisement (LSA) packets.

OSPF DatabaseOSPF

Displays status information about the interfaces on which OSPF is configured.OSPF Interface Information

Displays information about OSPF neighbors.OSPF Neighbor Information
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Table 39: Looking Glass Device Commands (continued)

DescriptionDevice CommandCategory

Displays the entries in the OSPF routing table.OSPF Route

Displays OSPF statistics.OSPF Statistics

Displays information about the interfaces on which PIM is configured.PIM InterfacesPIM

Displays information about PIM groups.PIM Join

Displays information about PIM neighbors.PIM Neighbors

Displays information about PIM rendezvous points (RPs).PIM RPS

Displays information about the PIM source RPF state.PIM Source

Displays PIM statistics.PIM Statistics

Displays summary statistics about the entries in the routing table.Display Route SummaryRoute

Displays the status for each interface on which the Resource Reservation Protocol
(RSVP) is enabled, and displays packet statistics for each interface.

RSVP Interface InformationRSVP

Displays detailed status for each interface on which RSVP is enabled, and displays
packet statistics for each interface.

RSVP Interface Details

Displays a list of RSVP neighbors learned dynamically when exchanging RSVP
packets. Once a neighbor is learned, it is never removed from the list of RSVP
neighbors.

RSVP Neighbor Information

Displays information about RSVP sessions.RSVP Session Information

Displays information about the RSVP protocol settings, such as the version of the
RSVP software, the refresh timer and keep multiplier, and local RSVP graceful
restart capabilities on an LSP.

RSVP Version Information

Displays the status of each interface on which RSVP is enabled, and displays
packet statistics for each interface.

RSVP Interface

Displays a list of RSVP neighbors that were learned dynamically when exchanging
RSVP packets. Once a neighbor is learned, it is never removed from the list of
RSVP neighbors.

RSVP Neighbor

Displays information about RSVP sessions.RSVP Session

Displays RSVP packet and error statistics.RSVP Statistics

Displays information about the RSVP protocol settings, such as the version of the
RSVP software, the refresh timer and keep multiplier, and local RSVP graceful
restart capabilities on an LSP.

RSVP Version
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Table 39: Looking Glass Device Commands (continued)

DescriptionDevice CommandCategory

Displays statistics about the amount of free disk space in the router’s file systems.Storage CapacitySystem

Displays the current time and information about how long the router, router
software, and routing protocols have been running.

Uptime

Displays information about the users who are currently logged in to the router.Users

Displays the hostname and version information about the software running on
the router.

Version Information

Displays the pending commit.System Commit

Displays virtual private LAN service (VPLS) connection information.VPLS ConnectionVPLS

Displays status information about Layer 2 virtual circuits (VCs) from the local
provider edge (PE) router to its neighbors.

Layer 2 circuit ConnectionsVPN

Displays Layer 2 virtual private network (VPN) connections.12vpn Connections
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PART 10

Device Configuration Management Tools

• Using the Configuration Browser on page 457

• Using the Configuration Editor on page 463
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CHAPTER 41

Using the Configuration Browser

This chapter describes how to use the Configuration Browser tool kit, which provides a

graphical user interface (GUI) for viewing the committed configuration of a selected

device or router.

To use the Configuration Browser, you can have superuser, read-write, or read-only

permissions.

For more information about the router configuration, see the Junos System Basics

Configuration Guide.

This chapter includes the following topics:

• Displaying the Device Configuration on page 457

• Parts of the Configuration Browser Display on page 458

• Using the Configuration View on page 461

Displaying the Device Configuration

To display the Configuration Browser, follow these steps:

1. In the Junos Scope main window, click Configuration > Current > View. The View

Current Configuration dialog box appears.

2. In the Device drop-down list box, select a device.

3. Click Next. The Configuration Browser window appears.
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NOTE: When the Configuration Browser displays a router configuration, the
right window pane displays the configuration first; then after a short delay,
the left window pane displays the configuration hierarchy. Do not click in the
left window pane until the configuration hierarchy appears.

Parts of the Configuration Browser Display

Figure 14 on page 459 defines the parts of the Configuration Browser window.
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Figure 14: Parts of the Configuration BrowserWindow

Table 40 on page 459 describes the parts of the Configuration Browser window.

Table 40: Parts of the Configuration BrowserWindow

DescriptionPart

Includes the following items:

• Juniper Networks logo—Click to go to the Juniper Networks Web site, www.juniper.net.

• Junos Scope—Shows the name of this application.

• Home—Click to go to the Junos Scope main window.

• About—Displays the Junos Scope software release and copyright information.

• Logout—Closes Junos Scope and displays the Login dialog box.

• Logged in as: <username>—Displays the username used to log in to Junos Scope.

Header
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Table 40: Parts of the Configuration BrowserWindow (continued)

DescriptionPart

Displays the menu of Junos Scope main commands. Grey tabs are main application tasks
that interact with routers or router data. White tabs indicate tasks for administering Junos
Scope.

Click a task tab to view its contents.

• Looking Glass—Lets you display current operational information for a device, including
device chassis, system software, interfaces, and routing protocols.

• Configuration—Lets you view and edit the device configuration. Additionally, you can
archive, compare, display, or restore selected device configurations.

• Inventory Management—Scans selected devices for hardware and software installed and
displays reports of the stored records.

• Monitor—Lets you view scheduled and pending operations and the status of completed
operations.

• Settings—Lets you view and modify Junos Scope settings to manage devices.

Task tabs

Displays your location in the configuration statement hierarchy:

• Home—Click to go to the Junos Scope main window.

• Device—Displays the Configuration Browser window for you to select a different device
configuration to view.

• <device name>—Click to go the top level of the current device configuration statement
hierarchy.

• <statement hierarchy>—Displays your current level in the configuration.

Current path

Displays the statement hierarchy levels of the configuration that have been configured.
Provides an expanding and collapsing tree view of the configuration for a selected router.
Click Hide All to collapse the configuration statement hierarchy levels to the top. Click a
statement hierarchy level or [+] to view its configured substatements. Click Expand All to
view all levels of the configuration.

Navigation pane

Displays the current level of the configuration statement hierarchy. Displays the configuration
container and leaf statements. Container statements contain other statements. Leaf
statements do not contain other statements. Click a container statement link to view its
contents.

Configuration view

Controls the statement hierarchy view:

• Brief button—The default view, displays the basic hierarchy configuration. Only configured
statements are displayed.

• Inheritance button—Shows statements at the level at which they are inherited.

• Refresh button—Displays the current committed configuration.

• Edit button—Displays the configuration in the Configuration Editor for you to edit it.

The Brief and Inheritance views remain in effect until you click another button.

Command buttons
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Table 40: Parts of the Configuration BrowserWindow (continued)

DescriptionPart

Describes the icons that appear in the configuration view:

• [c]—The configuration statement has a comment. Place the mouse cursor over the icon
to display the comment.

• [I]—The configuration statement and the configuration below this level are inactive.

• [*]—Enter a value for the configuration statement.

• [?]—Displays help for a configuration statement value.

Icon legend

Using the Configuration View

To view a configuration hierarchy, follow these steps:

1. Click a configuration hierarchy level from the navigation pane or from the Nested

configuration area in the Configuration view. The configuration for that hierarchy level

appears.

2. Click a configuration statement to view its configuration.

The configuration appears in the Configuration View area.
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CHAPTER 42

Using the Configuration Editor

This chapter describes how to use the Configuration Editor tool kit, which provides a

graphical user interface (GUI) for editing a configuration on a selected router. The

Configuration Editor displays the complete top level of the configuration statement

hierarchy in both list format and an expanding and collapsing tree format. To see the

sublevels of the hierarchy, expand the statement or click Edit or Configure for the

statement that you want to edit. You can modify the existing configuration or add a new

configuration. Icons display in the configuration to identify where a configuration

statement has been annotated, modified, is inactive, or must have a value. You can also

use the Configuration Editor to commit the modified configuration, as well as discard

any unwanted configuration changes.

To use the Configuration Editor, you must have superuser or read-write permissions. For

more information about editing the a router’s configuration, see the Junos System Basics

Configuration Guide. See also Table 42 on page 467.

This chapter includes the following topics:

• Displaying the Configuration Editor on page 463

• Parts of the Configuration Editor Window on page 464

• Editing the Configuration on page 467

Displaying the Configuration Editor

To display the Configuration Editor, follow these steps:

1. In the Junos Scope main window, click Configuration > Current > Edit. The Edit Current

Configuration dialog box appears.

2. In the Device drop-down list box, choose the device configuration you want to edit.
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NOTE: The TXMatrix routing platform consists of the TXMatrix (also
known as the switch-card chassis [SCC]) and the attached T640 routers
(alsoknownas line-cardchassis [LCC]).TheTXMatrixPlus routerconsists
of the switch-fabric chassis [SFC] and the attached T1600 routers (also
known as line-card chassis [LCC]).

You can browse and edit the configuration on both the TXMatrix and its
attached T640 routers, and the TXMatrix Plus router and its attached
T1600 routers. You can commit configuration edits to both the TXMatrix
and the TXMatrix Plus routers.

When an SFC is added into Junos Scope, the devicemodel is shown as
Txp.When an LCC is added to Junos Scope, themodel is shownas T1600.
Junos Scope does not discover the SFC of an LCC or the LCCs that are
controlled by an SFC.When creating records for the TXMatrix routing
platform, ensure that yougive thehostname/IPaddressesof theSCCand
LCC separately. Similarly, when creating records for the TXMatrix Plus
router, ensure that you give the hostname/IP addresses of the SFC and
LCC separately.

3. Click Next. The Configuration Editor window appears.

Parts of the Configuration EditorWindow

Figure 15 on page 465 defines the parts of the Configuration Editor window.
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Figure 15: Parts of the Configuration EditorWindow

Table 41 on page 465 describes the parts of the Configuration Editor window.

Table 41: Parts of the Configuration EditorWindow

DescriptionPart

Includes the following items:

• Juniper Networks logo—Click to go to the Juniper Networks Web site, www.juniper.net.

• Junos Scope—Shows the name of this application.

• Home—Click to go to the Junos Scope main window.

• About—Displays the Junos Scope software release and copyright information.

• Logout—Closes Junos Scope and displays the Login dialog box.

• Logged in as: <username>—Displays the username used to log in to Junos Scope.

Header
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Table 41: Parts of the Configuration EditorWindow (continued)

DescriptionPart

Displays the menu of Junos Scope main commands. Grey tabs are main application tasks
that interact with routers or router data. White tabs indicate tasks for administering Junos
Scope.

Click a task tab to view its contents.

• Looking Glass—Lets you display current operational information for a device, including
device chassis, system software, interfaces, and routing protocols.

• Configuration—Lets you view and edit the device configuration. Additionally, you can
archive, compare, display, or restore selected device configurations.

• Inventory Management—Scans selected devices for hardware and software installed and
displays reports of the stored records.

• Monitor—Lets you view scheduled and pending operations and the status of completed
operations.

• Settings—Lets you view and modify Junos Scope settings to manage devices.

Task tabs

Displays your location in the configuration statement hierarchy:

• Home—Click to go to the Junos Scope main window.

• Device—Displays the Configuration Browser window for you to select a different device
configuration to view.

• <device name>—Click to go the top level of the current device configuration statement
hierarchy.

• <statement hierarchy>—Displays your current level in the configuration.

Current path

Displays the statement hierarchy levels of the configuration that have been configured.
Provides an expanding and collapsing tree view of the configuration for a selected router.
Click a statement hierarchy level or [+] to view its configured substatements. Click Expand
All to view all levels of the configuration. Click Hide All to collapse the configuration statement
hierarchy levels to the top.

Navigation pane

Displays the current level of the configuration statement hierarchy. Displays the configuration
container and leaf statements. Container statements contain other statements. Leaf
statements do not contain other statements.

Displays data for the current level of configuration. Click Edit to modify that configuration
statement and any nested statements. The word Configure appears if a configuration
statement has not been modified. Click Configure to edit the configuration of that statement
and any nested statements.

Configuration view
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Table 41: Parts of the Configuration EditorWindow (continued)

DescriptionPart

Contains the buttons that control the view in the statement/hierarchy view:

• OK—Saves changes and takes you to the parent statement level. Changes are kept local
to the Junos Scope server until you click Commit.

• Cancel—Discards any edits that you’ve made and takes you to the parent statement level.

• Apply—Saves the changes you’ve made in the current window, but does not exit that
window. You can make more changes and apply or cancel them. Apply does not change
the configuration running on the router. Changes are kept local to the Junos Scope server
until you click Commit.

• Refresh button—Refreshes the cached configuration with the currently committed
configuration. Your changes are maintained and continue to be displayed.

• Commit—Displays a review screen that displaces the set of changes and prompts you to
continue. If you confirm to continue, the configuration is checked for syntax errors, activated,
and made operational on the selected router.

• Discard—Displays a dialog box from which you can choose to discard changes below the
current level in the configuration, discard all changes, or delete the configuration below
the current level.

Command buttons

Describes the icons that appear in the configuration items:

• [c]—The configuration statement has a comment. Place the mouse cursor over the icon
to display the comment.

• [I]—The configuration statement and the configurations below this level are inactive.

• [M]—The configuration statement has been edited.

• *—The configuration statement requires a mandatory value.

Icon legend

Editing the Configuration

Table 42 on page 467 identifies the statement hierarchy levels in the device configuration

and the Junos OS configuration guide where you can find configuration guidelines for

editing.

Table 42: Configuration Guidelines for Editing the Configuration

JunosSoftware for J Series, M Series, MX Series, and T
Series Routing Platforms Configuration GuideConfigurationHierarchyLevel

Junos System Basics Configuration GuideAccess

Junos Network Interfaces Configuration GuideAccounting Options

Junos Routing Protocols Configuration GuideApplications

Junos System Basics Configuration GuideChassis

Junos Network Interfaces Configuration GuideClass of Service

Junos Policy Framework Configuration GuideFirewall
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Table 42: Configuration Guidelines for Editing the
Configuration (continued)

JunosSoftware for J Series, M Series, MX Series, and T
Series Routing Platforms Configuration GuideConfigurationHierarchyLevel

Junos Routing Protocols Configuration GuideForwarding Options

Junos Network Interfaces Configuration GuideInterfaces

Junos Policy Framework Configuration GuidePolicy Options

Junos Routing Protocols Configuration GuideProtocols

Junos Routing Protocols Configuration GuideRouting Instances

Junos Routing Protocols Configuration GuideRouting Options

Junos System Basics Configuration GuideSecurity

Junos Network Interfaces Configuration GuideServices

Junos Network Management Configuration GuideSNMP

Junos System Basics Configuration GuideSystem

To edit the configuration of a selected router using the Configuration Editor, follow these

steps:

1. In the navigation pane or in the configuration view area, click the configuration

statement hierarchy level that you want to edit.

In the Nested Configuration area, the Edit link appears for statement hierarchy levels

that have not been configured; the Configure link appears for statement hierarchy

levels that have not been configured. The configuration for the statement hierarchy

level that you chose appears.

2. Click the configuration statement link that you want to edit.

3. Do one of the following:

• To change an existing configuration, click the Edit link next to the statement name.

• To add a new configuration, click Configure or Add new entry next to the statement

name.

• To delete an existing configuration, click the Discard button in the button bar. You

can discard all outstanding changes, discard all changes below the current edit

point, or delete all configurations below the current edit point.

NOTE: To view help text about a configuration statement value that
you want to edit, move themouse curser over the [?] icon.
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4. To edit a configuration statement or option, type text in the text field or select a

drop-down list item.

NOTE: The[M] icondisplays indicating thatyoumodified the field’s value.
Help text displayswhen you place the cursor over the icon to indicate that
the field was previously unconfigured. Click themodified icon to return
the value to its unconfigured state.

5. Click OK. The Configuration Editor keeps a copy of all of the changes you make as

part of your Junos Scope session. The router itself is not updated until you click Commit.

NOTE: If you end the Configuration Editor session without committing
the configuration changes youmade, Junos Scope saves them until the
next session and prompts you to commit them.

6. Click Commit. Junos Scope sends the following commands to the Junos XML protocol

server to be performed on the router:

a. Lock the router configuration.

b. Load the new configuration on the router, overriding (discarding) the old

configuration.

c. Issue a commit confirmed command.

d. Issue a commit-configuration Junos XML protocol XML tag command.

e. Unlock the configuration.

NOTE: If an error occurs, Junos Scope issues a rollback command,

causing the configuration to revert to the last saved configuration.
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PART 11

Junos ScopeWindow and Dialog Box
Reference

• Junos Scope Main Window on page 473

• Junos Scope Dialog Box Reference on page 475
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CHAPTER 43

Junos Scope MainWindow

This chapter describes the contents of the Junos Scope software main window.

• Junos Scope Window Reference on page 473

Junos ScopeWindowReference

Figure 16 on page 473defines the major areas of the Junos Scope main window.

Figure 16: Junos ScopeMainWindow

Table 43 on page 474 describes the parts of the Junos Scope main window.
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Table 43: Parts of the Junos ScopeMainWindow

DescriptionPart

Includes the following items:

• Juniper Networks logo—Click to go to the Juniper Networks Web site, www.juniper.net.

• Junos Scope—Shows the name of this application.

• Home—Click to go to the Junos Scope main window.

• About—Displays the Junos Scope software release and copyright information.

• Logout—Closes Junos Scope and displays the Login dialog box.

• Logged in as: <username>—Displays the username used to log in to Junos Scope.

Header

Display the menu of Junos Scope main commands. Gray tabs are main application tasks
that interact with routers or router data. White tabs indicate tasks for administering Junos
Scope.

Click a task tab to view its contents.

• Looking Glass—Lets you display current operational information for a device, including
device chassis, system software, interfaces, and routing protocols.

• Configuration—Lets you view and edit the device configuration. Additionally, you can
archive, compare, display, or restore selected device configurations.

• Inventory Management—Scans selected devices for hardware and software installed and
displays reports of the stored records.

• Monitor—Lets you view scheduled and pending operations and the status of completed
operations.

• Settings—Lets you view and modify Junos Scope settings to manage devices.

Task tabs

Indicate the main Junos Scope commands (see the Task tabs section of this table for
command descriptions). Click a command to view its submenu of commands.

Commands

NOTE: If you click the Reload or Refresh button in yourWeb browser while
using the JunosScope software, the browser displays the default homepage
instead of reloading or refreshing the currently displayed Junos Scopemain
window.UsetheHomelink in theJunosScopemainwindowinsteadto refresh.
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CHAPTER 44

Junos Scope Dialog Box Reference

This chapter provides an alphabetical reference for the dialog boxes you use to perform

Junos Scope software operations.

• on page 567
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AccessMethods Dialog Box

Description Use the Access Methods dialog box to view the access methods that you have added to

the Junos Scope software. The available access methods are listed by access method

name, connection type (SSL, clear-text, or SSH), and authentication information name.

The Access Methods dialog box is empty until you add an access method.

Navigation Click Settings > Access Methods.

Permissions Superuser

Elements AccessMethods table—Lists the access methods that you have added by access method

name, connection type (Junos XML protocol over SSL, Junos XML protocol over clear-text,

or NETCONF over SSH), and authentication information name. Select an access method

to edit or delete.

Export Data Encryption Format options—Select one of the following ways to export

authentication information from the Junos Scope software:

• Encrypt sensitive data and provide key at import time—Sensitive data is exported

encrypted and the key to decrypt it is not included in the exported data, but is supplied

during import.

• Encryptsensitivedataand includedecryptionkey—Sensitive data is exported encrypted,

along with the key needed to decrypt the data. This lets you easily export access

methods information to another system.

• Export sensitive data unencrypted—Sensitive data is not encrypted at export.

Add button—Displays the Add Access Method dialog box so you can add a new access

method.

Edit button—Displays the Edit Access Method dialog box so you can edit an existing

access method. Select the access method that you want to edit, then click Edit.

Delete button—Deletes a selected Access Method entry from the Access Methods dialog

box. You cannot delete authentication information that is currently being used by an

access method. You must first delete the access method, then delete the authentication

information. You cannot delete an access method if it is currently being used by a device.

You must first delete the device, then delete the access method.

Export button—Displays the File Download dialog box to export the setup data in XML

file format to the file system. The default access methods export filename is Junos

Scope-access-methods.xml.

Import button—Displays the Import dialog box for you to specify the import XML file to

import.
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AccessMethods—Add AccessMethod Dialog Box

Description Use the Add Access Method dialog box to add the information you need to connect the

Junos Scope software to a router on the network, including an Access Method name for

the Junos Scope software, an access method type (SSL, SSH, or clear-text), and the

authentication information name from the Junos Scope software.

Navigation Click Settings > Access Methods. Click Add in the Access Methods dialog box.

Permissions Superuser

Elements AccessMethod Name text box—Type a name for the remote router access method for

the Junos Scope software. This is the access method name used in the Add Device dialog

box.

AccessMethod Type drop-down list box—Select a supported access protocol that is

configured on the router, Junos XML protocol over SSL, NTECONF over SSH, or Junos

XML protocol over clear-text.

Authentication Information drop-down list box—Select an authentication name to use

for the access method. This is the same name that you created in the Add Authentication

Information dialog box.

OK button—Displays the Access Methods dialog box with the new access method

displayed.

Cancel button—Clears this dialog box without adding an access method.
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AccessMethods—Edit AccessMethod Dialog Box

Description Use the Edit Access Methods dialog box to edit the information necessary to connect

the Junos Scope software to a router on the network, including an access method name

for the Junos Scope software, an access method type (SSL or clear-text), and an

authentication information name.

Navigation Click Settings > Access Methods. Select the access method that you want to edit in the

Access Methods dialog box, and click Edit.

Permissions Superuser

Elements AccessMethod Name text box—Type a name for the remote router access method for

the Junos Scope software. This is the access method name used in the Add Device dialog

box.

AccessMethod Type drop-down list box—Select a supported access protocol that is

configured on the router, Junos XML protocol over SSL, NTECONF over SSH, or Junos

XML protocol over clear-text.

Authentication Information drop-down list box—Select an authentication name to use

for the access method. This is the same name that you created in the Add Authentication

Information dialog box.

OK button—Displays the Access Methods dialog box with the edited access method

information.

Cancel button—Clears this dialog box without saving any editing changes.
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AccessMethods—Import AccessMethods Dialog Box

Description Use the Import Access Methods dialog box to import access method setup information

into the Junos Scope software without having to manually enter it. The default access

methods import filename is Junos Scope-access.xml.

Navigation Click Settings > Access Methods. Click Import in the Access Methods dialog box.

Permissions Superuser

Elements File to import text box—Type the name of or browse to the access method XML file to

import.

ImportOptions—Select an import method to be used if a conflict occurs between existing

records stored in the Junos Scope server and imported records when synchronizing Junos

Scope settings imported from multiple servers, The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Browsebutton—Displays the File Open dialog box so you can select the XML file to import.

Import button—Imports the selected access method data into the Junos Scope software

and displays the Import Results dialog box.

Cancel button—Clears this dialog box and displays the Access Methods dialog box.
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Archive—Confirm Selections Dialog Box

Description Use the Archive—Confirm Selections dialog box to confirm whether you want to finish a

selected operation, such as Archive.

Navigation Click Configuration > Repository > Archive. Select the device(s) or a group of devices

from which you want to archive a configuration and a time to archive in the Archive—Select

Device and Time dialog box, then click Next.

Permissions Superuser, read-write

Elements Please ConfirmOperation display field—Displays the operation, the device or group from

which the operation will be performed, and the schedule for your confirmation.

Finish button—Executes the operation. An operation progress message appears, then

the Requested Operation Status dialog box appears displaying the status of the operation

by device name, operation status, start time, last updated time, and the operation status

message.

Previousbutton—Redisplays the previous operation dialog box and does not execute the

operation.

Cancel button—Cancels the operation and redisplays the Junos Scope main window.
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Archive—Select Device and Time Dialog Box

Description Use the Archive—Select Device and Time dialog box to archive or download the committed

version of the configuration from a selected router or group of routers on your network

to the Junos Scope software Concurrent Versions System (CVS) repository. You can

save archive operations to combine them with other operations to run concurrently or

sequentially at a specific time.

Navigation Click Configuration > Repository > Archive.

Permissions Superuser, read-write

Elements Devices to Archive section:

• Group check box and drop-down list box—Select a router group from which to archive

a configuration file. Click the Group option button, then click the Group drop-down list

box to display the available groups for Junos Scope software operations. If you have

not added any router groups, the Groups drop-down list box is empty.

• Selected Devices check boxanddrop-down list box—Select a router from which to

archive a configuration file. Click the Devices option button, then click the Devices

drop-down list box to display the available routers added for Junos Scope software

operations. If you have not added any routers, the Router drop-down list box is empty.

• Comment text box—Type a descriptive comment about the archive operation you want

to run.

Select Time or Save Operation section:

• Now check box—Select to have an archive operation occur as soon as the command

is executed. Click the Now option button.

• Save Operation as text box—Type a name for the archive operation that you want to

save. The saved archive operation appears in the Saved Operations page with the

name that you gave it. To view the Saved Operations page. click Settings > Saved

Operations.

• Select Schedule check box and table—Select a particular schedule for an archive

operation. Click the Selected Schedule check box, then select a schedule from the

schedule table. The schedule table lists the available schedules added for Junos Scope

software operations by schedule name, start time, period or interval, and comment.

Next button—Displays the Confirm Operations dialog box from which you can select to

finish the archive operation or cancel it.

Cancel button—Clears this dialog box and redisplays the Configuration > Repository

menu.
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Archive — Confirm Selections Dialog Box

Description Use the Confirm Selections dialog box to specify whether you wish to archive the startup

configuration or the running configuration

Navigation Click Configuration > Repository > Archive and then click Next in the Select Device and

Time dialog box after entering the details.

Permissions Superuser, read-write

Elements Archive Startup Configuration option button—Select this to archive the startup

configuration on a BXOS device. This option is selected by default.

Archive Running Configuration option button—Select this to archive the running

configuration on a BXOS device.

NOTE: The preceding options are available only when you have selected a
BXOS device for archiving the configuration.

Finish button—Click this to complete the wizard.

Previous button—Click this to go back to the Select Device and Time dialog box.

Cancel button—Click this to cancel archival.
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Archive—ViewOperation Status Dialog Box

Description Use the Archive—View Operation Status dialog box to view the results of an archive

operation by device name, operation status, operation start time, last update time, and

status message.

Navigation Click Configuration > Repository > Archive. Select the device and time for the archive in

the Archive—Select Device and Time dialog box, and click Next. Confirm your selection

in the Archive—Confirm Selections dialog box, and click Next. Wait for the operation to

complete.

Permissions Superuser, read-write

Elements ArchiveResults table—Lists the archive results by device name, operation status, operation

start time, last update time, and status message.

OK button—Displays the Junos Scope main window.
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Archive Tags Dialog Box

Description Use the Archive Tags dialog box to create and manage archived configuration tags. The

Archive Tags dialog box is empty until you create tags using the Add button.

Navigation Click Configuration > Repository > Archive Tags.

Permissions Superuser, read-write

Elements Name column—Name of the archived configuration tag.

Comment column—Comment entered while creating the archived configuration tag.

Actions column—Actions that you can perform on an archived configuration tag. The

possible actions are:

• Edit link—Edits or renames the selected tag using the Edit Archive Tags dialog box.

• Copy link—Creates a copy of the selected tag, including all associated device

configurations using the Copy Archive Tags dialog box.

• Delete link—Deletes the selected tag after you click OK confirming that you really want

to delete it.

• Set Archive Tag link—Associates the selected tag to one or more devices using the

Associate Archive Tags with Devices dialog box.

Add button—Creates a new archived configuration tag using the Add Archive Tag dialog

box.

Import button—Imports the selected record into the Junos Scope software and displays

the Import Results dialog box

Export button—Click this to export the archive tags as an XML file.
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Archive Tags—Add Archive Tag Dialog Box

Description Use the Add Archive Tags dialog box to add an archived configuration tag.

Navigation Click Configuration > Repository > Archive Tags. Click Add in the Archive Tag dialog box.

Permissions Superuser, read-write

Elements Name text box—Type a unique name for the archived configuration tag. Follow these

rules when adding an archive tag name or you will not be able to associate the tag with

a device configuration:

• Tag name length must be no more than 40 characters.

• The first character of a tag name must be a letter.

• The rest of the tag name characters can be alphanumeric characters.

• The tag name can include a hyphen (-) or an underscore (_). Do not include a period

(.).

Comment text box—Type an optional descriptive comment about the archived

configuration tag you are adding.

OK button—Adds the archived configuration tag.

Cancel button—Clears the dialog box and displays the Archive Tags dialog box.
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Archive Tags—Import Archive Tag Dialog Box

Description Use the Import Archive Tag dialog box to import archive tags into the Junos Scope

software without having to manually enter them.

Navigation Click Configuration > Repository > Archive Tags. Click Import in the Archive Tag dialog

box.

Permissions Superuser, read-write

Elements File text box—Lets you type or browse to the access method XML file to import.

ImportOptions—Select an import method to be used if a conflict occurs between existing

records stored in the Junos Scope server and imported records when synchronizing Junos

Scope settings imported from multiple servers, The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Browsebutton—Displays the File Open dialog box for you to select the XML file to import.

Import button—Imports the selected archive tag into the Junos Scope software and

displays the Import Result dialog box.

Cancel button—Clears this dialog box and displays the Archive Tag dialog box.
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Archive Tags—Associate Archive Tags with Devices Dialog Box

Description Use the Associate Archive Tags with Devices dialog box to associate archived configuration

tags with available devices on the network that have been configured for Junos Scope.

Navigation Click Configuration > Repository > Archive Tags. Click the Set Archive Tag action link for

the tag that you want to associate with devices.

Permissions Superuser, read-write

Elements Archive Tag Name display field—Name of the archived configuration tag.

Comment display field—Comment entered while creating the archived configuration tag.

Available Devices list box—Lists the devices available on the network that have been

configured for Junos Scope that can be selected for association with archived tags.

Add/Remove buttons—Move devices from the Available Devices list box to the Selected

Devices to Tag/Untag list box.

• Add button—Adds the selected available devices from the Available Devices list box

to the Selected Devices to Tag/Untag list box. The Add button is disabled until you

select one or more devices in the Available Devices list box.

• Remove button—Removes the selected device(s) from the Selected Devices to

Tag/Untag list box to the Available Devices list box.

• Add All —Adds all the available devices from the Selected Devices list box to the

Selected Devices to Tag/Untag list box without selecting them.

• Remove All —Removes all the devices from the Selected Devices to Tag/Untag list

box without selecting them.
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Selected Devices to Tag/Untag list box—Lists the devices you have selected to tag or

untag with the archive tag.

View/Tag/Untag Selected Devices button—View all configuration revisions for each

selected device in the Selected Devices to Tag/Untag list box, select a configuration

revision, and tag or untag configuration revisions for each device iteratively.

TagAll HeadRevisions button—Assign a tag to the head (latest) revision in the repository

for all selected devices in the Selected Devices to Tag/Untag list box. If an existing tag

is added to the head (latest) revision of a device, the tag is automatically removed from

the old revision. If you click Tag All Head Revisions, the message “Successfully tagged

head revision of selected devices” appears in the Associate Archive Tags with Devices

dialog box after all the head revisions are tagged.

Untag All button—Untag all the configuration revisions for all selected devices in the

Selected Devices to Tag/Untag list box. If you click Untag All, the message “Successfully

untagged selected devices” appears after all the configuration revisions for the selected

devices that are untagged.

Finish button—Saves any changes made and displays the Archive Tags dialog box.
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Archive Tags—Compare Configuration Dialog Box

Description Use the Compare Configuration dialog box to view the difference between configuration

revisions of a device or group of devices. For example, you can compare the most current

device configuration in the Junos Scope CVS repository with the one currently running

on a selected device or group of selected devices.

Navigation There are two ways to navigate to the Compare Configuration dialog box:

• Click Configuration > Repository > Archived Tags. Click the Set Archive Tag link.

Associate and tag the configurations you want in the Associate Archive Tags with

Devices dialog box. Click View/Tag/Untag Each Selected. Select two configuration

revisions you want to compare and click Compare in the Tag or Untag Configuration

Revisions dialog box.

• Click Configuration > Repository > Audit Configurations. Select the configuration

compare options—devices, source tag and target tag, and the time at which to audit

the configuration. Click Compare. The Audit Configurations—Confirm Selections dialog

box appears. Click Finish. The View Status Records dialog box appears. Click a link to

view the differences between revision X and revision Y in the View Status Records

dialog box. If there is no difference between the configuration versions, the following

message appears “ No differences between revision 'X' and 'Y’.”

Permissions Superuser, read-write
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Elements Configuration Compare of Revision X to Revision Y onDeviceNamedisplay field—Displays

the differences between the two compared configuration file revisions. Displays the

configuration revision number and the device name from which the configuration is

displayed. By default, the compare archived configuration command compares the newer

revision to the older one.
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Archive Tags—Copy Archive Tag Dialog Box

Description Use the Copy Archive Tags dialog box to copy an archived configuration tag including all

associated device configurations.

Navigation Click Configuration > Repository > Archive Tags. Click Copy in the Archive Tag dialog box.

Permissions Superuser, read-write

Elements Name text box—Lets you edit the name of the archived configuration tag. Follow these

rules when adding an archive tag name or you will not be able to associate the tag with

a device configuration:

• Tag name length must be no more than 40 characters.

• The first character of a tag name must be a letter.

• The rest of the tag name characters can be alphanumeric characters.

• The tag name can include a hyphen (-) or an underscore (_). Do not include a period

(.).

Comment text box—Lets you edit the optional descriptive comment about the archived

configuration tag you are editing.

OK button—Copies the archived configuration tag with all associated device

configurations.

Cancel button—Cancels any changes that you have made, and displays the Archive Tags

dialog box.
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Archive Tags—Edit Archive Tag Dialog Box

Description Use the Edit Archive Tags dialog box to edit an existing archived configuration tag name

and comment.

Navigation Click Configuration > Repository > Archive Tags. Click the Edit action link in the Archive

Tag dialog box.

Permissions Superuser, read-write

Elements Name text box—Edits the name of the archived configuration tag.

Comment text box—Edits the optional descriptive comment about the archived

configuration tag you are editing.

OK button—Saves the edited configuration tag.

Cancel button—Cancels the changes and displays the Archive Tags dialog box.
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Archive Tags—Tag or Untag Configuration Revisions Dialog Box

Description Use the Tag or Untag Configuration Revision dialog box to tag or untag archived

configuration revisions.

Navigation Click Configuration > Repository > Archive Tags. Click the Set Archive Tag action link for

the tag that you want to associate with devices. The Associate Archive Tags with Devices

dialog box appears. Click View/Tag/Untag Selected Devices.

Permissions Superuser, read-write

Elements Archive Tag Name display field—Displays the name of the archived configuration tag.

Comment display field—Displays the comment entered while creating the archived

configuration tag.

Device display field—Displays the device selected to tag or untag using the archived

configuration tag.

The Archive Configuration table—Displays the archived configurations that you want to

tag for a selected device. You must have archived at least one configuration for selected

devices, or the table will be empty. The table columns are defined as follows:

• Archive Date column—Displays the date on which the configuration was archived.

• Revision column—Displays the current version of a configuration revision.

• Tags Assigned column—Displays the tags assigned to a configuration revision.

• Actions column—Click Display to display the configuration file.

Tag button—Applies the tag to the configuration revision selected.

UnTag < tag-name > button—Removes the tag from the configuration revision selected

if the tag has already been associated with the configuration revision.

Next Device button—Displays the Tag or Untag Configuration Revisions dialog box for

the next device when you are tagging configuration revisions of multiple devices iteratively.

You can tag configuration revisions of multiple devices iteratively using this command

button. (Appears only when you tag multiple configuration revisions.)

Previous Device button—Displays the Tag or Untag Configuration Revisions dialog box

for the previous device when you are tagging configuration revisions of multiple devices

iteratively. (Appears only when you tag multiple configuration revisions.)

Compare button—Compares two selected configuration revisions.

Finish button—Saves any changes made and displays the Associate Archive Tags with

Devices dialog box.
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Archive Tags—View Configuration Dialog Box

Description Use the View Configuration dialog box to view the contents of a selected configuration

file.

Navigation Click Configuration > Repository > Archived Tags. Click the Set Archive Tag link. Associate

and tag the configurations you want in the Associate Archive Tags with Devices dialog

box. Click View/Tag/Untag Each Selected. Select a configuration revision you want to

view and click Display in the Tag or Untag Configuration Revisions dialog box.

Permissions Superuser, read-write

Elements Configuration Revision X.X display box—Displays the read-only contents of the selected

configuration file revision. Displays the configuration revision number and the device

name from which the configuration is displayed.

Previous button—Displays the previous Tag or Untag Configuration Revisions dialog box

from which you can select another configuration file revision to display.
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Audit Configurations—Confirm Selections Dialog Box

Description Use the Confirm Selections dialog box to confirm your selections and finish the selected

operation.

Navigation Click Configuration > Repository > Audit Configurations. Select the options you want in

the Audit Configurations—Select Device, Tags, and Time dialog box, then click Compare.

Permissions Superuser, read-write

Elements Please Confirm display field—Displays the source and target tags for the audit

configurations, and the devices or groups from which the operation will be performed,

and the schedule for your confirmation.

Finishbutton—Executes the operation. An operation progress message appears and then

the Status—View Status Records dialog box appears displaying the status of the audit

configurations operation by device name, operation status, start time, last updated time,

and the operation status message. If there is a difference between the configurations

that you selected to audit, aClick to viewdifferences link appears in the Message column

of the table for you to compare the different configuration revisions.

Previousbutton—Redisplays the previous operation dialog box and does not execute the

operation.
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Audit Configurations—Select Devices, Tags, and Time Dialog Box

Description Use the Select Devices, Tags, and Time dialog box to select the devices and the archived

configuration tags associated with these devices, and to schedule a time to audit the

selected configurations.

Navigation Click Configuration > Repository > Audit Configurations.

Permissions Superuser

Elements Group check box and drop-down list box—Select a router group to audit configurations.

Click the Group option button, then click the Group drop-down list box to display the

available groups for Junos Scope software operations. If you have not added any router

groups, the Groups drop-down list box is empty.

SelectedDevicescheck box and drop-down list box—Select a router to audit configuration.

Click the Devices option button, then click the Devices drop-down list box to display the

available routers added for Junos Scope software operations. If you have not added any

routers, the Router drop-down list box is empty.

Source Tagdrop-down list box—Select a source file for audit identified by tag name from

the drop-down list box. The drop-down list box lists all the archived configuration tags

that have been manually added and the implicit tags "Head Revision" and "Running".

"Running" is the current configuration that Junos Scope will retrieve from the router,

"Head Revision" is the most recent revision of a configuration file in the repository. If the

"Running" option is selected, Junos Scope attempts to obtain the running configuration

from the router, compare it with the latest revision in repository, and archive it as the

"Head Revision" if they are different, before using it for comparison.
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Target Tag drop-down list box—Select a target file for audit identified by tag name from

the drop-down list box. The drop-down list box lists all the archived configuration tags

that have been manually added and the implicit tags "Head Revision" and "Running".

Comment (Optional) text box—Type a descriptive comment about the audit operation

you want to run.

Select Time or Save Operation section:

• Now check box—Select to have an audit operation occur as soon as the command is

executed. Click the Now option button.

• SaveOperationas text box—Type a name for the audit operation that you want to save.

The saved audit operation appears in the Saved Operations page with the name that

you gave it. To view the Saved Operations page, click Settings > Saved Operations.

• Select Schedule check box and table—Select a particular schedule for an audit

operation. Click the Selected Schedule check box, then select a schedule from the

schedule table. The schedule table lists the available schedules added for Junos Scope

software operations by schedule name, start time, period or interval, and comment.

Compare button—Audits the selected configurations. The Confirm Selections dialog box

from which you can confirm the selections is displayed.

Cancel button—Clears this dialog box and redisplays the Configuration > Repository

menu.
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Audit Partial Configurations—Confirm Selections Dialog Box

Description Use the Confirm Selections dialog box to confirm that the selections you made are correct.

Navigation Click Configuration > Repository > Audit > Audit Partial Configurations. Select the imported

configuration file (baseline configlet) from the Select Partial Configuration dialog box

and click Next. Select the devices, and schedule a time to audit the selected partial

configurations from the Use the Select Devices and Time dialog box and click Next.

Permissions Superuser, read-write

Elements Please Confirm display field—Displays the partial configuration you selected, the devices

or group from which the audit operation will be performed, and the schedule for your

confirmation.

Finish button—Executes the operation. The Status—View Status Records dialog box

appears displaying the status of the audit configurations operation by device name,

operation status, start time, last updated time, and the operation status message. If there

is a difference between the configurations that you selected to audit, a Click to view the

audit result link appears in the Message column of the table for you to compare the

different configuration revisions.

Previous button—Displays the previous Select Devices and Time dialog box and does

not execute the operation.

Cancel button—Clears this dialog box and displays the Audit dialog box.
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Audit Partial Configurations—Select Devices and Time Dialog Box

Description Use the Select Devices and Time dialog box to select a device or devices, and schedule

a time to audit the selected partial configurations.

Navigation Click Configuration > Repository > Audit > Audit Partial Configurations. Select the imported

configuration file (baseline configlet) in the Select Partial Configuration dialog box and

click Next.

Permissions Superuser, read-write

Elements Group check box and drop-down list box—Select a device group on which to audit partial

configurations. Click the Group option button, then click the Group drop-down list box

to display the available groups for Junos Scope software operations. If you have not

added any device groups, the Groups drop-down list box is empty.

Select Device(s) check box and drop-down list box—Select a device or devices from

which to audit partial configurations. Click the Devices option button, then click the

Devices drop-down list box to display the availabledevices added for Junos Scope

software operations. If you have not added any devices, the Select Device(s) drop-down

list box is empty.

Comment (Optional) text box—Type a descriptive comment about the audit operation

you want to run.

Select Time or Save Operation section:

• Now check box—Select to have an audit operation occur as soon as the command is

executed. Click the Now option button.

• SaveOperationas text box—Type a name for the audit operation that you want to save.

The saved audit operation appears in the Saved Operations page with the name that

you gave it. To view the Saved Operations page, click Settings > Saved Operations.

• Select Schedule check box and table—Select a particular schedule for an audit

operation. Click the Selected Schedule check box, then select a schedule from the

schedule table. The schedule table lists the available schedules added for Junos Scope

software operations by schedule name, start time, period or interval, and comment.

Next button—Displays the Confirm Selections dialog box.

Previous button—Displays the previous Select Partial Configuration dialog box.

Cancel button—Clears this dialog box and displays the Audit dialog box.
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Audit Partial Configurations—Partial Configuration Audit Result Dialog Box

Description Use the Partial Configuration Audit Result Dialog Box to view the differences between a

part of the running configuration file and a baseline configlet. You can view the differences

in Colored Diff and Unidiff output formats.

Navigation Click Configuration > Repository > Audit > Audit Partial Configurations. Select the imported

configuration file (baseline configlet) from the Select Partial Configuration dialog box

and click Next. Select the devices, and schedule a time to audit the selected partial

configurations from the Use the Select Devices and Time dialog box and click Next.

Confirm that the selections you made are correct and click Next in the Confirm Selections

dialog box.

Permissions Superuser, read-write

Elements Audit result using Partial Config 'X' on device 'Y' display field—Displays the differences

between a part of the running configuration file and the baseline configlet. By default,

the baseline configlet is compared to the corresponding part of the running configuration.

View type drop-down list box—Displays the view formats—Colored Diff and Unidiff—so

you can change to a different display format. Colored Diff displays differences in

configuration in color. Unidiff includes a minus sign (-) that represents a difference in

one revision of the configuration file and a plus sign (+) that represents a difference in

the other.
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Audit Partial Configurations—Select Partial Configuration Dialog Box

Description Use the Select Partial Configuration dialog box to select the imported configuration file

(baseline configlet) that you want to compare with a running configuration on the device.

Navigation Click Configuration > Repository > Audit > Audit Partial Configurations.

Permissions Superuser, read-write

Elements Imported Configuration Files drop-down list box—Select the imported configurtion file

(baseline configlet) that you want to compare with a running partial configuration.

Imported Configuration Versions table—Select the imported configuration file revsion

you want to compare with a running partial configuration by selecting the check box in

the corresponding row in the Imported Configuration Versions table.

Next button—Displays the Select Devices and Time dialog box

Cancel button—Clears this dialog box and displays the Audit dialog box.
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Authentication Information Dialog Box

Description Use the Authentication Information dialog box to view and change the valid username

and password that is configured on a router to which you want to connect the Junos

Scope software. The authentication information is listed by name, username, and access

method.

Navigation Click Settings > Authentication Information.

Permissions Superuser

Elements Authentication Information table—Displays the authentication information for a valid

username and password that is configured on a router to which you want to connect the

Junos Scope software. The information is listed by authentication information name,

username, and access method. Select an Authentication Information item to edit or

delete.

Export Data Encryption Format options—Select one of the following ways to export

authentication information from the Junos Scope software:

• Encrypt sensitive data and provide key at import time—Sensitive data is exported

encrypted and the key to decrypt it is not included in the exported data, but is supplied

during import.

• Encryptsensitivedataand includedecryptionkey—Sensitive data is exported encrypted,

along with the key needed to decrypt the data. This lets you easily export authentication

information to another system.

• Export sensitive data unencrypted—Sensitive data is not encrypted at export.
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Add button—Displays the Add Authentication Information dialog box from which you

can add new authentication information, such as a valid username and password that

are configured on a router to which you want to connect the Junos Scope software.

Editbutton—Displays the Edit Authentication Information dialog box from which you can

edit existing authentication information, such as a valid username and password that

are configured on a router to which you want to connect the Junos Scope software. Select

an authentication information entry to edit.

Delete button—Deletes a selected authentication information entry from the

Authentication Information table. You cannot delete authentication information that is

currently being used by an access method. You must first delete the access method,

then delete the authentication information. You cannot delete an access method if it is

currently being used by a device. You must first delete the device, then delete the access

method. Select an authentication information entry to delete.

Export button—Displays the File Download dialog box to export the setup data in XML

file format to the file system. The default authentication information export filename is

Junos Scope-access-methods.xml.

Import button—Displays the Import dialog box for you to specify the XML file to import.
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Authentication Information—Add Authentication Information Dialog Box

Description Use the Add Authentication Information dialog box to add the information a user needs

for access to a router from the Junos Scope software. The required authentication

information includes an authentication name for the Junos Scope software and a user

login name and password that are configured on the router at the Junos OS [edit system

login] hierarchy level.

Navigation Click Settings > Authentication Information. Click Add in the Authentication Information

dialog box.

Permissions Superuser

Elements Authentication Information Name text box—Type a unique name for the authentication

information that you want to use in the Junos Scope software. This is the name that

displays in the Add Access Method dialog box and the Authentication Information

drop-down list box.

Username text box—Type a user login name that is configured on the router to which you

want to connect. This must be the username of a valid user on the router.

Password text box—Type a user password that is configured on the router to which you

want to connect. This must be the password of a valid user on the router. The password

length must be with 6 to 128 characters.

Confirm Password text box—Retype the user password to confirm it.

OK button—Displays the Authentication Information dialog box with the new

authentication information displayed.

Cancelbutton—Clears this dialog box without adding any new authentication information.
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Authentication Information—Edit Authentication Information Dialog Box

Description Use the Edit Authentication dialog box to edit the information a user needs in order to

access a router from the Junos Scope software. The required authentication information

includes an authentication name for the Junos Scope software and a user login name

and password that are configured on the router at the Junos OS [edit system login]

hierarchy level.

Navigation Click Settings > Authentication Information. Select the authentication information that

you want to edit in the Authentication Information dialog box, and click Edit.

Permissions Superuser

Elements Authentication Information Name text box—Type a unique name for the authentication

information that you want to use in the Junos Scope software. This is the name that

displays in the Add Access Method dialog box and the Authentication Information

drop-down list box.

Username text box—Type a user login name that is configured on the router to which you

want to connect. This must be the username of a valid user on the router.

Password text box—Type a user password that is configured on the router to which you

want to connect. This must be the password of a valid user on the router. The password

length must be with 6 to 128 characters.

Confirm Password text box—Retype the user password to confirm it.

OK button—Displays the Authentication Information dialog box with the new

authentication information that you added.

Cancelbutton—Clears this dialog box without adding any new authentication information.
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Authentication Information—Import Authentication Information Dialog Box

Description Use the Import Authentication Information dialog box to import authentication setup

information into the Junos Scope software without having to manually enter it. The

default import filename for authentication information is Junos Scope-access.xml.

Navigation Click Settings >Authentication Information. Click Import in the Authentication Information

dialog box.

Permissions Superuser

Elements File to import text box—Lets you type or browse to the access method XML file to import.

Key (if not included in data) text box—Type the key to decrypt the sensitive data that you

want to import. The key is required if you selected not to include it when the data was

exported. This key can be up to 16 characters long and is created during the Junos Scope

installation.

ImportOptions—Select an import method to be used if a conflict occurs between existing

records stored in the Junos Scope server and imported records when synchronizing Junos

Scope settings imported from multiple servers, The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Browsebutton—Displays the File Open dialog box for you to select the XML file to import.

Import button—Imports the selected authentication information data into the Junos

Scope software and displays the Import Result dialog box.

Cancelbutton—Clears this dialog box and displays the Authentication Information dialog

box.
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Compare—Select Configurations Dialog Box

Description Use the Compare—Select Configurations dialog box to select two configuration file

revisions to compare. By default, the Compare command compares a newer revision of

a configuration with an older one, but you can select to have an older configuration file

revision compared with a newer one.

Navigation Click Configuration > Repository > Compare. Select a device from which to compare

configurations, or select an imported configuration filename and click Next.

Permissions Superuser, read-write

Elements Select Two Revisions to Compare table—Lists the configuration file revisions that have

been stored in the Junos Scope CVS repository for a device or imported configuration

filename. The table lists the archived revisions by date, revision, and comment.

Swap revisions (Compare older selected revision to newer?) check box—Select this check

box to have the Junos Scope software compare an older configuration file revision to a

newer one.

Compare Output Type drop-down list box—Select the way you want to view differences

between configuration revisions: Colored Diff or Unidiff. Colored Diff displays differences

in configuration revisions in color. Unidiff includes a minus sign (-) that represents a

difference in one revision of the configuration file and a plus sign (+) that represents a

difference in the other.

Previous button—Redisplays the Compare—Select Options dialog box for you to select

a device from which to compare configuration revisions or an imported configuration

filename for which to compare configuration revisions.

Next button—Displays the Compare—View Differences dialog box from which you can

view the differences between the two configuration file revisions.

Cancel button—Clears this dialog box and redisplays the Configuration > Repository

menu.
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Compare—Select Options Dialog Box

Description Use the Compare—Select Options dialog box to select a device for which to compare

two configuration file revisions or to select an imported configuration filename for which

to compare two revisions. By default, the Compare Archive command compares a newer

configuration file revision with an older one, but you can select to have an older

configuration file compared to a newer one.

Navigation Click Configuration > Repository > Compare.

Permissions Superuser, read-write, read-only

Elements Configuration File drop-down list box—Archived Configuration is the default selection

when you want to compare two device configuration files. Use this drop-down list box

to select an imported configuration filename for which to compare two revisions. Click

the down arrow to display a list of available filenames of configurations imported into

the Junos Scope CVS repository. If you select an imported configuration filename, the

Device drop-down list box is disabled.

Device drop-down list box—Select the device for which you want to compare two

configuration files. Click the down arrow to display a list of available routers. If you select

an imported configuration filename in the Configuration File drop-down list box, this list

box is disabled.

Next button—Displays the Compare—Select Configurations dialog box from which you

can select two configuration files to compare.

Cancel button—Clears this dialog box, and redisplays the Configuration > Repository

menu.
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Compare—View Differences Dialog Box

Description Use the Compare—View Differences dialog box to view the differences between

configuration file revisions that have been stored in the Junos Scope software CVS

repository. You can compare configuration revisions in Colored Diff and Unidiff output

formats.

Navigation Click Configuration > Repository > Compare. Select the device from which you want to

compare configurations or an imported configuration filename in the Compare—Select

Options dialog box, and click Next. Select the two configurations you want to compare

in the Compare—Select Configurations dialog box, and click Finish.

Permissions Superuser, read-write

Elements Configuration Compare of RevisionX toRevisionX onDeviceName display field—Displays

the differences between the two compared configuration file revisions. Displays the

configuration revision level (for both archived and imported configuration files) and the

device from which the configurations were archived (for archived configurations only).

By default, the Compare Archive command compares the newer revision to the older

one, but you can select to have the Junos Scope software compare an older configuration

file revision to a newer one.

Compare output type drop-down list box—Displays the compare formats—Colored Diff

and Unidiff—so you can change to a different display format. Colored Diff displays

differences in configuration revisions in color. Unidiff includes a minus sign (-) that

represents a difference in one revision of the configuration file and a plus sign (+) that

represents a difference in the other.

OK button—Displays the Compare—Select Configurations dialog box.
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Configure LSP Paths Dialog Box

Description Use the Configure LSP Paths dialog box to add/delete/export/import LSP paths which

will be used in creating MPLS/GRE tunnels.

Navigation Click Provisioning > MPSL/GRE Tunnels > Configure LSP Paths.

Permissions Superuser

Elements The table at the top of this dialog box lists the LSP paths existing in the system, with the

following information:

• Name—Name of the LSP path

• Device—Device on which the LSP path is configured.

• State—Whether committed to the device or not.

• Comment—Descriptive comment.

Delete button—Select one or more LSP paths and click delete to delete them.

Add button—Click Add to go to the Add a New LSP Path dialog box.

Export button—Click this to export all LSP paths as an XML file.

Import button—Click this to import LSP Paths existing in an XML file.
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Configure LSP Paths— Import LSP Paths Dialog Box

Description Use the Import LSP Paths dialog box to import LSP path details into the Junos Scope

software without having to manually enter it.

Navigation Click Provisioning > MPLS/GRE Tunnels > Configure LSP Paths. Click Import in the

Configure LSP Paths dialog box.

Permissions Superuser, read-write

Elements File text box— Lets you type or select the XML file you want to import.

Browse... button— Displays the File Open dialog box where you can select the XML file

you want to import.

Import Options— Select the method to be used if a conflict occurs between the existing

record stored in the Junos Scope server and the imported record. Select one of the

following options:

• Ignore— (Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Import button—Imports the selected record into the Junos Scope software and displays

the Import Results dialog box.

Cancel button—Clears the Import LSP Paths dialog box and displays the Configure LSP

Paths dialog box.
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Configure LSP Paths—Add a New LSP Path Dialog Box

Description Use the Configure LSP Paths — Add a New LSP Path dialog box to add LSP paths which

will be used in creating MPLS/GRE tunnels.

Navigation Click Provisioning > MPSL/GRE Tunnels > Configure LSP Paths, and then click Add.

Permissions Superuser

Elements Device Name drop-down list box—Displays the device names from which you can select

one on which to add an LSP Path.

Name—Enter the name of the LSP path.

Comment—Enter a comment on the LSP path.

Enter a Node—Enter node information (IP addresses and adjacency) of the LSP path.

• Enter IP Address—Enter the IP address of the node.

• Strict/Loose adjacency—Select from the drop-down list whether the node is to follow

strict or loose adjacency.

Add button—Click this button to add the node to the LSP path.

Next Hop—Displays the nodes you have added.

Remove button—Select a node and click Remove to remove that node from the LSP

path.

Remove All button—Click Remove All to remove all nodes from the LSP path.

Move Up button—Select a node and click Move Up to move it up in the path.

Move Down button—Seclect a node and click Move Down to move it down in the path.

Save button—Saves the LSP path you have added.

Reset button—Resets the information you have entered.

Cancel button—Takes you to the previous dialog box (Configure LSP Paths).
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Configure LSP Paths—Edit Details Of LSP Path Dialog Box

Description Use the Configure LSP Paths — Edit Details of LSP Path dialog box to modify details of

LSP paths which will be used in creating MPLS/GRE tunnels.

Navigation Click Provisioning > MPSL/GRE Tunnels > Configure LSP Paths, and then click the LSP

path name.

Permissions Superuser

Elements Device Name—Display only.

Name—Display only.

Comment—Enter a comment on the LSP path.

Enter a Node—Enter node information (IP addresses and adjacency) of the LSP path.

• Enter IP Address—Enter the IP address of the node.

• Strict/Loose adjacency—Select from the drop-down list whether the node is to follow

strict or loose adjacency.

Add button—Click this button to add the node to the LSP path.

Next Hop—Displays the nodes you have added.

Remove button—Select a node and click Remove to remove that node from the LSP

path.

Remove All button—Click Remove All to remove all nodes from the LSP path.

Move Up button—Select a node and click Move Up to move it up in the path.

Move Down button—Seclect a node and click Move Down to move it down in the path.

Save button—Saves the LSP path you have added.

Reset button—Resets the information you have entered.

Cancel button—Takes you to the previous dialog box (Configure LSP Paths).
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Configure Protocols Dialog Box

Description Use the Configure Protocols dialog box to select a device on which to configure the

protocol and the protocol to be configured.

Navigation Click Provisioning > MPLS/GRE Tunnels > Configure Protocols.

Permissions Superuser

Elements Device Name drop-down list box—Select a device on which you wish to configure the

protocol.

Protocol drop-down list box—Select the protocol you wish to configure on the selected

device.

Open button—Click this button to display the parameters of the selected protocol.

Export button—Click this to export the protocol configurations as an XML file.

Import button—Click this to import already exported protocol configurations from an

XML file.
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Configure Protocols— Import Protocol Details Dialog Box

Description Use the Import Protocols Details dialog box to import protocol details into the Junos

Scope software without having to manually enter it.

Navigation Click Provisioning > MPLS/GRE Tunnels > Configure Protocols. Click Import in the

Configure Protocols dialog box.

Permissions Superuser, read-write

Elements File text box— Lets you type or select the XML file you want to import.

Browse... button— Displays the File Open dialog box where you can select the XML file

you want to import.

Import Options— Select the method to be used if a conflict occurs between the existing

record stored in the Junos Scope server and the imported record. Select one of the

following options:

• Ignore— (Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Import button—Imports the selected record into the Junos Scope software and displays

the Import Results dialog box.

Cancel button—Clears the Import Protocol Details dialog box and displays the Configure

Protocols dialog box.
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Configure Protocols (INET) Dialog Box

Description Use the Configure Protocols dialog box to configure protocols on devices for provisioning

pseudowires.

Navigation Click Provisioning > MPLS/GRE Tunnels >Configure Protocols, then select INET from the

Protocols drop-down list and click Open.

Permissions Superuser

Elements Device Name drop-down list box—Select the device on which you wish to configure the

protocol.

Protocol drop-down list box—Select the prtocol (INET) and click Open.

Export button—Click this button to export the protocol in XML format.

Import button—Click this button to import protocols already configured and saved in

XML format.

Enter Details for Protocol—Enter the details for the protocol:

• Select Interface—Select the interface(s) for the protocol. To select multiple protocols,

press Shift and click the interfaces.

• Logical Unit—Enter the logical unit of the protocol.

• IP Address—Enter the IP address for the interface(s).

• Mask—Enter the IP address mask.

Add button—Click this button to add protocol details.

Details of Protocol on Interface—Displays the details you have added.

Remove button—Select an interface and click Remove to remove that interface’s

association with the protocol.

Remove All button—Click this button to remove all associations.

Savebutton—Click this button to save the details you have specified for the INET protocol.
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Configure Protocols (ISIS) Dialog Box

Description Use the Configure Protocols dialog box to configure protocols on devices for provisioning

pseudowires.

Navigation Click Provisioning > MPLS/GRE Tunnels >Configure Protocols, then select ISIS from the

Protocols drop-down list and click Open.

Permissions Superuser

Elements Device Name drop-down list box—Select the device on which you wish to configure the

protocol.

Protocol drop-down list box—Select the prtocol (LDP) and click Open.

Export button—Click this button to export the protocol in XML format.

Import button—Click this button to import protocols already configured and saved in

XML format.

Enter Details for Protocol—Enter the details for the protocol:

• Enable on all Interfaces check box—Select this check box to enable the protocol on all

interfaces.

• Select Interface—Select the interface(s) for the protocol. To select multiple protocols,

press Shift and click the interfaces.

• Logical Unit—Enter the logical unit of the protocol.

• Disable—Select this check box if you wish to disable the interface.

Level drop-down list box—Select the level from the drop-down list box.

Add button—Click this button to add protocol details.

Details of Protocol on Interface—Displays the details you have added.

Remove button—Select an interface and click Remove to remove that interface’s

association with the protocol.

Remove All button—Click this button to remove all associations.

Savebutton—Click this button to save the details you have specified for the LDP protocol.
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Configure Protocols (LDP) Dialog Box

Description Use the Configure Protocols dialog box to configure protocols on devices for provisioning

pseudowires.

Navigation Click Provisioning > MPLS/GRE Tunnels >Configure Protocols, then select LDP from the

Protocols drop-down list and click Open.

Permissions Superuser

Elements Device Name drop-down list box—Select the device on which you wish to configure the

protocol.

Protocol drop-down list box—Select the prtocol (LDP) and click Open.

Export button—Click this button to export the protocol in XML format.

Import button—Click this button to import protocols already configured and saved in

XML format.

Enter Details for Protocol—Enter the details for the protocol:

• Enable on all Interfaces check box—Select this check box to enable the protocol on all

interfaces.

• Select Interface—Select the interface(s) for the protocol. To select multiple protocols,

press Shift and click the interfaces.

• Logical Unit—Enter the logical unit of the protocol.

• Disable—Select this check box if you wish to disable the interface.

Add button—Click this button to add protocol details.

Details of Protocol on Interface—Displays the details you have added.

Remove button—Select an interface and click Remove to remove that interface’s

association with the protocol.

Remove All button—Click this button to remove all associations.

Savebutton—Click this button to save the details you have specified for the LDP protocol.
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Configure Protocols (MPLS) Dialog Box

Description Use the Configure Protocols dialog box to configure protocols on devices for provisioning

pseudowires.

Navigation Click Provisioning > MPLS/GRE Tunnels >Configure Protocols, then select MPLS from

the Protocols drop-down list and click Open.

Permissions Superuser

Elements Device Name drop-down list box—Select the device on which you wish to configure the

protocol.

Protocol drop-down list box—Select the prtocol (MPLS) and click Open.

Export button—Click this button to export the protocol in XML format.

Import button—Click this button to import protocols already configured and saved in

XML format.

Enter Details for Protocol—Enter the details for the protocol:

• Enable on all Interfaces check box—Select this check box to enable the protocol on all

interfaces.

• Select Interface—Select the interface(s) for the protocol. To select multiple protocols,

press Shift and click the interfaces.

• Logical Unit—Enter the logical unit of the protocol.

• Disable—Select this check box if you wish to disable the interface.

Add button—Click this button to add protocol details.

Details of Protocol on Interface—Displays the details you have added.

Remove button—Select an interface and click Remove to remove that interface’s

association with the protocol.

Remove All button—Click this button to remove all associations.

Save button—Click this button to save the details you have specified for the MPLS

protocol.
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Configure Protocols (OSPF) Dialog Box

Description Use the Configure Protocols dialog box to configure protocols on devices for provisioning

pseudowires.

Navigation Click Provisioning > MPLS/GRE Tunnels >Configure Protocols, then select OSPF from

the Protocols drop-down list and click Open.

Permissions Superuser

Elements Device Name drop-down list box—Select the device on which you wish to configure the

protocol.

Protocol drop-down list box—Select the prtocol (MPLS) and click Open.

Export button—Click this button to export the protocol in XML format.

Import button—Click this button to import protocols already configured and saved in

XML format.

Enter Details for Protocol—Enter the details for the protocol:

• Enable on all Interfaces check box—Select this check box to enable the protocol on all

interfaces.

• Select Interface—Select the interface(s) for the protocol. To select multiple protocols,

press Shift and click the interfaces.

• Logical Unit—Enter the logical unit of the protocol.

• Disable—Select this check box if you wish to disable the interface.

Area—Enter the OSPF area.

Traffic Engineering (TE) check box—Select this check box to enable traffic engineering.

Add button—Click this button to add protocol details.

Details of Protocol on Interface—Displays the details you have added.

Remove button—Select an interface and click Remove to remove that interface’s

association with the protocol.

Remove All button—Click this button to remove all associations.

Savebutton—Click this button to save the details you have specified for the OSPF protocol.
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Configure Protocols (RSVP) Dialog Box

Description Use the Configure Protocols dialog box to configure protocols on devices for provisioning

pseudowires.

Navigation Click Provisioning > MPLS/GRE Tunnels >Configure Protocols, then select RSVP from

the Protocols drop-down list and click Open.

Permissions Superuser

Elements Device Name drop-down list box—Select the device on which you wish to configure the

protocol.

Protocol drop-down list box—Select the prtocol (RSVP) and click Open.

Export button—Click this button to export the protocol in XML format.

Import button—Click this button to import protocols already configured and saved in

XML format.

Enter Details for Protocol—Enter the details for the protocol:

• Enable on all Interfaces check box—Select this check box to enable the protocol on all

interfaces.

• Select Interface—Select the interface(s) for the protocol. To select multiple protocols,

press Shift and click the interfaces.

• Logical Unit—Enter the logical unit of the protocol.

• Disable—Select this check box if you wish to disable the interface.

Node Protection (NP) check box—Select this check box to enable node protection.

Link Protection (LP) check box—Select this check box to enable link protection.

Add button—Click this button to add protocol details.

Details of Protocol on Interface—Displays the details you have added.

Remove button—Select an interface and click Remove to remove that interface’s

association with the protocol.

Remove All button—Click this button to remove all associations.

Savebutton—Click this button to save the details you have specified for the RSVP protocol.
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Configuration File Associations—List of Configuration Associations Dialog Box

Description Use the List of Configuration Associations dialog box to view the list of configuration

associations saved in the Junos Scope server. The configuration associations are listed

by configuration file name, configuration file version, comment, and the criteria associated

with the configuration file. The configuration associations are displayed in the order in

which the set of criteria is compared with the device attributes. Use this dialog box to

add/edit/reorder/delete/import/export configuration associations.

Navigation Click Configuration > Repository > Config Associations.

Permissions Superuser, read-write

Elements ConfigName column— Lists the names of the configuration files used in the configuration

association.

Config Version column— Lists the versions of the configuration files.

Comment column— Lists the comments entered while creating the configuration

associations.

Criteria column—Lists the criteria of each of the configuration associations.

Delete button—Deletes selected configuration associations.

Add button— Displays the Add New Configuration Association dialog box where you can

create a new configuration association.

Reorder button— Displays the Reorder Configuration Associations dialog box where you

can change the order of the configuration associations.

Exportbutton—Displays the File Download dialog box to export all the saved configuration

associations in XML file format to the file system.

Importbutton— Displays the Import Config Associations dialog box where you can import

configuration associations onto the Junos Scope server.
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Configuration File Associations—Add NewConfiguration Association Dialog Box

Description Use the Add New Configuration Association dialog box to associate a set of criteria with

a configuration file that exists in the Junos Scope server. This creates a configuration

association. Junos Scope compares the device attributes with the criteria specified in

each of these configuration associations. If they match, Junos Scope returns the

associated configuration file to the device.

Navigation Click Configuration > Repository > Config Associations. Click Add in the List of

Configuration Associations dialog box to open the Add New Configuration Association

dialog box where you can create a new configuration file association.

Click Configuration > Repository > Config Associations. Click the Configuration files’ name

in the Config Name column in the List of Configuration Associations dialog box, to open

the Edit Configuration Association dialog box where you can edit the configuration

association.

Permissions Superuser, read-write
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Elements Imported Configuration Files drop down list—Select the imported configuration file that

you want to associate with a set of criteria.

Imported Config Versions table— Select the revision of the configuration file, that you

want to associate with a set of criteria, by selecting the check box in the corresponding

row in the Imported Configuration Versions table. This table changes when you select a

different configuration file. If you select the Latest Revision option, Junos Scope always

returns the last revised version of the configuration file i.e. the dynamic latest. This option

is selected by default.

Comment text box— Type a brief description about the configuration.

Enter a Criteria column— Select the type of rule you want to set:

• Default—Select this option so that Junos Scope returns a default configuration file if

none of the device attributes match the criteria in any of the configuration associations.

You cannot associate any criteria with a configuration file that has been designated

as the default configuration association.

NOTE: This option is not displayed if it was already selected for that
configuration file in a previous configuration association.

• Device Attributes—Select this option to set a rule for a specific device parameter.

• Device Attributes drop down list—Select the device parameter from this list. The

options are Hostname, Model, OS Version, and Serial Number.

• Rule drop down lists— Set a condition for the parameter by selecting a combination

of the options from the two lists. The options for the first list are does, and does not.

The options for the second list are contain, begin with, end with, and equal.

• Rule text box— Type a value that the device attribute must match so that this

configuration file is returned to the device.

• Device in Group—Select this option so that Junos Scope returns the associated

configuration file if the requesting device belongs to the device group that you select

from the drop down list.

Action column— Select an option to decide how you want the rules to be combined in

the criteria list.

• Logic drop down list—Select one of these two options:

• Select AND if you want the device to match both the rules that are combined by

AND. This is the default selection.

• Select OR if you want the device to match one of the rules that are combined by OR.

• Addbutton—Click to combine the rules using the option that you have selected in Logic

drop down list, and to display the rules in the Criteria List.
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Criteria List column—Displays the set of criteria.

Move Up button—Moves the selected rule in the Criteria List to one row above its current

position.

Move Down button—Moves the selected rule in the Criteria List to one row below its

current position.

Remove button—Removes the selected rule in the Criteria List from the criteria list.

Remove All button—Clears the Criteria List column.

Savebutton—Saves the configuration file association and displays the List of Configuration

Association dialog box.

Reset button—Restores all the field values to their default value.

Cancel button—Clears this dialog box and displays the List of Configuration Associations

dialog box.
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Configuration File Associations—Edit Configuration Association Dialog Box

Description Use the Edit Configuration Association dialog box to edit an existing configuration

association.

Navigation Click Configuration > Repository > Config Associations. Click the Configuration file name

hyperlink in the Config Name column in the List of Configuration Associations dialog box,

to open the Edit Configuration Association dialog box where you can edit the configuration

association.

Permissions Superuser, read-write
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Elements Imported Configuration Files drop down list—Select the imported configuration file that

you want to associate with a set of criteria.

Imported Config Versions table— Select the revision of the configuration file, that you

want to associate with a set of criteria, by selecting the check box in the corresponding

row in the Imported Configuration Versions table. This table changes when you select a

different configuration file. If you select the Latest Revision option, Junos Scope always

returns the last revised version of the configuration file i.e. the dynamic latest. This option

is selected by default.

Comment text box— Type a brief description about the configuration.

Enter a Criteria column— Select the type of rule you want to set:

• Default—Select this option so that Junos Scope returns a default configuration file if

none of the device attributes match the criteria in any of the configuration associations.

You cannot associate any criteria with a configuration file that has been designated

as the default configuration association.

NOTE: This option is not displayed if it was already selected for that
configuration file in a previous configuration association.

• Device Attributes—Select this option to set a rule for a specific device parameter.

• Device Attributes drop down list—Select the device parameter from this list. The

options are Hostname, Model, OS Version, and Serial Number.

• Rule drop down lists— Set a condition for the parameter by selecting a combination

of the options from the two lists. The options for the first list are does, and does not.

The options for the second list are contain, begin with, end with, and equal.

• Rule text box— Type a value that the device attribute must match so that this

configuration file is returned to the device.

• Device in Group—Select this option so that Junos Scope returns the associated

configuration file if the requesting device belongs to the device group that you select

from the drop down list.

Action column— Select an option to decide how you want the rules to be combined in

the criteria list.

• Logic drop down list—Select one of these two options:

• Select AND if you want the device to match both the rules that are combined by

AND. This is the default selection.

• Select OR if you want the device to match one of the rules that are combined by OR.

• Addbutton—Click to combine the rules using the option that you have selected in Logic

drop down list, and to display the rules in the Criteria List.
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Criteria List column—Displays the set of criteria.

Move Up button—Moves the selected rule in the Criteria List to one row above its current

position.

Move Down button—Moves the selected rule in the Criteria List to one row below its

current position.

Remove button—Removes the selected rule in the Criteria List from the criteria list.

Remove All button—Clears the Criteria List column.

Savebutton—Saves the configuration file association and displays the List of Configuration

Association dialog box.

Resetbutton—Restores the field values back to the last saved values of that configuration

association.

Cancel button—Clears this dialog box and displays the List of Configuration Associations

dialog box.
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Configuration File Associations—Reorder Configuration Associations Dialog Box

Description Use the Reorder Configuration Associations dialog box to change the order in which the

configuration associations are listed in the Junos Scope server. Junos Scope starts

comparing the device attributes with the criteria of the configuration associations at the

top of the list. You can select the order in which the criteria are checked by using this

dialog box.

Navigation Click Configuration > Repository > Config Associations. Click Reorder in the List of

Configuration Associations dialog box.

Permissions Superuser, read-write

Elements Return Latest Archived Config— Select to return the latest configuration file that was

archived in Junos Scope for that device. This option is selected by default. When the

device sends a request, Junos Scope returns the latest configuration file that is archived

in the server for that device. If Junos Scope doesn’t have a configuration file archived for

that device, then it starts comparing the device attributes with the criteria.

Config Name column— Lists the names of the configuration files in the configuration

association.

Config Version column— Lists the versions of the configuration files.

Comment column— Lists the comments entered while creating the configuration

associations.

Criteria column—Lists the criteria of each of the configuration association.

Move Up button—Moves the selected row to one row above its current position.

Move Down button—Moves the selected row to one row below its current position.

Move First button—Moves the selected row to the top of the list of configuration

associations

Move Last button—Moves the selected row to the bottom of the list of configuration

associations.

Save button— Saves the order of configuration associations and displays the List of

Configuration Association dialog box.

Reset button— Restores the order of the configuration associations to the last saved

order.

Cancelbutton— Clears this dialog box and displays the List of Configuration Associations

dialog box.
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Configuration File Associations—Import Config Associations Dialog Box

Description Use the Import Config Associations dialog box to import configuration associations into

the Junos Scope software without having to manually enter it.

Navigation Click Configuration > Repository > Config Associations. Click Import in the List of

Configuration Associations dialog box.

Permissions Superuser, read-write

Elements File text box— Lets you type or select the XML file you want to import.

Browse... button— Displays the File Open dialog box where you can select the XML file

you want to import.

Import Options— Select the method to be used if a conflict occurs between the existing

configuration files stored in the Junos Scope server and the imported configuration files.

Select one of the following options:

• Ignore—This option is not supported by the configuration association feature.

• Merge—This option is not supported by the configuration association feature.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Import button—Imports the selected configuration file into the Junos Scope software

and displays the Import Results dialog box.

Cancel button—Clears the Import Config Association dialog box and displays the List of

Configuration Associations dialog box.
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Configuration—Current—View—View Current Configuration Dialog Box

Description Use the View Current Configuration dialog box to select the router for which you want

to view the configuration.

Navigation Click Configuration > Current > View.

Permissions Superuser, read-write, read-only

Elements Devicedrop-down list box —Select the router for which you want to view the configuration.

Next button—Displays the Configuration Browser dialog box.
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Configuration—Current—Edit—Edit Current Configuration Dialog Box

Description Use the Edit Current Configuration dialog box to select the router for which you want to

edit the configuration.

Navigation Click Configuration > Current > Edit.

Permissions Superuser, read-write

Elements Devicedrop-down list box—Select the router for which you want to edit the configuration.

Next button—Displays the Configuration Editor dialog box.
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Configuration—Current—View—Configuration Browser Dialog Box

Description Use the Configuration Browser to view the contents of the committed configuration from

a selected device.

Navigation Click Configuration > Current > View. Select a device and click Next in the Configuration

Browser—View Current Configuration dialog box.

Permissions Superuser, read-write, read-only

Elements Navigation pane—Displays the statement hierarchy levels of the configuration that have

been configured. Provides an expanding and collapsing tree view of the configuration for

a selected router. Click Hide All to collapse the configuration statement hierarchy levels

to the top. Click a statement hierarchy level or [+] to view its configured substatements.

Click Expand All to view all levels of the configuration.

Configuration view pane—Displays the current level of the configuration statement

hierarchy. Displays the configuration container and leaf statements. Container statements

contain other statements. Leaf statements do not contain other statements. Click a

container statement link to view its contents.

Command buttons—Controls the statement hierarchy view:

• Brief button—The default view, displays the basic hierarchy configuration. Only

configured statements are displayed.

• Inheritance button—Shows statements at the level at which they are inherited

• Refresh button—Displays the current committed configuration.

• Edit button—Displays the configuration in the Configuration Editor for you to edit it.

The Brief and Inheritance views remain in effect until you click another button.

Icon legend—Describes the icons that appear in the configuration view:

• [c]—The configuration statement has a comment. Place the mouse cursor over the

icon to display the comment.

• [I]—The configuration statement and the configuration below this level are inactive.

• [*]—Enter a value for the configuration statement.

• [?]—Displays help for a configuration statement value.
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Configuration—Current—View—Configuration Editor Dialog Box

Description Use the Configuration Editor dialog box to edit the contents of the committed

configuration from a selected device.

Navigation Click Configuration > Current > Edit. Select a device and click Next in the Edit Current

Configuration dialog box.

Permissions Superuser, read-write
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Elements Navigation pane — Displays the statement hierarchy levels of the configuration that have

been configured. Provides an expanding and collapsing tree view of the configuration for

a selected router. Click a statement hierarchy level or [+] to view its configured

substatements. Click Expand All to view all levels of the configuration. Click Hide All to

collapse the configuration statement hierarchy levels to the top.

Configuration view pane—Displays the current level of the configuration statement

hierarchy. Displays the configuration container and leaf statements. Container statements

contain other statements. Leaf statements do not contain other statements. Displays

data for the current level of configuration. Click Edit to modify that configuration statement

and any nested statements. The word Configure appears if a configuration statement

has not been modified. Click Configure to edit the configuration of that statement and

any nested statements.

Commandbuttons—Contains the buttons that control the view in the statement/hierarchy

view:

• OK—Saves changes and takes you to the parent statement level. Changes are kept

local to the Junos Scope server until you click Commit.

• Cancel—Discards any edits that you’ve made and takes you to the parent statement

level.

• Apply—Saves the changes you’ve made in the current window, but does not exit that

window. You can make more changes and apply or cancel them. Apply does not change

the configuration running on the router. Changes are kept local to the Junos Scope

server until you click Commit.

• Refresh button—Refreshes the cached configuration with the currently committed

configuration. Your changes are maintained and continue to be displayed.

• Commit—Displays a review screen that displaces the set of changes and prompts you

to continue. If you confirm to continue, the configuration is checked for syntax errors,

activated, and made operational on the selected router.

• Discard—Displays a dialog box from which you can choose to discard changes below

the current level in the configuration, discard all changes, or delete the configuration

below the current level.

Icon legend—Describes the icons that appear in the configuration items:

• [c]—The configuration statement has a comment. Place the mouse cursor over the

icon to display the comment.

• [I]—The configuration statement and the configurations below this level are inactive.

• [M]—The configuration statement has been edited.

• *—The configuration statement requires a mandatory value.
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Delete—Confirm Deletion Dialog Box

Description Use the Confirm Deletion dialog box to confirm the selections for deletion are correct.

Navigation Click Configuration > Repository > Delete. Select the configuration files you want to

delete in the Select Files dialog box and click Next.

Permissions Superuser, read-write

Elements Please Confirm display field—Displays the configuration files that will be deleted

permanently from the CVS Repository.

OKbutton—Executes the operation. The Select Files dialog box appears with the deleted

configuration file removed from the list of configuration files.

Previous button—Redisplays the Select Files dialog box.

Cancel button—Clears this dialog box and displays the Configuration repository dialog

box.
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Delete—Select Files Dialog Box

Description Use the Select Files dialog box to select an imported configuration file that you want to

delete.

Navigation Click Configuration > Repository > Delete.

Permissions Superuser, read-write

Elements Name column—Lists the imported configuration files in the CVS repository.

Cancel button—Clears this dialog box and displays the Configuration Repository dialog

box.

Next button—Display the Confirm Deletion dialog box.
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Devices Dialog Box

Description Use the Devices dialog box to connect the Junos Scope software to routers on the network.

The Devices dialog box is empty until you add routers. The Devices dialog box lists the

added routers by device name, DNS name or IP address, access method, model number,

location and comment.

We recommend that you set up authentication information and access methods before

setting up routers or devices.

Navigation Click Settings > Devices.

Permissions Superuser

Elements Devices table—Lists the devices added to the Junos Scope software by device name,

DNS name or IP address, access method, model number, and comment. You can sort

devices data by table column name in ascending or descending order by clicking the

table column name

Add button—Displays the Add Device dialog box so you can add a new router for Junos

Scope software operations.

Copybutton—Copies the selected device in the Junos Scope database. A 1 (one) appears

after the copied device and increments sequentially each time you copy the same device.

Select a device to copy.

Editbutton—Displays the Edit Device dialog box so you can edit router information. Select

a device to edit.

Update Interface Details button— Displays the Update Interface Details dialog box so

you can update the Junos Scope database with the details of a specific interface of a

device.

Deletebutton—Deletes a selected router or routers from the devices table. Select a device

to delete.

Export button—Displays the File Download dialog box to export the setup data in XML

file format to the file system. The default device export filename is Junos

Scope-devices.xml.

Import button—Displays the Import dialog box for you to specify the import XML file to

import.

Sync Device Details button—Displays the Sync Device Detail dialog box where you can

synchronize the Junos Scope database with the interface details of a device that you

specify.
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Devices—Add Device Dialog Box

Description Use the Add Device dialog box to add supported Juniper Networks routing platforms for

Junos Scope software operations.

Navigation Click Settings > Devices. Click Add in the Devices dialog box.

Permissions Superuser

Elements DNSName or IP Address text box—Type a Domain Name System (DNS) name or IP

address for the router you want to add.

AccessMethod drop-down list box—Select the remote access method for connecting to

the router’s Junos XML protocol server. Click the down arrow to display the available

access methods: SSL, clear-text, Netconf.

Next button—Displays the Add Device—Verify Device Information dialog box to confirm

that Junos Scope has connect to the specified device.

Cancel button—Clears this dialog box, and redisplays the Devices dialog box.
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Devices—Edit Device Dialog Box

Description Use the Edit Device dialog box to edit router information stored in the database. You can

edit the router name, Domain Name System (DNS) name or IP address, access method,

model, location and comment.

Navigation Click Settings > Devices. Select the device that you want to edit in the Devices dialog

box, and click Edit.

Permissions Superuser

Elements Device Name text box—Type a name for the router for the Junos Scope software. The

router name must be 40 characters or less.

DNSName or IP Address text box—Type a DNS name or IP address for the router you

want to add.

AccessMethoddrop-down list box—Select the remote access method (SSL or clear-text)

for connecting to the router. Click the down arrow to display the available options.

Model drop-down list box—Select the router model. Click the down arrow to display the

available device model options.

Location text box—Type the location of the device. This is an optional field.

Labels check boxes—Lists existing labels by category in the bottom area of the dialog

box. All labels with no specified category are displayed under the category Miscellaneous.

Click one or more label check boxes to associate the device with an existing label. A label

is used to statically group multiple devices so that Junos Scope operations, such as

archive and inventory scan, can be performed on them. You create labels using the

Settings > Labels command. If no labels are configured, no labels are listed in this dialog

box.

Comment text box—Type an optional descriptive comment about the router that you

want to add. The comment must be 40 characters or less.

OK button—Adds the edited router information to the Junos Scope software database.

The router is listed in the Devices dialog box.

Cancel button—Clears this dialog box and redisplays the Devices dialog box.
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Devices—Edit Device Information Dialog Box

Description Use the Edit Device dialog box to edit router information stored in the database. You can

edit the router name, Domain Name System (DNS) name or IP address, access method,

model, location and comment.

Navigation Click Settings > Devices. Select the device that you want to edit in the Devices dialog

box, and click Edit.

Permissions Superuser

Elements Device Name text box—Type a name for the router for the Junos Scope software. The

router name must be 40 characters or less.

DNSName or IP Address text box—Type a DNS name or IP address for the router you

want to add.

AccessMethoddrop-down list box—Select the remote access method (SSL or clear-text)

for connecting to the router. Click the down arrow to display the available options.

Model drop-down list box—Select the router model. Click the down arrow to display the

available device model options.

Location text box—Type the location of the device. This is an optional field.

Labels check boxes—Lists existing labels by category in the bottom area of the dialog

box. Click one or more label check boxes to associate the device with an existing label.

A label is used to statically group multiple devices so that Junos Scope operations, such

as archive and inventory scan, can be performed on them. You create labels using the

Settings > Labels command. If no labels are configured, no labels are listed in this dialog

box.

Comment text box—Type an optional descriptive comment about the router that you

want to add. The comment must be 40 characters or less.

Labels check boxes—Lists existing labels by category in the bottom area of the dialog

box. Click one or more label check boxes to associate the device with an existing label.

A label is used to statically group multiple devices so that Junos Scope operations, such

as archive and inventory scan, can be performed on them. You create labels using the

Settings > Labels command. If no labels are configured, no labels are listed in this dialog

box.

OK button—Adds the edited router information to the Junos Scope software database.

The router is listed in the Devices dialog box.

Previous button—Displays the previous Add Device dialog box.

Cancel button—Clears this dialog box and redisplays the Devices dialog box.
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Devices—Update Interface Details Dialog Box

Description Use the Update Interface Details dialog box to update the Junos Scope database with

the details of a specific interface of a device.

Navigation Click Settings > Devices. Click Update Interface Details in the Devices dialog box.

Permissions Superuser

Elements Device Name: field—Displays the name of the selected device.

Loopback Address: field— Enter the loopback IP address of the device.

Enter Interface field— Enter the interface whose details are to be updated in the database.

Add button— Adds the interface to the Interface list.

Interfaces list— Displays the interfaces present in the Junos Scope database. This list

also shows the new interfaces that you have added to the list.

Remove button—Clears the selected interfaces from the Interfaces list box.

Remove All button—Clears the Interfaces list box.

Save button— Sets the loopback address for the devices and Updates the interface

details of the selected device

Reset button—Clears all the values you selected and displays the last saved values.

Cancel button—Clears this dialog box and displays the Devices dialog box.
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Devices—Import Devices Dialog Box

Description Use the Import Devices dialog box to import device setup information into the Junos

Scope software without having to manually enter it. The default import filename for

devices is Junos Scope-devices.xml.

Navigation Click Settings > Devices. Click Import in the Devices dialog box.

Permissions Superuser

Elements File to import text box—Lets you type or browse to the device XML file to import.

ImportOptions—Select an import method to be used if a conflict occurs between existing

records stored in the Junos Scope server and imported records when synchronizing Junos

Scope settings imported from multiple servers, The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Browsebutton—Displays the File Open dialog box for you to select the XML file to import.

Import button—Imports the selected device data into the Junos Scope software and

displays the Import Results dialog box.

Cancel button—Clears this dialog box and displays the Devices dialog box.
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Devices—Select Group or Device(s) for Re-sync Dialog Box

Description Use the Select Group or Device(s) for Re-sync dialog box to select the device(s) or group

of devices whose details are to be updated in the Junos Scope database.

Navigation Click Settings > Devices. Click Sync Device Details in the Devices dialog box.

Permissions Superuser

Elements Group check box and drop-down list box—Select a device group whose details you want

to update in the Junos Scope database. Click the Group option button, and then click the

Group drop-down list box to display the available groups for Junos Scope software

operations. If you have not added any device groups, the Groups drop-down list box is

empty.

Select Device(s) check box and drop-down list box—Select a device or devices whose

details you want to want to update in the Junos Scope database. Click the Devices option

button, then click the Devices drop-down list box to display the available devices added

for Junos Scope software operations. If you have not added any devices, the Select

Device(s) drop-down list box is empty.

Next button—Displays the Confirm Selections dialog box

Cancel button—Clears this dialog box and displays the Devices dialog box.
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Device—Confirm Selections for Re-sync Dialog Box

Description Use the Confirm Selections for Re-sync dialog box to ensure that you have selected the

right device(s) or group of devices to update in the Junos Scope database.

Navigation Click Settings > Devices. Click Sync Device Details in the Devices dialog box. Select the

device(s) or group of devices and click Next.

Permissions Superuser

Elements PleaseConfirmdevice display area—Displays the device whose details should be updated

in the Junos Scope database.

Finish button—Executes the operation. The Status—View Status Records dialog box

appears displaying the status of the synchronization operation.

Previous button—Opens the previous Select Group or Device(s) for Re-sync dialog box

so that you can select another device(s) or group of devices.

Cancel button—Clears this dialog box and displays the Device dialog box.
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Devices—Verify Device Information Dialog Box

Description Use the Verify Device Information dialog box to view information about the Juniper

Networks router to which you want to connect, including hostname, model, Junos OS

and whether Junos Scope supports it, domain name, time zone, and number of installed

Routing Engines.

Navigation Click Settings > Devices. Click Add in the Devices dialog box. Enter connection information

in the Add Device—Enter Connection Information dialog box, and click Next.

Permissions Superuser

Elements The Device Information Download dialog box discovers and displays the following

information about the router:

Hostname—The name of the router on the network.

Model—The router hardware model. The Junos Scope software supports Juniper Networks

routing platforms.

Junos operating system (Junos OS)—The version of the Junos OS installed and running

on the router and whether the Junos Scope software supports it.

Domain name—A unique name that identifies the router on the network. Domain names

always have two or more parts, separated by dots.

Time zone—The time zone within which the router is installed.

NumberofRoutingEngines—The number of Routing Engines installed in the router. Some

router models support two Routing Engines.

Previous button—Displays the previous Add Device dialog box.

Next button—Displays the Add Device dialog box with all information about the device

displayed.

Cancel button—Clears this dialog box and displays the Devices dialog box.
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Diagnostics — LSP Ping— L2Circuit — Filter Pseudowires Dialog Box

Description Use the Filter Pseudowires dialog box to filter pseudowires based on one of the many

criteria provided and perform a LSP Ping test on them.

Navigation Click Provisioning > Diagnostics > LSP Ping > L2Circuit.

Permissions Superuser, read-write, read-only

Elements The following criteria are available for filtering pseudowires and displaying results:

• All Pseudowires—Displays all pseudowires.

• Select Device Groups—Displays pseudowires configured on the selected device groups.

Press the Shift key to select multiple device groups.

• Select Devices—Displays pseudowires configured on the selected devices. Press the

Shift key to select multiple devices.

• Select Pseudowire Endpoints—Select pseudowire endpoints from the drop-down list

boxes. Displays the pseudowires configured between the selected endpoints.

• Virtual Circuit ID—Displays the pseudowires with the Virtual Circuit ID you enter.

OK button—Click OK after specifying the filtering criterion to display results.
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Diagnostics — LSP Ping— L2Circuit — Select L2circuit Pseudowires Dialog Box

Description This dialog box lists the pseudowires according to the criteria you specified.

Navigation Click Diagnostics > LSP Ping > L2Circuit and then click Filter after specifying the criteria.

Permissions Superuser, read-write, read-only

Elements The list of pseudowires provides the following information about the pseudowires.

• Source Device Name

• Source Interface

• Destination Device Name

• Destination Interface

• Virtual Circuit ID

RunCommand button—Select a pseudowire and click Run Command to perform an LSP

Ping test checking the operation status of the pseudowire. The Diagnostics dialog box

opens which displays a success or a failure message depending on the operation status

of the pseudowire.
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Diagnostics — LSP Ping— L2Circuit — Diagnostics Dialog Box

Description This dialog box displays the results of the LSP Ping tests.

Navigation Click Diagnostics > LSP Ping > L2Circuit. Click Filter after specifying the criteria. Specify

the criteria and click Run Command.

Permissions Superuser, read-write, read-only

Elements The list of pseudowires provides the following information about the pseudowires.

• Source Device Name

• Source Interface

• Destination Device Name

• Destination Interface

• Virtual Circuit ID

• Status

• Source => Destination

• Destination =>Source
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Diagnostics — LSP Ping— L2VPN— Filter Pseudowires Dialog Box

Description Use the Filter Pseudowires dialog box to filter pseudowires based on one of the many

criteria provided and perform a LSP Ping test on them.

Navigation Click Provisioning > Diagnostics > LSP Ping > L2VPN

Permissions Superuser, read-write, read-only

Elements The following criteria are available for filtering pseudowires and displaying results:

• All Pseudowires—Displays all pseudowires.

• Select Device Groups—Displays pseudowires configured on the selected device groups.

Press the Shift key to select multiple device groups.

• Select Devices—Displays pseudowires configured on the selected devices. Press the

Shift key to select multiple devices.

• Select Pseudowire Endpoints—Select pseudowire endpoints from the drop-down list

boxes. Displays the pseudowires configured between the selected endpoints.

• VPN Name—Displays the pseudowires with the VPN Name you enter.

OK button—Click OK after specifying the filtering criterion to display results.
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Diagnostics — LSP Ping— L2VPN—Select L2VPN Pseudowires Dialog Box

Description This dialog box lists the pseudowires according to the criteria you specified.

Navigation Click Diagnostics > LSP Ping > L2VPN and then click Filter after specifying the criteria.

Permissions Superuser, read-write, read-only

Elements The list of pseudowires provides the following information about the pseudowires.

• VPN Name

• Source Device Name

• Source Site Name

• Source CE Intf

• Destination Device Name

• Destination Site Name

• Destination CE Intf

RunCommand button—Select a pseudowire and click Run Command to perform an LSP

Ping test checking the operation status of the pseudowire. The Diagnostics dialog box

opens which displays a success or a failure message depending on the operation status

of the pseudowire.
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Diagnostics — LSP Ping— L2VPN—Diagnostics Dialog Box

Description This dialog box displays the results of the LSP Ping tests.

Navigation Click Diagnostics > LSP Ping > L2VPN. Click Filter after specifying the criteria. Specify

the criteria and click Run Command.

Permissions Superuser, read-write, read-only

Elements The list of pseudowires provides the following information about the pseudowires.

• VPN Name

• Source Device Name

• Source Interface

• Source CE Intf

• Destination Device Name

• Destination Interface

• Destination CE Intf

• Status

• Source => Destination

• Destination =>Source
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Diagnostics — Ping— Select Devices Dialog Box

Description Use the Select Devices dialog box to select devices and perform a Ping test on them.

Navigation Click Provisioning > Diagnostics > Ping

Permissions Superuser, read-write, read-only

Elements Source Device

• SelectDeviceoption button and drop-down list box—Select the source device on which

the Ping test is going to be performed. If you have not added any routers, the drop-down

list box is empty.

Destination Device(s)

• Select Device(s) drop down list—Select the destination device on which the Ping test

is going to be performed.

• EnterHostname/IPAddress field— Enter the IP address of the destination device in the

Enter Hostname/IP Address field.

Add button— Adds the device combination to the Selected Device Combination list.

Selected Device Combinations list box— Displays the device combinations on which the

Ping test is going to be performed. Ping is used to verify that the host can be reached

over the network.

Removebutton—Clears the selected combinations from the Selected Device Combination

list box.

Remove All button—Clears the Selected Device Combinations list box.

OK button—Click OKClick OK to open the Ping Results dialog box.
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Diagnostics — Ping—Ping Results Dialog Box

Description This dialog box displays the results of the Ping tests.

Navigation Click Diagnostics > Ping. Select the source and destination devices and then click OK

Permissions Superuser, read-write, read-only

Elements The list of pseudowires provides the following information about the pseudowires.

• Source Device Name

• Destination Device Name

• Status
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Diagnostics — TraceRoute— Select Devices Dialog Box

Description Use the Select Devices dialog box to select devices and perform a TraceRoute test on

them.

Navigation Click Provisioning > Diagnostics > TraceRoute

Permissions Superuser, read-write, read-only

Elements Source Device

• SelectDeviceoption button and drop-down list box—Select the source device on which

the TraceRoute test is going to be performed. If you have not added any routers, the

drop-down list box is empty.

Destination Device(s)

• SelectDevice(s)drop down list—Select the destination device on which the TraceRoute

test is going to be performed.

• EnterHostname/IPAddress field— Enter the IP address of the destination device in the

Enter Hostname/IP Address field.

Add button— Adds the device combination to the Selected Device Combination list.

Selected Device Combinations list box— Displays the device combinations on which the

TraceRoute test is going to be performed. Traceroute is used to display a list of routers

that exist between the device and a specified destination host.

Removebutton—Clears the selected combinations from the Selected Device Combination

list box.

Remove All button—Clears the Selected Device Combinations list box.

OK button—Click OK to open the Traceroute Results dialog box.
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Diagnostics — TraceRoute— TraceRoute Results Dialog Box

Description This dialog box displays the results of the TraceRoute tests.

Navigation Click Diagnostics > TraceRoute. Select the source and destination devices and then click

OK.

Permissions Superuser, read-write, read-only

Elements The list of pseudowires provides the following information about the pseudowires.

• Source Device Name

• Destination Device Name

• Status
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Diagnostics — BERT Test — Select Interfaces Dialog Box

Description Use the Select Devices dialog box to select devices and perform a BERT Test on them.

Navigation Click Provisioning > Diagnostics > BERT Test

Permissions Superuser, read-write, read-only

Elements Select Device option button and drop-down list box—Select the device on which the

BERT Test is going to be performed. If you have not added any routers, the drop-down

list box is empty.

Select Interface drop down list—Select the interface on which the BERT Test is going to

be performed.

Add button— Adds the device-interface combination to the Selected Interfaces list.

Selected Interfaces list box— Displays the device combinations on which the BERT Test

is going to be performed. Bit Error Rate Testing (BERT) is used to test the quality of links.

Remove button—Clears the selected combinations from the Selected Interfaces

Combination list box.

Remove All button—Clears the Selected Interfaces list box.

BERTAlgorithm drop down list—Select the BERT algorithm. This algorithm is the pattern

to send in the bit stream and is used to test the quality of the links on the selected

interfaces

ErrorRate field—Enter a value in the Error Rate field. This can be an integer from 0 through

7, which corresponds to a bit error rate from 10-0 (1 error per bit) to 10-7 (1 error per 10

million bits). Ensure that the error rate value is between 0 and 7.

Period field—Enter a value in the Period field to specify the duration of the test. By default,

the BERT period is 10 seconds.

OK button—Click OK to open the BERT Test Results dialog box.
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Diagnostics — BERT Test— Results Dialog Box

Description This dialog box displays the results of the BERT Test.

Navigation Click Diagnostics > BERT Test. Select the device and interfaces, and then click OK.

Permissions Superuser, read-write, read-only

Elements The list of pseudowires provides the following information about the pseudowires.

• Device Name

• Interface

• Status

Copyright © 2010, Juniper Networks, Inc.558

Junos 10.4 Junos Scope Software User Guide



Display—Select Configuration Revision Dialog Box

Description Use the Display—Select Configuration Revision dialog box to select a configuration file

revision to display. The configuration files are listed by date, revision, and comment.

Select a configuration file to display it.

Navigation Click Configuration > Repository > Display. Select the device from which you want to

view an archived configuration or an imported configuration filename in the

Display—Select Options dialog box, and click Next.

Permissions Superuser, read-write

Elements Configuration table—Displays the configuration files stored in the Junos Scope CVS

repository for the selected device or imported configuration filename. The configuration

files are listed by date, revision, and comment. Click an archive revision to select it.

Previous button—Displays the previous Display—Select Options dialog box.

Next button—Displays the contents of the configuration file in the Display—View

Configuration dialog box.

Cancel button—Clears this dialog box and redisplays the Configuration > Repository

menu.
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Display—Select Options Dialog Box

Description Use the Display—Select Options dialog box to select a router from which to view an

archived configuration file or to select an imported configuration filename to display.

Navigation Click Configuration > Repository > Display.

Permissions Superuser, read-write, read-only

Elements Configuration File drop-down list box—Displays the default Archive Configuration option

if you want to display an archived configuration and the filenames of configurations that

you have imported into the Junos Scope software. If you select an imported configuration

filename, the Device drop-down list box is disabled.

Device drop-down list box—Displays the available devices from which you can select to

display an archived configuration file revision. If you select an imported configuration

filename in the Configuration File drop-down list box, this drop-down list box is disabled.

Next button—Displays the Display—Select Configuration Revision dialog box from which

you can select a configuration to display.

Cancel button—Clears this dialog box and redisplays the Configuration > Repository

menu.
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Display—View Configuration Dialog Box

Description Use the Display—View Configuration dialog box to view the contents of a selected

configuration file.

Navigation Click Configuration > Repository > Display. Select a device from which to view an archived

configuration or select the filename of an imported configuration file in the Display—Select

Device dialog box, and click Next.

Permissions Superuser, read-write

Elements Configuration Revision X.X display box—Displays the read-only contents of the selected

configuration file revision. Displays the configuration revision level (for both archived and

imported configuration files) and the device name from which the configuration is

displayed (for archived configuration files only).

Previous button—Displays the previous Display—Select Configuration Revisions dialog

box from which you can select another configuration file revision to display.
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Edit—Configuration Revision Dialog Box

Description Use the Configuration Revision dialog box to edit a configuration file.

Navigation Click Configuration > Repository > Edit. Select a device from which to edit the

configuration, or select an imported configuration filename in the Select Options dialog

box. Select the configuration revision in the Select Configuration Revision dialog box and

click Next.

Permissions Superuser, read-write

Elements Configuration Revision display box—Displays the contents of the archived configuration

file that you have selected to edit.

Cancel button—Clears this dialog box and displays the Configuration Repository dialog

box.

Save button—Saves modifications to the archived configuration file.
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Edit—Save Result Dialog Box

Description Use the Save Result dialog box to confirm whether an edited configuration file has been

saved to the Junos Scope CVS repository.

Navigation Click Configuration > Repository > Edit. Select options and click Next in the Select Options

dialog box. Select the configuration revision in the Select Configuration Revision dialog

box and click Next. Modify the configuration file as required in the Configuration Revision

dialog box and click Save.

Permissions Superuser, read-write

Elements Local File display field—Displays the name of the archived configuration file that has

been modified.

Action Taken display field—Displays whether the archived configuration file has been

modified.

OK button—Displays the Configuration Repository dialog box.

563Copyright © 2010, Juniper Networks, Inc.

Chapter 44: Junos Scope Dialog Box Reference



Edit—Select Configuration Revision Dialog Box

Description Use the Select Configuration Revision dialog box to select the revision of the configuration

file you want to edit.

Navigation Click Configuration > Repository > Edit. Select Options and click Next in the Select Options

dialog box.

Permissions Superuser, read-write

Elements Archived Date column—Lists the dates on which the configuration was archived.

Revision column—Lists the current revision of the configuration.

Commentcolumn—Lists the optional comments entered while archiving the configuration.

Next button—Displays the Configuration Revision dialog box.

Cancel button—Clears this dialog box and displays the Configuration Repository dialog

box.

Previous button—Displays the Select Options dialog box.
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Edit—Select Options Dialog Box

Description Use the Select Options dialog box to select a configuration file to edit.

Navigation Click Configuration > Repository > Edit.

Permissions Superuser, read-write

Elements Configuration File drop-down list box—Lists the configuration files in the CVS repository.

Device drop-down list box—Lists the device or devices from which the configuration file

has been archived.

Next button—Displays the Select Configuration Revision dialog box.

Cancel button—Clears this dialog box and displays the Configuration Repository dialog

box.
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Export—File Download Dialog Box

Description Use the File Download dialog box to export Junos Scope settings data to a file on the

local file system. The dialog box displays the exported filename, file type, and the source

hostname.

Navigation • Authentication Information—Click Settings > Authentication Information, then click

Export.

• Access Methods—Click Settings > Access Methods, then click Export.

• Configuration File Associations— Click Configuration > Repository > Config Associations,

then click Export.

• Devices—Click Settings > Devices, then click Export.

• Groups—Click Settings > Groups, then click Export.

• Labels—Click Settings >Labels, then click Export.

• Schedules—Click Settings > Schedules, then click Export.

• Local Authentication—Click Settings > Users > Local Authentication, then click Export.

• User Group Authorization—Click Settings > Users > User Group Authorization, then

click Export.

• Authentication Policy—Click Settings > Users > Authentication Policy, then click Export.

• Global Authentication Policy—Click Settings > Users > Authentication Policy > Global

Authentication Policy, then click Export.

• RADIUS Configuration—Click Settings > RADIUS Configuration, then click Export.

• Import/Export Data—Click Settings > Import/Export Data, then click Export All Data.

• Saved Operations—Click Settings > Saved Operations, then click Export.

Permissions Superuser
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Elements Filenamedisplay field—The Junos Scope software exports the following setup information

to the following files:

File Type display field—The Junos Scope software exports all data in XML file format.

Fromdisplay field—Displays the Junos Scope software server and domain name to which

you are connected.

File Download read-only area—Displays the export data filename, file type, and source

hostname.

Open button—Displays the contents of the export XML file.

Save button—Saves the exported setup data in an XML file to the file system.

Cancel button—Closes the File Download dialog box.

More Info button—Displays the system online Help for exporting a file.

Default XML FilenameSettings Data

Junos
Scope-access-methods.xml

Access methods

Junos
Scope-access-methods.xml

Authentication information

Junos Scope-devices.xmlDevices

Junos Scope-groups.xmlGroups

Junos Scope-schedules.xmlSchedules

Junos Scope-labels.xmlLabels

Junos Scope-users.xmlUsers > Local Authentication

Junos Scope-usergroups.xmlUsers > User Group Authorization

Junos Scope-auth-policy.xmlUsers > Authentication Policy >
User-Specific Authentication
Policy

Junos Scope-globalPolicy.xmlUsers > Authentication Policy >
Global Authentication Policy

JunosScope-radiusClients.xmlRADIUS Configuration

Junos Scope-all.xmlImport/Export Data

Junos Scope-operations.xmlSaved Operations
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GroupMembers (CriteriaWizard) Dialog Box

Description Use the Group Members dialog box while defining group criteria rules to view the routers

that are in the selected router group or groups that you specify.

Navigation Click Settings > Groups. Click Add, Copy, or Edit in the Groups dialog box. Click Criteria

Wizard in the Add, Edit, or Copy Group dialog box. Click View Members in the Define Group

Membership dialog box.

Permissions Superuser

Elements GroupMembersdisplayfield—Displays the routers that are in the selected router group(s).

OK button—Redisplays the Groups dialog box.
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GroupMembers (Groups) Dialog Box

Description Use the Group Members (Groups) dialog box to view the routers that are in a selected

router group or groups. You can select one or more groups.

Navigation Click Settings > Groups. Select one or more groups in the Groups dialog box, and click

View Members.

Permissions Superuser

Elements GroupMembersdisplayfield—Displays the routers that are in the selected router group(s).

OK button—Redisplays the Groups dialog box.

569Copyright © 2010, Juniper Networks, Inc.

Chapter 44: Junos Scope Dialog Box Reference



Groups Dialog Box

Description Use the Groups dialog box to view the router groups that have been added for Junos

Scope software operations. A group is comprised of routers that are associated by a

common property, such as device name, hostname, model number, and comment. The

group becomes active when you perform an archive.

The Groups dialog box is empty until you add a group.

Navigation Click Settings > Groups.

Permissions Superuser

Elements Group table—Lists the added router groups by group name, selection criteria, and

comment. The group name is the name of the group for the Junos Scope software and

must be 20 characters or less. The selection criteria defines how you want the group to

be selected or queried from the device information stored in the Junos Scope software

database. The comment is a description of the router group and can be any length. Select

a group to copy, edit, or delete.

OK button—Redisplays the Junos Scope software main window.

ViewMembers button—Displays the View Members dialog box from which you can view

all of the routers that belong to a specified group.

Add button—Displays the Add Group dialog box from which you can add a new router

group by typing a group name, defining a rule for selecting the group from the database,

and adding a descriptive group comment.

Copy button—Copies the selected group in the Junos Scope database. A 1 (one) appears

after the copied group and increments sequentially each time you copy the same group.

Select a group to copy.

Editbutton—Displays the Edit Group dialog box from which you can edit an existing router

group by typing a new name, deleting an existing rule for selecting the group and adding

a new one, adding to the existing rule, or typing a new group description. Select a group

to edit.

Delete button—Deletes the selected group from the Junos Scope database. Select a

group to delete.

Export button—Displays the File Download dialog box to export the setup data in XML

file format to the file system. The default devices export filename is Junos

Scope-groups.xml.

Import button—Displays the Import dialog box for you to specify the import XML file to

import.
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Groups—Add Condition Dialog Box

Description Use the Groups—Add Condition dialog box to define the comparison for selecting the

routers in a group from the Junos Scope software database. The Add Group Criteria dialog

box displays the previous rule and logic if you have already added a rule for selecting a

group. If you have not added a group, the Previous Rule and Logic display text boxes are

empty.

Navigation Click Settings > Groups. Click Add in the Groups dialog box. Click Criteria Wizard in the

Add Group dialog box. Click Append in the Define Group Membership Criteria dialog box.

Permissions Superuser

Elements Previous Rule display field—Displays the previous rule that you created for selecting

routers in a group from the Junos Scope software database. Displays “No previous rule”

if you have not created one.

Logic(toprevious rule)display field—Displays the logic for adding a new rule to an existing

one. The logic can be either AND or OR. Displays “Not Applicable” if you have not added

a rule to an existing one.

Comparisons drop-down list box—Select the router property that you want to compare

for selecting the routers in a group. Click the down arrow to display the available

comparison options: device name, device hostname, model, location,comment, and has

Label.

NOTE: Use the has Label Comparison drop-down list box option to use a
label as a rule to statically organize a group of devices. Select a label name
in the associated drop-down list box.
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TextComparecheck box and drop-down list boxes—Defines a text rule for the comparison

option that you selected. Use text comparisons for text type comparisons, including

device name, hostname, model, location and comments.

• First drop-down list box—Defines what you want a text comparison to do. Click the

down arrow to display the available options: does and does not.

• Second drop-down list box—Further define what you want a text comparison to do.

Click the down arrow to display the available options: contains, beginswith, endswith,

or equals.

• Text Compare text box—Type the text that you want to compare in the rule.

Numeric Compare check box—Define a numeric rule for the comparison option that you

selected. Use numeric compare for numeric type comparisons.

• First drop-down list box—Define what you want a numeric comparison to operate.

Click the down arrow to display the available options: is or is not.

• Second drop-down list box—Further define what you want a numeric comparison to

do. Click the down arrow to display the available options: greater than, less than, or

equal to.

• Numeric Compare text box—Type a numeric value that you want to compare in the

rule.

OK button—Adds the rule that you defined and displays the Edit Group Criteria dialog

box with that rule listed in the Criteria Rules option button display field.

Cancel button—Clears this dialog box, and redisplays the Edit Group Criteria dialog box.
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Groups—Add Group Dialog Box

Description Use the Add Group dialog box to add router groups for Junos Scope software operations.

Groups are comprised of routers that are associated by some common factor, such as

device name, model, hostname, or comment. A group is a separate entity that has no

effect until you associate it with an operation, such as archive.

The Add Group dialog box populates the Groups dialog box with router groups.

Navigation Click Settings > Groups. Click Add in the Groups dialog box.

Permissions Superuser

Elements Group Name text box—Type the name of the router group that you want to add. The

group name must be 20 characters or less.

Criteria Rules display field—Displays the selection criteria or rule(s) for selecting routers

for a group from the Junos Scope software database. The selection criteria is a database

query that you create. The Selection Criteria text box is blank until you add a rule. To add

a rule, click Rules Criteria, and complete the selection criteria definition process.

Comment text box—Type an optional descriptive comment about the router group.

OK button—Adds the router group to the table in the Groups dialog box and to the Junos

Scope software database. Otherwise, displays an error message telling you to click Rules

Criteria to define a rule if you have not already done so.

CriteriaWizard button—Defines the query or rule for selecting routers for a group from

the Junos Scope software database. Click Criteria Wizard to display the Edit Group Criteria

dialog box.

Cancel button—Clears this dialog box, and redisplays the Groups dialog box.
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Groups—Define GroupMembership Dialog Box

Description Use the Define Group Membership dialog box to edit the existing router group information

in the database, including the group name, selection criteria rule, and group comments.

Navigation Click Settings > Groups. Click Add in the Groups dialog box. Add a group name in the Add

Groups dialog box, and click Criteria Wizard.

The Edit Group dialog box appears when you select a router group in the Groups dialog

box and click Edit.

Permissions Superuser

Elements GroupName text box—Displays the existing group name. Select the group name and type

a new one. The group name must be 20 characters or less.

Criteria Rule display field—Displays the rule for selecting the router group from the Junos

Scope software database. To edit the rule, click Criteria Rule. The Edit Group Criteria

dialog box appears.

Comment text box—Displays the group comment. Select the group comment and type

a new one.

OK button—Adds the edited group information to the Junos Scope software database.

CriteriaWizard button—Lets you edit the group criteria rule and displays the Edit Group

Criteria dialog box.

Cancel button—Clears this dialog box and redisplays the Groups dialog box without

editing the group information.
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Groups—Edit GroupMembership Dialog Box

Description Use the Edit Group Membership dialog box to define and edit the rule for selecting a

router group from the Junos Scope software database. The Edit Group Criteria dialog

box is empty until you define a rule for selecting routers in a router group. If you have

already added a rule, the Edit Group dialog box displays the existing rule and lets you

provide logic (AND or OR) for adding a new rule and specifying the order of multiple rules.

Navigation Click Settings > Groups. Select a group to edit in the Groups dialog box, and click Edit.

Edit the group information in the Edit Group dialog box, and click Criteria Wizard.

Permissions Superuser

Elements Criteria Rules display text box—Displays when you click OK in the Add Group dialog box.

Displays the rule that you have defined for selecting a router group from the Junos Scope

software database. The Criteria Rules display text box is empty if you have not defined

a rule for a router group. In this case, click Append to add a selection rule.

Criteria Rules option button—Displays when you add a rule and click OK from the Add

Group Criteria dialog box. Displays an option button and the rule that you defined. Click

the button to select the rule and specify the logic for adding another rule. You can also

append the selected rule to the end of the new rule, insert it after the selected rule, or

insert a new rule before the selected rule.

Logic (if adding a new rule) drop-down list box—Displays when you add a rule and click

OK from the Add Group Criteria dialog box. Displays only if you have created a selection

rule. Click the down arrow to display the available options: AND or OR.
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Exit CriteriaWizardbutton—Exits the Edit Group Criteria dialog box without adding a new

rule and redisplays the Edit Group dialog box.

ViewMembers button—Displays the View Members dialog box which lists the routers

associated in a group.

Append button—Adds the selected rule to the end and displays the Add Group Criteria

dialog box so you can define another rule for selecting a router group from the Junos

Scope software database.

Insert After button—Inserts the new rule after the selected rule. You must select a rule

before clicking this button.

Insert Before button—Inserts a new rule before the selected rule. You must select a rule

before clicking this button.

Delete button—Deletes the selected rule. You must select a rule before clicking this

button.

Cancel button—Clears this dialog box and redisplays the Add Group dialog box without

adding a rule.
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Groups—Import Groups Dialog Box

Description Use the Import Groups dialog box to import router group setup information into the Junos

Scope software without having to manually enter it. The default import filename for

groups is Junos Scope-groups.xml.

Navigation Click Settings > Groups. Click Import in the Groups dialog box.

Permissions Superuser

Elements File to import text box—Lets you type or browse to the device XML file to import.

ImportOptions—Select an import method to be used if a conflict occurs between existing

records stored in the Junos Scope server and imported records when synchronizing Junos

Scope settings imported from multiple servers, The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Browsebutton—Displays the File Open dialog box so you can select the XML file to import.

Import button—Imports the selected device data into the Junos Scope software and

displays the Import Results dialog box.

Cancel button—Clears the Import Groups dialog box and displays the Groups dialog box.
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Import/Export Data—Export All Data and Import All Data Dialog Box

Description Use the Export All Data and Import All Data dialog box to export all setup data from the

Junos Scope software database to an XML file on the computer file system. The default

export all filename is Junos Scope-all.xml. You can also use this dialog box to Import all

settings data from another Junos Scope server. The Export All Data and Import All Data

Dialog Box lets you specify the XML filename that you want to import. Click Browse to

navigate to the Junos Scope data file that you want to import.

Navigation Click Settings > Import/Export Data.

Permissions Superuser

Elements Export Data Encryption Format options—Select one of the following ways to export all

settings information from the Junos Scope software:

• Encrypt sensitive data and provide key at import time—Sensitive data is exported

encrypted and the key to decrypt it is not included in the exported data, but is supplied

during import.

• Encryptsensitivedataand includedecryptionkey—Sensitive data is exported encrypted,

along with the key needed to decrypt the data. This lets you easily export all settings

data to another system.

• Export sensitive data unencrypted—Sensitive data is not encrypted at export.

Export All Data button—Displays the File Download dialog box for exporting all of the

Junos Scope software setup data to the file system.
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File text box—Lets you type the filename of an XML file that to import. The default files

that you can import are as follows:

XML FilenameSettings Data

JunosScope-access-methods.xmlAccess methods

JunosScope-access-methods.xmlAuthentication information

Junos Scope-devices.xmlDevices

Junos Scope-groups.xmlGroups

Junos Scope-schedules.xmlSchedules

Junos Scope-labels.xmlLabels

Junos Scope-users.xmlUsers > Local Authentication

Junos Scope-usergroups.xmlUsers > User Group Authorization

Junos Scope-auth-policy.xmlUsers > Authentication Policy >
User-Specific Authentication
Policy

Junos Scope-globalPolicy.xmlUsers > Authentication Policy >
Global Authentication Policy

Junos Scope-radiusClients.xmlRADIUS Configuration

Junos Scope-all.xmlImport/Export Data

Junos Scope-operations.xmlSaved Operations

Browse button—Displays the File Open dialog box so that you can browse for and select

an XML file to import.

Key text box—Type the key to decrypt the sensitive data that you want to import. The

key is required if you selected not to include it when the data was exported. This key can

be up to 16 characters long and is created during the Junos Scope installation.

ImportOptions—Select an import method to be used if a conflict occurs between existing

records stored in the Junos Scope server and imported records when synchronizing Junos

Scope settings imported from multiple servers, The available import method options

include:
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• Ignore—(Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Import All Data button—Imports the contents of the XML file that you selected to import

into the Junos Scope software. You see the information in the appropriate setup dialog

box.
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Import—Confirm Selections Dialog Box

Description Use the Import—Confirm Selections dialog box to ensure that you have selected the right

device configuration text file to import into the Junos Scope Concurrent Versions System

(CVS) repository.

Navigation Configuration > Repository > Import. Select a device configuration file to import, type

the filename for the file in the CVS repository, type an optional descriptive comment,

then click Next.

Permissions Superuser, read-write

Elements PleaseConfirm device configuration file pathname display area—Displays the pathname

of the device configuration file to import.

Finishbutton—Opens the Import—View Import Status dialog box that displays the status

of the imported device configuration file.

Previous button—Opens the previous Import—Upload Configuration File dialog box so

you can choose another device configuration file to import.

Cancel button—Clears this dialog box and displays the Configuration > Repository menu.
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Import Results Dialog Box

Description Use the Import Status dialog box to view the status of settings data that has been

imported into the Junos Scope database.

Navigation • Settings > Authentication Information. Click Import. Select a settings XML file to import,

select an import option, then click Import.

• Settings > Access Methods. Click Import. Select a settings XML file to import, select

an import option, then click Import.

• Settings > Devices. Click Import. Select a settings XML file to import, select an import

option, then click Import.

• Settings > Groups. Click Import. Select a settings XML file to import, select an import

option, then click Import.

• Settings > Labels. Click Import. Select a settings XML file to import, select an import

option, then click Import.

• Settings > Schedules. Click Import. Select a settings XML file to import, select an import

option, then click Import.

• Settings > Users > Local Authentication. Click Import. Select a settings XML file to

import, select an import option, then click Import.

• Settings > Users > User Group Authorization. Click Import. Select a settings XML file

to import, select an import option, then click Import.

• Settings > Users > Authentication Policy. Click Import. Select a settings XML file to

import, select an import option, then click Import.

• Settings > Users > Authentication Policy > Global Authentication Policy. Click Import.

Select a settings XML file to import, select an import option, then click Import.

• Settings > RADIUS Configuration. Click Import. Select a settings XML file to import,

select an import option, then click Import.

• Settings > Import/Export. Select an XML file to import, key, and import options.

Permissions Superuser

Elements Results table—The table includes the following columns:

• Settingscolumn—Displays the name of the settings operation for which data is imported

into the Junos Scope database.

• Resultscolumn—Displays the results of the file imported into the Junos Scope database

for a settings operation, including the number of records successfully imported or failed.

• Details column—If during import any of the existing rules are violated, the record will

not be imported (failed), and appropriate error message is displayed.

OK button—Click OK to clear the Import Results dialog box. You return to the appropriate

settings operation dialog box.
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Import—Upload Configuration File Dialog Box

Description Use the Import—Upload Configuration File dialog box to select a device configuration

ASCII text file or XML file that includes all or part of a configuration file to import from

the local file system into the Junos Scope software CVS repository. The dialog box also

lets you add a filename and an optional comment to identify the imported configuration

file in the CVS repository.

Navigation Configuration > Repository > Import

Permissions Superuser, read-write

Elements Local File text box and Browse button—Click Browse to open the Choose File dialog box

from which you can navigate and select a file to import, then click Open. The device

configuration file that you select displays in the Local File text box.

Name in Repository text box—Type the name of imported device configuration file in the

CVS repository that you specify. The filename that you create appears in the Configuration

File drop-down list box in the Compare—Select Options, Display—Select Options, and

Restore—Select Options dialog boxes.

Comment (Optional) text box—Type an optional comment to describe what changed in

a particular device configuration file revision. For example, type updated name servers to

include theWest Coast data center.

Next button—Opens the Import—Confirm Selections dialog box from which you can

ensure that you are importing the correct device configuration file, filename, and comment.

Cancel button—Clears this dialog box and displays the Configuration > Repository menu.
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Import—View Import Status Dialog Box

Description Use the Import—View Import Status dialog box to view the status of a device configuration

file imported into the Junos Scope CVS repository.

Navigation Configuration > Repository > Import. Select the device configuration file to import. Confirm

the import file selections, and click Next.

Permissions Superuser, read-write

Elements Local File display field—Displays the imported device configuration file pathname.

Configuration display field—Displays the name of the imported device configuration file

in the CVS repository.

Action Taken display field—Displays the status of the imported configuration file. The

possible actions include:

• Added—The new configuration file was successfully imported, creating a new

configuration in the repository.

• Changed—The configuration file was successfully imported as a new revision of an

existing configuration in the repository.

• No changes—The configuration file was uploaded, but the file contents matched an

existing configuration in the repository, so no action was taken.

NOTE: Whenyouuse twoconfigurationnames—the configuration file that
exists on the user's local disk and the configuration as it exists in the
repository—the association between the two names only lasts for one
import operation.

If there are two different configuration files—a.conf and b.conf—the actions taken would

be as follows:

Local file Configuration Action Taken Revision
a.conf config1 -> Added 1.1
b.conf config1 -> Changed 1.2
b.conf config1 -> No changes
a.conf config1 -> Changed 1.3
a.conf config2 -> Added 1.1

Revision display field—Displays the revision level of the device configuration file in the

CVS repository.

OK button—Opens the Import—Upload Configuration File dialog box.
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Inventory Management System—Reports

Description Use the Inventory Management System Reports page to select the type of inventory

report you want to generate. You can use the Report Result window tools to manipulate

data for your specific needs. You can view reports in XML, Excel, PDF, and text output

formats.

Navigation Inventory Management > Reports.

Permissions Superuser, read-write, read-only

Data Sources A data source is a database from which you can view inventory report information. The

Inventory Management System provides two report data sources:

• Inventory—A database from which you can view items that are created when an

Inventory Management System scan is performed on Juniper Networks devices on the

network. An inventory scan must be performed before you can view any report data.

• Demo—A demonstration database that includes sample inventory items that you can

use to practice viewing and manipulating inventory reports. When you open a demo

report, you see the word Demo in the title bar area to differentiate from your production

inventory reports.

Report Categories The Inventory Management System provides the following report categories:

• Inventory Events—Lists any changes or discrepancies found in an inventory scan as

compared with the inventory data stored in the Junos Scope database.

• Hardware Inventory—Lists the hardware components installed in a device or a router

chassis, including the part number, serial number, FRU model number, and CLEI code.

• Licensing Inventory—Lists the feature licenses that have been installed on devices in

the network, including the name of the licensed feature, number of licenses installed,

number of licenses that are currently being used, and the number of licenses that are

required to legally use the feature.

• Software Inventory—Lists the software components installed in a device, including the

Junos OS version and software packages.

Report Types Each report category provides three types of inventory reports (except for Inventory

Events, which provides two: All and Search).

DescriptionReport

Displays all inventory records stored in the database.All

Lets you search for specific inventory records by one or more attributes.Search

Displays a summary of records with a total.Summary
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Report Tools The Report Results window provides the following tools.

DescriptionTool

Arranges inventory records by selecting one of the predefined sort orders
from the drop-down list box, or you can define your own sort order.

Sort

Queries report records to display only those based on the criteria that
you specify. You can show the query as columns or rows.

Advanced Query

Changes the order in which columns appear in an inventory report.Configure Column

Saves a report with the customizations you specified in a file with a unique
name that you specify.

Save Custom Report

Clears all previously set customized controls such as sort, advanced
query, and configure column, then regenerates the report with the default
controls.

Reset

Displays a report in XML format.XML

Displays a report in Microsoft ExcelExcel

Displays a report in Adobe Acrobat Reader.PDF

Displays a report in text format. You can view reports in text format for
all report types except Hardware Inventory Summary and Licensing
Inventory Summary.

Text
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InventoryManagement System—Repository—ConfirmSave Schedule CustomReport
Operation Dialog Box

Description Use the Confirm Save Schedule Custom Report dialog box to check the schedule custom

report options you selected before the operation is executed. The dialog box displays

the custom report name and the saved operation name.

Navigation Inventory Management System > Repository > Schedule. Select the Save Operation as

option and name it. Click OK.

Permissions Superuser

Elements Saved operation display area—Displays the custom report that you selected to save, and

the saved operation name that you specified.

OK button—Saves the schedule custom report operation.
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InventoryManagementSystem—Repository—ConfirmScheduleCustomReportDialog
Box

Description Use the Confirm Schedule Custom Report dialog box to check the schedule custom

report options you selected. The dialog box displays the custom report name and schedule

name.

Navigation Inventory Management System > Repository > Schedule. Select the Save Operation as

option and name it. Click OK.

Permissions Superuser

Elements Scheduled reportdisplay area—Displays the custom report name and the schedule name

with which it is associated.

OK button—Schedules the custom report.
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Inventory Management System—Repository—Schedule CustomReport Dialog Box

Description Use the Schedule Custom Report dialog box to schedule a custom report to be run at a

specified time.

Navigation Inventory Management System > Repository > Schedule

Permissions Superuser

Elements Data source drop-down list box—Displays the data sources from which custom reports

were generated. The available custom reports change depending on the data source you

select. Click a data source in the drop-down list box to select it.

CustomReport list box—Displays the custom reports that you have saved. You must save

an inventory report to view it in this list box.

Comment text box—Type an optional comment for the scheduled custom report.

Save Operation as option button and text box—Saves the schedule custom report

operation so you can combine it with other operations and run it at a later time. To view

a saved operation, click Settings > Saved Operations.

Select Schedule option—Schedules the selected custom report.

Schedule table—Associates a selected custom report with the selected custom report.

OK button—Schedules the custom report.

Cancel button—Closes this dialog box without scheduling the selected custom report.

You return to the Inventory Management menu.

589Copyright © 2010, Juniper Networks, Inc.

Chapter 44: Junos Scope Dialog Box Reference



Inventory Management System—Scan—Confirm Selections Dialog Box

Description Use the Scan—Confirm Selections dialog box to confirm the options you selected for the

Inventory Management System to scan the inventory of one or more selected devices

for hardware, software, and feature licenses.

Navigation Click Inventory Management> Scan. Select the device(s) that you want scanned and a

time to scan in the Scan—Select Device and Time dialog box, then click Next.

Permissions Superuser, read-write

Elements Please Confirm display field—Displays the name of the device(s) on which the scan

operation will occur and the scheduled time.

Finish button—Executes the scan operation. An operation progress message appears,

then the Scan—View Operation Status dialog box appears displaying the status of the

operation by device name, operation status, start time, last updated time, and the

operation status message.

Previousbutton—Redisplays the previous operation dialog box and does not execute the

operation.

Cancel button—Cancels the operation and redisplays the Inventory Management menu.
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Inventory Management System—Scan—Select Device and Time Dialog Box

Description Use the Inventory Management System Scan—Select Device and Time dialog box to

perform an inventory scan. A scan gathers a listing of all inventory items, such as:

• Events—Lists any changes or discrepancies found in an inventory scan as compared

with the inventory data stored in the Junos Scope database.

• Hardware—Lists the hardware components installed in a device or a router chassis,

including the part number and serial number.

• Licensing—Lists the feature licenses that have been installed on devices in the network,

including the name of the licensed feature, number of licenses installed, number of

licenses that are currently being used, and the number of licenses that are required to

legally use the feature.

• Software—Lists the software components installed in a device, including the Junos

OS version and software packages.

Navigation Inventory Management > Scan.

Permissions Superuser, read-write
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Elements Steps In Task—Describes the basic steps to complete the inventory scan task.

Devices to Scan section—Lets you select a group or selected devices on which to scan

inventory. The options include:

• Groupoption button and drop-down list box—(Default) Displays the groups from which

you can perform an inventory scan. You can select only one group.

• SelectedDevices button and drop-down list box—Displays the devices from which you

can perform an inventory scan. You can select one or more devices. Control-click to

select more than one device.

Select Time or SaveOperation section—Lets you select when you want an inventory scan

to occur: now or at a predefined time. It also lets you save a scan operation with a unique

name.

• Now option button—(Default) Performs an inventory scan when you click Next and

confirm.

• Save Operation as text box—Type a unique name for the scan operation you want to

save. The saved scan operation appears in the Saved Operations page. To view the

Saved Operations page, click Settings > Saved Operations.

• SelectedScheduleoption button—Lets you select a predefined Schedule table—Displays

the schedules that have already been set up for Junos Scope operations. Click an option

button to select a schedule when you want an inventory scan to occur.

• Schedule table—Displays the schedules that have already been set up for Junos Scope

operations. Click an option button to select a schedule when you want an inventory

scan to occur.

Comments text box—Type an optional comment about the inventory scan.

Next button—Displays the Scan—Confirm Selections dialog box.

Cancel button—Closes this dialog box and redisplays the Inventory Management menu.
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Inventory Management System—View—Select Archived Reports Dialog Box

Description Use the Select Archived Reports dialog box to view the archived custom reports that

have run.

Navigation Inventory Management System > Repository > View

Permissions Superuser, read-write

Elements Apply Filter options—This area includes the following options:

• All Reports option—Selects all custom reports from all data sources.

• Selected Report option—This option lets you select the archive report you want by

selecting the following:

• Data source drop-down list box—Lists the Inventory Management System databases

from which you can view custom reports.

• CustomReport list box—Lists the custom reports that you have saved in a data source.

Filters to apply to query options—These options let you refine the search for specific

archive reports you want to view:

• Limit to < #> rows per page drop-down list box—Filters the operation status by the

number of rows to display per page: 10, 25, 50, or 100. The default is 10 rows.

• Sort results by < column name > drop-down list box—Sorts the results by the report

generation time, report name, or username. The default is to sort by the last modified

time. The default is to sort by the report generation time.

• Associatedwith user drop-down list box—Displays the operation status results that

are associated with a selected username. The listed usernames have been added using

Settings > Users. Select the check box to enable this filter rule.

• Start Date text box and calendar—Specifies the beginning of a date range within which

to view archived reports. Click the calendar icon to view the current month. Select the

date that you want, then click OK. The date appears in the Start Date text box in

dd/mm/yyyy format (where dd is the day, mm is the month, and yyyy is the year).

• Till Date text box and calendar—Specifies the end of a date range within which to view

archived reports. Click the calendar icon to view a the current month. Select the date

that you want, then click OK. The date appears in the Start Date text box indd/mm/yyyy

format (where dd is the day, mm is the month, and yyyy is the year).

OK button—Searches for the archived report(s) to display in the Archived Reports dialog

box.
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Inventory Management System—View—View Archived Reports Dialog Box

Description Use the View Archived Reports dialog box to see a list of the custom reports that have

been archived. Archived custom reports have been scheduled and run.

Navigation Inventory Management > Repository View. Select the archived reports you want to view

in the Select Archived Reports dialog box, and click OK.

Permissions Superuser, read-write. Users with read-write can view only those archived reports that

are generated by that user. Users with superuser permissions can view archived reports

generated by all users.

Elements Archived report table—Lists the archived reports that you specified in the Select Archived

Reports dialog box according to the filter rules. Archived reports are listed in the table by

the custom report name, the username of the user who scheduled the report, and when

the report was run or generated. You can view archived reports in Adobe PDF and Microsoft

Excel format. Delete an archived report by clicking the Delete Report link.
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Labels Dialog Box

Description Use the Labels table dialog box to view existing text labels used to statically group

multiple devices for Junos Scope operations. You can associate a label with devices and

add, edit, and copy labels. You can also import and export labels to the local file system

in XML format.

Navigation Settings > Labels

Permissions Superuser

Elements Labels table—View existing labels by name, category, and comment. From the table, you

can perform actions such as edit, copy, and delete, and associate a label with one or

more devices.

Edit link—Lets you edit the label in that row of the table. The Edit Label dialog box appears.

Copy link—Copies a label in that row of the table. The Copy Label dialog box appears.

Delete link—Removes a label from that row of the table. The label is deleted from the

Junos Scope database provided no scheduled operation is using the label. If the label is

being used by a scheduled operation, a message appears stating that the label is in use.

Associate Devices link—Displays the Associate Devices to Label dialog box from which

you can select one or more devices to associate with a label.

Add button—Displays the Add Label dialog box for you to add a new label which consists

of a unique name, category name, and comment.

Import button—Displays the Import Labels dialog box from which you can import label

information in XML format from the local file system.

Export button—Displays the File Download dialog box so you can save the label to the

Junos Scope database.
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Labels—Add Label Dialog Box

Description Use the Add Label dialog box to add text labels used to organize and categorize multiple

devices for running Junos Scope operations.

Navigation Settings > Labels. Click Add in the Labels table dialog box.

Permissions Superuser

Elements Name text box—Type a unique label name. A label must not match any existing label or

group name used in the Junos Scope software. For example, you could use a network

name, customer name, a specific service name, and so on. The label name can be up to

40 characters long.

Category text box—Type a category for the label. The category is used to logically group

related labels. For example, you can specify the type of network, a customer location, or

the type of device. The category name can be up to 40 characters long.

Comment text box—Type an optional comment. The comment should describe the

purpose of the label.

OK button—Saves the label in the Junos Scope database and lists the name, category,

and comment in the Labels table dialog box.

Cancel button—Displays the Labels table dialog box without adding a new label.
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Labels—Associate Devices to Label Dialog Box

Description Use the Associate Devices to Label dialog box to associate a label with one or more

devices. Labels provide a way to statically organize and categorize related devices.

Navigation Settings > Labels. In the Labels table dialog box, click the Associate Devices link for

associating the label in that row with selected available devices.

Permissions Superuser

Elements LabelNamedisplay field—Displays the name of the label you are associating with devices.

Categorydisplay field—Displays the category of the label you are associating with devices.

Comment display field—Displays the comment for the label you are associating with

devices.

AvailableDevices list box—Displays all of the devices added to the Junos Scope software.

Select a device to add to the Selected Devices list box. Shift +click to select several

devices in sequence from the Available Devices list box. Ctrl + click to randomly select

several devices from the Available Devices list box. Double-click a device to immediately

move it to the Selected Devices list box.

Selected Devices list box—Lists the devices you selected with which to associate the

label. Shift +click to select several devices in sequence from the Available Devices list

box. Ctrl + click to randomly select several devices from the Available Devices list box.

Double-click a device to immediately move it to the Available Devices list box.

Add/Remove buttons:

• Add button—Adds the selected available devices to the Selected Devices list.

• Remove button—Clears the selected devices from the Selected Devices list box.

• Add All button—Selects all of the available devices and adds them to the Selected

Devices list box.

• Remove All button—Clears all of the devices from the Selected Devices list box.

OK button—Associates a label with the selected devices.

Cancel button—Displays the Label table dialog box without changing any information.
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Labels—Copy Label Dialog Box

Description Use the Copy Label dialog box to duplicate an existing label category and comment. You

must rename the copied label with a unique name.

Navigation Settings> Labels. Click a label’s Copy link in the Labels table.

Permissions Superuser

Elements Name text box—Type a unique label name. A label must not match any existing label or

group name used in the Junos Scope software. For example, you could use a network

name, customer name, a specific service name, and so on. The label name can be up to

40 characters long.

Category text box—Type a category for the label. The category is used to logically group

related labels. For example, you can specify the type of network, a customer location, or

type of device. The category name can be up to 40 characters long.

Comment text box—Type an optional comment in the Comment text box. The comment

should describe the purpose of the label.

OK button—Saves the label in the Junos Scope database and lists the name, category,

and comment in the Labels table dialog box.

Cancel button—Displays the Labels table dialog box without adding a new label.
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Labels—Edit Label Dialog Box

Description Use the Edit Label dialog box to modify the name, category, or comment of an existing

label.

Navigation Setting > Labels. Click the Edit link in the row of the label you want to edit.

Permissions Superuser

Elements Name text box—Type a unique label name. A label must not match any existing label or

group name used in the Junos Scope software. For example, you could use a network

name, customer name, a specific service name, and so on. A label name can be up to 40

characters long.

Category text box—Type a category for the label. The category is used to logically group

related labels. For example, you can specify the type of network, the customer location,

or the type of device The maximum characters allowed in a category name is 40.

Comment text box—Type an optional comment. The comment should describe the

purpose of the label.

OK button—Saves the edited label in the Junos Scope database and lists the name,

category, and comment in the Labels table dialog box.

Cancel button—Displays the Labels table dialog box without editing the existing label.
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Labels—Import Labels Dialog Box

Description Use the Import Labels dialog box to import existing labels to the local file system in XML

file format.

Navigation Settings > Label. Click Import in the Labels table dialog box.

Permissions Superuser

Elements File text box—Type or browse to the labels XML file to import.

ImportOptions—Select an import method to be used if a conflict occurs between existing

records stored in the Junos Scope server and imported records when synchronizing Junos

Scope settings imported from multiple servers, The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Browse button—Displays the File Open dialog box from which you can select the XML

file to import.

Import button—Imports the selected label data into the Junos Scope software and

displays the Import Results dialog box.

Cancel button—Clears this dialog box and displays the Labels table dialog box.
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Load Configuration Dialog Box

Description Use the Load Configuration dialog box to deploy an imported partial configuration file

to multiple routers and perform a simultaneous update of configurations on these devices.

Navigation Click Configuration > Repository > Load

Permissions Superuser, read-write

Elements Group option button and drop-down list box—Select a device group to which to deploy

an imported configuration. Click the Group option button, then click the Group drop-down

list box to display the available groups for Junos Scope software operations. If you have

not added any device groups, the Groups drop-down list box is empty.

Select Device(s) check box and list box—Select a device or devices to which to deploy

an imported configuration. Click the Select Device(s) option button, then select the

devices to which you want to load configuration from the Select Device(s) list box. If you

have not added any devices, the Select Device(s) list box is empty.
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Load Action drop-down list box—Select whether you want to override, replace, or merge

(default) the current configuration on the devices. The available options are:

• Override—Discards all of the current configuration and loads the selected configuration.

• Replace—Deletes the current configuration statement(s) and adds the selected

configuration.

• Merge—(Default) Combines the selected configuration statement(s) with the current

configuration. If there are conflicting statements, the statements in the incoming

configuration override those in the current configuration.

Synchronize Routing Engines check box—Click to load the configuration on both the

master and backup Routing Engine, if a router has two Routing Engines installed.

Comment (Optional) text box—Type a descriptive comment about the load configuration

operation you want to run.

SelectConfiguration table—Lists the configuration files archived from a router or imported

from the local file system by name, archive date, revision, and comment. Select a

configuration to load to the selected device or group of devices.

Select Time or Save Operation area:

• Now option button—Runs the load configuration operation as soon as you click Next

and confirm the operation settings.

• Save Operation as text box—Type a unique name for the load configuration operation

you want to save. The saved load configuration operation appears in the Saved

Operations page. To view the Saved Operations page, click Settings > Saved Operations.

• Next button—Displays the Confirm Load Configuration dialog box.
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Load Configuration—Confirm Load Configuration Dialog Box

Description Use the Confirm Load Configuration dialog box to confirm your selections in the Load

Configuration dialog box.

Navigation Click Configuration > Repository > Load

Permissions Superuser, read-write

Elements Please ConfirmOperation display field—Displays the load configuration operation, the

devices or group of devices on which the operation will be performed, and the schedule

for you to confirm whether or not you want it to occur.

Sync the Startup Config with the Running check box—Select this check box if you wish to

synchronize the running configuration with the startup configuration If this option is not

selected, only the running configuration is updated after the load operation. This option

is displayed only when you have selected a BXOS device for loading configuration

Finish button—Click Finish to load the configuration to the devices;

• If you selected the Now option while selecting the time to perform upload configuration

then the View Status page appears with real time updates on the status of the

operation.

• If you selected to save the upload configuration operation, you return to the

Configuration > Repository > Load Configuration menu. To view the saved operation,

click Settings > Saved Operations.

Previous button—Displays the previous Load Configuration dialog box.
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Looking Glass

Description Use Looking Glass to view status and troubleshooting information from Juniper Networks

routers, including router chassis, system-level, Adaptive Services PIC (ASP), Border

Gateway Protocol (BGP), Intermediate System-to-Intermediate System (IS-IS), Open

Shortest Path First (OSPF), Multiprotocol Label Switching (MPLS), and Resource

Reservation Protocol (RSVP) routing protocol status information.

Navigation Click Looking Glass > Query.

Permissions Superuser, read-write, read-only

Elements Device list box—Lists the routers that are available for you to monitor. Click a router to

monitor it.

Category list box—Lists the available types of monitoring and troubleshooting commands.

Click a command category to select it. The available commands for that category appear

in the Command list box.

Command list box—Lists the available monitoring and troubleshooting commands for

the selected command category. Click a command to select it.

Submit button—Issues or executes the device command that you selected and displays

the device command output.

Refresh Command After drop-down list box—Select how often you want Looking Glass

to send a request for the device command information to the router. The available options

include: Never, 5 seconds, 10 seconds, 1 minute, 5 minutes, and 10 minutes. The default

refresh option is Never. If you select 1 minute, Looking Glass will send a request for the

device command information from the router every minute.
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Monitor—Audit Log—Select Event Category, Type, or Username Dialog Box

Description Use the Monitor—Audit Log—Select Event Category, Type, or Username dialog box to

filter and query the audit log records you want to view. The Junos Scope software records

all authentication activities and privileged operations performed by authorized users in

the Audit Log. Additionally, authentication activities and privileged operations are sent

to the system log message server and to an optional RADIUS accounting server if it is

configured.

Navigation Click Monitor > Audit Log.

Permissions Superuser

Elements Filters to apply to query options—Define the rule for viewing operation status. The filter

rule options include:

• Limit to number of rows per page drop-down list box—Select how many record rows

you want to display per audit log page: 10, 25, 50, or 100. The default is 10.

• Sort results by item drop-down list box—Select the column of data by which the audit

log records will be sorted in the table: Time, Username, Client address, Event type, or

Message. The default is Time.

• Refresh Events every interval drop-down list box—Select when the audit log data will

be updated in the table: from Never up to 1 hour. The default is Never.

• Event Category drop-down list box—Select the events category to display: All,

Authentication, or Privileged operations. Authentication activities include user login

success, failure, logout, and session timeout. Privileged operations are changes to

information in the system or in the network, such as restoring a configuration to a device

or changing a user password. The default is All.

• Event Type drop-down list box—Displays the title of the event. This list box is

dynamically populated based on the event category that you selected. For example,

if you select theAuthentication event category, all authentication event message types

appear in this drop-down list box.

• Updated in last time period check box, text box, and drop-down list box—Select the

audit log records that have been updated in the last specified length of time. You can

select n seconds, minutes, hour, or days, where n represents the time you specify. The

default is 0 seconds.

• Associatedwith user drop-down list box—Select records that are associated with a

specified username.

OK button—Click OK to display the audit log records that you have filtered and queried.

The Audit Log—View Events Records dialog box appears.
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Monitor—Audit Log—View Events Records Dialog Box

Description Use the Monitor—Audit Log to view all authentication activities and privileged operations

performed by authorized users. Authentication activities include user login success, failure,

logout, and session timeout. Privileged operations change information in the system or

in the network, such as restoring a configuration to a device or changing a user password.

Additionally, authentication activities and privileged operations are sent to the system

log message server and to an optional RADIUS accounting server.

Navigation Click Monitor > Audit Log. Select the filter rules to display only the audit log records you

want to view in the Audit Log—Select Event Category, Type, or User Name dialog box,

and click OK.

Permissions Superuser

Elements The Audit Log displays events in a table sorted by:

Time column—The date and time when the event was logged. The format for date and

time is dowmon dd hh:mm:ss zzz yyyy.

Where:

• dow is the day of the week (Sun, Mon, Tue, Wed, Thu, Fri, Sat).

• mon is the month (Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec).

• dd is the day of the month (01 through 31), as two decimal digits

• hh is the hour of the day (00 through 23), as two decimal digits

• mm is the minute within the hour (00 through 59), as two decimal digits

• ss is the second within the minute (00 through 61, as two decimal digits.

• zzz is the time zone (and may reflect daylight saving time). If time zone information is

not available, then zzz is empty—that is, it consists of no characters at all.

• yyyy is the year, as four decimal digits.

User name column—The name of the user who performed the action that was logged.

Client Address column—The IP address of the client from which the action occurred.

Event Type column—The title of the audit log message that is logged.

Message column—The description of the audit log message that is logged.
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Monitor—Operations Dialog Box

Description Use the Monitor—Operations dialog box to view the status of operations that have run

using an existing schedule and to verify the next time they will run.

An operation appears in the Monitor Operations dialog box when you run it using an

existing schedule that you create using Settings > Schedule. An operation does not appear

in Monitor Operations when you schedule an operation using the Now option.

If you have not scheduled any operations to run, this dialog box is empty.

Navigation Click Monitor > Operations.

Permissions Superuser, read-write, read-only

Elements Operations table—Displays the status of operations that have run by action name (a

compound operation is labeled run operation), target device or report on which the

operation ran (a compound operation name is displayed in this column), User, the name

of user who run the operation, schedule name, when the operation is next scheduled to

run, the last status, and an optional operation comment. If you click a link in the Last

Status column, the Monitor > Status dialog box appears displaying the status of the

operation.

Delete check box—Select the scheduled operation that you want to delete, then click

Delete.

Delete button—Removes the selected operation scheduled to run from the Junos Scope

software database. If a schedule is associated with an operation that is scheduled to

run, you must delete the scheduled operation from this dialog box first, then delete the

schedule from the Schedule dialog box. If a device or group is associated with an operation

that is scheduled to run, you must delete the scheduled operation from this dialog box

first, then delete the device or group from the Devices or Groups dialog boxes.
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Monitor—Purge—Audit Log—Audit Log Records Filter Options Dialog Box

Description Use the Audit Log Records Filter Options dialog box to filter the event records you want

to purge. Most Junos Scope operations add multiple audit log records in the Audit Log

table. As more and more operations are performed, this table grows in size and consumes

disk space on the Junos Scope software server. The data in the Audit Log table is useful

only to administrators. From time to time, you must remove records that are no longer

used in the Audit Log table, and reclaim disk space if you are an administrator.

Navigation Click Monitor > Purge > Audit Log.

Permissions Superuser

Elements Select Operation Age options—Lets you select all of the operations status records to

purge or ones within a certain date range or a specified age. The area includes the following

options:

• Date Range: FromDate (MM/DD/YYYY)/To Date (MM/DD/YYYY) option text

boxes—Type the date range within which to delete status records. Click the calendar

icon view a calendar from which you can select a date and get the local time. Click

Local Time to view the current time. Click OK in to insert the date that you selected.

• Months old Events option text box—Type the number months to go back and retrieve

status records to purge.

• All Events option button—Selects all status records to purge.

Copyright © 2010, Juniper Networks, Inc.608

Junos 10.4 Junos Scope Software User Guide



Filters to apply to query options—Defines the rule for filtering audit log records. The filter

rule options include:

• Limit to number of rows per page drop-down list box—Select how many record rows

you want to display per audit log page: 10, 25, 50, or 100. The default is 10.

• Sort results by column-name drop-down list box—Select the column of data by which

the audit log records will be sorted in the table: Time, Username, Client address, Event

type, or Message. The default is Time.

• EventCategorydrop-down list box—Select the event category to display:Authentication,

or Privileged Operations. Authentication activities include user login success, failure,

logout, and session time-out. Privileged operations are changes of information in the

system or in the network, such as restoring a configuration to a device or changing a

user password. The default is Authentication.

• Event Type drop-down list box—This list box is dynamically populated based on the

event category that you selected. For example, if you select the Authentication event

category, all authentication event message types appear in this drop-down list box.

• Associatedwith user drop-down list box—Select records that are associated with a

specified username.

Filter button—Filters the audit log records using the filter options you have selected. The

View Filtered Audit Log Records dialog box appears.

Reset button—Clears all the values you selected and displays the default values.
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Monitor—Purge—Audit Log—Confirm Purge All Filtered Audit Log Records Dialog Box

Description Use the Confirm Purge All Filtered Audit Log Records dialog box to confirm the deletion

of all filtered event records.

Navigation Click Monitor > Purge > Audit Log. Select the filter options and click Filter to filter out the

records you would like to delete. The View Filtered Audit Log Records dialog box appears.

Click Delete All Filtered Records.

Permissions Superuser

Elements Filter Criteria display field—Displays the filter options that you selected to filter audit log

records to be purged.

PleaseConfirmdisplay field—Displays the number of Audit Log records that will be deleted

permanently.

Comments text field—Type a reason for deleting the audit log records.

OKbutton—Confirms the deletion of all the filtered audit log records. The audit log records

are removed from the audit log table in the Junos Scope database.

Cancel button—Displays the View Filtered Audit Log Records dialog box.
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Monitor—Purge—Audit Log—Confirm Purge Audit Log Records Dialog Box

Description Use the Confirm Purge Audit Log Records dialog box to confirm the deletion of records

you selected.

Navigation Click Monitor > Purge > Audit Log. Select the events you want to purge and the filter rules

from the Audit Log Filter Options dialog box and click Filter. The View Filtered Audit Log

Records dialog box appears. Select the records you want to delete and click Delete

Selected Records.

Permissions Superuser

Elements Please Confirm display field—Displays the message that all the Audit Log records listed

in the Audit Log Records table below will be deleted permanently.

Audit Log Records table—Displays the audit log records you selected for deletion. Shows

details of events such as, date and time, username, client IP address, type, and message.

Comments text field—Type the reason for deleting the audit log records.

OKbutton—Confirms the deletion of the selected audit log records. The audit log records

are removed from the audit log table in the Junos Scope database.

Cancel button—Displays the View Filtered Audit Log Records dialog box.
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Monitor—Purge—Audit Log—View Filtered Audit Log Records Dialog Box

Description Use the View Filtered Audit Log Records dialog box to view the filter criteria and the list

of the filtered audit log records with the date and time, username, client IP address. event

type, and message.

Navigation Click Monitor > Purge > Audit Log. Select the filter options and click on Filter to filter out

the records you would like to delete.

Permissions Superuser

Elements View Filtered Records table—Displays the filtered audit log records in the following

columns:

Time column—The date and time that the event was logged. The format for date and

time is dowmon dd hh:mm:ss zzz yyyy. Where:

• dow is the day of the week (Sun, Mon, Tue, Wed, Thu, Fri, Sat).

• mon is the month (Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec).

• dd is the day of the month (01 through 31), as two decimal digits.

• hh is the hour of the day (00 through 23), as two decimal digits.

• mm is the minute within the hour (00 through 59), as two decimal digits.

• ss is the second within the minute (00 through 61), as two decimal digits.

• zzz is the time zone (and may reflect Daylight Saving Time). If time zone information

is not available, then zzz is empty; that is, it consists of no characters at all.

• yyyy is the year, as four decimal digits.

User column—The name of the user who performed the action that was logged.

The default user is admin.

Client Address column—The IP address of the client from which the action occurred.

Event Type column—The title of the audit log message that is logged.

Message column—The description of the audit log message that is logged.

Delete Selected button—Deletes the select the records.

Delete All Filtered Records—Deletes all filtered records.
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Monitor—Purge—Status—Confirm Purge All Filtered Status Records Dialog Box

Description Use the Confirm Purge All Filtered Status dialog box dialog box to confirm the deletion

of all filtered records.

Navigation Click Monitor > Purge > Status. Select the filter options and click Filter. The View Filtered

Status Records dialog box appears. Select the records you want to delete and click Delete

All Filtered Records.

Permissions Superuser

Elements Please Confirm display field—Displays the number of status records that will be deleted

permanently.

Comments text field—Enter the reason for deleting the status records.

OK button—Confirms the purge of all filtered status records. The status records are

removed from the status table in the Junos Scope database.

Cancel button—Displays the View Filtered Status Records dialog box.
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Monitor—Purge—Status—Confirm Purge Status Records Dialog Box

Description Use the Confirm Purge Status Records dialog box to confirm the deletion of selected

records.

Navigation Click Monitor > Purge > Status. Select the filter options and click on Filter to filter out the

records you would like to delete. The View Filtered Status Records dialog box appears.

Select the records you want to delete and click Delete Selected.

Permissions Superuser

Elements Please Confirm display field—Indicates that all the Status records listed in the Status

Records table will be deleted permanently.

Status Records table—Displays the status records you selected for deletion. These are

listed by operation name, operation type, device name, report name, username, final

operation status, operation start time, last updated status time, and status message.

Comments text field—Enter the reason for deleting the status records.

OK button—Click OK to confirm purge of the selected status records. The status records

are removed from the status table in the Junos Scope database.

Cancel button—Redisplays the View Filtered Status Records dialog box.
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Monitor—Purge—Status—Purge Status Records Filter Options Dialog Box

Description Use the Status Records Filter Options dialog box to filter the status records you want to

purge. Most Junos Scope operations add multiple status records to the Status table. As

more and more operations are performed, this table grows in size and consumes disk

space on the Junos Scope software server. The data in the Status table is useful only to

administrators. From time to time, you must remove records that are no longer used in

the Status table, and reclaim disk space if you are an administrator.

Navigation Click Monitor > Purge > Status.

Permissions Superuser

Elements Select Operation Age options—Lets you select all of the operations status records to

purge or ones within a certain date range or a specified age. The area includes the following

options:

• Date Range: FromDate (MM/DD/YYYY)/To Date (MM/DD/YYYY) option text

boxes—Type the date range within which to delete status records. Click the calendar

icon view a calendar from which you can select a date and get the local time. Click

Local Time to view the current time. Click OK in to insert the date that you selected.

• Monthsoldoperationsoption text box—Type the number months to go back and retrieve

status records to purge.

• All Operations option button—Selects all status records to purge.
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Filters to apply to query options—Define the rule for filtering status records. The filter rule

options include:

• Limit to number of rows per page drop-down list box—Filters the operation status by

the number of rows to display per page: 10, 25, 50, or 100. The default is 10 rows.

• Sort results by column name drop-down list box—Sorts the results by the last updated

time, operation name, operation type, device name, username, status, start time, or

message. The default is to sort by the last modified time.

• Currently in state check box and drop-down list box—Filters the operation status by

those that are currently in a particular state: pending, connecting, working, writing,

warning, success, and error. The default is pending. Select the check box to enable this

filter rule.

• Associatedwith user drop-down list box—Displays the operation status results that

are associated with a selected username. The usernames that appear in the list box

are the users that have been added using Settings > Users. Select the check box to

enable this filter rule.

• Operation type drop-down list box—Displays the current Junos Scope operations that

you can save, such as archive, restore, report, scan inventory, install, and download.

The default is archive. Select the check box to enable this filter rule.

Filter button—Filters the status records using the filter options you have selected. The

View Filtered Status Records dialog box appears.

Reset button—Clears all the values you selected and returns to the default values.
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Monitor—Purge—Status—View Filtered Status Records Dialog Box

Description Use the View Filtered Status Records dialog box to view the filter criteria and the list of

the filtered status records with the date and time, username, client IP address. event

type, and message.

Navigation Click Monitor > Purge > Status. Select the records you want to purge and the filter rules

from the Status Records Filter Options dialog box and click Filter.

Permissions Superuser

Elements View Filtered Records table—The table lists the filtered status records in the following

columns:

• Operation Name—Saved operation name. The name that you give an operation when

you save it to run at a later time using Settings > Saved Operations.

• Operation Type—The type of Junos Scope operation that was run. Some operations,

such as software image install, have multiple actions. You can view all actions in an

operation by clicking the Show Task link.

• Device Name—Name of the device on which an operation was run.

• Report Name—Name of the custom report that was scheduled and run.

• User—Username of the user who ran an operation.

• Status—The status of the operation that ran. The status can be pending, connecting,

writing, rebooting, success, or error. The Message column describes the operation

status.

• Start Time—The time the operation started.

• Last Updated Time—The time the operation status was polled and refreshed. You can

sort this column by clicking the arrow in the column header.

• Message—Displays the status message for an operation that was run.

Delete Selected Records button—Deletes the selected record(s).

Delete All Filtered Records—Delete all the filtered records.
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Monitor—Purge—Status—Select Device, Operations, Reports, Query Options Dialog
Box

Description Use the Status—Select Device, Operations, Reports, Query Options dialog box to view

the status of archive and restore operations that have run. With the Operations Status

dialog box, you can select one or more routers for which to view the status and define a

filter that displays status by the number of rows per page, defined properties, when last

updated, and status in a defined state. You can also choose to have Junos Scope update

the status by a defined number of seconds, minutes, or one hour.

Navigation Click Monitor > Status.

Permissions Superuser, read-write, read-only

Elements Devices, Operations, and Reports to Query option buttons—Select from the following

option buttons to select the items you want to query:

All Operations option button—Select all available Junos Scope operations that have run.

All Devices option button—Select all routers on which operations have run.

All Reports option button—Selects all custom scheduled inventory reports that have run.

Group option button and drop-down list box—Select a group of routers for which to see

the operation status. Click the down arrow to see the available groups.

SelectedDevicesoption button and list box—Select one or more routers from the available

routers list for which to see the operation status. Click the down arrow to see the available

routers. Shift +click to select more than one router from the drop-down list box.

Selected Operations list box—Select specific operations of which to view status.
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Selected Reports—Lets you select from the following options:

• Datasource drop-down list box—Selects the Inventory Management System database

from which to view operation status.

• CustomReport list box—Selects a custom report to view operation status.

Filters to apply to query options—Define the rule for viewing operation status. The filter

rule options include:

• Limit to number of rows per page drop-down list box—Filters the operation status by

the number of rows to display per page. The default is 25 rows.

• Sort results by item drop-down list box—Sorts the results by the last modified time,

start time, device name, status, operation, or message. The default is to sort by the

last modified time.

• Refresh status every interval drop-down list box—Updates the operation status at an

interval that you specify. The default is Never.

• Updated in last time period check box, text box, and drop-down list box—Filters the

operation status results by the last time period that you specify. The default is 0

seconds. Select the check box to enable this filter rule. Type a time value in the text

box. Click the down arrow to view the available time periods: seconds, minutes, hours,

and days.

• Currently in state drop-down list box—Filters the operation status by those that are

currently in a particular state: pending, connecting, working, writing, success, and error.

• Associatedwith user drop-down list box—Filters the operation status results by those

that are associated with a selected username.

• Operation Type drop-down list box—Filters the operation status results by the type of

Junos Scope operation that has run—archive, restore, report, scan inventory, install, or

download. the default is archive.

OK button—Displays the Operation Status Results dialog box with the status of each

operation that has run on the selected router(s) and according to the filter rule that you

selected.
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Monitor—Status—View Status Records Dialog Box

Description Use the View Status Records dialog box to display the status of all operations. The status

table lists the operation run results by operation name, operation type, device name,

Report name, username, run status, run start time, last updated time and status message.

The status table also includes the actions column with Show Task and Redo Task

hyperlinks. If the Show Task link is selected, a page that displays operation run results

for that specific task appears. The Redo Task link takes you to the Redo Task wizard.

Navigation Click Monitor > Status.

Permissions Superuser, read-write, read-only

Elements View Status Records table—The table lists the operation run status in the following

columns:

• Operation Name column—The name of the saved operation that was run.

• Operation Type column—The type of operation: archive, restore, or inventory scan.

• Device Name column—Name of the device DNS name or IP address upon which the

operation will run.

• Report Name column—Name of the custom report that was scheduled and run.

• User column—Name of the user who has either run or scheduled the operation

• Status column—Status of the operation, including:
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• Pending—The operation has been created and queued but has not started executing.

• Working—The operation is currently executing.

• Waiting—The operation has executed but is waiting for its children to complete.

• Aborted—The operation did not run and will not run because of the result of a previous

operation.

• Success—The operation completed successfully.

• Warning—The operation has completed, but with a warning. A warning typically does

not affect the execution of other related operations.

• Error—The operation has completed, but with an error. Typically, related operations

will be aborted.

• Shutdown—The operation did not run because the system was shutdown.

Start Time column—Time since the operation started executing.

Last Updated Time column—Time the operation was last updated.

Message column—Message detailing the status of operation. It also contains the link to

the output of an executed script.

Actions column—Displays the Show Task and Redo Task Links. Click the Show Task link

to display a page that displays the operation run results for the task you selected. Click

the Redo Task link to redo the task you selected.
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Monitor—Status—Select the Operation in the Task for Redo Dialog Box

Description Use the Select the Operation in the Task for Redo dialog box to select the operation you

want to redo.

Navigation Click Monitor > Status. Apply query options and filters in the Select Device and Query

Options dialog box and click OK. Click the Redo task hyperlink in the Actions column of

the View Status Records dialog box.

or

Click the Redo Task button in the View Status Records dialog box that appears after you

perform an operation.

Permissions Superuser, read-write, read-only

Elements SelectOperations drop–down list box—Lists the operations in the task that you can redo.

Nextbutton—Displays the Select the Device(s) on which the Operation has to be Redone

dialog box.

Cancel button—Clears this dialog box and displays the Select Devices, Operations or

Reports and Query Options dialog box.
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Monitor—Status—Select theDevice(s)onwhichtheOperationhastobeRedoneDialog
Box

Description Use the Select the Device(s) on which the Operation has to be Redone dialog box to

select the devices on which you want to redo the operation.

Navigation Click Monitor > Status. Apply query options and filters in the Select Device and Query

Options dialog box and click OK. Click the Redo task hyperlink in the Actions column of

the View Status Records dialog box.

or

Click the Redo Task button in the View Status Records dialog box that appears after you

perform an operation.

Select the operation you want to redo from the Select Operation drop-down list box and

click Next in the Select the Operation in the Task for Redo dialog box.

Permissions Superuser, read-write, read-only

Elements Select Devices section:

• Success Devices list box—Lists all the devices on which the operation was successful.

• Failed Devices list box—Lists all the devices on which the operation failed.

• All Success Devices check box—Selects all devices on which the operation was

successful.

• All Failed Devices check box—Selects all devices on which the operation failed.

Next button—Displays the Confirm Redo dialog box.

Previous button—Displays the Select the Operation in the Task for Redo dialog box.

Cancel button—Clears this dialog box, and displays the Select Devices, Operations or

Reports and Query Options dialog box.
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Monitor—Status—Confirm Redo Dialog Box

Description Use the Confirm Redo dialog box to confirm the selections you made for redoing the

operation.

Navigation Click Monitor > Status. Apply query options and filters in the Select Device and Query

Options dialog box and click OK. Click the Redo task hyperlink in the Actions column of

the View Status Records dialog box.

or

Click the Redo Task button in the View Status Records dialog box that appears after you

perform an operation.

Select the operation you want to redo from the Select Operation drop-down list box in

the Select the Operation in the Task for Redo dialog box and click Next. Select the device

or devices on which the operation has to be redone from the Select the Device(s) on

which the Operation has to be Redone dialog box and click Next.

Permissions Superuser, read-write, read-only

Elements Please Confirm section—Displays the operation and the devices on which the operation

will be redone.

Finish button—Displays the status of the Redo operation in the View Status Records

dialog box.

Previous button—Displays the Select the Device(s) on which the Operation has to be

Redone dialog box.

Cancel button—Clears this dialog box, and displays the Select Devices, Operations or

Reports and Query Options dialog box.
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Monitoring—Monitor Pseudowire Parameters—Filter Pseudowires Dialog Box

Description Use the Filter Pseudowires dialog box to filter pseudowires based on one of the many

criteria provided and monitor them.

Navigation Click Provisioning > Monitoring > Monitor Pseudowire Parameters..

Permissions Superuser, read-write, read-only

Elements The following criteria are available for filtering pseudowires and displaying results:

• Select Device Groups—Displays pseudowires configured on the selected device groups.

Press the Shift key to select multiple device groups.

• Select Devices—Displays pseudowires configured on the selected devices. Press the

Shift key to select multiple devices.

• Select Pseudowire Endpoints—Select pseudowire endpoints from the drop-down list

boxes. Displays the pseudowires configured between the selected endpoints.

• Virtual Circuit ID—Displays the pseudowires with the Virtual Circuit ID you enter.

• VPN Name—Displays the pseudowires with the VPN name you enter.

• Site Name—Displays the pseudowires with the Site Name you enter.

• Site ID—Displays the pseudowires with the Site ID you enter.

OK button—Click OK after specifying the filtering criterion to display results.
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Monitoring—Monitor Pseudowire Parameters—Select Params Dialog Box

Description Use the Select Params dialog box to select the pseudowires that you want to monitor

and the specific parameters of the pseudowires that you want to view.

Navigation Click Provisioning > Monitoring > Monitor Pseudowire Parameters. Click Filter in the Filter

Pseudowires dialog box after entering the details.

Permissions Superuser, read-write, read-only
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Elements • Complete Params List box—Select which pseudowire parameters that you want to

view. Select the PW Details option to display details such as pseudowire name, up

time, transitions, last transition, packets sent, and packets received. Select the Current

Performance details option to display details such as pseudowire name, missing

packets, packets reorder, jitter buffer underruns misorder packets dropped, malformed

packets, error seconds, and severely error seconds.

• Add button— Select a parameter from the Complete Params List and click Add to add

it to the Selected Params list.

• Add All button— Click Add All to add all the parameters to the Selected Params list.

• Remove button— Select a parameter from the Selected Params List and click Remove

to remove it from the Selected Params list.

• Remove All button— Click Remove All to clear the Selected Params list.

Filtered L2circuit Pseudowires: table—Displays all Layer 2 circuit pseudowires that match

the criteria specified in the previous step.

• Source Device Name

• Source Interface

• Destination Device Name

• Destination Interface

• Virtual Circuit ID

Filtered L2VPN Pseudowires: table— Displays all Layer 2 VPN pseudowires that match

the criteria specified in the previous step.

• VPN Name

• Source Device

• Source Site Name

• Source Interface

• Destination Device

• Destination Site Name

• Destination Interface

Fetch Details button—Click to go to the Pseudowires Params dialog box.
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Monitoring—Monitor Pseudowire Parameters—Pseudowires Params Dialog Box

Description Use the Pseudowires Params dialog box to view the details of the pseudowires based

on the parameters you selected in the previous step.

Navigation Click Provisioning > Monitoring > Monitor Pseudowire Parameters. Click Filter in the Filter

Pseudowires dialog box after entering the details. Select the parameters and pseudowires

you want to view and click Fetch Details.

Permissions Superuser, read-write, read-only

Elements CURRENTPerformance Details:Displays the current performance details of the selected

pseudowire.

• Pseudowire

• Missing Pkts

• Pkts ReOrder

• Jitter Buffer Underruns

• MisOrder Pkts Dropped

• Malformed Pkts

• Error Seconds

• Severely Error Seconds

PWDetails: Displays the details of the selected pseudowire.

• Pseudowire

• Up time

• Transitions

• Last Transition

• Packets Sent

• Packets Received

OK button—Click to go back to Step 1 of the Monitor Pseudowire Parameters wizard.
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Monitoring—Trap Destination Configuration—Configure Trap Destination Dialog Box

Description Use the Trap Destination Configuration dialog box to configure a device in Junos Scope

with a trap destination

Navigation Click Provisioning > Monitoring >Trap Destination Configuration.

Permissions Superuser, read-write, read-only

Elements Selection of Trap destination devices and schedule:

• Trap Destination field— Enter the IP address of the trap destination. Ensure that you

entered a valid IP address in the trap destination field.

Select Devices:

• Select Device Groups check box and drop-down list box—Select a device group to

which you want to configure a trap destination. Click the Group option button, then

click the Group drop-down list box to display the available groups for Junos Scope

software operations. If you have not added any device groups, the Groups drop-down

list box is empty.

• Select Device(s) check box and drop-down list box—Select a device or devices to

which you want to configure a trap destination. Click the Devices option button, then

click the Devices drop-down list box to display the available devices added for Junos

Scope software operations. If you have not added any devices, the Select Device(s)

drop-down list box is empty.

• Comment field—Enter a descriptive comment about the trap destination you want to

configure.

Select Time or Save Operation section:

• Now check box—Select to push the configuration to the device as soon as the command

is executed.

• Save Operation as text box—Type a name for the operation that you want to save. The

saved execution operation appears in the Saved Operations dialog box with the name

that you gave it. To view the Saved Operations dialog box, click Settings > Saved

Operations.

• Select Schedule area—Select a schedule for when you to push the configuration to

the device.

OK button—Click OK to go to open the Confirm Configuration dialog box.

Cancel button—Click Cancel to go back to the Pseudowire Monitoring dialog box.
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Monitoring—Trap Destination Configuration—Confirm Configuration Dialog Box

Description Use the Confirm Configuration dialog box to confirm the details of the configuration that

you specified in the previous step, and push the configuration the configuration to the

device at the specified time.

Navigation Click Provisioning > Monitoring >Trap Destination Configuration. Specify the configuration

details, and click OK.

Permissions Superuser, read-write, read-only

Elements PleaseConfirmdisplay field—Displays the trap destination configuration, and the devices

or groups that it is configured for, for your confirmation.

Finish button—Executes the configuration operation. The Pseudowire Monitoring menu

opens.

Previous button—Click to go back to the previous step.

Cancel button—Cancels the operation and displays the Pseudowire Monitoring menu.
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Monitoring—RMONProbe Configuration—Filter Pseudowires Dialog Box

Description Use the Filter Pseudowires dialog box to filter pseudowires based on one of the many

criteria provided and then, configure a RMON probe for a device in Junos Scope.

Navigation Click Provisioning > Monitoring > RMON Probe Configuration.

Permissions Superuser, read-write, read-only

Elements The following criteria are available for filtering pseudowires and displaying results:

• Select Device Groups—Displays pseudowires configured on the selected device groups.

Press the Shift key to select multiple device groups.

• Select Devices—Displays pseudowires configured on the selected devices. Press the

Shift key to select multiple devices.

• Select Pseudowire Endpoints—Select pseudowire endpoints from the drop-down list

boxes. Displays the pseudowires configured between the selected endpoints.

• Virtual Circuit ID—Displays the pseudowires with the Virtual Circuit ID you enter.

• VPN Name—Displays the pseudowires with the VPN name you enter.

• Site Name—Displays the pseudowires with the Site Name you enter.

• Site ID—Displays the pseudowires with the Site ID you enter.

OK button—Click OK after specifying the filtering criterion to display results.
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Monitoring—RMONProbe Configuration—Select Prob Params Dialog Box

Description Use the Select Prob Params dialog box to configure a RMON probe for a device in Junos

Scope. The RMON probe monitors traffic on the pseudowire and sets an alarm when a

certain condition occurs.

Navigation Click Provisioning > Monitoring > Monitor Pseudowire Parameters. Click Filter in the Filter

Pseudowires dialog box after entering the details.

Permissions Superuser, read-write, read-only
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Elements Select Parameter: drop down list—Select a parameter from the Select Parameter list.

The available options include Missing Packets, Jitter Buffer Underruns, Malformed Packets,

Error seconds, and so on.

Min Value: field—Enter the minimum value that the selected parameter can have. If the

parameter has a value lower than this, an alarm is triggered.

Max Value: field—Enter the maximum value that the selected parameter can have. If the

parameter has a value higher than this, an alarm is triggered.

Select Pseudowires:

• Filtered L2circuit Pseudowires: table—Displays all Layer 2 circuit pseudowires that

match the criteria specified in the previous step.

• Source Device Name

• Source Interface

• Destination Device Name

• Destination Interface

• Virtual Circuit ID

• Filtered L2VPNPseudowires: table— Displays all Layer 2 VPN pseudowires that match

the criteria specified in the previous step.

• VPN Name

• Source Device

• Source Site Name

• Source Interface

• Destination Device

• Destination Site Name

• Destination Interface

ConfigureProbbutton—Click to configure a RMON probe for the pseudowire. The Confirm

Configuration dialog box appears.

Previous button—Click to go back to the previous step.

Cancel button—Cancels the operation and displays the Pseudowire Monitoring menu.
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Monitoring—RMONProbe Configuration—Confirm Configuration Dialog Box

Description Use the Confirm Configuration dialog box to confirm the details of the configuration that

you specified in the previous step, and push the configuration the configuration to the

device at the specified time.

Navigation Click Provisioning > Monitoring > RMON Probe Configuration. Specify the details in the

Select Prob Param dialog box, and click Configure Probe.

Permissions Superuser, read-write, read-only
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Elements Please Confirm display field—Displays the configuration details for your confirmation.

The details displayed are:

• Parameter Name

• Min value

• Max value

• Filtered L2Circuit Pseudowires:

• Source Device Name

• Source Interface

• Destination Device Name

• Destination Interface

• Virtual Circuit ID

• Filtered L2VPN Pseudowires:

• VPN Name

• Source Device

• Source Interface

• Destination Device

• Destination Interface

•

•

•

•

Finish button—Executes the configuration operation. The View Status Records dialog

box is displayed.

Previous button—Click to go back to the previous step.

Cancel button—Cancels the operation and displays the Pseudowire Monitoring menu.
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MPLS/GRE Tunnel Provisioning— Select Device Dialog Box

Description MPLS/GRE Tunnel Provisioning wizard has four steps, of which Select Device is the first

step. Use the MPLS/GRE Tunnel Provisioning — Select Device dialog box to select the

source and destination devices to provision MPLS/GRE tunnels using the LSP paths you

have configured.

Navigation Click Provisioning > MPLS/GRE Tunnels > MPLS/GRE Tunnel Provisioning.

Permissions Superuser, read-write

Elements Select Device Source allows you to select whether you wish to select devices directly or

select a device group:

• Select Device(s) Directly option button—Select this option button if you wish to select

devices directly. If you select this option button, select devices under Select

Source/Destination Endpoint Devices.

• Select a Device Group option button—Select this option button and select a device

group from the drop-down list box.

FindDevices that include the following:allows you to search and display available devices.

Select a Field drop-down list box—Select from: Device Name, Device Hostname, Model,

Location, or Comment.

Select an Operator drop-down list box—Select an operator from the drop-down list box

and enter a value in the text box beside it.

Show button—Click this button to display all the devices that meet the criteria you

specified.

Clear button—Click this button to clear the list of devices.

SelectDevices—Select at least two devices. Press the Shift key and click the device names

to select multiple devices.

Next button—Click this button to go to the next step in the wizard.
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MPLS/GRE Tunnel Provisioning—Add/Edit/Delete MPLS/GRE Tunnels Dialog Box

Description MPLS/GRE Tunnel Provisioning wizard has four steps, of which Add/Edit/Delete

MPLS/GRE Tunnels is the second step. Use the Add/Edit/Delete dialog box to enter

tunnel details or modify them, or delete a tunnel.

Navigation Click Provisioning > MPLS/GRE Tunnels > MPLS/GRE Tunnel Provisioning, and then click

Next in the Select Device dialog box after entering the details.

Permissions Superuser, read-write
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Elements Tunnel Type drop-down list box—Select a tunnel type from MPLS-RSVP, MPLS-LDP,

and GRE.

Source Device drop-down list box—Select a source device for the MPLS/GRE tunnel.

Destination Device drop-down list box—Select a destination device for the MPLS/GRE

tunnel.

Provide Source Endpoint Details: allows you to specify details such as LSP path and

bandwidth for the source device.

• LSP Name—Enter the LSP name for the source device. This is required only for

MPLS-RSVP.

• LSP Bandwidth—Enter the LSP bandwidth for the source device.

• Select a Primary Path—Select a primary path from the drop-down list box. This is

required only for MPLS-RSVP.

• Select a Secondary Path—Select a secondary path from the drop-down list box. This

is required only for MPLS-RSVP.

• Setup Priority—Select a setup priority from the drop-down list box.

• Reservation Priority—Select a reservation priority from the drop-down list box.

• QOS Priority—Select a QOS priority from the drop-down list box.

• Enable Fast Reroute—Select this check box to enable fast reroute. This is applicable

only to MPLS-RSVP.

• Maximum Hop Count—Enter the maximum number of hops, if the tunnel type is

MPLS-RSVP, and you have selected the Enable Fast Reroute check box.

• Enable Node Link Protection—Select this check box to enable node link protection.

• Enable Link Protection—Select this check box to enable link protection.

• Select GRE Interface—Select an interface from the drop-down list box if the tunnel

type you selected is GRE.

• Logical Unit—Enter the logical unit of the GRE interface if the tunnel type you selected

is GRE.

Provide Destination Endpoint Details: allows you to specify details such as LSP path and

bandwidth for the destination device.

• Copy Source Endpoint Details—Select this check box if you wish to copy the source

endpoint details for the destination endpoint.

• LSP Name—Enter the LSP name for the destination device. This is required only for

MPLS-RSVP.

• LSP Bandwidth—Enter the LSP bandwidth for the destination device.

• Select a Primary Path—Select a primary path from the drop-down list box. This is

required only for MPLS-RSVP.
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• Select a Secondary Path—Select a secondary path from the drop-down list box. This

is required only for MPLS-RSVP.

• Setup Priority—Select a setup priority from the drop-down list box.

• Reservation Priority—Select a reservation priority from the drop-down list box.

• QOS Priority—Select a QOS priority from the drop-down list box.

• Enable Fast Rerout—Select this check box to enable fast reroute. This is applicable

only to MPLS-RSVP.

• Maximum Hop Count—Enter the maximum number of hops, if the tunnel type is

MPLS-RSVP, and you have selected the Enable Fast Reroute check box.

• Enable Node Link Protection—Select this check box to enable node link protection.

• Enable Link Protection—Select this check box to enable link protection.

• Select GRE Interface—Select an interface from the drop-down list box if the tunnel

type you selected is GRE.

• Logical Unit—Enter the logical unit of the GRE interface if the tunnel type you selected

is GRE.

Add Entry button—Click this to add the tunnel or save modifications.

Edit button—Click this to make modifications to the tunnel details.

Delete button—Click this to delete the tunnel.

Force Deploy button—Click this to push the configuration details to the devices even if

you have not modified them.

Previous button—Click this to go to step 1: Select Device dialog box.

Next button—Click this to go to step 3: Confirm Add/Edit/Delete MPLS/GRE Tunnels

dialog box.

The tabular area at the bottom of the dialog box displays the tunnels configured between

the devices selected in step 1: Select Devices:

• Select—Select a check box to edit the tunnel or delete it.

• State—New , Modified , and Unchanged

• Tunnel Type—Displays the tunnel type.

• Source Device—Dispays the source device name.

• Source LSP—Displays the source LSP path for MPLS-RSVP tunnels.

• Source GRE Intf—Displays the source GRE interface for GRE tunnels.

• Destination Device—Dispays the destination device name.

• Destination LSP—Displays the destination LSP path for MPLS-RSVP tunnels.

• Destination GRE Intf—Displays the destination GRE interface for GRE tunnels.
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MPLS/GRETunnelProvisioning—ConfirmAdd/Edit/DeleteMPLS/GRETunnelsDialog
Box

Description MPLS/GRE Tunnel Provisioning wizard has four steps, of which Confirm Add/Edit/Delete

MPLS/GRE Tunnels is the third step. Use the Confirm Add/Edit/Delete dialog box to

confirm addition, modification, or deletion of a tunnel.

Navigation Click Provisioning > MPLS/GRE Tunnels > MPLS/GRE Tunnel Provisioning and click Next

in the Select Device dialog box after entering the details, and then click Next in the

Add/Edit/Delete MPLS/GRE Tunnels dialog box.

Permissions Superuser, read-write

Elements Confirm button—Click this to confirm creation, modification, or deletion of MPLS/GRE

Tunnels.

Previous button—Click this to go back to the Add/Edit/Delete MPLS/GRE Tunnels dialog

box.

The tabular area at the bottom of the dialog displays the following details:

• Operation—Creation, Modification, or Deletion.

• Tunnel Type—Displays the tunnel type.

• Source Device—Dispays the source device name.

• Source LSP—Displays the source LSP path for MPLS-RSVP tunnels.

• Source GRE Interface—Displays the source GRE interface for GRE tunnels.

• Destination Device—Dispays the destination device name.

• Destination LSP—Displays the destination LSP path for MPLS-RSVP tunnels.

• Destination GRE Interface—Displays the destination GRE interface for GRE tunnels.
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MPLS/GRE Tunnel Provisioning— Select Time or Schedule Dialog Box

Description MPLS/GRE Tunnel Provisioning wizard has four steps, of which Select Time or Schedule

is the fourth step. Use the Select Time or Schedule dialog box to set up the time or

schedule for the creation, modification, or deletion of the tunnels carried out in the earlier

steps of the wizard.

Navigation Click Provisioning > MPLS/GRE Tunnels > MPLS/GRE Tunnel Provisioning and click Next

in the Select Device dialog box after entering the details, then click Next in the

Add/Edit/Delete MPLS/GRE Tunnels dialog box, and then click Confirm in the Confirm

Add/Edit/Delete MPLS/GRE Tunnels dialog box.

Permissions Superuser, read-write

Elements Select Time or Save Operation: allows you to save the operation or set up the time or

schedule.

Now option button—Select this option to carry out the operation now.

Save Operation option button—Select this option and enter a name for the operation to

save the configuration as a named operation.

Select Schedule option button—Select this option button and select a schedule from the

table below to set up the operation to be carried out at the specified time.

The table at the bottom of the dialog box lists the schedules configured in the Settings

tab, giving the following details:

• Schedule Name

• Start Time

• Period (frequency)

• Comment

OKbutton—Click OK after selecting an option to set up the schedule or save the operation.

Previousbutton—Click this to go back to the Confirm Add/Edit/Delete MPLS/GRE Tunnels

dialog box.
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Pseudowires — Templates Dialog Box

Description Use the Templates dialog box to define pseudowire templates, which can be later used

to create pseudowires.

Navigation Click Provisioning > Pseudowires > Templates.

Permissions Superuser

Elements This dialog box displays the templates already defined: you can delete or export them,

or import from an XML file if you have earlier exported some templates.

Delete button—Select one or more templates, and click this button to delete them.

Export button—Click this button to export all templates and save them as an XML file.

Importbutton—Click this button to import templates you saved (exported) as XML earlier.

Select Template Type drop-down list box—Select a template type from the drop-down

list box and click Add.

Add button—Click this button after selecting the template type to define a template of

that type.
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Pseudowires — Templates —Add NewSAToP Template Dialog Box

Description Use the Add New SAToP Template dialog box to add new SAToP templates, which can

be later used to create pseudowires.

Navigation Click Provisioning > Pseudowires > Templates, select SAToP as the template type and

click Add.

Permissions Superuser

Elements Name—Enter the name of the new SAToP template.

Comment—Enter a comment.

Payload Size (1-1024):—Enter a value between 1 and 1024.

Idle Pattern (0-255):—Enter a value between 00 and 255.

Excessive Packet Loss Threshold (1-100):—Enter a value between 1 and 100.

Excessive Packet Loss Sample Period (1000-65535msec):—Enter a value between 1000

and 6535 milliseconds.

Jitter Buffer Latency (msec):—Enter a value in milliseconds.

ControlWord check box—Select this check box to enable the control word.

Save button—Click this button to save the new SAToP template.

Cancel button—Click this button to go back to the Templates dialog box.
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Pseudowires — Templates —Add NewATMTemplate Dialog Box

Description Use the Add New ATM Template dialog box to add new ATM templates, which can be

later used to create pseudowires.

Navigation Click Provisioning > Pseudowires > Templates, select ATM as the template type and

click Add.

Permissions Superuser

Elements Name text box—Enter the name of the new ATM template.

Comment text box—Enter a comment.

Bandwidth text box—Enter the bandwidth to be allocated to the pseudowire.

ControlWord check box—Select this check box to enable the control word.

Modedrop down list- Allowed options are 1–to-1–vcc, n–to-1-vcc, 1–to-1–vpc, n-to-1-vpc,

aal5–pdu and aal5–sdu

MaximumCell Concatenation(1-28): text box— Enter the maximum number of ATM cells

that can be concatenated before the packet switched network (PSN) packet is sent out.

Timeout(0-100msec): text box— Enter the maximum time that the device should wait

for the specified number of ATM cells to arrive for concatenation.

Sequence Number check check box— Select this to enable the sequence number check.

Sequence Number Switchover(1-255): text box— Enter a value between 1 and 255.

Encapsulation drop-down list box—Select an appropriate encapsulation type. Allowed

options are atm-ccc-cell-relay and atm-ccc-vc-mux.

Save button—Click this button to save the new ATM template.

Cancel button—Click this button to go back to the Templates dialog box.
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Pseudowires — Templates —Add New Ethernet Template Dialog Box

Description Use the Add New Ethernet Template dialog box to add new Ethernet templates, which

can be later used to create pseudowires.

Navigation Click Provisioning > Pseudowires > Templates, select Ethernet as the template type and

click Add.

Permissions Superuser

Elements Name—Enter the name of the new Ethernet template.

Comment—Enter a comment.

Bandwidth—Enter the bandwidth to be allocated to the pseudowire.

ControlWord check box—Select this check box to enable the control word.

Encapsulation drop-down list box—Select an appropriate encapsulation type.

Save button—Click this button to save the new Ethernet template.

Cancel button—Click this button to go back to the Templates dialog box.
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Pseudowires — Templates — Edit Details Of SAToP Template Dialog Box

Description Use the Edit Details Of SAToP Template dialog box to modify details of SAToP templates,

which can be later used to create pseudowires.

Navigation Click Provisioning > Pseudowires > Templates, and click the template name.

Permissions Superuser

Elements Name—Enter the name of the SAToP template.

Comment—Enter a comment.

Payload Size—Enter a value between 1 and 1024.

Idle Pattern—Enter a value between 00 and FF.

Excessive Packet Loss Threshold—Enter a value between 1 and 100.

ExcessivePacketLossSamplePeriod—Enter a value between 1000 and 6535 milliseconds.

Jitter Buffer Latency—Enter a value in milliseconds.

ControlWord check box—Select this check box to enable the control word.

Save button—Click this button to save the new SAToP template.

Cancel button—Click this button to go back to the Templates dialog box.
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Pseudowires — Templates — Edit Details of ATM Template Dialog Box

Description Use the Edit Details of ATM Template dialog box to modify details of ATM templates,

which can be later used to create pseudowires.

Navigation Click Provisioning > Pseudowires > Templates, and click the name of the template.

Permissions Superuser

Elements Name—Enter the name of the new ATM template.

Comment—Enter a comment.

Bandwidth—Enter the bandwidth to be allocated to the pseudowire.

ControlWord check box—Select this check box to enable the control word.

Encapsulation drop-down list box—Select an appropriate encapsulation type.

Save button—Click this button to save the new ATM template.

Cancel button—Click this button to go back to the Templates dialog box.
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Pseudowires — Templates — Edit Details of Ethernet Template Dialog Box

Description Use the Edit Details Of Ethernet Template dialog box modify details of Ethernet templates,

which can be later used to create pseudowires.

Navigation Click Provisioning > Pseudowires > Templates, and click the template name.

Permissions Superuser

Elements Name—Enter the name of the new Ethernet template.

Comment—Enter a comment.

Bandwidth—Enter the bandwidth to be allocated to the pseudowire.

ControlWord check box—Select this check box to enable the control word.

Encapsulation drop-down list box—Select an appropriate encapsulation type.

Save button—Click this button to save the new Ethernet template.

Cancel button—Click this button to go back to the Templates dialog box.
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Pseudowires — Provision L2circuit Pseudowires — Select Device Dialog Box

Description The Provision Pseudowires wizard has four steps, of which Select Device is the first step.

Use the Provision L2circuit Pseudowires— Select Device dialog box to select the source

and destination devices across which pseudowires are to be configured.

Navigation Click Provisioning > Pseudowires> Provision L2circuit Pseudowires.

Permissions Superuser, read-write

Elements Select Device Source allows you to select whether you wish to select devices directly or

select a device group:

• Select Device(s) Directly option button—Select this option button if you wish to select

devices directly. If you select this option button, select devices under Select

Source/Destination Endpoint Devices.

• Select a Device Group option button—Select this option button and select a device

group from the drop-down list box.

FindDevices that include the following:allows you to search and display available devices.

Select a Field drop-down list box—Select from: Device Name, Device Hostname, Model,

Location, or Comment.

Select an Operator drop-down list box—Select an operator from the drop-down list box

and enter a value in the text box beside it.

Show button—Click this button to display all the devices that meet the criteria you

specified.

Clear button—Click this button to clear the list of devices.

SelectDevices—Select at least two devices. Press the Shift key and click the device names

to select multiple devices.

Next button—Click this button to go to the next step in the wizard.
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Pseudowires—ProvisionL2circuitPseudowires—Add/Edit/DeletePseudowiresDialog
Box

Description Use the Add/Edit/Delete Pseudowires dialog box to create, modify, or delete pseudowires.

Navigation Click Provisioning > Pseudowires> Provision L2circuit Pseudowires, and then click Next

in the Select Device dialog box after entering the details.

Permissions Superuser, read-write
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Elements Source Device Name drop-down list box—Select a source device from the drop-down

list box.

Destination Device Name drop-down list box—Select a destination device from the

drop-down list box.

Interface Type drop-down list box—Select an interface type from the drop-down list box.

Select Template drop-down list box—Select a template you have earlier defined from

the drop-down list box.

Select Tunnel drop-down list box—Select a tunnel you have earlier created from the

drop-down list box.

Virtual Circuit ID—Enter the virtual circuit ID for the pseudowire.

Description—Enter a description of the pseudowire.

VPI—Common for both source and destination endpoints. Applicable only to ATM

pseudowires.

VCI—Common for both source and destination endpoints. Applicable only to ATM

pseudowires.

VLANID—Common for both source and destination endpoints. Applicable only to Ethernet

pseudowires.

Provide Source Endpoint Details: allows you to enter details of the source endpoint as

follows:

• CE Interface—Select the CE facing interface from the drop-down list box.

• Logical Unit—Enter the logical unit for the CE interface.

• LSP Name—Select an LSP from the drop-down list box.

• Select GRE Interface—Select a GRE interface from the drop-down list box if you have

selected a GRE tunnel in the Select Tunnel drop-down list box.

• Logical Unit—Enter the logical unit for the GRE interface.

ProvideDestinationEndpointDetails:allows you to enter details of the destination endpoint

as follows:

• CE Interface—Select the CE facing interface from the drop-down list box.

• Logical Unit—Enter the logical unit for the CE interface.

• LSP Name—Select an LSP from the drop-down list box.

• Select GRE Interface—Select a GRE interface from the drop-down list box if you have

selected a GRE tunnel in the Select Tunnel drop-down list box.

• Logical Unit—Enter the logical unit for the GRE interface.

Add Entry button—Click this to add the pseudowire or save the modifications you made.
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Edit button—Click this to make modifications to the pseudowire details.

Delete button—Click this to delete the tunnel.

Force Deploy button—Click this to push the configuration details to the devices even if

you have not modified them.

Previous button—Click this to go to step 1: Select Device dialog box.

Nextbutton—Click this to go to step 3: Confirm Add/Edit/Delete Pseudowires dialog box.

The table at the bottom of the wizard displays:

• State: State can be one of the following:

• New: If the pseudowire is new.

• Modified: If a exiting pseudowire is modified.

• Unchanged: If a existing pseudowire is unchanged.

• Source Device Name

• Source CE Interface

• Destination Device Name

• Destination CE Interface

• Virtual Circuit ID
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Pseudowires — Provision L2circuit Pseudowires — Confirm Add/Edit/Delete
Pseudowires Dialog Box

Description Use the Confirm Add/Edit/Delete Pseudowires dialog box to confirm the operation you

performed in the Add/Edit/Delete Pseudowires dialog box.

Navigation Click Provisioning > Pseudowires> Provision L2circuit Pseudowires and click Next in the

Select Device dialog box, and then click Next in the Add/Edit/Delete Pseudowires dialog

box after creating, modifying or deleting a pseudowire

Permissions Superuser, read-write

Elements Confirm button—Click this to confirm creation, modification, or deletion of pseudowires.

Previous button—Click this to go back to the Add/Edit/Delete Pseudowires dialog box.

The tabular area at the bottom of the dialog displays the following details:

• Operation—Creation, Modification, or Deletion.

• Virtual Circuit ID—Displays the virtual circuit ID.

• Source Device—Dispays the source device name.

• Source CE Interface—Displays the source CE interface.

• Destination Device—Dispays the destination device name.

• Destination CE Interface—Displays the destination CE interface.
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Pseudowires—Provision L2circuit Pseudowires—Select Timeor ScheduleDialogBox

Description Use the Select Time or Schedule dialog box to set up the time or schedule for the creation,

modification, or deletion of the pseudowires carried out in the earlier steps of the wizard.

Navigation Click Provisioning > Pseudowires > Provision L2circuit Pseudowires and click Next in the

Select Device dialog box after entering the details, then click Next in the Add/Edit/Delete

Pseudowires dialog box, and then click Confirm in the Confirm Add/Edit/Delete

Pseudowires dialog box.

Permissions Superuser, read-write

Elements Select Time or Save Operation: allows you to save the operation or set up the time or

schedule.

Now option button—Select this option to carry out the operation now.

Save Operation option button—Select this option and enter a name for the operation to

save the configuration as a named operation.

Select Schedule option button—Select this option button and select a schedule from the

table below to set up the operation to be carried out at the specified time.

The table at the bottom of the dialog box lists the schedules configured in the Settings

tab, giving the following details:

• Schedule Name

• Start Time

• Period (frequency)

• Comment

OKbutton—Click OK after selecting an option to set up the schedule or save the operation.

Previousbutton—Click this to go back to the Confirm Add/Edit/Delete Pseudowires dialog

box.
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Pseudowires — Provision L2vpn Pseudowires — Select Device Dialog Box

Description The Provision Pseudowires wizard has four steps, of which Select Device is the first step.

Use the Provision L2vpn Pseudowires— Select Device dialog box to select the source

and destination devices across which pseudowires are to be configured.

Navigation Click Provisioning > Pseudowires> Provision L2vpn Pseudowires.

Permissions Superuser, read-write

Elements Select Device Source allows you to select whether you wish to select devices directly or

select a device group:

• Select Device(s) Directly option button—Select this option button if you wish to select

devices directly. If you select this option button, select devices under Select

Source/Destination Endpoint Devices.

• Select a Device Group option button—Select this option button and select a device

group from the drop-down list box.

FindDevices that include the following:allows you to search and display available devices.

Select a Field drop-down list box—Select from: Device Name, Device Hostname, Model,

Location, or Comment.

Select an Operator drop-down list box—Select an operator from the drop-down list box

and enter a value in the text box beside it.

Show button—Click this button to display all the devices that meet the criteria you

specified.

Clear button—Click this button to clear the list of devices.

SelectDevices—Select at least two devices. Press the Shift key and click the device names

to select multiple devices.

Next button—Click this button to go to the next step in the wizard.
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Pseudowires — Provision L2vpn Pseudowires — Add/Edit/Delete Pseudowires Dialog
Box

Description Use the Add/Edit/Delete Pseudowires dialog box to create, modify, or delete pseudowires.

Navigation Click Provisioning > Pseudowires> Provision L2vpn Pseudowires, and then click Next in

the Select Device dialog box after entering the details.

Permissions Superuser, read-write
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Elements VPNName field—Enter the name of the VPN in the field. If it is not specified, a VPN Name

is automatically generated for the pseudowire.

Source Device Name drop-down list box—Select a source device from the drop-down

list box.

Destination Device Name drop-down list box—Select a destination device from the

drop-down list box.

Interface Type drop-down list box—Select an interface type from the drop-down list box.

Select Template drop-down list box—Select a template you have earlier defined from

the drop-down list box.

Select Route Distinguisher field—Enter the route distinguisher in the field. The route

distinguisher is used to place bounds around a VPN so the same IP address prefixes can

be used in different VPNs without having them overlap

VRF Community field—Enter the VRF target Community for the pseudowire. The syntax

for the VRF target community is not a name. You must specify it in the format target:x:y.

A community name cannot be specified because this would also require you to configure

the community members for that community using a policy-options statement.

Encapsulation Type drop-down list box—Select an encapsulation type from the drop

down list. The options for encapsulation type vary depending on the type of interface

that you have selected.

Description—Enter a description of the pseudowire.

VPI—Common for both source and destination endpoints. Applicable only to ATM

pseudowires.

VCI—Common for both source and destination endpoints. Applicable only to ATM

pseudowires.

VLANID—Common for both source and destination endpoints. Applicable only to Ethernet

pseudowires.

Provide Source Endpoint Details: allows you to enter details of the source endpoint as

follows:

• CE Interface—Select the CE facing interface from the drop-down list box.

• Logical Unit—Enter the logical unit for the CE interface. The default value is 0. If you

do not specify this, the system automatically assigns a unique logical unit based on

the pseudowires that were already provisioned.

• Enter Site Name—Enter the name of the VPN site.

• Enter Site ID—Enter the ID of the VPN site. This should be a number.

ProvideDestinationEndpointDetails:allows you to enter details of the destination endpoint

as follows:
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• CE Interface—Select the CE facing interface from the drop-down list box.

• Logical Unit—Enter the logical unit for the CE interface. The default value is 0. If you

do not specify this, the system automatically assigns a unique logical unit based on

the pseudowires that were already provisioned.

• Enter Site Name—Enter the name of the VPN site.

• Enter Site ID—Enter the ID of the VPN site.

Add Entry button—Click this to add the pseudowire or save the modifications you made.

Edit button—Click this to make modifications to the pseudowire details.

Delete button—Click this to delete the tunnel.

Force Deploy button—Click this to push the configuration details to the devices even if

you have not modified them.

Previous button—Click this to go to step 1: Select Device dialog box.

Nextbutton—Click this to go to step 3: Confirm Add/Edit/Delete Pseudowires dialog box.

The table at the bottom of the wizard displays:

• State: State can be one of the following:

• New: If the pseudowire is new.

• Modified: If a exiting pseudowire is modified.

• Unchanged: If a existing pseudowire is unchanged.

• VPN Name

• Source Device Name

• Source Site Name

• Source CE Interface

• Destination Device Name

• Destination Site Name

• Destination CE Interface
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Pseudowires—ProvisionL2vpnPseudowires—ConfirmAdd/Edit/DeletePseudowires
Dialog Box

Description Use the Confirm Add/Edit/Delete Pseudowires dialog box to confirm the operation you

performed in the Add/Edit/Delete Pseudowires dialog box.

Navigation Click Provisioning > Pseudowires> Provision L2vpn Pseudowires and click Next in the

Select Device dialog box, and then click Next in the Add/Edit/Delete Pseudowires dialog

box after creating, modifying or deleting a pseudowire

Permissions Superuser, read-write

Elements Confirm button—Click this to confirm creation, modification, or deletion of pseudowires.

Previous button—Click this to go back to the Add/Edit/Delete Pseudowires dialog box.

The tabular area at the bottom of the dialog displays the following details:

• Operation—Creation, Modification, or Deletion.

• VPN Name—Displays the VPN Name.

• Source Device—Dispays the source device name.

• Source CE Interface—Displays the source CE interface.

• Destination Device—Dispays the destination device name.

• Destination CE Interface—Displays the destination CE interface.
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Pseudowires — Provision L2vpn Pseudowires — Select Time or Schedule Dialog Box

Description Use the Select Time or Schedule dialog box to set up the time or schedule for the creation,

modification, or deletion of the pseudowires carried out in the earlier steps of the wizard.

Navigation Click Provisioning > Pseudowires > Provision L2vpn Pseudowires and click Next in the

Select Device dialog box after entering the details, then click Next in the Add/Edit/Delete

Pseudowires dialog box, and then click Confirm in the Confirm Add/Edit/Delete

Pseudowires dialog box.

Permissions Superuser, read-write

Elements Select Time or Save Operation: allows you to save the operation or set up the time or

schedule.

Now option button—Select this option to carry out the operation now.

Save Operation option button—Select this option and enter a name for the operation to

save the configuration as a named operation.

Select Schedule option button—Select this option button and select a schedule from the

table below to set up the operation to be carried out at the specified time.

The table at the bottom of the dialog box lists the schedules configured in the Settings

tab, giving the following details:

• Schedule Name

• Start Time

• Period (frequency)

• Comment

OKbutton—Click OK after selecting an option to set up the schedule or save the operation.

Previousbutton—Click this to go back to the Confirm Add/Edit/Delete Pseudowires dialog

box.

Copyright © 2010, Juniper Networks, Inc.660

Junos 10.4 Junos Scope Software User Guide



Pseudowires — Stiching Pseudowires — Select Device Dialog Box

Description The Stiching Pseudowires wizard has four steps, of which Select Device is the first step.

Use the Stiching Pseudowires— Select Device dialog box to select the source and

destination devices across which pseudowires are to be configured.

Navigation Click Provisioning > Pseudowires> Stiching Pseudowires.

Permissions Superuser, read-write

Elements Select Device Source allows you to select whether you wish to select devices directly or

select a device group:

• Select Device(s) Directly option button—Select this option button if you wish to select

devices directly. If you select this option button, select devices under Select

Source/Destination Endpoint Devices.

• Select a Device Group option button—Select this option button and select a device

group from the drop-down list box.

FindDevices that include the following:allows you to search and display available devices.

Select a Field drop-down list box—Select from: Device Name, Device Hostname, Model,

Location, or Comment.

Select an Operator drop-down list box—Select an operator from the drop-down list box

and enter a value in the text box beside it.

Show button—Click this button to display all the devices that meet the criteria you

specified.

Clear button—Click this button to clear the list of devices.

SelectDevices—Select at least two devices. Press the Shift key and click the device names

to select multiple devices.

Next button—Click this button to go to the next step in the wizard.
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Pseudowires — Stiching Pseudowires— Add/Edit/Delete Pseudowires Dialog Box

Description Use the Add/Edit/Delete Pseudowires dialog box to create, modify, or delete pseudowires.

Navigation Click Provisioning > Pseudowires>Stiching Pseudowires, and then click Next in the Select

Device dialog box after entering the details.

Permissions Superuser, read-write
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Elements Stiching Type drop-down list box—Select the type of stiching configuration that you

want to generate from the drop down list. The options are l2circuit -> l2vpn, l2circuit ->

l2circuit, and l2vpn-> l2vpn.

Device drop-down list box—Select a device from the drop-down list box.

Fetch Details button—Click to fetch the details of the device that you selected from the

Device drop down list.

Stitching Interface field—Enter the interface that you want to use for the stitching

configuration. The iw0 interface is a control plane that you can use to directly perform

a pseudowire stitch through the ASICs without having to use a tunnel services interface.

Source Pseudowire Details list box—Select the source pseudowire setail from the

drop-down list box.

• Source Pseudowire Details list box—Select one of the parameters from the Source

Pseudowire Details list to set the details of the source pseudowire.

• Logical Unit field— Enter a value in the Logical unit field. The Logical Unit is used to

support multipoint technologies such as Frame Relay, ATM, and VLANs. PPP

encapsulations support only one logical unit. Ensure that you configure the logic unit

number as zero for these encapsulations.

• Encapsulation drop down list—Select an encapsulation type from the Encapsulation

list. The options available for encapsulation are SAToP, ethernet-ccc, vlan-ccc, and

ppp-ccc. Ensure that both the source and destination has the same encapsulation

type if you use the iw0 stitching interface.

Destination Pseudowire Details list box—Select the destination pseudowire detail from

the drop-down list box.

• Destination Pseudowire Details list box—Select one of the parameters from the

Destination Pseudowire Details list to set the details of the source pseudowire.

• Logical Unit field— Enter a value in the Logical unit field. The Logical Unit is used to

support multipoint technologies such as Frame Relay, ATM, and VLANs. PPP

encapsulations support only one logical unit. Ensure that you configure the logic unit

number as zero for these encapsulations.

• Encapsulation drop down list—Select an encapsulation type from the Encapsulation

list. The options available for encapsulation are SAToP, ethernet-ccc, vlan-ccc, and

ppp-ccc. Ensure that both the source and destination has the same encapsulation

type if you use the iw0 stitching interface.

Add Entry button—Click this to add the pseudowire or save the modifications you made.

Edit button—Click this to make modifications to the pseudowire details.

Delete button—Click this to delete the tunnel.

Force Deploy button—Click this to push the configuration details to the devices even if

you have not modified them.

663Copyright © 2010, Juniper Networks, Inc.

Chapter 44: Junos Scope Dialog Box Reference



Previous button—Click this to go to step 1: Select Device dialog box.

Nextbutton—Click this to go to step 3: Confirm Add/Edit/Delete Pseudowires dialog box.

The table at the bottom of the wizard displays:

• State: State can be one of the following:

• New: If the pseudowire is new.

• Modified: If a exiting pseudowire is modified.

• Unchanged: If a existing pseudowire is unchanged.

• Device Name

• Source Pseudowire Details

• Destination Pseudowire Details

• Stiching Interface
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Pseudowires—StichingPseudowires—ConfirmAdd/Edit/Delete PseudowiresDialog
Box

Description Use the Confirm Add/Edit/Delete Pseudowires dialog box to confirm the operation you

performed in the Add/Edit/Delete Pseudowires dialog box.

Navigation Click Provisioning > Pseudowires> Stiching Pseudowires and click Next in the Select

Device dialog box, and then click Next in the Add/Edit/Delete Pseudowires dialog box

after creating, modifying or deleting a pseudowire

Permissions Superuser, read-write

Elements Confirm button—Click this to confirm creation, modification, or deletion of pseudowires.

Previous button—Click this to go back to the Add/Edit/Delete Pseudowires dialog box.

The tabular area at the bottom of the dialog displays the following details:

• Operation—Creation, Modification, or Deletion.

• Device Name

• Source Pseudowire Details

• Destination Pseudowire Details

• Stiching Interface
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Pseudowires — Stiching Pseudowires — Select Time or Schedule Dialog Box

Description Use the Select Time or Schedule dialog box to set up the time or schedule for the creation,

modification, or deletion of the pseudowires carried out in the earlier steps of the wizard.

Navigation Click Provisioning > Pseudowires > Stiching Pseudowires and click Next in the Select

Device dialog box after entering the details, then click Next in the Add/Edit/Delete

Pseudowires dialog box, and then click Confirm in the Confirm Add/Edit/Delete

Pseudowires dialog box.

Permissions Superuser, read-write

Elements Select Time or Save Operation: allows you to save the operation or set up the time or

schedule.

Now option button—Select this option to carry out the operation now.

Save Operation option button—Select this option and enter a name for the operation to

save the configuration as a named operation.

Select Schedule option button—Select this option button and select a schedule from the

table below to set up the operation to be carried out at the specified time.

The table at the bottom of the dialog box lists the schedules configured in the Settings

tab, giving the following details:

• Schedule Name

• Start Time

• Period (frequency)

• Comment

OKbutton—Click OK after selecting an option to set up the schedule or save the operation.

Previousbutton—Click this to go back to the Confirm Add/Edit/Delete Pseudowires dialog

box.
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Pseudowires — Filter and Test l2circuit Pseudowires Dialog Box

Description Use the Filter and Test l2circuit Pseudowires dialog box to filter pseudowires based on

one of the many criteria provided and test them.

Navigation Click Provisioning > Pseudowires > Filter and Test l2circuit Pseudowires.

Permissions Superuser, read-write, read-only

Elements The following criteria are available for filtering pseudowires and displaying results:

• All Pseudowires—Displays all pseudowires.

• Select Device Groups—Displays pseudowires configured on the selected device groups.

Press the Shift key to select multiple device groups.

• Select Devices—Displays pseudowires configured on the selected devices. Press the

Shift key to select multiple devices. You must select at least two devices.

• Select Pseudowire Endpoints—Select pseudowire endpoints from the drop-down list

boxes. Displays the pseudowires configured between the selected endpoints.

• Virtual Circuit ID—Displays the pseudowires with the Virtual Circuit ID you enter.

OK button—Click OK after specifying the filtering criterion to display results.
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Pseudowires — Filter and Test l2circuit Pseudowires (results) Dialog Box

Description This dialog box lists the pseudowires according to the criteria you specified.

Navigation Click Provisioning > Pseudowires > Filter and Test l2circuit Pseudowires, and then click

OK after specifying the criteria.

Permissions Superuser, read-write, read-only

Elements Viewbutton—Select a pseudowire from the list and click View to monitor the pseudowire.

Test button—Select a pseudowire and click Test to verify if the pseudowire is active.

The list of pseudowires provides the following information about the pseudowires.

• Source Device Name

• Source Interface

• Destination Device Name

• Destination Interface

• Virtual Circuit ID
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Pseudowires — Filter and Test l2circuit Pseudowires (Test Results) Dialog Box

Description This dialog box displays the status of the pseudowire and a message from Junos Scope.

Navigation Click Provisioning > Pseudowires > Filter and Test l2circuit Pseudowires and click OK

after specifying the criteria, and then click Test after selecting one or more pseudowires.

Permissions Superuser, read-write, read-only

Elements Previous button—Click this to go back to the list of pseudowires (results) dialog box.

The table at the bottom of this dialog box displays the following information:

• Source Device

• Destination Device

• Virtual Circuit ID

• Status

• Message
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Pseudowires — Filter and Test l2circuit Pseudowires (View Results) Dialog Box

Description This dialog box lists out the details of the source and destination end points of the selected

pseudowire.

Navigation Click Provisioning > Pseudowires > Filter and Test l2circuit Pseudowires and click OK

after specifying the criteria, and then click View after selecting one or more pseudowires.

Permissions Superuser, read-write, read-only
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Elements Virtual Circuit Details

• Virtual Circuit Id: field— Displays the identify number of the virtual circuit

Source Endpoint Details

• Source Device: field— Displays the name of the source device

• MaximumCell Concatenation: field— Displays the maximum number of ATM cells that

can be concatenated before the packet switched network (PSN) packet is sent out.

• ControlWord: field— Displays whether the control word was enabled or disabled.

• Encapsulation: field— Displays the encapsulation type.

• Bandwidth: field— Displays the bandwidth that was specified for the pseudowire.

• Mode: field— Displays the mode that was specified for the pseudowire.

• VCI: field— Displays the virtual circuit identifier of the pseudowire. This is only applicable

for ATM pseudowires.

• SequenceNumberSwitchover: field— Displays whether the sequence number switchover

was enabled or disabled.

• Timeout: field— Displays the maximum time that the device should wait for the specified

number of ATM cells to arrive for concatenation.

• Sequence Number Check: field— Displays whether the sequence number check was

enabled or disabled.

• VPI: field— Displays the virtual path identifier of the pseudowire. This is only applicable

for ATM pseudowires.

Destination Endpoint Details

• Destination Device: field— Displays the name of the destination device

• MaximumCell Concatenation: field— Displays the maximum number of ATM cells that

can be concatenated before the packet switched network (PSN) packet is sent out.

• ControlWord: field— Displays whether the control word was enabled or disabled.

• Encapsulation: field— Displays the encapsulation type.

• Bandwidth: field— Displays the bandwidth that was specified for the pseudowire.

• Mode: field— Displays the mode that was specified for the pseudowire.

• VCI: field— Displays the virtual circuit identifier of the pseudowire. This is only applicable

for ATM pseudowires.

• SequenceNumberSwitchover: field— Displays whether the sequence number switchover

was enabled or disabled.

• Timeout: field— Displays the maximum time that the device should wait for the specified

number of ATM cells to arrive for concatenation.

• Sequence Number Check: field— Displays whether the sequence number check was

enabled or disabled.
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• VPI:field— Displays the virtual path identifier of the pseudowire. This is only applicable

for ATM pseudowires.

Previous button— Click this button to go back to the Filter and Test L2circuit Pseudowire

dialog box.
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Pseudowires — Filter and Test L2vpn Pseudowires Dialog Box

Description Use the Filter and Test L2vpn Pseudowires dialog box to filter pseudowires based on one

of the many criteria provided and test them.

Navigation Click Provisioning > Pseudowires > Filter and Test L2vpn Pseudowires.

Permissions Superuser, read-write, read-only

Elements The following criteria are available for filtering pseudowires and displaying results:

• All Pseudowires—Displays all pseudowires.

• Select Device Groups—Displays pseudowires configured on the selected device groups.

Press the Shift key to select multiple device groups.

• Select Devices—Displays pseudowires configured on the selected devices. Press the

Shift key to select multiple devices. You must select at least two devices.

• Select Pseudowire Endpoints—Select pseudowire endpoints from the drop-down list

boxes. Displays the pseudowires configured between the selected endpoints.

• VPN Name—Displays the pseudowires with the VPN name you enter.

• Site Name—Displays the pseudowires with the Site Name you enter.

• Site ID—Displays the pseudowires with the Site ID you enter.

OK button—Click OK after specifying the filtering criterion to display results.
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Pseudowires — Filter and Test L2vpn Pseudowires (results) Dialog Box

Description This dialog box lists the pseudowires according to the criteria you specified.

Navigation Click Provisioning > Pseudowires > Filter and Test L2vpn Pseudowires, and then click OK

after specifying the criteria.

Permissions Superuser, read-write, read-only

Elements Viewbutton—Select a pseudowire from the list and click View to monitor the pseudowire.

Test button—Select a pseudowire and click Test to verify if the pseudowire is active.

The list of pseudowires provides the following information about the pseudowires.

• VPN Name

• Source Device Name

• Source Site Name

• Source Interface

• Destination Device Name

• Destination Site Name

• Destination Interface
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Pseudowires — Filter and Test L2vpn Pseudowires (Test Results) Dialog Box

Description This dialog box displays the status of the pseudowire and a message from Junos Scope.

Navigation Click Provisioning > Pseudowires > Filter and Test l2vpn Pseudowires and click OK after

specifying the criteria, and then click Test after selecting one or more pseudowires.

Permissions Superuser, read-write, read-only

Elements Previous button—Click this to go back to the list of pseudowires (results) dialog box.

The table at the bottom of this dialog box displays the following information:

• Source Device

• Destination Device

• Status

• Message
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Pseudowires — Filter and Test L2vpn Pseudowires (View Results) Dialog Box

Description This dialog box lists out the details of the source and destination end points of the selected

pseudowire.

Navigation Click Provisioning > Pseudowires > Filter and Test L2vpn Pseudowires and click OK after

specifying the criteria, and then click View after selecting one or more pseudowires.

Permissions Superuser, read-write, read-only
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Elements Common Details

• VPNName field— Displays the name of the VPN of the pseudowire.

• RouteDistinguisher field— Displays the route distinguisher of the pseudowire. The route

distinguisher is used to place bounds around a VPN so the same IP address prefixes

can be used in different VPNs without having them overlap.

• VRF Community field— Displays the VRF target community.

Source Endpoint Details

• Source Device: field— Displays the name of the source device

• Site Name field— Displays name of the VPN site used in the pseudowire.

• Site ID field—Displays the site ID that was used in pseudowire.

• Interface field—Displays the interface that was used in pseudowire.

• Logical Unit field—Displays the logical unit that was used in pseudowire.

• ControlWord: field— Displays whether the control word was enabled or disabled.

• Encapsulation: field— Displays the encapsulation type.

• Bandwidth: field— Displays the bandwidth that was specified for the pseudowire.

Destination Endpoint Details

• Destination Device: field— Displays the name of the destination device

• Site Name field— Displays name of the VPN site used in the pseudowire.

• Site ID field—Displays the site ID that was used in pseudowire.

• Interface field—Displays the interface that was used in pseudowire.

• Logical Unit field—Displays the logical unit that was used in pseudowire.

• ControlWord: field— Displays whether the control word was enabled or disabled.

• Encapsulation: field— Displays the encapsulation type.

• Bandwidth: field— Displays the bandwidth that was specified for the pseudowire.

Previous button— Click this button to go back to the Filter and Test L2vpn Pseudowire

dialog box.
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RADIUS Configuration—Add RADIUS Configuration Dialog Box

Description Use the Add RADIUS Configuration dialog box to add or copy a RADIUS server

configuration to the Junos Scope software database. To save a copied RADIUS

configuration, you must change either the RADIUS server DNS name or IP address and

port number.

Navigation Click Settings > RADIUS Configuration. Then, click Add or Copy in the RADIUS Server

Configuration dialog box.

Permissions Superuser

Elements RADIUS Server DNSName or IP Address text box—Type the DNS name or IP address of

the RADIUS server. The name must be less than 40 characters.

RADIUS Authentication Port No. text box—Type a unique port number for the RADIUS

server. The default value for this field is 1812. The port number value must be between 1

and 65,535. The RADIUS server DNS name or IP address and port number combination

must be unique to the system.

RADIUS Accounting Port No. text box—(This text box is disabled until you enable the

RADIUS accounting port.) Type the RADIUS accounting port in the text box. The

accounting port is the port from which the Junos Scope software maintains a record of

the loggable activities a user has performed. The default port number is 1813. The port

number value must be between 1 and 65,535. The RADIUS Accounting port number is

optional. If the RADIUS Accounting port is disabled, the RADIUS Accounting Port No.

column displays DISABLED in the RADIUS Configuration Entry table.

Enable RADIUSAccounting Port? check box—Click the check box to enable the specified

RADIUS accounting server port. This action enables the RADIUSAccounting Port No. text

box.

RADIUS Server Secret text box—Type the RADIUS server secret. The secret must be less

than 47 characters.

Confirm RADIUS Server Secret text box—Retype the RADIUS server secret to confirm it.

OK button—Adds the RADIUS configuration entry to the Junos Scope software database

and redisplays the RADIUS server Configuration dialog box with the new RADIUS server

DNS name or IP address and RADIUS server port number listed in the table.

Cancel button—Clears this dialog box without adding a new RADIUS configuration entry.
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RADIUS Configuration—Edit RADIUS Configuration Dialog Box

Description Use the Edit RADIUS Configuration dialog box to edit an existing configuration. You can

change either the RADIUS server DNS name or IP address, port number, or the server

secret.

Navigation Click Settings > RADIUS Configuration. Then, click Edit in the RADIUS Server Configuration

dialog box.

Permissions Superuser

Elements RADIUS Server DNSName or IP Address text box—Type the DNS name or IP address of

the RADIUS server. The name must be less than 40 characters.

RADIUS Server Port Number text box—Changes the unique port number for the RADIUS

server. The default value for this field is 1812. The port number value must be between 1

and 65,535. The RADIUS server DNS name or IP address and port number combination

must be unique to the system.

RADIUSAccountingPortNo. text box—(This text box is disabled if the RADIUS accounting

port is disabled.) Type the RADIUS accounting port in the text box. The accounting port

is the port from which the Junos Scope software maintains a record of the loggable

activities a user has performed. The default port number is 1813. The port number value

must be between 1 and 65,535. The RADIUS Accounting port number is optional. If the

RADIUS Accounting port is disabled, the RADIUS Accounting Port No. column displays

DISABLED in the RADIUS Configuration Entry table.

Enable RADIUSAccounting Port? check box—Click the check box to enable the specified

RADIUS accounting server port. This action enables the RADIUSAccounting Port No. text

box.

RADIUS Server Secret text box—Changes the RADIUS server secret. The secret must be

less than 47 characters.

Confirm RADIUS Server Secret text box—Retype the RADIUS server secret to confirm it.

OK button—Adds the edited RADIUS configuration entry to the Junos Scope software

database. The RADIUS dialog box reappears with the edited RADIUS configuration entry

displayed in the table.

Cancel button—Clears this dialog box without changing the RADIUS configuration entry.
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RADIUS Configuration—Import RADIUS Configuration Dialog Box

Description Use the Import RADIUS Configuration dialog box to import RADIUS server configuration

records from another Junos Scope server. Importing RADIUS server configuration

information is useful when you do not want to add entries manually. The default filename

for RADIUS configuration data is Junos Scope-radiusClients.xml.

Navigation Click Settings > RADIUS Configuration. Then, click Import in the RADIUS Server

Configuration dialog box.

Permissions Superuser

Elements File text box—Lets you type or browse to the RADIUS configuration XML file to import.

The default filename is Junos Scope-radiusClients.xml.

Browse button—Displays the File Open dialog box so you can select the RADIUS

configuration XML file to import.

Import button—Imports the selected RADIUS configuration data into the Junos Scope

software database. The information is displayed in the Access Methods dialog box.

Cancel button—Clears this dialog box and displays the RADIUS Configuration dialog box.
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Restore—Confirm Your Selections Dialog Box

Description Use the Restore—Confirm Your Selections dialog box to confirm whether you want to

finish a selected operation, such as Restore Archive.

Navigation Click Configuration > Repository > Restore. Select the device to which you want to restore

an archived configuration in the Restore—Select Device dialog box, and click Next. Select

a configuration revision to restore in the Restore—Select Configuration Revision dialog

box, and click Next.

Permissions Superuser, read-write

Elements Please ConfirmOperation display field—Displays the operation, the device or group from

which the operation will be performed, and the schedule for you to confirm whether or

not you want it to occur.

Finishbutton—Executes the operation. An operation progress message appears, and the

Requested Operation Status dialog box appears displaying the status of the operation

by device name, operation status, start time, last updated time, and the operation status

message.

Previousbutton—Redisplays the previous operation dialog box and does not execute the

operation.

Cancelbutton—Cancels the operation and displays the Configuration > Repository menu.
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Restore—Select Configuration Revision Dialog Box

Description Use the Restore—Selected Configuration Revision dialog box to select an available

configuration to restore to the selected device. The available configurations are either

archived from the selected device or imported from the local file system and stored in

the Junos Scope software CVS repository. The configurations are listed by date, revision

level, and comment.

Navigation Click Configuration > Repository > Restore. Select a device in the Restore—Select Options

dialog box, and click Next.

Permissions Superuser, read-write

Elements Configuration Revisions table—Lists the configuration files archived from a router or

imported from the local file system by date, revision level, and comment. Select a

configuration to restore to the selected device.

Synchronize Routing Engines check box—On a router with redundant Routing Engines,

the Junos Scope software synchronizes the restoration of a configuration on the master

and backup Routing Engine. This option is not available when you have selected a BXOS

device for restoring the configuration.

Sync the Startup config with Running check box— On a BXOS device, Junos Scope

synchronizes the running configuration with the startup configuration if this option is

selected. If this option is not selected, only the running configuration is updated after the

restore operation. This option is displayed only when you have selected a BXOS device

for restoring configuration.

Select Time or Save Operation area:

• Now option button—Runs the restore configuration operation as soon s you click Next

and confirm the operation settings.

• SaveOperationas text box—Type a unique name for the restore configuration operation

you want to save. The saved restore operation appears in the Saved Operations page.

To view the Saved Operations page, click Settings > Saved Operations.

Previous button—Redisplays the Restore—Select Options dialog box.

Next button—Displays the Restore—Confirm Your Selections dialog box so you can

confirm the Restore operation.

Cancel button—Clears this dialog box and redisplays the Configuration > Repository

menu.
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Restore—Select Options Dialog Box

Description Use the Restore—Select Options dialog box to select the router to which you want to

upload a configuration file stored in the Junos Scope software CVS repository.

Navigation Click Configuration > Repository > Restore.

Permissions Superuser, read-write

Elements Device list box—Select a device to which to restore a configuration. Click the down arrow

to display the available devices.

Configuration File list box—Select the name of the imported configuration file to restore

to the selected device. Click the down arrow to display filenames of the available imported

configuration files.

Next button—Displays the Restore—Selected Configuration Revision dialog box from

which you can select a configuration file to restore to the selected device.

Cancel button—Clears this dialog box and re-displays the Configuration > Repository

menu.
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Save—Select Configuration Revision Dialog Box

Description Use the Select Configuration Revision dialog box to select the configuration revision of

the configuration file you want to save.

Navigation Click Configuration > Repository > Save. Select a device from which to save configuration,

or select an imported configuration filename in the Select Options dialog box. Select the

configuration revision in the Select Configuration Revision dialog box and click Next.

Permissions Superuser, read-write

Elements Archived Date column—Lists the dates on which the configuration was archived.

Revision column—Lists the current revision of the configuration.

Comment column—Lists optional descriptive comments about the configuration file.

Next button—Displays the File Download dialog box for confirmation of file download

to a local machine.

Cancel button—Clears this dialog box and displays the Configuration Repository dialog

box.

Previous button—Displays the Select Options dialog box.

Copyright © 2010, Juniper Networks, Inc.684

Junos 10.4 Junos Scope Software User Guide



Save—Select Options Dialog Box

Description Use the Select Options dialog box to select a configuration file that you want to save to

a local machine.

Navigation Click Configuration > Repository > Save.

Permissions Superuser, read-write

Elements Configuration File list box—Lists the configuration files in the CVS repository. Select the

name of the configuration file to save to the local machine.

Device list box—Lists the devices on which the configuration file is archived. Select a

device from which to save the archived configuration file.

Next button—Click to display the Configuration Revision dialog box from which you can

select the revision of a configuration file to save to a local machine.

Cancel button—Clears this dialog box and displays the Configuration Repository dialog

box.
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Saved Operations—Add CompoundOperation Dialog Box

Description Use the Saved Operations Add Compound Operation dialog box to create compound

operations from saved simple and compound archive, restore, and inventory scan

operations and run them concurrently or sequentially.

Navigation Click Settings > Saved Operations. On the Saved Operations page, click Add.

Permissions Superuser, read-write

Elements Name text box—Type a unique name for the compound operation that you want to add.

Comment text box—Type a comment describing the compound operation that you want

to add.

Concurrent option button—Runs the operations in a compound operation in parallel or

in no specified order.

Sequential option button—Runs the operations in a compound operation in a specified

order. For example, restore Router 1, archive Router 1, then scan Router 1.

Available Operations list box—Lists all simple and compound archive, restore, and

inventory scan operations that have been saved. Shift +click or Ctrl + click to select

multiple saved operations to add.
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Actions buttons—The Actions area in the dialog box includes the following buttons:

• Add button—Moves the selected saved operation(s) from the Available Operation list

box to the Selected Operations list box. This button is enabled when you select one

or more saved operations in the Available Operations list box. Shift +click or Ctrl + click

to select multiple saved operations to add.

• Remove button—Moves a selected simple or compound operation from the Selected

Operations list box back to the Available Operations list box.This button is enabled

when you select one or more saved operations in the Selected Operations list box.

• Add All button—Adds all of the saved simple and compound operations listed in the

Available Operations list box to the Selected Operations list box at the same time.

• RemoveAll button—Moves all of the saved simple or compound operation listed in the

Selected Operations list box back to the Available Operations list box at the same

time.

• Move Up button—Moves a saved simple or compound operation up one line in the

Selected Operations list box. This button is available only when you select to create a

sequential compound operation.

• Move Down button—Moves a saved simple or compound operation down one line in

the Selected Operations list box. This button is available only when you select to create

a Sequential compound operation.

Selected Operations list box—Lists the simple or compound operations that you want to

be included in a compound operation. If you are creating a sequential operation, the order

of the operations listed in this list box is the order that the operations will be executed

when run.

OK button—Saves a compound operation with the name, comment, run method, the

operations you want to be included, and the order in which you want operations run.

Cancel button—Clears the Saved Operations Add Compound Operation dialog box with

out adding a compound operation. The Saved Operations page appears.
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Saved Operations—Assign Devices Dialog Box

Description Use the Saved Operations Assign Devices dialog box to assign devices to a saved operation

and to determine when to run the saved operation: now, save it for later use, or at a

scheduled interval.

Navigation Click Settings > Saved Operations. On the Saved Operations page, click Assign Devices.

Permissions Superuser, read-write

Elements Select Devices section:

• Groupoption button and drop-down list box—Enables you to select the group of devices

to assign to the operation. Click the Group option button, then click the Group

drop-down list box to display the available groups for Junos Scope software operations.

If you have not added any router groups, the Groups drop-down list box is empty.

• SelectedDevicesoption button and drop-down list box—Enables you to select a device

to assign to the operation. Click the Devices option button, then select the devices in

the Devices drop-down list box that you want to assign to the operation. Shift +click

or Ctrl + click to select multiple devices. If you have not added any routers, the

drop-down list box is empty.

Select Time or Save Operation section:

• Now check box—Select to have the operation occur as soon as the command is

executed.

• Save Operation as text box—Type a name for the operation. The saved operation

appears in the Saved Operations page under the assigned name. To view the Saved

Operations page, click Settings > Saved Operations.

• Select Schedule area—Lets you select a schedule for when you want the operation to

occur.

OK button— Depending on time that you selected, one of the following will occur.

• If you selected the Now option, the View Status Records dialog box is displayed.

• If you selected the Save Operation as option, the Confirm Run Saved Operation dialog

box is displayed.

• If you selected the Select Schedule option and selected a schedule, the operation runs

when the operation is scheduled to be run.

Cancel button—Clears this dialog box and redisplays the Saved Operation dialog box.
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Saved Operations—Confirm Run Saved Operations Dialog Box

Description Use the Saved Operations Confirm Run Saved Operation dialog box to view the details

of an operation that you have selected to run at a specified time. The dialog box displays

the selected saved operation name and indicates that the operation has been successfully

scheduled using the selected schedule name.

Navigation Click Settings > Saved Operations. On the Saved Operations page, click Run. In the Run

Saved Operation dialog box click the Select Schedule button, select the option button

for the schedule you want to use, then click Next.

Permissions Superuser, read-write

Elements Operation text area—Displays the selected saved operation name and indicates that the

operation has been successfully scheduled using the selected

schedule name.

OK button—Confirms the saved operation that you want to run has been successfully

scheduled to run.
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Saved Operations—Edit CompoundOperation Dialog Box

Description Use the Edit Compound Operation dialog box to modify the setup of a saved compound

operation that you have created. You can modify the compound operation name,

comment, run method, what operations you want included, and the order in which you

want operations in a sequential operation to run. You can only edit saved compound

operations. You can't edit saved simple operations that consist of one operation that

you want to run.

Navigation Click Settings > Saved Operations. On the Saved Operations page, click Edit.

Permissions Superuser, read-write

Elements Name text box—Modify the name for the compound operation.

Comment text box—Modify the comment for the compound operation.

Concurrent option button—Change whether you want the operations in the saved

compound operation to run concurrently—in parallel or in no specified order.

Sequential option button—Change whether you want the operations in the saved

compound operation to run sequentially—in a specified order. For example, restore Router

1, archive Router 1, then scan Router 1.

AvailableOperations list box—Lists the simple and compound operations that have been

saved. Shift +click or Ctrl + click to select multiple saved operations to add.
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Actions buttons—The Actions area in the dialog box includes the following buttons:

• Add button—Moves the selected saved operation(s) from the Available Operation list

box to the Selected Operations list box. This button is enabled when you select one

or more saved operations in the Available Operations list box. Shift +click or Ctrl + click

to select multiple saved operations to add.

• Remove button—Moves a selected simple or compound operation from the Selected

Operations list box back to the Available Operations list box.This button is enabled

when you select one or more saved operations in the Selected Operations list box.

• Add All button—Adds all of the saved simple and compound operations listed in the

Available Operations list box to the Selected Operations list box at the same time.

• RemoveAll button—Moves all of the saved simple or compound operation listed in the

Selected Operations list box back to the Available Operations list box at the same

time.

• Move Up button—Moves a saved simple or compound operation up one line in the

Selected Operations list box. This button is available only when you select to create a

sequential compound operation.

• Move Down button—Moves a saved simple or compound operation down one line in

the Selected Operations list box. This button is available only when you select to create

a Sequential compound operation.

Selected Operations list box—Lists the simple or compound operations that you want to

include in a compound operation. If you are creating a sequential operation, the order of

the operations listed is the order that the operations will be executed when run.

OK button—Saves the changes you made to a saved compound operation.

Cancel button—Clears the Saved Operations Add Compound Operation dialog box

without saving changes to a compound operation. The Saved Operations page appears.
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Saved Operations—Import Dialog Box

Description Use the Import Saved Operations dialog box to import existing saved operations to the

local file system in XML file format.

Navigation Settings > Saved Operations. Click Import in the Saved Operations table dialog box.

Permissions Superuser

Elements File text box—Type or browse to the labels XML file to import.

ImportOptions—Select an import method to be used if a conflict occurs between existing

records stored in the Junos Scope server and imported records when synchronizing Junos

Scope settings imported from multiple servers, The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Browse button—Displays the File Open dialog box from which you can select the XML

file to import.

Importbutton—Imports the selected saved operations data into the Junos Scope software

and displays the Import Results dialog box.

Cancel button—Clears this dialog box and displays the Saved Operations table dialog

box.
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Saved Operations—Run Saved Operation Dialog Box

Description Use the Run Saved Operation dialog box to run a selected simple or compound operation

immediately or at a scheduled time interval.

Navigation Click Settings > Saved Operations. On the Saved Operations page, click Run.

Permissions Superuser, read-write

Elements Name display area—Displays the name of the saved operation you want to run.

Comment text box—Displays the comment for the compound operation.

Select Time option buttons—Lets you select when you want the selected operation to

run. The Select Time option buttons are as follows:

• Now option button—Runs the displayed saved operation immediately after you click

the OK button.

• Select Schedule option button—Runs the displayed saved operation according to the

schedule that you select in the available schedule table.

Available Schedule table—Displays the schedules that have been set up in Junos Scope.

Click a schedule option button to select it. The operation will run at the scheduled time

interval.

OK button—Runs the saved operation immediately or schedules it to be run at the

scheduled interval.

Cancelbutton—Cancels the Run Saved Operation dialog box without running the selected

operation.
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Saved Operations—Saved Operations Dialog Box

Description Use the Saved Operations dialog box to view the saved simple and compound archive,

restore, and inventory scan operations by name, comment, and actions.

You can save simple archive, restore, and inventory scan operations with a unique name

in the respective Junos Scope user interfaces. You can save compound operations from

the Add Compound Operation dialog box by clicking the Add button.

From the Saved Operations dialog box, you can add saved operations to create compound

operation and run, delete, view, or edit them.

Navigation Click Settings > Saved Operations.

Permissions Superuser, read-write

Elements Available Saved Operations table—Lists the simple and compound operations that you

have saved. The table includes the following columns:

Name column—The name of the saved simple or compound operation. The list is stored

by saved operation name in ascending order. To sort operations in descending order,

click the sort icon in the Name column header.

Comment column—The comment describing a saved simple or compound operation

given when a simple operation is saved.
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Actions column—Displays the actions you can perform on a saved simple or compound

operation. The available actions are as follows:

• Run link—Displays the Run Saved Operation dialog box for you to determine when you

want the operation to run: now or at a scheduled interval.

• Delete link—Deletes the saved operation from the Saved Operations table. If you want

to delete an operation that is already scheduled to be run, click Monitor > Operations.

• View link—Displays the View Simple Operation dialog box from which you can view a

simple operation name, operation type, comment, and the devices or groups upon

which the operation will run. The View action is available for simple operations.

• Assign Devices link—Displays the Assign Devices for Running Saved Operation dialog

box from which you can assign devices to a saved operation and to determine when

you want the operation to run: now, save the operation for later, or at a scheduled

interval.

• Edit link—Displays the Edit Compound Operation dialog box from which you can edit

a compound operation name, comment, run method, what operations you want

included, and the order in which a sequential operation runs. The Edit operation is only

available for compound operations.

Add button—Displays the Add Compound Operation dialog box so you can combine

saved simple and compound operations to make compound ones that can run

concurrently or sequentially.

Exportbutton—Displays the File Download dialog box to export the authentication policy

data in XML file format to the computer file system. The default authentication policy

export filename is Junos Scope-operations.xml.

Import button—Imports user saved operations data from the computer file system into

the Junos Scope software. The Import Results dialog box appears.
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Saved Operations—View Simple Operations Dialog Box

Description Use the View Simple Operation dialog box to view the settings of a saved simple operation,

including operation name, operation type, comment, and the devices and groups upon

which the operation will run.

Navigation Click Settings > Saved Operations. On the Saved Operations page, click View for an

operation. If an operation has an Edit link instead, it is a compound operation.

Permissions Superuser, read-write

Elements OperationName display area—Displays the name of the saved simple operation. You can

save archive, restore, and inventory scan operations with a unique name.

Operation Type display area—Displays the type of saved simple operation. You can save

archive, restore, and inventory scan operations.

Comment display area—Displays the comment to describe a saved simple operation.

You can save archive, restore, and inventory scan operations.

Devices or Groups display area—Displays the names of the devices or groups upon which

a simple operation will run.

Configuration display area—Displays the archived configuration or the name of the

imported configuration file.

Revision display area—Displays the revision of the configuration file to be restored.

Load Action display area—Displays how the configuration was restored to the device:

override, replace, or merge.

Synchronize Routing Engines display area—Displays whether the Routing Engines on the

device are synchronized: true or false.

OK button—Clears the View Simple Operation dialog box and redisplays the Saved

Operations page.
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Schedules Dialog Box

Description Use the Schedules dialog box to view the list of schedules created for operations, such

as archive. The Schedules dialog box is empty until you add a schedule. The Schedules

dialog box lists schedules by schedule name, start time, time interval, and comment.

From the Schedules dialog box, you can add new and edit existing schedules.

Navigation Click Settings > Schedules.

Permissions Superuser

Elements Schedule table—The schedule table in the Schedules dialog box is populated when you

add schedules for operations, such as archive. Each schedule is listed by schedule name,

start time, time interval, and comment. Select a schedule to copy, edit, or delete.

Add button—Displays the Add Schedule dialog box so you can add a new schedule for

Junos Scope operations, such as archive.

Copy button—Copies the selected schedule in the Junos Scope database. A 1 (one)

appears after the copied schedule and increments sequentially each time you copy the

same schedule. Select a schedule to copy.

Editbutton—Displays the Edit Schedule dialog box so you can edit an existing operations

schedule. Select a schedule to edit.

Delete button—Deletes an existing schedule. Select the schedule that you want to edit

before clicking Delete. If a schedule is used in an operation, you must first delete the

operations that are using that schedule from the Manage Operations task, then delete

the schedule from the Schedules dialog box. Select a schedule to delete.

Export button—Displays the File Download dialog box to export the setup data in XML

file format to the computer file system. The default schedules export filename is Junos

Scope-schedules.xml.

Import button—Displays the Import dialog box for you to specify the import XML file to

import.
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Schedules—Add Schedule Dialog Box

Description Use the Add Schedule dialog box to add a schedule for an operation, such as archive.

A schedule is an independent entity that has no effect until you use it for an operation,

such as archive. When you set up a schedule you are not doing anything operation related.

You can use the same schedule for multiple operations. When you want to see information

about when an operation ran and when it is scheduled to run again, use the Manage

Operations command.

Navigation Click Settings > Schedules. Click Add in the Schedules dialog box.

Permissions Superuser

Elements Schedule Name text box—Type a descriptive name for the schedule you want to add.

The name must be 20 characters or less.

Start Date drop-downlist boxes—Specify the date when you want an operation to run.

The scheduler defaults to the current date. Select the month from the drop-down list

box, the day from the drop-down list box, and type the year in the text box.

Start Time drop-downlist boxes—Specify the time when you want an operation to run.

The scheduler uses a 24-hour clock and defaults to 00:00:00. Select the hour, minutes,

and seconds from the drop-down list boxes.

Time Interval drop-downlist box—Select when you want the operation to reoccur. Click

the down-arrow to see the available time interval options.

Comment text box—Type an optional descriptive comment about the schedule. The

comment must be 20 characters or less.

OK button—Adds a new schedule in the Schedules dialog box.

Cancel button—Clears this dialog box without adding a new schedule.
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Schedules—Edit Schedule Dialog Box

Description Use the Edit Schedule dialog box to change an existing schedule for an operation, such

as archive.

Navigation Click Settings > Schedules. Select the schedule that you want to edit in the Schedules

dialog box, and click Edit.

Permissions Superuser

Elements Schedule Name text box—Type a descriptive name for the schedule you want to add.

The name must be 20 characters or less.

Start Date drop-down list boxes—Specify the date when you want an operation to run.

The scheduler defaults to the current date. Select the month from the drop-down list

box, the day from the drop-down list box, and type the year in the text box.

Start Time drop-down list boxes—Specify the time when you want an operation to run.

The scheduler uses a 24-hour clock and defaults to 00:00:00. Select the hour, minutes,

and seconds from the drop-down list boxes.

Time Intervaldrop-down list box—Select when you want the operation to recur. Click the

down-arrow to see the available time interval options.

Comment text box—Type a descriptive comment about the schedule. The comment

must be 20 characters or less.

OK button—Saves the changes and redisplays the Schedules dialog box.

Cancel button—Clears this dialog box without saving any schedule changes.
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Schedules—Import Schedules Dialog Box

Description Use the Import Schedules dialog box to import schedule setup information into the Junos

Scope software without having to manually enter it. The default import filename for

schedules is Junos Scope-schedules.xml.

Navigation Click Settings > Schedules. Click Import in the Schedules dialog box.

Permissions Superuser

Elements File to import text box—Lets you type or browse to the XML file to import.

ImportOptions—Select an import method to be used if a conflict occurs between existing

records stored in the Junos Scope server and imported records when synchronizing Junos

Scope settings imported from multiple servers, The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of imported record take precedence over the

fields of the existing record. Any imported record that does not exist in the Junos Scope

server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Browsebutton—Displays the File Open dialog box so you can select the XML file to import.

Import button—Imports the selected device data into the Junos Scope software and

displays the Import Results dialog box.

Cancel button—Clears this dialog box and displays the Schedules dialog box.
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Scripts—Compare—Compare Dialog Box

Description Use the Compare dialog box to compare the revisions of a script.

Navigation Click Configuration > Repository > Scripts. Select a script and click Compare in the Actions

column in the Scripts dialog box. Select the revisions of the script you want to compare

in the Select Revision dialog box and click Compare.

Permissions Superuser, read-write

Elements Compare of revision X to revision Y display field—Displays the differences between the

two compared script files. Displays the name of the script and the revision numbers which

are being compared. By default, the newer revision is compared to the older one, The

latest revision appears on the left; the older revision on the right. The differences between

the two configurations are highlighted. See the Legend for an explanation of the

highlighting.
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Scripts—Compare—Select Revision Dialog Box

Description Use the Select Revision dialog box to select the revisions of a script you want to compare.

Navigation Click Configuration > Repository > Scripts. Select a script and click Compare in the Actions

column in the Scripts dialog box.

Permissions Superuser, read-write

Elements Modified Date column—Lists the dates on which scripts were modified.

Revision column—Lists the current revision number of the scripts.

Comment column—Lists the optional comments entered while importing the scripts.

Compare button—Compares the revisions of the script.

Cancel button—Clears this dialog box and redisplays the Scripts dialog box.
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Scripts—Delete—Confirm Deletion Dialog Box

Description Use the Confirm Deletion dialog box to confirm the deletion of a script.

Navigation Click Configuration > Repository > Scripts. Select the script you want to delete and click

Delete in the Scripts dialog box.

Permissions Superuser, read-write

Elements Please Confirm display field—Displays the script or scripts that are being deleted

permanently from the CVS repository,
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Scripts—Deploy—Confirm Selection Dialog Box

Description Use the Confirm Selections dialog box to confirm the selections you made for the deploy

operation.

Navigation Click Configuration > Repository > Scripts. Select the script you want to deploy and click

Deploy in the Actions column in the Scripts dialog box. Select the revision of the script

you want to deploy in the Select Script Revision and Options dialog box and click Next.

Select the router or group of routers to which to deploy and the time at which to perform

the deploy operation and click Next in the Specify Devices and time dialog box.

Permissions Superuser, read-write

Elements Please Confirm display field—Displays the script that is being deployed and the devices

or groups to which it is being deployed. It also lists the deploy options that you have

selected.

Finish button—Executes the operation. The Status—View Status Records dialog box

appears displaying the status of the deploy operation.

Previous button—Redisplays the Specify Devices and Time dialog box.
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Scripts—Deploy—Select Script Revision and Options Dialog Box

Description Use the Select Script Revision and Options dialog box to select the script you want to

deploy to a router or group of routers.

Navigation Click Configuration > Repository > Scripts. Select the script you want to deploy and click

Deploy in the Actions column in the Scripts dialog box.

Permissions Superuser, read-write

Elements Modified Date column—Lists the dates on which scripts were modified.

Revision column—Lists the current revision number of the scripts.

Comment column—Lists the optional comments entered while importing the scripts.

Enable Script check-box—Enables the script you are deploying.

Deploy on both REs.(In case of Dual RE device) check-box—Enables you to deploy the

script on to both the routing engines (in case of dual routing engines).

VerifyMD5Checksumfordownloadedscriptoption button—Select this option if you want

to ensure that the downloaded software script is intact. The MD5 checksum for the

downloaded script is compared with the checksum value stored in Junos Scope. If they

do not match, the operation fails and the error message is displayed.

Next button—Displays the Specify Devices and Time dialog box from which you can

select the devices to which to deploy the script and the time at which to perform the

deploy operation.

Cancel button—Clears this dialog box and redisplays the Scripts dialog box.
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Scripts—Deploy—Specify Devices and Time Dialog Box

Description Use the Specify Devices and Time dialog box to select the devices to which to deploy a

script and the time at which to perform the deploy operation.

Navigation Click Configuration > Repository > Scripts. Select the script you want to deploy and click

Deploy in the Actions column in the Scripts dialog box. Select the revision of the script

you want to deploy in the Select Script Revision and Options dialog box and click Next.

Permissions Superuser, read-write

Elements Select Devices section:

• Groupoption button and drop-down list box—Select a router group to which to deploy

a script. Click the Group option button, then click the Group drop-down list box to

display the available groups for Junos Scope software operations. If you have not added

any router groups, the Groups drop-down list box is empty.

• Selected Devices option button and drop-down list box—Select a router to which to

deploy a script. Click the Devices option button, then select the devices in the Devices

drop-down list box to which to deploy a script. If you have not added any routers, the

drop-down list box is empty.

Select Deploy Options section:

• Upload Protocol: drop-down list— Select the protocol that you want to use to deploy

the script. The available options are FTP, SCP, and HTTP. HTTP is selected by default.

• Use Junos Scope IP address for image transfer check-box— Select this option if you

want the device(s)/group to connect to the Junos Scope server using the IP address

of the Junos Scope server. The device(s)/group will use the IP address instead of the

Junos Scope server name to connect to the server. Select the IP address from the

drop-down list.

Select Time or Save Operation section:

• Now check box—Select to have the deploy operation occur as soon as the command

is executed.

• Save Operation as text box—Type a name for the deploy operation that you want to

save. The saved deploy operation appears in the Saved Operations page with the name

that you gave it. To view the Saved Operations page, click Settings > Saved Operations.

Next button—Displays the Confirm Operations dialog box from which you can select to

finish the archive operation or cancel it.

Cancel button—Clears this dialog box and redisplays the Scripts dialog box.

Previous button—Redisplays the Select Script Revision and Options dialog box where

you can select another revision.
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Scripts—Disable—Confirm Selection Dialog Box

Description Use the Confirm Selection dialog box to confirm the selections you made for the deploy

operation.

Navigation Click Configuration > Repository > Scripts. Select the script you want to disable and click

Disable in the Actions column in the Scripts dialog box. Select the router or group of

routers to which to deploy and the time at which to perform the deploy operation and

click Next in the Specify Devices and Time dialog box.

Permissions Superuser, read-write

Elements Please Confirm display field—Displays the script that is being disabled, and the devices

or groups from which it is being disabled, for your confirmation.

Finish button—Executes the operation. The Status—View Status Records dialog box

appears displaying the status of the deploy operation.

Previous button—Redisplays the Specify Devices and Time dialog box.
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Scripts—Disable—Specify Devices and Time Dialog Box

Description Use the Specify Devices and Time dialog box to select the devices from which to disable

commit scripts and op scripts and the time at which to perform the disable operation.

Navigation Click Configuration > Repository > Scripts. Select the script you want to disable and click

Disable in the Actions column in the Scripts dialog box.

Permissions Superuser, read-write

Elements Select Disable Options section:

Disable on both REs.(In case of Dual RE device) check-box—Enables you to disable the

script from both the routing engines (in case of dual engines).

Select Devices section:

• Group option button and drop-down list box—Select a router group from which to

disable a script. Click the Group option button, then click the Group drop-down list box

to display the available groups for Junos Scope software operations. If you have not

added any router groups, the Groups drop-down list box is empty.

• Selected Devices option buttonanddrop-down list box—Select a router from which to

disable a script. Click the Devices option button, then select the devices in the Devices

drop-down list box from which to disable a script. If you have not added any routers,

the drop-down list box is empty.

Select Time or Save Operation section:

• Now check box—Select to have the disable operation occur when the command is

executed.

• Save Operation as text box—Type a name for the disable operation that you want to

save. The saved disable operation appears in the Saved Operations page with the

name that you gave it. To view the Saved Operations dialog box, click Settings > Saved

Operations.

Next button—Displays the Confirm Selection dialog box from which you can select to

finish the deploy operation.

Previous button—Redisplays the Select Script Revision and Options dialog box where

you can select another revision.

Cancel button—Clear this dialog box and redisplays the Scripts dialog box.
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Scripts—Edit—Edit Dialog Box

Description Use the Edit dialog box to edit a script in the Junos Scope CVS repository.

Navigation Click Configuration > Repository > Scripts. Select a script and click Edit in the Actions

column in the Scripts dialog box. Select the revision of the script you want to edit in the

Select Revision dialog box and click Edit.

Permissions Superuser, read-write

Elements Edit display box—Displays the contents of the script file that you have selected to edit.

Cancel button—Clears this dialog box and redisplays the Scripts dialog box.

Save button—Saves modifications to the script.
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Scripts—Edit—Save Result Dialog Box

Description Use the Save Result dialog box to confirm whether an edited configuration file has been

saved to the Junos Scope CVS repository.

Navigation Click Configuration > Repository > Edit. Select options and click Next in the Select Options

Dialog Box. Select the configuration revision in the Select Configuration Revision dialog

box and click Next. Modify the configuration file as required in the Configuration Revision

dialog box and click Save.

Permissions Superuser, read-write

Elements Local File display field—Displays the name of the archived configuration file that has

been modified.

Action Taken display field—Displays whether the archived configuration file has been

modified.

OK button—Displays the Configuration Repository dialog box.
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Scripts—Edit—Select Revision Dialog Box

Description Use the Select Revision dialog box to select the revision of the script you want to edit.

Navigation Click Configuration > Repository > Scripts. Select a script and click Edit in the Actions

column in the Scripts dialog box.

Permissions Superuser, read-write

Elements Modified Date column—Lists the dates on which scripts were modified.

Revision column—Lists the current revision number of the scripts.

Comment column—Lists the optional comments entered while importing the scripts.

Edit button—Allows you to edit a revision of the script.

Cancel button—Clears this dialog box and redisplays the Scripts dialog box.
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Scripts—Execute—Specify Devices and Time Dialog Box

Description Use the Specify Devices and Time dialog box to select the devices on which the script

should be executed and the time at which to perform the execution operation.

Navigation Click Configuration > Repository > Scripts. Select the script you want to execute and

click Execute in the Actions column in the Scripts dialog box.

Permissions Superuser, read-write
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Elements Select details for Script Execution section:

• Parameter Name field—Enables you to enter the parameter name

• Parameter Value field—Enables you to enter the parameter value.

• Add button—Click to add the parameter to the list.

• List of Parameters for Script Execution list—Displays all the parameters for script

execution. The parameters are displayed in this format – parameter name:parameter

value

• Remove button—Click to remove the selected parameter from the list.

• Remove All button— Click to remove all the parameters from the list.

• Drop-down list and field box— Select the pattern type (success or failure) from the

list and enter a pattern value in the field. After the script executes successfully, Junos

Scope searches for this value in the output of the script execution and displays the

status message in the Status dialog box.

Select Devices section:

• Groupoption button and drop-down list box—Select a router group on which the script

is to be executed. Click the Group option button, then click the Group drop-down list

box to display the available groups for Junos Scope software operations. If you have

not added any router groups, the Groups drop-down list box is empty.

• Selected Devices option button and drop-down list box—Select a router on which the

script is to be executed. Click the Devices option button, then select the devices in the

Devices drop-down list box on which the script is to be executed. If you have not added

any routers, the drop-down list box is empty.

Select Time or Save Operation section:

• Nowcheck box—Select to have the execution operation occur as soon as the command

is executed.

• Save Operation as text box—Type a name for the execution operation that you want

to save. The saved execution operation appears in the Saved Operations dialog box

with the name that you gave it. To view the Saved Operations dialog box, click Settings

> Saved Operations.

• SelectSchedulearea—Lets you select a schedule for when you want the script execution

operation to occur.

Nextbutton—Displays the Confirm Script Execution Selection dialog box from which you

can either select to finish the script execution operation or cancel it.

Cancel button—Clears this dialog box and redisplays the Scripts dialog box.

Previous button—Redisplays the Select Script Revision and Options dialog box where

you can select another revision.
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Scripts—Execute—Confirm Script Execution Selection Dialog Box

Description Use the Confirm Selection dialog box to confirm the selections you made for the execution

operation.

Navigation Click Configuration > Repository > Scripts. Add the required parameters, select the router

or group of routers on which the script should be executed, and the time at which to

perform the execute operation, and click Next in the Specify Devices and Time dialog

box.

Permissions Superuser, read-write

Elements Please Confirm display field—Displays the script that is being executed, and the devices

or groups on which it is executed, for your confirmation.

Finish button—Executes the operation. The Status—View Status Records dialog box

appears displaying the status of the execution operation.

Previous button—Redisplays the Specify Devices and Time dialog box.
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Scripts—Import—Import Dialog Box

Description Use the Import dialog box to import a Junos script into the Junos Scope CVS repository.

Navigation Click Configuration > Repository > Scripts. Click Import in the Scripts dialog box.

Permissions Superuser, read-write

Elements Local File text box—Browse to the location on your local machine where you have stored

the script to be imported.

MD5 Checksum For Verification (Optional) textbox —Lets you enter the MD5 checksum

for the imported script. The checksum can be obtained from

http://www.juniper.net/customers/support/when you download the script. This checksum

value is compared with the checksum stored in Junos Scope to verify that the downloaded

script is intact. This field is optional.

Script Type drop-down list box—Select the script type from the Script Type drop-down

list box

Comment text box—Type an optional comment for the script.

Import button—Imports to import the script into the Junos Scope CVS repository.

Cancel button—Clears this dialog box and redisplays the Scripts dialog box.
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Scripts—Import—Import Result Dialog Box

Description Use the Import Result dialog box to confirm the import of the Junos script into the Junos

Scope CVS repository.

Navigation Click Configuration > Repository > Scripts. Click Import in the Scripts dialog box. Click

Import in the Import dialog box.

Permissions Superuser, read-write

Elements Local File display field—Displays the name of the local script file that has been imported

into the Junos Scope CVS repository.

Action Taken display field—Displays whether the script has been added to the Junos

Scope CVS repository.

Revision display field—Displays the version number of the script that has been added to

the Junos Scope CVS repository.
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Scripts—Scripts Dialog Box

Description Use the Scripts dialog box to view a list of all Junos OS-based scripts saved in the Junos

Scope CVS repository.

Navigation Click Configuration > Repository > Scripts.

Permissions Superuser, read-write

Elements Name column—Lists all Junos OS-based scripts saved in the Junos Scope CVS repository

by name.

Type column—Lists the type of scripts saved in the Junos Scope CVS repository. There

are three types of scripts:

• Commit—A commit script enforces custom configuration rules. Each time a new

candidate configuration is committed, the script inspects the configuration. If a

configuration violates your custom rules, the script corrects the problem.

• Op—An Op script automates network troubleshooting and network management.

They can perform any function available through the remote procedure calls (RPCs)

supported by two APIs: the Junos extensible markup language (XML) API and the Junos

XML management protocol.

• Event—Event scripts are operation (op) scripts invoked in response to event notifications

like system log messages and Simple Network Management Protocol (SNMP) traps

received by the event process.

Actionscolumn—Lists the actions that can be performed on the scripts saved in the Junos

Scope CVS repository. You can do the following:

• View—View all Junos OS-based scripts saved in the Junos Scope CVS repository.

• Edit—Edit Junos OS-based scripts saved in the Junos Scope CVS repository.

• Compare—Compare different revisions of Junos OS-based scripts saved in the Junos

Scope CVS repository.

• Deploy—Deploy a Junos script in the Junos Scope CVS repository to a router or group

of routers,

• Disable—Disable commit scripts, op scripts and event scripts.

• Execute—Execute an op script.

Import button—Imports a Junos script into the Junos Scope CVS repository.

Delete button—Deletes the script from the Junos Scope CVS repository.
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Scripts—View—Select Revision Dialog Box

Description Use the Select Revision dialog box to select the revision of the script you want to view.

Navigation Click Configuration > Repository > Scripts. Select a Script and click View in the Actions

column in the Scripts dialog box.

Permissions Superuser, read-write

Elements Modified Date column—Lists the dates on which scripts were modified.

Revision column—Lists the current revision number of the scripts.

Comment column—Lists the optional comments entered while importing the scripts.

View button—Displays a revision of the script.

Cancel button—Clears this dialog box and redisplays the Scripts dialog box.
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Scripts—View—ViewDialog Box

Description Use the View dialog box to view a script in the Junos Scope CVS repository.

Navigation Click Configuration > Repository > Scripts. Select a script and click View in the Actions

column in the Scripts dialog box. Select the revision of the script you want to view in the

Select Revision dialog box. Click View in the Select Revision dialog box.

Permissions Superuser, read-write

Elements View display box—Displays the contents of the script file.

Previous button—Redisplays the Select Revision dialog box so you can select another

revision.

OK button—Redisplays the Scripts dialog box.
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SoftwareManager—Download Image Confirmation Dialog Box

Description Use the Download Image Confirmation dialog box to confirm that the settings you selected

to download as a software image to a device or a group of devices is correct. The dialog

box displays the image name that you selected to download and lists the device names

or group to which the software image will be downloaded.

Navigation Click Software Management > Images. The Images dialog box appears. Click the

Download link for the image you want to download, then click Next.

Permissions Superuser

Elements Please Confirm display area—Displays the image name that you selected to download

and lists the device names to which the software image will be downloaded. It also lists

the download options that you have selected.

Finish button—Executes the software image download operation.

Previous button—Returns you to the Download Images dialog box where you select

options for downloading a software image.
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SoftwareManager—Download Image Dialog Box

Description Use the Download Image dialog box to select the options for downloading a software

image to a device or a group of devices.

Navigation Software Management > Images. Then click the Download link for the software image

you want to download.

Permissions Superuser
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Elements Selected Devices area—Displays the available devices and groups of devices to which

you can download a software image.

• Group option button and drop-down list box—Displays the available groups that have

been created using Settings > Groups. Click the option button to select it, then select

a group from the drop-down list box.

• SelectedDevices option button and drop-down list box—Displays the devices to which

you can download a software image. Click the option button to select it, then select

one or more devices from the drop-down list box. Use Ctrl+click to select multiple

devices.

Download Options: area

• Select Transfer protocol: drop-down list— Select the protocol that you want to use to

download the image. The available options are FTP, SCP, and HTTP. HTTP is selected

by default.

• Verify MD5 Checksum for downloaded image option button—Select this option if you

want to ensure that the downloaded software image is intact. The MD5 checksum for

the downloaded image is compared with the checksum value stored in Junos Scope.

If they do not match, the operation fails and the error message is displayed in the View

Status Record dialog box.

• Use Junos Scope IP address for image transfer option button — Select this option if you

want the device(s)/group to connect to the Junos Scope server using the IP address

of the Junos Scope server. The device(s)/group will use the IP address instead of the

Junos Scope server name to connect to the server. Select the IP address from the

drop-down list.

Comment (Optional) text box—Type an optional description for the download software

image operation.

Select Time or Save Operation area—Lets you schedule when you want the download

software image operation to run and save the download software image operation to

combine with other operations or run at a later time.

• Now option button—Runs the operation immediately after you confirm it.

• Save Operation as option button and text box—Saves the operation to the Settings >

Saved Operations table. Click the option button to select it, then type a name for the

operation in the text box. The saved operation name maximum length is 40 characters.

• Select Schedule area—Lets you select a schedule for when you want the download

software image operation to occur.

• Schedule table—Lists the available schedules that have been created using Settings

> Schedules. Select a schedule for downloading a software image.

Next button—Displays the Confirm Software Download dialog box if you selected the

Now schedule option. Displays the Confirm Save Download Image dialog box if you

Copyright © 2010, Juniper Networks, Inc.722

Junos 10.4 Junos Scope Software User Guide



selected the Save Operation as option. Runs the download image operation at the

specified interval if you selected the Select Schedule option.

Cancel button—Returns you to the Images dialog box.
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SoftwareManager—Images Dialog Box

Description Use the Images dialog box to view and manage the supported software images that you

have imported into the Junos Scope software for downloading or installing on one or

more Juniper Networks devices.

Navigation Click Software Management > Images.

Permissions Superuser

Elements Images table—Lists the supported software images that you have imported into the Junos

Scope software. Software images are listed by name, version, and type. You can perform

delete, download, and install actions on images.

Importbutton—Displays the Import Software Image dialog box from which you can select

the software image file you want to import. For import, the software image file must exist

on the local machine where the Web browser is running.
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SoftwareManager—Import Software Image Dialog Box

Description Use the Import Software Image dialog box to import supported software images into

the Junos Scope software for downloading or installing on one or more devices. You can

import software images that have been downloaded from the Juniper Networks software

download page.

Navigation Click Software Management > Images, then click Import.

Permissions Superuser

Elements File text box and Browse button—Lets you navigate to a software image to import on

the local workstation file system.

Verify MD5 Checksum (optional) textbox —Lets you enter the MD5 checksum for the

imported image. The checksum can be obtained from

http://www.juniper.net/customers/support/when you download the image. This checksum

value is compared with the checksum stored in Junos Scope to verify that the downloaded

image is intact. This field is optional.

Import button—Imports the selected software image file.

Cancelbutton—Closes the Import Software Image dialog box without importing a software

image.
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SoftwareManager—Install Image Confirmation Dialog Box

Description Use the Install Image Confirmation dialog box to confirm that the settings you selected

to install a software image on a device or a group of devices is correct. The dialog box

displays the image name that you selected to install and lists the device names on which

the software image will be installed.

Navigation Click Software Management > Images. The Images dialog box appears. Click the Install

link for the image you want to install, then click Next.

Permissions Superuser

Elements Please Confirm display area—Displays the image name that you selected and lists the

device names on which the software image will be installed. It also lists the installation

options that you have selected.

Finish button—Executes the software image install operation.

Previous button—Returns you to the Install Image dialog box where you select options

for installing a software image.
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SoftwareManager—Install Image Dialog Box

Description Use the Install Image dialog box to select the options for installing a software image on

one or more devices.

Navigation Software Management > Images. Then click the Install link for the software image to

install.

Permissions Superuser

Elements Installation Options—Provides the options for installing software images:

• Use Image Already Downloaded Onto Device check box—Installs an image that has

already been downloaded to the /var/tmp directory of a device.

• Archive Data And Executable Areas (Snapshot) check box—(Default) This option is the

equivalent of the Junos OS request system snapshot command. The command backs

up the currently running and active file system partitions on the router to standby

partitions that are not running. Specifically, the root file system (/) is backed up to

/altroot, and /config is backed up to /altconfig. The root and /config file systems are

on the router’s flash drive, and the /altrootand /altconfig file systems are on the router’s

hard drive. After you run the request system snapshot command, you cannot return to

the previous version of the software, because the running and backup copies of the

software are identical.

The request system snapshot command can fail on J Series devices when there is no

compact flash to back up the system.

• Check CompatibilityWith Current Configuration check box—(Default) Validates the

software image that you want to install against the current configuration as a

prerequisite to installing the software image. If the current configuration is not

compatible with the software image, the installation will not continue. This is equivalent

to using the Junos request system software add validate CLI command. This is the

default behavior when the software image being added is a different release.

• Load Succeeds If At Least One Statement Is Valid check box—Activates a partial load

and treats parsing errors as warnings instead of errors. Even if some of the statements

(but not all) are invalid, the software installation succeeds. This option is the equivalent

of using the request system software add <image> best-effort-loadCLI command.

• Remove The Package After Successful Installation check box—Allows the system to

find enough room to upgrade a new software image. Use this option when installing a

software image from a local directory on a device that has minimal storage space. This

command is equivalent to the request system software add uplink CLI command.
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Target RE area—Displays the available routing engines (Current, Master, and Backup) on

which you can download a software image.

Select Target RE (in case of Dual RE): drop-down list box—Displays the routing engines

(Current, Master, and Backup) on which you can install a software image in case of Dual

Routing Engine. Click the routing engine to select it.

Selected Devices area—Displays the available devices and groups of devices on which

you can download a software image.

• Group option button and drop-down list box—Displays the available groups that have

been created using Settings > Groups. Click the option button to select it, then select

a group from the drop-down list box.

• SelectedDevicesoption button and drop-down list box—Displays the devices on which

you can install a software image. Click the option button to select it, then select one

or more devices from the drop-down list box. Use Ctrl+click to select multiple devices.

Comment(Optional) text box—Type an optional description for the install software image

operation.

Use Junos Scope IP address for image transfer option button and drop-down list— Select

this option if you want the device(s)/group to connect to the Junos Scope server using

the IP address of the Junos Scope server. The device(s)/group will use the IP address of

the Junos Scope server instead of the Junos Scope server name. Select the IP address

from the drop-down list.

Select Time or Save Operation area—Schedules an install software image operation to

run and saves the download software image operation so you can combine it with other

operations or run it at a later time.

• Now option button—Runs the operation immediately after you confirm it.

• Save Operation as option button and text box—Saves the operation to the Settings >

Saved Operations table. Click the option button to select it, then type a name for the

operation in the text box. The saved operation name maximum length is 40 characters.

• Select Schedule area—Lets you schedule when you want the operation to occur.

• Schedule table—Lists the available schedules that have been created using Settings

> Schedules. Select a schedule for installing a software image.

Next button—Displays the Confirm Software Install dialog box if you selected the Now

schedule option. Displays the Confirm Save Install Image dialog box if you selected the

SaveOperation as option. Runs the install image operation at the specified interval if you

selected the Select Schedule option.

Cancel button—Returns you to the Images dialog box.
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Transfer on Commit—Configuring Transfer on Commit—Select Group or Device(s)
Dialog Box

Description Use the Select Group or Device(s) Dialog Box to select the group or devices on which to

enable transfer-on-commit.

Navigation Configuration > Repository > Transfer on Commit > Configure Transfer on Commit.

Permissions Superuser, Read-write.

Elements Group drop-down list box—Select the group on which you want to enable

transfer-on-commit.

Select Device(s) list box—Select the device or devices on which you want to enable

transfer-on-commit.

ConfiguredDevices list box—Displays the device or devices on which transfer-on-commit

has already been enabled.

Next button—Displays the Confirm Selections dialog box.

Cancel button—Clears the selections you made in this dialog box.
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Transfer on Commit—Configuring Transfer on Commit—Confirm Selections Dialog
Box

Description Use the Confirm Selections dialog box to confirm the selections for performing the

transfer-on-commit.

Navigation Configuration > Repository > Transfer on Commit > Configure Transfer on Commit. Select

the group or devices on which to enable transfer-on-commit and click Next.

Permissions Superuser, Read-write.

Elements Please Confirm display area—Displays the name of the device or devices on which

transfer-on-commit will be enabled.

Finish button—Executes the configure transfer-on-commit operation. The Status—View

Status Records dialog box appears displaying the status of the configure

transfer-on-commit operation.

Cancel button—Cancels the operation and displays the Transfer on Commit menu.

Previous button—Displays the Select Group or Device(s) dialog box.
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Transfer on Commit—Removing Transfer on Commit—Select Device(s) Dialog Box

Description Use the Select Device(s) dialog box to select the device or devices on which you want

to disable the transfer-on-commit configuration.

Navigation Configuration > Repository > Transfer on Commit > Remove Transfer on Commit.

Permissions Superuser, Read-write.

Elements Select Device(s) list box—Select the device or devices on which you want to disable

transfer-on-commit.

Next button—Displays the Confirm Selections dialog box.

Cancel button—Cancels the operation and displays the Transfer on Commit menu.
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Transfer on Commit—Removing Transfer on Commit—Confirm Selections Dialog Box

Description Use the Confirm Selections dialog box to confirm the devices on which to disable

transfer-on-commit.

Navigation Configuration > Repository > Transfer on Commit > Remove Transfer on Commit. Select

the devices on which to disable transfer-on-commit and click Next.

Permissions Superuser, Read-write.

Elements Please Confirm display area—Displays the name of the device or devices on which

transfer-on-commit will be disabled and confirms that the Junos Scope server has been

removed as the transfer-on-commit server.

Finish button—Executes the remove transfer-on-commit operation. The Status—View

Status Records dialog box appears displaying the status of the remove

transfer-on-commit operation.

Cancel button—Cancels the operation and displays the Transfer on Commit menu.

Previous button—Displays the Select Device(s) dialog box.
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Transfer on Commit—Archive Unmatched Configuration—Select Unmatched
Configuration Dialog Box

Description Use the Select Unmatched Configuration dialog box to select a transferred configuration

that could not be matched to any of the devices managed in Junos Scope.

Navigation Configuration > Repository > Transfer on Commit > Archive Unmatched Configuration.

Permissions Superuser, Read-write.

Elements Select Config drop-down list box—Select a transferred configuration that could not be

matched to any of the devices managed in Junos Scope.

Next button—Displays the View Config and Select Device dialog box.

Cancel button—Cancels the operation and displays the Transfer on Commit menu.
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Transfer on Commit—Archive Unmatched Configuration—View Configuration and
Select Device Dialog Box

Description Use the View Configuration and Select Device dialog box to view the unmatched

configuration and select the device to which you want to archive the unmatched

configuration.

Navigation Configuration > Repository > Transfer on Commit > Archive Unmatched Configuration.

Select the configuration you want to match in the Select Unmatched Configuration dialog

box and click Next.

Permissions Superuser, Read-write.

Elements UnmatchedConfiguration display box—Displays the contents of the selected unmatched

configuration file in a read only field.

Archive toDevice drop-down list box—Select the device to which you want to archive the

unmatched configuration.

Next button—Displays the Confirm Selections dialog box.

Previous button—Displays the Select Unmatched Configuration dialog box.

Cancel button—Cancels the operation and displays the Transfer on Commit menu.
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Transfer on Commit—Archive Unmatched Configuration—Confirm Selections Dialog
Box

Description Use the Confirm Selections dialog box to confirm your selection of the unmatched

configuration and the device to which you want to archive the unmatched configuration.

Navigation Configuration > Repository > Transfer on Commit > Archive Unmatched Configuration.

Select the configuration you want to match in the Select Unmatched Configuration dialog

box and click Next. View the unmatched configuration and select the device to which

you want to archive the unmatched configuration from the View Configuration and Select

Device dialog box and click Next.

Permissions Superuser, Read-write.

Elements Please Confirm display area—Displays the name of the unmatched configuration file you

selected and the device to which you want to archive the unmatched configuration.

Finish button—Executes the archive unmatched configuration operation. The Transfer

on Commit—View Status dialog box appears displaying the status of the archive

unmatched configuration operation.

Previous button—Displays the View Configuration and Select Device dialog box.

Cancel button—Cancels the operation and displays the Transfer on Commit menu.
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Transfer on Commit—Archive Unmatched Configuration—View Status Dialog Box

Description Use the View Status dialog box to display the status of the archive unmatched

configuration operation.

Navigation Configuration > Repository > Transfer on Commit > Archive Unmatched Configuration.

Select the configuration you want to match in the Select Unmatched Configuration dialog

box and click Next. View the unmatched configuration and select the device to which

you want to archive the unmatched configuration from the View Configuration and Select

Device dialog box and click Next. Confirm your selection of the unmatched configuration

and the device to which you want to archive the unmatched configuration in the Confirm

selections dialog box and click Finish.

Permissions Superuser, Read-write.

Elements Statusdisplay area—Displays the status of the archive unmatched configuration operation.

OK button—Displays the Transfer on Commit menu.
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Transfer on Commit—Archive Site

Description Use the Archive Site dialog box to configure the Junos Scope server for

transfer-on-commit, set up the archive site for archiving configurations, and schedule

the archive site scanning operation.

Navigation Settings>Transfer on Commit.

Permissions Superuser.
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Elements Junos Scope Server Directory text box—Enter the directory to which committed

configurations will be transferred.

Credentials for Transfer text boxes:

• User Name text box—Enter the user name to be used by the device to connect to the

Junos Scope server.

• Password text box—Enter the password to be used by the device to connect to the

Junos Scope server.

• ConfirmPassword text box—Confirm the password to be used by the device to connect

to the Junos Scope server.

Protocol drop-down list box—Select the protocol to be used for connecting to the Junos

Scope server. You can choose the scp or ftp protocol. To use the scp protocol, the ssh

v1or v2 daemon must be running on the Junos Scope server.

Port text box—Displays the port numbers used for connecting to the server for the protocol

selected. Port 21 for ftp and port 22 for scp. You can edit the port text box and change

the port number.

Key Type drop-down list box—Select the key type if you are using the scp protocol to

connect to the Junos Scope server.

Public Key text box—Enter the public key if you are using the scp protocol to connect to

the Junos Scope server.

Archive Site Host option:

• Use DNSName button—Select if you want to connect to the Junos Scope server using

the DNS name.

• Use IP Address button— Select if you want to connect to the Junos Scope server using

the IP address.

Archive Site Scanning Schedule table:

• Schedule Name column— Displays the names of the scanning schedules that can be

selected.

• Start Time column— Displays the time when the scanning operation is scheduled to

start.

• Period column— Displays the frequency at which the schedule will run.

• Comment column—Displays the comment entered when the schedule was created.

OK button—Updates the changes made using the Archive Site dialog box.

Reset button—Discards the changes you made using the Archive Site dialog box.
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User Group Authorization—Add/Edit User Group Authorization Dialog Box

Description Use the Add/Edit User Group Authorization dialog box to add one or more users to a user

group or edit the users in a user group.

Navigation Settings > Users > User Group Authorization. Click Add in the User Group Authorization

dialog box.

Permissions Superuser

Elements User Group Name text box—For pre-defined user groups (administrator, read-write user,

read-only user, and nobody), the user group name is a display field. For user-defined user

groups, type the name of the user group to which you are adding users.

Permission drop-down list box—Select the permission level assigned to the user group.

Comment text box—For pre-defined user groups (administrator, read-write user, read-only

user, and nobody), the comment is a display field. For user-defined user groups, type an

optional descriptive comment about the users you are associating with the user group.

AddUsers fromUserGroup drop-down list box—Select an existing user group from which

usernames are available to add to the user group you want to create.

Add to Selected Users button—Adds the usernames from a selected user group to the

Selected Users list box.

Available Users list box—Lists the Junos Scope users you can add to the user group.

Add/Remove buttons—Buttons to move the usernames in the Available Users list box

to the Selected Users list box and vise versa.

SelectedUsers list box—Lists the Junos Scope users you have selected to add to the user

group.

OK button—Adds the selected users to the user group.

Cancel button—Clears this dialog box and displays the User Group Authorization dialog

box.

739Copyright © 2010, Juniper Networks, Inc.

Chapter 44: Junos Scope Dialog Box Reference



User Group Authorization—Associate Device Groups to User Group Dialog Box

Description Use the Associate Device Groups to a User Group dialog box to associate device groups

with a user group so that the user group has access to these device groups.

Navigation Settings > Users > User Group Authorization. Click the Device Group Mgmt link in the

Actions column in the User Group Authorization dialog box.

Permissions Superuser

Elements UserGroupNamedisplay field—The name of the user group with which you are associating

device groups.

Permission display field—The permission level assigned to the user group.

Comment display field—The optional descriptive comment about the user group you

added while creating the user group.

Add to Selected Devices button—Adds the device names from a selected label or device

group to the Selected Devices list box.

AvailableDeviceGroups list box—Lists the available device groups that you can associate

with the user group.

Add/Remove buttons—Buttons to move device groups from the Available Device Groups

list box to the Selected Device Groups list box and vise versa.

Selected Device Groups list box—Lists the device groups you have selected to associate

with the user group.

OK button—Associates the selected device groups to the user group.

Cancel button—Clears this dialog box and displays the User Group Authorization dialog

box.
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User Group Authorization—Associate Devices to User Group Dialog Box

Description Use the Associate Devices to User Group Dialog Box to associate devices with a user

group so that the user group has access to these devices.

Navigation Settings > Users > User Group Authorization. Click Device Mgmt in the Actions column

in the User Group Authorization dialog box.

Permissions Superuser

Elements UserGroupNamedisplay field—The name of the user group with which you are associating

devices.

Permission display field—The permission level assigned to the user group.

Commentdisplay field—The optional descriptive comment you added while creating the

user group.

AddDevices fromLabel/Group drop-down list box—Select an existing label or group that

you want, then click Add to Selected Devices to add devices from an existing label or

group.

Available Devices list box—Lists the available devices that you can associate with the

user group.

Add/Remove buttons—Buttons to move devices from the Available Devices list box to

the Selected Devices list box.

Selected Devices list box—Lists the devices you have selected to associate with the user

group so that the user group has access to these devices.

OK button—Associates the selected devices with the user group.

Cancel button—Clears the dialog box and displays the User Group Authorization dialog

box.
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User Group Authorization—Import User Group Authorization Dialog Box

Description Use the Import User Group Authorization dialog box to import user group data into the

Junos Scope server from a Junos Scope-usergroup.xml file that you have saved to the

local file system.

Navigation Settings > Users > User Group Authorization. Click Import in the User Group Authorization

dialog box.

Permissions Superuser

Elements File text box—Either browse to or type the name of the XML file that you want to import.

For example, you can import the default Junos Scope-usergroups.xml export file from

another Junos Scope server or use the provided sample export-import-sample.xml XML

file on the Junos Scope server to generate a file to import.

ImportOptions—Select an import method to be used if a conflict occurs between existing

records stored in the Junos Scope server and imported records when synchronizing Junos

Scope settings imported from multiple servers, The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record merges with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of imported record take precedence over the

fields of the existing record. Any imported record that does not exist in the Junos Scope

server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Import button—Imports user group data into the Junos Scope server and displays the

Import/Export Data dialog box.

Cancel button—Clears this dialog box and displays the User Group Authorization dialog

box.
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User Group Authorization—User Group Authorization Dialog Box

Description Use the User Group Authorization dialog box to set up authorization to access devices

for Junos Scope User Groups. You can also export Junos Scope user group settings to an

XML file on the local file system and import user group data into the Junos Scope server

from a Junos Scope-usergroup.xml file that you have saved to the local file system.

Navigation Settings > Users > User Group Authorization.

Permissions Superuser

Elements User Group column—Lists the names of the existing user groups in alphabetical order.

Click the column header to sort the table alphabetically in ascending and descending

order. There are four predefined user groups:

• Administrator—A user group that has full access to the Junos Scope software (Settings

menu) and read and write privileges to Junos Scope managed devices. The initially

configured Junos Scope installer and administrative user is always part of this user

group. The administrator user group has read-write access to all devices. If you import

Junos Scope settings or upgrade from a release earlier than Junos Scope 8.2, any user

having a superuser permission level is added to this user group.

• Read-write user—A user group that has read-write privileges to Junos Scope managed

devices and operations. If you import Junos Scope settings or upgrade from a release

earlier than Junos Scope 8.2, any user having read-write permission is added to this

user group.

• Read-only user—A user group that has only read privileges to Junos Scope managed

devices and operations. If you import Junos Scope settings or upgrade from a release

earlier than Junos Scope 8.2, any user having read-only permission is added to this user

group.

• Nobody—A user group that can only log in to the Junos Scope software. The nobody

user group does not have access to any Junos Scope managed devices. No devices or

device groups can be associated with this user group.
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Permissioncolumn—The permission level assigned to the user group. The four permission

levels available are:

• Superuser—Performs all Junos Scope management functions, manage user accounts,

views and modifies Junos Scope settings, and has full access to devices.

• Read-write—Has full access to devices with all functions available, but cannot set up

Junos Scope settings.

• Read-only—Can view a device configuration, but cannot modify it, or perform any

operation.

• None—Is denied access to any devices and can only log in.

Users column—Displays the users assigned to a user group.

Devices column—Displays devices to which the user group has access.

Groups column—Displays the groups to which the user group has access.

Actions column—Displays the following command links:

• Edit link—Displays the Add/Edit User Group dialog box to associate users with an

existing user group.

• Associate Devices link—Displays the Associate Devices to User Group dialog box to

associate devices with a user group.

• Associate Device Groups link—Displays the Associate Device Group to User Group to

associate device groups with a user group.

• Delete link—Deletes a user group.

Addbutton—Displays the Associate Users to a User group dialog box so you can associate

users with a user group.

Exportbutton—Displays the File Download dialog box so that you can export Junos Scope

user group settings to an XML file on the local file system.

Import button—Displays the Import User Groups dialog box so that you can import user

group data into the Junos Scope server from a Junos Scope-usergroup.xml file that you

have saved to the local file system.
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Users—Authentication Policy Dialog Box

Description Use the Users—Authentication Policy dialog box to view and edit the Junos Scope software

user access policy, which applies to:

• All users already configured in the Junos Scope software using Settings > Users > Local

Authentication

• All remote RADIUS users who have successfully logged in the Junos Scope software

• All new users created using Settings > Users > Local Authentication

An authentication policy includes the following data:

• Status—The user’s ability to access the Junos Scope software: Locked or Unlocked.

• Maximum login attempts—The number of consecutive login failure attempts allowed.

• Access window—A maximum time interval within which the failure attempts are done,

depending on the authentication policy.

A default authentication policy is automatically generated for all users. The Junos Scope

administrator can edit a user authentication policy.

Navigation Click Settings > Users > Authentication Policy.

Permissions Superuser

Elements The Authentication Policy table displays the following information:

Username column—The name of the user successfully logged in to the Junos Scope

software.

Status column—The user account status can be either LOCKED or UNLOCKED. If a user

account is LOCKED, that user is denied access to the system even if a user provides a

valid username and password. The user is denied access until the Junos Scope

administrator changes the status to UNLOCKED.

Actions column—Displays anEdit link that you can use to edit the user account maximum

login attempts and access window.

Exportbutton—Displays the File Download dialog box to export the authentication policy

data in XML file format to the computer file system. The default authentication policy

export filename is Junos Scope-auth-policy.xml.

Import button—Imports user authentication policy data from the computer file system

into the Junos Scope software. The Import Results dialog box appears.
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Users—Authentication Policy—Edit Authentication Policy Dialog Box

Description Use the Users—Authentication Policy—Edit Authentication Policy dialog box to edit a

user account authentication policy maximum login attempts and access window.

Navigation Click Settings > User > Authentication Policy. Click the Edit link in the Actions column.

Permissions Superuser

Elements Status drop-down list box—The user account status can be either UNLOCKED (the

default) or LOCKED. If a user account status is UNLOCKED, the user can successfully log

in to the Junos Scope software by providing a valid username and password. If the account

status is LOCKED, the user is denied access to the Junos Scope software, even if the user

provides a valid username and password. The “Theuseraccount iscurrently locked.Please

contact the system administrator.”message appears.

Maximum Login Attempts text box—The maximum number of consecutive failure login

attempts allowed within the access window for a user. If a user reaches the maximum

number of login attempts, the user status automatically becomes LOCKED. This field

can have a value from 0 to 100. If the maximum login attempts is 0, the authentication

policy for the user will not be active, the user account will be assumed to beUNLOCKED,

and the normal login mechanism will be applied. For the Junos Scope administrator (the

initially configured user), the user account is always UNLOCKED.
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AccessWindow text boxes—The access window for a user account starts when the first

login failure occurs for the user account and runs until one of the following occurs:

• A user successfully logs in. The access window is then reset.

• A user tries unsuccessfully to log in for the maximum number of login attempts. The

user account is then LOCKED and the access window is reset.

The Access Window field can have a minimum value of 0 (for example, all the

minute(s), hour(s), and second(s) fields having a value of 0) and a maximum value

of 24 hours (for example, the hour(s) field can have a maximum value of 24, while the

minute(s) and second(s) fields have a maximum value of 59). The default value is 0.

However, individually, the hour(s) field can have a value of from 0 to 24, the minute(s)

field can have a value of from0 to 59, and the second(s) field can have a value of from

0 to 59. If the Access Window field is 0, the authentication policy for the user account

will not be active, and the normal login mechanism will always be applied for user

accounts whose Access Window field is set to 0.

The timer for the access window starts when an invalid login attempt is made on a

user account. If a user account is not locked and no further invalid login attempt is tried

for that account, the timer for the access window is automatically reset either after a

time period equal to the access window or if the user successfully logs in to Junos

Scope within the access window period.

OK button—Saves the user account authentication policy changes.
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Users—Authentication Policy—Import Dialog Box

Description Use the Import dialog box to import existing authentication policy data from the local

file system to the Junos Scope database.

Navigation Settings > Users > Authentication Policy. Click Import in the Authentication Policy table

dialog box.

Permissions Superuser

Elements File text box—Type or browse to the authentication policy XML file to import.

ImportOptions—Select an import method to be used if a conflict occurs between existing

records stored in the Junos Scope server and imported records when synchronizing Junos

Scope settings imported from multiple servers. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “ The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.

Browse button—Displays the File Open dialog box from which you can select the XML

file to import.

Importbutton—Imports the selected saved operations data into the Junos Scope software

and displays the Import Results dialog box.

Cancel button—Clears this dialog box and displays the Authentication Policy dialog box.
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Users—Authentication Policy—Global Authentication Policy—Edit/View Global
Authentication Policy

Description Use the Edit/View Global Authentication Policy dialog box to configure and edit global

authentication policies.

Navigation Click Settings > Users > Authentication Policy > Global Authentication Policy

Permissions Superuser

Elements MaximumLoginAttempts text box—Indicates the maximum number of consecutive failure

login attempts allowed within the access window for a user. If a user reaches the

maximum number of login attempts, the user status automatically becomes locked. This

field can have a value from 0 to 100. If the maximum login attempts is 0, the

authentication policy for the user will not be active, the user account will be assumed to

be unlocked, and the normal login mechanism will be applied. If a user account status

is unlocked, the user can successfully log in to the Junos Scope software by providing a

valid username and password. If the account status is locked, the user is denied access

to the Junos Scope software, even if the user provides a valid username and password.

The message “ The user account is currently locked. Please contact the system

administrator,” is displayed.For the Junos Scope administrator (the initially configured

user), the user account is always unlocked.
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AccessWindow text boxes—The access window for a user account starts when the first

login failure occurs for that account and runs until one of the following occurs:

• A user successfully logs in. The access window is then reset.

• A user tries unsuccessfully to log in for the maximum login attempts. The user account

is then locked and the access window timer is reset.

The Access Window field can have a minimum value of 0 (for example, all the field

minute(s), hour(s), and second(s) having a value of 0) and a maximum value of 24

hours, for example, the hour(s) field can have a maximum value of 24, while the

minute(s) and second(s) fields have a value of 0). The default value is 0. However,

individually, the hour(s) field can have a value from 0 to 24, the minute(s) field can

have a value of from 0 to 59, and the second(s) field can have a value from 0 to 59. If

the Access Window field is 0, the authentication policy for the user account will not

be active, and the normal login mechanism will always be applied.

The timer for the access window starts when an invalid login attempt is made on a

user account. If a user account is not locked and no further invalid login is attempted

for that account, the timer for the access window is automatically reset either after a

time period equal to the access window or if the user successfully logs in to Junos

Scope within the access window period.

If the authentication policy for a user account is set up with3Maximum Login Attempts

and a 1-hour Access Window, the clock for the Access Window starts at the first

unsuccessful attempt when the user types an invalid password to log in. If the user

makes three unsuccessful attempts within 1hour, then the user account will beLOCKED

at the third unsuccessful attempt and will be redirected to the “ The user account is

currently locked. Please see the system administrator” message. Any further attempts

by the user to log in using the username, even with a valid password, will be denied.

Addbutton—Expands the dialog box so that you can allow or deny specific clients access

to Junos Scope. The following items appear when you click Add:
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• Network text box—The IP address of the client machines that should be allowed or

denied access to the Junos Scope software. Specify either a specific client address, in

which case the user must use the wildcard of 32 (128 for IPv6), or the specific first valid

client address, in which case you must use the mask as the number of bits that should

exactly match the given IP address.

• Mask drop-down list box—The network mask of the client machines that should be

allowed or denied access to the Junos Scope software. Specifies the number of bits

in the client IP that should match the given IP address.

• Allow drop-down list box—Lets you determine whether to deny or allow access to the

client machine if the IP address is matched.

• Comment text box—Identifies the Access Control List entry. You can provide a comment

to identify each Access Control List entry or to provide a reason for allowing or denying

access.

• Actions buttons—The Move Up and Move Down options used for ordering Access

Control List entries. When a user logs in, the IP address of the user’s machine is

compared with the access list in sequence until a match is found. If a match is found,

then the action specified (Allow/Deny) is performed, and the process does not continue.

However, if no match is found, the client is allowed access by default. Since order plays

an important role in the access list, use the Move Up and Move Down options to change

the order of Access Control List entries. Use the Delete option to delete an Access

Control List entry.

Save button—Saves the global authentication policy changes to the database.

Reset button—Clears all the values you have entered and restores the last saved values.

Export button—Displays the File Download dialog box so that you can export global

authentication policy data to a file on the local file system. The default global

authentication policy filename is Junos Scope-globalPolicy.xml.

Import button—Displays the Import dialog box so that you can import global

authentication policy data from a file on the local file system.
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Users—Authentication Policy—Global Authentication Policy—Import Global
Authentication Policy Dialog Box

Description Use the Global Authentication Policy Import dialog box to import authentication

information from another Junos Scope server.

Navigation Settings > Users > Authentication Policy > Global Authentication Policy. Click Import in

the Edit/View Global Authentication Policy Dialog Box.

Permissions Superuser

Elements File text box—Either browse to or type the name of the XML file that you want to import.

For example, you can import the default schedules.xml export file from another Junos

Scope server or use the provided sample Junos Scope-globalPolicy.xml XML file on the

Junos Scope server to generate a file to import.

ImportOptions—Select an import method to be used if a conflict occurs between existing

records stored in the Junos Scope server and imported records when synchronizing Junos

Scope settings imported from multiple servers, The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record merges with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of imported record take precedence over the

fields of the existing record. Any imported record that does not exist in the Junos Scope

server is inserted.

• Override—All records in the Junos Scope server are reset to the default values, then

the imported data is updated in the database. Before the override operation occurs, a

message window appears with the following confirmation prompt: “ The import with

override option will delete all the existing records. Do you want to continue?” Select

Yes or No to continue.

NOTE: Access Control Lists are always deleted nomatter what import
method selected, as they aremeaningful only as a chunk. Access Control
List data that is imported is added after validation of the data.
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Users—Local Authentication Dialog Box

Description Use the Users—Local Authentication dialog box to view the users who have access

privileges or permission to use the Junos Scope software. The Users—Local Authentication

dialog box lists users by username and permissions. The Junos Scope software provides

three permissions for performing operations: Superuser, read-write, and read-only.

Users with Superuser permission can perform all Junos Scope software operations:

administration, configuration management, status, and Looking Glass. Users with

read-write permission can perform configuration management, status, and Looking Glass

operations. Users with read-only permission can perform only Looking Glass operations.

Navigation Click Settings > Users > Local Authentication.

Permissions Superuser

Elements Users table—Lists the local users by username and the user groups to which they belong.

If no users have been added, the table is empty. Select a user to copy, edit, or delete.

Add button—Displays the Local Authentication—Add User dialog box so you can add a

new Junos Scope software user.

Copy button—Copies the selected user in the Junos Scope database. A 1 (one) appears

after the copied user and increments sequentially each time you copy the same user.

Select a user to copy.

Edit button—Displays the Edit User dialog box so you can change Junos Scope software

user information. Select a user to edit.

Deletebutton—Removes a Junos Scope software user. Select a user from the table before

clicking Delete. Select a user to delete.

Export button—Displays the File Download dialog box to export the setup data in XML

file format to the computer file system. The default users export filename is users.

Import button—Displays the Import dialog box for you to specify the XML file to import.
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Users—Local Authentication—Add User Dialog Box

Description Use the Users—Local Authentication—Add User dialog box to add a new user for Junos

Scope software operations. Adding a new user requires a username, password, and

permission level.

Navigation Click Settings > Users. Click Add in the Users—Local Authentication dialog box.

Permissions Superuser
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Elements Username text box—Type the name of the user you want to add. The username must be

20 characters or less.

Password text box—Type a unique password for the user. The password must be between

6 and 128 characters.

A Junos Scope software password should meet the following restrictions:

• Allow the full range of ASCII characters (except control characters).

• Enforce a minimum of 6 characters.

• Require a change in the character set, including uppercase, lowercase, numeric, and

punctuation.

Confirm Password text box—Retype the user password to confirm it.

User Group list box—Select the permissions or access privileges for the user, for Junos

Scope software operations. Click the down-arrow to display the available options:

adminstrator, read-write user, and read-only user.

No user privilege level is required to perform network planning tasks for the Junos Scope

software. Planning tasks can be performed in the network operations center (NOC) by

a network designer or engineer. These network planning tasks include the following:

• Determine which routers to connect to and manage

• Determine which users can access and use the software, and their permission levels

• Configure the Junos OS on each router for the supported Junos XML protocol access

protocols

• Configure the Junos OS on each router for a digital certificate for the Junos XML protocol

server

• Configure the Junos OS on each router for each user you want to use the Junos Scope

software

• Determine how often you want archive operations to occur on routers

Table 44 on page 756 describes the authorization a user group has to perform Junos

Scope software tasks and to access devices on the network that have been configured

for element management.
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Table 44: Junos Scope User Group Permissions and Access Privileges

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

The Junos Scope software installation is
performed by the application installer.

———XInstall, reinstall, upgrade, or
downgrade Junos Scope
software

If the installer upgrades the Junos Scope
software from an earlier version, existing

————Upgrade Junos Scope from a
previous release

users are assign to one of the three
pre-defined user groups (administrator,
read-write user, read-only user), based on
their existing permission level. In other
words, users with superuser permission
are put into the administrator user group;
users with read-write permission are put
to the read-write user user group; users
with read-only permission are put into the
read-only user user group.

Looking Glass

Looking Glass reports require read-write
or read-only permissions to a selected

XXXXQuery

device. When a user, under a given user
group, runs a query, the Device list is
populated only with devices with read or
read-write access.

Configuration Manager

Read-write or read-only permission is
required for a user to browse a device

XXXXConfiguration Browser

configuration. The Device drop-down list
box is populated only with devices with
read-write or read-only access.

Read-write permission is required for a
user to edit a device configuration. The

——XXConfiguration Editor

Device drop-down list box is populated
only with devices with read-write access.

Read-write permission is required for a
user in a user group to archive a

——XXArchive

configuration in the Junos Scope
repository. TheGroupandSelectDevice(s)
drop-down list boxes are populated only
with groups or devices with read-write
access.

Superuser or read-write permission is
required to use Archive Tags. TheSelected

——XXArchive Tag

Device(s)drop-down list box is populated
only with devices with read-write access.
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Table 44: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

The group drop-down list box is populated
with device groups with read-write access.

Superuser or read-write permission is
required to use Audit Configurations. The
Selected Device(s) drop-down list box is
populated only with devices with
read-write access. The group drop-down
list box is populated with device groups
with read-write access.

——XXAudit Configurations

Superuser or read-write permission is
required to use Audit Partial
Configurations. The Select Device(s)
drop-down list box is populated only with
devices with read-write access. The group
drop-down list box is populated with
device groups with read-write access.

——XXAudit Partial Configuration

Read-write permission is required for a
user to import a configuration into the
Junos Scope repository. Importing a
configuration does not have any
association with a device, therefore the
user group requirement for import is
read-write access for any device.

——XXImport

Read-write or read-only permission is
required for a user to compare
configuration file versions in the Junos
Scope repository. The Device drop-down
list box is populated only with devices with
read-write or read-only access.

XXXXCompare

Read-write or read-only permission is
required for a user to view a configuration
file in the Junos Scope repository. The
Device drop-down list box is populated
only with devices with read-write or
read-only access.

XXXXDisplay

Superuser or read-write permission is
required to use Transfer on Commit. The
Selected Device(s) drop-down list box is
populated only with devices with
read-write access. The group drop-down
list box is populated with device groups
with read-write access.

--XXTransfer on Commit

--XXConfig Associations
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Table 44: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

Superuser or read-write permission is
required to use Config Associations. The
Selected Device(s) drop-down list box is
populated only with devices with
read-write access. The group drop-down
list box is populated with device groups
with read-write access.

Read-write permission is required for a
user to deploy an imported configuration
file to multiple routers and perform a
simultaneous update of configurations on
these devices. The Select Device(s)
drop-down list box is populated only with
devices with read-write access. The group
drop-down list box is populated with
device groups with read-write access.

——XXLoad Configuration

The Device drop-down is populated only
with devices with read-write access.

——XXRestore

Superuser or read-write permission is
required to delete an imported
configuration file. The name column lists
the imported configuration files in the CVS
repository.

——XXDelete

Superuser or read-write permission is
required to edit a configuration file. The
Configuration File drop-down list box lists
archived configuration files and the Device
drop-down list box lists the devices from
which the configuration file has been
archived.

——XXEdit

Superuser or read-write permission is
required to save a configuration file to a
local machine. The Configuration File
drop-down list box lists archived
configuration files and the Device
drop-down list box lists the devices from
which the configuration file has been
archived.

——XXSave

——XXScripts
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Table 44: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

Superuser or read-write permission is
required to manage Junos OS-based
scripts. Junos OS-based scripts such as
commit scripts, operation (op) scripts, and
event scripts can be imported into the
Junos Scope CVS repository from the local
file system and deployed to a group of
routers.You can also view, edit, compare,
and disable these scripts.

Inventory Management

The Group and the Select Device(s)
drop-down is populated only with groups
or devices with read-write access.

———XScan

The Device drop-down in the Search and
Advanced Query dialog boxes are limited
to those devices with read or read-write
access. In the Custom Report page, only
those reports created by users in the same
user group are visible. Read-only users
cannot save or delete custom reports.

XXXXReports > Inventory

Read-only users cannot save or delete
custom reports.

XXXXReports > Demo

Superuser or read-write permission is
required.

——XXRepository > Schedule

Superuser or read-write permission is
required.

——XXRepository > View

Software Manager

Device read-write access is required for
users in a user group to perform
operations, including image import,
download, install, and delete.

———XImages

Monitor

Only those operations scheduled by users
in the same user group are visible. Users
in the Administrator user group can view
all operations. Read-only users cannot
delete operations.

XXXXOperations

759Copyright © 2010, Juniper Networks, Inc.

Chapter 44: Junos Scope Dialog Box Reference



Table 44: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

Status TheGroupandSelectedDevicedrop-down
list boxes are limited to those devices with
read-only or read-write access. Even when
All Devices is selected, a subset of the
device operation status is shown, based
on the user group. Users in the
administrator user group can view all
status.

XXXX

Users in the administrator user group can
only view Audit Log events.

———XAudit Log

Users in the administrator user group can
purge Status records and Audit Log
events.

———XPurge

Settings

Only users in the administrator user group
can view this page.

———XAuthentication Information

Only users in the administrator user group
can view this page.

———XAccess Methods

Only users in the administrator user group
can view this page.

———XDevices

Only users in the administrator user group
can view this page.

———XGroups

Only users in the administrator user group
can view this page.

———XLabels

Only users in the administrator user group
can view this page.

———XSchedules

Only users in the administrator user group
can view this page.

———XUsers > Local Authentication

Only users in the administrator user group
can view this page.

———XUsers > User Group
Authorization

Only users in the administrator user group
can view this page.

———XUser > Authentication Policy
> Global Authentication

Only users in the administrator user group
can view this page.

———XUser > Authentication Policy
> User Authentication Policy
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Table 44: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

RADIUS Configuration Only users in the administrator user group
can view this page.

———X

Only users in the administrator user group
can view this page.

———XImport/Export Data

Only those operations saved by users in
the same user group are visible in the
Available Operations list box, in the Add
Compound Operations dialog box.

——XXSaved Operations

OK button—Adds the user to the Junos Scope software database and redisplays the

Users—Local Authentication dialog box with the new username and permissions listed

in the table.

Cancel button—Clears this dialog box without adding a new user and redisplays the

Users—Local Authentication.
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Users—Local Authentication—Edit User Dialog Box

Description Use the Users—Local Authentication—Edit User dialog box to edit user information for

accessing the Junos Scope software operations.

Navigation Click Settings > Users > Local Authentication. Select the user you want to edit in the

Users—Local Authentication dialog box, and click Edit.

Permissions Superuser

Elements Username text box—Edit the name of the selected user. The username must be

20 characters or less.

Password text box—Type a unique password for the user. The password must be between

6 and 128 characters.

A Junos Scope software password should meet the following restrictions:

• Allow the full range of ASCII characters (except control characters).

• Enforce a minimum of 6 characters.

• Require a change in the character set, including uppercase, lowercase, numeric, and

punctuation.

Confirm Password text box—Type the password again to confirm it.

User Group list box—Select the list of user groups the to which the user belongs.
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No user privilege level is required to perform network planning tasks for the Junos Scope

software. Planning tasks can be performed in the network operations center (NOC) by

a network designer or engineer. These network planning tasks include the following:

• Determine which routers to connect to and manage

• Determine which users can access and use the software, and their permission levels

• Configure the Junos OS on each router for the supported Junos XML protocol access

protocols

• Configure the Junos OS on each router for a digital certificate for the Junos XML protocol

server

• Configure the Junos OS on each router for each user you want to use the Junos Scope

software

• Determine how often you want archive operations to occur on routers

Table 45 on page 764 describes the authorization a user group has to perform Junos

Scope software tasks and to access devices on the network that have been configured

for element management.
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Table 45: Junos Scope User Group Permissions and Access Privileges

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

The Junos Scope software installation is
performed by the application installer.

———XInstall, reinstall, upgrade, or
downgrade Junos Scope
software

If the installer upgrades the Junos Scope
software from an earlier version, existing

————Upgrade Junos Scope from a
previous release

users are assign to one of the three
pre-defined user groups (administrator,
read-write user, read-only user), based on
their existing permission level. In other
words, users with Superuser permission
are put into the administrator user group;
users with read-write permission are put
to the read-write user user group; users
with read-only permission are put into the
read-only user user group.

Looking Glass

Looking Glass reports require read-write
or read-only permissions to a selected

XXXXQuery

device. When a user, under a given user
group, runs a query, the Device list is
populated only with devices with read or
read-write access.

Configuration Manager

Read-write or read-only permission is
required for a user to browse a device

XXXXConfiguration Browser

configuration. The Device drop-down list
box is populated only with devices with
read-write or read-only access.

Read-write permission is required for a
user to edit a device configuration. The

——XXConfiguration Editor

Device drop-down list box is populated
only with devices with read-write access.

Read-write permission is required for a
user in a user group to archive a

——XXArchive

configuration in the Junos Scope
repository. TheGroupandSelectDevice(s)
drop-down list boxes are populated only
with groups or devices with read-write
access.

Superuser or read-write permission is
required to use Archive Tags. TheSelected

——XXArchive Tag

Device(s)drop-down list box is populated
only with devices with read-write access.
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Table 45: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

The group drop-down list box is populated
with device groups with read-write access.

Superuser or read-write permission is
required to use Audit Configurations. The
Selected Device(s) drop-down list box is
populated only with devices with
read-write access. The group drop-down
list box is populated with device groups
with read-write access.

——XXAudit Configurations

Superuser or read-write permission is
required to use Audit Partial
Configurations. The Select Device(s)
drop-down list box is populated only with
devices with read-write access. The group
drop-down list box is populated with
device groups with read-write access.

——XXAudit Partial Configuration

Read-write permission is required for a
user to import a configuration into the
Junos Scope repository. Importing a
configuration does not have any
association with a device, therefore the
user group requirement for import is
read-write access for any device.

——XXImport

Read-write or read-only permission is
required for a user to compare
configuration file versions in the Junos
Scope repository. The Device drop-down
list box is populated only with devices with
read-write or read-only access.

XXXXCompare

Read-write or read-only permission is
required for a user to view a configuration
file in the Junos Scope repository. The
Device drop-down list box is populated
only with devices with read-write or
read-only access.

XXXXDisplay

Superuser or read-write permission is
required to use Transfer on Commit. The
Selected Device(s) drop-down list box is
populated only with devices with
read-write access. The group drop-down
list box is populated with device groups
with read-write access.

--XXTransfer on Commit

--XXConfig Associations
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Table 45: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

Superuser or read-write permission is
required to use Config Associations. The
Selected Device(s) drop-down list box is
populated only with devices with
read-write access. The group drop-down
list box is populated with device groups
with read-write access.

Read-write permission is required for a
user to deploy an imported configuration
file to multiple routers and perform a
simultaneous update of configurations on
these devices. The Select Device(s)
drop-down list box is populated only with
devices with read-write access. The group
drop-down list box is populated with
device groups with read-write access.

——XXLoad Configuration

The Device drop-down is populated only
with devices with read-write access.

——XXRestore

Superuser or read-write permission is
required to delete an imported
configuration file. The name column lists
the imported configuration files in the CVS
repository.

——XXDelete

Superuser or read-write permission is
required to edit a configuration file. The
Configuration File drop-down list box lists
archived configuration files and the Device
drop-down list box lists the devices from
which the configuration file has been
archived.

——XXEdit

Superuser or read-write permission is
required to save a configuration file to a
local machine. The Configuration File
drop-down list box lists archived
configuration files and the Device
drop-down list box lists the devices from
which the configuration file has been
archived.

——XXSave

——XXScripts
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Table 45: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

Superuser or read-write permission is
required to manage Junos OS-based
scripts. Junos OS-based scripts such as
commit scripts, operation (op) scripts, and
event scripts can be imported into the
Junos Scope CVS repository from the local
file system and deployed to a group of
routers.You can also view, edit, compare,
and disable these scripts.

Inventory Management

The Group and the Select Device(s)
drop-down is populated only with groups
or devices with read-write access.

———XScan

The Device drop-down in the Search and
Advanced Query dialog boxes are limited
to those devices with read or read-write
access. In the Custom Report page, only
those reports created by users in the same
user group are visible. Read-only users
cannot save or delete custom reports.

XXXXReports > Inventory

Read-only users cannot save or delete
custom reports.

XXXXReports > Demo

Superuser or read-write permission is
required.

——XXRepository > Schedule

Superuser or read-write permission is
required.

——XXRepository > View

Software Manager

Device read-write access is required for
users in a user group to perform
operations, including image import,
download, install, and delete.

———XImages

Monitor

Only those operations scheduled by users
in the same user group are visible. Users
in the Administrator user group can view
all operations. Read-only users cannot
delete operations.

XXXXOperations
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Table 45: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

Status TheGroupandSelectedDevicedrop-down
list boxes are limited to those devices with
read-only or read-write access. Even when
All Devices is selected, a subset of the
device operation status is shown, based
on the user group. Users in the
administrator user group can view all
status.

XXXX

Users in the administrator user group can
only view Audit Log events.

———XAudit Log

Users in the administrator user group can
purge Status records and Audit Log
events.

———XPurge

Settings

Only users in the administrator user group
can view this page.

———XAuthentication Information

Only users in the administrator user group
can view this page.

———XAccess Methods

Only users in the administrator user group
can view this page.

———XDevices

Only users in the administrator user group
can view this page.

———XGroups

Only users in the administrator user group
can view this page.

———XLabels

Only users in the administrator user group
can view this page.

———XSchedules

Only users in the administrator user group
can view this page.

———XUsers > Local Authentication

Only users in the administrator user group
can view this page.

———XUsers > User Group
Authorization

Only users in the administrator user group
can view this page.

———XUser > Authentication Policy
> Global Authentication

Only users in the administrator user group
can view this page.

———XUser > Authentication Policy
> User Authentication Policy

Copyright © 2010, Juniper Networks, Inc.768

Junos 10.4 Junos Scope Software User Guide



Table 45: Junos Scope User Group Permissions and Access Privileges
(continued)

CommentsNoneRead-OnlyRead-WriteSuperuserJunos Scope Operation

Installation

RADIUS Configuration Only users in the administrator user group
can view this page.

———X

Only users in the administrator user group
can view this page.

———XImport/Export Data

Only those operations saved by users in
the same user group are visible in the
Available Operations list box, in the Add
Compound Operations dialog box.

——XXSaved Operations

OK button—Adds the edited user information to the Junos Scope software database.

The Users—Local Authentication dialog box redisplays with the edited username and

permissions.

Cancel button—Clears this dialog box without changing user information and redisplays

the Junos Scope main window.
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Users—Local Authentication—Import Users Dialog Box

Description Use the Users—Local Authentication—Import Users dialog box to import user setup

information into the Junos Scope software without having to manually enter it. The

default import filename for users is Junos Scope-users.xml.

Navigation Click Settings > Users. Click Import in the Users—Local Authentication dialog box.

Permissions Superuser

Elements File to import text box—Lets you type or browse to the XML file to import.

Browsebutton—Displays the File Open dialog box so you can select the XML file to import.

ImportOptions—Select an import method to be used if a conflict occurs between existing

records stored in the Junos Scope server and imported records when synchronizing Junos

Scope settings imported from multiple servers. The available import method options

include:

• Ignore—(Default) An existing record stored in the Junos Scope server takes precedence

over any imported record. The imported record is ignored and the existing record is not

affected. Any imported record that does not exist in the Junos Scope server is inserted.

• Merge—If a record exists in the Junos Scope server and also exists in the imported

record, the imported record is merged with the existing record and is augmented as

necessary. If an imported record is in conflict with an existing record, the imported

record takes precedence over the existing record. The existing record is merged with

the imported record; however, the fields of the imported record take precedence over

the fields of the existing record. Any imported record that does not exist in the Junos

Scope server is inserted.

• Override—All records in the Junos Scope server are deleted, then all imported records

are inserted. Before the override operation occurs, a message window appears with

the following confirmation prompt: “The import with override option will delete all the

existing records. Do you want to continue?” Select Yes or No to continue.
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Importbutton—Imports the selected saved operations data into the Junos Scope software

and displays the Import Results dialog box.

When importing users, if the password is not encrypted, the passwords must meet the

following restrictions:

• Allow the full range of ASCII characters (except control characters).

• Enforce a minimum of 6 characters.

• Require a change in the character set, including uppercase, lowercase, numeric, and

punctuation.

If password checking fails, the import will fail. After the import operation is completed,

the Import Results dialog box displays the import results and reason for failure.

Cancel button—Clears this dialog box and displays the Users—Local Authentication

dialog box.
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PART 12

System Log Messages and RADIUS
Accounting Attributes

• Junos Scope System Log Messages on page 775

• RADIUS Accounting Attributes on page 809
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CHAPTER 45

Junos Scope System Log Messages

Junos Scope events are stored in the Junos Scope database and are subsequently sent

to the system log server and an optional RADIUS accounting server if one is configured

(see Figure 17 on page 775).

Figure 17: Junos Scope Security-Enhanced Sensitive Data Logging

The Junos Scope software generates events or system log messages based on the status

of the following operations, and forwards them to the local system log server.

• User login success

• User login failure attempt

• User account automatically locked

• User account locked and unlocked by the Junos Scope administrator using Users >

Authentication Policy

• A new user account added, existing user account deleted, or existing user account

password changed using Users > Local Authentication

• A new device is deleted or existing device is edited or deleted using Settings > Devices

• A label association is changed using Settings > Labels

• A configuration is committed to a device using Configuration > Current > Edit

• Completed Archive operations—When an archive of a device is performed the first time

or some change in configuration is done after the last successful archive of that device.
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• Completed Inventory Scan operations—When an inventory scan is performed the first

time or after a change in the inventory after the last successful scan.

• Completed Restore operations—When a configuration is successfully restored on a

device.

• The success or failure of a Junos Scope operation—This information is reflected in the

system log message severity level.

• The final status of each leaf operation shown on the Monitor Status Page. For example,

for an operation named archive edge routers, which consists of a group of edge routers

edge1, edge2, and edge3, the success (or failure) status of archive edge1, archive edge2,

and archive edge3 will be forwarded to the system log.

• All information recorded in the Junos Scope View Status page (Monitor > Status).

Each system log message identifies the Junos Scope software process that generated

the message and briefly describes the operation or error that occurred.

This chapter includes the following topics:

• Configuring Junos Scope System Log Output on page 776

• Interpreting Junos Scope System Log Messages on page 776

• Sample System Log Output on page 777

• Junos Scope System Log Messages on page 777

Configuring Junos Scope System Log Output

The Junos Scope system log output is enabled during installation by default.

During the Junos Scope installation process, the installer is prompted for the following:

Please enter the syslog facility (local0-local7) [local2]:

The syslog facility indicates a pipe where the syslog daemon (syslogd) sends the Junos

Scope software system log messages that it receives. The administrator can enter the

values local0, local1, local2, local3, local4, local5, local6, or local7 that correspond to a

logging facility. The default is local2, which is logging facility 2.

The Junos Scope administrator can change the syslog facility at any time by reconfiguring

Junos Scope using the jtk-setup.sh script.

Interpreting Junos Scope System LogMessages

The syntax of a Junos Scope system log message is as follows:

timestampmessage-source:code:message-text

Table 46 on page 777 defines each Junos Scope system log message field.
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Table 46: Junos Scope System LogMessage Field Syntax

DescriptionField

Time when the message was logged.timestamp

The identifier of the process or component that generated the message.
The format of the message-source field is:

hostname process[process-ID]

Where process is identified by source code module (for example, Junos
Scope) concatenated by the HTTP port where Junos Scope is running.

message-source

Code that uniquely identifies the message. The name begins with a
prefix that indicates the generating software process or library.

code

Text of the message.message-text

Sample System Log Output

The following is a sample Junos Scope software system log message output:

Jun 20 13:00:05 valhalla2 Junos Scope7080[9348]: Junos Scope_LOGIN_FAILURE: Login
failed using username: 'admin'

Table 47 on page 777 defines the sample Junos Scope software system log message

fields.

Table 47: Sample Junos Scope Software LogMessage Fields

DescriptionField

Timestamp (time when the message was logged)Jun 20 13:00:05

Hostnamevalhalla2

Source code module concatenated with the HTTP port
where Junos Scope is running and the process ID

Junos Scope7080[9348]:

Error message tagJunos Scope_LOGIN_FAILURE

Log messageLogin failed using username: 'admin'

Junos Scope System LogMessages

This section describes the Junos Scope software system log messages.

• Start/Stop the Junos Scope Software Messages on page 778

• Login/Logout Junos Scope Software Messages on page 779

• Authentication Policy Change Messages on page 782
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• Users Setup Messages on page 783

• User Group Authorization Messages on page 785

• RADIUS Configuration Messages on page 786

• Authentication Information Setup Messages on page 788

• Access Methods Setup Messages on page 788

• Labels Setup Messages on page 789

• Configuration Edit Messages on page 789

• Archive Configuration Messages on page 790

• Inventory Scan Messages on page 791

• Inventory Reports Messages on page 793

• Restore Configuration Messages on page 793

• Devices Setup Messages on page 795

• Software Manager Messages on page 796

• Purge Log Messages on page 799

• Audit Configuration Messages on page 800

• Advanced Insight Scripts Messages on page 802

• Configuration Association Messages on page 805

Start/Stop the Junos Scope SoftwareMessages

Junos Scope_STARTUP

Audit LogMessage Junos Scope started: server address: '<server_ address' https port no: '<https port no>'

time: '<timewhen Junos Scope started>

System LogMessage Junos Scope_STARTUP

Junos Scope started: server address: '<server address>' https port no: '<https port no>'

time: '<timewhenJunosScopestarted'byusername: '<username> 'clientaddress: '<client

address>'

Description The Junos Scope software was started.

RADIUS Attributes • Acct-Status-Type: Start

• Juniper-Junos Scope-Priv-Op: Junos Scope_STARTUP

• Juniper-Junos Scope-Target: < https URL for Junos Scope>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info
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Junos Scope_SHUTDOWN

Audit LogMessage Junos Scope shutdown: server address: '<server_ address' https port no: '<https port no>'

time: '<timewhen Junos Scope started>'

System LogMessage Junos Scope_SHUTDOWN:

Junos Scope shutdown: server address: '<server address>' https port no: '<https port no>'

time: '<timewhenJunosScopestarted>'byusername: '<username>'clientaddress: '<client

address>'

Description The Junos Scope software was shut down.

RADIUS Attributes: • Acct-Status-Type: Stop

• Juniper-Junos Scope-Priv-Op: Junos Scope_SHUTDOWN

• Juniper-Junos Scope-Target: < https URL for Junos Scope>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Login/Logout Junos Scope SoftwareMessages

Junos Scope_LOGIN_FAILURE

System LogMessage Junos Scope_LOGIN_FAILURE:

Failed to login: username: '<user name>' client address: '<client address>'

Description The user failed to login because of an invalid username or password.

RADIUS Attributes (For RADIUS, this is implemented as two messages: a session start followed immediately

by a session end.)

• Message 1:

Acct-Status-Type: Start

Juniper-Junos Scope-Client-Address: <client address>

• Message 2:

Account-Status-Type: Stop

Account-Terminate-Cause: User Error

Juniper-Junos Scope-Login-Failure-Reason: <Authentication Failure | User Account

Locked>

Juniper-Junos Scope-Client Address: <client address>

Type Error

Severity Error
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Action Contact the system administrator.

Junos Scope_LOGIN_SUCCESS

System LogMessage Junos Scope_LOGIN_SUCCESSFUL:

User logged in: username: '<user name>' client address: '<client address>'

RADIUS Attributes (For RADIUS, this is implemented as two messages: a session start followed immediately

by a session end.)

• Message 1:

Acct-Status-Type: Start

Juniper-Junos Scope-Client-Address: <client address>

• Message 2:

Account-Status-Type: Stop

Account-Terminate-Cause: User Error

Juniper-Junos Scope-Login-Failure-Reason: <Authentication Failure | User Account

Locked>

Juniper-Junos Scope-Client Address: <client address>

Type Error

Severity Error

Action Contact the system administrator.

RADIUS Attributes (For RADIUS, this is implemented as two messages: a session start followed immediately

by a session end.)

• Message 1:

Acct-Status-Type: Start

Juniper-Junos Scope-Client-Address: <client address>

• Message 2:

Account-Status-Type: Stop

Account-Terminate-Cause: User Error

Juniper-Junos Scope-Login-Failure-Reason: <Authentication Failure | User Account

Locked>

Juniper-Junos Scope-Client Address: <client address>

Type Error

Severity Error

Action Contact the system administrator.

Description A user successfully logged in.
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RADIUS Attributes Acct-Status-Type: Start

Juniper-Junos Scope-Client Address: <client address>

Type Event

Severity Info

Junos Scope_LOGOUT

Audit Message User logged in.

System LogMessage UNOSCOPE_LOGOUT:

User logged out: username: '<user name>' client address: '<client address>'J

Description A user logged out.

RADIUS Attributes Acct-Status-Type: Stop

Juniper-Junos Scope-Client Address: <client address>

Type Event

Severity Info

Junos Scope_SESSION_TIMEOUT

System LogMessage Junos Scope_SESSION_TIMEOUT:

User session timed out: username: '<user name>' client address: '<client address>'

Description A user successfully logged in.

RADIUS Attributes Acct-Status-Type:

Start

•

• Acct-Terminate-Cause:

Session Timeout

Type Event

Severity Info

Junos Scope_USER_AUTO_LOCKED

Audit Message User locked: username: “ <user name>’

System LogMessage Junos Scope_USER_AUTO_LOCKED:

User locked: username: '<user name>' client address: '<client address>'
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Description A user is automatically locked from logging in to the Junos Scope software because the

number of consecutive login failure attempts within the configured Access Window

equals the Maximum Login Attempts value.

RADIUS Attributes (For RADIUS, this event is implemented as two messages: a session start followed

immediately by a session end.)

• Message 1:

Acct-Status-Type: Start

Juniper-Junos Scope-Client-Address: <client address>

• Message 2:

Acct-Status-Type: Stop

User-Name: <user name>

Juniper-Junos Scope-Login-Failure-Reason: <user locked | login failure>

Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Authentication Policy ChangeMessages

Junos Scope_USER_LOCKED_BY_ADMIN

Audit Message User locked: username: ‘<user name>’ by user: ‘<admin user name>’

System LogMessage Junos Scope_USER_LOCKED_BY_ADMIN:

User locked: username: '<user name>' client address: '<client address>' by user:'<admin

user name>

Description A user is locked from logging in to the Junos Scope software by the administrator using

the Authentication Policy user interface.

RADIUS Attributes Account-Status-Type: Interim-Update•

• Juniper-Junos Scope-Target: <user name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Junos Scope_USER_UNLOCKED_BY_ADMIN

Audit Message User unlocked: username: ‘<user name>’ by user: ‘<admin user name>’

System LogMessage Junos Scope_USER_LOCKED_BY_ADMIN:
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Userunlocked:username: '<username>'clientaddress: '<clientaddress>'byuser:'<admin

user name>

Description A user is unlocked from logging in to the Junos Scope software by the administrator using

the Authentication Policy user interface.

RADIUS Attributes Acct-Status-Type: Interim-Update User-Name: <user name>•

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Junos Scope_GLOBAL_POLICY_CHANGED

Audit Message Global policy changed.

System LogMessage Junos Scope_GLOBAL_POLICY_CHANGED:

Global Policy Changed.

Description The global policy changed.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Privileged-Command: GLOBAL_POLICY_CHANGED

• Juniper-Junos Scope-Target: Global Policy

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Users SetupMessages

Junos Scope_USER_CREATED

Audit Message User created: user: ‘<new user name>’

System LogMessage Junos Scope_USER_CREATED:

User created: user: '<newuser name>' by username: '<user name>' client address: '<client

address>'

Description A new user was created.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Privileged-Command: USER_CREATED
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• Juniper-Junos Scope-Target: <user name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Junos Scope_USER_DELETED

Audit Message User deleted: user: ‘<deleted user name>’

System LogMessage Junos Scope_USER_DELETED:

User deleted: user: '<deleted user name>' by username: '<user name>' client address:

'<client address>'

Description A user was deleted.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Privileged-Command: USER_DELETED

• Juniper-Junos Scope-Target: <user name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Junos Scope_USER_PASSWORD_CHANGED

Audit Message Password changed: user: ‘<user name>’

System LogMessage Junos Scope_USER_PASSWORD_CHANGED:

Passwordchanged:user: '<username>'byusername: '<username>'clientaddress: '<client

address>'

Description A user's password was changed.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Privileged-Command: USER_PASSWORD_CHANGED

• Juniper-Junos Scope-Target: <user name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event
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Severity Info

User Group AuthorizationMessages

Junos Scope_USERGROUP_CREATED

Audit LogMessage User group created: user group: '<user group name>'

System LogMessage Junos Scope_USERGROUP_CREATED

User group created: user group: '<user group name' by username: '<user name>' client

address: '<client address>'

Description A new user group has been created.

Junos Scope_USERGROUP_PERM_CHANGED

Audit Message User group permission changed: user group name: '<user group_name>'

System LogMessage Junos Scope_USERGROUP_PERM_CHANGED

Usergrouppermissionchanged:usergroupname: '<usergroupname>'byusername: '<user

name>' client address: '<client address>'

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Priv-Op: USERGROUP_CREATED

• Juniper-Junos Scope-Target: <user group name>

• Juniper-Junos Scope-Client-Address: <client address>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Description The user group permission has changed.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Priv-Op: USERGROUP_PERM_CHANGED

• Juniper-Junos Scope-Target: <user group name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info
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Junos Scope_USERGROUP_DELETED

Audit LogMessage User group deleted: user group name: '<user group_name>'

System LogMessage Junos Scope_USERGROUP_DELETED

User group deleted: user group name: '<user group name>' by username: '<user name>'

client address: '<client address>'J

Description The user group has been deleted.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Priv-Op: USERGROUP_PERM_CHANGED

• Juniper-Junos Scope-Target: <user group name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Junos Scope_USERGROUP_USER_ASSOC_CHANGED

Audit LogMessage User group to user association added/removed: user group name: '<user group_name>'

user name: '<association changed user name>'

System LogMessage Junos Scope_USERGROUP_USER_ASSOC_CHANGED

User group to user association added/removed: user group name: '<user group name>'

username: '<associationchangedusername>'byusername: '<username>' clientaddress:

'<client address>'

Description The user group to user association has been either removed or added.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Priv-Op: USERGROUP_PERM_CHANGED

• Juniper-Junos Scope-Target: <user group name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

RADIUS ConfigurationMessages

Junos Scope_RADIUS_CONFIG_ADDED

Audit Message RADIUS configuration added: RADIUS server address: '<RADIUS server address>’
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System LogMessage Junos Scope_RADIUS_CONFIG_ADDED:

RADIUS configuration added: RADIUS server address: <RADIUS server address> client

address: ‘< client address> ’

Description A new RADIUS configuration entry was added.

RADIUS Attributes Acct-Status-Type: Interim-Update•

• JUNIPER-Junos Scope-Target: <RADIUS server address>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Junos Scope_RADIUS_CONFIG_CHANGED

Audit Message RADIUS configuration changed: RADIUS server address: '<RADIUS server address>’

System LogMessage Junos Scope_RADIUS_CONFIG_CHANGED:

RADIUS configuration changed: RADIUS server address: <RADIUS server address> client

address: ‘< client address>’

Description An existing RADIUS configuration entry was edited.

RADIUS Attributes: Acct-Status-Type: Interim-Update•

• JUNIPER-Junos Scope-Target: <RADIUS server address>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Junos Scope_RADIUS_CONFIG_DELETED

Audit Message RADIUS configuration deleted: RADIUS server address: '<radius server address>'

System LogMessage: Junos Scope_RADIUS_CONFIG_DELETED:

RADIUS configuration deleted: RADIUS server address:<RADIUS server address> client

address: ‘< client address>’

Description An existing RADIUS configuration entry was deleted.

RADIUS Attributes: Acct-Status-Type: Interim-Update•

• JUNIPER-Junos Scope-Target: <RADIUS server address>
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• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Authentication Information SetupMessages

Junos Scope_AUTH_INFO_CHANGED

Audit Message Authentication information changed: name: ‘<authentication information name>’

System LogMessage Junos Scope_AUTH_INFO_CHANGED:

Authentication informationchanged:name: '<auth infoname>'byusername: '<username>'

client address: '<client address>'

Description Device authentication information was changed.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Privileged-Command: AUTH_INFO_CHANGED

• Juniper-Junos Scope-Target: <auth info name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

AccessMethods SetupMessages

Junos Scope_ACCESS_METHOD_CHANGED

Audit Message Accessmethod changed: name: accessmethod: ‘<accessmethod name>’

System LogMessage Junos Scope_ACCESS_METHOD_CHANGED:

Accessmethod changed: accessmethod: '<accessmethod name>' by username: '<user

name>' client address: '<client address>'

Description An access method was changed.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Privileged-Command: ACCESS_METHOD_CHANGED

• Juniper-Junos Scope-Target: <access method name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event
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Severity Info

Labels SetupMessages

Junos Scope_LABEL_ASSOC_CHANGED

Audit Message Label association added/removed: label: ‘<Label name>’ device: ‘<device name>’

System LogMessage Junos Scope_LABEL_ASSOC_CHANGED:

Label associations changed: label: '<label name>' by username: '<user name>' client

address: '<client address>'

Description The devices associated with a label were changed.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Privileged-Command: LABEL_ASSOC_CHANGED

• Juniper-Junos Scope-Target: <label name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Configuration Edit Messages

Junos Scope_COMMIT_PERFORMED

Audit Message Commit done on device <device name>

System LogMessage Junos Scope_COMMIT_PERFORMED:

Commit performed: device: '<device name>' by username: '<user name>' client address:

'<client address>'

Description A user committed a configuration on a device.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Privileged-Command: COMMIT_PERFORMED

• Juniper-Junos Scope-Target: <device name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info
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Archive ConfigurationMessages

Junos Scope_ARCHIVE_CONNECTION_ERROR

System LogMessage Junos Scope_ARCHIVE_CONNECTION_ERROR:

Couldnotconnecttodevice: '<devicename>'operationname: '<operationname>'operation

type: '<operation type>' username: '<username>' start time:'<start time>' last updated

time: '<last updated time>'

Description An archive operation failed because the connection could not be established with the

device.

Type Error

Severity Error

Action Contact System Administrator

Junos Scope_ARCHIVE_NO_ACCESS_INFO_ERROR

System LogMessage Junos Scope_ARCHIVE_NO_ACCESS_INFO_ERROR:

Couldnot findaccess information for device: '<devicename>'operationname: '<operation

name>' operation type: '<operation type>' username: '<username>' start time:'<start

time>' last updated time: '<last updated time>'

Description An archive operation failed because no access information for the device was found.

Type Error

Severity Error

Action Contact System Administrator

Junos Scope_ARCHIVE_NO_CHANGE

System LogMessage Junos Scope_ARCHIVE_NO_CHANGE:

Nochange inconfiguration fordevice: '<devicename>'operationname: '<operationname>'

operation type: '<operation type>' username: '<username>' start time:'<start time>' last

updated time: '<last updated time>'

Description No change in the configuration was found after the last archive.

Type Event

Severity Info
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Junos Scope_ARCHIVE_SUCCESS

Audit Message Successfully archived device: '<device name>' revision: '<revision>'

System LogMessage Junos Scope_ARCHIVE_SUCCESS:

Successfully archived device: '<device name>' revision: '<revision>' operation name:

'<operation name>' operation type:'<operation type>' username: '<username>' start

time:'<start time>' last updated time: '<last updated time>'

Description A user successfully archived a device configuration.

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Command: ARCHIVE_SUCCESS

• Juniper-Junos Scope-Target: <device name>

Type Event

Severity Info

Junos Scope_ARCHIVE_SYSTEM_ERROR

System LogMessage Junos Scope_ARCHIVE_SYSTEM_ERROR:

A System error occurred during archive operation for device: '<device name>' operation

name: '<operation name>' operation type: '<operation type>' username: '<username>'

start time:'<start time>' last updated time: '<last updated time>'

Description An archive operation failed because a system error occurred.

Type Error

Severity Error

Action Contact System Administrator

Inventory ScanMessages

Junos Scope_SCAN_CONNECTION_ERROR

System LogMessage Junos Scope_SCAN_CONNECTION_ERROR:

Couldnotopenconnection todevice: '<devicename>'operationname: '<operationname>'

operation type: '<operation type>' username: '<username>' start time:'<start time>' last

updated time: '<last updated time>'

Description An Inventory Management System scan operation failed because a connection could

not be established with the device.

Type Error
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Severity Error

Action Contact System Administrator

Junos Scope_SCAN_NO_ACCESS_INFO_ERROR

System LogMessage Junos Scope_SCAN_NO_ACCESS_INFO_ERROR:

Couldnot findaccess information for device: '<devicename>'operationname: '<operation

name>' operation type: '<operation type>' username: '<username>' start time:'<start

time>' last updated time: '<last updated time>'

Description An Inventory Management System scan failed because no access information for the

device was found.

Type Error

Severity Error

Action Contact System Administrator

Junos Scope_SCAN_NO_CHANGE

System LogMessage Junos Scope_SCAN_NO_CHANGE:

No change in inventory database for device: '<device name>' operation name: '<operation

name>' operation type: '<operation type>' username: '<username>' start time:'<start

time>' last updated time: '<last updated time>'

Description No change in inventory was found after the last scan.

Type Event

Severity Info

Junos Scope_SCAN_SUCCESS

System LogMessage Junos Scope_SCAN_SUCCESS:

Successfully scanned items into inventory database for device: '<device name>' operation

name: '<operation name>' operation type: '<operation type>' username: '<username>'

start time:'<start time>' last updated time: '<last updated time>'

Description A device was successfully scanned.

Type Event

Severity Info
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Junos Scope_SCAN_SYSTEM_ERROR

System LogMessage Junos Scope_SCAN_SYSTEM_ERROR:

A System error occurred during inventory scan operation for device: '<device name>'

operation name: '<operation name>' operation type: '<operation type>' username:

'<username>' start time:'<start time>' last updated time: '<last updated time>'

Description An Inventory Management System scan operation failed because a system error occurred.

Type Error

Severity Error

Action Contact System Administrator

Inventory Reports Messages

Junos Scope_REPORT_SUCCESS

System LogMessage Junos Scope_REPORT_SUCCESS:

Successfully generated report: '<report name>' username: '<username>'

Description A custom report is successfully archived

Type Event

Severity Info

Junos Scope_REPORT_ERROR

System LogMessage Junos Scope_REPORT_ERROR:

Error while generating report: '<report name>' username: '<username>'

Description Failed to archive a custom report

Type Error

Severity Error

Action Contact System Administrator

Restore ConfigurationMessages

Junos Scope_RESTORE_CONNECTION_ERROR

System LogMessage Junos Scope_RESTORE_CONNECTION_ERROR:
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Couldnotopenconnection todevice: '<devicename>'operationname: '<operationname>'

operation type: '<operation type>' username: '<username>' start time:'<start time>' last

updated time: '<last updated time>'

Description A restore configuration operation failed because a connection could not be established

with the device.

Type Error

Severity Error

Action Contact System Administrator

Junos Scope_RESTORE_NO_ACCESS_INFO_ERROR

System LogMessage Junos Scope_RESTORE_NO_ACCESS_INFO_ERROR:

Couldnot findaccess information for device: '<devicename>'operationname: '<operation

name>' operation type: '<operation type>' username: '<username>' start time:'<start

time>' last updated time: '<last updated time>'

Description A restore operation failed because no access information for the device was found.

Type Error

Severity Error

Action Contact System Administrator

Junos Scope_RESTORE_SUCCESS

Audit Message Successfully restored device: '<device name>’

System LogMessage Junos Scope_RESTORE_SUCCESS:

Successfully restoredconfigurationfordevice: '<devicename>'operationname: '<operation

name>' operation type: '<operation type>' username: '<username>' start time:'<start

time>' last updated time: '<last updated time>'

Description A user successfully restored a configuration to a device.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Privileged-Command: RESTORE_SUCCESS

• Juniper-Junos Scope-Target: <device name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event
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Severity Info

Junos Scope_RESTORE_SYSTEM_ERROR

System LogMessage Junos Scope_RESTORE_SYSTEM_ERROR:

A System error occurred during restore operation for device: '<device name>' operation

name: '<operation name>' operation type: '<operation type>' username: '<username>'

start time:'<start time>' last updated time: '<last updated time>'

Description A restore operation failed because a system error occurred.

Type Error

Severity Error

Action Contact System Administrator

Devices SetupMessages

Junos Scope_DEVICE_ADDED

Audit Message Device added: device: '<device name>’

System LogMessage Junos Scope_DEVICE_ADDED:

Deviceadded:device: '<devicename>'byusername: '<username>'clientaddress: '<client

address>'

Description A new device was added.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Privileged-Command: DEVICE_ADDED

• Juniper-Junos Scope-Target: <device name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Junos Scope_DEVICE_CHANGED

Audit Message Device added: device: '<device name>’

System LogMessage Junos Scope_DEVICE_CHANGED:

Device changed: device: '<device name>' by username: '<user name>' client address:

'<client address>'
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Description The device setup information has changed.

RADIUS Attributes • Acct-Status-Type: Interim-Update

• Juniper-Junos Scope-Privileged-Command: DEVICE_CHANGED

• Juniper-Junos Scope-Target: <device name>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Junos Scope_DEVICE_DELETED

Audit Message Device deleted: device: '<deleted device name>’

System LogMessage Junos Scope_DEVICE_DELETED:

Devicedeleted:device: '<devicename>'byusername: '<username>'clientaddress: '<client

address>'

Description A device was deleted.

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Command: DEVICE_DELETED

• Juniper-Junos Scope-Target: <device name>

Type Event

Severity info

SoftwareManager Messages

Junos Scope_SOFTWARE_IMAGE_INSTALL

Audit Message Successfully installed image ‘<target version>’ on ‘<router>’

System LogMessage Junos Scope_SOFTWARE_IMAGE_INSTALL

Successfully installed image ‘<target-version>’ on ‘<router>’

Description A software image was successfully installed on a device.

RADIUS Attributes • Acct-StatusType: 3

• Juniper-Junos Scope-Privileged-Command: SOFTWARE_IMAGE_INSTALL_SUCCESS

• Juniper-Junos Scope-Target: ‘<deviceType>’

• Juniper-Junos Scope-Client-Address: <client address>
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Type Event

Severity info

Junos Scope_SOFTWARE_IMAGE_INSTALL_ERROR

System LogMessage Junos Scope_SOFTWARE_IMAGE_INSTALL_ERROR

Installation failed: software ‘<package-info>’ is running instead of expected

‘<target-version>’ on ‘<hostname>’

Description A software image installation failed.

Type Event

Severity Error

Action Contact system administrator

Junos Scope_SOFTWARE_IMAGE_DOWNLOAD

Audit Message Successfully downloaded image ‘<image-name> to target ‘router>’

System LogMessage Junos Scope_SOFTWARE_IMAGE_DOWNLOAD

Successfully downloaded image ‘<image-name>’ to target ‘<router>’

Description A software image has been downloaded on a device.

RADIUS Attributes • Acct-StatusType: 3

• Juniper-Junos Scope-Privileged-Command:

SOFTWARE_IMAGE_DOWNLOAD_SUCCESS

• Juniper-Junos Scope-Target: <device>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Junos Scope_SOFTWARE_IMAGE_DOWNLOAD_ERROR

System LogMessage Junos Scope_SOFTWARE_IMAGE_DOWNLOAD_ERROR

Download failed for image ‘<image-name>’

Description A software image download failed.

Type Event
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Severity Error

Action Contact system administrator

Junos Scope_SOFTWARE_IMAGE_IMPORT

System LogMessage Junos Scope_SOFTWARE_IMAGE_IMPORT

Successfully imported image%image by user%username

Description A software image was successfully imported.

RADIUS Attributes Acct-StatusType: 3•

• Juniper-Junos Scope-Privileged-Command: SOFTWARE_IMAGE_IMPORT_SUCCESS

Type Event

Severity Info

Junos Scope_SOFTWARE_IMAGE_IMPORT_ERROR

System LogMessage Junos Scope_SOFTWARE_IMAGE_IMPORT_ERROR

Import failedI

Description A software image import failed.

RADIUS Attributes Acct-StatusType:•

• Juniper-Junos Scope-Privileged-Command:

• Juniper-Junos Scope-Target:

Type Event

Severity Error

Action Contact system administrator

Junos Scope_SOFTWARE_IMAGE_DELETE

System LogMessage Junos Scope_SOFTWARE_IMAGE_DELETE

User%username deleted image%image

Description A user deleted a software image.

RADIUS Attributes Acct-StatusType: 3•

• Juniper-Junos Scope-Privileged-Command: SOFTWARE_IMAGE_DELETE_SUCCESS
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Type Event

Severity Info

Purge LogMessages

Junos Scope_PURGE_AUDITLOG

Audit Message Purging Audit Log records. No. of records purged: '<No. of auditlog records purged>'

comment: '<comment >' Username: '<user name>' Time:'<date and timewhen the event

occurred>'

System LogMessage Junos Scope_PURGE_AUDITLOG

Purging Audit Log records. No. of records purged: '<No. of auditlog records purged>'

comment: '<comment >' Username: '<user name>' Time:'<date and timewhen the event

occurred>'

Description Purging Audit Log records.

RADIUS Attributes • Acct-StatusType: Interim-Update

• Juniper-Junos Scope-Privileged-Command:PURGE_AUDITLOG

• Juniper-Junos Scope-Target:<No. of auditlog records purged>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Junos Scope_PURGE_STATUS

Audit Message PurgingStatusLogrecords.No.of recordspurged: '<No.ofstatus recordspurged>'comment:

'<comment >' Username: '<user name>' Time:'<date and timewhen the event occurred>'

System LogMessage Junos Scope_PURGE_STATUS:

Purging Status records. No. of records purged: '<No. of status records purged>' comment:

'<comment >' Username: '<user name>' Time:'<date and timewhen the event occurred>'

Description Purging status records.

RADIUS Attributes • Acct-StatusType: Interim-Update

• Juniper-Junos Scope-Privileged-Command:PURGE_STATUS

• Juniper-Junos Scope-Target:<No. of status records purged>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

799Copyright © 2010, Juniper Networks, Inc.

Chapter 45: Junos Scope System Log Messages



Severity Info

Audit ConfigurationMessages

Junos Scope_CONFIG_AUDIT_DIFFERENCE

Audit Message There are difference for device: '<device name>' revisions '<revision1>' and '<revision2>'

System LogMessage Junos Scope_CONFIG_AUDIT_DIFFERENCE

Difference(s) found in configuration revisions <revision1> and <revision2> for device:

<device> operation name: <operation_name> operation type: <operation_type>

username:<username> start time: <start_time> lastmodified time: <last_modified>

Description Config Audit: Differences found.

RADIUS Attributes • Acct-StatusType: Interim-Update

• Juniper-Junos Scope-Privileged-Command: CONFIG_AUDIT_DIFFERENCE

• Juniper-Junos Scope-Target:<device>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Junos Scope_CONFIG_AUDIT_NO_DIFFERENCE

Audit Message There are difference for device: '<device name>' revisions '<revision1>' and '<revision2>'

System LogMessage Junos Scope_CONFIG_AUDIT_NO_DIFFERENCE:

No difference in configuration revisions <revision1> and <revision2> for device: <device>

operation name: <operation_name> operation type: <operation_type>

username:<username> start time: <start_time> lastmodified time: <last_modified>

Description Config Audit: No differences found.

RADIUS Attributes • Acct-StatusType: Interim-Update

• Juniper-Junos Scope-Privileged-Command: AUDIT_NO_DIFFERENCE

• Juniper-Junos Scope-Target:<device>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info
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Junos Scope_PARTIAL_CONFIG_AUDIT_DIFF

Audit Message Difference(s) foundbetweenpartial configuration<partial Config> revision: <revision>and

running configuration on device: <device>done by username: <username>client address:

<client_address>

System LogMessage Junos Scope_PARTIAL_CONFIG_AUDIT_DIFF:

Difference(s) foundbetweenpartial configuration<partial Config> revision: <revision>and

running configuration on device: <device>done by username: <username>client address:

<client_address>

Description Partial Config Audit: Differences Found.

RADIUS Attributes • Acct-StatusType: Interim-Update

• Juniper-Junos Scope-Privileged-Command: PARTIAL_CONFIG_AUDIT_DIFFERENCE

• Juniper-Junos Scope-Target:<device>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info

Junos Scope_PARTIAL_CONFIG_AUDIT_NO_DIFF

Audit Message Nodifference(s)foundbetweenpartialconfiguration<partialConfig>revision:<revision>and

running configuration on device: <device>done by username: <username>client address:

<client_address>

System LogMessage Junos Scope_PARTIAL_CONFIG_AUDIT_NO_DIFF:

Nodifference(s)foundbetweenpartialconfiguration<partialConfig>revision:<revision>and

running configuration on device: <device>done by username: <username>client address:

<client_address>

Description Partial Config Audit: No differences Found.

RADIUS Attributes • Acct-StatusType: Interim-Update

• Juniper-Junos Scope-Privileged-Command: PARTIAL_CONFIG_AUDIT_NO_DIFFERENCE

• Juniper-Junos Scope-Target:<device>

• Juniper-Junos Scope-Client-Address: <client address>

Type Event

Severity Info
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Advanced Insight Scripts Messages

Junos Scope_PVS_EXPORT_DEVICES

Audit Message Export devices to user: '%username' client address:'%client_address'

System LogMessage Export devices to user: '%username' client address: '%client_address'

Description All Junos Scope managed devices are exported to PvS Gateway.

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Operation: PVS_EXPORT_DEVICES

Type Event

Severity Info

Junos Scope_PVS_BUNDLE_UPLOAD

Audit Message Successfully uploaded PvS bundle%filename by user%username

System LogMessage Successfully uploaded PvS bundle%filename by user%username

Description A PvS bundle is uploaded into the Junos Scope repository.

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Operation: PVS_BUNDLE_UPLOAD_SUCCESS

Type Event

Severity Info

Junos Scope_PVS_BUNDLE_UPLOAD_ERROR

Audit Message Upload failed:%message

System LogMessage Upload failed:%message

Description A PvS bundle failed to upload into the Junos Scope repository.

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Operation: PVS_BUNDLE_UPLOAD_ERROR

Type Event
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Severity Error

Junos Scope_PVS_BUNDLE_INSTALL

Audit Message Successfully installed PvS bundle on target%device

System LogMessage Successfully installed PvS bundle on target%device

Description A PvS bundle is installed successfully on the device.

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Operation: PVS_BUNDLE_INSTALL_SUCCESS

Type Event

Severity Info

Junos Scope_PVS_BUNDLE_INSTALL_ERROR

Audit Message Installation failed for PvS bundle%bundlename

System LogMessage Installation failed for PvS bundle%bundlename

Description A PvS bundle failed to install.

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Operation: PVS_BUNDLE_INSTALL_ERROR

Type Event

Severity Error

Junos Scope_PVS_BUNDLE_UNINSTALL

Audit Message Successfully uninstalled PvS bundle on target%device

System LogMessage Successfully uninstalled PvS bundle on target%device

Description A PvS bundle is uninstalled successfully on the device

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Operation: PVS_BUNDLE_UNINSTALL_SUCCESS

Type Event
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Severity Info

Junos Scope_PVS_BUNDLE_UNINSTALL_ERROR

Audit Message PvS bundle uninstallation failed on target%device

System LogMessage PvS bundle uninstallation failed on target $device

Description The PvS bundle failed to uninstall.

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Operation: PVS_BUNDLE_UNINSTALL_ERROR

Type Event

Severity Error

Junos Scope_PVS_UPDATE_ARCHIVE_SITE

Audit Message Successfully updated archive sites on target%device

System LogMessage Successfully updated archive sites on target%device

Description PvS archive locations are successfully configured on device.

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Operation: PVS_UPDATE_ARCHIVE_SITES_SUCCESS

Type Event

Severity Info

Junos Scope_PVS_UPDATE_ARCHIVE_SITE_ERROR

Audit Message Update archive sites failed for reason:%reason

System LogMessage Update archive sites failed for reason:%reason

Description PvS archive locations failed to configure on devices.

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Operation: PVS_UPDATE_ARCHIVE_SITES_ERROR

Type Event
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Severity Error

Configuration AssociationMessages

Junos Scope_CONFIG_AASOCIATED

System LogMessage Junos Scope_CONFIG_ASSOCIATED: Config Associated

Config Name= ’<Config Name>’

Version= ’<Config Version>’

Criteria= ’<Criteria Used>’

Time: ’<time>’

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Command: CONFIG_ASSOCIATED

• Juniper-Junos Scope-Target: ’<Config name Version>’

Description A configuration file was associated for a criteria.

Type Event

Severity Info

Junos Scope_CONFIG_ASSOCIATION_DELETED

System LogMessage Junos Scope_CONFIG_ASSOCIATION_DELETED: Config Association Deleted

Config Name= ’<Config Name>’

Version= ’<Config Version>’

Criteria= ’<Criteria>’

Time: ’<time>’

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Command: CONFIG_ASSOCIATION_DELETED

• Juniper-Junos Scope-Target: ’<Config name Version>’

Description A configuration file association was deleted

Type Event

Severity Info

805Copyright © 2010, Juniper Networks, Inc.

Chapter 45: Junos Scope System Log Messages



Junos Scope_CONFIG_ASSOCIATION_REORDERED

System LogMessage Junos Scope_CONFIG_ASSOCIATION_REORDERED: Config Association Reordered

Time: ’<time>’

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Command: CONFIG_ASSOCIATION_REORDERED

Description The order of the configuration file associations in the list was changed

Type Event

Severity Info

Junos Scope_CONFIG_RETURNED

System LogMessage Junos Scope_CONFIG_RETURNED: Config Returned

Device Attributes= Hostname: <hostname> Serial Number: <Serial No.>Model: <model>

OS Version: <os version>

Configuration= ’<name> <version>’

Time: ’<time>’

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Command: CONFIG_RETURNED

• Juniper-Junos Scope-Target: ’<Config name Version>’

Description A configuration file was returned in response to a request from the device

Type Event

Severity Info

Junos Scope_NO_CONFIG_ASSOCIATED

System LogMessage Junos Scope_NO_CONFIG_ASSOCIATED: Association not found

Device Attributes= Hostname: <hostname> Serial Number: <Serial No.>Model: <model>

OS Version: <os version>

Time: ’<time>’

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Command: NO_CONFIG_ASSOCIATED

Copyright © 2010, Juniper Networks, Inc.806

Junos 10.4 Junos Scope Software User Guide



• Juniper-Junos Scope-Target: ’<Config name Version>’

Description No configuration file association was found for the device attributes

Type Event

Severity Info

JUOSCOPE_RETURN_LATEST_ARCHIVED_CONFIG

System LogMessage Junos Scope_RETURN_LATEST_ARCHIVED_CONFIG: Return latest configuration archived

from device option is%set. Username: ’%username’ Time: ’%time’

Time: ’<time>’

RADIUS Attributes Acct-Status-Type: Interim-Update•

• Juniper-Junos Scope-Privileged-Command: RETURN_LATEST_ARCHIVED_CONFIG

• Juniper-Junos Scope-Target: Config Association

Description The return latest configuration archived option was set.

Type Event

Severity Info
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CHAPTER 46

RADIUS Accounting Attributes

RADIUS attributes corresponding to Junos Scope events are logged to a remote RADIUS

accounting server if it is configured in Junos Scope and running. (See Figure 18 on page 809.)

Figure 18: Junos Scope Security-Enahanced Sensitive Data Logging

If the system log daemon is down, event messages sent to the system log server are not

logged. If all the RADIUS accounting servers are down, event message attributes sent to

the RADIUS accounting servers are not logged.

• Interpreting RADIUS Accounting Attributes on page 809

• Additional RADIUS Attributes on page 810

Interpreting RADIUS Accounting Attributes

All RADIUS accounting messages include the following attributes:

• NAS-Identifier—The server hostname connected with the server HTTP port number.

• Acct-Session-Id—The Tomcat Web container session ID or the global scheduled session

ID.

• Acct-Status-Type—Start for login, Stop for session termination, and Interim-Update

for all other messages.

• User-Name—The name of the user currently logged in (for interactive commands) or

the name of the user who scheduled an operation (for
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scheduled commands).

• Juniper-Junos Scope-Schedule—The name of the schedule for any records (including

start and stop) associated with the run of a schedule. For all interactive sessions, this

attribute is not present.

Additional RADIUS Attributes

Depending on the message, the following additional RADIUS attributes may be present:

• Acct-Terminate-Cause—Indicates whether the session ended because of a deliberate

logout or a session timeout.

• Juniper-Junos Scope-Privileged-Operation—The symbolic name for the operation that

was performed.

• Juniper-Junos Scope-Target—The name of the object affected by the privileged

operation.

• Juniper-Junos Scope-Login-Failure-Reason—The reason for login failure: 'user locked'

or 'login failure'.

The RADIUS accounting server expects all accounting records to occur in the context of

a session. Since Junos Scope operations can be performed on a schedule after a user's

session is no longer valid, a new session is created for each scheduled task. A session

startmessage is sent before the scheduled task executes; a session endmessage is sent

after the task completes.
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PART 13

Managing Junos Scope Application Data

• Backing Up and Restoring the Junos Scope Application Data on page 813
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CHAPTER 47

BackingUpandRestoring the JunosScope
Application Data

This chapter describes how to back up and restore application data stored by Junos

Scope to prevent data loss in the event of a disaster.

Figure 19 on page 813 shows the application data that you can back up and restore.

Figure 19: Junos Scope Application Data to Back Up and Restore

You can back up and restore the following Junos Scope application data in the MySQL

database:

• Administrative settings—Settings data that can be imported and exported.

• Operational data—Monitor > Operstions, Monitor > Status, and Monitor > Audit Log

data.

• Inventory data—Inventory Management > Scan data, including demostration inventory

data.

You can also back up and restore archived device configuration files in the Configuration

Version System (CVS) repository. Archived device configuration files are generated when

you use Configuration > Repository > Archive or import a configuration file by using

Configuration > Repository > Import.

You can also back up and restore archived inventory reports and imported Junos OS

images. Archived inventory reports are generated when you schedule an inventory

management system report using Inventory Management > Repository > Schedule. These

are the reports that you see when you use Inventory Management > Repository > View.
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Junos OS images are stored when you import them using Software Management >

Images.

The Junos Scope software supports only full MySQL database backups; not incremental

ones.

You do not need to shut down the Junos Scope server while you back up the MySQL

database and repositories. You do, however, need to temporarily shut down the Junos

Scope server when you restore them.

It is recommended that you back up and restore the database and data repositories

simultaneously and at a time when the operational activities of the Junos Scope server

are at a minimum.

You can automate backup and restore tasks within a UNIX shell script, which could then

be run at specified times by the cron utility.

This chapter includes the following sections:

• Backing Up Junos Scope Application Data on page 814

• Restoring Junos Scope Application Data on page 815

Backing Up Junos Scope Application Data

Periodically, when the operational activities of the Junos Scope server are at a minimum,

you should back up the Junos Scope application data. We recommend that you back up

the database and data repositories simultaneously to ensure data consistency between

the Junos Scope router configuration repository and the MySQL database.

NOTE: The database root username and password is mandatory to backup
and restore the database using themsqldump command.

To back up Junos Scope application data, follow these steps:

1. Change to the directory where the Junos Scope software is installed:

% cd <JTK_INSTALL>

2. Using the mysqldump command, back up the contents of the Junos Scope MySQL

database:

% ./mysql/bin/mysqldump --socket=data/db/mysql.sock \
--user=root \
--password=pw \
--opt \
--all-databases \
> /path-to-backup/Junos Scope-db-backup.sql

<JTK_INSTALL> is the path of the Junos Scope installation, < pw > is the database

root user's password (created during Junos Scope installation, and <

path-to-backup/Junos Scope-db-backup.sql > is the name and location of the backup

file you create.
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For example:

% cd <JTK_INSTALL>
% ./mysql/bin/mysqldump --socket=data/db/mysql.sock/
--user=root/
--password=foobar /
--opt --all-databases /
> /opt/backups/jnscp/dbdump.sql

This command example backs up the contents of the MySQL database using the

password foobar and creates a file called dbdump.sql in the /opt/backups/jnscp/

directory.

3. Navigate to the Junos Scope data directory:

%cd <JTK_INSTALL>/data

<JTK_INSTALL>/data is the path where the Junos Scope application data is stored,

4. Back up the contents Junos Scope router configuration repository CVS root directory

using a UNIX backup utility or the tar command:

% tarcf /path-to-backup/JunosScope-data-backup.tarcvsrootarchivedreports images
access-methods.xml

< path-to-backup > is the directory where you want to store the backup, < Junos

Scope-data-backup.tar > is the name of the backup tar file to create.

Restoring Junos Scope Application Data

You should restore the Junos Scope application data when the operational activities of

the Junos Scope server are at a minimum, We recommend that you restore the database

and data repositories simultaneously to ensure data consistency between the Junos

Scope router configuration repository and the MySQL database.

To restore the Junos Scope application data, follow these steps:

1. Change directories to where the Junos Scope software is installed:

% cd <JTK_INSTALL>

<JTK_INSTALL> is the location of the Junos Scope installation.

2. Shut down the Junos Scope server:

% ./jtk/rc.d/jtk stop

3. Start the Junos Scope MySQL database:

% ./jtk/rc.d/mysql start

4. Restore the contents of the Junos Scope MySQL database:

% ./mysql/bin/mysql --socket=data/db/mysql.sock
--user=root
--password=pw
< /path-to-backup/Junos Scope-db-backup.sql

For example:
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% ./mysql/bin/mysql --socket=data/db/mysql.sock
--user=root
--password=foobar
< /opt/backups/jnscp/dbdump.sql

5. Stop the Junos Scope MySQL database:

%./jtk/rc.d/mysql stop

6. Change directories to where the Junos Scope application data is stored:

%cd <JTK_INSTALL>/data

7. Restore the contents of the CVS repository and other data directories:

%mv cvsroot cvsroot.old
%mv archivedreports archivedreports.old
%mv images images.old
%mv access-methods.xml access-methods.xml.old
%cd <JTK_INSTALL>/tomcat/work/Standalone/localhost/jtk/cocoon-files
%mv cvs-top cvs-top.old

8. Restore the CVS repository from an earlier backup or extracting from an existing tar

file:

%cd <JTK_INSTALL>/data
% tar xf / path-to-backup / Junos Scope-data-backup.tar

< path-to-backup > is the directory where the backup is stored. < Junos

Scope-data-backup.tar > is the name of an existing backup tar file.

9. Restart the Junos Scope server:

% ./jtk/rc.d/jtk start
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PART 14

Integrating External Web Applications
with Junos Scope

• Launching Junos Scope Operations from External Web Applications on page 819
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CHAPTER 48

Launching Junos Scope Operations from
External Web Applications

This chapter describes how to launch Junos Scope from an external Web application,

and go directly to a specified Junos Scope operation without having to log in using the

Junos Scope server login page, via an addressable URL. This chapter also describes how

to query for device information using the URL interface, how to view device information

without standard tabs or side bars, and how to use the Junos Scope URL Interface Demo

application. If you use other management applications and want to perform Junos Scope

operations, you can provide URLs in your application to operations in Junos Scope.

This chapter includes the following topics:

• Accessing a Junos Scope Operation from an External Web Application on page 819

• Querying for Information Using the URL Interface on page 824

• Viewing Device Information without Standard Tabs or Side Bars on page 825

• Using the Junos Scope URL Interface Demo Web Application on page 825

• Implementing the URL Interface on page 827

Accessing a Junos Scope Operation from an ExternalWeb Application

You can access a Junos Scope operation directly from an external Web application using

a URL without having to browse to the feature. You can provide the URL to the Junos

Scope operation in your application and be directed to the Junos Scope server login page.

Once you submit valid credentials, you can go directly to the Junos Scope operation and

skip the Junos Scope home page.

To access a Junos Scope operation, for example Looking Glass, using the URL interface,

follow these steps:

1. Start your Web browser.

2. Enter the following Looking Glass URL in your Web browser Address text box:

https://hostname:port-number/jtk/ui/index/looking-glass

Where hostname is the name of the server on which the Junos Scope software is

installed, and port-number is the port on which the Junos Scope Web server listens

819Copyright © 2010, Juniper Networks, Inc.



for HTTPS requests. If you do not specify a port number, the default port 8443 is used.

The Junos Scope Login dialog box appears.

3. Log in using your Junos Scope username and password. The Looking Glass window

appears.

Table 1 lists URLs to the Junos Scope operations that can be accessed using the URL

interface, and the permissions required to access these URLs.

Table 48: Junos Scope Operations accessible using the URL Interface

URLPermissionsMenu

https://hostname:port-number/
jtk/ui/index/looking-glass

Read-only users / Read-write users /
Administrator

Looking Glass

https://hostname:port-number/
jtk/ui/looking_glass/ show-portal

Read-only users / Read-write users /
Administrator

Looking Glass

https://hostname:port-number/jtk/ui
/looking_glass/3Fdarg%3D%2dargt%
3D%26device%3D
<devicename>%26component%3D
General% 26command%3DDevice
+Summary+Information% 26refresh
%3D012

Read-only users/ Read-write users /
Administrator

Looking Glass

https://hostname:port-number/
/jtk/ui/index/config

Read-only users/ Read-write users /
Administrator

Configuration

https://hostname:port-number/
jtk/ui/index/current

Read-only users/ Read-write users /
Administrator

Configuration > Current

https://hostname:port-number/
jtk/ui/browser/view

Read-only users/ Read-write users /
Administrator

Configuration > Current > View

https://hostname:port-number/
jtk/ui/browser/
view?device=<devicename>

Read-only users/ Read-write users /
Administrator

Configuration > Current > View

https://hostname:port-number/
jtk/ui/index/repository

Read-only users/ Read-write users /
Administrator

Configuration > Repository

https://hostname:port-number/
jtk/ui/cm/wizard/
compare?cocoon-action-start=true

Read-only users/ Read-write users /
Administrator

Configuration > Repository > Compare

https://hostname:port-number/
jtk/ui/cm/wizard/
display?cocoon-action-start=true

Read-only users/ Read-write users /
Administrator

Configuration > Repository > Display

https://hostname:port-number/
jtk/ui/index/inventory

Read-only users/ Read-write users /
Administrator

Inventory Management
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Table 48: Junos Scope Operations accessible using the URL Interface (continued)

URLPermissionsMenu

https://hostname:port-number/jtk/xreporter/en-US/
datasources

Read-only users/ Read-write users /
Administrator

Inventory Management > Reports

https://hostname:port-number/
jtk/xreporter/en-US/
reportcatalog?dataSourceId=ims-ds

Read-only users/ Read-write users /
Administrator

Inventory Management > Reports >
Inventory

https://hostname:port-number/
jtk/xreporter/en-US/ reportcatalog?
dataSourceId=demo-ds

Read-only users/ Read-write users /
Administrator

Inventory Management Reports > Demo

https://hostname:port-number/
jtk/xreporter/en-US/ savedreports

Read-only users/ Read-write users /
Administrator

Inventory Management Reports >
Custom

https://hostname:port-number/
jtk/ui/index/monitor

Read-only users/ Read-write users /
Administrator

Monitor

https://hostname:port-number/
jtk/ui/cm/wizard/
operation?cocoon-action-start=true

Read-only users/ Read-write users /
Administrator

Monitor > Operations

https://hostname:port-number/
jtk/ui/cm/wiz/status/

Read-only users/ Read-write users /
Administrator

Monitor > Status

https://hostname:port-number/
jtk/ui/browser/edit

Read-write user/ AdministratorConfiguration > Current > Edit

https://hostname:port-number/
jtk/ui/browser/
edit?device=<devicename>

Read-write user/ AdministratorConfiguration > Current > Edit

https://hostname:port-number/
jtk/ui/cm/wizard/
archive?cocoon-action-start=true

Read-write user/ AdministratorConfiguration >Repository > Archive

https://hostname:port-number/
jtk/ui/cm/wiz/archive-tag-list/1

Read-write user/ AdministratorConfiguration > Repository > Archive
Tags

https://hostname:port-number /
jtk/ui/cm/wiz/
archive-tags?op=audit-config

Read-write user/ AdministratorConfiguration > Repository > Audit
Configurations

https://hostname:port-number/
jtk/ui/cm/wizard/
import?cocoon-action-start=true

Read-write user/ AdministratorConfiguration > Repository > Import

https://hostname:port-number/
jtk/ui/cm/wizard/
restore?cocoon-action-start=true

Read-write user/ AdministratorConfiguration > Repository > Restore
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Table 48: Junos Scope Operations accessible using the URL Interface (continued)

URLPermissionsMenu

https://hostname:port-number /
jtk/ui/cm/wiz/
config?op=config-delete-select

Read-write user/ AdministratorConfiguration > Repository > Delete

https://hostname:port-number/
jtk/ui/cm/wiz/
config?op=config-download-select

Read-write user/ AdministratorConfiguration > Repository > Save

https://hostname:port-number/
jtk/ui/cm/wiz/ config?op=config-edit-
select

Read-write user/ AdministratorConfiguration > Repository > Edit

https://hostname:port-number/
jtk/ui/cm/wiz/ script?op=scriptList

Read-write user/ AdministratorConfiguration > Repository > Scripts

https://hostname:port-number/
jtk/ui/ims/wizard/
scan?cocoon-action-start=true

Read-write user/ AdministratorInventory Management > Scan

https://hostname:port-number /
jtk/ui/index/ xreporter-select-repository

Read-write user/ AdministratorInventory Management > Repository

https://hostname:port-number/jtk/ui/
admin/wiz/ schedule-report/

Read-write user/ AdministratorInventory Management > Repository >
Schedule

https://hostname:port-number/
jtk/ui/admin /wiz/ report-filter/

Read-write user/ AdministratorInventory Management> Repository >
View

https://hostname:port-number/
jtk/ui/index/swmgr

Read-write user/ AdministratorSoftware Management

https://hostname:port-number/
jtk/ui/swmgr/ wiz/image-list/1

Read-write user/ AdministratorSoftware Management > Images

https://hostname:port-number/
jtk/ui/index/settings

Read-write user/ AdministratorSettings

https://hostname:port-number/
jtk/ui/admin /wiz/operation-list/1

Read-write user/ AdministratorSettings > Saved Operations

https://hostname:port-number/
jtk/ui/cm/wiz/events/

AdministratorMonitor > Audit Log

https://hostname:port-number
/jtk/ui/index/purge

AdministratorMonitor > Purge

https://hostname:port-number
/jtk/ui/cm/wiz/ purge?op=statusPurge

AdministratorMonitor> Purge > Status
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Table 48: Junos Scope Operations accessible using the URL Interface (continued)

URLPermissionsMenu

https://hostname:port-number
/jtk/ui/cm/wiz/ purge?op=eventsPurge

AdministratorMonitor > Purge > Audit Log

https://hostname:port-number
/jtk/ui/admin/ wizard/access%
3Fcocoon-action-start% 3Dtrue%
26cocoon-xmlform-view%
3DauthenticationList

AdministratorSettings > Authentication Information

https://hostname:port-number
/jtk/ui/admin/wizard/
access?cocoon-action-start=true

AdministratorSettings > Access Methods

https://hostname:port-number
/jtk/ui/admin/wizard/
devices?cocoon-action-start=true

AdministratorSettings > Devices

https://hostname:port-number
/jtk/ui/admin/wizard/
groups?cocoon-action-start=true

AdministratorSettings > Groups

https://hostname:port-number
/jtk/ui/admin/wiz/ label-list/1

AdministratorSettings > Labels

https://hostname:port-number
/jtk/ui/admin/wizard/
schedules?cocoon-action-start=true

AdministratorSettings > Schedules

https://hostname:port-number /

jtk/ui/index/usersSettings

AdministratorSettings > Users

https://hostname:port-number
/jtk/ui/admin/wizard/
users?cocoon-action-start=true

AdministratorSettings > Users > Local Authentication

https://hostname:port-number
/jtk/ui/admin/wiz/
authorization/1?op=list

AdministratorSettings > Users > User Group
Authorization

https://hostname:port-number
/jtk/ui/index/authPolicy

AdministratorSettings > Users > Authentication Policy

https://hostname:port-number
/jtk/ui/admin/wiz/
globalAuthPolicy?op=edit

AdministratorSettings > Users > Authentication Policy
> Global Authentication Policy

https://hostname:port-number
/jtk/ui/admin/wiz/ auth-policy-list/1

AdministratorSettings > Users > Authentication Policy
> User-Specific Authentication Policy
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Table 48: Junos Scope Operations accessible using the URL Interface (continued)

URLPermissionsMenu

https://hostname:port-number
/jtk/ui/admin/wizard/
radiusClients?cocoon-action-start=true

AdministratorSettings > Radius Configuration

https://hostname:port-number
/jtk/ui/admin/wizard/
exim-wiz%3Fcocoon-action-start%3Dtrue%26
table_name%3Dall

AdministratorSettings > Import/Export Data

You can also access any of the Junos Scope operations listed inTable 48 on page 820

directly from an external Web application using a URL, without logging in using the Junos

Scope server login page. You can provide the URL to the Junos Scope operation in your

application with the username and password added to the URL. You will be directed to

the Junos Scope operation without having to log in a second time.

To access a Junos Scope operation, for example Looking Glass, without logging in using

the Junos Scope sever, follow these steps:

1. Start your Web browser.

2. Enter the following Looking Glass URL, with the username and password added, in

your Web browser Address text box:

https://hostname:port-number /jtk/noauth-auth?username=<username>&password

=<password>&redirectLoc=ui/index/looking-glass

Where hostname is the name of the server on which the Junos Scope software is

installed, port-number is the port on which the Junos Scope Web server listens for

HTTPS requests (if you do not specify a port number, the default port 8443 is used),

and <username>and <password>are credentials you use to log in to the server. The

Looking Glass window appears.

NOTE: For features that involvemultiple screen selection, includingwizards,
only URLs to the initial screen are supported.

Querying for Information Using the URL Interface

You can directly query for information from Junos Scope, provided the query can be

represented in the form of a URL. You can use a URL with request parameters as

arguments to fetch real-time statistics.

To query for information, follow these steps:

1. Start your Web browser.

2. Enter the following Looking Glass URL, with request parameters as arguments, in your

Web browser Address text box:
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https://hostname:port-number /jtk/ui/index/looking-glass/query%

3Fdarg%3D%26dargt%3D%26device%3D<ValidDeviceName>

%26component%3DGeneral%26command%3D

Device+Summary+Information%26refresh%3D012

Where hostname is the name of the server on which the Junos Scope software is

installed, port-number is the port on which the Junos Scope Web server listens for

HTTPS requests, and <Valid DeviceName>is the name of the device being queried.

The device being queried should have been added to Junos Scope.

The Looking Glass window appears with the device summary information for the

device.

Viewing Device Information without Standard Tabs or Side Bars

To view the Looking Glass window without the standard tabs or side bars, follow these

steps:

1. Start your Web browser.

2. Enter the following URL in your Web browser Address text box:

https://hostname:port-number/jtk/portal/looking_glass/show-portal

Where hostname is the name of the server on which the Junos Scope software is

installed, and port-number is the port on which the Junos Scope Web server listens

for HTTPS requests,

The Looking Glass Enter Query Information window appears without the standard

tabs or side bars. You can enter query information and click Submit to get query results.

To query for information and view the query results in the Looking Glass window without

the standard tabs or side bars, follow these steps:

1. Start your Web browser.

2. Enter the following URL in your Web browser Address text box:

https://hostname:port-number/jtk/portal/looking_glass/query?darg=&dargt=&device=

<ValidDeviceName>&component=General&command=

Device+Summary+Information&refresh=5

Where hostname is the name of the server on which the Junos Scope software is

installed, port-number is the port on which the Junos Scope Web server listens for

HTTPS requests, and <Valid DeviceName>is the name of the device being queried.

The device being queried should have been added to Junos Scope.

The Looking Glass window appears with the query results but without the standard

tabs or side bars.

Using the Junos Scope URL Interface DemoWeb Application

The Junos Scope URL Interface demo Web application demonstrates how an external

Web application or standalone management application can access Junos Scope directly
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through a browser without using the Junos Scope login page. You can download the

demo Web application from the Junos Scope download site:

http://www.juniper.net/support/csc/swdist-encr/swdist-jtk/

See theReadMe for the JunosScopeURL InterfaceDemoWebapplication (available along

with the demo Web application) for set up instructions.

To launch the demo application after setting it up, follow these steps:

1. Enter the following URL in the browser:

https://hostname:port-number/jtk-url-interface-demo-1.0/

Wherehostname is the name of the server on which the demo instance of Junos Scope

software is installed, andport-number is the port on which the Junos Scope Web server

listens for HTTPS requests. If you do not specify a port number, the default port 8443

is used.

2. Press Enter. The Junos Scope URL Interface Demo window appears.

3. Select a launch method from the Select Launch Method drop-down list box in the

Junos Scope URL Interface Demo window:

The Select Launch Method drop-down list box lists the following options:

• Select Different Window— Select the option and click on a feature hyperlink to

launch that feature in a separate window.

• In Pop-up—Select the option and click on a feature hyperlink to launch that feature

in a pop-up window.
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• Frame on the Right—Select the option and click on a feature hyperlink to launch

that feature in the right frame of the Junos Scope URL Interface Demo window.

• Same Window— Select the option and click on a feature hyperlink to launch that

feature in the left frame of the Junos Scope URL Interface Demo window.

4. Select a user role from the Select User drop-down list box to view the privileges

associated with the user role.

The Select User drop-down list box lists the user roles: Admin, Read-Write User, and

Read-Only User.

5. Click on a hyperlink in the left frame of the Junos Scope URL Interface Demo window

to launch that Junos Scope operation.

All Junos Scope operations that can be launched using the Junos Scope URL Interface

Demo Web application are listed as hyperlinks in the left frame of the Junos Scope

URL Interface Demo window. Select a launch method and a user role and click on a

hyperlink to launch that operation.

Implementing the URL Interface

You can implement the URL Interface feature by using the sample code in this section:

• Adding Hyperlinks to Junos Scope Operations in External Web Applications on page 827

• Launching Junos Scope Operations in a New Window on page 827

• Launching Junos Scope Operations in a Pop-Up Window on page 828

• Launching Junos Scope Operations in a Frame on page 828

• Concealing the Username and Password in a URL on page 829

Adding Hyperlinks to Junos Scope Operations in ExternalWeb Applications

You can add hyperlinks to Junos Scope operations in your application by using the

following sample code:

<a href='https://hostname:port-number/jtk/ 
noauth-auth?username=<username>&password=
<password>&redirectLoc=ui/index/looking-glass'> Looking Glass
</a>

This sample code adds a hyperlink to Looking Glass in your application, allowing you to

access Looking Glass without logging in using the Junos Scope sever.

Launching Junos Scope Operations in a NewWindow

You can launch Junos Scope operations in a new window by using the following sample

code:

<a href="#"  
onclick="launchInNewWindow('ui/index/looking-glass')">Looking-glass</a>
                                    <script 
language="JavaScript"type="text/javascript">
                                     var Junos ScopeLink= 
"https://<Junos Scope Server>:<Port>/jtk/
noauth-auth?username=<username>&password=<password>&redirectLoc="
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                                      function launchInNewWindow(link ) {
                     var newWin = open(Junos ScopeLink + link);
                    return false;
                 }              
 </script>

Launching Junos Scope Operations in a Pop-UpWindow

You can launch Junos Scope operations in a new pop-up window by using the following

sample code:

<a href="#"  onclick="openInPopUp('ui/index/looking-glass')">Looking-glass</a>
                <script language="JavaScript" type="text/javascript">
                 var Junos ScopeLink = 
"https://<Junos Scope 
Server>:<Port>/jtk/noauth-auth?username=<username>&password=<password>&redirectLoc="

             function openInPopUp( link ) {
                    var newWin = open(Junos ScopeLink + link, "Junos ScopeURL", 

"location=1,status=1,menubar=1,scrollbars=1,resizable=1,height=600,width=700");
                   return false;
                 }               
 </script>

Launching Junos Scope Operations in a Frame

You can launch Junos Scope operations in a frame in the current window by using the

following sample code:

<a href="#"  onclick="openInFrame('ui/index/looking-glass')">Looking-glass</a>
               <script language="JavaScript" type="text/javascript">
                   var Junos ScopeLink = 
"https://<Junos Scope 
Server>:<Port>/jtk/noauth-auth?username=<username>&password=<password>&redirectLoc="

                   function openInFrame( link ) {
                      parent.right.location = Junos ScopeLink + link;           

                      // replace "right" with the frame name         
                       return false;
                     }                  
        </script>

NOTE: You cannot launch the Configuration> Current >Edit operation in a
frame.

NOTE: When Junos Scope is launched for the first time, a session is created.
Subsequent launches of Junos Scope operations using the URL interface do
not require the username and password in the URL until the session expires.
However, if youwish to log in using a different user profile, then youwill have
to log out first. Otherwise, the current login ID and user session are used. Use
the following link to logout: https://hostname:port-number/jtk/logout
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Concealing the Username and Password in a URL

You can provide URLs to Junos Scope operations in your Web application with the

username and password added to the URL. You will be directed to the Junos Scope

operation without having to log in using the Junos Scope server login page. (See Figure

20 on page 829.) However you can choose to conceal the username and password in the

URL. (See Figure 21 on page 829.)

Figure 20: Data Flowwith Junos Scope Credentials

Figure 21: Data Flowwith Junos Scope Credentials Concealed via HTTP Redirect

To conceal the username and the password in the URL, the HTTP request by the client

browser, for the external Web application page with hyperlinks to Junos Scope opertaions

should be returned to the client browser with redirect hyperlinks.

You can use the following sample client HTML code to return the HTTP request to the

client browser with redirect hyperlinks:
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<html>
            <body bgcolor="white">
               <a 
href='http://<yourServer>:<Port>/redirect?redirectLoc=ui/index/looking-glass'>
Looking Glass</a>
                 <!--
                     replace above <yourServer> with the server name/IP  and 
<port> with
the port where     the redirect jsp is available.                
                  -->                
             </body>        
       </html>

You can use the sample JSP code below to return the page that will redirect the client

browser to Junos Scope, with credentials:

<html>            
          <body bgcolor="white" onLoad="goToJunos Scope();">
             Redirecting to Junos Scope.             </body>    
          <Script language="javascript">               
           var logoutRequired= <%=request.getParameter("logoutRequired")%>;
                function goToJunos Scope() {        
                  if( logoutRequired ) {     
    document.all.logoutFrame.src="<%=urlInterface.RedirectHelper.getJunos 
ScopeServer()%>"+"/jtk/logout";
                }      
                var server = "https://Junos ScopeServer:8443/";
       var userName = 'username';      
       var password = 'password';
      var redirectLoc = '<%=request.getParameter("redirectLoc")%>';
      var fullURL = 
server+"/jtk/noauth-auth?username="+userName+"&password;="+password+"&redirectLoc;="+redirectLoc;

      window.location = fullURL;
      return false;
     }      
          </Script>
      </html>
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